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Preface

This document describes the installation and deployment of NSFOCUS Log Audit System
("LAS" for short) x86 virtualization edition.

This document is provided for reference only. It may slightly differ from the actual product
due to version upgrade or other reasons.

Change History

Version Description

V2.0R021B00 Initial release.

Technical Support
Hardware and Software Support
Email:
Cloud Mitigation Support
Email:
Phone:

USA: +1-844-673-6287 or +1-844-NSFOCUS

UK: +44 808 164 0673 or +44 808 164 ONSF
Netherlands Toll: +31 85 208 2673 or +31 85 208 2NSF
Australia: +61 2 8599 0673 or +61 2 8599 ONSF

Brazil: +55 13 4042 1673 or +55 13 4042 1NSF

Japan: +81 3-4510-8673 or +81 3-4510-8NSF
Singapore: +65 3158 3757

Middle East: +973 1619 7607

Hong Kong, China: +852 5803 2673 or +852 5803 2NSF
Macao, China: +853 6825 8594

Chinese Mainland: +86 10 5387 5981

Documentation Feedback

For any query regarding the usage of the documentation, you can contact us:

Email:
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Installing LAS (x86)

This section describes the installation steps and related preparations of LAS.

1.1 Configuration Requirements

The following describes the configuration requirements for the physical host and the virtual
machine of LAS.

Physical Host Requirements

The virtualized LAS must run on a physical host. Ensure that the host meets the requirements
shown in and

Table 1-1 Physical Host Requirements by Deployment Scenario

Scenario Hardware Quantity

Basic Log Audit 1 Recommended server (x86 server)

Table 1-2 Physical Host Hardware Requirements

Hardware Server
CPU 2*E5-2640 V2 (4 cores, 8 threads)
Minimum Memory 64 GB DDR3 1333MHz
Configuration
Hard Disk 8 TB (ext4 file system, 7200 RPM), Raid5
SWAP Partition Half of the memory, 32 GB
NIC Gigabit NIC
Reco_mmen_ded RAID Controller RAID controller with Raid cache
Configuration
Optical Drive Built-in optical drive
Power Supply Hot-swappable redundant power supply (1+1), 1100 W
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Note

* Auvailable hard disk space mainly refers to the available disk space on the mounted
partition where the /opt directory resides.

*  Gigabit network environment is required.

Virtual Machine Requirements

LAS virtual machine requirements are shown in

Table 1-3 Virtual Machine Requirements

Hardware

Server

CPU

4 cores, 8 threads

Memory

16 GB/32GB

Hard Disk

* Minimum system disk size: 30 GB.
* Minimum data disk size: 500 GB.
S,

Note

The above are the minimum requirements. You can increase these
values as needed.

1.2 Preparations

Before installing and deploying LAS, complete the preparations shown in

Table 1-4 Preparations

Preparation Item

Description

IP Address Ensure that the physical host has normal network connectivity.

OS Login Account Requires root account privileges.

The time zone must match the local region, and the time must be

LAS

Time synchronized with Asia/Shanghai time.
LAS
Hostname Set the serv_er hostname and ensure it is unique within the
LAN. Special characters are not allowed.
. LAS must be deployed independently. Do not deploy other
Service . .
services on it.
Host Accessing If pop-ups are blocked or Javascript is disabled, cancel those
Browser

settings.

The network firewall policy of LAS is shown in

Copyright © NSFOCUS
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Table 1-5 LAS Network Firewall Policy

Service

Port Protocol | Input Rule Output Rule
Name/Purpose
Online Upgrade 80 TCP Deny Accept
Nginx 443 TCP Accept Accept
NPAI V2 5002,5003,50071 TCP Accept Deny
NPAI V3 5050 TCP Accept Accept
NPAI V3 5009,5051 TCP Accept Deny
Cloud 5553,5005 TCP Deny Accept
Redis Service 6379 TCP Accept Deny
Device Addition 8081 TCP Accept Deny
Kafka 9092 TCP Accept Deny
FTP Storage
Service 50061 TCP Accept Deny
NSFOCUS  Log
Collection 50071 TCP Accept Deny
Log  Analysis | ;ag3 TCP Accept Deny
Service
Agent
Communication 17046 UDP Accept Deny
UDP Port
Agent
Communication 17047 TCP Accept Deny
TCP Port

1.3 Importing LAS into Virtualization Platform

The following section uses VMware ESXi 6.7.0 as an example to introduce how to import a
x86 virtualization edition of LAS into a virtualization platform. Before importing it, obtain
the LAS virtualization file, for example, "

install. LAS.V2.0R02IB00.x86_64.postgresql.20260420.85060.ova".

The steps for importing x86 VM LAS into VMware ESXi 6.7.0 are as follows:

Step1 Open VMware ESXi and click Create/Register Virtual Machine, as shown in

Copyright © NSFOCUS 5 V2.0R02IBOO0Restricted
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Figure 1-1 Creating/Registering VM

vmware ESXi- [00l@1065.189.153 » | Help v |

"T% Navigator (. lecalhostlecaldomain

+ [ Host

Management ¥3) Create/Register Virtual Machine | @ Refresh

Monitoring &

i Virtual Machine [

3 storage
€3 Network

Virtual machine v Statusv Usedspace ~ Clientoperaing . v Hostname v HostCPU v Hostme _
@ Software version LAS-centos7.3-.. @ N.. 516.55GB Cent0S 7 (64 1i7) las129 22 MHz 4768

51 FO7-cneos-240 @N.. 142468 CentOS 7 (64 {1) Unknown 0 MHz omB

21 180-xueyang ©N.. 3585268 CentOS 7 (64 {iZ) Unknown 0MHz omB

%) Do not delete —-HARBOR server—. an 21518 GB CentOS 7 (64 {if) Unknown 0 MHz 0MB
4% all-database-200 QN 22089 GB CentOS 7 (64 {iI) Unknown 0 MHz 0MB

. (8 Su Qiang_Huawei Euler0S 20 145 @ N.. 30GB Other Linux (84-bit)  Unknown 0MHz omB

(]

W]

m)

(m)

O @ 198-xueyang ON.. 4211368 CentOS 7 (64 1) las198 928 MHz 2484 GB
W)

O

(m)

(@]

§ las148-redhat8 7 9N 1247 GB Other Linux (64-bit) Unknown 0 MHz omMB
4

Quick filters. 56 items

|2 Recent Tasks

Task ~  Initiator ~ Timein Queue ~ Start Time v Result a ~ Completion Ti_. ~

Step 2 Select Deploy a virtual machine from an OVF or OVA file, as shown in Figure 1-2.

Figure 1-2 Selecting Creation Type

¥4 New Virtual Machine

- (I Select Creation Type

2 Select OVF and VMDK files How would you like to create the virtual machine?

3 Choose Storage

This option will guide you through the process of creating a

4 License Agreement
i virtual machine from OVF and VMDK files.

Create a new virtual machine
Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

4

Step 3 Configure the VM name, as shown in Figure 1-3.

Copyright © NSFOCUS 6 V2.0R02IBOO0Restricted



= NSFOCUS it System Installation Guide

=

=

Figure 1-3 Configuring VM Name

91 New Virtual Machine - LAS-183

¥ 1 Choose the creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select OVF and VMDK files for the virtual machine to deploy or select OVA

3 Choose Storage

4 s A Enter a name for this virtual machine.
5 Deployment Options
6 Other Settings
7 Almost Done

[Las-1e3
The virtual machine name can be up to 80 characters and must be unique in each ESXi instance.

x install. LAS.V2.0R021B00.x86_64.postgresql.20260420.85060.ova

Previous p... H Next page Complete

4

Step 4 Select the target data storage, as shown in Figure 1-4.

Figure 1-4 Selecting Storage

#31 New Virtual Machine - LAS-183

v 1 Choose the creation type Select Storage
¥ 2 Select OVF and VMDK files Select storage type and data store

b4 3 Choose Storage
4 License Agreement -
Standard

5 Deployment Options

8 Other Settings Select a data store for the virtual machine's configuration file and all its virtual disks.

7 Almost Done

Name ~ | Capacity ~ | Available ~ Type ~ | Thin-pro...~ | Access v

datastore 18.18 TB 160.32 GB VMFS6 Supported Single

1 item

Previous p... l I Next page Complete

i

Step 5 Select Deployment options, as shown in Figure 1-5.

Do not select Auto Power On.
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Figure 1-5 Select Deployment Options

¥4 New Virtual Machine - LAS-183

+ 1 Choose the creation type Deployment OptiOI“IS
+ 2 Select OVF and VMDK files
+ 3 Choose Storage

b4 4 Deployment Options

Select a deployment option

5 Almost Done N TE VM Network | VM Network v
Disk preparation ®Thin provisioning O Thick provisioning
Auto power on O

Previous p... I l Next page Complete

4

Step 6 Confirm the configurations and click Complete, as shown in Figure 1-6.

Figure 1-6 Configuration Confirmation

71 New Virtual Machine - LAS-183

¥ 1 Choose the creation type Coming soon
v 2 Select OVF and VMDK files
+ 3 Choose Storage

Review your settings before completing the wizard

v 4 Deployment Options

5 Almost Done Product F08-x86-edisk
Virtual Machine Name LAS-183
Disk install. LAS V2 0R02IB00.x86_64 postgresgl.20260420.85060-disk1 vmdk
Datastore datastore1
Preparation Type Thin
Network mapping VM Network: VIV Network
Client operating system name Unknown

' Do not refresh your browser while deploying this virtual machine
Lo

)

Step 7 View VM information, as shown in Figure 1-7.
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| foLasam

P PowerOn

LAS-183
‘Cllent operatng system
Comgatiily

G40

normal shutdown, restar, stc. You should install ViAwars Tools. £ Operation

~ Genaral Information

+ 6 Network Na network informaton
» 68 Vidware Toals Nat installed
» B3 storage 1 Disk
7 Notes
[£] Recent Tasks.

i

& Operstion

/ Edit Notes

@ Refiesn | £ Operation

o laer versions (vitisal machine versian 14)

* Hardware Configuration
» @ cru
. emory
» 2B Hard Drive 1
3 usa Contralier
» M Network Adapier 1
» [ Graphics Gard
» s COIDVD 2% 1

» J Other

~ Resourcs consumption

0ol1065199.153 » | Hep ~ | (CRKED

4vERUs

1268

068

Us8 20

WM Network (Connected)
6 MB

ATAP| CDIDVD drive 0

@ VMware Tools Is not installed on this virtual machine. VMware Tools allows you to dispiay detailed guest nformation and enables you to perform operations on the guest operating system, such 35

o -
0 MHz a
[re—
0B
Storsze.

466 GB

Step 8 Click Edit to add a virtual hard disk, as shown in Figure 1-8.

Figure 1-8 Adding Hard Disk

(] Edit Settings -

LAS-183 (ESXi 6.7 Virtual Machine)

Virtual hardware ] Virtual machine opti... ‘

3 Add hard disk M8 Add network adapter

_ ) Existing hard disk

3 New standard hard disk

v

32768 MB

30 GB

» ME Network Adapter 1

I I b
<

» B3 SCSI Controller 0

VMware Paravirtual

B2 SATA Controller 0

USB Controller 1

VM Network

» 29 CD/DVD EhEE 1

Host device

4 Graphics Card

Auto-detection settinas

5 Add other devices

Connected

O Connected

Save | ‘

Cancel

1

Tip

Select New Standard Hardware Disk or Existing Hard Disk as appropriate. In Most
Cases, select New Standard Hardware Disk.
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Step 9 Add a disk of at least 500 GB and allocate optimal memory and CPU to the VM. The
configured CPU must exceed the minimum requirements.

—-End

1.4 Configuring LAS

After importing LAS x86 edition into the virtualization platform, power on the VM. Then the
system automatically mounts the system disk and data disk.

The initialization steps on the console are as follows:

Step1 Log in to the console using the developer account (with a one-time password; contact
NSFOCUS technical support to obtain the password), as shown in

Figure 1-9 Console Login

6171b548fbadB8479a5d60fb1ea33711PNENUS s 1 /NDxSPucFK74z83 ¥z ikhSKn IxYuHalW10gSmh£BA j10tmnuBye 7UC27HHF W
£Z2gKEt1A4wB6 +cMyBZS4HBC +8nCLE6PYS YuZ ++ [J9TnPz8oc8HVEONE6bYZe4eRhNaeF R jJLP8wHFDJB/ qM4nwL1VZENDg 1o 1FhEn3
7BUUFZaeT e3KRVuoXu?Dkf ik12UvwdE7E4 103 +u9dGme i GnKxad FBbACFPpDZogRufsX TBZqga LIvAuEsPtLHHI0 YyyAKouP
JNFnpQE-FYencnzBuZSqlrkacdZ I THt61fbHhvn319s-1dp30¥Y9 1 Knmt TulW i byRaDy3ZbKVA==

Password:

Step 2 Use the df —h command to check the mnt directory.

® [fthe mnt directory does not exist, the disks have been mounted successfully, as shown
in

® [fthe mnt directory exists, the disks have not been fully mounted. Wait for the mnt
directory to disappear automatically.

After disk mounting is complete, the system restarts automatically.

Copyright © NSFOCUS 10 V2.0R02IBOO0Restricted
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Figure 1-10 Checking the mnt Directory

9w
o

i

33M
126M

Step 3 After the system restarts automatically, run the df —-h command again to check the mnt
directory, as shown in

Figure 1-11 Double-checking the mnt Directory

U
-

Avail : ed on
3.4G

~ -~

e

126M

Step 4 Log in to the conadmin account. For the username and password, see

\ After the disks are mounted and the system restarts automatically, use the conadmin
A account to modify the IP address of LAS. If disk mounting has not been completed yet,
Note the IP change will fail.

Step 5 Select Network Configuration and modify the IP address of LAS, as shown in

\ If the network does not support DHCP and a static IP is required, disable DHCP first
4 and then configure the IP address
Note £ ‘

Copyright © NSFOCUS 11 V2.0R02IBOO0Restricted
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Figure 1-12 Modifying IP Address

LAS-183 _— T

Network Configuration | Uiew Network Configuration

iew Network Configuration conf igurations management interfaces.

Set Management Interface(IPUM4)
Set Management Interface(IPUG)
fidd Route

Delete Route
Enable DHCP
Disable DHCP
Back

Step 6 Modify the IP address through the serial port. After waiting for 10 minutes, the VM LAS can
be used normally.

—End
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Deploying LAS (x86)

After the VM LAS is installed, the default mode is watermark-based authentication. Users can
switch the authentication method as needed.

The authentication methods of VM LAS x86 are described in

Table 2-1 Authentication Methods of VM LAS x86

Authentication

Method Description

To use Cloud authentication, the LAS device must be connected to the network
and able to maintain connectivity with the NSFOCUS Cloud.

When a certificate is imported into the LAS device, it sends the certificate
Cloud Authentication | jnformation to the NSFOCUS Cloud authentication platform for device activation.
After a successful activation, it enters the authentication process. LAS periodically
sends authentication requests to the Cloud. after a successful authentication, LAS
runs normally and all functions are available.

Applicable when the device running LAS cannot connect to the public network.
After importing a certificate into the LAS device, provide the information in the

Watermgrk-_based certificate to NSFOCUS technical support to obtain the corresponding watermark

Authentication file. After importing the watermark file, it is compared with the certificate file. If
they match, authentication succeeds and LAS runs normally with full
functionality.

The deployment of LAS differs slightly depending on the authentication method. The
following sections use the Firefox browser as an example to describe how to switch
authentication modes for different authentication methods.

\ Do not modify or delete the accounts, passwords, or directories created by LAS.
Note

For factory defaults and supported browsers, see

Copyright © NSFOCUS 13 V2.0R02IB00 Restricted
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2.1 Logging in to LAS

Step1

Step 2

Step 3

Step 4

The steps for logging in to the web-based manager of LAS are as follows:

On the login page, enter the default administrator username and password. See

Click Log In.
The first time you log in to LAS, a dialog box for changing the login password appears.
Configure a new login password.

Configure the new login password according to the format and length requirements shown on
the page.

Click OK.
Then log in again with the new password.

—--End

2.2 Switching to Cloud Authentication

Step1

Step 2
Step 3
Step 4

Step 5
Step 6

To switch to Cloud authentication mode, perform the following steps:

Hover over the E icon, choose License > Certificate Upload, and confirm the
authentication mode to be changed.

Click Replace to enter the authentication mode selection page.
Click Cloud Authentication to enter the certificate upload page.

Click Select Certificate File, choose a valid certificate file from the local machine, and the
page displays the certificate information.

Click Confirm Import. After activation succeeds, the system prompts for a restart.

Click OK. You will be logged out and required to log in again after 3~ 5 minutes to complete
the authentication mode switch.

—-End

2.3 Switching to Watermark-based Authentication

Step 1

Step 2
Step 3
Step 4

To switch to watermark-based authentication mode, perform the following steps:

Hover over the E icon, choose License > Certificate Upload, and confirm the
authentication mode to be changed.

Click Replace to enter the authentication mode selection page.
Click Watermark-based Authentication to enter the certificate upload page.

Click Select Certificate File, choose a valid certificate file from the local machine.

Copyright © NSFOCUS 14 V2.0R02IB00 Restricted
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Step 5 Copy the device information and provide it to NSFOCUS technical support to obtain the
watermark file.

Step 6 Click Upload Watermark to import the valid watermark file obtained. After authentication
succeeds, the system prompts for a restart.

Step 7 Click OK. You will be logged out and required to log in again after 3~ 5 minutes to complete
the authentication mode switch.

—End

2.4 Cluster Deployment
LAS cluster deployment includes deploying secondary nodes and adding secondary nodes on
the primary node.

Deploying Secondary Nodes

Since the VM LAS is deployed automatically, you must configure a secondary node through
the console. Otherwise, it can only be used as a standalone node or a primary node.

The steps for configuring a secondary node are as follows:

Step 1 Use the conadmin account to enter the console management page, as shown in

Figure 2-1 System Management Page

Zystem Hanagement | Restart Bystem

Restarts the systen.
Shutdown System

Version Info

Database Info

S8H =service

Zet Bystem Clock

Set the system access port
Reset Web Admin

Reset Web Auditor

Reset Web Operator
Change—Congele Adnin Password
Set As Slave

Back

Step 2 Select Set As Slave to set the node as a secondary node. The system automatically generates a
security code, as shown in

Figure 2-2 Set as Secondary Node

System Management | Set A=z Slave

8et Current Device fAs Slave

Set Current Device As Slave.

erification code:42238
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—-End

Adding Secondary Nodes

When a node is not set as a secondary node, it is a primary node. The steps for adding a
secondary node on the primary node are as follows:

Step1 Log in to the primary node of LAS.

Step 2 Hover over the E icon and choose Cluster > Cluster Overview, as shown in Figure 2-3.

Figure 2-3 Primary Node Configuration

¥ NSFOCUS Log Audit System

You haven't added any nodes yet.

Step 3 Click Cluster Management to enter the page shown in Figure 2-4.

Figure 2-4 Cluster Management

p  Host erin CPU Usage Memory Usage  Disk Space Total Number of Logs  Total Number of Logs Ingestion Rate Parsing Rate Storage Rate
Name Rate (%) MB) Usage (GB) (entries) Today (entries) (entries/s) (entries/s) (entries/s)

Step 4 Click Add Node to enter the add node page, as shown in Figure 2-5.
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Figure 2-5 Adding Node

Add Node X

* |P Address:

* Security Code:

Cancel

Step 5 Configure the secondary node IP and security code. For details, see Deploying Secondary
Node.

\ *  All the clustered nodes must be of the same type (either hardware or VM versions).
A

Note * The major version, that is, the F version, must be consistent among all nodes.

Step 6 After the secondary node is added successfully, the result is shown in Figure 2-6.

Figure 2-6 Node Added Successfully

i @8
J st hame Vs bt MosorylUigeME Dk Sce Usage IG8) TotalMambes o Logs e Total Nusbsr o Logs Ty (st} egestin e entes) Ping te il Sorage e el Openation
.
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Appendix

A.1 Default Parameters

Role Username Password
System administrator admin admin@123456
Console administrator conadmin conadmin@123456

A.2 Supported Browsers

Browser Version
Firefox Latest version
Chrome Latest version
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