NSFOCUS ADS
User Guide

NSFOCUS

Version: V4.5R90F07(2025-11-27)

Confidentiality: RESTRICTED

© 2025NSFOCUS




y Copyright © 205 NSFOCUS Technologies, Inc. All rights reserved.

Unless otherwise stateSFOCUS Technologies, Incholds the copyright for the content of this document
including but not limited to the layout, figures, photos, methods, and procedbrels,are protected under the
intellectual property and copyright laws. No part of this publication may be reproduced or quoted, in an
or by any means, without prior written permissiotN&OCUS Technologies, Inc.

y Statement

The purchased prodg;tservices, or features are stipulated in the contract made between NSFOCUS an
customer. Part of products, services, and features described in this document may not be within the pul
scope or the usage scope.

All information in this document is provided "AIS" without guarantees of any kind, express or implied. Tt
information in this document is subject to change without notice. It may slightly differ from the actual prc
due to version upgrade or other reasons.

y Disclai mer

Please read the disclaimer carefully before using the product. Once you use the product, you acknowle
agree to all the contents of this disclaimer. NSFOCUS shall not assume any responsibility for any loss «
damage in the following citonstances:

d Data loss and system availability reduction caused by the negligence or misconduct of the system C
management personnel, for example, they do not handle alerts that affect system stability and avail
a timely manner.

d Data loss and system availability reduction caused by the fact that the traffic exceeds the planned h
capacity.

d Data loss and system availability reduction or unavailability caused by natural disasters (including b
limited to floods, fires, and earthquakes) or environmental factors (including but not limited to netwo
disconnection and power outage).




NSFOCUS ADSUser Guide

e (= = o PP PP PP PP PPPPRP 1
I [ o110 T0 [UTod 1o ] o OO O PP PPPPPPPP 5
L L PrOGUCE OVEIVIEW. ...ciitiiieee ettt ettt ettt e e e s skttt eees et e e s 4 s bbbttt e e s aaeb b e e eaas e et e e e anbbe s e e e e e s nbbneeaanneeee s 5
L.2TYPICAI DEPIOYMENL......eeiiiiiiiiee ettt et e e e s s bbbt e e e e s s e e e s sabbe e e e e e s anbbneeeeessnenssnned 5

I N g = 11 g T D 1= 0] 0] 0 1= o | O SRPPPPION 6.
1.2.20Ut-0f-Path DEPIOYIMENL.....ccciiiiiiiiiiie it eee ettt e e s e e e et e e e e e e e nnreeas 6

2 Web-based MaNAQET ..........oovvviiiiiiiiiii s it s e e e e e e e e s sssmssss s s eeaeeeeaseeesssssssnnnseeeessesessennei
22500 I 0o o 1 USSR

2.2 SYSTEIM USEES. ...ttt e ettt et ee s et e e et e et e et e e e e s eanr e e ettt et et e e e e e e e e e e e n et e e e e e e e e 9
2.3WED PAQE LAYOUL.....eeiiiiiiiiiiiiee ettt rme ettt e e e ettt e e e e s rmeee s s st et e e e e e anbb e e e e e e s aneee e nneee 10
2.4CommMON 1CONS AN BULTOMS.......ciiiiiiiiieiitiireeri e e e e e e e e s e rns e e e e s s nnnnneeeens 11

3 System ADMINISIIAtION  .......ccoiiiiiiiiee e e e e e e e e e e e e amaena e e e eeeas 12
G F0 I I Tor= 1S =Y 1] o = 12
3.1.1BASIC INFOIMELIOM. .....eeeiieiiiiiiiie ettt e e e e e e s rme e e s n e e e e e s air e eeeeeenne 12
3.1.2INterface CONfIGUIALION. .......oiiiiiiiiie et et e et e e e e e e e et e e e e e e nnbeeas 16

I P10 LY=L g Y =T F= Vo [<] 0 0= o A PSPPI 19
3.1.4Management Platform ConfigUration................uuuueiiiceciiiiis e eeeeteeer e eeenes 21
3.1.5Configuration File ManagemeNL............coiiiiiiiiiiieeeiie ettt eeeeeeee s 24
3.1.6Bandwidth Overrun Limit ConfiguratiQn...........ccoooieiiiiiiieeee e e e e e 26
3.1.7Hardware Alert ThreShOlAS.........uviiiiii e 27
3.1.8Management Interface ACCESS CONLLOL..........uuiiiiiiiiiiieeeii e 27

T e ] 1N o) o 11 = 1110 o TR 30
3.1.10(Optional) Bypass CONfIQUIAtION. ........cccuuiiiiiiiiiiieeeeaiititbeebe et e e e e eeeees b eseeeeeeeeaaaaeeeeseemeeees 41
3.1.11Collaboration CONfIQUIALION. ..........ciiiureiiie i iieei ettt rmeee bbb e s smmee s e neeeeas 45
3.2SeCUNLY CONFIGUIALION.....ciiiiiiiiee ettt e e e eb bbb et eeeeeeeeeeeean 52
3.2, 1L 00N SECUIEY. ...ttt e eaeeta bbbttt ettt e e e e e e e eaasse e e et eeeeaaaaaeaeeaaesaammteeaeaeaaeaeseeaaaaannnnnnaneeas 52
3.2.2L.0CKed USEr MANAGEMENL......cciiiiiiiiiee e itieeeiteeee e e e ettt e e e e st be e ettt e e e s s snbbe e e e e e s sssbeensbaeeeaeesanes 54
3.2.3Authentication CONFIQUIATION...........eiiiiiiiiie e mnne e 54

TR oo IS =T oV o SRR PPPPP 57

IR I S} VA (oo I @o T oYl 0] =1 1o o NPT PPP TP 58
3.3.2SNMP CONfIQUIALTION. ...ceiiiiieie ettt e e e eenb bbb e e e e e eees 59
3.3.3EMail CONFIQUIALION ......ei ittt e ettt ee e et e e et e e e e e eeeesseessbsssneeeeeeeaaaaeaaees] 63
3.3.4SFTP/SSH CONfIQUIALIAN. ....ciiiitiiiiie s e e e e e e e e e e aneeees 65

Copyright© NSFOCUS i V4.5R90F07



NSFOCUS ADSUser Guide

@ )0 1T PO PUPPPSPRPPRPRN 66
I I o =T 1 PR 66

G V£ (=1 1 T U T = Vo L= USSR 70
3.4.3REMOLE ASSISIANCE ... vviiiiie ittt ettt e e e st esese e e e s s snebeeeeesssnnnbeesnenseeeessnnnnneeeessnnnnnnes il L
3.4.4SSL CertifiCate IMPOKL.......eeiieiiiiiiiie e eeee ettt rme e e e et e e e e s rmn e e st e e e e e e anerneas 72

G Y @ =T [ Tt 1 =) 1= 1 o o 73

G 13453 (=1 o TN ] {0 4= LT o PP 73
3.4.7Web API File DOWNIOAM..........uuuiiiiiiiiiiiiii ettt e e e snnnne e e e e e e D

4 Real-Time MONITOMNG  .ooiiiiiiiiiiiiiiitt bbb ee e e e e eeenes e s e e e e e e e e e e e e e e e e e e ammreeeeeeeeas 75
4.1 REAFTIME SYSIEM StATUS ...eiiiiiiiieee et i s e e e e e e s e e eeer e s s e s s s e et eeee e e eeennsssstesrensnneneneeeanas 75
4.2 SYSEEM INFOMMALION......eeiiiieiiitii ettt ree et e e e ettt e e e e s rmeee s st b b et e e e e s anbbreeeeesamnneean 82
o) ] o= 83
5.1ANL-DDOS POIICIES.....ciiiiiiii ittt e ettt e e e bbb b e et ettt et e e e eeest b e s be e e e e e et e e taeeeeeeesaanreees 83
5.1.1Protection Group Man@gEMEINT.........ccciiiiiiiiiieiaee ettt e e e sttt e e e e samee e sibbr et e e e s abbr e e e e e samneeesanees 83
5.1.2Policy Configuration for ProteCtion GrOURS...........uuuuuiiiiiiecceeiiis e e e e e e e e eeee e e a8
5.1.3Protection Group Policy TEMPIALES.........cooiveiiiiiiiieere e eeee e e eeeneens 133
5.1.4Carpet Bombing ProteCioN...........coiiiiiiiiii e 136
5.1.5Advanced GIobal Parameters...........cuoiiiiiiiiii e 139
5.1.6RESPONSE Page SELNGS. .. uuuuiie i i i eieeee e eeee s e e e e e e e e e e e e et nmnr e e ee 139
5.1.7SSL Certificate ManNagEMENL.........ciiiiiiiiiiiei ettt e eeae e e e s atbe e e e e aabbe e e e seaeeeeeanes 142
5.1.8MODile USEFAQENT RUIES.......uiiii ittt eeeer s e e e e e e e e e e e ettt eeerer s 144
5.2ACCESS CONIOI PONCIES ... ..ttt ettt e e e e e e e e e e e e e e e e e aaaees 145
L7200 | Y 1S 145
5.2.2ACCESS CONIOl RUIBS ...ttt e e e eea bbb e e e e e eeeeeas 151
5.2.3Reflection ProteCtion RUIES..........ooo oo eee bbb e e e e e e e e e e eeereereeeeeeas 156

L T 1= To | U ] T 158
B2 5BIOCKIIST ... e ae e 160
5.2.6HTTP KeyWord CheCKING........uuiiiii i eeeee e e e e e e e e e e e et ae s 168
5.2.7SSLITLS KeyWord CRECKING.......cccoiiiiiiiiieiiieieiie ettt e e e 169
5.2.8Connection Exhaustion ProteCtion RULES..............uuiiiiiiiiiaiiiiiiiiiiiiieeee e 173
5.2.9Regular EXPression RUIES ... ... e e e bbbt e e e e e eaanssnbbeessseeees 175
5.2.10URL-ACL ProteCtion RUIES........ccuviiiiiiieie ettt e e e e s nneae e e e s 177
5.2.11DNS KeyWord CheCKING.......cooiiiiiiiiitteeee et e e ettt e e e e e e eaaessnbbeeesseeees 180
5.2.12DNS Subdomain AlTOWIISL........cciiiiieit et eee bbb e e e et e e e e e e eeereeeeeeeeeas 182
5.2.13Programmable RUIES...........uiiiiiiiii ettt eree e e e aee e e s 186

6 DIVErsion and INJECTION ..ottt eeee et e e erre e e et e e e e e e e e e e e e e e e s s ammme e e e as 188
I CT T o T=T = IS4 o PRSPPI 188
6. L. LRUNNING MOGE.....ccoiiiiiiiiie ettt e ettt e e e e e s bbb eenebe e e e e e s anbbeeeeeeeaanbeeenns 189
6.1.2Port Channel ConfigUIatiQm............oooiiiiiiiieeee bbb eae bbb e e e e e e e e e e e eeereeeeeeeeeas 190
6.1.3GRE TuNNel CONfIQUIALION. ........uiiiiii ettt 193
6.1.41P Address CONfIQUIALION........cvieieee e eeee e e s eee e nnnnrnrennes 195

Copyright© NSFOCUS ii V4.5R90F07



NSFOCUS ADSUser Guide

6.1.5IN/OUT Interface Pair Configuration............ccooeiiiiiiiiiccee e ceecee e 197
6.2 DIVEISION ROULE......coiiiiiiie ettt ttee e oot e e e e st e bt e e es s e s e s nbebbeebeeseeeenannnnnne 198
B.2. 1BGP ROULE.....eeiiiiiiieiiiit et ieet ettt e et e e st et e et e e s bt e s rme e s et e st e e e s nre e e ann e e snmne e 198
LS | ol o 10| (= AN=IS o | ] 0 =] 2 S 201
6.2.3BGP FIOWSPEC ROULES. .....ceiiiiiiiiiiiee ettt ettt e et e e rme et e e e e e 202
RSN I = 1T [T =T 1o o PO 204
Lo N g [=Tox 1o g T (=T - TSP 204
6.3.2INJECHON ROULES......ceiiiiiitiiiee ettt ee ettt e e ea et e e e e st et e e e e e st e e ea b e e e e e e e anb b e e e e e e e nnes 206
6.3.3MAC AAAreSS TaDIE.......cooiiieiiii et sme e 217
R N =i {Tol DAY= =T o I PSP TP PP 220
B.4.LFIErING RUIES.......coiiiiiiiiie ettt ettt e e ne e bbbt e e e s bbb e e e e s nnneas 220
6.4.2MBNUAIL DIVETSION.....ciiiiiiiiiiiieiee ettt rmmee et e et e e s rmmee s e e e e s annnneeee s 221

Lo e T €T (0BT o I I 1)Y= ] o O 227
6.4.4Diversion ROULING TADIE........cooiiiie et e st 228
6.4.5FIoWSPEC Traffic DIVEISION......cciiiieeieieeeeee e e e e eeere e e e e e e e e e emnnan s s e e eeees 230
6.4.6FlowSpec Diversion ROULING Table.........coooi i rrrers e e 231
6.5A0VANCEA ROULE SN ... eiiiiiiiiiiiei ettt e ettt e e s st bbbt e e e s sme e s bbb e e e e e s annaneeeee s 231
B.5. 1IMPLS ROULE.......eiiiiiiiieiiiiie et eeee ettt reeea ekt e e s s e e st e e emne s abe e e s anbeeeebre e e s annennneeea 231
6.5.200NE1 ROULES.....cceiiiiiiiiie et reet et r et e e et e e e e e s e e r e e e e e e e nrr e e e e e e e e rreeennes 233
6.6 Syslog Diversion CONfIQUIALIAN . ..........uuiiiiiiiiiii ettt eee e e e e s e eabbeeenrr e e e e e e aeeee 236
6.6.1Diversion CoNfIQUIAtION............ovuiiiiiiie e e e renr et s e s e e e e e e s anensaaeaeaaeeeeenes 236
6.6.2DIVEISION RUIE LIST......eeiiiiiiiiiiiiie et ettt et e e e e me e e e s s e e es 238

48 0o RS PR 239
20001 1 = od G 1o T RPN 239
A N i = Vo S D= =] S PO O PP PP PSP 239

A8 S = L4153 1 o= LN O £ -V PP 241
YA (=] 1 T e o 1= PSSP 241
A RS VS = g (O 0 1= =T o TN I T L 242
7.2.2SYSLEM LOGIN LOGS .. tttiiiieiiitie et e ettt s ettt et e ettt e e s s it bt e e e s s me e sab b b et e e e e annnnneeeas 242
A | I ] QS - YU o o 1= 243

7. 2. ATraffiC DIVEISION LOGS. .. uuiiiiiieeeiiieeeeieitt et et e e et e e e e e e et e eeeeeeeeeeeeeaette s e s smensan e aeaeaeaeaeees 243
7.2.5HA SYNCNIONIZAtION LOGS. ... . ueeeiieiiiiiiiitie ettt rme e ettt e e et e e eamt e e s anneneeeas 244
7.2.6SYSIOQ DIVEISION LOQGS. .. .uutttttieiiiiiiiiiiet ettt et e e et e e e e e e e e e e s saat et et e e e aa e e e e e e s e e s aaaasamnneaaaaaeeaaeaaaannns 245

FA AN ] o AN o I o T 1 T OO T PO PUPROPP 245
7.2.8Authorization ConfigUration LOGS.........uuviiieiiiiiiii ettt et 245
RS T e T AN g F= 1YL PP UPRPRPPPP 245
A e (o] (=Tox (o] o T I To L= ST T TP PTUPPRRPR 248
8 Advanced APPIICALIONS ........iiiiiiiiii e eemr e e e e ananeaaaaaa 250
8.1Packet Capture MaNAGEMENT. ........ it ittt ettt e e e ettt e e e e e e e e e e e e e e e s e mnee e e e e e e e e e e aaaanna 250
8.1.1Configuring Manual Packet CaplUre...........ooiuueiiiiiieeee ettt e e ee bbb ee e e eeeeeeeeeenan 250
8.1.2Configuring Automatic Packet CaptULe...........ccoiiiuiiiiiieeriee e 262

Copyright© NSFOCUS iii V4.5R90F07



NSFOCUS ADSUser Guide

8.2Pattern MatChing RUIES.........ooo e e e e e e e e e e e e e e e e seesstaeanerrreaeaaeaeaaaeeas 267
8.2.1Creating a Pattern MatChing RUIE.............ooiiiiiieee e 268
8.2.2Creating Pattern Matching Rules in BatChes............cccccvieeer e 271
8.2.3Enabling/Disabling Pattern Matching RUIES.............ccociiiiieeer e e 272
8.2.4Modifying Pattern MatChing RUIES..........c.ocuiiiiiiiiei e e 272
8.2.5Deleting Pattern MatChing RUIES..........cuiiiiiiiiiic e e 272
8.2.6Viewing Pattern MatChing RUIES...........uuuiiiiiiiiii i ieeeiree et e e e e e e e e e rmmne e 272

8.3 CI0UA SIGNAIING ... e teeeeeeeitie ettt e et e et e e e e e et bt e e e e s ameee et b e et e e e e e bt br e e e e e e anneeennnes 273

8.4 Collaboration WIth Tl.........coiiiieiiiie e e e e sme e sn e e e snne e s nnreenn 277
S N I IO o] oo 0T =14 P 277
8.4.2T1 Application EffeCt and QUELY........c..uuiiiiiiiiiiii ettt ee e 278
8.4.3TI Database UPGrade..........uuiiiii i ieeee et eeeea s e e e e e e e e e e e ee et mnmeeeeerern e e e eeas 279
S | o =T o] 1o SR 280

9 Operation and MaNtENANCE .........iiiiiiiie e eeeieeei e e e et emme e e e e e ee e eman 281

9.1 DEVICE ProteCHION STALUS. .....ccciiirieiiie e iitiee et e s e e et e e e e e e e s st e e e e s s e e enrr e e e e e e s snnnneeeeeeean 281
9.1.1ChecKing the TrUSE STALUS. .....uuuuiiiei e e cieeee e errrre s e e e e e e e e e e e ae e et eeeaneann s 281
9.1.2Checking the ProteCtion STAtUS..........ccoiiiiiiiiii it emne e 282

Lo B2 NN = 1Yo ] Q= Vo [ o 1 PO 282
LS JZ0 o To FPOOTPTPPTTPP PSR OPPPPPPRIN 283
S I o T A O = o3 PR S 283
LS B2 1o o T LU0 ] o S 284

10 Console-based ManNagEMENT .........ouiiiiiii e n 286

10.2L0QIN 10 thE CONSOIE.....ciii ittt ettt e e e et be e ettt e e e e e ebb e e e e e e nnes 286

LO. 2D TAIS. ...ttt e e e e e e et e e e 287
10.2.1Configuring IPV4 NetWOrk SEtHNGS. .. .cciiiieeiieeeeeeiieeeee e e e e e eeeer e e e e e e e e e e e eaer e an 287
10.2.2Configuring IPV6 NetWOrk SEtHNGS. .......ocuuuriiiieiiiiiieeeiiiee ettt e e 288
10.2.3CoNnfiguring DNS SEtNGS. ....uuuiiiiiiii it eeee e eeeere e e e e e e e e e e e et reaannans 288
10.2.4Changing the Console PaSSWOI............uuuiiiiii e cceeiie e e e e e e e e e e e e ranenee s 289
10.2.5SettiNG SYSEM TIME......tiiiiii ettt ettt ettt e e e e et b b et e e e samme e e s nnbbeeeeeeeannes 289
10.2.6Restoring Network and Web Password to Default Settings............ccceeevvvieeee e 290
10.2.7Setting WD LOGIN. ...ttt e ettt eeeea bbbttt ettt e e e e e e e eeebbe s e e e e e e eeaaaaaaaaaaan 290
10.2.8Setting the Console TIMEOUL VAILIE...........ocuuiiiiie e e e e ees 291
10.2.9R0lING BACK the VEISION......eeeiiiiiiiiieee et 292
10.2.10Viewing System INfOrMAtION..........c.uuiiiiiiiiiiieiee et eeee e e e e e e e e e e e e e e e semeeeeas 293
10.2.11Configuring the Management Interface Access Control FUNCLOMN...........cooocviiieecieeerenenne 293
10.2.12Configuring the Web Server Control FUNCHON...........oooiiiiiiiiii e 293
10.2.13Configuring REMOLE ASSISTANCE. ......uuuuiiiiiiiiiiiiiieaeitit ettt e e e e e e e e e e et e e e e e et e e aaaaaaae e e e s sames 294
10.2.14Resetting the Authentication MOGE...........cooiiiiiiii e 294
10.2.15Restarting or Shutting DOwWn the SYSIEM.........ooiiiiiiiiieee e 295
10.2.16Changing INterNal [P AQAIESS.......uuuuuiiiiiiiiiiii ettt ettt e e e e e e e e e e sammme e 295
OB @ 1= T g T T e T PP PP PPPT 296

Copyright© NSFOCUS iv V4.5R90F07



NSFOCUS ADSUser Guide

10.2.18Restoring to Initial CONfIQUIALION...........uuuiiiiiiieiireieeeiiiriieeee e e e e e e e e e e eerrree e e e e e reaeaeaeaaeaeessanan 296
10.2.19Clearing Logs and Restoring to Initial Configuration................cooivimmmiiieeeeniniiieeee e 297
10.2.20EXItING the CONSOIE. ... ..uuiiiiiiiiiiiii e ceeee e e e e e e erret e e e e e e teeaaeaeaeesssmmmraeaaeeaeaaaaeaaann 298

11 Initial CONFIQUIATION  ....eiiiiiiiiiiie e 299
11.1L.0QIN T0 the CONSOIE......ceii ittt et r et e e st b et e e e e e st be e et et e e e e e abb e e e e e e e nnees 299
11.2Network Configuration on the CONSOIE............cooiii i e e e e e e eeenes 300
11.3L0gin to Webbased ManNAQEL.............ccccciuuiiiieeere s iessecie et eee e e eeeessassaabe s baeeseeseeeesananssnsesneeeeeeees 300
11.AIMPOITING @ LICENSE. ..ciiiiiitiitiie ettt teeet et ettt e e e et b et eeer e e e e e s st b e et e e e e san b b e eaab et e e e e s anbbeeeeeessanbreenns 302
11.5Network Configuration on the Wellased Manager............ccuuvuriiiiirieeeiiiirnerieeeeereeeeeesseesseeesnneneeens 303

12 SyStemM MAINTENANCE ......oiiiiiiiiiiiiittt et eees bbb e e e e eeens s bt e e e e e e e et et e e e e e e e e s ammmreeeeeeeeas 305
I RSV =T 1 O o To ] = Lo =P PP OO PP PP OUPRTPPP 305
227X @do] 101 0 aTo T o TN I o 18] o] F=T< g To To 1 1o TS 307
12.2.1Web LOQIN FAIUIE ...t eeee e e e eeena s e s e e e e eaeeeaeaenee 307
12.2.2DeVIiCe ACCESS FalULE.....cco et e e et e e ennes e e e e e e ee e 307
12.2.3LIiCeNSE IMPOIt FalUIE.....ccciiieeeeei s e e et eme e et e e s e e e e e e e e aneeeaaeeaeaeeeneenes 307
12.2.4MAC Address Learning FailULE...........uuuiiiiiii e cieeei e e e e e e e e e e e e aereneee e 307
12.2.5Ping Failure or EXCESSIVE PaCKE DIDD.......icuuiiiieeiiitiieeetiieee e sttt eesib e e ee e e 308

A Acronyms and ADDIeVIAtIONS ......coooiiiiiiii e 309
B Default PArameters ........oooiiiiiiiiiii i e e ennnr bbb 310
B.1 Default Parameters of the Management INterface............ooooiieeiiiiiiee e 310

B.2 Default Account of the Web AdmINiStratQr............c..uuiiiiiiiiieei e eeeeeeean 310

B.3 Default Account of the Console ADMINISTIALOL...........eiiiii it 310

B.4 Default Account of the CLI AdMINISrator........cooocieiiie e erreee e e ereeeeeeeeean 310

B.5 Communication Parameters of the Console Part.............oooiei e 310

(O | IS o] oL o SR 312
D NSFOCUS MASTER TERMS AND CONDITIONS ..o 317

Copyright© NSFOCUS Y% V4.5R90F07



‘NSFOCUS

NSFOCUS ADSUser Guide

Preface

Scope

This document describes the features and usage of thbageld manager and consbhsed
manager of NSFOCUS ARDDoS System (ADS), covering the following series and models:

ADS NX3 HD1000series (ADS NX2HD1000

ADS NX3 HD2500series (ADS NX2HD2500

ADS NX5 HD5000series ADS NX5-HD5000)

ADS NX5 HD6000series (S NX5-HD6000

ADS NX5 8000 series (ADS NXB000)

ADS NX5 10000 series (ADS NXx30000/12000)

ADS NX5 HD4500 series (ADSIX5-HD4500)

ADS NX5 HD6500 series (ADS NXBD6500

ADS NX5HD8500 series (ADS NX51D8500)

ADS NX5 HFseries (S NX5HFA2000 NX5-HFB300Q NX5-HFC600@3800Q ADS
NX5-HFG10000

ADS NX5 20000series (AS NX5-20000
ADS NX1-VN (virtual ADS, namely, VADS)

This document provides guidance for you in use of the products. Descriptions in this guide
may slightly differ from actual products due to version upgrade or other reasons.

S,

Note

Unless otherwise specified, figures and texts in this document are all based o
NX5-HFC6000

Organization

Chapter

Description

Describes features of ADS devices.

Describes basic information of the wbhsed manager.

Describes common operations and methods for system administ]
and maintenance.

Describes details about re@ahe monitoring.

Copyright© NSFOCUS
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Chapter Description

Describes contents and configuration methods of protection policies

Describes contents and configuration methods of diversion and injg
rules.

Describes contents and query methods of various types of log.

Describes advanced functions that include packet capturing, p
matching, cloud signaling, and TI.

Describes how to query the protection status and perform nef
diagnosis.

Describes methods for logging in and managing the console of
devices.

Describes how to completeifial configurations upon the installation
ADS.

Describes how to upgrade the system and how to perform con
troubleshooting tasks.

Describes explanation of abbreviations that appear in this article.

Describes default parameters of the ADS devices.

Describes ADS modules' support for IPv4 and IPv6.

Provides master agreement terms and conditions.

Change History

Version Description

V4.5R90F07 - New functiors: QUIC protection policybotnet& IP connection
anomaly policy, export of access control configuration, hardwiale
time sequence check, BGP FlowSpec route configuration, FlowSpe
diversion, and FlowSpec diversion routing table.

Optimized functionsConfiguration file management, email settings,
system upgrade, import of the S&értificate SSL certificate
management, anbDoS protection policies, HTTP protection

policy, DNS protection policy, TCP control parameter protection po
UDP protection policy, ICMP protection policy, carpet bombing
protection policy, reflection protection rule configuration, GeolP rule
configuration, HTTP keyword checking, hardwaide control policy,
running mode, IN/OUT interface configuration, and Wbl logs.

V4.5R90F0&P03 - New function:For SSL/TLS keyword checking, JA4 and JA4S
templates are added, an@€heck Objectfield is added for users to
choose the raw fingerprint or resulting fingerpfmta JA3, JA3S, JA4
or JA4S template

Optimized functionDDoS policy-based protection is optimized again
carpet bombing attacks.
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Version

Description

V4.5R90F0&P02

New functions: use of console to delete all logs and restore to d
configurations.

Optimized functions: TCP control parameters, UDP protection po
Tl database upgrade, trusted #adress GRE tunnels, and manu
diversion.

V4.5R90F06

New functions: DNS subdomain allowlist atd&mrning, HTTPS
fingerprint protection, and disk status.

Optimized functions:carpet bombing protection, protection grou
access control policies, SSL/TLS keyword checking rule, SNMP a
syslog, BGP mode, and attatriggered packet capture.

V4.5R90F05SP02

New functionsglobal and grouspecific DNS subdomain allowlists.

Optimized functions: time server, RADIUS authentication, H
configuration, and DNS CNAME algorithm.

V4.5R90F05SP0O1

New functions:groupspecific allowlist, SSL/TLS keyword checkin
rules, and total traffic control of protection groups.

Optimized functionsglobal allowlist, TI, HA configuration, and us¢
management.

V4.5R90F05

New functions: application layer protectioi nondecrypted traffic
protection, programmable rules, carpet bombing protection,
password + certificate UKey authentication.

Optimized functionspacket capture, license expiration warning, bo
and IP behavior control policy, HTTPS protection policy, maxim
number of various rules, management interface access control
main menu of the conseleased manager, and user management.

V4.5R90F04SP03

New functionsgroupspecific exception IP, Windows server for LDA
and device shutdown.

Optimized functionsSNMP settings, and log sending by email.

V4.5R90F04

New functions: common UDP watermark protection algorith
groupspecific access control rule, grespecific Tl, web API log, and
license expiration warning.

Optimized functions:global TI, global ACL rule, MAC addres
configurations, and system logs.

V4.5R90F03SP02

Updated the structure based on the new template.

Added descriptions about the following new functiok®P sessior
authentication policy, disk usage, password + email authenticd
groupspecific GeolP rule, and attattiggered packet capture.

Convention

Description

Bold font

Keywords, names of screen elements like buttons,-dosm lists or fields, anc
userentered text appear in bold font.

Copyright© NSFOCUS
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Convention Description
. Document titles, new or emphasized terms, and arguments for which you
Italic font ST
values are in italic font.
\ Reminds users to take note.
4
Note
Q Indicates a tip to make your operations easier.
Tip
g Indicates a situation in which you might perform an action that could res
) equipment damage or loss of data.
Caution
0 Indicates a situation in which you might perform an action that could res
Warning bodily injury.
A>B Indicates selection of menu options.

Technical Support

Hardware and Software Support

Email: support@nsfocusglobal.com

Cloud Mitigation Support

Email: cloud-support@nsfocusglobal.com

Phone:

USA: +1-844-673-6287 or +1844NSFOCUS

UK: +44 808 164 0673 or +44 808 164 ONSF
Australia: +61 2 8599 0673 or +61 2 8599 ONSF
Netherlands: +31 85 208 2673 or +31 85 208 2NSF
Brazil: +55 13 4042 1673 or +55 13 4042 1INSF
Japan: +81 315108673 or +81 #5108NSF
Singapore: +65 3158 3757

Hong Kong +852 5803 2673 or +852 5803 2NSF
Middle East: +973 1619 7607

Documentation Feedback

For any query regarding the usage of the documentation, you can contact us:

Email: info-support@nsfocus.com
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Introduction

This chapter contains the following sections:

Section Description

Providesanoverviewof ADS.

Describes typical deployments of ADS, includi
in-path and oubf-path modes.

1.1 Product Overview

ADS devices provide a widelgpplicable, higiperformance solution to protect Internet
applications from massive Distributed DeridiService (DDoS) attacks. Its powerful

protection capability meets high performance and scalability requirements e$talge
enterprises and operators for defending against today's complex and varying network attacks.

A single ADS device can be deployed on demand to divert and clean traffic on the target
device or zone without any impact on other network traffic. The #ewél protection

mechanism embedded in the device enables the system to discover and block hazardous
traffic while transmitting legitimate traffic as usual, so that business systems continue without
disruption even in face of severe network attacks.

1.2 Typical Deployment

Currently, ADS devices can be deployed irpath mode or oubf-path mode, depending on
the network environment. The following sections detail the two modes.

NX3-HD1000, NX3-HD2500, NX5-HD4500, NX5HD5000, NX5HD6000,
NX5-HD6500, NX5HD8500, and NXB5000 support both ifpath and

\ out-of-path deployment modesADS NX5-10000/12000/20000 support tt
/) out-of-path deployment mode only.
Note - When vADS uses a virtual network adapter, it can be deployed only-wf-patth

mode. For details about deployment of a virtual network adapteNSE®CUS
ADS NX21VN Installation and Deployment Guide
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1.2.1In-Path Deployment

In-path deployment is suitable for enterprises' intranets that are characterized by fewer servers
and smaller outgoing bandwidth. In this mode, an ADS device is transparently deployed at the
network entry to detect, analyze, and block DDoS attacksre 11 shows the deployment

topology.
Figure 11 In-path deployment of an ADS device

Normal traffic

— =9 Yy

Attack traffic

Server group

1.2.20ut-of-Path Deployment

To protect mission critical systems of Internet data centers (IDCs), Internet content providers
(ICPs), or telecom carriers, ADS devices can be deployed-ofgath mode, which

employs the traffic diversion mechanism. In this mode, an ADS device is deployed at the
network entry to collaborate with other routers, performing traffic diversion and injection on
one line to protect servers on the netwétikure 12 shows the deployment topology.

Figure 12 Outof-path deployment of an ADS device

- = | Router
(

Router
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Web-based Manager

The webbased manager enables you to manage and configure the ADS device in a more
intuitive marmachine interaction environment.

This chapter describes basic information of the-babed manager, as shown in the following
table.

Section Description

Describes methods for logging in to the system.

Describes user types and permissions.

Describes the web page layout.

Describes meanings of common icons and buttons.

2.1 Login

This section uses@hromebrowser as an example to describe how to log in to thebaséd
manager of ADS.

Step 1 Make sure that the client host communicates properly with an ADS device (open port 443 if
the traffic passes through a firewall).

Step 2 OpentheChrome browseandnavigate tdhe webbased manager's IP addressHTTPS.

As the ADS device supports both IPv4 and IPv6 protocols, you can type an IPv4 address (for
examplehttps://192.168.1.10Por IPv6 address (for examplefps://[2001::107)).

After you type the IP address and prEsger, a security alert page appears.
Step 3 Click Advancedand therProceed to xxxx(unsafe).

The login page shown in appears.

Copyright© NSFOCUS 7 V4.5R90F07
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Figure 21 Login page of the ADS device

ADS ANTI-DDoS SYSTEM

Step 4 Select the language, type a correct user name and pastiveontitial user name admin
and the password isfocug, and clickLogin or press€Enter.

Your selection of a language from the Select Languagedivam list does not change the Ul
language of the webased manager used by other users from different IP addresses.

Note

If you log in with the initial user name and password, Region and Time
Settings page andChange Initial Passwordpage will appear successively. Yc
should change the region, system time zone, system time, as well as the
password before logging in to the device. For details, $¢8FOCUS ADS
NX1-VN Installation and Deployment Guide

If you are authenticated by password + email, you need to type a correct pa
and verification code provided via emaiThe user account will be locked aft
several failed verification code attempts

If you are authenticated by password + certificate, you need to Rbeknload

Application in the lowerleft corner of the login page to download and install

UKey program. Then insert the UKey into your PC. You can log in to the sy
only after typing a correct user name and password, and providing a correct
certificate.

A license must be imported after initial login to the system. After a valid license is
successfully imported, log in to NSFOCUS ADS again.

Note

Note the following during login:

You are advised to use a Chrome browser with a resolution of 1024x768 or t
If you use the IEbased tabbed browsers (such as MylE and Maxthon) or brov
that are not based on the IE core (such as Opera), pages may be di
improperly.

Before login, check whether the option of blocking s is selected in th
browser. If yes, deselect it.

The browser you use must support JavaScript, cookies, and frames.

Possible causes for login failuréacorrect user name, incorrect password, :
upper/lower case confusion.

You must import the license after the first login. For details| see

The system will return to the login page if you remain inactive for a pe
specified byAuto Idle Logout. In this case, you need to log in again to contii
using the system. For details, see y

Copyright© NSFOCUS
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2.2 System Users

User roles of the ADS devices include superuser (admin by default), CLI user (routerman by

NSFOCUS ADSUser Guide

default), custom user, common user, administrator, auditor, and custom acces=olser
lists permissions of these users.

Table 21 User permissions

User Role

Configuration Permission

Viewing Permission

Superuser

Default system usexdmin, who has all permissions for the weased manager.
This role cannot be created or deleted.

CLI user

Has permissions for login to the console and management of the system.

Custom user

Has permissions for traffi
diversion and injection (manug
mode), packet capture, NSFOCU
Threat Intelligence (TI), an
system management (modificatiq
of his or her own accour
information).

Has permissions for reéime monitoring,
traffic diversion and injectionlpgs (detailed
information and statistical graphs of t
attack log, and the traffic diversion log
system  management (basic  syst
configuration and interface configuratior
statistical graphs of attack traffic, and B(
neighbor status.

Common user

Has permissions for syste
management (modification of h
or her own account information).

Has permissions for reéime monitoring and
system management (basic system sett
and interface settings).

Administrator

Has permissions for
policies, traffic diversion ang
injection, logs (detaileg
information and statistical graph
of the attack log, statistical grapl
of attack traffic, and the traffi
diversion log), system managemg¢
(basic  configuration, interfac
configuration, and modification o
his or her own accoun
information), advance(
application, and O&M.

protectig

Has permissions for reéime monitoring
information, protection policies, diversig
and injection, logs (detailed information a
statistical graphs of the attack log, statisti
graphs of attack traffic, and the traff
diversion  log), system manageme
information (basic system settings a
interface settings), advanced application,
O&M.

Auditor

Has permissions for syste
management (modification of h
or her own account information).

Has permissions for redime monitoring, the
login log, and the operation log.

Custom access use

Customizable.

Customizable.

A )

Note

You are advised to change the initial password immediately after login witt
default user account. For details about initial passwords) see

Copyright© NSFOCUS

V4.5R90F07



NSFOCUS NSFOCUS ADSUser Guide

2.3Web Page Layout

After a successful login, the usstmin opens the homepagegure 22 shows the web page
layout.

Users with different permissions magedifferent information under the main menu,
submenus, and work area of the systéfowever, all usersan view the same information
and have the same permissions for the status bar and shortcut operation area.

Figure 22 Web page layout
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Inbound Passed [ Dropped P Floos
591.9K 0 591.9K 3028

Top 10 Destination IPS by Trafic Statistical Otject Globl . unit bps v System Resources
CPU usage: 5%

DstiP Adtack Type Allack Stari Time  Altack Durabon Reah-Time Inbound  Real-Time Dropped %Fs’:d:;: ‘::1.“08’““;05\
010122 SYN Flood :32;;;429 26min 581.0K 591.9K Mmgmg::lzm:'(:;: :;g :;:::
=
Collaboration Status Power Supply & L]
pasadde
e - - - — o
s v Wow  ouTom wom  ourem
G Sup 1K 0 592K o
G2 Sup 05 0 256 o
htl = CPU: 5% MEM 62% DISK. 1% +, System Version : V4 SRIOFOB 3 @ Uptime 36 min eSystemTme 1456 |
Table 22 describes the web page layout.
Table 22 Web page layout
No. | Area Description
1 Menu bar Main menus of the system.
2 Work area Area where you can perform configurations and operations and
data.
3 Status bar Displaying current device information, software version and system
For details, se&ystem Information
4 Quick access bar | Providing frequently used buttons for quick access to the correspo
module. Se€ able 23 for details.

Table 23 explainsthebuttons in the quick access bar.
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Table 23 Common buttons

Button Function
EMGLISH - Switches to another language.
+ Upgrade Switches to the system upgrade window.
B Shout Displays information about the current ADS device.
® Logout Logs you out of the system.

A )

No# For account security, you are advised to ¢l * L999Ut  \when exiting the system.
ote

2.4 Common Icons and Buttons

describes functions of common icons and buttons on thebasdd manager.

Table 24 Buttons and icons

Button Function
Ey Edits an item.

x Deletes an item.

» Starts an operation.

u Stops an ongoing operation.

Apply Makes the configuration in the active work area take effect immediately.
-;;;\'] Views the current configuration.
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System Administration

This chapter dwells upon common ways to manage ADS devices, containing the following

sections:
Section Description
Local Settings Describes how to configure basic system information, interfaces, and use

Security Configuration | Describes how to configure login security settingtdock a locked IP addres
and authenticate users.

Log Services Describes how to configure system log services and export logs via SFTH

Others Describes how to update the system, manage the license, enable
assistance, and view version information.

3.1 Local Settings

This section covers the following topics:

Basic Information

Interface Configuration

User Management

Management Platform Configuration
Configuration File Management
Bandwidth Overrun Limit Configuration
Hardware Alert Thresholds
Management Interface Access Control
HA Configuration

(Optional) Bypass Configuration
Collaboration Configuration

3.1.1Basic Information

ADS supports the IPv4/IPv6 dual stack. As a éitatk node, ADS can be configured with
IPv4 and IPv6 addresses, which are respectively used for communication with IPv4 nodes and
IPv6 nodes.

Copyright© NSFOCUS 12 V4.5R90F07
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Note

Dualstack is an effective technology fihre IPv4-to-IPv6 transition With dualstack
network nodes support both IPv4 and IRr6tocolstacks. The source nodsesthe
same protocol stack as the destination node for communication and the n
deviceproccesseand forward packetshased on IP version they carry

You can view and modify basic information of the current AB&h as device ID, IPv4
address, IPv6 address, netmask, and gateway address.

ChooseSystem > Local Settings > Basic SettingSheBasic Settinggpage appears, as

shown in
Figure 31 Basic Settingpage

Basic Settings @

Item Value

Device ID ADS

IPv4 Configuration 1Pv6 Configuration

IP Address 10.66.242 22

Netmask 255.255.240.0

Gateway IP 10.66.250.254

H Port IP Configuration

H Port IP Netmask

Primary Server Secondary Server

DNS Server 192.168.1.1

Time Server

Clock Sync Interval 180 (min)

Web Server Port 443

System Date 2024-12-20 18:00:11

Forwarding Mode No

NSFOCUS Cloud Service On

Customer Service Oon

Restart Web Server | Restart Device || Shut Down Device | System Check | Edit

Region

Region Chinese mainland ¥

OK || Cancel
Time Zone
Time Zone (GMT+08:00), Beijing, Chongging. Hong Kong, Urumgi, Shanghai v
QK || Cancel
Table 31 Basic system settings

Parameter Description

Device ID Device model. It cannot exceed 26 characters.

IP Address/Netmask IPv4 address/netmask or IPv6 address/prefix length of the manag
interface of ADS. Note that the IP segment 172.16.1.0/24 is reservg
internal communication.

S,

Note
ADS supports the IPv4/IPv6 dual stack. Therefore, you
configure the IPv4 or IPv6 address for the management inte
according to the actual network deployment.
The device administrator can use this IP address to exe
remote device management via HTTPS, perform-rédgted
operations, and send emails.

Gateway IP IPv4/IPv6 address of the gateway for the management interface.

H Port IP Configuration/H The H port is used as a heartbeat interface for ADS to implement|

Port IP Netmask availability (HA) in in-path and oubf-path modes. Therefore, you need
configure the IPv4 address and related netmask or IPv6 address and

Copyright© NSFOCUS
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Parameter Description

prefix length for this port here.

S,

Note
It is recommended that you configure an IP address in an
network segment for the H port than the one used by
management port to avoid loops.

Only in versions V4.5R90F06 and later can the H port be useq
heartbeat interface in cof-path mode.

DNS Server IP addresses of the primary and secondary DNS servers used
management interface of the current ADS device.

The secondary DNS server will be usedyowhen the primaryserver
malfunctions.

Time Server IP address or domain name of a server that synchronizes time ¢
current ADS and other NSFOCUS devices. After this is specified
connected NSFOCUS devices will synchronize the time with the
server at an interval specified@lock Sync Interval.

A primary and secondary time servers can be configurked.time the
time of the secondary servewill be used aly when the
synchronization with the primary time server fails.

N,

Note
If you type a domain name here, you must configure the DNS ser
If you do not want to specify the DNS server, you must type an IP
address for the time server.

Clock Sync Interval Interval for ADS to automatically synchronize the time with the t
server.

The value range isi380 minutes, witli80as the default.

Web Server Port Web server port used for accessing the-wased manager of ADS.
System Date System time. By default, the current system time is displayed.
System ID Unique ID of ADS.

It is used for applying for the device license.

Forwarding Mode This mode is used for network troubleshooting. The vales indicates
that the current ADS directly forwards packets without any check.

NSFOCUS Cloud Service | Controls whether to turn on the NSFOCUS cloud service.

On theBasic Settinggpage shown ifi , you can perform the following operations:

Edit basic system information.

Click Edit to open theModify Basic Settingspage. Modify parameter settings and click
OK to commit the changes.

Check the system status.

Click System Checko check whether the system operates properly. Then the system
returns check results, as showri-ig
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Figure 32 System check results

F =3
Return value of system checks:0
The system is in normal state.

A few seconds later, the system returns tdBasic Settinggpage.
Change the web server port.
b. Click Edit to open theviodify Basic Settings page and modify the web server port.

It can be 443 (default) or an integer ranging from 18000 to 20000. A conflicting port may
make the web service inaccessiblaMEb Server Portis set to another number than
443, management by a thipdrty device or ADS M may be affected.

For example, chang&/eb Server Portto 18000 Then the accessible address of ADS is
changed tdnttps://*.*.*.*:18000 .

c. Configure parameters and cli€K to return to théasic Settinggpage.
d. Click Restart Web Serveron the page shown in

Restart the device remotely.

Click Restart Deviceto restart the current ADS remotely.

Shut down the device remotely.

Click Shut Down Deviceto shut down the current ADS remotely.

When a 6U device (ADS NX30000 or ADS NX512000) starts, the status LE
\ (STA) of a device without boards appears yellow, while that of a device with b
Not: appears green. After shutdown, the status LED (STA) of a device with boar
longer appears green.

Configure the region where ADS is located.

TheRegionarea shows the current geographic region of ADS. Select a region from the
Regiondrop-down box and cliclOK.

To make the region setting take effect, you must restart the system.

WhenRegionis set toChinese mainland the NSFOCUS Cloud switch is turne

on by default.
S,

Note - WhenRegionis set to any other region th&hinese mainland the NSFOCUS
Cloud switch is turned off by default.

Configure the time zone.

TheTime Zonearea shows the current time zone information of ADS. You can select a
time zone from the dregown list and clickOK to save the settings.

After the configuration, you need to restart the system to make the new time zone take
effect.
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The number and type of interfaces vary with ADS models.

Model

Supported Interface Cards

ADS NX5-8000

8 x 1000M electrical post
8 x 1000M optical pos
2 x 10G optical pos

ADS NX5-10000
ADS NX5-12000
ADS NX5-20000

4 x 1000M electrical post
6 x 100G optical pors

4 x 40G optical pors

20x 10G optical por

ADS NX3-HD2500
ADS NX5-HD4500
ADS NX5-HD6500
ADS NX5-HD8500

8 x 1000M electrical post
8 x 1000M optical pos

4 x 1000M electrical post
4 x 1000M optical pos

4 x 10G optical pos

2 x 10G optical pogt

ADS NX3-HD1000
ADS NX5-HD5000
ADS NX5-HD6000

6 x 1000M electrical post+ 4 x 1000M optical post
4 x 1000M electrical post+ 4 x 1000M optical post
8 x 1000M electrical post

4 x 1000M optical pos

2 x 10G optical pogt

4 x 10G optical pos

ADS NX5HFC6000
ADS NX5-HFC8000

4 x 1000M electrical post

8 x 1000M optical post

8 x 1000M optical pod

4 x 1000M electrical post+ 4 x 1000Moptical pors
4 x 10G optical pos

2 x 10G optical pog

ADS NX5-HFA2000

6 x 1000M electrical post
8 x 1000M electrical post
4 x 1000M optical pogt

2 x 10G optical pogt

ADS NX5-HFB3000

8 x 1000M electrical post
8 x 1000M optical pod

2 x 10G optical pogt

4 x 10G optical pos

ADS NX5-HFG10000

16 x 10G optical port subcard

8 x 10G opticaport + 8 electrical port subcard

Copyright© NSFOCUS
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Model

Supported Interface Cards

Switching board with 800G fixed port
Switching board with x 100Gfixed ports
Switching board witt8 x 10G + 200G fixeghorts

On the interface configuration page, the administrator can enable or disable all working
interfaces and change the working mode of 1000M electrical ports.

This section describes those operations in detail.

Enabling or Disabling Working Interfaces

Step 1 ChooseSystem > Local Settings > Interfaces

shows the interface working mode of ADS NKB®4500.

Figure 33 Interface working mode of ADS NXBD4500
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describes interface working mode parameters.

Table 32 Interface working mode parameters

Parameter

Description

Interface No.

ADS NX5-HD4500Q
T1/1 and T1/210G optical ports
G3/1i G3/8:1000M electrical ports

F4/1i F4/8:1000M optical ports

ADS NX5-10000:
100GE 1/1100GE 1/6: 100G optical ports
40GE 1/140GE 1/4: 40G optical ports
T1/1i T1/20: 10G optical ports
G1/1i G1/4: 1000M electrical ports

S,

Note

Interface numbers here are provided for illustration only. They may ¢
from the actual numbers as boards may be inserted into other slots.

SmartNIC

Indicates whether it is a smartNIC. It will be displayedras after a FPGA carg

Copyright© NSFOCUS
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Parameter

Description

that contains 8 x 10G optical ports occupying two slots is inserted.

Mode

The default value isauto, indicating that the interface is working in al
negotiation mode.

10M full: indicates that the interface is currently operating at 10 Mbps a
full duplex mode.

10M half: indicates that the interface is currently operating at 10 Mbps a
half duplex mode.

100M full: indicates the interface is currently operating at 100 Mbps ar
full duplex mode.

100M half: indicates the interface is currently operating at 100 Mbps a
half duplex mode.

1000M full: indicates the interface is currently operating at 1000 Mbps aj
full duplex mode.

MTU

The MTU is1500for all working interfaces and cannot be edited.

Status

Up: indicates that the current interface is up.
Down: indicates the current interface is down.

1000/Fullindicates the working mode of the current interface.

Step 2 To enable or disable an interface, cliw¥ or % in the Enable/Disable Interface column.

—End

Changing the Working Mode of 1000M Electrical Ports
ADS NX5-HD4500is used as an example here.

On thelnterfaces page in , click Edit to change the working mode of 1000M
electrical ports (G1/1 through G1/8).

Figure 34 Changing the working mode of 1000M electrical ports

Interfaces

Change Interface Working Mode
Interface ID

G1/1

G1/2

G1/3

G1/4

G1/5

G1/6

G1/7

G1/8

Made
10M half

10M half
10M half
10M half
auto
auto

auto

4 4 4 4 4 4 4

auto

OK || Cancel

After changing the working mode, cli€dK to save the settings.
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3.1.3User Management

ChooseSystem > Local Settings > User Managemenis shown in , theUser

Managementpage that appears displays all system users. Initially, only the default web user
admin and the CLI user routerman are available.

Figure 35 System users

User Management

@
System User
User Name User Type Authenticate By

Operation
Superuser

Password g

admin

CLIUser

User Name Password Account Status Operation

Enable @

routerman

File Download
File Content

CLI Command Description.pdi

User roles include the following:

Superuser (admin by default)
CLI user (routerman by default)
Custom user

Common user

Administrator

Auditor

Custom access user

For permissions of these user roles, s&¢

UnderFile Download, you can click th&LI Command Line Manudihk to download this
user guide

Adding a User

Click Add in the §stem Userarea to add a system user. On the page showinin ,
configure the user name and login password, and select a role to limit the user's permissions.

A user, after being added, can be edited and deleted.

Figure 36 Adding a system user

User Management @

Add System User

Item Value

New Password [

Confirm Password (I

User Type Common user v

Authenticate By ® password O Password + email O Password + certificate

OK | Cancel
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Figure 37 Adding a system usé&rcustom access user

User Management @
Add System User

ltlem Value

New Password (I

Confirm Password ]

User Type Custom access user v

Authenticate By ® password O Password + email O Password + certificate

Custom Permissions

[select All Options

O Real-Time Monitoring

(m] Policy

(] Diversion & Injection

(m] Logs

[m] System

O Advanced

O Q&M

OK || Cancel

describes parameters for adding a user.

Table 33 Parameters for adding a user

Parameter Description

User Name Specifies the user name of the new account, which is unique and cannot be
It should contain 4 to 20 characters long. The minimum user name len
determined by theMin User Name Length value specifiedunder System >
Security Settings > Login Security Also, the user name can only consist
letters, digits, and underscores.

New Password Specifies the password of the new account, which should contain 6

characters and whose minimum length depends onMfme Length value
specified forPassword Strength Checkunder System > Security Settings >
Login Security.

Confirm Password | Specifies a repeat entry of the password for accuracy.

User Type Specifies the role of the new account, which cacbstom user Common user,
Administrator , Auditor , and Custom access useirror details about permissio
of each user role, s€e

For the selection afustom access useyou also need to specify permissions
this role, as shown iR .

Authenticate By Specifies the login authentication method, which can Bassword
Password+email or Password+certificate

For Password+email you need to type an email address.
For Password+certificate you need to insert a UKey into the USB port of

ADS device, and click® next to Digital Certificate to generate a digitg
certificate and write the information to the UKey.

S,
Note

For email verification, you need to configure a correct SMTP server U
System> Log Services> Email. For details, seg

If the system useadmin is authenticated by password + email, firg
ensure the correctness of the email address and the availability
email service.

To download the UKey program, clicRownload Application in the
lower-left corner of the login page.
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Editing a User
You can edit a default user (admin) and custom user.

Click = in theOperation column of a user to edit the user's account information. Only
admin can edit user accounts and other users can only change their own passwords.

Rename the default usedmin) with caution. If you forget the new name, you have to
restore it along with its password to the default through the console. For detdilsjiser

Deleting a User

Click '*! in theOperation column of a user to delete this user.

Only admin can delete users.

Enabling a CLI User

Only admin can enable or disable CLI users.

By default, CLI users are disabled. In the CLI user list, c'tx in theOperation column to
enable a CLI user. For first enabling, the web page redirects you to the password page.

The password must be 6 to 30 characters long. The minimum length of passwords depends on
theMin Length value specified unde3ystem > Security Settings > Login SecuritylThe

CLI user name is set by the system and cannot be edited. After the password is configured,
you will not be prompted to set it if you enable it again.

Editing a CLI User
Click = in theOperation column of a CLI user to change the user's password.

3.1.4Management Platform Configuration

This section describes how to configure the management platform and HTTP authentication
synchronization.

3.1.4.1Configuring a Management Platform

Currently, the administrator can exercise centralized management and monitoring over ADS
in the following ways:

Third-party managemendllows the administrator to use a thpdrty program to
manage ADS.
ESPC/ESPP managemealiows the ADS daemon to upload files to ESPC or ESPP.

ADS M managemenallows the ADS daemon to upload files to ADS M and ADS M to
dispatch configuration to ADS. After this is selected, users can conduct centralized
management and maintenance of ADS devices via ADS M.

To enable and configure the management mode, perform the following steps:

Step 1 ChooseSystem > Local Settings > Management Platform
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Figure 38 Management Platform page

Management Platform
Management Platform
] 1P Address Port
] 10.66.32.151

m] 10.66.253.118 443

HTTP Authentication Synchronization
IP Address

Management Platform Language Enable Operation

Third-Party Management simpiified Chinese Yes E45
ADS M simpiified Chinese Yes & &

Enable | Disable || Delete || Add

Synchronization Status and Cause of Exception Enable Operation

Add

Click Add in the lower right corner of thélanagement Platformarea to open the Add
Management Platform page.

Figure 39 Add Management Platform page

Management Platform @
Add Management Platform

Iterm Value

Enable ® vesO No

IP Address *

Management Platiorm ADSM A

Access Key &

Language English v

Port

OK || Cancel

describes management mode parameters.

Table 34 Management mode parameters

Parameter Description
Enable Controls whether ADS accepts centralized management.
Yes indicates that ADS is subject to centralized management.
No: indicates that ADS is not subject to centralized management.
IP Address IP address of ADS M or the thigharty device to which ADS submits da
You can type either an IPv4 or IPv6 address.
This is required wheADS M or Third -Party Managementis selected as th
management platform.
WhenThird -Party Managementis selectedenterthe IP address in the form
of IP address/netmaskor IPv4 addresses, a netmask of up to 24 bi
supported, and for IPv6 addresses, a prefix of up to 64 bits is supported.
S,
Note
Currently, ADS can submit data to five management dey
simultaneously.
Domain Name/IP| Domain name or IP address of ESPC/ESPP to which ADS submits data
Address can type either an IPv4 or IPv6 address.

This is required wheBSPC/ESPPis selected as the management platform

Management Platform

Type of the device to which ADS submits data. The value can be one
following:

Copyright© NSFOCUS
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Parameter Description

ADS M
ESPC/ESPP
Third -Party Management third-party device

Port Specifies a port for ADS to collaborate with ADS M. This paramete
available only whenADS M is selected as the management platform.
default port is 443.

Access Key Specifies the access key used for configuring the web API. This param
available only wherThird -Party Managementor ADS M is selected as th
management platform.

The access key must be a combination of 6 to 15 uppercase letters, low
letters, and digits.

File Upload Path Specifies an interface from which files are uploaded to a -fharty
management platform. Such a file upload path, for exan
https://192.168.0.1:31943/devicelogonsists of an IP address, port numk
and URI. If ADS is accessed via port 443, the port number can be omitteq
This parameter is available only whe&hird -Party Managementis selected
as the management platform. Only HTTPS is supported.

Language Specifies the language of messages sent by ADS to ADS M, ESPC/ESP,
third-party platform.

Generally, after you configure protection policies for ADS via ADS M, A
returns related messages.

Step 3 Configure parameters and cli€K to save the settings.
Step 4 Select the newly added management mode andfiebkle to enable the management mode.

-—End

3.1.4.2Configuring HTTP Authentication Synchronization

Step 1 ChooseSystem> Local Settings> Management Platformto open the management mode
page shown if

In theHTTP Authentication Synchronization area, theSynchronization Status and Cause
of Exceptioncolumn shows the current synchronization status anBrihble column
shows whether HTTP authentication synchronization is enabled.

Step 2 Click Add in the lower right corner of thedTTP Authentication Synchronization area.

describes parameters for configuring HTTP authentication synchronization.

Table 35 Parameters for configuring HTTP authentication synchronization

Parameter Description

Enable Controls whether to enable the HTTP authentication synchronization function.
Yes enables this function.

No: disables this function.

Src IP Specifies the IP address to which HTTP authentication information is synchro
Both IPv4 and IPv6 addresses are allowed here.
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Parameter

Description

\,

Note

Only one IP address can be configured.

Step 3 Configure parameters and cli€K to complete the configuration.

—End

3.1.5Configuration File Management

The configuration file contains all the configured policies and system settings of the system.

The configuration file is an encrypted file with the extensaamf.

Exporting a Configuration File

ADS allows you to export all protection policies, diversion and injection configuration, and
system management files, or export them individually by tyglel

describes the types

of configuration files that can be exported.

Table 36 Configuration file type

Configuration File Type

Description

Protection
policy

Protection The configuration covers and protection
grouprelated groupspecific access control policies, including

policies ) g and

Access controll The configuration covers , :
policies , and

Advanced The configuration covers f
application policies ; Jand

Packet capture configurationmay be associated withrotection
group policies. Before configuring the advanced applica
policies, ensure thgou have confirmed this

Diversion
and injection

Cluster The cluster configuration depends on the ADS deployment
configuration including : )
)y and
Configuration details may also vary with hardware interfa
Before performing Jjs ensure thatyou have
confirmedthe deployment mode and hardware interfaces.
Diversion route[ This is valid only when ADS running mode is set tDiversion.
configuration The diversion route configuration includes ¢
) J@nd
under is related to protectio
group policies, and BGP configuration is related Ge
s Before performing the diversion route configurati
ensure thayou have confirmed them
Injection The injection configuration is valid only when ABSunning
configuration mode is set t@iversion. It includes
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Configuration File Type

Description

Configuration details may also vary with injection interfag
Before performing injection configuration, ensure that
deployment mode and injection interfaces are confirmed.

System
management

System
management

The system management refers @
including ; n and

ChooseSystem > Local Settings > Configuration File ManagemenSelect items to be
exported, andlick Export to export a configuration file.

The default file name isfgbackup_version export time collapsar.conf for example,
cfgbackup_V4 5R90F06202510170953collapsar.conf

Importing a Configuration File

ChooseSystem > Local Settings > Configuration File ManagemenClick Choose File
and select a configuration file from the local host. Then ¢iighort to import the
configuration information and restore the system back to the state right before the
configuration file was exported.

When a configuration file is imported to ADS, the system checks the network interfaces of the
device against theonfigurationfile. If the interface number specified in the configuration file
exceeds the maximum number allowed for the device, the system prompts "Configuration

exceeds the system limit".

Once the configuration file import is complete, the system prohgusfiguration imported.
Restart the device". You need to restart the device.

Pay attention to the following while importing or exporting a configuration file:

The size of the configuration file should be no greater than 20 MB; otherwise, the
import would fail.

Configuration files cannot be imported across product models.

Configuration filesare specific to both the device model and versioncande
imported only to devices of the same model and version.

Certain configuration files that are not tied to a specific model and running mode, such as
protection policy configuration files, can be imported to devices of different models and
running modes.

Backing Up a Configuration File

You can regularly back up configuration files to the FTP server.
ChooseSystem > Local Settings > Configuration File ManagemenClick Edit and set
configuration file backup parameters.
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Figure 310 Configuration file backup

Configuration File Management
Configuration File

(Configuration File less than 20 ME; must be of the same model, version, and running mode) Choose File |No file chosen Import || Export

liem Value

Path itmp/
Backup Frequency Daily w
Test FTP Setiing Test Now

OK || Cancel

describes configuration file backup parameters.

Table 37 Configuration file backup parameters

Parameter Description

FTP Server IP IP address of the FTP server.

User Name User name for logging in to the remote FTP server.
Password Password for logging in to the remote FTP server.

Path Path to save the data uploaded to the remote FTP server.

Fill in a UNIX absolute path, for example, /tmp/.

Backup Frequency | Specifies how often the configuration file is backed up, which carDaidy,
Weekly, or Monthly .

Test FTP Setting Clicking Test Nowsends test file to the specified FTP server to check whethg
settings are correct.

3.1.6Bandwidth Overrun Limit Configuration

After two bandwidth overrun thresholds are configured, if the total traffic on ADS exceeds
either of them, the system reports an alert, which is displayed in red, prompting bandwidth

overrun. Also, the system logs system operation messages when the alert is generated and
ends.

ChooseSystem > Local Settings > Bandwidth Overrun Limit Click Edit in the dialog box

that appears. describes bandwidth overrun thresholds. Set parameters an@kKlick
to complete the configuration.

Table 38 Bandwidth overflow thresholds

Parameter Description

Enable Controls whether to enable the bandwidth overrun alerting.
Yes enables the function.

No: disables the function.

Device Alert Threshold Alert triggering threshold for the overall traffic of the device in pps|
(pps) bandwidth overrun alert is generated when this threshold is exceeded.
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Parameter Description

Device Alert Threshold Alert triggering threshold for the overall traffic of the device in bps
(bps) bandwidth overrun alert is generated when this threshold is exceeded.

3.1.7Hardware Alert Thresholds

You can set alert thresholds for various types of hardware by performing the following steps:
Step 1 ChooseSystem> Local Settings> Hardware Alert Threshold.
Step 2 Click Edit.
describes hardware alert thresholds. The alert thresholds for hardware and virtual

devices are different.

Table 39 Hardware alert thresholds

Parameter Description

CPU Usage Threshold Specifies the percentage of CPU usage that will trigger an alert.

Memory Usage Threshold Specifies the percentage of memory usage that will trigger an alert.

Disk Usage Threshold Specifies the percentage of disk usage that will trigger an alert.

CPU Temperature Threshold Specifies the temperature of the CPU that will trigger an alert.

Motherboard Temperatur| Specifies the temperature of the motherboard that will trigger an aler

Threshold

Fan Alert Controls whether to turn the fan switch on. If it is turned on, an alert
be triggered when a fan fails.

Power Alert Controls whether to turn the power switch on. If it is turned on
alert will be triggered when the power supply fails.

Disk Status Alert Controls whether to turn the disk switch on. If it is turned on, an alert

be triggered when a disk fails.

Step 3 Set parameters and cli€K to complete the configuration.

-—End

3.1.8Management Interface Access Control

The management interface access control is disabled by default. After being enabled, it can be
disabled via the console. After source IP addresses/segments or MAC addresses are specified
for access to the management interface, those beyond the specified range cannot access
ADS, whether via web, Telnet, or ping. In addition, the system can dynamically identify
external IP addresses to which ADS connects, such as NSFOCUS Cloud or other collaborative
platforms, and allow access from these IP addresses.

3.1.8.1Creating a Management Interface Access Control Rule

To create a management interface access control rule, perform the following steps:
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Step 1 ChooseSystem > Local Settings > Management Interface Access Control

Figure 311 Management Interface Access Control page (access control disabled by default)

Ttem
Enzble Access Control

Management Interface Access Control

L

Value
No

Edit

Step 2 Enable management interface access control and create a default rule.

a. Click Edit.

function.

describes parameters for editing the management interface access control

Table 310 Parameters for controlling the management interface access control function

Parameter Description

Enable Controls whether to enable the management interface access control function.
Yes enables the function.
No: disables the function.

Default Rule Specifies a default rule.

Permit any: allows any IP addresses other than those denied acce
management interface access control rules to access ADS.

Deny all: forbids any IP addresses other than those allowed access in mana
interface access control rules to access ADS. After this option is selected, ¢

addresses allowed access in management interface access control rules ca
ADS.

b. Set parameters and cli€ to complete the configuration.

Step 3 Create a management interface access control rule.

a. Click Add.

Figure 312 Creating a management interface access control rule

Management Interface Access Control
Add Management Interface Control Rule
Item

Control Object

SrcIP

Prefix Length/Netmask

Access Control

Value

SrclIP i

255 255 255 255

®@permit_) Deny

OK || Cancel

describes parameters for creating a management interface access control rule.
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Table 311 Parameters for creating a management interface access control rule

Parameter Description

Control Object Specifies use of a source IP address or MAC address for access control.
S,
Note

Exercise caution when configuring this. You are advised to select Source
MAC only when the management device directly connects to the device
they are in the same layer 2 network environment.

Src IP/Source MAC | Specifies a source IP address/segment or a MAC address that is alloy
forbidden to access ADS.

Prefix Specifies the subnet mask of the source IP address/segment. This parar
Length/Netmask available only wherControl Object is set toSrc IP.

The netmask length for IPv4 addresses ranges from 24 to 32 bits.

The netmask length for IPv6 addresses ranges from 64 to 128 bits.

Access Control Specifies an action to be taken by ADS for traffic from the specifieg
address/segment or MAC address:

Permit: allows the specified IP address/segment or MAC address to 3
ADS.

Deny. forbids the specified IP address/segment or MAC address to 3
ADS.

Step 4 Set parameters and cli€k.

A new management interface access control rule is thus created, as shayvrert

Figure 313 List of management interface access control rules

Management Interface Access Control 0
Management Interface Control Rule
1D Control Object Address Prefix Length/Netmask Access Control Operation
0 SrclP 10.66.41.3 255.255.255.255 Permit B &

Add
Item Value

Enable Access Control Yes
Default Rule Permit any

Edit

—End

3.1.8.2Changing the Rule Match Sequence

When there is more than one management interface access control rule, the rule on top is
matched first and, if it is a hit, no other rules will be checked for a match. You can adjust the
sequence of rules to change their priority.

On the page shown in , click ® or ® in theOperation column of a rule to
move it up or down.
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3.1.8.3Editing a Management Interface Access Control Rule

You can edit parameter settings of a management interface access control rule after it is
configured. To do that, perform the following steps:

Step 1 On the page shown in , click = in theOperation column of a rule.
Step 2 Edit parameter settings and then cl@K to save the changes and return to the rulpédge.
----End
3.1.8.4Deleting a Management Interface Access Control Rule

On the page shown in , click ® in theOperation column of a rule and clic®K
in the confirmation dialog box to delete this rule.

3.1.9HA Configuration

HA can be implemented in ipath mode not only between two ADS devices of
\ same model but also between the following different models:
4

ADS NX3-HD2500 and ADS NX3HD4500
Note

ADS NX3-HD4500and ADS NX3HD1000.

Currently, ADS, whether in #path or outof-path mode, supports two degtstem hot
standby modesctiveactive and activatandby.

In activeactive mode, one ADS device functions as the primary device, and the other as
the secondary device. Both the primary and secondary devices handle services and
achieve load balancing. If the primary device fails, the secondary device takes over

all work and traffic handled by the former, ensuring to the maximum extent that services
are available.

In activestandby mode, one ADS device functions as the primary device, and the other
as the secondary device. By default, the primary device handles all traffic and
synchronizes heartbeat information and-teaé status to the secondary device that is
only a backup device and does not handle services. If the primary device fails, the
secondary device takes over all work and traffic handled by the former, ensuring to the
maximum extent that services are available.

3.1.9.1HA Configuration on ADS in Out -of-Path Mode

This section describes how to configure ADS deployed irobpath mode to implement HA
by giving an example of configuring such devices to work in adigadby mode.

As shown in , the primary and secondary devices are connected by their heartbeat
interfaces (management interfaces on devices) to synchronize heartbeat information and
reaktime status and establish the BGP neighbor relationship with the peer router.
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Figure 314 Network topology for ADS in owbf-path mode to implement HA

Master
device

anagement
interface

s Heaftbeat
" cable

Management
interface

D Slave
device

Usually, ADS is deployed on the backbone network. Currently, HA car
implemented only in the case of BGP diversion.

Currently, once the primary device fails, the secondary device automatically
\ over all services from the primary device.

4 - If Syn Diversion Config After Entering a Cluster is enabled in HA advar
Note configurations on both the primary and secondary devices, the primary devic
automatically take back services after it recovers. Otherwise, the adminis
needs to manually stop the BGP diversion on the secondary device and
BGP diversion on the primary device.

For duatsystem hot standby deployment, the administrator first needs to perform the
following interface configuration on the two devices (Seafiguring IPv4 Networlsettings
for details):

Configure the heartbeat interface (management interface or H interface).

The heartbeat interface is used by the primary device to synchronize the specified
configuration file to the secondary device. For detailss8eeSynchronization
Configuration The heartbeat interfaces on the primary and secondary devices must be
reachable for each other.

Configure other communication interfaces.

After the interface configuration, enable the dsypdtem hot standby function and configure
HA by completing the following:
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Basic settings
Synchronization file configuration

Basic HA Settings

Before enabling HA, you need to perform basic HA configuration on both the primary the
secondary devices. To do that, perform the following steps:

Step 1 ChooseSystem > Local Settings > HA

Figure 315 HA page

HA @
Device Status

HA Status: @ Role: Not enabled Connection Status: ®
Basic Settings

Item Value

HA Mode Active/Standby

HA Role Not enabled

Local IP

Primary IP

Secondary IP

View Status || Enable || Edit || Advanced Config
Configuration Synchronization
Policy Diversion & Injection System Advanced

Item Value

Protection Groups No

Group Policy Templates No

Carpet Bombing Protection No

Advanced Global Parameters No

Response Page Settings No

85L Cerfificate Mgmt No

Mobile User-Agent Rules No

Allowlist No

Access Control Policy No

Reflection Protection Rule No

GeolP Rules No

Blocklist No

HTTP Keyword Checking No

S5LTLS Keyword Checking No

Connection Exhaustion Rules No

Regular Expression Rules No

URL-ACL Protection Rules No

DNS Keyword Checking No

DNS Subdomain Allowlist No

Programmable Rules No

Edit

Step 2 Modify basic settings of HA.

a. Click Edit in the lowetright corner of théasic Settingsarea to open the editing page.
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Figure 316 Editing basic settings

HA

Edit Basic Settings
ltem

HAMode

HARole

Local IP

Primary |P

Secondary IP

Value
Active/Standby v
Secondary v

10.66.213.203 v

10.66.242 22

OK || cancel

describes parameters of basic HA settings.

Table 312 Parameters of basic HA settings

Parameter

Description

HA Mode

HA mode, which can bActive/Active or Active/Standby.

HA Role

Role played by the current device in dggktem hot standby mode.
In active/standby mode:

Primary : indicates that this device works as a primary device. After HA is eng
it starts handling services until a failure occurs.

Secondary indicates that this device acts as a secondary device. After H
enabled, this device is in backup state and starts handling services only w
primary device fails.

In active/active mode:

Primary : indicates that this device works as a primary device. After HA is eng
it starts handling services until a failure occurs.

Secondary indicates that this device acts as a secondary device. After H
enabled, this device is in backup state and handles services the same as the
device, to achieve load balancing. If the primary device fails, the secondary
takes over all services.

Local IP

IP address of the management interface on the current device, which can be
address of the management interface or heartbeat interface. You can type an
IPv6 address. Note that the IP segment 172.16.1.0/24 is reserved for i
communication.

Primary IP

IP address of the primary device, which can be an IPv4 or IPv6 address.

N,

Note

This parameter needs to be set only wHé&nRole is set toSecondary
The route betweeRrimary IP andSecondary IPmust be reachable.

Secondary IP

IP address of the secondary device, which can be an IPv4 or IPv6 address.

3,

Note

This parameter needs to be set only wHénRole is set toPrimary .
The route betweeRrimary IP andSecondary IPmust be reachable.

b. Set parameters and cli€K to save the settings.
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(Optional) Modify advanced HA configurations.

a. Click Advanced Configin the lowefright corner of théasic Settingsarea.

Figure 317 Advanced Configurations area

Device Status

HAStatus: ©  Role: Notenabled

Advanced Configurations

Item

Communication Port

Heartbeat Interval

Lost Heartbeat Threshold

Real-Time Status Sync

Real-Time Status Sync Interval

Check Exception over Diversion and Injection Interfaces
Sync Diversion Config After Entering a Cluster

Connection Status: &

Value

6666

1000 ms

5

No

600 seconds
Disable
Disable

(*For devices working in HA mode, the communication port must be the same and it is recommended that other parameters have the same setfings )| Edit || Cancel

b. Click Edit.

Figure 318 Editing advanced settings

HA

Edit Advanced Configurations
ltem

CGommunication Port

Heartbeat Interval

Lost Heartbeat Threshold
Real-Time Status Sync
Real-Time Status Sync Interval

Check Exception over Diversion and Injection
Interfaces

Sync Diversion Config After Entering a Cluster

@

Value
6666
1000 ms
5

Yes@No
600 s

Enable @Disable
DEnable ®Disable

OK | Cancel

describes the advanced HA configuration parameters.

Table 313 Advanced HA configuration parameters

Parameter

Description

Communication Port

Port for HA communication.

Heartbeat Interval

Interval for the active device to synchronize keepalive information tg
standby device, in milliseconds.

S,

Note

The Heartbeat Interval values on the primary and secondary dev

should be as close as possible to avoid possible HA conng
establishment failures.

Lost Heartbeat Threshold

An auxiliary parameter for detecting heartbeat timeouts when an
connection is established. When the number of lost heartbeats exceeg
value, the heartbeat connection is deemed disconnected.

A

Note

The Lost Heartbeat Threshold values on the primary and second

devices should be as close as possible to avoid possible HA conn
establishment failures.

RealTime Status Sync

Whether to enable reéime status synchronization.
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Parameter Description

S,

Note

RealTime Status Syncshould be enabled on both the primary 4
secondary devices so that files can be synchronized between tH
devices.

Realtime Status Synq Interval at which the primary device to synchronize specified configur

Interval files to the secondary device.

Check Exception Controls whether to check the status of diversion and injection interf
over Diversion and When an exception is detected on the diversion or injection interfa
Injection Interfaces primary/secondary switchover is triggered.

Sync Diversion Config After an ADS device joins a cluster, the diversion status of the pe
After Entering a Cluster | synchronized to this device.

Step 4 Click OK to save the settings.
----End

File Synchronization Configuration

After configuring basic HA settings on both the primary and secondary devices, you can
specify which policy, diversion and injection, system, and advanced configurations are to be
synchronized.

Policies

To specify policy configurations to be synchronized, perform the following steps:
Step 1 ChooseSystem> Local Settings> HA.

ThePolicy tab page is displayed by default in tbenfiguration Synchronization area, as
shown in

Step 2 Click Edit in the lower right corner of theConfiguration Synchronization area to open the
editing page.
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Figure 319 Policy configurations to be synchronized

HA
Device Status,
HAStaus: @ Role: Notenabled  Connection Status: @

Basic Settings

tem Value
HAMode Activelstandoy
HARole Not enabled
Local IP

Primary IP

Secondary IP

View Status || Enable || Edit || Advanced Config
Configuration Synchronization

Policy Diversion & Injection System Advanced
ltem Value
Protection Groups. No
Group Policy Templates No
Carpet Bombing Protection No
Advanced Global Parameters No
Response Page Settings No
SSL Certificate Mgmt No
Mobile User-Agent Rules No
Allowiist No
Access Control Policy No
Reflection Protection Rule No
GeolP Rules No
Blockist No
HTTP Keyword Checking No
SSLITLS Keyword Checking No
Connection Exhaustion Rules No
Regular Expression Rules No
URL-ACL Protection Rules No
DNS Keyword Checking No
DNS Subdomain Allowiist No
Programmable Rules No

Edit

Step 3 Select the desired configuration(s) and cliik.
----End

Diversion and Injection

To specify diversion and injection configurations to be synchronized, perform the following
steps:

Step 1 On the page shown ingure 215, click theDiversion & Injection tab.

A Synchronizing diversion and injection configurations may cause network interru
Caution or other problems. Be careful and perform such synchronization only when nece
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Figure 320 Diversion and injection configurations to be synchronized

HA
Device Status
HA Status: © Role: Not enabled Connection Status: ®

Basic Settings

Item Value

HA Mode Active/Standby
HARole Not enabled
Local IP 1066213203
Primary IP 10.66.242.22
Secondary IP

View Status || Enable || Edit || Advanced Config
Configuration Synchronization

Policy Diversion & Injection System Advanced
Item Value
Running Mode No
Port Channel No
GRE Tunnel No
IP Address No
BGP Route No

IP Route Assignment No
Injection Interfaces No
Injection Routes No
MAC Address Table No
Filtering Rules No
Manual Diversion No
Group Diversion No
Genie Diversion No
Arbor Diversion No
MPLS Route No
Others No

Edit

Step 2 Select the desired configuration(s) and cliK.
----End

System

To specify system configurations to be synchronized, perform the following steps:

Step 1 On the page shown ingure 319, click the Systemtab.

Figure 321 System configurations to be synchronized

HA
Device Status
HAStatus: © Role: Not enabled Connection Status- ®

Basic Settings

Iltem Value
HAMode Active/Standby
HARole Not enabled
Local IP 10.66.213.203
Primary |P 10.66.242.22
Secondary IP

View Status || Enable || Edit || Advanced Config
Configuration Synchronization

Policy Diversion & Injection System Advanced
ftem Value

System User No
Management Mode No
Collaboration No

Bandwidth Overrun Limit No

Syelog Configuration No

SNMP Trap Setiing No

Email No

SFTP/SSH No

Edit

Step 2 Select the desired configuration(s) and cliik.
----End
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Advanced Configuration

To specify advanced configurations to be synchronized, perform the following steps:

Step 1 On the page shown inigure 319, click theAdvancedtab.

Figure 322 Advanced configurations to be synchronized

HA
Device Status
HasStatus: @ Role Notenables  Connection Status: &

Basic Settings

Iltem Value

HA Mode Active/Standby
HARole Not enabled
Local IP 10.66.213 203
Primary IP 10.66.242.22
Secondary IP

View Status || Enable | Edit | Advanced Config
Configuration Synchronization

Policy Diversion & Injection System Advanced
ltem Value

Pattern Matching Rules No

Automatic Packet Gapture No

Tl Configuration No

Edit

Step 2 Select the desired configuration(s) and clK.
----End

Enabling HA

After completing basic HA settings and file synchronization configuration on both the
primary and secondary devices, you can enable HA on them separately by &iclbyigin
the lowerright corner of thdasic Settingsarea on thélA tab page shown iRigure 315,

After HA is enabled, thelA tab page on a primary device is as shownidnre 323, and
that on a secondary device is as showhidnre 324.

Figure 323 HA Configuration page on a primary device

™

Device Status

WASsus ©  Role Pimay  Comnection Status: ® PoerLists 108620213 v
Basic Setlings

Rem Vale

HA Mods ActimiStandby
HA Role Primary

Lecal P 1066242242
Primary IP

Secondary P 106624213

("Disable the HA function before modfying HA Mods, HA Rale, Local P Primary IP. Secondary [P, Communication Pot, or Heartbeat Sync Interval ) [View Stalus | Disable || Eat | Advanced Carnfg
Configuration Synchronization
Poicy & Inci

Valu
Ho
o
Ho
Ho
Mo
Ho
Mabie User-Agent Rules Ho
Alowist Mo
Access Control Polcy Ho
Refection Prolsction Ruls Ho
GaoP Rubes Ho
Bloskist Ho
HTTF Kayword Chacking Ho
SSLTLS Keyword Chicking Ho
Connectian Exhaustion Rles Ho
Regular Expression Rubes Mo
URLACL Protsction Rules Ho
DNS Keyword Checking Ho
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Figure 324 HA Configuration page on a secondary device

o

Dovica Status

HASaus: @ Role: Secondsry  Connection Status: ® Peer Lists: 1066242242 «
Basic Settings

hem Value

HA Mode Active/Standty

HA Rale Secandary

Local P 106624213

Primary IP 10 66242 242
Secondary P 106624213

Configuration Synchronization
Policy

Disabling HA

After HA is enabled, in the lowerght corner of thdasic Settingsarea on thélA page
shown inFigure 215, theEnable button changes tDisable You can clickDisableto disable
HA.

Generally, you need to disable HA before editing such parameteds Bede, HA Role,
Local IP, Primary IP, Secondary IP, andHeartbeat Interval.

Viewing HA Status

After HA is enabled, the work status, role, connection status, and peer list of HA are displayed
in theDevice Statusarea shown ifrigure 315.

To view the detailed status of HA configuration, you can i Statusin the lowetright
corner of theBasic Settingsarea shown ifrigure 315,

Figure 325 shows the HA status information of a primary device in actte@dby mode, and
Figure 326 shows that of a secondary device in acStandby mode.

Figure 325 HA status information of a primary device

HA View Status X

enabled: Yes

local_address: 10.66.250.250
Established peer(s): 10.66.242.121
running role: master

bgp metric: 100

I

Close
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Figure 326 HA status information of a secondary device

HA View Status X

e ——

enabled: Yes

local_address: 10.66.242.121
Established peer(s): 10.66.250.250
running role: slave

bop metric: 105

Close

3.1.9.2HA Configuration on ADS in In  -Path Mode

On ADS in inpath mode, if the bypass function is enapldge HA function is unavailable.

When ADS is deployed in ipath mode, the topology for it to implement HA is as shown in
Figure 327.

Figure 327 Network topology for ADS in ipath mode to implement HA

Master device TN Slave device

=
. Router B
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HA configuration on ADS in irpath mode is similar to that on ADS in eaftpath mode. For

details, seé
on theHA page:

2Note the following differences

Advanced Configurations Check Exception over Diversion and Injection Interfaces
andSync Diversion Config After Entering a Clusterare unavailable on ADS in-path

mode.

Configuration Synchronization: TheDiversion & Injection tab is unavailable on ADS
in in-path mode.

Figure 328 HA configuration on ADS in ifpath mode

HA

Dvic Status
WaStaus @ Role Primary

Basic Settings
hem

HA Mods

H Role

Local IP
Primary P
Secandary IP

Configuration Synchrenization

Palicy

omngction Status

® Paar Lists: 10.66.242.13 «

Valug
Activa/Standby
Primary

1066242 242

10.66.242 13

3.1.10(Optional) Bypass Configuration

The bypass function is available only for ADS devices running-path mode. Currently,
ADS NX5-10000 and NX4VN do not support bypass configuration.

\,

Note

On ADS in inpath mode, if the HA function is enabled, the bypass functio
unavailable.

This function ensures uninterrupted network communications when ADS fails. ADS
devices provide the buiiin and external bypass functions.

To configure this function, chooSystem> Local Settings> Bypass Configuration
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Figure 329 Bypass Configuration page

Bypass Configuration

@
Built-in Bypass Configuration
Status Bypass group Operation
-] T1/1-T1/2 L]
-] T2/1-T2/2 ¥
External Bypass Configuration
Status IN/OUT Interface Pair llipvpaﬁs Switch Heartbeat Bypass Switch Type Link Password Operation

e F3/1-F3/2 10.66.242.44 BP240X 1 R ¥ @
@

e TY1-T1)2 10.66.242.169 BP240X 1 S % ®
\',\‘J [}

Add || Enable All || Disable All

Note that thdLink column appears in the table, indicating the link ID of the external bypass
switch, only when the switch typeBP240X

3.1.10.1Built -in Bypass

The builtin bypass function is disabled by default, as showfdnre 229. You can specify
an interface group as built bypass interfaces.

To enable this function, click®’ in theOperation column. Then the indicator in the
Statuscolumn turns to®, indicating that the builin bypass function is enabled. At the
same time, the button in ti@peration column turns to'®/,

To disable this function, click® in theOperation column. Then the indicator in the
Statuscolumn turns to®™ , indicating that the builin bypass function is disabled.

3.1.10.2External Bypass

The external bypass function can only be enabled on optical interfaces. This function is only

available for ADS in ippath mode. External bypass devices from NSFOCUS are called
NSFBS.

Figure 330 shows the topology for the interaction between ADS and the bypass switch.

Figure 330 Topology for the interaction between ADS and the bypass switch

Bypass Switch

8|qeojeequUEaH

P
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When any of the following occurs:

ADS is powered off;
the heartbeat interface is Down; or
the interface check function is enabled,
the associated working interfaces are Down, and the bypass switch automatically switches to

the bypass mode so that the traffic is transmitted to thehogxtevice, bypassing ADS. This
ensures uninterrupted network communications.

If any of the following occurs, the bypass switch automatically switches to the b
mode:

ADS's engine quits.

ADS is restarted.

ADS hangs

NSFBS is manually switched to the bypass state via thebasked manager.

The route is unreachable between the management interface on ADS a
heartbeat interface on NSFS, for example, when the physical connection
broken.

\ - ADS is powered off.
4

The IN and OUT interfaces used by ADS to connect to-BSFare in different
Note states, that is, one interface is Up and the other is Down.

NSFBS is manually switched to the bypass state via a heartbeat interface ol
port.

If any of the following occurs, the NSBS is automatically switched to th
nonbypass mode:

NSFBS is manually switched to the néwypass state via the wdlased manager.

The NSFBS is manually switched to the néwpass state via a heartbe
interface or serial port.

The heartbeat synchronization succeeds after a previous failure, that is, th
becomes reachable between the management interface on ADS and the h
interface on NSIBS.

g In in-path mode, ADS enters the bypass state by default when started. If you
. ADS to implement protection, you must manually disable the external bypass ¢
Caution ADS can switch to the normal protection state.

ChooseSystem > Local Settings > Bypass Configuratiorin theExternal Bypassarea
shown in , you can manage the bypass function as follows:

Adding an External Bypass Group

Click Add to the lower right of the external bypass configuration table to add an external
bypass group. See
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Figure 331 Adding an external bypass group

Bypass Configuration @

Add external bypass configuration
Ttem Value
IN/QUT Interface Pair ~

Bypass Switch Heartbeat IP
Bypass Switch Type BP240X ~
Bypass Link ID 1w

CK || Cancel

describes parameters of the external bypass group.

Table 314 Parameters of the external bypass group

Parameter Description

IN/OUT Interface Pair | A pair of IN and OUT interfaces used by ADS to connect to the bypass sw

Bypass Switch| IP address used by the external switch to communicate with ADS. For ¢
Heartbeat IP about installation and usage of the external switch, refer to the relate
guide shipped with the switch.

Bypass Switch Type Specifies a model of the external bypass switch, which caBR240X
BP2303, BP2201, or BP2100

Bypass Link ID Specifies the link ID of the external bypass switch. This is available only
BP240Xis selected as the bypass switch.

Other models support only one link by default.

Password Password used for login to the bypass switch. This is available only
BP2100is selected as the bypass switch.

For the password, refer to the related user guide shipped with the switch.

Confirm Password Login password typed for confirmation. This is available only wBB2100is
selected as the bypass switch.

Editing an External Bypass Group
Click & in theOperation column of an external bypass group to modify its configuration.
Then clickOK to save the changes.

Deleting an External Bypass Group
Click "*! in theOperation column of an external bypass group and then €ikkto delete
the group.

Enabling External Bypass Groups
On ADS, you can enable one or all external bypass groups:

To enable one group, clicit’ in theOperation column. Then the indicator in the
Statuscolumn turns to®, indicating that the bypass group is enabled.
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To enable all external groups, cliEkable All to the lower right of the external bypass
table and clickOK in the displayed dialog box.

Disabling External Bypass Groups
On ADS, you can disable one or all external bypass groups:

To disable a bypass group, clit®' in theOperation column. Then the indicator in the
Statuscolumn turns to® , indicating that the bypass group is disabled.

To disable all bypass groups, clitksable All to the lower right of the external bypass
table and clickOK in the displayed dialog box.

3.1.11Collaboration Configuration

\,

ADS NX5-10000 does not support collaboration configuration.
Note

ADS devices can work in hierarchical mode to provide better security proteotice:
detecting that traffic exceeds a specified threshold, a {vet ADS instructs the
upperlevel ADS with more powerful processing capabilities to divert the traffic for

processing. After processing, the upferel ADS injects the legitimate traffic back to the
lowerlevel ADS.

ChooseSystem> Local Settings > Collaboration TheCollaboration page appears, as
shown in

Figure 332 Collaboration configuration page

Collaborafion

@
Item Value
Enable Mo
Role Mot configured

Diverted IP Status List | Lower-Level Device IP List || Edit

3.1.11.1Managing Upper -Level ADS Devices

Configuring an Upper -Level ADS

To configure an uppdevel ADS, perform the following steps:

Step 1 ChooseSystem> Local Settings > Collaboration On theCollaboration page, clickedit
and seEnableto YesandRoleto Upper-level device as shown iri .
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Note

For an uppetevel device, you must set Enable to Yes and specify an IP addre
the lowerlevel device in theManagement Platform area undeiSystem > Local
Settings > Management Platform

Figure 333 Configuring an uppeevel ADS

Collaboration

Item
Enable

Role

Value
Oves@No

Upper-level device w

OK || Cancel

describes parameters for configuring an upeeel ADS.

Table 315 Parameters for configuring an upferel ADS

Parameter

Description

Enable

Controls whether to enable collaboration between ldexl and uppefevel ADS
devices.

Yes enables the collaboration function.
No: disables the collaboration function.

S,

Note

To enable collaboration, you need to &stable to Yes in the Management
Platform area (@nderSystem> Local Settings > Management Platforn). For
details, seé

Role

Role of the device. Herélpper-level deviceshould be selected.

Step 2 Click OK to return to the&ollaboration page.

Figure 334 Collaboration Configuration page

Collaboration

[tem
Enable
Role

Value
Yes
Upper-level device

Diverted IP Status List || Lower-Level Device IP List || Edit

Step 3 Click Lower-Level Device IP List

IP addresses of lowdgvel ADS devices are displayed. See
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Figure 335 List of IP addresses of low4gvel devices

Collaboration ]
Lower-Level Device IP List
IP Address Device ID Subnet-Wide Diversion Status Operation
Add || Back

Step 4 Click Add to add a lowetevel device.

Type the IP address and hash value of the k@l device and leave other parameters at
their default values.

Figure 336 Adding a lowedevel ADS

Collaboration )

Add Lower-Level Device

IP Address | |
Device ID | |
Subnet-Wide Diversion Crves@®no
Status Enable »

QK || Cancel

Step 5 Click OK to complete the configuration.
----End

Viewing Diverted IP Status List

ChooseSystem> Local Settings > Collaboration On theCollaboration page,
click Diverted IP Status Listto view IP addresses notified to the current ADS by ldeee!
ADS devices for traffic diversion and traffic information on the current ADS.

Figure 337 Viewing diverted traffic

Collaboration @

Diverted IP Status List Configure a lower-level device first.

Collaboration | ‘Current Traffic of ADS

1D IF Address
Status SYN (pps) ACK (pps) UDP (pps) ICMP (pps) Total pps Total bps

Refresh || Clear Status || Back

3.1.11.2Managing Lower -Level ADS Devices

Configuring a Lower -Level ADS
To configure a lowelevel ADS, perform the following steps:

Step 1 ChooseSystem> Local Settings > Collaboration On theCollaboration page, clickedit
and seEnableto YesandRole to Lower-level device as shown irf !
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Figure 338 Configuring a lowetevel ADS

Collaboration

ltem
Enable

Role

Configuration Items

Upper-Level Device IP

Diversion Mode
SYN Flood Motification Threshold
ACK Flood Notification Threshold

UDP Flood Notification Threshold

ICMP Flood Notification
Threshold

Cwerall PPS Notification
Threshold

Owerall BPS Notification
Threshold

Traffic Diversion Stopping
Advanced Options
Query Interval

Notification Interval

@
Value
®vesONo
Lower-level device w
Edit upper-level device IP
| [C
IP-specific diversion
|0 | pps W
|[] | pps W
|[] | pps W
|[] | pps W
|[] | pps W
|[] | kbps w
Auto v
|240 |[minutes]
| 30 |{sec0nds)
OK || Cancel

Table 316 describes parameters for configuring a lovesel ADS.

Table 316 Parameters for configuring a lowlevel ADS

Parameter Description
Enable Controls whether to enable collaboration between I|desl and
upperlevel ADS devices.
Yes enables the collaboration function.
No: disables the collaboration function.
S,
Note
The lowerlevel device informs the upp&vel ADS of diverting
traffic when finding that traffic exceeds a notification threshold.
Role Role of the device. Heleower-level deviceshould be selected.

UpperLevel Device IP

IP address of the management interface of the dppel ADS. Note
that the IP segment 172.16.1.0/24 is reserved for internal communic

Diversion Mode

Mode of traffic diversion between upplewvel and loweievel devices.

IP-specific  diversion indicates that traffic diversion i
triggered when traffic destined for a single IP address exceg
threshold.

Overall diversion: indicates that traffic diversion is triggered for t
N IP addresses by traffic when the overall traffic of the lol\eeel
device exceeds a threshold.
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Parameter Description
IP-specific | When theDiversion Modeis set tolP-specific diversion you can configure the followin
diversion parameters.
SYN Flood| A traffic diversion triggering threshold for SYN Flood traffic. T
Notification lower-level deviceinforms the uppetevel ADS of divertingtraffic when
Threshold this threshold is exceeded.
ACK Flood | A traffic diversion triggering threshold for ACK Flood traffic. Tk
Notification lower-level device instructs the uppkavel device to divert traffic whe
Threshold this threshold is exceeded.
UDP  Flood| A traffic diversion triggering threshold for UDP Flood traffic. T
Notification lower-level device instructs the uppkavel device to divert traffic whe
Threshold this threshold is exceeded.
ICMP Flood | A traffic diversion triggering threshold for ICMP Flood traffic. T
Notification lower-level device instructs the uppkavel device to divert traffic whe
Threshold this threshold is exceeded.
Overall PPS| A notification triggering threshold for traffic in pps. The lowevel
Notification device instructs the uppéavel device to divert traffic when the over
Threshold traffic in pps exceeds this threshold.
Overall BPS| A notification triggering threshold for traffic in bps. The lowevel
Notification device instructs the uppéavel device to divert traffic when the over
Threshold traffic in bps exceeds this threshold.
Overall When theDiversion Mode is set toOverall diversion, you can configure the followin
diversion parameters.
Top N Top N IP addresses by traffic, for which the traffic is diverted. The v
range is 110, with3 as the default value.
Device PPS A notification triggering threshold for device traffic in pps. T
Notification lower-level device instructs the uppkavel device to divert traffic of toy
Threshold N IP addresses when the device traffic in pps exceeds this threshold
Device BPS| A notification triggering threshold for device traffic in bps. T
Notification lower-level device instructs the uppkavel device to divert traffic of toy
Threshold N IP addresses when the device traffic in bps exceeds this thresholg

Traffic Diversion Stopping

Specifies when to stop traffic diversion.

Auto: The lowerlevel ADS automatically determines whether
send a notification to the uppkavel ADS for stopping traffig
diversion.

Scheduled If this is selected, you also need to specify how m
minutes later traffic diversion will be stopped. The lovearel ADS
sends notifications to the uppewvel ADS for stopping traffig
diversion only when the scheduled time expires.

S,

Note

When the uppelevel ADS diverts traffic, the lowdevel ADS
suspends protection for the related IP address. After the-lgymtr
ADS's traffic diversion stops, the lowkvel ADS resumes
protection for this IP address.

Query Interval

Interval at which the lowelevel device queries the upplewel device
about the current traffic destined for an IP address after the t
destined for this IP address is diverted. The interval should be longe)
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Parameter Description

5 minutes; otherwise, route flapping may occur.

Notification Interval Interval at which the lowelevel device resends a diversion notificati
to the uppetevel ADS after a failed diversion natification. T
recommend value is 30 to 60 seconds.

Step 2 Click OK.

The lowerlevel ADS configuration page appears, as showtidnre 339,

Figure 339 Lowerlevel ADS configuration

Collaboration @
Item Value

Enable Yes

Role Lower-level device
Configuration ltems

Existing IPs: 1
Upper-Level Device IP
99.99.99.99 Test

Diversion Mode IP-specific diversion

SYN Flood Notification Threshold 7440000(pps)

ACK Flood Notification Thresheld 7440000(pps)

UDP Flood Nofification Threshold 7440000(pps)

ICMP Flood Netification Threshold 7440000(pps)

Overall PPS Notification Threshold 7440000(pps)

Overall BPS Notification Threshold 1000000(kbps)

Traffic Diversion Stopping Auto

Advanced Options

Query Interval 240(minutes)

Notification Interval 30(seconds)

Manually Notified IP | Notification Filtering Rule || Diverted |P Status List || Edit

Step 3 Click Testto check whether the connection between the ulgyet and lowedevel devices
succeeds.

If the icon

-—End

appears on the left of tAestbutton, the connection succeeds.

Viewing Diverted IP Status List

On theCollaboration page shown ifrigure 339, click Diverted IP Status Listto view the
current traffic on the uppédevel and lowetlevel ADS devices. Seegure 340.

Figure 340 Status of diverted traffic

Collaboration @
99.99.99.99

Diverted IP Status List Current Upper-Level Device IP: 99.99.99.99 Status: © DISCONNECTED

Current Traffic of Lower-Level ADS Current Traffic of Upper-Level ADS

Collaboration

D IPAddress Status SYN ACK UDP ICMP Total  Total  SYN ACK UDP ICMP Total  Total ~ Operation

(pps) (pps) (pps) (pps) pps bps (pps) (pps) (pps) (pps) pps bps

Refresh | Back
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Specifying IP Addresses for Manual Diversion

Sometimes you want an upgewel ADS to divert traffic destined for certain IP addresses.
For this purpose, you should specify IP addresses by performing the following steps:

Step 1 On theCollaboration page shown ik , click Manually Notified IP .

Figure 341 Configuring manually notified IP addresses

Collaboration @

Manually Notified IP

Value Item

OK || Cancel

Step 2 Type a desired IP address and cl@K to complete the configuration.
If multiple IP addresses are required, add them one by one.

—End

Configuring Notification Filtering Rules

The uppeflevel ADS can successfully divert traffic destined for the specified IP addresses
upon a manual or automatic notification only when notification filtering rules are configured.

To create a notification filtering rule, perform the following steps:
Step 1 On theCollaboration page shown i , click Notification Filtering Rule..
Step 2 Click Add.

Figure 342 Adding a notification filtering rule

Collaboration @
Add Notification Filtering Rule
Item Value
IP Address | |
Prefix Length/Netmask | 255.255 255 255 |
Allow Motification -
Rule Status Enable v
OK || Cancel
describes parameters for creating a notification filtering rule.
Table 317 Parameters for creating a notification filtering rule
Parameter Description
IP Address Destination IP address or segment of traffic to be manually diverted t
upperlevel device.
Prefix Prefix length or netmask of the IP address. The default vaRE5i255.255.255
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Parameter Description
Length/Netmask

Allow Notification Whether notification is allowed for the IP address. The ujgpel device car

receive notification regarding the IP address only afkow Notification is
selected.

Rule Status Controls whether to enable this rule.

Enable: enables this rule.

Disable disables this rule.

Step 3 Set parameters and cli€K to complete the configuration.

-—End

3.2 Security Configuration

This section covers the following topics:
Login Security
Locked User Management
Authentication Configuration

3.2.1Login Security

This section describes how to configure login security parameters.

The procedure is as follows:

Step 1 ChooseSystem > Security Settings > Login Securityand then clickedit. See~igure 343,

Figure 343 Configuring login security parameters

Login Security @
Login Security
Item Value
Min User Name Length
Password Strength Check Off »
Password Blocklist

5
Max Password Age Cld ays:
Mazx Login Failures I:l
Lockout Period 300 secondsi
IP Access Control Unlimited v
Idle Timeout [0 |minutes
Use Verification Code Off v

0K || Cancel

Step 2 On the page that appears, configure login security parameters.

Table 318 describes parameters on this page.
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Table 318 Login security parameters

Parameter

Description

Min User Name Length

Specifies the minimum length of user names. The value ran@&0s With4
as the default.

Password Strength Chec

Specifies the type of characters to be automatically checked for pas
strength when you configure or change the password. Only a pas|
conforming to the requirement can be successfully set.

On: omits the password strength check.

Off: performs the password strength check. If this is selected
password complexity and minimum length must be specified.
- must contain specifies the types of characters (digits, special

characters, uppercase letters, and lowercase letters) that must
contained. You should select two or more types.

- Min Length: specifies the minimum length of passwords. The vz
range is 630, with6 as the default.

Password Blocklist

Blocked passwords, with each in a separate line. None of those can b
as the password of a user account.

Max Password Age

Specifies the lifetime of the password that is successfully configure
password whose lifetime has expired must be changed.

The value ranges from 0 to 365 days. The validicates that this functio
is disabled.

Max Login Failures

Specifies the maximum number of consecutive failed login attempts i
allowed login interval.

The value ranges from 0 to 10. The valuéndicates that this function i
disabled, that is, the number of consecutive failed login attempts i
limited.

Lockout Period

Specifies how long a user will be locked aftdax Login Failures is
exceeded. During the lockout period, the user is prevented from logging
the system.

The value ranges from 1 to 1000 seconds. You are advised to set it to
no smaller than 180 seconds.

IP Access Control

Controls whether to control access from certain IP addresses.
Unlimited: allows access to the device from all IP addresses.

Allow access from the following IP addressesallows access to th
device from IP addresses listed below.

Block access from the following IP addressedlocks access to th
device from IP addresses listed below. When you access ADS fr
blocked IP address, the system displays "You cannot log in fron|
current IP address. Please contact the administrator to check
control settings." on the login page.

Idle Timeout

Specifies the time, in minutes, that a user is allowed to remain idle.
this period expires, a user is logged out and has to log in again |
continuing using this system.

The value ranges from 0 to 1440. You are advised to set it to a val
greater than 10. The val@endicates that this function is disabled.

Use Verification Code

Controls whether to allow use of login verification codes.

On: allows use of login verification codes, indicating that a user
successfully log in to ADS only after typing a correct verification cod
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Parameter Description

Off: disallows use of login verification codes.

Step 3 Click OK to save the settings.
----End

3.2.2Locked User Management

A user's account will be automatically locked after the number of failed login attempts
exceeds the specified value. During the lockout period, the user cannot log in again. After the
lockout period expires, the account will be automatically unlocked. You can also go to the
Locked Userpage to manually unlock the account.

\4 Only the useadmin can unlock user accounts.
Note

ChooseSystem > Security Settings > Locked UseBelect the IP address to be unlocked and
click Unlock.

3.2.3Authentication Configuration

When a user logs in to the webhsed manager of ADS, the following password authentication
modes are supported:

Local authenticationThe user can log in to ADS only if a correct user name and
password are entered. The system user admin can only be locally authenticated.

RADIUS authenticationThe user can log in to ADS only if a correct user name,
password, and key are entered. After Authentication Mode is set to RADIUS, RADIUS
authentication is required for all users except the system user admin.

TACACS+ authenticationThe user can log in to ADS only if a correct user name,
password, and key are entered. After Authentication Mode is set to TACACS+, Tacacs+
authentication is required for all users except the system user admin.

LDAP authenticationThe user can log in to ADS only if a correct user name, password,
and key are entered. After Authentication Mode is set to LDAP, LDAP authentication is
required for all users except the system user admin.

In addition to password authentication, a user can be authenticated by password + email or
password + certificate. For the password + email authentication, the user can log in to ADS
after typing a correct password and verification code provided via email. For the password +
certificate authentication, the user can log in to ADS after typing a correct password and
providing a the UKey certificate.

The procedure is as follows fadmin to configure the authentication mode:

Step 1 ChooseSystem> Security Settings > Authentication
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Figure 344 Authentication Configuration page

Authentication @
Authentication

Item Value

Authentication Mode Local

Edit
Email Authentication Configuration
Item Value
Email Verification Code Timeout 15 minutes

Edit

Step 2 Click Edit in the Authentication area to configure the authentication mode.

Figure 345 Editing authentication parameters

Authentication @
Authentication

Item Value

Authentication Mode OLocalORADIUSOTACACS+®LDAP

Authentication Server

Authentication Port 389

Encryption clear v *

User Property uid W

Base DN

User Name

Password

OK || Cancel

Table 319 Parameters for configuring the authentication mode

Parameter Description

Authentication Mode Specifies the authentication mode, which can becal, RADIUS,
TACACS+, orLDAP.

Authentication Server Specifies the IP address or domain name of the authentication server
IPv4 and IPv6 addresses are supported.

)

Note
You can enter a domain name when ghehentication Mode is set to
LDAP.
Authentication Port Specifies the port on which the authentication server listens

authentication requests.

Protocol Specifies the authentication protocol used to secure a connection
authentication server.

The options vary with the authentication server.

)

Note

This parameter is required when thethentication Mode is set to
RADIUS or TACACS+.
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Parameter

Description

Shared Key

Specifies a text string used to encrypt the connection to the authenti
server.

The shared key configured on ADS must be the same as that configu
the authentication server; otherwise, ADS cannot communicate wit
server.

S,

Note

This parameter is required when thethentication Mode is set to
RADIUS or TACACS+.

Authentication Duration

Specifies the authentication duration, after which the authentication g
returns the success or failure of the authentication information.

A

Note

This parameter is required when thethentication Mode is set to
RADIUS or TACACS+.

Encryption

Specifies the encryption mode of the LDAP network communica
Options include:

clear: plaintext communication
sst SSL-encrypted communication
tls: TLS-encrypted communication
S,
Note

This parameter is required when tAathentication Mode is set to
LDAP.

User Property

Specifies the user authentication mode, which varies with the authenti
server. For a Linux authentication server, the value can be uid, g
displayName. For a Windows authentication server, the value ca
sAMAccountName or displayName

S,

Note

This parameter is required when tAathentication Mode is set to
LDAP.

Base DN

Specifies the top of the LDAP directory tree, namely, the base directory

S,

Note

This parameter is required when tAethentication Mode is set to
LDAP.

User Name

Specifies the name of the LDAP user.

S,

Note

This parameter is required when thethentication Mode is set to
LDAP.

Password

Specifies the password of the LDAP user.
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Parameter Description

S,

Note

This parameter is required when tAathentication Mode is set to
LDAP.

Controls whether to enable the secondary RADIUS server for authentic
If it is enabled, the secondary RADIUS server will provide services whe
primary server fails to handle authentication requests. You need to con
the following parameters to make the secondary RADIUS server take ef

Authentication Server. IP address of the secondary RADIUS server.

Authentication Port: port on which the secondary RADIUS server
listens for authentication requests. The value range6S3B5, with
1812as the default.

Protocol: the authentication protocol used to secure a connection td
secondary RADIUS server. This parameter can be getgochap,

Use Secondary RADIU{  SPaP Mschapvl ormschapv2

Server - Shared Key:. a text string used to encrypt the connection to the
secondary RADIUS server. The shared key configured on ADS mus
the same as that configured on the secondary RADIUS server; othe
ADS cannot communicate with the server.

Authentication Duration: authentication duration, after which the
secondary RADIUS server returns the success or failure of the
authentication.

S,

Note

This parameter is optional when thathentication Mode is set to
RADIUS.

Step 2 Click OK to save the authentication configuration.

Step 3 Click Edit in theEmail Authentication Configuration areato set the email verification code
timeout to 1180 minutes. The default valuelis minutes.

Step 4 Click OK.
----End

3.3 Log Services

This section covers the following topics:
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3.3.1Syslog Configuration

After configuration, ADS can send specified logs to the remote syslog server through the
communication interface.

Step 1 ChooseSystem > Log Services > Syslog

Before configuration, you can download the related syslog interface description fileuts
, you can click the file name in ti@le Download area to download the syslog file to a
local disk drive.

Figure 346 Configuring syslog

Syslog @
Syslog
D Server Address Dst Port Syslog Type Operation
Add

File Download

File Content
Syslog Interface Description. pdf

Step 2 Click Add to add a syslog server.

A maximum of 10 syslog servers can be added. Syslog configuration

\ independent. When one syslog server fails, other servers can still receive
4 messages.

Note

Syslog servers can share a device ID and port number.

Figure 347 Configuring a syslog server

Syslog @

Add Syslog Configuration
ltem Value

Server Address | |

Dst Port [514 |

Device ID O~

[CJRunning Log
[Claudit Log
[Clattack Log
[Clattack Event Log
Syslog Type [CIpiversion Log
Cinterface Status Log
[CJHA Sync Log
[CIHardware Information Log
[Clattack Source IP Log

Custom Information

Send Frequency Scheduled -

OK || Cancel
File Download

File Content

Syslog Interface Description.pdf
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Table 320 Parameters for configuringsgslog server

Parameter Description

Server Address IPv4 or IPv6 address of the syslog server.

Dst Port Port of the syslog server.

Device ID Uniquely identifies the device that sends log messages to the syslog server.

important parameter, ranging from 0 to 7.

Syslog Type Specifies the type of log messages that are sent to the syslog server, which
Running Log
Audit Log
Attack Log

Attack Event Log
Diversion Log

Interface Status Log

HA Sync Log

Hardware Information Log

Attack Source IP Log
By default, the system sends log messages every 30 seconds.

Custominformation | Specifies the useatefined information that precedes the logs selected and w|
sent to the syslog server.

You can type less than 256 characters.

Send Frequency Specifies the type of alerts, which can be either of the following:

Scheduled sends alerts every 30 seconds.

When a threshold is exceededends alerts when a threshold is exceeded
S,
Note

This parameter is valid only for the operation log and hardy
information log.

If When a threshold is exceededs selected, you need to further
hardware alert thresholds. For details, Isee

Step 3 Configure parameters and cli€K to save the settings.

—End

3.3.2SNMP Configuration

Simple Network Management Protocol (SNMP) is used to ensure the transmission of
management information between two arbitrary nodes on the network, so that the network
administrator can query information, modify information, locate faults, and diagnose faults on
any network node.

SNMP adopts the polling mechanism with basic function sets and is especially applicable to
small, fast, and lowprice environments. The SNMP implementation is based on the UDP
protocol and so can connect to various products.

SNMP configuration on ADS includes:
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SNMP agentconfigures ADS to collect information that can be reported to the network
management station (NMS). SNMPv2c and SNMPv3 are supported.

SNMP trap:configures ADS to collect trap messages, namely SNMP sextated
information. SNMPv2c and SNMPvV3 are supported.

The difference between SNMPv3 and SNMPv2c is that the latter does not encrypt
authentication and management data in transit and has no authentication mechanism for data
sending and transmission and so is not so secure for network management.

After SNMP is configured, ADS will send SNMP trap messages to SNMP NMS in an
unsolicited manner.

To configure SNMP, perform the following steps:
Step 1 ChooseSystem > Log Services > SNMP
The SNMP page appears, as showrtin

Before configuration, you can download the related SMNlegtriptionor MIB file by
clicking a file name in th&NMP-related Downloadsarea to download the file to a local

disk drive.
Figure 348 SNMPpage

SNMP @
SNMP Trap

Item Value

Run SNMP at Startup No

SNMP Version 2c

SNMP Server IP

Send Frequency Scheduled

Service Siafus Mot running

Edit

SNMP Agent

Item Value

Run SNMP Agent at Starfup Yes

Service Stafus Running

SNMP Version 2c

Communify collapsar

Allowed Access IP

Edit

SNMP-related Downloads

Files for Download

SNMP Description.pdf

COLLAPSAR-RECORD-MIB.v2.0.mib

Step 2 Click Edit in theSNMP Trap area to modiifSNMP Trap parameters.

and describe SNMP trap parameters.

Table 321 SNMPv2c trap parameters

Parameter Description

Run SNMP at Startup | Controls whether to launch the SNMP trap service when ADS is started.
Yes launches the SNMP trap service when ADS is started.

No: does not launch the SNMP trap service when ADS is started.

SNMP Version SNMP protocol supported by the SNMP trap, which is sgtto

SNMP Server IP IPv4 or IPv6 address of the SNMP server. At most two server |IP address|
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Parameter

Description

be specified to receive logs via SNMP traps.

Send Frequency

Specifies the type of alerts, which can be either of the following:
Scheduled sends alerts every 30 seconds.
When a threshold is exceededsends alerts when a threshold is exceed
S,
Note

If When a threshold is exceedei$ selected, you need to further set
hardware alert thresholds. For details, Isee

Table 322 SNMPv3 trap parameters

Parameter

Description

Run SNMP at Startup

Controls whether to launch the SNMP trap service when ADS is started.
Yes launches the SNMP trap service when ADS is started.

No: does not launch the SNMP trap service when ADS is started.

SNMP Version

SNMP protocol supported by the SNMP trap, which is s8t to

Authentication Mode

Specifies the authentication modes for different security levels of the SN
user. The default value is No identity authentication.

Options include the following:

No authentication: does not authenticate users and provides no priva
encryption function. In this case, orliser Nameneeds to be set.

Account authentication: provides only authentication. In this caséser
NameandPasswordneed to be set.

Private key authentication provides both authentication and encrypti
In this caseUser Name Password Authentication Protocol, Private
Key Protocol, andPrivate Key Passwordneed to be set.

User Name

Specifies the SNMPv3 server user name.

Password

Specifies the password for the SNMPv3 server user.

Authentication Protocol

Specifies the authentication protocol.
Options includeviD5 andSHA.

Private Key Protocol

Specifies the cipher algorithm for data transmission.
Options includeDES andAES.

Private Key Password

Specifies the key used for encryption.

SNMP Server IP

IPv4 or IPv6 address of the SNMP server. At most two server IP address|
be specified to receive logs via SNMP traps.

Send Frequency

Specifies the type of alerts, which can be either of the following:
Scheduled sends alerts every 30 seconds.
When a threshold is exceededends alerts when a threshold is exceed

S,

Note
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Parameter Description

If When a threshold is exceedei$ selected, you need to further set
hardware alert thresholds. For details, Isee

Step 3 Set parameters and cli€K to save the settings.
Step 4 Click Edit in the SNMP Agentarea to modify SNMP agent parameters.

and describe SNMP agent parameters.

Table 323 SNMPv2c agent parameters

Parameter Description

Run SNMP at Startup | Controls whether to launch the SNMP agent when ADS is started.
Yes launches the SNMP agent when ADS is started.
No: does not launch the SNMP agent when ADS is started.

SNMP Version SNMP protocol supported by the SNMP agent, which is s&t.to

Community Community supported by the SNMP agent. When the SNMP agent funct
disabled, this parameter is unavailable.

Allowed Access IP IP addresses that are allowed to access the SNMP agent.

At most 10 addresses can be typed, with each in a separate line. Lea
empty means the SNMP agent is accessible to all IP addresses.

Table 324 SNMPv3 agent parameters

Parameter Description

Run SNMP at Startup | Controls whether to launch the SNMP agent when ADS is started.
Yes launches the SNMP agent when ADS is started.
No: does not launch the SNMP agent when ADS is started.

SNMP Version SNMP protocol supported by the SNMP agent, which is s&t to

Authentication Mode Specifies the authentication modes for different security levels of the SN
user. The default value is No identity authentication.

Options include the following:

No authentication: does not authenticate users and provides no privac
encryption function. In this case, orliser Nameneeds to be set.

Account authentication: provides only authentication. In this caiser
NameandPasswordneed to be set.
Private key authenticatioprovides both authentication and encryption.

this casdJser Name Password Authentication Protocol, Private Key
Protocol, andPrivate Key Passwordneed to be set.

User Name Specifies the SNMPv3 server user name.

Password Specifies the password for the SNMPv3 server user.
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Parameter Description

Authentication Protocol| Specifies the authentication protocol.
Options includeMD5 andSHA.

Private Key Protocol Specifies the cipher algorithm for data transmission.
Options includeDES andAES.

Private Key Password | Specifies the key used for encryption.

Allowed Access IP IP addresses that are allowed to access the SNMP agent.

At most 10 addresses can be typed, with each in a separate line. Leg
empty means the SNMP agent is accessible to all IP addresses.

Step 5 Set parameters and cli€K to save the settings.

-—End

3.3.3Email Configuration

Email configuration is required when ADS is configured to send one or multiple types of log
to a specified email address.

To configure email parameters, perform the following steps:
Step 1 ChooseSystem > Log Services > Email
Step 2 Click Edit.

Figure 349 Editing log sending parameters

Email
Email

em vaie
Auto Send es® Ho

Recewver Email

[ attack Log
) system Log
Log Type ] Traffic Diversion Log
] Link Stalus Log
] HA Log

Log Sending Cycie 60 minutes)
License Expiration Warning @ Yes OMo

License Expiration Warning Frequency @ 3days () 1week () 1month () Only ance
ttem

SMTP Server
SMTP Server Port 25
Sender Email

Use Authentication No ~

ok || cancel

describes parameters for configuring log sending by email.

Table 325 Parameters for configuring log sending by email

Parameter Description

Auto Send Controls whether the system sends the selected logs to a specific email ag

The valueYes indicates that the system sends the selected logs to a s
email address. If this function is enabled, you need to confiaeeiver
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Parameter Description

Email andLog Type.

Receiver Email Email address that receives logs. A maximum of 10 email addresse
allowed, with each in a separate line.

Log Type Type of logs to be sent, which can b&ttack Log, System Log
Traffic Diversion Log, Link Status Log, andHA Log.

By default, the system sends log messages every 60 minutes.

Log Sending Cycle | Specifies how frequently emails are to be sent. The value range is 5
minutes.

License  Expiration Controls whether to enable the license expiration warning function.

Warning If you selectYes alert emails will be sent to users before and after the lic

expires.

License  Expiration| How often a license expiration warning is sent by email. Options incdu
Warning Frequency | days 1 week 1 month, andOnce

SMTP Server IP address or domain name of the SMTP server that sends emails from A
the receiver. You can type either an IPv4 or IPv6 address. At most two se
addresses can be specified to receive logs via SNMP trap.

SMTP Server Port Specifies a port for the SMTP server to send emails to the receiver.
Value rangeli 65535.

Sender Email Email address that sends logs.

If this is selected, the email will be sent using SSL encryption after succ
SSL authentication. The default server pot6$and you can change it.

S,

Use SSL Note

Use SSlLandUse STARTTLS are mutually exclusive options. You can
choose one or the other, or neither.

If this is selected, the email will be sent using STARTTLS encryption
successful STARTTLS authentication. The default server pd&8Tsand you
can change it.

Use STARTTLS \
Note

Use STARTTLS andUse SSlare mutually exclusive options. You can
choose one or the other, or neither.

Use Authentication | Specifies whether to authenticate the SMTP user that attempts to send en
Yes authenticates the user that attempts to send emails.

No: does not authenticate the user that attempts to send emails.
If you selectYes you need to configure an SMTP user name and S

password.
SMTP User| User name and password for sending emails.
Name/SMTP The two parameters are available only when you sekms for Use
Password

Authentication.

Step 3 Configure parameters and cli€K to save the settings.
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Step 4 Send a test mail.

After email parameters are configured, cli&nd Test Mailto check whether parameters are
correctly configured. In the dialog box showrtin , type the email address to
receive the test mail.

Figure 350 Send Test Mail dialog box

Send Test Mail x

Email Address Send

Step 5 Type the receiving address and then cBend
ADS then sends a test malil to the specified address.
Step 6 View the test result.

Click Test Result Then the test result is displayed, as showsdn

Figure 351 Email test result

Email @
Test Result
Result

2017-11-20 09:21:44
Sender Email Address Error

Back

\ After email parameters are configured, when the engine fails for three time
Note system will automatically send engine fault logs to the specified email address.
---End

3.3.4SFTP/SSH Configuration

ADS can be configured to export logs of the protected sen&atus collection logs a
specified directory via SFTP or SSH.

SFTP/SSH Log Server

ChooseSystem > Log Services > SFTP/SSHnd then clickedit in theSFTP/SSH Log
Serverarea. Configure parameters and cl@ZK to save the settings.
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describes parameters for exporting logs via SFTP or SSH.

Table 326 Parameters for exporting logs via SFTP or SSH

Parameter

Description

Server IP

IPv4 or IPv6 address of the SFTP/SSH server that receives logs from ADS.

User Name

User name for logging in to the SFTP/SSH server.

Password

Password for logging in to the SFTP/SSH server.

Path

Path on the SFTP/SSH server for saving logs.
Fill in a UNIX absolute path, for examplemp/.

Interval (s)

Interval (unit:second) for exporting logs via SFTP or SSH. The value ranges frg
to 86400, that is, 1 minute to 1 day.

Status Collection Log Service Setting

ChooseSystem > Log Services > SFTP/SSHnd then clicledit in the Status Collection
Log Service Settingarea. Enable this service, configure parameters, and@Kcto save the
settingslts parameters are similar to thosdhe SFTP/SSH log server, as describedain

3.4 Others

This section covers the following topics:

3.4.1License

After ADS is installed, you must import a license before using it. License types vary a bit for
hardware devices and virtual devices:

Hardware devicelicense types includérial , Interim , andFormal.
Virtual device (VADS)License types includé&ial , Interim , Formal, and

Subscription.

When a license expires, ADS will provide limited functions, as showa!in . What
functions are still available depends on the license type.
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Table 327 Functions available upon license expiry

License Type | Functions Available upon Expiry

Trial ADS cannot be upgraded and then it will enter the packet forwarding n
indicating that it will no longer provide protection.

Interim ADS cannot be upgraded and then it will enter the packet forwarding n
indicating that it will no longer provide protection.

Formal ADS can still provide protection, but will no longer be upgraded.

Subscription VADS cannot be upgraded and then it will enter the packet forwarding T

indicating that it will no longer provide protection.

The system displays a warning when the license is about to expire. You car
period during which you will not be reminded again. To use ADS properly, pl
timely import a new license as prompted.

\ - For a formal license, within 30 days before the license expires, the s
Note displays the first warning. You will also receive the warning when the licens:
expired.

For a trial license, within seven days before the license expires, the s
displays the first warning.

ChooseSystem > Others > LicenseThe initialLicensepage appears, as showrtin

Figure 352 License Info page before the import of a license

License @

Type f
Basic Service Start Date /
Basic Service End Date ’
Processing Capacity (pps) 0

0

Processing Capacity (Gbps) 00

Module Name Status Start Date End Date
Authorized Modules IPvE / I f

T ’ ! i
Holder i
Serial No. /

License Update Browse... | No file selected. Submit| Preview Export

After a license is imported, different license information is displayed for hardware and virtual
devices, as shown in and
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Figure 353 License page on a hardware device after the import of a license

License @
Type Trial
Basic Service Start Date 2024-10-24
Basic Service End Date 2025-01-22
Processing Capacity (pps) 59,520,000
Processing Capacity (Gbps) 380.00
Module Name Status Start Date End Date
Authorized Modules IPvG Supported 2024-10-24 2025-01-22
Tl Supported 2024-10-24 2025-01-22
Holder 1
Serial No. BEF4-3013-C50F-5B59

Figure 354 License page on a virtual device after the import of a license

Authorization Configuration

Authorization Status
Mode of Authorization

Authorization Cenler Address

Update License

Unknown
Cloud-based Authentication

auth.api.nsfocus.com w

| Choose File | Mo file chosen

License @
Type Trial
Basic Service Start Date 2024-10-24
Basic Service End Date 2025-01-22
Processing Capacity (pps) 59,520,000
Processing Capacity (Gbps) 80.00
Module Name Status Start Date End Date
Authorized Modules IPvE Supported 2024-10-24 2025-01-22
Tl Supported 2024-10-24 2025-01-22
Holder 1
Serial No. 6EF4-3913-C59F-5B59

Submit || Preview || Expert

Confirm

Table 328 describes ADS device license parameters.

Table 328 ADS device license parameters

Parameter

Description

Type

Type of the license, which can bEial, Interim, Formal, and
Subscription.

S,

Note

Only VADS supports th8ubscription license type.

Basic Service Start Date

Date when the current basic service license is produced.

S,

Note

The "currentbasicservice" indicates the service authorized
the current license.

Basic Service End Date

Date when the current basic service license is terminated. Whe
license expires, ADS will provide limited functions, as shown
Table 327. What functions are still available depends on the lice
type.
N,

Note
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Parameter

Description

The "currentbasicservice" indicates the service authorized
the current license.

Processing Capacity (pps)

Maximum number of packets that ADS can process per second.

Processing Capacity (Gbps)

Maximum bandwidth for traffic cleaning.

S,

Note

If the traffic exceeds the specified maximum bandwi
ADS will log a system operation alert message

Authorized Modules

Shows whether the current version supports IPv6 and Tl and
respective start date and end date (if supported).

Holder

Customer who owns the current ADS device.

Serial No.

Serial number of the current ADS device.

Authorization | Authorization
Configuration | Status

Indicates the authorization status of the current virtual device, W
can be:

Authorized: This is displayed when the address of the cl
authorization center is correct and the connection to the clo
properly established.

Offline: This is displayed when the device, which has b
authorized, fails to connect to the cloud. In this state, you car
use the welbased manager for a while.

Unauthorized: This is displayed when the device remains offl
for more than 15 days. In this state, you cannot
the webbased manager any more.

Mode of
Authorization

Indicates the way the virtual device is authorized. Virtual devices
be authorized via either local authentication or clbaded
authentication. For this purpose, you must ensure VADS can prg
connect to the cloud authorization center.

Authorization
Center Address

Specifies the address of the authorization center.

For local authentication, you need to type an IP address p
port in the format of ip:port. Once the IP address of
authorization center is changed, VvADS will initig
reauthentication.

For cloudbased authentication, after the address is corr¢
configured, vVADS automatically sends an authentication reg
to the cloud every time it is started. During its operation, vA
periodically sends authentication requests to the cloud. Therg
you must ensure that vVADS remains connected to the cloy
the time.

Specifies the server URL of the cloud authorization center:
For use on the Chinese mainland, chaasth.api.nsfocus.com

For wuse in other countries and regions, chg
auth.nsfocusglobal.com
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On theLicensepage, you can perform the following operations:

Previewing a license

In the lowetright corner of théAuthorization Configuration area, clickChoose Fileto
select a license file from a local disk drive and then dickviewto preview details

about the file.

Importing a license

In the lowetright corner of théuthorization Configuration area, clickChoose Fileto
select a license file from a local disk drive and then @ickmit to import it. After the

license is imported, it takes effect immediately. You can refresh the page to update
license information.

S,

Note

To get a license file, contact NSFOCUS technical support.
The license file name cannot contain special characters or Chinese characte

Exporting a license

In the lowefright corner of théAuthorization Configuration area, clickexport and

select a storage path in the dialog box that appears to export the current license to the
specified location as a backup.

3.4.2System Upgrade

You can manually import the upgrade file to update ADS. Before updating the system, do as
follows to avoid possible update failures or data loss:

Contact NSFOCUS technical support for ADS update packages. Make sure that the
package matches your product.

Go to the

page to check whether the license has expired.

Check whether configuration files and data have been backed up. If not, go to the

page to back up them.

A )

Note

If the version of the upgrade package is equal to or earlier than the c
version, the system cannot be updated

ADS NX1-VN can only be updated via a package subject telayer encryption.

To update ADS, perform the following steps:

Step 1 ChooseSystem > Others > System Upgradé warning about the system upgrade is
displayed on the top of the page.

The warning contains the following:
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After the upgrade is complete, the system restart is required to make the changes take
effect. The system restart may cause service interruption. Therefore, before upgrading
the system, disable the device from receiving service traffic.

Upgrade path for downloading the upgrade package.

Step 2 Click Choose Fileto select the upgrade file.

Step 3 Click Upgradeto start the upgrade.

Once the upgrade is complete, you are prompted to restart the déotiee¢hat dr the
upgrade package that does not require a system restart, no system restart prompt will be
displayed in the uppeight corner of the page.

\,

Note

The update process may take a long time. Wait until an update success
appears.

If problems emerge after the update and version rollback is needed, the syst
only be rolled back to the source version. For detailsRsée

Step 4 Relog in to the system and chodSgstem > Others > System Inféo view version
information and check whether the update succeeds.

Step 5 If the update succeeds, clighew in theReleaseNotescolumn of theJpgrade History table
on theSystem Upgradepageto view the release notes.

Note

For a system upgrade, thipgrade History list displays the system version in tt
Target Version column.

For a patch upgrade, thipgrade History list displays the system version and t
patch version in the Target Version column.

For an upgrade involving N patches, thegrade History list displays the systen
version and all N patch versions (from the 1st patch to the Nth) ifatget
Version column.

The system version and patch version are also displayed in the status bai
bottom of the page, as well as ¥4 in the upperright corner. Additionally,
you can view this information und&ystem > System Infolf +1 is displayed
after the patch version information, it indicates twécpaipgrades are performe
Click +1 to view the details about these two patch packages, which are lisi
descending chronological order.

—End

3.4.3Remote Assistance

When a failure occurs in the system, you may need to contact NSFOCUS technical support
for remote assistance. For this purpose, enable remote assistanc®emtite Assistance

page.

By default, this function is disabled. You need to enable it before using the function.

To enable the remote assistance function, follow these steps:

Step 1 ChooseSystem > Others > Remote Assistance
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Step 2 SelectYesand configure the following parameters for remote assistance.

Port: Enter a port number in the range of 1029535, excluding 50022. Leaving it
empty indicates that a random port will be used.

Allowed IP: You can configure at most three IP addresses.
Step 3 Click OK to complete the configuration.

Then the login key used by the specified IP address for remote access to ADS, its QR code,
and port are displayed below.

\ After a user enables the remote assistance function, NSFOCUS technical supp
4 calculate the password, and log in as engineer or develop depending ¢
Note requirements or permissions, to provide remote assistance.
--—-End

3.4.4SSL Certificate Import

The SSL certificate can be imported manually. After the certificate is successfully imported,
the system automatically restarts the web server to make the new certificate take effect.

To import the SSL certificate, perform the following steps:

Step 1 ChooseSystem > Others > SSL Certificate Import

Figure 355 SSL Certificate Import page

SSL Gerificate Import @

Private Key Password
SSL Certificate (.crt) Browse... | No file selected.

SSL Private Key (key) Browse... | No file selected.

Import | Reset

Step 2 Browse respectively to the SSL certificate file and private key file and thenmlmkt to
import the SSL certificate.

\‘ The SSL certificate in the following formats can be imported: k&y. xxx.xxx.key,
Note XXX.crt, and Xxx.xxx.crt.

If a password is set for the private key of the SSL certificate to be imported, type the correct
password before the certificate import.

After the import succeeded, the system displays the message "Succeeded in importing the
SSL certificate. The web server is restarti|

-—End
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3.4.50ne-Click Inspection

When ADS fails, you can collect device information by using theatink inspection
function, and deliver such information to NSFOCUS technical support, who therefore do not
need to log in to ADS for collection of such information.

The oneclick inspection function collects system configuration information, system status
information, and logs and generates a reladatfile.

To collect the preceding information, perform the following steps:

Step 1 ChooseSystem > Others > OneClick Inspection.

Figure 356 OneClick Inspection page

One-Click Inspection @

Time Range: |1ﬁf24/2@24 @6: @1 PM Dl - ‘1@/24;2@24 e6:e1 PM O ‘ Start Collection | (Information collection may take secends to minutes, depending on the specified
time range. Please wait patiently.)

Information Files

O File Name Size Collection Time

Delete

Step 2 Set a time range and cli@tart Collection to start collecting device information.

After fault information is successfully collected, an information file is displayed in the
Information Files list, as shown irk

Figure 357 Oneclick inspection result

One-Click Inspection @
Time Range: | 10/24/2024 06:03 PM tl| . |1a;J 2472824 86:03 PM tl| Start Collection

{Information collection may take seconds to minuies, depending on the specified time range. Please wait pafiently.)
Information Files
[] | File Name Size Collection Time
'm BEF4-3913-C59F- 7.92 2024-10-24

— | 5B5%9_10d0665900e5822006415d7779ce3a0b1_1729764184 dat MB 18:03:04

Delste

Step 3 Click the file name in th&ile Namecolumn and download it to a local disk drive.

You can then send this file to NSFOCUS technical support for troubleshooting.
----End

3.4.6System Information

ChooseSystem > Others > System InfoTheSystem Infopage displays the device
information, version information, and system uptime.

3.4.7Web API File Download

You can download the web API file that describes APl communication interfaces from
the webbased manager of ADS. The procedure is as follows:
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Step 1 ChooseSystem > Others > Web API File Download

Step 2 On the page shown ingure 358, click the file name in thEiles for Downloadarea to
download the file to a local disk drive.

Figure 358 Web API File Download page

Web API File Download

Files for Download
Web API Description pdf
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Real-Time Monitoring

The realtime monitoring module provides retithe traffic information and attack
information for you to have a full understanding of the current network status.

This chapter details reime monitoring information, as shown in the following table.

Section

Description

Describes realime monitoring traffic of the system.

Describes basic current system operating information.

4.1 Real-Time System Status

The system monitors incoming and outgoing traffic, attack traffic, and interface status and
displays monitoring information in real time.

This section covers the following topics:

Traffic Trend

On theReal Time Monitoring page, thdraffic Trend area shows traffic received, passed,

and dropped by the ADS device in the last 30 minutes, as shovimire 41. Here, the

yellow curve indicates incoming traffic, the green curve outgoing traffic, and the orange curve
dropped traffic. The traffic curves are automatically updated every 30 seconds.

When pointing to the traffic trend graph, you can view the incoming traffic, outgoing traffic,
and dropped traffic at a specific time.

You can click the droglown box ofStatistical Object and selecGlobal or a specific
protection group to view global traffic information or traffic information of that group.

Copyright© NSFOCUS

75 V4.5R90F07



L

="NSFOCUS NSFOCUS ADSUser Guide

You can specify the traffic unit by selectibgs or pps from theUnit drop-down box in
the upperright corner of this area.

Figure 41 Traffic trend

Traffic Trend Statistical Object Global ~ Unit bps v

B00K

600K

400K 2024-11-28 15:13:05
Inbound

502.2K
200K Passed
0

Dropped
0 5092.2K

15:00 15:05 5770 15:15 15:20 15:25

Inbound Passed [ Dropped
391.9K 0 591.9K

Attack Traffic

TheAttack Traffic area presents the attack traffic detected and dropped by the current ADS
device in the last 30 minutes, as showfimire 42. When pointing to the attack traffic
graph, you can view the dropped traffic at a specific time.

You can click the droplown box ofStatistical Objectand selecGlobal or a specific
protection group to view global attack traffic information or attack traffic information of
that group.

You can specify the traffic unit by selectibgs or pps from theUnit drop-down box in
the upperright corner of this area.

Table 41 shows mappings between attack traffic types and curve colors.

Table 41 Mappings between attack types and curve colors

Attack Type Color Indication
SYN flood — S¥M Flacd
ACK flood — ACK Flood
UDP flood — UDP Fload
ICMP flood — ICMP Flood
TCP misuse — TCP Misuse

TCP connection flood TCP Connection Flood

TCP fragment TCP Fragment

ICMP fragment — |CMP Fragment
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Attack Type Color Indication
HTTP flood HTTP Flood
HTTPS flood HTTPS Flood
SIP flood SIP Flood

DNS query flood DNS Query Flood

DNS amplification DNS Amplification

SSDP amplification SSDP Amplification

NTP amplification NTP Amplification

Chargen amplification Chargen Amplification

SNMP amplification SNMP Amplification:

Memcache amplification — Memcache Amplification

Manual strategy — Manual Strategy

Amplification Amplification

UDP fragment UDP Fragment

DNS flood DNS Flood

LAND flood — LAND Flood

HTTP sl ttack
slow attac HTTP Slow Attack

FIN/RST flood FIN/RST Flood

CLDAP Amplification

— CLDAP Amplification

MS SQL Amplification

— MS SQL Amplification

Tl Strategy

= T| Strategy

Carpet Bombing Attack

Carpet Bombing Attack
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Figure 42 Attack traffic
Attack Trafic Statistical Object. Global ¥ | Unit bps r
4M
IM
HTTP Flood
2M 2020-02-19 13:29:37
3.1M
M
0
13:15 13:20 13:25 13:30 13:35 13:40
S¥N Flood = |[CMP Flocd
1.3M g24.3K
HTTP Flocd DMS Query Flood
3.1M TIETK

Top 10 Destination IPs by Traffic

TheTop 10 Destination IPs by Trafficarea shows information about top 10 destination IP
addresses receiving the most traffic, including the destination IP address, attack type, attack
start time, attack duration, ret@ine inbound traffic, and redime dropped traffic.

If no packet is dropped for a destination IP address,is displayed imAttack Type, Attack
Start Time, andAttack Duration columns.

You can click the droflown box ofStatistical Objectand selecGlobal or a specific
protection group to view global information about top 10 destination IP addresses or top
10 destination IP addresses of that group.

You can specify the traffic unit by selectibgs or pps from theUnit drop-down box in
the upperright corner of this area.

Figure 43 Top 10 destination IP addresses by incoming traffic

Top 10 Destination |Ps by Traffic Statistical Object Global v | Unit bps v
Dst IP Attack Type Attack Start Time Attack Duration  Real-Time Inbound Real-Time Dropped
83.91.101.22 SYN Flood 2024-11-28 14:28:34  58min 591.9K 591.9K

System Resources

The System Resourcearea displays different information for 6U devices and 1U/2U devices.
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System Resources of 1U/2U Devices

The System Resourcearea shows the status of various system resources in real time,
including the CPU usage, memory usage, disk usage, CPU temperature, motherboard
temperature, disk status, fan status, power supply status, and engine status. For fan status,
power supply status, and engine statfs, indicates that the disks, fans, power supply, or
engine works properly an® indicates the opposite.

\ Only ADS NX3HD2500, NX5HD4500, NX5HD6500, and ADS NX84D8500 and
Not‘e some ADS NX58000 devices have the power supply status displayed.

Figure 44 System resources of 1U/2U devices

System Resources
CPU usage: 5%
MEM usage: 64%
Disk usage: T1%
CPU temperature: 51°CM 123.8°F
Motherboard temperature: 34°CI 93 2°F
Disk: &
Fan: &
Power supply: & ]

Engine: &

System Resources of 6U Devices

The 6U devices refer to ADS NXB0000, ADS NX512000, and ADS NX&0000.

The System Resourcearea shows the overall information of 6U devices, including the

chassis system resources and service board resource usage. The Service Board Resources area
displays the status of various service board resources in real time, including the power on

status, engine statudisk statusCPU usage, memory usage, disk usage, CPU temperature,
motherboard temperature, and fan status. For fan status, power ondisitatgtusand

engine status,” indicates that the fans, power suppligk, or engine works properly and

2 indicates the opposite.
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Figure 45 System resources for 6U devices

System Resources

Chassis System Resources
Number of switching boards: 1
Number of service boards: 2
Power Supply: LN NN}

Boards
Slc)tPower on EngineDiskCPU Memory Disk CPU Motherboard Fan

Status Usage Usage Usage temperature temperature

1 e (2] o 5% 60% 35% 66°C/150.8°F  47°C/116.6°F e
2 0 5] ® 5% 53% 31% 60°C/140°F 43°C/109 4°F 5]
3 8 L] ® 0% 0% 0% 0°CI32°F 0°C/32°F L]
4 @ L] ® 0% 0% 0% 0°CI32°F 0°C/32°F L]
5 8 L] 8 0% 0% 0% 0°C/32°F 0°C/32°F L]
6 @ L] ® 0% 0% 0% 0°CI32°F 0°C/32°F L]

Service Board Speed

The Service BoardSpeedarea shows the interface connection status of service boards on a
6U device ! means "online";® means "offline"), and total Rx traffic and Tx traffic (both
pps and bps) of each interface.

Figure 46 Service board speed

Service Board Speed

Slot  Interface Status Rx (pps) Tx (pps) Rx (bps) Tx (bps)
1 e 3 0 21K 0

2 & 0 0 0 0

3 (5] ] 0 0 0

4 o] ] 0 0 0

5 e 0 0 0 0

& (o] 0 0 0 0
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Collaboration Status

TheCollaboration Statusarea shows the status of collaboration between the current ADS
and another devicé. shows the status of collaboration between ADS and
NSFOCUS NTA. @ indicates that the device collaborating with ADS is online. If the device
is offline, it will not be listed here.

Figure 47 Collaboration status

Collaboration Status

Device Status IP Address Peer Port
NTA  Online 10.245.2.206 44148
NTA © Online 10.245.2.210 52329

System Interfaces

The System Interfaces area on, for example, ADS-NKBB000, shows the connection status
of interfaces on ADS®) means "online";® means "offline"), and redime incoming and
outgoing traffic (both pps and bps) of each interface. Total indicates total traffic of all
interfaces. The information is automatically updated every 10 seconds.

By default, information about all interfaces is displayed, as showmin
Clicking Display Online Interfacesin the dropdown box in the uppéeft corner of this area
displays information only about online interfaces

Figure 48 Interface status of ADS

System Interfaces All Interfaces hd
Interface Status IN (pps) OUT (pps) IN (bps) OUT {bps)

G3N e Up 1K 0.2 502 2K 188

G312 e Up 0.5 0 256 0

G313 e Up 0.2 0 128 0

G4 & Down [1] [1] 0 0

Total 1K 0.2 502 6K 188

Interfaces on the device that you are using may be different from those described here.
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4.2 System Information

All users can view system information. The status bar displays basic system information,

including hardware CPU, memory, and disk usage, system version, system uptime, and
system time.

The green indicatol®) indicates that the device works properly and the red indic® pr (
indicates that the device works improperly.

Copyright© NSFOCUS 82 V4.5R90F07



=" NSFOCUS NSFOCUS ADSUser Guide

Policies

This chapter details protection policies.

Section Description

Describes how to configure aidiDoS policies.

Describes how to configure access control policies.

5.1 Anti -DDoS Policies

This section covers the following topics:

5.1.1Protection Group Management

Some networks serve a large number of users who have varicida®irequirements. In
response, the ADS device provides the protection group function, which allows the
administrator to provide different protection policies for various users.

A protection group is a collection of one or more customer's machines that are protected by
ADS devices using the same policy.

In addition to manual configuration, ADS can automatically generate protection group
policies based on policy autearning results. For details, seée

default_protection_groupis the default protection group for which the IP address list cannot
be edited or deleted or automatic learning is unavailable. By default, when traffic protection is
enabled, ADS cleans and protects traffic as indicated in protection policies configured for
default_protection_group, if no other protection groups are created or matched.
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This chapter describes how to configure and manage protection groups manually. It covers the
following topics:

Lcreating a protection group and configuring the IP list,
protection policies, access control policies, and URL rules for this protection group.

Isearching for a protection group by name or IP address.
»viewing settings of a protection group.

Jjediting protection group settings, including the IP list,
protection policies, access control policies, and URL rules.

aoreatinga group policy template based on the
configured protection policies.

udeleting one or more protection groups.

1 configuring autelearning parameters,
enabling/disabling the autearning function, and viewing learning details

5.1.1.1Creating a Protection Group
To create a protection group manually, perform the following steps:
Step 1 ChoosePolicy > Anti-DDoS > Protection Groupsto open the protection group list.
Step 2 Configure basic information of a protection group.

To the lower right of the list, clickreate Group to create a protection group, as shown in

Figure 51 Basic information of a protection group

Protection Groups @
Group Name

Group Name

Description

Template test v

Next | | Cancel

describes parameters for creating a protection group.

Table 51 Parameters for creating a protection group

Parameter Description

Group Name Name of the group. It must be unique and consist of 1 to 200 letters, dig
underscores.

Description Description of a group. It can contain a maximum of 80 characters.

Template Allows users to select a protection group policy template from default tem
and those created by the administrator. For template details|see

Step 3 Configuring the running mode of the protection group.

After the protection group is created, cligkxtto configure the running mode for this group.
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You can select the running mode from three valBestect, Alert, andForward.

Protect: After protection policies take effect, ADS starts to protect traffic of the
protection group.

Alert: After protection policies take effect, ADS conducts protective analysis of and
generates alerts for attacks. Meanwhile, it allows traffic to pass through without
protection. Under the tab, you can see that ADS directly forwards
traffic without any filtering.

Forward: After protection policies take effect, ADS allows traffic to pass
through, without performing attack analysis and protection.

A

Caution

All protection policies are constrained by the running mode as follows when an
is detected:

Protect mode: generates an alert and drops attack packets.
Alert mode: generates alerts without dropping attack packets
Forward mode: does not provide any protection

After a running mode is selected, you can chiekt to go to the next step or cliéknish to
complete the protection group configuration.

Figure 52 Configuring the running mode

Protection Groups

Running Mode[1111]
Item
Running Mode

@

Value
Protect

Next || Finish

Step 4 Configure the IP address range of the protection group, including included IP and exception
IP address range.

If you do not want to protect certain IP addresses or IP segments within the IP range of the
protection group, configure them as exception IP addresses.

After the running mode is configured, cliblextto open thdP List page. You can add IP
address ranges one by one. If IP address ranges are not required currenidgxtliokskip
this step or clickeinish to complete the protection group configuration.

Figure 53 IP list page

Protection Groups[gt1]

Included IPs
IP Address
7r0.0.08

Exception IPg
IP Address

7732024

Delete

Delete

Add || Next || Finish
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Note

ADS supports the IPv4/IPv6 dual stack. Therefore, protection groups can involvi
IPv4 and IPv6 address ranges.

Adding an IP Address Range

a. Click Add to the lower right of the IP list.

Figure 54 Adding an IP address range

Add IP[gt1]

Included IPs

Exception P

OK || Cancel

describes the format of an IP address range.

Table 52 Format of an IP address, IP segment, and IP address range

Item

Description

IP address format

You can type IPv4 or IPv6 addresses or segments, with one in each |
the following formats:

Individual IP address: an IP address such as 192.168.1.1 or 2::2.

IP address/netmask: an IPv4 address with a netmask ranging from
32, such as 192.168.1.1/24; IPv6 address with a prefix length rangil
from 1 to 128, such as fe80::250:56ff:fec0:0/114.

Start IREnd IP: 256 IPv4 address within a /24 segment, such as
192.168.1.110; or IPv6 address with a 46t prefix, such as 1::fff .

S,

Note

Protection IP ranges of different protection groups must not overlay
The exception IP addresses configured will not be protected.

If one and only one IP address configured here is in use by ar
protection group, the system will give a prompt. After you ¢
OK in the confirmation dialog box, the system will automatica
move the IP address to the exception IP list of that group.

Exception IP addresses, if any, will not be protected unde
current group.
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b. After the parameter configuration is complete, cliiK to save the settings.

Deleting an IP Address or IP Address Range

On the IP list shown iR , click @ in theDeletecolumn of an IP address or IP
address range and cli€K in the confirmation dialog box to delete this IP address or IP
address range.

\ IP address ranges cannot conflict across protection groups.
Note

Step 5 Configure policies for the protection group.

After the IP address range is configured, chigkt to configure protection policies for this

group. For details, se& idE policies are not required
currently, clickNext to skip this step or clickinish to complete the protection group
configuration.

Figure 55 Protection policies for a protection group

DDOS ftest]
Anti-DDoS. “Threshold 1 Threshold 2 Enable
SYH Food (oe) 32000 ops) e

A Flood o)

UDP Flood 3000 (pps)

1cMP Flood 4000 (o0s)

T § 8 7

BREIEIRT:

1000 (vbos) No v

(Kops) Na v

cket Filtering Rules [lest]

i YN Packet Fiterng
UOP Port B0 Fltering
LAND Fikering

IR

HTTP Fitering

Reflection Protection Policy [lesf]

Enable Add Rule
Yes @ No

Rude List D | Name Opesation
HTTP Keyword Checking Palicy [tes(]
Enable add Rule

ve

fos (@) No

Rde List D Name Operation

Step 6 Configure the access policies for the protection group.

After the protection policies are configured, cI&xt to configure the access policies for the
protection group.

Configuring an Access Policy

Setting a Group-specific Allowlist

Specify whether to enable the allowlist and the proxy monitoring. For details about the
allowlist function, seé
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Setting a Group-specific DNS Subdomain Allowlist

Specify whether to enable the DNS subdomain allowlist and configure primary domain and
action for unmatched DNS requests.

Enable: It is No by default. The global DNS subdomain allowlist has a higher priority
than the growspecific allowlist of DNS subdomains. If both are enabled, only the
global DNS subdomain allowlist takes effect. For details about the global DNS
subdomain allowlist, see

Primary Domain: Enter each primary domain name in a separate line. At most three can
be configured. Only DNS requests matching a primary domain name are further matched
against the subdomain allowlist. Leaving this field empty indicates that all DNS requests
are deemed to be a match.

A primary domain name should meet the following requirements:

1 Aprimary domain name only consists of letters, digits, dots, hyphens, and/or
underscores.

1 Each label of the primary domain name ranges from 1 to 63 characters, and the
primary domain name cannot exceed 128 characters.

1 The primary domain name should contain at least one label.
1 Alabel cannot start or end with a hyphen, nor have consecutive hyphens.

Action for Unmatched DNS Requestscontrols DNS requests matching the primary
domain list but not the subdomain list. Options inclDed¢ault, Limit rate , andDrop.

If the subdomain list is empty, this action does not work. Before setting an action,
configure a valid DNS subdomain allowlist for the group. You can add a-gpmgific
allowlist of DNS subdomains when editing the access policy of the protection group. For
detailed parameters, seé 5

Subdomain Allowlist Auto-Learning: Configure autdearning parameters only after
the autelearning function of DNS subdomain allowlist is enabled. For descriptions of
the parameters, sée

Setting a Group-specific Access Control Rule

Click Add to create an access control rule. For details about this functioh;see
; The differences are that access control rules configured here are valid only for the
group and the Invert operation does not work here.

Setting a Group-specific Blocklist

Specify whether to enable the blocklist, lockout period, and whether to enable proxy
monitoring. For details about the blocklist function, Bé&e

Setting a Group-specific GeolP Rule

Click Add to configure a grougpecific GeolP rule. You need to choose whether to enable the
groupspecific rule, and specify the source location, access control, and description. For
details about the GeolP rules, s&e

Setting Group-specific Tl
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Specify whether to enable the group protection and specify the action taken against
traffic whose source/destination IP address has a match in the intelligence database. Options
includeBlock andTraffic Control by Dst IP . For details about Tl, se&

\ The groupspecific Tl protection takes effect only when th@tection Scopes setto
Note Group underAdvanced > TI > TI Configuration.

Step 7 Configure a URL protection rule for the protection group.

After protection policies are configured, cliblext to configure URL protection rules for this
group. If URL protection rules are not required currently, diekt to skip this step or click
Finish to complete the protection group configuration.

Figure 56 List of URL protection rules of a protection group

Protection Group %)
URL Rule {applicable to HTTP protection only) [111]
1D Domain Name or IP URL Dst 1P Dst Part SYN Cookie URL Algorithm Operation
Add || Finish

Adding a URL Protection Rule

a. To the lower right of the URL protection rule list, cliéidd to add a URL protection

rule. shows the page for adding a URL protection rule witjorithm set to
Precision protection

Figure 57 Adding a URL protection ruld unified protection

Protection Group %)
Add URL Protection Rule

Ttem Value

Domain Name or IP

URL (without domain name or IP)

Dst IP

Dst Port 80

SYN Cookie URL Disable v

Algorithm Unified protection | 2-URL authentication A

OK || Cancel
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Figure 58 Adding a URL protection ruld precision protection

Protection Group @
Add URL Protection Rule
Ttem Value
Domain Name or IP
URL (without domain name or IP)
Dst IP ®
Dst Port 80
SYN Cookie URL Disable v
Algorithm Precision protection v
PC Not protect v | 2-URL authentication v
APP | Notprotect ¥ | 2-URL authentication A
User-Agent Rule (%) (&
ID Name Operation
OK || Cancel

describes parameters for creating a URL protection rule.

Table 53 Parameters for adding a URL protection rule

Parameter Description

Domain Name or IP Domain name or IP address of a URL protection object. The symb
indicates that this rule is valid for all domain names and IP addresses.

URL (without domain| Relative path of a URL protection object, that is, URL excluding the do

name or IP) name or IP address. The symbol "." indicates that this rule is valid f
URLs.

Dst IP IP address of the server. You can type an IPv4 or IPv6 address accor
the actual network deployment.
S,
Note

IP addresses specified in URL protection rules must belong to the
protection group in question.

Dst Port TCP port of the server.

SYN Cookie URL If SYN Cookie URL s enabled, a client can access the server only after
authenticated by ADS, so as to protect the server from SYN cookie attag

The setting of this parameter determines available optiorsdorithm .

The setting of this parameter depends on whe8¥N Cookie URL is
enabled for HTTP protection.

Algorithm Protection mode and policy adopted for packets matching URL protg
rules. For detailed parameter descriptions,Isee

A

Note
Protection algorithms are used together withSN& Cookie URL
function.

If SYN Cookie URL is enabled, you can only choose frg
algorithms 2 through 8.

If SYN Cookie URL is disabled, you can only choose frg
algorithms 0 through 5.
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b. After the parameter configuration is complete, cliiK to save the settings.

Modifying a URL Protection Rule

On the URL protection rule list, clic in theOperation column of a rule to edit this rule.

Deleting a URL Protection Rule
On the URL protection rule list, clic®' in theOperation column of a URL protection rule
and clickOK in the confirmation dialog box to delete this rule.

Step 8 After a URL protection rule is configured, cli€lnish to the lower right of the rule list.

Step 9 After the preceding configuration, clidpply in the uppetright corner of the web page to
make the settings take effect.

-—End

5.1.1.2Searching for Protection Groups

On the protection group list, the system automatically lists all existing protection groups (20
per page) in the descending order of the creation time. You can set filtering conditions to list
only protection groups meeting the specified conditions.

Step 1 Set filtering conditions.

Specify a group name or IP address. Fuzzy matching is supported.

Specify a running mode. By default, protection groups of all running mBdete¢t,
Alert, andForward) are listed.

Step 2 Click Filter.
Protection groups meeting the specified conditions are then listed below.

-—End

5.1.1.3Viewing Protection Groups

On the protection group list, click the name of a protection group to view details.
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Figure 59 Protection group details

Froteciion Group @
Group 1]

Ttem Vahie

Group Name i1

Group Desarption L

Mode [ixi1]
Protect

Included IPs [ixi1]
67.60.20.0/24

Exception IPs (1]

DDoS [xi1]

Attack Type Threshold 1 Threshold 2 Enable Protecton Algorithm
VN Flaod 1(pps) 32000 (pps) ves 1-SafeConnect
ACK Flood 8000 (pps) ez

1000 (kbps) No
1000 (Kbps) o
1000 (Kbps) No

Enable
Enable
Enable

Disable

Refloction Protection Policy 1]

Enable Rule Description Protocol Sre Port Adtion
o

HTTP Keyword Checking Policy [jxi1]

After viewing group details, clicBack to return to thérotection Groupspage.

5.1.1.4Editing a Protection Group

You can edit the running mode, IP list, protection policies, access policies, and URL
protection rules of a protection group. Note that the protection group name cannot be
changed.

Edit the running mode of a protection group

On the protection group list, clic in theRunning Mode column to changthe
running mode of a protection group.

After editing the running mode, clicBK to save the setting. Clidkext to edit the IP
list.

Edit an IP address range of a protection group.

On the protection group list, clic¥ in thelP List column to edit the IP address range

of a protection group.

After editing the IP address range, clioK to save the settings. Clidkext to edit
policies.

Edit protection policies for a protection group.

On the protection group list, clic.d in theProtection Policy column to edit protection
policies applied to a protection group.

After editing protection policies, you can cli€flancelto undo the changes and return to

the protection group list. Alternatively, you can clkxt to edit URL protection rules
applied to a protection group and then chdkish to save settings.

Edit the access policy for a protection group.
1 Edit groupspecific allowlist

On the protection group list, cligklowlist in theAccess Policycolumn. ClickEdit
to modify the status of the allowlist and proxy monitoring. After the allowlist is

enabled, you can view, add, search, import, export, and clear the allowlist. For details,

see :
1 Edit groupspecific access control rules
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On the protection group list, cligkccess Control Rulesn theAccess Polig
columnto add, enable, disable, orgert access control rules. For details, /se&

i Edit the blocklist

On the protection group list, clidkocklist in theAccess Policycolumn. Click Edit
to edit the blocklist. For details, sBé&

1 Edit groupspecific GeolP rules

On the protection group list, clidReolP Rulesin theAccess Policycolumn to edit
the GeolP rules for a protection group. For details(=a¢

i Edit groupspecific Tl policies
On the protection group list, click in theAccess Policycolumn to edit the TI
policy for the protection group. Clidkdit to enable Tl and specify the protection
policy.

1 Edit groupspecific DNS subdomain allowlist
On the protection group list, cliddNS Subdomain Allowlistin theAccess Policy
column. ClickEdit to enable DNS subdomain allowlist and its ake@rning, and
specify primary domains, action for unmatched DNS requests, anteaubing

parameters. After the DNS subdomain allowlist is enabled, you can view, add, search,
import, export, and clear the DNS domain allowlist. For detailsps&e

Edit URL protection rules for a protection group.
On the protection group list, clic¥ in theURL Rule column of a protection group to
edit URL protection rules of a protection group.

After editing URL protection rules, clidkinish to save settings to return to the
protection group list.

5.1.1.5Deleting a Protection Group
You can delete protection groups one by one or in bulk on ADS.
Method 1:0n the protection group list, clici®' in theDeletecolumn of a group and

click OK in the confirmation dialog box to delete it.

Method 2:0n the protection group list, select several protection groups (or select check
boxes), clickDeleteto the lower right of the list, and then cli€ in the confirmation
dialog box to delete them.

§ If a protection group is deleted, all its settings, including policies, will be deletec
4 the customer's machines included in this group are instead protected by polic
Note the default grouplefault_protection_group.

5.1.1.6Generating a Group Policy Template

After creating a protection group and configuring its policies, you can save it as a group
policy template for application to protection groups of the same businesses.

ChoosePolicy > Anti-DDoS > Protection Groups and click * in theOperation column.
On theGenerate Group Policy Templatepage that appears, type a template name and
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description, and clicloK. The policy template will then be displayed and managed on the
Group Policy Template page. For details, s¢e& t

The group policy template references the policies configured (see
\ Js but excludes IP addresses on
Not: blocklist/allowlist, access control rules with other IP addresses than 0.0.0.C
destination IP addresses, and URL rules.

5.1.1.7Configuring Policy Auto -Learning

ADS supports policy auttearning. This means ADS can collect and analyze statistics on
normal SYN, ACK, UDP, and ICMP packets, generate protection policies based dn built
algorithms, and then dispatch such policies manually or automatically to protection groups,
depending on the configured policy application mode.

ChoosePolicy > Anti-DDoS > Protection Groups

Figure 510 Protection Groups page

Protection Group @

croupameore [ ruming ot [ ] [Filer g v e

@] Group Name: Running Mode | IP List | Protection Policy | Access Policy URLRule | Auto-learning Description | Delete
defauit_protection_group & protect | Allowlist | Access Control Rules | Blocklst | GeolP Rules | TI | DNS Subdo -

Notstarted ® |

i1 B protect Allowlist | Ac wles | Blocklist | GeolP Rules | TI | DNS Subdof

allowlist | Ac wles | Blocklist | GeolP Rules | TI | DNS Subdo Notstarted @) < | fh

test333 % protect
11 [ Alert

EEE E

OO0
E®EE

F E

Allowlist | Access Control Rules | Blocklist | GeoIP Rules | TI | DNS Subdor Not started ® @ | Boc

On this page, you can set aléarning parameters, enable/disable the-&#aming function,
view the autdearning status, and view ati&arning details.

Setting Auto -learning Parameters

Newly created protection groups have no dasrning function enabled. Their atl&arning
status is displayed as "Not started”. You can manually enable this function and set related
parameters for a specific protection group. The procedure is as follows:

Step 1 ChoosePolicy > Anti-DDoS > Protection Groups On the page shown in , click
' in the Auto-learning column of a protection group.

TheAuto-learning Parameter Configuration dialog box appears, as shown-in

Do not modify protection group configuratiaturing the autelearning process
\ otherwise, the learning result may be incorrect.
4

Note - The protection group's protection policy follows the same -Baming
specifications as the carpet bombing protection policy.
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Figure 511 Configuring autdearning parameters

Auto-learning Parameter Configuration x
smp_454_ wyl_smp002

Item Value

Learning Duration 1 day v

Percentage of Increase
Policy Application Mode

SYN Flood Threshold 1
ACK Flood Threshold 1

UDP Flood Threshold 1

Policy Name

ICMP Flood Threshold 1

HTTP GET Flood Threshold 1

HTTP POST Flood Threshold 1
HTTF Protection Port |SD (Port range)
HTTP Protecfion Target (@ Destination IP/Port () Destination IP/Port/URL

Save and Start | | Save Cancel

Step 2 Configure parameters.

Table 54 Parameters for configuring an algarning policy

Parameter Description

Learning Duration Specifies the autéearning duration. When this duration expires, A
autanatically stops such learning. Options incl8 minutes 1 hour, 1 day,
andl week

Percentage of Increag Specifies the percentage of increase in thresholds.-l&ataing results ar
updated in sync with the fluctuating traffic and thresholds dispatchec
calculated by using this formulMaximum value of historical learning results
(1 + Percentage of increase).

Policy Application| Specifies a policy application mode, which can be either of the following:

Mode L .
Manual: After autelearning is complete, you can view the result, select

thresholds, change their values, and click Update Thresholds to dispatc
thresholds to the related protection group.

Automatic: When autelearning is complete, the audlearning policy is
automatically executed to dispatch updated thresholds to the related
protection group.

Policy Name Specifies policies whose thresholds will be adapted toleatoing results.

HTTP Protection Port| Specifies ports under HTTP protection within the rangei@5635. You can
type a maximum of five ports or port ranges separated by the comm
"80,9092".

N,

Note

Ports specified here cannot overlap with those specified for HTTPS
protection.
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Parameter Description
HTTP Protection| Specifies the object of HTTP protection, which can be either of the followin
Target

Destination IP/Port/URL: The IP address, port, and URL should all be
matched.

Destination IP/Port: Only the IP address and port should be matched.

Step 3 Click Saveto commit the settings.
If you click Save and Starf the system will collect traffic flowing over the network. In this

case, the auttearning status of the protection group change Ongeingl&Manuzl) | a5 shown
in Figure 512,

Figure 512 Auto-learning configured and started

Frotection Group

@

GoupNemeor® [ | RunningMode [All v || Filler 4 3 141Goto +

@] Group Name Running Mode | IP List| Protection Policy | Access Policy URL Rule| Auto-learning Description Delete
default_protection_group % protect B B

Allowiist | Access Control Rules | Blocklist | GeolP Rules | TI | DNS Subdomain Allowlist | B

all_users

(m] i1 Bt protect B B iist | Access Control Rules | Blockiist | GeoIP Rules | TI | DNS Subdomain Allowlist | Bf Ongoing(Automatic) ® 1% T
d test333 B2 protect | | B¢ list | Access Control Rules | Blockiist | GeolP Rules | TI | DNS Subdomain Allowlist | Bf Not started ® & h
O 1 2 Mert Br |Br Allowlist | Access Control Rules | Blocklist | GeoIP Rules | TI | DNS Subdomain Allowdist | E7 Not started ® @& Doc

Delete || Create Group

When the specified awdearning duration expires, adkearning automatically stops.
You can also click® to manually stop the awdearning process.

For ongoing autdearning, you can clict# in the Auto-learning column of a protection

group to edit related parameters, including the percentage of increase in thresholds and policy
application mode, as shownfimgure 513.
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Figure 513 Editing autelearning mrameters

IAuto-learning Parameter Configuration x
ji1

Item Value

Learning Duration 1 day hd

Percentage of Increase 0% W

Folicy Application Mode Automatic

FPalicy Name SYM Flood Threshold 1

ACK Flood Threshold 1

UDP Flood Threshold 1

ICMF Flood Threshold 1
HTTF GET Flood Threshold 1

HTTP PQOST Flood Threshald 1
HTTF Protection Port a0 (Port Range)
HTTP Protection Object Destination IP/Port . Destination |IP/Port/URL

Save || Cancel

-—End

Viewing the Auto -learning Status

On the page shown ingure 510, theAuto-learning column shows the awfearning status
of protection groups. The adtearning status of a protection group can be any of the
following:

Not started: The autelearning function is not enabled.

Ongoing: Auto-learning is enabled and in progress.

Complete Auto-learning is complete.

Abnormal: Auto-learning failed because of some external factors, such as a device
restart during autéearning.

Viewing Auto -learning Details

On the page shown iagure 510, you can click™ in theAuto-learning column of a
protection group to view awearning details of the group.
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Auta-leaming Resut urent Threshold

When the policy application modeNanual and the learning status@mplete, you can
edit dispatched thresholds.

After the edit is complete, cliddpdate Thresholdsto dispatch the new thresholds to the
related protection group.

5.1.2Policy Configuration for Protection Groups

ADS provides the following antbDoS policies and rules:

DDoS protection policies

Anomalous packet filtering rules
Reflection protection policy

HTTP keyword checking policy

Port check policy

QUIC protection policy

SSL/TLS keyword checking policy
HTTPS protection policy

HTTP protection policy

DNS keyword checking policy

DNS protection policy

TCP control parameters protection policy
TCP regular expression protection policy
Botnet & IPconnection anomaly detection policy
Botnet & IP behavior control policy

SIP protection policy

UDP session authentication policy

UDP payload check policy

UDP regular expression protection policy
UDP protection policy

ICMP protection policy

Watermark protection policy
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Programmable rule
Protocol ID check policy

5.1.2.1DDoS Protection Policy

A DDoS protection policy is a policy for protection against DDoS attacks.

describes parameters of the DDoS protection policy.

Table 55 Parameters of the default aBtiDoS policy

Parameter Description

Anti-DDoS Types of DDoS attacks that can be blocked.

Mitigation Threshold | The value varies with DDoS attack types. See the following descriptions.

Traffic Control The value varies with DDoS attack types. See the following descriptions.

Enable Controls whether to enable the protection.

Yes enables this type of protection.

No: disables this type of protection.

SYN Flood

Mitigation Threshold: specifies the threshold for the SYN traffic rate. When the rate
(pps) of SYN traffic to a destination exceeds the specified value, SYN flood protection is
triggered. The value ranges from 0 to 48000000.

Enable: By default, SYN flood protection is enabled and cannot be disabled.

ACK Flood

Mitigation Threshold: specifies the threshold for ACK traffic rate. When the rate (pps) of
ACK traffic to a destination exceeds the specified value, ACK flood protection is triggered.
The value ranges from 1 to 240000000.

This policy is enabled by default.

UDP Flood

Mitigation Threshold: specifies the threshold for UDP traffic rate. When the rate (pps) of
UDP traffic to a destination exceeds the specified value, UDP flood protection is triggered.
The value ranges from 0 to 48000000.

This policy is enabled by default. After this policy is enabled, related protection will be
implemented through the

ICMP Flood
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Mitigation Threshold: specifies the threshold for ICMP traffic rate. When the rate (pps) of
ICMP traffic to a destination exceeds the specified value, ICMP flood protection is triggered.
The value ranges from 0 to 48000000.

This policy is enabled by default. After this policy is enabled, related protection will be
implemented through thé

Connection Exhaustion

Connection exhaustion protection can work only when connection exhaustion rules are
configured. You can only selegesor No for it. (For how to configure connection exhaustion
rules, seé J)

Traffic Control by Dst IP

Traffic Control : specifies the maximum traffic, in kbps, allowed to reach a destination IP
address in the protection group. Traffic above the specified value will be dropped. The value
ranges froml to 167772160

This policy is disabled by default. You can enable it for protection.

Total Inbound Traffic Control

Traffic Control :specifies the maximum traffic, in kbps, allowed to reach all destination IP
addresses in the protection group. Traffic above the specified value will be dropped. The value
ranges froml to 167772160

This policy is disabled by default. You can enable it for protection.

Total Outbound Traffic Control

Traffic Control : specifies the maximum outbound traffic of the protection group. Traffic
above the specified value will be is dropped. The value rangeslftorh67772160.

This policy is disabled by default. You can enable it for protection.

\ Generally, the system adopts default DDoS protection settings. If you want thee
4 settings of mitigation threshold or traffic contro] contact NSFOCUS technic:
Note support.

5.1.2.2Anomalous Packet Filtering Rules

Anomalous packet filtering rules include rules for filtering SYN packets, UDP packets
destined for port 80, LAND packets, and HTTP packets. ADS can handle traffic according to
these rules only when they are enabled.

shows the area for configuration of anomalous packet filtering rules. You can
perform the following operations on the rules:
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Enable: Enable a rule. ADS filters traffic once anomalous packets with certain signatures

are detected.
Disable Disable a rule.

Enable only in protection state ADS fi
signatures only when in the protectio

Figure 515 Anomalous packet filtering rules

Iters out anomalous packets with certain
n state.

Anomalous Packet Filtering Rules [default_protection_group]
Invalid SYN Packet Filtering

UDP Port 80 Filtering Enable

LAND: Filtering Enable

HTTP Filtering Disable

b

v

-

5.1.2.3Reflection Protection Policy

If you have configured reflection protection rules, you can enable the reflection protection
policy for a protection group and reference the created reflection protection rules. For details

about reflection protection rules, see

shows the reflection protection

policy.

S,

When multiple rules are referenced, the reflection protection policy ma
attack packets with these rules in a-thpwvn manner. In principle, the matchir
stops once a rule is hit. An administrator may need to adjust the rule seque

Not required.
. When multiple rules are

rule.

matched, ADS performs protection based on the

Figure 516 Reflection protection policy

Reflection Protection Policy [default_protection_group]
Enable Add Rule
() Yes @ No Move Behind
Rule List ID | Name
1 ARMS--
2 SNMP--

+

Operation
X)(w

X))

You can perform the following operations on the reflection protection policy:

Enable: SelectYesor No to enable or di

sable the policy.

Rearrange rule€lick “®' or "*' to move a rule one place up or down. You can also
type the rule IDs in th®love andBehind text boxes. For exampl®ove 1 Behind 3

indicates that the first rule will be put below the third rule. CI*'. to commit the

change.
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Add Rule: Click £/ to open the rule configuration page showiimn . Select
one or more rules and then cliCiK .

For the creation of a reflection protection rule, See

Delete a ruleClick '®' to delete the rule.

Figure 517 Adding reflection protection rules

Configure Reflection Protection Rule x
[ | Name Description
[ arRms
[ | charGen
[ cLoap
[ | conr
DNS
] | Jenkins
[ | Memcache
[ mssaql
[ 'np
[ snmp
[ ssop
[ | wspD
OK || Cancel

5.1.2.4HTTP Keyword Checking Policy

HTTP keyword checking is a process by which ADS checks specific fields in HTTP attack
traffic against keywords and then takes the specified action against those packets that match a
rule.

When multiple rules are referenced, the HTTP keyword checking policy ma

\ attack packets with these rules in a-tqpwvn manner. In principle, the matchir
/) stops once a rule is hit. The administrator may need to adjust the rule seque

Note required.
- When multiple rules are hit, ADS performs protection based on the first rule.

You can edit the HTTP keyword checking policy as follows:
Enable: Selectyesor No to enable or disable the policy.

Adjust rule sequenc€lick *' or ¥ in theOperation column to move a rule one
place up or down. You can also type the rule IDs inMbge andBehind text boxes.
For exampleMove 1 Behind 3indicates that the first rule will be put under the third

rule. Click *' to commit the change.

Add Rule: Click ‘*' to open the rule configuration page. Select one or more rules and
then clickOK.

For the creation of an HTTP keyword checking rule,tséé
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Figure 518 Configuring HTTP keyword checking rules

Configure HTTP Keyword Checking Rule

Name Description
http1
http2

test_ads
QK || Cancel

5.1.2.5Port Check Policy

The port check policy indicates that after the port check function is enabled, the system
checks the data arriving at the specified port according to the configured policy but handles
the data to other ports based on the group algorithm.

shows the port check policy: describes parameters of a port check
policy.

ADS detects traffic by matching port check rules in adopn manner. If a hit is found,
ADS performs access control for the port according to the matching rule and stop
matching other rules.

Rearrange rule¥ou can click®' or “*' to move a rule one level up or down.

Add a rule:You can click '*' to add a rule.

Delete a ruleYou can click '®' to delete the rule.

Figure 519 Port check policy

Port Check Policy [default_protection_group]
Enable Add Rule
OYes @NC | progocnl [ TCP w | Port Invert ® ves O o Access Control | Accept ~ | Description

Rule List Protocol Port Access Control Description Operation

Table 56 Parameters of a port check policy

Parameter Description

Enable Controls whether to enable this policy.
Yes enables the policy.

No: disables the policy.

Protocol Specifies the protocol, which can BEP or UDP.

Port Specifies ports to be checked.

You can add a maximum of 10 rules, each of which can include 48 ports. Ports n
separated by the comma.

Invert Controls whether to invert the port setting.
Yesindicates that other ports than the ones specified will be matchedcindicates
the opposite. For example, if Port is set to 80 and Invert is set Yes, ADS check
other than port 80.
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Parameter Description

Access Control | Specifies how to handle packets matching the rule.
Accept allows packets from the specified port to pass through ADS.
Drop: drops such packets.

Drop+blocklist: drops such packets and adds them to the blocklist.

Description Brief description of the policy, which can contain a maximum of 15 characters.

5.1.2.6QUIC Protection Policy

Quick UDP Internet Connections (QUIC) combines UDP's fast connection with TLS

encryption to improve transmission efficiency. However, it is still at risk of DDoS attacks.

The QUIC protection policy is used to defend against DDoS attacks that target the QUIC

protocol. describes the parameters for configuring a QUIC protection policy.

Table 57 Parameters for configuring a QUIC protection policy

Parameter

Description

Enable

Controls whether to enable the QUIC protection policy.

Protection Port

Specifies a protection port or port range. QUIC protection is trigg
only when the destination port of the attack packets matches the sp
protection porbr port range

Up to 5 ports or port ranges can be configured. Multiple entries shou
separated by commas. The value ranges from 0 to 65535 and the
value is443 Example: 443, 8448446.

S,
Note

The QUIC protection port cannot be seb®) or the same value as the
SIP protection port or the UDP session authentication's destination

Protection Threshold

Specifies thehresholdnumber of QUIC packets per second received
destination port that triggers QUIC protection. If the number of Q
packets per second received on a destination port exceeds the sp
threshold, QUIC protection is triggered.

Anomalous Packe
Filtering

Controls whether to enable anomalous packet filtering.

Time Sequence Check

Controls whether to enable QUIC time sequence check.

Retransmission Interval

Specifies the QUIC packet retransmission interval. This allows the (
protection feature to check whether the time elapsed between the in
dropped QUIC packet and the retransmitted packet falls within the spe
interval. If so, the retransmitted packstallowed throughOtherwise,it is
dropped. The value range i53D0.

Protection Algorithm

After QUIC protection is enabled, you need to specify the prote
algorithm. Options ar®ff, Loose andStrict.

Reverse Detection Ratf
Control

Controls whether to perform reverse detection on QUIC packets. After t
enabled, you need to set the maximum rate at which reverse detect
QUIC packets is applied. The value rangeii24D000000.
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5.1.2.7SSL/TLS Keyword Checking Policy

SSL/TLS keyword checking is a process by which ADS parses theemt§pted handshake
packets from a source IP address and checks specific fields against keywords. Then, ADS
takes the specified action against those packets that match a rule.

A protection policy can reference 10 SSL/TLS keyword checking rules at mo

\ - When multiple rules are referenced, the SSL/TLS keyword checking p
4 matches handshake packets with these rules in-da@p manner. In principle
Note the matching stops once a rule is hit. You can adjust the rule sequence as re

When multiple rules are matched, ADS performs protection based on the firs

You can perform the following operations on the SSL/TLS keyword checking policy:
Enable: SelectYesor No to enable or disable the SSL/TLS keyword checking policy.

Add a rule.Click "*' to open the rule configuration page. Select one or more rules and
then clickOK.

Rearrange rule€lick “®' or “*' to move a rule one level up or down. You can also
type the rule IDs in th¥ove andBehind text boxes. For exampl®ove 1 Behind 3

indicates that the first rule will be put below the third rule. CI*" to commit the
change.

Delete a ruleClick ‘®' to delete the rule.

For how to create an SSL/TLS keyword checking rule Ss&e
5.1.2.8HTTPS Protection Policy

HTTPS protection policies provide protection for HTTPS connections. The HTTPS protection
policy empowers the system to check HTTPS packets from clients. By recording and counting
HTTPS sessions from a source IP address, the system determines whether the source IP
address is abnormal and marks it as abnormal if the abnormal access exists. You need to
enable the blocklist function before configuring an HTTPS protection policy. For how to
enable the blocklist, se&

HTTPS protection policies are classified into four types:

Connection Protectioni Renegotiation Protection The system checks HTTPS packets
from clients. Whei\dd Abnormal IP to Blocklist is set toYes the system adds source
IP addresses that match the HTTPS protection algorithm to the blocklist.

Connection Protectioni Fingerprint Protection: The system checks HTTPS client
hello packets for fingerprints. Those packets identified with abnormal fingerprints will
be ratelimited or added to the blocklist, depending on the action configured.

Application Layer Protection i Non-decrypted Traffic Protection: In the case of no
certificate, the system detects whether a source IP address is abnormal by checking
HTTPS sessions from it, and automatically adds detected abnormal IP addresses to the
blocklist. This type of protection includes access-tetsed protection, resourspecific
access protection, and large resource access protection to defend against HTTPS traffic
attacks.
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Application Layer Protection i Decrypted Traffic Protection: The system configures

an SSL certificate for specified destination IP addresses and ports and then authenticates
clients with HTTPS protection algorithms, including HTTP2 RFC authentication, and
controls SSL connections. Packets that fail the check will be dropped or their source IP
addresses will be added to the blocklist.

When all protection algorithms are enabled for HTTPS protection, the matching IP addresses
and ports of application layer protectibulecrypted traffic protection are protected according

to the decrypted traffic protection configurations, other IP addresses are protected according
to the connection protection configurations, and all subsequent HTTPS packets are subject to
the application layer protectiannon-decrypted traffic protection configuratians

The following describes the HTTPS protection process:

In a normal trust scenario, for example, only SYN algorithm authentication is passed, an
IP address configured with application layer protectigiecrypted traffic protection is
protected according to the decrypted traffic protection configurations. If it is not included
in any such rules, the IP address will be protected by connection protection
configurations, and then the application layer protedtinondecrypted traffic

protection configurations (tHerotection Port setting works in this cake

In an advanced trust scenario, for example, decryption algorithms authentication is
passed, all packets are subject to the application layer protéctamrdecrypted traffic
protection configurations.

1 If the destination IP address is subject to application layer protéctiearypted
traffic protection, ADS takes the specified action against those packets whose
destination port is the same as the one configured in the decrypted traffic protection
rule or as the protection port.

1 ADS takes the specified action against those packets whose destination port is the
same as the protection port

describes the common parameters for configuring an HTTPS protection policy.

Table 58 HTTPS protection parameters

Parameter Description

Protection Port Specifies the porr port rangeo protect.

The value range isi®5535, with 443 as the default. HTTPS protection
triggered only when the destination port number of attack packets match
specified portUp to 5 ports or port ranges can be configufddltiple entries
should be separated by comnias,example443,84438446

The port configured for the HTTP protection policy must be different from
for the HTTPS protection policy.

S,

Note

By default, this port works for connection protectiorenegotiation
protection and application layer protectionon-decrypted traffic
protection. If a certificate is configured for the destination IP address an
destination port in an application layer protecfiotecrypted traffic
protection rule, when finding traffic destined for this IP address, ADS
further checks its destination port and will implement application layer
protectioni non-decrypted traffic protection for the matching traffic.

Protection Threshold | Specifies the threshold for the number of HTTPS packets (in pps) arrivin
specific port of the destination IP address. If the value is exceeded, the H
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Parameter Description

protection mechanism will be triggered.

Connection Protectiond Renegotiation Protection

The connection protectidnrenegotiation protection checks HTTPS packets from clients.
describes parameters for configuring a connection protection policy.

Table 59 Connection protection parameters

Parameter Description

Enable Control whether to enable the connection protection policy.

Per Source IP Renegotiatiq Specifies the rate of new SSL connections (in pps) of source IP addr
Rate Limit above which HTTPS protection is triggered. The value rangel8aDO0.

Controls whether to add abnornsalurcelP addresses to the blocklist. T
value Yes indicates that, when the IP address of a client fails
check with the HTTPS protection algorithm, the system will add thi
address to the blocklist. You need to enable e before
configuring this parameter.

Add AbnormalSourcelP to
Blocklist

Connection Protectioni Fingerprint Protection

The fingerprint protection policy checks fingerprints contained in HTTPS client hello packets,
and then filters and handles packets that contain abnormal fingerprints, based on the
parameters listed in

Table 510 Parameters of the HTTPS fingerprint protection policy

Parameter Description
Enable Controls whether to enable the HTTP fingerprint protection policy.
Statistical Period Period of time when the number and proportion of packets containi

specific fingerprint to a certain destination IP address are counted. Value
1i 3600, in seconds.

Number of Visits Number of packets containing a specific fingerprint destined for an IP ad
Value range: 11000000.

Proportion of Visits Proportion of client hello packets with the specified fingerprint to the
client hello packets to a destination IP address in a statistical period.
range: 1%100%.

Action Protective measure against packets with the fingerprint that meet bo
Number of Visits andProportion of Visits settings.

Limit rate : limits the number of packets with matching fingerprint pass
through ADS based on the specified threshold. Excessive paakdis
droppedThe walue ranges 0i 6000000 pps.

Add to blocklist: adds the source IP address of packets with matg

fingerprint to the blocklist. To select this option, you must enable the blo
functionin advance. For details about this function, B&e
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Parameter Description

Execution Time Specifieshow long rate limiting is implemented against a source IP add

When the duration expires, rate limiting stops. Value rdrg8Q0, in minutes.

This parameter must be configured when the action is étiorate .

Application Layer Protection 0 Non -decrypted Traffic Protection

This policy automatically adds detected abnormal IP addresses to the blocklist. Therefore,
make sure that the blocklist function is enabled.

This type of protection includes the following three rules:

Access Ratebased Protection The system counts the HTTPS requests from a source IP
address. The IP address will be deemed to be abnormal and added to tFepgoifip
blocklist if its number of visits to HTTPS resources exceeds the threshold in a statistical
period.

Resourcespecific Access ProtectionThe system counts the access from an IP address
to a specific resource. If both of its number and proportion of visits to the source exceed
the respective threshold in a statistical period, the source IP address is deemed to be
abnormal. If the source IP address keeps abnormal in consecutive statistical periods
(whenConsecutive Abnormal Cycless met), it will be added to the grogpecific

blocklist.

Large Resource Access Protectiomhe system counts the access from an IP address to
large resources. If both of its number and proportion of visits to large resources exceed
the respective threshold in a statistical period, the source IP address is deemed to be
abnormal. If the source IP address keeps abnormal in consecutive statistical periods
(whenConsecutive Abnormal Cycless met), it will be added to the grogpecific

blocklist.

describes the parameters for configuring an application layer protéction

nondecrypted traffic protection policy. Note that the configuration parameters vary with the
protection type.

Table 511 Application layer protection nondecrypted traffic protection parameters

Parameter Description

Enable Controls whether to enable the access-baiged protection, resourspecific

access protection, and large resource access protection. If youNselebe
corresponding protection type of ndecrypted traffic will not take effect.

Large Resourcqg Specifies the minimum size of resources to be identified as large resource
Threshold Value rangei 10485760, in KB.
Number of Visits Specifies the maximum number of visits allowed for a source IP addres

statistical period. Value rang#: 10000.

Proportion of Visits Specifies proportion of visits to the current HTTP resource (a specific res

or a large resource) to total visits to all resources in a statistical period.
range:1%i 100%.

Statistical Period Specifies the period of time in which the number of visits is counted.

range:1i 3600, in seconds.

Consecutive Abnormal Specifies the maximum allowed number of consecutive statistical pe
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Parameter Description
Cycles during which the source IP address is deemed to be abnormal. Value
1i 10.

Application Layer Protection 9 Decrypted Traffic Protection

To configure an application layer protectiodecrypted traffic protection policy, follow these
steps:

Step 1 SelectYesor No underEnableto enable or disable the application layer protedtion
decrypted traffic protection policy.

Step 2 Create an application layer protectiodecrypted traffic protection rule.

a. Click Add Rule and set parameters in the dialog box that appears.

Figure 520 Creating an application layer protectiodecrypted traffic protection rule

|Add Rule x

Dst IP Destination = Protection Algerithm SSL Certificate
Port
HTTP algorithm 2-URL authentication ~ _default v

I KTTFR2 algorithm 0-HTTP2 frame protection v

OK || Cancel

b. describes parameters for creating an application layer protéctlearypted
traffic protection rule.

Table 512 Parameters of an application layer protectialecrypted traffic protection rule

Parameter Description

Dst IP Specifies the destination IP address to protect. Such an IP address
be within the IP address range covered by the protection group.

Destination Port Specifies the port number of the destination IP address to protect.
Value range0i 65535.

Protection Algorithm Specifies the algorithm used in the rule.

SSL Certificate Specifies the SSL certificate used in the rule. You can select the d
certificate or import others as required. For how to import an
certificate, seé

Step 3 After the configuration is complete, cli€XK to return to the HTTPS protection policy page.

Step 4 Configure control items for the application layer protectiatecrypted traffic protection rule.

Table 513 Control items of an application layer protectiodecrypted traffic protection rule

Parameter Description

Enable Controls whether to enable control of the number of new connections,
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Parameter Description

connections, timeout connections, and HTTP2 RFC authentication o
destination port to protect.

Connection Type Connection control items. New connections, failed connections, and tir
connections only work for destination IP addresses and ports under appl
layer protection.

New Connections limits the number of new HTTPS connections initiated b
source IP address to the specified destination port.

Failed Connections limits the number of new HTTPS connections a sourc
address fails to initiate to the specified destination port. Failed connection
include failures in SSL/TLS handshake, renegotiation, and HTTPS packet
parsing.

Connection Timeout limits the number of new HTTPS connections a sour
IP address initiates to the specified destination port. A timeout connection
means either an incomplete SSL/TLS handshake or no HTTPS packet
interaction after the SSL/TLS handshake is complete.

HTTP2 RFC Validation Failures: performs RFC authentication on HTTP2
packets from source IP addresses.

Threshold Threshold of each control item:

New Connectionsli 65535

Failed Connectionsti 256

Connection Timeoutli 1000

HTTP2 RFC Validation Failures: 1i 64

Action Action taken on packets from clients or IP addresses of clients, which can be
of the following:

Drop: If a client fails to be authenticated by an HTTPS protection algorithr]
the system drops packets sent by (or from) this client if they contain the
specified signature.

Add to blocklist: If a client fails to be authenticated by an HTTPS protectig
algorithm, the system identifies its IP address as an abnormal one and ad
the blocklist to block it. You need to enable the blocklist function before
setting this action. For details about the blocklist,[See

--End
5.1.2.9HTTP Protection Policy

The HTTP protection policy for a protection group covers the following items:

SYN Cookie URL: If SYN Cookie URL is enabled, this protection mechanism also
applies to new connections.

HTTP Get Flood: This protection mechanism is triggered if the number of HTTP GET
packets transmitted to a destination IP address per secongfis)iexceeds the
specified value.

HTTP Post Flood This protection mechanism is triggered if the number of HTTP POST
packets transmitted to a destination IP address per secongfis)iexceeds the
specified value.
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Slow Attack Protection: This protection mechanism is triggered if the number of HTTP
packets to a destination IP address exceeds threshold 1 and the payload size of such

packets is smaller than threshold 2.

Figure 521 HTTP protection policy

shows the HTTP protection policy.

HTTP Protection

Full protection v

HTTP Protection Policy [default_protection_group]

SYN Cookie URL
Enable v

Policy
HTTP Get Flood

HTTP Post Flood

Slow Attack Protection

@pestination 1p/Port O[30

Protection Target Protection Port

|(port Range )

Destination IP/Port/URL
Threshold 1 Threshold 2

100 {(pps)

100 (pps)

1000 (pps) 500

(Bytes)

Protection Algorithm
Praxy Protection | Disable v Custom Field

Unified profecion v | 2-URL authenfication ~ Template Name — v

Status  Enable v

Status | Disable v

describes parameters for configuring the HTTP protection policy.

Table 514 Parameters for configuring the HTTP protection policy

Parameter

Description

HTTP Protection

Specifies the HTTP protection mode, which can be one of the followin

Full protection: Both group protection and URL rule protection
provided.

Only for URL rules: The protection group is protected only by UF
rules. In this case, SYN Cookie URL cannot be enabled.

Not protect

SYN Cookie URL

Controls whether to enable or disable SYN Cookie URL.

Enable: SYN Cookie URL protection can be enabled only when
following conditions are mett. Full protection is selected foHTTP
Protection. 2. Status is set toEnable for HTTP Post Flood After
SYN Cookie URL is enabled, proxy protection will be disabl
automatically.

Disable To disable SYN Cookie URL for a protection group,
must disable SYN Cookie URL for all URL rules of the protect
group in advance. SettingTTP Protection to Only for URL rules
automatically disables SYN Cookie URL.

Protection Target

Specifies the protection target, which can be either of the following:

Destination IP/Port: indicates that ADS determines whether to ef
the protection state based on the destination IP address and port.

Destination IP/Port/URL: indicates that ADS determines whether|
enter the protection state based on the destination IP address, pq
URL.

Protection Port

Specifies the port number corresponding to the destination IP addr
HTTP packets. A maximum of five ports or port ranges are allowed,
must be separated by the comma, like 8®@90 The value range i
0i 65535. Also, HTTPS port numbers must be excluded.

HTTP Get| Threshold 1

Specifies the HTTP GET traffic rate (pps), above which HTTP GET f
protection is triggered. If the rate of HTTP GET traffic to a destinatio
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Parameter

Description

Flood

address exceeds the specified value, HTTP GET flood protecti
triggered. The value range i48000000.

Proxy
Protection

Controls whether to enable proxy protection. After HTTP GET fl
protection is enabled, you can enable proxy protection. You are advi
enable this function if a proxy server exists in your network.

\,

Note

Enabling proxy protection automatically disables SYN Cookie UR

Custom Field

After proxy protection is enabled, you can configure this paramet
allow ADS to accurately identify the actual proxied IP address.

\,

Note

Proxy fields "XForwardedFor", "X-ReallP", and "CdnSrcIp" are
supported.

Protection
mode

Specifies the HTTP GET protection mode, which can be either o
following:

Unified protection: ADS provides HTTP GET protection in
unified way, without distinguishing between traffic from PCs
mobile applications.

Precision protection ADS applies different protection policies fi
traffic from PCs and mobile applications based on the setting o
useragent field.

- For PC protection, you can choose whether to enable precisio
protection and configure an HTTP GET protection algorithm.

- For mobile application protection, you can choose whether to
enable precision protection, reference tesgent rules for mobile
devices, and configure an HTTP GET protection algorithm.

Protection
Algorithm

Specifies the protection algorithm, which can be one of the following,
2_URL authentication as the default:

O0-TAG authentication and 1-HTTPCOOKIES authentication
verify the destination IP address by adding authentication inform
into HTTP packets.

2-URL authentication verifies the destination IP address by add
information similar to cookies into URL requests.

3-ASCIl image authentication and 4-BMP image authentication
verify the destination IP address by adding an image.

5-Dynamic script protection verifies the destination IP address
executing dynamic scripts on the client.

6-Legend game authentication and 7-FCS check verify the
destination IP address by checking the packets of the "Legend"
and the flash server.

8-Pattern matching check verify the destination IP address
matching a signature string that is defined unidvanced > Pattern
Matching (see for the configuration of patter
matching).
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Parameter Description

S,

Note

6-Legend authentication 7-FCS checkand8-Pattern matching
check are specific to protection groups and available only w
SYN Cookie URLis enabled.

Enabling SYN Cookie URL disables tfieTAG authentication
and1-HTTPCOOKIES authentication algorithms.

Template Specifies the template name. This parameter is required only 4xBktP

Name image authenticationis selected foProtection Algorithm. It is used to
select the response page that contains a CAPTCHA code image
default value is-. For response page settings, See

UserAgent Indicates useagent rules. These rules are required only for preci
Rule protection. Packets that match a wagent rule referenced here &
deemed traffic of a mobile device, or regarded as traffic of a PC.

You can click (#! and select one or more existing uagent rules. Af

least one rule should be selected and at most five can be configure
details about useagent rules for mobile devices, sée

HTTP Threshold 1 | Specifies the HTTP POST traffic rate (pps) above which HTTP P
Post Flood flood protection is triggered. If the rate of HTTP POST traffic t
destination IP address exceeds the specified value, HTTP POST
protection is triggered. The value rangeiig¢®00000.

Status Controls whether to enable or disable HTTP POST flood protection.

HTTP Post Flood protection can be enabled only whefilrTP
Protection is set toFull protection or Only for URL rules.

If HTTP Protection is set toNot protect, the setting ofStatus
changes t®isable automatically.

Slow Threshold 1 | Specifies the number of HTTP packets arriving at the destinatio
Attack address per second.
Protection
Threshold 2 | Specifiesthe payloadength of HTTP packets arriving at the destinatior]
address.
Status Controls whether to enable leandslow attack protection. This type

protection can be enabled only when HTTP protection is enableBudh
protection is selected forHTTP Protection. Low-andslow attack
protection is triggered if the number of HTTP packets to a destinati
address per second exceeds threshold 1 and the payload size ¢
packets is smaller than threshold 2.

)

Note

Setting HTTP Protection to Not protect or Only for URL rules
automatically disables loandslow attack protection.

5.1.2.10DNS Keyword Checking Policy

DNS keyword checking is a process by which ADS checks specific fields in DNS attack
traffic against keywords and then takes the specified action against those packets that match a
rule.
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shows the current DNS keyword policy.

Note

Under a default policy, at most 10 DNS keyword checking rules car
referenced.

When multiple rules are referenced, the DNS keyword checking policy ma
attack packets with these rules in a-tgvn manner. In principle, the matchir
stops once a rule is hit. An administrator may need to adjust the rule seque
required.

When multiple rules are matched, ADS performs protection based on the firs

Figure 522 DNS keyword checking policy

Enable
() Yes (@ No

Rule List

DNS Keyword Checking Policy [default_protection_group]

Add Rule
Move Behind © @@

ID | Name Operation

describes parameters of the DNS keyword checking policy.

Table 515 Parameters of the default DNS keyword checking policy

Parameter

Description

Enable

Controls whether to enable the default DNS keyword checking policy.

Rule

Name of each rule included in the policy.

Description

Brief description of each rule.

Source IP

Specifies the source IP address from which traffic will be checked agains
default DNS keyword checking policy.

Action

Specifies the action that ADS will take against the source IP address (host). For
see

On this page, you can edit the DNS keyword checking policy as follows:

Enable: SelectYesor No to enable or disable the policy.

Adjust rule sequenc€lick * or ¥ to move a rule one place up or down. You can
also type the rule IDs in thdove andBehind text boxes. For exampl®ove 1 Behind

3indicates that the first rule will be put under the third rule. C** to commit the

change.

Add Rule: Click '*' to open the policy configuration page. Select one or more rules and

then clickOK .

For the creation of a DNS keyword checking rule,[ské

Copyright© NSFOCUS

114 V4.5R90F07



="NSFOCUS

NSFOCUS ADSUser Guide

Figure 523 Configuring DNS keyword checking rules

Configure DNS Keyword Checking Rule

Name
test

test_dns

Description

test

LOE | Cancel

5.1.2.11DNS Protection Policy

DNS protection is a policy against DNS attacks and spoofing targeting DNS servers.

The DNS retransmission algorithm for DNS response protection applies to common servers
(such as web servers), instead of recursive DNS servers and authoritative DNS servers.

describes parameters of the DNS protection policy.

Table 516 Parameters of the DNS protection policy

Parameter

DNS Query

Description
Enable Controls whether to enable DNS query protectiges indicates that
ADS provides DNS query protection.
Controls whether to enable DNS query time sequence check.
DNS \
4
Query Note
Time
Sequence This parameter is valid only when the protection algorithm is se
Check 2-TCP_BIT, 3-DNS_NS 5-DNS_CNAME, or
6-DNS_NS&CNAME.
Specifies the DNS query retransmission interval. This allows the
query protection feature to check whether the time elapsed betwe
initially dropped DNS query packet and the retransmitted p4q
falls within the specified interval. If so, the retransmitted padke
Retransmis allowed throughOtherwiseijt is dropped. The value range iS2%5.
sion §
4
Interval Note
This parameter is valid only when the protection algorithm is se
2-TCP_BIT, 3-DNS_NS 5-DNS_CNAME, or
6-DNS_NS&CNAME.
Protection | Specifies an algorithm for DNS query protection. Options incl
Algorithm | 1-Default, 2-TCP_BIT, 3-DNS_NS 4-DNS retransmission

5-DNS_CNAME, and6-DNS_NS&CNAME.
Before selecting an algorithm, check the DNS server type.

Algorithm 1-Default is applicable to authoritative DNS servers
and DNS cache servers and can work only with traffic control
settings in the UDP protection policy.

Algorithm 2-TCP_BIT is applicable to DNS cache servers.
Algorithm 3-DNS_NSis applicable to authoritative DNS servers.

Algorithm 4-DNS retransmissionis applicable to DNS cache
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Parameter Description

servers.

Algorithm 5-DNS_CNAME is applicable to authoritative DNS
servers.

Algorithm 6-DNS_NS&CNAME is applicable to authoritative DN
servers.

Reverse D| Controls whether to enable reverse detection rate control.

gt:tcetion After this is enabled, specifghe maximum rate of reverse detecti
ackets. The value ranges from 1 to 240000889
Control P 9
DNS Enable Controls whether to enable DNS response protecyes.indicates that
Response ADS provides DNS response protection.
Controls whether to enable DNS response time sequence check.
DNS
Response \
Time Note
Sequence ) . . . . .
Check This parameter is valid only when the protection algorithm is se
3-Source detection
Specifies the DNS response retransmission interval. This a
the DNS response protection feature to check whether the time el
between the initially dropped DNS response packet and
retransmitted packet falls within the specified interval. If so,
Retransmis| retransmitted packes allowed throughOtherwise,it is dropped. The
sion value range isi®55.

Interval
S,
Note

This parameter is valid only when the protection algorithm is se
3-Source detection

Protection | Specifies an algorithm for DNS query protection. Options incl
Algorithm | 1-Default, 2-DNS retransmission and3-Source detection

Action When 2-DNS retransmissionis selectedspecfy how to handle DNS
responses:

Accept passes through DNS responses authenticated by
protection algorithm

Accept+trust: passes through DNS responses authenticated b
protection algorithm and adds the source IP address of
responses to the trust list.

Rtevi:'rse D| controls whether to enableversedetectionratecontrol.
etection
Rate After this is enabled, specifthe maximum rate of reverse detecti

Control packets. The value ranges from 1 to 24000030

\ DNS protection is triggered when the number of UDP packets transmitted per ¢
4 exceeds the specified threshold. For the setting of UDP flood thresholdsPsés
Note
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The default DNS protection settings are effective for general usage. To change the protection
algorithm, contact technical support engineers of NSFOCUS.

5.1.2.12TCP Control Parameters Protection Policy

describes parameters of the TCP control policy.

Table 517 Parameters of the TCP control policy

Contr | Parameter Description

ol

Item

Targeting Specifies how to identify a target server to be protected.

Destination IP/Port: indicates that the server to be protec
is identified by the destination IP address and port.

Dst IP: indicates that the server to be protected is ident
by only the destination IP address.

SYN SYN Time Sequencq Controls whether to check the time sequenfc8YN packets.
Control | Check

Retransmission Interval Specifies how many milliseconds will elapse between whe
SYN packet is discarded and when it is res&he valueranges
from 1 to255

SYN Protection algorithms against SYN flood.
Protection 0-SynCheckis applicable only t tric traffic network
Algorithm -SynCheckis applicable only to symmetric traffic networ

environments.

1-SafeConnect 2-DynaCheck and3-SeqCheckare applicable to both
asymmetric and symmetric traffic network environmevitben ADS is
deployed in oubf-path mode, you can only select one of the three
algorithms.

Time For the 3SeqCheck algorithm, you can set time sequence ¢
Sequenc| rules, without using the SYN time sequence check function.
e Check|

Rule Built-in: useghe builtin time sequence setting of the

3-SeqCheck algorithm.
Custom: specifiessinglepacket retransmission intervals a

two-packet retransmission intervalgy clicking ‘. You can
delete the configured custom time sequence check rules

clicking

Single-Packet Retransmission Interval

checks whether the second SYN packet is retransmit
at the specified interval after the first SYN packet is
discardedThe value range it 300, in 125
milliseconds

Two-Packet Retransmission Interval checks whethe
both the second and third SYN packets are retransmi
at the specified intervals after the first SYN packet is
discardedThe value range it 300, in 125
milliseconds

Source Bandwidthl Works with Per Source IP Rate Limitto limit the bandwidth
Limit used by the source host to send SYN packets. It has the follg
values:
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Contr | Parameter Description
ol
Item

Disable disables this function.

Drop+blocklist: adds the IP address of the source host tg
blocklist when the SYN packet forwarding rate of the sol
host exceeds the specified value.

Drop: drops subsequent packets when the SYN pa
forwarding rate of the source host exceeds the sped
value.

Per Source IP Rat| Works with Source Bandwidth Limit to specify the maximun
Limit packet forwarding rate (pps) for the source host of SYN pac
The value ranges from 1 to 2000000.

Reverse Detection Rafl Controls whether to enable reverse detection rate control.

Control After this is enabled, set the maximum rate at which rev

detectionpackets are sent to det&YN packets. The value rang
is 11 240000000.

A Y

Note

A greater value means a better protection effect and a hi
load on ADS. The CPU usage should be kept no more th

55%.
SYN-A SYN-ACK  Learning | Controls whether to enable the SYACK learning mode. This
CK Mode learning mode works only in negprotection state. After the ACH
Control learning mode is enabled, the system learns the packets s

the client and adds the source IP addresses meeting the sp
conditions to the trust list.

The learning mode works only when neither SYN protection
ACK protection is available.

Controls whether to enable SYACK time sequence check.

A Y

SYN-ACK Time
Note

Sequence Check
This parameter is valid only wh&¥N-ACK Protection
Algorithm is set toSource detection

Specifies the SYMCK packet retransmissioninterval. This
allows the SYNACK control featureto check whether the tim
elapsed between the initially dropp8Y'N-ACK packetand the
retransmitted SYN-ACK packet falls within the specifieg
interval If so, the retransmitted packeé$ allowed through
Retransmission Interval Otherwiseijt is droppedThe value range isi 255.

S,

Note

This parameter is valid only wh&¥N-ACK Protection
Algorithm is set toSource detection

SYN-ACK Protection| Specifies the SYMCK protection algorithm. Option
Algorithm includeDrop, Close Source authentication Source detection
Session checkandCombined protection.

Drop: drops SYNACK packets.

Close allows SYNACK packets to pass through t
authentication by the algorithm and checks them
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Contr | Parameter Description
ol
Item

subsequent protection processes.

Source authentication checks resent SYACK packets
and passes them through if requirements for authenticatic
this algorithm are met; otherwise, these packets are drop

Source detection sendsreverse detection packets the
source IP addresses of SYACK packets If a source IP
address can properly respond, packets from that addres
be allowedthrough Otherwise, packets from that IP addr
are dropped.

Session checkThis check is done on S¥ANCK packets that
pass through source authentication. If session c¢
requirements are met, packets are allowed to pass thr
or will be dropped.

Combined protection: This check is done on S¥KNCK
packets that pass through source authentication. The
must be coupled with the ACK protection algorithm. Pacl
that meet check requirements are allowed to pass thrg
or will be dropped.

Reverse Detection Rat{ Controls whether ADS sends reverse detection packet
response to SYMCK packets destined for a protected
address when the SYACK protection algorithm is set t
Source authentication Session check or Combined
protection. If this function is enabled, you need to configure
maximum rate at which ADS sends reverse detection pagd
The value range isi240000000.

ACK ACK Learning Mode Controls whether to enable the ACK learning mode. T
Control learning mode works only in negurotection state. After the ACH
learning mode is enabled, the system learns the packets s
the client and adds the source IP addresses meeting the sp
conditions to the trust list.

The learning mode works only when neither ACK protectio
available.

Controls whether to enable ACK time sequence check.

S,

ACK Time Sequencs Note

Check
This parameter is valid only wh&CK Protection
Algorithm is set toACK check.

Specifies the ACK packet retransmission interval. This allowg
ACK control feature to check whether the time elapsed betw
the initially dropped ACK packet and the retransmitted pa
falls within the specified interval. If so, the retransmitted pa
is allowed through Otherwisejt is dropped. The value range
0i 255.

A Y

Note

Retransmission Interval

This parameter is valid only whe&&CK Protection
Algorithm is set toACK check.

ACK Protection| When ACK flood protection is enabled, you can configure
Algorithm ACK protection algorithm, which can Herop, Time sequence
Check, or ACK check with Drop as the default value.

Copyright© NSFOCUS 119 V4.5R90F07



="NSFOCUS

NSFOCUS ADSUser Guide

Contr
ol
Item

Parameter Description

Drop: drops ACK packets.

Time sequenceverification : For two identical ACK packets
if their sending interval is in the range tie specified
Retransmission Interval, they will be allowed through
Otherwise, they will be dropped.

ACK check indicates that packets from source IP addre
that meet check requirements will be allowed to pass thrg
or will be dropped.

Reverse Detection Raf Specifies the maximum rate at which ADS seA@K packets
Control for reversadetection. The value range i5240000000.

Time Sequencq Specifies how many milliseconds will elapse between wher
Verification Interval ACK packet is discarded for the first time and when it is res
The value range i&i 300.

Other

RST Tx Rate Maximum rate of RST packets sent by the device for terming
connections or blocking proxieIhe value ranges from O {
4000000, with100000as the default. The valu@indicates that
no RST packets are sent.

TCP Fragment Control| Controls whether to drop TCP fragments.

Accept allows TCP fragments in IPv4 or IPv6 packets
pass through.

Drop: drops TCP fragments in IPv4 or IPv6 packets.
Limit rate : restricts the transmission rate of TCP fragmen

5.1.2.13TCP Regular Expression Protection Policy

After configuring regular expression rules, you can enable the TCP regular expression

protection
rules, seé

and reference created regular expression rules. For details about regular expression

shows the TCP regular expression protection policy.

S,

Note

When multiple rules are referenced, the TCP regular expression protection
matches attack packets with these rules in adtapn manner. In principle, th
matching stops once a rule is hit. An administrator may need to adjust th
sequence as required.

When multiple rules are matched, ADS performs protection based on the firs
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Figure 524 TCP regular expression protection policy

TCP Regular Expression Protection Policy [default_protection_group]

Enable Add Rule
() Yes @ MNo Move Behind RO
Rule List ID | Mame Operation

You can perform the following operations on the TCP regular expression protection policy:
Enable: SelectYesor No to enable or disable the policy.
Rearrange rule€lick “®' or “¥' to move a rule one place up or down. You can also
type the rule IDs in th¥ove andBehind text boxes. For exampl®ove 1 Behind 3
indicates that the first rule will be put below the third rule. CI*'. to commit the
change.
Add Rule: Click “*' to open the rule addition dialog box showri-in . Select
one or more rules and then clickK.
For how to create a regular expression rule seg

Delete a ruleClick '®' to delete the rule.

Figure 525 Adding regular expression rules

Configure Regular Expression Rule x
O Mame Description
O regexl
O regex2
OK || Cancel

5.1.2.14Botnet & IP Connection Anomaly Detection Policy

The botne& IP connection anomaly detection policy analyzes connections initiated by
trusted source IP addresses to identify poteatiamaliedased on certain signatures. If a
source IP address establishdarge number ainomalous connectioms a short perioaf

time, it is deemed an attacker and will be blocked. The bé&trBtconnection anomaly
detection policy includes abnormal SYN connection detection, abnormal ACK connection
detection, and empty connection detection.

Abnormal SYN connection: indicates that a SYN connection with a SYN packet count
greater than the specifi@hcket Countvalue is deemed abnormal. If the number of
abnormal SYN connections initialized by a source IP address exceddmibrenal
Connectionsvalue within aStatistical Period of Abnormal Connections this

statistical period is also deemed abnormal. If the number of consecutive abnormal cycles
exceeds the specifigbnsecutive Abnormal Cyclessalue, the source IP is added to the
blocklist.

Abnormal ACK connection: indicates that an ACK connection is deemed abnormal if its
ACK packet length exceeds the specifitatket Length its ACK packet count exceeds
thePacket Countvalue, and its packet proportion exceeds the spedifietiet

Proportion value. If the number of abnormal ACK connections initialized by a source IP
address exceeds the speciffdthormal Connectionsvalue within aStatistical Period
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of Abnormal Connections this statistical period is also deemed abnormal. If the
number of consecutive abnormal cycles exceeds the speciskecutive Abnormal
Cyclesvalue, the source IP is added to the blocklist.

Empty connection: indicates that a connection is deemed an empty connection if its
reported packet count is less than the spedifatket Countvalue. If the number of

empty connections initialized by a source IP address exceeds the spiwifggchal
Connectionsvalue within aStatistical Period of Abnormal Connections this

statistical period is also deemed abnormal. If the number of consecutive abnormal cycles
exceeds the specifignsecutive Abnormal Cyclessalue, the source IP is added to the

blocklist.
A This features valid onlywhen the group blocklist is enabled. Foiormation on how
Caution to configurea groupspecificblocklist, seeSetting a Growspecific Blocklist

describes the parameters for configuring a b&&nk® connection anomaly
detection policy.

Table 518 Parameters for comfiring a botne& IP connection anomaly detection policy

Parameter Description
Abnormal SYN| Enable Indicates whether abnormal SYN connection detec
Connection Detection is enabled.

Packet Count Specifies the threshold number of SYN packets.

value range isi11000.

The SYN connection initialized by a trusted souf
IP with its SYN packet count greater than the speci
Packet Countvalue is deemed abnormal.

Abnormal Specifies the threshold number of abnormal S
Connections connections. The value range isL0000.

ADS counts the number of abnormal SYN connecti
initialized by a source IP address withinSgatistical
Period of Abnormal Connections

Statistical Period o] Specifies the statistical period for detecting abnor
Abnormal SYN connections. The value range is20 seconds.

Connections If the number of abnormal SYN connections initialiZ

by a source IP address exceeds the sped¥iedrmal
Connections value within the statistical period, th
statistical period is deemed abnormal.

Consecutive Specifies the threshold number of consecutive abno
Abnormal Cycles SYN connection cycles. The value rangeiid

If the number of consecutive abnormal S
connections cycles initialized by the source IP add
exceeds the specifie@onsecutive Abnormal Cycles
value, the source IP address is added to the blocklis|

Abnormal ACK | Enable Indicates whether abnormal ACK connection detec
Connection Detectior] is enabled.
Packet Length Specifies thehresholdlength of ACK packets initiate
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Parameter

Description

by a trusted source IP address. The value rang
1i 2000 bytes.

Packet Proportion (%

Specifies the threshold percentage of ACK pac
initiated by a trusted source IP address whose pa
length exceeds the specifi@dicket Lengthvalue. The
value range isi1100.

Packet Count

Specifies the threshold number of ACK pack
initiated by a trusted source IP address whose pa
length exceeds the specifiedicket Lengthvalue. The
value range isi1100000.

Abnormal
Connections

Specifies the threshold number of abnormal A
connections initialized by a trusted source
address within aStatistical Period of Abnormal
Connections The value range ig 10000.

Statistical Period o
Abnormal

Connections

Specifies the statistical period for detecting abnor
ACK connections initialized by a source IP address
the number of abnormal ACK connections exceeds
specified Abnormal Connections value within this
period, this period is deemed abnormal. The value r
is 11 120 seconds.

Consecutive
Abnormal Cycles

Specifies the threshold number of consecutive abno
ACK connections cycles initialized by a trusted sou
IP address. If the number of consecutive abno
cycles exceeds the specifig@bnsecutive Abnormal
Cycles value, the source IP address is added to
blocklist. The value range i$ 10.

Empty
Connection Detection

Enable

Indicates whether
enabled.

empty connection detection

Packet Count

Specifies the threshold number of packets reported
a TCP connection initiated by a trusted source IP.
value range isi1100000.

Statistical Period o] Specifies the statistical period for counting pack

Packets reported from a TCP connection initiated by a trus
source IP address. The value rangd (2D seconds.

Abnormal Specifies the threshold number of em

Connections connections within &tatistical Period of Abnormal
Connections The value range is 10000.

Statistical Period o] Specifies the statistical period for detecting abnor

Abnormal connections initialized by a trusted source IP addre

Connections the number of empty connections exceeds the speq
Abnormal Connections value within this period, th
period is deemed abnormal. The value range 2@
seconds.

Consecutive Specifies the threshold number of consecutive abno

Abnormal Cycles

connection cycles initialized by a trusted source
address. If the number of consecutive abnormal cy
exceeds the specifie@onsecutive Abnormal Cycles
value, the source IP address is added to the bloc|
The value range isi10.
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5.1.2.15Botnet & IP Behavior Control Policy

The system regards source IP addresses of packets that have been authenticated with

the DDoS protection policy as trusted IP addresses. However, to protect against DDoS attacks
from trusted IP addresses, the system needs to further process packets from trusted IP
addresses. This process is called "IP behavior control". By limiting the TX rate of source IP
addresses whose packet forwarding rate exceeds the threshold or adding such IP addresses to
the blocklist and limiting its Tx rate, the system can effectively defend against botnet attacks.

Supporting more protocols, the botnet and IP behavior control policy implements more
granular protection against packet attacks from botnet hosts to further improve ADS's
protection capability.

shows botnet and IP behavior control parameters.

Figure 526 Botnet & IP behavior control policy

Botnet & IP Behavior Control Policy [default_protection_group]
Rule Name Enable Access Control Statistical Period Traffic Unit Rate Limit Blocklist Threshold  Consecutive
Abnormal Cycles
SYN Packets O Yes @ No Limit rate v g (s) (@ Packels O Byles 400 400 3
Packets Packets
GET/POST Packets O Yes @ No Limit rate v 4 sy @ Packels O Bytes 200 200 3
Packets Packets
ACK Packets O Yes @ No Limit rate v g (s) (@ Packets O Bytes 200 400 3
Packets Packets
DNS Query Packets O Yes @ Mo Limit rate v s sy @ Packets O Bytes 200 200 3
Packets Packets
SIP Packets QO Yes @ No Limit rate v |[q (s) (@ Packets O) Bytes 200 200 3
Packets Packets
UDP Packets QO Yes @ No Limit rate v |[q (s) (@ Packets O) Bytes 400 400 3
Packets Packets
Other Packets O Yes @ No Limit rate vl (s) (@ Packets O) Bytes 400 400 3
Packets Packets
Empty Connection Check Disable v

describes botnet and IP behavior control parameters.

Table 519 Botnet and IP behavior control parameters

Parameter Description
Enable Controls whether to enable packet rate control.
Access Control Specifies the action the system takes to exert access control for trus

addresses whose packet forwarding rate (pps or bps) exceeds the threg
has the following values:

Limit rate : limits the traffic rate.

Limit rate+blocklist : adds an IP address to the blocklist and limits
traffic rate from this IP address when its traffic exceeds the spe
value. To select this value, you must enable the blocklist function
For details, se&

For the empty connection chedkgcess Controlhas the following values:
Disable disables the empty connection check function.

Drop+blocklist: adds the IP address of the source host to
blocklist when the SYN or TCP packets are destined for an e
connection.

Drop: drops the current SYN or TCP packets that are destined f
empty connection.
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Parameter Description

Statistical Period Specifies the statistical period for calculating the percentage of packet
match the rule.

Traffic Unit Specifies how to measure the packet forwarding rate. Options ineamlets
andBytes

Rate Limit Specifies the maximum number of packets that a trusted IP addreg

send within the statistical period. More packets than allowed will be dro
and an attack event will be logged.

Value rangeli 11840000 in packets of 1000000000 in bytes.

Blocklist Threshold Specifies the maximum number of packets that a trusted IP addresg
send within the statistical period. When the actual traffic exceeds
threshold, the source IP address will be added to the blocklist and an
event will be logged.

Value rangeli 11840000 in packets of 1000000000 in bytes.

N,

Note

This parameter can be configured only wHemit rate+blocklist is
selected foAccess Control

Consecutive  Abnorma Specifies the number of consecutive statistical periods during which a t
Cycles IP address send more packets than Bleeklist Threshold. Value range
1i 10.

S,

Note

This parameter can be configured only wHemit rate+blocklist is
selected foAccess Control

5.1.2.16SIP Protection Policy

With the SIP protection policy, the system provides protection against packets using the
Session Initiation Protocol (SIFji shows parameters of the SIP protection policy.

Figure 527 SIP protection policy

SIP Protection Policy[default_protection_group]
SIP Protection Port Protection Algorithm
® Yeas O No 5051 Protection mode v

describes parameters of the SIP protection policy.

Table 520 Parameters of the SIP protection policy

Parameter Description

SIP Protection Controls whether to enable the SIP protection policy.

Port Port corresponding to the destination IP address. The value ranges frof
65535, with5060 as the default. SIP protection is triggered only when

Copyright© NSFOCUS 125 V4.5R90F07



T o ¥

P

<NSFOCUS NSFOCUS ADSUser Guide

Parameter Description

destination port number of attack packets matches the specified port.

Protection Algorithm | Protection algorithm.

Protection mode The system performs protection against register att
and invite attacks, and identifies attack packets via interaction with re
and invite packets.

Learning mode: The system performs protection against invite attal
When a client sends an invite packet withseihding a register packet firg
the system drops the invite packet.

5.1.2.17UDP Session Authentication Policy

The UDP session authentication policy uses a regular expression to check the first packets for

signature matches. For matching packets, ADS checks whether they are retransmitted within

the configured retransmission interval, and if yes, allows subsequent packets to go through.
shows parameters of the UDP session authentication policy.

Figure 528 UDP session authentication policy

UDP Session Authentication Policy [default_protection_group]
Enable Rule Advanced Options
First Packet Rule Add Rule(#)(g Action Accept v
D Name Operation Retransmission Interval (s)
Timeout Interval (s)

describes parameters of the UDP session authentication policy.

Table 521 Parameters of the UDP session authentication policy

Parameter Description
Enable Controls whether to enable UDP session authentication.
Rule Destination Port| Specifies ports in the range of @535, with 53 and the destinati

port specified in the SIP protection policy excluded. A single port,
ranges, or multiple ports can be typed. Multiple values shoul
separated by the comma ().

UDP session authentication is triggered only when the destinatio
number of UDP packets matches the configured one.

First Packet| Click (+) to select an existing UDP regular expression in the list
Rule click OK. Note that only its regular expression is referenced here
its action setting does not work.

Advanced Protection Duraff When a destination IP address is under protection, some sessio
Options ion be recorded because of the first packet being sent already. In this
checking the first packet would interrupt the session. Therefore
protection duration is introduced to prevent this from happening.
UDP packet, whose quadruple contains a matching destination
does not match the first packet rule, it is recorded as part of a
session and subsequent packets will be handled as per the con
action. The value is an integer in the rangeidf2D, in seconds. Th
value 0 indicates that the protection is disabled.
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Parameter Description

Action Specifies how subsequent packets of a session recorded i
protection duration are protected. Options include:

Accept directly forwards packets.

Default: checks packets against subsequent policies.

Retransmission | Specifies the period of time allowed for retransmission of the

Interval packet. The value is an integer in the rangeid¥00 in seconds. Th
value0 indicates that no retransmission required for the authentic
purpose.

Timeout Specifies the timeout interval for a recorded session. If no pach

Interval transmitted within the timeout interval, ADS stops recording

session. Subsequently, the session needs to be reauthenticate
value is an integer in the range 4fL80, in seconds.

5.1.2.18UDP Payload Check Policy

With the UDP payload check policy, the system inspects the payload of UDP packets from
clients and drops packets that do not meet specified conditions: shows the UDP
payload check policy.

Figure 529 UDP payload check policy

UDP Payload Check Policy [default_protection_group]
Payload Check Mode Check Packet Length Threshold

[Drop UDP packets with no payload v] || Disable v 80

describes parameters of the UDP payload check policy.

Table 522 Parameters of the UDP payload check policy

Parameter Description

Payload Check Specifies whether to check the UDP payload and-gostk actions. It ha
the following values:

Disable disables UDP payload inspection.

Drop UDP packets with no payload drops packets whose paylo
length is 0.

Drop UDP packets with no payload while under attack drops
packets whose payload length is 0 only when the target is |
attacked.

Mode Check Controls whether to enable mode checks.

Packet Length Threshold | Maximum packet length. Based on this parameter value, ADS rand
selects several checkpoints where packets containing certain signatu
blocked.
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5.1.2.19UDP Regular Expression Protection Policy

After configuring regular expression rules, you can enable the UDP regular expression

protection policy and reference created regular expression rules. For details about regular
expression rules, sé& I

shows the area configuring the UDP regular expression protection policy.

When multiple rules are referenced, the UDP regular expression protection

% matches attack packets with these rules in adtapn manner. In principle, th
/\ matching stops once a rule is hit. An administrator may need to adjust th
Note sequence as required.

When multiple rules are matched, ADS performs protection based on the firs

Figure 530 UDP regular expression protection policy

UDP Regular Expression Protection Policy[default_protection_group]

Enable Add Rule

() Yes @ No Move Behind + B

Rule List ID | Name Operation

You can perform the following operations on the UDP regular expression protection policy:
Enable: SelectYesor No to enable or disable the policy.

Rearrange rule€lick “®' or “¥' to move a rule one place up or down. You can also
type the rule IDs in th¥ove andBehind text boxes. For exampl®ove 1 Behind 3

indicates that the first rule will be put below the third rule. Cl'*'. to commit the
change.

Add Rule: Click '*' to open the rule configuration dialog box. Select one or more rules
and then cliclOK.

For how to create a regular expression rule e

Delete a ruleClick ‘¥ to delete the rule.

5.1.2.20UDP Protection Policy

With the UDP protection policy, the system checks UDP requests from clients, and drops
requests that do not meet specified conditions.

describes parameters of the UDP protection policy.

Table 523 Parameters of the UDP protection policy

Parameter Description
UDP Fragment Control Controls whether to drop detected UDP fragments in IPv4 or
packets.
Accept allows UDP fragments to pass through.
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Parameter Description
Drop: drops UDP fragments.
Limit rate: limits the packet transmission rate to a speci
threshold when UDP fragments are detectéte default threshol
is 100 pps.
UDP Packet| Min UDP | Specifies the minimum packet length in bytes. The system drop|
Length Packet packets that are below the defined minimum length. The value rar
Control Length 0i 65535, with0 as the default value.
Max UDP | Specifies the maximum packet length in bytes. The system drop
Packet packets that are beyond the defined maximum length. The default
Length is 65535

Trust Association

Controls whether to enable trust association before performing
traffic control. The default value Bnable.
Enable: queries the trust status of source IP addresses before
traffic control. In other wordssource IP addresses trusted by oth
policies like TCP SYN control will be also trusted by this policy.

Disable performs UDP traffic control without querying the trus
status of source IP addresses. Alice IP addresses will be

checked against this policy even though they are trusted by oth
policies like TCP SYN control.

UDP Enable Controls whether to enablégDP session check.
Session
Check Check Specifies the UDP session check mode. OptionsCanemon and
Mode Advanced
Retransmiss Specifies the UDP packet retransmission intefealcommon mode
ion Interval This allows the UDP protection feature to check whether the
for elapsed between the last dropped UDP packet and the retrang
Common UDP packet falls within the specified interval. If so, the retransm
Mode packetis allowed throughOtherwiseijt is dropped. The value range
0i 255 in 125 milliseconds
kﬂeoa:jrglng Controls whether to learn UDP sessions in-pastection state.
Retransmiss|
:%rr] Interval Checks the interval between when a UDP packeisisarded and whe
it is retransmitted. The valuange is 8300,in 125 milliseconds.
Advanced
Mode
UDP Traffic | Traffic Specifies the maximum number of UDP fragments that are allow!
Control Control by | pass through per second with the same source IP address and
Src IP+Src| port. Excess UDP fragments will be dropped.
Port This parameter is disabled by default. The value rangé 524280
pps with 65535as the default valudhe maximum value is 1 Gbps.
Traffic Specifies the maximum number of UDP fragments that are allow:
Control by | pass through per second with the same source IP address. Exceg
Src IP fragments will be dropped.
This parameter is enabled by default. The value rang&240@0000
pps with 3000000as the default valueThe maximum value is 1
Gbps.
Traffic Specifies the maximum number of UDP fragments that are allow:
Control pass through per second with the same destination IP addres
by Dst | destination port. Excess UDP fragments will be dropped.
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Parameter Description

IP+Dst Port | This parameter is disabled by default. The value rangé 524280
pps with 65535as the default valudhe maximum value is 1 Gbps.

Traffic Specifies the maximum number of UDP fragments that are allow!
Control pass through per second with the same destination IP addres
by Dst | source port. Excess UDP fragments will be dropped.

IP+Src Port| rhis parameter is disabled by default. The value rangé 584280
pps with 65535as the default valu&he maximum value is 1 Gbps.

Traffic Specifies the maximum number of UDP fragments that are allow!
Control pass through per second with the same destination IP address.
by Dst IP UDP fragments will be dropped.

This parameter is disabled by default. The value rang&240@0000
pps with 3000000as the default valueThe maximum value is 1
Gbps.

5.1.2.21ICMP Protection Policy

With the ICMP protection policy, the system checks ICMP connection requests from clients,
and drops requests that do not meet specified conditions.

describes parameters of the ICMP protection policy.

Table 524 Parameters of the ICMP protection policy

Parameter Description

ICMP Fragment Control Controls whether to drop the detected ICMP fragments.
Accept allows ICMP fragments to pass through.
Drop: drops ICMP fragments.

Limit rate: limits the packet transmission rate to a speci
threshold when ICMP fragments are detected.

ICMP  Time Sequencq

Check Controls whether to enable time sequence checkingfdiPlfragments.

Retransmission Interval Specifies the ICMP packet retransmission interval. This allows the |
protection feature to check whether the last dropped ICMP packet al
retransmitted ICMP packet falls within the specified interval. If so,
retransmitted packes allowed through Otherwise,it is dropped. The
value range isi®55.

Traffic Control by Src IP Specifies the maximum number of ICMP fragments that are allows
pass through per second from each source IP address. Excess
fragments will be dropped.

By default, it is disabled. The value range K24000000pps with
3000000as the default value.

Traffic Control by Dst IP | Specifies the maximum number of ICMP fragments that are allowg
pass through per second to each destination IP address. Excess|
fragments will be dropped.

By default, it is disabled. The value range K24000000pps with
30000008s the default value.
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5.1.2.22Watermark Protection Policy

If you add watermarks to your legitimate traffic, you can configure watermark rules on ADS
and enable the watermark protection policy so that ADS can differentiate between normal
packets and attack packets according to the configured watermark rules. After the watermark
protection policy is enabled, ADS will allow packets that match this rule to pass through and
drop mismatching ones.

A maximum of eight watermark rules can be created for a protection group.

shows the watermark protection policy.

Figure 531 Watermark protection policy

lion Policy [default_j ion_group]
Enable Add Rule

OYes @ No Mode Common  Protocol UDP v | Port Range Offset Character Type | Ordinary characlers | Signature

Rule List ID | Mode Protocol Port Range Ofiset Character Type | Signature/Hash Key = Operation

You can perform the following operations on the watermark protection policy:
Enable: SelectYesor No to enable or disable the policy.

Add a rule: Create a common rule or advanced rule by séftiaig to Common or

Advanced After the configuration is complete, clic*'. Then the watermark
protection policy is displayed in the rule list.

Delete a ruleClick '®' to delete the rule.

describes parameters for configuring a watermark protection policy.

Table 525 Parameters of a watermark protection policy

Parameter Description

Mode Mode of the watermark protection policy.

Advanced When a data packet hits a specified rule, if the original payload
length is smaller than "offset + 4", the XOR operation is performed on the h
key and the four bytes from the start position (followed by 0 if there are less
four bytes). The packet will be allowed to pass through if the XOR operatio
result is the same as the last four bytes; otherwise, it will be dropped.

Common: When a data packet hits a specified rule, if the original payload
matches the signature from the offset position, it is allowed to pass through
Otherwise, the packet will be dropped. This mode is applicable to
businesses with distinct features.

Protocol Specifies the protocol for matching packets. Options incllide andTCP.
Only UDP is supported for the common mode.

Port Range Specifies the port for matching packets. Value rafe5535.

You can type up to 5 ports or port ranges, separated by the comma (,),
1-20,2%100. Ports in the port range cannot overlap.

Offset Specifies the offset of packet transmission. Value rafiget80.

Hash Key Specifies the hash key. Value ran@e4294967295.
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Parameter Description

A\ Y

Note

This parameter is only available for the advanced mode.

Character Type | Specifies the character type for matching packets, which carOigénary
charactersor Hexadecimal characters

S,

Note

This parameter is only available for the common mode.

Signature Specifies the specific character for matching pack¥tu can type up to 1¢
hexadecimal characters or ordinary characters.

In the former caséx may not be contained likéababall' or "\xabxah". In the
latter case, the string should not contain the following charadte$s: " \x. For
specific requirements, sé€g

S,

Note

This parameter is only available for the common mode.

5.1.2.23Programmable Rule

If you have configured programmable rules, you can enable the programmable rule for a
protection group and reference the created programmable rule. For details about how to
configure programmable rules, see

A protection group can only reference one programmable rule.
You can perform the following operations on the programmable rule:
Enable: SelectYesor No to enable or disable the programmable rule.

Add a ruleClick “£' to open the rule configuration page showitiin . Select
one programmable rule and then cl@k .

Delete a ruleYou can click '®' to delete the rule.

Figure 532 Adding a programmable rule

Configure Programmable Rule x
[ | Name Programming Expression Description
[ 112233 action.drop udp.dstport == 1234 1111
QK || Cancel

5.1.2.24Protocol ID Check Policy

The protocol ID check policy allows users to define different protection actions for other
protocols than TCP, UDP, ICMP, and ICMP#x. shows protocol ID check
parameters. The check rule wiRiotocol ID set toOTHER is predefined and cannot be

Copyright© NSFOCUS 132 V4.5R90F07



NSFOCUS ADSUser Guide

deleted. For this rule, the default access control actidrafic Control by Dst IP (the
threshold is 4000 pps), which can also be séctept, Drop, or Drop+blocklist.

Figure 533 Protocol ID check policy

Protocol ID Check Policy [default_protection_group]
Enable Add rule
®Yes O No Protocol ID Access Control | Accept ~ | Description

Rule List Protocol ID Access Control Description Operation

OTHER Traffic Control by Dst 1P~ | Threshold{ 111 |(pps) :

Next | [ Cancel

describes parameters of a protocol ID check policy.

Table 526 Parameters of a protocol ID check policy

Parameter Description

Enable Controls whether to enable this policy.
Yes enables this policy

No: disables this policy.

Add rule Protocol ID | Specifies the protocol ID which ranges from 0 to 255, excluding 1, 6
and 58.
Access Specifies the access control action applied to detected packets
Control protocol ID, which can be one of the following:

Accept allows packets of this protocol ID to pass through.
Drop: drops packets of this protocol ID.

Drop+blocklist: drops packets of this protocol ID and adds
source IP address of the packets to the blocklist.

If Protocol ID is OTHER, Access Controlcan also b&Traffic Control

by Dst IP in addition to the preceding actionBareshold specifies the
maximum number of packets that are allowed to pass throug
second with the same destination IP address. Excess packets \
dropped. The value range 56000000, with 4000 as the default value|

Description | Brief information of this protocol ID checking rule. It cannot exceed
characters.

5.1.3Protection Group Policy Templates

You can create and configure a protection group policy template and apply it to a newly
created protection group.

5.1.3.1Creating a Protection Group Policy Template
To create a protection group policy template, perform the following steps:

Step 1 ChoosePolicy > Anti-DDoS> Group Policy Templateto open the buitn protection group
policy template list of the system.

Copyright© NSFOCUS 133 V4.5R90F07



‘NSFOCUS

NSFOCUS ADSUser Guide

Figure 534 Protection group policy templates

Group Policy Template
] Name
_default
_dns_auth_server
_dns_cache_server

_web_server

u test

Description Time of Creation Operation
Builtin template for General Server. 2021-03-12 15:25:23 @

Builtin template for DNS Auth Server, 2021-03-12 15:25:23 @
Builtin template for NS Cache Server. 2021-03-12 15:25:23 @
Builtin templzte for Web Server 2021-03-12 15:25:23 @
fh 2024-06-28 10:48:10 G ®

Add || Delete

Step 2 Configure basic information of a protection group policy template.

To the lower right of the list, clicRdd to create a protection group policy template, as shown

In

Figure 535 Basic information of a protection group policy template

Group Policy Template
Template Name
Name:

Description

Template || _default

Next || Cancel

describes parameters for creating a protection group policy template.

Table 527 Parameters for creating a protection group policy template

Parameter

Description

Name

Name of the new protection group policy template. The hame must be unique an
be a string of no more than 32 characters that can only be letters, digits, or unde
For a custom template, the name cannot begin with an underscore ().

Description

Description of a protection group policy template. It supports a maximum
characters and cannot contain carriage returns or line breaks.

Template

Existing template out of which this new template is created. Either a default ter
or a custom one can be selected here.

Step 3 Configure various protection policies for the protection group policy template.

Click Next to configure protection policies for this template.

For details about protection policies, $&e#
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Figure 536 Configuring protection policies for a protection group policy template

Group Policy Template
Description m
DDOS [111]

Anti-DDoS Threshold 1 Threshold 2 Enzble Protection Algarithm
SYN Flood 2000 (pp3) 32000 (pps) Yes 1-SafeConnact v

ACK Flood 8000 (pes) e
UDP Flood 3000 (pos) tes ¥
1CMP Fiood 4000 (pps) Yes v
Connection Exhaustion No v
Traffic Control by Dst 1P 1000 (kbps) No v
Total Inbound Traffic Contral 1000 (kbps) Mo v

Total Outbound Traffic Control 1000 {kbps) No v

Anomalous Packet Filtering Rules [111]
Invalid SYN Packet Filtering Enable
UDP Port 80 Filtering Enable

LAND Filtering Enable

< <<%

HTTP Filtering Disable
Reflection Protection Policy [111]

Enable Add Rule
O Yes @ No Move Benind @@

Rule List D Name Operation
HTTP Keyword Checking Policy [111]

Enable Add Rule
Oes ®no Move Behind  ©Q

Rule List D Name Operation

Step 4 Click Next to configure the access policy.

a. Click Add to configure a growgpecific access control rule. For details, see

b. Specify whether to enable the allowlist and proxy monitoring. For details about the
allowlist function, seé

c. Specify whether to enable the DNS subdomain allowlist and configure parameters
details about the DNS subdomain allowlist function,seée

d. Specify whether to enable the blocklist, block period, and whether to enable proxy
monitoring. For details about the blocklist function, sée

e. Click Add to configure a grougpecific GeolP rule. You need to choose whether to
enable the grouppecific rule, and specify the source location, access control, and
description. For details about the GeolP rulesee

f.  Specify whether to enable the threat intelligebhased protection for the group and
specify the action taken against traffic whose source/destination IP address has a match
in the intelligence database. Options incl@deck andTraffic Control by Dst IP . For
details about TI, see

\ The groupspecific Tl protection takes effect only when Prtection Scope is seto
Note Group underAdvanced > Tl > TI Configuration.

Step 5 Click Completeto complete the configuration.
Step 6 After the configuration, cliclApply in the uppetright corner to commit the settings.

-—End

Copyright© NSFOCUS 135 V4.5R90F07



=" NSFOCUS NSFOCUS ADSUser Guide

5.1.3.2Viewing a Protection Group Policy Template

On the protection group policy template list show#iin , click the name of a
template to view its details.

After viewing template details, clidRack to return to th&roup Policy Templatepage.
5.1.3.3Editing a Protection Group Policy Template

You can edit the description, protection policies, allowlist, DNS subdomain allowlist, access
control rules, blocklist, GeolP rules, and Tl configuration of a protection group policy
template.

On the protection group policy template list showiin , click = in the
Operation column to reset protection policies and the access policies of a protection group.

Edit protection policies on the new page, and dicknpleteto save the settings.

5.1.3.4Deleting a Protection Group Policy Template

You can delete protection group policy templates one by one or in bulk on ADS.

Method 1:0n the protection group policy template list showfiim , Click '*

in theOperation column of a template and cli€BK in the confirmation dialog box to
delete it.

Method 2:0n the protection group policy template list showfiim , select

several templates (or select check boxes), ieleteto the lower right of the list, and
then clickOK in the confirmation dialog box to delete them.

5.1.4Carpet Bombing Protection

Carpet bombing is a kind of DDoS attack that targets a large number of IP addresses by using
common attack methods. It generates massive attack traffic in a short time, which easily
paralyzes the entire equipment room. The traffic of such an attack destined for a single IP
address may not be large enough to trigger protection, leading to false negatives. ADS
provides carpet bombing protection based on the DDoS policy and behavior.

The system provides a default carpet bombing protectionThis rulecan be viewed,
enabled, disabled, and edited, but cannot be deleted. You can also cresitemaule to meet

your specificneeds.
\ The IP address range of the default carpet bombing protection r@e)..0/0
Note and::/0, indicating all IPv4 and IPv6 addresses, which cannot be edited.

ChoosePolicy > Anti-DDoS > Carpet Bombing Protection Click Add and configure
parameters on the page that appéears| describes parameters for configuring a carpet
bombing protection rule.

Oncecreateda carpet bombing protection ruban be viewed, queried, enabled, disabled,
edited,or deleted It can also be configured to enabledabk autelearning The
autalearning management for tiearpet bombing protectiawle is similar to that for the
protection group.
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Table 528 Parameters of carpet bombing protection

Parameter | Description

Name Name of thecarpet bombing protection rule, which must be unique.

Enable Controls whether to enable the carpet bombing protection function.

Yes enables the carpet bombing protection function.
No: disables the carpet bombing protection function.

IP Range Destination IP segments. Each IP segment, like 192.168.1.0/24, should b
separate line.

For IPv4 addresses, the subnet mask should be 8 to 24 bits.
For IPv6 addresses, the prefix length should be 8 to 120 bits.

IP Aggregation| Specifies how to aggregate IP addresses using the IPv4 netmask or IPv6 prefix
The IPv4 Netmaskis fixed to24 and thelPv6 Prefix Length is fixed to120. The
value here cannot be edited.

DDoS The protection thresholds here work for network segments defined with a subne

Policy-based | or prefix length. If the total number of packets of a certain type to a network se

Carpet exceeds the related threshold, the network segment will be protected with the

Bombing policy, which is the one configured for the protection group to which the destir|

Protection IP address belongs. For details about the protection policy; ses
Smart Controls whether to enable smart identificatiokfter this is
Identification enabled, when only one IP address in the specified ran

attacked, carpet bombing protection will not be triggered.
This function does not apply to traffic control by destinat
segment.

Anti-DDoS Displays different types of packets and the traffic control
destination segment.

Threshold 1 Threshold for the rate of traffic to a network segment. When
rate (pps) of such traffic exceeds the specified value, the net
segment will be protected with the related policy.

SYN Flood The value range is'@8000000.

ACK Flood: The value range isi@40000000.

UDP Flood The value range isi@8000000.

ICMP Flood: The value range isi@8000000.

HTTP Get Flood: The value range isi@3000000.
HTTP Post Flood The value range isi@8000000.
HTTPS Flood: The value range isi@8000000.
Traffic Control by Dst Segment The value range is
0i 8000000 in kbps.

Enable Controls whether to enable the protection of the current type.

Behaviorbase | Destination IPshere refers to the number of IP addresses to be protected, whi

d Carpet| subset of the IP addresses configuretPirRange The system counts the number

Bombing visits of a source IP address to destination IP addresses and determines whg

Protection source IP address is abnormal. For the identified attack source, the system ca|

to the blocklist or limit its rate, or do both.

Enable Controls whether to enable the behaased carpet bombin
protection.
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Target Type Specifies the type of target accessed by the source IP ad
Options areDst IP andDst IP+Dst port.

Action Specifies the action taken agaittst source IP address that trigge
the carpet bombing protection rule. Options includdd to
blocklist, Limit rate , andLimit rate+blocklist .

Statistical Specifies a period of time when the number of visits to destin

Period IP addresses is counted. Value rarig&00, in seconds.

Parameters of
Limit rate
policy

When a source IP address accesses more IP addresses tk
value of Destination IPs within the statistical period and th
anomaly persists for the specified number Gbnsecutive
Abnormal Cycles, the device limits its traffic.

Number of Targets maximum number of destination IP
addressethat can be accessed &dwgingle source IP addrdass
the statistical period. Value randgé:1000.

Consecutive Abnormal Cyclesnumber of consecutive
cycles where a source IP address accesses the specified n
of destination IP addresses. The device deems such a sou
address to be abnormal. Value ranjet0.

Per Source IP Rate Limit maximum traffic rate allowed for 4
source IP address. Excess packets will be dropgedde
range:0i 524280 in pps oridl073741824 in bps.

Rate Limit Duration : specifies how long rate limiting is
implemented against a source IP address. When the durati
expires, rate limiting stop¥alue rangeli 3600, in minutes.

Parameters o
Add to
blocklist policy

When a source IP address accesses more IP addresses tf
value of Destination IPs within the statistical period and th
anomaly persists for the specified number Gbnsecutive
Abnormal Cycles, the device adds it to the blocklist.

Number of Targets maximum allowed number of destinatio
IP addressethat can beccessed by a single source IP addr¢
in the statistical period. Value rand&:1000.

Consecutive Abnormal Cyclesnumber of consecutive
cycles where a source IP address accesses the specified n
of destination IP addresses. The device deems such a sou
address to be abnormal. Value ranjet0.

S,

Note

WhenScope of Validityis set toGlobal, you need to firs
enable the global blocklist. The system adds the sour
address to the global blocklist. For details about
blocklist function, seé&

When Scope of Validity is set toGroup, you need tg
firstly enable the grougpecific blocklist. The system ad
the source IP address to the blocklist of the gr|
you want to protect from this type of attackSor details
about the growspecific blocklist function, seé&

Description

Brief information about the carpet bombing protection rule, which is less tha

characters.

Time

Time when the carpet bombing protection rule was created. The tuas
automatically generated by the system on the creation of the new rule. It can
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“ | edited.

5.1.5Advanced Global Parameters

You can configure trust control parameters.

The procedure is as follows:

Step 1 ChoosePolicy > Anti-DDoS > Advanced Global Parameters

Step 2 Click Edit and configureghe trust scope arttie length of time an IP address is trusted based
on the protection algorithm on the page showniin

Figure 537 Advanced Global Parameters page
Advanced Global Parameters @
Trust Control
Item Value
Trust Scope Group
Advanced Trust Time {min) 51
Normal Trust Time (min) 3
Edit

describes advanced global parameters.

Table 529 Advanced global parameters

Parameter

Description

Trust Scope

Application scope of a trusted source IP address in the advanced or 1
trust list.Options includeGlobal andGroup.

Note that changing the trust scope will clear the existing trust list.

Advanced Trust Time (min)

Specifies the time during which a source IP address authenticated wi
advanced algorithm stays in the trust list. The value ranges from
3600, with5 as the default.

Normal Trust Time (min)

Specifies the time during which a source IP address authenticated wi
common algorithm stays in the trust list. The value ranges from
3600, with30 as the default.

Step 3 After the parameter configuration is complete, clK to save the settings.

-—End

5.1.6Response Page Settings

If 4-BMP image authentication is specified as the algorithm for the HTTP protection policy
and a template is specified, a client attempting to access a server through ADS needs to input

a code for authentication

in the automatically displayed response page. The client can access

the server only after it is successfully authenticated. This section describes how to add, edit,
delete, and preview response pages.
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5.1.6.1Creating a Response Page
To create a response page, perform the following steps:

Step 1 ChoosePolicy > Anti-DDoS > Response Page Settings

Figure 538 Response Page Settings tab page

Response Page Setfings @
Ceelect Al Template Name Logo Prompt Message Custom Mode Operation
O test] | test1 Close B @@
O test test Close EgOe
ABC
Delete || Add

Step 2 Click Add.
The Add Response Page Templatgage appears, as showrtin
The response page can be displayed in either of the following modes:

Common modeBy default, the response page is displayed in common mode.

Custom modeThe response page is displayed in custom mode onlyGfstom Mode
is selected.

Response page templates in different modes can coexist.

Figure 539 Add Response Page Template page

Add Response Page Template

Item Value
Logo Ne file chosen

Prompt Message

Cusiom HTML Code
1 <IDOCTYPE htmi>
2 <ntmi>

4 htip-equiv="Content-Type" content="textntml; charsst=uti-3" />
5 >
6
7 =font-12px Arial,=In order to prevent malicious attacks, we need to verify your identity. </p=
8 II style="Tont-12px Arial;>Please enterine characters in the image below</small>
9 ep-r
10
11 <styler
12 verify {
13 border. 1px solid #ddd
14 width: 240px; v
Preview

Bcustom Mode
In order to prevent malicious attacks, we need to verify your identity.
Please enter the characters in the image below

3 K ]

[ [sam

OK || Cancel

describes parameters for creating a response page.
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Table 530 Parameters for creating a response page

Parameter Description

Template Name Specifies the name of a response page.

Logo Specifies the logo of a response page. The image can be in jpg, gif, 0
format and must be within 50 KB. A pixel size of 150*38 is recommended.

Prompt Message Specifies the prompt message displayed under the logo.

Custom Mode Allows users to modify the response page template by directly modifyin
HTML code.

Step 3 Click Choose Fileand select an image.

Step 4 Configure parameters, and then cl@k.

\ A maximum of 64 response page templates can be added.
Note

---End
5.1.6.2Editing a Response Page

On the page shown in , click = in the row of a response page.

Configure parameters of the response page, and therO{idk save settings and return to
the response page list.

5.1.6.3Deleting Response Pages

You can delete one response page (using method 1) or multiple response pages (using method
2) in batches.

Method 1:0n the tab page shown in , click '® in theOperation column of

a response page and then cl@K in the confirmation dialog box to delete the response
page.

Method 2:0n the tab page shown in , select one or more response pages (or

select the check box in the table header to select all response pageBglelicko the
lower right of the list, and then clidBK in the confirmation dialog box to delete the
selected response pages.

5.1.6.4Previewing a Response Page
After a response page is configured, you can perform the following steps to preview it:

Step 1 On the page shown in , click “ in the row of a response page.

Information on the previewed page can be viewed but cannot be edited.
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Figure 540 Response page preview

Response Page Settings

test

Please enter the following verification infarmation Submit

Back

Step 2 Click Back to return to the response pages list.

—End

5.1.7SSL Certificate Management

If the HTTPS applicatiottayer protection policy is configured, an SSL certificate is required
for ADS to decrypt HTTPS packets before matching packets with this policy. This section
describes how to import and manage SSL certificates uploaded by users.

ADS provides the default certificate upon delivery. This certificate cannot be edited or deleted.
You can add other certificates as required.

5.1.7.1Adding an SSL Certificate
To add an SSL certificate, perform the following steps:

Step 1 ChoosePolicy > Anti-DDoS > SSL Certificate Mgmt

Figure 541 SSL certificate management

35L Certificate Magmt )
$SL Certificate
Certificate Name Description Cperation
nsfocus Default certificate
Delete || Add

Step 2 Click Add.
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Figure 542 Adding an SSL certificate

Add SSL Certificate
ltem Value

Name

|

SSL Certificate | choose File | No file chosen

SSL Private Key | Choose File | No file chosen

Private Key Password

|

Descripfion

OK || Cancel

describes parameters of an SSL certificate.

Table 531 Parameters of an SSL certificate

Parameter Description

Name Name of the SSL certificate. The certificate name is at meshéaBacter long
and can only contain digits, uppercase letters, and lowercase letters.

SSL Certificate Click Choose Fileto select an SSL certificate file.

The SSL certificate filan the following formats can be importegxx.key,
XXXX.XXX.Key, XX.crt, and Xxx.Xxx.crt.

SSL Private Key Click Choose Fileto select an SSL private key file.

Private Key Password | If a password is set for the private key of the SSL certificate to be imp
type the correct password; otherwise, leave it empty.

Description Description of the SSL certificate.

Step 3 Configure parameters and cli€K to import the SSL certificate.

After the certificate is successfully imported, you can view it orsthke Certificate Mgmt

page.
\ A certificate can be imported only once. A maximum of 20 different certificates
Note allowed here.

—-End

5.1.7.2Editing an SSL Certificate

On the SSL certificate list shown fif , click £ in theOperation column of a
certificate.

Edit parameters and cliéBK to save the settings and return to the SSL certificate list.
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5.1.7.3Deleting an SSL Certificate

On the SSL certificate list shown lin , click "%/ in theOperation column of a
certificate and cliclOK in the displayed confirmation dialog box to delete this certificate.

5.1.8Mobile User -Agent Rules

Mobile useragent rules are used to filter traffic of mobile applications. Packets that match
such a useagent rule are deemed as mobile traffic, or will be regarded as traffic of a PC.

You can create, modify, and delete mobile aggnt rules, but cannot delete rules that are

being referenced. A maximum of 32 rules can be created. Two defauinbuiles

(default_webapi and default_webview) cannot be deleted. This section describes how to

create a mobile usegent rule.

To create a mobile usagent rule, perform the following steps:

Step 1 ChoosePolicy > Anti-DDoS > Mobile UserAgent Rules

Figure 543 Mobile useragent rules

Mobile User-Agent Rules

Mobile User-Agent Rules

O Name

| default_webapi

O default_webview

User-Agent String Relationship Description Time of Creation Operation

okhttp

CFNetwork OR 2019-09-12 16:18:45 =46
Dalvik

Linux; Android

iPhone OR 2019-09-10 16:44:13 &
iPad

Add || Delete

Step 2 Click Add to the lower right of the list.

Figure 544 Adding a mobile useagent rule

Add Mobile User-Agent Rule
Item

Name

User-Agent

Relationship

Descripfion

Time of Creation

Value
: (*Al least one expression should be typed. )

OR ~

R R

2024-10-25 17:07:49

OK || Cancel

describes parameters for adding a mobile-agent rule.

Table 532 Parameters for adding a mobile uagent rule

Parameter Description
Name Specifies the name of the mobile usgent rule. It can contain a maximum of
characters.
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Parameter Description

UserAgent Specifies one or more usagent strings that need to be matched against
User-Agent field of packets. Packets that contain theer-Agent field matching a
string specified here are regarded as mobile traffic, or will be deemed as tra
PCs.

For each rule, at least one usgent string should be configured and at most
can be typed here. Each string can contain a maximum of 100 characters.

Relationship Specifies the relationship of usagent strings.

OR: Packets that contain tHdser-Agent field matching one string specifie
here are regarded as mobile traffic.

AND: Packets that contain théser-Agent field matching all strings specifie
here are regarded as mobile traffic.

Description Indicates the description of the new rule. It can contain a maximum of
characters.

Step 3 Configure parameters and cli€K to complete the configuration.

-—End

5.2 Access Control Policies

The system provides the access control list (ACL), blocklist, allowlist, and other functions to
make certain specific applications more easily controllgte access control policies are
described in the sequence of protection provided in the engine.

This section covers the following topics:

Allowlist

Access Control Rules
Reflection Protection Rules
GeolP Rules

Blocklist

HTTP Keyword Checking
SSL/TLS Keyword Checking
Connection Exhaustion Protection Rules
Regular Expression Rules
URL-ACL Protection Rules
DNS Keyword Checking
DNS Subdomain Allowlist
Programmable Rules

5.2.1Allowlist

After the allowlist function is enabled, ADS checks whether the source IP address of packets
matches any address (an IPv4 address or IPv6 address) in the allowlist. If a match is found,
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the ADS engine allows these packets to pass through, without executing access control rules
or protection algorithms, thereby improving the system performance.

\ The allowlist has a higher priority than the blocklist. Therefore, if the sourc
4 address of packets is included in both the blocklist and allowlist, the ADS d
Note allows such packets to pass through.

Addresses can be added to the allowlist by either of the following:

You can manually add IP addresses to the allowlist or import an allowlist file.
The algorithm automatically adds IP addresses to the allowlist.
IP addresses can be automatically added to the allowlist for reasons lisiédbira

Table 533 Reasons for adding a source IP address to the allowlist

Policy/Rule Reason for Adding a Source IP Address to the Allowlist

HTTP keyword| When the action of an HTTP keyword checking rule is s@ictept+allowlist,
checking rule the system adds source IP addresses of matching packets to the allowlist
DNS keyword checkind When the action of a DNS keyword checking rule is séidoept+allowlist,
rule the system adds source IP addresses of matching packets to the allowlist]
Programmable rule When the action of a programmable rule is seat¢oept_white the system

adds source IP addresses of matching packets to the allowlist.

SSL/TLS keyword| When the action of an SSL/TLS keyword checking rule is sef
checking rule Accept+allowlist, the system adds source IP addresses of matching pach
the allowlist.

You can perform the following operations regarding the allowlist:

5.2.1.1Enabling and Disabling the Allowlist Function

By default, the allowlist function is disabled on the ADS device. You need to enable this
function before using it.

Enabling the Allowlist Function

To enable the allowlist function, perform the following steps:
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Step 1 ChoosePolicy > Access Control > Allowlist

By default, the allowlist function is disabled.

Figure 545 Allowlist configuration page

Allowlist

@

Allowlist

Item Value
Enable No

Edit

Step 2 Click Edit and then selectesto enable the allowlist function.

Figure 546 Allowlist enabled

Allowlist @
Allowlist
Item Value
Enable Yes
Configuration ltems
Item Value
Proxy Monitoring MNo
Edit || Allowed IF List || Add || Search || Import || Export || Clear
—-End

Disabling the Allowlist Function

If the allowlist function is enabled, you can cligklit and then seled{o to disable it.

5.2.1.2Enabling Proxy Monitoring

On the page shown in , you can enable or disable the proxy monitoring function of
the allowlist. By default, this function is disabled.

No: disables proxy monitoring. After this function is disabled, ADS filters source IP
addresses of HTTP packets by matching the allowlist entries, without checking real
source |P addresses of those packets.

Yes enables proxy monitoring. After this function is enabled, ADS first matches source
IP addresses of HTTP packets against allowlist entries. If no match is found, ADS will

continue to use this allowlist to filter the real source IP addresses extracted from the
payloads of those packets.

5.2.1.3Adding an Entry to the Allowlist

You can manually add a trusted IP address or IP segment to the allowlist.

ChoosePolicy > Access Control > Allowlist On the page shown I , click Add to
type an IPv4 or IPv6 address. For IPv4 addresses, the netmask length should be 12 to 32. For
IPv6 addresses, the prefix length should be 64 to 128.
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5.2.1.4Importing an Allowlist File

You can add trusted IPv4 or IPv6 addresses by importing an allowlist file on the ADS device.
After the allowlist file is imported, the ADS device checks the IP address format and then
loads the list of trusted IP addresses to its engine.

The allowlist file is in format oftxt or .csv, with one IP address per line. The following uses
IPv4 addresses as an example to illustrate the format:

10.10.10.10
172.16.10.10
Since the ADS device supports the IPv4/IPv6 dual stack, you can configure
or IPv6 addresses in the allowlist file according to the actual network deployr
\ - The allowlist file name supports English letters and digits. The file must be w
Note 1 MB. It is recommended that the file contain a maximum of 50,000 IP addre
Enable the allowlist before you import an allowlist file; otherwise, the impo
allowlist cannot take effect.

To import an allowlist file, perform the following steps:

Step 1 On the page shown in , click Import .

Figure 547 Importing an allowlist file

Allowlist Q)
Import
Allowlist
@) i
Import Method .::.Incrgmental import
\_/Full import
AT | Choose File | No file chosen Upload
At most 50,000 IP addresses/segments can be imported, with each in a separate line.
Download Import Template || View Import Result || Back

Step 2 (Optional) On the page that appears, chickwvnload Import Template and save it to a local
disk. Type trusted IP addresses or IP segments in the template.

Step 3 Configure the import method.

Incremental import: appends new IP addresses in the file to the allowlist.
Full import : overwrites the allowlist with IP addresses included in the file.

Step 4 Click Choose File select the allowlist file and clickpen.

The file name is then displayed on the page.
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Allowlist

Import
Allowlist
@) i
Import Method .333.“1 crgm ental import
\_JFull import
Allowiist File | Choose File | Trust IPtxt Upload

At most 50,000 IP addresses/segments can be imported, with each in a separate line.

Download Import Template || View Import Result || Back

Step 2 Click Upload.

After the allowlist file is imported, the system shows the import result.

Figure 549 Import result

Allowlist

Import Result

Item Value

Start Time 2024-10-28 10:16:35
End Time 2024-10-28 10:16:35
Progress 100%

Total Entries 1
Successful Imports 1
Failed Imports 0
Incorrectly Formatted Entries 0

Reiresh

Download || Back

Step 5 View the number of entries successfully and unsuccessfully imported bnpbe Result

page.
You can also perform the following operations:

Click Refreshto update imports in real time.

Click Downloadto save the import result file to a local disk.

Click Back to return to the Import Allowlist page.

\,

Note results.

In addition, you can click/iew Import Result on thelmport page to view import

-—End

5.2.1.5Viewing Allowlist Entries

After the list of trusted IP addresses is loaded to the engine, you can view the allowlist entries

on the wekbased manager.

ChoosePolicy > Access Control> Allowlist. On the page shown in

, click

Allowed IP List to view information that is successfully imported to the allowlist. The system

displays a maximum of 1000 IP addresses added or imported.
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5.2.1.6Querying the Allowlist

Step 3

Step 4

Step 5

Querying the allowlist, you can check whether an IPv4 or IPv6 address is trusted. If the
source IP address of packets is trusted, the ADS device allows such packets to pass
through, without checking it against access control rules or protection algorithms.

To query the allowlist, perform the following steps:

On the page shown in , click Search

Figure 550 Querying the allowlist

Allowlist @

Search
Value

[l only 32-bitIPv4 addresses like 1.1.1.1 or 128-bit IPv6 addresses like 1::1 can be queried.)

OK || Cancel

Item

IP Address

Type the IP address to be queried in the textbox and@kcko check whether the IP address
is trusted.

Figure 551 Allowlist query result

Allowlist t)

Search Result

Iltem
IP Address
Allowlisted

Value
10111
No

Back

After viewing the result, clicBack to return to the allowlist configuration page.

-—End

5.2.1.7Clearing Allowlist Entries

By clearing the allowlist, you can delete the trust status of all IP addresses listed in the
allowlist on the engine (memory). If an IP address in this allowlist needs tethusted after
the allowlist is cleared, you need to manually add it to the allowlist or import an allowlist file.

On the allowlist configuration page shownrim , click Clear. On theClear page
that appears, select an allowlist type to be cleared, and@ck
Manual: allowlist that is manually added or imported.

Auto: allowlist that is generated by algorithnis.
automatically add IP addresses to the allowlist.

describes algorithms that

5.2.1.8Exporting Allowlist Entries

Step 1
Step 2

To export an allowlist file, follow these steps:
On the page shown in , click Export.

Configure allowlist export parameters.
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Table 534 Parameters for exporting allowlist entries

Parameter

Description

Export Type

Specifies the type of the allowlist for export, which carMasual or Auto.

Export Method

Specifies the export method, which can be either of:
Quick: Only allowed IP addresses are included in the exported file.

Detailed: Allowlist entry details, like the allowed IP addresses and the reas
for their addition, are included in the exported.file

Step 3 Click OK to return to the allowlist export result page.

Figure 552 Viewing allowlist export results

Allowlist

Export

Item

Start Time

End Time
Export Status
Export Progress
Operation

Value

2024-10-28 10:20:45

2024-10-28 10:20:45

Export file generation completed successfully.
100 %

a

Refresh || Back

Step 4 Click B in theOperation row to save the exported allowlist file to a local disk drive.

Step 5 Click Back to return to the allowlist configuration page.

—End

5.2.2Access Control Rules

Access control rule allows ADS to control the traffic passing through it and determine how

(accept, filter, limit rate, or drop) to handle packets matching this rule via software based on
the protocol, source/destination IP address, and source/destination port.

The system sorts all access control rules saved on the device according to the following
principles. It matches packets passing through the device with access control rules in
sequence and stops the match once a matched rule is hit. You can also rearrange access
control rules to adjust the rule matching sequence.

This section covers the following topics:

5.2.2.1Creating an Access Control Rule

To create an access control rule, perform the following steps:
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Step 1 ChoosePolicy > Access Control > Access Control Rules

Initially, the rule list is empty.

Figure 553 List of access control rules

Access Control Rules

Access Control Rules

(] ID DstIP | DstlIP Prefix Length/Netmask

@

Move  Jgeting[ |

Description  Time of Creatien Operation

w lAccess Control ALL v Status ALL
SrcIP  Src IP Prefix Length/Netmask

v pescrption] | search

Destination Port Status

Source Port | Profocol  Access Control

Enable | Disable || Delete | Add || Import

Step 2 Click Add.

Figure 554 Creating an access control rule

Access Control Rules
Add Access Control Rule
Item

Protocol

Enable

DstIP

Dst IP Prefix Length/Netmask
SrcIP

Src IP Prefix Length/Netmask

Access Control

Description

Time of Creation

Value Invert
ALL v

Oves®No

255 255 255 255

255 255 255 255

Accepl w

Oves®no

2024-10-25 17:09:24

OK | Cancel

describes parameters for creating an access control rule.

Table 535 Parameters for creating an access control rule

Parameter Description
Protocol Protocol that a packet uses. Five values are availd@®, UDP, ICMP,
ICMPv6, andALL . ALL means all the four protocols.
Enable Controls whether to enable the access control rule.
Yes enables the rule.
No: disables the rule.
Dst IP IP address of the server to be protected. You can type an IPv4 or IPv6 g
according to the actual network deployment.
The valued.0.0.0indicates all destination IP addresses.
Dst IP Prefix| Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) of
Lengh/Netmask destination IP address.
Dst Port Server port to be protected. This parameter is available only Riwtacol is
set toTCP or UDP. You can specify a port ranging from 0 to 65535.
Src IP Client IP address to be protected. You can type IPv4 or IPv6 add
according to the actual network deployment.
Src IP Prefix| Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) of
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Parameter Description
Length/Netmask client IP address.
Src Port Source port to be protected against. This parameter is available only

Protocol is set toTCP or UDP. You can specify a port ranging from 0
65535. If this parameter is not specified, the ADS device enables the
control policy for all connections of the source IP address.

Access Control Action performed by the ADS device on packets with specified signatur,
has the following options:

Accept: allows such packets to pass through.
Drop: drops the packets once they are detected.

Filter : enables a protection policy when the packets pass through the

device.
Description Presents description of the rule, with no more than 256 characters.
Time of Creation Time generated by the system on the creation of the rule. It cannot be edi
Invert Controls whether to invert the operation. The vales indicates the ADS

device inverts the parameter setting. For example, if you invert the sou
address 192.168.7.21, all IP addresses except 192.168.7.21 will be pr
against.

Step 3 Set parameters and cli€K to save the settings.
----End
5.2.2.2Creating Access Control Rules in Batches

You can create access control rules in batches on the ADS device by performing the following
steps:

Step 1 ChoosePolicy > Access Control > Access Control Rules

Step 2 Click Import.

Figure 555 Creating access control rules in batches

Access Control Rules

Import

Access Control

Format Description:

[Destination IP/Netmask] [Source IP/Netmask] [Protocol] [Start Destination Port:End Destination Port] [Start Source PortEnd Source Pori] [Action] [Description (optional)]
Protocel TCP, UDP, ICMPICMPvE, ALL

Action: accept, drop, filter

If the destination port range and source port range are not defined, —- is displayed by default.

Example:

1.1.1.1/255.255 255 255 2.2 2 2/255 255 255.255 TCP 1:100 2:100 accept description

1.1.1.1/255 255 255 255 2.2 2 2/255 255 255 255 TCP -- — accept description

QK || Cancel

Step 3 Type multiple access control rules as prompted.

Pay attention to the following format specifications:
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[Destination IP/Netmask] [Source IP/Netmask] [Protocol] [Start Destination
Port:End Destination Port] [Start Source Port:End Source Port] [Action] [Description

(option)]
Protocol:TCP, UDP, ICMP, ICMPv6, andALL .
Action: Allow, Drop, andFilter.

If the value range dbestination PortandSource Portis not defined;- is used to
replace their values by default.

\ The ADS device supports the IPv4/IPv6 dual stack. Therefore, you can con
Not: either IPv4 addresses or IPv6 addresses in access control rules.

Step 4 After the parameter configuration is complete, clK to save the settings.

—End

5.2.2.3Exporting Access Control Configuration

The administrator can export global access control rules.

ChoosePolicy > Access Control > Access Control Rule€lick Export to export all access
control rules configured on the current system to the local host. The exported configuration
file is namedexport_access_control_rules.conf

5.2.2.4Enabling/Disabling Access Control Rules

The ADS system can control the data passing through the device only based on enabled access
control rules. Disabled access control rules are invalid.

The ADS device allows the administrator to enable or disable access control rules in batches,
thereby avoiding frequent deletions and additions. If some access control rules are not
required currently, you can disable them.

On theAccess Control Rulegpage Statusis Enabled for enabled rules aridisabledfor
disabled rules.

Enabling Access Control Rules
To enable access control rules, perform the following steps:

Step 1 ChoosePolicy > Access Control > Access Control Rules

Step 2 Select one or more disabled access control rules (select the check box in the table header to
select all rules) and clidknable.

Step 3 Click OK in the confirmation box to enable the selected rules.
Then, the ADS device can control the data passing through it based on such rules.

--End
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Disabling Access Control Rules
To disable access control rules, perform the following steps:
Step 1 ChoosePolicy > Access Control > Access Control Rules

Step 2 Select one or more enabled access control rules (selextteble box in the table header to
select all rules) and clidRisable.

Step 3 Click OK in the confirmation box to disable the selected rules.
Then, the ADS device allows the data matching the rules to pass through.
----End

5.2.2.5Rearranging Access Control Rules

Access control rules are matched in adog/n manner. If multiple access control rules are
available, you can rearrange the rules to change the rule matching sequence.

You can click buttons in th®peration column to move access control rules:

Click *' to move a rule one place up.

Click *®! to move a rule one place down.

Click * to move a rule to the top of the list, i.e. after rules with the highest priority.
Click # to move a rule to the bottom of the list.

You can also type the rule IDs in thove andBehind text boxes above the access control
rule list. For exampléylove 1 Behind 3indicates that the first rule will be put below the third

rule. Click 4* to commit the change.

5.2.2.6Editing an Access Control Rule

After configuring access control rules, you can edit rule parameters by performing the
following steps:

Step 1 ChoosePolicy > Access Control > Access Control Rules

Step 2 Click = to edit rule parameters.
Step 3 After editing parameters, clidRK to save settings and return to the access control rule list.

-—End

5.2.2.7Deleting Access Control Rules

You can delete one access control rule or multiple rules in batches on the ADS device by
using the following methods:

Method 1:ChoosePolicy > Access Control > Access Control Rule€lick '®' in the
Operation column of a rule and clicOK in the confirmation dialog box to delete this
rule.

Method 2:ChoosePolicy > Access Control > Access Control RuleSelect one or more
access control rules (or select the check box in the table header to select all rules) to be
deleted, clickDeleteto the lower right of the rule list, and then cliokK in the

confirmation dialog box to delete the selected rules.
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\ Frequently adding or deleting access control rules is not advised. If an access
Note rule is not useful currently, disable it.

5.2.2.8Querying Access Control Rules

You can filter access control rules by destination IP, source IP, source port, destination port,
protocol, access control, status, and description. After specifying the query conditions, click
Search. Then the page lists only access control rules meeting the query conditions.

5.2.3Reflection Protection Rules

A reflection protection rule is a software means through which ADS protect against reflection
attack traffic passing through it. Specifically, ADS matches packets against such a rule based
on the protocol, source port, and other signatures and handles (such as dropping, dropping and
adding to the black list, or limiting the rate) matching packets as indicated in the rule.

All reflection protection rules saved on the device are automatically sorted. The system
matches packets passing through the device with reflection protection rules referenced in the
policy in sequence. Once a rule is hit, the system stops the match.

You can create a maximum of 32 reflection protection rules.

This section covers the following topics:

5.2.3.1Creating a Reflection Protection Rule

Step 1 ChoosePolicy > Access Controb Reflection Protection Rules

Initially, the list provides six predefined rules: Jenkins, WSDD, COAP, ARMS, CHARGEN,
SSDP, NTP, DNS, SNMP, MS(® , Memcache, and CLDAP.

Figure 556 Reflection protection rules

Reflection Protection Rules |

Reflection Protection Rules

°

kl«l«kk‘&«‘&&g
® ® §

[m] Name Protocol srcPort Packet Length Range Action Description Time of Creation
[} adbos_api_jobAd TP 56075 Limit rate (Threshold - 7303) (T13E-T4E4-4B5T7-1529) 2025-06-00 12:33:30
(m] ‘adbos_api_06Hgd UDP 42067 Limi rate (Threshold - 16078) f (713E-74E4-4BST7-1529) 2025-04-21 12:06:00
0 adbos_apl_EUIPX uop 1422 Dropsblockist ! {(713E 74E 4-4857-1520) 2025-04-10 14:34:16
[m] adbos_api_MisyK TP 43000 Dropsblockist T(T13E T4E4-4B5T-1520) 2025-04-15 16:16:08
(=] ‘adbos_apl_CXPYK TP 51624 Drop+blockist . T13E-T4E4-4857-1529) 2025-06-09 12:33:39
(] adbos_apl_cAlm ce 35925 Limit rate (Threshold : 558) (T13E-74E4-4B57-1529) 2025-04-15 09:41:20
8] adoos_apl_YL20 uoP 56166 Drop e [T13ET4E4-4857-1529) 2025-04-15 16:07:13
O adbos_apl_PPIE TCP 1483 Drop (T13E-74E4-4857-1529) 2025-04-11 10:48:41
O adbos_apl_Ttdz4 uoP 45278 Limit rate (Thveshold : 18570) E {(T13E-74E4-4857-1529) 2025-04-15 15:42:05

z
o

Step 2 Click Add.

describes parameters feating a reflection protection rule.
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Table 536 Parameters of a reflection protection rule

Parameter Description

Name Name of the reflection protection rule. The name must be unique.

Protocol Protection typeOptions areJDP and TCP.

Src Port Source port of the client to be protected against. You can click theddwap box

to select a port number.

Packet Length Specifies theacket lengttrange to which reflection protection applies. By defa
Range it is left blank, indicating that there is no limit.

The value range isi@048.The minimum valuef the packet length rangeust be
less than or equal to the maximum value.

Action Action taken on packets passing through ADS:
Drop: drops such packets.

Drop+blocklist: drops such packets and adds their source IP addresses td
blocklist. Before selecting this option, you must enable the blocklist. For d
about the blocklist, se@

Limit rate : indicates that the maximum number of packets matching this r
that are allowed to pass through per second should not exceed the thresh
specified here. Excess packets will be dropped. The value rangg553b
pps, with100(ps as the default value.

Description Presents description of the new rule, which can contain a maximum o
characters.

Time of Creation | Indicates the time automatically generated by the system on the creation of t
rule. It cannot be edited.

Step 3 Configure parameters and cli€K to save the settings.

-—End

5.2.3.2Editing a Reflection Protection Rule

All reflection protection rules can be edited.

Step 1 On the page shown in , click = in theOperation column of a reflection
protection rule to edit parameters of this rule.

Step 2 Edit parameter settings and clioKK to save the changes and return to the reflection
protection rule list.

——End

5.2.3.3Deleting Reflection Protection Rules

You can delete one reflection protection rule or delete rules in batches.

Method 1:0n the page shown in , click "®' in theOperation column of a
reflection protection rule clickOK in the confirmation dialog box to delete this rule.

Method 2:0n the page shown in , select one or more reflection protection rules
(or select the check box in the table header to select all rules)Delieteto the lower right
of the list, and cliclOK in the confirmation dialog box to delete the selected rules.
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5.2.4GeolP Rules

The GeolP database provides mappings between IP addresses and countries. After importing a
GeolP database and configuring a GeolP rule, you enable ADS to control traffic from certain

IP addresses based on geographic locations. In addition, you can configure ADS to take an
action Accept, Filter, Drop, orLimit rate ) against packets that are found to match the rule
based on the destination IP addrgsstocol, porand source location.

All GeolP rules saved on the device are automatically sorted. When a packet reaches ADS, the
system matches the packet against GeolP rules in sequence from the first to the last. After the
packet triggers a rule, the system takes the action specified in the rule and stops matching it
against other GeolP rules.

You can create a maximum of 128 GeolP rules.

This section covers the following topics:

5.2.4.1Creating a GeolP Rule

Initially, the GeolP rule list is empty. You can cre&eolP rules, which are matched from top

to down in the listAfter aGeolPrule iscreatedyou canenable, disable, edit, or deléteThe
procedures are the same as those for access control rules. For details, see related descriptions
in

You can adjust the priorities of GeolP rules by using the following methods:

Method 1: Click ® or “*' in theOperation column to reorder GeolP rules.

Method 2: In the uppeight corner of the page, enter a rule ID in kh@ve andBelow
text box respectively, and click+.

Then dick Apply in the upperright corner of the page to make the changes take effect.
To create a GeolP rule, perform the following steps:

Step 1 ChoosePolicy > Access Control > GeolP Rules > GeolP Rulasd dick Add.

Step 2 On theAdd GeolP Rulepage, configure parameters.

Table 537 Parameters for creating a GeolP rule

Parameter Description

Enable Controls whether to enable the new GeolP rule.
Yes enables the new rule.

No: disables the new rule.

Dst IP Specifies the IP address of the server under protection. You can ty
IPv4 or IPv6 address as required.
Dst IP Prefix| Specifies the prefix length (for IPv6 address) or netmask (for
Length/Netmask address) of the destination IP address.
Specifies which protocol packets to prote@ptions are ALL , TCP,
Protocol
andUDP.
Dst Port Specifies the proteet destination port or port range when the proto
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Parameter Description

is set toTCP or UDP.

The port range isi®5535. The minimum port number must be less t
or equal to the maximum port number. The invert operatio
supported.

If this parameter is left blank, it indicates that there is no limit.

If only the minimum port number is specified, it defines a port ra
from the minimum port number to 65535.

If only the maximum port number is specified, it defines a port
range from 0 to the maximum port number.

Source Location Specifies the country or region to which source IP addresses belpr]
to 16 locations can be selected. The invert operation is supported.

When CN,China is selected, the second drdpwn box appears
providingMainland and provinciallevel regions for you to choose.

Access Control Specifies the action to be taken against packets that match this
can be any of the following:

Accept allows such packets to pass through ADS.
Drop: drops such packets.

Filter: does not take any action against such packets at this ste
but will still check them against other protection rules.

Limit rate : specifies the maximum rate allowed for an IP addres
the country/region specified withource Locationto transmit
traffic to the destination IP address.

Description Presents description of the new rule, with no more than 256 charac

Time of Creation Indicates the time automatically generated by the system on the cr
of the new rule. It cannot be edited.

Invert Controls whether tinvert the setting oDst Port or Source Location
For example, ilUS,United Statesis selected foSource Locationand
Yesis selected fomvert, all countries except the USA will be taken
source locations.

Step 3 Click OK to save the settings.
----End
5.2.4.2Configuring a GeolP Database
You can update the GeolP database by importing a new one, or type an IP address and check

the country to which it belongs.

Importing a GeolP Database

The GeolP database supports both IPv4 and IPv6 addresses. When importing a GeolP
database, you must select the file type, which must be .zip. The file to be imported cannot
exceed 20 MB.

To import a GeolP database, perform the following steps:
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Step 1 ChoosePolicy > Access Control > GeolP Rules > GeolP Database

Figure 557 Viewing the GeolP database

GeolP Rules | GeolP Database @
GeolP Database Information

‘Version version_1.2q
Last Updated 2022-09-22 01:45:58

tabase path
e.nsfocus comfupdate/listAdsDetail'v/geoip

GeolP Database Update geol
e | No file chosen Import

IP Geolocation Lockup

Item Value

Step 2 Import a GeolP database.

a. Select an IP protocol, clidBhoose Filg and then select a file to be imported.
b. Click Import to import the GeolP database.

After the successful import, the version and update information are displayed in the
GeolP Database Updatarea. The new database, after being imported, can take effect
immediately. However, if ADS is restarted or powered off, library information is lost. To
save it as a permanently effective database, you mustigialy in the upperright

corner after importing the file.

—End

Querying the GeolP Database

From the GeolP database, you can query the country to which an IP address belongs.

On the page shown in , you can type an IP address (IPv4 or IPv6) inEhtext
box and then cliclSearchto query the country or region where it is located.
5.2.5Blocklist

The blocklist policy is used to filter source IP addresses of packets. Once a source IP address
matches an address on the blocklist, the ADS device blocks packets from this IP

address without performing further detection. Therefore, this policy improves the detection
performance of the ADS device.

Addresses can be added to the blocklist using either of the following methods:

You can manually add IP addresses to the blocklist or import a blocklist file.
The algorithm automatically adds IP addresses to the blockilist.

IP addresses can be automatically added to the blocklist in several ways, as listee in

Table 538 Reason for adding a source IP address to the blocklist

Policy/Rule Reason for Adding a Source IP Address to the Blocklist

Pattern matching rule | Once attack packets are filtered out through pattern matching, the sou
address of such packets is automatically added to the blocklist. For desc
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Policy/Rule Reason for Adding a Source IP Address to the Blocklist

of pattern matching, see
URL-ACL protection| When URL Protection Mode is set toDrop+blocklist for URL-ACL rules,
rule ADS adds the source IP address to the global blocklist once detecting t

HTTP request amid IP packets matches such a-A8L rule.

WhenURL Protection Mode is set toBlock proxy for URL-ACL rules, ADS
adds the IP address of a proxy server to the global blocklist once detectir
an HTTP request from the proxy server amid packets matches s
URL-ACL rule.

WhenURL Protection Mode is set toMonitor+blocklist for URL-ACL rules,
ADS adds source IP addresses to the global blocklist once detecting tk
proportion of matching packets from those IP addresses exceeds the
specified withSingle Source IP Access

Slow attack protection

Once lowandslow attack protectiors triggered, if the blocklist is enabled fi
the protection group involving the destination IP address, the system
source IP addresses of matching packets to the blocklist.

Reflection
rule

protection

Once the reflection protection policy is triggered, if the blocklist is enable
the protection group involving the destination IP address and the rule's ag
set to Drop+blocklist, the system adds source IP addresses of mat
packets to the blocklist.

Port check policy

Once the port check policy is triggered, if the blocklist is enabled for
protection group involving the destination IP addressAcubss Controlis set
to Drop+blocklist, the system adds source IP addresses of matching pack
the blocklist.

UDP regular expressio|
protection policy

Once the UDP regular expression protection policy is triggered, if the blo
is enabled for the protection group involving the destination IP addres
system will add source IP addresses of matching packets to the blocklist.

Protocol ID  check]

policy

Once the protocol ID check policy is triggered, if the blocklist is enable
the protection group involving the destination IP addressfangss Control
is set toDrop+blocklist, the system adds source IP addresses of mat
packets to the blocklist.

TCP control parameter
protection policy

Once the TCP control parameters protection policy is triggered, if the blo
is enabled for the protection group involving the destination IP addres
SYN Source Bandwidth Limit is set toDrop+blocklist, the system adds th
source IP address of matching packets to the blocklist.

Once the IP behavior control policy is triggered, if the blocklist is enable
the protection group involving the destination IP addressfangss Control
or Empty Connection Checkis set toDrop+blocklist, the system adds th
source IP address of matching packets to the blocklist.

IP behavior control
policy
HTTPS protection,
policy

Once an HTTPS protection policy is triggered, if the blocklist is enabled fqg
protection group involving the destination IP address Aadd Abnormal IP
to Blocklist is set toYes the system adds the source IP address of the
that fails to be authenticated with the HTTPS protection algorithm tg
blocklist.

TCP regular expressio
protection policy

Once the TCP regular expression policy is triggered, if the blocklist is en
for the protection group involving the destination IP address, the systenm
the source IP address that matches such a rule to the blocklist.

HTTP
checking rule

keyword

Once an HTTP keyword checking rule witkction set to Drop+Blocklist
or Drop+Blocklist+Disconnect is triggered, the system adds sourc
addresses that fail the HTTP keyword check to the blocklist.

DNS keyword checking

rule

Once a DNS keyword checking rule wikction set to Drop+Blocklist is
triggered, the system adds source IP addresses that fail the DNS ke
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Policy/Rule Reason for Adding a Source IP Address to the Blocklist
check to the blocklist.

Connection exhaustio| If the number of new connections from a source IP address excee
rule threshold within the new connection statistical cycle of a conne
exhaustion rule, ADS deems this IP address abnormal and automatically
to the blocklist.

Programmable rule When the action of a programmable rule is seirap_black, the system add
source or destination IP addresses that match the programmable rule
blocklist.

Carpet bombing When the carpet bombing protection is configured to be globally effectivé

protection its action includes bicklist, the system adds source IP address that trigger

carpet bombing protection rule to the blocklist.

When the action of an SSL/TLS keyword checking rule is
to Drop+blocklist or Drop+blocklist+disconnect the system adds source
addresses of matching packets to the blocklist.

SSL/TLS keyword
checking rule

This section describes how to enable or disable a blocklist, add a blocked item manually,
delete a blocked item, and clear a blocklist.

You can add, delete, or clear blocklist entries only when the blocklist functi

| enabled.
N |

The allowlist has a higher priority than the blocklist. Therefore, if the sourc
Note address of packets is included in both the blocklist and allowlist, the ADS d
allows such packets to pass through.

You can perform the following operations regarding the blockilist:

5.2.5.1Enabling and Disabling the Blocklist Function

Enabling the Blocklist Function

To enable the blocklist function, perform the following steps:
Step 1 ChoosePolicy > Access Control > Blocklist

Initially, the blocklist function is disabled.
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Figure 558 Blocklist status

Blocklist

Blocklist
liem
Enable

Value
No

Edit

Step 2 Click Edit and then selectesto enable the blocklist function. Sea

Figure 559 Enabling the blocklist policy

Blocklist

Blocklist

Item

Enable
Configuration Items
liem

Auto Block

Proxy Monitering

Value

Value

Yes v

OK || Cancel

Table 539 Blocklist parameters

Parameter

Description

Auto Block

Specifies the duration when an IP address is blocked. This parameter h
options:

Temporary: The IP address is blocked and packets from this addres
dropped in the specified period.

Permanent The IP address is permanently blocked and packets from
address are always dropped.

Proxy Monitoring

Controls whether to enable or disable the proxy monitoring function. By de
this function is disabled.

No: disables proxy monitoring. In this case, ADS filters source IP addres
HTTP packets by matching blocklist entries, without checking the real s
IP addresses of those packets.

Yes enables proxy monitoring. In this case, ADS first matches sourg
addresses of HTTP packets against blocklist entries. If no match is f
ADS will continue to use this blocklist to filter the real source IP addre
extracted from the payloads of those packets. In attack logs generated
situation, theSource IPfield indicates the real source IP address.

Step 3 Set parameters and cli€K to return to the previous page.

As shown in
are available.

, the blocklist function is enabled and blocklist configuration items
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Figure 560 Blocklist function enabled

Blocklist

@
Blocklist
liem Value
Enable Yes
Configuration ltems
Itlem Value
Auto Block Temporary 120 (minutes)
Proxy Monitoring Yes
Edit | Search | Blocked IP List || Add | Import || Export || Clear
——End

Disabling the Blocklist Function

To disable the blocklist function, perform the following steps:

On the page shown in , selectNo. Then the value dEnable turns toNo, as shown
in )

5.2.5.2Adding a Blocklist Entry

To add a blocklist entry manually, perform the following steps:

Step 1 On the page shown in , click Add to add a blocklist entry.

Figure 561 Adding a blocklist entry

Blockdist @

Add

Item Value

.Ifdd l:l[* IPv4/IPv6 address/netmask: The netmask is 24-32 bits for an IPv4 address (such as 192.168.1.1 or 192.168.1.0/24) and 64—128 bits for an IPv6

ress address )
Aufo Block || Permanent w
Add || Cancel
Step 2 Set parameters.
Table 540 Blocklist parameters
Parameter Description
IP Address Specifies the source IP address to be blocked. Either an IPv4 or IPv6 address is
allowed. Formats are as follows:
IPv4 address/netmask of 24 to 32 bits, such as 192.168.1.0/24.
IPv6 address/prefix length of 64 to 128 bits.

Auto Block Specifies the duration when an IP address is blocked. Two options are available:
Temporary: The IP address is blocked and packets from this address are dfr
in the specified period.

Permanent The IP address is permanently blocked and packets from this ag
are always dropped.

Step 3 Click OK to complete the configuration.
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-—End

5.2.5.3Viewing Blocklist Entries
On the page shown in , click Blocked IP List. The system displays a maximum of

1000 IP addresses blocked recently, as showimin . You can tick Refreshto obtain
IP addresses blocked most recently.

Figure 562 Viewing blocklist entries

Blocklist

Blocked IP List

IManually blocked IPs: 0 IP segments: 0| Auto blocked IPs: 0

Latest 1000 entries:

4 3 1.‘16010 hd

O Item IP Address Elapsed Time (min) Remaining Time (min) Block Type Blocked Packets Blocked Bytes DstIP

Refresh || Delete || Clear || Back

For theDst IP column:

If the source IP address is added to the blocklist automatically, the destination IP address
is displayed.

If the source IP address is added to the blocklist manually, the destination IP address is
not displayed. Instead, a hypheji¢ displayed in this column.

5.2.5.4Deleting Blocklist Entries

To delete a blocklist entry, perform the following steps:
Step 1 On the page shown in , select one or more blocklist entries and then dielete
Step 2 In the confirmation dialog box, cliocRK.

----End

5.2.5.5Clearing Blocklist Entries
To clear blocklist entries, perform the following steps:
Step 1 On the page shown in or , click Clear.
Step 2 In the confirmation dialog box, cliocRK.
----End

5.2.5.6Querying the Blocklist

To search the blocklist for an IP address, perform the following steps:

Step 1 On the page shown in , click Search
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Figure 563 Searching for an IP address

Blocklist

@

IP Address : Leaving it empty indicates any IP addresses.)

Step 2 On theSearchpage shown if , type an IP address, and clioK .
The blocklist search result is displayed.
----End

5.2.5.7Importing a Blocklist File

To import a blocklist file, perform the following steps:

Step 1 On the page shown in , click Import .
Figure 564 Importing a blocklist file
Blocklist @
Blocklist File |M| No file chosen Upload

At most 50,000 IP addresses/segments can be imported, with each in a separate line.

Download Import Template || View Import Result || Back

\ The blocklist file must be a .txt or .csv file whose filename does not contain Ct
Note characters; otherwise, the file cannot be imported.
Step 2 On the page shown in , click Choose File

Step 3 Select the blocklist file and cliodkRpento return to the blocklist import page.
Step 4 Click Upload.

After the upload is complete, the system prompts that the file is successfully imported, as
shown in )

Figure 565 Import success prompt

AR

File upload succeeded. Start importing. You can click "View Import Result” to view the import result.
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After the blocklist file is imported, the system automatically switches to the page shown in
Figure 564.

—End
5.2.5.8Viewing the Import Result

To view the import result, perform the following steps:
Step 1 On the page shown ingure 564, click View Import Result.

Then the number of IP addresses successfully imported and that of IP addresses failing to be
imported are displayed, as showrinure 566.

Figure 566 Viewing import results

Import Result

Item Value

Start Time 2021-09-15 11:04:23

End Time 2021-09-15 11:04:23

Progress S 100%

Total Entries 1000

Successful Imports 1000

Failed Imports 0

Incorrectly Formatted Entries 0

Refresh || Download || Back

Step 2 Click Back to return to the blocklist configuration page.
----End

5.2.5.9Exporting a Blocklist File

To export a blocklist file, perform the following steps:

Step 1 On the page shown ingure 560, click Export Blocklist.

Figure 567 Exporting a blocklist file

Elocklist @
Export
Iltem Value
Export Type Lﬂflr;ual
'g-'ouick {only IP addresses)

Export Method CDetailed (IP addresses, auto block period, and blocked traffic)

OK

View Export Result | Back
Step 2 Set blocklist export parameters.
Table 541 Parameters for blocklist export

Parameter Description
Export Type Specifies the type of the blocklist for export, which can be Manual or Automatic
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Parameter Description

Export Method Specifies the export type, which can be either of the following:
Quick: Only blocked IP addresses are included in the exported file.

Detailed: Blocklist entry details, like the blocked IP addresses, auto block pg
and blocked traffic, are in the exported file.

Step 3 Click OK to return to the blocklist export result page.

Step 4 Click B in theOperation row to save to exported blockilist file to a local disk drive.
Step 5 Click Back to return to the blocklist configuration page.

-—End

5.2.6HTTP Keyword Checking

HTTP keyword checking is a process by which ADS software controls HTTP traffic flowing
through the ADS device. In addition, ADS specifies the method (allow, drop, disconnect, add

to blocklist, add to allowlist, or limit the rate) of processing data packets flowing through the
device that match the HTTP keyword checking rule based on source IP addresses and specific
HTTP fields. HTTP keyword checking blocks traffic from illegitimate users, but does not
indiscriminately block all packets from a source IP address. This reduces the possibility of
blocking legitimate IP addresses.

You can configure up to 1024 HTTP keyword checking rules, which can take effect only after
being referenced in a group protection policy or default protection policy. When a packet
reaches ADS, the system matches the packet against HTTP keyword checking rules in
sequence. Once the packet hits a rule, the system takes the action specified in the rule and
stops matching the packet against other rules.

An HTTP keyword checking rule can be added, edited, and deleted. This document describes
only how to add such a rule, as methods for editing and deleting HTTP keyword checking
rules are the same as those for access control rules.

To create an HTTP keyword checking rule, perform the following steps:
Step 1 ChoosePolicy > Access Controb HTTP Keyword Checking.

Initially, the rule list is empty.
Step 2 Click Add.

describes parameters for creating an HTTP keyword checking rule.

Table 542 Parameters of an HTTP keyword checking rule

Parameter Description

Name Name of the HTTP keyword checking rule, containiri?@ characters o
letters, digits, and/or underscores.

Src IP Specifies the source IP address. Both IPv4 and IPv6 are supported. Thg
0.0.0.0or :: indicates all source IP addresses.

Prefix Length/Netmask | Specifies the prefix length (for the IPv6 protocol) or netmask (for the
protocol) of the IP address.
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Parameter

Description

Keyword

Specifies the type of keywords to be checked. You can select one or mor
The supported keyword typese Method, Cookie, Host, Referer, Request
URL, Version, User Agent, andx-Forwarded-for.

Method options areGET, POST, PUT, DELETE , HEAD, OPTIONS,
PATCH, TRACE, andCONNECT.

TheCookie, Host, Referer, RequestURL, Version, User Agent, and
x-Forwarded-for fields support fuzzy matching, which means that a str
containing the characters typed here is deemed to be a match.

Action

Specifies the action to be taken against a packet that matches an
keyword checking rule. It can be any of the following:

Accept indicates that a packet with the specified signature will be allg
through ADS.

Drop: indicates that ADS drops a packet with the specified signature.

Drop+blocklist: indicates that ADS drops a packet with the speci
signature and adds its source IP address to the blocklist. To sele
option, you must enable the blocklist function in advance. For details
this function, seé&

Drop+disconnect indicates ADS drops a packet with the specif
signature and disconnects the current connection.

Drop+blocklist+disconnect indicates that ADS drops a packet with
specified signature, disconnects the current connection, and adds its
IP address to the blocklist. To select this option, you must enabl
blocklist function in advance.

Accept+allowlist: indicates that ADS allows a packet with the specif
signature to pass through and adds its source IP address to the allow
select this option, you must enable the allowlist function in advance
details about this function, séé¢

Limit rate : indicates that the maximum number of packets matching
rule that are allowed to pass through per second should not exce
threshold specified here. Excess packets will be dropped. The value
is 11 6000000 pps, witd000as the default value.

Description

Presents description of the rule, with no more than 256 characters.

Time

Time automatically generated by the system on the creation of the rt
cannot be edited.

Step 3 Set parameters and cli€K to save the settings.

—End

5.2.7SSL/TLS Keyword Checking

HTTPS application layer attacks with links are extremely difficult to defend agaorshis
type of protection, a common practicédasmportthe customer'sertificate ancenableADS
to detecthe sourcéP address, thus identifyinfpe attack sourcén certain circumstances,
however,the customer'sertificate cannot be obtainethaking packet decryption and source
detection impossibl&o address this issue, ADS provides the SSL/TLS keyword checking

function.

An SSL/TLS keyword checking rule analyzeywords in thesignature fieldef SSL/TLS
packetssuch as theaw fingerprint or resulting fingerpri the client helloor server hello
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packetsFor matching packets, ADS will take one of the following actions, depending on your
configuration:

Accept

Accept+allowlist

Drop

Drop+blocklist

Drop+disconnect

Drop+blocklist+disconnect

Limit rate
You can configure up to 1024 SSL/TLS keyword checking rules, which can take effect only
after being referenced in a group protection policy. When a packet reaches ADS, the system
matches the packet against SSL/TLS keyword checking rules in sequence. Once the packet

hits a rule, the system takes the action specified in the rule and stops matching the packet
against other rules.

ChoosePolicy > Access Control> SSL/TLS Keyword Checkingto manage the rule list in
the right pane of the page. Initially, the rule list is empty.

Click Add and configure parameters on the page that appears: describes
parameters for configuring an SSL/TLS keyword checking rule.

An SSL/TLS keyword checking rule, after being created, can be queried, edited and deleted.
However, the rule that has been referenced in a group protection policy cannot be deleted.

Table 543 Parameters for adding an SSL/TLS keyword checking rule

Parameter Description

Name of the SSL/TLS keyword checking rule, containing20l

Name characters of letters, digits, and/or underscores.

Src IP Specifies the source IP address. Both IPv4 and IPv6 are supported.
The valueD.0.0.0or :: indicates all source IP addresses.

Prefix Length/Netmask Specifies the prefix length (for the IPv6 protocol) or netmask (for
IPv4 protocol) of the IP address.

For example, you can type a prefix length of 64 or a netmas
255.255.255.0. The prefix length of an IPv6 address must be in the
of 0 to 128.

Src/Dst Port Specifies the source port or destination port of packets to be che
The value range isi®5535, with443as the default value.

For a JA3or JAd4template, or a custom template witandShakeType
set toClient hello, the destination port of packets will be checked agg
this setting. For a JA38r JA4Stemplate, or a custom template wi
HandShakeTypeset toServer hellg the source port of packets will &
checked against this setting.

Keyword Template Specifies a keyword template. Options inclulfes, JA3S, JA4, JA4S,
andCustom.

Different templates provide different keywords that you can specify
checking.

Click Help to view introduction to JA3 JA3S JA4, and A4S
fingerprinting.

Check Object - Raw fingerprint : checks the fingerprint generated from the origin
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Parameter

Description

client hello or server hello packets.

Resulting fingerprint: checks the final fingerprint generated from
the raw fingerprint.

The raw fingerprint and resulting fingerprint can be obtaifredh a
packet capturing tool such as Wireshark.

Compared with raw fingerprints, resulting fingerprimesquire more
resourceso check. Therefore, the raw fingerprint is recommended a
preferred check object.

Keyword

Specifies keywords for checking.

For a JA3 templatwith the raw fingerpringis the check objectonfigure the following fieldg
for check of client hello packets.

SSLVersion SSL version of a client hello or server hello packet. It must be a stri
four hexadecimal characters.

Cipher Suites Cipher suite of a client hello packet. It must be a string i&56
hexadecimal characters, in increments of 4.

SSLExtension It must be a string ofid 28 hexadecimal characters.

Elliptic An extension field, indicating the elliptic curve. It must be a string

Curves/Supporteq 0i 128 hexadecimal characters.

groups

EllipticCurvePoin| An extension field, indicating whether to compress the elliptic curv|

tFormat must be a string ofid28 hexadecimal characters.

Full String | Populates the foresaid keywords automatically with a full string you

Import in the text box. You can use a packet capture tool such as Wiresh
obtain the full string.

Generate JA3 Calculates the JA3 fingerprint based on keywords you typed to faci

Fingerprint your configuration checking.

For a JA3S templateith the raw fingerprinas the check objectonfigure theSSLVersion,
Cipher Suites andSSLExtensionof a server hello packet.

You can also type a full string in the text box and clichl String Import to automatically|
populate keywords. In addition, you can cli@enerate JA3S Fingerprintto check whethe
the JA3S fingerprinis correct

For a JA4 templatevith the raw fingerprinas the check objectonfigure the TLS fingerprin
(JA4_r mode) inthe formatof <metadata>_<cipher suite list>_<extension list>_<signa
algorithm list>.

You can also clickzenerate JA Fingerprint to check whethethe JA fingerprintis correct

For a JA4S templatevith the raw fingerprintas the check objectconfigure the TLS
fingerprint (JA4S_r mode) ithe formatof <metadata>_<cipher suite>_<extension list>.

You can also clickGenerate JAAS Fingerprint to check whethethe JAS fingerprint is
correct

For a JA3/JA4 templatevith the resulting fingerprinas the check objectonfigure the|
resulting fingerprint of client hello packets.

For a JA3S/JAAS templateith the resulting fingerprinas the check objectonfigure the
resulting fingerprint of server hello packets.

For a custom templateonfigure the following fields Select the check box before eag
parameter configured to make the setting take effect.

HandShakeType | Handshake typeOptions areClient hello and Server hella The default
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Parameter

Description

value isClient hello.

SSLVersion

SSL version of a client hello or server hello packet. It must be a stri
four hexadecimal characters.

Random

Random number generated. It must be a string of four hexade
characters.

Session ID

Session ID of a packet. It must be a string ®lZB hexadecima
characters.

Cipher Suites

Cipher suite of a packet. It must be a string of hexadecimal characte

WhenHandShakeTypeis set toClient hello, it is a string of 0256
hexadecimal characters, in increments of 4.

WhenHandShakeType isset toServer hellg, it is a string of four
hexadecimal characters.

Cipher Suites

Numbers

This parameter is available only whelandShakeTypeis set toClient
hello.

Specifies the minimum and maximum numbers of cipher suites
packet. The value range i5256.
Selecting Yes under Invert inverts the settings.

Extension
Numbers

Specifies the minimum and maximum numbers of extensions of a p
The value range isi@56.

SelectingYesunderinvert inverts the settings.

Custom
Extension

Custom extensions of a packet. It must be a string 5® hexadecima|
characters, in increments of 2.

Server Name

Indication

This parameter is available only whelandShakeTypeis set toClient
hello.

Server name indication (SNI for short) is a TLS extension by whi
client indicates to the server which host name it is attempting to co
to so that the server can obtain the correct certificate for the domai
return it to the client for verification. Type 1 to 128 characters, inclu
only digits, letters, periods, colons, brackets, hyphens, and unders
such asl23.com

SNI is casansensitive.

Invert

The invert option is available for the followingarameters includin
Cipher Suites Numbers Extension Numbers and Server Name
Indication providelnvert settings. Selectinyesindicates the exclusio
of the value configured.

Action

Specifies the action to be taken against packets that match this SS|
keyword checking rule. It can be any of the following:

Accept allows matching packets to pass through ADS.
Drop: drops matching packets.

Drop+blocklist: drops matching packets and adds their source IP
addresses to the blocklist. To select this option, you must enable
blocklist function in advance. For details about this function, see

Drop+disconnect drops matching packets and disconnects the
current connection.
Drop+blocklist+disconnect drops matching packets, adds their

source IP addresses to the blocklist, and then disconnects the cy
connection. To select this option, you must enable the blocklist
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Parameter Description

function in advance.

Accept+allowlist: allows matching packets to pass through and a
their IP addresses to the allowlist. To select this option, you mus
enable the allowlist in advance. For details about this function, sg

Limit rate : limits the number of matching packets passing throug
ADS based on the specified threshold. Excessive packietse
dropped. The value range 56000000 pps, witd000as the default
value.

Description of the new rule, which can contain a maximum of

Description characters.

Indicates the time automatically generated by the system on the cr

Time of Creation of the new rule. It cannot be edited.

5.2.8Connection Exhaustion Protection Rules

A connection exhaustion protection rule protects against connection exhaustion attacks by
restricting the number of IP connections in a specified network segment. If the number of
connections from a source IP address exceeds the allowed number of concurrent connections,
or that of new connections in a new connection statistic cycle, the source IP address will be
automatically added to the blocklist.

You can create a maximum of 128 connection exhaustion protection rules.

This section covers the following topics:

5.2.8.1Creating a Connection Exhaustion Protection Rule

To create a connection exhaustion protection rule, perform the following steps:
Step 1 ChoosePolicy > Access Control > Connection Exhaustion Rules

Initially, the rule list is empty.

Figure 568 List of connection exhaustion rules

Connection Exhaustion Rules

(]

O Dst | DstIP Prefix Dst Src | Src P Prefix Concurrent New Connection New Description Time of @
- P Length/Netmask Port P Length/Netmask Connections Statistical Cycle Connections o Creation P

Delete || Add

Step 2 Click Add.
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Figure 569 Creating a connection exhaustion rule

Connection Exhaustion Rules
Add Connection Exhaustion Rule
Item

DstIP

Dst IP Prefix Length/Netmask

Dst Port

SrcIP

Src IP Prefix Length/Netmask
Concurrent Connections

New Connection Statistical Cycle

New Connections

Description

Time of Crealion

Value

255 255 255 255

0.0
0.0

— [w] [m] [&] [=
e} B o=

2024-10-25 17:49:34

OK || Cancel

3,

Note

A maximum of 128 connection exhaustion rules can be added.

A connection exhaustion rule can take effect only when connection exhaus
enabled in a protection group policy or default protection policy. Meanwhile
blocklist function must be enabled for the use of connection exhaustion rules

describes parameters for creating a connection exhaustion rule.

Table 544 Parameters for creating a connection exhaustion rule

Statistical Cycle

Parameter Description

Dst IP IP address of the server to be protected. You can type an IPv4 or IPv6 g
according to the actual network deployment.

Dst P Prefix| Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) of th

Length/Netmask address of the server to be protected.

Dst Port Server ports to be protected. The port number ranges from 0 to 65535.

Src IP Client IP address to be protected. You can type IPv4 or IPv6 addresses ac
to the actual network deployment.
The value0.0.0.00r :: indicates that this rule matches packets with any sour
addresses.

Src IP Prefix| Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) of

Length/Netmask client IP address.

Concurrent Threshold of allowed concurrent connections from a source IP address.

Connections threshold is exceeded, the system considers the source IP address abnor
adds it to the blocklist. The value ranges from 1 to 513. The ®dl@mdicates no
protection.

New Connection| Period during which new connections from the source IP address to the dest

(IP address and port) are counted. The value ranges from 1 to 300 seconds.

New Connections

Threshold of allowed new connections from a source IP address withi
specified statistical cycle. If this threshold is exceeded, the system consids
source IP address abnormal and adds it to the blocklist. The value ranges fr
10000.
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Parameter Description
Setting the source IP address and netmagkdt@.0/0.0.0.0ndicates all source If
addresses.

Description Presents description of the rule, with no more than 256 characters.

Time of Creation Time automatically generated by the system on the creation of the rule. It
be edited.

Step 3 Set parameters and cli€K to save the settings.

—End

5.2.8.2Editing a Connection Exhaustion Rule

After configuring connection exhaustion rules, you can edit rule parameters by performing the
following steps:

Step 1 ChoosePolicy > Access Control > Connection Exhaustion Rules

Step 2 Click = in the Operation column to edit parameters of a rule.

Step 3 After editing parameters, clidRK to save settings and return to the connection exhaustion
rule list.

—End

5.2.8.3Deleting Connection Exhaustion Rules

You can delete one connection exhaustion rule or multiple rules in batches on the ADS device
by adopting either of the following methods. However, a rule being referenced in a group
protection policy cannot be deleted.

Method 1:ChoosePolicy > Access Control > Connection Exhaustion Rule€lick '*
in the Operation column of a rule and then cli€®K in the confirmation dialog box to
delete the rule.

Method 2:ChoosdPolicy > Access Control > Connection Exhaustion Rute Select

one or more connection exhaustion rules (or select the check box in the table header to
select all rules) to be deleted, clideleteto the lower right of the rule list, and then

click OK in the confirmation dialog box to delete the selected rules.

5.2.9Regular Expression Rules

Regular expression rules are available for the ADS device to control, via software, the traffic
passing through it. ADS can determine how to process (allow, drop, drop and add to blocklist,
drop and disconnect, or limit the rate) packets matching such a rule based on signatures such
as the regular expression, offset, depth, and minimum payload length.

A maximum of 1024 regular expression rules can be configured. The system matches packets
passing through the device with regular expression rules in sequence and stops the match once
a matched rule is hit.

A regular expression rule can be added, edited, and deleted. This document describes only
how to add such a rule, as methods for editing and deleting a regular expression rule are the
same as those for access control rules.
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To create a regular expression rule, perform the following steps:
Step 1 ChoosePolicy > Access Controb Regular Expression Rules
Initially, the rule list is empty.
Step 2 Click Add.

Figure 570 Creating a regular expression rule

Regular Expression Rules @

Add Regular Expression Rule

Item Value

\:I “At least one expression should be typed.)

OR w

Expression

R I

Access Control Accept v

= —

Description

Time of Creation 2024-10-25 17:35:09
OK | Cancel

describes parameters for creating a regular expression rule.

Table 545 Parameters for creating a regular expression rule

Parameter Description

Name Unigue name of the regular expression rule.

Expression Expressions for the rule. You can enter a maximum of five expressions an
selectOR or AND.

Access Control Specifies the action the ADS device takes for packets with specified signg

It has the following values:
Accept allows such packets to pass through.
Drop: drops such packets once they are detected.

Drop+blocklist: drops such packets and adds their source IP addresses
blocklist. Before selecting this option, you must enable the blocklist.
details about the blocklist, sé&

Drop+disconnect drops such packets and disconnects the connectic
their destination IP addresses.

Limit rate : indicates that the maximum number of packets matching this
that are allowed to pass through per second should not exceed the th
specified here. Excess packetdll be dropped. The value range
1i 6000000 pps, witd000as the default value.

Offset Payload offset, counted from the first byte in the payload field of a TCP pac

Depth Specifies how deep the rule is matched. It is expressed in bytes.
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Parameter Description

Min Payload Length | Length of the payload below which the packet is not matched with re
expression rules. This does not affect subsequent protection actions.

Description Presents description of the rule, with no more than 256 characters.
Time of Creation Time automatically generated by the system on the creation of the rule. It
be edited.

Step 3 Set parameters and cli€K to save the settings.

—End

5.2.10URL-ACL Protection Rules

A URL-ACL rule controls access to URLs of a server and is usually used together with
connection exhaustion rules. This section covers the following topics:

Creating a UREACL Protection Rule

Editing a URL-ACL Protection Rule

Deleting a URLACL Protection Rule

Changing the Priority of a URRCL Protection Rule

5.2.10.1Creating a URL -ACL Protection Rule

To create a URIACL rule, perform the following steps:
Step 1 ChoosePolicy > Access Control > UREACL Rules.

Initially, the rule list is empty.

Figure 571 List of URL-ACL rules

URL-ACL Rules

URL (ntm/htmlfjsp/php/asp, without Dst

domain name) DstIP Port URL Protection Mode

O D Domain Name

Description Time of Creafion  Operation

Move|  |menind|  |+[Add | Delete

Step 2 Click Add.
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Figure 572 Creating a UREACL rule

URL-ACL Rules
[Add URL-ACL Protection Rule
Iiem
Domain Name
URL
DstIP
Dst Port
URL Protection Mode

Description

Time

Drop+blocklist v

2024-10-25 17:52:17
OK || Cancel

describes parameters for creating a LCL rule.

Table 546 Parameters for creating a URACL rule

Parameter

Description

Domain Name

Domain name of a URL protection object. The symbol "." indicates that this r
valid for all domain names.

URL Relative path of a URL protection object, that is, URL excluding the domain r|
The symbol "." indicates that this rule is valid for all URLSs.
Dst IP IP address of the server. You can type an IPv4 or IPv6 address according
actual network deployment.
Dst Port TCP port of the server.
URL Protection| Action to be taken on packets that match this rule. The value can be one
Mode following:
Drop+blocklist: drops packets and adds the source addresses to the bloc
Trust: allows packets to pass.
Block proxy: blocks the proxy if it is possible to use the proxy to tran
packets.
Limit rate by Src IP: limits the rate above which packets from the sourc
address are forwarded.
Monitor+blocklist : counts the total number of HTTP requests of the sourg
address matching this rule and adds this address to the blocklist if the
specified withSingle Source IP Accesis exceeded.
Threshold Maximum rate above which packets are forwarded. The value ranges fror
10000, in pps. ADS will drop excess (depending on your choice) packets.
This parameter is available only when URL Protection Mode is set to Limit s
IP speed.
Overall Specifies the threshold for the number of packets that hit this rule. If the spg

value is exceeded, ADS checks whether traffic of each source IP address ¢
the value specified witlsingle Source IP Monitor. The value ranges from 1
10000.

Single Source
Monitor

1A

Specifies the threshold for the number of packets from a source IP addre
match this rule. If the specified value is exceeded during a statistical perig
percentage of packets matching the rule is calculated. The value ranges frg
10000.
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Parameter Description

Single Source IR Specifies the threshold for the percentage of packets from a source IP addr
Access match the rule during a statistical period. If the specified value is exceede
source IP address will be added to the blocklist.

Statistical Period Specifies the statistical period for calculating the percentage of packets that
the rule. The value ranges from 1 to 10 minutes.

Proxy Monitoring If proxy monitoring is enabled, for packets that are sent via a proxy, thei
source IP addresses will be parsed for calculations.

Description Presents description of the rule, with no more than 256 characters.
Time Time automatically generated by the system on the creation of the rule. It car
edited.

Step 3 Set parameters and cli€K to save the settings.

—-End
5.2.10.2Editing a URL -ACL Protection Rule

After configuring URL-ACL rules, you can edit rule parameters by performing the following
steps:

Step 1 ChoosePolicy > Access Control > UREACL Rules.

Step 2 Click = in theOperation column to edit parameters of the rule.
Step 3 After editing parameters, clidRK to save settings and return to the URCL rule list.

—End

5.2.10.3Deleting a URL -ACL Protection Rule

You can delete one URRCL rule or multiple rules in batches on the ADS device by
adopting either of the following methods. However, a rule being referenced in a group
protection policy cannot be deleted.

Method 1:ChoosePolicy > Access Control > UREACL Rules. Click '*' in the
Operation column of a rule and then cli€®K in the confirmation dialog box to delete
the rule.

Method 2:ChoosedPolicy > Access Control > UREACL Rules. Select one or more
URL-ACL rules (or select the check box in the table header to select all rules) to be
deleted, clickDeleteto the lower right of the rule list, and then cli©okK in the
confirmation dialog box to delete selected rules.

5.2.10.4Changing the Priority of a URL -ACL Protection Rule

On theURL-ACL ProtectionRule page, you can change the order of rules. Rules are sorted
in the descending order of priority, that is, rule 0 has the highest priority to match packets.

Change the priority of the URRACL rules in the following ways:

Use icons®' and *' to change the order of URACL rules.
Type the ID of the target rule to be adjusted below the list, and then#*ck
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5.2.11DNS Keyword Checking

Step 1

Step 2

DNS keyword checking is a process by which ADS controls, via software, DNS traffic

flowing through the ADS device. In addition, ADS specifies the method (allow, drop, add to
blocklist, add to allowlist, or limit the rate) of processing data packets flowing through the
device that match the DNS keyword checking rule based on source IP addresses and
specific DNS fields. DNS keyword checking blocks traffic from illegitimate users, but does

not indiscriminately block all packets from a source IP address. This reduces the possibility of
blocking legitimate IP addresses.

You can configure up to 1024 DNS keyword checking rules, which can take effect only after
being referenced in a group protection policy. When a packet reaches ADS, the system
matches the packet against DNS keyword checking rules in sequence. Once the packet hits a
rule, the system takes the action specified in the rule and stops matching the packet against
other rules.

A DNS keyword checking rule can be added, edited, and deleted. This document describes
only how to add such a rule, as methods for editing and deleting DNS keyword checking rules
are the same as those for access control rules.

To create a DNS keyword checking rule, perform the following steps:
ChoosePolicy > Access Controb DNS Keyword Checking

Initially, the rule list is empty.

Figure 573 List of DNS keyword checking rules

DNS Keyword Checking @

Q

Name
Description

Search

DNS Keyword Checking
4 »

116ete (1 | [+

O Name SrcIP Prefix Length/Netmask Feature Field Action Description Time of Creation Operation

Delete | Add

Click Add.
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Figure 574 Creating a DNS keyword checking rule

DNS Keyword Checking

Add DNS Keyword Checking Rule
Item

Name

SrcIP

Prefix Length/Netmask
Keyword Type

Keyword

Action

Description

Time

Value

255.255.255.255

®Query keyword _Response keyword
[Z) DN Transaction 1D
[ DNS Flags

[] DNS Query Name
[ DNS Query Type A v
[ DNS Query Class

Standard query v

Drop v

2024-10-25 17:37:34

OK | Cancel

describes parameters for creating a DNS keyword checking rule.

Table 547 Parameters of a DNS keyword checking rule

Parameter

Description

Name

Name of the DNS keyword checking rule, containiri@@ characters of letter
digits, and/or underscores.

Src IP

Specifies the source IP address. Both IPv4 and IPv6 are supported. The. &L
or:: indicates all source IP addresses.

Prefix
Length/Netmask

Specifies the prefix length (for the IPv6 protocol) or netmask (for the IPv4 prot
of the IP address.

Keyword Type

Specifies what kind of packets will be checked. Options incl@dery keyword
andResponse keyword

Keyword

Specifies the type of keywords to be checked. You can select one orTiner®NS
Query Name supports fuzzy matching, which means that a string containir
characters typed here is deemed to be a match.

Action

Specifies the action to be taken against a packet that matches a DNS k
checking rule. It can be any of the following:

Accept indicates that a packet with the specified signature will be allg
through ADS and, after that, will not be checked against any pattern ma
rules.

Drop: indicates that ADS drops a packet with the specified signature.

Drop+blocklist: indicates that ADS drops a packet with the specified signg
and adds its source IP address to the blocklist. To select this option, yo
enable the blocklist function in advance. For details about this function

Accept+allowlist: indicates that ADS allows a packet with the specil
signature to pass through and adds its IP address to the allowlist. To sel
option, you must enable the allowlist function in advance. For details abol
function, se€

Limit rate : indicates that the maximum number of packets matching this|
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Parameter Description

that are allowed to pass through per second should not exceed the th
specified here. Excess packetsl be dropped. The value range i$6D00000
pps, with4000as the default value.

Description Presents description of the rule, withmore than 256 characters.

Time of Creation | Time automatically generated by the system on the creation of the rule. It can
edited.

Step 3 Set parameters and cli€ to save the settings.

—End

5.2.12DNS Subdomain Allowlist

A DNS random subdomain attack, also known as pseaiom subdomain (PRSD) attack

or a water torture attack, floods the authoritative server with thousands of malicious DNS
requests. As a result, the authoritative server becomes overloaded with requests and even
crashes. Rate limiting can effectively block such attack packets, but it also blocks normal
traffic. To ensure normal services, it is advisable to add trusted DNS subdomains to the
allowlist and allow related queries to pass through.

You can configure a global or grogpecific DNS subdomain allowlist. The former has a
higher priority than the latter. This section describes how to configure a global DNS
subdomain allowlist.

5.2.12.1Enabling/Disabling the DNS Subdomain Allowlist Function

By default, the DNS subdomain allowlist function is disabled on the ADS device. You need to
enable this function before using it.

Enabling the DNS Subdomain Allowlist Function

To enable the DNS subdomain allowlist function, perform the following steps:
Step 1 ChoosePolicy > Access Control> DNS Subdomain Allowlist

By default, the DNS subdomain allowlist function is disabled.
Step 2 Click Edit, selectYesfor Enable, and clickOK in the confirmation dialog box.
Step 3 Select a value fohction for Unmatched DNS Requests

The action set here applies to all DNS requests that do not match the subdomain list. If the
subdomain list is empty, the global allowlist function of subdomains does not work. Leave
this parameter at its default settings and modify it after adding valid subdomain names. You
can select one of the following options:

Default: indicates that packets of DNS requests that do not match the subdomain list are
not handled here, but are submitted for subsequent checks.

Limit rate : limits the number of packets of DNS requests that do not match the
subdomain list based on the specified threshold. Excessive packets will be dropped. The
value range isi24000000 pps, with 2000 as the default value.

Drop: directly drops packets of DNS requests that do not match the subdomain list.
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Step 4 Configure the autéearning parameters of the DNS subdomain allowlist.

Table 548 Parameters of DNS subdomain allowlist aetarning

Parameter

Description

Enable

Controls whether to enable the algarning function of the subdoma
allowlist.

After the DNS subdomain allowlist and its aidéarning function are bot
enabled, the system can automatically learn and identify requests
normal DNS subdomains, and filters out requests from malig
subdomains. This improves protection effectiveness and reduces
positives.

Auto-learning Type

Packet type on which DNS subdomain algarning will be based. Optior|
includeDNS queryandDNS response

DNS queryis applicable to diversion and-path modes.

- Indiversion mode, ADS will automatically learn subdomain nam|
from DNS queries over all interfaces.

- Inin-path mode, ADS will automatically learn subdomain names
only from DNS queries over the IN interface.

DNS responsés applicable to the #path mode. In this mode, ADS wil
automatically learn subdomain names from DNS responses receive
the OUT interface. For ADS in-path mode, the preferred option
is DNS response

S,

Note

If DNS responsés selectedAction for Unmatched DNS Requests
cannot be set tbrop.

Min Source IPs

This parameter is required wh&NS query is selected foAuto-learning
Type.

Minimum number of source IP addresses that request the same sub
names. The value range 5256, with3 as the default.

Statistical Period

This parameter is required wh@NS query is selected foAuto-learning
Type.
Period of time when the number of source IP addresses that request th

domain name is counted. The value rangd B600 seconds, witBO as the
default.

When the number reaches the threshold specifiedMiittSource IPsin the
statistical period, the requested subdomain name is added to the allowli

Constra
ints

Max Domain
Levels

Maximum number of levels allowed for domain name. When the nu
reaches the threshold, the domain name will not be added to the allowli

The value range isiQ6, with0 as the default. The val@eindicates no limit.

Uppercase
Restriction

Controls whether to allow the subdomain name to contain uppercase |
The valueYes indicates subdomain names containing uppercase letter
not be added to the allowlist.

Auto Allowlist Duration

Validity period of subdomain names in the allowlist. After this period,
subdomain names will be removed from the allowlist.

The value range isi@000000 minutes, with20 as the default. The value
indicates permanently valid.
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Step 5 Click OK to enable the DNS subdomain allowlist function.

Figure 575 DNS subdomain allowlist

DNS Subdomain Allowlist

DNS Subdomain Allowlist
Item

Enable

Primary Configuration ltems
Item

Action for Unmaiched DNS Reguests:

Subdomain Allowlist Auto-Learning
Item

Enable

Auto-learning Type

Min Source IPs

Statistical Period

@

value

Yes (The global allowlist of DNS subdomains has a higher priority than the group-specific allowlist of DNS subdomains. If both are enabled, only the global
allowlist takes effect )

Value
Default

Value

Yes

DNS query
3

30

Max Domain Levels 0
Constraints L
Uppercase Resriclion | Yes

Auto Allowlist Duration 120,

Edit || Subdomain List || Add || Search | Import | Export || Clear

-—End

Disabling the DNS Subdomain Allowlist Function

If the DNS subdomain allowlist function is enabled, you can é&idk in the DNS
Subdomain Allowlist area and then selddb for Enableto disable it.

5.2.12.2Adding Subdomains to the DNS Subdomain Allowlist

You can manually add a trusted subdomain to the DNS subdomain allowlist or import a
subdomain allowlist file.

Adding a Subdomain

On the page shown in , click Add to type a domain name. The domain name is
caseinsensitive, and should meet the following requirements:

A domain name only consists of letters, digits, dots, hyphens, and/or underscores.

Each label of the domain name ranges from 1 to 63 characters, and the domain name
cannot exceed 128 characters.

The domain name should contain at least one label.
A label cannot start or end with a hyphen, nor have consecutive hyphens.

Importing a Subdomain Allowlist File

To import a subdomain allowlist file, perform the following steps:
Step 1 On the page shown in , click Import .

Step 2 (Optional) On the page that appears, clidkvnload Import Template and save it to a local
disk drive. Type allowed subdomains in the template.

At most 10,000 subdomain names can be imported, with each in a separate line.
Step 3 Click Choose File select the allowlist file (.txt) and clidRpen.

The file name is then displayed on the page.
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Step 4 Click Upload.

After the allowlist file is imported, the system shows the import result.

Figure 576 Import result

DNS Subdomain Allowlist

@

Import Result

Item Value
Start Time 2024-10-28 10:24:06

End Time 2024-10-28 10:24:06
Progress 100%

Total Entries

Successful Imports

Failed Imports

Incorrectly Formatted Entries

oo noM

Refresh || Download || Back

Step 5 View the number of successful and failed imports orrtiport Result page.
You can also perform the following operations:

Click Refreshto update import data in real time.
Click Downloadto save the import result file to a local disk drive.
Click Back to return to thémport Subdomain Allowlist page.

\ In addition, you can click/iew Import Result on thelmport Subdomain Allowlist
N ot: page to view import results
--—-End

5.2.12.3Managing the Subdomain Allowlist

After adding subdomain to the DNS subdomain allowlist, you can view, query, delete, export,
and clear it.

Viewing the subdomain allowlist

On the page shown in , click Subdomain Listto view allowed subdomains that
are manually added or imported. The system displays a maximum of 1000 manually allowed
subdomains.

Deleting the subdomain allowlist

On theAllowed Subdomain Listpage select one or more domain names and then
click Delete In the confirmation dialog box, clidRK.

Querying the subdomain allowlist

On the page shown in , click Search Type the domain name to query in the

textbox and clickOK to check whether the subdomain name is allowed. Only exact search is
supported.
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If the domain name is manually allowlisted, thiow Type showsMANUAL . If the domain
name is automatically allowlisted, tAdow Type showsAUTOMATIC .

Figure 577 Query result

DNS Subdomain Allowlhst

Search Result

Item Value

Domain Name 123.www.test.com
Allowlisted Yes

Allow Type AUTOMATIC

Exporting the subdomain allowlist

On the page shown in , dick Export. On theExport Subdomain Allowlist page
that appears, configure export parameters, and ©lick describes export
parameters.

Table 549 Parameters for exporting subdomain names

Parameter Description
Export Type Specifies the type of the subdomain allowlist for export, which camdneual or
Auto.

Export Method Specifies the export method, which can be either of the following:
Quick: Only allowed domain names are included in the exported file

Detailed: Allowlist entry details, like the allowed domain names and the reg
for their addition, are included in the exported.file

Click B in theOperation row to save the exported DNS subdomain allowlist file to a
local disk drive.

Clearing the subdomain allowlist

By clearing the DNS subdomain allowlist, you can delete the trust status of all subdomains
included in the allowlist on the engine (memory). If a subdomain in this allowlist needs to be
re-trusted after the allowlist is cleared, you need to manually add it to the allowlist or import

an allowlist file.

On the page shown in , click Clear. On theClear Subdomain Allowlist page that
appears, select an allowlist type to be cleared, and@kck

Manual: the subdomain allowlist that is manually added or imported.
Auto: the subdomain allowlist that is generated by ded&oning.

5.2.13Programmable Rules

A programmabile rule is a usdefined protection rule that provides flexible protection
performance. By matching packets at the binary or bit level for any byte content,

Copyright© NSFOCUS 186 V4.5R90F07



=" NSFOCUS NSFOCUS ADSUser Guide

programmable rules can meet the changing requirements in the attack and defense scenarios
and defend against complex attacks.

ChoosePolicy > Access Control > Programmable Protection Rule€lick Add and
configure parameters: describes parameters for creating a programmable rule.

A programmable rule, after being added, can be edited and deleted. However, the
programmable rule referenced by a protection group cannot be deleted.

You can configure up to 64 programable rules, which can take effect only after being
referenced in a group protection policy. For details about how to refence a programmable
rule in a group protection policy, sEe

Table 550 Parameters of a programmable rule

Parameter Description

Name Name of the rule, which can contain 20 characters at most.

Programming Expression of the rule, which can contain 200 characters at most. You can ty
Expression following character types:

Keywords, such as tcp, ip, udp.

Operational rules, including relational operators,(+= >, <, >=), logical
operators (and, or, not), arithmetic operators+{+*, /), and bitwise operator|
(&)

Actions, including drop, accept, drop_black, accept_white, accept_trust_lIq
and accept_trust_high

After you type a text, the system automatically displays associated charact
you to select. For example, the expressiotion.drop tcp.port==137 means tha
the packets to TCP port 137 will be dropped.

Click Verify to check whether the expressions typed are correct. The
verification result is shown below.

Click Help to view the supported character types and detailed filed descri

Description Descriptive information about the rule, which can contain 256 characters at |

Time of Creation Time when the rule was created. It is automatically generated by the system.
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Diversion and Injection

This chapter provides detailed information about traffic diversion and injection.

Section

Description

Describes how to configure the system running mode and interfa
addresses.

Describes how to configure a diversion route.

Describes how to configure an injection rule.

Describes how to configure traffic diversion information.

Describes how to configure an advanced route.

Describes how to configure syskbgsed traffic diversion.

UnderDiversion & Injection, you can configure routes as well as diversion and injection
rules for ADS in oubf-path mode. These rules can be configured only when the current
running mode is Diversion.

A )

Note

When ADS is in iapath mode, only theGeneral Settings menu is available
under Diversion & Injection, while Diversion Routes Traffic Injection ,
Traffic Diversion, Advanced Route Setting andSyslog Diversionare unavailable.

6.1 General Settings

This section covers the following topics:
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6.1.1Running Mode

To configure the running mode on ADS, perform the following steps:

Step 1 ChooseDiversion & Injection > General Settings > Running Mode

Figure 61 Running mode of the ADS device (diversion mode)

Running Mode @
Mode Settings
Ttem Value
Running Mode Diversion
Port Mode Default
Accept Probe Motification Mo
Probe IP Address
Diversion Deletion Latency 5 minutes
Edit
Step 2 Click Edit.
Figure 62 Editing the running mode (diversion mode)
Running Mode @
Edit
Ttem Value
Running Mode Diversion v
Port Mode Default v
Accept Probe Notification No w

Probe IP Address

Diversion Deletion Latency

OK | | Cancel

describes parameters on this page.

Table 61 Parameters for setting the running mode

Parameter Description

Running Mode Current running mode of the ADS device. It has the following options:

In-path: indicates that a single ADS detection device is deployed-frain
mode.

Diversion: indicates that an NSFOCUS detection device and multiple
devices are deployed in eat-path mode.

\,

Note

ADS NX5-1000012000/20000and ADS NX5-HFG10000 do not
support the irpath running mode.

After changing the running mode, restart the desE@rompted

Port Mode Mode of the current port. OnPefault is available for ADS devices.
Accept Probe| Controls whether to receive notifications from ADS when an attack eve
Notification detected. The valugesindicates that the NSFOCUS detection device instr
the current ADS device to handle attacks that are detected.
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Parameter Description

Y

Note

This parameter is required only whBanning Mode is set toDiversion.

Probe IP Address IP address of an NSFOCUS NTA or ADS M that coordinates with the
device. You can type one or more IP addresses separated by spaces.

S,
Note

This parameter is required only whRanning Mode is set toDiversion.

Diversion Deletion| After receiving a diversion deletion notification, ADS deletes the diversion
Latency an automatic delay. The value should be in the rangéldi® minutes.

If ADS receives a diversion deletion notification, and then receives a dive
setup notification before Diversion Deletion Latency expires, ADS
automatically ignores the diversion deletion notification and continues to ¢
traffic.

Step 3 Set parameters and cli€K to save the settings.

—End

6.1.2Port Channel Configuration

ThePort Channel module allows you to manually or dynamically aggregate several
interfaces into a port channel and view the port channel status.

6.1.2.1Configuring a Port Channel

Port channel configuration allows you to configure ports for data exchange between ADS and
other products. You can use any combinations of available ports on the current device. The
MAC address of the port channel is that of the interface with the smallest ID. For example,
after G1/1 and G1/2 interfaces of ADS NX3D4500are combined into a port channel, the

MAC address of the port channel is that of the G1/1 interface.

\ The number of ports varies with ADS series, but the procedure for configurin
4 port channel is the same. This section uses ADS-NXB4500 as an example tc
Note describe how to configure the port channel.

ChooseDiversion & Injection > General Settings > Port Channels > Port Channel®
open the port channel configuration page. 'Sge
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Figure 63 Port Channel page

Port Channels | Port Channel Status 7]
Port Channel Members

Interface ID Priority Mode Operation

G3/1 32768 Active &

G3/2 32768 Active 4

G3/3 32768 Active &

G3/4 32768 Active 4

F4/1 32768 Active &

F4/2 32768 Active 4

F4/3 32768 Active &

F4/4 32768 Active 4
Port Channels

Port Channel [D Physical Port Aggregation Mode Operation

Add

Editing a Port Channel Member

In thePort Channel Membersarea shown ifi
Member page appears, as showrtin

, click —I'?. TheEdit Port Channel

Figure 64 Edit Port Channel Member page

Edit Port Channel Member

Ttem
Interface
Priority

Mode

Value

G3/1

32768 (1-65535)
Active v

OK || Cancel

describes parameters for editing a port channel member.

Table 62 Parameters for editing a port channel member

Parameter

Description

Interface

Serial number of the port, which cannot be changed.

Priority

Specifies the priority level of the interface. The parameter is effective only for dyr
aggregation, in which interfaces are selected based on their priorities.

A smaller value indicates a higher priority. If two interfaces have the same priorit
selection is based on their IDs, which are sorted by the sequence number in as
order.A smaller ID indicates a higher prioritfhe value range isi 65535

Mode

Specifies the LACP working mode of the interface, which can be Active or Passi

Passive The interface does not send, but only receives Link Aggregation Con
Protocol Data Unit (LACPDUSs) from the peer;

Active: The interface sends and receives LACPDUSs.
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Parameter Description

The parameter is effective only for dynamic aggregation.

Adding a Port Channel Interface

Currently, a port can only be included in one port channel.

To the lower right of the port channel list showri-ig
Channel page appears, as showrtin

, click Add. TheAdd Port

Figure 65 Creating a port channel for the ADS device

Add Port Channel
Item
Port Channel ID

Physical Port

Agaregation Mode

Value
(0-95)
G3/1 (This n another port channel and so cannot be added.)
G3{2 (This port ha an ort channel and so cannot be added.)

G3/3 (This port, which is configured as an injection interface, cannot be added.)
[CG3/4

Manual

OK || Cancel

describes parameters for creating a port channel.

Table 63 Parameters for creating a port channel

Parameter

Description

Port Channel ID

ID of the port channel. The value is an integer ranging from 0 to 95.

Physical Port

Available physical ports on the current ADS device.

S,

Note

A port channel can have one or several ports, but each port c
included in only one port channel.

A port configured with an IP address and configured as an inje
interface cannot be added to a port channel.

Aggregation Mode

Specifies how member interfaces of the current port channel aggregate,
can be Manual or Dynamic.

Manual: The port channel does not run any protocol and its members rg
unchanged;

Dynamic: The aggregation and selection of the port channel members t
depend on the LACP protocol.

Editing a Port Channel

On the port channel list in

channel.

, click = in theOperation column to edit a port
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Deleting a Port Channel

On the port channel list in , click '®/ in theOperation column to delete a port
channel.
\ A port channel configured with an IP address and injection interface cann
3 deleted
Note '

6.1.2.2Port Channel Status

This page shows the statistics about LACP packets sent and received through port channels (0
is displayed for a port channel in manual aggregation mode) and the member aggregation
status.

ChooseDiversion & Injection > General Settings > Port Channels > Port Channel Status
to open the port channel status page.fSee

Figure 66 Port Channel Status page

Fort Channel | Port Channel Status | @
LACP Packet Statistics.

Fort Channel ID Value

o Portohasmell s FIV statistio is :

PortMass Parthe PortNfxtand LacpduSent Lacpdubecy NarksrPduSent MurkerPduBscy
TN a 0 a a 0 0

1 Portohannall’ s PO stat:

Fartlass Parthe For
Tz 1 1
3 Partohemnel 30 5 FIV st

tend LacpduSent Lacpduflecy NarkarPduSent MarkerPduhiacy
2481 0 a 0

Portlase Pertho Port¥olxtend LacpduSent Lacpduloy MurkerPduent MurkerPdubocy
s 6 6 ] a o 0

3 Fartchanneldl’ s FOU statiztio iz

Perthams Perto PortRofxtend LacpduSent Lacpdubeoy MarkesPhsSent NarkerPduecy
w@ra 5 o a a 0

Member Port Aggregation Stafus
Port Channel ID Valug
[ Portehannal s srats inforsation is

Norkinglade: LACE
Systes I0. 08-365-Ti-so2d-ae
Tineoutflode: LOWG FERION

Suber of Aggragated Fort: 0

3 4 5 1
|Symobecni zation|Celleating |Di stributing [Defanl tad[Bapived |

2 tnerS: i PartnerPortliey Loal¥aster
0-00-00-00-00-00 65535 o ™

Spesdlb/a) Perthey PortStat  RFM TEEM wz_pn Woti ftate
1 CONMI  DEPALIED  OPERIONC  ATDACHED Vanggregate d

6.1.3GRE Tunnel Configuration

GRE tunnel accomplishes data communication between two private networks. When one
intranet is reachable for another via a route, the GRE tunnel encapsulates intranet packets
(directed towards an intranet IP address in the other network) in IP packets on routes by
default and sends them. On arriving at the peer IP address, the packets will be automatically
decapsulated and then forwarded to the destination IP address in the intranet.
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Creating a GRE Tunnel

Step 1 ChooseDiversion & Injection > General Settings >GRE Tunnels. To the lower right of
the GRE tunnel list, clicihdd.

Figure 67 Creating a GRE tunnel

GRE Tunnels )
Add GRE Tunnel
Item Value
GRE Tunnel ID | |
GRE Tunnel IP | |
Local IP 131110 w
Remote IP | |
Fragmentation ) Yes @ No
MTU 1500
Forced Fragmentation Yes No
QK || Cancel
Step 2 On theAdd GRE Tunnel page, configure parameters.
describes parameters for creating a GRE tunnel.
Table 64 Parameters for creating a GRE tunnel
Parameter Description
GRE Tunnel ID GRE tunnel ID which is unique The value is an integer ranging from 1
1023.
GRE Tunnel IP IP address of the GRE tunnel. Generally, it is an internal IPv4 or IPv6 add
Local IP Source IP address of the GRE tunnel. This parameter can be set to an
IPv6 address.
Remote IP Destination IP address of the GRE tunnel. This parameter can be set to g
or IPv6 address.
Fragmentation Whether a GRE tunnel fragments an IPv4 packet.
MTU Specifies the maximum number of bytes allowed in an IPv4 packe

transmission.

The value range is 14DR000, with1500as the default.
S,

Note

In the case of GRE injections, the protection group's MTU t
precedence over the value configured here.

In the case of common injections, the protection group's MTU t
precedence over the global MTU setting.

Forced Fragmentation | Whether a GRE tunnel forcibly fragments IPv4 packets larger than the |
Selecting Yes means that all IPv4 packets larger than the MTU will
fragmented regardless of the DF bit carried by the packets.
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Step 3 Click OK to save the settings.
----End

Modifying a GRE Tunnel

On the GRE tunnel list, click¥ in theOperation column to edit GRE tunnel configuration.
The configuration of GRE tunnels in use cannot be edited.

Deleting a GRE Tunnel

On the GRE tunnel list, click®' in theOperation column to delete a GRE tunnel. GRE
tunnels in use cannot be deleted.

6.1.4IP Address Configuration

For ADS running in diversion mode, you can configure the IP addresses and loopback
addresses for two interfaces that are used by é&tBe page shown in

Figure 68 IP address list in diversion mode

IP Addresses (7]
Interface IP List
IP Address Prefix Length/Netmask Interface VLAN ID Web Access SSH Login QOperation
12.19.1.254 255.255.255.0 Va1 1 No Mo &
12:19:1::254 64 V4/1 1 No No = (x
Add
Loopback Address
D IP Address Prefix Length/Netmask ‘Operation
Add
\ The number of interfaces varies with ADS series, but the procedure for confic
4 interface IP addresses is the same. This section uses ADS RIKB500 as an
Note example to describe how to configure IP addresses.

Adding an IP Address

ChooseDiversion & Injection > General Settings >IP Address. To the lower right of the

interface IP list, clickAdd and configure parameteis add an IP address. TAdd IP page
appears, as shown fin
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Figure 69 Adding an IP address

IF Addresses (2]
Add IP

Item Value

1P Address

Prefix Length/Netmask 255.255.255.0

Interface Va4l v

VLAN ID

Web Access [
SSH Login l

OK || Cancel

describes parameters of an interface.

Table 65 Interface parameters

Parameter Description

IP Address IP address of a specified interface on the ADS device. You can type a
or IPv6 address according to the actual network deployment.

The IPv4 address cannot be in the same /24 subnet as IP addresses
interfaces. The IPv6 address based on an IPv4 address is not recomme

S,

Note

An interface can have multiple IP addresses.

Prefix Length/Netmask | Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
specified port.

Interface Available ports on the current ADS device.

VLAN ID ID of the VLAN that is connected to the interface.
Web Access Controls whether the interface allows access via web.
SSH Login Controls whether the interface allows access via SSH.

Deleting an IP Address

On the page shown in , click '®! in theOperation column to delete an IP address.
IP addresses being used cannot be deleted.

Adding a Loopback Address

Click Add to the lower right of the loopback address list to add a loopback addregsdd’he
Loopback Addresspage appears, as showrtin
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Figure 610 Adding a loopback address

1P Addresses [7]

Add Loopback Address
Ttem Value
D

1P Address
Prefix Length/Netmask 255.255.255.0

OK || Cancel

describes parameters of a loopback address.

Table 66 Parameters of a loopback address

Parameter Description
ID Loopback address ID. The value is an integer ranging from 0 to 128.
IP Address IP address of a loopback route to be added. You can type an IPv4 o

address according to the actual network deployment.

Prefix Length/Netmask | Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
IP address.

Deleting a Loopback Address

On the page shown in , click '®' in theOperation column to delete a loopback
address. Loopback addresses in use cannot be deleted.

6.1.5IN/OUT Interface Pair Configuration

This section describes how to configure a pair of incoming and outgoing interfaces for
connecting to an external bypass switch.

\ The incoming/outgoing configuration is available only when ADS is deploye
Not: in-path mode.

To add a pair of incoming/outgoing interfaces, perform the following steps:

Step 1 ChooseDiversion & Injection > General Settings >IN/OUT Interface Pairs, and click
Add.

Step 2 SpecifyIN Interface ID andOUT Interface ID, and specify whether to enalitert Sync.
Step 3 Click OK to complete the configuration.
----End
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After an incoming/outgoing interface p&rcreatedyou can edit or delete it, and enable or
disable port synchronization for it. The following describes how to configure port
synchronization. Other management operations are omitted here.

To configure port synchronizatioperform the following steps:

ChooseDiversion & Injection > General Settings >IN/OUT Interface Pairs.

In theIN/OUT Interface Pairs list, click = in theOperation column.
On theModify IN/OUT Interface Pair page, enable or disabfRort Sync.

Whenyou enable or disable port synchronization for an incoming/outgoing interface pai
a warning message is displayed: "This is a fnigk operation. Are you absolutely sure
you want to proceétf After confirmation, the change will be applied immediately.

-—End

A In the active/standbyHA deployment, port synchronization is disabled for
Caution interfaces, and port synchronization configuration will not take effect.

6.2 Diversion Route

The ADS device needs a dynamic routing protocol for diversion. To enable the dynamic
routing protocol, you need to configure route parameters.

6.2.1BGP Route

ChooseDiversion & Injection > Diversion Routes > BGP RoutesAs shown in
only BGP routes are displayed on thlaxal Route page.

Figure 611 Local route parameters

Local Route

@
Route Daemon

Name Parameter Neighbor Type Operation
BGP_v4 BGPV4 /Bind IP 12.19.1.254 {Local AS 65530 [Local Port 179 [Router ID & Diversion |5 (% \l\j
12.19.1.254 /Metric 100 /Community 600:650

BGP_v6 BGPV4 /Bind IP 12:19:1::254 fLocal AS 65530 /Local Port 179 /Router ID & Diversion |% (% \l\j
127.0.0.1 /Metric 100 /Community 600:650

Add

Creating a BGP Route

On the page shown in , click Add to the lower right of the route daemon list to
configure local BGP parameters. See
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Figure 612 Creating a BGP route

BGP Local Parameter Setting

Item
Name

Type
Local AS

Local Port

Keepalive

Holdtime

Metric

Bind IP

Router ID

Management Port (3000-4000)

No-advertise
No-export

Community

®vesONo

®vesNo

Vvalue

Diversion

179

600:650

OK || Cancel

describes parameters for creating a BGP route.

Table 67 Parameters for creating a BGP route

Parameter

Description

Name

Route daemon name.

Local AS

Autonomous system (AS) number of a BGP route daemon.

S,

Note

You are advised to use the AS with number over 65000 and not to
private domain that is already used by other countries.

Local Port

BGP port of the route daemon. Generally, the defaultiXgts used.

Bind IP

Local IP address of the route daemon.

You can type an IPv4 or IPv6 address according to the actual ne
deployment.

Router ID

Router ID included in the BGP route.

Management
(3000 4000)

Por

Management port of the route daemon. The port number ranges from 3
4000.

Community

Community of the BGP route. The default valué@®:650

\,

Note

Other parameters includingeepalive Holdtime, Metric, No-advertise and
No-export are directly taken from the BGPv4 protocol.

Editing a BGP Route

On the route daemon list shownFiit , click & in theOperation column to edit a

route.
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Note

Modifying BGP settings during the running of the HA function may cause tr
switchover, and is not recommended.

Deleting a BGP Route

On the route daemon list shownH

route.

Viewing the Route Status

On the route daemon list shownF

, click '®!/ in theOperation column to delete a

, click & in theOperation column to view

status of the route.

Adding a BGP Neighbor

A BGP route is the only route that has neighbors. On the route daemon list stiowundn
, click */ in theNeighbor column to add a BGP neighbor. See

Figure 613 Adding a BGP neighbor

BGP Neighbor Parameter Setting

HNeighbor Name

Neighber IP

@
Local Daemon Remote AS Remote Port
BGP_v4 179

Passive Mode Auth eBGP Multihop Last-Hop IP

Ores ®no

OK || Cancel

\,

Note

After a neighbor is added, cIic@ to check whether it is connected.

describes parameters of a BGP neighbor.

Table 68 Parameters for creating a BGP neighbor

Parameter

Description

Neighbor Name

BGP neighbor name.

Neighbor IP

IP address of the BGP neighbor. Both IPv4 and IPv6 addresses are allowed.

Remote AS

Autonomous system of the BGP neighbor.

Remote Port

Remote port of the BGP neighbor. The default port numkErds

Passive Mode

Controls whether to enable the passive mode for the BGP neighbor.

Auth

Authentication password. This parameter is required only when you encrypt th
neighbor.

eBGP Multihop

Maximum number of hops allowed by the External Border Gateway Pro

Copyright© NSFOCUS

200 V4.5R90F07



=" NSFOCUS NSFOCUS ADSUser Guide

Parameter Description
(eBGP).

LastHop IP IP address of the router directly connecting to the ADS device. Both IPv4 ang
addresses are allowed.

Hiding or Displaying a BGP Neighbor

All neighbors are displayed in the list by default. You can c=:ko hide neighbors of a
route or click # to display all of them.

Other Operations on a BGP Neighbor

After all BGP neighbors are displayed, you can cl3k to modify information of a neighbor,
click X! to delete a neighbor, clic® to check whether a neighbor can be pinged, or click
& to view the connection status of a neighbor.

\ After you click ‘3 if the link works properly, the ping output displays the statu:
Note only the first five packets.

6.2.2IP Route Assignment

IP routes enable the current ADS device to receive notifications (configured together with
diversion filtering rules) from an NSFOCUS's abDoS detection device and to
decide which route daemon sends notifications.

ChooseDiversion & Injection > Diversion Routes >IP Route Assignmentto view IP route
assignment, as shown/i

Figure 614 IP route assignment

IP Route Assignment %)

IP Route Assignment (only for receiving notifications from probe)
Protected IP Prefix Length/Netmask Assigned Route Daemon Operation
Add

Creating an IP Route

On the page shown in , click Add to the lower right of the IP Route Assignment
list. On theAdd IP Route Assignmentpage, configure parameters and then dlék
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Figure 615 Creating an IP route

IP Route Assignment [7]
Add IP Route Assignment

Item Value

IP Address

Prefix LEHch;"NEtI'I'IEEk 255.255.255.255

Route Daemon [CIBGP_v4

[(JBGP_v6
QK || Cancel

describes parameters for creating an IP route.

Table 69 Parameters for creating an IP route

Parameter

Description

IP Address

IP address to which a route is assigned. You can type an IPv4 or IPv6 g
according to the actual network deployment.

Prefix Length/Netmask

Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
IP address.

Route Daemon

Route daemon that sends a routing notification.

Editing an IP Route

On the IP route assignment list showri-ip
edit an IP route.

Deleting an IP Route

On the IP route assignment list showri-ip
delete an IP route.

, click & in theOperation column to

, click '®' in theOperation column to

\ For how to configure diversion filtering rules, see

Note

6.2.3BGP FlowSpec Routes

BGP FlowSpec is a BGPRased traffic control protocol. ADS uses it to distribute traffic
matching rules and actions to other routers in the network, enabling the filtering of
illegitimate traffic based on matching conditions such as IP addresses and ports. By
synchronizing traffic control rules with these routers, ADS can effectively mitigate DDoS

attacks across the network.
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ChooseDiversion & Injection > Diversion Routes > BGP FlowSpec RoutesClick Add

and configure parameters to configure a BGP Flow&pete

describes the

parameters for configuring a BGP FlowSpeute.

After a BGP FlowSpepeeris created, you can edit or delete it. Cli* to expand the BGP
FlowSpec route neighbor information.

Table 610 Parameters faronfiguring a BGP FlowSpeoute

Parameter Description

Name Name of the BGP FlowSpgeer

Local AS Local autonomous system (AS) number of the BGP Flow8pec

Local Port Specifies the source port used by ADS to exchadg® with BGP FlowSpe
neighbors. The default valueig9.

Bind IP Specifies the local IP address used by ADS to establish a BGP FlowSpec neighk
You can choose either an IPv4 or IPv6 address according to the actual n
deployment.

Holdtime Specifies the maximum number of seconds ADS will wait for BGP messages fr
neighbor before terminating the BGP FlowSpec connection. The default valge
seconds.

Max Routes Specifies the maximumumber ofrouteentries that ADS sends to the@P FlowSped

session This setting camelp prevent router performance from deterioration that r
occur if ADS sends too many BGP messages.

No-advertise

Yes does not advertise the BGP FlowSpec route to other BGP FlowSpec pee

No: advertises the BGP FlowSpec route to other BGP FlowSpec peers.

No-export Yes does not export BGP FlowSpec information to other ASes.
No: exports BGP FlowSpec information to other ASes.
Community Specifies how the BGBpeaking routers that receive the BGP FlowSpec informa
treat tre BGP FlowSpepeer
In addition to theNo-advertise andNo-export parameters, you can enter a commu
value in the format cASN:value for example, 600:650
Description Description of the BGP FlowSp@eer which cannot exceed 8&haracters.
Neighbors Click (#} in the BGP neighbor list to add a BGP FlowSpec neighbor. Mul

neighbors can be added.
Parameters for configuring a BGP neighbor are described as follows:

Neighbor Name specifies the name of the BGP FlowSpec neighbor.

Passive Mode specifies whether to enable passive mode for the BGP FlowSp
neighbor.

Neighbor IP: specifies the IP address of the BGP FlowSpec neighbor. Enter ¢
an IPv4 or IPv6 address according to the actual network deployment scenari

Remote Port specifies the remote port of the BGP FlowSpec neighbor. The
default value 479,

Remote AS specifies the remote AS number.

Encrypt: controls whether communication is encrypted(dgis selected
communication between ADS and the BGP FlowSpec neighbor will be encryy
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Parameter

Description

You need to enter a password in the adjacent text box.

Last-Hop IP: specifies the IP address of the router directly connected to ADS
Both IPv4 and IPv6 addresses are supported.

6.3 Traffic Injection

This section covers the following topics:

6.3.1Injection Interfaces

A )

Note

The number of interfaces varies with ADS series, but the procedure for confic
injection interfaces is the same. This section uses ADS-NBB500as an example
to describe how to configure injection interfaces.

To configure an injection interface, you need to configure parameters about the injection
interface, including interface IP address and netmask, VLAN ID, and physical port of the
interface. The injection interface determines the physical port and packet encapsulation
format for traffic reinjection.

This section covers the following topics:

6.3.1.1Adding an Injection Interface

To add an injection interface, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Injection > Injection Interfaces .
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Figure 616 Injection interface list

Injection Interfaces [7)
Interface TP 1P Prefix Length/Netmask VLAN 1ID Physical Port Description Operation
50.74.2.254 255.255.255.0 0 G4/3 & ®
50:74:2::254 64 0 G4/3 ¥ &
80:91:77::1 64 77 /5 [ ®
80.91.77.1 255.255.255.0 77 G4/5 ¥ &
83.16.55.254 255.255.255.0 0 PortChannel 1 [E:E)

Add || Delete
Step 2 Click Add to open the page for adding an injection interface.

Figure 617 Adding an injection interface

Add Injection Interface

Ttem Value

Interface IP

Prefix Length/Netmask 255.255.255.0

VLAN ID

Physical Port Cvain

[ v4f2
Description
]
OK || Cancel

describes parameters of an injection interface.

Table 611 Parameters of an injection interface

Parameter

Description

Interface IP

IP address of the injection interface. You can type an IPv4 or IPv6 ag
according to the actual network deployment.

If Interface IP is set to an IPv4 address, it can be either a network a
in the format of ***.0/24 or a broadcast address in the formal
** * 255/24.

If Interface IP is set to an IPv6 address, the IPv6 prefix length ran
48i 128 bits.

Prefix Length/Netmask

Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
interface IP address.

VLAN ID

VLAN ID of the injection interface. The value is an integer ranging from
4094.

Physical Port

Physical port of the injection interface. You can select multiple phy
ports.

Description

Brief information about the injection interface, which is less than
characters.
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IP address configured on the injection interface is a source IP address of th
query packets, which is mainly used by the ADS device to learn thehapx¥AC
address. Other devices cannot communicate with this IP address.

\ - When VLAN ID is not0O, all packets will be encapsulated with the IEEE 802
Note protocol and then be forwarded.

When VLAN ID is 0, all packets will be encapsulated with a common Ethe
protocol. If the injection interface has several physical ports, traffic is forwa
in load balancing mode on these interfaces.

Step 3 Set parameters and cli€K to save the settings.

-—End

6.3.1.2Editing an Injection Interface

After configuring injection interfaces, you can edit interface parameters by performing the
following steps:

Step 1 On the injection interface list shown , click =" in theOperation column of an
interface to edit interface parameters.

Step 2 After editing interface parameters, cliCiK to save the settings and return to the injection
interface list.

-—End

6.3.1.3Deleting Injection Interfaces

You can delete one injection interface or multiple interfaces in batches on ADS devices.

Method 1: On the injection interface list showri-in , click '# in the
Operation column of an interface and then clicK in the confirmation dialog box to
delete an injection interface.

Method 2: Select one or more injection interfaces (or select the check box in the table
header to select all injection interfaces) to be deleted, Bitkteto the lower right of

the interface list, and then cli€XK in the confirmation dialog box to delete the selected
interfaces.

6.3.2Injection Routes

ADS supports multiple injection routes. If multiple routes have the same priority, ADS injects
traffic along all the routes and checks the connectivity of all the routes. Once a route fails,
ADS automatically invalidates the route and injects traffic along the other routes subsequently.
If multiple injection routes have different priorities, ADS injects traffic along the route with

the highest priority, and uses the other routes as standby routes. In this case, ADS checks the
connectivity of all the routes. If the route with the highest priority fails, ADS considers it as

an invalid one and injects traffic along the route with the highest priority among the standby
routes. This primargecondary mechanism among routes achieves high availability.

This section covers the following topics:

Copyright© NSFOCUS 206 V4.5R90F07



«NSFOCUS NSFOCUS ADSUser Guide

Viewing Link Connectivity of Injection Routes
Viewing Injection Routes

Learning MAC Address

Enabling and Disabling Injection Routes
Resetting Link Switch Count

Editing Injection Routes

Deleting Injection Routes

Editing Advanced Configurations

Searching for Injection Routes

6.3.2.1Creating an Injection Route

To create an injection route, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Injection > Injection Routes to open thénjection
Routespage, as shown iAgure 618,

Figure 618 Injection routes

Tnjection Routes @]
Q, Conditien
Protected IP Next-Hop IP
Loopback IP MPLS Learning Mode | ) v
MPLS Label VPN Leaming Mode | 4 -
Rule Status All v VPN Label
Description
Search
. » 1/1 Entries per page | 10 ~ ,Go o -
(m} Protected  Prefix Next-Hop  MPLS  MPLS Loopback VPN VPN Learning GRE GRE Tunnel Rule Link Link Switch Description Operation
i Length/Netmask | IP Label  Learning Label | Mode Tunnel ID Leaming Mode | Status  Connectivity | Count
Mode
] 0000 |0.0.00 121911 0 Tnvalid 0.0.0.0 |0 Tnvalid 0 Tnvalid Enable A (primary) |0 2 @@
e
O 3 0 12:19:1:1 | 0 Invalid = [] Tnvalid [] Invalid Enable | A(primary) |0 & & @
ne
Enable || Dizable || Delete || View || Add || Add Multiple || Advanced Config

Step 2 Click Add.
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Figure 619 Creating an injection route

Add Injection Route
Item
Protected IP

Prefix Length/Netmask

Next-Hop IP

MPLS Label

MPLS Learning Mode
Loopback

VPN Label

VPN Learning Mode

GRE Tunnel ID

GRE Tunnel Learning Mode
Rule Status

Priority
1P to Check

Gateway of IP to Check.

Description

Value

255.255.255.255

0.0.0.0

Invalid -

0.0.0.0

Invalid v
Select: | v
Invalid v
Enable v
Primary v

OK || Cancel

describes parameters for creating an injection route.

Table 612 Parameters for creating an injection route

Parameter

Description

Protected IP

IP address or IPv4 segment of a protected host. You can type an IPv4 ¢
address according to the actual network deployment.

\,

Note

Currently, you can add an injection route for IP addresses in the
/24 subnet, but not for those in the /4 subnet.

Prefix Length/Netmask

Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
IP address to be protected.

The netmask of an IPv4 address must range from 255.255.0
255.255.255.255. The prefix length of an IPv6 address must be in the
of 0 to 128.

NextHop IP

Next-hop IP address of the traffic destined for the protected IP address
segment). The nettop IP address is often bundled with the inject
interface of the ADS device.

You can type an IPv4 or IPv6 address according to the actual ne
deployment.

MPLS Label

MPLS label of the packet forwarded by the injection route. Leave it a
default valued if no MPLS label is configured.

MPLS Learning Mode

Specifies how to learn MPLS labels. It has the following values:

Manual setting: indicates that you need to specify the MPLS Ig
manually.

Auto-learning: indicates that the ADS device automatically lea
MPLS labels.

Invalid : indicates that no MPLS label is configured.
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Parameter Description

Loopback Specifies the loopback IP address of the border router in the network
the protected server resides.

VPN Label VPN label. Leave it at the default valQéf no VPN label is configured.

VPN Learning Mode

Specifies how to learn the VNP label. It has the following values:

Manual setting: indicates that you need to specify the VPN Ila
manually.

Auto-learning: indicates that the ADS device automatically learns
labels In this mode, the loopback interface uses the IP address (

MP-BGP neighbor by default.
Invalid : indicates that no VPN label is configured.

6PE: indicates that the injection route uses the 6PE mode. In this 1
the loopback interface uses the IP address of theBRP neighbor by
default.

GRE Tunnel ID

ID of a GRE tunnel. Leave it at the default valigf no GRE tunnel is
configured.

GRE Tunnel Learning

Specifies how to learn the GRE tunnel label. It has the following values:

Mode Auto-learning: indicates that the ADS system automatically learns (
tunnel labels. In this cas&nable Injection MPLS Label Learning
must be set t¥esin Running Mode.

Manual setting: indicates that a GRE tunnel label needs to be config
manually.
Invalid: indicates that no GRE tunnel label is configured.

Rule Status Controls whether to query the injection status. It has the following value
Enable: indicates that the system queries the injection rule W
forwarding packets.

Disable indicates that the system does not query the injection rule
forwarding packets.

Priority Route priority. The default value rimary .

Primary : indicates a higher priority.
Secondary indicates a lower priority.
IP to Check IP address to be pinged when the connectivity of the current route is ch

The default value i6.0.0.Q indicating that the nextiop IP address is used
the IP to check.

Gateway of IP to Check

The gateway of the IP address to be pinged when the connectivity
current route is checked. The default value0i8.0.Q indicating that ng
corresponding static route is configured.

If IP to Check andGateway of IP to Checkare set to other values than t
default ones, the system automatically adds a static roufe to Check
and with the next hop @ateway of IP to Check

Description

Brief information about the route, which is less than 256 characters.
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When Next-Hop IP is set t00.0.0.0,the ADS device performs layer 2 forwardin

\ Assume that the protected IP address is 192.168.1.0, the netmask is 255.25!
4 and the nexhop IP address is 0.0.0.0. Then the fiexp IP address of the traffi
Note destined for 192.168.1.1 is 192.168.1.1, and that of 192.168.1.2 is 192.168.1.

rest may be deduced by analogy.

Step 3 Set parameters and cli€K to save the settings.

-—End

6.3.2.2Creating Injection Routes in Batches

You can create injection routes in batches on the ADS system by performing the following
steps:

Step 1 Click Add Multiple to the lower right of the injection route list.

Figure 620 Creating injection routes in batches

Injection Routes @
Injection Routes

Format Description:

Sequence of parameters (separated by space, each rule in a separate line)

[Diversion IP] [netmask (255.255.255.255)] [Next-hop IP] [Status (1: Enable 2: Disable)] [MPLS label (default: 0)] [VPN label (default: 0)] [Loopback IP (default: 0.0.0.0)] [MPLS learning mode] [VPN
learning mode] [GRE tunnel mode] [GRE tunnel ID (default: 0)] [Priority (default: 0)] [IP to check (default: 0.0.0.0)] [Gateway of IP to check (default: 0.0.0.0}] [Description (optional)]

Learning Mode: 1 Auto-learning, 2 Manual Setting, 3 Invalidation, 4 6PE

Example:

123.123.4.4 255.255.255.255 5.5.5.51 00 0.0.0.0 3 3 3 0.0 0.0.0.0 0.0.0.0 description

OK || Cancel

Step 2 Type multiple injection routes as prompted.
Pay attention to the following format specifications:

An injection route is typed in the following format:[Diversion IP] [netmask
(255.255.255.255)] [Nextop IP] [Status (1: Enable 2: Disable)] [MPLS label (default:
0)] [VPN label (default: 0)] [Loopback IP (default: 0.0.0.0)] [MPLS learning mode]
[VPN learning mode] [GRE tunnel mode] [GRE tunnel ID (default: 0)] [Priority (default:

0)] [IP to check (default: 0.0.0.0)] [Gateway of IP to check (default: 0.0.0.0)]
[Description (optional)].

For the learning mode, the valliéndicates autdearning, the valu@ indicates manual
setting, the valu8 indicates invalid, and the valdandicates 6PE.

An injection route example is as followi23.123.4.4 255.255.255.255 5.5.5.5100
0.0.0.033300.0.0.0

Parameters of each injection route are separated by spaces.
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Each line can contain only one injection route.
Step 3 After the parameter configuration is complete, clK to save the settings.
----End

6.3.2.3Viewing Rule Status of Injection Routes

After routes are configured and applied, you can view rule status of the routeRirehe
Statuscolumn in . The rule status could be one of the following:
Enable: The rule is manually enabled, and the link is connected or not checked.

Enable (Block). The rule is enabled, but cannot be used because the link is disconnected
for the injection route.

Disable (Block} The rule is disabled by the system because the injection link is
disconnected and the number of link switches exceeds the specified number.

Disable The rule is manually disabled.

6.3.2.4Viewing Link Connectivity of Injection Routes

After routes are configured and applied, you can view link connectivity of the routes in the
Link Connectivity column in . The link connectivity could be one of the
following:

+ : The link of this injection route functions properly. That is, ADS can successfully
ping thelP to Checkof the injection route.

€: The link of this injection route is faulty. That is, ADS fails to pingfh¢o Check of
the injection route. In this case, traffic cannot be injected along this route.

4k The link of this injection route is in unstable status. ADS does not check this
injection route.

©: The link of this injection route is in unstable status. ADS is checking this injection
route.

6.3.2.5Viewing Injection Routes

After injection routes are configured and applied, you can view information about such routes
and MPLS labels learned by the device. The detailed procedure is as follows:

Step 1 Click View to the lower right of the injection route list to view current injection routes and
learned labels.

Figure 621 Viewing injection routes and learned labels

Injection Route Leaming

Current Injection Route

0.0.0.0/0.0.0.0 via 12.19.1.1 tunnelid 0

0000:0000:0000:0000:0000:0000:0000:0000/0 viz 0012:0019:0001:0000:0000:0000:0000:0001 tunnelid 0

Label Leaming

Cancel

Current Injection Route lists current injection routes that are taking effect on the device
engine.
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Label Learning lists MPLS labels learned by the device. An MPLS label is a local short
identifier with a fixed length. It is used to identify the Forwarding Equivalence Class
(FEC) to which a group belongs.

A )

Note

Injection routes support encapsulation of two layers of labels.

Upper labelsMPLS labels that are learned via the MPLS protocol. To en
MPLS label learning support on the device, you need to first enable
Label Distribution Protocol (LDP), then configure an MPLS label and the M
learning mode for injection routes, and enable injection route label learning.

Lower labels:6PE labels or VPN labels that are learned viaB&P. To enable
support of 6PE or VPN labels on the device, you need to first configurBGHP
and then configure the VPN label and VPN learning mode for injection routes

Step 2 After viewing injection routes, clickCancelto return to the injection route list.

—End

6.3.2.6Learning MAC Address

The MAC address autiearning function allows the ADS device to learn the MAC addresses

of the protected IP addresses by sending ARP broadcast messages. The mapping between the
protected IP addresses and the MAC addresses learned by the ADS device is displayed in the
MAC address table. For the mapping details,\8é¢e

To view MAC addresses learned by the ADS device, i on the right of an injection
route, as shown iR

S,

Note

If the ADS device takes a long time to learn the MAC address of a protectec
address, you are advised to manually bind the protected IP address and th
address.

If the prefix length of the IPv6 address is not 128 bits and the next hop is
specific IP address, MAC learning will be unavailable.

6.3.2.7Enabling and Disabling Injection Routes

On the ADS device, only enabled injection routes are valid, while disabled ones are invalid.
The operations of enabling and disabling injection routes free you from redundant deletions
and additions. If some injection routes are not required currently, disable them.

You can enable or disable a single injection route or more routes in batches.

Enabling Injection Routes

Method 1: On the injection route list as showriin . click ‘¥ in the

Operation column of a disabled route to enable it. Then, the status icon of this route
turns to ‘&

Method 2: On the injection route list shownHin , select one or more injection

routes (or select the check box in the table header to select all injection routes) to be
deleted, clickEnableto the lower right of the route list, and cli€kK in the
confirmation dialog box to enable the selected routes.
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Disabling Injection Routes

Method 1: On the injection route list shownHin , click &) in theOperation
column of an enabled route to disable it. Then, the status icon of this route tt*hs to
Method 2: On the injection route list shownHin , select one or more injection

routes (or select the check box in the table header to select all injection routes) to be
deleted, clickDisableto the lower right of the route list, and then cl@K in the
confirmation dialog box to disable the selected routes.

6.3.2.8Resetting Link Switch Count

You can view the number of link switches (from valid to invalid) of an injection route in the
Link Switch Count column in

You can click&? in theOperation column of an injection route to reset the number of link
switches td).

6.3.2.9Editing Injection Routes

After configuring injection routes, you can edit route parameters by performing the following
steps:

Step 1 On the injection route list iR , click = in theOperation column of a route to edit
route parameters.

Step 2 After editing parameters, clidRK to save the settings and return to the injection route list.
----End

6.3.2.10Deleting Injection Routes

You can delete one injection route or more routes in batches on the ADS device.

Method 1: On the injection route list shownHin , click '® in theOperation
column of a route and clidRK in the confirmation dialog box to delete an injection
route.

Method 2: Select one or more injection routes (or select the check box in the table header
to select all injection routes) to be deleted, clieketeto the lower right of the route list,
and clickOK in the confirmation dialog box to delete the selected routes.

6.3.2.11Editing Advanced Configurations

You can edit advanced configurations that apply to all injection routes.

Click Advanced Configto the lower right of the injection route list showrtin
The page for editing advanced configurations appears. Etlitkio configure parameters.

By default, no function is enabled. See
After Injection Route Redundancyis set toEnable, advanced optionare as shown in
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Figure 622 Advanced options

Injection Routes [2]
Advanced Options

Item Value

Enable Injection MPLS Label Learning No

Enable Longest Route Match No

Enzble Route Cache No

Diversion-Interface-Preferred Injection No

VLAN-Preferred Injection No

Advanced Functions

Item Value

Injection Route Redundancy Disable

Injection Connectivity Check Disable

LDP Neighbor Status Check Disable

Edit || Cancel

Figure 623 Advanced option$ with the injection route redundancy enabled

Injection Routes 7]
Edit Advanced Options

Item Value

Enable Injection MPLS Label Learning Oies @No

Enable Longest Route Match

Enable Route Cache

Diversion-Interface-Preferred Injection

VLAN-Preferred Injection
Edit Advanced Functions

Item

Injection Route Redundancy

Injection Connectivity Check

LDP Neighbor Status Check (CEnable @ Disable
Edit Advanced Function Parameters

Item Value

Check Interval 50 g

Max Retries 3

Max Link Switchovers 5

QK || Cancel

Step 3 After configuring parameters, clicdBK.

Table 613 describes advanced options of injection routes.

Table 613 Parameters for advanced options of injection routers

Parameter Description

Advanced | Enable Injection MPLS Controls whether to enable MPLS label learning
Options Label Learning injection routes. The default value . This needs to b
enabled only when MPLS injection is enabled.

S,

Note

If MPLS label learning is enabled while MPL

Copyright© NSFOCUS 214 V4.5R90F07



="NSFOCUS

NSFOCUS ADSUser Guide

Parameter

Description

injection is disabled, injection routes of oth
types will be unable to be dispatched.

MPLS label learning for injection routes cannot
enabled simultaneously with the injection ro
redundancy function.

Enable Longest Route Matc

Controls whether to enable longest route match. The dg
value isNo. After longest route match is enabled, amc
routes destined for the same IP address, the system s
one based on their netmask values. The route with
largest netmask value will be selected.

Enable Route Cache

Controls whether to enable route cache. The default val
No. The route cache needs to be enabled only when lo
route match is enabled. The route cache is like a
forwarding table. With this enabled, the system does
need to check the entire injection routing table every tim

DiversiontInterfacePreferred
Injection

Controls whether to enable diversiotierfacepreferred
injection. The default value i8lo. After this is enabled
traffic will be preferentially injected over the diversi
interface, ensuring that traffic is diverted and injected (¢
the same interface.

S,
Note

To enable diversiointerfacepreferred injection
you should first enable longest route match.

Diversioninterfacepreferred injection an
injection route redundancy cannot be enak
simultaneously. To enabl

diversioninterfacepreferred injection, you shoul
ensure that the injection route over the divers
interface has the highest priority or all injecti
routes have the same priority.

VLA -Preferred Injection

Control whether to inject traffic preferentially from VLAN
The default value iNo. If this function is enabled, th
traffic will be preferentially injected from VLAN.

Advanced
Functions

Injection Route Redundancy

Controls whether to enable the injection route redunds
function.

S,

Note
After injection route redundancy is enabled, neit
diversioninterfacepreferred injection nor injectio
MPLS label learning can be enabled.

Injection Connectivity Check

Controls whether to enable injection connectivity check
After this is enabled, ADS periodically checks whether
link is available, that is, whethéP to Check specified in
the injection route rule is reachable. If not, the inject
route will be unable to take effect. Whé to Check is
0.0.0.0(default), the system checks whether the ey IP
address is reachable.

LDP Neighbor Status Check

Controls whether to enable the LDP neighbor status ch
After this is enabled, ADS periodically checks whether
LDP neighbor is reachable if MPLS label learning is &
enabled for injection routes. If not, all MPk8lated
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Parameter Description

injection routes will lose effect and traffic diversion for
MPLS-related IP addresses will stop.

Advanced | Check Interval Specifies the interval between two link availability cheg
Function The value ranges from 1 to 600, in seconds. The de
Parameters value is60.

Max Retries Specifies the allowed number of attempts to check injeq

link availability. The value ranges from 1 to 10, and
default value is3. If a link remains unavailable after t|
specified number of check attempts, the link is consid
invalid and a link switch is triggered.

Max Link Switches Specifies the maximum number of link status switc
before an injection link is considered invalid. The va
ranges from 0 to 10, and the default valug.i¥he valued
indicates no limit on the number of link status switches.

S,

Note

A link status switch is counted when the status of a
changes from up to down, but not when the st
changes from down to up. After the number of |
status switches exceeds the specified maxin
number, the system automatically adjusts the priqg
of the injection link.

6.3.2.12Searching for Injection Routes

The injection route table shown fin lists all existing injection routes in the
ascending order of creation time by default. By default, each page lists 10 entries. You can
also change the number26, 50, or 100

You can set filtering conditions in the upper part of the page to list only injection routes
meeting the specified conditions. The procedure is as follows:

Step 1 Set filtering conditions.
For the description of parameters, Seée
Step 2 Click Search

Then only injection routes meeting the conditions are listed below, as shéwnin
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Figure 624 Searching for injection routes

Injection Routes

)
Q Condition
Protected IP 0000 Next-Hop IP
Loopback IP MPLS Learning Mode | 4
MPLS Label VPN Leaming Mode | o))
Rule Status Al VPN Label
Description

Search

11 Eniries per page | 10 v |Go'to
(m] Protected  Prefix Next-Hop  MPLS
»

MPLS Leaming  Loopback VPN
Length/Netmask | IP Lebel  Mode Label

VPN Leaming  GRE Tunnel GRE Tunnel Leamning  Rule Link
bel  Mode D Mode Status

Connectivity

Aprimary) |0 B ®®da
2

Enable || Disable || Delete | View || Add | Add Multiple | Advanced Config

Link Switch | Deseription Operation
Count

(m] 0.0.0.0 0.0.0.0 121911 0 Invelid 0000 0 Invelid ] Invalid Enable

----End
6.3.3MAC Address Table

The MAC address table specifies the mapping between IP addresses and MAC addresses on
the ADS device for fast data forwarding. The MAC address table can be added manually or
learned by the ADS device dynamically. For details about dynamic learning of MAC
addresses, seexarning MAC AddressThis section covers the following topics:

Adding a MAC Address Entry
Editing a MAC Address Entry
Deleting a MAC Address Entry
Querying MAC Addresses
Configuring Invalid MAC Addresses
Configuring Valid MAC Addresses

6.3.3.1Adding a MAC Address Entry

To add a MAC address entry, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Injection > MAC Address Table to open the
configuration page for the MAC address table.

Figure 625 MAC address table

MAC Address Table @
Static MAC Addresses
1P Address MAC Address Operation
Invalid MAC Sefting || Search || Add
Valid MAC Addresses
First| « » Last 1/1Page,Goto +
IP Address MAC Address Status Operation
0012:0019:0001:0000:0000:0000:0000:0001 48:7b:6b:15:40:df Dynamic x
12.19.1.1 48:7b:6b:15:40:df Dynamic x
Search

Step 2 Click Add to the lower right of the MAC address table to open the page for adding the
mapping between an IP address and a MAC address.
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Figure 626 Adding the mapping between an IP address and a MAC address

MAC Address Table 2]
Add Static MAC Address

Item Value

IP Address

MAC Address

OK || Cancel

Step 3 Type the IP address and MAC address and €ikkio save the settings.

\ The ADS device supports the IPv4/IPv6 dual stack. Therefore, you can configur
Note or IPv6 addresses in the MAC address table.
--—-End

6.3.3.2Editing a MAC Address Entry

After configuring MAC address entries, you can edit parameters of this entry by performing
the following steps:

Step 1 On the page shown in , click & in theOperation column of a MAC address to
edit its parameters.

Step 2 After editing parameters, clidRK to save the settings and return to the MAC address table.
----End

6.3.3.3Deleting a MAC Address Entry
You can delete MAC address entries one by one on the ADS device.

In the MAC address table shownFi , click '* in theOperation column of a
MAC address entry and then cli€X to delete an entry.

6.3.3.4Querying MAC Addresses

To query the MAC address mapped to an IPv4 or IPv6 address, perform the following steps:

Step 1 On the page shown in , click Searchto the lower right of the MAC address table
to open the static MAC address lookup page.

Figure 627 Querying the MAC address mapped to an IP address

MAC Address Table @
Static MAC Lookup

Ttem Value

1P Address

OK || Back
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Step 2 Type the IPv4 or IPv6 address and cligK.

Then, the MAC address mapped to this IP address is displayed.
Step 3 Click Back to return to the MAC address table.

----End

6.3.3.5Configuring Invalid MAC Addresses

If the MAC address of an IP packet is the same as an invalid MAC address configured on the
ADS device, the system drops the packet automatically.

To add an invalid MAC address, perform the following steps:
Step 1 On the page shown in , click Invalid MAC Setting to the lower right of the MAC
address table to open the page for configuring invalid MAC addressesgSee

Figure 628 Configuring invalid MAC addresses

MAC Address Table

Add Invalid MAC Address
Ttem Value
Invalid MAC address 101111111111

QK | | Cancel

Step 2 Configure invalid addresses.

The default invalid MAC address14:11:11:11:11:11 You can configure other invalid
addresses as required and then diékto save the settings.

\ MAC addresses typed on the web page must be separated by colons.
Note

—-End
6.3.3.6Configuring Valid MAC Addresses

The valid MAC addresses can be dynamically learned or statically configured, as shown in
the Status column. You can operate on valid MAC addresses as follows:

Querying a valid MAC address

Click Searchto the lower right of the valid MAC address list to open the valid MAC
address lookup page. Type the IPv4 or IPv6 address anddifickhen, the valid MAC
address mapped to this IP address is displayed.

Deleting a valid MAC address
Click "%/ in theOperation column of a valid MAC address and then cl@K to delete

it. Make sure deleting this valid MAC address will not affect the current service traffic.
To delete a static MAC address, sed
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6.4 Traffic Diversion

This section covers the following topics:

6.4.1Filtering Rules

A diversion filtering rule informs the current ADS device whether to advertise route
information for automatic traffic diversion when receiving attack information from
NSFOCUS's abDoS detection devices.

As shown in , diversion filtering rules are listed by time of addition. The device
matches rules (of Enable status) from top to bottom and uses the default rule if no rule is
matched.

A check in theAllow diversion by default check box, indicates that ADS, by default, diverts

the traffic of the protected IP address included in the routing notification from NSFOCUS
Probe.

Figure 629 Filtering rules

Filtering Rules )

1P Address Prefix Length/Netmask Allow Diversion Rule Status Operation

Allow diversion by default B3 | Add

Creating a Diversion Filtering Rule

On the page shown in , dick Add to the lower right of the list. On the
Add Diversion Filtering Rule page, configure parameters and cliaK .

Figure 630 Creating a diversion filtering rule

Filtering Rules @]
Add Diversion Filtering Rule

Item Value

IP Address

Netmask 255.255.255.255

Allow Diversion O

Rule Status Enable w

QK | | Cancel

describes parameters for creating a diversion filtering rule.
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Table 614 Parameters for creating a diversion filtering rule

Parameter

Description

IP Address

IP address or segment to be protected. You can type an IPv4 or IPv6 &
according to the actual network deployment.

Netmask

Netmask of the IP address to be protected. This parameter allows you to co
a network segment.

Allow Diversion

Controls whether to enable diversion. A check in the checkbox indicates th
ADS device allows diversion. This check box is deselected by default, indig
that the ADS device does not allow diversion.

Rule Status

Controls whether to enable the rule immediately after the rule is added. It h
following values:

Enable: enables a diversion filter rule immediately after it is added.

Disable disables the diversion filter rule that can be enabled later manual

Editing a Diversion Filtering Rule

On the diversion filtering rule list shown fifi , click = in theOperation column

to edit a rule.

Deleting a Diversion Filtering Rule

On the diversion filtering rule list shown i , click "% in theOperation column
to delete the rule.

Changing the Status of a Diversion Filtering Rule

On the diversion filtering rule list shown fiti , click "= in theOperation column
to change the status Enable to Disable, and ¢*Lkto change the status Disable to Enable.

Changing the Priority of a Diversion Filtering Rule

On the diversion filtering rule list shown i , click ® and * to change the
priority of the rules in the list.

6.4.2Manual Diversion

In a cluster, a manual diversion policy is used to divert traffic of an IP address to different
ADS devices. After a manual diversion policy is added or deleted, it will take effect
immediately and be displayed on or disappear from the list, without requiring a click on the

Apply button.

S,

Note

In manual diversion mode, each time ADS diverts traffic to only one /24 st
address to the ADS device. If you want the ADS device to divert traffic to multipl
subnet addresses, please configure multiple manual traffic diversion rules.
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This section covers the following topics:

Creating a Manual Traffic Diversion Rule
Creating Manual Diversion Rules in Batches
Enabling and Disabling Manual Diversion Rules
Filtering Manual Diversion Rules

Deleting Manual Diversion Rules

Deleting a Specified Route

Refreshing Routes Periodically

Canceling Injection Route Inspection

Restarting the Scheduling Service

Viewing OneClick Operation Information

6.4.2.1Creating a Manual Traffic Diversion Rule

To create a traffic diversion rule, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Diversion > Manual Diversionto open the
diversion rule configuration page.

Figure 631 Traffic diversion rules

Manual Diversion Q
Manual Diversion Rules (Addition and deletion operations take effectimmediately)

Descripton] | IPAddressiPremxLengtn (Netmesk:[ | [Finer

“« » 116Goto[1 | s
O IP Address/Prefix Length (Netmask) Extend Diversion Destination IP Route Daesmon Rule Status Description Operation
Restart Scheduling Service Cancel injection route inspection | | Periodical Refreshf | Export | | Delete Specified | | Enable | | Disable || Delete || Add || BulkAdd || One-Click Operation || One-Click Operation Information
Step 2 Click Add.

Figure 632 Creating a traffic diversion rule
Manual Diversion @
Manual Diversion Rules (Addition and deletion operations take effect immediately)

Item Value

IP Address

Prefix Length/Netmask 1255.255.255.255 —

Extend Er;ame V’ Ny Vf T - V -

Diversion Destination 127.0.0.1

Route Daemon [_BGP_v4

[TBGP_v6
Rule Status Enable v
Description
A L
OK Cancel
Table 615 describes parameters for creating a diversion rule.
Table 615 Parameters for creating a diversion rule
Parameter Description
IP Address IP address or IP segment to be protected, usually the IP address of the p
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Parameter Description

server. You can type an IPv4 or IPv6 address according to the actual n
deployment.

Prefix Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) of th
Length/Netmask address to be diverted.

\,

Note

The netmask of an IPv4 address to be protected can range
255.255.255.0 to 255.255.255.255.

Extend Controls whether diversion rules can be set for specific IP addresses ina s

Enable: indicates that diversion rules can be set for specific IP addres
a subnet.

Disable indicates that diversion rules can only be set to the subnet, in
of specific IP addresses in the subnet.

Diversion Destination | Nexthop IP address of the route notification sent from the route daemon.

It is usually the IP address of the diversion interface of the ADS device (
The default value i427.0.0.1

Route Daemon Route daemon that sends a routing notification.

Rule Status Controls whether to enable the rule immediately after the rule is added. It h
following values:

Enable: enables a diversion filtering rule immediately after it is added.

Disable disables the diversion filtering rule that can be enabled
manually.

Description Brief information about the diversion rule, which is less than 256 characters

Step 3 Set parameters and cli€K to save the settings.

\ To ensure the injection of the diverted traffic, you must configure the injection
Note and injection MAC address correctly before manual diversion.

Step 4 Click Apply in the upperight corner of the webased manager to make the settings take
effect.

——End

6.4.2.2Creating Manual Diversion Rules in Batches

To simplify operations, you can create manual diversion rules in batches on the ADS device
by performing the following steps:

Step 1 Click Bulk Add to the lower right of the rule list on the page showhiin
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Figure 633 Creating traffic diversion rules in batches

Manual Diversion

Diversion Routes

Format Description:

Sequence of parameters (separated by spaces; each rule in a separate line):

[1P address] [Metmask] [Extend (1: Enable 2: Disable)] [Diversion destination] [Route daemon] [Rule status (1: Enable 2: Disable)] [Description (optienal)]
Example:

10.10.10.18 255.255.255.255 1 127.0.0.1 neil/ 1 description

If there are multiple daemons:

10.10.10.18 255.255.255.255 1 127.0.0.1 nei1/nei2{ 1 description

List of available daemons:

BGP_v4/ BGP_vb/

OK

Cancel

@

Step 2 Type multiple manual diversion rules as prompted.

Pay attention to the following format specifications:

Type a manual diversion rule as follows: [IP address] [Netmask] [Extend (1: Enable

2: Disable)] [Diversion destination] [Route daemon] [Rule status (1: Enable 2: Disable)]
[Description (optional)], for example, 10.10.10.18 255.255.255.255 1 127.0.0.1 neil/ 1
description. For multiple daemons, a manual diversion rule is as follows: 10.10.10.18
255.255.255.255 1 127.0.0.1 neil/nei2/ 1 description.

The list of available daemons is: BGP_v4 and BGP_v6.
Parameters of a manual diversion rule are separated by spaces.
Each line can contain only one manual diversion rule.

Step 3 After configuring parameters, clidBK to save the settings.

—End

6.4.2.3Enabling

and Disabling Manual Diversion Rules

On the ADS device, only enabled manual diversion rules are valid, while disabled ones are
invalid. Enabling and disabling manual diversion rules frees you from redundant deletions
and additions. If some manual diversion rules are not required currently, disable them.

You can enable or disable a single manual diversion rule or more rules in batches.

Enabling Manual Diversion Rules

Method 1: On the manual diversion rule list showfiin , click ‘& in the

Operation column of a disabled rule to enable it. Then, the status icon of this rule turns
to ‘W),

Method 2: On the manual diversion rule list showfiin , select one or more

rules (or select the check box in the table header to select all manual diversion rules) to

be enabled, clicEnableto the lower right of the rule list, and cli€X in the
confirmation dialog box to enable the selected rules.
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Method 3: Below the manual diversion rule list showfiimn , click One-Click
Operation > Enable All, and clickOK in the confirmation dialog box to enable all
manual diversion rules.

Disabling Manual Diversion Rules

Method 1: On the manual diversion rule list showfim , click ‘™ in the

Operation column of an enabled rule to disable it. Then, the status icon of this rule turns
to '*,

Method 2: On the manual diversion rule list showfiin , select one or more

rules (or select the check box in the table header to select all manual diversion rules) to
be disabled , clicbisableto the lower right of the rule list, and cli€@K in the
confirmation dialog box to disable the selected rules.

Method3: Below the manual diversion rule list shownrfin , click One-Click
Operation > Disable All, and clickOK in the confirmation dialog box to disable all
manual diversion rules.

6.4.2.4Filtering Manual Diversion Rules

On theManual Diversion page shown if , type a keyword in the

Rule Descriptiontext box or type an IP address and subnet inRi#aldress/Prefix Length
(Netmask)text box and cliclkEilter . Manual diversion rules meeting the specified
conditions will be displayed.

6.4.2.5Deleting Manual Diversion Rules

You can delete a single manual diversion rule or more rules in batches on the ADS device.
This section describes how to delete unused diversion rules. For details about deleting
diversion rules that are being used, Seé

Method 1: On the manual diversion rule list show#iin , click "2 in the
Operation column and clickOK in the confirmation dialog box to delete the rule.
Method 2: On the manual diversion rule list showfiin , select one or more

rules (or select the check box in the table header to select all manual diversion rules) to
be deleted, click Bleteto the lower right of the rule list, and then cliokK in the
confirmation dialog box to delete the selected rules.

Method 3: Below the manual diversion rule list show#iin , click One-Click
Operation > Delete All and clickOK in the confirmation dialog box to delete all
manual diversion rules.

\ For details about deleting diversion rules that are being usefcsee
Note

6.4.2.6Deleting a Specified Route

Delete Specifieds used to delete diversion rules that are being used. The detailed procedure
is as follows:
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Step 1 On the manual diversion rule listfin , click Delete Specifiedo open the diversion

rule deletion page.

See for descriptions of parametena theDelete Specified Routg@age

Figure 634 Deleting a specified diversion rule

Delete Specified Route (It takes effect immediately)
Item Value
IP Address

Prefix Length/Netmask. 255.255.255.255

Extend Enable v

Diversion Destination 127.0.0.1

Route Daemon CIBGP_va
Clecp_ve
LJall (1t applies only to rules (in which daemon is all) added for the "routerman” account.)
Clospf
Crip
[Clospfe

0K || Cancel

Step 2 Type the information about a diversion rule to be deleted and@HKcko make the settings

take effect.

-—End

6.4.2.7Refreshing Routes Periodically

After Periodical Refreshis selected, the route daemon information in manual diversion rules
is refreshed every 60 seconds by default.

If the periodical route refresh function is enabled before manual diversion is interrupted, the
ADS device refreshes the route daemon information adilegts the traffic immediately

after detecting a BGP route failure. If the periodical route refresh function is not enabled, the
ADS device does not refresh the route daemon informationrdiveet the traffic information

even it has detected a BGP route failure.

On the manual diversion rule list shownrim , you can select theeriodical Refresh

check box to enable the periodical route refresh function or deselect it to disable the periodical
route refresh function.

6.4.2.8Canceling Injection Route Inspection

If Cancel injection route inspectionis selected, manually configured diversion rules can be
used without injection route inspection. If tBancel injection route inspectioncheck box is
not selected, the system will perform injection route inspection for a diversion rule to be

enabled. The diversion rule can be successfully enabled only if the IP address of the injection
route is valid.

On the page shown in , you can select théancel injection route inspection

check box to disable injection route inspection;lear the check box to enable injection
route inspection.

6.4.2.9Restarting the Scheduling Service

Restarting the scheduling service is used to reload manual diversion settings and make
settings take effect. This prevents the engine restart from interrupting other services.

On the tab page shown fi , you can clickRestart Scheduling Serviceand then
click OK in the confirmation dialog box, to restart the scheduling service.
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6.4.2.10Viewing One-Click Operation Information

You can enable, disable, and delete all manual diversion rules by performinlickne
operations. And then, you can view information about the -@tiek operation.

ChooseDiversion & Injection > Traffic Diversion > Manual Diversion Click One-Click
Operation Information to the lower right of the rule list and view details aboutidlse
oneclick operation (if any), including last operation, start time, end time, and progress.

6.4.3Group Diversion
Group diversion rules are used to divert the traffic destined for a protection group to the

diversion interface on the ADS device. This section describes how to add, delete, enable, and
disable group diversion rules.

Creating a Group Diversion Rule

To create a group diversion rule, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Diversion > Group Diversion.

Figure 635 Group diversion rules

Group Diversion [7]
[]  Group Name Route Daemon Status Operation
Delete || Add

Step 2 Click Add.

Figure 636 Creating a group diversion rule

Group Diversion @
Group Diversion (Addition and deletion operations take effect immediately)
Item Value
Group Name -
Route Daemon [(BeP va
[JBGP_ve
Rule Status Enable b
OK || Cancel
describes parameters for creating a group diversion rule.
Table 616 Parameters for creating a group diversion rule
Parameter Description
Group Name Protection group whose traffic is to be diverted. Fuzzy search is supported.
Route Daemon Route daemon.
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Parameter Description

Rule Status Controls whether to enable the group diversion rule.
Enable: enables the group diversion rule.
Disable disables the group diversion rule.

Step 3 Set parameters and cli€ to save the settings.
----End

Deleting Group Diversion Rules

To delete group diversion rules, perform the following steps:

On the group diversion rule list shownfFi , Select one or more group diversion
rules (or select the check box in the table header to select all rules) to be deleté&xtletiek

to the lower right of the group diversion rule list, and c@¥ in the confirmation dialog box
to delete the selected rules.

Enabling/Disabling Group Diversion Rules

Enabled group diversion rules are valid, while disabled rules are invalid.

On the group diversion rule lisstatusis displayed ag&nable for enabled rules ardisable
for disabled rules.

To delete group diversion rules, perform the following steps:

On the group diversion rule list shownFir , click % in theOperation
column of a group diversion rule to enable it.

To disable a group diversion rule, perform the following steps:

On the group diversion rule list shownFir , click % in theOperation
column of a group diversion rule to disable it.

6.4.4Diversion Routing Table

As shown in , a diversion routing table stores diversion routes that are being used
by the ADS device. It is automatically generated based on traffic diversion policies and
diversion notifications from NSFOCUS's altDoS detection devices. Clidkefreshto view

the latest diversion routes of the system.

IP Address: specifies the IP address to be protected, namely, the IP address that packets
are originally destined for.

Dst IP: specifies the destination IP address to which the traffic is diverted for cleaning.
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Figure 637 Diversion routing table

Diversion Routing Table
Diversion Route List (Refresh to view the current diversion route)
IP Address Netmask DstIP Route Daemon Route Source Operation
67.60.20.0 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.1 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.2 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.3 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.4 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.5 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.6 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.7 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.8 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.9 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.10 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.11 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.12 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.13 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.14 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.15 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.16 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.17 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.18 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.19 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.20 255.255.255.255 127.0.0.1 BGP_v4 local

Searching for a Diversion Route

Step 1 On the page shown in , click Searchto the lower right of the diversion routing

table.

The Searchpage appears, as showrtin

Figure 638 Searching for diversion routes

Diversion Routing Table
Search Diversion Route
Ttem

1P Address

Netmask

Value

255.255.255.0

OK || Cancel

describes parameters of a diversion route.

Table 617 Parameters of a diversion route

Parameter

Description

IP Address

IP address or IP segment specifiedPyAddressin the diversion routing table. Yo
can type an IPv4 or IPv6 address according to the actual network deployment.

Netmask

Netmask of the IP address to be searched for.

S,

Note

The netmask of an IPv4 address to be searched for must be 255.255.255.7

Step 2 After parameters are configured, clioK to query the results.

Copyright© NSFOCUS

229 V4.5R90F07



NSFOCUS ADSUser Guide

Step 3 After querying the results, clidRack to return to the diversion route list.

-—End

Exporting the Diversion Route List

On the page shown in
table.

, click Export to the lower right of the diversion routing

The diversion route list will be downloaded and saved to a local disk drive in text format.

6.4.5FlowSpec Traffic Diversion

After you configure a FlowSpec traffic diversion rule, enabling or disabling it takes effect
immediately without needing to cligkpply. The result iglisplayedn the

ChooseDiversion & Injection > Traffic Diversion > FlowSpec Diversion Click Add and
configure parameters to add a FlowSpec diversion Tale: describes the parameters.

The newly added FlowSpec traffic diversion rule is enabled by default. You can query, refresh,
enable, disable, edit, or delete configured FlowSpec diversion rules.

Table 618 Parameters for configuring a FlowSpec traffic diversion rule

Parameter Description

Address Type Specifies the address type for FlowSpec traffic diverdiptions arelPv4 and
IPV6.

Name Specifies the name of the FlowSpec diversion rule.

Protocol When the address type is setlRv4, specify the protocol for filtering traffic
Only traffic matching the selected protocols will be detected.
Multiple protocols can be selected.

Src IP Specifies the source IP address and its netmagiverfsiontraffic.

Dst IP Specifies the destination IP address and its netmadiv@fsiontraffic.

Dst Port Specifies the destination port difzersiontraffic.

Src port Specifies the source port diversiontraffic.

DSCP When the address type is setfw4, set the Differentiated Services Code Pq
(DSCP) value. The value range 3.

TCP Flags Specifies the TCP flags for filtering traffi@ptions areFIN, SYN, RST, ACK,
andURG. Multiple options are supported.

ICMP Type When the address type is setlRv4, specifythe ICMP type. Multiple option
are supported.

ICMP Code When the address type is setiRwv4, specifythe ICMP code. Multiple option
are supported.

Fragment When the address type is setRe4, specifythe fragment type. Multiple option
are supported.

Flow Label When the address type is setRw6, set the flow label.

Next Header When the address type is setRw6, specify the protocol type of the next hea
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Parameter Description

in the packet chain.
Options areJDP and TCP. Multiple options are supported.

Packet Length Specifies the length of packets bediverted. You cardefinea range by using
an operator, including greater than, equal to, or less than. The value rg
1i 65535.

Action Specifies an action to be taken draffic that matches all the precedin

conditions.Options are:
accept advertises the rule to the neighbors to permit the matching traffi
discard: advertises the rule to the neighbors to discard the matching tra

rate_limit: advertises the rule to the neighbors to rate limit the matching
traffic.

redirect: advertises the rule to the neighbors to redirect the matching tra
to the specified IP address or Virtual Routing Forwarding (VRF) instanc
This action is relatively complex to configure.

redirect_ip: advertises the rule to the neighbors to redirect the traffic to
specified IP address. This action is simpler to use and can apply to the
protocols used by newly deployed routers.

traffic_marking : advertises the rule to the neighbors to mark the matchi
traffic.

BGP FlowSpec Routel Specifies a BGP FlowSpec route from the configured routes. This route
advertised to the BGP FlowSpec neighbors.

For information on how to configure BGP FlowSpec routesFseg

Description Description of the BGP FlowSpec traffic diversion rule. Both Chinese
English are supported.

6.4.6 FlowSpec Diversion Routing Table

The FlowSpec diversion routing table displays the FlowSpec diversion routes currently used
by the device.

ChooseDiversion & Injection > Traffic Diversion > FlowSpec Diversion Routing Tableto
view the FlowSpec diversion routing table of the current device.

6.5 Advanced Route Setting

This section covers the following topics:

6.5.1MPLS Route

ChooseDiversion & Injection > Advanced Route Setting> MPLS Routes On the page
shown in , you can configure MPLS routes to accomplish layer 2 label learning
between VPNs.
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Figure 639 List of MPLS routes

Route Daemon Setting @

Route Daemon
Name Parameter MNeighbor | Type Operation

aa MP-BGPV4 /Bind IP 12.% .% .12 [Local AS | (* Learning | & (30 ¢
36 /Local Port 179 /Keepalive
60 /Holdtime 180 /Metric 200

Add MP-BGP

Creating an MPLS Route

ChooseDiversion & Injection >Advanced Route Setting> MPLS Routes Click Add
MP-BGP to the lower right of the route daemon list. Onkkie-BGP Local Parameter
Setting page, configure parameters and then dliék

Figure 640 Creating an MPLS route

MP-BGF Local Parameter Setting )
Item Value
Name
Type Leaming v
Local AS
Local Port 179
Keepalive &0
Holdtime 180
Bind 1P w
Management Port (5000—6000)
OK || Cancel

describes parameters for creating an MPLS route.

Table 619 Parameters for creating an MPLS route

Parameter Description

Name Route daemon name.

Type Type of the route. Currently, onlyearning is available for selection.

Local AS AS number of a BGP route daemon.

Local Port BGP port of the route daemon. Generally, the defaultixgts used.

Bind IP Local IPv4 address of a route daemon.

Management Por| Management port of the route daemon. The port ranges from 5000 to 6000.
(5000 6000)

KeepaliveandHoldtim e are directly taken from the BGPv4 protocol.
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Editing a Route

In the list of MPLS routes shown in , click & in theOperation column of a
route to edit this route.

Deleting a Route

In the list of MPLS routes shown in , click '* in theOperation column of a
route to delete this route.

Viewing Route Status

In the list of MPLS routes shown in , click “Jin theOperation column of a
route to view the status of this route.

Adding a Neighbor

In the list of local routes shown A , click £/ in theNeighbor column of a route
to add a neighbor for this route. Seg

Figure 641 Adding a neighbor for MPLS route

MP-BGF Meighbor Parameter Setting @
MNeighbor Mame  Neighbor IP Local Remote Remote Auth | Ebgp-multihop Last-Hop | Interface
Daemon As Port
ad 179 El ~
OK]|| Cancel
N\t‘ After adding a neighbor, cIicl@ to check whether the neighbor is connected.
ote

Viewing the Neighbor Status
In the list of local routes, click<! in theOperation column of a route to view the
connection status of its MPLS neighbor.

Hiding a Neighbor

Neighbors of each route are displayed in the MPLS route list initially. (=ickf a route to
hide its neighbors and clic? to display them.

6.5.20ther Routes

In addition to routing protocols described above, ADS supports such advanced routing
protocols as OSPF, ISIS, RIP, OSPF6, LDP, and RIPng.
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Currently, the web administrator, admin, can configure LDP routes or view, enable, or disable
OSPF, ISIS, RIP, OSPF6, LDP, and RIPng routes on thebasdd manager, while the CLI
administrator, routerman, can configure OSPF, ISIS, RIP, RIPng, and OSPF6 routes on the
CLL.

Configuring an LDP Route

Step 1 ChooseDiversion & Injection > Advanced Route Setting > Otherdo open the list of other
routes.

Figure 642 List of other routes

Route Dasmon )
Name Parameter Type Operation

ospf Run at startup: No Diversion EgsYC

isis Run at startup: No Learning g &¥O

rip Run at startup: No Diversion g l’n L]

ospft Run at startup: No Diversion Eg Y0

ldp Run at startup: No Learning B

ripng Run at startup: No Learning g l’n L]

Step 2 Click = in theOperation column to edit LDP route parameters.

Figure 643 Editing LDP route parameters

Route Daemon @|
Route Service Setting: sidp

Item Value

Run Service at Startup O ves ® o

Type Learning v

LSR-ID ~

Interface Setting

1P Address Enable MPLS Setting
12.19.1.254 O
12:19:1::254 O

OK || Cancel || Clear Settings

describes LDP route parameters.

Table 620 LDP route parameters

Parameter Description

Run Service at Startu] Controls whether to run LDP upon system startup.
Yes: indicates that the system runs LDP upon system startup.

No: indicates that the system does not run LDP upon system startup.

Type Route type. The default route type.isarning.
LSR-ID Label switching router ID.
Interface Setting Interfaces on which MPLS and LDP are enabled.
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Step 3 Set parameters and cli€K to save the settings.

-—End

Configuring OSPF, ISIS, RIP, RIPng, and OSPF6 Routes

Here, the OSPF route is used as an example to describe the route configuration procedure.

Step 1 Log in to the ADS device in SSH mode as the CLI administrator, routerman.

Figure 644 ADS login in SSH mode

Quick Connect @
Protocol: SS5H2 w

Hostname: | 10.302.110 |

Port: Firewall: | Mone w

Usemame: | outeman |

Authentication

Password
PublicKey

Keyboard Interactive J
[F]GSSAPI

Show quick connect on startup Save session
[]Openinatab

[ Connect ][ Cancel

Step 2 Enable OSPF on the interface via the CLI.

Figure 645 Editing OSPF route parameters

COLLAPSAR-4000#router ospf session
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is "A]".

Hello, this is qQuagga (version 0.99.5).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
User Access Verification

Password:

Step 3 After the parameter configuration is complete, save the settings and exit.

——End
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Viewing Route Status

After logging in to the welbbased manager, the administrator admin can (5'1-'-< to view
the status of a route of a specific protocol in the routing protocol list shownun

Enabling/Disabling the Routing Protocol

After logging in to the welbased manager, the administrator admin can ¢*'kto enable a
route of a specific protocol or clic®' to disable a route in the routing protocol list shown in

\ Routes unde®thers cannot be deleted.
Note

6.6 Syslog Diversion Configuration

ADS can collaborate with abnormal traffic detection devices from other vendors, such as

Genie, Arbor, Samurai, and Kuanguang, to jointly protect customers' networks against DDoS
attacks.

Third-party devices provide effective abnormal traffic detection. After accurately locating the
potential attack source and attack target, such a device handles the event according to the
syslogbased diversion settings configured on ADS.

If the alert level is set tAuto, it notifies ADS, which then automatically diverts the
abnormal traffic for cleaning. After filtering the traffic, ADS injects the normal traffic
back into the network.

If the alert level is set thlanual, it notifies ADS, which, in turn, notifies the O&M
personnel, who will then decide whether to divert the traffic.

\ For Genie and Arbor devices, the diversion type can be eihier or Manual. For
- Samurai and Kuanguang devices, the diversion type can odlytbe
Note a guang ; yp y

6.6.1Diversion Configuration

To configure syslogpased traffic diversion, perform the following steps:

Step 1 ChooseDiversion & Injection > Syslog Diversion >Diversion Rules
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Figure 646 Syslogbased diversion rule list

Syslog Diversion
Name IP Address Port Operation
Add

Step 2 Click Add.

Figure 647 Creating a diversion rule

Syslog Diversion
Add Rule
Ttem Value
Name Arbor b
Rule Status ) Enable ® Disable
IP Address
)
Port
Alert Level Type
Level 1 ®auto OManual
Level 2 @ Cmanual
Level 3 ®pnuto OManual
Level 4 ®puto CManual
Level 5 ®auto OManual
QK || Cancel
describes parameters for creating a syblagsed diversion rule.
Table 621 Parameters for creating a syslugsed diversion rule
Parameter Description
Name Specifies the type of the device to collaborate with ADS for syisémgd traffic
diversion. It can b&enig, Arbor , Samurai, or Kuanguang.
Rule Status Status of the rule. The rule takes effect only after it is enabled.
IP Address IP address of the thirgarty device.
Port Port for communicating with the thilarty device.
Alert Level Specifies the alert level that will trigger traffic diversion. This paramete

available only for Genie and Arbor devices.

On a Genie ATM device, alert levels for abnormal traffic are classified
critical and warningAuto indicates that the Genie ATM device, after detec
abnormal traffic of the corresponding alert level, notifies ADS, which
automatically diverts such traffic for cleaninlylanual indicates that the¢
Genie ATM device, after detecting abnormal traffic, notifies ADS, which
turn, notifies the O&M personnel, who will then determine whether to d
the traffic.

On an Arbor device, alert levels for abnormal traffic are classified into
levels (level 1 to level 5)Auto indicates that the Arbor device, after detect
abnormal traffic of the corresponding alert level, notifies ADS, which

automatically diverts such traffic for cleaninganual indicates that the Arbo
device, after detecting abnormal traffic, notifies ADS, which, in turn, not
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Parameter Description

the O&M personnel, who will then determine whether to divert the traffic.

Step 3 After configuring parameters, clidBK to save the settings.
----End

6.6.2Diversion Rule List

After syslogbased traffic diversion is configured, information about traffic diversion
associated with this device is automatically displayed in the Syslog Diversion List.

ChooseDiversion & Injection > Syslog Diversion> Diversion List to viewinformation
about thirdparty devices that initiate abnormal traffic diversion, including the IP
address/netmask, alert level, and operation type.

Diversion information can be displayed here only after manual diversion is configured and
abnormal traffic has been diverted.

Figure 648 Syslog diversion list

Syslog Diversion List

List Type Arbor -
IP Address Netmask Protection Level Operation
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Logs

This chapter dwells upon current system logs, containing the following sections:

Section Description

Provides details about attack logs.

Provides various logs about system operation.

Provides details about log processing.

Describes how to view attack logs from the perspective of protection policies.

7.1 Attack Logs

All attack logs are displayed in two ways for easier viewing: statistical graph and data table.

7.1.1Attack Detalls

Choosd_og Management> Attack Log > Attack Details. You can view attack logs of a
specific date or month. By default, attack logs of the current day are listed, as stowirdn

You can select a dimension from tBearch by Categorydrop-down box to search for logs
by attack type, source IP address, destination IP address, source port, destination port, and
policy. If you selecill from this dropdown box, all logs are searched.
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Figure 71 Attack logs

‘Aftack Details .
Logs

Q

Time Fiter @DateMonth 2024-11-28 &

Search by Category | -——All— v

Search

You can contact cal sales 1o obtain ADSM, which slores massive [ogs and provides detailed attack ramc anaiysis. @
First Next || Last 129 Goto[ | [+

Time Attack Type SrcIP DstIP Src Port Dst Port Policy

2024-11-28 15:54:08 SYN Flood 6444 839110122 876 80 SYN_Time_Sequence_Check
2024-11-28 15:54.08 SYN Flood 6444 $3.91.101.22 875 80 SYN_Time_Sequence_Check
2024-11-28 15:54:08 SYN Flood 6444 839110122 874 80 SYN_Time_Sequence_Check
2024-11-28 15:53:38 SYN Flood 6444 839110122 876 80 SYN_Time_Sequence_Check
2024-11-28 15:53:38 SYN Flood 6444 839110122 875 80 SYN_Time_Sequence_Check
2024-11-28 15:63.38 SYN Flood 6444 $3.91.101.22 274 80 SYN_Time_Sequence_Check
2024-11-28 15:53:08 SYN Flood 6444 839110122 34342 80 SYN_Time_Sequence_Check
2024-11-28 15:53:08 SYN Flood 6444 839110122 34341 80 SYN_Time_Sequence_Check
2024-11-28 15:53:08 SYN Flood 6444 839110122 34340 80 SYN_Time_Sequence_Check
2024-11-28 15:62.38 SYN Flood 6444 $3.91.101.22 5702 80 SYN_Time_Sequence_Check
2024-11-28 15:52:38 SYN Flood 6444 839110122 5791 80 SYN_Time_Sequence_Check
2024-11-28 15:52:38 SYN Flood 6444 839110122 5790 80 SYN_Time_Sequence_Check
2024-11-28 15:52:08 SYN Flood 6444 839110122 25169 80 SYN_Time_Sequence_Check
2024-11-28 15:52:08 SYN Flood 6444 £301.10122 25167 20 SYN_Time_Sequence_Check
2024-11-28 15:52:08 SYN Flood 6444 839110122 25166 80 SYN_Time_Sequence_Check
2024-11-28 15:51:38 SYN Flood 6444 839110122 58544 80 SYN_Time_Sequence_Check
2024-11-28 15:51:38 SYN Flood 6444 839110122 58543 80 SYN_Time_Sequence_Check
2024-11-28 15:51:38 SYN Flood 6444 £301.10122 58542 20 SYN_Time_Sequence_Check

Restart Log Service || Send Logs || Downioad

describes attack log parameters.

Table 71 Attack log parameters

Parameter Description

Time Time when the attack occurs.

Attack Type Type of the attack.

Src IP/Port Source IP address and port of the attack.

S,
Note

Src IPis displayed as the real source IP address in the following logs:

Attack message logged for ADS's dropping packets according t
HTTP proxy protection policy.

Attack message logged for rate limiting against real source IP add
according to an HTTP GET packet filtering rule in the botnet &
behavior control policy configured for a group.

Dst IP/Port Destination IP address and port of the attack.

Policy Protection policy triggered for the attack.

For details about protection policies, you can cl@: in the uppetight corner

of the page and choodengs > Attack Logs > Attack Detailsto view the
description.

To the upper right of the log table, you can operate on attack logs as follows:

. Restart the log service.

Click Restart to restart the log service program.
. Send logs.

Click Sendto send current attack logs to a specific email address.
. Download logs.
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Click Downloadto download logs of a specific day or cliblownload All to download
all logs. This makes it easier for you to search for and handle logs.

Clear logs.
Click Clear to clear all the attack information on the current day.

7.1.2Statistical Chart

Choosd.og Management> Attack Log > Statistical Chart. To the lower left of the
Statistical Chart page, you can clicRie Chart to view the proportion of each type of attacks
or click Bar Chart to view the number of attacks of each type on the current day.iEee

7-2 andFigure 73.

Figure 72 Attack proportion

Statistical Chart @

Logs 2024-12-11 v
SYN Flood
ACK Flood
TCP Connection Flood
TCP Fragment
HTTP Flood

UDP Flood [
DNS Flood
DNS Query Flood
Amplification

ICMP Flood ()

Manusl Strategy [l

Pie Chart || Bar Chart

Figure 73 Number of attacks of each type

Stafistical Chart [7)
Logs | 2024-12-11 v
SYN Flood
ACK Flood
3,000 TCP Connec tion Flood
TCP Fragment
2,500 HTTP Flood
UDP Flood (il
7,000 DNS Flood
DNS Query Flood
1500 Amplification
ICMP Flood [

Manual Strategy [l

Pie Chart | Bar Chart

7.2 System Logs

You can search for system logs and download recent 50,000 logs.
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System logs include the following:

7.2.1System Operation Logs

The system operation log table displays main operations of users in the system as well as NTP
synchronization information.

Choosd.ogs > System Log >System LoginLog. You can filter system operation logs by
time, IP address, and account.

describes parameters of system operation logs.

Table 72 Parameters of system operation logs

Parameter Description

Time Time when a user performs an operation.

Operation Operation performed by a user.

Description Details about an operation.

IP Address IP address of the host on which the operation is performed.
Account Account of the user that performs the operation.

To the upper right of the log table, you can clxdwnload to download operation logs to a
local disk drive in text format.

7.2.2System Login Logs

Choosd.ogs > System Log >System LoginLog. The system login log table displays system
login details.

You can filter system login logs by time, login IP address, and operation result.

describes parameters of system login logs.

Table 73 Parameters of system login logs

Parameter Description
Account User name used by a user for login
Password Password used by a user for login
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Parameter Description

Login IP IP address of a login user

Result Whether the login succeeded or failed
Time Time when an account logs in

To the upper right of the log table, you can cidwnloadto download login logs to a local
disk drive in text format.

7.2.3Link Status Logs

Choosd.ogs > System Log >Link Status Log. The link status log table displays the
interface connection status (UP to DOWN or DOWN to UP) of ADS.

You can filter link status logs by time.

describes parameters of link status logs.

Table 74 Parameters of link status logs

Parameter Description
Time Time when the status of an interface changes.
Description Status change details of an interface.

To the upper right of the log table, you can cliwnload to download link status logs to a
local disk drive in text format.

7.2.4Traffic Diversion Logs

Choosd.ogs > System Log >Traffic Diversion Log. The traffic diversion log table displays
the route operations performed by ADS upon receiving alerts from NSFOCUSX a8i
detection devices, as well as manual diversion routing operations performed on-thesegb
manager. Logs can be retained for 10 days at most.

You can filter traffic diversion logs by time, IP address, and account.

\ Traffic diversion logs can be viewed only in diversion modes.
Note

describes parameters of traffic diversion logs.
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Table 75 Parameters of traffic diversion logs

Parameter

Description

Time

Time when traffic diversion happens.

Operation

Type of traffic diversion operations.

Description

Destination IP address and of the traffic to be diverted, netmask of the destina
address, and the diversion destination IP address. If the opera@bange Status
changes of the status will also be displayed.

IP Address

IP address of ADS that diverts the traffic or NSFOCUS NTA that detects 4
traffic. Both IPv4 and IPv6 addresses are allowed.

Account

User name (for example, admin) that performs traffic diversion or device nam|
example, probe) of NSFOCUS NTA.

To the upper right of the log table, you can cidwnloadto download traffic diversion logs
to a local disk drive in text format.

7.2.5HA Synchronization Logs

3,

Note

Currently, as ADS NXBL0000 lacks support for the HA function, it does not supj
query of HA synchronization logs.

When the keepalive information, synchronization information (MAC address, diversion
information, and protection group information), and engine failure information is
synchronized between active and standby ADS devices, the two devices record such
operations as HA synchronization logs for statistics and analysis.

Choosd.ogs > System Log > HA Sync LogTheHA Sync Log page appeatrs.

You can filter HA synchronization logs by time.

describes parameters of HA synchronization logs.

Table 76 Parameters of HA synchronization logs

Parameter

Description

Time

Time when a log is recorded.

Description

Log details, including what type of information a log records and operation result

To the upper right of the log table, you can cliwnload to download HA synchronization
logs to a local disk drive in text format.
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7.2.6Syslog Diversion Logs

Choosd.ogs > System Log >Syslog DiversionLog. The syslog diversion log list displays
logs generated during collaboration between NSFOCUS ADS and gé#rigddevice from
Genie, Arbor, Samurai, or Kuanguang. Logs can be retained for 10 days at most.

\ - Syslog diversion logs can be viewed only in diversion mode.
4 Currently, ADS uses only IPv4 addresses to collaborate with-plairy devices in
Note either IPv4 or duastack mode.

7.2.7Web API Logs

The web API log table displays logs generated by 4pé&ndy management platforms calling
ADS's web APIs.

Choosd.ogs > System Log > WebAPI Log The administrator caguerylogs by time,
account, IP address, operation, and description.

describes parameters of web API logs.

Table 77 Parameters of web API logs

Parameter Description

Time Time when the web API is called.

Account Account name used to log in to the thpdrty platform that calls the web API.
IP Address Source IP address that calls the web API.

Operation Module that is invbved in the current operation.

Description Specific operation performed.

To the upper right of the log table, you can clixdwnload to download web API logs to a
local disk drive in text format.

7.2.8 Authorization Configuration Logs

The Authorization Configuration Log page is available only when vADS is used. For
details about authorization configuration, see

System Log >Authorization Configuration Log to viewtheauthorizatiortime and status
of VADS.

7.3 Log Analysis

Choosd.ogs > Log Analysis > Attack Traffic Statistics. On the pages shown in
you can set query conditions and cliéknerate Reportto generate reports in chronologlcal
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order. ADS supports three types of reports: daily report, weekly report, and monthly report.
Note that the scale factor cannot be changed for a daily report. In addition, you can
click Download Report to download the generated report to a local disk drive.

Figure 74 Attack traffic statistics

Attack Traffic Statistics

Daily w | 2024-11-28 w Scale Factor | 1 v | Generate Report | Download Report

Basic Information Details

Time: 2024-11-28 00.02-16:00 24-hour traffic (kpps)
Average Traffic: 0 Mbps 24-hour traffic (Mbps)

24-Hour Traffic (kpps)

keps
1 O ALL_RX_MAX
ALL RX
O ALLTX

0 T T T T T T T T T d
00:02 01:42 03:22 05:02 06:42 08:22 10:03 11:51 13:31 15:15

24-Hour Traffic (Mbps)

Mbps
1. O ALL RX_MAX
ALL RX
O ALLTX

0
00:02 01:42 03:22 05:02 06:42 08:22 10:03 11:51 13:31 1315

24-Hour Attack Type Distribution

500

300

400

300

Daily Attack Traffic Report

TheBasic Information column includes statistical time, average incoming traffic, average
normal incoming traffic, and average outgoing traffic (Uxiips) about attacks on a specific
day.

TheDetails column contains the following information:

24-hour traffic (in kpps)

As shown in , incoming/outgoing traffic (unit: kpps) of a specific day is
displayed.
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Figure 75 24-hour traffic (in kpps)

24-Hour Traffic (kpps)

kpps
1_ O ALL_ R¥_MAX
ALL RX
0.8- O ALLTX
0.6-
0.4-

0.2-

0 T T T T T T " T T h
00:02 01:42 03:22 05:02 06:42 08:22 10:03 11:51 13:31 15:15

24-hour traffic (in Mbps)

As shown in , incoming/outgoing traffic (unitMbps) of a specific day is
displayed.

Figure 76 24-hour traffic (in Mbps)

24-Hour Traffic (Mbps)

Mbps
1 O ALL RX_ MAX
ALLRX
Ef5 O ALLTX
06-
04-

02-

0 T T T T T T T T T d
00:02 01:42 03:22 05:02 06:42 08:22 10:03 11:51 13:31 15:15

24-hour attack type statistics

As shown in , types of attacks on a specific day are displayed in a pie chart
and a bar chart.

1 Pie chart proportion of each type of attacks on the current day
1 Bar chart: number of each type of attack logs on the current day

Figure 77 24-hour attack type statistics

24-Hour Attack Type Distribufion

SYN Fload

24-hour attacked IP statistics

As shown in , attacked IP addresses and attack traffic on a specific day are
displayed in the list.
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Figure 78 24-hour attacked IP statistics
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Weekly Attack Traffic Report

A weekly report is similar to a daily report, except that the statistical period is one week.

Monthly Attack Traffic Report

A monthly report is similar to a daily report, except that the statistical period is one month.

\,

Note

The system can generate data only when it is running.

7.4 Protection Logs

To make it easier for users to view the information about attack logs, ADS provides the
function of protection event statistics. Users can view the details about attack logs from the
perspective of protection policies and adjust protection policies accordingly.

Choosd.ogs > Protection Logs> Protection Event Statisticsto view an attack log by
specifying the protection group, destination IP, destination port, policy, and time.

If the attacked destination IP does not belong to any of the custom protection groups, the
value ofGroup is displayed adefault_protection_group.

. If the attack remains inactive for 5 minutes, the attack is deemed to end. Otherwise, the
attack is always "ongoing".
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Figure 79 Protection event statistics

Protection Event Statistics
Protection Event Statistics
qQ
Group ALL v
DstIP
Dst Port
Policy ALL v
Time Today W
Search
First Next || Last [1/450 Go to lj -+ Download || Clear
Group Dst IP Dst Port Policy Start Time End Time
default_protection_group 30:13:66::8a 111 UDP_Control_By_Dstip 2024-12-16 11:11:44 Ongoing
default_protection_group 30.13.66.25 2001 SYN_Algorithm 2024-12-16 11:11:44 Ongoing
default_protection_group 30.13.66.88 8001 SYN_Algorithm 2024-12-18 11:11:44 Ongoing
default_protection_group 30.13.66.86 m UDP_Control_By_Dstip 2024-12-18 11:11:44 Ongoing
default_protection_group 30:13:66:9 80 SYN_Time_Sequence_Check 2024-12-18 11:11:14 Ongoing
default_protection_group 30.13.66.50 443 HTTPS_FINGERPRINT_Protection 2024-12-18 11:11:14 Ongoing

Click Download above the log list to download the presented logs to a local disk drive,
allowing you to check and process the logs.

Click Clear above the log list and cliodRK in the dialog box that appears to delete all
logs for protection events that are completed.
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Advanced Applications

This chapter dwells upon four advanced functions of the system, containing the following
sections:

Section Description

Describes a tool usually used to analyze transmitted packets i
network.

Describes a protection rule used to filter packets based on sigf
patterns.

Describes how to configure collaboration between ADS and the ¢
cleaning center.

Describes how to configure collaboration between ADS and Tl as w
Tl upgrade and IP exceptions.

8.1 Packet Capture Management

Packet capture is the act of capturing network packets that meet the specified conditions, so as
to provide evidence for electronic forensics. ADS supports manual packet capture and
automatic packet capture.

8.1.1Configuring Manual Packet Capture

A maximum of six packet capture tasks can be configured and saved.
A maximum of three packet capture tasks can be enabled at the same time.
A maximum of 10 packet capture files can be saved in total.

8.1.1.1Creating a Manual Packet Capture Task
To configure a manual packet capture task, perform the following steps:
Step 1 ChooseAdvanced> Packet Capture> Manual Capture.

In the upper part of thiglanual Capture page, the status of packet capture tasks is displayed
in theStatuscolumn. For an ongoing packet capture t&tktusis displayed aRunning.
Otherwise Statusis displayed aslot running.

In the lower part of the page, packet capture files are listed for completed packet capture tasks.
Packet capture parameters are displayed ifidkk Detailscolumn.
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Figure 81 Manual Packet Capture page

Manual Capture @
Manual Capture Rules

O Name Status Number of PCAP Files Operation

O in Not running 1 G ®E

Refresh || Add || Delete
PCAP Files

O File Name Size (byles) Task Details Operation
O collcap_in_1_2024-11-28_15-52-28 cap 85014 Interface: all | Protocol: ALL | Sampling Ratio: 1 | Advanced Options: Received View Download Analyze

Delete

Step 2 Click Add to create a manual packet capture task.

Figure 82 Creating a manual packet capture task

Manual Capture @
Parameter Settings
Item Value
Name
Interface ALL v
Protocol ALL v
Max Packets
Max Time
Packet Sampling Rate 1
SrcIP
Destination IP/Group @IP (_) Group default_protection_group v
Source/Destination IP
Max Packet Length
Advanced Options Receive [ Send [] Dropé) (*If no option is selected, a packet reaching the device will be captured by default }
Add | Back
Step 3 Configure parameters.
describes parameters for creating a manual packet capture task.
Table 81 Parameters for creating a manual packet capture task
Parameter Description
Name The name is unique and should be a string of 1 to 15 characters, including
digits, and underscores ().
Interface Interface on which packets are captured for this takk. indicates that packet
are captured on all interfaces.
Protocol Protocol used by packets to be captured. Values cakibe TCP, UDP, and

ICMP, ICMPV6, andCustom, with ALL as the default value.

When Protocol is set toCustom, you can set a protocol port number, wh
must be in the range of B55.

Max Packets Number of packets to be captured. The value ranges from 1 to 30000.
Max Time Specifies how long a capture task can last at most. The value ran@s@ln
seconds.

The system stops capturing packets when either the settiMgooPacketsor
that ofMax Time is met.

Packet Sampling Ratg Specifies the ratio of matched packets to captured packets. Value
1V 65535.
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Parameter Description
For example, the valuB000indicates that one in 1000 packets are captured.
default value i4, indicating no packet sampling.
When the traffic bursts, the packet sampling rate allows the device to ¢
packets in a longer period.

Src IP Source IP address of this task. This parameter is optional. If the sou

address is empty, it indicates that packets from any IP address can be capt

S,

Note

The source IP address can be an IPv4 or IPv6 address.

Destination IP/Group

Destination IP address or group of this task. You can séemtGroup.

IP: When this is selected, you can further specify an IP address in the
box next to it. Leaving the box empty indicates no restriction on
destination of packets. Both IPv4 and IPv6 are supported.

Group: When this is selected, you need to select a protection group fro
drop-down list.

Source/Destination IP|

Source or destination IP address of the task. This parameter is optional. If y
this parameter, ignor®rc IP andDestination IP/Group.

S,

Note

Both IPv4 and IPv6 addresses are allowed.

Src Port Source port of this task. This parameter is optional. If the source port is em
indicates that packets from any port can be captured.
N,
Note
This parameter is available only wherotocol is set toUDP or TCP.
Dst Port Destination port of this task. This parameter is optional. If the destination g

empty, it indicates that packets to any port can be captured.

\,

Note

This parameter is available only wherotocol is set toUDP or TCP.

Source or Destinatiof
Port

Source or destination port of the task. This parameter is optional. I
parameter is specified, the system ignores BothPort andDst Port.

S,

Note

This parameter is available only wherotocol is set toUDP or TCP.

Max Packet Length

Maximum length of the packet to be captured. The value ranges from 64 to

Advanced Options

This parameter is optional. Options are as follows:
Receive indicates that ADS captures received packets.
Send indicates that ADS captures packets that are sent.
Drop: indicates that ADS captures dropped packets.

A\ Y

Note

If none is selected, received packets will be captured by default.
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Parameter Description

If Drop is selected and when the group to which the destinatio
address belongs is in alert mode, this packet actually is not droppe

Step 4 Click Add.
The new manual packet task starts only after you Stiekt.
----End

8.1.1.2Starting a Manual Packet Capture Task

In theManual Capture Rulesarea shown ifi , click “*' in theOperation column
of a manual packet capture task to start this task.

When the packet capture task is in progr8satusis displayed aRunning, and the
forensics file is displayed on the file list.

When the packet capture task is comple&tdtusis displayed ablot running.
8.1.1.3Stopping a Manual Packet Capture Task

In theManual Capture Rulesarea shown if , click "™ in theOperation column
of a manual packet capture task to stop this task.

After the packet capture task is stoppBtitusis displayed aslot running.

8.1.1.4Viewing a Manual Packet Capture Task

In theManual Capture Rulesarea shown if , click “ in theOperation column
of a manual packet capture task to view its configuration information.

Click Refreshto view the current status of manual packet capture tasks.

8.1.1.5Editing a Manual Packet Capture Task

To edit a manual packet capture task, perform the following steps:

Step 1 In theManual Capture Rulesarea shown if , click = in theOperation column
of a manual packet capture task.

Step 2 Edit parameters, clickK to save the settings, and return to Memual Capture page

—End

8.1.1.6Deleting a Manual Packet Capture Task

You can delete manual packet capture tasks one by one or in batches as follows:

Method 1:In theManual Capture Rulesarea shown i , click "™/ in the
Operation column of a manual packet capture task and €hkkin the confirmation
dialog box to delete this task.

Method 2:In theManual Capture Rulesarea shown ik , select one or more
manual packet capture tasks (or select the check box in the table header to select all
manual packet capture tasks), clizgkletein the lowefright corner of the area, and click
OK in the confirmation dialog box to delete the selected tasks.
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\ Ongoing packet capture tasks cannot be deleted.
Note

8.1.1.7Viewing a Manual Packet Capture File

After a manual packet capture task is ended, a packet capture file is generated and added to
the file list, as shown in tHeRCAP Filesarea shown ifk

You can clickView in theOperation column of a packet capture file to view its details.

Figure 83 Viewing details of a packet capture file

Viewing the Summary of the Packet Capture File

As shown in , in the upper part of the padgeacket Summarydisplays the abstract
of the packet capture file, including the file name, size, and task details.

Viewing the Packet Abstract

On thePacket Detailspage, abstract information of all captured packets contained in the
packet capture file is displayei: describes parameters of a packet capture file.

Table 82 Parameters of a packet capture file

Parameter Description

No Sequence number of the packet in the packet capture file
Time System time when the packet was captured

Source Source IP address of the packet

Src Port Source port of the packet
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