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Organization

This document descri bes thaes efdu matniagres amd w
i nterf ace ANf-DINSTF OsSt e m (MaDnSaigveaniemd 8/n dN X 3
HD27a€0md the virtualized version.

This document is provi dlRetdl ¥ odi frfedrerfemacm tomd
due to version upgrade or other reasons.

Chapter Description

Describes ADS M briefly.

Describes the login method and layout of the dwabed manager.

Describes how to perform sgm management and maintenance.

Describes in detail the traffic and attacks monitored by the managed de

Describes various types of reports and how to query these reports.

Describes how to view device logs.

Describes how to configure device regions eegional IP group.

Describes how to configure smart protection.

Describes device management, policy configuration, and abnormal {
detection.

Describes menus of the console management interface.

Describes parameters of policy templates.

Introduces default settings of ADS M.

Change Hi story

Version Description

V4.5R90FT - Added functionsADS's port-basecd:arpetbombing protectionand
NTA's regionanomalydetection.

Optimized functionsupgrade history.

V4.5R90F®SP02 OptimizedIP group protection policies

CopyTrEi QNIStFOCUS 1 V4. 5R9
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Version

Description

V4.5R90F®SPO1

Addedfunctions: region DDoS attack alert for a network segment i
NTA region alert template, system type shown in basic settings, af
disk troubleshooting via console.

Optimized functions: network traffic report, DDoS attack report, att
summary log, diversiolog, traffic alert log, and FlowSpec diversion

log.

V4.5R90F®

Added functionsDNS subdomain allowlist aui@arning carpet
bombing protection, network segmeérdsed DDoS detection, networ,
segmenispecific diversion policy, and disk status.

Optimizedfunctions attack summary report, region DDoS alerts, IP|
groups access policies, and security settings.

V4.5R90F05SP03

Added functions: allowlist and DNS subdomain allowlist.

Optimized functions: RDIUS authentication, NTP server, license,
system upgragl DDoS protection policies, user management, and
security settings.

V4.5R90F05

Added functions: NFR security requirements, afigles contact
specifications, connection anomaly detection configuration, except
IP address of IP groups, and adaptionaw functions in ADS/NTA
V4.5R90F05

Optimized functionregional IP grous, login security settings, DDoS
alert rules, smart protection groups, packet capture, region traffic
statistics, and cluster synchronization reconstruction

V4.5R9(FO4SFO1

AddedHTTP Hostallowlist and watermark authentication.

V4.5R90F04

Updated the structure based on the new template.

Addedlicense expiration warning, web API logdyusterGedP library, and
clusterTl, etc.

Modified access policies and DDoS attatdrtrules.

Conventions

Convention

Description

Bold font

Keywords, names of screen elements like buttons,-doomn lists or fields, ang
userentered text appear in bold font.

Italic font

Document titles, new or emphasized terms, and arguments for which you
values are in italic font.

A

Note

Reminds users to take note.

&)

Tip

Indicates a tip to make your operations easier.

CopyTrEi QNIStFOCUS
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Convention Description
Indicates a situation in which you might perform an action that could res
A equipment damage or loss of data.
Caution
Indicates a situation iwhich you might perform an action that could result
0 bodily injury.
Warning
A>B Indicates selection of menu options.

Technical Support
Hardware and Software Support

Emas upport @nsf ocusgl obal . com

Cl oMidt i gati on Support

Emacl esuudpport @nsf ocusgl obal . com

Phone:

USA:84@A78287 -©4MSHFIOCUS

UK: +44 808 164 0673 or +44 808 164 O0ONSF
Australia: +61 2 8599 0673 or +61 2 8599
Net hesr:l aanr3dt. 85 208 2673 or +31 85 208 2NSF
Brazil: +55 13 4042 1673 or +55 13 4042 1
Japan:=5+HBBE73 o045 BNSF3

Singapore: +65 3158 3757

Hong Kong +852 5803 2673 or +852 5803 2NS
Mi ddl e East: +973 1619 7607

Documentation Feedback

For qureyy regarding the usage of the documen

Emai hf$§opport @nsfocus. com

CopyTrEi QNIStFOCUS 3 V4. 5R9
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Overview

ADS M is used to perform demtcaebided| mgepdge
modaend NTA adhwloi geser ate reports.

ADS M monitors traffic and operating status
information and attack alerts from thteese de
we-based manageras e@Qn nmame gieesty r aher admn a uni f

modi fy configuration files of DS devices o
devices.

ADS M manages and monitors multiple NTA devi
alerts from t heysse tdheev iccoe sl,e cat nedd -bdiai ssiepol r ama n ia g @ r
I n addition, the administrator can create r
detection policies to NTA devices.

CopyTrEi QNIStFOCUS 4 V4. 5R9
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Web-based Manager

Thi s chaptert hreaifnollyl ocwoivnegr ssecti ons.

Section Description

Describes methods for logging in to the system.

Describes the web page layout

Describedhowto switch the language and reset the password.

2.1 Login
To | og i ratseedt hmeanvaegber of sAPBSsM, follow thes
Step 1 Make sure that your PC properly communicates with ADS M.

Step 2 Open a browser (for exampléhrome)and connect to the IP address of the management
interface of ADS M over HTTPS, for examptgpe https://192.168.1.10 in the address bar

After you type tBret,éasPe caudrdirteys salaenrdt ppraegses ap p e
Step 3 Click Advancedand therProceed to xxxx (unsafe)

The |l ogin plaagsedfmdrmagevre bapipeualires ,2 as shown i

CopyTrEi QNIStFOCUS 5 V4. 5R9
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Figure2lLogi n page

P NSFOCUS

ADS NSFOCUS Anti-DDoS System Management

f rosmsysem v J Usemame J Passwor | TN |

2025 NSFOCUS. End-User License Agreement EE(Language ) v

Step 4 SelectADS M System type the correct user name and password, and theri_oligk or
pressEnter to log in to the welbased manager.

i rsM, lyagu nneded AtDBS change t
hen the configuration wiza
S

On t he t login to ADS M that h

f
T
f
V4. 5R90F
ts

\ t he ipraws

l angsygé

ir

05, you can directly acceas
idl You can |l og imet bishyset
emal ity, system t.iFme Zenai

Note NSFOCUS ADS M Installation and Dep
I f you are autheemaiclat eyobyneadswo
and verification .dhhé¢e uproviaced uwnit:
several failed verification code a
For the first login, you must import a vali

|l ogin,-babedwembhnager afpipewres,2 as shown in
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Figure22Ho me page

AD X 50mn | ENGLISH v | & ADoUT X Togout
S
UVl Reporl Log  Region Device Managemeni  System
Traffic Monitoring ET Traffic Monitoring Aftack Events
Attack Traffic Trend o Top Region Attack Traffic ::: 30 Altack Traffic Mok
Al a pps pps v All a pps v
750k 750K
500K
500K
250K
No Data
250K
0
250K 0
17:00 1710 17:20 17:00 1710 17:20
R Traffio PassedTrafic @ Dropped Traffic — UDPFload  — Manual Strategy
Top Ongoing Attack Events ::: P Top Destination IP =z Top Source Countries/Regions ® L
ops v Al a bps + Al a bps +
Attacked IP AttackType Duration  Dropped Traffic v+ % GEO Destination IP RxTraffic  Dropped Traffic %
ws3200p4  wamas. ontmn 27 - 106.31.24.024 2N 346 M E—
L — W 10831245 696M  693Mmm - -
10631241 ManualS.. 2 min = W 0831040 S05M 692Mmm - n <
10631243 MamalS.. 2nimn 1238 = - W 10831241 604M  692Mmm - [Spr— - ‘
10631244 MenualS.. 2nimn 1236 = - L oam ponme= = me
K B 10631243 603M  6IM mm - B Fussian Faderstion
10631245 MenualS.. 2n1mn 1235 = - W 2051201 P, 2302 -
1234 =
10831242 ManualS. 2himin - W 2010 256K 2207 -
210851201 UDPFlood  22min 151 = B 1234 sk o
210851200 UDPFlood  22min 451 = B 35721091 Bk o
Top NTA Alerts J* B 4 Device Monitoring * B 4
bps Name Status  Uptime  Resource Usage
Destination [P~ Alert Level AlertType  Duration  Traffic v e 50
10.66.242. ) E
110100 nigh TraicAb..  2n50min 466 b " MEM 43%
10 66 243 41
6| = [ System Status: CPU usage:17%, MEM usage:26% | Authorizalion Status:Autnorized | ©17:27 2024-12-18 CST

- -E-n-d

The browser you use must support J

You ar e adtvhies eldatteoCtursweenes | dcomeEdxes
di splay resolution to 1280 x 700 o

g - You must chanigramé chieatpalsy waofrtder t he

- - For the first login, you must Folpw
Caution to i mpor,t sa eleincseens e

The system will return to t
bySession Ti meolun dmhi®eruvaske
using tliFersyetSeemlus, tgeeett

he 1 ogi
, you n
i ngs

2.2 Layout

Fi gudsecho2aws t he | abyaosuetd onia ntahgee rwe b
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Figure23Layout
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ebfa stelde mmaenba g e r

ADS v

Traffic Monitoring Repot  Log  Region  DeviceManagemeni  Sysem

Overview DDos Traffic Monitoring NET Traffic Monitoring

I o Adaumn | ENGLISH ~ | & About | x Logout

::: R Top NTAAlers * [::: N0

Top NTA Regions by Traffic =:: IR Top Destination IPs 2
bps = Al a bps v bp:
No data No data No data
Protocol Analysis o Device Monitoring «* m L Traffic Trend o
All 2 bps v Name Status Uptime Resource Usage All o bps
N [
B10.66.242 e 14230 50m ;’;\; ::"’%
2025-05-14 17:18:30
Rx: 0
T 0
® Dropped: 0
0
1715 17:20 1725 17:30 17:35 17:40 1715 17:20 1725 17:30 1735 17:40
® UDP TCP L Rx T ® Dropped
Top Targeted Regions by Trafiic [=:: R Attack Traffic Trend Mo ‘Top Ongoing Attacks [:: 0
bps + Al a bps - bp:
& = [ System Status: CPU usage:4%, MEM usage:21% ] 4 Authorization Status:Authorized | @ 17:46 2025-05-14 CST|

Tablldescribes ab@&saesdomandagermweb

Table21We bpage

| ayout

No.

Area

Description

1

Menu bar

Main menus of the system.

Quick access bar

Provides buttons for common operations on the-bafednanager.

4 3dmin_ . 4i0ws you to modify the password, authentiction modé

and other information of the current account.

- Rename the default usexdmin) with caution. If you forget the ney
name, you have to restore it along with its password to the defa
through the console. For details, s&ssetting the \Web
Administrator's Password

- Ifthe web API is enabled, you can also view the access key.
Clicking ) updates the key. Then thigarty users must use the
new key to acces&DS M.

- For information about other parameters, sée=r Managemerfor
detils.
EMGLISH = : switches the language. Currently, Simplified Chines
and English are supported.
& About : allows you to view the product version, technical suppor
contacts, endiser license agreement, and other informadoADS M
devices.

* Logout : jogs you out of théheweb-based manager

Work area

Area where you can perform configurations and operations and view da

CopyTrEi QNIStFOCUS
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No. | Area

Description

4 Status bar

Displaysauthorization statusurrent system timeand system status. Clickin
in the left part of the status bar shows details of thd Gfage, memory usag
and data partition usage.

2.3 Other Operations

On t heasvsed manager, you can also switch

Switching the Language

On the |l ogirimpaty e nohvoewn hieh arug ubanigtet oo ti-lme t he
right corner Then all |l anguages &vaivtabl2e
Click the desired | anguage. The interface

selected

Figure24L anguage options

[z 3 an
EMGLISH

IEE(Language ) -

Resetting the Password

On the |l ogirt

t hReeset Pp
After tha
emai | add

t

he

agwprdype the correct usekNeaxatme
, the system automatically sends
ess

Note

Only ta&aemmwsrerenabl e the password r
l ogin pagerdpbs plPamnlsywoa fda b Re yReaus sewoon
t hfecur it ypaSgee.t i hars atbd e tpas swofac ur

When you reset the password, you m
you used to register. This email a
not receiveetsketpagswmad | .

The password resetting function a
(SMTP) servers ForSaretwar L Sgnfsiee®

CopyTrEi QNIStFOCUS
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System Management

This chapter describes routine maebgeemeént a
managenrai nl yt hiencflouldlionwgi ng secti ons.

Section Description

Describes the basic configurations of ADS M.

Describes how to perform ADS M user management, security set
authentication configuratiprand HTTP host allowlisas well as how tq
view audit logs.

Describes the thirgarty interface configuration.

Describes methods to diagnose ADS M faults.

3.1 Local Settings

This section describes. basic configurations

3.1.1Basic Settings

ChooSyest ¢mcal Setti ngsAs> skhadswincuirSteBh 8 in@g s
Settpage di splays basic sysﬂtecm (@ ahrif &mentaet ri sO ni. n
Basic @etfi nguhi |Beastihcoslen €iann niantei ba modi fi ed.

CopyTrEi QNIStFOCUS 10 V4. 5R9
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Figure31Basi an d yndtog mat i on

Basic Settings »x

Basic Information ~

System ID
Software Version
Patch Version
Uptime

System Type

Basic Settings ~

Device ID

System Time
System Time Zone
NTP Server

Clock Sync Interval
Web Service Port

Detection Mode

Sound Alert
Region

Managed Device Access

Default System Language

ADB5-80EC-D6ET-D1CY
V4 5R90F065P01

1 hour 25 min
NSecOS

2025-03-20 16:28:49

(GMT+8:00) Chongqing,Harbin Kashgar, Shanghai, Urumaqi

1.pool.ntp.org &

443

NTA

Chinese

Close

Chinese mainland

Open

(LI

Shutdown| Reboot System |Restart Service [Export Configuration Import Configuration

e T e T e T T e e

desScribes detailed system informatdi
Table3lBasi c system informati on
Parameter Description
Basic System ID Hardware ID of ADS M.
Informat
ion Software Version | Software version of ADS M.
PatchVersion Version of the patch that was last installed on ADS M, if ADS M has
upgraded by installing patch files.
Uptime Length of time from when ADS M is switched on till the current mom
System Type Operating system of ADS M, which can BESecCs or KylinOS. This
parameter is available only for AB@-VM.
Basic Device ID Name of ADS M.
Settings
System Time Current system time, in the format of22809-27 17:07:07.
Changing the system time may cause data loss. Therefore, you
perform thisoperation with caution.
System Time| Time zone of the system time.
Zone Changing the system time zone may cause data loss. Therefore, yo
perform this operation with caution.
NTP Server IP address of the server with which ADS M synchronizes time.
If NTP Exception Alertis turned on, once the NTP server becomes fa|
the system triggers an alert and generates a running alert log. For
see
You can configure a primary and secondary NTP serVéestime of the
secondary NTP server will be used only whgnchironization with the
primary server fails.
N,
Note
You needfi gluNS stbheeher e typing
herelf you do not want to spe
CopyTrEi QNIStFOCUS 11 V4. 5R9

on.



= NSFOCUS NSFOCUS ABSIM G
Parameter Description

| P address for the time serv

Interval for ADS M to automatically synchronize the time with the N
server. Options includ@56 second 512 second 1024 second 2048

I(r:1|tc:e(;kal Sync| second 4096second andg8192second
Vi
If no option is selected, the parameter is displayed, asdicating a

random interval in the range of 6024 seconds will be used.

Web Service Port| Port via which you log in to the wetlmsed manager of ADS M. The p
number can b80, 443 or any integer from 10000 to 65534. Assume {
the IP address of ADS M isttps://192.168.1.100f the port number i
changd to80, you need to typéttps://192.168.1.100:80n the addresy
bar of the browser.

N,

Note

Changing the web serdiacse dp ona
ADS M to restart. I f theePor
depl oy the Portal

Detection Mode | Detection mode adopted by the system.

The default value iSITA, indicating that ADS M coordinates with NT
for traffic analysis. If there is no NTA, the default value Nene
indicating that NTA coordination isnavailable.

Default  System| Default language used by the system to save audit logs.

Language The webbased manager supports b@hineseandEnglish The default]
language i€nglish.

The new default language takes effect only after the systesntited.

Sound Alert Controls whether to enable sound alerting.

After sound alerting is open, the system makes a sound and displ
alert reminder box when either of the following conditions is met:

An attack alert or link status alert is generdtgd\DS.

A traffic alert is generated by NTA.
For details about the sound alerting function,See

Region Countryfegion wherghe device is used.

Managed Devicg Enabled by default, indicating that you can directly access the ma
Access ADS and/or NTA devices via ADS M. If this is disabled, you can
access any managed devices via ADS M.

tion toeamdpastimegebasi gosysan al so p

Il n add
ti ons:

oper a

Shut down t h®hwstydtdoema:hu€l idokwvn ADS M.
Reboot t he Reyotod mtSoyGitéeemiot ADS M.

Restart systdRkmstanrvi CegystChrtksystem serv
(includi-mgs e d emavemdbger and engine) of ADS |
change the default | anguage, the system a
Export confi glExgtoirdn Cloindfredg:usré@llitéiaotth conf i gur
t o be dex peoxtptto@ t Co ndfiiagluorga thi doxn gsih. ;2w Ki cnk

to save the configuration file to a | ocal

CopyTrEi QNIStFOCUS 12 V4. 5R9
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Figure32Ex porting configurations

Export Configuration [ |

Select configurations to be exparted.

ADS

MTA

Falicy Template
Region

License

SMMF & Syslog
Data Export
Paortal

SMTP Server
User

Mail Report Settings
Performance Alert
HA Configuration

OK Cancel

\ The configuration files wiJwhibceh dxspc
Not: and can be used for backup or i mport
|l mport a configuration file

Clilemkport Conand uupalto aodd pd ofaidl eCoinrf idghuarlaotgi o n
box s hroiwnu3dten 3overwrite the original confi
reconfigures ADS devices, NTA devices, anit
Figure33Upl oad Configuration File dialog box
Upload Configuration File x|
Choose File | No file chosen
OK Cancel

The

i mporaedooohnhfigutakes effect o

Certificates
devices have

The i mported
operation with

Note

may
di fferent

be

necessary
certificate

to

confi gdureattihoen oPdil §eio nve
caution.
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3.1.2License

After an

ChooSyest ¢mcal

a | icens
di spl ays
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ADS M device is installed, you

Figure 34Li c prage

License x

License Mo.
Licensed to
Cleaning Capacity
Authorized Module
Portal

Smart Protection
License Type

Start Date

End Date

Authentication Mode

Cloud Authentication ~

License Registration Information ~

License Update:| Choose File | No file chosen Upload

License Download: | Download

)687-D1CH
6725567
No limit
IPvE
HAvailable
HAvailable
Trial License
2025-01-24
2025-12-31

Cloud authentication

Authorization Status Authorized
Authorization Center |auth.api.nsf{:cus.cnm -
Save
Tabl2desScribes license parameters.

Table32Li cense parameters

Parameter

Description

License No.

License number of the current ADS M.

Licensed to

Customer that is authorized to use this system.

CleaningCapacity

Maximum bandwidth allowed for traffic cleaningNo limit indicates the
maximum bandwidtlis not limited.

S,

Note

This parameter is -Mwail able onl

Number of Monitored] Maximum number of ADS devices that can be monitored bgthent ADS M.

CopyTrEi QNIStFOCUS
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Parameter

Description

Devices

Authorized Module

Whether the IPv6 module is available.

SmartProtection

Whethersmartprotection is available.

Portal

Whether ADS Portal is available.

License Type

License type, which may birial Licenseor Paid License

Start Date

Start date of the license validity, which is usually the production date of the ¢
license.

End Date

End date of the license validity. If a trial license expires, ADS M can be upg
but no longer collects data of ADS devices under it. That is, ADIBses the
protection function. If a paid license expires, ADS M still works but canng
upgraded.

Authentication Mode

Authentication mode, which can be local authenticatidoud authenticatiowr
watermark authentication

This parameter is availablonly for ADSM-VM. Meanwhile, ADSM-VM can
be used only after it is authenticated locatignnected to the cloud authorizati
center or watermark authenticated

Ukey Hash

Hash of the USB flash drive inserted into host the device where the softw
the locally authenticated device runs.

Local
Authentic
ation

Authoriz
ation
Status

Local authorization status of the device. If local authentication is config
ADS-M-VM, upon startup, sends authentication requests to the USB flash
inserted tat. The local authorization status can be either of the following:

Aut hori Teel device is

Unaut horiThedsystem cannotsuppdep
addition, region configuration,

aut hori zed

Cloud
Authentic
ation

Cloud authorization status. After you configure the address of the
authorization center, AD$1-VM, upon startup, sends authentication reques
the cloud.

Aut horizadi
correct and
device is
of f h
type
c
i

t hat t he
connection
able for use.

addr e
to t

cates
t he
avail

B the authorized state, i f
, t he aut hoOfifzlaitAeo no fsftla wnies ¢
ions except system upgrade

i
d
funct
od, the device enters the un
t
t

per
Unau
addi
Aut h
upgr
una

hor ilshyesdceamn ot be upgraded,
ion, region cormsf.iguration,

ent i c a:tTihoen
ade within
ut hori zed

dfeaviilcuer epr ovi des 4
30 fdéayese.i odlpont hteh ¢
state.

During its operation, AD3/1-VM periodically sends authentication requests
the doud to stay connected to the cloud.

Waterma
rk
Authentic
ation

Watermark authorization status. After you configure watermark authentic
ADS-M-VM, upon startup, needs to import the watermark authentics
information.

Aut horTiltzeeddevi

Unaut hor iThed system
addition,

zed a

cannot be wup
serviocge toaardffii gu rsd tait o rs

ce is authori

Port

Port for local authentication.

CopyTrEi QNIStFOCUS
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Parameter Description

Make sure that ADS M has the same local entitation port as ADS or NTA
collaborating with it.

Authorization Center | URL of the cloud authorization server.

For use on the Chinese mainland, cham#h.api.nsfocus.com

For use in other countries and regions, ch@agk.nsfocusglobal.com

The system displays a warning when t
during which you wild/l n o tM pbreo preeonbiilyrod
\ timely import a new |icense as pr omg
4 For a for mal l'icenskicwnsbi axpior da
Note the firsdau wadhi mg soYreceive the wa
- For a trial |l icense, within seven
the first warning.

3.1.3System Upgrade

You caal maniumport tdreaAddfdbkad feo 6 dgeptnh@e sy st e m,
as follows to avoid possible update failure

Visit the patSlspeomv ipgaegpdecad® tolbd aimadkhaegd at
of ADS M. Makekage emdth@ahed hyeowpracproduct .

You need to upload the |icense of ADISe cur
M-VMi s Geetbi tpemge to check whether the 1|
Check whether configuration filesDatina dat

page ttd abpa c k
To upgrade ADS M, follow these steps:
Step 1 ChooseSystem >Local Settings > System Upgrade
Step 2 Click Browseto select an ugatepackage file.
Step 3 Click Upload.

Af terdaphaeclugpge i s upl oaded,r etlhaet esdy sitnefno rdmastpil
to confirm.

CopyTrEi QNIStFOCUS 16 V4. 5R9
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Figure35Upgr ade confirmati on

IAdministration » System Upgrade

System Upgrade x
[Source versionJ =

V4. 5RO0FO1SPO3 through V4. SRI0FO1SPOI
[Target Version]
V4. 6R90F02
[Matching Versions of Collaborative Devices]
ADS versions for collaboration:
V4.5.88.15. sp13 through V4.5.88. 15. sp15
¥4.E5R39F03 through V4. GRBOFO3SPO3
¥4.5RI0F00 through V4. RIOFOOSPOE
V4. 5RI0FO1 through V4. ERIOFO1SPOS
V4. 5RI0F02
ADS versions the adaptation spplies to {other versions do not support ADS I s management of their region security):
V4. 5RI0F02
NTA versions for collaboration:
V4. ER89F03 through V4. BRBSFO3SPO2
V4.5R90F00 through V4.5RI0FO0SPOS
¥4.5RI0F01 through V4. SRIOFOISPO6
V4. 5RI0F02
NTA versions the adaptation applies to (other versions do not support ADS M s management of their region security):
V4. 5RI0F02
[Hex Functions]
1. The system time on NTA can be in synchronization with that on ADS M.
2. A port can be specified for ADS M to collaborate with NTA or ADS

The status of the NTP service is put under monitoring.

w

S

Static routes can be configured now

The custom—permission user group is added to allow the configuration of users with custom permissioms.

o

Step 4 Click Confirm Upgrade.

Thne t he upgrade proceeds. During the upgrade
how much ofeéehecompkehad. b

Step 5 After the upgrade is complete, cli€K in the dialog box, which prompts that the system
service will be rebooted.

If the system does not prompt the upgrade su
will automatically restart

Step 6 Click & in theOperation column of the ugatepackage in th&Jpgrade History list to
view information about the new version.

- -E-n-d

3.1.4Data Storage
Chosyst émcal SOdatandtorapgkat &8 hPpageage

CopyTrEi QNIStFOCUS 17 V4. 5R9
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Figure36Dat a Spgagege

Data Storage x

Data Management Service
® Running

Storage Policy

Type Granularty Retention Period Operation
Snapshot dala 30 x Second 3 Hour £
5 min data 5 x minutes 30X Day B
Hour data 1% Hour 12 x Week £
3 hours data 3% Hour 6% Month 4
Day data 1x Day 3% Year =
Month data 1% Month No 3
Year data 1% Year No 3
Min Merge Threshold
Type Threshold Operation
Trafiic 1pps £

Table Space Usage
Vihen the usage of the tzble space of histaric traffic exceeds 9%, automatic dearance is performed. | Save

Table Space Size Usage Operation

Historical traffic data 760.86 1% Clear
Atack event data 264.16 1% Ciear
Device log data 158.46 1% Ciear

Data Backup and Restore
Database Backup Service | Configuration Backup Service | FTP Server Rsyne Server Operation
© Disabled @ Disabled [

Restore Database | | Restore Configuration

You can perform the Daottld oSMMiageaeeer ati ons on

View the data management service status.

I n DDahtea Managenaerneta ,Seyrovui ccean check whether
service is running or has stopped running

Edit data storage policies

I n SthoeragearRewblfciyn( Qpheer acddlommn t o edit the
of the corresponding data type.

A

| t
Caution a !

f he st@®radage itnidme aites that ther e
ddi t (|

ion, the sysocusd adwet admatai.c a y

Edit the minimum data merging threshol d.

I n Mihneergfhresdﬁroelaj,_"?dlni Qpheer addlonmn t o edi t t
mi ni mum data merging threshold. Note that
ignored during the merging.

View the table space usage.

I n Ttahbel e Spacealsygpe can view the space us
attack event dat a, and device logldaka as
Cl eiamr Qpheer addlonmn t o deteteftaespadbil i sptir

Manage data backup and restoration.
i Modify the backup configuration.

| n DOahtea Backupaa,re@cl__"ﬁeisrk Gpheer acd dloinmn t o edi
the backup configuratirongpuis Bhe dialog b

CopyTrEi QNIStFOCUS 18 V4. 5R9
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Figure37Modi f ying the backup configuration

Modify Backup Configuration [ X |

Data Type [ | Database [ Configurations

FTP Server Configuration

Server IP | |

User Name | |

Password | |

Rsync Server Configuration

Server IP | |

Username | |

Password | |

QK Cancel

Select the data backup type and configure p

\ Foba a TypdCoonnfliygesiratselhect ed, you ne
4 serverDat dhasadsel ect ed, you need to ¢
Note Rsync server.

i Restore the database.

I n Dahtea Backup aamdchrbdesstioarteatb®@d ®w t he t abl
restore the database information backed

i Apply the backup file for restoration.

I n Dahtea Backup aamdchRbdessthkoorree Comé li gw r tath @ otna
to restore tiHe sc dmafcikgewdr autpi com ft he server
ADS M configuration is backed up to the

3.1.5Network Settings

ADS M supports both I Pvd and | Pv6 configura
gateway, and sltawiirtg roadteisans hkcedorli be how t
network settings respectively.

3.1.5.1Configuring IPv4 Network Settings

| nterface Addresses of ADS -M NX3-HD2700
Fi gu8seh odws tphaeodflr /M XH3D 2 700 .

CopyTrEi QNIStFOCUS 19 V4. 5R9
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Figure 38F r qoratrod | AD NXHD2 700

o — M = i n
b ==

W Power LED ¥ System LED y Status LED
Y Serial port (RJ45) Z USB port Z M: management port
Z Hot standby port z Expansion slot Z Monitor
Z HDD caddy i i
ADM' s network ports include M (1000M), H (

1
optical p oirctast,i owhsop@madrtiehdel if & toehce rifm cielo Ty mn o n
e

t hePv4 ApddgesSyndtedbmcal Settings of NteHhbemewedd S
manager.

Figure391 Pv4 address configuration

IPv4 Address | IPv6 Address

Interface Address Configuration ~

Interface Type 1P Address Netmask Operation

A eth0 M 192.168.1.100 255.255.255.0 x

P 10.66.253.55 255.255.240.0 x
& el H

¥
& eth2 811

P
& eih3 512

¥

Route Configuration ~

Default Gateway Operation Add
10.66.250.254 &

Destination Gateway Flag Interface Operation

o No static route.

The interface LED on itrheei daetfeas otf hd hreeti wmd relk f c
this interface.
e: indicates that the network connection ¢
8- indicates that the network connection ¢

Though the device does notHcaeartgcepmpmentegd
configuration and management purposes and o

Each interface can have two | P addressdckes. |
to configure the | Pv4d adwdrksasdapdesubnet ma
To unbind the | P addi®ezisrs Qpheer md @loninm.t er f ac e,

CopyTrEi QNIStFOCUS 20 V4. 5R9
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A I f the I P address of a management ir
Caution we-based manager of ADS M.

On the inffregiteceefinc&kxt i no an interface to c
and other parameters Hiogultthis interface, as
Figure 310Conf i guring an I Pv4d interface address
Add IP (x|

Network Adapter |ethl}

IP Address |

Metmask |

|
|
|
Default Gateway | k’uptional}

OK

desScribes parameters for configuring an

Table33Par ameters for configuring an | Pv4 inter

Parameter Description

Network Adapter Management interface or expansioterface of ADS M

IP Address IP address of ADS M, which should be an IPv4 address here

Netmask Subnet mask of the IPv4 address of ADS M

Default Gateway IP address of the network gateway of the subnet where ADS M is on
i After you change the | P address of t
Tip be unavai lt&hb engas @, toet he system fr

Default Gateway

To configure the I Pv4d default gateway, foll
Step 1 In theRoute Configuration area of the page shownfiin , click & in theOperation
column.
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Step 2 In theEdit Default Gateway dialog box, type an IPv4 addremsd clickOK.

Figure311Conf i guring the default gateway

Edit Default Gateway x|
Default Gateway 10 66.250.254

Ok

- -E-n-d

Static Route

A static rmauntuealilsy ac ornofuitgeur ed by the adminis
s masliclal e networks thatAsdetmdt cchandescecmaaman
net work changes, the administrator must man
changes.

Cho®yst tmcal Sélet wog & >9ePtvtdi mMiglsthr R ahiet e
Conf i gurretai,/o)ddlnidok f i gure parametersali . the d

desScribes parameters for creating a sta

Table34Par ameters for creating a static route

Parameter Description
Destination IPv4 address and netmask of the destination host, used to identify the dest]
address or network of Ipackets
S,
Note
I f you are configuring a static r
the netmask to a prefix |l ength, s
Gatewd or Next | Specifies the gateway for the static route, usually, the local IP address of tiemng
Hop IP device.
Interface Specifies the egress interface of the static route.

If the interface goedown, the system automatically switches to interfett®.

3.1.5.2Configuring IPv6 Network Settings

I nterface Addresses of ADS -M NX3-HD2700

On Neéewor k pSegé& iiimngPdse chRPwt&k Atddrepen the | Pvé
configurathionulpgFag®. See
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Figure 3121 Pv6 address configuration

IPv4 Address | IPv6 Address

Interface Address Configuration ~

Interface Type IP Address Prefix Length Operation
& ethd M d00:4094.:250:561.7e81:2041 64 x
e 2001::55 96 )
10:66:253:55 96 %
& ethi H
¥
& eth2 811
&
& ethd S12
¥
Route Configuration ~
Default Gateway Operation Add
£

Destination Next Hop Flag Interface Operation

o No static route.

On the inffegithgedd tinsetxti m o an interface to

address and other parRnmeulesr s3 for this inter

Figure 313Conf i guring an I Pv6é interface address

Add IP [ |

Metwork Adapter  |atho
IP Address

Frefix Length

Default Gateway (*optional)

Ok
Tabltbdescribes | Pve network parameters.
Table35Par ameters for configuring an interface
Parameter Description

Network Adapter | Management interface or expansion interface of ADS M

IP Addres Specifies the IP address of ADS M, which should be an IPv6 address here

Prefix Length Prefix length of the IPv6 address

Default Gateway IP address of the network gateway of the subnet where ADS M is on

q Af ter you c¢hangemanhaeg el nPe natd dir retsesr fod c &
Tip be unavail abHeng lim tthoi st hcea ssey,s treem f r
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Default Gateway

To config

ur e t

he

NSFOCUS ABRrM (d

| Pve defaul t

gat eway, f ol

Step 1 In theRoute Configuration area of the page shownfirgure 312, click “ inthe

Operation column.

Step 2 In theEdit Default Gateway dialog box, type an IPv6 address and cli.

Figure314Conf i gur i mattelweaydef aul t

Edit Default Gateway
Default Gateway

675

l

OK

- -E-n-d

Static Route

To configure a

n

Pve stati

C rout e,

Step 1 In theRoute Configuration area of the page shownfimgure 312, click Add.

Step 2 In theAdd Static Routedialog box, configure parameters.

Figure 315Cr e a't

ing a

static

rout e

Add Static Route

Destination |

Gateway or Next- |

Hop IP

Interface | auto

OK

TabledeScri

bes parameters

f

or creat

foll ow

ing a st

Table36Par ameters for creating a static route
Parameter Description
Destination IPv6 address and prefix of the destination host, used to identify the desti

address or network of IP packets.

Gateway or Next
Hop IP

Specifies the gateway for the static route, usually, the local IP address of th

hop device.
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Parameter Description
Interface Specifies the egress interface of the static route.
If the interface goes Down, the system automatically switches to interface eth

Step 3 Click OK.
- -E-n-d

3.1.6DNS Server

As an essenti al and fundament al service, t h
bet ween host domain naamesf agdr ePDa&dsesves s

Cho®dyst tmcal SONSI Sgsov opeMS t Sigprawgeer. On t hi s
type the | P address (two | PoedSdaNkd s&&s&v eak mo.

Figure 316DNS Server page

DNS Server x

Server 1 |2215.5'5 |
Server 2 | |

Save

3.1.7HA Configuration

Currently, ADS Mystupmomots baekwdmwmaflunction, v
pri mdevi ce and sédeowmdedcrey eas Biphd enfaa ghl atdh,a | tielse

all traffic and synchr onrtiizmees shteaaeratsbnetdaatr yihndfeov
that is only a backup devipiremaa nydfdaeovesc,enbh e h
secondawyl deviake over all the prdarmairgye sdeavn & e
ensuring business continuity to the maxi mum

Routes must be rperacrhaasthg ceo hdeBrwd ede ¥heetswo and
devices are connected via theiimgheartaea) i
synchronize heartbeat i nfiogrimathiGoms an & i anpd fei
topology for HA.
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Figure317Topol ogy for HA

Master Device & ] Master Device

Heartbeat

"~ <
Link

Heartbeat
Link

Slave Device @ i

Slave Device

188

Server

Configuring HA

During -styhset ednm ahhot backup deployment, you mus
primangdgcondasy(devi dettai bsy i sgelNet wor k Sett

Configure the heartbeat interfaces (manag
The heartbeat | htper fmag atsodasnyencunsreodn ifzoer cton f
fil essetcoontdhaer y devi ce

Routes must be reachabl @rbhebnwiegem ndaaryt bea
devsi.ce

Configure other communication interfaces.

After the interfaceakyntfemguhat iDbackematbhlrcti
HA parameters by performing the following s

Step 1 ChooseSystem >Local Settings > HA Configuration.
Step 2 Set HA parameters undelid Configuration .

CopyrEi NIBtFOCUS 26 V4. 5R9
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Figure 318HA Conf i guration page
HA Configuration x 8 F
Heartbeat Interval (s) 5 a
Lost Heartbeat Threshold
Real-Time Status Sync @vYes ONo
HA Sync File Configuration
Monitoring Network Address Manitoring Config OYes @No
ADS Device Configuration @Yes ONo NTA Device Configuration @Yes ONo
Security Protection
NTA Global Policy @Yes ONo ADS Policy Template @Yes ONo
Region Region Configuration @Yes ONo
System Time Zone @Yes ONo NTP Server ®@Yes ONo
Detection Mode @Yes ONo SNMP @Yes ONo
Default System Language @Yes ONo Syslog ®@Yes ONo
oyt Data Storage ®@Yes ONo Data Export Configuration @Yes ONo
UL Connected Device Alert Thresholds @Yes ONo Mail Report Settings @Yes ONo
User Management @Yes ONo SMTP ®@Yes ONo
Security Settings @Yes ONo Portal @Yes ONo
Authentication Configuration @Yes ONo
Save
Tabl’/de3Scri bes HA parameters.
Table37THA par ameters
Parameter Description
Enable HA Controls whether to enable the HA function.
Ye:s indicates that the HA functio
No i ndihadtashe HA function is dis
HA Role Role played by this device in dusystem hot backup mode.
Pri maryndicates that ®phi madswmide ssit
handle services i mmediately afte
failover.
Secondariyndi cates that tsheicso nddeavriycAeg
HA is enadderndanhadgasvionet he backl
services, unt il a failover.
Local IP IP address of the heartbeat interface ofdimeent device. It can be an IPv4 or IP
address. This IP address can be the IP address of a management interface.
Peer IP IP address of the heartbeat interface of the peer device. It can be an IPv4

address. This IP address can be the IP addfesmanagement interface.

A

Note

mu st be
devi

Routes
secondasy

reachabl!| @rheaanmdyen
ce

Communication Por

Port used by the device for communication with the peer.

A

Note
Theri mangdgcondasymdsetvi be c oen fsiagmner
monitoring port.
CopyTrEi QNIStFOCUS 27 V4. 5R9
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Parameter Description

Heartbeat Interval | Interval for the device to synchronize keepalive messages to the peer device

(s) %
A

Note

The heartbeat synchpmoiniaansy ¢ omd an
should be as close as possible.
t hper i mansdgcondasy dkekei beartbeat sy

t hseecondamwy |l dewaiuc¢ce®mati cal l y psryinmaj
dev.i ce
Lost Heartbeaf Multiple of the heartbeat synchronization interval. This parameter, together
Threshold Heartbeat Interval (s), determines whether the keepalive message times out.

keepalive message from the peer is not detected within the specified pieisg
message is considered expired.

After an HA connection is established betweenptimaryandsecondary devis
the detection time multiple on thsecondary devicewill be automatically
synchronized with that on th@imary device

RealTime  Status| Whether to enable reime status synchronization.

Syne RealTime Status Syncshould be enabled on both theémary and secondary
devices so that files can be synchronized between the two devices. After g
connection is established between phienary and secondary devicg the reatime
status synchronization setting on tlecondary devicewill be automatically
synchronized to that on thgimary device

Step 3 In theHA Sync File Configuration area select configuration files that need to be
synchronized between tipgimaryandsecondary device

Step 4 Click Saveto save the settings.

- -E-n-d

Viewing HA Status

After HA is enabled, the HA working BAatus
St asheswhi gmr& The working status can be one
Act:i viendi cates that t hpricmary nde wWieovd ce wor
St andbiyndi cates that t heecaunrdeaemnyt dewiiace wo
Erriorindicates that the HA function is abn
Stopindicates that the HA function is dis:

The peer heamt beatistheruesf the foll owing:
Nor malindi cates that the current device ca
The communication is nor mal
Mi ssingghdicates that the current device ca
peer. Thei onpmmsnababdbr mal

3.1.8Connected Device Alert Thresholds

On €benected Devi ceaAleer ty oluhrceasnh sleds t he CPU
thresholds correspoOPdU/nve nooTyatAd etrdal dgel s un
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Gl omaal ows you to set alert thresholds for
ADS M.

i tself and all devices under
ADSIl | ows
devices u

y
n
NTAIl Il ows vy
n

ou

der ADS M.
ou
devices unde

r ADS M.

After setting alert threshol ds,

you

to set al ert t hresholds for

to setCPAl amid tmemes lyoludagfeornof

can vVvi e

Device Mamiewadleranfigioing t or i ng .Po rOvdeertvai ieelws 1 gs e e

Unde@frf IAll glehtr e s hoylodu can set the

ti me

alerts. When a device under ADS M
device offline alert is generated

shouwl dcobmpl eted in advance)s. A o i

UndNeTP Runnié&lgo,dlyeorut can enabl e

this is enabled, ADS M triggers
wor ks improperl y. rVehseunmetdh e oNTtFh es enrovrentali sst at
1

wi be | ogged.
To configure performance alert

Step 1 ChooseSystem >Local Settings >Connected Device Alert Thresholds

t hreshol

remains o
and sent
nel &t ed tcon

NTP
an

running
al ert an

settings, fo

Step 2 Set CPU and memory alert thresholds and the offline alerhtbicesand enable or disable the

NTP running alert log.

Figure319Connected Devigag®&l ert Threshold

Connected Device Alert Thresholds x

CPU/Memory Alert Thresholds

Global CPU Alert Threshold High > % Medium > % Llow > %
Memory Alert Threshold High = % Medium > U Low > %

ADS @Global (OCustom
NTA @ Global (O Custom

Offline Alert Threshold

Offline Time minutes
NTP Running Alert & Log
NTP Exception Alert & Log Off v

8 O

Step 3 Click Save
- -E-n-d

3.1.9Local Performance Alert Thresholds

To configure | ocal performance
Step 1 ChooseSystem >Local Settings > Local Performance AlerfThresholds

Step 2 Configure parameters.

al ert t hresh

CopyTrEi QNIStFOCUS 29

V4.

5R9



=-NSFOCUS NSFOCUS ABSrMd
Figure320Local performance alert configuration
Administration » Local Performance Alert Config
Local Performance Alert Config
Local Performance Alert Thresholds ~
CPU Usage B0 %
Memory Usage 80 %
Disk Usage B0 %
CPU Temperature ap =C
Mainboard Temperature 70 °C
Fan Status Alert v
Save

desScri besonpatrhainse tpear gse .

Table38Local performance alert parameters
Parameter Description
CPU Usage Specifies the percentage of CPU usage that will trigger an alert.
Memory Usage Specifies the percentage of memory usage that will trigger an alert.
Disk Usage Specifies theercentage of disk usage that will trigger an alert.
CPU Temperature Specifies the temperature of the CPU that will trigger an alert.

The parameters such @U Temperature, Motherboard Temperature, Fan
Status Alert, andSSD/CF Card Status Alert are ony available for ADS M

hardware.
Motherboard Specifies the temperature of the motherboard that will trigger an alert.
Temperature
Fan Status Alert Controls whether to turn the fan switch on. If it is turned on, an alert wi

triggered when a fan fails.

SSD/CF Card Statuy Controls whether to turn the SSD/€&rdswitch on. If it is turned on, an al€
Alert will be triggered when@aSSDCF card fails.

Step 3 Click Save

Re#li me system performance parameters are di
s e\e

Step 4If any of the performace thresholds is exceeded, the system will report an alert and log an
alert message.

- -En d
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3.1.10Management Interface Access Control

The management interface access contr el i s
di sabl ed vi a stohueg ceeon o laal.drrefstseers/ segment s ar
management interface, those beyMndwvhtehteh esrp eva
we b, Tel net , or ping. I n addition, t hteo syst
whi chMA®&nnects, such as NSFOCUS Cloud or of
access from these | P addresses.

3.1.10.1Creating a Management Interface Access Control Rule
To create a management interface access con:

Step 1 ChooseSystem > Locé Settings > Management Interface Access Control

Figure321Management | nterface Access Control pag
Management Interface Access Control (@Enable (O Disable
Default Rule

Save Reset

Step 2 Edit the management interface access control function.

desScribes parameters of for controlling
function

Table39Par ameters for controlling the managemen
Parameter Description
Management - Enable: enables the function.
Interface Access ) . .
Control - Disable disables the function.

Default Rule - Allow external accessallows any IP addresses other than those denied ad
in management interface access control rules to access ADS M.

Deny external accessforbids any IP addresses other than those allowed
access in management interface access control rules to access ADS M. 4
this option is selected, only IP addresses allowed access in management
interface access control rules can acéd3S M.

Step 3 Click Saveto save the settings.

Step 4 Click Add and set parameters.
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Figure322Cr eat i ng a management interface access

Create Access Control Rule [ X |

[tem Value
SrclP | |
Source Netmask/Prefix | |
Length
Access Control ® pliow ) Forbid
OK Cancel
de3sscri bes parameters for configuring a
Table310Par ameters for creating a management i nt

Parameter Description
SrcIP Specifies a source IP address/segment that is allowed or forbidden toAREesk
Source Specifieghe subnet mask of the IPv4 address or the prefix length of the IPv6 ad
T:rt]gﬁsk/Preflx The netmask length for IPv4 addresses ranges from 24 to 32 bits.

Theprefix length for IPv6 addresses ranges from 64 to 128 bits.
Access Control - Allow: allows the specified IP address/segment to access ADS M.

Forbid: forbids the specified IP address/segment to access ADS M.

Step 5 Click OK.
A new management interface access control r

- -En d

3.1.10.2Changing the Rule Match Sequence

When there is more than one management inte
matched first and, if it is a hit, no other
sequence of rules to changleindghed rd®ioci®rity.
i n Qpheer acdloonmn of a rule to move it wup or do

3.1.10.3Editing a Management Interface Access Control Rule

You dah eparameter settings of a management
configured. To do that, follow these steps:
Step 1 On the page shown in , Click = i theOperation column of a rule.

Step 2 Edit parameter settings and then cl@K to save the changes and return to the rulpdige.

- -En d
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3.1.10.4Deleting a Management Interface Access Control Rule

On the pagegshlo win®iiotk Qpheer addlonmn of a rul e a
OKin the confirmation dialog box to delete t

3.1.11SSL Certificate Replacement

The systemnhd&sSlLackuitliti cate, which can be r
To replaca SIsé¢ bertificate, follow these st
Step 1 ChooseSystem >Local Settings> SSL Certificate Replacement

Step 2 Type the correct password if a password is set for the privatefiteg SSL certificate to be
imported; otherwise, leave it empty.

Step 3 Browse respectively to the SSL certificate file and private key file and therQgtiek.
Step 4 Click Replace
After the certificate is replaced, the web

- -En d

3.2 User and Audit

This section describes how to perform ADS M
aut henticati,omndo HfTiTAPu hatsitorals| ovell I stasc dofwi ¢
audit | ogs.

3.2.1User Management

Cho®ystem > UseUsdmadadea@dtvi ew all nictuiralelny,
onl y t he addenfiau Idti sypd eary e d .

Figure 323Us er Managgeement pa

User Management x g =

Add User
User Name Status Access Key  Description Email User Group Authenticate By Operation

admin Q [] System administrator Password

de3scri bes ghADS pd wana@r t heir respective pe

Table311ADS M user groups and their respective g

User Group Permission

System administrator| Has all permissions for system management.

Device configuration| Has permissions for managing devicenfigurations and viewing syste
administrator monitoring information.

Region administrator | Has permissions for configuring regions and viewing system monit
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User Group Permission
information.
Audit user Has permissions for viewing audit logs.
Custom access user | Has permissions assigned dgmin.

Creating a User
Onl y tadm

tussrercreate system administrators.

device configuration administrators, region

To create

a user, follow these steps:

Step 1 Click Add Userin the uppertright corner of théJser Managementpage.

Step 2 Configureparamete

Figure 324Cr e a

rs ithe Add dialog box

ting a user

Add

User Mame
Password

Confirm Password
Email

Description

User Group

Access Key
Authenticate By

e

| System administrator v |

[ |Enable

(@ Password () Password + email
OK Cancel

Table312Par ameters for creating a user

Parameter

Description

UserName

Specifies the user name.

The user name must be 4 to@faracters and cannot contain invalid characters
as the tab character, carriage ret¥®nspace, vertical baf)(slash (/), angle brackg
(<, or >), quotation mark (" or '), and semicolon (;).

Password

Specifies the password.

The minimum length and strength of the password can be configuredSystem >
User and Audit > Security Settings

Confirm Password

Password confirmation.

CopyTrEi QNIStFOCUS
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Parameter Description

The password you type here must be the same as the one you typedsieord

Email A valid emal address of the user. This parameter is optional.
Description Brief description of this user. This parameter is optional.
User Group User role. Different roles have different operation permissions. The custom

user's permissions dependammin's further selection of accessible modules.

Custom Permission] Specifies one or more modules accessible to the custom access user. No matt
modules are selectetlraffic MonitoringandReportmodules are available only fq
statistics viewing by default.

Access Key Used for accessing the web API of ADS M. For details about configuration ¢
web API,contact NSFOCUS technical support.

If this option is enabled, the user can view his or her own access key in the
access bar in the uppeght corner of the welbased manager; if it is disabled, t
user will have no access to traffic data. In other woTdaffic Monitoring and
Reportmodules will not display any data.

Specifies the login authentication method, which caP&sswordor Password +
email.

Password The new account can log in to ADS M after typing the correct u
name and password.

Password + email The rew account can log in to ADS M after typing the
correct user name, password, and the verification code provided via emai

S,

Note

Authenticate By

For Pakewor dauwt eRenatyibuatnieen, t o typ
addr ess.

Step 3 Click OK.
- -E-n-d

Modifying User Information

Onl yadma@amd ot her system administrators can
users can only modify their own information

On User Man@ggmetﬁ’tilri €@pheer accdlonmn of a user tc
information of tders nname .c Nonet ttheatchaorgad.

system adardmiinytoruatnered t o |aodgmainnd t {2210 hken syst
the quick accedghhbharcoirmetrhefupgmher page.

Deleting a User
Only tehdmaumsdkrot her syotresmcadamidri ttrea user s.

On the use¢®in iGpheer adgdiiomion t o del ete a user.
admi niadmcaatnonrot be del et ed.
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Disabling a User

Only tandemaursderot her system administrators can

By defauts$, anewenakSlteadt,o stuhmnt iiss Qitsipeh ayee @as
l i st ,® chiCGpkeer agddlommn to disable a use® . Then

i n Sthaet abk umn. Di sabl ed us ebrass ecda nnmaonta gleorg oifn Atl
deaful t syst emdantminmiogt rbaet adri sabl ed.

Enabling a User

To enabl e a user @tihna Gphees addd Ieuarbnl eadn, tchd@ cukks er

\ Only téhdemaumsdkerot her system administra
Note

3.2.2Security Settings

Only the asdmtem wiseew and manage security set

unavail able for other wusers.
\ Al | user s, inctanPagswepgidoahtieadkg Pla s
Not: Di cti,onbaotyi n Secuiist x o3det tpimmgyd f or Al

Chodyest &mer anxdSeAcudriitt y ISeetctuirni gisyp ajeet taipnpgesa r s
as shbwoguidi
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Figure 325Secur ity settings

Security Settings >

Password Security Settings

Max Password Age (days) | 355 |

Minimum Length | g |

Password Strength Uppercase letter  Lowercase letter [ Digit [ | Special
character [fJ Letters

Weak Password Diclionary

Reset Password () Enable (@ Disable

Login Security

Idle Timeout {min} | 10 |
Max Login Failures [3 |
Action When LimitIs Reached | Retum result after 3 seconds v|
Use Verification Code () On (@ Off

Access Control [ Unrestricted v

Email Verification Code Timeout |15 |

Save Reset

Tablledesscri bes parameters of security settin

Table313Partaees of security settings

Parameter Description

Password | Max Password Specifies the password validity.

Security Age (days) The value range isi®5535.0 indicates that there is no limit on tf

Settings validity. The default value i865days.
Minimum Specifies the minimum password length.
Length The value is an integer ranging from 8 to 99, @iths the default.
Password Specifies the complexity of a passwao&elect the type of characters to
Strength automatically checked for password strengtien yousetor change the

password. Only a password conforming to the requirement cd
successfully set.

You should select two or more types of characters a password
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Parameter

Description

contain, including digits, special characters, uppercase letters, lowg
letters, and letters.

If Letters is selected, the)ppercase letterandLowercase letter
options are unavailable.

If Uppercase letteror Lowercase letteris selected, thietters
option is unavailable.

Weak Passworq
Dictionary

Specifies the passwords that aretpbited for use due to weak security
Each weak password should be in a separate line.

Reset Password

Controls whether the password resetting function is enabled. Afte
function is enabled, you can reset the password by email. For detailg
how to reset the password, inisection

SEE

Subject of
Password Resq
Email

Specifies the subject of the email megsaotifying password resettin
after the function is enabled.

This can be defined by users.

Content of
Password Resq
Email

Specifies thecontent of the email message notifying password rese
after the function is enabled

This can be defined by users, but the content must contain the
${url}; otherwise, password resetting would fail.

Login Idle  Timeout| Specifies how long a user can stay inactive before being automat
Security (min) logged out of the system.
Settings
S,
Note
You should restart the servi
Max Login | Specifies the maximum number of consecutive failed passattethpts.
Failures
Action  When [ Specifies the action that the system will take after the numbg
Limit Is | consecutive failed password attempts reaches the specified value.
Reached Values include the following:
Return result after 3 second
Lock client IP: The curently locked IP addresses are listed in the|
text box belowA locked IP address will be automatically unlocke
after the lockout time. The default lockout tim@&minutes
Alternatively, the administrator can delete a locked IP address fr
the list and then clickSaveto manually unlock this IP address.
UseVerification | Controls whether to enable the use of verification codes for |
Code authentication. By default, it is disabled.

On: allows use of login verification codes, indicating that a aaer
successfully log in to ADS M only after typing a correct verificatiq
code.

Off: disables use of verification codes for login authentication.

Access Control

Specifies whether to allow a client to access the system. It ha
following values:

Unrestricted: indicates any clients can access to the system.

CopyTrEi QNIStFOCUS

38 V4. 5R9



= NSFOCUS NSFOCUS ABSIM G

Parameter Description

Permit access from the following IP addresseéndicates that only
clients with IP addresses included in the text box below can acce
the system.

Deny access fronthe following IP addressesindicaes that clients
with IP addresses included in the text box below cannot access {
system. When you access ADS from a blocked IP address, the
system displays "You cannot log in from the current IP address.
Contact the administrator to check access costtiings.” on the

login page.
N,
Note
After the access control I is
advised to wait at least 3 m
Email Specifies the allowed maximum period during which the ki
Verification verification code is effective. After this period, the verification ¢
Code Timeout | expires. You need to obtain a new one via email and use it for the 0|
ADS M.

3.2.3Authentication Configuration

ADS M supports |l ocapamsteyverhenobatcani andf ohi
aut hentication.
- When | ocal aut hentication is used,
\ and password Sysafé&maredndnldedi t >
4 When -paity ver authentitchad i wderi

se
Note password conf
d

r
i-mairsted ven tbeADBi Mdar
and passwor t

o access ADS M.

Cho®dyst &mer and Audit > Aut h®r taiod aatuitohne nQ o ncfe
met hod and configure parameters.

de3iscri bes par ametaaurtsh efndri caanfoingur i ng th

Table3l14Par ameters fawuwtbentigatiog the

Parameter Description

AuthenticationMode | Specifies the authentication mode, which cahdeal, RADIUS, TACACS+, or
LDAP.

Authentication Server| Specifies the IP address domainnameof the authentication server. Both IP
and IPv6 addresses are supported.

S,
Note

This parameteris required whenAuthentication Mode is set to
RADIUS, TACACS+, orLDAP.
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Parameter

Description

You can enter a domain name wh&uathentication Mode is set to
LDAP.

Authentication Port

Specifies the port on which thauthentication server listens for authenticat
requests.

S,
Note

Thipsar amet erequAuelde whieoadtsi cRAIIMaULH
TACACS+oDA.P

Protocol

Specifies the authentication protocolsed to secure a connection to
authentication server

The options vary with the authentication server.

S,

Note

Thipsar amet erequiAuée tewh e noaitsi osieA Nbtyl
TACACS +oDA.P

Shared Key

Specifiesa text string used to encrypt the connection tcatltbentication serve
At most 64 characters can be specified.

The shared key configured on A must be the same as that configured on
authenticatiorserver; otherwise, AD$! cannot communicate with the server.

3,

Note

Thipsar amet erequAueldewhiaodtsi cReAtMdH
TACACSH+

Authentication
Duration

Specifies the authenticatialuration after whichthe authentication servesturns
the success or failure of the authentication information.

S,
Note

This paramet erAuitdh eme q ¢ idnse daventMetdH
TACACS+

User Property

Specifies the user authentication moeeich varies with the authenticatig
server.

For a Linux authentication server, the value canilecn, or displayName

For a Windows authentication server, the value casddéAccountNameor
displayName

S,

Note
This parameter Auwt remtuii o tdi crdDeNRY

Base DN

Specifies the top of the LDAP directory tree, namely, the base directory.

3,

Note
Thipsar amet erequAuelde whieoadtsi creDtARE

UserName

Specifies the name of the LDAP user.
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Parameter Description
S,
Note

Thipsar amstpeéern onAlt waeni cdtsi clnDIARE d¢

Password Specifies the password of the LDAP user.

S,

Note
Thipsar amest empt i Amtah e whieoadtsi creDtARL dg

Use secondary| Controls whether to enable the secondary RADIUS séovexuthentication If it
RADIUS server is enabled, the secondary RADIUS server provides services when the p
RADIUS server fag to handle authentication requestsu need to configure th
following parameters to make the secondary RADIUS server take effect:

Authentication Server. IP address of the secondary RADIUS server.

Authentication Port: port on which the secondary RADIUS server listens
authentication requesfEhe value range isi®5535, with1812as the default

Protocol: the authentication protocalsed to secure a connection to t
secondary RADIUS serveThis parameter can be seR8P, CHAP, SPAP,
MSCHAPvV1, or MSCHAPV2.

Shared Key. a text string used to encrypt the connection tosisondary
RADIUS serverThe shared key configured on ADS mustibe same as tha
configured on the secondary RADIUS server; otherwise, ADS cq
communicate with the server.

Authentication Duration: authentication duration, after which the second
RADIUS server returns the success or failure of the authentication.

S,

Note
This paramet er Aust hoepnttiiocnaatdi aReAtBvheU

Step 2 Click Saveto save the settings.

- -E-n-d

3.2.4Audit Log

Audit 1l ogs refer to all audit | ogs generate
the system admawmdist rlavgs. can view

Chod®dyst &mer anxAuvAduidtit tod oogplewnd ittlpelgpeg, as s hown

( By default, no audi tSelagg &ild awaiilta H loe
ADS M are displayed, including generation t
modul e, oudnatiaord neg description.
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Figure326Audi t | og

Q Condition «
Time Today v
User Name: : Client IP : Description :
Module All v| Operation Result
A4 b T 1 pagets), 16 recorts)
de3sscri bes audit | og parameters.
Table 315Qu ep &yr a noeft earusdi t | ogs
Parameter Description
Time Specifies the query time range.
The default value iFoday, indicating that logs of the current day are queried. A
you can query logs on a specified date, of a month, or in a specified time
Customindicates that you can query logs in a specifiet range.
UserName Specifies the login user name.
The full user name is required because fuzzy query is not allowed here.
Client IP Specifies the IP address of the user device.
The full IP address is required because fuzzy query is not allowed here.
Module Specifies the functional module whose logs are queried.
Description Specifies the keyword of logs to be queried.
Operation Result | Specifies the result of the operations performed on the client.
All indicates that all operation result logs arepldiged.

3.2.5Configuring the HTTP Host Allowlist

The HTTP host allowlist is disabl-redl dbtyedef a
vulnerability will be reported regarding th

The HTTP host all owli st appanesiTTh
\ defaul t . Therefore, after this func
Not: interfaces used for web management
unavailable for access.

Chodyst demamABudt tHTTPAHbewléemsabl e the all owli
configure parameters.

tdeiscri bes HTTP host allowlist parameter

CopyTrEi QNIStFOCUS 42 V4. 5R9



==

- NSFOCUS NSFOCUS ABRrM (d

Table 316P ar anfeccrenti gur i mgst hal HIWIPi st

Parameter Description

HTTP Host Specifies IP addresses and/or domain names of HTTP hosts to be addeq
allowlist. At most 10 IP addresses and/or domain names can be Affdadding
an entry, clicksave Then the entry will be displayed below.

After adding or deleting entries, clid&aveto commit the settings.

3.3 Third -Party Interface

ADS M exchanges data with external systems
party interfacecomrifiigguradt ioon oif n@lnu E&NMP ser
server, and other servers.

3.3.1SNMP Configuration

ADS M supports management via the Simple Ne
M can not only respond to queriersnifmgom the

information about its running status, but a
Cho®syest dmi-Party |xn3INMHEoacepMMBagge. | f an SNN
server is configured, the system actesmatADS

M through SNMP, glse sthown i n

Figure 327SNMP confi gurati on

SNMP Service Configuration
SNMP-v182cC (@Enable (O Disable

Community
SNMP-v3 (@Enable () Disable
Authentication Mode
— —

Authentication Protocol

Save Download MIB
SNMP Client
Add
Host Address Allow Trap Allow GET Attack Event Log Traffic Alert Log Performance Alert Log Audit Log Min Alert Level Sending Interval Operation
10.66.35.12 [] [+] ] (] [+] [+] Low Per minute B @

Downloading a MIB File
On the page gsh gewrnDolnn!| oaidn Ml iBei bowercorner of
SNMP Service &Lromnd iauwmnltdaodilBn tfodav éloc i dé s
Configuring an SNMP Server

On BNBIPage, set SNMP client | P add$as®es ani
save the settings.

desscri bes parameters for configuring an
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Table317Par ameters for configuring an SNMP

Parameter Description

SNMP-v1&2c Controls whether SNMPv1 and SNMPv2c are enabled for management.

Community Specifies the community supported by the SNMP agent. This parameter is re
whenSNMP-v1&2cis set toEnable.

SNMP-v3 Controls whether SNMPV3 is enabled for management.

S,

Note

When bothSNMP-v1&2c andSNMP-v3 are set taEnable, ADS M uses
SNMP-v3 for authatication.

Authentication
Mode

Specifies the authentication method wigXMMP-v3 is set toEnable, which can be
No authentication, Account authentication, or Private key authentication

UserName

Specifies the SNMP V3 user name.

Password

Specifies thgpassword for user authentication via SNMPv3.

This parameter is required wheAuthentication Mode is set to Account
authentication or Private key authentication

Authentication

Specifies the protocol used for user authentication via SNMPv3, which ddibbe

Protocol or SHA.
This parameter is required wheAuthentication Mode is set to Account
authentication or Private key authentication

Private Key| The DES protocol is used lolefault and cannot be changed.

Protocol This parameter is required only whawthentication Mode is set toPrivate key
authentication.

Private Key| Specifies the encrypted key password used during data transmission.

Password

This parameter is required only whamithentication Mode is set toPrivate key
authentication.

Configuring an SNMP Client

A dialog

Step 1 Click Add in theSNMP Client area shown itk

box appeaZ&, 3as shown in

CopyTrEi QNIStFOCUS
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Figure 328Addi ng an SNMP client

Add x|
Host Address | |
Allow Trap (¥es (8 No
Allow GET ()¥es @)No
[ ] Attack Event Log
(] Traffic Alert Log
SHMP Trap Type —
|__| Perfiormance Alert Log
[] Audit Log
Min Alert Level Low W
Sending Interval ()When an alert beging and ends
(® 1 minute
OK Cancel
Step 2 Configureparameters in the dialog box.
Table318Par ameters for configuring an SNMP clier
Parameter Description
Host Address Specifies the IP address of the client that accesses ADS M through SNMP. B
IPv4 and IPv6 addresses are allowed.
Allow Trap Controls whetheto allow the client to send trap messages to ADS M.
Allow GET Controls whether to allow ADS M to acquire information about the client thr

SNMP GET messages.

SNMP Trap Type Specifies the type of SNMP trap messages, which cataek Event Log, Traffic
Alert Log, Performance Alert Log, or Audit Log .

Min Alert Level Specifies the alert level, which canbe YW e d i ,orid i glogs of alerts of the
specified level and above will be sent via SNMP traps. If no alerts reach the sp
level, no bgs are sent.

Thisparameter is valid only for attack event logs, traffic alert logs, and perforn
alert logs.

Sendinginterval Interval of sending logs via SNMP traps.

When an alert begins and endssends a log respectively when the alert st
andends once a specified threshold is exceeded.

1 minute: sends logs every minute.

This parameter is valid only for attack event logs and traffic alert logs.

Step 3 Click OK to save the settings.
Step 4An SNMP client, after being created, can be edited and deleted.
- -E-n-d
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3.3.2Syslog Configuration

I f the syslog server is used to transmit da
configure syslog settings.

Chosyest dmi-Par ty |>nSyesrtfoagcoepRyns ft ehgee .

Figure329Sysl og configurati on

Add
Server IP Protocol Destination Port Attack Event Log Traffic Alert Log Performance Alert Log Audit Log Min Alert Level Sending Interval Operation

o No data

Adding a Syslog Server
On sSwWelog ComdggushoivminkE ncAdttk add a syslog

Figure 330Addi ng a syslog server

Add (X |

Server [P

Frotocol

e
]
vl
<

Destination Port 14

| | Attack Event Log
|| Traffic Alert Log

Syslog Type
yelog TP [ | Performance Alert Log
[ | Audit Log
Min Alert Level Low W
Sending Interval ~ (")\When an alert begins and ends
(® 1 minute

O

Tabllédesscri bes syslog server parameters.

Table319Sy sl og server parameters

Parameter Description

Server IP Specifies the IP address of the syslog server.

Protocol Specifies the protocol used for data transmission.
By default, the UDP protocol is used.
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Parameter Description
Destination Port Specifies the port of the syslog server.
Syslog Type Specifies the type of data transmitted by the syslog server.

Values areAttack Event Log, Traffic Alert Log , Performance Alert Log, and
Audit Log. Traffic Alert Log is available only when ADS M works in NT
detection mode.

Min Alert Level Specifies the alert level, which canlb®mwv, Medium, or High. Logs of alerts of the
specified level and ave will be sent to the syslog server. If no alerts reach
specified level, no logs are sent.

Sending Interval Interval of sending logs to the syslog server.

When an alert begins and endssends logs respectively when the alert stal
and ends once asacified threshold is exceeded.

1 minute: sends logs every minute.
This parameter is valid only for attack event logs.

Editing a Syslog Server

On Swepage shownadd nc3 I icrk Qpheer addlonmn of a sys

server to edit a3drvidrs IplParameters, except
Deleting a Syslog Server

On Bhepage shownZ®E ncai® icrk Gpheer mctoloumn of a sys

serared t heki rcliticek conf i rtrmatdiedretdei alhdg bsoxs | o

3.3.3Data Export

Und8yst ami-Party | xnDaetraf akEckegpwr¢an export the d
it to a remote server for access by other wu
reports generated biyi AEBSeE M3to it, as shown |

For missing reports that f a

iled to be uploa
automatic or manual wupload for

t hem.

Figure331Dad a export

Data Server

Server Name Server IP Protocol User Name Save Path QOperation
Add

Data Export Configuration
Region statistics [ 5-minute statistics Data SEWE[E

] Daily statistics

] Weekly statistics

[] Monthly statistics
Attack event summary data [C] Reaktime data Data SEWHE

Save

Missing Report Auto Upload
Missing Report Auto Upload (O)Enable (@ Disable

Auto-Upload Time Daily

View Download Upload Save
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Adding a Data Server
You can export data only after a data serve.l

Step 1 On theData Export page shown ifrigure 331, click Add to the lower right of the data
server list.

Step 2 In theAdd dialog box, configure parameters.

Figure332Addi ng a data server

Add E

|
Server IP |

Protocol

User Mame

Server Mame

|
Password | |
|

Save Path

OK

Tabl2déde3sscri bes parameters for adding a data

Table320Par ameters for adding a data server

Parameter Description

Server Name Specifies the data server name.

Server IP Specifies the IP address of the data server.

Protocol Specifies the protocol used for data transmission, which c&TBeSFTP, or SCP.
By default, the FTP protocol is used.

UserName Specifies the user name for logging in to the remote data server.
Password Specifies the password for logging in to the oéerdata server.
Sawe Path Specifies the path for saving the data uploaded to the remote data server.

Step 3 Click OK to complete the configuration.
- -E-n-d
Editing a Remote Data Server

| b hdeat a s,a:rl\j_frk n Gpheer acddloinmn t o dadriesmeéet daga
server.
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Deleting a Remote Data Server

| n dahtea s.,ecrlvi'®rkk nl Qpheer acd lommmd t h©®Ki rc|tihcek
confirmati bo dtéHassongtlroxata server.

Uploading Data to a Remote Data Server

| n dahtea s.@rlvi'®rk nl Qpheer addlonmn to test whether
upl oaded to a remote data server.
Configuring Data Export

Step 1 In theData Export Configuration area, select the type of data to be exported and the server
to which thedata is uploaded.

Step 2 Click Saveto complete the configuration.

- -E-n-d

Configuring Missing Report Upload
Step 1 In theMissing Report Auto Uploadarea, seMissing Report Auto Uploadto Enable.
Step 2 Specify the upload time and then cli8kveto save the settings.
- -E-n-d

For missing reports that f alplleddoodt marmwalulpy ow@y
them to the data Vieeam@ownYweadciaawadnsod addwmrlkc
mi ssing reports respectively.

3.3.4Email Alerts

Yoaoan configure HEmmaill pARlgeritngs on t he
To configure alert mail settings, perform t|
Step 1 ChooseSystem >Third -Party Interface > Email Alert .

Step 2 Configure parameters.
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Figure333Mai | al ert settings
Email Alert

Email Address

Send Email Alert (Enable  ®Disable
Send Condition By alert count Max Count

By time Interval
Filtering Condition By alert level Min AlertLevel [High v

By traffic Threshold bps
License Expiration Warning @) Yes INo
License Expiration Warning Frequency .3 days ;:::-1 week (U1 month ()Once

Save
deiscri bers alert email paramters.

Table321Par ameters of alert emai/l

Parameter Description

Email Address Email address that receives alert emails.
A maximum of 100 email addresses allewed, with each in a separate line.

SendEmail Alert Controls whether to enable the alert email function.

If Enableis selected, the system automatically sends alerts meeting the con
to the specified email address.this case, you need to configigmail Address
andSend Condition

Send Condition Specifies when an alert email will be sevibu can select both or either of t
following conditions:

By alert count: When the number of alerts reastthe specified thesholdof
Max Count, an alert email will be sent.

By time: Alert emails will be sent at the specified interval.

Filtering Condition Specifies which alerts are sent via emédu can filter alerts by alert level and/
traffic. Filtered alerts will be sétvia email wherSend Conditionis met.

If no filtering condition is specified, all alerts will be sent.
S,
Note
Alerts of ADS devices and alerts related to HA are all égtel alerts.

Alerts from NTA devices can be classified into ievel, mediumlevel,
andhigh-level.

License  Expiration| Controls whether to enable the license expiration warning function.

Warning If you selectYes alert emails will be sent to users before and after the lic

expires.
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Parameter Description
License  Expiration] How often a licese expiration warning is sent by em&ptions include3 days
Warning Frequency | 1 week 1 month, andOnce
Step 3
\ Senkmai | iAl ear tgl obal switch that con
Note |l icense expiration warning email s.
Step 4 Click Saveto complete the configuration.
- -E-n-d
3.3.5SMTP Server Configuration
SMTP server configuration is required when |
password resetting link, to a specified ema
Cho®syst dami-Party |n3MTTFHFiaceddes 3the page for c
an SMTP server for sending mail s.
You can modify related val uesSaivm ttehxet ubpopxe
righeéercorn
Af ter configuring anSerim PTetsdr vidad,d ky omh ect ahre
parameters are correctly casanfifgupedt he nem:
address to receiveemdhe test email and cli
Figure 334SMTP server configuration
Save Send Test Mail
ST e [10.66.213.200 |
Port |25 |
usD [admin@adbos.com |
Secured by SSL O
Use STARTTLS O
Authentication Required /]
LEET IETE |Edmin@adbos‘:0m |
PR [Edit or leave empty |
] i3sts parameters for configuring an SMT
Table322Par ameters for configuring an SMTP serve

Parameter Description

SMTP Server

Specifieghe IP address or domain name of the SMTP server that sends emailg

Port Specifies the port of the SMTP server.

From

Specifies the email address from which emails are sent.
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Parameter Description
UserName Specifies the user name of the account from which emails are sent.

This parameter is required only whanthentication Required is selected.

Password Specifies the password of the account from which emails are sent.
This parameter requires a value only wigenthentication Required is selected.

Secured by SSL | Controlswhether a security password is required for the email sender for id
authentication.

Use STARTTLS | STARTTLS used by the email sender for authentication.

3.3.6Portal Configuration

The ADS M administrator sets andAbS8eBRort al z

configures and deploys the Portal as requir
can |l earn network monitoring information of
\ This module is subject to the Isiucpepn
4 Por Falt . detlaicleshos epere chase a | icense,
Note support.

Cho®dyestami-Party | nt ertfpaecref o> nPotrhtealf ol | owi ng
regarding the Portal

Depl oyponrgt atlh e

Conf i garrduati¢p entpacamebar s
Repl aclogg t he
Replacinmgrthéi 88L e

Conf i dowgreemmgpairtaymet er s

For daebtoauitl show t o perofnosr, m stehee steh eo g'evbaifacgn n g |
NSFOCUS ADS Portal User Guide

3.3.7File Download

Ya can download the file thabadedcmabagedabt
M.

Cho®ystami-Party I nterfacantd lBIienkCtpheenab'adn

col umn downl oad the file to a | ocal di sk dri

3.4 Diagnosis

This section describes methods to diagnose .

CopyTrEi QNIStFOCUS 52 V4. 5R9



- =

= NSFOCUS

3.4.1Debug Information Collection

NSFOCUS ABRrM (d

When ADS M fails, you can collect debug inf
information and configuration information, |
downl oad this file and send it to NSFOCUS t
Cho®yst ®magnosi s > De b.ugThlenBftoeold o khieung Dlo n
Col | epcatgeont o coll ect information about the c
file wildl be saved in ttheged®bug informati on
You caEIicmiOqorheeracIdlommn to download the file t
A maxi mum of five debug iDefobaurgmdtnif op aCipd Il eebcfta
more fil es afriel egewietrlicatsetodi f andblell | det del et ed
automatically.
Figure 335Debug i nformation collection
Debug Info Collection ~
Start
Debug Info Collection File ~
Mame Size (bytes) Last Modified Operation
ONudata.
3.4.2Network Diagnosis
When ADS M becomes faulty or cannot be conn
tool s:
pingchecks whether an I Pv4d host is alive
pingbecks whether an | Pv6é host is alive o
traceroutaecks the route packets taken fron
tracer:outtreébc ks the route packets taken frol
tel:necthecks whettherstheapleabl .
To perform network diagnosis, follow these
Step 1 ChooseSystem >Diagnosis > Network Diagnosis
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Figure 336Net wor k Di agnosis page

Network Diagnosis x

Step 2 Select a tool and type an IPv4 or IPv6 address (and a port nurtddeetfis selected) in the
IP text box.

Step 3 Click OK.
The check result is then displayed in the t
- -E-n-d

3.4.3Remote Assistance

When ADS M becomes faulty, you can enabl e t|
NSFOCUS technical support to provide remote

By default,ditdabl édncYownneesd to enable it |
To enable the remote assistance function, f
Step 1 ChooseSystem >Diagnosis > Remote Assistance

Step 2 Click Openand configurdghe following parameterfer remote access.

You can ¢tombisgutdédrae | P addresses.
PorEnt er a port nulmbBsE53 5, tenec Iradigreqod0Qa2 2.
empty indicates that a random port will b
Al |l owe&dul an configure at most three | P a

Step 3 Click OK to complete the configuration.
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Thdarhe | ogin key, its QR code, and portto used
ADS M are displayed bel ow.
- -E-n-d
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Traffic Monitoring

The Traffic Monitoring module provides the
Section Description
Displays monitoring information regarding traffi@gttacks and status
information of the managed devices (NTA and ADS).
Displays traffic information of specified IP addresses, protection grdg
regions,regional IP group, and ADS.
Displays traffic information of a specified IP group, region, regiona
group, and NTA device.
Displays attack information of specified IP addresses, protection gr
regions,regional IP group, and ADS.
Displays statistics of traffic dropped by ADS.
4.1 Overview
After you | bagsiend MmaOtlgewergiertheappears, displa
foll owing monitoring information:
Sitxypes ofsitx gfedsti todfeatnelct ed by ADS
Top NTA alerts
System status of NTA and ADS
A‘ Fowi dgethat collect traffic from re
Caution addresses or devices beyond any regi
describes in detail t O emopiagve.ri ng i
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Table4lMoni toring information displayed on
Category | Monitoring Description
Information
DDoS Top destination IA Displays in real time top 10 protected IP addresses ranked accq
traffic addresses to traffic dropped by ADS in the last 30 seconds, letting users k
which IP addresses see the largwaffic or are most severel
attacked.
Toptargetedegions| Displays in real time top 10 protected regions ranked accordi
by traffic traffic dropped by ADS in the last 30 seconds, letting users K
which regions see the largest traffic or are nseserely attacked.
Protocol analysis Provides an overview of TCP, UDP, and ICMP traffic handleq
ADS in the last 30 minutes as well as details about each type of ti
Traffic trend Displays the trends of traffic received, dropped, and forwalye
ADS in the last 30 minutes.
Traffic trend by | Displays the trends of traffic destined for an IP address or regiol
peak size has been received, dropped, and passed by ADS in the Ig
minutes.
Top destination IR Displaystop 10 protected IP address#san object ranked accordin
addressesby peak]| to traffic dropped by ADS in the last 30 seconds, letting users k
size which IP addresses of the object see the largest traffic or are
severely attacked.
Attack Top source| Displays in real time top 10 attack source countries/regions ra
events countriegregions according to attack traffic dropped by ADS in the last 30 secong
Attack traffictrend | Displays the trend of attack traffic handled by ADS in the las
minutes and traffistatistics of various attack types at each poin
time.
Top NTA alerts Displays in real time top 5 traffic alerts generated by NTA in the
30 seconds.
Top ongoing attacky Displays in real time top 10 ongoiragtackshandled by ADS in the
last 30seconds.
Top 10 source IH Displays in real time top 10 source IP addresses ranked accord
addresses traffic dropped by ADS in the last 30 seconds.
Attack type | Displays in real time all attack types handled by ADS in the lag
distribution seconds and the percentage of each type of attack traffic to th¢
attack traffic.
Devices Device monitoring | Displays in real time the status, CPU usage, and memory usg
NTA and ADS in the last 30 seconds.
Network Top NTA regions by| Displays traffic in the last 30 minutes received and transmitte
traffic traffic regions configured on NTA under monitoring of ADS M.
NTA traffic trend Displays trends of traffic in the last 30 minutes received
transmitted by NTA under monitoring of ADS M.

4.1.1Adding a Widget

Th@ver wiagge can pr eswindg:etthe foll owing
Traffic Trend
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Protocol Analysis

Top Destssination |P
Topar gRhe g&ddoby Traffic
TrafficPdakndi ze

Top Destination | Ps by Peak Size
Top Sour c/eR&€piumngs i es
AttackTmMmemad f i c

Top NTA Al erts

Top Ongoing Attacks

Top 101 8surce

Attack Type Distribution
Device Monitoring

Top NTAsIREgafbmi c

NTA Traffic Trend

You cavi dggeeds required by performing the foll
Step 1 ChooseTraffic Monitoring > Overview .
Step 2 Click Add Widget in the upperight corner of the page.
Then a box appeétscionnteFrieg udipepfedhro wou nt o ¢ h o«
wi dgetdi spODagr wiaegteh e

Figure41Addi wigd ge t

ADS ) A admn  ENGLISH v #Aboul X Logout

- X Trafic Trend o Top Targeted Regions by Traffic g
) 2 a oos .
Region Rx Traffic Dropped Traffic %
ons c 2 4K K ——
ATTACK
K
DEVICE O Trafic y Peak Sze .
NETWORK TRAFFIC R
" asis 15.40 1545 550 1555 1600
® ® Drapped
Aack Trame Trena oo Top Ongoing Aflacks - ‘Top Destination 1Ps. &+
all a A~ i Al P
Attacked 1P Attack Type Duration Dropped Traffic ) GEO  Destination IP Rx Traffic Dropped Traffic %
£3.91.105024 SYN Fload 15m UK — £101105024 4K UK ——
21085 1201 UDF Fiood 10230 om 454 = - W 2008510201 500 - - -
210851200 UDF Flood 1423h om 52 - - W 20851200 409 5 - -
10k 839110520 S¥N Fload 1om 400 - - | mawsn 400 0 - -
3.91.105.14 SYN Fload 1om a0 - - [ -CIRIET 400 a0 = -
839110815 SYN Fioaa 1om 10 - - B 56 400 o - -
829110518 S¥N Fload 10m o = - = fsiiesis 400 o = -
— ¢ 39110517 S¥N Fload 1om w00 - - B menwsu 400 400 - -
15:35 15:40 1545 1550 555 6.00 839110511 SYN Flood 10m 400 = - = £39110512 400 400 - -
—UDPFood  — Manusl Stateay YN Flo - 39110612 SYN Fload 1om 10 - - B w150 309 00 = -
Top Scurce Countries Regions © L Top NTA Mlerts o* [::: Devics Monitoring <" m L
Al & bps oS = Name Status Uptime Resource Usage
cPu 5%
1086 242 ®
& snizm MEN m— 5%
a . R1066251 . ®
B o d’ No data 105624 A 24 4h 8m cFU 5%
© = [Syslem Status: CPU usage 15%, MEM usage 26% ] Auihorization Status Authorized | © 16.05 2024-12-20 CST

Step 3 Select a categonpDOS TRAFFIC, ATTACK , DEVICE, or NETWORK TRAFFIC )
from the left pane and then clicknddgetin the right pane.
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Then
Devi
corner,

ce

asgshewn

Figure42Newi ddies pl ayed

tvhied gaypeprve ar ©v e n plalyee . For
Mo ristpercit D g \wil oye
n

Movieidig@rpiemg s

NSFOCUS ABErM(

ADS )

Traffic Monitoring

P ST = TN S . T

All a

o = [ System Sialus: CPU usage: 0%, MEM ussga:22% |

Devica Monitaring «* | L
Hame Status Uptime Resource Usage
crum 5%
1066242 ® 14
& 0 tam MEM — 5%
1085253 ®
3 cPum 5%
10.66.242. L1 2d 4h 400
= " " MEM "%
crum 5%
1066242 ® 14220
& 4220 30m MEM S— 57%
R1066242 ®
Aftack Traffic Trend PN
Al a pps »
10
=
15 15
WD Fiood  — Manu Strsteay YN Flood
Top Source Counlries/Regions &

Trafic Trend

2 a

Top Ongoing Aftacks

Attackea IP
5391 105,024
21085.1.200
21085.1.201
839110520
539110514
839110515
839110515
110517
83911051
839110512

Top NTA Alerls

Attack Type
SYN Flood
UDP Fiood
UDP Fiood
SYN Floog
SYN Flood
SYN Flood
SYN Flood
SYN Flood
SYN Flood
SYN Floog

R —

Duration
17m
14230 2m
14230 2m
1zm
2m
12m
12m
1zm
1zm
1zm

No data

Dropped Traffic
4K

454
453
400
399
309
399
9
%
399

fnennnnnRn®

im

‘Top Targsted Regions by Traffic

Region R Traffic Dropped Traftic
2 4K 4K

Top Destination IPs

Al a
GEQ  Destination IP R Traffic, Dropped Traffic
£391105004 4K 4K
W 20851201 500 447 -
W 20851200 4w 5 -
= mstmsn 400 0 -
E- TR AT 400 0 =
= masuse 400 o -
BE mssw 400 0 -
= sasinsn 400 a0 =
= sasimsis 400 a0 -
= @meinsn 400 0 -

Device Monitoring «*

Name Status. Uptime Resource Usage
R1086242 e 5h 14m ceu

MEM —
R.1085253 e
D 10 64 242 am 201.an 4nm CPu &

an
Authorization Status:Authorized @ 16:07 2024-12:-20 CST

@
-

TR ®

5%
5%

5%

- E-nd

4.1.2Replacing a Widget

You rceambhwiceébet performing
Step 1 On theOverview page click

Trend.

Thenwit chfgkit ps,

the foll owi

ng

in the uppeteft corner of avidget for example Traffic

aa ®» usihl ogwd. ei nd

CopyTrEi QNIStFOCUS
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Figure 43Rev ewisa@get

NSFOCUS ABErM(

Device Moritoring «* = Traffic Trend A X Top Targeted Regions by Traffic 2
Name Status Uptime Resource Usage pps +
DDOS TRAFFIC (O Top Destination IPs
[ 5% Region Rx Traffic Dropped Traffic %
B 10.66.242 L) 5h 16m MEM - (O Top Targeted Regions by Traffic 2 4K 4K S
21066253 o - ATTACK () Protocol Analysis
@ Traffic Trend
cPU B 5% .
2.10.66.242.... om 2d 4h 42m i " O Traffic Trend by Peak Size
' O Top Destination IPs by Peak Size
2.10.66.242.... 8 1dzham OV 5%
57% NETWORK TRAFFIC
JL1066.242 ®
Aftack Traffic Trend A Top Ongoing Altacks :2: Top Destination IPs ::: %
Al 2 pps ¥ pps v Al a ops +
20K Attacked 1P AttackType  Duration  Dropped Traffic v % GEO  Destination IP RxTraffic  Dropped Traffic %
83.91.105.024 SYN Flood 19m 4K — 83.01.105.024 4K 1K ——
210.85.1.201 UDP Flood 1d23n4m 454 = - W 210851201 500 ur m -
210.85.1.200 UDP Flood 1d23n4m 454 = - W 210851200 489 6 = -
10K £3.91.105.20 SYN Flood 14m 400 = - 839110516 400 00 = -
230110514 SYN Floog 14m 400 = - 839110520 400 400 = =
230110515 SYN Floog 14m 400 = - 239110513 400 00 = -
230110516 SYN Flood 14m 400 = - £3.01.105.17 400 00 = -
= 230110517 SYN Flood 14m 400 = - 23.01.105.14 400 00 = -
1540 1545 1550 1555 16:00 1605 £30110511 SYN Flood 14m 40 = - £3.91.105.19 400 100 m -
— UDRFlood  — Manual Strategy SYN Fiood 230110512 SYN Flood 14m 400 = - 83.91.105.13 400 00 = -
Top Source Countries/Regions ® L Top NTAAlerts ™ [:: N Device Monitoring ™ B 4
All e bps ~ bps - Name Status. Uptime Resource Usage
11066242, e 5h 16m cPu 5%
MEM m— 45%
’ 111066253
— -— Fw No data b 1058002 ns onmmam | CPUT 5%

Step 2 Specify anothewidgetto display, for exampleNTA Traffic Trend underNETWORK
TRAFFIC , as shown irrigure 44,

Figure44Speci f yiwigd gaentodti hseprl ay

Device Monitoring ¢* = NTA Traffic Trend A X Top Targeted Regions by Traffic z::
Name Status Uptime Resource Usage pps ~
DDOS TRAFFIC (O Top NTA Regions by Trafic
[ 5% - Region Rx Traffic Dropped Traffic %
81086242, L sh 18m MEM s 5% @ NTATraffic Trend 2 4K GK e——
ATTACK
12.10.66.253.
[T 5%
10.66.242. ® 2d 4h 44m
2 = MEM e DEVICE
JL10.66.242. ® 1a22n3am  CPUT 5%
57%
12.10.66.242. offline o
Altack Traffic Trend A Top Ongoing Aftacks B4 Top Destination IPs E L
Al a pps ¥ pps All 2 pps ¥
20K Attacked IP Attack Type  Duration  Dropped Traffic v % GEO  Destination IP RxTraffic  Dropped Traffic %
£83.01.105.024 SYN Flood 21m 4K — 23011050124 4K 4K ——
210.85.1.201 UDP Flood 10230 Tm 447 = - W 210851201 500 454 m -
210.85 1200 UDP Fiood 102 Tm 47 = - B 210851200 490 453 = -
10K 230110520 SYN Flood 16m 400 = - 83.91.105.11 400 400 = -
£3.01.105.14 SYN Flood 16m 400 = - 830110512 100 400 = -
83.91.105.15 SYN Flood 16m 400 = - 839110516 400 400 = -
830110516 SYN Flood 16m 400 = - 839110514 400 a0 = -
0o —I= 83.91.105.17 SYN Flood 16m 400 w - 830110520 400 400 = -
1545 1550 1533 1600 1605 110 830110511 SYN Flood 16m 00 = - 839110518 400 400 = -
— UDFFiood  — Manual Strategy SYN Flood 830110512 SYN Flood 16m 400 = - 239110517 400 400 = -
Top Source Countries/Regions ® 3 Top NTAAlerts * m L Device Monitoring * z:: N0
Al & bps ~ bps ~ Name Status  Uptime Resource Usage
B.10.66.242 ) 5n 18m cPu i 5%
MEM m— 45%
n R.10.66.253 e
. | V4 d No data D 1066242 YN 24 4h ddm crut 5%
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Then thei dglppetaed , Fasgusiheown i n

Figure45Newi ddies pl ayed

Device Monitoring «* B L NTA Traffic Trend ot Top Targeted Regions by Traflic :::
i Al a
Name Status Uptime Resource Usage bps ¥ pps ¥
Region Rx Traffic Dropped Traffic %
cPU I 5%
10.66.242 ) 5h17m
B MEM m— 5% 2 4K 4K ——
J.10.66.253.... @ The device s offine or s
1066242 oR 2d 4h 43m cPut 5% No cata
MEM m— 44%
1066242 ® 1a22n3m  CPU! 5%
MEM m— 57%
JL10.66.242 @ The device s offine or s
Rx ™
Aftack Traffic Trend M4 Top Ongoing Attacks m 4 Top Destination IPs z:: RS
All a pps ~ pps All a pps +
20K Attacked IP Attack Type  Duration Dropped Traffic % GEO  Destination IP RxTraffic  Dropped Traffic %
8391105024 SYN Flood 20m LK — 83911050024 4K 4K ——
210851200 UDP Fiood 10235m 454 = - B 210851201 500 447 = -
210851.201 UDF Fiood 1d235m 453 = - B 210851200 500 4“7 = -
10K £3.91.105.20 SYN Flood 15m 400 = - 8391.105.14 400 400 = -
83.91.105.14 SYN Flood 15m 400 = - 83.91.105.19 400 40 = -
8391.10515 SYN Flood 15m 400 = - £391.105.13 400 400 m -
830110516 SYN Flood 15m 400 = - 839110517 400 400 = -
= 839110517 SYN Flood 15m 400 = - 839110515 400 00 = -
15:40 15:45 1550 1555 16:00 16:05 83.91.105.11 SYN Flood 15m 400 = - 83.91.105.11 400 400 = -
o UDPFlood  — Manual Strategy YN Flood 830110512 SYN Flood 15m 400 = - 839110512 400 400 = -
Top Source Countries/Regions ® L Top NTAAlerts =:: I3 Device Monitoring «* |
All < bps bps Name Status Uptime Resource Usage
[.10.66.242 ) 5h 17m cPU B 5%
MEM m— 45%
’ B.10.66.253. @ The device is offiine o
-— F Ho e Bumue  sm  simen  CPUE s

- -E-n-d

4.1.3Deleting a Widget

You can del etwi dagng tupnenrefcoersnsianrgy t he f ol | owi ng
Step 1 On theOverview page click in the uppeieft corner of the unnecessamdget
Thenwit dhfpkt ps, aa o usildogwHi. ei 4
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Figure 46 Re v e

Monitoring

2= NSFOCUS NSFOCUS ABS M G

wisagget

NET Traffic Monitoring

Device Monitoring «* ==: N2 NTA Traffic Trend Au X Top Targeted Regions by Traffic =z
Name Status Uptime Resource Usage pps ~
DDOS TRAFFIC (O Top NTA Regions by Traffic
cPu I 5% - Region Rx Traffic Dropped Traffic %
£.10.66.242. e 5h 18m MEM s 5% @NTA Trafiic Trend 2 4K K —
ATTACK
12.10.66.253. @ The device is offine
a CPU ¥ 5%
10.66.242. -] 2d 4h 44m
I =3 MEM e DEVICE
B, 10.66.242. L] 1d 22h 34m CPU ¥ 5%
MEM m—— 57 %
12.10.66.242. @ The device s offline or s
Altack Traffic Trend M Top Ongoing Aftacks :=: Top Destination IFs B
All a pps ¥ pps + All a pps ¥
20k Attacked IP AttackType  Duration  Dropped Traffic v % GEO  Destination IP RxTraffic  Dropped Traffic %
8391105024 SYN Flood 21m 4K L] 283061105 0/24 4K 4K  —
210.85.1.201 UDP Flood 1d 23n Tm 447 9w - - 210.851.201 500 454w -
210851200 UDP Fiood 1023 Tm 447 = - B 210851200 4% 453 = -
10K 839110520 SYN Flood 16m 400 = - 83.91.105.11 400 400 = -
83.91.105.14 SYN Flood 16m 400 = - 839110512 400 00 = -
83.91.105.15 SYN Flood 16m 400 = - 839110516 400 40 = -
83.91.105.16 SYN Flood 16m 400 = - 839110514 400 400 = -
0o —I= 83.91.105.17 SYN Flood 16m 400 w - £391.10520 400 400 = -
1545 1550 1533 1600 1605 110 8391105 11 SYN Flood 16m 00 = - 239110518 400 400 = -
— UDFFiood  — Manual Strategy SN Flood £3.91.105 12 SYN Flood 16m 400 = - 239110517 400 400 = -
Top Source CountriesiRegions ® L Top NTA Alents * | Device Monitoring * =:: I
Al & bps ~ bps ~ Name Status. Uptime Resource Usage
B.10.66.242 ) 5n 18m cPu i 5%
MEM s 45%
n R.10.66.253 @ The device is offine o
— - g o gt buwmor  em  owmam  CPU 5%

Step 2

Click * in the upperight corner of thevidget
Thenwitcdhdeesappears.
- -E-n-d

4.1.4Downloading a Report

You camwiegppeercti fi c reports and then downl oad
drive. I n addition, you can explavitdgen i nteg

The procedure is as foll ows:

On Ower wiaggeexport a rep

or
report of datwaddgjiespl ayed

t ofi dgettandii apleagy a
on all

Cli*tkn theigppecwidegst otfh'@ ocr@tcck export
dat a wifdgeétiasn HTML or PDF report

cl iBg n theigphpecorner of @ar@atg@ and the
downl oad all data displayed on this page

4.1.5Report Settings

A default report néadme diesfipireodv.i ded, which ca

Cl iRcekport iSettheggppecorner of the page. 1In
typreemeport mlaidk and

CopyrEi NIBtFOCUS 62 V4. 5R9
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4.1.6Viewing the System Status Bar

=-NSFOCUS NSFOCUS ABErM(

The system status bhbhasatd maeabhet mdmeplhagrdet |

stafusndiicates that the device

wor ks properl

usa@e) horsitzagtnuido,rsystem tiFrmeyt asdshown i n

Figure47System status bar

|a = [ System Status: CPU usage:21%, MEM usage:16% |

Authorization Status:Authorized | @ 18:20 2025-11-19 CST

l eft of the I siysuferh issctka thugs thher sayss tshm
as CPU wusage

fan status

the speaified

I n the
information shows details such
status, mot herboard temperatur e,
file data partitionrmatliicrkiinmg tslyes tetmtstatuasr
An i1item in red indicates that
Per f or malnhcree sAH celrd s
Figure48System status i nformation
NG 0ata T 1066242 [}
CPU
cPU 19% 1066242 ® :"mz” EPE;'_ :n%%
Memory
Total Memory 327G | Usage 14% B1066242 . &
Low Free 14.8M  High Free 0
Temp Data Partition
tmp 1% var 1%
Database Partition | & Top 10 Source IPs B 4 Traffic Trend YR
Trafiic 5% | Attack Event 8% All a bps 10.66.242. 14 bps
Log 1% |- 0% oc
t::::guraﬂun Z‘\:; F)ataFl\E :i
© = [ System Status: CPU usage-22%, MEM usage:16% | Authorization Status:Authorized = @ 18:26 2025-11-19 CST

4.1.7Generating Sound Alerts

After sound alerting is enabled, the system

as shbwoud awhen either of the following con
An attack alert or |link status alert is g
A traffic alert is generated by NTA.

I n the box shown i nm tthhies ffoilgluorwei,n gy ooup ecraant ipoen
Cli*kto disable sound alerting.
Cli*ko close this box.
Clilcgknobpei gnore this new alert.

CopyTrEi QNIStFOCUS 63 V4. 5R9
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Figure49Sound al ert

o) X
You have new alert
AR avents:
Aftack Alerts an 1
ADS EAES
For how to disab3laes iscouwnd talnersti ng, see

4.1.8Viewing Traffic Trends

ThEBraffi wi dgébdvs trends of ans mfalnide ddrreocpep evde db,
in the Il ast 30 minutes.

Data thirsefwiealgleds every 30 seconds.

4.1.8.1Understanding Data in the Widget
I n Tirhaef f i gr @pdénd

Theaxi s indicates time, spanning the | ast
Theaxis indicates traffic:

i Traffic above 0: The yellow color indica
red col oropipneddi ctartaefsf idcr.

i Traffic below O0: The green color indicat
t hrough.

4.1.8.2Viewing Traffic at a Random Point of Time

Pointing to a Trraafdadngr rphigiémtd iisrpltalyes t he speci
receti & etdri acnstmri 4 ft feidc, and droppedi®raffic, as

CopyTrEi QNIStFOCUS 6 4 V4. 5R9
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Figure 410Det ai l ed traffic information at a speci
Traffic Trend b
.l‘:".” Q, hﬂE
1G -
2024-12-20 16:12:30
Rx: 799.4 M
Tx: 796.7 M
Dropped: 2.7 M
0
1G

16:00 16:05 18:10 16:15 16:20 16:25

Rx Tx Dropped

4.1.8.3Viewing Traffic of a Specified Object

By def dubffigh@apaéngresents trends of traffi

You can vimew teaffic trends of a specified
AD®rotected group, or | Pv4/ |l Pve address.

Step 1 On the page shown ifigure 410, type a character string and then piester.
The system displays all objects containing

Step 2 Select an object and preSster.
Traffic trends of the specHifgiudde odbj ect are

CopyTrEi QNIStFOCUS
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Figure 411Re-&4fi me traffic trends of a specified ob
Traffic Trend b
xl2 Q, bps
IiM
2M

M
0
16:05 16:10 16:15 16:20 16:25 16:30
Rx Tx ® Dropped
- -E-n-d
4.1.8.4Switching the Traffic Unit
The defaul tbptsr¥adu icpapis nsodar d-dtewm r loipst-ri ght he

cornerTraff fitwe dgpendi spl ay traffiki oduaritza 4 n pp
Figure412Swi t cdi ngat hi c unit
Traffic Trend ha L

jxl2 g,

iMm

2 M

1M
0
16:05 18210 16:15 16:20 16:25 16:30
Rx Tx @ Dropped
CopyrEi ANIStFOCUS 6 6 V4. 5R9
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4.1.8.5Downloading a Report

Cl iiki n theigphperolrrmerf ionfi dtgheal d t h'@ ocr@ck
to expor twiddagteat aonf HThMLs or PDF DecwmlraadiFrog ae
Rep.ort

4.1.9Viewing Protocol -specific Traffic

ThRr ot ocolwiAdhpd tywsiicses an overview of TCP, UD
by ADS in the |l ast 30 minutfegrad fwell as de:

Data thirsefwi ealgleds every 30 seconds.

4.1.9.1Understanding Data in the Widget
I n Rrhoet ocolgrAaamh ysi s

Theaxi s indicates time, spanning the | ast
Theaxi s indicates traffic. UDP,r kTO®RP,ueand ilc
blue, and purple respectively.

4.1.9.2Viewing Traffic of Different Protocols at a Random Point of Time

Pointing to a Preondocnl|pgompt ybbi sphays the tim
UDP traffic, TCP traffiFd,guvagd 41 CMP traffic,

Figure 413Tr af fi ¢ of different protocols at a spe:¢

Protocol Analysis b

.l‘:'.” =1 DDE -

2024-12-20 16:22:320

& UDP: 403.5 M
TCP-169.5 M

& ICMP: 226.3 M

[
1
0

16:05 16:10 16:15 16:20 16:25 16:30

500 M

® uoP TCP @ IcMP

4.1.9.3Viewing Traffic of a Specified Object

By def ulot ocoohgerAaamH ypriessent s traffic of wvari
collected from all ADS dewiioaxa.] YNBSS gaaeen pree (
AD$rotected group, or | Pwdi mea, |-gPpvest mididér etsrsa
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Step 1 On the pagel®wwn inFigure 413, type a cha
The system displays

NSFOCUS ABErM(

racter string and then piester.
all objects icminguwlisimng

Figure414Sear ching for an object

Protocol Analysis
,-| a
All

All

Regions

Jul2

Adsgroups

smp_36_celvexiafajiankongdianceshi

16:10 16:15

16:20 16:25 16:30 16:35

& uop TCP @ icmP

Step 2 Select an object and preSster.

Traffic trends of the speci dyved, ob§eghiown

4-1 5

Figure 415Re-af me traffic

trends of a specified

CopyTrEi QNIStFOCUS 68

Protocol Analysis du
j){|2 Q bps =
3 M
ZM
1M
0
16:10 16:15 16:20 16:25 16:30 16:35
& uoe TCP & 1cmP
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4.1.9.4Switching the Display Mode

By def aulstpecgrfdtcodaalaffic data is p*esented

and. otro di spl mg teaffic data in an
Figulre 4

Figure 416Swi t ching the display mode

="NSFOCUS NSFOCUS ABS M C

area grap

Protocol Analysis ey

Al a -

L

500 M

16:10 16:15 16:20 16:25 16:30 16:35

& uoP TCP & icmP

|l "I gulrg~ dppears nc appeamwhi diemmed.

only in an area jraph.s Ofctoenn tyubriunssc ¢t a s & ,

presented in both areafFguomapl dnd p

Therefor

ie chart
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NSFOCUS

NSFOCUS ABErM(

traffidedathaaritn an

Figure 417Di spl ay of
Protocol Analysis ~ DL
All a LAY
1C

500 M

16:10 16:15

16:20 16:25 16:30 16:35

@ uDpP TCP @ ICmP

@ upP TCP @ icMP

ar ea

Clic*~imagkes this

icon di mmed

V4.

grap

andi bivd&s 4t he

5R9

CopyTrEi QNIStFOCUS
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Figure 418Di spl ay of traffic data in a pie chart
Protocol Analysis 9 L
bps =

All o

& uop

TCP @ 1CMP

4.1.9.5Viewing the Percentage of Protocol-specific Traffic

Pointing

protsmxedi fic

Clicking

Figure 419Ar e a

t

o a random point in
traffic to the

n this

representing traffic

the pie chart
total traffic.

area separaltiesultdhi 4 area f

of a protocol

CopyTrEi QNIStFOCUS

Protocol Analysis 9 L
All 9, bps =
UDF
proportion: 50.3%
& uDP TCP @ 1icwP
71 V4. 5R9
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4.1.9.6Switching the Traffic Unit

The defaul tbptsryadu icpapis nsoard d-dtewm r loipst-ri ght he
cor nerPromft otctod wiAchtpd tyksiispl ay traffic data in |

4.1.9.7Downloading a Report

i Xkn thei gphpecoPrnoetro coofl wiAkhepnd ty sti hs'@ ocrl i ck

@to extpa r awiddaghe tsan HTML or PDF DcewmlrdadiFog
Rep.ort

4.1.10Viewing Traffic of Top Destination IP Addresses

ThBop Dest smiaddmmpllédPys in real time top 10 d
|l argest traffic dropeprdls byl &ADISi nag v her ¢ alsn o
see the | argest traffic or are most severel:

Data thirsefwiealgleds every 30 seconds.

4.1.10.1Understanding Data in the Widget

The | ist ranks top 10 destinathyynADS iand dirhees
30 seconds.

GEO shows the national flag icons. Pointi
corresponding couRto420name, as shown in

Figure 420Di spl ay of the country name

Top Destination IPs BEH 4

All Q pps

GEO Destination IP Rx Traffic Dropped Traffic %
83.01.105.0/24 4K 4K

| 210.85.1.200 500 453

[l 210.85.1.201 499 453

"= 839110515 400 400

-+ 83.91.105.11 400 400

-+ 83.91.105.16 400 400

-+ 83.01.105.20 400 400

-+ 83.01.105.18 400 400

"= £3.91.105.17 400 400

:= 400 400

DestinatisbowksPdestination | P addrTersasfefsi.c C
Monit ombngage, where you can viewsmorPe de
address. FWrewieta@aiCsmprseleensi ve Traffic |
Obj.ect

Rx Tr:afsfhioows t he value of traffic received
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Dropped: Tshbiwsct he value of traffic d
red bar to the right of the a rtarfdfifeirc.a
bar indicates more traffic dropped.

%: shows the percentage of forwarded traf
traffic. When you point to a bar in this
bar, greée@it indaadedt €s and red indicates dro

ro
I

4.1.10.2Viewing Comprehensive Traffic Information of a Specified Object

You can conveniently view comprehensive traf
address and that of atbeetofiediondjetepdby p

Step 1 On the page shown ingure 420, click an IP address, for examp#4,0.85.1.201

ThBDoS Traffi padeni sodisgl ayed, with the |P
the search BoxudZ&zs 4shown in

Figure 421Tr af fi ¢ of a specific |I P address

Regions  Display by region v e 15 Min 30Min 1Hr AutoRefresh: Never v C Alg bps v
o GEO  Destination P RxTraffic  Dropped Traffic %
2301105 024 22m 20—
1211 L hd B 210851201 256K 229K = -
> AuloDefensesT... B 210851200 256K f(zg 4= -
> FoszoNE 83.91.105.12 224K 24K = -
FOBNTATESTZ... aKpps 8309110514 224K 24K m -
k 83.91.105.45 224K 24K = -
FOSZONE 8301105 11 24K 24K = -
FOBnaZONE 2Kpps 230110519 224K 24K m -
IPYZONE 839110516 24K 24K = -
230110520 -
NTA_F06_ZONE. 0pps = 24K 24K -
> pwD
2Kpp Protocol Analysis L9l
1710 1712 17:14 1716 1718 17:20 17:22
Al bps ~
wrrureRs: U e we mw mems owm am D
2m
Summary  Object
™
O Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~ Total Dropped
O - 2 4K 4K 4K 36M 0
Show oblects with no dropped tiaffic
) e
Prev 1 Next

Step 2 Click in the search box.
The system displays all objects Fcont zinading
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Figure 422Sear chi ng owrj reecrt ts

IcR nadad rne snsg  t

NSFOCUS ABErM(

he ¢

Iy B

Al
= ON
¢ Default
210.85.1.201 : - o N ppS ¥
Ipranges

210.85.1.0024

(adsgroup: test1) 4Kpps

v

FOBZONE
FOBMaZONE 2K pps
IPVGZONE

NTA_F06_ZONE

0pps

v
3
H

2Kpps

17:10 17:12 1718 1716 1718 17:20 17:22 17:24

MY FILTERS:

Save Fiter

Summary  Object

O Legend Destination Object Real-Time Dropped Real-Time Rx Max Droppeds Total Dropped

O — 2 4K 4K 4K L6M

Show objects with no dropped traffic

Prev 1 Next

Top Destination IPs m
M bps v
GEO  Destination IP RcTraffic  Dropped Traffic %
83.01.105.024 22m -
W 210851201 256K 23 = -
W 210851200 256K po= -
839110515 24K 24K = -
224K 24K = -
24K 24K =™ -
839110513 24K 24K = -
839110517 24K 24K = -
8391105.11 24K 24K = -
224K 224K =™ -
Protocol Analysis P I
Al g bps +
ETY
2m
™

® uor TCP @ icmp

Step 3 Select an object and preSster.

Comprehensive traffic

23

Figure 423Vi ewi ng traffic informati on

of a

speci fi

= Tt Trond L

Devices lay by device v 15 Min 30 Min 1Hr AutoRefresh' Never v C
HDB500 )
10.66.253.167 ) Fi 4 pm - Frida: er 20, 2024, m pps
10.66.242.221 )
106624278 YN
T testt A | Kops

A

210:85:1:100/120 500 pps
> otes2
1066242163 ) 0pps
10.66.242.208 )
10.66.242.95 ) 500 pps
1 1712 1714 1716 17:18 17:20 1722 17:24

MY FILTERS:

Summary  Object

O Legend Destination Object Real-Time Dropped Real.Time Rx Max Dropped v Total Dropped
0 — 210.85.1.201 454 500 455 4057 K
O — 210851200 452 499 453 4045 K

Show obijects with no dropped traffic

Prev 1 Next

Top Destination IPs [:=:
21085.1.024 & bps ¥
No data

Protocol Analysis -~y
210851024 @ [
750K

500K

250K

17:10 1715 17:20

® uor T @ o

- E-n-d
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4.1.10.3Viewing Top Destination IP Addresses of a Specified Object

By def dopbt DeshewmiadgminsdrPPt s top 10 destinatic
data collected from all AD®gdeowniade APSYadw udpax!
or ADStected group to view its top destinat
dropped 3 mihreutleasst You can also specify a d
view its traffic information in the | ast 30

Step 1 On the page shown iAgure 423, type a character string and then piester.
The system automatically displays al/l objec
i AFigude 4

Figure424Sear ching for an object

Top Destination IPs B 4
g 2 pps
Al lraffic Dropped Traffic %
All 4 K
. 454
Adsdevices 453
10.66.242 195 400
10.66.250.19 400
10.66.242.95 400
400
Adsgroups 400
L LT N e L N o 400
+ 83.91.105.12 400 400

Step 2 Select an object and preSster.

Then destinati on

I
descending order o traffic dropped by ADS

CopyTrEi QNIStFOCUS 75 V4. 5R9
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Figure 425Top de dtPi maltdresses associated with a sp

Top Destination IPs B 4

10.66.242.1' 2 pps

GEO  Destination IP Rx Traffic Dropped Traffic %
83.91.105.0/24 4K 4 K

-+ 83.91.105.13 400 400

-+ 83.91.105.17 400 400

-+ 83.91.105.14 400 400

-+ 83.91.105.19 400 400

-+ 83.91.105.15 400 400

-+ 83.91.105.11 400 400

-+ 83.91.105.16 400 400

-+ 83.91.105.20 400 400

-+ 83.91.105.12 400 400

- -E-n-d
4.1.10.4Switching the Traffic Unit

The defaul tptsrYadu icpapis nodrl d-dstewmd r loipst-ri ght he
cornerTopf Dtelsd swmiadg etndil Ppl ay traffic data in

4.1.10.5Downloading a Report

Cliikin t hei gpper olrorpe rD ecsft simiad g o th tII’Pw@ click
or@to expor twiddagteat aonf HThMLs or PDF report. Fo
Downl oading a Report

4.1.11Viewing Attack Traffic of Top  Targeted Regions

ThBop Targeted RevgidgrmeskwntBrafmmfireal ti me t oy
|l argest traffic dr oppeldetbtyi PADSu s enr & hken d va swh i
the | argest traffic or are most severely at

Data thirsefwiealgleds every 30 seconds.

4.1.11.1Understanding Data in the Widget

The | ist ranks top 10 regions accodding to

Regionegion for which traffic is dropped
exampéetopehxso S hTer af f i ¢ aMlopiager i where you |
details about traffic dfisgu2ried4 for this r
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Figure 426Tr af fi ¢ of a specific region

Legend Destination Object Resl.Time Dropped Real.Time Rix Max Droppeds Total Dropped

Rx Tr:afsfhioows t he value of traffic received

Dropped: Tehbtwsct he value of tr a&fefcioonddr odh
red bar to the right of the traffiervalue
c

bar indicates more traffi dropped.

%.: shows the percentage of forwarded traf
traffic. Whear yion phisntcoloumnb the specifi
bar, green indicates |l egitimate traffic a
Figuze tithe percpedttagefbifcdfop "test"” is 1C

Figure 427Per cent age of dropped traffic for a spe:

Top Targeted Regions by Traffic B 4
pps =

Region Rx Traffic Dropped Traffic %

jul2 4K 4K s

4.1.11.2Switching the Traffic Unit

The defaul tbptsr¥adu icpapis nsodr d-dtewm r loipst-ri ght he
corndéddopf Thrgeted Revgidges dbgpTragf ftiraffic da

CopyrEi NIBtFOCUS 77 V4. 5R9
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4.1.11.3Downloading a Report
Cli*kn theighpecolrorperTaacgfgettiead Revgidagmdsl byeTir a
cli@:or@to expor twiddagtsat aonf HThMLs or PDF repor |
Downl oading a Report

4.1.12Viewing Traffic Trend s by Peak Size

ThBraffic Trenwi dge tPrlaakiyfSidczzet rends of a spec
region in the | ast 30 minutes, including th
Figuz& 4

\ This widget provides traffic inform
Not: cannot view global traffic informati

Data thirsefwi edlgleds every 30 seconds.

The method of viewing attack traffic trends
traffic trendisewiFog Tdredfafiil s, Trsereds

Figure428Tr af fi ¢ Trewd diget Peak Si ze

Traffic Trend by Peak Size A
57.31.:4 bps =
75 M
M

2024-12-24 10:51:30

Rx:5M
Tx: 0
0 ® Dropped: 5 M
10:35 10:40 —— S 10:55 11:00
Rx Tx @ Dropped

4.1.13Viewing Top Destination IP Addresses by Peak Size

ThEBop Destinati omwildRi®e slpy aResak o0Di ZleD destinat
object with the most traffic Rirgouytpgee ddeitn i nlge
users know which | P addresses of the object

attacked.

CopyrEi NIBtFOCUS 78 V4. 5R9
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Thiws dgeovi diecs itnrfaofrfmati on of

only

a

infor mat.

Note cannot view global traffic
Data thirsefwi elgleds every 30 seconds.
The method of viewing toppeastisnae)onsl|l Phad
of viewing top destinatViemwiInR addrésse .

Figure 429Top Dexnt il Past ibwi #gak Si ze

bayc cor d
rsi hgahdse, s afrreoa

Top Destination IPs by Peak Size B
57.31.24.1 Q bps
GEO Destination IP Rx Traffic Dropped Traffic
o 57.31.24 1 5M &M
4.1.14Viewing Traffic of Top Source Countries /Regions
ThBop Sour céd Reguwmtdngieesent s in real tome
regions with the | argest attack traffic
Dati #ahi s rwdfdrgeeshes every 30 seconds.
4.1.14.1Understanding Data Displayed in a Map
Top 10 souoregicomstrmin&dsesd on the | eft
ADS, indicated with a color that
of t hesorcecqguaotersiiensdi cated in a map with
Pointing to the @ar egd¢ld@na@ed oipt l Occloamttrgy gr e
courmtrreygmn@ame and the volume of brhRhd i3
79 V4. 5R9
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vol umeoofragtaaok

traffic

Figure 430Di spl ay of the
Top Source Countries/Regions ® L
Q bps

All

e
b

W United States

W China

China:229.3 K

4.1.14.2Switching the Display Mode

By default, stouvafcfei croamd g prs®eGented in a map
You ca® icd itcte i g phpecolrompe rS oafr ctedR eCpivaindagied s
choose a display mode (Il i siRi o3 lemasp) or both
Figure431Swi t ching the display mode

Top Source Countries/Regions

All Q

|

W United States
B china

b

g™
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gude® appears nc amppeamwhi diemmed. The
y in a map Afhtiesr Eycoounnctltuindnks case, t
h

i
a mags asldb wmo Udias t 4

Figure 432Di spl ay of traffic data in both a map a

Top Source Countries/Regions R

All a @ 22|

n

B United States w “

l China

GEO Rx Traffic Dropped Traffic %
F=  United States 22M 22M D
B China 256 K ?2-2 = -

Clic® magkes this icon di mmed FRindudhi des the r

Figure 433Di spl ay of traffic data only in a |ist
Top Source Countries/Regions B 4
All 8 ==2]
GEO Rx Traffic Dropped Traffic %
E= United States 22M 22 M I
B China 256 K '2(25-5 = =

4.1.14.3Viewing the List of Top Source Countries /Regions

The | ist rankgs troggicladr scionugnttrd etsraffi c dr oppe
seconds.

GEO shows national flag iconsorkRagiimtni ng t
name, a sk ischuatvien 4 n
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RxTraffsbows the trafficourmdroegiiverdt hbey |AaDsSt f.
seconds.

Dropped: Tehbfwscthe traffic dorogpgiewdntbhye A DS
30 seconds. The red bar to the rightcof t
A longer bar indicates more traffic dropp

%: shows the percentage of forwarded traf
traffico ®obatiing this column displays a ¢
i 1]

r
ndilcadiessirmdtfe c and red indiceategssd3gdropped
the percentage Unfi tYerald speld Ot%r.af fi c f or

Figure 434Per cent age of dropped traffic of a sour

Top Source Countries/Regions B 4

All Q bps

GEO Rx Traffic Dropped Traffic %o

B= United States 22M 22M

B China 256 K |2(31_g 100%

4.1.14.4Viewing Top Source Countries /Regions Associated with a
Specified Object

By def dopt Souhed BRQd wmnidrpgieeesent s top ©0® sourc
regibased on data collected from mnefgi ADS| deP
graqumpmDS devpretect dadDSgroup, or |1 Pv4d or |1 Pve6
counoréegsam&kednagccordiaffic dropped by al/|l
seconds.

On the pagegshowaftienr you type a shhawstaebl s
objects containing the typed character stri

CopyTrEi QNIStFOCUS 82 V4. 5R9
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Figure435Sear ching for a specific object

Top Source Countries/Regions ==z @ A&
i a bps
All
All
Regions

2
|
| Adsgroups _

smp_36_celvexiafajiankongdianceshi

test_cmj
GEO Rx Traffic Dropped Traffic %
= United States 22M 22M
B China 256 K f‘“

Aftecl youk a debwirdegde sl jaggycst t he traffic of to
associated with the object.

4.1.14.5Switching the Traffic Unit

The defaul tptsrYadu icpapis nsoarl d-dstewmd r loipst-ri ght he
cornerTopf Stohue c ¢ Reqgumtdrigieea i spl ay traffic dat

4.1.14.6Downloading a Report

Cl iiki n th-eighper olrompe rSoafr dtehseC Rwrgtdrg e d t hen
cIi@:or@to expor twiddagteat aonf HThMLs or PDF repor |
Downl oading a Report

4.1.15Viewing Attack Traffic Trends

Thettack TTfrewfddig®ows t he graph of attack tr af
in the Il asti®a0tmimnmefwealghdatavery 30 seconds.

4.1.15.1Understanding Data in the Widget
I n Athteac k TTreamfdfaiph

Theaxi sdi cates time, spanning 30 minutes.

Theaxi s indicatvasi ausatkptesaibfdiacataeck hy acf
in different colors.
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4.1.15.2Viewing Traffic at a Specific Point of Time

NSFOCUS ABErM(

speci fic ch nmet tpaod ki tt ydp es pdta ytshi

Pointing to a
point.
Figure 436 Tr af fi c at a specific point of ti me
Attack Traffic Trend A b
Al a pps
75K
5K ; .
2024-12-20 18:55:30
» UDP Flood: 894
35K & Manual Strategy: 1 K
' SYN Flood: 5.7 K
0 / i
18:40 18:45 18:50 18:55 19:00 19:05
= UDP Flood = Manual Strategy 5%N Flood
4.1.15.3Viewing Attack Traffic of a Specified Object
By def ddvlttac ktTFegfdlaiphr presents attack traffi

devices.

| Pv 4

or

You
| Pv 6

caagbcperal fAPRAgdegpobgcARS
attack tra

addr ess

to

Vi ew

Step 1 On the page shown ingure 436, type a character string.

The system displays all objec

its

ts

grouj

containing

CopyTrEi QNIStFOCUS 8 4
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Figure437Sear chi ng

for

NSFOCUS ABErM(

an object

Attack Trafiic Trend

i Q
All
All

Regions
jxl2
Adsgroups
smp_36_celvexiafajiankongdianceshi

test_cmj

— UDP Flood

18:55 19:00 19:05

Manual Strategy 5¥M Flood

Step 2 Click a desired objeéc
Thwi ddespl ays t
- -En d
4.1.15.4Switching the Traffic Unit
The

cornerAtdfactkhTeFreavfdfdiget di spl ay

4.1.15.5Downloading a Report

cli¥k n

Rep.ort

4.1.16Viewing Top Alerts Reported by NTA

ThBop NTAwAldghtbsys top
t hirse fwri edgghedsse ceovnedr sy.

Dat a

he

attack

traff

t hei ghpercoAtntearc ko TT reaifidfd ig @ d

30

i C

traffic trend o

def aul tbptsrMaofu icpapis nsbel d-dstewmd r loipst-ri ght he
data in

footl

L

th‘@ click

or@ to expor twiddagteat HOTFMLt hoirs PDF r elpoowrt!.o aFdoirn od

V4.

5 traffic alerts

5R9

repor
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Figure438Top al erts reported by NTA

Top NTA Alerts " B 4

Destination IP Alert Level Alert Type Dwuration Traffic ¥
1.2.3.4

x

high %YM Flood 17h 10min 38K

Clic«ichigsplays more detail sFabou® tthese aler

Figure 439Mor e detail s about alerts generated by

Destination IP Alert Level Alert Type Duration Traffic ¥

Top NTA Alerts B L

high SYN Fload 17h 11min 38K

4.1.16.1Understanding Data in the Widget

ThBop NTAwAldgetes 5 alerts reported by NTA.
foll owing:informatio

DestinatistbwmwsPt he attacked destination |P
device that reports this alert.

Al ert: Lewvews the al eHitgNea\v ailimprww hTihceh ad a&emr tb e
is determined by thevadaedwiceatfirom ohetAspeacf
thresholds vary with NTA devices, alert | ¢
di fferent deviations.

Al ert: Tsyylpcews t he alert type, which can be

i DDoS attianadk cat esritdiqqer adhewladrerNNTA sdeat ect
The type of the DDoS att 8YN F$f$oakdso disp

i Region triandiicatad ertthat the alert is tri
outgoing region traffic.

i I P group tr ahdhacta btéheer tal ert i s triggered
received or sent by an | P group.

CopyTrEi QNIStFOCUS 86 V4. 5R9
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\ For details about alert | evels and ¢
Q i n NShFeOCUS NTA .User Guide
Note
Durati®mows the duration of t hePoalnetritngf rtool
a specific duration displays the start ti
as shbwouda 4
Figure 440St art ti me of an alert reported by NTA
Top NTA Alerts ™ B Attack Ty
ops A
Destination [P Alert Level  Alert Type Duration Traffic ¥ 15 M
e nigh SYN Flood 17h 11mind  Start Time - 2020-03-05 16:16:30
5M
0
5M
Traffisbowsthetrafflc at the start time
descending orde ofNTIAhe giesds tirmftthe Idadtec?
case, aftTemafyds |e«:d)mC|ks di splayed and the t
ascending order of MNMé¢vViecestirmfthe Idastc:
CopyTrEi QNIStFOCUS 87 V4. 5R9
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Figure441Top al erts reportécecshy tNBAfiirc
Top NTA Alerts « B
bps
gan Alert 2
Destination IP Alert Type Duration  Traffic 4
Level
52.10.4.57
mid bps Abnormal - 2.3h 0
10.245.2.206 44min
52.10.4.111
mid bps Abnormal Zd 23h
10.245.2.206 44min
52.10.4.82
high SYNFloog 2923h
10.245.2.206 44min
52.10.4.23 . .
high SYN Flood 3h 35min 0
10.245.2.206
52.10.4.228
high SYNFlood 2923n
10.245.2.206 44min

4.1.16.2Switching the Traffic Unit

The

4.1.16.3Downloading a Report

def aul tbptsrMacdu icpapis nsbel ddstewm r loipst-ri ght he

cornerTopf NiTHevAldget sii spl ay traffic

terms of

data in p

Cl iiki n th-eighperolrompe rNTAfwAldgeetis t h'@ ocrl i ck

@to expor twiddagteat aonf HThMLs or PDF Dcwmolrda Froo
4.1.17Viewing Top Ongoing Attacks

ThBop Ongoi nwg dAgthtbavsk ¢ opatl ©maahgedngccording

traffic detected by all ADS devices in the

Data thirsefwiealgledes every 30 seconds.
4.1.17.1Understandi ng Data in the Widget

ThBop Ongoi nwg dAgthtbawsk &« opafl©aokgodngg to traf

by ADS in the | ast 30 seconds. By default,

dropped traffic.

AttackedhloWs

t haed dartetsasc. k eCd $ |c¥kioeawn

iltPs addedtraei s

attack event information o/n eav nignditVviadka l
Attack Byhmevs the specific attack type.
Durati®mows the duration from the ti me whi
the data is refreshed. Pointing to a dur a
address, Fasgughkown i n

CopyTrEi QNIStFOCUS 88 V4. 5R9
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Figure 442St art ti me of an ongoing attack event

Top Ongoing Attacks B 4
pps =

Attacked IP Attack Type Duration Nrannod Traffie = %
53.91.105.0/24 SYN Flood 3h 20m¢ Start Time : 2024-12-20 15:50:00 = e
8.17.66.0/24 SYN Flood 35m TH — -
35.78.20.1 Manual 5... 24m 1K -
210.85.1.200 UDF Flood 2d 2h 6m 451 mm |
210.85.1.201 UDF Flood 2d 2h 6m 448 mm |
£3.91.105.20 S¥N Flood 3h 15m 400 2w -
53.91.105.14 S¥N Flood 3h 15m 400 2w -
53.91.105.15 S¥N Flood 3h 15m 400 2w -
53.91.105.16 S¥N Flood 3h 15m 400 2w -
839110517 SY¥N Flood 3h 15m 400 mm -

Dropped: TBaf ietaul tat ttaocpk s1l0i sotnegdoiinng des cen
traffic dropped bT iAD®. ilsn dti lsipd iyegpe & dt H

Tr afafnidc t hi s column shows the total ma x i mu
the |l ast 30 secondshe Tthet aledv dlaDe apfsode m dy
Traf fisidiecon is displayed and this col umn s
dropped by alll ADS devices in the | ast 30
Figure 443Top ongoing attacks by total minimum dr ¢
Top Ongoing Attacks B 4
pps -
Attacked IP Attack Type Duration Dropped Traffic + %
SAT766 1 SYN Flood im 0 I
&:17:66:d SYN Flood im 0 I |
31766 e SYNM Flood im 0 L -
81766 b SYN Flood im 0 - |
31766 c SYNM Flood im 0 L -
& 17668 SYM Flood im 0 | [ |
817661 SYN Flood im 0 [ |
8.17.66.129 SYN Flood 41m 0 | |
51766 3e SYM Flood im 0 | [ |
817668 SYN Flood im 0 [ |
%: shows t heormpwarcekeead atgreafoffi d and that of ¢
traffic. Pointing to a bar in this col umn
i ndicates | egietdi mantde ctarteefsf idcr ogprpded traffic
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4.1.17.2Viewing Attack Events Specific to an IP Add

You can conveniently view Ttorpa fOfnigm i owg digiettlalR k:
ng steps:

w—="NSFOCUS

by performing the foll owi

ress

Step 1 On the page shown iagure 442, click an IP address, for examp8.78.20.1

Figure 444At t ack traffic targeting an |

Regions  Display by region ¥

1211

v

AutoDefensesT...

v

FOSZONE

FOSNTATESTZ..

v

FOSZONE
FOMaZONE.
1PVBZONE

NTA_F06_ZONE

MY FILTERS:

Thettack pRrgentis di spl ayed,
box in the Feffittd44L ad shown

NET Trafiic Monitoring Attack Events

Attack Traffic Trend 4

o 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C

pps ¥

6K pps

4Kpps

2K pps

Opps
19:04 19:06 19:08 19:10 1912 19:14 19:16 1918

0 e e aes O

Altack Types  Attack Events

Destination P Port Attack Type Start Time: EndTime  Real-Time Dropped Max Dropped~.  Total Dropped
83.91.10500.. 80 SYN Flood 24112120 15:50:00 Ongoing 4K 4K 49.9M
$A766.024 30 SYN Flood 24112120 18:35:00 Ongoing 11K 3K 46M
817667120 80 SYN Flood 24112120 19:16:00 Ongoing 12K 3K 340.1K

=3578.20.1 80 Manual Strategy ~ 24/12/20 18:46:00 Ongoing 1K 1K M

m21085.1200 99 UDP Flood 24112118 17:04:30 Ongoing 448 454 813M

m210851201 99 UDP Flood 24112118 17:04:30 Ongoing 445 454 813M

2839110520 80 SYN Flood 24112120 15:55:00 Ongoing 400 400 490

1039110517 80 SYN Flood 24112120 15:55:00 Ongoing 400 400 49M

with the

in

P address

Top 10 Source IPs

Al &

No data

Top Source Countries/Regions

Al &

Attack Type Distribution

Al &

la

NSFOCUS ABErM(

I P

¢
[«

Step 2 Click in the search box.

The system displays all objects

cont ai
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Figure445Sear chi ngddrogas sanodjPect

Attack Traffic Trend

R

nv .
Al " Ri"’ E:.“" 15 Min 30 Min THr Auto Reffesh: 30 seconds v C'
< Default
3578.20.1 pps v
b
Regions.
L g
heyan
b ipranges 5Kpps
35.78.20.1 (group:
exepetgroup)
[ -
NTA_F06_ZONE
I PWD
2 Kpps
MY FILTERS: opps
19:04 19:06 19:08 19:10 1912 1914 1916 1918

Altack Types  Attack Events
Destination 1P Port Attack Type
8391.105.0/. 80 SYN Flood
81766.0124 80 SYN Flood
817:66:/120 80 SYN Fiood
=357820.1 80 Manual Strategy
W21085.1200 90 UDP Flood
W|210.85.1201 99 UDP Flood
1=8391.10520 80 SYN Flood
2839110547 80 SYN Flood

T s e aes 0

Start Time End Time Real-Time Dropped Max Dropped+ Total Dropped
24/12120 15:50.00 Ongeing 4K 4K 499 M
24/12/20 18:35:00 Ongoing 11K 3K 46M
24/12/20 19:16:00 Ongeing 12K 3K 340.1K
24/12/120 18:46:00 Ongeing 1K 1K 2M

24/12/18 17:04:30 Ongoing 443 454 813M
2411218 17:0430 Ongeing 446 454 813M
24/12120 15:55:00 Ongeing 400 400 49M
24/12120 15:55:00 Ongoing 400 400 a9m

Top 10 Source IPs

Al &

Top Source Countries/Regions

Al &

Attack Type Distribution

Al &

No data

bps ~

h

[+

Step 3 Select the des

The att

Figure 446At t ack eve

ired IP address object and then gress.

ack event i nfor mat

nt i nformation of

an |

on

P

addr ess

6f guhbes 41 P

E CEESIELSIED &
Regions D jon
. Display by region JIEn 15 Min 30 Min 1Hr Aulo Refresh: 20 seconds v C'
NTA_F08_ZOME
PWD pps =
hgyon
insane_test 1Kpps
w2
999.8 pps
mailtest
testCG21 999.5 pps
185tC621sips
testNTAdispatch 999.3 pps
zone01
999 pps
MY FILTERS: 998.8 pps
19:06 19:08 19:10 1912 1914 19:16 1518

Aftack Types  Altack Events

Destination IP Port Attack Type
=35.78.20.1 20 Manual Strategy
Prev 1 Next

Start Time EndTime  Real-Time Dropped Max Droppeds  Total Dropped

24112120 18:46:00 Ongoing 1K 1K 2M

Top 10 Source IPs

heyan &

Top Source Countries/Regions

heyan &

Attack Type Distribution

heyan &

No data

bps v

[«
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4.1.17.3Switching the Traffic Unit

The defaul tbptsryadu icpapis nsoard d-dstewm r loipst-ri ght he
cornerfopfOngei ngi AYg @ taccikspl ay traffic data in

4.1.17.4Downloading a Report

Cl iiki n th-eigpperc olrompe rOncgfoitrvbgjedﬁgtatdadlhs@ click

or@to expor twiddagtsat aonf HThMLs or PDF report. Foi
Downl oading a Report

4.1.18Viewing Top 10 Source IP Addresses

ThBop 10 SwudgboWwPstop 10 source | P addresse
drpped by ADS in the |l ast 30 seconds.

Data thirsefwi ealgleds every 30 seconds.

4.1.18.1Understanding Data in the Widget

The table ranks top 10 source | P addresses
seconds.

GEO shows the nRaaiimtniang ftloagan ciocnosn di spl a\)
showhi imd e 4

Figure 447Di spl ay of the country name

Top 10 Source IPs B ¥
All q bps
GEO  Source IP Rx Traffic Dropped Traffic %
= 1113 157.9 K >

- BERERE 1579 K o

B 1114 1578 K >

B 1112 1576 K 2T

B United States [46.249 17 17

] 165.252.186.252 17 17

) 165.252 230 252 17 17

] 165.251.144 251 17 17

) 165.251.236.249 17 17

SourceshPws source | P addresses.
RxTraffshows the total traffic received by

CopyTrEi QNIStFOCUS 92 V4. 5R9
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Dropped: Tehbfwect he tot al maxi mum traffic
|l ast 30 seconds. The red bar to the right
vhue. A |l onger bar indicates more traffic
%: shows the percentage of forwarded traf

traffic. Pointing to a bar in this col umn
indicates |lamd triemhtiendiradtfe x diriogpupresd 4 r af f
the percentage Z: Wir®:plp@®0dw.t raffic for

Figure 448Per cent age ooff dar ospopuerdc et rlaFf faidcdr es s

Top 10 Source IPs B 4
All Q bps
GEDO  Source IP Rx Traffic Dropped Traffic %
- 1113 1579 K :(5?'9

| 1111 1579 K :(5?'9

= 1114 1578 K ::5?'8

B 1112 157 6 K 2o

= 165.251.146.249 17 17

- 165.252.186.252 17 17

- 165.252.230.252 17 17

- 165.251.144.251 17 17

4.1.18.2Viewing Traffic of a Specific Object
By def dopt 10t SwudgeesPats top 10 source | P

coll ected from all ADS dewiiomasa.] WIS gaasen psree (
AD®rotected group to view its top source |P
in the |l ast 30 minutes. You can also speci f
information in the |l ast 30 minutes.

Step 1 On the page shown ingure 448, type a character string and then piester.

The system displays all objects containing

CopyTrEi QNIStFOCUS 93 V4. 5R9
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Figure 449Sear ching for an object

Top 10 Source IPs B 4
€ Q bps «
All C Dropped Traffic %
All 158 K s gy
157.0
Regions K .
157.7 s
AutoDefensesTEST K -
FO5ZONE 1K5‘.-',5 ] -
FOEMTATESTZOME
FOGZOME
FlGntaZOME

Step 2 Sdect an object and pre&snter.

Then source | P addresses associated wifth th
traffic handled by ADS in the last 30 minut
Figure 450Tr af fi ¢ of top 10 source | P addresses a
Top 10 Source IPs B 4
excpetgrou % bps »
GEO Source IP Rx Traffic Dropped Traffic %0
e 1.1.1.3 158 K 158 K s
I
[ IR RRR 157.9K 2 -
—
[ 1114 1677 K :{5?-? -
—
B 1112 1575 K 2 -
- -E-t
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4.1.18.3Switching the Traffic Unit

The defaul tbptsryadu icpapis nsoard d-dtewm r loipst-ri ght he
cornerTopf 10OheswudgetdPsplay traffic data in

4.1.18.4Downloading a Report

Cl |ik| n th-eighperolroperl 0o fSwtuhdeg & d | PB'@ ocrl i ¢k
@to expor twiddagteat aonf HThMLs or PDF DcewmlrdadiFog
Rep.ort

4.1.19Viewing Attack Type Distribution

Thettack TypewbDdgbhowbut henpercentage of traf
the total traffic detected by ADS in the | a

Each attack type isndhidatna hinrseafwridelsfjréeesr eenvt e rcyo
seconds.

4.1.19.1Viewing the Percentage of Traffic of an Attack Type

Pointing to the area of a specific attack t
type to the totFalgutfeafdfi ¢, as shown in

Figure451Per cent age of traffic of an attack type

Attack Type Distribution Qo L

Al Q pps v

B A

UDP Flood
proportion: 6.6%

HTTPS Flood NTP Amplification

TCP Fragment @ ICMP Flood

SSDP Amplification @® Memcache Amplification
UDP Flood @® LAND Flood

Manual Strategy Chargen Amplification
ICMP Fragment @ DNS Query Flood
Amplification @® SNMP Amplification

020079 o

UDP Fragment © DNS Amplification
ACK Flood TCP Misuse SIP Flood
@ HTTP Flood SYN Flood

CopyrEi NIBtFOCUS 95 V4. 5R9
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Clicking in thremabopthesepabeatibdsagd shown in

Figure452Separating the area of an attack type f

Attack Type Distribution Qo L

Al Q pps v

A7 N

UDP Flood
proportion: 6.6%

a

HTTPS Flood NTP Amplification

@ TCP Fragment @® ICMP Flood
SSDP Amplification @® Memcache Amplification
@ UDP Flood @® LAND Flood
Manual Strategy Chargen Amplification
@ ICMP Fragment @ DNS Query Flood
@® Amplification @® SNMP Amplification
@ UDP Fragment & DNS Amplification
ACK Flood TCP Misuse SIP Flood
@& HTTP Flood SYN Flood

4.1.19.2Viewing Attack Type Distribution of a Specified Object

By def &dolttackt fTgpegbaphr pbatsreinkhwst itchre dfi sat t ac
based on data collectred taeomspéefgi BPShdeRPgge:
ADS devipregqt eAdtSed group, or | Pv4d or 1 Pv6 adoc
in the Il ast 30 minutes.

Step 1 On the page shown ifigure 451, type a character string.
The system dicordtagisneiartdy peldj ebts achiegrusstt rd ng

CopyrEi NIBtFOCUS 96 V4. 5R9
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Figure453Sear chi ng

NSFOCUS ABErM(

for an

object

Attack Type Distribution

| Q
All
All

Regions
dengming
gdProvince

safin

Groups
admin (Region: dengming)

“Tfurira mibuo

oL

pps w

N ANTPncaunen

© TCP Fragment @ ICMP Flood
§SDP Amplification @ Memcache Amplification
® UDPFlood @ LAND Flood
Manual Strategy Chargen Amplification
@® [CMP Fragment @ DNS Query Flood
® Amplification @ SNMP Amplification
@ UDP Fragment DNS Amplification
ACK Flood TCP Misuse SIP Flood
@ HTTP Flood SYN Flood
Step 2 Select an object and preSster.
Then the attack type distribution of a
CopyTrEi QNISSFOCUS 97 V4. 5R9
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speci fied

Figure 454At ttax ke di stri bution of a
Attack Type Distribution 9 L
wanglidou  Q, Pps -

@® UDP Flood
- -E-n-d

4.1.19.3Switching the Traffic Unit
The

cornerAtdfactkhefypewDdgeéetidbspl an

4.1.19.4Down loading a Report

Cli¥kn

traffic

@ or@to ex por twiddagteat aonf ot ThWIBF r epor t .

Downl oading

a Report

4.1.20Viewing Device Monitoring Information

Theevi ce
ADS devices

Dat a

Mavih idig@biws g t he

and

t hirse fwi edlggheds every

detail ed
NTA devi cesFiiqnuitzhed | ast

30

seconds.

V4.

obj ¢

L

dat a

monitor

5R9
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Figure455Devi ce moni toring information
Device Monitoring »* B 4
Name Status Uptime Resource Usage
p.10.66.242. .. £ 2d 5h 22m cPU 2%

MEM 45 %
JBp10.66.253... @ The device is offline or shut do

]

p.10.66.242. .. & &d 5h 33m CPU 2%

MEM 45 %
I 10.66.242.. . F4 3Mm CPU 5%

MEM mm 259%
Jp10.66.242. . @ The device is offline or shut da

Clicue«ichigsplays more details abouti gtutfh& mMoni t c

[E5B Owvics Monitorm = L
Hama Status Uptima Resourca Usage
| cru = 5%
10 65 242 s 5h 22m
2 Hn MEM S— 5%
L1066253
R0ss242 o 5050 33m - ::‘%
R0ss242 o Jim cry - P
EN S— 5%
PR -
RHFA2000
1 [=TR 5%
085250 -
) 3 zem MEN e — 59%
RLHDS500 " 50 6h 29m ;;‘;’ - :’;
— v
wosas o 7o2mm57m ory = 5
| cPu = 5%
065242 - n
2 on fom MEM S —— 1%
B106s242 " saenam cPy mm 5%
N e —— 2%
PR - 2mam o — e
RG22 o 20220 51m CPy == 5%
VEN — 0%
; cry - 5%
065242 e nam
a4 s98 MEM e— 4%
1065253 -
HHAE
Manotnarcs.

4.1.20.1Understanding Data in the Widget

ThRevice Mwnidigediétsgi |l ed monitoring informatd.i

devices and NTA devices.

. Name shows the name of an NTA or ADS devic
St ait ushows whether the device is online.
i When the device iscdreMisedasgl pyeder|ly c
i When the deVheediesi ofeffl i mei,ordisshpltayeodvni
Statubuanmngis displayed

| f the time of an online devi e sis not S
di spl ayed.
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I f
di

t he | se of @ jdse vdiicipilimdyicailgodto tt i &
spl ays l'icense information.

Figure457Li cense expiration reminder

Device Monitoring ™ B 4

Name Status Uptime Resource Usage

B 10.66.242.. . =] 2d 5h 33m CPU § 2%
ME I 46 %

L 10.66.253.... @ The device is offline or shut do

B 10.66.242.. . S =N 5d 5h 44m CPU § 2%
MEI I 45 %

The license will expire in 3 days.

B 10.66.242.. . =] T P 2 5%
MENM 25 %

B 10.66.242.. . @ The device is offline or shut do

Uptimehows how | ong the system has been r

avail aboel owmiecyads.
Resource dJsawe the CPU/ memory wusage. Such
online devices.

If the CPU or memory usage exceeds 80%, t

You cax tbiswitch to the f ulilg usr¢er eden mod e,

Figure 458Devi ce moni toring information in full s
=2 vevice Monitoring =
e - S
1088242 o 2050 24m cPy == %
h cPy - 5%
a2 " S50 5 MEM S—— 5w
R1086242 L] 43m. CPy = o
-
R10.66.250. ® aam cPy = 5%
o (=T 5%
= s MEM S—— a7
Bi0ss2e2 ® 5460 22m cPy - ly
cPy = 5%
v od B0 20 A —— 2%
R1066242 - 2470 12m cPy == 5%
R1085242 ) 24230 3m cPU == %
a2 S 16m MEM S— 4%
086253
AR

You caBadhi clkturnwiaddiebe|l agr mald e .
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4.1.20.2Downloading a Report

Cl iiki n theigphper obenveMo ecift evihicg g t

= NSFOCUS NSFOCUS ABSrM g

th«@ ocrl i ck

l‘%to expor twiddagteat aonf HThMLs or PDF DcewmlrdadiFog

Rep.ort

4.1.21Viewing Traffic of Top NTA Regions

ThBop NTA Regi owm sd gheye sTernatfsf iicn r e a
|l argest network traffic in the |
regions receive or triacnsmit the

|l argest

Data thirsefwi elglreds every 30 seconds.

4.1.21.1Understanding Data in the Widget

accordi

Vi ew mor e

The | ist ranks NTA's top 10 regions
seconds.
Regionegion that receives or et rogpredMBiTttshetr
Traffic Marmi tpaargieng where you can
traffic, Fasuishodvn i n

Figure 459Tr af f i ci bf car egieon

MY FILTERS: [l : ) . " s e L] Region R
iEY) s s nzo 2 nz n2s e =

Rx traffic received by NTA in
Tx traffic transmitted by NTA

4.1.21.2Switching the Traffic Unit

The defaul tbptsr¥adu icpapis nsoard d-dtewm r loipst-ri ght he
cornerTopf NiTWe Re gi omi sd gheyt dTirsapflfaiyc t r af fi c

CopyTrEi QNIStFOCUS 101
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4.1.21.3Downloading a Report

Cli*kin thei gpbpecolrorpe INTAf Rtetgé oai sd gheyd Tirhaefnf i c
cIi@:or@to e X pofr twilddegteat an HTML or PDF repor |

4.1.22Viewing Trends of Traffic on NTA

ThEeTAr dafTrieowd dgkhows trends of traffic recei v
minutes by NTA under monitoring of ADS M.

Data thirsefwi edlggleds every 30 seconds.

4.1.22.1Understanding Data in the Widget
I n NThAe Tr af fgirca pThr,e nd

Theaxi s indicattehlse tlian®t 3@ aminn wmtge s .
Theaxi s indicates traffic:

i The yell ow area represents the total tra
i The green area represents the total traf

4.1.22.2Viewing Traffic at a Random Point of Time

Pointing 0 a NTaAn do maf fgoricenpgThr iednidstphleay s t he s pe
r

t
incoming t

affic, outgoing HRirafefti c4 and dro
Figure 460Det ai | ed tr af fai s piercfidrimatpioamta of t i me
NTA Traffic Trend b b
All a bps
300 M
200 M
100 M 2024-12-2411:17:00
Rx: 192 M
Tx: 0
0
11:00 11:05 11:10 11:15 11:20 11:25
Rx Tx

4.1.22.3Viewing Traffic of a Specified Object

By def &ddWAtr.aftfthgr apéngresents trends of traf
devices under monitor i ntgi noef tArDaSf fM.c Ytorue cdsn o

region, regional | P group, and NTA device.

Step 1 On the page shown in , type a character string and then piester.
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The system displays all objects chinguwilaihg

Figure461Sear ching for an object

NTA Traffic Trend P
inter a bps
All
All
Ntaregions

InternetZone@s 17 CSED4EF
Groups

InternetGroup (Region: InternetZone)

Regions
15 11:20 11:25 11:30

Rx Tx

Step 2 Select an object and preSster.
Traffic trends of the specHifgiueide otbject are

Figure 462Re-& i me traffic trends of a specified ob

NTA Traffic Trend P

InternetZor &

300 M

200 M

100 M

11:05 11:10 11:15 11:20 11:25 11:30

Rx Tx

- -E-n-d
4.1.22.4Switching the Traffic Unit

The defaul tbptsrYadu icpapis nsoard d-dtewm r loipst-ri ght he
cornerNTAfr atfhfel wi dgendi spl ay traffic data in
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4.1.22.5Downloading a Report

Cli“kin thei ghpecoNTe rTr aff fuiitccegTarte ntdh«@ orl i ¢k
@to expor twiddagteat aonf HThMLs or PDF Dcewmlrda Froo

4.2 DDoS Traffic Monitoring

\ ADS M presents attack traffic based
Note

Underraf fic MDODotSoMrafgfrc WMowmicamidg as follc

Vi ew-trien®l and historical attack traffic tr
regional I P groppotADSedegiroep, ADE | P add
View wi dged

Configure filters.

| P adsdruensdseer t he default protection group do
protected groups. To view attack trtaypec i ni
the slpRcaddrcashse .search bar

Attack traffic i-nfmemtdticon nif mecImade D nr eanld hi
informati on. By default, attack traffic inf

4.2.1Viewing Real -Time Attack Traffic Information

To viagwmeealttack traffic information, foll o

Step 1 ChooseTraffic Monitoring > DDoS Traffic Monitoring .

Red4ali me attack traffic informationTofafé&llk ob
TredAdp Dest sanBaRrowtnodd wiAdapdty si s

I n -temé mode, trends of traffidefiaml the Ybast:
cl 30Ok Midnrdo view the attack traffic trend of
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ADS T a0mn | ENGLISH - | B Aboul | % Logout
Ly
Traffic Monitoring Region  Device Management  System
DDoS Traific Monitoring NET Traffic Monitoring Altack Events
e —— Traffic Trend & Top Destination IFs
Regions D ~ - . 3
. Display by region “:”0—":"’ 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C| Al e bps v
O GEO Destination IP RxTraffic  Dropped Traffic %
21766024 14M 1AM ——
= pos > 6313 me—
3578201
> AutoDefensesT... 2 = B3Ik g -
> FO520NE B 81766177 144K 144K -
B 81766198 144K 144K -
FOGNTATESTZ.. 4K ps B 8766158 143K 143K -
> FoszONE B 847.66192 143K 143K -
FO6ntaZONE B 817.66.105 143K 143K -
2Kpps B 81766112 143K 143K -
IPUSZONE B 81766126 142K 142K -
NTA_F06_ZONE 1 0pps B 847.66.113 142K 142K1 -
» PWD
> heyan 'y 2Kpps Protocol Analysis - Y Y
17:02 17:04 17:06 17:08 17:10 1712 17:14 17:16
A bps «
MALERS . T e we sl o
2m
Summary  Object
™
O Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~ Total Dropped
O — heyan 999 999 999 208.6K 0
17:05 1710 17:15
‘Show objects wih no dropped traflic
® e TP ® icup
Prev 1 Next

Tabl2descri besDho ® aBr afff itgh@&Beni toring

Table42LayoutDD®@$® Trhaf f ipagMoni toring

No. Description

1 List of objects
2 Traffic trend
3 Widgets

Step 20n theDDoS Traffic Monitoring page, theébject tab page ranks regions in descending
order of traffic dropped by ADS.

Table43Re-da i me attadbhpateaméif Ob$ & mébrs three e

Parameter Description

Legend Shows various shades of blue from dark to light, indicatiegtotal dropped
traffic. A darker blue indicates more traffic dropped.

Destination Object Indicates the traffic monitoring object.

RealTime Dropped Indicates traffic (in bps or pps) dropped by ADS for the object.

RealTime Rx Indicates traffic (ifbps or pps) received by the object in real time.

Max Dropped Indicates the maximum traffic (in bps or pps) dropped by ADS for the o

CopyrEi NIBtFOCUS 105 V4. 5R9
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Parameter

Description

in the statistical period.

Total Dropped

Indicates the total traffic (in bits) dropped by ADS for the object in
statistical period.

Step 3 On theObject tab page shown iRigure 463, select one or more objects to view traffic
dropped by ADS for them. Séegure 464,

Figure 464Re-4a i me traffic trend graph of a specifi
Traffic Trend &+
Resyle 15 Min 30 Min 1Hr Auto Refresh:
= ON > 30 seconds v C
23, 2024, 5.0 pps ¥
2024-12-23 17:15:00
4fcees R 3.1K
® Dropped: 3.1 K
2 Kpps Tx: 0
0 pps
2 Kpps
17:06 17:08 17:10 1712 17:14 17:16 17:18
Summary  Object
) Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~ Total Dropped
O — heyan 998 998 999 2987 K
Show objects with no dropped traffic
By default, only the objects with traffi

Step 4 Click Showaobjects with no droppedtraffic to displayobjectswith traffic dropped by ADS

and objects with no

ClicKidg

traffic dropped.

objects withi des doljpepetds twiatfif i o

CopyTrEi QNIStFOCUS
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Figure 465Re-#& i me

4 K pps

2 Kpps

0 pps

2 K pps

Summary  Object

[ Legend
[
O —
O —
O —
O —
[mr
O
u]
[mr——
[m—

Hide obijects with no dropped trafiic

attack

traff

NSFOCUS ABErM(

c

trend graph

15 Min

30 Min

17:06 17:08

Destination Object

heyan
FO5Z0NE

FOGZONE

tesiCB21sips

testC621
FOSNTATESTZONE

insane test

NTA F06 ZOME
2

hayon

Real-Time Dropped

999

o o o o 2o 2o o o o

1710

17:12 17:14

Real-Time Rx

=)
=1
=]

o o o o o o o o o

17:16

Max Dropped

999

o o o o 2o 2o o o o

Auto Refresh: 30 seconds v C

pps *

17:18 17:20

Total Dropped
898 T K

Step 5 Point to a random point in the traffic trend graph to displaydtae traffic receivedpased,
and dropped by AD&t a specific point of time for specified objects, as showngnre 466.
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i on

at

a

speci fic

DDoS Traffic Monitoring

Traffic Trend
Regions  Display by region v

21

v

AutoDefensesT.

v

FOSZONE

FOBNTATESTZ..

v

FI6ZONE
FOBNtaZONE
IPVEZONE

NTA_F06_ZONE

15 Min 30 Min

1Hr

MY FILTERS:

Save Filter

Summary ~ Object

O Legend

Destination Object

O — heyan

Show objects with no dropned traffic

Prev 1 Next

= [System Status: CPU usage:21%, MEM usage'23% ]

Real-Time Dropped

998

Real Time
= ON

Real-Time Rx

998

AutoRefresh: Never v C

pps ™

X admin | ENGLIGH v | About | X Logour

Max Dropped~

999

Total Dropped
887K

Report Settings
Top Destination IPs
Al bps v
No data
Protocol Analysis -y
Al bps v
EY
2M
™
0
1710 1705 17:20
® uor TP @ icwp
Authorization Status:Authorized | @ 17:23 2024-12-23 CST

Step 6 Below the attack traffic trend graph, drﬂ]ﬂ; to view afiner-granularitytraffic trend.

Figure 467FH ng@mranul ari ty

traf

f

Traffic Trend

4 K pps

2 K pps

0 pps

2 Kpps

Real Time:
= ON

15 Min 30 Min

c information
+
Auto Refresh: Never ~
pps v

Step 7 Click a link of a region or IP group in tliZestination Objectcolumn.

Tr aff

C

infor mat

i on

of

P

addr es s eTsr aifnf

itch e

Tre,dp

Dest isaaRlri otho d dPI.

Anal ysi s
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Figure 468Tr af fi ¢ i nformation of a specific region

DDoS Traffic Monitoring NET Traffic Monitoring

Top Destination IPs

Regions D

0 Display by region v 15 Min 30 Min 1Hr AutoRefresh: Never v O heyan & bps ¥

NTA_F05_ZONE GEO  Destination IP RxTraffic  Dropped Traffic %
6312 E—

I PwD ops - B3 3578201 6312K K -

e ] A

tesiC21
testo621sips

testNTAdispaich

Protocol Analysis Y

zone01
1710 1702 1714 1716 17:18 17:20 1722 17:24

heyan & bps v

T e e w1

500K

Summary  Object
250K

O Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~/ Total Dropped

O - ‘excpetoroup 998 998 999 2986 K )
17:10 17:15 17:20
Show obiects with no dropped traffic

® uop TCP @ icnP

Step 8 On the page shown ifigure 463, click Summary.

The average and total are displayed far
the statistical period.

Step 9Clicking the bar or texin theLegendcolumn hides or displays the corresponding traffic in
the attack traffic trend graph. By default, all three types of traffic are displayed. A dimmed
legend indicates that this type of traffs hidden.

Step 10T able 44 describes parameters on Biemmary tab page.

Table44Re-&a i me t rigpfafriacmettr&@unsdmam bt pa g e

Parameter Description

Legend Legends for dropped traffic, passed traffic, and received traffic.
Avg Average traffic dropped, passed, or received. The traffic unit is bps or pps.
Total Total traffic dropped, passed, or received. The traffic unit is bit.

Figure 469Su mmar gtaibme attack traffic monitori

Summary  Object

Legend Avg Total
=== Dropped 967 9206 K
Tx a [}
Rix 967 9206 K

Step 11 Type an IP address in the seabeln inthe left pane showRigure4-63.

Then the traffienmohithloei nggii i or snawhi ch

bel ongs appears.
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Figure 470Sear ching for information associated wi

All
All

n

Default
8.17.66.172

> FO5ZOME
FOSNTATESTZ...

*  FO6ZOME
FO8ntaZONE
IPVBZONE
NTA_F0&_ZOME

*  PWD

¥ heyan Fiy

Step 12 Click an IP address in the list.

Thenwitdsgeedoncerning thiTr afPf iacladpreddrescs t 6 matl iuan
anRlrot ocol, Aanrael ydsiisspl ayed.

- -E-n-d

4.2.2Viewing Region -specific Traffic Information

On the pagegsth»dwil iicnki nlyge al efetgi mpaane nditspl ays
information of the region and of all I P gro
view histotriimelt rammfdivircespdd fe nal ss ealnelct ed r egi on
region, or | P ,adyole sch ayFashxocaespet yfpdaar®Bt.o2 0. 1
view traffic inf3dr m&8t i2d®n 1of | P address
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Figure 471DDoS Traffic Monitoring page
= Traffic Trend 2 Top Destination IPs ::: N

Regions  Display by region v ea .
isplay by region “:' E'""e 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C' Brs & bps
PbuNE
NTA_F06_ZONE B o . . S
PWD e
o222
heyan A No data
¥ oo
1Kpps
35.78.20.4
¥ exepetgroup A
A 500 pps
3578201
* heyan
0pps Protocol Analysis Py IR
» hucluster 17:18 17:20 17:22 17:24 17:26 17:28 17:30
3578201 & bps v
MY FILTERS: ['] 750K
S
500 K
Summary  Object
250K
O Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~ Total Dropped
O — 3578201 [ 0 999 5936 K o
17:20 17:25 17:30
Show objects with no dropped traffic
® uor TP @ icwe

Prev 1 Next

4.2.3Viewing Device -specific Traffic Information

On the paf@geqgsth» wo u nchamrs ps ehlgye tbiyem t-dhewm rloips t
in the |l eft pane and -thme atteck #arde¥icei n
devi cep,r oAt ed girfoiup,| Rnaddmpesses under a p
vi ew hi st otriimel atatnadc k etarldsf ddifc at rseenldesc taendd ADS
protected group, and | P address under a pr o
10.66.2d2vRB6Mntomamahicendefice

Figure 472Devspeci fic traffic information

g Traffic Trend & Top Destination IPs B L
Devices i ice v ea
Display by device R:I g:ne B 0T O Auto Refresh: 30 seconds v C 10.66.24295 & bps
> smp_2 SMP_1.
> smp_36_celvexi... onday, December 23, 2024, 5:20:25 pm - Monday, December 23, 2024, 5:35:25 pps -
> smp_3_SMP_1...
>
smp_40_celvexi... No data
> smp_4_smp_18s
Potest 1 Kpps
10.66.242.221 e
10.66.242.75 o 500 pas
10.66.242.163 e
10.66.242.204 o
e 0 pps Protocol Analysis e R
17:28 17:30 17:32 17:34
106624295 & bps +
MY FILTERS: ] 750K
17:30
500K
Summary  Object
250K
O Legend Destination Object Real-Time Dropped Real.Time Rx Max Dropped~ Total Dropped
O — 11 0 0 999 204K o
17:25 17:30 17:35
Show obiects with no dropped traffic
® uop TP @ icwp
Prev 1 Next
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4.2.4Viewing Object -specific Traffic Information
By def duhbhffigh@apéandi spl ays

regional] APSgdewpo¢tecAhARS

The system displays

Figure 473Sear chi ng

All
All

Groups

FORGROUP_10
(Reqgion: FO5ZOMNE)

FOGGroup_10
(Region: FOGZ0OMNE)

defense10 (Region:
AutoDefensesTEST)

Adsdevices
10.66.242.22
[ 10.66.253.223
: 4 10.66.242.165
10.66.242.195
10.66.242.222

Adsgroups
Q10
smp_10_aet
smp_2_SMP_140_10

Step 2 Select an object to be queried, suci@$6.242.204and then predsnter.

Traffic informati on

for

-

CopyTrEi QNIStFOCUS
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traffic
readpec

attack
monitored by ADS M-t i Yeu adidoa dwi eanwdagf Heef

group,
Step 1 On the page shown ifigure 463, type a character string and then piester.

objects cont ai

traffic monitoring

selected object
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Figure 474Tr af fi ¢ information of a specified object
Devices  Display by device v 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C 1066242204 & bps ¥

> smp_3_SMP_1._

> smp_40_celvex...

> smp_4_smp_185 5K pps
P otest

10.66.242.221 L] 25K pps
10.66.24275 )

10.66.242.163 L] 0pps

25K pps Protocol Analysis Y X2
17:24 17:26 17:28 17:30 17:32 17:34 17:36

No data

10.66.242.95

10.66.242204 & bps ~

L - ] ou

Summary  Object

O Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped+ Total Dropped

No data 0

Show objects with no dropped traffic

- -E-n-d

4.2.5Viewing Traffic Information of an IP Address in the Default
Protection Group

| P addresses under the default protection g

protected groups. To view traffid¢yipref odhmat i
specific |IP address in the search bar.
Step 1 On the page shown ingure 463, type an IP address (such&4%7.66.12%and then press
Enter.
The system displays all objects containing

Figure 475Se ar colri mag tfraffi c monitoring object

. All u

inw

All

Default
8.17.66.124

* putoDefensesT. ..

Step 2 Select the object to be queried and then Eessr.
Attack traffic information of this | P addre

- -E-n-d
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4.2.6Viewing Historical Attack Traffic Trends

Step 1To view historical attack traffic trends, follow these step

Step 2 On the page shown iAgure 463, click ON for Real Time in theTraffic Trend area to
disable the regime mode and enable the historical mode.

ClicGRmdgreal elnanel est itnhee moedael agai n.

I n hi stori cal mode, attack traf®
\ di splay historical dat a.
N‘ - By default, the attack trend graph
ote Dawe egMont hOustdoimspl ays attack traff
we ek, mont h, or a custom period.

Figure 476Hi st ori caliobjteatc& traffic

DDoS Traffic Monitoring NET Traffic Monitoring

s Traffic Trend Top Destination IPs L
Regions  Di:
g Display by region v “?'(;'_'F‘ 3 Hours Day Week Month Custom Auto Refresh: Never e Al g bps ¥
(o ) GEO Destination IP Total{Dropped bits) ~ Max  Avg T
8.17.66.124(Def. ES 3578201 616G 632K 5627K
e £3.91.105.20 2308 M 242K 222K
21 830110518 2398 M 242K 222K
AutoDefensesT.. 339110516 2308M 242K 222K
J— 839110514 2308M 242K 222K
o 839110515 2308M 242K 222K
FOSNTATESTZ .. pps £39110517 2308 M 2242K 222K
FOSZONE 839110513 239.8M 242K 222K
FOBnaZONE £301105.11 2308 M 242K 222K
0pps 839110512
pp— 2308 M 242K 222K
NTA_F08_ZOMNE
FWD 5Kpps Protocol Analysis oL
15:00 15:30 16:00 16:30 17:00 17:30
Al @ bps ~
MY FILTERS: - - . . 1 6M
4M
Summary  Object
2M
O Legend  Destination Object Max Droppeds Avg Dropped Traffic Total Dropped Max Rx Traffic Total Rx Traffic
O — 2 4K 305 43m 4K 43M 0
15:00 16:00 17:00
Show ebiects with no dropped traflic
® uwr Tcr @ icwe
Prev 1 Next

Step 3

Step 4The object list shows region names and detailed traffic information in descending order of
dropped trdifc volume.

Table45Hi st ori cal daphaaket eatfioon then®dbjects ta

Parameter Description

Legend Shows various shades of blue from dark to light, indicating the total dropped tra
darker blue indicates more traffic dropped.

Destination Indicates the traffic monitoring object.
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Parameter Description

Object

Max Dropped Indicates the maximum traffic (in bps or pps) dropped by ADS for the object i
statistical period.

Avg Dropped Indicates the average traffic (in bps or pps) dropped by ADShirobject in the
statistical period.

Total Dropped | Indicates the total traffic (in bits) dropped by ADS for the object in the statistical p

Max RxTraffic | Indicates the maximum traffic (in bps or pps) received by ADS for the object i
statistcal period.

Total RxTraffic | Indicates the total traffic (in bits) received by ADS for the object in the statistical p

Step 5

Step 6 On the page shown in , click Summary.
The summary dfr atftHe chitstemmrdi galaph i s dilspl aye
dropped, forwarded, and received traffic in
Clicking thelbgemndruntne xhti diendh itehret yipeplodydsraff
attack traffic trend graph. By default, al
indicates that this type of traffic is not

- -E-n-d

4.2.7 Switching the Traffic Unit

Step 1By default, traffic is expressed in bps in the attack traffic trend graph. On the page shown in
, you can seleqips from the dropdownlist in the upperight corner of the
Traffic Trend widgetto display traffic data in pps.

4.2.8Refreshing the Traffic Trend Graph

Step 1By default, the attack traffic trend graph automatically refreshes every 30 seconds in real time
mode. On the page shownFi , you can seledilever from theAuto Refreshdrop-
down list in the upperight corner of th@raffic Trend widget In this case, the attaclaffic

trend graph can be refreshed only by click <.

Step 2By default, the attack traffic trend graph does not automatically refresh in historical mode. On
the page shown iR , you can seledtvery 5 min from theAuto Refreshdrop-
down list in the upperight corner of thd@raffic Trend widget In this case, the attack traffic
trend graph will refresh every 5 mimst

4.2.9Downloading a Traffic Trend Report

On t he pa@geqgst»d wio u nci,hncthekgppecorner and

@or@to exp®reurrent data of the attack tr

report. Fdr Ddeitnd iolasd,i nsge e
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Filters are providedofothesereohoederfisae Db
monitored objects more conveniently. After |
I i st You can click a filter to view traffi
Any quer i ed oabsj eacetgse,ghsath, APSgdeppoe ecABH gro
or | P address can bAeldoRef e&cgmed dxe a ofnifli tgairr
filter. You can configure multiple filters.

4.2.10.1Configuring a Filter

To configureeagefisttees, foll ow

Step 1 On the page shown ifigure 463, select an object from the left pane, sucheysanand then

click Save Filter.

Figure477Adding a filter

Regions  Display by region v
FOGNTATESTZ. ..
*  FO6ZOME
FoéntaZ OME
IPvGZOME
NTA_F06_FZONE
* PWD
>
* hgyon
¥ insane_test
2

mailtest

MY FILTERS:

Step 2 Typethe filter name.

By default, the object name
type a new one.

Step 3 Click andclick OK in the dialog box that appears.

Step 4 Click heyanin the filter list to view its traffic information.

t h

S

di splayed
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Figure 478Vi ewi hngema f i

(o [ [ =
Regions i ionw e

o Display by region Real e 15 Min 30 Min 1Hr Auto Reffesh” 30 seconds v C* heyan & bps ~
FOBNTATESTZ. .

FO6ZONE pps

F06ntaZONE
IPY6ZONE
No data

HTA_F08_ZONE

PWD 1Kpps
hgyon
500 pps
nnnnnn  test
iz
maittest 0 pp: Protocol Analysis oYL
17:30 17:35 17:40 17:45
heyan & bps
MY FILTERS: 750K
SaveFikter 17:30 17:40 1
heyan
500 K
Summary  Object
250K
O Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~ Total Dropped
O — excpetgroup 0 0 999 389K )
17:20 17:30 17:40
Show objects with no dropped traffic
® uop TP @ cnp

Prev 1 Next

- -E-n-d
4.2.10.2Deleting a Filter

To delete a filter, follow these steps:

Step 1 On the page shown ifigure 478, point to a filter name

The .:a)pnpears.

Figure 479Del et ing a filter

MY FILTERS: Save Filter

heyan

Step 2 Click B and therclick OK in the dialog box that appears.
----End

4.2.11Managing Widgets

By deToplDest samraRtrioa no cloR wiAdgpddyrsei sd i sTprl aafyfeidc un
Monitoring > DDoS, Taafd$th @wieinmt ori ng
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t ¥d nidd ers

NSFOCUS ABErM(

t hat when the

s el

ected

change, the object windlgisttlatd sd n geawiadgeti didn @l
without “tihrediicaotnes t he opposite.
You cavin dggekds required. Forewi oday,ettisvecardvdi ,e ve d i t
Figure 480De f avii ldgedn t he DDOS Attack Traffic
Top Destination 1P B 4
Al bps
GEQ Destination IP Rx Traffic Dropped Traffic %
8.17.66.0/24 15M 15M
B 8.17.66.175 158K 158 K
B 8.17.66.129 157K 157K
B 8.17.66.181 157K 157K
B 8.17.66.174 157K 157K
B 8.17.66.133 155K 155 K
B 8.17.66.177 155K 155 K
M5 8.17.66.180 155K 155K
B 8.17.66.194 155K 155K
MBS 8.17.66.124 154K 154K
Protocol Analysis oY
Al & bps
2M
1M
0
13:45 13:50 13:55
® uop TCP ® icmp
4.3 Network Traffic Monitoring
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\ ADS M present basedwonk diat af uip¢ oaded

Underraf fic Monitoring > NBIuU Taan fdo avso nfialolra

Vi ew-trien®&l and historical network traffic t
regional I P group, NTA device, or | P addr

Vi ew oi dged

Configure filters.
| P addresses under the default protection g
view network traffic informatypentdfe speflidn
address in. the search bar
Nettwotraffic infotrimaeg itomafifnicd uidrefsomrmatli on ar
information. By default, network traffic in

4.3.1Viewing Real -Time Network Traffic Information

To vidgwmeealet wor k tdafofwi ¢ hiersfeo rsmatpisan, f o
Step 1 ChooseTraffic Monitoring > NET Traffic Monitoring

By def atuilme, nreetawor k traffic information of a
incl ddt wgr k Tr &NfTTAI dr af ¢ mndoPr eN-TAA Regi ons by
wi dg,etas Bhownlk i f

I n -ftemé mode, the network traffic trend in
can 20i diiknrdo view the network traffic trend

Figure 481Net wor k traffic information of all objects

= il - KT =
—_— Real Time . All 2 -

300M
[

bps v
121 2 o

AutoDefensesT...

200M

FOSZONE
200 M bps 100 M
FOSNTATESTZ...

FO6ZONE 150 M bps

F08ntaZONE 3
100 M bps 13:40 13:50 14:00
IPVEZONE
InternetZone 50 M bps
NTA_F06_ZONE
0 bps Top NTA Regions by Traffic 2:: KD
PWO 1348 13:50 13:52 13:54 13:56 13:58 14:00

bps ~

Region Rx v s

MY FILTERS: Save Filter 13:50 13 .00 InternetZon._ 192m 0

Summary  Object 3

O Legend Destination Object Real-Time Rx Real-Time Tx Max Rx+ Max Tx

[ InternetZone 192 M o 192M 0

Show objects with no dropped traffic

Prev 1 Next
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descri besNEBETfTeatf ot WNMmiet.ori ng

Table4d6LayoutNEDrathiec pvMoogned t ori ng

No. Description

1 List of objects
2 Traffic trend
3 Widgets

Step 20n theNET Traffic Monitoring page, thébject list ranks regions in descending order of
reattime network traffic detected.

Table47Red& i me netwofigpataméf ©b§ ¢t mbe bhag e

Parameter Description

Legend Shows various shades of blue from dark to light, indicativeg total dropped
traffic. A darker blue indicates more traffic dropped.

Destination Object Indicates the traffic monitoring object.

RealTime Rx Indicates traffic (in bps or pps) received by the object in real time.

RealTime Tx Indicates traffic (irbps or pps) transmitted by the object in real time.

Max Rx Indicates the maximum traffic (in bps or pps) received by the object ij

statistical period.

Max Tx Indicates the maximum traffic (in bps or pps) transmitted by the object i
statistical jriod.

Step 3 On theObject tab page shown iR , select one or more objects to view its or their
reattime network traffic.

By def auel tobjoencltys twhi t h traffic dropped by AD
Step 4 Click Show objects with no dropped trafficto show all objects. See

Step 5Clicking Hide objects with no dropped traffic displays only objects with traffic dropped by
NTA, but hides objects with no traffic dropped.
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graph of a

Figure 482Re-&4 i me net wor k traffsc trend
Summary  Object
O Legend Destination Object Real-Time Rx Real-Time Tx Max Ry~ Max Tx
[ InternetZone 192 M 0 192 M 0
O PWD 0 0 0 0
[m= F0570NE 0 0 0 0
O FOGZONE 0 0 0 0
[ testC621sips 0 0 0 0
O testCE21 0 0 0 0
(]} FOGMTATESTZONE 0 0 0 0
O insane test 1] 0 0 0
(]} NTA FO§ ZONE 0 0 0 0
O 22 0 0 0 0
Hide objects with no dropped traffic

Step 6 Point to a random point in the network traffic trend graph to view the incoming traffic,
outgoing traffic, and dropped traffic at the specific point of time, as well asimeatraffic
dropped for the specified object. Segure 483,

Figure 483Net wo r k

traff

ic information

at a speci f

Metwork Traffic Trend

Real Time "
1 5 Mln

200 M bps

150 M bps

100 M bps

50 M bps

0 bps

30 Min

1Hr

2024-12-24 13:54:00
Rx: 192 M
Tx: 0

13:50

' 13:50

13:52

13:54

13:56

13:55

13:58

Auto Refresh: 30 seconds v C

14:00

14:00

R

bps =

14:02

Step 7 Below the network traffic trend graph, dr@ to view a finergranularity network affic
trend.
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Figure 484F i garanul arity network traffic informat.i

Network Traffic Trend &+

R?E-"m S i 1 Hr Auto Refresh: 30 seconds v C

bps

200 M bps

150 M bps

100 M bps

50 M bps

0 bps

13:52 13:54 13:56 13:58 14:00
13:50 m 13:55 14:00 m
Step 8 On the page shown in , click Summary.
The average and total traffic receiveked and

Step 9Clicking the bar or text in theegendcolumn hides or displays this type ddffic in the
traffic trend graph. By default, all types of traffic are displayed. A dimmed color indicates that
this type of traffic is not displayed. Otherwise, the traffic is displayed.

Step 10 describes parameters on temmary tab page.

Table48Re& i me netwofpataméf Sommaebdipage

Parameter | Description
Legend Colors representing transmitted and received traffic
Avg Average traffic transmitted and received by the object
Total Total traffic transmitted and received by the object

- -E-n-d

4.3.2Viewing Device -specific Network Traffic Information

I n the | eNET pBmeaf foif cptavgen,iDiog p ey v.bgen al | NT

devices and regions and regional | P groups
®indicates that time of this device is no
®indicates that this device is offline.
®indicates that this device is online.

You can sheldeecvti caen oNT a region/regional I P gr

retailme and historicalwingtewbok éxafthZF e, t s ehdce
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I nterneaa.Zberae@network traffilirctemdettmdier@n of
devmnteda2 s di splayédguvas shown in

Figure 485Devspeci fic network traffic information
= Network Traffic Trend & NTA Traffic Trend o
Devices  Display by device v 15 Min 30 Min 1Hr Auto Refresh: 30 seconds w & Al 2 bps ~
10.66.243.143 L] oM
621145 el bps +
ntago L 200m
nta-10.66.243.90 )
nta 61 ) 200 M bps 100 M
10.66.243.41 L) 150 M bps
¥ ntas2 LYY 0
R 100 M bps 13:40 13:50 14:00
Rx T
test33@ETAD3.. 508 bps
v '
InternelGroup@ A 0 bps Top NTA Regions by Traffic :::
13:54 13:56 13:58 14:00 14:02 14:04 14:06 14:08
bps ~
MY FILTERS: /] g i YD ] Region Rx v Tx
InternetZon. . 1921 ]

Summary  Object

O Legend Destination Object Real-Time Rx Real-Time Tx Max Rx~ Max Tx

O InterneiGroup@AAAFEE3BBT 191.4M 0 192 M 0

Show objects with no dropped fraffic

Prev_1 Next

4.3.3Viewing Region -specific Network Traffic Information

I'n the | eNET pamef foif cptaVigen,iDicog p lerag g.ibdgre n al |
regions and | P groups and | P addresses in t|
an | P group, or antimeadddebhbsstorvicaw neswbp:!
wi dg.etFor exbmpéeendbveberettawdbi k it nformation
I nternet damsep !l ayed,gu@a& shown in
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Regions  Display by region v
IPv6ZONE

IntemetGroup

A
A

NTA_F08_ZONE

insane_test
a2
mailtest

test33

MY FILTERS:

NSFOCUS ABErM(

4 NTA Traffic Trend e
L 15 Min 30 Min 1Hr P ——— All Q -
300M
bps ~
200 M
200 M bps 100 M
150 M bps
o
e
100 M bps 13:40 13:50 14:00
Rx T
50 M bps
0 bps Top NTA Regions by Traffic ::: IR
1356 1358 14.00 14:02 14.04 14.08 14.08
bps ~
l l Region Rx v T
13559 14:00 1405 InternetZon... 191.4M []
Summary  Object
[ Legend Destination Object Real-Time Rx Real-Time Tx Max Rxw Max Tx
O — InternetGroup 191.4M 0 192m 0

Show obijects with no dropped traffic

Prev 1 Next

4.3.4Viewing IP Group -specific Network Traffic Information

Step 1 In the left pane of thBIET Traffic Monitoring page, seledisplay by device

Step 2 From the device list displayed, select an IP group under an NTA device.

Then-ti enal
87

net wor Kk

traffic

informatiBinhgwoifetai

oo o [N— [ — -
Devices  Display by device v -
'splay by device feal T 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v O Al 2 bps ~
10.66.243.143 L] o0M
621145 Y'Y bps v
ntag0 L 200 M
nta-10.66.243.90 e
as1 . 200 M bps 100 M
10.66.243.41 L) 150 M bps
nta-92 LYY 0
13:50 14:00 1410
test1224@1989... 100 M bps
Rx T
test33@8TAD3..
50 M bps
¥ IntemeiZone@s.. A
A 0 bps Top NTA Regions by Trafic m 4
14:00 14:02 14:04 14:06 1408 1410 1412
bps v
MY FILTERS: l . . Region Rx v Tx
14:00 LA LE10) InternetZon. - 192M 0
Summary  Obiject
[ Legend Destination Object Real-Time Rx Real-Time Tx Max Rxw Max Tx
O — IntemetGroup@AAAFEE3BBT 192M [ 192M 0

Show obiects with no dropped trafiic

Prev_1 Next
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4.3.5Viewing Object -specific Network Traffic Information

By

devices

or

Step 1 In the left pane, type a character string and then fetes.

The

Figure 488Sear chi ng

def Nelt wdr&héi gr @apéandi spl ays
moni tored
NTA dveiveiw eit,ti sheor m&1It wor k

system di spl ays

Step 2 Select an object to be queried, suclnésrnetZone, and then pregssnter.

Net wor k of Ftimetd eldect ed

All

Mtaregions

Groups

Regions

o
Al ©

A

InternetZone@817CaE

IntermetGroup
(Region:
InternetZone)

insane_test_group
(Region:
insane_test)

subdomain (Region:
heyan)

IPvEZOME

2

InternetZone

insane_test
mailtest
testCE215ips

MNtaipgroups
InternetGroup@AAAFEE

traffic

CopyTrEi QNIStFOCUS

NSFOCUS ABErM(

net wor k
speci fy
trends.

by ADS M.
traffic

objects chindwgignidhg

for network traffic monitor:

nf ormati on
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Figure 4890b j-epéci fic network traffic information
Regions  Display by region v 15 Min 30 Min 1Hr Auto Reffesh: 30 seconds v C' Al & bps ¥
IPVBZONE 300 M

=D A bps -
NTA_F08_ZONE 200 M
PWD
heyan 200 M bps 100 M
h
aven 150 M bps
insane_test o
w2 100 M bps 13:50 14:00 1410
Rx T
mailtest
50 M bps
test33
1estC621 0 bps Top NTA Regions by Traffic ::: N2
14:02 14:04 14:06 14:08 14:10 142 1414
bps «
MY FILTERS: 1] ’ . /] Region Rx v Tx
14:03 1410 ! IntermeiZon... 1920 0

Summary  Object

O Legend Destination Object Real-Time Rx Real-Time Tx Max Rxv Max Tx

O — InternetGroup 192M 0 192M 0

Show objects with no dropped traffic

Prev 1 Next

- -E-n-d

4.3.6Viewing Historical Network Traffic Trends

Step 1To view historical network traffic trends, follow these steps:

Step 2 On theNET Traffic Monitoring page, clickON for Real Time in theNetwork Traffic
Trend area to disable the retiine mode and enable the historical mode. [Sgere 490.

Clic@GEMmEreal elnarel est itnnee moedael agai n.

I n historical mo d e, both the netwo
\ ¥ display historical data.
Nt‘ By default, the network traffic tr
ole 3 hour sDafNeiedloinh gDurs tdoins pl agswbd hbk t
in the | ast day, we e k , mont h, or a
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Figure 490Hi st ori cal Tokjtevotrk traffic

oo o [— — L
Regions it ion v
0 Display by region R_g'g$ 3 Hours Day Week Month Custom Auto Refresh: Never - Al e bps
O 300 M
121 bps
AutoDefensesT. 200 M
FOSZONE
FOSNTATESTZ 200 M bps 100 M
FO6ZONE
150 M bps
F0&ntaZONE 0
IPV6ZONE 100 M bps 150 1400 e
InterneiZone A R T
50 M bps
NTA_F08_ZONE
PWD 0 bps Top NTA Regions by Traffic =:: I
11:30 12:00 12:30 13:00 13:30 14:00
bps
MY FILTERS: ] 1] Region Rx v Tx
12:00 13:00 14:00 InternetZon .. 1921 [}

Summary  Object

() Legend Destination Object Max Rxv Average Rx Traffic Max Tx Average Tx Traffic

[ — InternetZone 192 M 1737 M 0 0

Show objects with no dropped traffic

Prev 1 Next

Step 3

Step 4The Object tab page provides detailed network traffic information of regions, which are
ranked in descending order of traffic volume.

Table49Hi st orical népwoaketeanéfbobo then®bjects t
Parameter Description
Legend Shows various shades of blue from dark to light, indicating the total dropped

A darker blue indicates more traffic dropped.

Destination Object

Indicates the traffic monitoring object.

Max Rx

Indicates the maximum traffic (in bps or pps) received by the object in the stat
period.

Average RxTraffic

Indicates the average traffic (in bps or pps) received by the object in the stal
peliod.

Max Tx

Indicates the maximum traffic (in bps or pps) transmitted by the object i
statistical period.

Average TxXTraffic

Indicates the average traffic (in bps or pps) transmitted by the object in the sta
period.

Step 5

Step 6 On the page shown ifigure 490, click Summary.
The average and total traffic received and
showhi i md %k 4
Clicking thelLbgemdrunmne xhti diess tolre di spl ays thi
network traffic trend graph. By default, al
corl oindicates that this type of traffic is

TablBdescri bes p&ruanmettraly sp aget he
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Figure 491Hi st ori cal Tsnemmamrk traffic

Summary  Object
Legend Avg Total
Tx 0 0
Rx 1737 M 19T
- -E-n-d

4.3.7 Switching the Traffic Unit

Step 1By default, traffic is expressed in bps in network traffic trend graphs. You cangetdmim
the dropdown list in the upperight corner of théNetwork Traffic Trend area to display
traffic in pps.

4.3.8Refreshing the Traffic Trend Graph

Step 1By default, the network traffic trend graph automatically refreshes every 30 seconds in real
time mode. On thBIET Traffic Monitoring page, you can seleliever from theAuto
Refreshdrop-down list in the upperight corner of théNetwork Traffic Trend widget In

this case, the network traffic trend graph does not refresh unless yot < lick

Step 2By default, the network traffic trend graph is not refreshed in historical mode. Qicthe
Tr affic Monitoring page, you can seleEvery 5 min from theAuto Refreshdrop-down list
in the upperight corner of théNetwork Traffic Trend widget In this case, the network
traffic trend graph will automatically refresh every 5 minutes.

4.3.9Downloading a Tr affic Trend Report

On NBRTE Trafficpd\/g)en,itwdliwtganth-bighpecorner of

Netwﬂilrzkffigrﬁlpdandtnd@be@tcdid:d<wnload the cur
the network traffic trend gr aspehecoavs | an dHT ML a

4.3.10Managing Filters

Filters are provided for users to define ob
monitored objects more convenientheg.f After |
I i st You can click a filter to view traffi
Any queried object, such as a region, regio
a filAlambeBetalntnot be ciolntfeérg.urY¥odu acsam cfonfig
filters

4.3.10.1Configuring a Filter
To configure a filter, follow these steps:

Step 1 On theNET Traffic Monitoring page, select an object from the left pane, sucttas

10.66.243.90and then cliclSave Filter.
Then-80. 66 .a2pdp3e.a¥0s i n the Hiidudexr 4 i st, as sho
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Figure 492Cr eating a fil ter

Devices  Display by device v
10.66.243.143 s
621145 CHY
nta&l s
e
nta-61 =
10.66.243.41 s
I nta-02 e L
test1224@19E659. ..
test33@avTADS...
¥ InternetZoneq@s. . n
InternetGroup@. .. A

MY FILTERS:

nta-10.6

Step 2 Type the filter name.

By default, the objetcdr nmamee .i sYodui scpal na yuesde atsh

type a new one.

Step 3 Click andclick OK in the dialog box that appears.

Step 4 Click nta-10.66.243.90n the filter list to view its traffic information. Seegure 493,

NSFOCUS ABErM(
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Figure 493Fi | t ered network traffic information
[ — oy Sye— o
Devices  Display by device ¥ 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C' Al & bps ¥
10.66.243.143 8 so0m
621145 el bps v
ntag0 L} 200M
e
nta-61 - 100 M
10.66.243.41 -
nta-52 o h 0
No data 13:50 14:00 14:10
test1224@1989...
Rx T
testa3@87AD3..
7 InternetZone @8 ... A
InternetGroup@... A Top NTA Regions by Traflic B
bps
Region Rx~ Tx
InternetZon... 192 M 0
nia-10.66.243.90
Summary  Object
Legend Avg Total
T 0 ]
Rx 0 ]
- -E-n-d
4.3.10.2Deleting a Filter
To delete a filter, follow these steps:

Step 1 On the page shown ifigure 493, point to a filter name.

The .a)pnpears, Faisg usfkieo win i n

Figure 494Del et ing a filter

MY FILTERS:

nta-10.66.243.90

Step 2 Click B and therclick OK in the dialog box that appears.

- E-nd

4.3.11Managing Widgets

On NBE Trafficpaipda,At dorafmfminddopr & Regi ons by
wi dgetare displayed Miyguedf amul t, as shown in

Awi dgeth t ¥é ndiemtes that when the selected
change, the object windlgisttlatd td n geawiadgeti didn @l
wi thout Ztihnediiccaotnes t he opposite.
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You cavin dggekds required. Faodrd ,d eetdaiitlwsi dagbed wdee | heot
Overview

Figure 495De f avu ldigedi spl ayed on the NET Traffic Mor

MTA Traffic Trend A
All Q bps
300 M
200 M
100 M
0
14:00 1410 14:20
Rx Tx
Top NTA Regions by Traffic B 4
bps
Region Rx Tx
Internetfon. .. 192 M 0

4.4 Attack Events
Underraf fic Méanitwaoki Egestsan do as foll ows:

Vi ew-trn enel andathtiesttloglilcadbj ect sregiansapetPf |
grqumpmDS deypyrotecAP8E group, or | P address.

View oi dged

Configure filters.
By def aDi splaggibgynsel ected, attack event i nf
regions is displayed in real time mode.
131 V4. 5R9
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4.4.1Viewing Attack Events in Real Time Mode

To vaitetwaokseal time mode, follow these steps
Step 1 ChooseTraffic Monitoring > Attack Events .

By def aulftf,i catitnd ook martd on of all monitored o
including topregqguooe ddurstoniree | P addresses
di stributiénguat ddhown in

Step 20n theAttack Types tab page, attack type names and information of dropped traffic are
displayed.

Step 3Clicking the bar or text in theegendcolumn hides or displays such type of attack traffic in
the attack traffic trend graph. By default, all types of attack traffic are displayed. A dimmed
color indicates that this type of attack traffic is not displayed. Otherwise, the attack traffic is
displayed.

Table410At t ack type parameters

Parameter Description

Legend Shows various colors, indicating different attack types, which correspond to
displayed in the attack traffic trend graph.

Max Dropped Indicates the maximum traffic (in bps or pps) droppgdADS for the object in th¢
statistical period.

Total Dropped Indicates the total traffic (in bits) dropped by ADS for the object in the statistical p

Step 4

Figure 496 At t ac k ElvAetnttasc ky iaTdygpeet s

NET Traffic Monitoring Attack Events Policy-based Monitoring Report Setlings Add Widget

+

Attack Traffic Trend Top 10 Source IPs

Regions i i
4 Display by region v 15 Min 30 Min 1Hr Auto Reffesh” 30 seconds v C* Al e pps -
O GEO Source IP Rx Traffic  Dropped Traffic %
o1t B 166.190.22.130 <1 <1
ppsy BS 166.100.122.187 1
AutoDefensesT. BS 166.190.22.190 1 1
FOSZONE B 166.190.136.191 =1 1
OBNTATESTZ. B 166.190.122.191 <1 1
2Kpps B 166.180.186.190 <1 <1
Fo6ZONE B 166.190.82.190 <1 <1
FO6ntaZONE - == 166.180.158.184 =1 1
IPYZONE B 166.190.76.190 <1 1
B 166.180.166.191 <1 1
NTA_F06_ZONE
1Kpps
PWD
heyan 500 pps Top Source Countries/Regions ® L
Al & bps ~
MY FILTERS: - 0pps
17:50 1752 1754 1756 17:58 18:00 18:02 18.04
st A S oo, A » *P
W Urited States -
B Russian Faderstion
Aftack Types  Attack Events
Legend Max Dropped Total Dropped
3K 16M
SYN Flood 22K 9216 K
Attack Type Distribution 9 4
Al & bps ~
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Step 5 Point to the attack traffic trend graph.

Det ai |l ed i

traffic

Figure 497At t ac k

of

nf or mattiiome atbootual
a specific aRitcau@dke tdy pe i s

traffic

NSFOCUS ABErM(

information of a

Altack Trafiic Trend

Real Time:
= ON

15 Min

30 Min

2K pps

1.5K pps

1K pps

500 pps

0 pps

17:52

17:54

17:56

&

Auto Refresh: 30 seconds v C'

pps

2024-12-23 17:59:30
SYN Flood: 748

17:58 18:00 18:02 15:04

Step 6 Below the attack traffic trend graph, dr@; to view afiner-granularity traffic trend

Figure 498FH n@mranul ari ty

tchreo-ptpemeke ,d rreefafl e d
di spl a

speci fi

traffic monitoring i

Attack Traffic Trend

Real Time
= ON

2K pps
1.5 K pps
1 Kpps
500 pps

0 pps

15 Min

30 Min

1Hr

17:52

17:54

17:56

&

Auto Refresh: 30 seconds v C

17:58 18:00 18:02

pps >

Step 7 On the page shown ifigure 496, click Attack Events below the attack traffic trend graph.

The omgdiamdst heir

detail s Fargex9é&i sipl ayed,

CopyTrEi QNIStFOCUS
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Step 80n the attack event listttacksare displayed in descending order of dropped traffic volume.

S,

Note

Attack events are defined
Attacdk$fefent types targeting

event s.

Attacks of the same type
events.

Attacks of different types

ewd s .
Attacks of the same type

as

foll ows
t he

targeting

targeti

targeting

Step 9

Table 411At t ac

k event parameters

Parameter

Description

Destination IP

Indicates the attacked IP address.

Port

Indicates the attacked port of the attacked IP address.

Attack Type

Indicates the type of the attack.

Start Time

Indicates the time when the attack begins.

End Time

Indicates the time when the attack ends.

RealTime Dropped

Indicates the traffic (in bps or pps) dropped by ADS for the object.

Max Dropped

Indicates the maximum traffic (in bps or pps) dropped by ADS for the object.

Total Dropped

Indicates the total traffic (in bits) dropped by ADS for the object.

Step 10

CopyTrEi QNIStFOCUS
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Figure 499At t ackiat t at kisc

Attack Traffic Trend &

fieal e 15 Min 30 Min 1 Hr Auto Reffesh: 30 seconds v C'

2 Kpps
1.5 K pps
1 Kpps
500 pps

0 pps
17:52 17:54 17:56 17:58 18:00 18:02 18:04 18:06

L A .S et s coti. A sl

Aftack Types  Attack Events

Destination IP Port Attack Type Start Time End Time Real-Time Dropped Max Dropped Total Dropped
8.17.66.0/24 80 SYN Flood 2411221 05:54:00 0Ongoing 3K 31K 3756 M

=8.17.66.175 80 SYN Flood 241221 05:54:00 Ongoing 29 64 35M
=8.17.66.173 80 SYN Flood 2412/21 05:54.00 Ongoing 29 B84 31M
=-8.17.66.197 80 SYN Flood 241221 05:54:00 Ongoing 29 63 32Mm
=8.17.66.192 80 SYN Flood 2412/21 05:54.00 Ongoing 7 83 3M
=8.17.66.129 20 SYN Flood 241221 05:54:00 Ongoing 15 59 M
==8.17.66.107 80 SYN Flood 2412/21 05:54.00 Ongoing 15 59 21m

- -E-n-d

4.4.2Viewing Region -specific Attack Events

On the pagegshfwal iicnki ng a region
information of the r egddrnesasneds oifn atlhi sl Pr eggioc
view hi st otriimel atatnadc k etarldsf ddifc at rseenl desc t aendd
under a region, or | P a®Réege s snst ebrom,e tgZomanmet laa ,

vieawt aths ernet Zone

n

NSFOCUS ABErM(

t he
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Figure 4100Re gis p e @it ft iac k s

Regions i jion ¥
o Display by region R‘f’ ET 15 Min 30 Min 1Hr AULO ReTBSN 30 seconds v C InternetZone pps +
IP¥6ZONE
A .
NTA_F06_ZONE
PWD
No data
heyan
hayon 6K pps
insane_fest
P2 4K pps
mailtest
test33
tesiC621 2Kpps Top Source Countries/Regions S L
InternetZone & bps
MY FILTERS: 0 pps
1418 14:20 14:22 14:24 14:26 14:28 14:30 14:32
' 2o azs TR
Alftack Types  Altack Evenis
Destination IP Port Attack Type Start Time EndTime Real-Time Dropped  Max Dropped~,  Total Dropped
=57.31241 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing B.7TK 67K 876.8 K
57.31.24.0124 52 Manual Strategy ~ 24/12/24 1430000  Ongoing 67K 6TK 8767 K
Attack Type Distribution 2 L
=57.31.241 52 SYN Flood 24/12/24 143000 Ongoing 23K 23K 2897 K
InternetZone & bps
57.31.24.024 52 SYN Flood 24112/24 14:30:00  Ongoing 23K 23K 2897 K
Prev 1 Next

4.4.3Viewing Device

On t he
in the
protec
and at
under
attack

-specific Attack Events

pagegsihi who u nchDa rs pslyalyed € ¥ ioene t-hhewm r loips t
|l eft pane and -thmataékethit saAD8Bvideei €.
ted groups.,esanddepeai fpirotleR tdddhmegsoup

tack twiafgfedé @r e e dl gpcracetde cAtDeSd @ArDBuU p, ar
a protection groeyVviElars 6ebx.almdp2l vel, 6 dy o u
eveonf thf.serthavi on
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Figure 4101De v p e @it ft iac k s

Devices  Display by device v

smp_36_celvexi.
smp_3_SMP_1...

smp_40_celvexi.

S
>

S

» smp_4_smp_185
> smp_8_wangyu...
>

test

10.66.242.221 )

> 106624278 e

> 10.66.242.163 )
oh

10.66.242.95 )

MY FILTERS:

Aftack Traffic Trend + Top 10 Source IPs :: I3

15 Min 30 Min 1 Hr Auto Refresi: 30 seconds w O 1066242204 & pps ~

No data

2Kpps
1.5Kpps

1Kpps

500 pps Top Source Countries/Regions ® 4
10.66.242204 & bps =

0pps
14:22 14:24 14:26 14:28 14:30 14:32 1434

LA A i@ o AER b o di

Aftack Types  Attack Events

Destination IP Port Attack Type  Start Time End Time Real-Time Dropped  Max Dropped~  Total Dropped
81766024 80 SYNFlood ~ 24/12721 055400 Ongoing 29K 45K 503.1 M
=8.17.66.197 80 SYNFlood 2412721055400 Ongoing 22 64 43M
Attack Type Distribution 24
=8.17.66.167 80 SYNFlood ~ 24/12721 055400 Ongoing 22 64 27M
10.66.242204 & bps -
=8.17.66.150 80 SYNFlood ~ 24/127210554:30  Ongoing 15 64 28M
=8.17.66.175 80 SYNFlood 2412721055400 Ongoing 29 64 47M
=8.17.66.173 80 SYNFlood 2412721055400 Ongoing 29 64 a2m
=8.17.66.192 80 SYNFlood ~ 24/12721 055400 Ongoing 15 ] anM

4.4.4Viewing Object -specific Attack Events

Step 1

By def &Atlttac ktttdsbe ptagge di spl ays attack traff
monitored by ADS Mt iYWweu tagarf fuicew rtemal sr ed | a
| P group, ADS odteevcitceed QArDSUp, or | P address.

On the page shown ingure 496, type a character string and then pigster.

The system displays all objects chindwlmrieamidg
102
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Figure 4102Sear c hi ng

Regions
InternetZone

insane_test

Groups

InternetGroup
. (Region:
InternetZone)

insane_test_group
(Region: insane_test)

subdomain (Region:
heyan)

tooh™ 5T

for

Step 2 Select an object to be queried, suclnésrnetGroup, and then pregssnter.
Traffic informationsefaykd, siabelsthiedhbnobpect

attack

NSFOCUS ABErM(

objects
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Figure 41030bj-epéci fic attack event information
Regions  Display by region v
¥ IntemeiZone A pps v
- Ty A
NTA_F06_ZONE No data
> heyan 6 Kpps
* hgyon
* insane_fest 4Kpps
2
Z:;;T 2Kpps Top Source Countries/Regions ® 4
tesiC621 InterneiGroup & bps
P— — 14:26 14:28 14:30 14:32 14:34 14:36 14:38
has A
Aftack Types  Aftack Events
Destination IP Port Attack Type Start Time End Time Real-Time Dropped  Max Dropped.  Total Dropped
=5731.241 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing 67K BTK 39Mm
57.31.24.024 52 Manual Sirategy ~ 24/12/24 14:30:00  Ongoing 67K BTK 39M .
Attack Type Distribution 2 L
=57.31.241 52 SYN Flood 2412/24 1430000 Ongoing 22K 23K 13M
InternetGroup & bps
573124024 52 SYN Flood 2412/24 1430000 Ongoing 22K 23K 13M
Prev 1 Next
- -E-n-d
4.4.5Viewing Attack Event Information of an IP Address in the
Default Protection Group
| P addresses under the default protect
protected groups. To view attack traff
needype the specific I P address in the

Step 1

On the page shown ingure 496, type an IP address (such5s31.24.0/2%and then press

Enter.

on g
C mo
sear

The system displays Pakhlddolkjsese¢tisgsie &2hoglavinnii mg

CopyTrEi QNIStFOCUS 139

V4.

5R9



-—

w—=+-NSFOCUS NSFOCUS ABErM(

Figure 4104Sear ching for attack event objects

e . .
All = ON

Auto Refresh” 30 seconds v O InternetGroup & pps ~
nw GEO Source IP Rx Traffic Dropped Traffic %
All B 132322021 9K 9K  e—
pps ¥
i Default A
57.3124.0/24 A
PWD
heyan 6K pps
hgyon
insane_test 4K pps
2
mailtest
test33 2Kpps Top Source Countries/Regions ® L
testC621 InternetGroup & bps
0 pps
14:26 14:28 14:30 14:32 14:34 14:36 14:38 14:40
M United States. "
Affack Types  Attack Events
Destination IP Port Attack Type Start Time End Time Real-Time Dropped ~ Max Droppedv  Total Dropped
=57.31241 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing BTK 67K 43m
57.3124024 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing 6.7 K 67K 43m
Attack Type Distribution DL
=57.31.241 52 SYN Flood 24/12/24 14:30:00  Ongoing 22K 23K 14m
InternetGroup & bps *
573124024 52 SYN Flood 24112/2414:30:00  Ongoing 22K 23K 14M
Prev 1 Next

Step 2 Select the object to be queried and then gEessr.

Traffic monitoring informationFoffulo&i &
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NSFOCUS ABErM(

= Attack Traffic Trend & Top 10 Source IPs [::: 2
Regions i i
g Display by region v J— — q0n R A 573124024 & pps +
An
-
121
> AutoDefensesT...
No data
*  FOSZONE
FOSNTATESTZ. . 6 Kpps
» FOSZOME
FOBntaZONE
4Kpps
IPVEZONE
* InternetZone A
NTA_F06_ZONE 2 Kpps Top Source Countries/Regions ® +
573124024 & bps v
MY FILTERS: 0pps
14:28 14:30 14:32 14:34 14:36 14:38 14:40
Affack Types  Altack Evenis
Destination IP Port Attack Type Start Time End Time Real-Time Dropped  Max Droppedw  Total Dropped
=57.31.24.1 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing 67K 67K 4aTm
57.31.24.0124 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing  6.7K 67K 47M
Attack Type Distribution 2 L
=57.31.241 52 SYN Flood 24/12/24 1423000 Ongoing 22K 23K 16M
57.31.24.0124 & bps v
5731240124 52 SYN Flood 24/12/24 1423000 Ongoing 22K 23K 16M
Prev 1 Next

- -E-n-d

4.4.6Viewing Attack Events in Historical Mode

Step 10n the page shown iAgure 496, clicking ON for Real Time in theAttack Traffic Trend
area disables the retiine mode and enables the historical mode. ClickiRgr for Real
Time enables the redime mode agai.
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Figure 4106Hi st or i cal
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