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Preface

i document descri bfeBdS aNVII6 D,BAB &L iNOX83s and u
27,80tdhNeSFOCUS Vi r tDhuDro S zSeyds tAennh { MaDhBapi gne ndeentta i |
oV
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ides guidance in use of ADS M produc:
products due to version upgrade or o
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el wl=2
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Organization

Chapter Description

Describes ADS M briefly.

Describes the login method and layout of the lwabed manager.

Describes how to perform system management and maintenance.

Describes in detaihe traffic and attacks monitored by the managed dev

5 Describes various types of reports and how to query these reports.

Describes how to view device logs.

Describes how to configure device regions and region IP groups.

Describes device managemenligy configuration, and abnormal traffi
detection.

Describes menus of the console management interface.

Describes parameters of policy templates.

Introduces default settings of ADS M.

Change History

Version Description

V4.5R90F® - Added functionsDNS subdomain allowlist autearning carpet
bombing protection, network segméyased DDoS detection, networ|
segmenispecific diversion policy, and disk status.

Optimized functionsattack summary report, region DDoS alerts, IP|
grougs access policies, and security settings.

V4.5R90F05SP03 - Added functions: allowlist and DNS subdomain allowlist.

Optimized functions: RDIUS authentication, NTP server, license,
system upgrade, DDoS peation policies, user management, and
security settings.
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Version Description
V4.5R90F05 Added functions: NFR security requirements, afieles contac
specifications, connection anomaly detection configuration, exceptig
address of IP groups, and adaption to nfwuctions in ADS/NTA
V4.5R90F05
Optimized function: region IP groups, login security settings, DDoS
rules, smart protection groups, packet capture, region traffic statistics
cluster synchronization reconstruction
V4.5R90F04SF01 AddedHTTP Hostallowlist and watermark authentication.
V4.5R90F04 Updated the structure based on the new template.
Addedlicense expiration warning, web API logdusterGedP library, and
clusterTl, etc.
Modified access policies and DDoS attadirtrules.
Conventions
Convention Description
Bold font Keywords, names of screen elements like buttons,-doeym lists or fields, ang
userentered text appear in bold font.
Italic font Document titles, new or emphasized terms, and arguments for which you
values are in italic font.
\ Reminds users to take note.
4
Note
i Indicates a tip to make your operations easier.
Tip
Indicates a situation in which you might perform an action that could res
A equipment damage or loss of data.
Caution
Indicates a situation iwhich you might perform an action that could resuli
@ bodily injury.
Warning
A>B Indicates selection of menu options.

Technical Support
Har dwar e
Emas |
Cl oMidt i
Emacdl

Phone:

gati on

and Software Support

Support
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USA: 84878287 -©d4MSFIOCUS

UK: +44 808 164 0673 or +44 808 164 ONSF
Australia: +61 2 8599 0673 or +61 2 8599
Net hesr:l a#an3dl 85 208 2673 or +31 85 208 2NSF
Brazil: +55 13 4042 1673 or +55 13 4042 1
Japan=:A5+#BHE73 o045 BNSF3

Singapore: +65 3158 3757

Hong Kong +852 5803 2673 or +852 5803 2NS
Middl e East: +973 1619 7607

Documentation Feedback

For qaureyy regarding the usage of the documen

Emai h-§ opport @hsfocus. com
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Overview
ADS M is used to perform dewmicebidegd| mgerpdge
modaend NTA adhewloi geser ate reports.

ADS M monitors traffic and operating status
informati on
managmmsemnnmmmgwshraheradm a uni f
configuration files of DS devices o
devices.

we-based
modi fy

and attack alerts from these de

ADS M manages and monitors multiple NTA devi

alerts from t heysse tdheev iccoe sl,e cat nedd -bdiai ssiepol rama h ia @ @ r
I n addition, the administrator can create r
detection policies to NTA devices.
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Web-based Manager

Thi s chaptert hreaifnollyl ocwoivnegr ssecti ons.

Section Description

Describes methods for logging in to the system.

Describes the web page layout.

Describeshowto switch the languagend reset the password.

2.1 Login
To | og i ratsce dt hmea nvaegber of ADS M, foll ow thes

Step 1 Make sure that your PC properly communicates with ADS M.

Step 2 Open a browser (for exampléhrome)and connect to the IP address of the management
interface of ADS M over HTTPS, for examptgpe https://192.168.1.100n the address bar

After you type tBet, @sPe caudrdirteys salaenrdt ppraegses ap p e
Step 3 Click Advancedand therProceed to xxxx (unsafe)

The |l ogin plhageed fmdarmagevre bafpipeealres,2 as shown i
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024 NSFOCUS. End-User License Agreement

ADS NSFOCUS Anti-DDoS System Management

v J Usemame | Passvord

[ ~Ds M System

=1

E&(Language ) v

Step 4 SelectADS M System type the correct user name and password, and theri_oligk or
pressEnter to log in to the welbased manager.

On the first |l ogin to ADS M, you |

again. Then the configuration wiza

Ont he first |l ogin to ADS M that hastc

V4. 5R90FO05, you can directly accec

\ the iprawesidl You can | og imet bidyset
Not: l angsygée elmat y, system ti meFozrondeet aa
NSFOCUS ADS M Installation and Dep

I f you are authenticated by passwo

and verification .dbee uprov ibdeed wvritk

sever al failed verification code a

For the first login, you must import a
|l ogin,-babedwmbhnager afpipewlres,2 as shown i
Copy rEi (NlSR(FOCUS 6 V4.5R9
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Figure22Ho me page

ADS XL EOMN ENGLUGH > | B ABoUr R Logont
M]

Log  Region Device Management  System

NET Traffic Monitoring Altack Events

Attack Traffic Trend P Top Region Attack Traffic ::: ) Attack Traffic o
Al a pos v ops Al a pps v
750K 750K
500 K.
500K
250K
No Data
250K
o
250K o
17:00 1710 1720 17:00 1710 1720
Rx Traffic PassedTrafic @ Dropped Traffic — UDPFlood  — Manual Strategy

Top Ongoing Attack Events B Top Destination IP BB Top Source Countries/Regions ® L
pos ~ Al a bps ~ Al a bps ~
Attacked IP Attack Type Duration  Dropped Traffic v % GEO Destination IP RxTraffic  Dropped Traffic %
106.31.24.0724 Manual S. 2h 1min i|7 8 - 106.31.24.0/24 3472M 346N me—
K = B 10631245 696M  693Mmm - -
10631241 Menual S...  2h min - W 10621242 S95M  Go2Mmm - = P =
10631243 ManualS.. 2nimn (26 - W 10631241 B04M  BO2Mmm - [Spr— - ’
10631244 MenualS.. 2himn 1238 ™= - W ened fo4m s im= = W crina
- K W 10631243 693M 69M = - B Russian Federation
10631245 Manuals_  ohimn (235 = - W 2081200 256K 202 -
1234 ==
106.31.242 ManwalS.. 2nimin - W 20w 255k 297 -
210851201 UDPFlood  22min 451 - @ 1234 sk o
210.85.1.200 UDPFlood  22min 451 = B 35721001 67K 0
Top NTAAlerts «* B Device Monitoring «* B
bps v Name Sstaus  Uptime  Resource Usage
Destination IP AlertLevel AlertType  Duration Traffic * cPu T 5%
110100 high TraficAb..  2h50min 466G Loz ° T Mem e a%
1066 243 41 -
@ | = [ System Status: CPU usage:17%, MEM usage-26% ] Authorization Status'Authorized | @ 17:27 2024-12-18 CST

- -E-n-d

The browser you use must support J

You ar e adtvhies eldatteoCtursweenres | o meEdxs
di splodwtrieesn to 1280 x 700 or highe

You must change the password i mmed

P - For the first |l ogin, you must Folpw
Caution to I mpor,t see el3iscdecnisi®orns e

The system will return to the dp@gdi
bySession Ti meolun dmhmitervake, you n
using thersylet eaml3s ,5.esteer isteyc tdeotnt | n

2.2 Layout

Fi gu3dschows t he | abyaosuetd onia ntahgee rwe b

CopyfrEi QNIStFOCUS 7 V4. 5R9
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Figure23L ayout ebfa stehde maenbager

ADS I 5 Lagmin | ENGLSH - | FAbout | X Logout "
[M]
UEWC Gl Repot  Log  Region  DeviceManagement  Administration
Overview DDoS Traffic Monitaring NET Trafic Monitering Altack Events
Device Monftoring ™ == NTA Traffic Trend - Attack Traffic Trend o
Name status Uptime Resource Usage All a bps = All b bps ~
500 K
1066213 ) sotensomn  CFU T 5%
MEM — 51%
250 K
1066242 @ The device s offine or shut do —
3 o
1066242 ® The device s offiine or shut do Hopatz
250K
1066242 @ The device is offline or shut do
500K
1066242 @ The device is offline or shut do 10:35 10:40 10:45 10:50 10:55 1100
R traffic Tx traffic R Traffic Passed Traffic @ Dropped Traffic
Altack Traffic Trend o Frotocols Analysis o Aftack Traffic M
All a bps v All a bps + All a bps v
500K 600K 170K
250K 168 K
o 166 K
200K
250 K 164 K
500 K [ 162K
10:35 10:40 10:45 10:50 10:55 11:00 10:35 10:40 10:45 10:50 10:55 11:00 10:35 10:40 10:45 10:50 10:55 11:00
Rx Traffic Pasced Traffic @ Dropped Traffic ® uor e @ cwe SYN Flood
ll? = [ System Status: GPU load:14%, MEM Used:20% ] - Authorization Stalus:Authorized | @ 11:012023-11-10 CS

Tablldescribes ab&saesd omandgemweb

Table21We bpage | ayout

No. | Area Description

1 Menu bar Main menus of the system.

2 Quick access bar | - Provides buttons for common operations on the-betedmanager.
A admin

: enables you to modify yoaccountinformation. Rename
the default useradmin) with caution. If you forget the new name, you
have to restore it along with its password to the default through the
console. For details, séé@.3.7Resetting the Web Administrator's
PasswordFor information about other parameters, see sectionl
User Managemerfor details.

EMGLISH - ¥ switches between languages.
& ADout ; displays product information of ADS M devices.

# Logout : jogs you out of the system.

3 Work area Area where you caperform configurations and operations and view data

4 Status bar Displays the current system time and system status. Clicking in the left g
the status bar shows details of the CPU usage, memory usage, ar|
partition usage.

2.3 Other Operations

Ont he -bvaesbed manager, you can also switch

CopyfrEi QNIStFOCUS 8 V4. 5R9
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Switching the Language

On the | ogi i pa e nstheewatu ri shoarn gtubaugteh e n i-n
right corner. Then al/l | anguages &v aiuse
Cl itchke desired | anguage. The interface

sel ected.

Figure24Language options

[ 3 an
EMGLISH

EE(Language 1.

Resetting the Password

On the Il ogimn

After t ha
emai | add

NSFOCUS ADB&®rM(d

warf, e cRocko t | ®Wans stwheeridg bwercor ner .
t hReeset Ppagwprdype the correct userNexatme
the sysbhkmfautoeséet tahgytbendas

Only ta&aeémiumsnerenabl e the password
l ogin pager dpbs pPamglsywoa fdt e Re yRais sewnoa
t hSeecur i t yp ajeethtoimgso enabl e passwor

When you res

the passwor d,asyotuh em
i

et
Note you used to register. This email a
not receive the password resetting
The password resetting function a
(SMTP) server. oFfmrSdeErPabksyese€osé
Copy rEi (NlSR(FOCUS 9 V4.5R9
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System Management

This chapter describes routine manbgedent a
managenrai nl yt hien cflouldlionngi ng secti ons.

Section Description

Describes the basic configurations of ADS M.

Describes how to perform ADS M user management, security set
authentication configuratiprand HTTP host allowlisas well as how tq
view audit logs.

Describes the thirgharty interface configuration.

Describes methods to diagnose ADS M faults.

3.1 Local Settings

This section describes. basic configurations

3.1.1Basic Settings

ChooSyest ¢mcal Setti ngsAs> skhadswincuirSeeBA & ing s
Settpage di splays basic sysffttem @ ahrif mentae ri SO ni. n
Basic @etfi nguvhi |Beastihcoslen €tiann niantei ba modi fi ed.

Copy rEi (NlSR(FOCUS 10 V4.5R9
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Figure 31 B a ssiycst e m

NSFOCUS ADB&®rM(d

informati on

Basic Settings x

Basic Information ~

System ID
Software Version
Patch Version
Uptime

Basic Settings ~

5B0A-3103-A483-4F63
'V4.5R90F06

9 day 2 hour

& @

Shutdown| |[Reboot System| |Restart Servicel [Export Configuration| mport Configuration]

Device ID £
System Time 2024-12-18 17:29:45 =
System Time Zone (GMT+8:00) Chongaing,Harbin,Kashgar,Shanghai, Urumgi Ed
NTP Server 1.pool.ntp.org & Ed
Clock Sync Interval &
Web Service Port 443 £
Detection Mode NTA [£3
Default System Language  Chinese j
Sound Alert Close B
Region Chinese mainland g
Managed Device Access | Open g
desScribes detailed system informati
Table3lBasi c system information
Parameter Description
Basic System ID Hardware ID of ADS M.
Informat
ion Software Version | Software version of ADS M.
Patch Version Version of the patch that was last installed on ADS M, if ADS M has
upgraded by installing patch files.
Uptime Length of time from when ADS M is switched on till tberrent moment
Basic Device ID Name of ADS M.
Settings
System Time Current system time, in the format of 260227 17:07:07.
Changing the system time may caw#aloss Therefore, you mus
perform this operation with caution.
System Time| Time zone of the system time.
Zone Changing the system time zone may cause data loss. Therefore, yo
perform this operation with caution.
NTP Server IP address of the server with which ADS M synchronizes time.
If NTP Exception Alertis turned on, once the NTP server becomes fa|
the system triggers an alert and generates a running alert log. For ¢
see sectio®.1.8Connected Device Alert Thresholds
You can configure a primary and secondary NTP ser@mly when the
synchronization with the primary NTP server fails can the time of
secondanpe used.
N,
Note
When you type a domain name
server. I f you do not want t
an | P address for the time s
Clock Sync| Interval for ADS M to automatically synchronize the time with the N
Interval server. Options includ@56s, 512, 10245, 2048, 40965, and819%.

Copy rEi (NlSR(FOCUS
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Parameter Description

If no option is selected, the parameter is displayed, asdicating a
random interval in the range ofi6d024seconds will be used.

Web Service Port| Port via which you log in to the wdtiased manager of ADS M. The p
number can b80, 443 or any integer from 10000 to 65534. Assume {
the IP address of ADS M isttps://192.168.1.1001f the port number ig
changed t@0, you need to typéttps://192.168.1.100:80n the addresg
bar of the browser.

S,

Note

Changing the web serdiase dp ora
ADS M t o trhestPeaorrtt.all fi s enabl e
depl oy the Portal

Detection Mode | Detection mode adopted by the system.

The default value i8ITA, indicating that ADS M coordinates with NT
for traffic analysis. If there is no NTA, the default value Nene
indicating that NTA coordination is unavailable.

Default ~ System| Default language used by the system to save audit logs.

Language The webbased manager supports b@hineseand English The default
language i€nglish.

The new default language takes effenly after the system is restarted

Sound Alert Controls whether to enable sound alerting.

After sound alerting i®pen the system makes a sound and display
alert reminder box when either of the following conditions is met:

An attack alert or lik status alert is generated by ADS.

A traffic alert is generated by NTA.
For details about the sound alerting function, see seétiori

Region Country/Region where the device is used.

Managed Devicg Enabled by default, indicating that you can directly actiessmanaged
Access ADS and/or NTA devices via ADS M. If this is disabled, you can
access any managed devices via ADS M.

I n addition to adjusting basic system param
operations:

Shut down t h®hwstydtdoema:h u@l idokwvn ADS M.

Reboot t he Reyotod mtSoyGiteemiot ADS M.

Restart syst&®Rkmsdanuvi GesesChRrtksystem serv
(includi-mgs e d emavedbger and engine) of ADS |
change tlhaen gdueafgaeu,l tt he system asks you to r
Export confi glExgtoirdn Cloindfredg:usré@llitéiaotth conf i gur
t o be ex pEoxrptoerdt Qw0 ntf hi agl uorga thi doxn gsuh. ;2w Ki cnk

to save the configuration file to a | ocal

Copy rEi (NlSR(FOCUS 12 V4.5R9
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Figure32Ex porting configurations

Export Configuration [ X |

Select configurations to be exported.

ADS

NTA

Falicy Template
Region

License

SMMF & Syslog
Data Export
Paortal

SMTP Server
User

Mail Report Settings
Performance Alert

HA Configuration
Ok Cancel
\ The configuration files wiJwhibceh dxspc
Note and can be used for backup or import
| mport a configuration file
Clilemport Conand uupalto aodd pd ofaidl eCoinrf idghuarlaotgi o n
box shroiwnu3dten 3overwrite the original confi
reconfigures ADS devices, NTA devices, ant

Figure33Upl oad Configuration File dialog box

Upload Configuration File [ X |

Choose File | No file chosen

QK Cancel

The i mportaedooohfigutakes effect o

\ - Certificates may be necessary to
4 devices have different certificate
Note - The imported confi dgureattihoen oPdil §eionwe

operation with caution.

Copy rEi (NlSR(FOCUS 13 V4.5R9
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3.1.2License

After an ADS M device is installed, you nee
ChooSyest ¢mcal Setti.@Qm stk tre dpriasgee n Ghenloisetk oF isleel e c t
a license f Ulpeo hadn d mphoernt cal ilcikc e n sLei.c epnbsgee r i t
di splays the licensegivafcoBmati on, as shown

Figure34Li c prage

License =

License Registration Information ~

License Mo. CASD-D954-623F-COEG
Licensed to NTA25567

Cleaning Capacity Mo limit

Authorized Module IPvE

Portal Available

Smart Protection Available

License Type Trial License

Start Date 2024-06-27

End Date 2024-12-31

Authentication Mode Cloud authentication

License Update: | Choose File | Mo file chosen Upload
License Download: | Download

Cloud authentication ~

Authorization Status Aurthorized
Address of Authorization Center | auth.api.nsfocus.com W
Save
Tabl2de3Scribes license parameters.
Table32Li cense parameters
Parameter Description
License No. License number of the current ADS M.
Licensed to Customer that is authorized to use this system.
CleaningCapacity Maximum bandwidth allowed for traffic cleanindlo limit indicates the
maximum bandwidtlis not limited.
N,
Note
This parameter is -BMwai |l able onl\
Number of Monitored] Maximum number of ADS devices that can be monitored bgthent ADS M.

Copy rEi (NlSR(FOCUS 14 V4.5R9
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Parameter Description

Devices

Authorized Module Whether the IPv6 module is available.
SmartProtection Whethersmartprotection is available.
Portal Whether ADS Portal is available.

License Type

License type, which may brial or Paid.

Start Date Start date of thikcense validity, which is usually the production date of the cur
license.
End Date End date of the license validity. If a trial license expires, ADS M can be upg

but no longer collects data of ADS devices under it. That is, ADS M lose
protection function. If a paid license expires, ADS M still works but canno
upgraded.

Authentication Mode

Authentication mode, which can be local authenticatiboud authenticatioor
watermark authentication

This parameter is available only f8DS-M-VM. Meanwhile, ADSM-VM can
be used only after it is authenticated locatignnected to the cloud authorizati
center or watermark authenticated

Ukey Hash

Hash of the USB flash drive inserted into host the device where the softw
the localy authenticated device runs.

Local
Authentic
ation

Authoriz
ation
Status

Local authorization status of the device. If local authentication is config
ADS-M-VM, upon startup, sends authentication requests to the USB flash
inserted to it. The locauthorization status can be either of the following:

Aut hori Teel device i s

Unaut horiThedsystem cannotsuppdep
addi tion, region configuration,

aut hori zed

Cloud
Authentic
ation

Cloud authorization status. After you configure the address of the
authorization center, AD$1-VM, upon startup, sends authentication reques
the cloud.

Aut horizmdicates that t
correcite amchntection to
device is available for

of fliha the
typed, the
fmctions except
period, the devi

Unaut hor slyesdceamn ot
addi ti on, region

Aut hant ioedm :Thel dreeei ce provides 4
upgrade within 30 ulpyesr.i oldp,ont hteh e
unauthorized state.

he addre
the ¢l oud
use.

aut horized state, i f
aut hoOfifzlaitAwo no fsftlaitnues
system upgrade
ce enters the un

be upgraded,
configuration,

During its operation, AD3/1-VM periodically sends authentication requests
the cloud to stagonnected to the cloud.

Waterma
rk
Authentic
ation

Watermark authorization status. After you configure watermark authentic
ADS-M-VM, upon startup, needs to import the watermark authentics
information.

Aut horTilreeddevi

Unaut hor iThed system
addi ti on,

zed a

cannot be wup
servioce taoarffii gursd tait o rs {

ce is authori

Port

Port for local authentication.

Copy rEi (NlSR(FOCUS
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Parameter Description

Make sure that ADS M has the same local entitation port as ADS or NTA
collaborating with it.

Authorization Center | URL of the cloud authorization server.
For use on the Chinese mainland, cham#.api.nsfocus.com

For use in other countries and regions, ch@agk.nsfocusglobal.com

The system displays a warning when t
during which you wild/l n o tM pbreo preeonbiilyrod
\ timely import a new |icense as pr omg
4 For a for mal l'icenskicwnsbi axpior da
Note the firsau wadnhni md soYreceive the wa
For a trial l'icense, within seven
the first warning.

3.1.3System Upgrade

You

caal maniumport tdreaAddfidBad feo g e dgeptnth@e sy st e m,
as foll

ows to avoid possible update failure

Visit the patSlyspemv iPpaggtead® totbe aimadkiaegd at
of ADS M. Malpea ckuargee tmmdtc htetse your product.

You need to upload the |icense of ADISe cur
M-VMi s Geetbi tigpeage t o check whether the |i
Check whether configuration fil esDatnal dat

Stormpage to back up them.
Tawpgrade ADS M, follow these steps:
Step 1 ChooseSystem >Local Settings > System Upgrade
Step 2 Click Browseto select an upgrade package file.
Step 3 Click Upload.

After the upgrade package i-selupit ®oddiemf ot Mmat i
to confirm.

Copy rEi (NlSR(FOCUS 16 V4.5R9



==

= NSFOCUS

NSFOCUS ADB&®rM(d

Figure35Upgrade confirmation

System Upgrade x

|Administration » System Upgrade

Loource versiong
V4. SRIOFOISPO3 through V4.ERIOFOISPOY
[Target Version]
V4. 5RI0FO2
[Matching Versions of Collaborative Devices]
ADS versions for collaboration:
V4.5.88.15. sp13 through V4.5.88. 15. sp15
V4.5R89F03 through V4. 5RBIFO3SPO3
V4.5R90FOD through V4. 5RS0FOOSPOS
V4.5R90F01 through V4.5RS0FO1SPOS

V4. 5R90F02

ADS versions the adaptation applies to (other versions do not support ADS N s management of their region security):

V4. BRI0F0O2

HTA versions for collaboration:
V4.ERB9F03 through V4. SRBIFOISPO2
V4.5RO0F00 through V4. SROOFOOSPOS
¥4.5RI0F01 through V4. SRI0FOISPO6

V4. ERI0F0O2

NTA versions the adaptation applies to (other versions do not support ADS N s management of their region security):

V4. SRIOFO2
[Hex Functions]
1. The system time on NTA can be in synchronization with that on ADS M.

2. A port can be specified for ADS M to collaborate with NTA or ADS

w

. The status of the NIP service is put under monitoring.

S

Static routes can be configured now

@

. The custom—permission user group is added to allow the configuration of users with custom permissions.

Step 4 Click Confirm Upgrade.

Thne t he upgrade proceeds. During
how much of the task has been completed.

t he

upgrade

Step 5 After the upgrade is complete, cli€K in the dialog box, which prompts that the system
service will be rebooted.

If the
wi ||

system does not prompt t

automatically restart

upgrade

Step 6 Click & in theOperation column of the upgrade package ie thpgrade History list to
view information about the new version.

- -E-n-d

3.1.4Data Storage

Cho®yst tmcal

Soatan$sorapgEant & hEpadagage

Copy rEi (NlSR(FOCUS
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Figure36Dat a Spgagege

Data Management Service
& Running

Storage Policy

Type Granularity Storage Time Operation
Snapshot Data 30 x Second 3 % Hour [E-3
5 min Data 5 x minutes 30 x Day £
Hour Data 1% Hour 12 % Week £
3 hours Data 3 x Hour 6 x Month [E73
Day Data 1x Day 3 % Year &
Maonth Data 1% Month Na £
Year Data 1x Year No [Erg

Minimum Data Merging Threshold

Type Threshold Operation
Traffic 0 pps _"f

Table Space Usage

Table Space Size Usage Cperation
Histarical Trafic Data 761.0G 1% Plorer
Aftack Event Data 264.2G 1% o
Device Log Data 168.5G 1% Plorer

Data Backup and Restore

Database Backup Service  Configuration Backup Service  FTP Server Rsync Server Operation
@ Running @ Running 10.66.250.177 10.66.250.177 B

Restore Databaze Reztore Configuration

You can perform the Daottd oSMMiageapeer ati ons on

Vi avhe data management service status.

I n DDahtea Managenmerneta ,Seyrovui ccean check whether
service is running or has stopped running

Edit data storage policies.

Il n Sthoer agearFémbl—"f‘ciyn( Qpheer acddlommn t o edit the
of the corresponding data type.

A

I f the st@®rdgdge ithidmeaites that there
Caution addi t (|

ion, the syst®odaduwt admatai.c a y

Edit the mini mbmedhohdmerging

I n MihMergThresahroelaj,j’dlni Qpheer addlonmn t o edi t t
mi ni mum data merging threshold. Note that
ignored during the merging.

View the table space usage.

I n Ttahbel e Spacealsyge can view the space us
attack event dat a, and device logldaka as
Cl| eiamr Qpheer acddlonmn t o del ete the table spac:é

. Manage data batkop.and resto
i Modify the backup configuration.

Copy rEi (NlSR(FOCUS 18 V4.5R9
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| n Dahtea Backupaa,re@clfleitsrk Qpheer addlounmn t o edi
the backup configuratiFfoguise B8he dialog b

Figure37Modi f ying the backup configuration

Modify Backup Configuration [ X |

Data Type [ Database [_| Configurations

FTP Server Configuration

Server IP | |

User Mame | |

Password | |

Rsync Server Configuration

Server IP | |

Username | |

Password | |

QK Cancel

Select the data backup type and configure p

\ Fobat a ,Tyipf€oonnfliygeiratsehect ed, you ne
4 serverDat dheasesel ected, you need to ¢
Note Rsync server.

i Restore the database.

I n Dahtea Bac kup aamdcHraessthkoorree Dalt ab atslkee t ab |
restore the database information backed

i Apply the backup file for restoration.

I n Dahtea Backup aamdchRbdessthkoorree Comé li gw r tath @ otna
to restore t he kceadn fuipg wrna ttihoen sfeirlveesr btaoc t |
ADS M configuration is backed up to the

3.1.5Network Settings

ADS M supports both I Pv4d and | Pv6 configura
gateway, and statlectrou'sesles'ﬁlnebbolhbww'ngc
net work settings respectively.
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3.1.5.1Configuring IPv4 Network Settings

I nterface Addresses of ADS NX3-M1600E and ADS-M NX3-HD2700

Fi gu8sehodws tphaeoelD  nKWVKI36 0 O E .

Figure 38 F r qopmatrod | A D SM1IN6XD30 E

??90 6000

Tabl3deS3cribes the ipnatneerlf AD SVEINGEB0 Et.he fr ont

Table33Fr oma el A D SVMINSX030 E

W M: management porl Y H: management por| § Serial port (RJ45) | Y USB port

7 Reset LED 7z Power LED Z Status LED z System LED

Z Working port: GE| 7
electrical (RJ45)

Working port: GE
optical (SFP)

Electrical ports are, fron
left to right, referred tg
as S11, St2, St3, and
S1-4 on the wekbased

manager.

Optical ports are, fron
left to right, referred tg
as S21, S22, S23, and
S24 on the wekbased

manager.

Fi g u9seh o3ws

tphaeoeffl r AN XH3D 2 7 00 .
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Figure 39 F r qpratrod| ADNXD 2700

W Power LED Y System LED § Status LED

Y Serial port (RJ45) Z USB port z M: management port
Z Hot standby port z Expansion slot Z Monitor

Z HDD caddy T T

ADS NWKIB6OOE's network ports include M (1000N
and four 1000Mwvlopdd ciandipomdtiseires | o s tneltker iffrer caer t
Ty col umnPwh Arhdeg e sIyndtedemcal Settings > Net:
of t hbeasweedb manager. These 1000M el ectrical p
respectriefelr rle,d-23 1685 &4S 1332252352 aAdo82t.hi s pag

Figure 310ADS NWX3HB 0I0EPv4 address configuration

|Pv4 Address Pv§ Address
Interface Address Configuration »
Interface Type IF Address Metmask Operation
& etho (i) 192.165.1.100 255.255 255.0 :_t.
® 10.66.250.182 255.255.255.0 5
& ethl H
.!.
& eth2 511
& eth3 51-2
.!.‘
& ethd 513
& eths 51-4
.!.‘
& ethi 5241
.!.
& eth? 52-2
@
& ethd 52-3
.!.‘
& ethd 52-4
Route Configuration ~
Default Gateway Operation Add
10.66.250 254 By
The interface LED on the |l eft of the interf
this interface.
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6. i ndihaat dshe net work connection of t he i
LR indicates that the network connection

Though the device does not clearly specify
configuration and manaeceuesretd mwesr pvws ks nayn d nd

Each interface can have two | P addresses. I

to configure the | Pv4d address and subnet ma

To unbind the | P add®eisrs Qbpheer mad @lonninm.t er f ace,
A I f the I'P address of a management ir
Caution we-based manager of ADS M.

C

On the inffegfra@edS Minsetxti Mt o an interface to c
address and other paramefFiegslirl# o8 this inter

Figure 311ADS NWX3HB 0iCCO nf i guring an | Pv4d interface

Add IP | X |

Network Adapter |eth 0

IP Address |

Metmask |

|
|
|
Default Gateway | |{*|:| ptional)

OK

TablMdescri bes parameters for configuring an

Table34Par ameters for configuring an | Pv4 inter

Parameter Description

Network Adapter Management interface or expansioterface of ADS M

IP Address IP address of ADS M, which should be an IPv4 address here
Netmask Subnet mask of the IPv4 address of ADS M
Default Gateway IP address of the network gateway of the subnet where ADS M is on

Copy rEi (NlSR(FOCUS 22 V4.5R9
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Default Gateway

Step 1

Step 2

Static Route

Q After you change the I P address of t

Tip be unavai ltdhh en.gas @, toet he system fr
To configure the I Pv4d default gateway, foll
In theRoute Configuration area of the page shownfin , click # in the

Operation column.

In theEdit Default Gateway dialog box, type an IPv4 address and cliik.

Figure312Conf i guring the default gateway

Edit Default Gateway x|
Default Gateway 10 66.250.254

Ok

- -E-n-d

A static rmauntuealilsy ac ornofuitgeur ed by the adminis
s masliclal e networks thatAsdmsdmmbutbanganpoonsban
net work changes, the administrator must man
changes.

Cho®yest tmcal Sélet wog &k .ISe tRidhuetges Confargar af i ol
t hePv4 Apfddgeshddrnaoknfi gure parameters in the

desScribes parameters for creating a sta

Table35Par amet ers fortereating a static rou

Parameter Description

Destination IPv4 address and netmask of the destination host, used to identify the desl
address or network of IP packets.
S,
Note

I f you are configuring a static r
the netpmesfki t ol @angt h, such as 10.

Gateway or Next| Specifies the gateway for the static route, usually, the local IP address of themn¢
Hop IP device.

Interface Specifies the egress interface of the static route.
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Parameter Description

If the interface goes Down, tisgstem automatically switches to interface ethO.

3.1.5.2Configuring IPv6 Network Settings

I nterface Addresses of ADS NX3-M1600E and ADS-M NX3-HD2700

On Néeewor k pSegé& iiimmglisite cll Pwé&k Addrepen the | Pve6
configurathionulpag®e. See

Figure 313l Pv6 address configuration

Interfacs Type

On the infrengftaged Minetotiatn i nterface to confi
address and other parfRmeulesr s3 for this inter:

Figure314Conf i guring an | Pv6e interface address

Add IP | X |

Metwork Adapter  |atho
IF Address

Prefix Length

Default Gateway (*optional)
OK
TabltdesScribes | Pv6e network parameters.
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Table36Par ameters for configuring an interface

Parameter Description

Network Adapter | Managemeninterface or expansion interface of ADS M

IP Address Specifies the IP address of ADS M, which should be an IPv6 address here

Prefix Length Prefix length of the IPv6 address

Default Gateway IP address of the network gateway of the subnet where ADSON is

Q After you change the I P address of t
Tip be unavail abHe.g lim tthoi st hcea ssey,s treem f r
Default Gateway
To configure the | Pve default gateway, foll
Step 1 In theRoute Configuration area of the page shownfin , click E in the

Operation column.

Step 2 In theEdit Default Gateway dialog box, type an IPv6 ddess and clicloK.

Figure315Conf i guring the default gateway

Edit Default Gateway x|
Default Gateway 675
Ok
- -E-n-d
Static Route
To configure an | Pv6 static route, follow t
Step 1 In theRoute Configuration area of the page shownin , click Add.

Step 2 In theAdd Static Routedialog box, configure parameters.
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Figure 316Cr eating a static route

Add Static Route
Destination

Gateway or Next-
Hop IP

Interface

|autn V|

QK

Tabl/idesc

ribes parameters for creating a s

Table37Par ameters for creating a static route

Parameter

Description

Destination

IPv6 address and prefix of the destination host, used to identify the desti
address or network of IPackets.

Hop IP

Gateway or Next| Specifies the gateway for the static route, usually, the local IP address of th

hop device.

Interface

Specifies the egress interface of the static route.

If the interface goes Down, the system automatically swittthegerface ethO.

Step 3 Click OK.
- -E-n-d

3.1.6DNS Server

As an essenti al and fundament al service,

bet ween
ADS M.

host domain names and | P addresse

Chodyst tmta SetDNBgSdrov emphMmS tHherager. On t hi

type the

Figure 317DN S

| P address (two | P addarneds sBehsi eakt

Server page

DNS Server

Server 1

Server 2

119.6.6.6

Save
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3.1.7HA Configuration

Currently, ADS Mystuepmohmhaots bwhakhdpoafeu nAcDIS ovh ,a s
pri nmeervyi ce and $édeowmecrey eas Biphrd enfaa ghl atdh,a | tieltse

all traffic and synchr onriizmes shteaaeratebnedaatr yihndfeov
that is only a backup deviprei manrdy adodevsi, cndoh e h
secondawyl dleviake over all the pgdrmaircye sdeavn & e
ensuring business continuity to the maxi mum

Routets hmusreachapilieminsly ve Ad&St WMe devi ces, and
devices are connected via their heartbeat i
synchronize heartbeat i nfiogrih&thiGows aan & i anpd fei
topol ogy for HA.

Figure 318Topol ogy for HA

Master Device Master Device

Heartbeat 3 /’/Hé;t;eat
Link \

Slave Device @

Slave Device

SECRSS

Server
Configuring HA

During -styhset edrmahlot backup deployment, you mus

primanggcondasy(fdevidet aidl ®) 2sieguisiercd i Paoat wor |
Configure the heartbeat interfaces (manag
The heartbeat i ntper fmaac etsodasnyencuhsreodn ifzoer ctohnef
fil essetcoontdhaer y devi ce
Routes must be reachabl erbh eaodegem ndaaryt bea
devs.ce
Configure other communication interfaces.
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After the interface csyyntfemguhat i Dbackematbhlrcti
HA parameters blyl cpweirnfg rsmienpgs it he f o

Step 1 ChooseSystem >Local Settings > HA Configuration.
Step 2 Set HA parameters undeliA Configuration

Figure 319HA Conf i guration page

HA Status

Work Status Stop

Peer Heartbeat 6 Missing

HA Configuration

Enable HA Oves @MNo

HA Role @Primary () Secondary

Local 1P Peer 1P

Communiaton Port
Heartbeat ntenl (5
Lost Heartoest Threshold

Real-time Status Sync ®Yes ONo

HA Sync File Configuration

Mnitoring Network Address Monitoring Config )No

TR ADS Device Configuration Ot NTA Device Configuration ®Yes Otlo
NTA Global Policy ONo ADS Policy Template @VYes Olo

Region Region Configuration No
System Time Zone Ono NTP Server @vYes CNo
Detection Mode CNo SNMP @Yes ONo
Default System Language OnNo Sysiog @Yes ONo

— Data Storage O Data Export Configuration ©¥es Ofo
Connected Device Alert Thresholds ONo Mail Report Settings @Yes ONo
User Management ONo SMTP @Yes (ONo
Security Settings Ono Portal @vYes CNo

Authentication Configuration Ono

desbes HA parameters.

Table38HA par ameters

Parameter Description

Enable HA Controls whether to enable the HA function.
Ye:s indicates that the HA functio
N o indicates that the HA functio

HA Role Role played by this device tluatsystem hot backup mode.
Pri maryndicates that tphi madseswmide ssit
handle services i mmediately afte
failover.

Secondariyndi cates that tsheicso nddeavriycAe|
HA is enadderndanhagdgasvionet he backl
services, until a failover.

Local IP IP address of the heartbeat interface of the current device. It can be an IPv4
address. This IP address d¢anthe IP address of a management interface.

Peer IP IP address of the heartbeat interface of the peer device. It can be an IPv4
address. This IP address can be the IP address of a management interface.

S,

Note

Routes must be r eatc hianbtleg If basetamsy eonf
secondasy device

Communication Por{ Port used by the device for communication with the peer.
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Parameter Description

A

Note

Theri manglgcondasymdevibe configur
monitoring port.

Heartbeat Interval | Interval for thedevice to synchronize keepalive messages to the peer device.

(s) Q
A

Note

The heartbeat synchpmoiniaansy ¢ omd asn
should be as close as possible.
t hper i mansdgcondasy dkekei beartbeat sy

t hseecondamwy |l dewaiuc¢ce®mati cal l y psryinmaj
dev.i ce
Lost Heartbeaf Multiple of the heartbeat synchronization interval. This parameter, togethel
Threshold Heartbeat Sync Inteal (Second)determines whether the keepalive message t

out. If the keepalive message from the peer is not detected within the sp
period, this message is considered expired.

After an HA connection is established betweenptimaryandsecondey devices,
the detection time multiple on theecondary devicewill be automatically
synchronized with that on th@imary device

RealTime  Status| Whether to enable reime status synchronization.

Sync RealTime Status Synshould be enabled on both fémaryandsecondary device
so that files can be synchronized between the two devices. After an HA conn
is established between thpimary and secondary device the reatime status
synchronization setting on tiseondary devicevill be automatically synchronize
to that on theprimary device

Step 3 In theHA Sync File Configuration area select configuration files that need to be
synchronized between tipgimaryandsecondary device

Step 4 Click Saveto save the settings.

- -E-n-d

Viewing HA Status

After HA is enabled, the HA working BAatus
St ashuswhi g mr9The working status can be one of
Act:i viendi cates that t hpricmarmry nde wWieovda ce wor
St andbiyndi cates that t heecaunrdeaemnyt dewiiace wo
Erriorindicates that the HAtfdeetten is abn
Stopindicates that the HA function is dis:

The peer heartbeat status can be either of

Nor mali ndi cates that the current device ca
The commurmrsi aatrimand

Mi ssirngdicates that the current device ca
peer. The communication is abnor mal
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3.1.8Connected Device Alert Thresholds

Step 1
Step 2

Step 3

On €benected Devi ceaAleer ty ouhrceasnh sleds t he CPU
teshol ds correspondiPriJd Meanoa lye rAtl elré v eClon fu mgdie

Gl omaal ows you to set alert thresholds for
i tself and al l devices under ADS M.

AD&3l |l ows you to set alert tahgree sohfoladlsl fAODXS
devices under ADS M.
NTAll ows you to set alert thresholds for
devices under ADS M.
After setting alert thresholds, you can vie
Devi ce Mamietnadleranfigioind t or i ng .FeorOvdeertvaiields ,1 . SSe e

Undefrf IAll elehtr e s holodu can set the time threshol

alerts. When a device under ADS M remains o0
device ofddrnereataderdand ssent via syslog or er
should be completed in advancé) SyBamdrel at e

UndNeTP Runnié&lgo,dlyeorut can enabl e NTP running
this is enabled, ADS M tr ingegsesrasg ea nwhaelne rtth ea nN

works improperly. When the NTP server is re:
wi || be | ogged.
To configure performance alert settings, fol

ChooseSystem >Local Settings >Connected Device Alert Thresblds.

Set CPU and memory alert thresholds and the offline alert threshold, and enable or disable the
NTP running alert log.

Figure320Connected Devigag®&l ert Threshold

Connected Device Alert Thresholds x 8 o

CPU/Memory Alert Thresholds

Global CPU Alert Threshold High = % Medium > % Low > %
Memory Alert Threshold High = % Medium > Y Low > %

ADS @ Global (O Custom
NTA @Global (OCustom

Offline Alert Threshold

Offline Time minutes
Sar,
NTP Running Alert & Log
NTP Exception Alert & Log Qff v
Sar,
Click Save
- -E-n-d

3.1.9Local Performance Alert Thresholds

To configure | octhtepkbofds mahokl awerhese st e
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Step 1 ChooseSystem >Local Settings > Local Performance AlerfThresholds

Step 2 Configure parameters.

Figure 321L o c a |

performance alert configurati

CPU Usage
Memory Usage
Disk Usage

CPU Temperature

Mainboard Temperature

Fan Status Alert

Administration » Local Performance Alert Config

Local Performance Alert Config

Local Performance Alert Thresholds ~

B0 %

B0 %

B0 %

80 *C

70 °C

Save

desScribes parameters on this page.
Table39Local performance alert parameters
Parameter Description
CPU Usage Specifies the percentage of CPU usage that will trigger an alert.

Memory Usage

Specifies the percentage of memory usage that will trigger an alert.

Disk Usage

Specifies the percentage of disk usage that will trigger an alert.

CPU Temperature

Specifies the temperature of the CPU that will trigger an alert.

Motherboard
Temperature

Specifies the temperature of the motherboard that will trigger an alert.

Fan Status Alert

Controls whether to turn the fan switch on. If it is turned on, an alert wi
triggered when a fan fails.

SSD/CF Card Statu
Alert

Controls whether to turn the SSD/€&rdswitch on. If it is turned on, an ale
will be triggered whenraSSD/CF card fails.

Step 3 Click Save

Re#li me sys

tem performance parameters ar

see sk cReéeport .Settings

on

e

If any of the perdrmance thresholds is exceeded, the system will report an alert and log an

alert message.

- -En d
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The management interface access control
di sabled vifat dthesacwmceolleP &Addr esses/ segment s
interface, those beyMndwvhteheh esrp eva

management

we b, Tel net , or ping. I n addition, the syst:
whiAIhS M connect s, such as NSFOCUS Cloud or
access from these | P addresses.
3.1.10.1Creating a Management Interface Access Control Rule
To create a management interface access coni
Step 1 ChooseSystem >Local Settings > Management Interface Access Control
Figure 322Management I nterface Access Control pag:
Management Interface Access Control @Enable (ODisable
Default Rule
Save Reset
Step 2 Edit the management interface access control function.
deiscri bes parameters of for controlling
function
Table310Par ameters for controlling the managemer
Parameter Description
Management - Enable: enables the function.
Interface Access ) . .
Control - Disable disables the function.
Default Rule Allow external accessallows any IP addresses other than those denied ag

in management interface access control rules to access ADS M.

Deny external accessforbids any IP addresses other than those allowed
access in management interface access control rules to access ADS M. 4
this option is selected, only IP addresses allowed access in management

interface access control rules can acéd3S M.

Step 3 Click Saveto save the settings.

Step 4 Click Add and set parameters.
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Figure323Cr eat i ng a management interface access

Create Access Control Rule l |

Item Value

Src P | |
Source Netmask/Prefix | |
Length

Access Control ® allow ) Forbid

QK Cancel

desscpabaemeters for configuring a manage

Table311Par ameters for creating a management i nt
Parameter Description
SrcIP Specifies a source IP address/segment that is allowed or forbidden to acce
M.
Source Specifiesthe subnet mask of the IPv4 address or the prefix length of the
Netmask/Prefix address
Length

The netmask length for IPv4 addresses ranges from 24 to 32 bits.

Theprefix length for IPv6 addresses ranges from 64 to 128 bits.

AccessControl - Allow: allows the specified IP address/segment to access ADS M.

Forbid: forbids the specified IP address/segment to access ADS M.

Step 5 Click OK.

A new management interface access control r

- -En d

3.1.10.2Changing the Rule Match Sequence

When there is more than one management i nte
matched first and, if it is a hit, no other
sequence of rules to changli ¢ed ra®ioci® rity.
i n Qpheer addlommn of a rule to move it up or do

3.1.10.3Editing a Management Interface Access Control Rule

You c gmrediett er settings of a management int
configured. To do that, follow these steps:
Step 1 On the page shown in , click Ef in theOperation column of a rule.

Step 2 Edit parameter settings and then cl@K to save the changes and return to the rulpéige.

- -En d

Copy rEi (NlSR(FOCUS 33 V4.5R9



‘NSFOCUS

NSFOCUS ADB&®rM(d

3.1.10.4Deleting a Management Interface Access Control Rule

On the pagegsh»dwh®iiotk Qpheer addlonmn of a rul e a
e ¢

OKin th onfirmation dialog box to delete
3.1.11SSL Certificate Replacement

The systemBitds carthuiflitcate, which can be rep

To repl atce ©SIsé& bertificate, follow these st

Step 1 ChooseSystem >Local Settings> SSL Certificate Replacement

Step 2 Type the correct password if a password is set for the private key of the SSL certifiimate to
imported; otherwise, leave it empty.

Step 3 Browse respectively to the SSL certificate file and private key file and therQgtiek.
Step 4 Click Replace
After the certificate is replaced, the web

- -E-n-d

3.2 User and Audit

Thesection describes how to perform ADS M us
aut hentication configuration as well as how

3.2.1User Management

Choddles er Manpaaggeemeditspl ays al |l current wusers
admidi spl ayed.

Figure324Us er Managgeement pa

User Management x (LI

Add User

User Name Status Access Key  Description Email User Group Authenticate By Operation

admin [] [} System administrator Password

desscri bes ADS M user groups and their r

Table 312ADS M user groups and their respective g

User Group Permission

System administrator| Has all permissions for systemanagement.

Device configuration| Has permissions for managing device configurations and viewing sy
administrator monitoring information.

Region administrator | Has permissions for configuring regions and viewing system monit
information.
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User Group

Permission

Audit user

Has permissions for viewing audit logs.

Custom access user

Has permissions assigned dgymin.

Creating a User

Only tencemeoussnercr eat e
device configurati om nadnmirmitsotrrsat carnsd,

To create

a user, follow these steps:

Step 1 Click Add Userin the upperright corner of théJser Managementpage.

Step 2 Configureparameters ithe Add dialog box

Figure 325Cr eat i ng a user

Add

User Name
Password
Confirm Password
Email

Description

User Group

Access Key
Authenticate By

e

| System administrator v |

[ |Enable

(@ Password () Password + email
OK Cancel

Table313P ar a

meters for creating a user

system administrators.
aruedg it oonr

Parameter

Description

UserName

Specifies the user name.

The user name must be 4 to 20 characters and cannot contain invalid charact
as the tab character, carriage ret¥®nspace, vertical baf)(slash (/), angle brackg
(<, or >), quotation mark (" or '), and sewion (;).

Password

Specifies the password.

The minimum length and strength of the password can be configuredSystem >
User and Audit > Security Settings

Confirm Password

Password confirmation.
The password you type here must be the same as the one you typedsieord
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Parameter Description

Email A valid email address of the user. This parameter is optional.

Description Brief description of this user. This parameter is optional.

User Group User role. Differentales have different operation permissions. The custom a

user's permissions dependammin's further selection of accessible modules.

Custom Permission] Specifies one or more modules accessible to the custom access user. No matt
modules areedected,Traffic Monitoring andReport modules are available on
for statistics viewing by default.

Access Key Used for accessing the web API of ADS M. For details about configuration ¢
web API,contact NSFOCUS technical support.

If this option is enabled, the user can view his or her own access key in the
access bar in the uppeght corner of the welbbased manager; if it is disabled, t
user will have no access to traffic data. In other words, Traffic Monitoring
Reportmodules will not display any data.

Specifies the login authentication method, which caPasswordor Password +
email.

Password The new account can log in to ADS M after typing the correct u
name and password.

Password + email Thenew account can log in to ADS M after typing the
correct user name, password, and the verification code provided via emai

S,

Note

Authenticate By

For Paksewor dauwt kRenatyibuatnieen, t o typ
addr ess.

Step 3 Click OK.
- -E-n-d

Modifying User Information

Onl yadsmamd other system administrators can |
users can only modify their own information

On User Manpaaggeeme—'.‘ﬁcdlri Qkheer acddlonmn of a user to
information of tders nname .c Nonet tthatchhaoargeaed.

system adarmiinytoruatnered t o |aodgmainnd {221 lhken syst
the quick accedsghbharcoirmetrhefudmer page.

Deleting a User
Only tencemaumsderot her system administrators can

On the wuse®iniQphegr ag tiiombkin t o del ete a user.
admi niadmcaatnonrot be del et ed.

Disabling a User

Only téhdemamsdkrother system admsaistrators can
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By defaul t, nNew userataksamanalsl &d sphhgteei as

i st,® thiCGpkeer addlonmn to disable a use®. Then
i n Sthaet arlsu mn . Di sabled userasdcmamadged ogf i ADS$
default systaedmcaadnm onti shter adiosrabl ed.

Enabling a User

To enabl e a user @tihna Ophees addd letarbrl eadn tcHd clks e r

\ Only tahdemaumsderot her system administra
Note

3.2.2Security Settings

Only the asdmtem wiseew and manage security set

unavailable for other wusers.
\ Al user s, inctanPagswepgdoahtieadkg Pha s
Note Di cti,onbartyi n SSeectutiiistgesonf i gurabl e onl

Cho®syest &dmmer anxdSecuudriitt y SSeetctuirnigtsyp ajeet taiprpgesa r ¢
as shbwouidba
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settings

Security Settings

Minimum Length

Password Strength

Reset Password

Login Security

Idle Timeout{min)

Max Login Failures

Use Verification Code

Access Control

Password Security Settings

Weak Password Dictionary

Action When Limit |5 Reached

Max Password Age (days) (days) | 365 |

E |

Uppercase letter 3 Lowercase letter [f Digit[_| Special
character  Letters

(") Enable (@ Disable

|10 |
3 |
| Retum result after 3 seconds |
O on @ off

| Permit access from the following IP addresses v|

Tablled e3s ¢

Table314Par aene s

ri be

s parameters of security sett

of security settings

Parameter

Description

Password
Security Settings

Max  Password Specifies the password validity.

Age (days)

The value range isi®5535.0 indicates that there is no limit @
the validity. The default value B65days.

Minimum Length | Specifies the minimum password length.
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Parameter

Description

The value is an integer ranging from 8 to 99, \8itis the default

Password
Strength

Specifies the complexity of a passwor8elect the type o
characters to be automatically checked for password stre
when you set or change the password. Only a passw
conforming to the requirement can be successfully set.

You should select two or more types of characters a pass
must contain, including digits, special characters, upper
letters, lowercase letterand letters.

If Letters is selected, thelppercase letterandLowercase
letter options are unavailable.

If Uppercase letteror Lowercase letteris selected, the
Letters option is unavailable.

Weak Password
Dictionary

Specifies the passwords that arehibited for use due to weg
security.

Each weak password should be in a separate line.

Reset Password

Controls whether the password resetting function is enal

After this function is enabled, you can reset the passwor

email. For details aboublw to reset the password,
in section

see

Subject of
Password Res€q
Email

Specifies the subject of the emaiessage notifying passwo
resetting.

This can be defined by users.

Content of
Password Res¢q
Email

Specifies the content of the email message notifying pass
resetting.

This can be defined by users, but the content must contai
string, ${url}; otherwise, password resetting would fail.

Login
Settings

Security

Idle Timeout| Specifies how long a user can stay inactive before b
(min) automatically logged out of the system.
S,
Note
You should restart the se
effect.
Max Login | Specifies the maximum number of consecutive failed pass
Failures attempts.
Action When | Specifies the action that the system will take after the numb

Limit Is Reached

consecutive failed password attempts reaches the specified
Values include the following:

Return result after 3 second

Lock client IP: The currently locked IP addresses are list
in the text box belowA locked IP address will be

automatically unlockedfter the lockout time. The default
lockout time is20 minutes Alternatively, the administrator
can delete a locked IP address from the list and then clig
Saveto manually unlock this IP address.

Use Verification
Code

Controls whether to enable the use of verification codes for |
authentication. By defaultt is disabled.
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Parameter Description

On: allows use of login verification codes, indicating that
user can successfully log in to ADS M only after typing a|
correct verification code.

Off: disables use of verification codes for login
authentication.

Access Control Specifies vinether to allow a client to access the system. It ha
following values:

Unlimited: indicates any clients can access to the systen

Permit access from the following IP addresseindicates
that only clients with IP addresses included in the text bg
below can access the system.

Deny access from following IPaddressesindicates that

clients with IP addresses included in the text box below
cannot access the system. When you access ADS from
blocked IP address, the system displays "You cannot log
from the current IP address. Contact the administrator td
check access control settings." on the login page.

3,

Note
After the access control
are advised to wait at | ¢
effect.
Email Specifies the allowed maximum period during which the e
Verification Code| verification code is effective. After this period, the verificati
Timeout code expires. You need to obtain a new one via email and

for the login to ADS M.

3.2.3Authentication Conf iguration

ADS M supports | oca-pasteyrtvent iaadthieont i &rad i tomi
aut hentication
- When | ocal aut hentication is used,
\ and password Sysafé&maredndnldedi t >
4 When -paity ver authentication i

se
Note password conf
d

r
i-mairste ven t beADSi Mdar
and passwor t

o access ADS M.

Chodyst &dmer anxd Auwtdhenti cat i.B8enl eotnd u tghue mttii e
met hod and configure parameters.

de3sscri bes par ametaaurtsh efndri ccadanfoingur i ng th
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Table3l15Par ameters fautbentigatiog the

Parameter

Description

Authentication Mode

Specifies the authentication mode, which cahdeal, RADIUS, TACACS+, or
LDAP.

Authentication Server

Specifies the IP address domainnameof the authentication server. Both 1Py
and IPv6 addresses are supported.

S,

Note
You can enter aAdomanhi oiaimiesddth Bto

Authentication Port

Specifies the port on which thauthentication server listens for authenticat
requests.

Protocol Specifies the authentication protocolsed to secure a connection to
authentication server
The options vary with the authentication server.
S,
Note
Thipsar amet erequiAuée td ewh e noaitsi osieA Dbty
TACACS+#0oDAP
Shared Key Specifiesa text string used to encrypt the connection tcatlitbentication serve

At most 64 characters can be specified.

The shared key configured on AD&must be the same as that configured on
authenticatiorserver; otherwise, AD$1 cannotcommunicate with the server.

A Y

Note

Thipsar ameast erequlAuelde whieaoadtsi cRAtDMdad
TACACS+

Authentication
Duration

Specifies the authenticatialuration after whichthe authentication servegturns
the success or failure of the aetttication information.

S,
Note

This paramet erAuith eme q ¢ idnse daventMetdH
TACACS+

User Property

Specifies the user authentication mode, which varies with the authenti
server.

For a Linux authentication server, the value camidecn, or displayName

For a Windows authentication server, the value casdéAccountNameor
displayName

Y

Note
This parameter Awt hremtuiioaetdi crDeNRt

Base DN

Specifiesthe top of the LDAP directory tree, namely, the base directory.

\,

Note
Thipsar amest erequAutelde whieodtsi clreDIARE

Copy rEi (NlSR(FOCUS
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RADIUS server

Parameter Description
UserName Specifies the name of the LDAP user.
N,
Note
Thipsar amest empt i Amah e whieoadtsi creDtARL dg
Password Specifies the password of the LDAP user.
§,
Note
Thipsar amet empti Anthe whieandtsi cDIARE d¢
Use secondary| Controls whether to enable the secondary RADIUS server for authenticdfiq

it is enabled, the secondaRADIUS server provides services when the prim
RADIUS server fag to handle authentication requestsu need to configure th
following parameters to make the secondary RADIUS server take effect:

Authentication Server: IP address of the secondary RAHderver.
Authentication Port: port on which the secondary RADIUS server listens
authentication requestBhe value range isi®5535, with1812as the default

Protocol Type the authentication protocoked to secure a connection to
secondary RADUS serverThis parameter can be seR8P, CHAP, SPAP,
MSCHAPvV1, or MSCHAPV2.

Shared Key. a text string used to encrypt the connection tosisondary
RADIUS serverThe shared key configured on ADS must be the same a
configured on the secondaryARIUS server; otherwise, ADS cann
communicate with the server.

Authentication Duration: authentication duration, after which the second
RADIUS server returns the success or failure of the authentication.

S,

Note
This paramet er Aust hoepnttii ocnaatdi aReAtBvheU

Step 2 Click Saveto save the settings.

- -E-n-d

3.2.4Audit Log

Audit 1 ogs
the system administrator can view a

Cho®dyest &dmer AaddtAudi tt d oogplewnd itthalgoreg as shown
default, no audi tSelagg &il 4 saweedii It a H loe
di splayed, including generation

. By
ADS M are

refer to all audit | ogs g
u

modul e, operation result, and |l og descri
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Figure 327Audit | og

Q Condition a

Time Today A

Username Client IP Description

Module Al v | Operation Result [ v

Search |

4 4 W] Total 3 page(s), 43 recordis)
Time Username Client IP Module Description Operation Result
2017-06-06 13:51:25 admin 192.168.5.167 | Mail Report Settings | Edit report mailing configuration Succeeded
2017-06-06 13:51:24 admin 192 168.5.167 | Mail Report Settings | Edit report mailing configuration Succeeded
2017-06-06 13:45:00 admin 192.168.5.167 | Mail Report Settings | Add report mailing configuration Succeeded

deiscribes audit | og parameters.

Table316Audit | og parameters

Parameter Description

Time Specifies the query time range.

The default value iFoday, indicating that logs of the current day are queried. A
you can query logs on a specified date, of a month, or in a specified time
Customindicates that you can query logs in a specified time range.

UserName Specifies the login user name.
Thefull user name is required because fuzzy query is not allowed here.

Client IP Specifies the IP address of the user device.
The full IP address is required because fuzzy query is not allowed here.

Module Specifies the functional module whose logs areigde

Description Specifies the keyword of logs to be queried.

Operation Result | Specifies the result of the operations performed on the client.

All indicates that all operation result logs are displayed.

3.2.5Configuring the HTTP Host Allowlist

The HToTsPt al l owlist is disabled byedatadlt

vulnerability wil!/l be reported regarding th
The HTTP host all owli st applies to
\ defaul t . Ther ef oirse,enaafbtleerd ,t hyiosu fsuhnoct
Note interfaces used for web management
unavailable for access.

Chodsyst dmamAudt tHTTPWHDIsiestenabl e the all owl |
conf pguaneeter s.

desscri bes HTTP host allowlist parameter

Copy rEi (NlSR(FOCUS 43 V4.5R9



NSFOCUS ADB&®rM(d

Table317Par anfedcrensi guring the HTTP host all owlis

Parameter Description

HTTP Host Specifies IP addresses and/or domain names of HTTP hostsadded to the
allowlist. At most 10 IP addresses and/or domain names can be typed.

After adding or deleting entries, click Save to commit the settings.

3.3 Third -Party Interface

ADS M exchanges data with external rsd/stems
party interface configuration includes conf
server, and other servers.

3.3.1SNMP Configuration

ADS M supports management via the Simple Ne
M can not onlyfrempomed SNMBumamager as an af

information about its running status, but a
Chosyest dmi-Party |xn3INMHoacepMMBagge. | f an SNN
server is configured, the system automatica

M through SNNMP, g2k sthown i n

Figure 328SNMP conf i gurati on

SNMP Service Configuration
SNMP-v1R2c @Enable () Disable

Communty
SNMP-v3 (@Enable (O Disable
Authentication Mode
passard —

Authentication Protocol

Save Download MIB
SNMP Client
Add
Host Address Allow Trap Allow GET Altack Event Log Traffic Alert Log Performance Alert Log Audit Log Min Alert Level Sending Interval Operation
10.66.35.12 (-] (-] (-] (-] (-] (-] Low Per minute & ®

Downloading a MIB File

On the page gsthgewrniDoknn| oaidn Ml IBei gbwecorner of

SNMP Sfer \Cionf iaguwradani 6he di alogShorThbaatt hpphb

file is downloaded to the |l ocal disk drive.
Configuring an SNMP Server

On BNBPage, set SNMP client | P add$asees ani

save the settings.

ttle3scri bes parameters for configuring an
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Table318Par ameters for configuring an SNMP
Parameter Description
SNMP-v1&2c Controls whether SNMPv1 and SNMPv2c are enabled for management.
Community Specifies the community supported by the SNMP agent. This parameter is re
whenSNMP-v1&2c s set toEnable.
SNMP-v3 Controls whether SNMPV3 is enabled foanagement.

S,

Note

When bothSNMP-v1&2c andSNMP-v3 are set taEnable, ADS M uses
SNMP-v3 for authentication.

Authentication
Mode

Specifies the authentication method wigXMMP-v3 is set toEnable, which can be
No authentication, Account authentication, or Private key authentication

UserName

Specifies the SNMP V3 user name.

Password

Specifies the password for user authentication via SNMPV3.

This parameter is required wheAuthentication Mode is set to Account
authentication or Private key authentication

Authentication

Specifies the protocol used for user authentication via SNMPv3, which ddibbe

Protocol or SHA.
This parameter is required wheAuthentication Mode is set to Account
authenticatioror Private key authentication

Private Key| TheDES protocol is used by default and cannot be changed.

Protocol This parameter is required only whawthentication Mode is set toPrivate key
authentication.

Private Key| Specifies the encrypted key password used during data transmission.

Password

This parameter is required only wh@mithentication M ode is set toPrivate key

authentication.

Configuring an SNMP Client

A dialog

Step 1 Click Add in the SNMP Client area shown it

box appear®, 3as shown in

Copy rEi (NlSR(FOCUS
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Figure 329Addi ng an SNMP client
Add x|
Host Address | |
Allow Trap IYes @ Mo
Allow GET ()Yes @ Mo
[ ] Attack Event Log
(] Traffic Alert Log
SMMP Trap Type —
|| Performance Alert Log
[ Audit Log
Min Alert Level Lowy W
Sending Interval (_)When an alert begins and ends
(® 1 minute
(0].4 Cancel

Step 2 Configureparameters in the dialog box.

Table319Par amet er s

SNMP GET messages.

SNMP Trap Type

Specifies the type of SNMP trap messages, which cataek Event Log, Traf fic
Alert Log, Performance Alert Log, or Audit Log .

Min Alert Level

Specifies the alert level, which canlbeo yWMe d i ,orid i glogs of alerts of the
specified level and above will be sent via SNMP traps. If no alerts reach the sp
level, no logsare sent.

Sendinginterval

Interval of sending logs via SNMP traps.

When an alert begins and endssends a log respectively when the alert st
and ends once a specified threshold is exceeded.

1 minute: sends logs every minute.
This parameter is validnly for attack event logs and traffic alert logs.

for configuring an SNMP cliern
Parameter Description
Host Address Specifies the IP address of the client that accesses ADS M through SNMP. B
IPv4 and IPv6 addresses are allowed.
Allow Trap Controls whetheto allow the client to send trap messages to ADS M.
Allow GET Controls whether to allow ADS M to acquire information about the client thr

Step 3 Click OK to save the settings.
An SNMP client, after being created, can be edited and deleted.

- E-nd
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3.3.2Syslog Configuration

I f the syslog server is used to traywemi hedd
configure syslog settings.

Chodystdami-Par ty | xnSyesrtfoagcoepRyns pt engee .

Figure 330Sy sl og configuration

Add
Server IP Protocol Destination Port Aftack Event Log Traffic Alert Log Performance Alert Log Audit Log Min Alert Level Sending Interval Operation

o No data

Adding a Syslog Server
On sSnwelog Comdggushmodivmine ncAdttek add a syslog

Figure331Addi ng a syslog server

Add [ |

Server IP

Protocol udp

Destination Port 14

[ Attack Event Log

| Traffic Alert Log

Syslog Type [] Performance Alert Log

[ ] Audit Log

Min Alert Level Low w

Sending Interval  (")When an alert begins and ends
(® 1 minute

OK

Tabl2dde3sscsybkeeg server parameters.

Table320Sysl og server parameters

Parameter Description
Server IP Specifies the IP address of the syslog server.
Protocol Specifies the protocol used for data transmission.

By default, the UDP protocol is used.

Destination Port Specifies the port of the syslog server.

Syslog Type Specifies the type of data transmitted by the syslog server.
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Parameter Description

Values areAttack Event Log, Traffic Alert Log , Performance Alert Log, and
Audit Log. Traffic Alert Log is available only when ADS M works iNTA
detection mode.

Min Alert Level Specifies the alert level, which canlbmwv, Medium, or High. Logs of alerts of the
specified level and above will be sent to the syslog server. If no alerts rea|
specified level, no logs are sent.

Sending Interal Interval of sending logs to the syslog server.

When an alert begins and endssends logs respectively when the alert stal
and ends once a specified threshold is exceeded.

1 minute: sends logs every minute.
This parameter is valid only for attack evérgs.

Editing a Syslog Server

On Swepage shownd(i nc i icrk Qpheer addlonmmn of a sys

server to edit aSdrvidrs IplParameters, except
Deleting a Syslog Server

On Swepage shownd(knci® icrk Qpheer mctoloumn of a sys

serared t hGKi rcltitcek conf i rtrmatdiedretdei alhdg bsoxs | oc

3.3.3Data Export

Und8yst ami-Palrty | xnDaeetraf akEckegpwr¢an export the d
it to a remote server for access by other u
reports generated biyi ABEBS:2 M3to it, as shown |

For missing reports that fa

iled to be uploa
automatic or manual upl oad for

t hem.

Figure 332Dat a export

Data Server

Server Name Server IP Protocol User Name Save Path Operation
Add

Data Export Configuration
Region statistics [] 5-minute statistics Data Serverl:l

[ Daily statistics

] Weekly statistics

[] Monthly statistics
Attack event summary data [C] Reaktime data Data sgwgrljl

Save

Missing Report Auto Upload
Missing Report Auto Upload  (")Enable (@ Disable

Auto-Upload Time Daily

View Download Upload Save
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Adding a Data Server

You can

NSFOCUS ADB&

export data nofnilgyuraefd.er a dat a

rM G

Step 1 On theData Export page shown ifrigure 332, click Add to the lower right of the data

server list.

Step 2 In theAdd dialog box, configure parasters.

Figure333Addi ng a data server

Add
Server Name
Server IP
Protocol
User Mame
Password

Save Path

8

|
|

OK

Tabl2ede3sscri bes parameters for adding

serve.|

a dat a

Table321Par ameters for adding a data server

Parameter

Description

Server Name

Specifies the data server name.

Server IP

Specifies the IP addresstbk data server.

Protocol

Specifies the protocol used for data transmission, which cép,ls#tp, orscp
By default, the FTP protocol is used.

UserName

Specifies the user name for logging in to the remote data server.

Password

Specifies the passwabfor logging in to the remote data server.

Sawe Path

Specifies the path for saving the data uploaded to the remote data server.

Step 3 Click OK to complete the configuration.

- -E-n-d

Editing a Remote Data Server

| b hdeat a s,a:rl\j—i?rk n Qpheer acddlonmn t o edit setti
server.
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Deleting a Remote Data Server

| n dtahtea s.,rlv'®rk nl OQpheer ad d lommmd t h@®Ki rc |ti hcek

confirmatioo delaébg boxemote data server.

Uploading Data to a Remote Da ta Server

| n dtahtea s.erlvi ®rk nl Qpheer acddlonmn to test whether
upl oaded to a remote data server.

Configuring Data Export

Step 1 In theData Export Configuration area, select the type of data to be exported and the server
to whichthe data is uploaded.

Step 2 Click Saveto complete the configuration.

- -E-n-d

Configuring Missing Report Upload
Step 1 In theMissing Report Auto Uploadarea, seMissing Report Auto Uploadto Enable.
Step 2 Specify the upload time and then cliSkveto save the settings.
- -E-n-d

For missing reports that f alplleddodt marmuwalulpy o@y
them to the data Vieeam@ownYweadciaawadnsod addwmrlkc
mi ssing reports respectively.

3.3.4Email Alerts
Yoaoan configure HEmaill pAlgeritngs on t he
To configure alert mail settings, perform t|
Step 1 ChooseSystem >Third -Party Interface > Email Alert.

Step 2 Configure parameters.
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Figure334Mai | al ert settings

Email Alert
Email Address

Send Email Alert (JEnable  (®Disable
Send Condition By alert count Max Count
By time Interval
Filtering Condition By alert level Min Alert Level
By traffic Threshold 50.0K bps
License Expiration Warning (@) Yes INo
License Expiration Warning Frequency @®3days (1lweek (1month ()Once

Save

Table322Par amet ers of al ert emai |

Parameter Description

Email Address Email address that receives alert emails.
A maximum of 100 email addresses are allowed, with each in a separate lir

SendEmail Alert Controls whether to enable the alert email function.

If Enableis selected, the system automatically sends alerts meeting the con
to the specified email addreds.this case, you need to configilEmail Address
andSend Condition

Send Condition Specifies when an alert email will be se¥ibu can select botbr either of the
following conditions:

By alert count: When the number of alerts reasithe specified thresholaf
Max Count, an alert email will be sent.

By time: Alert emails will be sent at the specified interval.

Filtering Condition Specifies whiclalerts are sent via emaiiou can filter alerts by alert level and/
traffic. Filtered alerts will be sent via email wh8end Conditionis met.

If no filtering condition is specified, all alerts will be sent.
N,
Note
Al erts of ADS dewioc eHsA an-lkbe @édl ld r ahig

Al erts from NTA devicksvehn-| meeb
higlevel

License  Expiration| Controls whether to enable the license expiration warning function.

Warning If you selectYes alert emails will besent to users before and after the lice

expires.

License  Expiration How often a license expiration warning is sent by en@itions include3 days
Warning Frequency | 1 week 1 month, andOnce
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\ Senedmai | iAl ear tgl obal swh eétchhert hado com
Note l'icense expiration warning email s.

Step 3 Click Saveto complete the configuration.

- -E-n-d

3.3.5SMTP Server Configuration
SMTP server configuration is required when |,
passwordlirrels,ettta ngg speci fied email address.

Chodystdami-Party |Ix»xSMTHFacedi*s 3the page for c
an SMTP semdeéemgf omail s.

You can modify related val uesSaivm ttehxet ubpopxe
right corner.

Af ter configuring anSerim PTetstdr vidad,d ky omh ect ahre
parameters are correctly eappeitgupedt he ne m:
address to receivéemhnthe test email and cl i

Figure 335SMTP server configuration

Save Send Test Mail

SMTP Server

Port

[
(5]

From

Secured by S5L
Use STARTTLS

Authentication Required

}] i3sts parameters for configuring an SMT

Table323Par ameters for configuring an SMTP serve

Parameter Description

SMTP Server Specifies the IP address or domain name of the SMTP server that sends email
Port Specifies the port of the SMTP server.

From Specifies the email address from which emails are sent.

UserName Specifies the user name of the account from which emails are sent.

This parameter is required only whaothentication Required is selected.

Password Specifies the password of the accofnatm which emails are sent.
This parameter requires a value only wigenthentication Required is selected.
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Parameter Description

Secured by SSL | Controls whether a security password is required for the email sender for ig
authentication.

Use STARTTLS | STARTTLS used by themail sender for authentication.

3.3.6Portal Configuration

The ADS M administrator sets an ADS Portal
configures and deploys the Portal as requir
can |l earn oreitrwe rikn fmommati on of the region vi

\ This module is subject to the 1licen
4 PorFat .det ai I3s,L .istechossepeatricbase a | ice
Note technical support.

Cho®syest dmi-Party | nt ertfpaecref o> nPotrhtealf ol | owi ng
regarding the Portal

Depl oyporrgt atlh e

Conf i garrduatlp entpacamebar s
Repl aclogg t he
Replacinmgrthéi 88L e

Conf i dowregmmgpairtaymet er s

For daebtoauitl show to perform these opecodfbans,
NSFOCUS ADS Portal User Guide

3.3.7File Download

Ya can download the file thabadedcmabagedabt
M.

Cho®dystdami-Party I nterfacantd LBIienkaheenhb'adn
coldymndownl oad the file to a | ocal di sk dri

3.4 Diagnosis

This section describes methods to diagnose

3.4.1Debug Information Collection

When ADS M fail s, nyfoour ntaatni ocno,| liencctl uddei bnugg tih e
information and configuration information,
download this file and send it to NSFOCUS t
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Cho®yst ®magnosi s > |Deebcugl blenBftoeor@o@khleug | nf o
Col | epcatgeont o coll ect information about the c
file wildl be saved in ttheud@&bw®g informati on
You caEIicmiOqorheeracIdlommn to download the file t
A maxi mum of five debug iDefbaurgmdtnifop &Cipd Il eekcfta
more fgdresr aftrielde wihtlha sMoki feiaed d | det del et ed
automatically.
Figure 336Debug i nformation collection
Debug Info Collection
Start
Debug Info Collection File ~
MName Size (bytes) Last Medified Operation
om}data.
3.4.2Network Diagnosis
When ADS M becomes faulty or cannot be conn
tool s:
pingchecks whetshern samlliRw4d or connects to
pingé&checks whether an | Pv6 host is alive
traceroutaecks the route packets taken fron
Traceroudtre@ ks the route padlPetts adakes sfr o
tel:necthecks whether the peer port is reach
To perform network diagnosis, follow these
Step 1 ChooseSystem >Diagnosis > Network Diagnosis
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Figure 337Net wor k Di agnosi s page

Network Diagnosis

Step 2 Select a tool and type an IPv4 or IPv6 address (and a port ndrtadeet is selected) in the
IP text box.

Step 3 Click OK.
The check result is then displayed in the t
- -E-n-d

3.4.3Remote Assistance

When ADS M becomes faulty, you can enabl e t|
NSFOCUS technicalesnmoppostuupporprovi de

By default, this function is disabled. You I
To enable the remote assistance function, f

Step 1 ChooseSystem >Diagnosis > Remote Assistance

Step 2 Click Openand configurghe following paranetersfor remote access.

You can configure at most three | P addresse:
PorEnt er a port nulmbBsss 58 ctl eli ngad®O@Ri.t L
empty indicates that a random port wild.l b
Al |l owé&dul €an conf i guarded raets snecss.t t hree | P

Step 3 Click OK to complete the configuration.
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Thdarhe | ogin key, its QR code, and port wused
ADS M are displayed bel ow.
- -E-n-d
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Traffic Monitoring

The Traffic uMeniptroorviindgesmadce foll owing

Section

Description

Displays monitoring information regarding traffigttacks and status
information of the managed devices (NTA and ADS).

Displays traffic information of specified IP addresses, protection grg
regions, region IP groups, and ADS.

Displays traffic information of a specified IP group, region, regiona
group, and NTA device.

Displays attack information of specified IP addresses, protection gr
regions, region IP groups, and ADS.

Policy-based Monitoring

Displays statistics of traffic dropped by ADS.

4.1 Overview
After you | bgsiend MmaOtalgewmgirheappear s,
foll owing monitoring information:
Sitxypes ofsitx afedsti todfeatnedlct ed by ADS
Top NTA alerts
System status of NTA and ADS
A Fowi dgethat coll ect traffic from re
Caution addresses or devices beyond any regi
describes in detail t e emomaegve.ri ng
Copy rEi (NlSR(FOCUS 57 V4.5R9
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Table4lMoni toring information displayed on
Category | Monitoring Description
Information
DDoS Top destination IA Displays in real time top 10 protected IP addresses ranked accq
traffic addresses to traffic dropped by ADS in the last 30 seconds, letting users k
which IP addresses see the largwaffic or are most severel
attacked.
Toptargetedegions| Displays in real time top 10 protected regions ranked accordi
by traffic traffic dropped by ADS in the last 30 seconds, letting users K
which regions see the largest traffic or are nseserely attacked.
Protocol analysis Provides an overview of TCP, UDP, and ICMP traffic handled
ADS in the last 30 minutes as well as details about each type of ti
Traffic trend Displays the trends of traffic received, dropped, and forwalge
ADS in the last 30 minutes.
Attack traffic trend| Displays the trends of traffic destined for an IP address or regiof
by peak size has been received, dropped, and passed by ADS in the Ig
minutes.
Top destination IR Displays top 10 protected IP addressiesn object ranked accordin
addressesby peak| to traffic dropped by ADS in the last 30 seconds, letting users k
size which IP addresses of the object see the largest traffic or are
severely attacked.
Attack Top source| Displays in real time top 10 attack source countries/regions ra
events countriegregions according to attack traffic dropped by ADS in the last 30 secong
Attack traffictrend | Displays the trend of attack traffic handled by ADS in the las
minutes andraffic statistics of various attack types at each poin
time.
Top NTA alerts Displays in real time top 5 traffic alerts generated by NTA in the
30 seconds.
Top ongoing attacky Displays in real time top 10 ongoiragtackshandled by ADS in the
last 30 seconds.
Top 10 source IH Displays in real time top 10 source IP addresses ranked accord
addresses traffic dropped by ADS in the last 30 seconds.
Attack type | Displays in real time all attack types handled by ADS in the3@g
distribution seconds and the percentage of each type of attack traffic to th¢
attack traffic.
Devices Device monitoring | Displays in real time the status, CPU usage, and memory usg
NTA and ADS in the last 30 seconds.
Network Top NTA regions by| Displays traffic in the last 30 minutes received and transmitte
traffic traffic regions configured on NTA under monitoring of ADS M.
NTA traffic trend Displays trends of traffic in the last 30 minutes received
transmitted by NTA under monitoring of ADS M.

4.1.1Adding a Widget

Th@ver wiaggve can pr eswindtg:etthe f ol l owi ng
, Traffic Trend
Copy rEi (NlSR(FOCUS 58 V4.5R9
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Protocol Analysis

Top Destssnation |P
Topar gkhe gddoby Traffic
TraffibcyPdakndi ze

Top Destination I Ps by Peak Size
Top Sour c/eR&€piumng i es
Attarc&iTféend

Top NTA Al erts

Top Ongoing Attacks

Top 101 8surce

Attack Type Distribution
Device Monitoring

Top NTAsRgEmgafbomi c

NTA Traffic Trend

You cavw dggeeds required by performing the foll
Step 1 ChooseTraffic Monitoring > Overvi ew.
Step 2 Click Add Widget in the uppetright corner of the page.
Then a box appeétscionnterieg dpepfedro wnmou nt o ¢ ho«
widgetdi spODagr wimegteh e

Figure 41Ad di wigd ge t

as 3| = Tratfc Treng P Top Targeted Regions by Traffic &
a2 a pps v
Region Rx Traffic Dropped Traffic %
ons ¢ 2 4K K ——
ATTACK
4K
DEVICE rafic y Peak Sze
2K
HETWORK TRAFFIC .
T 15.40 1545 550 1555 15:00
& ® Croppes
Attack Tramc Trend Mo Top Ongoing Aftacks ::: ) Top Destination IPs B8
all a A~ i Al P
Attacked 1P Attack Type Duration Dropped Traffic + - GEO Destination 1P Rx Traffic Dropped Traffic %
6261105004 SYN Fiood 15m K — £381105 024 1K UK —
210851201 UDP Flood 18230 om 454 - - W 210851201 500 s - -
210851200 UDF Fiood 14230 tm 2 - - W 20851200 40 5 - -
TS 819110520 YN Fiood 1om w00 - - | mesyg 400 00 - -
£2.91.105.14 SYN Flood 1om 400 = - = omowosn 400 W00 = -—
16110815 YN Fiood 10m 00 - - B meIN56 400 00 - -
£19110515 SYN Fiood 10m w00 = - = B38110515 400 w00 = -
————« 819110517 S¥N Fiood 1om w00 - - B melwsy 400 w00 - -
15:35 15:40 1545 1550 555 6.00 £391105 11 SYN Flood 10m 400 = - = 839110512 400 400 - -
o UOPFlood  — Mamu Shsteay  SYN Pl - 829110512 SYN Fload 1om 100 - - m mawsn 200 0 - -—
Top Source Countries/Regions © L Top NTA Alerts «* [::: Device Montoring ¢ 0
Al & oS = Hame Status Uptime Resource Usage
Py * 5%
10.66.242. ® s 12
A " MEM s 5%
’ i ML10.66.253. ®
- d No dala D 1088202 . 20.4n 38m cPU 5%
& = [ System Status: CPU usage:15%, MEM usage:26% Authorization Status Authorized | @ 16:05 2024-12-20 CST

Step 3 Select a categonlpDOS TRAFFIC, ATTACK , DEVICE, or NETW ORK TRAFFIC )
from the left pane and then clicknadgetin the right pane.
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Then tvhied gypeprve ar ©Ov e n \plalyee . For exabpVe@Bidf vyo
Device Mormrisperitbgwil ye Mdiveidgepiemg s Hmreftthe up
corner, asgshewth in

Figure42Newi ddespl ayed

P ST = e N S T

Device Manitoring «* I Traffc Trend A 4 TopTarpsted Regions by Trafic [:::
Hame Status Uptime Resource Usage 2 ° pps + [
cPu B 5% o Region R Traffic Dropped Traffic =
1066242 ® 14 -
& 50 14m J— e 2 ax K ——
1085253 ®
3 cPum 5%
10.66.242. L1 2d 4h 400
= " " MEM "%
cpu B 5%
1066242 ® 19220
& 4220 30m MEM S— 57%
1085242 ® L t 15.40 5150 555 16.00 1605
T Do
Aftack Traffic Trend g Top Ongoing Attacks [ Top Destination IPs | oL
Al a pos v pos Al a [
Attacked 1P Attack Type Duration Dropped Traffic * % GEO  Destination IP Rx Traffic Dropped Traffic L
391105024 SYM Flosd 17m 4K - 2391105004 4K -
210851200 UDF Flaod 19230 2m 454 - - W 210881201 500 W - -
210.85.1.201 UDP Floed 1d 23h 2m 45 - - - 210.851.200 499 445 - -
10K 9110520 SYM Flood 12m 00 = - B nsise 10 0 - -
B39110514 S¥N Flood 12m E - = aasiosu 400 0 = -
B39L105.15 S¥N Flood 12m 9 - - = amsuesw 00 0 - -
B9 10518 SYN Flood 12m 9 - - B mesy 400 o - -
= 110517 SYN Flood 12m W = - B 839110513 400 0 = -
1 1555 - o 129110511 N Floca 12m w = - m omoumn 00 o= -
[T p— YN Flood D105 12 SYM Flosd 12m W = - B 29110511 10 0 - -
Top Seurce Counbries/Regions + Top NTAAlerls <" B 4 Device Monitoring «* 2 AR
Al B bps * bps Name Status. Uptime Resource Usage
1086242 o 5n 14m ceu %
MEM — 5%
’ . B1086253 -
o d No dala b 1068742 am. 20 an doem L 5%
& = [Syslem Status: CPU usage:18%, MEM usage:22% | Authorization Status:Authorized @ 16:07 2024-12:20 CST

- -E-n-d

4.1.2Replacing a Widget

You can widhddgmpgeea f orming the following steps

Step 1 On theOverview page click in the uppeteft corner of avidget for exampleTraffic
Trend.

Thenwit ekt ps, aa o usildogwi. ei nd
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Figure43Revewiseéget

NSFOCUS AB&rM(

Device Monitoring «* | 4 Traffic Trend M X Top Targeted Regions by Traffic B L
Name Status Uptime Resource Usage pps v
DDOS TRAFFIC (O Top Destination IPs
cPUE 5% Region Rx Traffic Dropped Traffic %
11066242 L 5h 16m MEM m— 5% (O Top Targeted Regions by Traffic w2 4K 4K —
2106625, o - ATTACK (O Protocol Analysis
@ Traffic Trend
[ 5%
10.66.242.... ) 2d 4h 42m e 7
2 =1 MEM s o DEVICE O Traffic Trend by Peak Size
(O Top Destination IPs by Peak Size
RL1066.242 ® ta2znaam SRV 5% e "
5T% NETWORK TRAFFIC
). 10.66.242 -
Attack Traffic Trend Ao Top Ongoing Altacks | 4 Top Destination IPs ::: 0%
Al 2 pps ¥ pps v Al & pps ~
20K Attacked IP AttackType  Duration  Dropped Traffic v % GEO  Destination IP RxTraffic  Dropped Traffic %
8391.105.0/24 SYN Flood 19m 4K 83.91.1050/24 4K 4K —
210.85.1.201 UDP Flood 1d 23h 4m 454 = - - 210851201 500 M7 = -
210.85.1.200 UDP Flood 1d 23n 4m 454 W - - 210851200 499 445 -
10K 8391.105.20 SYN Flood 14m 400 = - 839110516 400 400 m -
8391.10514 SYN Flood 14m 400 = - 839110520 400 400 ™ -
230110515 SYN Flood 14m 400 = - 830110518 400 0 = -
230110516 SYN Flood 14m 400 = - £3.01.105.17 400 0 = -
= 230110517 SYN Flood 14m 400 = - 83.91.105.14 400 40 = -
1540 1545 1550 1555 16:00 16:05 839110511 SYN Flood 14m 400 = - 83.91.105.19 400 400 = -
— UDRFlood  — Manual Strategy SYN Fiood 230110512 SYN Flood 14m 400 = - 83.91.105.13 400 400 = -
Top Source Countries/Regions ® 4L Top NTAAlerts ™ | 4 Device Monitoring * [=:: 0
All e bps ~ bps - Name Status. Uptime Resource Usage
1.10.66.242. e 5 16m cPu 5%
MEM m— 45%
’ 151066253
- |  "a Fw No data D 1066242 o, 4 ah A>m CcPU 1 5%

Step 2 Specify anothewidgetto display, for exampleNTA Traffic Trend underNETWORK

TRAFFIC , as shown irrigure 44,

Figure44Speci f yiwigdtgentodti hseprl ay

Device Monitoring ¢* m 4 NTA Traffic Trend A X Top Targeted Regions by Traffic ::: I
Name Status Uptime Resource Usage pps ~
DDOS TRAFFIC (O Top NTA Regions by Traffic
cPu I 5% - Region Rx Traffic Dropped Traffic %
B.1066.242. e 5h1sm MEM s 5% @ NTATraffic Trend xl2 4K 4K —
ATTACK
12,10.66.253. n
[T 5%
10.66.242. ® 2d 4h 44m
2 = MEM e DEVICE
JL10.66.242. ® 1azn3am  CPU " 5%
57%
12.10.66.242. offline o
Altack Traffic Trend ok Top Ongoing Altacks B L Top Destination IPs B
Al a pps v pps - Al a pps ¥
20K Attacked IP Attack Type  Duration  Dropped Traffic v % GEO  Destination IP RxTraffic  Dropped Traffic %
£83.01.105.024 SYN Flood 21m LK — 2301105 0/24 4K 4K ——
210851201 UDP Flood 1d23h7m 447 = - W 210851201 500 454 = -
210.85 1200 UDP Flood 1028MTm 447 = - B 210851200 480 453 m -
10K 230110520 SYN Flood 16m 400 = - 83.91.105.11 400 400 = -
£3.01.105.14 SYN Flood 16m 40 = - 230110512 100 400 = -
83.91.105.15 SYN Flood 16m 40 = - 239110516 400 400 = -
830110516 SYN Flood 16m 400 = - 830110514 00 00 = -
0 —I= 83.91.105.17 SYN Flood 16m 400 = - $3.91.105.20 400 400 = -
1545 1550 1533 1600 1605 1610 8301105 11 SYN Flood 16m 400 = - £3.91.105.18 400 400 m -
— UDPFiood  — Manual Strategy SYN Flood 8301105 12 SYN Flood 16m 400 = - 400 400 = -
Top Source Countries/Regions ® 4 Top NTAAlerts * m Device Monitoring ¢* :::
All a bps bps - Name Satus  Uptime Resource Usage
B1066.242 ® 5h 18m cPu i 5%
MEM m— 45%
n £,10.66.253. e
| 4 d No data D 1066242 B, 2 dh d4m cruUt 5%
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Then thevisdglppetaed, Fasgusiheowin i n

Figue45Newi ddes pl ayed

Device Monitoring «* =R NTA Trafic Trend o Top Targeted Regions by Traffic z:: IR
Name Status uptime Resource Usage All a bps pps
Region Rx Traffic Dropped Traffic %
CPU I 5%
111066242 ® 5h 17m W e 2 4K LK ——
B1066.253 @ The devic
1066242, om 54 4n 43m CPU ¥ 5% Nodata
MEM m— 9%
111066242 ® 1a2n3m  CFU! 5%
MEM m— 57%
1066242, @ The device is offiine or s
Rx ™
Attack Traffic Trend Aot Top Ongoing Attacks z: IR Top Destination IPs z:: IR
Al a pps v pps Al a pps
20K Attacked IP Attack Type  Duration Dropped Traffic * % GEO  Destination IP RxTraffic  Dropped Traffic %
83.91.105.024 SYN Flood 20m 4K — 8391.105.024 4K 4K —
210.85.1.200 UDP Flood 1d23n5m 454 = - B 210851201 500 447 = -
210.851.201 UDP Flood 1023n5m 453 = - B 210851200 500 447 = -
10K £39110520 SYN Flood 15m 400 = - 83.91.105.14 400 400 = -
£3.01.105.14 SYN Flood 15m 400 = - 8301.105.19 400 400 = -
8391.10515 SYN Flood 15m 400 = - 839110513 400 400 ™ -
8391.105.16 SYN Flood 15m 400 = - £3.91.105.17 400 400 m -
= 839110517 SYN Flood 15m 400 = - 23.01.105.15 400 400 = -
1540 1545 1550 1555 16:00 1605 839110511 SYN Flood 15m 400 = - 83.91.105.11 400 400 = -
— UDPFlood  — Manual Strategy SYN Flood 83.01.105.12 SYN Fleod 15m 400 = - 8391.105.12 400 400 = -
Top Source Countries/Regions ® L Top NTAAlerts & =:: Device Monitoring «* ::: R
All bt bps v bps v Name Status Uptime Resource Usage
R.1066.242 ) 5h17m cru 5%
MEM m— 45%
’ 21066253 @ The device is offine o
= = L4 “ No data D 1066 247 Bk 4 ah 43m cPu T 5%

- -E-n-d

4.1.3Deleting a Widget

You can del etwi dagng tupnenrefcoersnsianrgy t he f ol | owi ng
Step 1 On theOverview page click in the uppeteft corner of the unnecessamdget
Thenwit dhfpbt ps, aa ® usildogwHi. ei 4
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Figure 46 Re v e

= NSFOCUS NSFOCUS ABS MG

wisegget

Overview DDoS Traffic Monitoring NET Traffic Monitoring Altack Evenls >olicy-based Monitoring
Device Monitoring «" H L NTA Traffic Trend Ao X Top Targeled Regions by Traffic :::
Name Status Uptime Resource Usage pps v
DDOS TRAFFIC (O Top NTA Regions by Traffic
cPUT 55 - Region Rx Traffic Dropped Traffic %
1066242 L] 5h 18m MEM B (@ NTA Traffic Trend 2 4K AK  —
ATTACK
1.10.66.253. ® The device is offine o
CcPU ¥ 5%
10.66.242. L1 2d 4h 44m
L " MEM s 4% DEVICE
B.1066242. ® 1azn3am  CPUC 5%
MEM m—— 57 %
1.10.66.242. @ The device s offine or s
Altack Traffic Trend Aok Top Ongoing Attacks =R Top Destination IPs :::
All a pps v pps * All e pps ¥
20K Attacked IP AttackType ~ Duration  Dropped Traffic % GEO  Destination IP RxTraffic  Dropped Traffic %
83911050124 SYNFlood ~ 21m 4K — 2391105024 4K K ——
21085 1201 UDP Flood 1423 Tm 447 = - B 210851201 500 454 = -
210.85.1.200 UDP Flood 1423 7m 447 = - B 210851200 480 453 = -
10k 83.91.105.20 SYN Flood 16m 400 = - 39110511 400 400 = -
839110514 SYN Flood 16m 400 = - 8391.105.12 400 400 = -
839110515 SYN Flood 16m 400 = - 8301105 16 400 400 = -
839110516 SYN Flood 16m 400 = - 8391105 14 400 400 m -
R 839110517 SYN Flood 16m 400 = - £3.91.105.20 400 400 = -
15545 1550 1555 1600 1605 eI 839110511 SYN Flood 16m 400 = - 83.91.105.18 400 400 = -
— UDPFlood  — Manual Strategy YN Flood 83.91.105.12 SYN Flood 16m 40 = - 8301.105.17 400 400 = -
Top Source Countries/Regions ® L Top NTAAlerts * H L Device Monitoring «* :::
Al a bps v bps v Name Satus  Uptime Resource Usage
R.1066.242 o 5n 18m CPU I 5%
MEM m— 45%
’ B.10.66.253. @ The device is offine or s
- L 4 rw No data B 1066 242 o, cadnasm  CPUT 5%

Step 2

Click * in the uppetright corner of thavidget
Thenwitdhdeesappear s.
- -E-n-d

4.1.4Downloading a Report

You canviehgppcercti fic reports and then downl oad
drive. I n addition, you can explavitdgaen i nteg

The procedure is as foll ows:

On Ower wiaggeexport a rep

or
report of datwadgjiespl ayed

t ofi dgettandii apleagy a
on all

Cli“kn theighpecwirdchegsgt otfh',@ ocr@tC(k export
dat a wifdgetissn HTML or PDF report

cl My n theighpercorner of @r@atgce and the
downl oad all data displayed on this page

4.1.5Report Settings

A default report nadme diestiipreodv.i ded, which ca

Cl iRcekport iSettheggppecorner of the page. 1In
t ypreeme port alai®d€k and
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4.1.6Viewing the System Status Bar

The system status bhbhasatd maeabhet mdmeplhagrdet

stalfuisndiicates that the device works proper|l
usage), and sysfemuikemé, as shown in

Figure47System status bar

CPU

CcPU 13% )

Memory 12:50 13:00 310

Total Memory | 16.3G | Usage 20% R Traffi assed Traffic

IEIEe 448.0K | High Free 0 Rax traffic Tx traffic Dropped Traffic

Temp Data Partition

2 1% _Jvar 1% Top Region Attack Traffic B Attack Traffic A ok

Database Partition - -

Traffic 1% | Attack Event 1% bps All a bps

Log 1% - 0%

File Data Partition

Configuration 1% Data File 2%

Logs 2% - 0%
© = [ System Siatus: CPU load:13%, MEM Used:22% ] Authorization Status:Authorized = @ 13:15 2023-11-09 CST
Clicking system status information in the |
usage and temper@a$DbDir€@F caamd hetrbtoag e, t emper a
status, temporary datafpaeretidoatanpadat abasne
status information in the status bar again
ltems in red indicate that the specified th
3. 1Lo% al Performance Al ert

4.1.7Generating Sound Alerts

After sound alerting iwndknarbd edli,s glhey ss yan ear
as shbwoud awhen either of the following con

An attack al erits ogre nleirnakt esd abtyu sADaS.er t
A traffic alert is generated by NTA.

I n the box shown in this figure, you can pe

Cli*kto disable sound alerting.
Cli*ko close this box.
Clilgknboei gnore this new alert.

Figure48Sound al ert

o] ¥
ﬂ You have new alert
avents:
Aftack Alerts on I
ADS ELoLE

Forw htoo di sable souhdBakerticmg| i sge section
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4.1.8Viewing Traffic Trends

Theraffi wi dgéowadvs trends of ans afalnide ddrreocpep evde db,
in the I ast 30 minutes.

Data thirsefwi ealgleds every 30 seconds.

4.1.8.1Understanding Data in the Widget
I n TrhaefTf egdaph,

Theaxi s indicates time, spanning the | ast
Theaxi s indicates traffic:

i Traffic above 0: The yellow color indica
red color indicates dropped traffic.

i Traffic belowidiThd egr demgidolmart e traffi
through.

4.1.8.2Viewing Traffic at a Random Point of Time
Pointing to a Trrafddng rpigiémtd iisrmpltalyes t he speci

r ecetirveefdf anstnr d ft feidc, an,d adsr osphposwdi. tirnda f f i c
Figure49Det ai l ed traffic information at a specif
Traffic Trend b
.Iﬁ.ll Q l:II:'E

£

2024-12-2016:12:30
Ra: 799.4 M
Tx: 796.7 M
Dropped: 2.7 M

0

16:15 16:20 16:25

[=}]
(=]

16:00 16:05

Rx Tx Dropped

4.1.8.3Viewing Traffic of a Specified Object
By def dubfTfiegidaph presents trends of traffi

You can -tviimewv trreaaflfi c trends of a specified

AD®rotected group, or | Pv4/ |l Pve address.
Step 1 On the page shown in , type a character string and then piester.

The system displays all objects containing

Copy rEi (NlSR(FOCUS 65 V4.5R9
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Step 2 Select an object and preSster.
Trafficthe eqvplesc ioffi ed

NSFOCUS AB&rM(

objechi arlekr d4 spl ayed,

Figure 410Re#a i me traffic trends of a specified ob
Traffic Trend ha
jJ{|2 Q bps =
IM
ZM
1M
0
16:05 16:10 16:15 16:20 16:25 16:30
Rix Tx @ Oropped
- -E-n-d

4.1.8.4Switching the Traffic Unit
Th e

cornerTraff ftilwée dgendi spl ay

defaul thpsr 60 i cpapfsrsoenl gghtewmd r loipst-ri ght he

traff ikl oduartlea 4 n

5R9
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the traffic unit

Figure 411Swi t chi ng

Traffic Trend
jul2 Q,

IM

2 M

16:30

16:05 18:10 16:15 16:20 16:25

4.1.8.5Downloading a Report

Cl |'i'k| n theigphpercolrrmerf i oafi dtgheadl d t h',@ ocr@ck
to expor twiddagtgat aonf HThMLs oFro rP RiFe trae d4sr,t .slee s ect

Downl oading a Report

4.1.9Viewing Protocol -specific Traffic
overview of TCP, UD

ThRr ot oc ol wiAdpH tywiide s an
by ADS in the Il ast 30 minuttsafafsi avel | as de:

t hirse fwi elggleds every 30 seconds.

Dati a
4.1.9.1Understanding Data in the Widget

I n Rrhoet ocolgrAaamHb ysi s

Theaxi s indicates time, spanning the
Theaxyis indicates traffic. UDP, bTQ@R,, 4&nd hilt

bl ue, and purple respectively.

4.1.9.2Viewing Traffic of Different Protocols at a Random Point of Time
the tim

a Prraont dooccno | g cAmmmt ysi sphays
TCP traffiFc,guvamd 41 CMP traffic,

| ast

Pointing to
UDP traffic

V4. 5R9
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Figure 412Tr af fi ¢ of different protocols at a spe:¢
Protocol Analysis v
All 8 bps =
16
2024-12-20 16:22:30
« UDF: 403.5 M
TCP: 169.5 M
“oom & ICMP: 226.3 M
u
&
0
16205 16:10 16:15 16:20 16:25 16:30
& uor TCP @ ICMP
4.1.9.3Viewing Traffic of a Specified Object
By def ulbt ocohgerAaamH ypriessent s traffic of vari
coll ected from all ADS devices. You can spe
protected group, or | Pwdi me, |-gpet midider etsrsa ftfoi
Step 1 On the page shn in Figure 412, type a character string and then piester.
The system displays all objects chindwridniig
CopyfrEi QNIStFOCUS 68 V4. 5R9
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Figure413Sear ching for an object

NSFOCUS AB&rM(

Protocol Analysis
i Q
All
All
Regions
jxl2

Adsgroups

smp_36_celvexiafajiankongdianceshi

16:10 16:15 16:20 16:25

® uoP TCP @ icmP

Step 2 Select an object and preSster.

Traffic trends of the speciféeeded adbjFelmuwmni b

4-1 4
Figure 414Re4ali me traffic trends of a specified

Protocol Analysis .

jd2 Q bps

3 M

ZM

1M

0
16:10 16:15 16:20 16:25 16:30 16:35
& uoP TCP @ ICMP
- -E-n-d
V4. 5R9

CopyfrEi QNIStFOCUS 69

ob



—=

’i'-;-

4.1.9.4Switching the Display Mode

NSFOCUS NSFOCUS AB&rM(

By defaulstpecirfdtcoacalaffic data is p*esented
grap

and. otro di spl mg teaffic data in an
Figur®e 4

Figure 415Swi t ching the display mode

ar ea

Protocol Analysis oy

All 2 ek

1=

500 M

16:10 16:15 16:20 16:25 16:30 16:35

& uoF TCP & CcwmP

Il "I gulrE~ dppears nc.appeamwhi diemmed.

only in an area Jr aph.s 9fctoknn tyubrunssc t a s & ,

presented iapbotahdapier ebagiri as s

Therefor

hown

CopyfrEi QNIStFOCUS 70 V4.
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Figure 416Di spl ay of traffic data in an
Protocol Analysis ~ 91
All a i
1G

500 M

16:10 16:15 16:20 16:25 16:30

& uorP TCP & 1CcMP

@ uDP TCP @ ICMP

Clic*imagkes this icon di mmed

NSFOCUS AB&rM(

area grap

andi biuvdées 4t he
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Figure 417Di spl ay of traffic data in a pie chart
Protocol Analysis 9 L
All a bps =
@® uop TCP @ ICMP
4.1.9.5Viewing the Percentage of Prot ocol-specific Traffic
a random point in the pie chart

Pointing to
protsoxedi fic

Clicking in

traffic to the

this

ar ea

tot al traffic.

separ afiesultéghi 4 area f

Figure 418Ar ea representing traffic of a protocol
Protocol Analysis 9 +
All 9, bps =
UDP
proportion: 50.3%
& uoep TCP & icme
72 V4. 5R9
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4.1.9.6Switching the Traffic Unit

The defaul tbptsrYadu icpapis nsodarl d-dstewmd r loipst-ri ght he
cor nerPrmft otclod wiAcdhtpd tyksiisspl ay traffic data in |

4.1.9.7Downloading a Report

Cl iiki n th-eigphperoPrrnoetro coofl wiAkhepd ty sti hs',@ ocrl i ck

—

@to expor twiddagtean oHT MLhiosr PDF repor4..1 For de
Downl oading a Report

4.1.10Viewing Traffic of Top Destination IP Addresses

ThBop Dest swmiaddwommpllédPys in real time top 10 d
|l argest traffic dropped by ADS in the | ast
see the | argest traffic or are most severel)

Data thirsefwialgglteds eévyery 30 secon

4.1.10.1Understanding Data in the Widget

The | ist ranks top 10 destination | P addres
30 seconds.

GEO shows the national flag icons. Pointi
corresponding coulmngylr9masme, as show

Figure 419Di spl ay of the country name

Top Destination IPs B 4

All Q pps

GEO Destination IP Rx Traffic Dropped Traffic %o
83.91.105.0/24 4K 4K

ET 210.85.1.200 500 453

=] 210.85.1.201 499 453

-+ 83.91.105.15 400 400

- 83.91.105.11 400 400

4 83.91.105.16 400 400

B 83.91.105.20 400 400

-+ 83.91.105.18 400 400

- 83.91.105.17 400 400

== 400 400

DestinatisbbowmwsPdestination | P addrTersasfefsi.c C
Moniteombngage, where you can view more de
address. For 4dei adilesy ngeeosnecteihnemsi ve Tr a
a Speed .Object

Rx Tr:afsfhiocws t he value of traffic received
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Droppedf fshows the value o
red bar to the right of the traffic
bar indicates more traffic dropped.

%: shows the percentapgpatobffdroappeddtradf
traffic. When you point to a bar in this
bar, greéepgitdmddites and red indicates dro

f traffic d
\Y;

4.1.10.2Viewing Comprehensive Traffic Information of a Speci  fied Object

You can conveniently view comprehensive tr al
address and that of a specified object by p

Step 1 On the page shown iagure 419, click an IP address, for examp4,0.85.1.201

TheDoS TraffipaWMeni sodisgl ayed, with the |P
the search bBoxuz@s 4shown i n

Figure 420Tr af fi ¢ of a specific I P address

Regions  Display by region v el fine 15 Min 30 Min 1Hr RS nem o Al @ bps v
o GEO  Destination 1P RxTraffic  Dropped Traffic %
£3.01.105.024 22m 20N E—
1241 pps Y B 210851201 256K 229K = -
> AuloDefensesT... B 210851200 256K ﬁzg‘ = -
> FOSZONE 83.91.105.12 24K 24K = -
FOSNTATESTZ 4K pps £301.105.14 224K 24K = -
> FOGZONE 83.91.105.1 224K 224K m -
8301.105.11 24K 24K = -
FO8naZONE 2Kpps 83.91.105.19 224K 24K = -
f— 8301.105.16 24K 24K = -
83.01.105.20 =
NTA_F06_ZONE 0pps — 2K 24K -
> P
> heyan 2K pp: Protocol Analysis Y R
17:10 1712 1714 1716 1718 17:20 1722
Al g bps ~
HY
MY FILTERS:
Y
Summary  Object
™
O Legend Destination Object Real-Time Dropped Real Time Rx Max Dropped Total Dropped
O — 2 4K 4K 4K 36M o
Show abiects with no dropped traffic
. ® icws

Prev 1 Next

Step 2 Click in the search box.
The system displays all objects Fcontazinding
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Figure421Sear ching for objects

NSFOCUS AB&rM(

containing the current

Al
my Real Time )
~ o o o
¢ Default
210.85.1.201 Friday, December 20, 2024, 5:00:04 pm - Friday, December 20, 2024, 5:24:
Ipranges

210.85.1.024
(adsgroup: test1)

4Kpps
> FosZONE
FO6ntaZONE 2K pps
IPVGZONE

NTA_F08_ZONE

0pps

2Kpps

17:10 17:12 1718 176 1718 17:20

s L

Summary  Object

0 Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~
O 2 4K 4K 4K

Show objects with no dropped traffic

Prev 1 Next

K3 Top Destination IPs. 2z IR
Auto Reflesh Never v C' Ae bps ~
GEO  Destination IP ReTraffic  Dropped Traffic %
8391105024 22m -
-
L W 210851201 256K b -
W 210851200 256K pe = -
839110515 24K 2K m -
830110512 24K 24K = -
839110514 24K 2K = -
= 24K 24K = -
24K 24K = -
23.91.10 224K 24K = -
830110516 24K 2K = -
Protocol Analysis Y I
17:22 1724
Al g bps ~
2m
™
Total Dropped
36M 0
euwr 0T ®icwe

Step 3 Select an object and preSster.

P

Comprehensive tradgeci fiinddraonajte otn Fodg wdrihepd ay

22

Figure 422Vi ewi ng traffic information of a specified objec

= UECSIED

Devices - Display by device v 15 Min 30 Min 1Hr
= ON
HDE500 )
10.66.253 167 ) Fi Fi 2 4:44
10.66.242.221 )
106624278 YN
T festi A 1Kpps
A
210:85:1:100/120 500 pps
* stz
10.66.242.163 ® 0pps
1066242204 L)
10.66.242.95 o 500 pps
17:10 1712 178 1716 17:18 17:20

o Bw e me e e em b

Summary  Object

O Legend Destination Object Real-Time Dropped Real.Time Rx Max Dropped
O — 210851201 454 500 455
[P 210851200 52 499 453

Show obiects with no dropped traffic

Prev 1 MNext

¥ Top Destination IPs [::: NN

AutoRefiesh: Never v C 210851024 ¢ bps

pps

No data

Protocol Analysis -~ Y
1722 17:24
210851024 & bps

500 K
250K
Total Dropped
4057 K o
1710 1715 17:20
4045 K

® uor TP @ tcwe

- -E-n-d
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4.1.10.3Viewing Top Destination IP Addr esses of a Specified Object

By def dopbt 10t Peswi dgeesent® top 10 destinat
on data collected from all ADS devices. You

deviceproort eciSed group to view its top desti

traffic droppmidnutned heYdwmsdamB al so specify &

to view its traffic information in the | ast
Step 1 On the page shown Figure 422, type acharacter string and then pré&sger.

The system automatically displays al/l objec

i Algur®e 4

Figure423Sear ching for an object

Top Destination IPs B 4
g 2 pps
Al raffic Dropped Traffic %
All 4K
. 454
Adsdevices 453
10.66.242 195 400
10.66.250.19 400
10.66.242.95 400
400
Adsgroups 400
et ATonn A0 o 400
-+ 83.91.105.12 400 400

Step 2 Select an object and preSster.

Then destination

I P addresses associated wi
descending order of

traffic dropped by ADS |
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Figure424Top desti nataiscmcliRteddmwadsesa specified

Top Destination IPs B 4

10.66.242.1 4 pps

GEO Destination IP Rx Traffic Dropped Traffic %
83.91.105.0/24 4K 4K

4 83.91.105.13 400 400

- 83.91.105.17 400 400

-+ 83.91.105.14 400 400

4 83.91.105.19 400 400

- 83.91.105.15 400 400

4 83.91.105.11 400 400

-+ 83.91.105.16 400 400

-+ 83.91.105.20 400 400

4 83.91.105.12 400 400

- -E-nd
4.1.10.4Switching the Traffic Unit

The defaul tbptsrYacu icpapis nsodarl d-dstewm r loipst-ri ght he
cornerfTopf Dietsd swmiad g etndil Ppl ay traffic data in

4.1.10.5Downloading a R eport

Cliikin t hei gppec olrorpe rD ecsft simiaed g mth tIwa,@ click
or@to expor twiddagteat aonf HThMLs or PDF repdrit.4 Fo
Downl oading a Report

4.1.11Viewing Attack Traffic of Top  Targeted Regions

ThBop TaRggieds wydpe@#tsfeint¢s in real time tofy
|l argest traffic dropped by ADS in the | ast
the | argest traffic or are most severely at"

Data t hirsefwi ealgted sc oenvdesr.y 30 se
4.1.11.1Understanding Data in the Widget

The | ist ranks top 10 regions according to

Regionegion for which traffic is dropped
exampéetopelso S hTer af fng ablopiageri where you
details about traffic drisgudred4 for this r
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of a

Figure 425Tr af f i ¢

al.Time Dropped Rea

speci fic

NSFOCUS AB&rM(

region

Frotocal Analysis -

RxTraffsbows the value of traffic received
Dropped: Tehbtwscthe value of traffic

red bar to the right of the traffic

bar indicates more traffic dropped.

%: shows the percentage of forwarded
traffic. When you point to a bar in

bar, green indicarteeds ilrediidadtmas edrtappgdd ct ras
Figu2@ge tithe percpedttagefbfcdfop "test"”
Figure426Per cent age of dercapfpiecd rtergaifofni c f or

Top Targeted Regions by Traffic B 4+

pps ¥
Region Rx Traffic Dropped Traffic %
2 4K 4K s

4.1.11.2Switching the Traffic Unit

The
cornerTopf Tahget ed

def aul tbptsryacu icpapitsnsoal d-dstewmn rloipst-ri ght he
Revgidoges dbyg pTragf ftiraf fic
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4.1.11.3Downloading a Report

Cli“kn theighpecolrorperTaogfgettteal Revgidamsl bynehr a

cli@,;or@to expor twiddagtsat aonf HThMLs or PDF repor |
secti ®dmdnl oading a Report

4.1.12Viewing Traffic Trend s by Peak Size

ThBraffic Trenwi dge tPrlaky Sdigreafff iac stpree i f i ¢ | F
region in the | ast 30 minutes, including th
Figuzz®e 4

\‘ Thws dgeobvides traffic information o
Note cannot view global traffic informati

Data thirsefwi ealgleds every 30 seconds.

The method of viewsn@gpaeakaskze)yaféither same
traffic trends. 4Fwvi @dietnhai ITs.af§ee Seetiden

Figure 427Tr af fi ¢ Tr ewidd dbggt Peak Si ze

Traffic Trend by Peak Size A
57.31.: 2 bps
75 M
M

2024-12-24 10:51:30

Rx:5M
Tx: 0
0 ® Dropped: 5 M
10:35 10:40 S S 10:55 11:00
Rx Tx @ Dropped

4.1.13Viewing Top Destination IP Addresses by Peak Size

ThBop Destinati onwildRi®e slpy aBesak oPi ZleD destinat
object with the most traffic Hirgoytpgee ddeitn i nlge
usemsewkwhich I P addresses of the object rec:ce
attacked.
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\ Thws dgeobvides traffic information o
Not: cannot view global traffic i nddrdmetii

Data t hirsefwi elgleds every

3
The method of viewing top destin
of viewing top destinatio

Figure 428Top Destinati avn digks by Peak Si ze

Top Destination IPs by Peak Size B 4
57.31.241 2 bps
GEOQO Destination IP Rx Traffic Dropped Traffic %

- 57.31.24.1 5M AM

4.1.14Viewing Traffic of Top Source Countries /Regions

ThBop Sour céd Regwmtdgieesent s in real time top
countri es/hreediaomgse swi taht ttack traffic dropped

Data thirsefwi algleds every 30 seconds.

4.1.14.1Understanding Data Displayed in a Map

Top 10 soulrrcecgaicoerusnankesd on the | eft accordi
ADS, indicated with a color that shades fro
of theseéregaurpensiinedsi cated in a map with the s

Pointing ttoop hkO/ameegaindomf geas it s col or to gr ece
couhtegame and the volume of trRfdizce: d4¥ oppe

Copy rEi (NlSR(FOCUS 80 V4.5R9
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the volume of

Figure 429Di s pl ay of

® L

bps v

Top Source Countries/Regions

All Q

I' China:229.3 K
W United States w

W China

4.1.14.2Switching the Display Mode

traffic of top 10 source

attack traffic

countr

By defaul t,
c olrorpe rS oaufr cteR eCpiwaindagied £ hoo s e

® in ut phpeeirg h t
di splay mode (list or

Figure 430Swiitrcedh t he di splay mode

map)t3®®ri4dboth modes,

Top Source Countries/Regions

2. ®

All

E

W United States w e

B China

V4.

5R9
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I
) n a mapg,
b

Figure 431Di spl ay of

NSFOCUS AB&rM(

vIE® appears nc appeamwdhi diemmed.

Atfhtiesr Ecoounnctltuindnks c as e

i
a map andFiagud3dilst4 as shown in

t rapf faancd daatlai sith bot h

Top Source Countries/Regions 222]
All Q ® =
Il United States ‘/ #
I china
GEO Rx Traffic Dropped Traffic %
E=  United States 22M 22 M I—
B China 256 K e = -

Clic® magkes thi

a

s i con di mmed Rindu3hd dée s

Figure 432Di spl ay of traffic data only in a
Top Source Countries/Regions B 4
All a 2=z}

GEQ Rx Traffic Dropped Traffic %
E= United States 22M 22 M I
@ China 256 K 228 W -

4.1.14.3Viewing the List of Top Source Countries /Regions

ma

t he

i st

The | ist ranks top 10 countries according
GEO shows national flag icons/r®gbmBing
as shbwgulisa 4
CopyfrEi QNIStFOCUS 82 V4. 5R9
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RxTraffshows the trafficourndaoegihwetdpictoyh aAsDxS 3f(
seconds.

Dropped: TehbWwscthe traffic dmegmed hkey |ABS

seconds. The red bar to the right of the

l onger bar indicates more traffic dropped

%: shows the percentage of forwarded traf

traffic. Poi nctoilnugmnt odias pblaary si na tshpiesci fi ¢ pe

indicates |l egitimate traffic andudegddndi

the percentage Unfi tFerald mpeld Ot%.af fic for
Figure433Per cent age of dropped traffic of a sour

Top Source Countries/Regions B 4

Al Q bps

GEO Rx Traffic Dropped Traffic %

E=  United States 22M 22M

B China 256 K f(“g 100%

4.1.14.4Viewing Top Source Countries Associated with a Specified Object

By def dopt Souhed B@Qd wmnidrgieeesent s top 10 sourc

countegibeased on data collected from all ADS
region | P groupprhAbecdedi ge oamp,ADS | Pv4d or
10 sourcler egiaonkseide a cafofriddé ngyr apwped by all AD!:

30 seconds.

On the pagegshfowanftienr you type a chaalalcter s
objects containing the typed character stri

Copy rEi (NlSR(FOCUS 83 V4.5R9
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Figure434Sear ching for a specific object
Top Source Countries/Regions ==z @ A
j| = bps
All
Al
Regions
2 q
: Adsgroups '
smp_36_celvexiafajiankongdianceshi
test_cmj
GEO Rx Traffic Dropped Traffic %%
B United States 22M 22M
Aftecl youu a debwirdedde spd jaggycst t he traffic of to
associated with the object.
4.1.14.5Switching the Traffic Unit
The defaulitptsrYadu icpapis nsoarl e-dhtewm r loipst-ri ght he
cornerTopf Stohue c d Reguvmtdrigieda i spl ay traffic dat

4.1.14.6Downloading a Report

Cl iiki n th-eigpper olrorpe rSoaufr cteh eCo wn tdrgipdlesnt Re gi o |

cli@:or@to expor twiddagteat aonf HThMLs or PDF repor |

secti dmnl oading a Report
4.1.15Viewing Attack Traffic Trends
Thettack Tfremwfddig®ews t he graph of attack traff

in the |l astid3a0tminmnefweaghdatavery seconds.

4.1.15.1Understanding Data in the Widget
| n Athteac k TTregfdfaip h

30

Theaxi s

Theaxi s
i n

indicates time, spanning 30 minut e

indi catvasi ausatkptsaibfdiadataecdk hy acf
di fferent colors.
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4.1.15.2Viewing Traffic at a Specific Point of Time

Pointing

to a specific t

NSFOCUS AB&rM(

i me poin

t displays

poi nt .
Figure 435Tr af fi ¢ at a specific point of ti me
Attack Traffic Trend M b
All a pps
75K
5K . .
2024-12-20 18:55:30
# UDP Flood: 894
35K @ Manual Strategy: 1 K
' S¥N Flood: 5.7 K
0 J i
18:40 18:45 18:50 18:55 19:00 19:05
= UDP Flood — Manual Strategy 5%N Flood
4.1.15.3Viewing Attack Traffic of a Specified Object
By def ddvlttac ktTFegfdlaiphr presents attack traffi

devices.
| Pv4 or

You can specify

|l Pv6 address

t o

a reogioarctragigsmulpl

view its

Step 1 On the page shown iagure 435, type a character string.

The system displays

al

objects

attack

tra

containing

CopyfrEi QNIStFOCUS
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Figure436Sear ching for an object
Attack Traffic Trend A A
j 2 pps
All
Al
Regions
2
Adsgroups
smp_36_celvexiafajiankongdianceshi
test_cmj
B S B 18:55 19:00 19:05
— UDP Flood — Manual Strategy 5YN Flood
Step 2 Click a desired object.
Thwi ddesplays the attack traffic trend of ¢t
- -En d
4.1.15.4Switching the Traffic Unit
The defaul tbptsrYadu icpapis nsodrl d-dstewmd r loipst-ri ght he

cornerAtdfactkhTefreavfiddiget di spl ay traffic data in
4.1.15.5Downloading a Report

Cli—k n theigpbpecoAtntearc koTTraaiddfdige td t h ¥ c| i ck

or@to expor twiddagteat HoTfMLt hoirs PDF repor4..1 Flor d

Downl oading a Report

4.1.16Viewing Top Alerts Reported by NTA

ThBop NWRTAwitdgbows top 5

Data t hirsefwi elglrees every 30

traffic

al er t

seconds.

S repor
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Figure 437T o p

NSFOCUS AB&rM(

alerts reported by NTA

Top NTA Alerts ™ B 4

Destination IP Alert Level Alert Type Duration Traffic ¥

;'2'5'4 high S¥M Flood 17h 10min 38K
Clicu«ichigspl ays more detail sFabouu®& these aler
Figure 438Mor e detail s about alerts generated by

Top NTA Alerts

Destination IP

B L

Alert Level Alert Type Duration Traffic ¥

high SN Flood 17h 11min ELES

4.1.16.1Understanding Data in the Widget
ThBop NTAwAldgbtbsys top 5 alerts reported by |

foll owing information:
DestinatisbowksPthe attacked destination | P
device that reports this alert.

Al ert: Lelwews the al eHitgMeayv ailimprww hlihceh ad aemr tb e
is determined by the deviation of the act
thresholds vary with NTA devices, alert | ¢
di fferent deviations.

Al ert: Tsyylpeews ttly@eal evhi ch can be one of 't he

i DDo S

attiancdki cates that the alert is trigce

The type of the DDoS att 8¥K Fsoalbdso disp

i Region triaddiicatadertthatd bhkeabhertmal si hcb
outgoing region traffic.

i I P group trahflicanéerthat the alert is t
received or sent by an | P group.
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\ For details about alert | evels andne
Nots i n NSWFeOCUS NTA .User Guide

Poai Inetri tn gf rt ool

Dur ati®mows the duration of t he
the start ti

a specific duration displays
as shbwogudo 4

Figure 439St art ti me of an alert reported by NTA

Top NTA Alerts ™ B 4 Attack T
bos A
Destination IP Alert Level  Alert Type Duration Traffic ¥ 15 M
12.3.4 ! e i
= high SYN Flood 17h 1imind  Start Time - 2020-03-05 16:16:30
%

5M
]
5M

Traffsbows the traffic at the start ti me
descending order of | argest traffic detec
case, aftTemafydraiecdmciks di spl ayreed raanndk etdh e ni
ascending order of smallest traffic detec
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Figure 440Top al erts reported by NTA in terms of s

<

Top NTA Alerts .* =z
bps ¥
s s Alert =
Destination IP Alert Type Duration  Traffic 4
Level
52.10.4.57
mid bps Abnormal Zd 2.3h 0
10.245.2.206 44min
52.10.4.111
mid bps Abnormal 2423M ¢
10.245.2.206 44min
52.10.4.82
high SYN Flood 2d 2.3h 0
10.245.2.206 44min
52.10.4.23 ) )
high SYN Flood 3h35min 0
10.245.2.206
52.10.4 228
high SYNFloog 2923N
10.245.2.206 44min

4.1.16.2Switching the Traffic Unit

The defaul tbptsr¥acu icpapis nsodrl d-dstewmtr loipn -t hghtuppert
cornerTopf NiTRHevAldgmet sli spl ay traffic data in p

4.1.16.3Downloading a Report

Cl iiki n th-eigpperolrorpe rNTAfwAldlgeetis t h',@ ocrl i ¢k

— =

@to expor twiddagteat aonf HThMLs or PDF repbrt.4 For
Downl oading a Report

4.1.17Viewing Top Ongoing Attacks

ThBop Ongoi nwg dAytetbavsk ¢« opailO0aaehfgedngccording
traffic detected by all ADS devices in the

Data thirsefwi algleds every 30 seconds.
4.1.17.1Understanding Data in the Widget

ThBop Ongoi nvg dAgthtbavsk ¢« opatl ©aokgodngg to traf
by ADS in the |l ast 30 seconds. By default,6
dropped traffic

Attackedhibo®ws the attacked | P address. Cl i
detailed attack event i nformatiofi. bnlan2i
Vi ewing Attack Event.s Specific to an | P A«

Attack Bhmevs the specific attack type.

Durati ®mowsi amhef damathe ti me when an al ert
the data is refreshed. Pointing to a dura
address, Fasyugheown i n
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Figure 441St art ti me of an ongoing attack event

Top Ongoing Attacks B 4
pps =

Attacked IP Attack Type Duration Nreannod Traffie = %
83.91.105.0/24 SYN Flood 3h 20m4 Start Time : 2024-12-20 15:50:00 = mm
8.17.66.0/24 SYN Flood 35m TH — =
35.78.201 Manual 5... 24m 1K =
210.85.1.200 UDP Flood 2d 2h 6m 451 |
210.85.1.201 UDF Flood 2d 2h 6m 448 mm |
53.81.105.20 S¥N Flood 3h 15m 400 mm -
53.81.105.14 S¥N Flood 3h 15m 400 mm -
83.81.105.15 SY¥N Flood 3h 15m 400 mm -
83.81.105 16 SY¥N Flood 3h 15m 400 mm -
53.91.105.17 SYN Flood 3h 15m 400 mm -

Dropped: TBaf 8e€taul tat ttaocpk sll0i sotnegdoiinng de s cen
traffic dropped bY iADS. ilsn dtilsipd iyege ¢ dt 1

Tr afafnidc t hi s column shows the total maxi mu
the | ast 30 seconds. The red babrappedind
Traf fisiziecon is displayed and this col umn s
dr o pbpye dal | ADS devices in the | ast 30 seco
Figure 442Top ongoing attacks by total minimum dr
Top Ongoing Attacks B 4
pps =

Attacked IP Attack Type Duration Dropped Traffic %

S17.66.1 SYN Flood im 0 I

&17.66.:d SYN Flood im 0 ] |

8:17:66:e SYM Flood im 0 - [

&17.66:b SYN Flood im 0 - m

& 1766.C SYM Flood im 0 L m

&17.66.8 SYN Flood im 0 - [

817661 SYN Flood im 0 [ [

8.17.66.129 SYM Flood 41m 0 | [

817663 SYN Flood im 0 | |

&17.66.:8 SYN Flood im 0 [ [

%: shows the percentage of forwarded traf
traffic. Pointing to a bar aget hia aobamn
indicates legitimate traffic and red indi
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4.1.17.2Viewing Attack Events Specific to an IP Address
vi ew Ttorpa fOfnigm i avig deigiettlalR Kk«

Yo
by

u

can

convenient
perfor mi ngptshe

Iy
(0]

fol

ow

i ng st

Step 1 On the page shown Figure 441, click an IP address, for examp.78.20.1

Thett ack pRygent s
Febtdxras

bo

X

Figure 443At t ac k

Regions  Display by region v

1211

v

AutoDefensesT...

v

FOSZONE

FOSNTATESTZ...

v

FOSZONE
FOBMaZONE.
IPVBZONE

NTA_F06_ZONE

MY FILTERS:

Attack Traffic Trer

Real Time -
i

6K pps

4Kpps

2K pps

Opps

NET Traffic Monitoring

nd

in the

traf

Attack Events

fic

targeti

30 Min 1Hr

ng

Auto Refresh: 30 seconds v C'

an

pps v

19:04

0 e ww o aes O

19:06

Altack Types  Altack Events

Destination IP
83.91.105.00...
$.17.66.0/24
8:17:66:/120

=3578.20.1

m210.85.1.200
m210.85.1.201
2283.91.105.20

2283.91.105.17

Port

80

20

80

80

99

99

80

20

Attack Type
SYN Flood
SYN Flood
SYN Flood
Manual Strategy
UDP Flood
UDP Flood
SYN Flood

SYN Flood

19:08 19:10

Start Time

24/12/20 15:50:00

24/12120 18:35:00

24/12/20 19:16.00

24/12/20 18:46:00

24/12/18 17:04:30

24112118 17:04:30

24/12/20 15:55:00

24/12120 15:55:00

End Time
Ongoing
Ongoing
Ongoing
Ongoing
Ongoing
Ongoing
Ongoing

Ongoing

1912 1914

Real-Time Dropped
4K

11K

12K

1K

448

445

400

400

19:16

Max Dropped-

1918

Total Dropped
49.9M

45M
340.1K

am

813M
813M

49M

49m

di splayed, with the
shown in

| P address

+

Top 10 Source IPs

Al &

No data

Top Source Countries/Regions

Al @

Attack Type Distribution

Al @

la

I P

[
[«

Step 2 Click in the search box.

Th

e

system di spl ays

al |

objects cont ai
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Figure 444Sear c hi ng efsosr

oabn

NSFOCUS AB&rM(

elch addr

Altack Traffic Trend &,
All
nv
Al " EooTe 15 Min 30 Min THr Auto Reffesh 30 seconds v C
‘ Default
3578.20.1 pps ¥
b
| Regions
heyan
| Ipranges 6Kpps
35.78.20.1 (group:
excpetgroup)
- ko
NTA_F05_ZONE
I PWD
2Kpps
MY FILTERS: 0 pps
19:04 19:06 19:08 19:10 1912 1914 1916 1918

Altack Types  Aftack Events

Destination IP Port Attack Type
8391.1050... 80 SYN Flood
8.17.66.0124 80 ‘SYN Flood
8:17.66../120 80 ‘SYN Flood

=3578.20.1 80 Manual Strategy
m210.851.200 99 UDP Flood
m210.85.1.201 99 UDP Flood
1=8391.10520 80 SYN Flood
=839110517 80 SYN Flood

Start Time

2412120 15:50.00

2412120 18:35:00

24/12/20 19:16:00

2412120 18:46:00

2411218 17:04:30

2411218 17:0430

24112120 15:55:00

2412120 15:55:00

End Time
Ongeing
Ongaing
Ongaing
Ongeing
Ongaing
Ongaing
Ongeing

Ongeing

Real-Time Dropped
4K

11K

12K

1K

443

446

400

400

T F

Max Dropped

4K

3K

3K

454

400

400

Total Dropped
499 M

46M

340.1K

2M

813M

813M

Top 10 Source IPs z:

Al @ [
No data

Top Source Countries/Regions ® L

Al & bps ¥

Attack Type Distribution 2L

Al @ bps ~

a

Step 3 Select the desired IP address object and then ress.

The

Figure 445At t ac k

attack

event i

event

nf or mat

nf or mat

on

of

an | P

on

addr ess

6f guhies 41 P

o [e—
i

Regions. Display by region 15 Min 30 Min 1Hr
NTA_FO6_ZONE
PWD
hayon
insane_test 1K pps
w2

999.5 pps
mailtest
testC621 999.5 pps
testo621sips
testNTAdispaich 999.3 pps
zone01

999 pps
WY FILTERS: 995 8 pps
19:06 19:08 19:10

Aftack Types  Altack Events

Destination IP Port
=35.78.20.1 20

Prev 1 Next

Attack Type

Manual Strategy

Start Time
24112120 18:46:00

19

End Time

Ongoing

12 1914

Real-Time Dropped
1K

19:16

Max Dropped~
1K

2

Aulo Refresh: 30 seconds v C

1918

Total Dropped
2M

Top 10 Source IPs EB
heyan & pps ¥
No data
Top Source Countries/Regions ®
heyan & bps ¥
Attack Type Distribution 2
heyan & bps v

[«
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4.1.17.3Switching the Traffic Unit

NSFOCUS AB&rM(

The defaul tbptsryadu icpapis nsoard d-dstewm r loipst-ri ght he

cornerTopf Onlge i wg dAytettadd kssp | ay

4.1.17.4Downloading a Report

traffic data

L
N

Cl iiki n th-eigphperc olrompe rOnogfoitrWQedﬁgtatdadI«s,@ click

or@to expor twiddagteat aonf HThMLs or PDF repdrit.4 Fo
Report

Downl oadi

ng

a

4.1.18Viewing Top 10 Source IP Addresses

ThBop 10

dropped by ADS

SwudgboWwPstop

i n

Data t hirsefwi elgteds

4.1.18.1Understanding Data in the Widget

t he |

every

10 source

| P
ast 30 seconds.

30 seconds.

addr es s e

Pointi

by

The table ranks top 10 source APS aiddrtlhe elsa:
seconds.
GEO shows the national flag icons.
showhi i n4 G
Figure 446Di s pltahye afountry name
Top 10 Source IPs B 4
All 9, bps
GEO  Source IP Rx Traffic Dropped Traffic %
® 11413 157.9K >
g 1 157.9K >
. 1114 1578 K ke
B 1112 1576 K o7
B United States [46.249 17 17
c 165.252.186.252 17 17
= 165252 230252 17 17
c 165.251.144 251 17 17
e 165.251.236.249 17 17
SourceshPws source | P addresses.
Rx Tr:afsfhioows t he total traffic received
Copy rEi (NlSR(FOCUS 93 V4.5R9
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Dropped: Tehbfwect he tot al maxi mum traffic
|l ast 30 secondcse. rTigehtr eod hkaehre ttaaffic valu
value. A longer bar indicates more traffi
%: shows the percentage of forwarded traf:
traffic. Pointing to a fhiac per dcdntsage®.| ulmm
indicates |l egitimate traffic anduiegedindi
t he per centtargaef foifc dfroorpplexd: 1: 9: : 5 i s 100 %.

Figure 447Per cent age of dropped traffic of a sour

Top 10 Source IPs B 4
All Q bps
GEO  Source IP Rx Traffic Dropped Traffic %

g 1113 1579 K ::5?'9

[+ IR RE 1579 K :(5?'9
= 1114 1578 K ::5?'8

B 1112 1576 K e

= 165.251.146.249 17 17

= 165.252.186.252 17 17

- 165.252.230.252 17 17

- 165.251.144.251 17 17

4.1.18.2Viewing Traffic of a Specific Object
By def dopt 10t SwudgeesPats top 10 source | P

collected from alpea@aDfSy devi eg@isonyYouegaaonsl!| P
AD®rotected group to view its top source |P
in the |l ast 30 minutes. You can also speci f)

informataostn 30 mihreutles.
Step 1 On the page shown iagure 447, type a character string and then piester.
The system displays akthaohgpéeetsstonhgining

Copy rEi (NlSR(FOCUS 94 V4.5R9
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Figure448Sear ching for an object

Top 10 Source |Ps B 4
g a bps =
All
C Dropped Traffic %
All 158 K s g
157.0
Regions K .
157.7 I
AutoDefensesTEST K -
FOGNTATESTZONE
FOGZONE
FOGntaZOME

Step 2 Select an object and preSster.

Then source | P addresses associated with t
traffic handled by ADS in the |l ast 30 minu

Figure 449Tr af fi c of t ops €l svuacieatlePd awdidirle a spec

Top 10 Source IPs B 4
excpetgrou % bps *
GEO Source IP Rx Traffic Dropped Traffic %
g 1.1.1.3 158 K 158 K D
]
| # | 1.1.1.1 1570 K :(5?-9 -
]
[ 1.1.1.4 157.T K ::5_"'-? -
]
=] 1.1.1.2 1575 K :{5?-5 -
- -E-n-d
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4.1.18.3Switching the Traffic Unit

The defaul tbptsrYadu icpapis nsodarl d-dstewmd r loipst-ri ght he
cornerTopf l10OhesSwudget dPsplay traffic data in

4.1.18.4Downloading a Report

Cliikin th-eigppecoTrorperlOofSwt'uhjegadlPhu@ ocrl i ¢k
@to expor twiddagteat aonf HThMLs or PDF repdrlt .4 For
Downl oading a Report

4.1.19Viewing Attack Type Distribution

Thettack TypewDdgbkbiwbut henpercentage of traf
the total traffic detected by ADS in the | a

Each attack type is shiownt hinrseafwridalgjhéeesr eenvt e rcyo
seconds.

4.1.19.1Viewing the Percentage of Traffic of an Attack Type

Pointing to the area of a specific attack t
type to the totFalgukafdfi c, as shown in

Figure 450Per cent age of traffic of an attack type

Attack Type Distribution Q9 L

All Q pps v

B A

UDP Flood
proportion: 6.6%

HTTPS Flood NTP Amplification

TCP Fragment @® ICMP Flood

SSDP Amplification @® Memcache Amplification
UDP Flood @® LAND Flood

Manual Strategy Chargen Amplification
ICMP Fragment @ DNS Query Flood
Amplification @® SNMP Amplification

020009 o

UDP Fragment & DNS Amplification
ACK Flood TCP Misuse SIP Flood
@ HTTP Flood SYN Flood

CopyfrEi QNIStFOCUS 96 V4. 5R9
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Clicking in this area separaffiesuitihi s area f

Figure451Separating the area of an attack type f

Attack Type Distribution Q9 L

All Q pps v

A

UDP Flood
proportion: 6.6%

HTTPS Flood NTP Amplification

TCP Fragment @ ICMP Flood

SSDP Amplification @ Memcache Amplification
UDP Flood @® LAND Flood

Manual Strategy Chargen Amplification
ICMP Fragment @ DNS Query Flood
Amplification @® SNMP Amplification

UDP Fragment © DNS Amplification

ACK Flood TCP Misuse SIP Flood
HTTP Flood SYN Flood

® 90000 o

4.1.19.2Viewing Attack Type Distribution of a Specified Object

By def &dtttackt igpegbaphrpbaskeonhsttaekdi gpeshb
based on data collectred €taeomspkti APSadeegc e
devi cep,r cAXXted group, or | Pv4d or | Pve addre

the | ast 30 minutes.

Step 1 On the page shown ingure 450, type a character string.
The system dicoprtagitneiartdy peldj ebtas achiegrusset rdi ng

CopyfrEi QNIStFOCUS 97 V4. 5R9
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Figure452Sear ching for an object
Attack Type Distribution P L
| Q pps -
All
All
Regions
dengming
gdProvince
safin
Groups
admin (Region: dengming)
S T ira Fibua MNOE ATPICEuun
@ TCP Fragment ® ICMP Flood
SSDP Amplification @ Memcache Amplification
® UDPFlood @ LAND Flood
Manual Strategy Chargen Amplification
® ICMP Fragment @ DNS Query Flood
o Amglification @® SNMP Amplification
© UDP Fragment DNS Amplification
ACK Flood TCP Misuse SIP Flood
@ HTTP Flood SYN Flood
Step 2 Select an object and preSster.
Then the attack type distribution of a
CopyfrEi QNIStFOCUS 98 V4. 5R9
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a specified

Figure 453At t acdki dtympiebuti on of
Attack Type Distribution o L
wanglidou  Q Pps

@ UDP Flood
- -E-n-d

4.1.19.3Switching the Traffic Unit
The

cornerAtdfactkheTypewDdgetdbsaspl an

4.1.19.4Downloading a Report

Cli%un

object

L

dat a

def aul tbptsrMaofu icpapis nsbel d-dstewmd r loipst-ri ght he
traffic

theighpecoAtntearc ko fTytplreewDdgb tli bhenoal i ¢

@or@to expor twiddagteat aonf HThMLs or PDF report

secti Mmwnl oadi ng

4.1.20Viewing Device Monitoring Information

Theevi ce
ADS devices

Dat a

Mavih idig@biws g t he

and

t hirse fwi edlggheds every

a Report

detailed
NTA devi cesFiiqnubtéhed | ast

30

seconds.

V4.

monitor

5R9

CopyfrEi QNIStFOCUS
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Figure454Devi ce moni toring information
Device Monitoring  * B 4
Name Status Uptime Resource Usage
1. 10.66.242.__ e 2dsh22m  CFU S 2%

MEM mmm 45 %
Jp10.66.253.. . @ The device is offine or shut do

]

1066242 B &d 5h 33m CPU 2%

MEM 45 %
1066242 £ 31m CPU 5%

MEN mmm 25 %
Jp10.66.242. . @ The device is offine or shut do

Clicu«"chigsplays more details about gtuhhé& moni t c

T Dovea Wontormn =
Name Status Uptime. Resource Usage
E - - cry - 5%
L0ss2e 205m22 o e
1086253
FRLLES om S05n 33m ﬁ:; - f:;
B1066242 o 3m R = iyl
VEW e— 5%
L0680
RHFA2000 -
R 10.86.250. o 3028m CPy = 5%
VEN — s
cry - 5%
L8500 - 5050 26m
VEW m————— e
PRLTEE - 74200 37m o = %
R0 - Sa6n 10m oy = o
—
e ° sainim i e——— e
R086202 - 202n20m - e
—
proman - 2azmstm o= ol
B cry - 5%
085 262 - m
& ons MEM — un
B85
WUl
Hanothers -

4.1.20.1Understanding Data in the Widget

ThBevice Maonidgdmoiwsg detailed monitoring info
ADS devices and NTA devices.
Name shows the name of an NTA or ADS devic
St ait ushows whether the device is online.
i When the device iscdarMisedasngl pyeder|ly c
i When the deVheediesi ofeffl i mei,ordisshpltayeodvni
StaCObuarrmngis displ ayed

If the time of an online devi feisis not s
di splayed.
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e | of @idsevdiicﬂqoilirastyieaitgomto tdie
ays the license information.

O
(¢
=}
(72)
D

I f
di

t h
spl

Figure456L i cense expiration reminder

Device Monitoring ™ B 4
Name Status Uptime Resource Usage
I 1066242 .. 8 2d 5h 33m CPU ¥ 5%

MEN . 46 %
I 1066.253.. . @ The device is offline or shut do
B 10.66.242.. . SN 5d 5h 44m CPU ¥ 5%

MEN s 45 %

The license will expire in 3 days.

B 10.66.242.. . =] —zrT P 2 5%

MEN s 25 %
B 10.66.242.. . @ The device is offline or shut do
Uptimsehows how I ong the system has been r
availabl e oenvliycefsoor online d
Resource dJsawe the CPU/ memory wusage. Such
online devices.

I f the CPU or memory usage exceeds 80%, t

You ca¥ tbiskwitch to the f uHilg usrcer eden mode,

Figure 457Devi ce moni toring information in full s
= Device Momitorng =

Name. Status. Uptime Resource Usage

L1085242 ® 2050 34m — e

Lwes2z w 5450 45 - f:;

1065242 ® aam s':‘ - ;:;

whsioms

110.66.250 ® W4m o - :;:

R HDS500 ) sd8n41m zh - :7‘;

1085253 ® 7020 49m - ool

. e — e

Loseaez e 5480 20m e — B

L1066202 e 2420 32m o ol

R1065242 ) 2423 3m ;‘3‘- :;*‘

1085202 @ sa8n 16m _—— o

M1066253

WFUE2

You caBadhkiclkturnwiaddiebel mgr mald e .
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4.1.20.2Downloading a Report

Cl iiki n theigphperobenveirc eo fMatmhickig @ i i m@',@ orl i ¢k

l‘%to expor twiddagteat aonf HThMLs or PDF repdrlt .4 For
Downl oading a Report

4.1.21Viewing Traffic of Top NTA Regions

ThBop NTA Regi owmsdpleye sTernatfsf iicn real time top
|l argest network traffic in the |l ast 30 seco
regions receive or transmit the | argest net

Data thirsefwi edlggleds every 30 seconds.

4.1.21.1Understanding Data in the Widget

The | ist ranks NTA's top 10 regions accordi
seconds.
Reg negion that receives or trand&@®BTts tr

i one
Traffic Mari tpeaargieng whwirew ymar &€ details abo
ffic,  Faguiséhodwn i n

Figure 458Tr af fi ¢ of a specific region

insane_test

mmmmmmm

LLLLL Destination Object Real Time Rx Real Time Tx Max Rx Max Tx

Rx traffic recei3WedelcyonNTSA i n the | ast
Tx traffic transmitted by NTA in the | ast

4.1.21.2Switching the Traffic Unit

The defaul tbptsr¥adu icpapis nsodr d-dtewm r loipst-ri ght he
cornerTopf NtTHWe Re gi owm sd gheyt dTlirsapflfaiyc t raf fic dat a
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4.1.21.3Downloading a Report

NSFOCUS AB&rM(

Cli*kin thei gppecolrorpe INTAf Rtelge owi sd gheyd Tirhaefnf i ¢
c | i@;or@to ex por twiddagteat aonf HThMLs or PDF

sectli dn

4.1.22Viewing Trends of Traffic on NTA

ThETAr afTrieovd d g
mi nutes by NTA

BRobws trends of traffic

Data thirsefwi elglreds every 30 seconds.

4.1.22.1Understanding Data in the Widget

I n NThAe Tr af fgirca pThr,e nd
Theaxi s indicates time, spanning t
Theaxi s indicates traffic:
i The yell ow area represents the total
i The greeseatsatheprnetal traffic

4.1.22.2Viewing Traffic at a Random Point of Time

repor:

recei v
under monitoring of ADS M.

he

| ast

tra

transmit

Pointing to a NTaAn domaf pgiricanpThr ednidstphleays t he spe
incoming traffic, outgoing Riraudsifd% c4 and dro
Figure 459Det ai l ed traffic information at a speci:
NTA Traffic Trend .
All Q bps
300 M
200 M
100 M 2024-12-24 11:17:00
Rx: 192 M
Tx: 0
0
11:00 11:05 11:10 11:15 11:20 11:25
Rx Tx
4.1.22.3Viewing Traffic of a Specified Object
of traff

By def &0dWAtraftfhegaphepdesents trends
moni t or i ntgi noef tArDaSf fM.c Ytorue rcds

nal | P group, and NTA device.

devices under
region, regio

Step 1 On the page shown in

, type a character string and then piester.
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The system

Figure 460Sear chi ng

NSFOCUS AB&rM(

di splays all objects

for an object

NTA Traffic Trend

inter Q

All

All

Ntaregions

Groups

Regions

InternetZone@3 17 CBED4EF

InternetGroup {Region: InternetZone)

11:20 11:25 11:30

Rx Tx

Step 2 Select an object and preSster.

Traffic tre

Figure 461Re-&a i me

nds of the specHifgivgide odbj ect ar

traffic trends of a specified

NTA Traffic Trend

InternetZon &

300 M

200 M

100 M

11:05

b

bps

11:10 11:15 11:20 11:25 11:30

Rx Tx

- -E-n-d
4.1.22.4Switching the Traffic Unit

The
cor ne hNeTHTr af f

def aul tbptsr¥acu icpapisnsbal d-dstewnmn rloipst-ri ght he

i wi dgendi splay traffic data i
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4.1.22.5Downloading a Report
Cli*kin thei gbhpecoNTe ITr aff fviiilcdegTerde ntdh '@ orl i ¢k

@to expor twiddagtsat aonf HThMLs or PDF r epdrl. For

4.2 DDoS Traffic M onitoring

\ ADS M presents attack traffic based
Note

Underraf fic Monitoring >, Dbo& deamnaf fibcaMohbt br

Vi ew-trienel and historical attack traffic tr
regional I P groppotADSedegiroep, ADE | P add
Vi ew oi dged

Configure filters.

| P addresses under the default protection g
protected groups. To view Rtaddrke sg,afyfdw n eae

expressly indicate the I P address before th
Attack traffic i-nfmematabhi cnchudematrieah an
information. By default, é&tytaelki omaffic inf

4.2.1Viewing Real -Time Attack Traffic Information

To vidagwmeealttack traffic information, foll o
Step 1 ChooseTraffic Monitoring > DDoS Traffic Monitoring .

Red4ali me attack traffic informationTofafé&llk ob
TreAdAdp Dest san8aRrnomtnodd wiAdapdty si s

I n -temé mode, trends of traffic in the | ast
cl i3é&& pd rdHo view the attack traffic trend of

Copy rEi (NlSR(FOCUS 105 V4.5R9
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Figure 462At t ac k

w—-NSFOCUS

tra

ffic

i nfor mat

i on

NSFOCUS AB&rM(

of

AD 1 admin | ENGLISH ~ | @ Aboul| X Logout
s L
i Region  Device Management  System
DDoS Traffic Monitoring NET Traffic Monitoring Altack Events
Traffic Trend &, Top Destination IPs
Regions  Display by v ca . 3
isplay by region “':'g":‘“ 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C| Al bps v
O GEO Destination IP RxTraffic  Dropped Traffic %
£.17.66.0024 14M 1AM e—
= pes v 631.3 mm—
3578.201
> AutoDefensesT... = 3K =
+ roszone 2 B 84766177 14K 144K -
B 21766198 144K 144K -
FOSNTATESTZ.. 4K pps = 8.17.66.158 143K 143K1 -
> F06ZONE B 81766192 143K 143K -
8.1766.105
FO6ntaZONE =] 143K 143K -
2Kpps B 81766112 13K 143K1 -
IPVEZONE == 2.17.66.126 142K 142K -
NTA_F06_ZONE 1 0pps ES  8.47.66.113 142K 142K! -
» PWD
2Kpps Protocol Analysis 9
17:02 17:04 17:06 17:08 17:10 172 17:14 1716
Al g bps v
MALERS T we e sl -
2M
Summary  Object
™
) Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~ Total Dropped
O — heyan 999 959 959 8986 K 0
17:05 17:10 715
Show objects with no dropped trafiic
® uwe TP @ cwe
Prev 1 Next

Tabl2zdedcri besDRo & aBr afff itpdaggMo.ni t or i ng

Table4d2LayoutDDw® Trheffigadeni toring

No. Description
1 List of objects
2 Traffic trend

3 Widgets

On theDDoS Traffic Monitoring page, thebject tab page ranks regions in descending
order of traffic dropped by ADS.

Table43Re&a i me attadbpateaméif Ob$ & mébrs three e

Parameter Description

Shows various shades of blue from dark to light, indicatwegtotal dropped
traffic. A darker blue indicates more traffic dropped.

Legend

Destination Object Indicates the traffic monitoring object.

RealTime Dropped Indicates traffic (in bps or pps) dropped by ADS for the object.

RealTime Rx Indicates traffic (irfbps or pps) received by the object in real time.

Indicates the maximum traffic (in bps or pps) dropped by ADS for the o

Max Dropped

CopyfrEi QNIStFOCUS 106 V4. 5R9
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Parameter

Description

in the statistical period.

Total Dropped

Indicates the total traffic (in bits) dropped by ADS for the object in
statistical period. The traffic unit is bit.

Step 2 On theObject tab page shown iRigure 462, select one or more objects to view traffic
dropped by AL for them. Seéeigure 463,

Figure 463Re-&a i me

traffic trend graph of a specifi

Traffic Trend
15 Min

&

30 Min Auto Refresh: 30 seconds v C

Real Time
= ON

pps »

2024-12-23 17:15:00

4 Kpps
op Rx: 3.1K
@ Dropped: 3.1 K
2 K pps Tx: 0
0 pps
2 Kpps
1706 17.08 17:10 1712 17:14 17:16 1718
Summary  Object
[ Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped -~ Total Dropped
(= heyan 993 993 999 B98TK
Show objects with no dropped trafiic
By default, only the obj eaedtseplvaiyteld.t raf fi c

Step 3 Click Show objects with no droppedraffic to displayobjectswith traffic dropped by ADS
and objects with no traffic dropped.

ClicHKi dg

objects

wi thi dhes dojpepetds twiatf i i cto t

CopyfrEi QNIStFOCUS
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4 K pps

2 K pps

0 pps

2 K pps

[ Legend

Hide obijects with no dropped traffic

Time

Figure 464Re-&a i me

NSFOCUS AB&rM(

attachphraffiaatcl tobnecgs

15 Min

Auto Refresh: 30 seconds v C'

17:06 17:08

Summary  Object

Destination Object

heyan
FO5Z0NE

FOGZONE

tesiCB21sips

testC621
FOSNTATESTZONE

insane test

NTA F06 ZOME
X2

hayon

@
=1
=]

2 2o o 2 o o o 2 o
o o o 2o 2o 2o o o o

Point to a random point in the traffic trend graph to displaydta traffic receivedpased,
and dropped by AD&t a specific point of time for specified objects, as showgnre 465.
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Figure 465D Do S

w—-NSFOCUS

attack

traffi

C

i nfor

ma t

NSFOCUS AB&rM(

on at a

DDoS Traffic Monitoring

Regions  Display by region ¥

21

v

AutoDefensesT.

v

FISZONE

FOBNTATESTZ..

v

FO6ZONE
FOGntaZONE
IPVEZONE

NTA_F06_ZONE

MY FILTERS: Save Filter

Traffic Trend

15 Min 30 Min

1Hr

Real Time
= ON

Summary  Object

O Legend Destination Object
O — heyan 998

Show objects with no dropned traffic

Prev 1 Next

&= [System Stalus: CPU usage:21%, MEM usage:23% ]

Real-Time Dropped

Real-Time Rx

298

Report Settings
Top Destination IPs
AuoRefiesh: Never v C Al & bps
pps v
No data
Frotocol Analysis -y
17:18 17:20
Al g bps
M
ZM
™
Max Dropped- Total Dropped
= 8687 K o
17:10 17:15 17:20
euwr TP @ W
Status:Authorized | @ 17:23 2024-12-23 CST

X 0min | ENGLIGH > & About | X [ogout

speci fic

Step 5 Below the attack traffic trend graph, dr@ to view afiner-granularitytraffic trend.

Figure 466F n@ranul ari ty

traffi

c i

nf or mat i

on

Traffic Trend

Real Time:
= ON

15 Min

30 Min

4 K pps

2 Kpps

0 pps

2 K pps

Auto Refresh

Never

&

v C

pps ¥

Step 6 Click a link of a region or IP group in tliZestination Objectcolumn.

Traffi
Tredadp

C

nf or mat

ion of

De st isaaRlri otho d dPI.

I P
Anal ysi s

addr es s eTsr afnf

itch e
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Figure 467Tr af f i ¢ i

DDoS Traffic Monitoring

NTA_F08_ZONE

P PwD

I D A

tesiCE21
testCE21sips

testNTAdispaich

zone01

MY FILTERS:

[m)

Traffic Trend

Regions  Display by region v Real Time
= ON

mmmmm

O Legend

w—-NSFOCUS

NET Traffic Monitoring

15 Min 30 Min

nfor mat.

1Hr

1710 1702 1714

Destination Object

‘expetgroup 998

Show objects with no dropped traffic

Real-Time Dropped

1716 17:18

Real-Time Rx

998

17:20

Max Dropped~

999

a

17:22

NSFOCUS AB&rM(

speci fic

17:24

Total Dropped
8986 K

Top Destination IPs
heyan &

GEO Destination IP
B 3578201

Protocol Analysis

heyan &

750K

500K

250K

0
17:10

region

RxTraffic  Dropped Traffic %
6312 S—
6312K K

17:20

P @ cmP

Step 7 On the page shown ingure 462, click Summary.

The
t he

Clicking the bar or textn theLegendcolumn hides or displays the corresponding traffic in
the attack traffic trend graph. By default, all three types of traffic are displayed. A dimmed
legend indicates that this type of traffs hidden.

average
stati

and

stical

tot al

ar

period.

e

Table 44 describes parameters on ®emmarytab page.

di splayed

far

Table44Re-& i me t rigpfafriacmettr&unsdamam pt pa g e
Parameter Description
Legend Legends for dropped traffic, passed traffic, and received traffic.
Avg Average traffic dropped, passed, or received. The traffic unit is bps or pps.
Total Total traffic dropped, passed, or received. The traffic unit is bit.

Figure 468Su mmar gtaibme attack traffi monitor.i
Summary  Object
Legend Avg Total
== Dropped 967 9206 K
Tx 1] 0
Rx 967 9206 K

Step 8 Type an IP address in the seabetn inthe left pane showhigure 462,

Then
bel ongs

t he

traffienmohitlhei mggi oo or nawhi ch
appears.
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Figure469Sear ching for information associated wi:

. All u

in

All

Default
81766172

*  FO5ZOMNE
FOBNTATESTZ...

*  FO6ZOME
FOBntaZONE
IPVGZONE
NTA_F0&_ZONE

= PWD

™ heyan iy

Step 9 Click an IP address in the list.

Thenwitdsgeedoncerning thiTsr afPf iacladpreddreses t 6 matl iuan
anRlrot ocol, Aamrael ydsiisspl ayed.

- -En d

4.2.2Viewing Region -specific Traffic Information

On the pagegsthmwal iicnki ng a region in the | ef
information of the region and of all I P gro
view histotriimelt dafdfaindspgdfe na sel ected region
region, or | P addr essheyamx cexpdxfplaar,mt.p2o0. I1c a n
view traffic inf3dr M8t i2®n 1lof | P address
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Figure 470DDo S Tr aff i c ng page

NSFOCUS AB&rM(

= T 3T 2

Top Destination IPs

Regions  Display by region v ca i
isplay by region R:' E'"“e 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C' BN &
vBzUNE
NTA_F06_ZONE . B
PWD pps ¥
> 2222
heyan A No dala
Y o
1K pps
3578204
¥ excpetgroup A
A 500 pps
3578:20:1
* heyan
0 ps Protocol Analysis
» hucluster 17:18 17:20 17:22 17:24 17:26 17:28 17:30
3578201 &
MY FILTERS: ['] 750K
5
500 K
Summary  Object
250K
O Legend Destination Object Real-Time Dropped Real-Time Rx Max Droppeds Total Dropped
O — 3578201 0 0 999 5035 K 0
17:20
Show objsels with no dropped trafic
® uwr Tce

Prev 1 Next

4.2.3Viewing Device -specific Traffic Information

On t he pa@gegst» wio u ncba s psl ehlye gbiye m
in the |l eft pane and -thme atteck
devi cep,r cAEEted group, and specif
Vi ew hi st otriimeal atathaek deridagrddifc a s
protected group, and | P address
10.66.rd42vew traffhcsidéwowrmatio

Figure 471Devispeci fic traffic information

17:25

® icuP

17:30

t-hewm r loips t

ardewi

i €
el

n

cei n

| P addr e

ected ADS
under a
of

pro

Top Destination IPs

Devices  Display by device v ea .
isplay by device “:' g'.:‘e 15 Min 30 Min THI Auto Refresh: 30 seconds v C' 106624295 &
» smp 2 SMP_1...
> smp_36_celvexi.. ay, December 23, 2024, 5:20:25 pm - ay, December 23, 2024, 5:35:25 e
> smp_3_SMP_1...
>
smp_40_celvexi... No data
> smp_4_smp_185
Podest 1Kpps
10.66.242.221 e
10.66.242.75 o 500 pos
10.66.242.163 e
10.66.242.204 ol
® opp Protocol Analysis
17:22 17:24 17:26 17:28 17:30 17:32 17:34
106624295 &
MY FILTERS: ] 750K
5 17:30
500K
Summary  Object
250K
O Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped~ Total Dropped
O — 11 0 0 EE] 204K o
17:25
Show obiecls with no dropped irafiic
® uop Tcp

Prev 1 Next

17:30

® icwe
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4.2.4Viewing Object -specific Traffic Information
By def duhbffigh@apéandi spl ays

region | P grouf,, c AR tckdayv igoreo,upADSr

Step 1 On the page shown iAgure 462, type a character string and then piester.

The system displays

Figure472Sear chi ng

. All u

e

All

Groups

FORGROUP_10
(Region: FO5Z0ME)

FOGGroup_10
(Region: FOGZ0ME)

defense10 (Region:
AutoDefensesTEST)

Adsdevices
10.66.242 22
[ 10.66.253.223
Y 10.66.242.165
10.66.242 195
10.66.242 222

Adsgroups
qi0

smp_10_aet
smp_2_SMP_140_10

Step 2 Select an object to be queried, suci@$6.242.204and then predsnter.

Traffic information

for

CopyfrEi QNIStFOCUS
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traffic

attack
monitored by ADS M-t iWweu addmcki dw atffe cr dalend

addr es

obfechg. containing

traffic monitoring

selected object
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Figure 473Tr af fi ¢ information of a specified object
E Traffic Trend & Top Destination IPs B L
Devices  Display by device v — —_— 9w Ao Refresh: 30 soconds v C' 10.66.242204 & bps ~

> smp_3_SMP_1._

> smp_40_celvex...

> smp_4_smp_185 5K pps
P otest

10.66.242.221 L] 25Kpps
10.66.24275 )

10.66.242.163 L] 0pps

25K pps Protocol Analysis -~
17:24 17:26 17:28 17:30 17:32 17:34 17:36

No data

10.66.242.95

10.66.242204 & bps +

L - ] ou

Summary  Object

O Legend Destination Object Real-Time Dropped Real-Time Rx Max Dropped- Total Dropped

No data 0

Show objects vith no dropped traffic

- -E-n-d

4.2.5Viewing Traffic Information of an IP Address in the Default
Protection Group

| P addresses under the default protection g
protected groups. To view traffic informati
indicateeddhebdfPoraeldirhe system displays such

Step 1 On the page shown ingure 462, type an IP address (such&4%7.66.12%and then press
Enter.

The system displays all objects containing t

Figure 474Sear ching for a traffic monitoring obje

All

|nV

All

Default
8.17.66.124

= AutoDefensesT. ..

Step 2 Select the object to be queried and then fEessr.
Attack traffic information of this | P addre:

- -E-n-d
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4.2.6Viewing Historical Attack  Traffic Trends

To view historical attack traffic trends, follow these steps:

Step 1 On the page shown ifigure 462, click ON for Real Time in theTraffi c Trend area to
disable the regime mode and enable the historical mode.

Clic@GEMmEeal elnamnel est itnhee moedael agai n.

I n historical mode, wittdgewi tth ¢ dé sipdtamp nidi P
dat a.

By defaualck, trieemdatgtr aph di splays tbayfic dat
Weeklont hbustdinspl ays attack traffic trend gr .
a custom period.

Figure 475Hi st ori caliohjt¢ack traffic

DDoS Traffic Monitoring NET Traffic Monitoring

e Traffc Trend Top Destination IFs &
Regions i i
o Displey by region i iy 3 Hours Day Week Month Custom AuoRefies: Never v C M & bps v
@ GEO Destination IP Total{Dropped bits) ~ Max  Avg ™
817 66.124(Def. B 3578201 616G 632K 5627 K
. pps ¥ 839110520 239.8M 2242K 222K
121 8391.105.18 2398Mm 2242K 222K
AutoDefensesT. 83.91.105.16 230.8M 242K 22K
Foszone 320110514 2398M 242K 22K
sy $3.91.105.15 2398M 2242K 222K
FOGNTATESTZ... pps 830110517 2398 M 282K 22K
FO6ZONE 83.91.105.13 2398M 2242K 222K
F06naZONE 83.91.105.11 2398 M 2242K 222K
0 pps 839110512 2398 M 2242K 222K
IPVEZONE.
NTA_F06_ZONE
PWD 5 K pps. Protocol Analysis P I
15.00 15:30 16:00 16:30 17:00 17:30
Al @ bps +
RS G L 12 S o
am
Summary  Object
M
O Legend Destination Object Max Droppeds Avg Dropped Traffic Total Dropped Max Rx Traffic Total Rx Traffic
O — 2 1K 295 a3m 4K 43m )
15:00 16:00 17:00
Show eblecs with no dropped trafic
® uoP TCP @ icvp
Prev 1 Next

The object list shows region nanmaasd detailed traffic information in descending order of
dropped traffic volume.

Table45Hi st ori cal dapwbaaketeakfioon then®bjects ta

Parameter Description

Legend Shows various shades of blue from dark to light, indicating the total ditg
traffic. A darker blue indicates more traffic dropped.

Destination Object Indicates the traffic monitoring object.

Max Dropped Indicates the maximum traffic (in bps or pps) dropped by ADS for the obije
the statistical period.
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Parameter Description
Avg Dropped Indicatesthe average traffic (in bps or pps) dropped by ADS for the object i
statistical period.
Total Dropped Indicates the total traffic (in bits) dropped by ADS for the object in the statis
period.
Max Rx Indicates the maximum traffic (in bps or ppsceived by ADS for the object i
the statistical period.
Total Rx Indicates the total traffic (in bits) received by ADS for the object in the statis
period.
Step 2 On the page shown in , click Summary.
The summary dfr atfie chitgtemmrdi galaph i s di spl aye
dropped, forwarded, and received traffic in
Cl i ckei nbgart horL etgeegnbd umnt hedes or displays thi
attack traffic trend graph. By default, all
indicates that this type of traffAyedis not

- -E-n-d

4.2.7Switching the Traffic Unit

By default, traffic is expressed in bps in the attack traffic trend graph. On the page shown in
, you can seleqips from the dropdown list in the upperight corner of the
Traffic Trend widgetto display traffic data in pps.

4.2.8Refreshing the Traffic Trend Graph

By default, the attack tffic trend graph automatically refreshes every 30 seconds in real time
mode. On the page shownfFit , you can seledtlever from theAuto Refreshdrop
down list in the upperight corner of thd@raffic Trend widget In this case, the attack traffic

trend graph can be refreshed only by click <.

By default, the attack traffic trend graph does not automatically refresh in historical mode. On
the page shown iR , you can seledgvery 5 min from theAuto Refreshdrop-

down list in the upperight corner of th@raffic Trend widget. In this case, the attack traffic
trend graph will refresh every 5 minutes.

4.2.9Downloading a Traffic Trend Report

On t he pa@geqgst»d wio u nci__hncthel'{gppecorner and

@or@to export the current data of the att
report. Fdr Ddodvndiolasd,i nsgeea Report

4.2.10Managing Filters

Filters are providedt Heirr usenmsertm, dsed itnleato bt
monitored objects more conveniently. After |
I i st You can click a filter to view traffi
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Any queriedsohjeegspnsuchkhgaon -grPotge otugpd ArDESL
| P address can be AKlamiBe fgacwletth ods ba fciolntfe rg.urk

You can configure multiple filters.
4.2.10.1Configuring a Filter
To configure astfeggdg:er, follow these

Step 1 On the page shown ingure 462, select an object from the left pane, sucheasnand then
click Save Filter.

Figure476Addi ng a fil ter

Regions  Display by region v
FOSMTATESTZ...
*  FO6ZOME
FOgntaZ ONE
IPvBZOMNE
MTA_F0E_ZONE
> PWD
o ey
*  hgyon
» insane_test
2

mailtest

MY FILTERS:

Step 2 Type théefilter name.

By default, the object name is displayed as
type a new one.

Step 3 Click andclick OK in the dialog box that appears.

Step 4 Click heyanin the filter list to view its traffic information.
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Figure 477Vi ewi ng

FOSZONE
FOBntaZONE
IPYSZONE
NTA_F06_ZONE

PWD

MY FILTERS: Gl

heyan

4.2.10.2Deleting a Filter
To del

NSFOCUS AB&rM(

Regions  Display by region ¥ Real Time B
= ON "
FOBNTATESTZ. .

+ Top Destination IPs ||
The Auto Refresh: 30 sccondsw © " & bps
pps v
No data
1 Kpps
500 pps
0 pps Protocol Analysis T
17:30 17:35 17:40 17:45
heyan & bps
. 750 K
17:30 17:40

500 K
Summary  Object

250K
O Legend Destination Object Real.Time Dropped Real-Time Rx Max Dropped s Total Dropped
O — ‘excpetgroup 0 999 3839K )

17:20 17:30 17:40
Show objects with no dropped fraffic
@ uoP TCP @ icnvP

Prev 1 Next

- -E-n-d

a

fil

ter,

foll ow

Step 1 On the page shown ingure 477, point to a filter name

The

.:a)pnpears.

Figure 478Del et i ng a

MY FILTERS:

heyan

Save Filter

il ter

Step 2 Click . and therOK in the dialog box that appears.

—End

4.2.11Managing Widgets

By deToaplDest saraRtriodad cloM wisdsg ear e
Monitor.i

ng

these steps:

di sTprl aafyfeidc un

DDoS, Taaf $kh @wiilgsinmit or i ng
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Awi dget h t #d nidd crawtheesn tthhaet sel ected object ar

change, the object windlgsttlatdsan geawiadgati didn @l
without “tihrediiccaotnes t he opposite.

You cavn dggcekds requi r ed. For wholmseete add.dlf i edi t
Overview
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Figure 479De f avi ldggeadn t he DDOS Attack Traffic Monit

Top Destination IPs B 4
All & bps =
GEOQ Destination IP Rx Traffic Dropped Traffic %
8.17.66.0/24 15M 1.5 M D gy
S 8.17.66.175 158K 158K m
B 8.17.66.129 157K 157K m
S B.17.66.181 157K 157K m
S 8.17.66.174 157K 18T KI m
S B8.17.66.133 155K 155K |
S BA7.66.177 155K 155K m
S 8.17.66.180 156K 155K m
S B8.17.66.194 155K 155K |
S B.17.66.124 154 K 154K m
Protocol Analysis o D L
All & bps =
2 M
1M
0
13:45 13:50 13:55
@® uoP TCP @ 1ICMP

4.3 Network Traffi ¢ Monitoring
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\ ADS M presents network traffic basec
Note

Underraf fic Monitoring > NBTu Togarn fdao dvko nfidlolrad
Vi ew-trien®#l and historical network traffic t
regional I P group, NTA devi ce, or | P addr e
Vi ew oi dged
Configure filters.

| P addresses under the default protection g
view network traffic informati oyn sopfe csiucyh tahne

address before the system displays its info
Net work traffic i-tnif oe manafofni ¢ nicd fuadrematriean ar
informati on. By default, network traffic in

4.3.1Viewing Real -Time Ne twork Traffic Information

To vidgwmeealet work traffic information, foll
Step 1 ChooseTraffic Monitoring > NET Traffic Monitoring

By def atuilme, nreetawor k traffic information of a
incl Ndit worfkf iTo &NTANdr af i doPr eNAMTAA Regi ons by
wi dg,etas Bhownk if

I n temé mode, the netwoentk 15r anfi niud etsr e sd dii 13 p!
can 2%0i diinrHo view the network traffic trend

Figure 480Net wor k traffic information of all objects

= il - AT s
[ Real Time - Al Q -

300 M
[

hrall 2 bps ¥

AutoDefensesT...

200M

FOSZONE
200 M bps 100 M

FOBNTATESTZ...
FO6ZONE 150 M bps

FOBntaZONE 3
100 M bps 13:40 13:50 14:00
IPVBZONE

InternetZone 1 50 M bps
NTA_F06_ZONE
0 bps Top NTA Regions by Traffic B 4
PWO 1348 13:50 13:52 13554 13:56 13:58 14:00

bps ¥

I ] Region Rxv ™
MY FILTERS: Save Filter 13:50 L3 00 InternetZon. 192M 0
Summary  Object 3

O Legend Destination Object Real-Time Rx Real-Time Tx Max Rx+ Max Tx

[ InternetZone 192 M o 192M 0

Show objects with no dropped traffic

Prev 1 Next
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Tablededcr i

Tabled6LayoutDD@w® Trheffigadeni toring

NSFOCUS AB&rM(

besNBHWTeatf o€ Nmmiet.ori ng

No. Description

1 List of objects
2 Traffic trend
3 Widgets

On theNET Traffic Monitoring page, thebject list ranks regions in descending order of

reattime network traffic detected.

Table47Re4al me

net wofnpataméf ©b$ & mwe g e

Parameter

Description

Legend

Shows various shades of blue from dark to light, indicativeytotal dropped

traffic. A darker blue indicates more traffic dropped.

Destination Object

Indicates the traffic monitoring object.

statistical riod.

RealTime Rx Indicates traffic (in bps or pps) received by the object in real time.

RealTime Tx Indicates traffic (ifbps or pps) transmitted by the object in real time.

Max Rx Indicates the maximum traffic (in bps or pps) received by the object i
statistical period.

Max Tx Indicates the maximum traffic (in bps or pps) transmitted by the object i

Step 2 On theObject tab page shown iR

reattime network traffic.

By def atuh ¢

,omjnd gyt s with traffi

Step 3 Click Show objects with no dropped trafficto show all objects. See

Clicking Hid e objects with no dropped trafficdisplays only objects with traffic dropped by

ADS, but hides objects with no traffic dropped.

C

dropped

, select one or more objects to view its or their
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Figure 481 R

el me

net wor Kk

NSFOCUS AB&rM(

traffic trend graph of a

Summary  Object

) Legend
[
O
[
[
O
[
o

(]
(]
(]

Destination Object
Internet7one
PWD

EF05Z0NE

FO6Z0ONE

testC621sips

testC621

FOSNTATESTZONE

insane test
NTA FO8 ZONE

2

Hide objects with no dropped traffic

Real-Time Rx

192 M

0
0

Real-Time Tx Max Rx~ Max Tx

0 192 M 0

(=]
oo 9 29 9 29 9 9 9
=

Step 4 Point to a random point in the network traffic trend graph to view the incoming traffic,
outgoing traffic, and dropped traffic at the specific point of time, as well atimeatraffic
dropped for the specified object. Segure 482.

Figure 482Net wor k

traffic information at a speci f

200 M bps

150 M bps

100 M bps

50 M bps

0 bps

Network Traffic Trend

Real Time "
1 5 Mln

30 Min

1Hr

2024-12-24 13:54:00
Rx: 192 M

Tx: 0

13:50

' 13:50

13:52

13:54 13:56

13:55

R

Auto Refresh: 30 seconds v C

bps =

13:58 14:00 14:02

14:00 '

Step 5 Below the network traffic trend graph, drﬂlﬂ to view a finergranularity network traffic

trend.
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Figure 483F i mearan unleatrwiotryk traffic i nformation

R

Network Traffic Trend

R?ET 15 Min 30 Min 1 Hr Auto Refresh: 30 seconds v C'

bps

200 M bps

150 M bps

100 M bps

50 M bps

0 bps

Clicking the bar or text in theegendcolumn hides or displays this type of traffic in the
traffic trend graph. By default, all types of traffic are displayed. A dimmed color indicates that
this type of traffic is not displage Otherwise, the traffic is displayed.

describes parameters on temmary tab page.

Table48Red& i me networfpataméf Soummaeabpdipage

Parameter | Description
Legend Colors representing transmitted and received traffic
Avg Average traffic transmitted and received by the object
Total Total traffic transmitted and received by the object

- -E-n-d

4.3.2Viewing Device -specific Network Traffic Information

I'n the | eNET pamef foif cptaVigen,i D iog p ety v.ibglehen al |
devices and regions and regional BP groups
i ndi

®indicates that this device is online. You
group I

wi dg.etFor exat@2lent sredeaticZbera@net wor k traffi
0 r'd

r
[
f Qitem nétZmher@nde iscei spl ayedguvasts shown
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13:52 13:54 13:56 13:58 14:00
13:50 m 13:55 14:00 m
Step 6 On the page shown in , click Summary.
The average and total trafdtiiccalecpe rvktad aarde

)

cates that t i me zoef@ itrhd isc alteevs cteh d ts tnhpits sc

under an NTAt ideesiared thi svticerwi dals metawor

c



-

w—=NSFOCUS NSFOCUS AB&rM(

Figure 484Devspeci fic network traffic information

(oo o [— [ — L

Devices  Display by device v 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v & 2 a bps +
10.66.243.143 L) 00
621145 LYY bps ~
nta60 @ Z00M
nta-10.66.243.90 L)
. ® 200 M bps 100 M
10.66.243.41 L) 150 M bps
¥ nta-92 LYY 0
— 100 M bps 13:40 13:50 14:00
test33@8TADS.. 50 M bps e E
T A
IntemetGroup@. . A 0bps Top NTA Regions by Traffic B3
13:54 13:36 13:58 14:00 14:02 14:04 14:06 14:08
bps »
s g s T

Summary  Object

) Legend Destination Object Real-Time Rx Real-Time Tx Max Rx~ Max Tx

O — InterneiGroup@AAAFEE3BBT 191.4M o 192 M 0

Show obiects with no dropped traffic

Prev_1 Next

4.3.3Viewing Region -specific Network Traffic Information

I'n the | eNET pamef foif cptaVigen,iDicog p lerag g.ibdgre n al |
regions and | P groups and | P addresses in t|
an | P group, or an-timeadddebhsstorvicaw neswbp!
wi dg.etFor exbmpéeendbvBeberettawdbi k it nformati on
I nternet doamse |l ayedgu@as sghown in

Figure 485Re gispreci fi ¢ network traffic information

(oo o [E—— F— L
Regions i i
a Display by region v R‘f“ E'.'.'e 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C' Al a bps
IPVEZONE 300M
A bps -
InternetGroup A 200M
NTA_FO06_ZONE
PWD 200 M bps 100 M
heyan
150 M bps
hgyon ]
13:40 13:50 14:00
insane_test 100 M bps 5
Rx T
jxi2
S0 M bps
mailtest
tesi33 0 bps Top NTA Regions by Traffic =z
13:56 13:58 14:00 14:02 14:04 14:06 14:08
bps ¥
MY FILTERS: . . . Region Rx v Tx
1558 1400 1405 InternetZon 1914 M []

Summary  Object

O Legend Destination Object Real-Time Rx Real-Time Tx Max Rx+ Max Tx

) InternetGroup 1914M 0 192M 0

Show objects with no dropped traffic

Prev 1 Next
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4.3.4Viewing IP Group -specific Network Traffic Information
Step 1 In the left pane of thBIET Traffic Monitoring page, seledDisplay by device
Step 2 From the device list displayed, select an IP group under an NTA device.

Thentiemal network traffic informatilbinguowfetdhi
8 6

Figure 4861 P g meaii fi c network traffic information

(oo o [EN—— — .
Devices i ice ¥
Display by device Real Tine 15 Min 30 Min 1Hr Auto Refresh 30 seconds v C' Al 2 bps ~
10.66.243.143 L] s00M
cB21145 LYY bps v
ntago L 200 M
nta-10.56.243.90 )
et ® 200 M bps 100 M
10.66.243.41 L] 150 M bps
nta-92 oh o
13:50 14:00 14110
test1224@1989.. 100 M bps
Rx T
test33@8TAD3...
50 M bps
¥ IntemetZone@a . A
A 0bps Top NTA Regions by Trafic m 4
14:00 14:02 14:04 14:06 12:08 14:10 12:12
bps v
MY FILTERS: Save Filter n . o Region Rx v Tx
14:00 1405 110 InternetZon. - 192M 0
Summary  Object
[ Legend Destination Object Real-Time Rx Real-Time Tx Max Rxw Max Tx
O — InternetGroup@AAAFEEIBBT 192 M 0 192 M 0
Show objects with no dropped traffic
Prev 1 Next

- -E-n-d

4.3.5Viewing Object -specific Network Traffic Information

By def Netwdr&heéi grapéndi splays network traf
devices monitored by ADS M. You can specify
or NTA dveiveiw eit,ti sheor &It wor k traffic trends.

Step 1 In the left pane, type a character string and then pretss.
The system displays all objects chingwliimihg

CopyfrEi QNIStFOCUS 126 V4. 5R9



NSFOCUS

Figure487Sear chi ng

All

=
Al ©
Ntaregions
InternetZone@&17C2EDN b

Groups

InternetGroup
(Fegion:
Internetfone)

insane_test_group

(Region:

insane_test) ﬂ
subdomain (Region:

heyan)

Regions

2

IPvEZONE

InternetZone

insane_test
mailtest
testCE21sips

Mtaipgroups
InternetGroup@AAAFEE

Step 2 Select an object to be queried, suclnésrnetZone, and then pregsnter.
of Ftimerd &eldect ed

Net work traffic
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Figure 4880b j-epéci fic network traffic information
E Network Traffic Trend & NTA Traffic Trend ha b
Regions  Display by region v 15 Min 30 Min 1Hr AutoRefresh: 30 seconds v & A 2 bps ~
IPVGZOME 300 M
A e+
NTA_F06_ZONE 200M
PWD
heyan 200 M bps 100 M
hayon 150 M bps
insane_test 0
w2 100 M Bps 1350 14:00 1410
Rx T
mailtest —
test33
testCe21 0 bps Top NTA Regions by Trafiic ::: N2
14:02 14:04 14:06 14:08 14:10 1412 1414
bps ~
MY FILTERS: o ’ . /] Region Rx v Tx
14:08 1410 1 Internetzon... 192m 0

Summary  Object

O Legend Destination Object Real -Time Rx Real-Time Tx Max Rxv Max Tx

) — IntemetGroup 192 M 0 192 M 0

Show objects with no dropped traffic

Prev 1 Next

- -E-n-d

4.3.6Vie wing Historical Network Traffic Trends

Step 1

To view historical network traffic trends, follow these steps:

On theNET Traffic Monitoring page, clickON for Real Time in theNetwork Traffic
Trend area to disable the retitne mode and enable the historical mode. [Sgere 489.

Clic@GEMmEReal elnarel est itnhee moedael agai n.

In historical mode, bothwi 4 ewietttw ¢ ke < iptadf i
hi storical dat a.
By default, the network traffic trend graph

CliclkdiwWgeklont h®us tdoins pl aeytswotrhke tnr af fi c trend
week, month, or a custom period.
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traffic

& NTA Traffic Trend FYaR 2
Regions i ion ¥
9 Display by region feal Time 3 Hours Day Week Month Custom AutoRefresh: Never v O Al 2 bps
o 300 M
21 bps
AutoDefensesT.. 200 M
FOSZONE
FOSNTATESTZ. .. 200 M bps 100 M
FO6ZONE
150 M bps
F0&ntaZONE 0
IPVBZONE 100 M bps 10 1400 a0
InterneiZone A Rx T
50M bps
NTA_F08_ZONE
PWD 0 bps Top NTA Regions by Traffic =:: N2
11:30 12:00 12:30 13:00 13:30 14:00
bps
MY FILTERS: ] . . 1] Region Rx Tx
12:00 15:00 1400 InternetZon.. 192m []

Summary  Object

) Legend Destination Object Max Rxv Average Rx Traffic Max Tx Average Tx Traffic

) — InternetZone 1737 M /] 0

Show objects with no dropped traffic

Prev 1 Next

TheObject tab page provides detailed network traffic information of regions, which are
ranked in descending order of traffic volume.

Table49Hi st aet wak k tipaf éameterendn the Objects t
Parameter Description
Legend Shows various shades of blue from dark to light, indicating the total dropped |

A darker blue indicates more traffic dropped.

Destination Object

Indicates theraffic monitoring object.

Max Rx Indicates the maximum traffic (in bps or pps) received by the object in the stat
period.

Average Rx Indicates the average traffic (in bps or pps) received by the object in the stal
period.

Max Tx Indicatesthe maximum traffic (in bps or pps) transmitted by the object in
statistical period.

Average Tx Indicates the average traffic (in bps or pps) transmitted by the object in the sta

period.

Step 2 On the page shown ingure 489, click Summary.

The average and total traffic received and
showhi i ng®E 4
Clicking thelbgecnodrunne xhti diers tolre di spl ays thi
network traffic trendnetrvagprhk tBrya fdfeifcaudrte dhils
color indicates that this type of traffic i
TablBdeécri bes p&Sruanmettrayy spaget he
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Figure 490Hi st ori cal iswemmanryk traffic

Summary  Object
Legend Avg Total
Tx 0 0
Rx 1737 M 19T
- -E-n-d

4.3.7 Switching the Traffic Unit

By default, traffic is expressed in bps in network traffic trend graphs. You cangeddmm
the dropdown list in the upperight corner of theNetwork Traffic Trend area to display
traffic in pps.

4.3.8Refreshing the Traffic Trend Graph

By default, the network traffic trend graph automatically refreshes every 30 seconds in real
time mode. On thdlET Traffic Monitoring page, you can saleNever from theAuto
Refreshdrop-down list in the upperight corner of théNetwork Traffic Trend widget In

this case, the network traffic trend graph does not refresh unless yOlClek

By default, the network traffic trend graph is not refreshddstorical mode. On thRET
Traffic Monitoring page, you can seleEvery 5 min from theAuto Refreshdrop-down list
in the upperight corner of théNetwork Traffic Trend widget In this case, the network
traffic trend graph will automatically refreglvery 5 minutes.

4.3.9Downloading a Traffic Trend Report

On NRBRTE Trafficpavg)en,itwdliwtgantbieighpecorner of

Netwﬁirekffigrﬁtpémdlnd@,be@tcdict:d<wn|oad the cur
the network tralWlTMIc dmr ePBDF grepdr ta.sd Bord det ai

4.3.10Managing Filters

Filters are provided for users to define ob
monitored objects more conveniently. After |
I i st Yol idcamrcltiockwiaw traffic information
Any queried object, such as a region, regio
a filAl@mbeBeatalntnot be configured asea filter
filters.

4.3.10.1Configuring a Filter
To configure a filter, follow these steps:

Step 1 On theNET Traffic Monitoring page, select an object from the left pane, sucttas
10.66.243.90and then cliclSave Filter.

Then-B0. 6 6 .a2p4p3e.a0s i n thloenFiidutdear 4 i st, as s
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Figure491Cr eating a filter

Devices  Display by device v
10.66.243.143 ]
621145 CHY
ntaGl ]

e
nta-61 ]
10.66.243.41 ]

I nta-92 G
test1224@1969. ..
test33@ETADS. .

¥ InfernetZone@s. .. A
InternetGroup@. .. A

MY FILTERS:

nta-10.6

Step 2 Type the filter name.

By default, the object name
type a new one.

Step 3 Click andclick OK in the dialog box that appears.

Step 4 Click nta-10.66.243.90n the filter list to view its traffic information. Seéegure 492,

S

dits pname doras

NSFOCUS AB&rM(
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Figure 492Fi | t ered network traffic information
= Network Traffic Trend &+ NTA Traffic Trend e
Devices  Display by device v 15 Min 30 Min 1 Hr AutoRefresh 30 seconds v © Al & oes
10.66.243.143 ® 300 M
621145 oA bps *
ntag0 L 200 M
®
nta-61 ) 100 M
10.66.243.41 ]
nta-52 oh 0
No ats 1350 14:00 14:10
testi224@1989...
Rx R
1es133@47AD3..
7 InternetZone @8 .. A
InternetGroup@... A Top NTA Regions by Traflic B
bps.
Region Rxv Tx
InternetZon... 192M 0
Summary  Object
Legend Avg Total
Tx 0 0
Rx 0 0
- -E-n-d
4.3.10.2Deleting a Filter
To delete a filter, foll ow these steps:

Step 1 On the page shown ingure 492, point to a filter name.

The .@[mpears, Faisg uFrkeo win i n

Figure 493Del et ing a filter

MY FILTERS:

nta-10

Step 2 Click B and theroK in the dialog box that appears.

- -E-n-d

4.3.11Managing Widgets

On NBE Trafficpaipa,Atdorafmfminddopr &4 Regi ons by
wi dgpate di spl ayed byi dedfFsullt, as shown in

Awi dgeth t ©é nidiemtes that when the selected
change, the object windlgisttlatd td n geawiadgeti didn @l
without “tihnediiccaotnes t he opposite.
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You cavin dggekds required. Faodrd ,d eetdaiitlwsi dagbed wdee | heot

sectliGwner vi ew

Figure 494De f avii dgedi spl ayed on the NET Traffic

MTA Trafiic Trend ha b
All q bps
300 M
200 M
100 M
0
14:00 1410 14:20
Rx Tx
Top NTA Regions by Traffic B 4
bps
Region Rx Tx
InternetZon. .. 192 M 0

4.4 Attack Events

Mo r

Underraf fic Monitori,ngoxd Atttnadlo Bwertod | ows:

Vi ew-tri en®l andathtiesttlalilcadbj ects or a specifi

ADS devipregt eAdbtSed group, or | P address.

View wi dged
Configure filters.

By def abi splaggibggnsel ected, attack event
regions is displayed in real time mode.
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4.4.1Viewing Attack Events in Real Time Mode

Step 1

Figure 495At t ac k

NET Traffic Monitoring

To vaitetwnokseal time mode, follow these step
ChooseTraffic Monitoring > Attack Events .

By def aulftf,i catitnd ok martd on of all monitored
including top source countries, top 10 sour

showhi g mn9d = 4

On theAttack Typestab page, attack type names and information of dropped traffic are
displayed.

Clicking the bar or text in theegend column hides or displays such type of attack traffic in
the attack traffic ®nd graph. By default, all types of attack traffic are displayed. A dimmed
color indicates that this type of attack traffic is not displayed. Otherwise, the attack traffic is
displayed.

Table410At t ack type parameters
Parameter Description
Legend Shows variouscolors, indicating different attack types, which correspond to t

displayed in the attack traffic trend graph.

Indicates the maximum traffic (in bps or pps) dropped by ADS for the object i
statistical period.

Max Dropped

Indicateghe total traffic (in bits) dropped by ADS for the object in the statistical pe

Total Dropped

Eivletntt asc ky iaTdygpeet s

e Attack Traffic Trend L
Regions D i
9 Display by region v “?J g'.:‘ 15 Min 30 Min THr Auto Refresh: 30 seconds v C Al g pp:
O GEO Source IP RxTraffic  Dropped Traffic %
o1 B 166.190.22.189 <1 <1
pps ¥ B 166.190.122.187 <1 1
AutoDefensesT. B 166.19022.190 <1 1
FO5ZONE B 166.190.136.101 <1 1
FOSNTATESTZ... B 166.190.122.191 <1 1
2Kpps B 166.189.186.190 <1 <1
FOGZONE B 166.190.62.190 <1 1
FlGntaZONE - B 166.189.158.184 <1 1
|PYSZONE B 166.190.76.190 <1 1
B 166.189.166.101 <1 1
NTA_F06_ZONE
1Kpps
PWD
he
eyan 500 pps Top Source Countries/Regiens ® L
Al & bps +
MY FILTERS: 0pps
17:50 17:52 17:54 17:56 17:58 18:00 18:02 18:04
W e - I I
B Russan -
Attack Types  Aftack Events
Legend Max Dropped Total Dropped
3K 16M
SYN Flood 22K 216K
Aftack Type Distribution oL
Al & bps =

S

o
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Step 2 Point to the attack traffic trend graph.

Det ail ed i

traffic

Figure 496 At t ac k

of

nf or ma ttiiome atbootuat |

NSFOCUS AB&rM(

a specific aRitcau@kes tdy pe i

traffi

c

information of a

Attack Traffic Trend

15 Min

30 Min

Real Time:
= ON

2Kpps
1.5K pps
1Kpps
500 pps

0 pps

17:52

17:54

17:56

&

Auto Refresh: 30 seconds v C'

pps ¥

2024-12-23 17:59:30
SYN Flood: 748

17:58 18:00 18:02 18:04

t chreo-pt p dveea p preethfli c

s displ a

speci fi

Step 3 Below the attack traffic trend graph, dr@ to view afiner-granularity traffic trend

Figure 4997F n@mranul ari ty

traffic monitori

ng i

nf or m

Aftack Traffic Trend

Real Time
= ON

2K pps
1.5 K pps
1 Kpps
500 pps

0 pps

15 Min

30 Min

1Hr

17:52

17:54

17:56

&

Auto Refresh: 30 seconds v C'

17:58 18:00 18:02

pps =

Step 4 On the page shown ifigure 495, click Attack Events below the attack traffic trend graph.

The omgdiamdst heir

detail s Fargex9 ki sipl ayed,
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On the attack event lisittacksare displayed in descending order of dropped traffic volume.

Attack events are defined as foll ows
Attackdfefendt types targetiaed abue:
events.

\ Attacks of the same type targeting
Note events.
Attacks of different types targeti
events.
Attacks of the sameadgmpess aagetd oy

Table 411At t ac

k event parameters

Parameter

Description

Destination IP

Indicates the attacked IP address.

Port

Indicates the attacked port of the attacked IP address.

Attack Type

Indicates the type of the attack.

Start Time

Indicates the time when the attack begins.

End Time

Indicates the time when the attack ends.

RealTime Dropped

Indicates the traffic (in bps or pps) dropped by ADS for the object.

Max Dropped

Indicates the maximum traffic (in bps or pps) dropped by A $he object.

Total Dropped

Indicates the total traffic (in bits) dropped by ADS for the object.

Copy rEi (NlSR(FOCUS
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Figure 498At t ackiat t at kisc

Aftack Traffic Trend

pps ¥
2Kpps
15K pps
1Kpps
500 pps
0pps
17:52 17:54 17:56 17:58 18:00 18:02 15:04 18:06

L A St coti. A ctisostll

Altack Types  Attack Events

Destination IP Port Attack Type Start Time End Time Real-Time Dropped Max Dropped Total Dropped
8.17.66.0124 80 SYN Flood 24/12/21 05:54:00 Ongoing 3K 31K 3756 M

=8.17.66.175 80 SYN Flood 24/112/21 05:54:00 Ongoing 29 64 35M
=8.17.66.173 80 SYN Flood 24/112/21 05:54:00 Ongoing 29 64 31M
=8.17.66.197 80 SYN Flood 24/112/21 05:54:00 Ongoing 29 63 32M
=8.17.66.192 80 SYN Flood 24/112/21 05:54:00 Ongoing 7 63 3M
=3.17.66.129 20 SYN Flood 24/112/21 05:54:00 Ongoing 15 59 M
=8.17.66.107 80 SYN Flood 24/112/21 05:54:00 Ongoing 15 59 21M

feal B 15 Min 30 Min 1Hr Auto Refresh: 30 seconds v C

o

- -E-n-d

4.4.2Viewing Region -specific Attack Events

On the pagegshmwal iicnki ng a regi on

information of the region and

of

i
al

n
I

NSFOCUS AB&rM(

t

he

| ef

I P gro

vi ew hi st otrii meak a tatnalt friewa |ldg @dnfd sa asnedl ect ed
under a region, or | P a®eéeqge s snst eBron,e tgzZomannee laea ,

viawt aths ernet Zone
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Figure 499Re gispr @it ft iac k s

NSFOCUS NSFOCUS AB&rM(

= Aftack Traffic Trend & Top 10 Source IPs
Regions i i
o Display by region v 15 Min 30 Min 1Hr Auto Refresh 30 secands v C Intemetzone &

IPY6ZONE

A pps v

NTA_F08_ZONE

PWD
No data

& Kpps

insane_test
12

s 4K pps

mailtest

fest33

2Kpps Top Source Countries/Regions

testC621

InternetZone &

MY FILTERS: 0 pps
1418 14:20 14:22 14:24 14:26 14:28 14:30 14:32

' 120 s om0

Altack Types  Altack Evenls

Destination IP Port Attack Type Start Time End Time Real-Time Dropped Max Dropped~  Total Dropped
=57.31241 52 Manual Stralegy ~ 24/12/24 14:30:00  Ongoing 67K 67K 276.8 K
57.31.24.024 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing 67K 6TK 8767 K
Attack Type Distribution
=57.31.24.1 52 SYN Flood 2412724 143000 Ongoing 23K 23K 2097 K
InternetZone
573124024 52 SYN Flood 2411224 143000 Ongoing 23K 23K 2897 K
Prev 1 Next

4.4.3Viewing Device -specific Attack Events

On the pagegshmo wou nchanms polyalyeé € Y ioene t-dhe@ewm r loips t
in the |l eft pane and -tnheenht aékbht saADB8videei
addmesses
and attack twiagfed€¢ tr s et gpcracetde cAtDeSd ArDESuU p ,
under a protectlie,n yyow WEawni kEberso Gedxealrdp?2 v 2 8 W

protected groups, and specific |P

attack evenf thf.erthatvi on

pps

bps v

[
[«

bps v
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Figure 4100De v p e @it ftiac k s

Devices  Display by device ¥

smp_36_celvexi.
smp_3_SMP_1...

smp_40_celvexi.

>
S

>

» smp_4_smp_185
» smp_8_wangyu. .
S

test

10.66.242.221 e

> 10.66.242.78 L]

> 1066242163 8
oA

10.66.242.95 e

MY FILTERS:

Attack Traffic Trend & Top 10 Source IPs :: K3

Heal T 15 Min 30 Min 1Hr Alto Refresh: 30 seconds v C 1066242204 & pps

pps *

No data

2Kpps
1.5Kpps

1Kpps

500 pps Top Source Countries/Regions ® &
1066242204 & bps

0pps
14:22 14:24 14:26 14:28 14:30 14:32 14:34

[V W Sy Ve

Aftack Types  Attack Events

Destination IP Port Attack Type  Start Time End Time Real-Time Dropped Max Dropped~  Total Dropped
8.17.66.0/24 80 SYN Flood 2412721 05:54:00 Ongoing 29K 45K 5031 M
=8.17.66.197 80 SYN Flood 24/12/21 05:54.00  Ongoing 22 64 43M
Attack Type Distribution 2 L
=8.17.66.167 80 SYN Flood 24/12721 05:54:00 Ongoing 22 64 27TMm
10.66.242204 & bps
=8.17.66.150 80 SYN Flood 2412721 05:54:30 Ongoing 15 64 28Mm
=8.17.66.175 80 SYN Flood 24/12/21 05:54.00  Ongoing 29 64 47TM
=817.66.173 80 SYN Flood 24/12/21 05:54.00  Ongoing 29 64 42M
=8.17.66.192 80 SYN Flood 2412721 05:54:00 Ongoing 15 63 aMm

4.4.4Viewing Object -specific Attack Events

Step 1

By def &Adlttac ktttdsbe ptagge di spl ays attack traff
monitored by ADS Mt iYweutaoard fuicew rtemal sr eod | a
| P group, ADpS odteevcitceed @rDdSUup, or | P address.

On the page shown ingure 495, type a character string and then piester.

The system displays all objects chindwmrieaihg
10.1
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Figure 4101Sear chi ng

for

. All u

All

Regions
|
InternetZone

insane_test

Groups

InternetGroup
» (Region:
InternetZone)

insane_test_group
(Region: insane_test)

subdomain (Region:
heyan)

tooh™ET

in v

A
A

Step 2 Select an object to be queried, suclnésrnetGroup, and then presenter.
Traffic informationseofaykd, siabelsthzedhbnobpect

NSFOCUS AB&rM(

attack

event

objects
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Figure 41020b j-epéci fi c attack event information
= 15 Min 30 Min 1Hr Auto Refresh 30 seconds v IntemetGroup & pps ¥
Regions Display by region v
¥ IntemeiZone A pps ¥
- ey A
HNTA_F06_ZONE No data
» PwWD
b heyan e Kpps
* hgyon
» insane_test 4 Kpps
2
mailtest
— 2Kpps Top Source Countries/Regions ® L
testCe21 InternetGroup & bps ~
0 pps

14:26 14:28 14:30 14:32 14:34 14:36 14:38

b A

MY FILTERS:

Aliack Types  Aftack Events

Destination IP Port Attack Type Start Time End Time Real Time Dropped  Max Dropped~  Total Dropped
=57.31.24.1 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing 67K 67K 3gm
57.31.24.024 52 Manual Strategy ~ 24/12/24 14:30.00  Ongoing 67K 67K 39m
Attack Type Distribution “ 2
=57.31.24.1 52 SYN Flood 24112/24 14:30:00  Ongoing 22K 23K 13M
InternetGroup & bps +
57.31.24.0124 52 SYN Flood 24112/24 14:30:00  Ongoing 22K 23K 13M
Prev 1 Next

- -E-n-d

4.4.5Viewing Attack Event Information of an IP Address in the
Default Protection Group

| P addresses under the default protection g
protected groups. To view attack traffic moi
need to expressly indictamedi dpl &aPsaddchbsbnhb

Step 1 On the page shown inigure 495, type an IP address (such&31.24.0/24and then press
Enter.

The systyesmadi splbgects contai mingglr@hits | P ad
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o

<-NSFOCUS

NSFOCUS AB&rM(

H . o e 20 e MmO & -
nv GEO Source IP Rx Traffic Dropped Traffic %
All B 132322024 9K 9K A —
pps v
i Default A
5731240124 A
PWD
6K
heyan res
hgyon
insane_test 4K pps
iz
maittest
test33 2K pps Top Source Countries/Regions ® 4
testCo21 InternetGroup & bps
0pps
14:26 14:28 14:30 14:32 14:34 14:36 14:38 14:40
T e s o
M United States. "
Afack Types  Attack Events
Destination IP Port Attack Type Start Time EndTime Real-Time Dropped ~ Max Droppedv  Total Dropped
=57.31241 52 Manual Strategy ~ 24/12/24 14:30:00  Ongoing BT K 67K 43m
573124024 52 Manual Strategy ~ 24/12/24 143000 Ongoing BT K 67K 43M
Attack Type Distribution 2L
=57.31.24.1 52 SYN Flood 24/12/24 1430100 Ongoing 22K 23K 14M
InternetGroup & bps v
57.31.24.0124 52 SYN Flood 24112/24 1430:00  Ongoing 22K 23K 14M

Prev 1 Next

Step 2 Select the object to be queried and thezssEnter.

Tr af f
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Figure 4104At t ack event i nf ortrheet idoerf aaufl tam rlioR eacdd roens sgrionu p
- -E-n-d

4.4.6Viewing Attack Events in Historical Mode
On the page shown ingure 495, clicking ON for Real Time in the Attack Traffic Trend
area disables the retiine mode and enables the historical mode. ClickiRgr for Real
Time enables the redime mode again.

Il n Hicattormode, att ackwitdgadufiitd < rdeknsdp ¢garya phhiss ta

dat a.

By default, the attack traffic trend graph
ClichkiwWwgeklont h®ustdinspl ays attack traffic tre
week, month, or a custom period.

Copy rEi (NlSR(FOCUS 143 V4.5R9

























































































































































































































































































































































