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ADS M V4.5R90F06 Release Notes

NSFOCUS ADS M Release Notes
1  Basic Information
	Product Model
	· ADS NX3-M1600E
· ADS-M NX3-HD2700
· ADS NX3-M-VM

	Software Version
	V4.5R90F06

	Build Date
	20250109 (x86 and hygon), 20250110 (arm)

	Upgrade File
	· update_adsm_x86_V4.5R90F06build20250109.zip (MD5: 97d65ef2c1335381fea64b68b39b02a5)
· update_adsm_arm_V4.5R90F06build20250110.zip (MD5: e186368bb3615707874c524ea9a77e9f)
· update_adsm_hygon_V4.5R90F06build20250109.zip (MD5: 98713f2b4e410ab102871ec44bd1329a)

	Release Date
	· 2025/01/09 (x86 and hygon)
· 2025/01/10 (arm)

	How to Obtain
	Contact NSFOCUS technical support.


2  Version Mapping
	Source Software Version
	V4.5R90F05SP05

	Product Model
	· ADS NX3-M1600E
· ADS-M NX3-HD2700

	Managed Device Version
	ADS versions for collaboration:
· V4.5R90F04 – V4.5R90F04SP05
· V4.5R90F05 – V4.5R90F05SP03
· V4.5R90F06
ADS versions the adaptation applies to (other versions do not support ADS M's cluster management, region security managment, and smart protection):
    V4.5R90F06
NTA versions for collaboration:
· V4.5R90F04 – V4.5R90F04SP03
· V4.5R90F05 – V4.5R90F05SP02
· V4.5R90F06
NTA versions the adaptation applies to (other versions do not support ADS M's region security management and smart protection):
    V4.5R90F06

	Client Software
	· Microsoft Edge

· Chrome

· Firefox

	Other Systems or Tools
	None

	Documentation
	· NSFOCUS ADS M V4.5R90F06 User Guide
· NSFOCUS ADS-M-VM V4.5R90F06 Installation and Deployment Guide
· NSFOCUS ADS-M-KVM V4.5R90F06 Installation and Deployment Guide


Notes:
Make sure that this version is used together with an ADS or NTA version listed in Managed Device Version; otherwise, the collaboration function will be unable to work properly.
3  Open Ports
	Peer
	Connection
	Protocol
	Service
	Port
	Open by Default
	Configurable

	Browser
	Request client – Nginx server
	TCP
	Web service
	443
	Yes
	Yes

	Client
	Request client – ssh
	TCP
	Remote assistance
	Random port
	No
	Yes


4  Function Changes
4.1 New Functions
	Function 
	Description

	Traffic monitoring
	The network segment-based traffic and attacks are displayed.

	Region management
	The region management function is improved for a better adaptation to ADS V4.5R90F06 and NTA V4.5R90F06.

	Device management
	ADS M supports storing attack-triggered packet capture files from ADS.

	System management
	The SSD/CF card status is displayed and its exception alarm can be sent.


4.2 Deleted Functions
None.
4.3 Modified Functions

None.

4.4 Optimized Functions
	No.
	Function Descrption

	1
	The logo on the login page is updated.

	2
	The audit log can be queried by a user-defined period.

	3
	Saving the network configurations is improved.

	4
	Cluster synchronization is improved.

	5
	The bug of the local authentication being prompted success but not taking effect in some circumstances is fixed.

	6
	The bug of the device name being not displayed when accessing ADS from ADS M is fixed.

	7
	The data clearing function is optimized.

	8
	Some pages are easier to use.

	9
	The bug of incomplete audit logs of some modules is fixed.

	10
	English translation is more accurate.

	11
	The var directory size is increased.

	12
	Other known issues are fixed.


5  Description of Major Function Changes
5.1 Additon of Storing Attack-triggered Packet Capture Files from ADS

Function Description
You can view and download attack-triggered packet capture files, in addition to rate-triggered packet capture files, from ADS on ADS M.
Related Pages
Choose Device Management > ADS, and click [image: image1.png]


 in the Operation column to pen its packet capture file page.
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5.2 Addition of Carpet Bombing Protection
Function Description
For adaptation to ADS V4.5R90F06, the carpet bombing protection policy is supported for region on the Carpet Bombing Protection page in the region module of ADS M.
Related Pages
Choose Region > Region Management to edit a region.
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5.3 Additon of Region DDoS Attack for a Network Segment
Function Description
For adaptation to NTA V4.5R90F06, the region DDoS attack for a network segment is added on the Region DDoS Alert page in the region module of ADS M.
Related Pages
Choose Region > Region Management to edit a region.
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5.4 Additon of Network Segment-specific Diversion Policy
Function Description
For adaptation to NTA V4.5R90F06, the network segment-specific diversion policy is added on the Traffic Diversion Rule page in the region module of ADS M.
Related Pages
Choose Region > Region Management to edit a region.
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6  Upgrade
6.1 Upgrade

Applicable Device Models
· ADS NX3-M1600E

· ADS-M NX3-HD2700

· ADSNX3-M-VM
Upgrade Procedure
Make sure that the source version of ADS M is V4.5R90F05SP05. If not, ask NSFOCUS technical support to upgrade it to V4.5R90F05SP05.
To upgrade ADS M, follow these steps:
Step 1 Log in to the web-based manager of ADS M.
Step 2 Choose System > Local Settings > System Upgrade.
Step 3 Click Browse and select the upgrade package file update_adsm_x86\hygon_V4.5R90F06build20250109.zip (x86 or hygon) or update_adsm_arm_V4.5R90F06build20250110.zip (for arm). Then click Upload.
Step 4 After the upgrade package is successfully uploaded and the version number is confirmed to be correct, click Confirm Upgrade to start the installation.
Step 5 Restart the system and upgrade it again if an error message is displayed after the upgrade package is uploaded.

Step 6 After the upgrade is complete, the system automatically restarts. If no message is displayed, please wait 5 minutes. Then the system will automatically restart.
Step 7 Refresh the web-based manager. Click About in the quick access bar of the manager to check the current system version.
· For x86 or hygon:

· If Product Version is V4.5R90F06 and Build Date is 20250109, the upgrade succeeded.
· If Product Version is V4.5R90F06 and Build Date is 20250109, the upgrade succeeded.
· For arm:

· If Product Version is V4.5R90F06 and Build Date is 20250110, the upgrade succeeded.
· If Product Version is V4.5R90F06 and Build Date is 20250110, the upgrade succeeded.
----End
Rollback

This version cannot be rolled back.
6.2 Portal
After ADS M is upgraded to V4.5R90F06, you need to choose System > Third-Party Interface > Portal and click Deploy to redeploy ADS Portal, withouting modifying its settings.
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