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Preface

Scope

This document describes the features and usage of thdassnl manager and consbhsed
manager of NSFOCUS ARDDoS System (ADS), covering the following series and models:

ADS NX3-800E

ADS NX3-HD1000

ADS NX3 2000 series (ADS NX3020E)

ADS NX3-HD2500

ADS NX5 4000 series (ADS NX8020E)

ADS NX5 6000 series (ADS NXB025E)

ADS NX5-8000

ADS NX5-10000/12000

ADS NX5-HD5000/6000

ADS NX5-HD4500/6500

ADS NX5 HD8500

ADS NX5-20000

ADS NX1-VN (virtual ADS, namely, vVADS)

This document provides guidance for you in usénefgroducts. Descriptions in this guide
may slightly differ from actual products due to version upgrade or other reasons.

\‘ Unless otherwise specified, figures and texts in this document are all based o
Note NX5-4020E.
Organization
Chapter Description

Describes features of ADS devices.

Describes hsic information of the webased manager.

Describes common operations and methods for system administ]
and maintenance.

Describes details about re&the monitoring.

Copyright® NSFOCUS 1 V4.5R90F06
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Chapter Description

Describes contentnd configuration methods of protection policies.

Describes contents and configuration methods of diversion and injg
rules.

Describes contents and query methods of various types of log.

Describes advanced functions that include packet capturing, p
matching, cloud signaling, and TI.

Describes how to query the protectimtatus and perform netwo
diagnosis.

Describes methods for logging in and managing the console of

devices.

11 Initial Configuration Describes how to complete intial configurations upon the installatic
ADS.

12 System Maintenance Describes how to upgrade the system and hovwpedorm common

troubleshooting tasks.

Describes explanation of abbreviations that appear in this article.

Describes default parameters of the ADS devices.

Describes ADS modulestupport for IPv4 and IPv6.

Change History

Version Description

New functions: DNS subdomain allowlist adl&@arning, HTTPS
fingerprint protection, and disk status.

V4.5R90F06 - Optimized functionscarpet bombing protection, protection groups,
access contl policies, SSL/TLS keyword checking rule, SNMP agen
syslog, BGP mode, and attasiggered packet capture.

New functionsglobal and grougspecific DNS subdomain allowlists.

V4.5R90F055P02 - Optimized functionstime server, RADIUS authentication, HA
configuration, and DNS CNAME algorithm.

New functionsgroupspecific allowlist, SSL/TLS keyword checking

rules, and total traffic control of protection groups.
V4.5R90F05SP01
Optimized functionsglobal allowlist, TI, HA configuration, and user

management

New functionsapplication layer protectioh nondecrypted traffic
protection, programmable rules, carpet bombing protection, and
password + certificate UKey authentication.

V4.5R90F05 - Optimized functionspacket capture, license expiration warningnieo
and IP behavior control policy, HTTPS protection policy, maximum
number of various rules, management interface access control rule,
menu of the consolbased manager, and user management.

Copyright® NSFOCUS 2 V4.5R90F06
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Version

Description

V4.5R90F04SP03

New functionsgroup-specific exception IPWindows server for
LDAP, and device shutdown.

Optimized functionsSNMP settings, and log sending by email.

V4.5R90F04

New functionscommon UDP watermark protection algorithm,
groupspecific access control rule, gregpecific Tl, web API log, and
license expiration warning.

Optimized functionsglobal TI, global ACL rule, MAC address
configurations, and system logs.

V4.5R90F03SP02

Updated the structure based on the new template.

Added descriptions about the following new functiddBIP session
authenication policy, disk usage, password + email authentication,
groupspecific GeolP rule, and attatliggered packet capture.

Conventions

Convention

Description

Bold font

Keywords, names of screen elements like buttons,-doom lists or fields, ang
use-entered text appear in bold font.

Italic font

Document titles, new or emphasized terms, and arguments for which you
values are in italic font.

A

Note

Reminds users to take note.

&)

Tip

Indicates a tip to make your operations easier.

A

Caution

Indicates a situ@n in which you might perform an action that could resul
equipment damage or loss of data.

9

Warning

Indicates a situation in which you might perform an action that could res
bodily injury.

A>B

Indicates selection of menu options.

Technical Suppor t

Hardware and Software Support

Email:

Cloud Mitigation Support

Email:
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Phone:

USA: +1-844673-6287 or +1844NSFOCUS

UK: +44 808 164 0673 or +44 808 164 ONSF
Australia: +61 2 8599 0673 or +61 2 8599 ONSF
Netherlands: +31 85 208 2673 or +31 85 208 2NSF
Brazil: +55 13 4042 1673 or +55 13 4042 1NSF
Japan: +81 35108673 or +81 315108NSF
Singapore+65 3158 3757

Hong Kong +852 5803 2673 or +852 5803 2NSF
Middle East: +973 1619 7607

Documentation Feedback
For any query regarding the usage of the documentation, you can contact us:

Email: info-support@nsfocus.com
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Introduction

1.1 Product Overview

ADS devces provide a widehapplicable, higkperformance solution to protect Internet
applications from massive Distributed DeridlService (DDoS) attacks. Its powerful

protection capability meets high performance and scalability requirements estailge
erterprises and operators for defending against today's complex and varying network attacks.

A single ADS device can be deployed on demand to divert and clean traffic on the target
device or zone without any impact on other network traffic. The Aewél protection

mechanism embedded in the device enables the system to discover and block hazardous
traffic while transmitting legitimate traffic as usual, so that business systems continue without
disruption even in face of severe network attacks.

1.2 Typical Deplo yment

Currently, ADS devices can be deployed ipath mode or owubf-path mode, depending on
the network environment. The following sections detail the two modes.

ADS NX3-2020E, NX3800E, NX3HD2500, NX3HD1000, NX5HD4500,
NX5-4020E, NX56025E, NX5HD5000, NX5HD6000, NX5HD6500,
NX5-HD8500, and NX8000 support both irpath and oubf-path deployment
\ modes, whereas ADS NXB0000/12000/20000 supports the -ofHpath
Not: deployment mode only.

When vADS uses a virtual network adapter, it can be deploygdroolutof-path
mode. For details about deployment of a virtual network adapter, se
NSFOCUS ADS NX¥N Installation and Deployment Guide

1.2.1In-Path Deployment

In-path deployment is suitable for enterprises' intranets that are characterized byfearsr s

and smaller outgoing bandwidth. In this mode, an ADS device is transparently deployed at the
network entry to detect, analyze, and block DDoS attacks: shows the deployment
topology.
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Figure 11 In-path defpyment of an ADS device

Normal traffic

.

Atlack traffic

—%—%Q

Server group

1.2.20ut-of-Path Deployment

To protect mission critical systems of Internet data centers (IDCs), Internet content providers
(ICPs), or telecom carriers, ADS devices can be deployed-ofga#th mode, which

employs the traffic diveion mechanism. In this mode, an ADS device is deployed at the
network entry to collaborate with other routers, performing traffic diversion and injection on
one line to protect servers on the netwéiilgure 12 shows the deployment topology.

Figure 12 Out-of-path deployment of an ADS device
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Web-based Manager

The webbased manager enables you to manage and configure the ADS device in a more
intuitive manrmachine interaction environment.

This chapter describes basiédmmation of the weltbased manager, as shown in the following
table.

Section Description

Describes methods for logging in to the system.

Describes usdypes and permissions.

Describes the web page layout.

Describes meanings of common icons and buttons.

2.1 Login

This section uses@hromebrowser as an example to describe how to log in to thebaséd
manager of ADS.

Step 1 Make sure that the client host communicates properly with an ADS device (open port 443 if
the traffic passes through a firewall).

Step 2 Start theChrome browseand acces$ie webbased manager's IP address by HTTPS.

As the ADS device supports both IPv4 and IPv6 protocols, you can type an IPv4 address (for
examplehttps://192.168.1.10Dor IPv6 address (for examplatps://[2001::107)).

After you type the IP address andgsEnter, a security alert page appears.
Step 3 Click Advanced and then Proceed to xxxx (unsafe).

The login page shown in appears.
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Figure 21 Login page of the ADS device

ADS ANTI-DDoS SYSTEM

Step 4 Select the language, type a correct userenana passwordhe initial user name isadmin
and the password isnsfocus), and click Logior pressEnter.

Your selection of a language from the Select Languagedivom list does not change the Ul
language of the webased manager used by other usensfdifferent IP addresses.

Note

If you log in with the initial user name and password, Region and Time
Settings page andChange Initial Passwordpage will appear successively. Yc
should change the region, system time zone, system time, as well adtighe
password before logging in to the device. For details, see the NSFOCUS
Installation Guide.

If you are authenticated by password + email, you need to type a correct pa
and verification code provided via emailThe user account will be loctteafter
several failed verification code attempts

If you are authenticated by password + certificate, you need to Rbteknload
Application in the lowetleft corner of the login page to download and install
UKey program. Then insert the UKey into yd®C. You can log in to the syste
only after typing a correct user name and password, and providing a correct
certificate.

A license must be imported after initial login to the system. After a valid license is
successfully imported, log in to R®CUS ADS again.

Note

Note the following during login:

You are advised to use a Chrome browser with a resolution of 1024x768 or t
If you use the IEbased tabbed browsers (such as MylE and Maxthon) or brov
that are not based on the IE core (suchOgera), pages may be display
improperly.

Before login, check whether the option of blocking s is selected in th
browser. If yes, deselect it.

The browser you use must support JavaScript, cookies, and frames.

Possible causes for login failuréacorrect user name, incorrect password, ¢
upper/lower case confusion.

You must import the license after the first login. For details, see settion

The sysem will return to the login page if you remain inactive for a per
specified byAuto Idle Logout. In this case, you need to log in again to contil
using the system. For details, see sectién

Copyright© NSFOCUS
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2.2 System Users

User roles of the ADS devices include superuser (admin by default), CLI user (routerman by

NSFOCUS ADSUser Guide

default), custom user, common user, administrator, auditor, and custom accessisser
lists permissions of these users.

Table 21 User permissions

User Role

Configuration Permission

Viewing Permission

Superuser

Default system usexdmin, who has all permissions for the wikhsed manager.
This role cannot & created or deleted.

CLI user

Has permissions for login to the console and management of the system.

Custom user

Has permissions for traffi
diversion and injection (manug
mode), packet capture, NSFOCU
Threat Intelligence (TI), an
system managemeningdification
of his or her own accour
information).

Has permissions for reéime monitoring,
traffic diversion and injectionlpgs (detailed
information and statistical graphs of t
attack log, and the traffic diversion log
system  management (basic s@m
configuration and interface configuratiorn
statistical graphs of attack traffic, and B(
neighbor status.

Common user

Has permissions for syste
management (modification of h
or her own account information).

Has permissions for retime monitorirg and
system management (basic system sett
and interface settings).

Administrator

Has permissions for
policies, traffic diversion ang
injection, logs (detaileg
information and statistical graph
of the attack log, statistical grapl
of attack traffic, and the traffic
diversion log), system managemg
(basic  configuration, interfac
configuration, and modification o
his or her own accoun
information), advance(
application, and O&M.

protectig

Has permissions for redime monitoring
information, protetion policies, diversior|
and injection, logs (detailed information al
statistical graphs of the attack log, statisti
graphs of attack traffic, and the traff
diversion log), system manageme
information (basic system settings 4
interface settings)advanced application, ar
O&M.

Auditor

Has permissions for syste
management (modification of h
or her own account information).

Has permissions for reéime monitoring, the
login log, and the operation log.

Custom access use

Customizable.

Customiable.

A )

Note

You are advised to change the initial password immediately after login wit
default user account. For details about initial passwords, see appéndix

Copyright© NSFOCUS
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2.3Web Page Layout

After a successful login, the usstmin opens the homepagegure 22 shows the web page
layout.

Users with different permissions may view different information under the nmetini,m
submenus, and work area of the system, but can view the same information and have the
same permissions for the status bar and shortcut operation area.

Figure 22 Web page layout

4 Atemosdmin ENGLISH - # Upgrade & Anout X Logout I

Reak-Time Monionng

Traffic Trend Statistical Oblect Giobal > Unit bps ¥ Adtack Trafic Stalistical Object Glooal | Unit bps v

1430 1435 1440 1445 1450 1455 1430 1435 14:40 14:45 1450 455
Inbound Passed [ Dropped
9K 591.9)

v Fioa
591 0 K ssozx

Top 10 Destination IPS by Trafic Statistical Otject Globl . unit bps v System Resources
CPU usage: 5%

DstiP Adtack Type Allack Stari Time  Altack Durabon Reah-Time Inbound  Real-Time Dropped ‘éfs':d:; ‘:‘mwm‘“ms\
010122 SYN Flood :32;1';:8 26min 581.0K 591.9K Mmgmg::lzm:'(:;: :;g :;::::
Disk: &
Cotabraton St o . & .
pasadde
e - - - — o
G Sup 1K 0 592K o
G2 Sup L 0 256 o
ht‘ = CPU: 5% MEM. 62% DISK 1% +,Syslem Version : V4 5RI0F06 3 @ Uptme: 36 min @ System Time 14 56 I =
Table 22 describes the web pageydait.
Table 22 Web page layout
No. | Area Description
1 Menu bar Main menus of the system.
2 Work area Area where you can perform configurations and operations and
data.
3 Status bar Displaying current device information, software version and system
For details, see sectich? System Information
4 Quick access bar | Providing frequently used buttons for quick access to the correspo
module. Se€ able 23 for details.

Table 23 explains buttons in the quick access bar.
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Table 23 Common buttons

Button Function
EMGLISH - Switches to another language.
+ pgrade Switches to the system upgrade window.
& About Displays information about the current ADS device.
®* Logout Logs you out of the system.
\ For the sake of account security, you are advised to % LOZOUL  when exiting
Note the system.

2.4 Common Icons and Buttons

describes functions of common icons and buttons on theb&sbd manager.

Table 24 Buttons and icons

Button Function
Ey Edits an item.

x Deletes an item.

» Starts an operation.

u Stops an ongoing operation.

Apply Makes the configuration in the acitive work area taffect immediately.

Saye Saves the current configuration and writes it to the firmware.
E Views the current configuration.
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System Administration

This chapter dwells upon common ways to manage ADS devices, containing the following
sections:

Section Description

Describes how to configure basic system information, interfaces, and user

Describes how to configure login security settireged unlock a locked IF
address.

Describes how to configure system log services and export logs via SFTP

Describes how to update the system, nganghe license, enable remg
assistance, and view version information.

3.1 Local Settings

This section covers the following topics:

3.1.1Basic Information

ADS supports the IPv4/IPv6 dual stack, that is, it supports both IPv4 and IPv6 protocols. As a
dualstack node, AD$an be configured with IPv4 and IPv6 addresses, which are respectively
used for communication with IPv4 nodes and IPv6 nodes.

Copyright© NSFOCUS 12 V4.5R90F06



NSFOCUS ADSUser Guide

Note

Dual stack is an effective technology for IP4IPv6 transition. Powered by thi
technology, network nodes support both IPadd IPv6 stacks. The source no
selects the same protocol stack as the one used by the destination nc
communication and the network device selects the same protocol stack as t
used by packets when processing and forwarding packets.

You canview and modify basic information of the current ADS such as device ID, IPv4
address, IPv6 address, netmask, and gateway address.

ChooseSystem > Local Settings > Basic SettingSheBasic Settinggpage appears, as

shown in

Figure 31 Basic Settingpage

Basic Settings @

Item Value

Device ID ADS

IPv4 Configuration IPv6 Configuration

IP Address 10.66.242 22

Netmask 255.255.240.0

Gateway IP 10.66.250.254

H Port IP Configuration

H Port IP Netmask

Primary Server Secondary Server

DNS Server 192.168.11

Time Server

Clock Sync Interval 180 (min)

Web Server Port 443

System Date 2024-12-20 18:00:11

Forwarding Mode No

NSFOCUS Cloud Service on

Customer Service Oon

Restart Web Server | Restart Device || Shut Down Device | System Check | Edit

Region

Region Chinese mainland v

OK || Cancel
Time Zone
Time Zone (GMT+08:00), Beijing, Chongging, Hong Kong, Urumgi, Shanghai ~
QK || Cancel
Table 31 Basic system settings

Parameter Description

Device ID Device model. It cannot exceed 26 characters.

IP Address/Netmask IPv4 address/netmask or IPv6 address/prefix length of the manag
interface of ADS. Note that the IP segment 172.16.1.0/24 is reserveg
internal communication.

S,

Note
ADS supports the IPv4/IPv@lual stack. Therefore, you cg
configure the IPv4 or IPv6 address for the management inte
according to the actual network deployment.
The device administrator can use this IP address to exe
remote device management via HTTPS, perform-ré&gted
operations, and send emails.

Gateway IP IPv4/IPv6 address of the gateway for the management interface.

H Port IP Configuration/H The H port is used as a heartbeat interface for ADS to implement|

Port IP Netmask availability (HA) in in-path and oubf-path modes. Therefore, you need

Copyright© NSFOCUS
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Parameter Description

configure the IPv4 address and related netmask or IPv6 address and
prefix length for this port here.

N,
Note
It is recommended that you configure an IP address in an

network segment for the H port than the onesdusy the
management port to avoid loops.

Only in versions V4.5R90F06 and later can the H port be useq
heartbeat interface in cof-path mode.

DNS Server IP addresses of the primary and secondary DNS servers used
management interface of thaercent ADS device.

Only when the primary DNS server malfunctions can the seconda
used.

Time Server IP address or domain name of a server that synchronizes time ¢
current ADS and other NSFOCUS devices. After this is specified
connected NSFOQS devices will synchronize the time with the tir
server at an interval specified@lock Sync Interval.

A primary and secondary time servers can be configured. Only whe
synchronization with the primary time server fails can the time of
seconday server be used.

\,

Note

If you type a domain name here, you must configure the DNS ser
If you do not want to specify the DNS server, you must type an IP
address for the time server.

Clock Sync Interval Interval for ADS to automatically synchronize the eéimvith the time
server.

The value range isi380 minutes, witi80as the default.

Web Server Port Web server port used for accessing the-lwased manager of ADS.
System Date System time. By default, the current system time is displayed.
System ID Unique ID of ADS.

It is used for applying for the device license.

Forwarding Mode This mode is used for network troubleshooting. The vaas indicates
that the current ADS directly forwards packets without any check.

NSFOCUS Cloud Service | Controls whetheto turn on the NSFOCUS cloud service.

On theBasic Settingspage shown if , you can perform the following operations:

Edit basic system information.

Click Edit to open thaModify Basic Settingspage.Modify parameter settings and click
OK to commit the changes.

Check the system status.

Click System Checko check whether the system operates properly. Then the system
returns check results, as showri-ig
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Figure 32 System check results

F =3
Return value of system checks:0
The system is in normal state.

A few seconds later, the system returns ta&asic Settinggpage.
Change the web server port.
a. Click Edit to open theModify Basic Settings page and modify the web server port.

It can be 443 (default) or an integer rangirgrirl8000 to 20000. A conflicting port may
make the web service inaccessiblaVEb Server Portis set to another number than
443, management by a thipérty device or ADS M may be affected.

For example, chang&eb Server Portto 1800Q Then the accessibhddress of ADS is
changed tdnttps://*.*.*.*:18000 .

Configure parameters and cli€K to return to thdasic Settinggpage.
Click Restart Web Serveron the page shown in

Restart the device remotely

Click Restart Deviceto restart the current ADS remotely.

Shut down the device remotely.

Click Shut Down Deviceto shut down the current ADS remotely.

When a 6U device (ADS NX30000 or ADS NX512000) starts, the status LE
\ (STA) of a device without dards appears yellow, while that of a device with boz
Not: appears green. After shutdown, the status LED (STA) of a device with boar
longer appears green.

Configure the region where ADS is located.

TheRegionarea shows the current geographic regioh@S. Select a region from the
Regiondrop-down box and cliclOK.

To make the region setting take effect, you must restart the system.

WhenRegionis set toChinese mainland the NSFOCUS Cloud switch is turne

on by default.
S,

Note - WhenRegionis set to any ther region tharChinese mainland the NSFOCUS
Cloud switch is turned off by default.

Configure the time zone.

TheTime Zonearea shows the current time zone information of ADS. You can select a
time zone from the dregown list and clickOK to save theettings.

After the configuration, you need to restart the system to make the new time zone take
effect.
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3.1.2Interface Configuration

The number and type of interfaces vary with ADS models.
ADS NX3-2020E, NX54020E, and NX5025E support the following types ioterface
cards:
i 8 x 1000M electrical port
i 8 x 1000M optical port
i 4 x 1000M electrical port
i 4 x 1000M optical port
1 2 x 10G optical port
ADS NX5-8000 supports the following types of interface cards:
1 8 x 1000M electrical port
1 8 x 1000M optical port
T 2 x10G @tical port

ADS NX3-800E uses six 1000M electrical ports as working interfaces and supports one
expansion slot. The expansion slot supports the following types of interface&ards:
1000M electrical port, 8 x 1000M optical port, 4 x 1000M electrical, @ord 4 x 1000M
optical port.

ADS NX5-10000/12000/20000 supports interface cards up to the following
configuration:

1 4 x 1000M electrical port
1 6 x 100G optical port

1 4 x40G optical port

1 20 x 10G optical port

ADS NX3-HD2500/NX5HD4500/NX5HD6500/NX5HD8500 sipports the following
types of interface cards:

1 8 x 1000M electrical port
1 8 x 1000M optical port

T 4 x 1000M electrical port
1 4 x 1000M optical port

1 4 x10G optical port

1 2x10G optical port

ADS NX3-HD1000/NX5HD5000/NX5HD6000 supports the following types of
interface cards:

1 6 x 1000M electrical port + 4 x 1000M optical port
1 4 x 1000M electrical port + 4 x 1000M optical port
1 8 x 1000M electrical port

1 4 x 1000M optical port

1 2x10G optical port

1 4 x10G optical port

On the interface configuration page, the adstrator can enable or disable all working
interfaces and change the working mode of 1000M electrical ports.

This section describes those operations in detail.
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Enabling or Disabling Working Interfaces
Step 1 ChooseSystem > Local Settings > Interfaces

shows the interface working mode of ADS NKP8500.

Figure 33 Interface working mode of ADS NXHD8500

Interfaces )

interface Working Mode

Interface SmartNIC Mode MTU status Enable/Disable Interface

G31 No auto 1500 Up/1000/ Full o

G3/2 Mo auto 1500 Up/1000/ Full (-]

G3/3 No auto 1500 Up/1000/ Full o
)

G3/4 Mo auto 1500 Joown

describes interface working mode parameters.

Table 32 Interface woking mode parameters

Parameter Description

Interface No. ADS NX3-800E:
G3/1i G3/8:1000M electrical ports

F4/1i F4/8:1000M optical ports
ADS NX3-4020E:

T1/1 and T1/210G optical ports
G3/1i G3/8:1000M electrical ports

F4/1i F4/8:1000M optical ports

ADS NX5-10000:
100GE 1/1100GE 1/6: 100G optical ports
40GE 1/140GE 1/4: 40G optical ports
T1/17 T1/20: 10G optical ports
G1/1i G1/4: 1000M electrical ports

S,

Note

Interface numbers here are provided for illustration only. They may ¢
from the actual numbers as bdsumay be inserted into other slots.

SmartNIC Indicates whether it is a smartNIC. It will be displayedvas after a FPGA carg
that contains 8 x 10G optical ports occupying two slots is inserted.
Mode The default value isauto, indicating that the intéace is working in autg

negotiation mode.

10M full: indicates that the interface is currently operating at 10 Mbps a
full duplex mode.

10M half: indicates that the interface is currently operating at 10 Mbps a
half duplex mode.

100M full: indicaks the interface is currently operating at 100 Mbps an
full duplex mode.

100M half: indicates the interface is currently operating at 100 Mbps a
half duplex mode.
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Parameter Description

1000M full: indicates the interface is currently operating at 1000 Mbps a
full duplex mode.

MTU The MTU is1500for all working interfaces and cannot be edited.

Status Up: indicates that the current interface is up.

Down: indicates the current interface is down.

1000/Fullindicates the working mode of the current interface.

Step 2 To erable or disable an interface, cli‘# or % in the Enable/Disable Interface column.
----End

Changing the Working Mode of 1000M Electrical Ports
ADS NX5-4020E is used as an example here.

On thelnterfaces page in , click Edit to change the working mode of 1000M
electrical ports (G1/1 through G1/8).

Figure 34 Changing the working mode of 1000M electrical ports

Interfaces

Change Interface Working Mode
Interface ID Mode

G1/1 10M half

G1/2 10M half

G1/3 10M half

G1/4 10M half

G1/5 auto

G1/6 auto

G1/7 auto

4 4 4 4 |4 4 a4 4

G1/8 auto

CK || Cancel

After changing the working mode, cli€K to save the settings.
3.1.3User Management
ChooseSystem > Local Stings > User ManagementAs shown in , theUser

Managementpage that appears displays all system users. Initially, only the default web user
admin and the CLI user routerman are available.
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Figure 35 System user

User Management

@
System User

User Name User Type Authenticate By

admin Superuser

Operation

Br

Password

CLI User

User Name Password Account Status Operation

Enable @

routerman

File Download
File Content

CLI Command Description.pf

User roles include the following:

Superuser (admin by default)
CLI user (routerman by default)
Custom user

Common user

Administrator

Auditor

Custom access user

For permissions of these user roles, sege 21.

UnderFile Download, you can click th€LI Command Line Manudihk to download this
user guide

Adding a User

Click Add in the §stem Userarea to add a system user. On the page showigiine 26,
configure the user name and login password, and select a role to limit the user's permissions.

A user, after being added, can be edited and deleted.

Figure 36 Adding a system user

User Management @

Add System User

Item Value

New Password /]

Confirm Password /]

User Type Common user v

Authenticate By ® password O Password + email O Password + certificate

OK || Cancel
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Figure 37 Adding a system usé&rcustom access user

User Management @
Add System User

ltlem Value

New Password (I

Confirm Password ]

User Type Custom access user v

Authenticate By ® password O Password + email O Password + certificate

Custom Permissions

[select All Options

O Real-Time Monitoring

(m] Policy

(] Diversion & Injection

(m] Logs

[m] System

O Advanced

O Q&M

OK || Cancel

describes parameters for adding a user.

Table 33 Parameters for adding a user

Parameter Description

User Name Specifies the user name of the new account, which is unique and cannot be
It should contain 4 to 20 characters long. The minimum usenenlength is
determined by theMin User Name Length value specifiedunder System >
Security Settings > Login Security Also, the user name can only consist
letters, digits, and underscores.

New Password Specifies the password of the new account, wrsbould contain 6 to 3
characters and whose minimum length depends onMfme Length value
specified forPassword Strength Checkunder System > Security Settings >
Login Security.

Confirm Password | Specifies a repeat entry of the password for accuracy.

User Type Specifies the role of the new account, which cabstom user Common user,
Administrator , Auditor , and Custom access useiFor details about permissio
of each user role, s€e

For the seletion of Custom access useryou also need to specify permissions
this role, as shown iR .

Authenticate By Specifies the login authentication method, which can Bassword
Password+email or Passvord+certificate.

For Password+email you need to type an email address.
For Password+certificate you need to insert a UKey into the USB port of

ADS device, and click® next to Digital Certificate to generate a digitg
certificate and write the inforntian to the UKey.

S,
Note

For email verification, you need to configure a correct SMTP server |
System> Log Services> Email. For details, seg

If the system useadmin is authenticated by passwmb+ emalil, firstly
ensure the correctness of the email address and the availability
email service.

To download the UKey program, clickownload Application in the
lower-left corner of the login page.

Copyright© NSFOCUS 20 V4.5R90F06



<NSFOCUS NSFOCUS ADSUser Guide

Editing a User
You can edit a default user (aoithand custom user.

Click = in theOperation column of a user to edit the user's account information. Only
admin can edit user accounts and other users can only change their own passwords.

Rename the default usedmin) with caution. If you forget the mename, you have to
restore it along with its password to the default through the console. For details, see section

Deleting a User

Click '*! in theOperation column of a user to delete this user.

Only admin can delete users.

Enabling a CLI User

Only admin can enable or disable CLI users.

By default, CLI users are disabled. In the CLI user list, c'*x in theOperation column to
enable a CLI useFEor first enabling, the web page redirects you to the password page.

The password must be 6 to 30 characters long. The minimum length of passwords depends on
theMin Length value specified undeystem > Security Settings > Login SecurityThe

CLI user nane is set by the system and cannot be edited. After the password is configured,

you will not be prompted to set it if you enable it again.

Editing a CLI User
Click = in theOperation column of a CLI user to change the user's password.

3.1.4Management Platform C onfiguration

This section describes how to configure the management platform and HTTP authentication
synchronization.

3.1.4.1Configuring a Management Platform

Currently, the administrator can exercise centralized management and monitoring over ADS
in the following ways:

Third-party managemendallows the administrator to use a thpdrty program to
manage ADS.
ESPC/ESPP managemeaiiows the ADS daemon to upload files to ESPC or ESPP.

ADS M managementllows the ADS daemon to upload files to ADS M and ADS M to
dispatch configuration to ADS. After this is selected, users can conduct centralized
management and maintenance of ADS devices via ADS M.

To enable and configure the management mode, perform the following steps:

Step 1 ChooseSystem > Local Settings > Managemerlatform.
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Figure 38 Management Platform page

Management Platform
Management Platform

] 1P Address Port Management Platform
a 10.66.32.151 Third-Party Management
(] 10.66.253.118 443 ADS M

HTTP Authentication Synchronization

IP Address Synchronization Status and Cause of Exception Enable Operation

Language Enable Operation
simpiified Chinese Yes & &
simpiified Chinese Yes & &

Enable | Disable || Delete || Add

Add

Step 2 Click Add in the lower right corner of thdvlanagement Platformarea to open the Add

Management Platform page.

Figure 39 Add Management Platform page

Management Platform

Add Management Platform

Item Value

Enable @® Yes(O No

IP Address 4
Management Platform ADS M v

access key
Language English

Port

]

OK  Cancel

describes management mode parameters.

Table 34 Management mode parameters

Parameter Description

Enable Controls whetheADS accepts centralized management.
Yes indicates that ADS is subject to centralized manageme
No: indicates that ADS is not subject to centraliz
management.

IP Address IP address of ADS M or the thigharty device to which ADS

submits data. You caygpe either an IPv4 or IPv6 address.

This is required wherADS M or Third -Party Management is
selected as the management platform.

N

4
Note

Currently, ADS can submit data to five management dey
simultaneously.

Domain Name/IP Address

Domain name or IP addree§ ESPC/ESPP to which ADS subm
data. You can type either an IPv4 or IPv6 address.

This is required wheESPC/ESPPis selected as the managem
platform.

Management Platform

Type of the device to which ADS submits data. The value ca|
one of the fdbwing:

ADS M
ESPC/ESPP
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Parameter Description

Third -Party Management third-party device

Port Specifies a port for ADS to collaborate with ADS M. T
parameter is available only wheADS M is selected as th
management platform. The default port is 443.

Access Key Specifiesthe access key used for configuring the web API.
parameter is available only whérhird -Party Management or
ADS M is selected as the management platform.

The access key must be a combination of 6 to 15 uppercase |
lowercase letters, and digits.

File Upload Path Specifies an interface from which files are uploaded to a-hartly
management platform. Such a file upload path, for exan
https://192.168.0.1:31943/devicelampnsists of an IRddress, por|
number, and URI. If ADS is accessed via port 443, the port nu
can be omitted here. This parameter is available only V
Third -Party Management is selected as the managems
platform. Only HTTPS is supported.

Language Specifies the langage of messages sent by ADS to ADS
ESPC/ESPP, or a thiyplarty platform.

Generally, after you configure protection policies for ADS via A
M, ADS returns related messages.

Step 3 Configure parameters and cli€K to save the settings.
Step 4 Select the newly addedanagement mode and cliekable to enable the management mode.
----End

3.1.4.2Configuring HTTP Authentication Synchronization

Step 1 ChooseSystem> Local Settings> Management Platformto open the management mode
page shown if

In theHTTP Authentication Synchronization area, theSynchronization Status and Cause
of Exception column shows the current synchronization status anBriable column
shows whether HTTP authentication synchronization is enabled.

Step 2 Click Add in the lowef right corner of thedTTP Authentication Synchronization area.

describes parameters for configuring HTTP authentication synchronization.

Table 35 Parameters for configuring HTTP authenticatiomcsiyonization

Parameter Description

Enable Controls whether to enable the HTTP authentication synchronization function.
Yes enables this function.

No: disables this function.

Src IP Specifies the IP address to which HTTP authentication informationnisheynized.
Both IPv4 and IPv6 addresses are allowed here.

S

Note
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Parameter

Description

Only one IP address can be configured.

Step 3 Configure parameters and cli€K to complete the configuration.

—End

3.1.5Configuration File Management

The configuration file contains all the configungalicies and system settings of the system.
The configuration file is an encrypted file with the extenscamf.

Exporting a Configuration File

ChooseSystem > Local Settings > Configuration File Managemenas shown ifrigure
3-10. Click Export to export a configuration file.

The default file name isfgbackup_version export time collapsar.conf such as
cfgbackup_V4 5R90F06_ 202411151854 collapsar.conf.

Figure 310 Configuration file management

Configurafion File Management

Configuration File

Configuration File Backup Settings
ltem

FTP Server IP

User Name

Password

Path

Backup Freguency

(Configuration File less than 20 MB; must be of the same madel, version, and running mode)

6]

‘ Choose File ‘No file chosen Import || Export

Value

Rmp/
Daily

Edit

A )

Note

You are advised not to change the nanfettte exported configuration file
collapsar.cont

Importing a Configuration File

On the page shown Irigure 310, click Choose Fileand select a configuration file from the

local host. Then clickmport to import the configration information and restore the system
back to the state right before the configuration file was exported.

Pay attention to the following while importing or exporting a configuration file:

The size of the configuration file should be no greater than20otherwise, the
import would fail.

Configuration files cannot be imported across product models.

Configuration files cannot be imported between devices running in different modes even
if they are of the same model.
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Backing Up a Configuration File

You can regularly back up configuration files to the FTP server. On the page shBigaria
3-10, click Edit and set configuration file backup parameters.

Figure 311 Configuration file backup

Configuration File Management

Configuration File

liem

FTP Server IP
User Name
Password

Path

Backup Frequency
Test FTP Setiing

(Configuration File less than 20 MB; must be of the same model, version, and running mede)

Value

[

ftmpl/
Daily w

Test Now

Choose File |No file chosen Import || Export

@

OK || Cancel

describes configuration file backup parameters.

Table 36 Configuration file backup parameters

Parameter

Description

FTP Server IP

IP address of the FTP server.

User Name

User name for logging in to the remote FTP server.

Password

Password for logging ito the remote FTP server.

Path

Path to save the data uploaded to the remote FTP server.
Fill in a UNIX absolute path, for example, /tmp/.

Backup Frequency

Specifies how often the configuration file is backed up, which carDaiy,

Weekly, or Monthly .

Test FTP Setting

Clicking Test Nowsends test file to the specified FTP server to check whethg

settings are correct.

3.1.6Bandwidth Overrun Limit Configuration

After two bandwidth overrun thresholds are configured, if the total traffic on ADS exceeds
either of them, the system reports an alert, which is displayed in red, prompting bandwidth
overrun. Also, the system logs system operation messages when the alert is generated and

ends.

ChooseSystem > Local Settings > Bandwidth Overrun Limit Click Edit in the dialog box

describes bandwidth overrun thresholds. Set parameters an@Klick
to complete the configuration.

that appears.

Table 37 Bandwidth overflow thresholds

Parameter

Description

Enable

Controls whetbr to enable the bandwidth overrun alerting.
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Parameter Description

Yes enables the function.

No: disables the function.

Device Alert Threshold Alert triggering threshold for the overall traffic of the device in pps|
(pps) bandwidth overrun alert is generated when this Huolesis exceeded.

Device Alert Threshold Alert triggering threshold for the overall traffic of the device in bps|
(bps) bandwidth overrun alert is generated when this threshold is exceeded.

3.1.7Hardware Alert Thresholds

You can set alert thresholds forrieaus types of hardware by performing the following steps:
Step 1 ChooseSystem> Local Settings> Hardware Alert Threshold.
Step 2 Click Edit.
describes hardware alert thresholds. The altert thresholds for haatvdavitual

devices are different.

Table 38 Hardware alert thresholds

Parameter Description

CPU Usage Threshold Specifies the percentage of CPU usage that will trigger an alert.
Memory Usage Threshold Specifies the percentage of memory usage that will triggafesin
Disk Usage Threshold Specifies the percentage of disk usage that will trigger an alert.

CPU Temperature Threshold | Specifies the temperature of the CPU that will trigger an alert.

Motherboard Temperatur| Specifies the temperature of thitherboard that will trigger an alert.
Threshold
Fan Alert Controls whether to turn the fan switch on. If it is turned on,

alert will be triggered when a fan fails.

Power Alert Controls whether to turn the power switch on. If it is turned on
alert will betriggered when the power supply fails.

Disk Status Alert Controls whether to turn the disk switch on. If it is turned on,
alert will be triggered when a disk fails.

Step 3 Set parameters and cli€K to complete the configuration.

-—End

3.1.8Management Interf ace Access Control

The management interface access control is disabled by default. After being enabled, it can be
disabled via the console. After source IP addresses/segments or MAC addresses are specified
for access to the management interface, thosenetpe specified range cannot access

ADS, whether via web, Telnet, or ping. In addition, the system can dynamically identify
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external IP addresses to which ADS connects, such as NSFOCUS Cloud or other collaborative
platforms, and allow access from thesadldresses.

3.1.8.1Creating a Management Interface Access Control Rule
To create a management interface access control rule, perform the following steps:

Step 1 ChooseSystem > Local Settings > Management Interface Access Control

Figure 312 Management Interface Access Controlgéarcess control disabled by default)

Management Interface Access Control 2]

Ttem Value
Enzble Access Control No
Edit

Step 2 Enable management interface access control and create a default rule.

a. Click Edit.

describes parameters for editing the management interface access control
function.

Table 39 Parameters for controlling the management interface access control function

Parameter Description

Enable Controls whether to enable the management interface access control function.
Yes enables the function.

No: disables the function.

Default Rule Specifies a default rule.

Permit any: allows any IP addresses other than those denied acce
management interface access control rules to access ADS.

Deny all: forbids any IP addresses other than those allowed access in mana
interface access cootrrules to access ADS. After this option is selected, onl
addresses allowed access in management interface access control rules ca
ADS.

b. Set parameters and cli€ to complete the configuration.
Step 3 Create a management interface access contel r

a. Click Add.
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Figure 313 Creating a management interface access control rule

Management Interface Access Control

@
Add Management Interface Control Rule
ltem Value
Control Object SrcIP v
Prefix Length/Netmask
Access Control ®permitO Deny

OK || Cancel

describes parameters for creating a management interface access control rule.

Table 310 Parameters for creating a management interfacesacoatrol rule

Parameter Description

Control Object Specifies use of a source IP address or MAC address for access control.
N,
Note

Exercise caution when configuring this. You are advised to select Source
MAC only when the management device directly connecthe device or
they are in the same layer 2 network environment.

Src IP/Source MAC | Specifies a source IP address/segment or a MAC address that is alloy
forbidden to access ADS.

Prefix Specifies the subnet mask of the source IP adt&mgment. This parameter
Length/Netmask available only whei€Control Object is set toSrc IP.

The netmask length for IPv4 addresses ranges from 24 to 32 bits.

The netmask length for IPv6 addresses ranges from 64 to 128 bits.

Access Control Specifies an action to beaken by ADS for traffic from the specified |
address/segment or MAC address:

Permit: allows the specified IP address/segment or MAC address to 3
ADS.

Deny: forbids the specified IP address/segment or MAC address to 3
ADS.

Step 4 Set parameters andai OK.

A new management interface access control rule is thus created, as shayumer

Figure 314 List of management interface access control rules

Management Interface Access Control

Management Interface Control Rule

D Control Object Address Prefix Length/Netmask Access Control Operation
0 SrcIP 1066413 255255 255 255 Permit &

liem Value
Enable Access Control Yes
Default Rule Permit any

Edit
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-—End

3.1.8.2Changing the Rule Match Sequence

When there is more #im one management interface access control rule, the rule on top is
matched first and, if it is a hit, no other rules will be checked for a match. You can adjust the
sequence of rules to change their priority.

On the page shown in , click ® or ® in theOperation column of a rule to
move it up or down.

3.1.8.3Editing a Management Interface Access Control Rule

You can edit parameter settings of a management interface access control rule after it is
configured. © do that, perform the following steps:

Step 1 On the page shown in , click = in theOperation column of a rule.
Step 2 Edit parameter settings and then cl@K to save the changes and return to the rulpdige.
----End
3.1.8.4Deleting a Management Interface Access Control Rule

On the page shown in , click ® in theOperation column of a rule and clicKK
in the confirmation dialog box to delete this rule.

3.1.9HA Configu ration

HA can be implemented in ipath mode not only between two ADS devices of
same model but also between the following different models:

\ - ADS NX3-HD2500 and ADS NX2020E
Not: - ADS NX5-HD4500 and ADS NX51020E
ADS NX3-2020E/NX54020E/NX56025E and ADNX5-HD6500
ADS NX3-800E and ADS NX3HD1000.

Currently, ADS, whether in #path or ouof-path mode, supports two deglstem hot
standby modesactive-active and activstandby.

In activeactive mode, one ADS device functions as the primary deviceharather as
the secondary device. Both the primary and secondary devices handle services and
achieve load balancing. If the primary device fails, the secondary device takes over
all work and traffic handled by the former, ensuring to the maximum extdrseihéces
are available.

In activestandby mode, one ADS device functions as the primary device, and the other
as the secondary device. By default, the primary device handles all traffic and
synchronizes heartbeat information and-teaé status to theesondary device that is

only a backup device and does not handle services. If the primary device fails, the
secondary device takes over all work and traffic handled by the former, ensuring to the
maximum extent that services are available.
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3.1.9.1HA Configuration on ADS in Out -of-Path Mode

This section describes how to configure ADS deployed irobpath mode to implement HA
by giving an example of configuring such devices to work in adi@adby mode.

As shown in~Figure 315, the primary and secondary devices are connected by their heartbeat
interfaces (management interfaces on devices) to synchronize heartbeat information and
reaktime status and establish the BGP neighbor relationship with the peer router.

Figure 315 Networktopology for ADS in oubf-path mode to implement HA

Master
device

anagement
interface

cable

Management
interface

Slave
device

Usually, ADS is deployed on the backbone network. Currently, HA car
implemented only in the case of BGP diversion.

Currently, once the primary device fails, the secondary device automatiay
\ over all services from the primary device.
4

If Syn Diversion Config After Entering a Cluster is enabled in HA advar
configurations on both the primary and secondary devices, the primary devic
automatically take back services after it recov€therwise, the administratc
needs to manually stop the BGP diversion on the secondary device and
BGP diversion on the primary device.

Note

For duatsystem hot standby deployment, the administrator first needs to perform the
following interface configtation on the two devices (see sectian2.1Configuring IPv4
Network Settingsfor details):
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. Configure the heartbeat interface (management interface or H interface).

The heartbeat interface is used by the primary device to synchronize the specified
configuration file to the secondary device. For detailsfse€

1 The heartbeat interfaces on the @ignand secondary devices must be
reachable for each other.

Configure other communication interfaces.

After the interface configuration, enable the dsypgtem hot standby function and configure
HA by completing the following:

Basic settings
Synchronizatia file configuration

Basic HA Settings

Before enabling HA, you need to perform basic HA configuration on both the primary the
secondary devices. To do that, perform the following steps:

Step 1 ChooseSystem > Local Settings > HA

Figure 316 HA page

HA @
Device Status

HA Status: @ Role: Not enabled Connection Status: ®
Basic Settings

Item Value

HA Mode Active/Standby

HA Role Not enabled

Local IP

Primary IP

Secondary IP

View Status | Enable || Edit || Advanced Config
Configuration Synchronization
Policy Diversion & Injection System Advanced

Item Value

Protection Groups No

Group Policy Templates No

Carpet Bombing Protection No

Advanced Global Parameters No

Response Page Settings No

SSL Certificate Mgmt No

Mobile User-Agent Rules No

Allowlist No

Access Control Policy No

Reflection Protection Rule No

GeolP Rules No

Blocklist No

HTTP Keyword Checking No

SSUTLS Keyword Checking No

Connection Exhaustion Rules No

Regular Expression Rules No

URL-ACL Profecfion Rules No

DNS Keyword Checking No

DNS Subdomain Allowlist No

Programmable Rules No

Edit

Step 2 Modify basic settingsf HA.

a. Click Edit in the lowefright corner of thdasic Settingsarea to open the editing page.
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Figure 317 Editing basic settings

HA

Edit Basic Settings
ltem

HAMode

HARole

Local IP

Primary |P

Secondary IP

Value
Active/Standby v
Secondary v

10.66.213.203 v

10.66.242 22

OK || cancel

describes parameters of basic HA settings.

Table 311 Parameters of basic HA settings

Parameter

Description

HA Mode

HA mode, which can bActive/Active or Active/Standby.

HA Role

Role played by the current device in degstem hot standby mode.
In active/standby mode:

Primary : indicates that this device works as a primary device. AfteisHgnabled,
it starts handling services until a failure occurs.

Secondary indicates that this device acts as a secondary device. After H
enabled, this device is in backup state and starts handling services only wh
primary device fails.

In activdactive mode:

Primary : indicates that this device works as a primary device. After HA is eng
it starts handling services until a failure occurs.

Secondary indicates that this device acts as a secondary device. After H
enabled, this device is irbkup state and handles services the same as the p
device, to achieve load balancing. If the primary device fails, the secondary
takes over all services.

Local IP

IP address of the management interface on the current device, which can IBg
address of the management interface or heartbeat interface. You can type an IPv4
address. Note that the IP segment 172.16.1.0/24 is reserved for internal communig

Primary IP

IP address of the primary device, which can be an IPv4 or Iéh@ss.

S,

Note

This parameter needs to be set only wHénRole is set toSecondary
The route betweeRrimary IP andSecondary IPmust be reachable.

Secondary IP

IP address of the secondary device, which can be an IPv4 or IPv6 address.

\,

Note

This parameter needs be set only wheH A Role is set toPrimary .
The route betweeRrimary IP andSecondary IPmust be reachable.

b. Set parameters and cli€K to save the settings.
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Step 3 (Optional) Modify advanced HA configurations.

a. Click Advanced Configin the lowetright corne of theBasic Settingsarea.

Figure 318 Advanced Configurations area

Device Status

HAStatus: ©  Role: Notenabled

Advanced Configurations

Item

Communication Port

Heartbeat Interval

Lost Heartbeat Threshold

Real-Time Status Sync

Real-Time Status Sync Interval

Check Exception over Diversion and Injection Interfaces
Sync Diversion Config After Entering a Cluster

Connection Status: &

Value

6666

1000 ms

5

No

600 seconds
Disable
Disable

(*For devices working in HA mode, the communication port must be the same and it is recommended that other parameters have the same setfings )| Edit || Cancel

b. Click Edit.

Figure 319 Editing advanced settings

HA

Edit Advanced Configurations
Item

Communication Port

Heartbeat Interval

Lost Heartbeat Threshold
Real-Time Status Sync
Real-Time Status Sync Interval

Check Exception over Diversion and Injection
Interfaces

Sync Diversion Config After Entering a Cluster

@

Value

6666

1000 ms

5
ies®No

600 s
Enable ®Disable
Enable @Disable

OK  Cancel

describes the advanced HA configuration parameters.

Table 312 Advanced HA configuration parameters

Parameter

Description

Communication Port

Port for HA communication.

Heartbeat Interval

Interval fa the active device to synchronize keepalive information to
standby device, in milliseconds.

S,

Note

The Heartbeat Interval values on the primary and secondary devi

should be as close as possible to avoid possible HA conng
establishment failures.

Lost Heartbeat Threshold

An auxiliary parameter for detecting heartbeat timeouts when an
connection is established. When the number of lost heartbeats excee
value, the heartbeat connection is deemed disconnected.

S,

Note

The Lost Heartbeat Threshold values on the primary and secondd

devices should be as close as possible to avoid possible HA conn
establishment failures.
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Parameter Description

RealTime Status Sync | Whether to enable retime status synchronization.

S,

Note

RealTime Status Syncshould be enabled on both tipeimary and
secondary devices so that files can be synchronized between th
devices.

Realtime Status Synq Interval at which the primary device to synchronize specified configur

Interval files to the secondary device.

Check Exception Controls whether to check the status of diversion and injection interf]
over Diverson and| When an exception is detected on the diversion or injection interfal
Injection Interfaces primary/secondary switchover is triggered.

Sync Diversion Config After an ADS device joins a cluster, the diversion status of the pe
After Enterihg a Cluster | synchronized to this device.

Step 4 Click OK to save the settings.
----End

File Synchronization Configuration

After configuring basic HA settings on both the primary and sgmgrndevices, you can
specify which policy, diversion and injection, system, and advanced configurations are to be
synchronized.

Policies

To specify policy configurations to be synchronized, perform the following steps:
Step 1 ChooseSystem> Local Settings> HA.

ThePolicy tab page is displayed by default in tbenfiguration Synchronization area, as
shown in

Step 2 Click Edit in the lower right corner of the&Configuration Synchronization area to open the
editing page.
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Figure 320 Policy configurations to be synchronized

HA
Device Status,
HAStaus: @ Role: Notenabled  Connection Status: @

Basic Settings

tem Value
HAMode Activelstandoy
HARole Not enabled
Local IP

Primary IP

Secondary IP

View Status || Enable || Edit || Advanced Config
Configuration Synchronization

Policy Diversion & Injection System Advanced
ltem Value
Protection Groups. No
Group Policy Templates No
Carpet Bombing Protection No
Advanced Global Parameters No
Response Page Settings No
SSL Certificate Mgmt No
Mobile User-Agent Rules No
Allowiist No
Access Control Policy No
Reflection Protection Rule No
GeolP Rules No
Blockist No
HTTP Keyword Checking No
SSLITLS Keyword Checking No
Connection Exhaustion Rules No
Regular Expression Rules No
URL-ACL Protection Rules No
DNS Keyword Checking No
DNS Subdomain Allowiist No
Programmable Rules No

Edit

Step 3 Select the desired configuration(s) and cliik.
----End

Diversion and Injection

To specify diversion and injection configurations to be synchronized, perform the following
steps:

Step 1 On the page shown ingure 316, click theDiversion & Injection tab.

A Synchronizing diversion and injection configurations may cause network interru
Caution or other problems. Be careful and perform such synchronization only whessaeg
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Figure 321 Diversion and injection configurations to be synchronized

HA
Device Status
HA Status: © Role: Not enabled Connection Status: ®

Basic Settings

Item Value

HA Mode Active/Standby
HARole Not enabled
Local IP 1066213203
Primary IP 10.66.242.22
Secondary IP

View Status || Enable || Edit || Advanced Config
Configuration Synchronization

Policy Diversion & Injection System Advanced
Item Value
Running Mode No
Port Channel No
GRE Tunnel No
IP Address No
BGP Route No

IP Route Assignment No
Injection Interfaces No
Injection Routes No
MAC Address Table No
Filtering Rules No
Manual Diversion No
Group Diversion No
Genie Diversion No
Arbor Diversion No
MPLS Route No
Others No

Edit

Step 2 Select the desired configuration(s) and cliK.
----End

System

To specify system configurations to be synchronized, perform the following steps:

Step 1 On the page shown iagure 320, click the Systemtab.

Figure 322 System configurations to be synchronized

HA
Device Status
HAStatus: © Role: Not enabled Connection Status- ®

Basic Settings

Iltem Value
HAMode Active/Standby
HARole Not enabled
Local IP 10.66.213.203
Primary |P 10.66.242.22
Secondary IP

View Status || Enable || Edit || Advanced Config
Configuration Synchronization

Policy Diversion & Injection System Advanced
ftem Value

System User No
Management Mode No
Collaboration No

Bandwidth Overrun Limit No

Syelog Configuration No

SNMP Trap Setiing No

Email No

SFTP/SSH No

Edit

Step 2 Select the desired configuration(s) and cliik.
----End
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Advanced Configuration

To specify advanced configurations to be synchronized, perforroltbeihg steps:

Step 1 On the page shown ifigure 320, cllick the Advancedtab.

Figure 323 Advanced configurations to be synchronized

HA
Device Status

HA Status: @ Role: Not enabled Connection Status: &

Basic Settings

item Value
HAMode Active/Standby
HA Role Not enabled
Local IP 10.66.213.203
Primary IP 10.66.242.22
Secondary IP

View Status || Enable || Edit || Advanced Config
Configuration Synchronization

Policy Diversion & Injection System Advanced
ftem Value

Pattern Matching Rules No

Automatic Packet Gapture No

TI Configuration No

Step 2 Select the desired configuration(s) and cliik.
----End

Enabling HA

After completing bais HA settings and file synchronization configuration on both the
primary and secondary devices, you can enable HA on them separately by diclrigin
the lowerright corner of théasic Settingsarea on thélA tab page shown iRigure 316.

After HA is enabled, thélA tab page on a primary device is as showhnidinire 324, and
that on a secondary device is as showndnire 325.

Figure 324 HA Configuration page on a primary device

HA

Dovica Status
HASsus: @ Role: Prmary  Conmection Status: ® PeerLists: 10.66.24213 «
Basic Settings

Hem Value

HA Mode Actve/Standby
HA Role Primary
Local P 1066202 242
Primary P
Sacondary IP 10.66.242.13
"Disable the HA function beforo modiying HA Mode, HA Rols, Local I, Prmary I, Secondary IF, Camemunication Por, or Heartbaat Sync intorval || View Status || Disable | Edit]| Advanced Gon

Configuration Synchronization

Palicy Dwversion & Ingctior Syste Advanced
Hem Value
Protection Groups Ho
Group Palicy Templates Ho
Carpet Bombng Protection o
Advanced Global Parameters o
Responss Page Setings Ho

SSL Certficate Mgmt He

ol Policy

Reflection Protection Ruls Ho
GeolP Rules Ho
Blackiist Ho
HTTP Keyword Chacking Ho

SSLATLS Keyword Checking Ho

fes
DNS Keyword Chocking Ho

Copyright© NSFOCUS 37 V4.5R90F06



<NSFOCUS NSFOCUS ADSUser Guide

Figure 325 HA Configuration page on a secondary device

HA
Device Status
HA Status: @ Role: Secondary  Connection Status: ® Paer Lists: 10,66 242242 »

Basic Setings

nem Value

HA Made Actve/Standisy
HA Role Secondary
Local B 108624213
Primary P 1066242 242
Secondary IP 108624213

al IF, Pramary IP. Secandary P, Communication Port, or Heartbeat Sync Intenval )| View Status || Disable | Edit ] Advanced Cand|
Configuration Synchronization

Policy

HTTP Keyword Checking Ho
SSUTLS Keyword Checking Ho

Disabling HA

After HA is enabled, in the loweight corner of thdBasic Settingsarea on thélA page
shown inFigure 316, theEnable button changes tDisable You can clickDisableto disable
HA.

Generally, you need to disable HA before editing such parameteds blode, HA Role,
Local IP, Primary IP, Secondary IP, andHeartbeat Interval.

Viewing HA Status

After HA is enabled, the work status, role, connection status, and peer list of HA are displayed
in theDevice Statusarea shown ifrigure 316.

To view the detailed status of HA configuration, you can dffidw Statusin the lowerright
corner of theBasic Settingsarea shown ifrigure 316.

Figure 326 shows the HA status information of a primary device in asttaedbymode, and
Figure 327 shows that of a secondary device in actendby mode.

Figure 326 HA status information of a primary device

HA View Status x

enabled: Yes

local_address: 10.66.250.250
Established peer(s): 10.66.242.121
running role: master

bgp metric: 100

]

Close

Copyright© NSFOCUS 38 V4.5R90F06



=-NSFOCUS NSFOCUS ADSUser Guide

f-v

Figure 327 HA status information of a secondary device

HA View Status

.
enabled: Yes

local_address: 10.66.242.121
Established peer(s): 10.66.250.250
running role: slave

bop metric: 105

[ (R ——

Close

3.1.9.2HA Configuration on ADS in In  -Path Mode
On ADS in inpath mode, if the bypass function is enapléa HA function is unavailable.

When ADS is deployed in ipath mode, the topology for it to implement HA is as shown in
Figure 328.

Figure 328 Network topology ér ADS in inpath mode to implement HA

LS
.~ Router A

Master device TN
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HA configuration on ADS in irpath mode is similar to that on ADS in eaftpath mode. For
details, see sectigh =Note the

following differences on thelA page:

Advanced Configurations Check Exception over Diversion and Injection Interfaces

andSync Diversion Config After Entering a Clusterare unavailable on ADS in-path
mode.

Configuration Synchronization: TheDiversion & Injection tab is unavailable on ADS
in in-path mode.

Figure 329 HA configuration on ADS in igpath mode

HA

Device Status

HAStatus: @ Role: Primary  Connection Status: @ Peer Lists: 10.66.242.13 «
Basic Settings

Item Value

HA Mode Actie/Standby
HA Role Primary

Lacal © 1066242 242
Primary IP

Sscondary 1P 108624213

A Mode, HA R al 1P, Primary P, Secondary 1P, Comsmunieation Pert, or Heartbest Syne Intenal )| View Status | Disable | Edt || Advanced Conig

Configuration Synchronization
Poby | System | Ad

DNS Keyward Checking No

3.1.10(Optional) Bypass Configuration

The bypass function is available only for ADS devices running-path mode. Cuently,
ADS NX5-10000 and NX4VN do not support bypass configuration.

\ On ADS in inpath mode, if the HA function is enabled, the bypass functio
Note unavailable.

This function ensures uninterrupted network communications when ADS fails. ADS
devices proide the builtin and external bypass functions.

To configure this function, chooS8ystem> Local Settings> Bypass Configuration
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Figure 330 Bypass Configuration page

Bypass Configuration @
Built-in Bypass Configuration
Status Bypass group Operation
-] T1/1-T1/2 3
-] T2/1-T2/2 ¥
External Bypass Configuration
Status INfOUT Interface Pair Bypass Switch Heartbeat | Bypass Switch Type Link Password Operation
P
L) F3/1-F3/2 10.66.242.44 BP240X | e [
o
e T1/1-T1/2 10.66.242.169 BP240X i [EES
[s=1C
Add || Enable All || Disable All

Note that the.ink column appears in the table, indicating the link ID of the external bypass
switch, only when the switch type BP240X

3.1.10.2Built -in Bypass

The builtin bypass function is disabled by default, as showsidn . You can specify
an interface group as buitt bypass interfaces.

To enalte this function, click'*’ in theOperation column. Then the indicator in the
Statuscolumn turns to®, indicating that the buiiin bypass function is enabled. At the
same time, the button in ti@peration column turns to®/,

To disable this function, click® in theOperation column. Then the indicator in the
Statuscolumn turns to® | indicating that the budin bypass function is disabled.

3.1.10.3External Bypass

The external bypass function can only be enabled on optical interfaces. This function is only
availabk for ADS in irpath mode. External bypass devices from NSFOCUS are called
NSFBS.

shows the topology for the interaction between ADS and the bypass switch.
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Figure 331 Topology for the interaction between AD&dethe bypass switch

Bypass Switch

8|qeo jeaquUesH-

é

When any of the following occurs:

ADS is powered off;
the heartbeat interface is Down; or
the interface check function is enabled,
the associated working interfaces are Down, and the bypass switch automatically switches to

the bypas mode so that the traffic is transmitted to the 4ext device, bypassing ADS. This
ensures uninterrupted network communications.

If any of the following occurs, the bypass switch automatically switches to the b
mode:

ADS's engine quits.

ADS is restarted.

ADS hangs

NSFBS is manually switched to the bypass state via thebasled manager.

The route is unreachable between the management interface on ADS a
heartbeat interface on NS, for example, when the physical connection

broken.
\ - ADS is powered off.
/Y The IN and OUT interfaces used by ADS to connect to-BSFare in different
Note states, that is, one interface is Up and the other is Down.

NSF-BS is manually switched to the bypass state via a heartbeat interface ol
port.

If any of the following occurs, the NSIBS is automatically switched to th
nonbypass mode:

NSFBS is manually switched to the ndwypass state via the wdlased manager.

The NSFBS is manually switched to the néwypass state via a heartbe
interface or serial port.

The heartbeat synchronization succeeds after a previous failure, that is, th
becomes reachable between the management interface on ADS and the h
interface on NSIBS.
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g In in-path mode, ADS enters the bypass state by default when staryed. want
. ADS to implement protection, you must manually disable the external bypass ¢
Caution ADS can switch to the normal protection state.

ChooseSystem > Local Settings > Bypass Configurationin theExternal Bypassarea
shown in , you can manage the bypass function as follows:

Adding an External Bypass Group

Click Add to the lower right of the external bypass configuration table to add an external
bypass group. See

Figure 332 Adding an external bypass group

Bypass Cenfiguration (%)
Add external bypass configuration

Item Value
IN/OUT Interface Pair v

Bypass Switch Heartbeat IP

Bypass Switch Type BP240X v
Bypass Link ID 1w

OK || Cancel

describes parameters of the external bypass group.

Table 313 Parameters of the external bypass group

Parameter Description

IN/OUT Interface Pair| A pair of IN and OUT interfaces used by ADS to connect to the bypass swit

Bypass Switch| IP address used by the external switch to communicate with ADS. For ¢
Heartbeat IP about installation and usage of the external switch, refer to the relaieduide
shipped with the switch.

Bypass Switch Type | Specifies a model of the external bypass switch, which c&Pd0X BP2301
BP2201 or BP2100

Bypass Link ID Specifies the link ID of the external bypass switch. This is available only
BP240Xis selected as the bypass switch.

Other models support only one link by default.

Password Password used for login to the bypass switch. This is available only
BP2100is selected as the bypass switch.

For the password, refer to the related user guigmed with the switch.

Confirm Password Login password typed for confirmation. This is available only wB&2100is
selected as the bypass switch.
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Editing an External Bypass Group

Click & in theOperation column of an external bypass group to modiyconfiguration.
Then clickOK to save the changes.

Deleting an External Bypass Group

Click '® in theOperation column of an external bypass group and then @ikkto delete
the group.

Enabling External Bypass Groups
On ADS, you can enable one or all ertd bypass groups:

To enable one group, clici®’ in theOperation column. Then the indicator in the
Statuscolumn turns to#, indicating that the bypass group is enabled.

To enable all external groups, cliEkable All to the lower right of the external jpgss
table and clickOK in the displayed dialog box.

Disabling External Bypass Groups
On ADS, you can disable one or all external bypass groups:

To disable a bypass group, clit®’ in theOperation column. Then the indicator in the
Statuscolumn turns to® | indicating that the bypass group is disabled.

To disable all bypass groups, clitksable All to the lower right of the external bypass
table and clickOK in the displayed dialog box.

3.1.11Collaboration Configuration

\,

ADS NX5-10000 does not support collabtioa configuration.
Note

ADS devices can work in hierarchical mode to provide better security protegotice:
detecting that traffic exceeds a specified threshold, a {evet ADS instructs the
upperlevel ADS with more powerful processing capabilitiesliteert the traffic for

processing. After processing, the upletel ADS injects the legitimate traffic back to the
lowerlevel ADS.

ChooseSystem> Local Settings > Collaboration TheCollaboration page appears, as
shown in
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Figure 333 Collaboration configuration page

Collaboration @
Item Value
Enable No
Role Not configured
Diverted IP Status List || Lower-Level Device IP List | Edit

3.1.11.1Managing Upper -Level ADS Devices

Configuring an Upper -Level ADS
To configure an uppdevel ADS, perform the following steps:

Step 1 On theCollaboration page shown ifi , click Edit and seEnableto YesandRole

to Upper-level device as shown iri

\ For an uppetevel device, you must set Enable to Yes and specify an IP addre
4 the lowe-level device in theManagement Platform area undetlSystem > Local
Note Settings > Management Platform

Figure 334 Configuring an uppeevel ADS

Collaboration @

ltem
Enable

Role

Value
Crves@no

Upper-level device »

OK || Cancel

describes parameters for configuring an ugeesl ADS.

Table 314 Paramedrs for configuring an uppésvel ADS

Parameter

Description

Enable

Controls whether to enable collaboration between |dessl and uppetevel ADS
devices.

Yes enables the collaboration function.
No: disables the collaboration function.
S,
Note

To enable cdhboration, you need to sé&nable to Yesin the Management
Platform area @nderSystem> Local Settings > Management Platforn). For
details, see sectioh
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Parameter Description

Role Role of the device. Herélpper-level deviceshould be selected.

Step 2 Click OK to return to the&ollaboration page.

Figure 335 Collaboration Configuration page

Collaboration %]
Item Value
Enable Yes
Role Upper-level device
Diverted |P Status List || Lower-Level Device IP List || Edit

Step 3 Click Lower-Level Device IP List
IP addresses of lowdgvel ADS devicesra displayed. Seeigure 336.

Figure 336 List of IP addresses of lowavel devices

Collaboration @
Lower-Level Device IP List
IP Address Device ID Subnet-Wide Diversion Status Operation

Add || Back

Step 4 Click Add to add a lowetevel device.
Type the IP address and hash value of the kbevel device and leave other parameters at
thdr default values.

Figure 337 Adding a lowedevel ADS

Collaboration @

Add Lower-Level Device

IP Address | |
Device ID | |
Subnet-Wide Diversion Cives®iNg
Status Enable v

QK || Cancel

Step 5 Click OK to complete the configuration.
----End

Copyright© NSFOCUS 46 V4.5R90F06



NSFOCUS ADSUser Guide

Viewing Diverted IP Status List

On theCollaboration page shown ifrigure 333, click Diverted IP Status Listto view IP
addresses notified to the current ADS by lo¥esel ADS devices for traffic diversion and
traffic information on the current ADS.

Figure 338 Viewing diverted traffic

Collaboration @

Diverted IP Status List Configure a lower-level device first.

Collaboration | ‘Current Traffic of ADS

1D |F Address
Status SYN (pps) ACK (pps) UDP (pps) ICMP (pps) Total pps Total bps

Refresh || Clear Siatus || Back

3.1.11.2Managing Lower -Level ADS Devices

Configuring a Lower -Level ADS

To configure a lowelevel ADS, perform the following steps:

Step 1 On theCollaboration page shown irigure 333, click Edit and seEnableto YesandRole
to Lower-level device as shown itirigure 339.

Figure 339 Configuring a lowetevel ADS

Collaboration @
ltem Value

Enable ®vesONo

Role Lower-level device v

Configuration Items.

Edit upper-level device IP
Upper-Level Device IP

| €

Diversion Mode IP-specific diversion w

SYN Flood Noffication Threshold [0 |[pps
ACK Flood Notification Threshold | [0 |'pps ~
UDP Flood Netification Threshold [0 |[pps ~
ICMP Flood Notification | 0 |
Threshold pps v
Cwerall PPS Notification | 0 |
Threshold pps ™
Owerall BPS Notification |0 | e
Threshold ps v
Traffic Diversion Stopping Auto hd

Advanced Options

Query Interval [240 iminutes)
Motification Interval |3[] |[sec0ndsj

OK || Cancel
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describes parameters for configuring a loVesel ADS.

Table 315 Parameters for configuring a lowlewel ADS

Parameter Description
Enable Controls whether to enable cdilaration between lowdevel and
uppetlevel ADS devices.
Yes enables the collaboration function.
No: disables the collaboration function.
S,
Note
The lowerlevel device informs the uppével ADS of diverting
traffic when finding that traffic exceeds a natétion threshold.
Role Role of the device. Heleower-level deviceshould be selected.

UpperLevel Device IP

IP address of the management interface of the dppel ADS. Note
that the IP segment 172.16.1.0/24 is reserved for internal communic

Diversion Mode

Mode of traffic diversion between upplewvel and loweiflevel devices.

IP-specific diversion indicates that traffic diversion i
triggered when traffic destined for a single IP address excee
threshold.

Overall diversion: indicates that &ffic diversion is triggered for to
N IP addresses by traffic when the overall traffic of the lelereel
device exceeds a threshold.

IP-speci
fic
diversio
n

When theDiversio

n Mode is set tolP-specific diversion you can configure the followin

Overal
diversio
n

parametes.

SYN Flood | A traffic diversion triggering threshold for SYN Flood traffic. T
Notification lower-level deviceinforms the uppefevel ADS of divertingtraffic when
Threshold this threshold is exceeded.

ACK Flood | A traffic diversion triggering threshold for ACK Flood traffic. TH
Notification lower-level device instructs the uppkavel device to divert traffic whe
Threshold this threshold is exceeded.

UDP Flood| A traffic diversion triggering threshold for UDP Flood traffiche

Notification lower-level device instructs the uppkavel device to divert traffic whe
Threshold this threshold is exceeded.

ICMP Flood | A traffic diversion triggering threshold for ICMP Flood traffic. T
Notification lower-level device instructs the upplkavel device to divert traffic wher
Threshold this threshold is exceeded.

Overall PPS| A notification triggering threshold for traffic in pps. The lowevel

Notification device instructs the uppével device to divert traffic when the over
Threshold traffic in pps exceeds this threshold.

Overall BPS| A notification triggering threshold for traffic in bps. The lowevel

Notification device instructs the uppével device to divert traffic when the over
Threshold traffic in bps exceeds this threshold.

When theDiversion Mode is set toOverall diversion, you can configure the followin
parameters.

Top N Top N IP addresses by traffic, for which the traffic is diverted. The v

range is 110, with3 as the default value.
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Parameter

Description

Device PPS
Notifi cation
Threshold

A notification triggering threshold for device traffic in pps. T
lower-level device instructs the uppkavel device to divert traffic of toy
N IP addresses when the device traffic in pps exceeds this thresholg

Device BPS
Notification
Threshold

A notification triggering threshold for device traffic in bps. T
lower-level device instructs the upplavel device to divert traffic of toy
N IP addresses when the device traffic in bps exceeds this threshold

Traffic Diversion Stopping

Speifies when to stop traffic diversion.

Auto: The lowerlevel ADS automatically determines whether
send a notifications to the upplewel ADS for stopping traffig
diversion.

Scheduled If this is selected, you also need to specify how m
minutes latetraffic diversion will be stopped. The lowtsvel ADS
sends notifications to the upplewvel ADS for stopping traffig
diversion only when the scheduled time expires.

)

Note

When the uppelevel ADS diverts traffic, the lowdevel ADS
suspends protection ftine related IP address. After the upleel
ADS's traffic diversion stops, the lowkvel ADS resumes
protection for this IP address.

Query Interval

Interval at which the lowelevel device queries the upplewvel device
about the current traffic desgd for an IP address after the traf]
destined for this IP address is diverted. The interval should be longe
5 minutes; otherwise, route flapping may occur.

Notification Interval

Interval at which the lowelevel device resends a diversion notfion
to the uppetevel ADS after a failed diversion notification. T
recommend value is 30 to 60 seconds.

Step 2 Click OK.

The lowerlevel ADS configuration page appears, as showndn
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Figure 340 Lowerlevel ADS onfiguration

Collaboration @
Item Value

Enable Yes

Role Lower-level device

Configuration ltems

Existing IPs: 1
Upper-Level Device IP

99.99.99.99 Test
Diversion Mode IP-specific diversion
SYN Flood Notification Threshold 7440000(pps)
ACK Flood Notification Threshold 7440000(pps)
UDP Flood Nofification Threshold 7440000(pps)
ICMP Flood Netification Threshold 7440000(pps)
Overall PPS Netification Threshold 7440000(pps)
Overall BPS Notification Threshold 1000000(kbps)
Traffic Diversion Stopping Auto
Advanced Options
Query Interval 240(minutes)
Notification Interval 30(seconds)

Manually Notified IP | Notification Filtering Rule | Diverted IP Status List | Edit

Step 3 Click Testto check whether the connection between the ulgyet and lowedlevel devices
succeeds.

If the icon

-—End

appears on the left of tAestbutton, the connection succeeds.

Viewing Diverted IP Status List

On theCollaboration page shown i , click Diverted IP Status Listto view the
current traffic on the uppéevel and lowetevel ADS devices. See

Figure 341 Status of divaed traffic

Collaboration @

99.99.99.99

Diverted IP Status List Current Upper-Level Device IP: 99.99.99.99 Status: © DISCONNECTED

Current Traffic of Lower-Level ADS Current Traffic of Upper-Level ADS
Collzboration
ID IFAddress Status SYN ACK uppP ICMP. Toial  Total  SYN ACK UDP ICMP Toial  Towl  Operation
(pps) (pps) (pps) (pps) pps bps (pps) (pps) (pps) (pps) Pps bps

Refresh || Back

Specifying IP Addresses for Manual Diversion

Sometimes you want an updewel ADS to divert traffic destined for certain IP addresses.
For this purpose, you should specify IP addresses by performing the following steps:

Step 1 On theCollaboration page shown ifk , click Manually Notified IP .
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Figure 342 Configuring manually notified IP addresses

Collaboration @

Manually Notified IP
Value Item

OK || Cancel

Step 2 Type a desired IP address and cl@K to complete the configuration.
If multiple IP addresses are requiradd them one by one.

—End

Configuring Notification Filtering Rules

The uppetlevel ADS can successfully divert traffic destined for the specified IP addresses
upon a manual or automatic notification only when notification filtering rules are configured.

To create a notification filtering rule, perform the following steps:
Step 1 On theCollaboration page shown i , click Notification Filtering Rule..
Step 2 Click Add.

Figure 343 Adding a notification filtering rule

Collaboration @
Add Notification Filtering Rule

Item Value

IP Address | |

Prefix Length/Netmask |255.255.255.255 |

Allow Motification O

Rule Status Enable
QK || Cancel
describes parameters for creating a notification filtering rule.
Table 316 Parameters for creating a notification filtering rule
Parameter Description
IP Address Destination IP address or segment of traffic to benually diverted to the
uppetlevel device.
Prefix Prefix length or netmask of the IP address. The default vaRE5i255.255.255

Length/Netmask

Allow Notification | Whether notification is allowed for the IP address. The ujme device can
receive mtification regarding the IP address only aftéllow Notification is
selected.

Rule Status Controls whether to enable this rule.

Enable: enables this rule.
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Parameter Description

Disable disables this rule.

Step 3 Set parameters and cli€K to complete the configuration.
----End

3.2 Security Configuration

This section covers the following topics:

Login Security
Locked User Management
Authentication Configuration

3.2.1Login Security

This section describes how to configure login security parameters.

The procedure is as follows:

Step 1 ChooseSystem > Security Settings > Login Securifyand then clickEdut. See~igure 344,

Figure 344 Configuing login security parameters

Login Security @
Login Security
Item Value
Min User Mame Length 4
Password Strength Check Off v
Password Blocklist

4
Max Password Age | 0 |d ays
Max Login Failures | [ |
Lockout Period | 300 | seconds
IP Access Conirol Unlimited hd
Idie Timeout | 0 | minutes:
Use Verification Code Off v

QK || Cancel

Step 2 On the page that appears, configure login security parameters.

Table 317 describes parameters on this page.

Table 317 Login security parameters

Parameter Description

Min User Name Length | Specifies the minimum length of user names. The value ran{2@s wWith4

as the default.
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Parameter

Description

Password Strength Chec

Specifies the type of characters to be automatically checked for pas
strength when you configure or change the password. Only a quals|
conforming to the requirement can be successfully set.

On: omits the password strength check.

Off: performs the password strength check. If this is selected
password complexity and minimum length must be specified.
- must contain specifies the type of characters (digits, speci

characters, uppercase letters, and lowercase letters) that m
contained. You should select two or more types.

- Min Length: specifies the minimum length of passwords. The va
range is 630, with6 as the default.

Passvord Blocklist

Blocked passwords, with each in a separate line. None of those can b
as the password of a user account.

Max Password Age

Specifies the lifetime of the password that is successfully configure
password whose lifetime has expired s changed.

The value ranges from 0 to 365 days. The valuglicates that this functio
is disabled.

Max Login Failures

Specifies the maximum number of consecutive failed login attempts i
allowed login interval.
The value ranges from 0 to 10. Thalue O indicates that this function i

disabled, that is, the number of consecutive failed login attempts i
limited.

Lockout Period

Specifies how long a user will be locked aftdax Login Failures is
exceeded. During the lockout period, the usesrevented from logging in t
the system.

The value ranges from 1 to 1000 seconds. You are advised to set it to
no smaller than 180 seconds.

IP Access Control

Controls whether to control access from certain IP addresses.
Unlimited: allows accest the device from all IP addresses.

Allow access from the following IP addressesallows access to th
device from IP addresses listed below.

Block access from the following IP addressedlocks access to th
device from IP addresses listed below. When wocess ADS from
blocked IP address, the system displays "You cannot log in fron|
current IP address. Please contact the administrator to check
control settings." on the login page.

Idle Timeout

Specifies the time, in minutes, that a useallswed to remain idle. Whe
this period expires, a user is logged out and has to log in again f
continuing using this system.

The value ranges from 0 to 1440. You are advised to set it to a val
greater than 10. The val@endicates that this fuction is disabled.

Use Verification Code

Controls whether to allow use of login verification codes.

On: allows use of login verification codes, indicating that a user
successfully log in to ADS only after typing a correct verification cod

Off: disdlows use of login verification codes.
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Step 3 Click OK to save the settings.
----End

3.2.2Locked User Management

A user's account will be automatically locked after the number of failed login attempts
exceeds the specified value. During the lockout period, thecasapt log in again. After the
lockout period expires, the account will be automatically unlocked. You can also go to the
Locked Userpage to manually unlock the account.

\ Only the useadmin can unlock user accounts.
Note

ChooseSystem > Security Settings Locked User Select the IP address to be unlocked and
click Unlock.

3.2.3Authentication Configuration

When a user logs in to the wbhsed manager of ADS, the following password authentication
modes are supported:

Local authenticatioriThe user can log in #&DS only if a correct user name and
password are entered. The system user admin can only be locally authenticated.

RADIUS authenticationThe user can log in to ADS only if a correct user name,
password, and key are entered. After Authentication Modé ie SADIUS, RADIUS
authentication is required for all users except the system user admin.

TACACS+ authenticationThe user can log in to ADS only if a correct user name,
password, and key are entered. After Authentication Mode is set to TACACS+, Tacacs+
authentication is required for all users except the system user admin.

LDAP authenticationThe user can log in to ADS only if a correct user name, password,
and key are entered. After Authentication Mode is set to LDAP, LDAP authentication is
required forall users except the system user admin.

In addition to password authentication, a user can be authenticated by password + email or
password + certificate. For the password + email authentication, the user can log in to ADS
after typing a correct passworddaverification code provided via email. For the password +
certificate authentication, the user can log in to ADS after typing a correct password and
providing a the UKey certificate.

The procedure is as follows fadmin to configure the authenticationoabe:

Step 1 ChooseSystem> Security Settings > Authentication
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Figure 345 Authentication Configuration page

Authentication

Authentication
Item

Authentication Mode

Email Authentication Configuration
Item

Email Verification Code Timeout

Value
Local

Edit

Value
15 minutes
Edit

Step 2 Click Edit in the Authentication area to configure the authentication mode.

Figure 346 Editing authentication parameters

Authentication

Authentication
Item

Authentication Mode
Authentication Server
Authentication Port

Encryption
User Property

Base DN
User Name

Password

@
Value
CiLocalOrRapUSOTACACS + @1 DAP
389
clear » *
uid W
oK |[ cancel

Table 318 Parameters for configuring the authentication enod

Parameter

Description

Authentication Mode

Specifies the authentication mode, which cariLbeal, RADIUS, TACACS+,
or LDAP.

Authentication Server

Specifies the IP address or domain name of the authentication server. Bot
and IPv6 addresses are sappd.

S,

Note

You can enter a domain name when fhghentication Mode is set to
LDAP.

Authentication Port

Specifies the port on which the authentication server listens for authenti
requests.

Protocol

Specifies the authentication protocol used to seare&onnection to th
authentication server.

The options vary with the authentication server.

S,

Note

This parameter is required when thethentication Mode is set to
RADIUS or TACACSH+.
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Parameter

Description

Shared Key

Specifies a text string used to encrypt the connection to thergication server.

The shared key configured on ADS must be the same as that configured
authentication server; otherwise, ADS cannot communicate with the server,

A

Note

This parameter is required when thathentication Mode is set to
RADIUS or TACACS+.

Authentication Durati

Specifies the authentication duration, after which the authentication ¢

on returns the success or failure of the authentication information.
S,
Note
This parameter is required when thaethentication Mode is set to
RADIUS or TACACS+.
Encryption Specifies the encryption mode of the LDAP network communication. Op

include:
clear: plaintext communication
sst SSL-encrypted communication
tls: TLS-encrypted communication
N
Note

This parameter is required when thethentication Mode is setto LDAP.

User Property

Specifies the user authentication mode, which varies with the authenti
server. For a Linux authentication server, the value can be uid, c
displayName. For a Windows authentication server, the value cal
sAMAccountNameor displayName

A

Note

This parameter is required when thethentication Mode is set toLDAP.

Base DN

Specifies the top of the LDAP directory tree, namely, the base directory.

S,

Note

This parameter is required when thethentication Mode is set toLDAP.

User Nane

Specifies the name of the LDAP user.

A

Note

This parameter is required when thethentication Mode is set toLDAP.

Password

Specifies the password of the LDAP user.

S,

Note

This parameter is required when thathentication Mode is set toLDAP.

Use Secondary
RADIUS Server

Controls whether to enable the secondary RADIUS server for authenticafig
it is enabled, the secondary RADIUS server will provide services whe
primary server fails to handle authentication requests. You need to configy
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following parameters to make the secondary RADIUS server take effect:
Authentication Server: IP address of the secondary RADIUS server.

Authentication Port: port on which the secondary RADIUS server listeng
for authentication requests. The value rangé 65635, wih 1812as the
default.

Protocol: the authentication protocol used to secure a connection to
secondary RADIUS server. This parameter can be getgochap, spap,
mschapvl, or mschapv2

Shared Key. a text string used to encrypt the connection to the secpnd
RADIUS server. The shared key configured on ADS must be the same
configured on the secondary RADIUS server; otherwise, ADS cannot
communicate with the server.

Authentication Duration : authentication duration, after which the second
RADIUS sever returns the success or failure of the authentication.

S,

Note

This parameter is optional when tAathentication Mode is set to
RADIUS.

Step 2 Click OK to save the authentication configuration.

Step 3 Click Edit in theEmail Authentication Configuration areato set theemail verification code
timeout to 1180 minutes. The default valueliS minutes.

Step 4 Click OK.
----End

3.3 Log Services

This section covers the following topics:

Syslog Configuration
SNMP Configuration

3.3.1Syslog Configuration

After configuration, ADS can send specified logs to the remote syslog server through the
communication interface.

Step 1 ChooseSystem > Log Services > Syslog

Before configuration, you can download the related syslog interface description fileuin
, you can click the file name in tiéle Download area to download thg/slog file to a
local disk drive.
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Figure 347 Configuring syslog

Syslog @
Syslog
D Server Address Dst Port Syslog Type Operation
Add

File Download
File Content
Syslog Interface Description.pdf

Step 2 Click Add to add a syslog server.

A maximum of 10 syslog servers can be added. Syslog configuration

\ independent. When one syslog server fails, other servers can still receive
4 messages.

Note

Syslog servers can share a device ID and port number.

Figure 348 Configuring a syslog server

Syslog @
Add Syslog Configuration
ltem Value
Server Address | |
Dst Port [514 |
Device ID 0w
|;|Running Log
[_Audit Log
[_lattack Log
|_lattack Event Log
Syslog Type |:|Di\rer5inr1 Log
[interface Status Log
[LJHA sync Log

|:|Hardware Information Log
|_|attack Source IP Log

Custom Information

Send Freguency Scheduled ~
0K || Cancel

File Download

File Content

Syslog Interface Description.pdf
Table 319 Parameters for configuringsgslog server

Parameter Description

Server Address IPv4 or IPv6 address of the syslog server.

Dst Port Port of the syslog server.

DevicelD Uniquely identifies the device that sends log messages to the syslog server.

important parameter, ranging from 0 to 7.
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Syslog Type Specifies the type of log messages that are sent to the syslog server, which
Running Log
Audit Log
Attack Log

Attack Event Log
Diversion Log

Interface Status Log

HA Sync Log

Hardware Information Log

Attack Source IP Log
By default, the system sends log messages every 30 seconds.

Custom Inforamtion | Specifies the usetefined information that precedes thedagplected and will b
sent to the syslog server.

You can type less than 256 characters.

Send Frequency Specifies the type of alerts, which can be either of the following:

Scheduled sends alerts every 30 seconds.

When a threshold is exceededends alestwhen a threshold is exceeded.
S,
Note

This parameter is valid only for the operation log and hardy
information log.

If When a threshold is exceededs selected, you need to further
hardware alert thresholds. For details, see sec¢tion

Step 3 Configure parameters and cli€K to save the settings.

-—End

3.3.2SNMP Configuration

Simple Network Management Protocol (SNMP) is used to ensure the tsaisnof

management information between two arbitrary nodes on the network, so that the network
administrator can query information, modify information, locate faults, and diagnose faults on
any network node.

SNMP adopts the polling mechanism with basiction sets and is especially applicable to
small, fast, and lowprice environments. The SNMP implementation is based on the UDP
protocol and so can connect to various products.

SNMP configuration on ADS includes:

SNMP agentconfigures ADS to collect infeation that can be reported to the network
management station (NMS). SNMPv2c and SNMPv3 are supported.

SNMP trap:configures ADS to collect trap messages, namely SNMP sextaded
information. SNMPv2c and SNMPV3 are supported.
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The difference between SNM3 and SNMPVv2c is that the latter does not encrypt
authentication and management data in transit and has no authentication mechanism for data
sending and transmission and so is not so secure for network management.

After SNMP is configured, ADS will sen8NMP trap messages to SNMP NMS in an
unsoliciated manner.

To configure SNMP, perform the following steps:
Step 1 ChooseSystem > Log Services > SNMP
The SNMP page appears, as showrtin

Before configurationyou can download the related SNM&scriptionor MIB file by
clicking a file name in th&NMP-related Downloadsarea to download the file to a local

disk drive.
Figure 349 SNMPpage

SNMP @
SNMP Trap

Item Value

Run SNMP at Startup No

SNMP Version 2c

SNMP Server IP

Send Frequency Scheduled

Service Status Not running

Edit

SNMP Agent

Item Value

Run SNMP Agent at Starfup Yes

Service Status Running

SNMP Version 2c

Community collapsar

Allowed Access IP

Edit

SNMP-related Downloads

Files for Download

SNMP Description.pdf

COLLAPSAR-RECORD-MIB.v2.0.mib

Step 2 Click Edit in theSNMP Trap area to modiffSNMP Trap parameters.

and describe SNMP trap parameters.

Table 320 SNMPv2c trap parameters

Parameter Description

Run SNMP at Startup | Controls whether to launch the SNMP trap service when &Bfarted.
Yes launches the SNMP trap service when ADS is started.

No: does not launch the SNMP trap service when ADS is started.

SNMP Version SNMP protocol supported by the SNMP trap, which is s@tto

SNMP Server IP IPv4 or IPv6 address of the SNAVserver. At most two server IP addresses
be specified to receive logs via SNMP traps.

Send Frequency Specifies the type of alerts, which can be either of the following:
Scheduled sends alerts every 30 seconds.

When a threshold is exceededends algs when a threshold is exceede
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S,

Note

If When a threshold is exceedei$ selected, you need to further set
hardware alert thresholds. For details, see seétib

Table 321 SNMPv3 trap parameters

Parameter Description

Run SNMP at Startup | Controls whether to launch the SNMP trap service when ADS is started.
Yes launches the SNMP trap service when ADS is started.

No: does not launch the SNMP trap seevighen ADS is started.

SNMP Version SNMP protocol supported by the SNMP trap, which is st to

Authentication Mode Specifies the authentication modes for different security levels of the SN
user. The default value is No identity authentication.

Options include the following:
No authentication: does not authenticate users and provides no priva
encryption function. In this case, orliser Nameneeds to be set.

Account authentication provides only authentication. In this casser
NameandPassword need to be set.

Private key authentication provides both authentication and encrypti
In this caseUser Name Password Authentication Protocol, Private
Key Protocol, andPrivate Key Passwordneed to be set.

User Name Specifies the SNMPv3 serverarsiame.

Password Specifies the password for the SNMPv3 server user.

Authentication Protocol| Specifies the authentication protocol.
Options includeviD5 andSHA.

Private Key Protocol Specifies the cipher algorithm for data transmission.
Options includeDES andAES.

Private Key Password | Specifies the key used for encryption.

SNMP Server IP IPv4 or IPv6 address of the SNMP server. At most two server IP address
be specified to receive logs via SNMP traps.

Send Frequency Specifies the type of alertahich can be either of the following:
Scheduled sends alerts every 30 seconds.
When a threshold is exceededends alerts when a threshold is exceed
S,
Note

If When a threshold is exceedeis selected, you need to further set
hardware alert thresholds. Faetails, see secticn
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Step 3 Set parameters and cli€ to save the settings.
Step 4 Click Edit in the SNMP Agentarea to modify SNMP agent paranmste

and describe SNMP agent parameters.

Table 322 SNMPv2c agent parameters

Parameter Description

Run SNMP at Startup | Controls whether to launch the SNMBent when ADS is started.
Yes launches the SNMP agent when ADS is started.
No: does not launch the SNMP agent when ADS is started.

SNMP Version SNMP protocol supported by the SNMP agent, which is s&t.to

Community Community supported by the SNMP agieWhen the SNMP agent function
disabled, this parameter is unavailable.

Allowed Access IP IP addresses that are allowed to access the SNMP agent.

At most 10 addresses can be typed, with each in a separate line. Leg
empty means the SNMP agestaccessible to all IP addresses.

Table 323 SNMPv3 agent parameters

Parameter Description

Run SNMP at Startup | Controls whether to launch the SNMP agent when ADS is started.
Yes launches the SNMP agent when ADS is started.
No: does not launch the SNMP agent wiAdDSS is started.

SNMP Version SNMP protocol supported by the SNMP agent, which is s&t to

Authentication Mode Specifies the authentication modes for different security levels of the SN
user. The default value is No identity authentication.

Options nclude the following:

No authentication does not authenticate users and provides no privac
encryption function. In this case, orliser Nameneeds to be set.

Account authentication: provides only authentication. In this caiser
NameandPasswordneed to be set.

Private key authenticatioprovides both authentication and encryption.
this casdJser Name Password Authentication Protocol, Private Key
Protocol, andPrivate Key Passwordneed to be set.

User Name Specifies the SNMPv3 server user mam

Password Specifies the password for the SNMPv3 server user.

Authentication Protocol| Specifies the authentication protocol.
Options includeviD5 andSHA.

Private Key Protocol Specifies the cipher algorithm for data transmission.
Options includeDES andAES.
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Private Key Password | Specifies the key used for encryption.

Allowed Access IP IP addresses that are allowed to access the SNMP agent.

At most 10 addresses can be typed, with each in a separate line. Leg
empty means the SNMP agent is accdsdiball IP addresses.

Step 5 Set parameters and cli€ to save the settings.
----End

3.3.3Email Configuration

Email configuration is required when ADS is configured to send one or multiple types of log
to a specified email address.

To configure email parametepgrform the following steps:
Step 1 ChooseSystem > Log Services > Email

Step 2 Click Edit.

Figure 350 Editing log sending parameters

Email

Email

ltem Value

Auto Send ves® No

Attack Log
System Log

Log Type Traffic Diversion Log
Link Status Log
HA Log

Log Sending Cycle 60 iminutes)

License EXpiraton waming ® ves Ono

License Expiraton Warning Frequency @30ays O 1week O 1montn O Only once
ttem

SMTP Server

SMTP Server Port 25

Sender Email

Use Authentication No v

ok | cances

describes parameters for configuring log sending by email.

Table 324 Parameters for configuring log sending by email

Parameter Description

Auto Send Controls whether the system sendsdbkected logs to a specific email addres

The valueYes indicates that the system sends the selected logs to a sj
email address. If this function is enabled, you need to configaceiver Email
andLog Type.

Receiver Email Email address that reseis logs. A maximum of 10 email addresses
allowed, with each in a separate line.

Log Type Type of logs to be sent, which can ba&ttack Log, System Log
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Traffic Diversion Log, Link Status Log, andHA Log.
By default, the system sends log messages @@rginutes.

Log Sending Cycle Specifies how frequently emails are to be sent. The value range is 5
minutes.

License  Expiration| Controls whether to enable the license expiration warning function.

Warning If you selectYes alert emails will be sertb users before and after the licer|

expires.

License  Expiration] How often a license expiration warning is sent by email. Options in@utiy's
Warning Frequency | 1 week 1 month, andOnce

SMTP Server IP address or domain name of the SMTP serversiiatls emails from ADS t
the receiver. You can type either an IPv4 or IPv6 address. At most two se
addresses can be specified to receive logs via SNMP trap.

SMTP Server Port Specifies a port for the SMTP server to send emails to the receiver.
Value rangeli 65535.

Sender Email Email address that sends logs.

Use Authentication Specifies whether to authenticate the SMTP user that attempts to send ema
Yes authenticates the user that attempts to send emails.

No: does not authenticate the udmattattempts to send emails.
If you selectYes you need to configure an SMTP user name and S

password.
SMTP User| User name and password for sending emails.
Name/SMTP The two parameters are available only when you seles for Use
Password

Authentication.

Step 3 Configure parameters and cli€K to save the settings.
Step 4 Send a test mail.

After email parameters are configured, cl&énd Test Mailto check whether parameters are
correctly configured. In the dialog box showrtin , type the email address to
receive the test mail.

Figure 351 Send Test Mail dialog box

Send Test Mail x

Email Address Send

Step 5 Type the receiving address and then cSeind

ADS then sends a test mail to the specified address.
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Step 6 View the test result.

Click Test Result Then the tst result is displayed, as shownrin

Figure 352 Email test result

Email
Test Result

Result

2017-11-20 09:21:44

Sender Email hddress Error

@

Back

S,

Note

After email parameters are configured, when the engine fails for three time
system will automatically send engine fault logs to thecffied email address.

-—End

3.3.4SFTP/SSH Configuration

ADS can be configured to export logs of the protected server to a specified directory via SFTP

or SSH.

ChooseSystem > Log Services > SFTP/SSHnd then clicledit in the SFTP/SSH Log
Serverarea. Cafigure parameters and cli€XK to save the settings.

describes parameters for exporting logs via SFTP or SSH.

Table 325 Parameters for exporting logs via SFTP or SSH

Parameter

Description

Server IP

IPv4 or IR/6 address of the SFTP/SSH server that receives logs from ADS.

User Name

User name for logging in to the SFTP/SSH server.

Password

Password for logging in to the SFTP/SSH server.

Path

Path on the SFTP/SSH server for saving logs.
Fill in a UNIX absolutepath, for exampletmp/.

Interval (s)

Interval (unit:second) for exporting logs via SFTP or SSH. The value ranges
60 to 86400, that is, 1 minute to 1 day.
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3.4 Others

This section covers the following topics:

3.4.1License

After ADS is installed, you must import a license before using it. License types vary a bit for
hardware devices and virtuatwces:

Hardware device:icense types includérial , Interim , andFormal.

Virtual device (VADS)License types includérial , Interim , Formal, and
Subscription.

When a license expires, ADS will provide limited functions, as showalin . What
functions are still available depends on the license type.

Table 326 Functions available upon license expiry

License Type | Functions Available upon Expiry

Trial ADS cannot be upgraded and then it will enter the packet forwardinde,
indicating that it will no longer provide protection.

Interim ADS cannot be upgraded and then it will enter the packet forwarding 1
indicating that it will no longer provide protection.

Formal ADS can still provide protection, but will no Igar be upgraded.

Subscription VADS cannot be upgraded and then it will enter the packet forwarding n
indicating that it will no longer provide protection.

The system displays a warning when the license is about to expire. You car
period durg which you will not be reminded again. To use ADS properly, pl¢
timely import a new license as prompted.

\ - For a formal license, within 30 days before the license expires, the s
Note displays the first warning. You will also receive the warning wherlitense has
expired.

For a trial license, within seven days before the license expires, the s
displays the first warning.

ChooseSystem > Others > LicenseThe initialLicensepage appears, as showrHin

Copyright© NSFOCUS 66 V4.5R90F06



T o ¥

P

‘NSFOCUS

NSFOCUS ADSUser Guide

Figure 353 License Info page before the import of a license

License

Type

Basic Service Start Date
Basic Service End Date
Processing Gapacity (pps)
Processing Capacity (Gbps)

Authorized Modules

Holder
Serial No.

'

!

!

0
0.00

Module Name Status.
IPv6 i

T i

!

/

Start Date
i
!

License Update Browse... No file selected.

@

End Date

Submit | Preview | Export

After a license is importediifferent license information is displayed for hardware and virtual

devices, as shown ingure 354 andFigure 355,

Figure 354 License page on a hardware device after thelitgs a license

License @
Type Trial
Basic Service Start Date 2024-10-24
Basic Service End Date 2025-01-22
Processing Capacity (pps) 59,520,000
Processing Capacity (Gbps) 80.00
Module Name Status Start Date End Date
Authorized Modules IPvG Supported 2024-10-24 2025-01-22
Tl Supported 2024-10-24 2025-01-22
Holder 1
Serial No. BEF4-3913-C59F-5B59
Figure 355 License page on a virtual device after the import of a license
License @
Type Trial:
Basic Service Start Date 2024-10-24
Basic Service End Date 2025-01-22
Processing Capacity (pps) 59,520,000
Processing Capacity (Gbps) 80.00
Module Name Status Start Date End Daie
Authorized Modules IPvG Supported 2024-10-24 2025-01-22
Tl Supported 2024-10-24 2025-01-22
Holder 1
Serial No. BEF4-3913-C59F-5B59
Authorization Configuration
Authorization Stafus Unknown
Mode of Authorization Cloud-based Authenticafion
Authorization Center Address auth.api.nsfocus.com v
Update License Choose File | Mo file chosen Submit || Preview || Export
Confirm

Table 327 describes ADS device license parameters.

Table 327 ADS device license parameters

Parameter

Description

Type

Subscription.

Type of the liense, which can belrial, Interim, Formal, and
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S,

Note

Only VADS supports th8ubscription license type.

Basic Service Start Date Date when the current basic service license is produced.

3,

Note

The "currentbasic service" indicates the service authedzby the
current license.

Basic Service End Date Date when the current basic service license is terminated. When the |
expires, ADS will provide limited functions, as shownlia . What
functions a&e still available depends on the license type.

A Y

Note

The "currentbasic service" indicates the service authorized by
current license.

Processing Capacity (pps) | Maximum number of packets that ADS can process per second.

Processing Capacity (Gbps Maximumbandwidth for traffic cleaning.

3,

Note

If the traffic exceeds the specified maximum bandwidth, ADS will
a system operation alert message

Authorized Modules Shows whether the current version supports IPv6 and TI and
respective start date and ended@t supported).

Holder Customer who owns the current ADS device.

Serial No. Serial number of the current ADS device.

Authorizat | Authorization | Indicates the authorization status of the current virtual device, whick
ion Status be:
Configurat

ion Authorized: This is displayed when the address of the cl

authorization center is correct and the connection to the cloy
properly established.

Offline: This is displayed when the device, which has been author
fails to connect to the cloud. In thisat#, you can still us
the webbased manager for a while.

Unauthorized: This is displayed when the device remains offline
more than 15 days. In this state, you cannot use thebasdd
manager any more.

Mode of | Indicates the way the tiral device is authorized. Virtual devices can
Authorization | authorized via either local authentication or clinaed authenticatior
For this purpose, you must ensure VADS can properly connect to the
authorization center.

Authorization | Specifes the address of the authorization center.
Center

For local authentication, you need to type an IP address plus a
Address Y yp B i

the format of ip:port. Once the IP address of the authorization cen
changed, vADS will initiate reauthentication.

For cloudbased auitentication, after the address is correq
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configured, vADS automatically sends an authentication request {
cloud every time it is started. During its operation, VADS periodid
sends authentication requests to the cloud. Therefore, you must
that vADS remains connected to the cloud all the time.

Specifies the server URL of the cloud authorization center:
For use on the Chinese mainland, chca#h.api.nsfocus.com

For use in other countries and regions, chag
auth.nsfocusglobal.com

On the Licensepage, you can perform the following operations:

Previewing a license

In the lowerright corner of théuthorization Configuration area, clickChoose Fileto
select a license file from a local disk drive and then dfickview to preview details
about the file.

Importing a license

In the lowetright corner of théAuthorization Configuration area, clickChoose Fileto
select a license file from a local disk drive and then @ickmit to import it. After the
license is imported, it takes effect imdngtely. You can refresh the page to update
license information.

\ - To get a license file, contact NSFOCUS technical support.
Note - The license file name cannot contain special characters or Chinese characte

Exporting a license

In the lowetright corner othe Authorization Configuration area, clickeExport and
select a storage path in the dialog box that appears to export the current license to the
specified location as a backup.

3.4.2System Upgrade

You can manually import the upgrade file to update ADS. Befpdating the system, do as
follows to avoid possible update failures or data loss:

Contact NSFOCUS technical support for ADS update packages. Make sure that the
package matches your product.
Go to the page 0 check whether the license has expired.

Check whether configuration files and data have been backed up. If not, go to the
page to back up them.
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\ - If the version of the upgrade packags equal to or earlier than the curre
/) version, the system cannot be updated

Note - ADS NX1-VN can only be updated via a package subject teléwyer encryption.

To update ADS, perform the following steps:
Step 1 ChooseSystem > Others > System Upgrade
Step 2 Click Choose Fileand select the desired upgrade package.
Step 3 Click Upgradeto start updating the device.

The update process may take a long time. Wait until an update success

appears.
S,

If problems emerge after the update and version rollback is neededstam s3an
Note only be rolled back to the source version. For details, see séctian

Step 4 After an upgrade success message appears, restarttdra aggprompted.

If you do not restart the system at this moment, clickBaye in the rightupper
\ corner of the page will not work. If you need to save settings previously config
Not: you must restart the system. Alternatively, you can save the seltefgre updatinc
the system.

Step 5 Relog in to the system and chodSgstem > Others > System Inf¢o view version
information and check whether the update succeeds.

Step 6 If the update succeeds, clighew in theReleaseNotescolumn of theUpgrade History table
on theSystem Upgradepageto view the release notes.

—End

3.4.3Remote Assistance

When a failure occurs in the system, you may need to contact NSFOCUS technical support
for remote assistance. For this purpose, enable remote assistanc&emtte Assistane

page.
By default, this function is disabled. You need to enable it before using the function.
To enable the remote assistance function, follow these steps:

Step 1 ChooseSystem > Others > Remote Assistance

Step 2 SelectYesand configure the following parameters femote assistance.

Port: Enter a port number in the range of 1028535, excluding 50022. Leaving it
empty indicates that a random port will be used.
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Allowed IP: You can configure at most three IP addresses.
Step 3 Click OK to complete the configuration.

Then thdogin key used by the specified IP address for remote access to ADS, its QR code,
and port are displayed below.

\ After a user enables the remote assistance function, NSFOCUS technical supp

4 calculate the password, and log in as engineer or devdkpending on the
Note requirements or permissions, to provide remote assistance.

——-End

3.4.4SSL Certificate Import

The SSL certificate can be imported manually. After the certificate is successfully imported,
the system automatically restarts the web serverake the new certificate take effect.

To import the SSL certificate, perform the following steps:

Step 1 ChooseSystem > Others > SSL Certificate Import

Figure 356 SSL Certificate Import page

SSL Certificate Import @

Private Key Password
SSL Certificate (.crt) Browse... No file selected.

SSL Private Key (key) Browse... | No file selected.

Impart | Reset

Step 2 Browse respectively to the SSL certificate file and private key file and thenmipkt to
import the SSL certificate.

If a password is set for the private key of 8%l certificate to be imported, type the correct
password before the certificate import.

After the import succeeded, the system displays the message "Succeeded in importing the
SSL certificate. The web server" is restarti|

—End

3.4.50ne-Click Inspection

When ADS fails, you can collect device information by using theatiok inspection
function, and deliver such information to NSFOCUS technical support, who therefore do not
need to log in to ADS for collection of such infaation.

The oneclick inspection function collects system configuration information, system status
information, and logs and generates a reladatfile.

To collect the preceding information, perform the following steps:

Step 1 ChooseSystem > Others > OneClick Inspection.
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Figure 357 OneClick Inspection page

One-Click Inspection @

Time Range: |1ﬁf24/2@24 @6: @1 PM Dl - ‘1@/24;2@24 e6:e1 PM O ‘ Start Collection | (Information collection may take secends to minutes, depending on the specified
time range. Please wait patiently.)

Information Files

O File Name Size Collection Time

Delete

Step 2 Set a time range and cli@tart Collection to start collecting device information.

After fault information is successfully collected, an information file is displayed in the
Information Files list, as shown irrigure 358,

Figure 358 Oneclick inspection result

One-Click Inspection @

TimeRange:|1w24/mz4 ®6:03 PM D| . |1®f24/2924 ®6:83 PM D| Start Collection
(Information colleclion may take seconds to minutes, depending on the specified time range. Please wait patiently.)

Information Files

[T | File Name Size Collection Time
M BEF4-3913-C59F- 7.92 2024-10-24
— | 5B59_10d0665900e882006415d7779ce3alb1_1729764184 dat MEBE 18:03:04
Delste

Step 3 Click the file name in th&ile Namecolumn and download it to a local disk drive.
You can then send this file to NSFOCUS technical support for troubleshooting.
----End

3.4.6System Information

ChooseSystem > Others > System InfoThe System Infopage displays the device
information, version information, and system uptime.

3.4.7Web API File Download

You can download the web API file that describes APl communication interfaces from
the webbased manager of ADS. The procedure is as follows:

Step 1 ChooseSystem > Others > Web API File Download

Step 2 On the page shown ifigure 359, click the file name in thEiles for Downloadarea to
download the fi¢ to a local disk drive.

Figure 359 Web API File Download page

Web API File Download

Files for Download
Web API Description.pdf

——End
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Real-Time Monitoring

The realtime monitoring module provides reidine traffic information and attack
information for you to have a full understanding of the current network status.

This chaper details reatime monitoring information, as shown in the following table.

Section Description

Describes realime monitoring traffic of the system.

Describes basic current system operating information.

4.1 Real-Time System Status

The system monitors incoming and outgoing traffic, attack traffic, and interface status and
displays monitoring information in real time.

This sectiorcovers the following topics:

Service Board Speed

Traffic Trend

On theReal Time Monitoring page, thdraffic Trend areashows traffic received, passed,
and dropped by the ADS device in the last 30 minutes, as shdvmire 41. Here, the
yellow curve indicates incoming traffic, the green curve outgoing traffic, and the anange
dropped traffic. The traffic curves are automatically updated every 30 seconds.

When pointing to the traffic trend graph, you can view the incoming traffic, outgoing traffic,
and dropped traffic at a specific time.

You can click the droplown box ofStatistical Objectand selecGlobal or a specific
protection group to view global traffic information or traffic information of that group.
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You can specify the traffic unit by selectibgs or pps from theUnit drop-down box in
the upperight corner ofliis area.

Figure 41 Traffic trend

Traffic Trend Statistical Object Global ~ | Unit bps v

B0O0K

600K

400K 2024-11-28 15:13:05
Inbound
582.2K

200K Passed
"]

Dropped
0 592.2K

15:00 15:05 TSTT0 15:15 15:20 15:25

Inbound Passed [l Dropped
591.9K 1] 591.9K

Attack Traffic

TheAttack Traffic area presents the attack traffic detected and dropped by the current ADS
device in the last 30 minutes, as show#imire 42. When pointing to thettack traffic
graph, you can view the dropped traffic at a specific time.

You can click the droplown box ofStatistical Object and selecGlobal or a specific
protection group to view global attack traffic information or attack traffic information of
thatgroup.

You can specify the traffic unit by selectihgs or pps from theUnit drop-down box in
the upperight corner of this area.

Table 41 shows mappings between attack traffic types and curve colors.

Table 41 Mappirgs between attack types and curve colors

Attack Type Color Indication

SYN flood — S¥N Flood

ACK flood — ACK Flood

UDP flood — UDP Flood

ICMP flood — |CMP Flood

TCP misuse — TCP Misuse

TCP connection flood TCP Connection Flood
TCP fragment TCP Fragment

ICMP fragment — ICMP Fragment
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Attack Type Color Indication
HTTP flood HTTP Flood
HTTPS flood HTTPS Flood
SIP flood SIP Flood

DNS query flood

DNS Query Flood

DNS amplification

DNS Amplification

SSDP amplification

SSDP Amplification

NTP amplification

NTP Amplification

Chargen amplification

Chargen Amplification

SNMP amplification

SNMP Amplification:

Memcache amplification

— Memcache Amplification

Manual strategy

— Manual Strategy

Amplification

Amplification

UDP fragment

UDP Fragment

DNS flood

DNS Flood

LAND flood

— LAND Flood

HTTP slow attack

HTTP Slow Attack

FIN/RST flood

FIN/RST Flood

CLDAP Amplification

— CLDAP Amplification

MS SQL Amplification

— MS SQL Amplification

Tl Strategy

= T| Strategy

Carpet Bombing Attack

Carpet Bombing Attack
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Figure 42 Attack traffic
Attack Trafic Statistical Object. Global ¥ | Unit bps r
4M
IM
HTTP Flood
2M 2020-02-19 13:29:37
3.1M
M
0
13:15 13:20 13:25 13:30 13:35 13:40
S¥N Flood = |[CMP Flocd
1.3M g24.3K
HTTP Flocd DMS Query Flood
3.1M TIETK

Top 10 Destination IPs by Traffic

TheTop 10 Destination IPs by Trafficarea shows information about top 10 destination IP
addresses receiving the masiffic, including the destination IP address, attack type, attack
start time, attack duration, retiine inbound traffic, and redime dropped traffic.

If no packet is dropped for a destination IP addres$,is displayed imAttack Type, Attack
Start Time, andAttack Duration columns.

You can click the droglown box ofStatistical Object and selecGlobal or a specific
protection group to view global information about top 10 destination IP addresses or top
10 destination IP addresses of that group.

You can specify the traffic unit by selectibgs or pps from theUnit drop-down box in
the upperight corner of this area.

Figure 43 Top 10 destination IP addresses by incoming traffic

Top 10 Destination |Ps by Traffic Statistical Object Global v | Unit bps v
Dst IP Attack Type Attack Start Time Attack Duration  Real-Time Inbound Real-Time Dropped
83.91.101.22 SYN Flood 2024-11-28 14:28:34  58min 591.9K 591.9K

System Resources

The System Resourcearea displays different information for @lévices and 1U/2U devices.
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System Resources of 1U/2U Devices

The System Resourcearea shows the status of various system resources in real time,
including the CPU usage, memory usage, disk usage, CPU temperature, motherboard
temperature, disk status, fatatus, power supply status, and engine status. For fan status,
power supply status, and engine stats,indicates that the disks, fans, power supply, or
engine works properly an® indicates the opposite.

\ Only ADS NX3-HD2500, NX5HD4500, NX5HD6500,and ADS NX5HD8500 and
No‘: some ADS NX58000 devices have the power supply status displayed.

Figure 44 System resources of 1U/2U devices

System Resources
CPU usage: 5%
MEM usage: G2%
Disk Usage: 1% (1.44GB/M14.47GE)
CPU temperature: G61°C/ 141.8°F
Motherboard temperature: 40°C/ 104°F
Disk: &
Fan: &
Power Supply: ® 8
Engine: &

System Resources of 6U Devices

The 6U devices refer to ADS NXB)000, ADS NX512000, and ADS NX20000.

The System Resourcearea shows the overall information of 6U devices, including the

chassis system resources and service board resource usage. The Service Board Resources area
displays the status of various service board resources in real time, including the power on

status, enige status, CPU usage, memory usage, disk usage, CPU temperature, motherboard
temperature, and fan status. For fan status, power on status, and engine“statdgates

that the fans, power supply, or engine works properly ®1dndicates the opposite.
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Figure 45 System resources for 6U devices

System Resources

Chassis System Resources
Number of switching boards: 1
Number of service boards: 2
Power Supply: LN NN}

Boards
Slc)tPower on EngineDiskCPU Memory Disk CPU Motherboard Fan

Status Usage Usage Usage temperature temperature

1 e (2] o 5% 60% 35% 66°C/150.8°F  47°C/116.6°F e
2 0 5] ® 5% 53% 31% 60°C/140°F 43°C/109 4°F 5]
3 8 L] ® 0% 0% 0% 0°CI32°F 0°C/32°F L]
4 @ L] ® 0% 0% 0% 0°CI32°F 0°C/32°F L]
5 8 L] 8 0% 0% 0% 0°C/32°F 0°C/32°F L]
6 @ L] ® 0% 0% 0% 0°CI32°F 0°C/32°F L]

Service Board Speed

The Service BoardSpeedarea shows the interface connection status of service boards on a
6U device ! means "online";® means "offline"), and total Rx traffic and Tx traffic (both
pps and bps) of eadhterface.

Figure 46 Service board speed

Service Board Speed

Slot  Interface Status Rx (pps) Tx (pps) Rx (bps) Tx (bps)
1 e 3 0 21K 0

2 e 0 0 0 0

3 e 0 0 0 0

4 e 0 0 0 0

5 <) ] 0 0 0

6 o] 0 0 0 0

Copyright© NSFOCUS 78 V4.5R90F06



NSFOCUS ADSUser Guide

Collaboration Status

TheCollaboration Statusarea shows the status of collaboration between the current ADS
and another devicé. shows the status of collaborationweén ADS and

NSFOCUS NTA. @ indicates that the device collaborating with ADS is online. If the device
is offline, it will not be listed here.

Figure 47 Collaboration status

Collaboration Status

Device Status IP Address Peer Port
NTA  Online 10.245.2.206 44148
NTA © Online 10.245.2.210 52329

System Interfaces

The System Interfaces area on, for example, ADS-NKB000, shows the cmection status
of interfaces on ADS®) means "online";® means "offline"), and redime incoming and
outgoing traffic (both pps and bps) of each interface. Total indicates total traffic of all
interfaces. The information is automatically updated eversetOnds.

By default, information about all interfaces is displayed, as showimir
Clicking Display Online Interfacesin the dropdown box in the uppéeft corner of this area
displays information oglabout online interfaces

Figure 48 Interface status of ADS

System Interfaces All Interfaces hd
Interface Status IN (pps) OUT (pps) IN (bps) OUT {bps)

G3N e Up 1K 0.2 502 2K 188

G312 e Up 0.5 0 256 0

G313 e Up 0.2 0 128 0

G4 & Down [1] [1] 0 0

Total 1K 0.2 502 6K 188

Interfaces on the device that you are using may be different from those described here.
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4.2 System Information

All users can view system information. The status bar displays basic system information,

including hardware CPU, memory, and disk usage, system version, system uptime, and
system time.

The green indicatol®) indicates that the device works properly and the red indic® pr (
indicates that the device works improperly.
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Policies

This chapter detailgrotection policies.

Section Description

Describes how to configure a+idiDoS policies.

Describes how to configure access conpolicies.

5.1 Anti -DDoS Policies

This section covers the following topics:

Protection Group Policy Templates
Carpet Bombing Protection

5.1.1Protection Group Management

Some networks serve a large number of users who have varicida8irequirements. In
response, the ADS device provides the ptaaagroup function, which allows the
administrator to provide different protection policies for various users.

A protection group is a collection of one or more customer's machines that are protected by
ADS devices using the same policy.

In addition to nanual configuration, ADS can automatically generate protection group
policies based on policy autearning results. For details, see sectfian

default_protection_groupis the default protection group for which the IP address list cannot
be edited or deleted or automatic learning is unavailable. By default, when traffic protection is
enabled, ADS cleans and protects traffic as aiéid in protection policies configured for
default_protection_group, if no other protection groups are created or matched.
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This chapter describes how to configure and manage protection groups manually. It covers the
following topics:

Lcreating a protection group and configuring the IP list,
protection policies, access control policies, and URL rules for this protection group.

Isearching for a protection group by name or IP address.
Viewing Protection Groupwiewing settings of a protection group.

Jiediting protection group #egs, including the IP list,
protection policies, access control policies, and URL rules.

Generating a Group Policy Templateeatign a group policy template based on the
configured protection policies.

udeleting one or more protection groups.

] configuring autdearning parameters,
enabling/disabling the awtearning function, and viewg learning details

5.1.1.1Creating a Protection Group
To create a protection group manually, perform the following steps:
Step 1 ChoosePolicy > Anti-DDoS > Protection Groupsto open the protection group list.
Step 2 Configure basic information of a protection group.

To thelower right of the list, clickCreate Group to create a protection group, as shown in

Figure 51 Basic information of a protection group

Protection Groups @
Group Name

Group Name

Description

Template test v

Next | | Cancel

describes parasters for creating a protection group.

Table 51 Parameters for creating a protection group

Parameter Description

Group Name Name of the group. It must be unique and consist of 1 to 200 letters, dig
underscores.

Description Description of a group. It can otin a maximum of 80 characters.

Template Allows users to select a protection group policy template from default temy|
and those created by the administrator. For template details, see Settid

Step 3 Configuring the running mode of the protection group.

After the protection group is created, cligkxtto configure the running mode for this group.
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You can select the running moderfrdhree valuesrotect, Alert, andForward.

Protect: After protection policies take effect, ADS starts to protect traffic of the
protection group.

Alert: After protection policies take effect, ADS conducts protective analysis of and
generates alerts fottacks. Meanwhile, it allows traffic to pass through without
protection. Under th& tab, you can see that ADS directly forwards
traffic without any filtering.

Forward: After protection policies takeffect, ADS allows traffic to pass
through, without performing attack analysis and protection.

A

Caution

All protection policies are constrained by the running mode as follows when an
is detected:

Protect mode: generates an alert and drops attack packets
Alert mode: generates alerts without dropping attack packets
Forward mode: does not provide any protection

After a running mode is selected, you can chlekt to go to the next step or cliéknish to
complete the protection group configuration.

Figure 52 Corfiguring the running mode

Protection Groups

Running Mode[1111]
Item
Running Mode

@

Value
Protect

Next || Finish

Step 4 Configure the IP address range of the protection group, including included IP and exception
IP address range.

If you do not want to protect certain IP addresses or IP segments within the IP range of the
protection group, configre them as exception IP addresses.

After the running mode is configured, cliblextto open thdP List page. You can add IP
address ranges one by one. If IP address ranges are not required currenigxtliokskip
this step or clickinish to complée the protection group configuration.

Figure 53 IP list page

Protection Groups[gt1]

Included IPs
IP Address

77.0.0.018

Exception IPs
IP Address

T7.3.2.0124

Delete

Delete

Add || Next || Finish
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Note

ADS supports the IPv4/IPv6 dual stack. Therefore, protection groups can involw
IPv4 and IPv6 address ranges.

Adding an IP Address Range

a. Click Add to the lower right of the IP list.

Figure 54 Adding anlP address range

Add IP[gt1]

Included IPs

Exception P

OK || Cancel

describes the format of an IP address range.

Table 52 Format of an IP address, IP segment, and IP address range

Item

Description

IP address format

You can type IPv4 or IPv6 addresses or segis with one in each line,
the following formats:

Individual IP address: an IP address such as 192.168.1.1 or 2::2.

IP address/netmask: an IPv4 address with a netmask ranging from
32, such as 192.168.1.1/24; IPv6 address with a prefix lengtmgang
from 1 to 128, such as fe80::250:56ff:fec0:0/114.

Start IREnd IP: 256 IPv4 address within a /24 segment, such as
192.168.1.110; or IPv6 address with a 46t prefix, such as 1::1fff .

S,

Note

Protection IP ranges of different protection groups must neda.
The exception IP addresses configured will not be protected.

If one and only one IP address configured here is in use by ar
protection group, the system will give a prompt. After you c
OK in the confirmation dialog box, the system will aunatically
move the IP address to the exception IP list of that group.

Exception IP addresses, if any, will not be protected unde
current group.
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Step 5 Configure policies for the protection group.

After the IP address range is configured, chigkt to configure protection policies for this
group. For details, see sectiori IdE policies
are not required currently, clidkextto skip this step or clickinish to complete the
protection group configuration.

Figure 55 Protecion policies for a protection group

Protection Group

Description Doc

DDOS [111]

Anti-DDoS Threshold 1 Threshold 2 Enable Protection Algorithm
SYN Flood 2000 (pps) 32000 (pps) Yes 1-SafeConnect ¥
ACK Flood 8000 (pps) Yes v

UDP Flood 3000 (pps) Yes v

ICMP Flood 4000 (pps) Yes ¥

Connection Exhaustion No v

Traffic Control by Dst IP 1000 (kbps) No v

Total Inbound Traffic Control 1000 (kbps) Ne v

Total Outbound Traffic Control 1000 (kbps) No v

Anomalous Packet Filtering Rules [111]

Invalid SYN Packet Filtering Enable v

UDP Port 80 Filtering Enable v

LAND Filtering Enable v

HTTP Filtering Disable v

Reflection Protection Policy [111]

Enable Add Rule

O Yes @No Move Behind “ @O

Rule List ID  Name ‘Qperation

HTTP Keyword Checking Policy [111]

Enable Add Rule

QO Yes @No Move Benind @ ®@

Rule List ID  Name Operation

Port Check Policy [111]

Step 6 Configure the access policies for the protection group.

b. After the parameter configuration is complete, clik to save the settings.

Deleting an IP Address or P Address Range

On the IP list shown iR , click @ in theDeletecolumn of an IP address or IP
address range and cli€K in the confirmation dialog box to delete this IP address or IP
address range.

\,

Note

IP address ranges cannot conflict across protection groups.

After the protection policies are configured, clikxtto configure the access policies for the

protection group.
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Configuring an Access Policy

Setting a Group-specific Allowlist

Specify whether to enable the allowlist and the proxy monitoring. For details about the
allowlist function, see secticn

Setting a Graup-specific DNS Subdomain Allowlist

Specify whether to enable the DNS subdomain allowlist and configure primary domain and
action for unmatched DNS requests.

Enable: It is No by default. The global DNS subdomain allowlist has a higher priority
than the grap-specific allowlist of DNS subdomains. If both are enabled, only the
global DNS subdomain allowlist takes effect. For details about the global DNS
subdomain allowlist, see sectibri

Primary Domain: Enter each primary domain name in a separate line. At most three can
be configured. Only DNS requests matching a primary domain name are further matched
against the subdomain allowlist. Leavitgstfield empty indicates that all DNS requests

are deemed to be a match.

A primary domain name should meet the following requirements:
1 Aprimary domain name only consists of letters, digits, dots, hyphens, and/or
underscores.

1 Each label of the primary daim name ranges from 1 to 63 characters, and the
primary domain name cannot exceed 128 characters.

1 The primary domain name should contain at least one label.
1 Alabel cannot start or end with a hyphen, nor have consecutive hyphens.

Action for Unmatched DNSRequests controls DNS requests matching the primary
domain list but not the subdomain list. Options inclDaéault, Limit rate , andDrop.

If the subdomain list is empty, this action does not work. Before setting an action,
configure a valid DNS subdomaatiowlist for the group. You can add a gresypecific
allowlist of DNS subdomains when editing the access policy of the protection group. For
detailed parameters, see section 5

Subdomain Allowlist Auto-Learning: Configure autdearning parameters only after
the autelearning function of DNS subdomain allowlist is enabled. For descriptions of
the parameters, sd@able 546.

Setting a Group-specific Access Control Rule

Click Add to create an access control rule. For details about this function, see section
2T he differences are that access control rules configured here are
valid only for the group and the Invert operation does not work here.

Setting a Group-specific Blocklist

Specify whether to enable the blocklist, lockout period, and whether to enakye p
monitoring. For details about the blocklist function, see seétion
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Setting a Group-specific GeolP Rule

Click Add to configure a grougpecific GeolRule. You need to choose whether to enable the
groupspecific rule, and specify the source location, access control, and description. For
details about the GeolP rules, see seciian

Setting Group-specific Tl

Specify whether to enable the group protection and specify the action taken against
traffic whose source/destination IP address has a match in the intelligence database. Options
includeBlock andTr affic Control by Dst IP. For details about Tl, see sectior

\ The groupspecific Tl protection takes effect only when thmtection Scopes setto
Note Group underAdvanced > TI > TI Configuration.

Step 7 Configure a URL protection rule for the protection group.

After protection policies are configured, cliblext to configure URL protection rules for this
group. If URL protection rules are not requidrently, clickNextto skip this step or click
Finish to complete the protection group configuration.

Figure 56 List of URL protection rules of a protection group

Protection Group %)
URL Rule {applicable to HTTP protection only) [111]
1D Domain Name or 1P URL Dst IP Dst Port SYN Cookie URL Algorithm Operation

Add || Finish

Adding a URL Protection Rule

a. To the lower right of the URL protection rule list, cliglddd to adda URL protection
rule. shows the page for adding a URL protection rule witporithm set to
Precision protection
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Figure 57 Adding a URL protection ruld unified protection

Protection Group =)
Add URL Protection Rule
Item Value

Domain Name or IP

URL (without domain name or IP}

Dst IP =
Dst Port 80
SYN Cookie URL Dizable v
Algorithm Unified protection v | 2-URL authentication ~
CK || Cancel
Figure 58 Adding a URL protection ruld precision protection
Protection Group @
Add URL Protection Rule
Ttem Value
Domain Name or IP
URL (without domain name or IP}
DstIP =
Dst Port 80
SYN Cookie URL Disable v
Algorithm Precision protection ~
PC Mot protect v | 2-URL authentication
APP Mot protect » | 2-URL authentication
User-Agent Rule  (+) (&
ID MName Operation
OK || Cancel
describes parameters for creating a URL protection rule.
Table 53 Parameters for adding a URL protection rule
Parameter Description
Domain Name or IP Domain name or IP address of a URLotaction object. The symbol "

indicates that this rule is valid for all domain names and IP addresses.

URL (without domain| Relative path of a URL protection object, that is, URL excluding the do
name or IP) name or IP address. The symbol "." indésathat this rule is valid for a
URLs.

Dst IP IP address of the server. You can type an IPv4 or IPv6 address accor
the actual network deployment.

N,

4
Note

IP addresses specified in URL protection rules must belong to the
protection group in question.

Dst Port TCP port of the server.

SYN Cookie URL If SYN Cookie URL s enabled, a client can access the server only after
authenticated by ADS, so as to protect the server from SYN cookie attag

The setting of this parameter determines availabl@pgtiorAlgorithm .
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Parameter Description

The setting of this parameter depends on whe8¥N Cookie URL is
enabled for HTTP protection.

Algorithm Protection mode and policy adopted for packets matching URL prote
rules. For detailed parameter descriptions,Is&e .

N,

Note
Protection algorithms are used together withSN& Cookie URL
function.

If SYN Cookie URL is enabled, you can only choose frq
algorithms 2 through 8.

If SYN Cookie URL is disabled, you can only choose frqg
algorithms 0 through 5.

b. After the parameter configuration is complete, clik to save the settings.

Modifying a URL Protection Rule

On the URL protection rule list, clic in theOperation column of a rule to edit this rule.

Deleting a URL ProtectionRule
On the URL protection rule list, clic® in theOperation column of a URL protection rule
and clickOK in the confirmation dialog box to delete this rule.

Step 8 After a URL protection rule is configured, cli€lnish to the lower right of the rule list.

Step 9 After the preceding configuration, cliépply in the uppetright corner of the web page to
make the settings take effect.

-—End

5.1.1.2Searching for Protection Groups

On the protection group list, the system automatically lists all existing protection gr@ups (2
per page) in the descending order of the creation time. You can set filtering conditions to list
only protection groups meeting the specified conditions.

Step 1 Set filtering conditions.

Specify a group name or IP address. Fuzzy matching is supported.

Specify arunning mode. By default, protection groups of all running modestéct,
Alert, andForward) are listed.

Step 2 Click Filter.
Protection groups meeting the specified conditions are then listed below.

-—End

5.1.1.3Viewing Protection Groups

On the protection groupst, click the name of a protection group to view details.
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Figure 59 Protection group details

Froteciion Group @
Group 1]

Vahie

i1

Included IPs [ixi1]

67.60.20.0/24

Exception IPs (1]

DDoS [xi1]

Attack Type Threshold 1 Threshold 2 Enable Protecton Algorithm
VN Flaod 1(pps) 32000 (pps) ves 1-SafeConnect
ACK Flood 8000 (pps) ez

1000 (kbps) No
1000 (Kbps) o
1000 (Kbps) No

Inval Enable
UDP Port 80 Fitering Enable
LAND Fikering Enable

TP Filtering Disable
Refloction Protection Policy [xi1]

Enable Rule Description Protocol Sre Port Adtion
o

HTTP Keyword Checking Policy [jxi1]

After viewing group details, clicBack to return to thérotection Groups page.

5.1.1.4Editing a Protection Group

You can edit the running mode, IP list, protection policiesess policies, and URL
protection rules of a protection group. Note that the protection group name cannot be
changed.

Edit the running mode of a protection group

On the protection group list, clic in theRunning Mode column to changethe
running mode o& protection group.

After editing the running mode, clicRK to save the setting. Clidkext to edit the IP
list.

Edit an IP address range of a protection group.

On the protection group list, clic in thelP List column to edit the IP address range
of aprotection group.

After editing the IP address range, clioK to save the settings. Clidkext to edit
policies.

Edit protection policies for a protection group.

On the protection group list, clic¥ in theProtection Policy column to edit protection
policies applied to a protection group.

After editing protection policies, you can cli@lancelto undo the changes and return to
the protection group list. Alternatively, you can clNkxt to edit URL protection rules
applied to a protection group and thaick Finish to save settings.

Edit the access policy for a protection group.
1 Edit groupspecific allowlist

On the protection group list, clicklowlist in theAccess Policycolumn. ClickEdit

to modify the status of the allowlist and proxy monitoringeAthe allowlist is

enabled, you can view, add, search, import, export, and clear the allowlist. For detalils,
see section

1 Edit groupspecific access odrol rules
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On the protection group list, clickccess Control Rulesn theAccess Polig
columnto add, enable, disable, orsert access control rules. For details, see section

i Edit the blocklist

On the protection group list, clidkocklist in theAccess Policycolumn. Click Edit
to edit the blocklist. For details, see sectioh

1 Edit groupspecific GeolP rules

On the protection group list, clidReolP Rulesin theAccess Policycolumn to edit
the GeolP rules for a protection group. For details, see sécfigh

1 Edit groupspecific Tl policies
On the protection group list, click in theAccess Policycolumn to edit the Tl
policy for the protection group. Clidkdit to enable Tl and specifydhprotection
policy.

1 Edit groupspecific DNS subdomain allowlist
On the protection group list, cliddBNS Subdomain Allowlistin theAccess Policy
column. ClickEdit to enable DNS subdomain allowlist and its alet@rning, and
specify primary domains, actidor unmatched DNS requests, and da#rning

parameters. After the DNS subdomain allowlist is enabled, you can view, add, search,
import, export, and clear the DNS domain allowlist. For details, see section

Edit URL protection rules for a protection group.
On the protection group list, clic¥ in theURL Rule column of a protection group to
edit URL protection rules of a protection group

After editing URL protection rules, clidkinish to save settings to return to the
protection group list.

5.1.1.5Deleting a Protection Group
You can delete protection groups one by one or in bulk on ADS.
Method 1:0n the protection group list, clici®' in theDelete column of a group and

click OK in the confirmation dialog box to delete it.

Method 2:0n the protection group list, select several protection groups (or select check
boxes), clickDeleteto the lower right of the list, and then cli€k in the confirnation
dialog box to delete them.

\ If a protection group is deleted, all its settings, including policies, will be deletec
4 the customer's machines included in this group are instead protected by polic
Note the default grouplefault_protection_group.

5.1.1.6Generating a Group Policy Template

After creating a protection group and configuring its policies, you can save it as a group
policy template for application to protection groups of the same businesses.

ChoosePolicy > Anti-DDoS > Protection Groups andclick * in theOperation column.
On theGenerate Group Policy Templatepage that appears, type a template name and
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description, and clicloK. The policy template will then be displayed and managed on the
Group Policy Template page. For details, ssectio

The group policy template references the policies configuredséstion
\ J)s but excludes IP addresses on i
Not: blocklist/allowlist, access control rules with other IP addresses than 0.0.0.C
destination IP addresses, and URL rules.

5.1.1.7Configur ing Policy Auto -Learning

ADS supports policy auttearning. This means ADS can collect and analyze statistics on
normal SYN, ACK, UDP, and ICMP packets, generate protection policies based en built
algorithms, and then dispatch such policies manuallutomatically to protection groups,
depending on the configured policy application mode.

ChoosePolicy > Anti-DDoS > Protection Groups

Figure 510 Protection Groups page

Protection Group [}

GoupNemeorP [ | RunningMode | Al v [Filler ‘ v 11Goto

a Group Name Running Mode TP List

o

rotection Policy | Access Policy URLRule  Auto-learning Desuription | Delete

default_protection_group % protect B Allowlist | Access Control Rules | Blocklist | GeolIP Rules | TI | DNS Subdomain Allowlist

3ll_users

i1 ¢ protect Allowlist | Access Control Rules | Blocklist | GeolP Rules | TI | DNS Subdom:

Not started (%) &

Allowlist | Access Control Rules | Blocklist | GeolP Rules | TI | DNS Subdom: Not started ® @ | h

F R R

&
Br &
test333 [ protect Er &
1 [ mlert Er B

Allowlist | Access Control Rules | Blocklist | GeolP Rules | TI | DNS Subdom: Nok started ® &

HE

On this page, you can set algarning parameters, enable/disable the-&aming function,
view the autdearning status, and view atlarning details.

Setting Auto -learning Parameters

Newly created protection groups have no dagrning function enabled. Their atl&arning
status is displayed as "Not started". You can manually enableiticison and set related
parameters for a specific protection group. The procedure is as follows:

Step 1 On the page shown in , click ¥ in theAuto-learning column of a protection
group.

The Auto-learning Parameter Configuration dialog box appears, as showrtin
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Figure 511 Configuring autdearning parameters

Auto-learning Parameter Configuration x
jxn

Item Value

Learning Duration 1 day v

Percentage of Increase 0% W

Puolicy Application Mode Automatic v

Policy Name SYN Flood Threshold 1

4 ACK Flood Threshold 1

UDP Flood Thresheld 1

ICMP Flood Threshold 1
HTTP GET Fload Thrashold 1

HTTF POST Flood Threshold 1
HTTF Protection Port |Bﬂ |(p0|-t Range)

HTTP Protection Object ®Destination IF/Port CDestination IP/Per/URL

Save and Start || Save || Cancel

Step 2 Configure parameters.

Table 54 Parameters for configuring an algarning policy

Parameter Description

Learning Duration Specifies the autéearning duration. When this duration expires, A
automatically stops such learning. Options incl@@eminutes 1 hour, 1 day,
and1 week

Percentage of Increag Specifies the percentage of increase in thresholds.-l&atairg results are
updated in sync with the fluctuating traffic and thresholds dispatched
calculated by using this formulMaximum value of historical learning results
(1 + Percentage of increase).

Policy  Application| Specifies a policy applicatiomode, which can be either of the following:

Mode L .
Manual: After autclearning is complete, you can view the result, select

thresholds, change their values, and click Update Thresholds to dispatc
thresholds to the related protection group.

Automatic: When ato-learning is complete, the audkearning policy is
automatically executed to dispatch updated thresholds to the related
protection group.

Policy Name Specifies policies whose thresholds will be adapted toleatoing results.

HTTP Protection Port| Speifies ports under HTTP protection within the range H6%535. You can
type a maximum of five ports or port ranges separated by the comm
"80,9092".

A

Note

Ports specified here cannot overlap with those specified for HTTPS
protection.
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Parameter Description
HTTP Protection| Specifies the object of HTTP protection, which can be either of the followin
Object

Destination IP/Port/URL: The IP address, port, and URL should all be
matched.

Destination IP/Port: Only the IP address and port should be matched.

Step 3 Click Saveto commit the settings.
If you click Save and Start the system will collect traffic flowing over the network. In this

case, the auttearning status of the protection group change Ongeingl&Manuzl) ' a5 shown
in Figure 512,

Figure 512 Auto-learnng configured and started

Frotection Group

@

GoupNemeor® [ | RunningMode [All v || Filler 4 3 141Goto +

@] Group Name Running Mode | IP List| Protection Policy | Access Policy URL Rule| Auto-learning Description Delete
default_protection_group % protect B B

Allowiist | Access Control Rules | Blocklist | GeolP Rules | TI | DNS Subdomain Allowlist | B

all_users

(m] i1 Bt protect B B iist | Access Control Rules | Blockiist | GeoIP Rules | TI | DNS Subdomain Allowlist | Bf Ongoing(Automatic) ® 1% T
d test333 B2 protect | | B¢ list | Access Control Rules | Blockiist | GeolP Rules | TI | DNS Subdomain Allowlist | Bf Not started ® & h
O 1 2 Mert Br |Br Allowlist | Access Control Rules | Blocklist | GeoIP Rules | TI | DNS Subdomain Allowdist | E7 Not started ® @& Doc

Delete || Create Group

When the specified awdearning duration expires, adi@arning automatically stops.
You can also click® to manually stop the awdearning process.

For ongoing autdearning, you can clict¥ in the Auto-learning column of gprotection

group to edit related parameters, including the percentage of increase in thresholds and policy
application mode, as shownfimure 513,
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Figure 513 Editing autelearning mrameters

lAuto-learning Parameter Configuration x
jxi

Item Value

Learning Duration 1 day A

Percentage of Increase 50% W

Policy Application Mode Automatic v

Policy Name SYN Flood Threshold 1

ACK Flood Threshold 1

UDFP Flood Threshold 1

ICMF Flood Threshold 1
HTTP GET Flood Threshold 1

HTTF POST Fleod Threshold 1
HTTF Protection Port 20 {Port Range)

u

HTTP Protection Qbject Destination IP/Port Destination IP/Port/URL

Save || Cancel

—End

Viewing the Auto -learning Status

On the page shown ingure 510, theAuto-learning column shows the awdearning status
of protection groups. The aubearning status of a protection group can be any of the
following:

Not started: The autelearning function is not enabled.

Ongoing: Auto-learning is enabled and in progress.

Complete Auto-learning is complete.

Abnormal: Auto-learning failed because of some external factors, such as a device
restart during autéearning.

Viewing A uto-learning Details

On the page shown inagure 510, you can click™ in theAuto-learning column of a
protection group to view awearning details of the group.
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Auta-leaming Resut urent Threshold

When the policy appletion mode idvianual and the learning status@mplete, you can
edit dispatched thresholds.

After the edit is complete, cliddpdate Thresholdsto dispatch the new thresholds to the
related protection group.

5.1.2Policy Configuration for Protection Groups

ADS provides the following arHDDO0S policies and rules:

DDoS protection policies

Anomalous packet filtering rules
Reflection protection policy

HTTP keyword checking policy

Port check policy

SSL/TLS keyword checking policy
HTTPS protection policy

HTTP protedbn policy

DNS keyword checking policy

DNS protection policy

TCP control parameters protection policy
TCP regular expression protection policy
Botnet & IP behavior control policy

SIP protection policy

UDP session authentication policy

UDP payload check pialy

UDP regular expression protection policy
UDP protection policy

ICMP protection policy

Watermark protection policy
Programmable rule

Protocol ID check policy
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5.1.2.1DDoS Protection Policy

A DDoS protection policy is a policy for protection against DDoS attacks

shows parameters of the DDoS protection policy.

Figure 515 DDoS protection policy

DDOS [default_protection_group]
Anti-DDoS Threshold 1
SYN Flood 2000

ACK Flood 8000
UDP Flood 1000
ICMP Flood 4000
Connection Exhaustion

Traffic Control by Dst IP

Total Inbound Traffic Control

Total Outhound Traffic Control

Threshold 2 Enable Protection Algorithm
2000 (pps) Yes 1-SafeConnect v
Yes v
Yes v
Yes v
Yes v
1000 (kbps) No v
1000 (kbps) No v

1000 (kbps) No v

describes parameters of the DDoS protection policy.

Table 55 Parameters of ¢hdefault antDDoS policy

Parameter

Description

Anti-DDoS

Types of DDoS attacks that can be blocked.

Threshold 1

The value varies with DDoS attack types. See the following descriptions.

Threshold 2

The value varies with DDoS attack types. See theviatlg descriptions.

Enable

Controls whether to enable the protection.
Yes enables this type of protection.

No: disables this type of protection.

Protection Algorithm

Different algorithms are adopted to defend against different types of [
attacks. Sethe following descriptions.

SYN Flood

Threshold 1 specifies the threshold for the SYN traffic rate. When the rate (pps) of SYN
traffic to a destination exceeds the specified value, SYN flood protection is triggered.
The value ranges from 0 to 48000000.

Threshold 2 specifies the threshold for the rate (pps) of reverse detection packets in
response to SYN packets to a destination, after SYN flood protection is triggered. The
value ranges from 1 to 240000000. A greater value means a better protectiolutiéec
higher load on the ADS device.

\,

Note

Reverse detection indicates that the ADS device detects whether a cli
launching attacks by sending detection packets to the client.

A greaterThreshold 2 value may cause higher CPU usage. You are advise
limit the CPU usage below 55%.
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Enable: By default, SYN flood protection is enabled and cannot be disabled.
Protection Algorithm
i 0-SynCheckapplies to symmetrical networks only

1 1-SafeConnect2-DynaCheck and3-SeqCheckapply to both symmetrical and
asymmdrical networks. When ADS is deployed in aftpath mode, you can only
select one of the three algorithms.

ACK Flood

Threshold 1 specifies the the threshold for ACK traffic rate. When the rate (pps) of ACK
traffic to a destination exceeds the specifiatlig, ACK flood protection is triggered. The
value ranges from 1 to 240000000.

This policy is enabled by default.

UDP Flood

Threshold 1 specifies the the threshold for UDP traffic rate. When the rate (pps) of UDP
traffic to a destination exceeds the sfiedivalue, UDP flood protection is triggered. The
value ranges from 0 to 48000000.

This policy is enabled by default. After this policy is enabled, related protection will be
implemented through the

ICMP Flood

Threshold 1: specifies the threshold for ICMP traffic rate. When the rate (pps) of ICMP traffic
to a destination exceeds the specified value, ICMP flood protection is triggered. The value
ranges from 0 to 48000000.

This policy is enablé by default. After this policy is enabled, related protection will be
implemented through thé N

Connection Exhaustion

Connection exhaustion protection can work only when connection exhausésrare
configured. You can only seledesor No for it. (For how to configure connection exhaustion
rules, see section J)

Traffic Control by Dst IP

Threshold 2 specifies the maximum traffic, in kbps, allowed to reach a destination IP
address in the protection group. Traffic above the specified value will be dropped. The value
ranges from O to 48000000.

This policy is disaled by default. You can enable it for protection.

Total Inbound Traffic Control
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Threshold 2specifies the maximum traffic, in kbps, allowed to reach all destination IP
addresses in the protection group. Traffic above the specified value will be droppeldé
ranges from 0 to 48000000.

This policy is disabled by default. You can enable it for protection.

Total Outbound Traffic Control

Threshold 2 specifies the maximum outbound traffic of the protection group. Traffic
above the specified value will b& dropped. The value ranges from 0 to 167772160.

This policy is disabled by default. You can enable it for protection.

Generally, the system adopts default DDoS protection settings. If you want t

\ settings of threshold 1 or 2, contact NSFOCUS tethisupport.
4 You should apply protection algorithms to the DDoS protection policies acco
Note to the actual network environment and the deployment mode. Otherwise, ne

interruption may occur.

5.1.2.2Anomalous Packet Filtering Rules

Anomalous packet filtemig rules include rules for filtering SYN packets, UDP packets
destined for port 80, LAND packets, and HTTP packets. ADS can handle traffic according to
these rules only when they are enabled.

shows tle area for configuration of anomalous packet filtering rules. You can
perform the following operations on the rules:

Enable: Enable a rule. ADS filters traffic once anomalous packets with certain signatures
are detected.
Disable Disable a rule.

Enable only in protection state ADS filters out anomalous packets with certain
signatures only when in the protection state.

Figure 516 Anomalous packet filtering rules

Ancmalous Packet Filtering Rules [default_protection_group]

Invalid SYN Packet Filtering

UDP Port 80 Filtering Enable o

LAND Filtering Enable v

HTTP Filtering Disable v

5.1.2.3Reflection Protection Policy

If you have configured reflection protection rules, you can enable tieetiefl protection
policy for a protection group and reference the created reflection protection rules. For details
about reflection protection rules, see sectich

shows the reflection protection policy.
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Note

When multiple rules are referenced, the reflection protection policy mai
attack packets with these rules in a-tqgwvn manne In principle, the matching
stops once a rule is hit. An administrator may need to adjust the rule seque
required.

When multiple rules are matched, ADS performs protection based on the
rule.

Figure 517 Reflection protection policy

Reflection Protection Policy [default_protection_group]
Enable Add Rule
() Yes @ No Move Eehind e
Rule List ID |Name Operation
1 ARMS-- x) (¥
2 | SNMP-- ) (4

You can performhtte following operations on the reflection protection policy:

Enable: Selectyesor No to enable or disable the policy.

Rearrange rule€lick “® or “®' to move a rule one place up or down. You can also

type the rule IDs in th&love andBehind text boxes. Foexample Move 1 Behind 3
indicates that the first rule will be put below the third rule. CI*' to commit the

change.

Add Rule: Click '*
one or mee rules and then clicRK .

to open the rule configuration page showiiiin

For the creation of a reflection protection rule, see settinnf

Delete a ruleClick '®' to deletethe rule.

. Select
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Figure 518 Adding reflection protection rules

Configure Reflection Protection Rule x
[ | Name Description
[J | ARMS
[J | CharGen
[J | cLoap
O | coap
DNS
] | Jenkins
[ | Memcache
[ | Mssql
] | nTP
] snmp
] ssop
[J |wspD
CK || Cancel

5.1.2.4HTTP Keyword Checking Policy

HTTP keyword checking is a process by which ADS checks specific fields in HTTP attack
traffic against keywords and then takes the specified action against those packets that matc
rule.

shows the current HTTP keyword checking rules.

When multiple rules are referenced, the HTTP keyword checking policy ma

\ attack packets with these rules in a-tlqwvn manner. In prinple, the matching
4 stops once a rule is hit. The administrator may need to adjust the rule sequ¢
Note required.

When multiple rules are hit, ADS performs protection based on the first rule.

Figure 519 HTTP keyword checking policy

HTTP Keyword Checking Policy [default_protection_group]

Enable Add Rule
(U Yes @ No Move Behind | (2)S
Rule List ID  Mame Operation

On this page, you can edit thE TP keyword checking policy as follows:
Enable: Selectyesor No to enable or disable the policy.

Adjust rule sequenc€lick *' or * in theOperation column to move a rule one
place up or down. You can also type the rule IDs irMbge andBehind text boes.
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For exampleMove 1 Behind 3indicates that the first rule will be put under the third
rule. Click ' to commit the change.

Add Rule: Click '*/ to open the rule configuration page. Select one or more rules and
then clickOK.

For the creation of an HTTRekword checking rule, see section

Figure 520 Configuring HTTP keyword checking rules

Configure HTTP Keyword Checking Rule x

Name Description
http1l
http2

test_ads

QK || Cancel

5.1.2.5Port Check Policy

The port check policy indicates that afteg fort check function is enabled, the system
checks the data arriving at the specified port according to the configured policy but handles
the data to other ports based on the group algorithm.

Figure 521 shows the port checlofcy. describes parameters of a port check
policy.

ADS detects traffic by matching port check rules in adopgn manner. If a hit is found,
ADS performs access control for the port according to thehimgy rule and stop
matching other rules.

Rearrange rule®ou can click'®" or “*' to move a rule one level up or down.
Add a rule:You can click '¥! to add a rule.

Delete a ruleYou can click '®' to delete the rule.

Figure 521 Port check policy

Port Check Policy [default_protection_group]
Enable Add Rule

(Yes @NO | protorol | TCP w| Port Invert ® Yes () No  Access Control | Accept w | Description

Rule List Protocol Port Access Control Description Operation

Table 56 Parameters of a portetk policy

Parameter Description

Enable Controls whether to enable this policy.
Yes enables the policy.

No: disables the policy.

Protocol Specifies the protocol, which can BEP or UDP.
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Parameter Description

Port Specifies ports to be checked.

You can add a maximum of 10les, each of which can include 48 ports. Ports mug
separated by the comma.

Invert Controls whether to invert the port setting.

Yesindicates that other ports than the ones specified will be matchadaindicates
the opposite. For example, if Pastset to 80 and Invert is set Yes, ADS checks p
other than port 80.

Access Control | Specifies how to handle packets matching the rule.
Accept allows packets from the specified port to pass through ADS.
Drop: drops such packets.

Drop+blocklist: dropssuch packets and adds them to the blocklist.

Description Brief description of the policy, which can contain a maximum of 15 characters.

5.1.2.6SSL/TLS Keyword Checking Policy

SSL/TLS keyword checking is a process by which ADS parses theeft§pted handshake
packets from a source IP address and checks specific fields against keywords. Then, ADS
takes the specified action against those packets that match a rule.

A protection policy can reference 10 SSL/TLS keyword checking rules at mo:

\ - When multiple rulesare referenced, the SSL/TLS keyword checking po
4 matches handshake packets with these rules in-dawp manner. In principle
Note the matching stops once a rule is hit. You can adjust the rule sequence as re

When multiple rules are matched, ADSfpems protection based on the first rul

You can perform the following operations on the SSL/TLS keyword checking policy:
Enable: SelectYesor No to enable or disable the SSL/TLS keyword checking policy.

Add a rule.Click “*' to open the rule configuian page. Select one or more rules and
then clickOK.

Rearrange rule€lick ‘“®" or "*' to move a rule one level up or down. You can also
type the rule IDs in th&love andBehind text boxes. For exampl®ove 1 Behind 3

indicates that the first rule will be pbelow the third rule. Click** to commit the
change.

Delete a ruleClick ‘®' to delete the rule.

For how to create an SSL/TLS keyword checking rule, see séction

5.1.2.7HTTPS Protection Policy

HTTPS protection policies provide protection for HTTPS connections. The HTTPS protection
policy empowers the system to check HTTPS packets from clients. By recording and counting
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HTTPS sessions from a soul&address, the system determines whether the source IP
address is abnormal and marks it as abnormal if the abnormal access exists. You need to
enable the blocklist function before configuring an HTTPS protection policy. For how to
enable the blocklist, sesectiori

HTTPS protection policies are classified into four types:

Connection Protectioni Renegotiation Protection The system checks HTTPS packets
from clients. Wherdd Abnormal IP to Blocklist is set toYes the system adds source
IP addresses that match the HTTPS protection algorithm to the blocklist.

Connection Protectioni Fingerprint Protection: The system checks HTTPS client
hello packets for figerprints. Those packets identified with abnormal fingerprints will
be ratelimited or added to the blocklist, depending on the action configured.

Application Layer Protection i Non-decrypted Traffic Protection: In the case of no
certificate, the systemetiects whether a source IP address is abnormal by checking
HTTPS sessions from it, and automatically adds detected abnormal IP addresses to the
blocklist. This type of protection includes access-batsed protection, resourspecific
access protectionnd large resource access protection to defend against HTTPS traffic
attacks.

Application Layer Protection i Decrypted Traffic Protection: The system configures

an SSL certificate for specified destination IP addresses and ports and then authenticates
clients with HTTPS protection algorithms, including HTTP2 RFC authentication, and
controls SSL connections. Packets that fail the check will be dropped or their source IP
addresses will be added to the blockilist.

When all protection algorithms are enabled fGrmRPS protection, the matching IP addresses
and ports of application layer protectibmlecrypted traffic protection are protected according
to the decrypted traffic protection configurations, other IP addresses are protected according
to the connection ptection configurations, and all subsequent HTTPS packets are subject to
the application layer protectiannon-decrypted traffic protection configuratians

The following describes the HTTPS protection process:

In a normal trust scenario, for example, o8N algorithm authentication is passed, an

IP address configured with application layer protectiaiecrypted traffic protection is
protected according to the decrypted traffic protection configurations. If it is not included
in any such rules, the IP adds will be protected by connection protection

configurations, and then the application layer protedtinondecrypted traffic

protection configurations (tHerotection Port setting works in this cake

In an advanced trust scenario, for example, déicnymlgorithms authentication is
passed, all packets are subject to the application layer protéctamrdecrypted traffic
protection configurations.

1 If the destination IP address is subject to application layer protéctienorypted
traffic protection ADS takes the specified action against those packets whose
destination port is the same as the one configured in the decrypted traffic protection
rule or as the protection port.

1 ADS takes the specified action against those packets whose destinatisrthmort
same as the protection port

describes the common parameters for configuring an HTTPS protection policy.
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Table 57 HTTPS protection parameters

Parameter Description

Protection Port Specifies the port tprotect.

The value range isi®5535, with443as the default. HTTPS protection
triggered only when the destination port number of attack pa
matches the specified port.

The port configured for the HTTP protection policy must be diffe
from that br the HTTPS protection policy.

S,

Note

By default, this port works for connection protectiorenegotiation
protection and application layer protectionon-decrypted traffic
protection. If a certificate is configured for the destination IP add
and destiation port in an application layer protectibalecrypted
traffic protection rule, when finding traffic destined for this IP
address, ADS further checks its destination port and will implem
application layer protectiohnondecrypted traffic protectiofor the
matching traffic.

Protection Threshold Specifies the threshold for the number of HTTPS packets (in
arriving at a specific port of the destination IP address. If the val
exceeded, the HTTPS protection mechanism will be triggered.

Connection Protection 8 Renegotiation Protection

The connection protectidnrenegotiation protection checks HTTPS packets from clients.
describes parameters for configuring a connection protection policy.

Table 58 Connection protection parameters

Parameter Description

Enable Control whether to enable the connection protection policy.

Per Source IP Renegotiatiq Specifies the rate of new SSL connections (in pps) of source IP addf
Rate Limit above which HTTP$rotection is triggered. The value rangeii¢ ®000.

Controls whether to add abnormal IP addresses to the blocklist. The
Yesindicates that, when the IP address of a client fails the check wit
HTTPS protection algithm, the system will add this IP address to
blocklist. You need to enable thg before configuring thig
parameter.

Add Abnormal IP to
Blocklist

Connection Protectioni Fingerprint Protection

The fingerprint protection policy chks fingerprints contained in HTTPS client hello packets,
and then filters and handles packets that contain abnormal fingerprints, based on the
parameters listed ifable 59.
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Table 59 Parameters of the HTTPS fingerprint protectiongyoli

Parameter Description
Enable Controls whether to enable the HTTP fingerprint protection policy.
Statistical Period Period of time when the number and proportion of packets containi

specific fingerprint to a certain destination IP address are eduWtlue range
11 3600, in seconds.

Number of Visits Number of packets containing a specific fingerprint destined for an IP ad
Value range: 11000000.

Proportion of Visits Proportion of client hello packets with the specified fingerprint to thal
client hello packets to a destination IP address in a statistical period.
range: 1%100%.

Action Protective measure against packets with the fingerprint that meet bo
Number of Visits andProportion of Visits settings.

Limit rate : limits the number of packets with matching fingerprint pass
through ADS based on the specified threshold. Excessive padkdis
dropped. Value rangei 6000000, in pps.

Add to blocklist: adds the source IP address of packets with matching
fingerprint to theblocklist. To select this option, you must enable the
blocklist function in advance. For details about this functionssegon

Execution Time Specifes how long rate limiting is implemented against a source IP add
When the duration expires, rate limiting stops. Value rarg§@o0, in minutes.

This parameter must be configured when the action is sétibrate .

Application Layer Protection & Non-decrypted Traffic Protection

This policy automatically adds detected abnormal IP addresses to the blocklist. Therefore,
make sure that the blocklist function is enabled.

This type of protection includes the following three rules:

Access Ratebased Protetion: The system counts the HTTPS requests from a source IP
address. The IP address will be deemed to be abnormal and added to thepgoifip
blocklist if its number of visits to HTTPS resources exceeds the threshold in a statistical
period.

Resourcespecific Access ProtectionThe system counts the access from an IP address
to a specific resource. If both of its number and proportion of visits to the source exceed
the respective threshold in a statistical period, the source IP address is deemed to be
abnormal. If the source IP address keeps abnormal in consecutive statistical periods
(whenConsecutive Abnormal Cycless met), it will be added to the grogpecific

blocklist.

Large Resource Access Protectiomhe system counts the access from an |Pesddo

large resources. If both of its number and proportion of visits to large resources exceed
the respective threshold in a statistical period, the source IP address is deemed to be
abnormal. If the source IP address keeps abnormal in consecutieatatesiods
(whenConsecutive Abnormal Cycless met), it will be added to the growgpecific

blocklist.
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describes the parameters for configuring an application layer protéction
nondecrypted trdic protection policy. Note that the configuration parameters vary with the
protection type.

Table 510 Application layer protection nondecrypted traffic protection parameters

Parameter Description

Enable Controls whether to enable the access-batged protectin, resourcespecific
access protection, and large resource access protection. If youNelebe
corresponding protection type of ndecrypted traffic will not take effect.

Large Resourcqg Specifies the minimum size of resources to be ifledtas large resources.
Threshold Value rangeli 10485760, in KB.
Number of Visits Specifies the maximum number of visits allowed for a source IP addres

statistical period. Value rang#: 10000.

Proportion of Visits Specifies proportion of visits to the cent HTTP resource (a specific resou
or a large resource) to total visits to all resources in a statistical period.
range:1%i 100%.

Statistical Period Specifies the period of time in which the number of visits is counted. V
range:1i 3600, inseconds.

Consecutive Abnormal Specifies the maximum allowed number of consecutive statistical pe
Cycles during which the source IP address is deemed to be abnormal. Value
1i 10.

Application Layer Protection & Decrypted Traffic Protection

To configure an application layer protectiordecrypted traffic protection policy, follow these
steps:

Step 1 SelectYesor No underEnableto enable or disable the application layer protedtion
decrypted traffic protection policy.

Step 2 Create an application layer prot®n’i decrypted traffic protection rule.

a. Click Add Rule and set parameters in the dialog box that appears.

Figure 522 Creating an application layer protectiodecrypted traffic protection rule

/Add Rule x
DstIP Destination  Protection Algerithm SSL Certificate
Port
HTTP algorithm 2-URL authentication v _default w
J HTTP2 alorithm 0-HTTP2 frame prolection v

OK || Cancel

b. describes grameters for creating an application layer protedtidecrypted
traffic protection rule.
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Table 511 Parameters of an application layer protectialecrypted traffic protection rule

Parameter

Description

Dst IP

Specifies the destination IP address to protecthQucIP address shou
be within the IP address range covered by the protection group.

Destination Port

Specifies the port number of the destination IP address to protect.
Value range0i 65535.

Protection Algorithm

Specifies the algorithm used in theaul

SSL Certificate

Specifies the SSL certificate used in the rule. You can select the d
certificate or import others as required. For how to import an
certificate, see sectioh

Step 3 After the configuration is complete, cli€dK to return to the HTTPS protection policy page.

Step 4 Configure control items for the application layer proteciiatecrypted traffic protection rule.

Table 512 Control items ban application layer protectidndecrypted traffic protection rule

Parameter

Description

Enable

Controls whether to enable control of the number of new connections,
connections, timeout connections, and HTTP2 RFC authentication o
destination port to protect.

Connection Type

Connection control items. New connections, failed connections, and tir|
connections only work for destination IP addresses and ports under appl
layer protection.

New Connectionslimits the number of new HTTP&nnections initiated by
source IP address to the specified destination port.

Failed Connections limits the number of new HTTPS connections a sourc
address fails to initiate to the specified destination port. Failed connection
include failures in SL/TLS handshake, renegotiation, and HTTPS packet
parsing.

Connection Timeout limits the number of new HTTPS connections a sour
IP address initiates to the specified destination port. A timeout connection
means either an incomplete SSL/TLS handshake®tTTPS packet
interaction after the SSL/TLS handshake is complete.

HTTP2 RFC Validation Failures: performs RFC authentication on HTTP2
packets from source IP addresses.

Threshold

Threshold of each control item:
New Connectionsti 65535
Failed Connectiost 11 256
Connection Timeoutli 1000
HTTP2 RFC Validation Failures: 1i 64

Action

Action taken on packets from clients or IP addresses of clients, which can be
of the following:

Drop: If a client fails to be authenticated by an HTTPS protection akguori
the system drops packets sent by (or from) this client if they contain the
specified signature.
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Parameter Description

Add to blocklist: If a client fails to be authenticated by an HTTPS protectig
algorithm, the system identifies its IP address as an abnormal one arittad
the blocklist to block it. You need to enable the blocklist function before
setting this action. For details about the blocklist, see se&tion

—End
5.1.2.8HTTP Protection Policy

The HTTP protection policy for a protection group covers the following items:

HTTP Get Flood: This protection mechanism is triggered if the number of HTTP GET
packets transmitted to a destination IP address per secongfshixceeds the
specified value.

HTTP Post Flood This protection mechanism is triggered if the number of HTTP POST
packets transmitted to a destination IP address per secongfsiexceeds the
specified value.

Slow Aattck Protection: This protection rachanism is triggered if the number of HTTP
packets to a destination IP address exceeds threshold 1 and the payload size of such
packets is smaller than threshold 2.

SYN Cookie URL: If SYN Cookie URL is enabled, this protection mechanism also
applies to n& connections.

shows the HTTP protection policy.

Figure 523 HTTP protection policy

HTTP Protection Policy [default_protection_group]
HTTP Protection SYN Cookie URL Protection Target Protection Port

Full protection v Enable v (®Destination 1P/Port ) ‘go
Destination IP/Port/URL

Policy Threshold 1 Threshold 2 Protection Algorithm

|tport Range )

HTTP Get Flood 100 (ops) Proxy Protection | Disable v Custom Field

Unified protection v | 2-URL authentication ~ Template Name -+

HTTP Post Flood 100 ops) Status  Enable v

Slow Attack Protection 1000 (ops) 500 (Bytes) Status  Disable v

describes parameters for configuring the HTTP protection policy.

Table 513 Paraneters for configuring the HTTP protection policy

Parameter Description

HTTP Protection Specifies the HTTP protection mode, which can be one of the followin

Full protection: Both group protection and URL rule protection
provided.

Only for URL rules: The protection group is protected only by UH
rules. In this case, SYN Cookie URL cannot be enabled.

Not protect

SYN Cookie URL Controls whether to enable or disable SYN Cookie URL.
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Parameter Description

Enable: SYN Cookie URL protection can be enabled only when
following conditions are mett. Full protection is selected foHTTP
Protection. 2. Status is set toEnable for HTTP Post Flood After
SYN Cookie URL is enabled, proxy protection will be disabl
automatically.

Disable To disable SYN Cookie URL for a protectionogp, you
must disable SYN Cookie URL for all URL rules of the protect
group in advance. SettingTTP Protection to Only for URL rules
automatically disables SYN Cookie URL.

Protection Target Specifies the protection target, which can be either ofdath@nfing:

Destination IP/Port; indicates that ADS determines whether to ef
the protection state based on the destination IP address and port.

Destination IP/Port/URL: indicates that ADS determines whether|
enter the protection state based on the wigistin IP address, port, ar
URL.

Protection Port Specifies the port number corresponding to the destination IP addr
HTTP packets. A maximum of five ports or port ranges are allowed, W
must be separated by the comma, like 8®20 The value rage is
0i 65535. Also, HTTPS port numbers must be excluded.

HTTP Get| Threshold 1 | Specifies the HTTP GET traffic rate (pps), above which HTTP GET fl
Flood protection is triggered. If the rate of HTTP GET traffic to a destinatio
address exceeds the sified value, HTTP GET flood protection
triggered. The value range i848000000.

Proxy Controls whether to enable proxy protection. After HTTP GET fi
Protection protection is enabled, you can enable proxy protection. You are advi
enable thigunction if a proxy server exists in your network.

\,

Note

Enabling proxy protection automatically disables SYN Cookie UR

Custom Field | After proxy protection is enabled, you can configure this paramet
allow ADS to accurately identify the actual proxi€daddress.

Protection Specifies the HTTP GET protection mode, which can be either o
mode following:

Unified protection: ADS provides HTTP GET protection in
unified way, without distinguishing between traffic from PCs
mobile applications.

Precision protection ADS applies different protection policies fi
traffic from PCs and mobile applications based on the setting o
useragent field.

- For PC protection, you can choose whether to enable preg
protection and configure an HTTP GET piaiten algorithm.

- For mobile application protection, you can choose whethe
enable precision protection, reference teggent rules for mobilg
devices, and configure an HTTP GET protection algorithm.

Protection Specifies the protection algtitm, which can be one of the following, wi
Algorithm 2_URL authentication as the default:

0_TAG authentication and 1_HTTPCOOKIES authentication
verify the destination IP address by adding authentication inform
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Parameter

Description

into HTTP packets.

2_URL authentication verifies the destination IP address by add
information similar to cookies into URL requests.

3_ASCII image authentication and 4_BMP image authentication
verify the destination IP address by adding an image.

5_Dynamic script protection verifies the destination IRddress by
executing dynamic scripts on the client.

6_Legend game authenticationand 7_FCS check verify the
destination IP address by checking the packets of the "Legend”
and the flash server.

8_Pattern matching check verify the destination IP addreshy
matching a signature string that is defined uniidgvanced > Pattern
Matching (see section for the
configuration of pattern matching).

S,
Note
6_Legend authentication 7_FCS check and 8 Pattern

matching check are specific to protection groups and availg
only whenSYN Cookie URLis enabled.

Enabling SYN Cookie URL disables tlte TAG authentication
and1l_HTTPCOOKIES authentication algorithms.

Template
Name

Specifies the template name. This parameter is required only4vigMP

image authenticationis selected foProtection Algorithm. It is used to
select the response page that contains a CAPTCHA code image
default value is-. For respons page settings, see section

UserAgent
Rule

Indicates useagent rules. These rules are required only for preci
protection. Packetgshat match a usergent rule referenced here g
deemed traffic of a mobile device, or regarded as traffic of a PC.

You can click (#! and select one or more existing uagent rules. Af

least one rule should be selected and at most five can be configare
details about useagent rules for mobile devices, see section

HTTP
Post Flood

Threshold 1

Specifies the HTTP POST traffic rate (ppsjad which HTTP POST
flood protection is triggered. If the rate of HTTP POST traffic t
destination IP address exceeds the specified value, HTTP POST
protection is triggered. The value rangeiig¢®800000.

Status

Controls whether to enable or dis@ HTTP POST flood protection.

HTTP Post Flood protection can be enabled only whefiTTP
Protection is set toFull protection or Only for URL rules.

If HTTP Protection is set toNot protect, the setting ofStatus
changes t@isable automatically.

Slow
Attack

Threshold 1

Specifies the number of HTTP packets arriving at the destinatio]
address per second, above which-knwetslow protection is triggered.

Protection

Threshold 2

Specifies length of HTTP packets arriving at the destination IP add
belon which lowandslow protection is triggered.

Status

Controls whether to enable leandslow attack protection. This type
protection can be enabled only when HTTP protection is enableBudin
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Parameter Description

protection is selected forHTTP Protection. Low-andslow attack
protection is triggered if the number of HTTP packets to a destinatig
address per second exceeds threshold 1 and the payload size (
packets is smaller than threshold 2.

S,

Note

Setting HTTP Protection to Not protect or Only for URL rules
automaically disables lowandslow attack protection.

5.1.2.9DNS Keyword Checking Policy

DNS keyword checking is a process by which ADS checks specific fields in DNS attack
traffic against keywords and then takes the specified action against those packets theat match
rule.

shows the current DNS keyword policy.

Under a default policy, at most 10 DNS keyword checking rules car
referenced.

\ - When multiple rules are referenced, the DNS keyword checking poltghes
4 attack packets with these rules in a-tgvn manner. In principle, the matchir
Note stops once a rule is hit. An administrator may need to adjust the rule seque
required.

When multiple rules are matched, ADS performs protection based on thralérs

Figure 524 DNS keyword checking policy

DNS Keyword Checking Policy [default_protection_group]

Enable Add Rule
() Yes (@ No Move Behind e
Rule List ID | MName Operation

describes parameters of the DNS keyword checking policy.

Table 514 Parameters of the default DNS keyword checking policy

Parameter Description

Enable Controls whether tenable the default DNS keyword checking policy.

Rule Name of each rule included in the policy.

Description Brief description of each rule.

Source IP Specifies the source IP address from which traffic will be checked again
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Parameter Description

default DNS keyword chéing policy.

details, see secticin

Action Specifies the action that ADS will take against the source IP address (hos

On this pageyou can edit the DNS keyword checking policy as follows:

Enable: SelectYesor No to enable or disable the policy.

Adjust rule sequenc€lick *' or ¥ to move a rule one place up or down. You can
also type the rule IDs in tHdove andBehind text boxes. FoexampleMove 1 Behind

3indicates that the first rule will be put under the third rule. C ** to commit the

change.

Add Rule: Click '*' to open the policy configuration page. Select one or more rules and

then clickOK .

For the creation of a DNS keywortecking rule, see sectian

Figure 525 Configuring DNS keyword checking rules

Configure DNS Keyword Checking Rule

Name:
T test

test_dns

Description

test

[_05 | Cancel

5.1.2.10DNS Protection Policy

DNS protection is a policy against DNS attacks sgmobfing targeting DNS servers:
shows the current DNS protection policy.

The DNS retransmission algorithm for DNS response protection applies to common servers
(such as web servers), instead of reimg DNS servers and authoritative DNS servers.

Figure 526 DNS protection policy

DNS Protection Policy [default_protection_group]
Protection Type Enable Parameter Configuration
DNS Query @ Yes (O No Protection Algorithm

Reverse Detection Rate

DNS Response O Yes @ No Protection Algorithm

Action

3TCP_BIT

32000

2-DNS refransmission

Accept-iiust v

| Algorithm 2-TCP_BIT is applicable to DNS cache servers.

(pps)

v

describes parameters of the DNS protection policy.
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Table 515 Parameters of the DNS protection policy

Parameter Description
DNS Enable Controls whether to enable DNS query protectiéesindicates that ADS
Query provides DNS query protection.
Protection Specifies an algorithm for DNS query protection. Options incl
Algorithm 1-Default, 2-TCP_BIT, 3-DNS_NS 4-DNS retransmission

5-DNS_CNAME, and6-DNS_NS&CNAME.
Before selecting an algorithm, check the DNS server type.

Algorithm 1-Default is applicable to authoritative DNS servers
and DNS cache servers and can work only with traffic control sett
in the UDP protection policy.

Algorithm 2-TCP_BIT is applicable to DNS cache servers.
Algorithm 3-DNS_NSis applicable to authoritative DNS servers.
Algorithm 4-DNS retransmissionis applicable to DNS cache serve

Algorithm 5-DNS_CNAME is applicable to authoritative DNS
servers.

Algorithm 6-DNS_NS&CNAME is applicable to authoritative DNS
servers.

Reverse Detect| Specifies the maximum rate of reverse detection packets. The value

on Rate from 1 to 240000000.
DNS Enable Controls whether to enable DNS response protect@s.indicates that
Response ADS provides DNS response protection.
Protection Specifies an algorithm for DNS query protection. Options incl
Algorithm 1-Default and2-DNS retransmission
Action Specifies how to handle DNS responses:
Accept passes through DNS resposseithenticated by the protecti
algorithm

Accept+trust: passes through DNS responses authenticated b
protection algorithm and adds the source IP address of these res
to the trust list.

\ DNS protection is triggered when the number of UDFkptctransmitted per secor
4 exceeds the specified threshold. For the setting of UDP flood thresholds, see

Note

The default DNS protgion settings are effective for general usage. To change the protection
algorithm, contact technical support engineers of NSFOCUS.

5.1.2.11TCP Control Parameters Protection Policy

shows the TCP control pangters protection policy.
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Figure 527 TCP control parameters

Targeting
SYN Control

SYN-ACK Control

ACK Control

Other

 TCP Control Parameters [default_protection_group]

@ Destination IPiPort () Dst IP
SYN Time Sequence Check

Retrznsmission Interval

@ Yes O No
2

Source Bandwidth Limit Disable
SYN-ACK Learning Mode O Yes @ No
SYN-ACK Protection Algorithm Drop
Reverse Detection Rate
ACK Lezming Mode O Yes @ Ne
ACK Protection Algorithm ACK check
Reverse Detection Rate

Retransmission Interval 8

RST Tx Rate 100000

TCP Fragment Control Drop v

v

(O Yes @ Ne{32000

O Yes @ No32000

(2750 ms) @ - |28 (3500 ms)

Per Source IP Rate Limit (pps)

(pps)

(pps)
(1000 ms) - |24 (3000 ms)

(pos)

describes parameters of the TCP control policy.

Table 516 Parameters of the TCP control policy

Control | Parameter Description
ltem
SYN Targeting Specfies how to identify a target server to be protected.
Control Destination IP/Port: indicates that the server to be protecte
identified by the destination IP address and port.
Dst IP: indicates that the server to be protected is identifie
only the destinatin IP address.
SYN Time Sequenc{ Controls whether to check the SYN time sequence.
Check
Retransimission Specifies how many milliseconds will elapse between when a
Interval packet is discarded and when it is resent.
Source Bandwidth] Works with Per Source IP Rate Limitto limit the bandwidth use
Limit by the source host to send SYN packets. It has the follo
values:
Disable disables this function.
Drop+blocklist: adds the IP address of the source host tg
blocklist when the SYN packet forwging rate of the sourc
host exceeds the specified value.
Drop: drops subsequent packets when the SYN pa
forwarding rate of the source host exceeds the specified va
Per Source IP Rat{ Works with Source Bandwidth Limit to specify the maximun
Limit packet forwarding rate (pps) for the source host of SYN pac
The value ranges from 1 to 2000000.
SYN-AC | SYN-ACK Learning| Controls whether to enable the SYCK learning mode. This
K Control | Mode learning mode works only in neprotection state. Aftethe ACK
learning mode is enabled, the system learns the packets sent
client and adds the source IP addresses meeting the spg
conditions to the trust list.
The learning mode works only when neither SYN protection
ACK protection is available
SYN-ACK Protection| Specifies the SYMCK protection algorithm. Option
Algorithm include Drop, Close Source authentication Session checkand
Combined protection
Drop: drops SYNACK packets.
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Control
Item

Parameter

Description

Close allows SYNACK packets to pass through t
authenttation by the algorithm and checks them in subseq
protection processes.

Source authentication checks resent SYAACK packets and
passes them through if requirements for authentication by
algorithm are met; otherwise, these packets are dropped.

Sesion check This check is done on S¥ANCK packets that
pass through source authentication. If session c
requirements are met, packets are allowed to pass thr
or will be dropped.

Combined protection This check is done on S¥KNCK
packets that pasthrough source authentication. The chg
must be coupled with the ACK protection algorithm. Pac
that meet check requirements are allowed to pass thrg
or will be dropped.

Reverse Detectio

Rate

Specifies the maximum rate at which ADS sends SATK
packets for reverse detection. The value rangé24d000000.

ACK
Control

ACK Learning Mode

Controls whether to enable the ACK learning mode. This lear,
mode works only in noiprotection state. After the ACK learnin
mode is enabled, the system leathe packets sent by the clig
and adds the source IP addresses meeting the specified con
to the trust list.

The learning mode works only when neither ACK protectiof
available.

ACK
Algorithm

Protection

When ACK flood protection is enabled, yccan configure thg
ACK protection algorithm, which can b@rop, Time sequence
Check, or ACK check with Drop as the default value.

Drop: drops ACK packets.

Time sequence checkFor two identical ACK packets, if the
sending interval is in the range of ndigured for
Retransmission Interval, they will be allowed through
Otherwise, they will be dropped.

ACK check indicates that packets from source IP addre
that meet check requirements will be allowed to pass thrg
or will be dropped.

Reverse Detgion

Rate

Specifies the maximum rate at which ADS sends ACK packet
reverse detection. The value rangeii240000000.

Retransmission
Interval

Specifies how many milliseconds will elapse between when
ACK packet is discarded for the first timedawhen it is resent.

Other

RST Tx Rate

Maximum Tx rate of RST packets. The value ranges from
4000000, with100000as the default. The valueindicates that ng
RST packets are sent.

TCP
Control

Fragment

Controls whether to drop TCP fragments.

Accept: allows TCP fragments in IPv4 or IPv6 packets to g
through.

Drop: drops TCP fragments in IPv4 or IPv6 packets.
Limit rate : restricts the transmission rate of TCP fragments
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5.1.2.12TCP Regular Expression Protection Policy

After configuring regular expressiaules, you can enable the TCP regular expression
protection and reference created regular expression rules. For details about regular expression
rules, see section I

shows the TCP regular expression protection policy.

When multiple rules are referenced, the TCP regular expression protection

\ matches attack packets with thesées in a topdown manner. In principle, thi
/\ matching stops once a rule is hit. An administrator may need to adjust th
Note sequence as required.

When multiple rules are matched, ADS performs protection based on the firs

Figure 528 TCP regular expressiomgiection policy

TCP Regular Expression Protection Policy [default_protection_group]

Enable Add Rule
O Yes @ No Move Behind « ®©
Rule List ID |MName Operation

You can perform the following operations on the TCP regular expression protection policy:
Enable: Selectyesor No to enable or disable the policy.

Rearrange rule€lick ‘®' or “¥' to move a rule one place up or down. You can also
type therule IDs in theMove andBehind text boxes. For exampl®ove 1 Behind 3
indicates that the first rule will be put below the third rule. CI*" to commit the
change.

Add Rule: Click “*' to open the rule addition dialog box showri-in . Select
one or more rules and then clioK.

For how to create a regular expression rule, see sécfidh

Delete a ruleClick '®' to delete the rule.

Figure 529 Adding regular expression rules

Configure Regular Expression Rule x
O MName Description
(] regex1
[ regex2
OK || Cancel
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5.1.2.13Botnet & IP Behavior Control Policy

The system regards source IP addresses of packets that have been authenticated with

the DDoS protection policy as trusted IP addresses. Hovievantect against DDoS attacks
from trusted IP addresses, the system needs to further process packets from trusted IP
addresses. This process is called "IP behavior control". By limiting the TX rate of source IP
addresses whose packet forwarding rateeds the threshold or adding such IP addresses to
the blocklist and limiting its Tx rate, the system can effectively defend against botnet attacks.

Supporting more protocols, the botnet and IP behavior control policy implements more
granular protection agast packet attacks from botnet hosts to further improve ADS's
protection capability.

shows botnet and IP behavior control parameters.

Figure 530 Botnet & IP behavior control policy

Botnet & IP Behavior Control Policy [default_protection_group]
Rule Name Enzble Access Control Statistical Period Traffic Unit Rate Limit Blocklist Threshold  Consecutive
Abnormal Cycles
SYN Packets O Yes @ No Limit rate v g (s) @ Packets O Bytes 400 400 3
Packets Packets
GET/POST Packets O Yes @ No Limit rate i s) @ Packets O Bytes 200 200 E)
Packets Packets
ACK Packets O Yes @ No Limit rate i s) @ Packets O Bytes 400 400 )
Packets Packets.
DNS Query Packets O Yes @ No Limit rate v g (s) @ FPackets () Bytes 200 200 3
Packets Packets.
SIP Packets O Yes @ No Limit rate v g (s) @ Fackets () Bytes 200 200 3
Packets Packets
UDP Packets O Yes @ No Limit rate v g (s) @ Fackets () Bytes 400 400 3
Packets Packets
Other Packets (O Yes @ No Limit rate v g () @ Packets () Bytes 400 200 3
Packets Packets
Empty Connection Check Disable -

describes botnet and IP behavior control parameters.

Table 517 Botnet and IP behavior control parameters

Parameter Description
Enable Controls whether to enable packet rate control.
Access Control Specifies the action the system tske exert access control for trusted

addresses whose packet forwarding rate (pps or bps) exceeds the threg
has the following values:

Limit rate : limits the traffic rate.
Limit rate+blocklist : adds an IP address to the blocklist and limits
traffic rate from this IP address when its traffic exceeds the spe

value. To select this value, you must enable the blocklist function
For details, see sectian

For the empty connection che@kscess Controlhas the following values:
Disable disables the empty connection check function.

Drop+blocklist: adds the IP address of the source host to
blocklist when the SYN or TCP packets are oest for an empty
connection.

Drop: drops the current SYN or TCP packets that are destined fq
empty connection.
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Parameter Description

Statistical Period Specifies the statistical period for calculating the percentage of packet
match the rule.

Specifieshow to measure the packet forwarding rate. Options inchaa&ets

Traffic Unit andBytes

Specifies the maximum number of packets that a trusted IP addreg
. send within the statistical period. More packets than allowed will be drg
Rate Limit and an attack evemill be logged.

Value rangeli 11840000 in packets of 1000000000 in bytes.

Specifies the maximum number of packets that a trusted IP addreg
send within the statistical period. When the actual traffic exceeds
threshold, thesource IP address will be added to the blocklist and an a
event will be logged.

Value rangeli 11840000 in packets of 2000000000 in bytes.

N,

Note

Blocklist Threshold

This parameter can be configured only whémit rate+blocklist is
selected foAccess Control

Specifies the number of consecutive statistical periods during which a t
IP address send more packets than Bleeklist Threshold. Value range;

17 10.
Consecutie  Abnormal \
Cycles 4

Note

This parameter can be configured only whénit rate+blocklist is
selected foAccess Control

5.1.2.14SIP Protection Policy

With the SIP protection policy, the system provides protection against packets using the
Session Initiation Protocol (SIFji shows parameters of the SIP pratacipolicy.

Figure 531 SIP protection policy

SIP Protection Policy[default_protection_group]

SIP Protection Port Protection Algorithm
® Yeas O No 5051 Protection mode v

describes parameters of the SIP protection policy.

Table 518 Parameters of the SIP protection policy

Parameter Description

SIP Protection Controls whether to enable the Sifdtection policy.

Port Port corresponding to the destination IP address. The value ranges fron
65535, with5060as the default. SIP protection is triggered only when the destin
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Parameter Description

port number of attack packets matches the specified port.

Protecion Protection algorithm.

Algorithm Protection mode The system performs protection against register attacks

invite attacks, and identifies attack packets via interaction with register and
packets.

Learning mode: The system performs protectiogaanst invite attacks. When
client sends an invite packet withasgnding a register packet firdhe system
drops the invite packet.

5.1.2.15UDP Session Authentication Policy

The UDP session authentication policy uses a regular expression to check gaekiess for
signature matches. For matching packets, ADS checks whether they are retransmitted within
the configured retransmission interval, and if yes, allows subsequent packets to go

throughl shows parameters of the UDP session authentication policy.

Figure 532 UDP session authentication policy

UDP Session Authentication Policy [default_protection_group]
Enable Rule Advanced Options
First Packet Rule Add Rule(#)(g Action Accept v
D Name Operation Retransmission Interval (s)
Timeout Interval (s)

describes parameters of the UDP session authentication policy.

Table 519 Parameters of the UDP session authenticaiidiny

Parameter Description

Enable Controls whether to enable UDP session authentication.

Rule Destinatio | Specifies ports in the range of@b535, with 53 and the destination port specif
n Port in the SIP protection policy excluded. A single port,tpanges, or multiple port]
can be typed. Multiple values should be separated by the comma (,).

UDP session authentication is triggered only when the destination port num
UDP packets matches the configured one.

First Click (#} to select a existing UDP regular expression in the list and c.
Packet Note that only its regular expression is referenced here and its action settin
Rule not work.

Advan | Protection | When a destination IP address is under protection, some sessigrbe recorde

ced Duration | because of the first packet being sent already. In this case, checking th
Optio packet would interrupt the session. Therefore, the protection duration is intrg
ns to prevent this from happening. If a UDP packet, whose quadruple coras:

matching destination port, does not match the first packet rule, it is recorded
of a new session and subsequent packets will be handled as per the cor
action. The value is an integer in the range f2D, in seconds. The value
indicakes that the protection is disabled.

Action Specifies how subsequent packets of a session recorded in the protection (¢
are protected. Options include:
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Parameter Description

Accept directly forwards packets.

Default: checks packets against subsequent policies.

Retransi | Specifies the period of time allowed for retransmission of the first packet
ssion value is an integer in the range 660, in seconds. The valikindicates that ng
Interval retransmission required for the authentication purpose.

Timeout Specifies the timeout interval for a recorded session. If no packg
Interval transmitted within the timeout interval, ADS stops recording the ses
Subsequently, the session needs to be reauthenticated. The value is an integ
range of 1180, in secods.

5.1.2.16UDP Payload Check Policy

With the UDP payload check policy, the system inspects the payload of UDP packets from
clients and drops packets that do not meet specified conditionse shows the UDP
payload check policy.

Figure 533 UDP payload check policy

UDP Payload Check Policy [default_protection_group]
Payload Check Mode Check Packet Length Threshold

| Drop UDP packets with no payload ~] | Disahle v 80

describes parameters of the UDP payload check policy.

Table 520 Parameters of the UDP payload check policy

Parameter Description

Payload Check Specifies whethertcheck the UDP payload and pasieck actions. It hal
the following values:

Disable disables UDP payload inspection.

Drop UDP packets with no payload drops packets whose paylo
length is 0.

Drop UDP packets with no payload while under attack drops
pakets whose payload length is O only when the target is b
attacked.

Mode Check Controls whether to enable mode checks.

Packet Length Threshold | Maximum packet length. Based on this parameter value, ADS rand
selects several checkpoints where packetgaining certain signatures g
blocked.

5.1.2.17UDP Regular Expression Protection Policy

After configuring regular expression rules, you can enable the UDP regular expression
protection policy and reference created regular expression rules. For detailseghtzut
expression rules, see sectiof
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shows the area configuring the UDP reg@bepression protection policy.

When multiple rules are referenced, the UDP regular expression protection

\ matches attack packets with these rules in adtapn manner. In principle, thi
/\ matching stops once a rule is hit. An administrator may meetjust the rule
Note sequence as required.

When multiple rules are matched, ADS performs protection based on the firs

Figure 534 UDP regular expression protection policy

UDP Regular Expression Protection Policy[default_protection_group]
Enable Add Rule
) Yes @ Ko Move Behind + B
Rule List ID | Name Operation

You can perform the following operations on the UDP regular expression protection poli
Enable: SelectYesor No to enable or disable the policy.

Rearrange rule€lick ‘“®' or “¥' to move a rule one place up or down. You can also
type the rule IDs in th&love andBehind text boxes. For exampl®ove 1 Behind 3
indicates that the first rule Wbe put below the third rule. Clic/*" to commit the

change.

Add Rule: Click '*' to open the rule configuration dialog box. Select one or more rules
and then cliclOK.

For how to create a regular expression rule, see sécfidh

Delete a ruleClick ‘¥ to delete the rule.

5.1.2.18UDP Protection Policy

With the UDP protection policy, the system checks UDP requests from clients, and drops

requests that doot meet specified conditions. shows parameters of the UDP
protection policy.
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Figure 535 UDP protection policy

UDP Fragment Control

Min UDP Packet Length
Max UDP Packet Length
Traffic Control by Src IP+5rc Port
Traffic Control by Src IP
Traffic Control by Dst IP+Dst Port
Traffic Control by Dst IP+5rc Port

Traffic Control by Dst IP

UDP Protection Policy [default_protection_group]

Accept v
0 (Bytes)
65535 (Bytes)
Oves®No 65535 (0-524280) ® pps O bps
Oves@®nNo 2000000 (0-24000000) ® pps O bps
OYes®@No 65535 (0-524280) ® pps O bps
OYes@No 65535 (0-524280) ® pps O bps
OvYes ®No 3000000 (0-24000000) ® pps O bps

describes parameters of the UDP protecpolicy.

Table 521 Parameters of the UDP protection policy

Parameter

Description

UDP Fragment Control

Controls whether to drop detected UDP fragments in IPv4 or IPv6 pack
Accept allows UDP fragments to pass through.
Drop: drops UDP fragments.

Limit rate: limits the packet transmission rate to a speci
threshold when UDP fragments are detected.

Min UDP Packet Length

Specifies the minimum packet length in bytes. The system drops the p
that are below the defined minimum length. The value rang
0i 65535, with 0 as the default value.

Max UDP Packet Length

Specifies the maximum packet length in bytes. The system drops the p
that are beyond the defined maximum length. The default vaBsb35

Traffic Control
IP+Src Port

by Src

Specifies the masnum number of UDP fragments that are allowed to f
through per second with the same source IP address and source port.
UDP fragments will be dropped.

This parameter is disabled by default. The value rangé524P80, with
65535as the default Vae.

Traffic Control by Src IP

Specifies the maximum number of UDP fragments that are allowed to
through per second with the same source IP address. Excess
fragments will be dropped.

This parameter is enabled by default. The value range2i4080000, with
3000000as the default value.

IP+Src Port

Traffic Control by Dst| Specifies the maximum number of UDP fragments that are allowed tg

IP+Dst Port through per second with the same destination IP address and dest
port. Excess UDP fragments will beogped.
This parameter is disabled by default. The value rangé 524280, with
65535as the default value.

Traffic Control by Dst| Specifies the maximum number of UDP fragments that are allowed tq

through per second with the same desiimalP address and source pd
Excess UDP fragments will be dropped.

This parameter is disabled by default. The value rangé 524280, with
65535as the default value.

Traffic Control by Dst IP

Specifies the maximum number of UDP fragments that doevedl to pasg
through per second with the same destination IP address. Excesg
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Parameter Description

fragments will be dropped.

This parameter is disabled by default. The value range240@0000, with
3000000es the default value.

5.1.2.191CMP Protection Policy

With the ICMP preection policy, the system checks ICMP connection requests from clients,
and drops requests that do not meet specified conditians: shows parameters of the
ICMP protection policy.

Figure 536 ICMP Protection Patly area

ICMP Protection Policy [gry]

ICMP Fragment Control Drop 4
Traffic Control by Src IP CYes®@No 3000000 (1-24000000)(pps)
Traffic Control by Dst IP O ves ®No 3000000 (1-24000000)(pps)

describes parameters of the ICMP protection policy.

Table 522 Parameters of the ICMP protection policy

Parameter Description

ICMP Fragment Control | Controls whether to drop the detected ICMP fragment
Accept allows ICMP fragments to pass through.
Drop: drops ICMP fragments.

Limit rate: limits the packet transmission rate to a specil
threshold when ICMP fragments are detected.

Traffic Control by Src IP | Specifies the maximum number of ICMP fragnethat are allowed to pa:
through per second from each source IP address. Excess
fragments will be dropped.

By default, it is disabled. The value range 124000000, with(3000000as
the default value.

Traffic Control by Dst IP | Specifies the maximm number of ICMP fragments that are allowed to f
through per second to each destination IP address. Excess
fragments will be dropped.

By default, it is disabled. The value range i24000000, with3000000as
the default value.

5.1.2.20Watermark Protecti on Policy

If you add watermarks to your legitimate traffic, you can configure watermark rules on ADS
and enable the watermark protection policy so that ADS can differentiate between normal
packets and attack packets according to the configured waterrtegkAfter the watermark
protection policy is enabled, ADS will allow packets that match this rule to pass through and
drop mismatching ones.
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A maximum of eight watermark rules can be created for a protection group.

shows the watermark protection policy.

Figure 537 Watermark protection policy

ion Policy [default_| _group]
Enable Add Rule

O Yes @No Mode | Common v | Protocol UDP w | Port Range Offset Character Type Ordinary characters v | Signature

Rule List ID  Mode Protocol Port Range Offset Character Type  Signature/Hash Key Operation

You can perform the following operations on the watermark protection policy:
Enable: Selectyesor No to enable or disable the policy.

Add a rule: Create a common ruleaalvanced rule by settildode to Common or

Advanced After the configuration is complete, clic'*'. Then the watermark
protection policy is displayed in the rule list.

Delete a ruleClick ¥ to delete the rule.

describes parameters for configuring a watermark protection policy.

Table 523 Parameters of a watermark protection policy

Parameter Description

Mode Mode of the watermark protection policy.

Advanced When a data packet hits a specified rule, if theimaigpayload
length is smaller than "offset + 4", the XOR operation is performed on th
hash key and the four bytes from the start position (followed by 0 if there
less than four bytes). The packet will be allowed to pass through if the X
operation esult is the same as the last four bytes; otherwise, it will be
dropped.

Common: When a data packet hits a specified rule, if the original payloa
matches the signature from the offset position, it is allowed to pass thro
Otherwise, the packet will bdropped. This mode is applicable to
businesses with distinct features.

Protocol Specifies the protocol for matching packets. Options inclide andTCP.
Only UDP is supported for the common mode.

Port Range Specifies the port for matching packets. Valaege:0i 65535.

You can type up to 5 ports or port ranges, separated by the comma (,), §
1-20,2%100. Ports in the port range cannot overlap.

Offset Specifies the offset of packet transmission. Value raiget80.
Hash Key Specifies the hash keYalue range0i 4294967295.

S,

Note

This parameter is only available for the advanced mode.

Character Type Specifies the character type for matching packets, which ca@rtmary
charactersor Hexadecimal characters
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Parameter Description

N,

Note

This parameter is only available for tbemmon mode.

Signature Specifies the specific character for matching packéts can type up to 1¢
hexadecimal characters or ordinary characters.

In the former cas@x may not be contained liktababal' or "\xabxah". In the
latter case, the stringhould not contain the following character$ \ " \x. For
specific requirements, s&gnature

S,

Note

This parameter is only available for the common mode.

5.1.2.21Programmable Rule

If you have configured programmable rules, you eaable the programmable rule for a
protection group and reference the created programmable rule. For details about how to
configure programmable rules, see secficn

A protection group can only reference one programmable rule.
You can perform the following operations on the programmable rule:
Enable: SelectYesor No to enable or disabline programmable rule.

Add a ruleClick “¥' to open the rule configuration page showtxim . Select
one programmable rule and then cli@k .

Delete a ruleYou can click '®' to delete the rule.

Figure 538 Adding a pogrammable rule

Configure Programmable Rule x
O | Name Programming Expression Description
[ 112232 action.drop udp.dstport == 1234 1111
QK || Cancel

5.1.2.22Protocol ID Check Policy

The protocol ID check policy allows users to define different protection actions for other
protocols than TCP, UDP, ICMP, and ICMP#&: shows protocol ID chek
parameters. The check rule wiRinotocol ID set toOTHER is predefined and cannot be
deleted. For this rule, the default access control actidrafic Control by Dst IP (the
threshold is 4000 pps), which can also be séctept, Drop, or Drop+blocklist.
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Figure 539 Protocol ID check policy

Enable
@® Yes O No
Rule List

Protocol ID Check Policy [default_protection_group]

Add rule
Protocol ID
Protocol ID
OTHER

Access Control Description Operation

Traffic Control by Dst IP_w | Threshold:{ 111 |(pps) :

Access Control | Accept ~  Description

Next |[ Cancel

describes parameters of a protocol ID check policy.

Table 524 Parameters of a protocol ID check policy

Parameter

Description

Enable

Controls whether to enable this policy.
Yes enables this policy

No: disables this policy.

Add rule

Protocol ID

Specifies the protocol ID which ranges from 0 to 255, excluding 1, §
and 58.

Access
Control

Specifies the access control action applied to detected packets
protocol ID, whch can be one of the following:

Accept allows packets of this protocol ID to pass through.
Drop: drops packets of this protocol ID.

Drop+blocklist: drops packets of this protocol ID and adds
source IP address of the packets to the blocklist.

If Protocol ID is OTHER, Access Controlcan also b&Traffic Control
by Dst IP in addition to the preceding actioriBareshold specifies the
maximum number of packets that are allowed to pass through
second with the same destination IP address. Excess padkets
dropped. The value range i58D00000, with 4000 as the default value|

Description

Brief information of this protocol ID checking rule. It cannot exceed
characters.

5.1.3Protection Group Policy Templates

You can create and configure a protectiooug policy template and apply it to a newly

created protection group.

5.1.3.1Creating a Protection Group Policy Template

To create a protection group policy template, perform the following steps:

Step 1 ChoosePolicy > Anti-DDoS> Group Policy Templateto open the builin protection group
policy template list of the system.
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Figure 540 Protection group policy templates

Group Policy Template %)
] Name Desdription Time of Creation Operation

_default Builtin templzte for General Server 2021-03-12 15:25:23 @

_dns_auth_server Builtin template for DNS Auth Server, 2021-03-12 15:25:23 @

_dns_cache server Builtin template for DNS Cache Server. 2021-03-12 15:25:23 @

_web_server Builtin templzte for Web Server 2021-03-12 15:25:23 @
(] test fh 2024-06-28 10:48:10 [SSEENG

Add || Delete

Step 2 Configure basic information of a protection group policy template.

To the lower right of the list, clicRdd to create a protection group policy template, asvsho
in

Figure 541 Basic information of a protection group policy template

Group Policy Template @
Template Name
Name: =

Description

Template || _default v

Next || Cancel

describes parameters for creating a protection group policy template.

Table 525 Parametex for creating a protection group policy template

Parameter Description

Name Name of the new protection group policy template. The name mu
unique and must be a string of no more than 32 characters that can ¢
letters, digits, or underscores. Farcustom template, the name can
begin with an underscore ().

Description Description of a protection group policy template. It supports a maximuy
64 characters and cannot contain carriage returns or line breaks.

Template Existing template out oivhich this new template is created. Either a def,
template or a custom one can be selected here.

Step 3 Configure various protection policies for the protection group policy template.
Click Next to configure protection policies for this template.

For detailsabout protection policies, see sectiof
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Figure 542 Configuring protection policies for a protection group policy template

Group Policy Template

Description m

DDOS [111]
Anti-DDoS Threshold 1 Threshold 2 Enable Protection Algerithm
SYN Flood 2000

pps) 32000 (pps) Yes 1-SafeConnect v

ACK Flood 2000 pps) Yesv
UDP Flood 3000 bps) ey
1CMP Flood 4000 pps) Yes v
Connection Exhaustion No v
Traffic Control by Dst IP 1000 (kbps) No v
Total Inbound Traffic Control 1000 (kbps) No v

Total Outbound Traffic Control 1000 (kbps) No v

Anomalous Packet Filtering Rules [111]
Invalid SYN Packet Filtering Enable
UDP Port 80 Filtering Enable

< <€«

LAND Fiktering Enzble
HTTP Filtering Disable
Reflection Protection Policy [111]

Enable Add Rule:

O Yes @ No Move! Behind @O

Rule List ID | Name Operation
HTTP Keyword Checking Policy [111]

Enable Add Rule
Ores @ Move Behind  ©©

Rule List ID | Name Operation

Step 4 Click Nextto configure the access policy.

a. Click Add to configure a grougpecific access control rule. For details, see

b. Specify whether to enablihe allowlist and proxy monitoring. For details about the
allowlist function, see sectian

c. Specify whether to enable the DNS subdomain allowlist anfigtoa parameters For
details about the DNS subdomain allowlist function, see segtion

d. Specify whether to enable the blocklist, blockipeér and whether to enable proxy
monitoring. For details about the blocklist function, see seétion

e. Click Add to configure a grouppecific GeolP rule. ¥u need to choose whether to
enable the grouppecific rule, and specify the source location, access control, and
description. For details about the GeolP rules, see secticiy

f.  Specify whether to enable the threat intelligebased protection for the group and
specify the action taken against traffic whose source/destination IP address has a match
in the intelligence database. Options inclileck andTr affic Control by Dst IP. For
details about TI, see sectién

\ The groupspecific Tl protection takes effect only when fPratection Scope isetto
Note Group underAdvanced > Tl > TI Configuration.

Step 5 Click Completeto complete the configuration.
Step 6 After the configuration, cliclApply in the upperright corner to commit the settings.

——End
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5.1.3.2Viewing a Protection Group Policy Template

On the protectiogroup policy template list shown , click the name of a
template to view its detalils.

After viewing template details, clidRack to return to thé&roup Policy Template page.
5.1.3.3Editing a Protection Gro up Policy Template

You can edit the description, protection policies, allowlist, DNS subdomain allowlist, access
control rules, blocklist, GeolP rules, and Tl configuration of a protection group policy
template.

On the protection group policy template Bsiown in , click = in the
Operation column to reset protection policies and the access policies of a protection group.

Edit protection policies on the new page, and dicknpleteto save the settings

5.1.3.4Deleting a Protection Group Policy Template

You can delete protection group policy templates one by one or in bulk on ADS.

Method 1:0n the protection group policy template list showfiim , click '®

in the Operation column of a template and cli€BK in the confirmation dialog box to
delete it.

Method 2:0n the protection group policy template list showfiim , select

several templates (or select chédkes), clickDeleteto the lower right of the list, and
then clickOK in the confirmation dialog box to delete them.

5.1.4Carpet Bombing Protection

Carpet bombing is a kind of DDoS attack that targets a large number of IP addresses by using
common attack metius. It generates massive attack traffic in a short time, which easily
paralyzes the entire equipment room. The traffic of such an attack destined for a single IP
address may not be large enough to trigger protection, leading to false negatives. ADS
provides carpet bombing protection based on the DDoS policy and behavior.

The system provides a default carpet bombing protection rule, which can be viewed, enabled,
disabled, and edited, but cannot be deleted. You can also create a carpet bombing protection
rule to meet your particular needs.

\ The IP address range of the default carpet bombing protection r@e)..0/0
Note and::/0, indicating all IPv4 and IPv6 addresses, which cannot be edited.

ChoosePolicy > Anti-DDoS > Carpet Bombing Protection Click Add and configure
parameters on the page that appéearsl describes parameters for configuring a carpet
bombing protection rule.

A carpet bombing protection rule, after being created, can be viewed, qeeadted,
disabled, edited, and deleted.
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Table 526 Parameters of carpet bombing protection

Parameter

Description

Name

Name of thecarpet bombing protection rule, which must be unique.

Enable

Controls whether to enable the carpet bombing protection function.
Yes enables the carpet bombing protection function.

No: disables the carpet bombing protection function.

IP Range

Destination IP segments. Each IP segment, like 192.168.1.0/24, should b
separate line.

For IPv4 addresses, the subnet mask should be8hds2
For IPv6 addresses, the prefix length should be 8 to 120 bits.

IP Aggregation

Soecifies how to aggregate IP addresses using the IPv4 netmask or IPv6
length.

The IPv4 Netmaskis fixed to24 and thelPvé Prefix Length is fixed to120. The
value here cannot be edited.

DDoS
Policy-based
Carpet Bombing
Protection

The protection thresholds here work for network segments defined with a s
mask or prefix length. If the total number of packets of a certain type to a ne
segment exceeds thelated threshold, the network segment will be protected
the related policy, which is the one configured for the protection group to whid
destination IP address belongs. For details about the protection policsectim

Anti-D Displays different types of packets and the traffic control by destin
DoS segment.

Thresho | Threshold for the rate of traffito a network segment. When the r
Id1 (pps) of such traffic exceeds the specified value, the nety
segment will be protected with the related policy.

SYN Flood The value range is'@8000000.

ACK Flood: The value range isi@40000000.
UDP Flood The valueaange is 048000000.
ICMP Flood: The value range isi@8000000.
HTTP Get Flood: The value range isi@8000000.
HTTP Post Flood The value range isi@8000000.
HTTPS Flood: The value range isi@8000000.

Traffic Control by Dst Segment The value range isi8000000 in
kbps.

Enable | Controls whether to enable the protection of the current type.

Behaviorbased
Carpet Bombing
Protection

Destination IPshere refers to the number of IP addresses to be protected, whi
subset of the IP addresses configuretP Range The system counts the number
visits of a source IP address to destination IP addresses and determines whe
source IP address is abnormal. For the identified attack source, the system ca
to the blocklist or limit its rate, afo both.

Enable | Controls whether to enable the behavased carpet bombin
protection.

Action Specifies the action taken against a source IP address that trigge
carpet bombing protection rule. Options incluidd to blocklist, Limit
rate, andLimit rate+blocklist .

Statistic | Specifies a period of time when the number of visits to destinatig
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al addresses is counted. Value rarj&00, in seconds.
Period
Paramet | When a source IP address accesses more IP addreasethehvalue
ers of | of Destination IPswithin the statistical period and this anomaly pers
Limit for the specified number @onsecutive Abnormal Cyclesthe device
rate limits its traffic.
policy I . _
Destination IPs maximum allowed number of destination IP
addresses accessedabgingle source IP address in the statistical
period. Value rangeti 10000.
Consecutive Abnormal Cyclesnumber of consecutive cycles whe
a source IP address accesses the specified number of destinatio
addresses. The device deems such a source iBsadd be
abnormal. Value rangéi 10.
Per Source IP Rate Limit maximum traffic rate allowed for a
source IP address. Excess packets will be dropfade range:
0i 524280 in pps oridl073741824 in bps.
Rate Limit Duration : specifies how long rate limitg is
implemented against a source IP address. When the duration ex|
rate limiting stopsValue rangeli 3600, in minutes.
Paramet [ When a source IP address accesses more IP addresses than th
ers  of| of Destination IPswithin the statistical period and this anomaly pers
Add to | for the specified number afonsecutive Abnormal Cyclesthe device
blocklis | adds it to the blocklist.
t policy

Destination IPs maximum allowed number of destination IP
addresses accessed by a single source IP addtbesstatistical
period. Value rangeti 10000.

Consecutive Abnormal Cyclesnumber of consecutive cycles whe
a source IP address accesses the specified number of destinatig
addresses. The device deems such a source IP address to be
abnormal. Valueange:1i 10.

N,

Note

When Scope of Validity is set toGlobal, you need to firs
enable the global blocklist. The system adds the sourc
address to the global blocklist. For details about the blog
function, see section

When Scope of Validity is set toGroup, you need to firstly
enable the grouppecific blocklist. The system adds the sou
IP address to the blocklist of the group you want to protect {
this type of attacks For details about the grotgpecific
blocklist function, seé

Description

Brief information about the carpet bombing protection rule, which is less thal
characters.

Time

Time when the carpet bombing protection rule was created. The time
automatically generated by the system on the creation of the new rule. It can

edited.

5.1.5Advanced Global Parameters

You can configure trust control parameters.
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The procedure ias follows:

Step 1 ChoosePolicy > Anti-DDoS > Advanced Global Parameters

Step 2 Click Edit and configure the length of time an IP address is trusted based on the protection
algorithm on the page shownfin

Figure 543 Advarced Global Parameters page

Advanced Global Parameters

Trust Time Control
Item Value

Advanced Trust Time (min) 15

Normal Trust Time (min) 30

@

‘_ Edit

describes advanced global parameters.

Table 527 Advanced global parameters

Parameter

Description

Advanced Trust Time (min)

Specifies the time during which a source IP addresatidated with the
advanced algorithm stays in the trust list. The value ranges from
3600, with5 as the default.

Normal Trust Time (min)

Specifies the time during which a source IP address authenticated wi
common algorithm stays in the trusstl The value ranges from 1
3600, with30 as the default.

Step 3 After the parameter configuration is complete, cliik to save the settings.

—End

5.1.6Response Page Settings

If 4-BMP image authentication is specified as the algorithm for the HTTP proteciiog

and a template is specified, a client attempting to access a server through ADS needs to input
a code for authentication in the automatically displayed response page. The client can access
the server only after it is successfully authenticateds $éction describes how to add, edit,
delete, and preview response pages.

5.1.6.1Creating a Response Page

To create a response page, perform the following steps:

Step 1 ChoosePolicy > Anti-DDoS > Response Page Settings
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Figure 544 Response Page Settings tab page

Response Page Settings ]
Cselect Al Template Mame Logo Prompt Message Custom Mode Operation
(| test1 u test1 Close F®o@
O test test Close B @
ABC
Delete Add

Step 2 Click Add.
The Add Response Page Templatgage appears, as showrin
The response page can be displayed in either of the following modes:

Common modeBy default, the response page is displayed in common mode.
Cudom modeThe response page is displayed in custom mode onlyGifstom Mode
is selected.

Response page templates in different modes can coexist.

Figure 545 Add Response Page Template page

Add Response Page Template
Item value

Logo No file chosen

Prompt Message

Cusiom HTML Code
1 <IDOCTYPE htmi>
2 <ntmi>

ntip-equiv="Content-Type" content="texthtmi; charset=uti-g" /=
d=

=font-12px Arial,=In order to prevent malicious attacks, we need to verify your identity. </p=
II style="Tont-12px Arial;>Please enterine characters in the image below</small>
ep-r

11 <styler
12 verify {

13 border. 1px solid #ddd

14 width: 240px; v
Preview

Bcustom Mode
In order to prevent malicious attacks, we need to verify your identity.

Please enter the characters in the image below
4K

OK || Cancel

describes paranets for creating a response page.

Table 528 Parameters for creating a response page

Parameter Description

Template Name Specifies the name of a response page.

Logo Specifies the logo of a response page. The image can be in jpg, gif, 0
format and must be with 50 KB. A pixel size of 150*38 is recommended.

Prompt Message Specifies the prompt message displayed under the logo.
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Parameter

Description

Custom Mode

Allows users to modify the response page template by directly modifyin
HTML code.

Step 3 Click Choose Fileand select an iage.

Step 4 Configure parameters, and then cl@k.

-—End

S,

Note

A maximum of 64 response page templates can be added.

5.1.6.2Editing a Response Page

On the page shown in , click & in the row of a response page.

Configure parameters of the response page, and therO#ido save settings and return to
the response page list.

5.1.6.3Deleting Response Pages

You can delete one response page (using method 1) or multiple response pages (using method

2) in batches.

Method 1:0n the tab page shown i , click '® in theOperation column of

a response page and then cl@kK in the confirmation dialog box to delete the response
page.

Method 2:0n the tab page shown fin , select one or more response pages (or

select the check box in the table header to select all response pageBkeleteko the
lower right of the list, and then clidBK in the confirmation dialog box toetkte the
selected response pages.

5.1.6.4Previewing a Response Page

After a response page is configured, you can perform the following steps to preview it:

Step 1 On the page shown in , click < in the row of a rggonse page.

Information on the previewed page can be viewed but cannot be edited.
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Figure 546 Response page preview

Fesponse Page Settings

test

FPlease enter the following verification information Submit

Back

Step 2 Click Backto return to the response pages list.

-—End

5.1.7SSL Certificate Management

If the HTTPS applicatiofayer protection policy is configuredy &SL certificate is required
for ADS to decrypt HTTPS packets before matching packets with this policy. This section
describes how to import and manage SSL certificates uploaded by users.

ADS provides the default certificate upon delivery. This certdicannot be edited or deleted.
You can add other certificates as required.

5.1.7.1Adding an SSL Certificate
To add an SSL certificate, perform the following steps:

Step 1 ChoosePolicy > Anti-DDoS > SSL Certificate Mgmt

Figure 547 SSL certificate management

S5L Certificate Mgmt )
S5L Certificate
Certificate Name Description Operation
nsfocus Default certificate
Delete || Add

Step 2 Click Add.
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Figure 548 Adding an SSL certificate

Add SSL Cerlificate
Item Value

Name

|

SSL Certificate | choose File | No file chosen

SSL Private Key | Choose File | No file chosen

Private Key Password

|

Descripfion

OK || Cancel

describes parameters of an SSL certificate.

Table 529 Parameters of an SSL certificate

Parameter Description

Name Name of the SSL certificate. The certificate name is at moshaBactelong and
can only contain digits, uppercase letters, and lowercase letters.

SSL Certificate Click Choose Fileto select an SSL certificate file.

SSL Private Key | Click Choose Fileto select an SSL private key file.

Private Key| If a password iset for the private key of the SSL certificate to be imported, type
Password correct password; otherwise, leave it empty.
Description Description of the SSL certificate.

Step 3 Configure parameters and cli€K to import the SSL certificate.

After the certificate isuccessfully imported, you can view it on 88L Certificate Mgmt

page.
\‘ A certificate can be imported only once. A maximum of 20 different certificates
Note allowed here.

--—-End

5.1.7.2Editing an SSL Certificate

On the SSL certificate list shown lif , click = in theOperation column of a
certificate.

Edit parameters and cliéBK to save the settings and return to the SSL certificate list.

5.1.7.3Deleting an SSL Certificate

On the SSL certificate list shown fin , click "® in theOperation column of a
certificate and cliclOK in the displayed confirmation dialog box to delete this certificate.
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5.1.8Mobile User -Agent Rules

Mobile useragent rules are used to filteaffic of mobile applications. Packets that match
such a useagent rule are deemed as mobile traffic, or will be regarded as traffic of a PC.

You can create, modify, and delete mobile w&gent rules, but cannot delete rules that are
being referenced. maximum of 32 rules can be created. Two defaultfuiltles
(default_webapi and default_webview) cannot be deleted. This section describes how to
create a mobile usagent rule.

To create a mobile usagent rule, perform the following steps:

Step 1 ChoosePolicy > Anti-DDoS > Mobile UserAgent Rules

Figure 549 Mobile useragent rules

Mobile User-Agent Rules @

Mobile User-Agent Rules

O Name User-Agent String i ip D ipti Time of Creation Operation

- okhttp
) default_webapi CFNetwork OR 2019-09-12 16:18:45 F®
Dalvik

. Linux; Android
Ll default_webview iPhone OR 2019-09-10 16:44:13 & &
iPad

Add || Delete

Step 2 Click Add to the lower right of the list.

Figure 550 Adding a mobile useaigent rule

Add Mobile User-Agent Rule

ltem Value

: (*At least one expression should be typed.)

Relationship OR w

User-Agent

Mo W

Description

Time of Creation 2024-10-25 17:07:48

QK || Cancel

describes parameters for adding a mobile-agentrule.

Table 530 Parameters for adding a mobile uagent rule

Parameter Description

Name Specifies the name of the mobile usgent rule. It can contain a maximum of
characters.

UserAgent Specifies one or more usagent strings that need to be matched agaihe

User-Agent field of packets. Packets that contain thser-Agent field matching a
string specified here are regarded as mobile traffic, or will be deemed as tra
PCs.

For each rule, at least one usgent string should be configured and aistriive

Copyright© NSFOCUS 138 V4.5R90F06



‘NSFOCUS

NSFOCUS ADSUser Guide

Parameter Description

can be typed here. Each string can contain a maximum of 100 characters.

Relationship Specifies the relationship of usagent strings.
OR: Packets that contain tHdser-Agent field matching one string specifig
here are regarded as mobile traffic.
AND: Packets that contain théser-Agent field matching all strings specifie
here are regarded as mobile traffic.

Description Indicates the description of the new rule. It can contain a maximum off

characters.

Step 3 Configure parameters and cli€K to complete the configuration.

-—End

5.2 Access Control Policies

The system provides the access control list (ACL), blocklist, allowlist, and other functions to
make certain specific applications more easily controllgte access control policies are
describedn the sequence of protection provided in the engine.

This section covers the following topics:

5.2.1Allowlist

Allowlist

Access Control Rules

Reflection Protection Rules

GeolP Rules

Blocklist

HTTP Keyword Checking

SSL/TLS Keyword Checking Policy
Connection Exhaustion Protection Rules
Regular Expression Rules
URL-ACL Protection Rules

DNS Keyword Checking

DNS Subdomain Allowlist
Programmable Rules

After the allowlist function is enabled, ADS checks whether the source IP addpeskefs
matches any address (an IPv4 address or IPv6 address) in the allowlist. If a match is found,
the ADS engine allows these packets to pass through, without executing access control rules
or protection algorithms, thereby improving the system pedaoa.
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\ The allowlist has a higher priority than the blocklist. Therefore, if the sourc
4 address of packets is included in both the blocklist and allowlist, the ADS d
Note allows such packets to pass through.

Addresses can be added to the allowlseither of the following:

You can manually add IP addresses to the allowlist or import an allowlist file.
The algorithm automatically adds IP addresses to the allowlist.
IP addresses can be automatically added to the allowlist for reasons lisiédtin

Table 531 Reasons for adding a source IP address to the allowlist

Policy/Rule Reason for Adding a Source IP Address to the Allowlist

HTTP keyword checking When the action of an HTTP keyword checking rule i se
rule Accept+allowlist, the system adds source IP addresses of matching pq
to the allowlist.

DNS keyword checking When the action of a DNS keyword checking rule is sétdeept+allowlist,

rule the system adds source IP addresses of matching pazkie¢sallowlist.
Programmable rule When the action of a programmable rule is seddcept_white the system
adds source IP addresses of matching packets to the allowlist.
SSL/TLS keyword| When the action of an SSL/TLS keyword checking rude set to
checking rule Accept+allowlist, the system adds source IP addresses of matching pq

to the allowlist.

You can perform the following operations regarding the allowlist:

5.2.1.1Enabling and Disabling th e Allowlist Function
By default, the allowlist function is disabled on the ADS device. You need to enable this
function before using it.
Enabling the Allowlist Function
To enable the allowlist function, perform the following steps:
Step 1 ChoosePolicy > Access ©ntrol > Allowlist .

By default, the allowlist function is disabled.
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Figure 551 Allowlist configuration page

Allowlist ]

Allowlist

Item Value
Enable No

Edit

Step 2 Click Edit and then selectesto enable the allowlist function.

Figure 552 Allowlist enabled

Allowlist @
Allowlist
Item Value
Enable Yes
Configuration ltems
Item Value
Proxy Monitoring MNo
Edit || Allowed IF List || Add || Search || Import || Export || Clear
—-End

Disabling the Allowlist Function
If the allowlist function isenabled, you can clidkdit and then seled{o to disable it.
5.2.1.2Enabling Proxy Monitoring

On the page shown in , you can enable or disable the proxy monitoring function of
the allowlist. By default, tisi function is disabled.

No: disables proxy monitoring. After this function is disabled, ADS filters source IP
addresses of HTTP packets by matching the allowlist entries, without checking real
source IP addresses of those packets.

Yes enables proxy moniting. After this function is enabled, ADS first matches source
IP addresses of HTTP packets against allowlist entries. If no match is found, ADS will

continue to use this allowlist to filter the real source IP addresses extracted from the
payloads of thospackets.

5.2.1.3Adding an Entry to the Allowlist

You can manually add a trusted IP address or IP segment to the allowlist.

ChoosePolicy > Access Control > Allowlist On the page shown [ , click Add to
type an IPv4 or IPv6 address. For IPv4 addresses, the netmask length should be 12 to 32. For
IPv6 addresses, the prefix length should be 64 to 128.

5.2.1.4importing an Allowlist File
You can add trusted IPv4 or IPv6 addresses by importing an allowlist file on theléce.

After the allowlist file is imported, the ADS device checks the IP address format and then
loads the list of trusted IP addresses to its engine.
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Step 1

Step 2

Step 3

Step 4

The allowlist file is in format oftxt or .csy, with one IP address per line. The following uses
IPv4 addresses as an example to illustrate the format:

10.10.10.10
172.16.10.10

Since the ADS device supports the IPv4/IPv6 dual stack, you can configure
or IPv6 addresses in the allowlist file according to the actual network deployr

The allowlistfile name supports English letters and digits. The file must be w
1 MB. It is recommended that the file contain a maximum of 50,000 IP addre

Enable the allowlist before you import an allowlist file; otherwise, the impo
allowlist cannot takeffect.

A Y

Note

To import an allowlist file, perform the following steps:

On the page shown in , click Import .

Figure 553 Importing an allowlist file

Allowlist @
Import
Allowlist
@) i
Import Method _::_Incrgmental import
\_JFull import
Allowiist File Choose File | No file chosen Upload
At most 50,000 IP addresses/segments can be imported, with each in a separate line.
Download Import Template || View Import Result || Back

(Optional) On the page that appears, chickvnload Import Template and save it to a local
disk. Type trusted IP addresses or IP segments in the template.

Configure the import method.

Incremental import: appends new IP addresses in the file to the allowlist.
Full import : overwrites the allowlist with IP addresses imfgd in the file.

Click Choose File select the allowlist file and clicdRpen.

The file name is then displayed on the page.

Figure 554 Importing the allowlist file

Allowlist @

Import

Allowlist

'@anremental import

_Full import

| Choose File | Trust IP.txt Upload

At most 50,000 IP addresses/segments can be imported, with each in a separate line.

Import Method

Allowlist File

Download Import Template || View Import Result || Back
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Step 2 Click Upload.

After the allowlist file is imported, the system shows the import result.

Figure 555 Import result

Allowlist @
Import Result
Item Value
Start Time 2024-10-28 10:16:35
End Time 2024-10-28 10:16:35
Progress N 100%
Total Entries 1
Successful Imports 1
Failed Imports 0
Incorrectly Formatted Entries 0
Reiresh || Download || Back

Step 5 View the number of entries successfully and unsuccessfully imported bnpgbe Result
page.

You can also perform the following operations:

Click Refreshto update imports in real time.
Click Downloadto save the import result file to a local disk.
Click Back to return to the Import Allowlist page.

\ In addition, you can click/iew Import Result on thelmport page to view import
Note results.
--—-End

5.2.1.5Viewing Allowlist Entries

After the list of trusted IP addresses is loaded to the engine, you carmgielloivlist entries
on the wekbased manager.

ChoosePolicy > Access Control> Allowlist. On the page shown A , click
Allowed IP List to view information that is successfully imported to the allsiwirhe system
displays a maximum of 1000 IP addresses added or imported.

5.2.1.6Querying the Allowlist

Querying the allowlist, you can check whether an IPv4 or IPv6 address is trusted. If the
source IP address of packets is trusted, the ADS device allows sikeltispa pass
through, without checking it against access control rules or protection algorithms.

To query the allowlist, perform the following steps:

Step 3 On the page page shownfFif , click Search
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Figure 556 Queryirg the allowlist

@

Allowlist

Search
Item Value

IP Address |(‘ Only 32-bit IPv4 addresses like 1.1.1.1 or 128-bit IPv6 addresses like 1::1 can be queried.)

0K || Cancel

Step 4 Type the IP address to be queried in the textbox and@kcko check whether the IP address
is trusted.

Figure 557 Allowlist query result

@

Allowlist

Search Result
Item Value
IP Address 10.1.1.1

Allowlisted No
Back

Step 5 After viewing the result, clicBack to return to the allowlist configuration page.

-—End

5.2.1.7Clearing Allo wlist Entries

By clearing the allowlist, you can delete the trust status of all IP addresses listed in the
allowlist on the engine (memory). If an IP address in this allowlist needs tettusted after
the allowlist is cleared, you need to manually @&dd the allowlist or import an allowlist file.

On the allowlist configuration page shownrii , click Clear. On theClear page
that appears, select an allowlist type to be cleared, and@ck

Manual: allowlist that is manually added or imported.

Auto: allowlist that is generated by algorithnis. describes algorithms that
automatically add IP addresses to the allowlist.

5.2.1.8Exporting Allowlist Entries
To export an allowlist file, follow these steps:
Step 1 On the page shown in , click Export.

Step 2 Configure allowlist export parameters.

Table 532 Parameters for exporting allowlist entries

Parameter Description
Export Type Specifies the type of the allowlist for export, which catMasual or Auto.
Export Method Specifies the export method, which can be either of:

Quick: Only allowed IP addresses are included in the exported file.

Detailed: Allowlist entry details, likethe allowed IP addresses and th
reason for their addition, are included in the exported file
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Step 3 Click OK to return to the allowlist export result page.

Figure 558 Viewing allowlist export results

Allowlist
Export

Item Value
Start Time 2024-10-28 10:20:45
End Time 2024-10-28 10:20:45

Export Status Export file generation completed successfully.
Export Progress 100 %

Operation a8

Refresh || Back

Step 4 Click B in theOperation row to save the exported allowlist file & local disk drive.
Step 5 Click Backto return to the allowlist configuration page.
----End

5.2.2Access Control Rules

Access control rule allows ADS to control the traffic passing through it and determine how
(accept, filter, limit rate, or drop) to handle packettching this rule via software based on
the protocol, source/destination IP address, and source/destination port.

The system sorts all access control rules saved on the device according to the following
principles. It matches packets passing through évecd with access control rules in

sequence and stops the match once a matched rule is hit. You can also rearrange access
control rules to adjust the rule matching sequence.

This section covers the following topics:

5.2.2.1Creating an Access Control Rule

To create an access control rule, perform the following steps:
Step 1 ChoosePolicy > Access Control > Access Control Rules

Initially, the rule list is empty.
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Figure 559 List of access control rules

‘Access Conlrol Rules @
Access Control Rules
pst Jsei JscPorf  pstPorf  rotocolany v |AccessConol AL v Status/ALL v Descripton] || Searn | Move|  Jeemna[ |l
O ID DstlF | DstIPFrefx LengtNetmask  Destinalion Port  SrcIP  SrcIF Prefix Lengi/Netmask  Source Port  Frofocol  Access Confral  Status  Description  Time of Creation  Operafion
Enable || Disable || Delete || Add || import
Step 2 Click Add.
Figure 560 Creating an access control rule
Access Control Rules @

Add Access Control Rule

Item Value Invert

Protocol ALL v

Enable Cres®no

L]

DstIP

Dst IP Prefix Length/Netmask
SrcIP

Src IP Prefix Length/Netmask

Access Control

Description

Time of Creation

255.255.255.255
255 255 255 255

Accept v

Cres®no

2024-10-25 17:09:24

OK || Cancel

describes parameters for creating an access control rule.

Table 533 Parameters for creating an access control rule

Parameter Description

Protocol Protocol that a packet uses. Five values are availdi@®, UDP, ICMP,
ICMPv 6, andALL . ALL means all the four protocols.

Enable Controls whether to enable the access control rule.

Yes enables the rule.
No: disables the rule.

Dst IP IP address of the server to be protected. You can type an IPv4 or IPv6 g
according to thactual network deployment.
The valued.0.0.0indicates all destination IP addresses.

Dst P Prefix| Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o

Lenght/Netmask destination IP address.

Dst Port Server port to be protecte@his parameter is available only wherotocol is
set toTCP or UDP. You can specify a port ranging from 0 to 65535.

Src IP Client IP address to be protected. You can type IPv4 or IPv6 add
according to the actual network deployment.

Src IP Prefix| Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o

Length/Netmask client IP address.

Src Port Source port to be protected against. This parameter is available only
Protocol is set toTCP or UDP. You can specify a port mging from O to
65535. If this parameter is not specified, the ADS device enables the
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Parameter Description

control policy for all connections of the source IP address.

Access Control Action performed by the ADS device on packets with specified signatur
has the fowing options:

Accept: allows such packets to pass through.
Drop: drops the packets once they are detected.

Filter : enables a protection policy when the packets pass through the

device.
Description Presents description of the rule, with no more thanc®@acters.
Time of Creation Time generated by the system on the creation of the rule. It cannot be edi
Invert Controls whether to invert the operation. The vaWes indicates the ADS

device inverts the parameter setting. For example, if you itlersource IF
address 192.168.7.21, all IP addresses except 192.168.7.21 will be pr
against.

Step 3 Set parameters and cli€K to save the settings.
----End
5.2.2.2Creating Access Control Rules in Batches

You can create access control rules in batches okDBedevice by performing the following
steps:

Step 1 ChoosePolicy > Access Control > Access Control Rules

Step 2 Click Import .

Figure 561 Creating access control rules in batches

Access Control Rules

Import

Access Control

Format Description:

[Destination IP/Netmask] [Source IP/Netmask] [Protocol] [Start Destination Port:End Destination Port] [Start Source Port End Source Port] [Action] [Description (optional]]
Protocol: TCP, UDPF, ICMPICMPvG, ALL

Action: accept, drop, filter

If the destination port range and source port range are not defined, - is displayed by default

Example.

1.1.1.1/255.255.255.255 2.2.2.2/255.255.255.255 TCP 1:100 2:100 accept description

1.1.1.1/255.255 255 255 2 2 2 2/255 255 255 255 TCP -- — accept description

OK || Cancel

Step 3 Type multiple access control rules as prompted.
Pay attention to the following format specificets:

. [Destination IP/Netmask] [Source IP/Netmask] [Protocol] [Start Destination
Port:End Destination Port] [Start Source Port:End Source Port] [Action] [Description
(option)]
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Protocol:TCP, UDP, ICMP, ICMPV6, andALL .
Action: Allow, Drop, andFilter.

If the value range dbestination PortandSource Portis not defined;- is used to
replace their values by default.

\‘ The ADS device supports the IPv4/IPv6 dual stack. Therefore, you can con
Note either IPv4 addresses or IPv6 addresses in access corgsol rul

Step 4 After the parameter configuration is complete, cliK to save the settings.

-—End

5.2.2.3Enabling/Disabling Access Control Rules

The ADS system can control the data passing through the device only based on enabled access
control rules. Disabled accessntrol rules are invalid.

The ADS device allows the administrator to enable or disable access control rules in batches,
thereby avoiding frequent deletions and additions. If some access control rules are not
required currently, you can disable them.

On theAccess Control Rulegpage Statusis Enabled for enabled rules aridisabledfor
disabled rules.
Enabling Access Control Rules
To enable access control rules, perform the following steps:
Step 1 ChoosePolicy > Access Control > Access Control Rules

Step 2 Select one omore disabled access control rules (select the check box in the table header to
select all rules) and clidknable.

Step 3 Click OK in the confirmation box to enable the selected rules.
Then, the ADS device can control the data passing through it based onlesch r

-—End

Disabling Access Control Rules
To disable access control rules, perform the following steps:
Step 1 ChoosePolicy > Access Control > Access Control Rules

Step 2 Select one or more enabled access control rules (selextteble box in the table header to
select all rules) and clicRisable

Step 3 Click OK in the confirmation box to disable the selected rules.
Then, the ADS device allows the data matching the rules to pass through.

——End
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5.2.2.4Rearranging Access Control Rules

Access control rules are matched in adogn manner. If multiple access control rules are
available, you can rearrange the rules to change the rule matching sequence.

You can click buttons in th®peration column to move access control rules:

Click *' to move a rule one place up.

Click '*' to movea rule one place down.

Click * to move a rule to the top of the list, i.e. after rules with the highest priority.
Click # to move a rule to the bottom of the list.

You can also type the rule IDs in thve andBehind text boxes above the access control
rule list. For exampleMove 1 Behind 3indicates that the first rule will be put below the third

rule. Click 4* to commit the change.

5.2.2.5Editing an Access Control Rule

After configuring access control rules, you can edit rule parameters by performing the
following steps:

Step 1 ChoosePolicy > Access Control > Access Control Rules
Step 2 Click = to edit rule parameters.

Step 3 After editing parameters, clidRK to save settings and return to the access control rule list.
----End

5.2.2.6Deleting Access Control Rules

You can delete one ac=control rule or multiple rules in batches on the ADS device by
using the following methods:

Method 1:ChoosePolicy > Access Control > Access Control Rule€lick '®' in the
Operation column of a rule and clicOK in the confirmation dialog box to deletds
rule.

Method 2:ChoosePolicy > Access Control > Access Control RuleSelect one or more
access control rules (or select the check box in the table header to select all rules) to be
deleted, clickDeleteto the lower right of the rule list, and thelick OK in the

confirmation dialog box to delete the selected rules.

\‘ Frequently adding or deleting access control rules is not advised. If an access
Note rule is not useful currently, disable it.

5.2.2.7Querying Access Control Rules

You can filter accessontrol rules by destination IP, source IP, source port, destination port,
protocol, access control, status, and description. After specifying the query conditions, click
Search. Then the page lists only access control rules meeting the query conditions.
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5.2.3Reflection Protection Rules

A reflection protection rule is a software means through which ADS protect against reflection
attack traffic passing through it. Specifically, ADS matches packets against such a rule based
on the protocol, source port, and othgimatures and handles (such as dropping, dropping and

adding to the black list, or limiting the rate) matching packets as indicated in the rule.

All reflection protection rules saved on the device are automatically sorted. The system
matches packets pasg through the device with reflection protection rules referenced in the
policy in sequence. Once a rule is hit, the system stops the match.

You can create a maximum of 32 reflection protection rules.

This section covers the following topics:

5.2.3.1Creating a Reflection Protecti on Rule
Step 1 ChoosePolicy > Access Controb Reflection Protection Rules
The reflection protection rule list is displayed, as showndn

Initially, the list provides six predefined rules: Jenkins, WSODAP, ARMS, CHARGEN,
SSDP, NTP, DNS, SNMP, MS SQL, Memcache, and CLDAP.

Figure 562 Reflection protection rules

Reflection Protection Rules @
Reflection Protection Rules
O Name Protocol Src Port Action Description Time of Creation Operation
O Memcache upp 11211 Drop [EgES
O COAP uDP 5683 Drop B &
(] MsSal ubp 1434 Drop &
O Jenkins UDP 33848 Drop & =
(] SSDP ubp 1900 Drop &
O SNMP uDP 161 Drop B &
(] WSDD ubp 3702 Drop &
O CLDAP uDP 389 Drop B &
(] ARMS ubp 3283 Drop &
O NTP uDP 123 Drop B &
(] DNS UDP 53 Drop &
O CharGen UDP 19 Drop & =
Add || Delete

Step 2 Click Add.

A dialog box for creating a reflection protection rule appears, as shawnvir:
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Figure 563 Creatinga reflection protection rule

Reflection Protection Rules
Add Reflection Protection Rule
Item

Name

Protocol

Src Port

Action

Description

Time of Creation

2024-10-25 17.23:05
OK || Cancel

describes parameters for creating a reflection protection rule.

Table 534 Parameters of a reflection protection rule

Parameter

Description

Name

Name of the reflection protecticule. The name must be unique.

Protocol

Protection type. The options include UDP amd TCP.

Src Port

Source port of the client to be protected against. You can click theddmp box to
select a port number.

Action

Action taken on packets passing thgbuADS:
Drop: drops such packets.

Drop+blocklist: drops such packets and adds their source IP addresses to
blocklist. Before selecting this option, you must enable the blocklist. For de
about the blocklist, see sectibri

Limit rate : indicates that the maximum number of packets matching this ru
that are allowed to pass through per second should not exceed the thresha
specified here. Excess packetill be dropped. The value range 165535
pps, with100@ps as the default value.

Description

Presents description of the new rule, which can contain a maximum o
characters.

Time of Creation

Indicates the time automatically generated by theegysin the creation of the ne
rule. It cannot be edited.

Step 3 Configure parameters and cli€K to save the settings.

—End

5.2.3.2Editing a Reflection Protection Rule

All reflection protection rules can be edited.

Step 1 On the page shown in , click = in theOperation column of a reflection
protection rule to edit parameters of this rule.
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Step 2 Edit parameter settings and clioK to save the changes and return to the reflection
protection rule list.

-—End

5.2.3.3Deleting Refl ection Protection Rules

You can delete one reflection protection rule or delete rules in batches.

Method 1:0n the page shown in , click "® in theOperation column of a
reflection protection rule clicK in the confirmation dialog box to delete this rule.

Method 2:0n the page shown in , select one or more reflection protection rules
(or select the check box in the table header to select al),raliek Deleteto the lower right
of the list, and cliclOK in the confirmation dialog box to delete the selected rules.

5.2.4GeolP Rules

The GeolP database provides mappings between IP addresses and countries. After importing a
GeolP database and configuriagseolP rule, you enable ADS to control traffic from certain

IP addresses based on geographic locations. In addition, you can configure ADS to take an
action @ccept, Filter, Drop, orLimit rate ) against packets that are found to match the rule
based on th destination IP address and source location.

All GeolP rules saved on the device are automatically sorted. When a packet reaches ADS, the
system matches the packet against GeolP rules in sequence from the first to the last. After the
packet triggers a ral the system takes the action specified in the rule and stops matching it
against other GeolP rules. GeolP rules are sorted according to the following principles:

Rules are automatically sorted in descending order of priority.

When IPv4 addresses are itwed, the rule with the destination IP address of
0.0.0.0/0.0.0.0 and rules with the netmask of less than 24 bits are girlugty rules.

When IPv6 addresses are involved, rules with the prefix of the destination IP address less
than 120 bits are higpriority rules.

You can create a maximum of 128 GeolP rules.

This section covers the following topics:

5.2.4.1Creating a GeolP Rule

Initially, the GeolP rule list is empty. You can create, enable, disable, edit, or delete a GeolP
rule. The procedures are the same as those for access control rules. For details, see related
descriptions in section

To create a GeolP rule, perform the following steps:
Step 1 ChoosePolicy > Access Control > GeolP Rules > GeolP Rules

The GeolP Rulespage appears, as showrt-in
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Figure 564 List of GeolP rules

GeolP Rules | GeolP Database @
GeolP Rules
O Dst IP Dst IP Prefix Length/Netmask Source Location Access Confrol Status Description Time of Creation Operation
Enable || Disable || Delete || Add
Step 2 Click Add to the lower right of the list.
Figure 565 Creating a GeolP rule
Add GeolP Rule
Item Value Invert
Enable Oves®no
Dst IP Prefix Length/Natmask
Source Location AD,Andorra v Oves®no
Access Control Accept v
Description
Time of Creation 2024-10-25 17:22:09 /
OK || Cancel
Step 3 On theAdd GeolP Rulepage, configure parameters.
Table 535 Parameters for creating a GeolP rule
Parameter Description
Enable Controls wheter to enable the new GeolP rule.
Yes enables the new rule.
No: disables the new rule.
Dst IP Specifies the IP address of the server under protection. You can ty

IPv4 or IPv6 address as required.

Dst IP Prefix Length/Netmas| Specifies the prefix legth (for IPv6 address) or netmask (for IP
address) of the destination IP address.

Source Location Specifies the country or region to which source IP addresses belong

When CN,China is selected, the second drdpwn box appears
providingMainland and povinciallevel regions for you to choose.

Access Control Specifies the action to be taken against packets that match this rule
be any of the following:

Accept allows such packets to pass through ADS.
Drop: drops such packets.

Filter : does not tle any action against such packets at this step,
but will still check them against other protection rules.

Limit rate : specifies the maximum rate allowed for an IP address
the country/region specified withource Locationto transmit traffic
to the deshation IP address.

Description Presents description of the new rule, with no more than 256 charact
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Parameter Description

Time of Creation Indicates the time automatically generated by the system on the cr
of the new rule. It cannot be edited.

Invert Controls whetbr to negate the setting 8burce Location For example
if US,United Statesis selected foSource LocationandYesis selected
for Invert, all countries except the USA will be taken as sol
locations.

Step 4 Click OK to save the settings.
----End
5.2.4.2Configuri ng a GeolP Database
You can update the GeolP database by importing a new one, or type an IP address and check

the country to which it belongs.

Importing a GeolP Database

The GeolP database supports both IPv4 and IPv6 addresses. When importing a GeolP
datalase, you must select the file type, which must be .zip. The file to be imported cannot
exceed 20 MB.

To import a GeolP database, perform the following steps:

Step 1 ChoosePolicy > Access Control > GeolP Rules > GeolP Database

Figure 566 Viewing the GeolP database

GeolP Rules | GeolP Database @
GeolP Database Information

Version wversion_1.2g

Last Updated 2022-09-22 01:45:58
4k GeolP database path
https:iiu e.nsfocus. comfupdate/listAdsDetaillvigeoip

Choose File \ No file chosen Import

GeolP Database Update

IP Geolocation Lookup

Item Value

Step 2 Import a GeolP database.

a. Select an IP protocol, clidBhoose File and then select a file to be imported.
b. Click Import to import the GeolP database.

After the successful import, the version and update information are displayed in the
GeolP Database Updatarea.The new database, after being imported, can take effect
immediately. However, if ADS is restarted or powered off, library information is lost. To
save it as a permanently effective database, you mustSaiogin the upperight corner
after importing tle file.

-—End
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Querying the GeolP Database

From the GeolP database, you can query the country to which an IP address belongs.

On the page shown in , you can type an IP address (IPv4 or IPv6) inlEh&ext
box and then cliclSearchto query the country or region where it is located.
5.2.5Blocklist

The blocklist policy is used to filter source IP addresses of packets. Once a source IP address
matches an address on the blocklist, the ADS device blocks p&cketthis IP

address without performing further detection. Therefore, this policy improves the detection
performance of the ADS device.

Addresses can be added to the blocklist using either of the following methods:

You can manually add IP addresses todleeklist or import a blocklist file.
The algorithm automatically adds IP addresses to the blockilist.

IP addresses can be automatically added to the blocklist in several ways, as listeéd in

Table 536 Reason foadding a source IP address to the blocklist

Policy/Rule Reason for Adding a Source IP Address to the Blocklist

Pattern matching rule | Once attack packets are filtered out through pattern matching, the sou
address of such packets is automaticallyeaidith the blocklist. For descriptig
of pattern matching, see section

URL-ACL protection| When URL Protection Mode is set toDrop+blocklist for URL-ACL rules,
rule ADS adds the source IP address to the global blocklist once detecting t
HTTP request amid IP packets matches such a-BBL rule.

WhenURL Protection Mode is set toBlock proxy for URL-ACL rules, ADS
adds the IP address of aopy server to the global blocklist once detecting f
an HTTP request from the proxy server amid packets matches s
URL-ACL rule.

WhenURL Protection Mode is set toMonitor+blocklist for URL-ACL rules,
ADS adds source IP addresses to the global hitakhce detecting that th
proportion of matching packets from those IP addresses exceeds the
specified withSingle Source IP Access

Slow attack protection | Once lowandslow attack protectiors triggered, if the blocklist is enabled fi
the protetion group involving the destination IP address, the system
source IP addresses of matching packets to the blocklist.

Reflection  protection Once the reflection protection policy is triggered, if the blocklist is enable
rule the protection groumvolving the destination IP address and the rule's acti
set to Drop+blocklist, the system adds source IP addresses of mat
packets to the blocklist.

Port check policy Once the port check policy is triggered, if the blocklist is enabled fo
protection group involving the destination IP address/uwkss Controlis set
to Drop+blocklist, the system adds source IP addresses of matching pach
the blocklist.

UDP regular expressio| Once the UDP regular expression protatilicy is triggered, if the blocklis
protection policy is enabled for the protection group involving the destination IP addres
system will add source IP addresses of matching packets to the blocklist.
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Policy/Rule Reason for Adding a Source IP Address to the Blocklist
Protocol ID  checkl Once the protocol ID check policy igggered, if the blocklist is enabled f
policy the protection group involving the destination IP addressfartéss Control

is set toDrop+blocklist, the system adds source IP addresses of mat
packets to the blocklist.

TCP control parameter|
protection péicy

Once the TCP control parameters protection policy is triggered, if the blo
is enabled for the protection group involving the destination IP addres
SYN Source Bandwidth Limit is set toDrop+blocklist, the system adds th
source IP address ofatching packets to the blocklist.

Once the IP behavior control policy is triggered, if the blocklist is enable
the protection group involving the destination IP addressfaitgss Control
or Empty Connection Checkis setto Drop+blocklist, the system adds th
source IP address of matching packets to the blocklist.

IP behavior control
policy
HTTPS protection
policy

Once an HTTPS protection policy is triggered, if the blocklist is enabled fqg
protection group involving the destination IP addrasd Add Abnormal IP
to Blocklist is set toYes the system adds the source IP address of the
that fails to be authenticated with the HTTPS protection algorithm tg
blocklist.

TCP regular expressio
protection policy

Once the TCP regular expressipolicy is triggered, if the blocklist is enabl
for the protection group involving the destination IP address, the system
the source IP address that matches such a rule to the blocklist.

HTTP
checking rule

keyword

Once an HTTP keyword checkingleuwith Action set to Drop+Blocklist
or Drop+Blocklist+Disconnect is triggered, the system adds sourc
addresses that fail the HTTP keyword check to the blocklist.

DNS keyword checking
rule

Once a DNS keyword checking rule witkction set to Drop+Blocklist is
triggered, the system adds source IP addresses that fail the DNS kg
check to the blocklist.

Connection exhaustiol
rule

If the number of new connections from a source IP address excee
threshold within the new connection statistical cyaé& a connection
exhaustion rule, ADS deems this IP address abnormal and automatically
to the blocklist.

Programmable rule

When the action of a programmable rule is seirtgp_black, the system add
source or destination IP addresses that mdiehprogrammable rule to th
blocklist.

checking rule

Carpet bombing When the carpet bombing protection is configured to be globally effective

protection its action includes bicklist, the system adds source IP address that trigge
carpet bombing protection euto the blocklist.

SSL/TLS keyword When the action of an SSL/TLS keyword checking rule is

to Drop+blocklist or Drop+blocklist+disconnect the system adds source
addresses of matching packets to the blocklist.

This section describd®w to enable or disable a blocklist, add a blocked item manually,

delete a blocked item,

and clear a blocklist.

A Y

Note

You can add, delete, or clear blocklist entries only when the blocklist functi
enabled.

The allowlist has a higher priority than thidklist. Therefore, if the source |
address of packets is included in both the blocklist and allowlist, the ADS d
allows such packets to pass through.
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You can perform the following operations regarding the blocklist:

Enabling and Disabling the Blocklist Function
Adding a Blocklist Entry

Viewing Blocklist Entries

Deleting Blocklist Entries

Clearing Blocklist Entries

Querying the Blocklist

Importing a Blocklist File

Viewing the Import Result
Exporting a Blocklist File

5.2.5.1Enabling and Disabling the Blocklist Function

Enabling the Blocklist Function

To enable the blocklist function, perform the following steps:

Step 1 ChoosePolicy > Access Cotrol > Blocklist.

Initially, the blocklist function is disabled.

Figure 567 Blocklist status

Elocklist

Blocklist
Item
Enable

Valug
No

Edit

Step 2 Click Edit and then selec¢testo enable the blocklist function. SEgjure 568.

Figure 568 Enabling the blocklist policy

Blocklist

Blocklist

Item

Enable
Configuration Items.
liem

Auto Block

Proxy Menitering

Value

Value

Yes v

OK || Cancel

Table 537 Blocklist parameters

Parameter

Description

Auto Block

Specifies the duration when an IP address is blocked. This parameter h
options:

Temporary: The IP address is blocked and packets from this addresg
dropped in the specified period.

Permanent The IP addess is permanently blocked and packets fi
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Parameter Description

this address are always dropped.

Proxy Monitoring Controls whether to enable or disable the proxy monitoring function
default, this function is disabled.

No: disables proxy monitoring. In this case, ADS diit source IR
addresses of HTTP packets by matching blocklist entries, wit
checking the real source IP addresses of those packets.

Yes enables proxy monitoring. In this case, ADS first matches sour
addresses of HTTP packets against blocklistentif no match is found
ADS will continue to use this blocklist to filter the real source
addresses extracted from the payloads of those packets. In attag
generated in this situation, tB®urce IPfield indicates the real source
address.

Step 3 Set parameters and cli€X to return to the previous page.

As shown in , the blocklist function is enabled and blocklist configuration items
are available.

Figure 569 Blocklist function enabled

Blocklist @
Blocklist

liem Value

Enable Yes

Configuration Items

liem Value

Auto Block Temporary 120 (minutes)

Proxy Monitoring Yes

Edit || Search || Blocked IP List | Add || Import | Export | Clear

-—End

Disabling the Blocklist Function

To disable the blocklist function, perform the following steps:

On the page shown in , selectNo. Then the value dEnable turns toNo, as shown
in :

5.2.5.2Adding a Blocklist Entry

To add a blocklist entry manually, perform the following steps:

Step 1 On the page shown in , click Add to add a blocklist entry.
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Figure 570 Adding a blocklisentry

Blocklist @
Add
ltem Value
IP (* IPvd/IPv8 address/netmaslc The netmask is 24-32 bits for an |Pv4 address (such as 192.168.1.1 or 192.163.1.0/24) and 84-128 bits for an |PvG
Address address. )
Aulo Block || Permanent v
Add || Cancel
Step 2 Set parameters.
Table 538 Blocklist parameters
Parameter Description
IP Address Specifies the source IP address to be blocked. Either an IPv4 or IPv6 a
is allowed. Formats are as follows:
IPv4 address/netmask of 24 to 32 bits, such as 192.168.1.0/24
IPv6 address/prefix length of 64 to 128 bits.
Auto Block Specifies the duration when an IP address is blocked. Two option
available:
Temporary: The IP address is blocked and packets from this addreg
dropped in the specified period.
Permanent The IP address is permanently blocked and packets
this address are always dropped.

Step 3 Click OK to complete the configuration.
----End
5.2.5.3Viewing Blocklist Entries
On the page shown in , click Blocked IP List. The system displays a maximum of

1000 IP addresses blocked recently, as showigin . You can ciclRefreshto obtain
IP addresses blocked most recently.

Figure 571 Viewing blocklist entries

Blocklist

Blocked IP List

IManually blocked IPs: 0 IP segments: 0| Auto blocked IPs: 0
Latest 1000 entries:

4 3 1."1(3mn|:| -+

O Item IP Address Elapsed Time (min) Remaining Time (min) Block Type Blocked Packets Blocked Bytes DstIP

Refresh || Delete || Clear || Back

For theDst IP column:

If the source IP address is added to the blocklist automatically, the destination IP address
is displayed.

If the source IP address is added to the blocklist manually, the destination IP address is
not displayed. Instead, a hyphehi¢ disphyed in this column.
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5.2.5.4Deleting Blocklist Entries
To delete a blocklist entry, perform the following steps:
Step 1 On the page shown in , select one or more blocklist entries and then dielete
Step 2 In the conirmation dialog box, cliclOK.
----End

5.2.5.5Clearing Blocklist Entries

To clear blocklist entries, perform the following steps:
Step 1 On the page shown in or , click Clear.
Step 2 In the confirmation dialog box, clicRK.

----End

5.2.5.6Querying the Blocklist

To search the blocklist for an IP address, perform the following steps:

Step 1 On the page shown in , click Search

Figure 572 Searching for an IP address

Blocklist %)
Search
Item Value
IP Address :‘ Leaving it empty indicates any IP addresses.)
Block Type Any v
OK || Cancel

Step 2 On theSearchpage shown ifi , type an IP address, and clioK .
The blocklist search result is displayed.
----End
5.2.5.7Importing a Blocklist File
To import a blocklist fileperform the following steps:

Step 1 On the page shown in , click Import .

Figure 573 Importing a blocklist file

Blocklist @
Import

Blocklist

Auto Block Permanent v

Blocklist File Choose File |No file chosen Upload
At most 50,000 IP addresses/segments can be imported, with each in a separate line.

Download Import Template || View Import Result || Back
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\ The blocklist file must be a .txt or .csv file whose filename does not contain Ct
Note characters; tterwise, the file cannot be imported.

Step 2 On the page shown ifigure 573, click Choose File
Step 3 Select the blocklist file and cliodRpento return to the blocklist import page.
Step 4 Click Upload.
After the upload is copiete, the system prompts that the file is successfully imported, as

shown inFigure 574.

Figure 574 Import success prompt

AR

File upload succeeded. Start importing. You can click "View Import Result” to view the import result.

After the blocklist file is imported, the system automatically switches to the page shown in
Figure 573.

—End

5.2.5.8Viewing the Import Result

To view the import result, perform the following steps:
Step 1 On the page shown iagure 573, click View Import Result.

Thenthe number of IP addresses successfully imported and that of IP addresses failing to be
imported are displayed, as showrfinure 575.

Figure 575 Viewing import results

Import Result

Item Value

Start Time 2021-09-15 11:04:23

End Time 2021-09-15 11:04:23

Progress S 100%

Total Entries 1000

Successful Imports 1000

Failed Imports 0

Incorrectly Formatted Entries 0

Refresh || Download || Back

Step 2 Click Backto return to the blocklist configurati page.
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-—End

5.2.5.9Exporting a Blocklist File

To export a blockilist file, perform the following steps:

Step 1 On the page shown in , click Export Blocklist.

Figure 576 Exporting a blocklist file

Elocklist @

Export
Item Value

Emanual

Bauo

®Qquick (only IP addresses)

Export Method (_Detailed (IP addresses, auto block period, and blocked traffic)
OK

Export Type

View Export Result | Back

Step 2 Set blocklist export arameters.

Table 539 Parameters for blocklist export

Parameter Description

Export Type Specifies the type of the blocklist for export, which can be Manug
Automatic.

Export Method Specifies the export type, which can be either of the following:

Quick: Only bloked IP addresses are included in the exported file.

Detailed: Blocklist entry details, like the blocked IP addresses,
block period, and blocked traffic, are in the exported file.

Step 3 Click OK to return to the blocklist export result page.

Step 4 Click B inthe Operation row to save to exported blockilist file to a local disk drive.
Step 5 Click Backto return to the blocklist configuration page.

—End

5.2.6HTTP Keyword Checking

HTTP keyword checking is a process by which ADS software controls HTTP traffic flowing
through the ADS device. In addition, ADS specifies the method (allow, drop, disconnect, add
to blocklist, add to allowlist, or limit the rate) of processing data packets flowing through the
device that match the HTTP keyword checking rule based on source éRsafkland specific
HTTP fields. HTTP keyword checking blocks traffic from illegitimate users, but does not
indiscriminately block all packets from a source IP address. This reduces the possibility of
blocking legitimate IP addresses.

You can configure upt1024 HTTP keyword checking rules, which can take effect only after
being referenced in a group protection policy or default protection policy. When a packet
reaches ADS, the system matches the packet against HTTP keyword checking rules in
sequence. Ondbe packet hits a rule, the system takes the action specified in the rule and
stops matching the packet against other rules.
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An HTTP keyword checking rule can be added, edited, and deleted. This document describes
only how to add such a rule, as methodseftiting and deleting HTTP keyword checking
rules are the same as those for access control rules.

To create an HTTP keyword checking rule, perform the following steps:
Step 1 ChoosePolicy > Access Controb HTTP Keyword Checking.

Initially, the rule list is emfy.

Figure 577 List of HTTP keyword checking rules

HTTP Keyword Checking @
Q
Name
Description
Search
HTTP Keyword Checking
« 9 1/1Goto +
(] Name SrcIP Prefix Length/Netmask Feature Field Action Description Time of Creation Operation
Delete || Add
Step 2 Click Add.
Figure 578 Creating an HTTP keyword checking rule
HTTP Keyword Checking @
Add HTTP Keyword Checking Rule
Item Value
Prefix Length/Netmask
(] Method GET w
[ cookie
O Host
O Referer
Keyword [ ReguestURL
[ version
O useragent
[0 x-forwarded-for
Action Drop v
Description
Time 2024-10-25 17:39:45 /
OK || Cancel
describes parameters for creating an HTTP keyword checking rule.
Table 540 Parameters of an HTTP keyword checkinlg
Parameter Description
Name Name of the HTTP keyword checking rule, containin@( characters of letter
digits, and/or underscores.
Src IP Specifies the source IP address. Both IPv4 and IPv6 are supported. The.0al:
or:: indicates all sotce IP addresses.
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Parameter Description

Prefix Specifies the prefix length (for the IPv6 protocol) or netmask (for the IPv4 prot
Length/Netmask | of the IP address.

Keyword Specifies the type of keywords to be checked. You can select one or more.
Action Specifies the aatih to be taken against a packet that matches an HTTP key

checking rule. It can be any of the following:

Accept indicates that a packet with the specified signature will be allg
through ADS.

Drop: indicates that ADS drops a packet with the specHigdature.

Drop+blocklist: indicates that ADS drops a packet with the specified signg
and adds its source IP address to the blocklist. To select this option, yol
enable the blocklist function in advance. For details about this function
sectbn

Drop+disconnect indicates ADS drops a packet with the specified signg
and disconnects the current connection.

Drop+blocklist+disconnect indicaies that ADS drops a packet with
specified signature, disconnects the current connection, and adds its so
address to the blocklist. To select this option, you must enable the big
function in advance.

Accept+allowlist: indicates that ADS adws a packet with the specifie
signature to pass through and adds its source IP address to the allowlist. T
this option, you must enable the allowlist function in advance. For details
this function, see sectidi

Limit rate : indicates that the maximum number of packets matching this|
that are allowed to pass through per second should not exceed the th
specified here. Excess packetsl be dropped. The value range i$6000000
pps, with4000as the default value.

Description Presents description of the rule, with no more than 256 characters.
Time Time automatically generated by the system on the creation of the rule. It can
edited.

Step 3 Set parameters and cli€K to save the settings.

-—End

5.2.7SSL/TLS Keyword Checking

An SSL/TLS keyword checking rule analyzes and checks wh8®IefTLS client hello and
server hello packetsontain matching keywordBor matching packets, ADS Wihke one of
the following actions, depending on your configuration:

Accept

Accept+allowlist

Drop

Drop+blockilist

Drop+disconnect

Drop+blocklist+disconnect

Limit rate
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You can configure up to 1024 SSL/TLS keyword checking rules, which can take effect only
after being referenced in a group protection policy. When a packet reaches ADS, the system
matches the packet against SSL/TLS keyword checking rules in sequence. Once the packet
hits a rule, the system takes the action specified in the rule and stopsxmétehpacket

against other rules.

ChoosePolicy > Access Control> SSL/TLS Keyword Checkingto manage the rule list in
the right pane of the page. Initially, the rule list is empty.

Click Add and configure parameters on the page that appears describes
parameters for configuring an SSL/TLS keyword checking rule.

An SSL/TLS keyword checking rule, after being created, can be queried, edited and deleted.
However, the rule that has been referenced imapgprotection policy cannot be deleted.

Table 541 Parameters for adding an SSL/TLS keyword checking rule

Parameter Description
N Name of the SSL/TLS keyword checking rule, containingQlcharacters o
ame s
letters, digits, and/or underscores.
Src IP Specifies thesource IP address. Both IPv4 and IPv6 are supported.

The valued.0.0.0or :: indicates all source IP addresses.

Prefix Length/Netmask | Specifies the prefix length (for the IPv6 protocol) or netmask (for the
protocol) of the IP address.

For example, yo can type a prefix length of 64 or a netmask
255.255.255.0. The prefix length of an IPv6 address must be in the rang
to 128.

Source or Destinatio Specifies the source port or destination port of packets to be checke
Port value range isi®5535, with443as the default value.

For a JA3 template, or a custom template withndShakeType set to
Client hello, the destination port of packets will be checked against
setting For a JA3S template, or a custom template WiimndShakeTypeset
to Server hellg the source port of packets will be checked against
setting

Keyword Template Specifies a keyword template. Options incldde, JA3S, andCustom.

Different templates provide different keywords that you can specify|
checking.

Click Help to view introduction to JA3/JA3S fingerprinting.

Keyword | Specifies keywords for checking.
For a JA3 template, configure the following fields for check of client hello packets.

SSLVersion | SSL version of a client hello or server hello packet. It rhesa string of four
hexadecimal characters.

Cipher Suites| Cipher suite of a client hello packet. It must be a string @66 hexadecima|
characters, in increments of 4.

SSLExtensio | It must be a string ofid 28 hexadecimal characters.
n

Elliptic An extension field, indicating the elliptic curve. It must be a stringi 428
Curves/Supp | hexadecimal characters.
orted groups

EllipticCurve | An extension field, indicating whether to compress the elliptic curve. It
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Parameter

Description

PointFormat

be a string of 0128 hexadeimal characters.

Full  String
Import

Populates the foresaid keywords automatically with a full string you tyy
the text box. You can use a packet capture tool such as Wireshark to
the full string.

Generate JA3

Fingerprint

Calculates the JA3rfgerprint based on keywords you typed to facilitate y
configuration checking.

For a JA3S template, configure tI8SLVersion Cipher Suites and SSLExtension of a
server hello packet.

You can also type a full string in the text box and click Fulln§tiimport to automatically
populate keywords. In addition, you can cli@enerate JA3S Fingerprintto calculate the
JA3S fingerprint for your configuring checking.

For a custom template, select the check box before each parameter configured to n
setting take effect.

HandShakeT | Handshake type. Valid values inclu@ent hello and Server hella The

ype default value ilient hello.

SSLVersion | SSL version of a client hello or server hello packet. It must be a string o
hexadecimal characters

Random Random number generated. It must be a string of four hexade
characters.

Session ID Session ID of a packet. It must be a stringidfZB hexadecimal characters

Cipher Suites| Cipher suite of a packet. It must be a string of hexadecinaabcters.

WhenHandShakeTypeis set toClient hello, it is a string of 0256
hexadecimal characters, in increments of 4.

WhenHandShakeType isset toServer hellg it is a string of four
hexadecimal characters.

Cipher Suites

This parameter is aable only whenHandShakeTypeis set to Client

Numbers hello.
Specifies the minimum and maximum numbers of cipher suites of a p
The value range isi@56.
Selecting Yes under Invert inverts the settings.
Extension Specifies the minimum and maximunumbers of extensions of a pack
Numbers The value range isi@56.
SelectingYesunderinvert inverts the settings.
Custom Custom extensions of a packet. It must be a stringi @868 hexadecima
Extension characters, in increments of 2.

Server Name
Indication

This parameter is available only wheéfandShakeTypeis set to Client
hello.

Server name indication (SNI for short) is a TLS extension by which a
indicates to the server which host name it is attempting to connect to §
the server can obtathe correct certificate for the domain and return it to
client for verification. Type 1 to 128 characters, including only digits, let
periods, colons, brackets, hyphens, and underscores, st2B.asm

SNI is casansensitive.

Invert

Some pammeters includingCipher Suites Numbers Extension Numbers
and Server Name Indication provide Invert settings. SelectingYes
indicates the exclusion of the value configured.
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Parameter

Description

Action

Specifies the action to be taken against packets that match this SS
keyword checking rule. It can be any of the following:

Accept allows matching packets to pass through ADS.
Drop: drops matching packets.

Drop+blocklist: drops matching packets and adds their source IP
addresses to the blocklist. To select this option, yostrnable the
blocklist function in advance. For details about this functionssegon

Drop+disconnect drops matching packets and disconnects tinent
connection.
Drop+blocklist+disconnect drops matching packets, adds their sourg

IP addresses to the blocklist, and then disconnects the current conn
To select this option, you must enable the blocklist function in advan

Accept+allowlist: allows matching packets to pass through and adds
their IP addresses to the allowlist. To select this option, you must en
the allowlist in advance. For details about this function seeton

Limit rate : limits the number of matching packets passing through A
based on the specified threshold. Excessive pavkittse dropped. The
value range is16000000 pps, witd000as the default value.

Descrption

Description of the new rule, which can contain a maximum of 256 chara

Time of Creation

Indicates the time automatically generated by the system on the crea
the new rule. It cannot be edited.

5.2.8Connection Exhaustion Protection Rules

A connection exhaustion protection rule protects against connection exhaustion attacks by
restricting the number of IP connections in a specified network segment. If the number of
connections from a source IP address exceeds the allowed number of concarrectiaas,

or that of new connections in a new connection statistic cycle, the source IP address will be
automatically added to the blocklist.

You can create a maximum of 128 connection exhaustion protection rules.

This section covers the following topics:

5.2.8.1Creating a Connection Exhaustion Protection Rule

To create a connection exhaustion protection rule, perform the following steps:

Step 1 ChoosePolicy > Access Control > Connection Exhaustion Rules

Initially, the rule list is empty.
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Figure 579 List of connection exhaustion rules

Step 2 Click Add.

Connection Exhaustion Rules @
0O Dst | DstIP Prefix Dst Src | Src|P Prefix Concurrent New Connection New Description Time of Operation
— P Length/Netmask Port P Length/Netmask Connections Statistical Cycle Connections £ Creafion P
Delete || Add
Figure 580 Creating a connection exhaustion rule
Connection Exhaustion Rules @

Add Connection Exhaustion Rule
Item

DstIP

Dst IP Prefix Length/Netmask

Dst Port

srcIP

Src IP Prefix Length/Netmask
Concurrent Connections

New Connection Statistical Cycle

New Connections

Description

Time of Creation

Value

255.255.255.255

0.0.0
0.0.0

— (@] [ [=][=
[} =

2024-10-25 17:49:34

OK || Cancel

S,

Note

A maximum of 128 connection exhaustion rules can be added.

A connection exhaustion rule can take effect only when connection exhaus
enabled in a protection group policy or default protectiolicp. Meanwhile, the
blocklist function must be enabled for the use of connection exhaustion rules

describes parameters for creating a connection exhaustion rule.

Table 542 Parameters for creating a conimatexhaustion rule

Parameter Description

Dst IP IP address of the server to be protected. You can type an IPv4 or IPv6 &
according to the actual network deployment.

Dst IP Prefix| Prefix length (for the IPv6 protocol) or netmask (fbe IPv4 protocol) of the IR

Length/Netmask address of the server to be protected.

Dst Port Server ports to be protected. The port number ranges from 0 to 65535.

Src IP Client IP address to be protected. You can type IPv4 or IPv6 addresses ac
to the actual netark deployment.
The value0.0.0.00r :: indicates that this rule matches packets with any sour
addresses.

Src IP Prefix| Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) of

Length/Netmask client IP address.

Concurrent Threshold of allowed concurrent connections from a source IP address.
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Parameter Description

Conrections threshold is exceeded, the system considers the source IP address abnor
adds it to the blocklist. The value ranges from 1 to 513. The ®dl8mdicates no
protedion.

New Connection| Period during which new connections from the source IP address to the dest
Statistical Cycle (IP address and port) are counted. The value ranges from 1 to 300 seconds.

New Connections Threshold of allowed new connections froansource IP address within tl
specified statistical cycle. If this threshold is exceeded, the system consids
source IP address abnormal and adds it to the blocklist. The value ranges fr
10000.

Setting the source IP address and netmagk0.0/0.0.0.0ndicates all source |If
addresses.

Description Presents description of the rule, with no more than 256 characters.

Time of Creation Time automatically generated by the system on the creation of the rule. It
be edited.

Step 3 Set parametend clickOK to save the settings.

—End

5.2.8.2Editing a Connection Exhaustion Rule

After configuring connection exhaustion rules, you can edit rule parameters by performing the
following steps:

Step 1 ChoosePolicy > Access Control > Connection Exhaustion Rules

Step 2 Click = in the Operation column to edit parameters of a rule.

Step 3 After editing parameters, clidRK to save settings and return to the connection exhaustion
rule list.

—End

5.2.8.3Deleting Connection Exhaustion Rules

You can delete one connection exhaustion ruladtiple rules in batches on the ADS device
by adopting either of the following methods. However, a rule being referenced in a group
protection policy cannot be deleted.

Method 1:ChoosePolicy > Access Control > Connection Exhaustion Rule€lick '*
in theOperation column of a rule and then cliéBK in the confirmation dialog box to
delete the rule.

Method 2:ChoosePolicy > Access Control > Connection Exhaustion Ruge Select
one or more connection exhaustion rules (or select the check box in the tatde toe
select all rules) to be deleted, clidleleteto the lower right of the rule list, and then
click OK in the confirmation dialog box to delete the selected rules.

5.2.9Regular Expression Rules

Regular expression rules are available for the ADS devicerttsol, via software, the traffic
passing through it. ADS can determine how to process (allow, drop, drop and add to blocklist,
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drop and disconnect, or limit the rate) packets matching such a rule based on signatures such
as the regular expression, offsg¢pth, and minimum payload length.

A maximum of 1024 regular expression rules can be configured. The system matches packets
passing through the device with regular expression rules in sequence and stops the match once
a matched rule is hit.

A regular expession rule can be added, edited, and deleted. This document describes only
how to add such a rule, as methods for editing and deleting a regular expression rule are the
same as those for access control rules.

To create a regular expression rule, perftrenfollowing steps:
Step 1 ChoosePolicy > Access Controb Regular Expression Rules
Initially, the rule list is empty.

Step 2 Click Add.

Figure 581 Creating a regular expression rule

Regular Expreszion Rules @

Add Regular Expression Rule

Item Value

I:I (“At least one expression should be typed.)

OR w

Expression

o s W M

Access Control Accept v

o —

Description

Time of Creation 2024-10-25 17:35.09
QK || Cancel

describes parameters for creatinggular expression rule.

Table 543 Parameters for creating a regular expression rule

Parameter Description
Name Unique name of the regular expression rule.
Expression Expressions for the rule. You can enter a maximum of five expressions an

selectOR or AND.

Access Control Specifies the action the ADS device takes for packets with specified signg
It has the following values:

Accept allows such packets to pass through.
Drop: drops such packets once they are detected.

Drop+blocklist: drops such packetsid adds their source IP addresses to
blocklist. Before selecting this option, you must enable the blocklist.
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Parameter

Description

details about the blocklist, see sectiof

Drop+disconnect drops such packets and disconnects the connectiq
their destination IP addresses.

Limit rate : indicates that the maximum number of packets matching this
that are allowed to pass through per second should not exceed thelth
specified here. Excess packetdll be dropped. The value range
1i 6000000 pps, witd000as the default value.

Offset

Payload offset, counted from the first byte in the payload field of a TCP pac

Depth

Specifies how deep the rule is matchéds expressed in bytes.

Min Payload Length

Length of the payload below which the packet is not matched with re
expression rules. This does not affect subsequent protection actions.

Description

Presents description of the rule, with no more thanckacters.

Time of Creation Time automatically generated by the system on the creation of the rule. It

be edited.

Step 3 Set parameters and cli€ to save the settings.

—End

5.2.10URL-ACL Protection Rules

A URL-ACL rule controls access to URLs of awsarand is usually used together with
connection exhaustion rules. This section covers the following topics:

5.2.10.1Creating a URL -ACL Protection Rule
To create a URIACL rule, perform the followig steps:
Step 1 ChoosePolicy > Access Control > UREACL Rules.
Initially, the rule list is empty.

Figure 582 List of URL-ACL rules

URL-ACL Rules @

URL {htm/htmlfjsp/php/asp, without DstIP Dst URL Protection Mode

domain name) Fort Description

move|  Benind[  |#4[ada|[ Delete

O D Domain Name Time of Creation | Operation

Step 2 Click Add.
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Figure 583 Creating a URIACL rule

URL-ACL Rules )
[Add URL-ACL Protection Rule

Iiem Value

Domain Name \:I

URL Protection Mode Drop+blocklist v

Description

Time 2024-10-25 17:52:17
OK || Cancel

describes parameters for creating a URCL rule.

Table 544 Parameters for creating a URACL rule

Parameter Description
Domain Name Domain name of a URL protection object. The symbol "." indicates that
rule is valid for all domain names.
URL Relative path of a URL protection object, that is, URL edilg the domain
name. The symbol "." indicates that this rule is valid for all URLs.
Dst IP IP address of the server. You can type an IPv4 or IPv6 address according
actual network deployment.
Dst Port TCP port of the server.
URL Protection Mode | Action to be taken on packets that match this rule. The value can be one
following:
Drop+blocklist: drops packets and adds the source addresses t
blocklist.

Trust: allows packets to pass.

Block proxy: blocks the proxy if it is possible to usestproxy to transfe
packets.

Limit rate by Src IP: limits the rate above which packets from the soy
IP address are forwarded.

Monitor+blocklist : counts the total number of HTTP requests of
source IP address matching this rule and adds this addrishilocklist if
the value specified witBingle Source IP Accesis exceeded.

Threshold Maximum rate above which packets are forwarded. The value ranges fro
10000, in pps. ADS will drop excess (depending on your choice) packets.

This parameter iqvailable only when URL Protection Mode is set to Liy
source IP speed.

Overall Specifies the threshold for the number of packets that hit this rule. |
specified value is exceeded, ADS checks whether traffic of each sou
address exceeds thelwa specified witfSingle Source IP Monitor. The value
ranges from 1 to 10000.

T

Single Source Specifies the threshold for the number of packets from a source IP addre
Monitor match this rule. If the specified value is exceeded during a stdtfsticad, the
percentage of packets matching the rule is calculated. The value ranges
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Parameter Description
to 10000.

Single Source IH Specifies the threshold for the percentage of packets from a source IP ¢
Access that match the rule during a statistical peridfl.the specified value ig
exceeded, the source IP address will be added to the blocklist.

Statistical Period Specifies the statistical period for calculating the percentage of packet
match the rule. The value ranges from 1 to 10 minutes.

Proxy Montoring If proxy monitoring is enabled, for packets that are sent via a proxy, thei
source IP addresses will be parsed for calculations.

Description Presents description of the rule, with no more than 256 characters.

Time Time automatically generateby the system on the creation of the rule

cannot be edited.

Step 3 Set parameters and cli€K to save the settings.

-—End

5.2.10.2Editing a URL -ACL Protection Rule

After configuring URL-ACL rules, you can edit rule parameters by performing the following
steps:

Step 1 ChoosePolicy > Access Control > UREACL Rules.
Step 2 Click = in theOperation column to edit parameters of the rule.
Step 3 After editing parameters, clidRK to save settings and return to the URCL rule list.

—End

5.2.10.3Deleting a URL -ACL Protection Rule

You can dette one UREACL rule or multiple rules in batches on the ADS device by
adopting either of the following methods. However, a rule being referenced in a group
protection policy cannot be deleted.

Method 1:ChoosePolicy > Access Control > UREACL Rules. Click '®/ in the
Operation column of a rule and then cli€®K in the confirmation dialog box to delete
the rule.

Method 2:ChoosedPolicy > Access Control > UREACL Rules. Select one or more
URL-ACL rules (or select the check box in the table header to selegteal) to be
deleted, clickDeleteto the lower right of the rule list, and then cli©oK in the
confirmation dialog box to delete selected rules.

5.2.10.4Changing the Priority of a URL -ACL Protection Rule

On theURL-ACL ProtectionRule page, you can change theler of rules. Rules are sorted
in the descending order of priority, that is, rule 0 has the highest priority to match packets.

Change the priority of the URACL rules in the following ways:

Use icons®' and *' to change the order of URACL rules.
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Type thelD of the target rule to be adjusted below the list, and then 4k

5.2.11DNS Keyword Checking

DNS keyword checking is a process by which ADS controls, via software, DNS traffic

flowing through the ADS device. In addition, ADS specifies the method (allap, ddd to
blocklist, add to allowlist, or limit the rate) of processing data packets flowing through the
device that match the DNS keyword checking rule based on source IP addresses and
specific DNS fields. DNS keyword checking blocks traffic from illegite users, but does

not indiscriminately block all packets from a source IP address. This reduces the possibility of
blocking legitimate IP addresses.

You can configure up to 1024 DNS keyword checking rules, which can take effect only after
being refereoed in a group protection policy. When a packet reaches ADS, the system
matches the packet against DNS keyword checking rules in sequence. Once the packet hits a
rule, the system takes the action specified in the rule and stops matching the packet against
other rules.

A DNS keyword checking rule can be added, edited, and deleted. This document describes
only how to add such a rule, as methods for editing and deleting DNS keyword checking rules
are the same as those for access control rules.

To create a DN&eyword checking rule, perform the following steps:
Step 1 ChoosePolicy > Access Controb DNS Keyword Checking

Initially, the rule list is empty.

Figure 584 List of DNS keyword checking rules

DNS Keyword Checking @

Q

Name
Description

Search

DNS Keyword Checking

Ll 3 1.’1Gato -

O Name SrcIP Prefix Length/Netmask Feature Field Action Description Time of Creation Operation

Delete | Add

Step 2 Click Add.
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Figure 585 Creating a DNS keyword checking rule

DNS Keyword Checking

Add DNS Keyword Checking Rule
Item

Name

SrcIP

Prefix Length/Netmask

Keyword Type

Keyword

Action

Description

Time

Value

255.255.255.255

®Query keyword _Response keyword
[Z) DN Transaction 1D
[ DNS Flags

[] DNS Query Name
[ DNS Query Type A v
[ DNS Query Class

Standard query v

Drop v

2024-10-25 17:37:34

OK | Cancel

describes parameters for creating a DNS keyword checking rule.

Table 545 Parameters of a DNS keyword checking rule

Parameter

Description

Name

Name of the DNS keyword checking rule, containiri@@ characters of letter
digits, and/ounderscores.

Src IP

Specifies the source IP address. Both IPv4 and IPv6 are supported. The.Qa&L@
or :: indicates all source IP addresses.

Prefix
Length/Netmask

Specifies the prefix length (for the IPv6 protocol) or netmask (for the IPv4 prpt
of the IP address.

Keyword Type

Specifies what kind of packets will be checked. Options incl@dery keyword
andResponse keyword

Keyword

Specifies the type of keywords to be checked. You can select one or more.

Action

Specifies the action to be &k against a packet that matches a DNS keyy
checking rule. It can be any of the following:

Accept indicates that a packet with the specified signature will be allg
through ADS and, after that, will not be checked against any pattern ma
rules.

Drop: indicates that ADS drops a packet with the specified signature.

Drop+blocklist: indicates that ADS drops a packet with the specified signg
and adds its source IP address to the blocklist. To select this option, yol
enable the blocklist funicn in advance. For details about this function,
section

Accept+allowlist: indicates that ADS allows a packet with the speci
signature to pas$itough and adds its IP address to the allowlist. To selec
option, you must enable the allowlist function in advance. For details abol
function, see section

Limit rate : indicates that the maximum number of packets matching this
that are allowed to pass through per second should not exceed the th
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Parameter Description

specified here. Excess packetdl be dropped. The value range i$6D00000
pps, with4000as the default value.

Description Presents description of the rule, with nomore than 256 characters.

Time of Creation | Time automatically generated by the system on the creation of the rule. It can
edited.

Step 3 Set parameters and cli€X to save he settings.
----End

5.2.12DNS Subdomain Allowlist

A DNS random subdomain attack, also known as pseaitom subdomain (PRSD) attack
or a water torture attack, floods the authoritative server with thousands of malicious DNS
requests. As a result, the authoitatserver becomes overloaded with requests and even
crashes. Rate limiting can effectively block such attack packets, but it also blocks normal
traffic. To ensure normal services, it is advisable to add trusted DNS subdomains to the
allowlist and allow rtated queries to pass through.

You can configure a global or grospecific DNS subdomain allowlist. The former has a
higher priority than the latter. This section describes how to configure a global DNS
subdomain allowlist.

5.2.12.1Enabling/Disabling the DNS Subd omain Allowlist Function

By default, the DNS subdomain allowlist function is disabled on the ADS device. You need to
enable this function before using it.

Enabling the DNS Subdomain Allowlist Function
To enable the DNS subdomain allowlist function, perfdrnfollowing steps:
Step 1 ChoosePolicy > Access Control> DNS Subdomain Allowlist
By default, the DNS subdomain allowlist function is disabled.
Step 2 Click Edit, selectYesfor Enable, and clickOK in the confirmation dialog box.
Step 3 Select a value folction for Unmatched DNS Requests

The action set here applies to all DNS requests that do not match the subdomain list. If the
subdomain list is empty, the global allowlist function of subdomains does not work. Leave
this parameter at its default settings and modiéjtér adding valid subdomain names. You
can select one of the following options:

Default: indicates that packets of DNS requests that do not match the subdomain list are
not handled here, but are submitted for subsequent checks.

Limit rate : limits the numier of packets of DNS requests that do not match the
subdomain list based on the specified threshold. Excessive packets will be dropped. The
value range isi24000000 pps, with 2000 as the default value.

Drop: directly drops packets of DNS requests thahdbmatch the subdomain list.

Step 4 Configure the autéearning parameters of the DNS subdomain allowlist.
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Table 546 Parameters of DNS subdomain allowlist aetrning

Parameter

Description

Enable

Controls whether to enable the algarning function of the subdoma
allowlist.

After the DNS subdomain allowlist and its aidéarning function are bot
enabled, the system can automatically learn and identify requests
normal DNS subdomains, and filters out requests from malig
subdomains. This improves protectionfeefiveness and reduces fal
positives.

Auto-learning Type

Packet type on which DNS subdomain algtarning will be based. Option
includeDNS queryandDNS response

DNS queryis applicable to diversion and-path modes.

- In diversion mode, ADS will aoimatically learn subdomain nam
from DNS queries over all interfaces.

- In in-path mode, ADS will automatically learn subdomain nai
only from DNS queries over the IN interface.

DNS responses applicable to the #path mode. In this mode, ADS wil
automaically learn subdomain names from DNS responses received
the OUT interface. For ADS in-ipath mode, the preferred option

is DNS response

S,

Note

If DNS responseés selectedAction for Unmatched DNS Requests
cannot be set tbrop.

Min Source IPs

This parareter is required wheBNS query is selected foAuto-learning
Type.

Minimum number of source IP addresses that request the same sub
names. The value range 5256, with3 as the default.

Statistical Period

This parameter is required wh&NS query is selected foAuto-learning
Type.
Period of time when the number of source IP addresses that request th

domain name is counted. The value range B600 seconds, witB0 as the
default.

When the number reaches the threshold specifiedMitthSource IPsin the
statistical period, the requested subdomain name is added to the allowli

Constra
ints

Max Domain
Levels

Maximum number of levels allowed for domain name. When the nu
reaches the threshold, the domain name will not be added to tivisdllo

The value range isi@6, withQ as the default. The val@eindicates no limit.

Uppercase
Restriction

Controls whether to allow the subdomain name to contain uppercase |
The valueYesindicates subdomain names containing uppercase letiiér
not be added to the allowlist.

Auto Allowlist Duration

Validity period of subdomain names in the allowlist. After this period,
subdomain names will be removed from the allowlist.

The value range isi@000000 minutes, with20 as the default. Thealue0
indicates permanently valid.

Step 5 Click OK to enable the DNS subdomain allowlist function.
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Figure 586 DNS subdomain allowlist

DNS Subdomain Allowlist

DNS Subdomain Allowlist

ltem

Enable

Primary Configuration ltems
ltem

Action for Unmatched DNS Requests.

Subdomain Allowlist Auto-Learning

item

Enable

Auto-learning Type

Min Source IPs

Statistical Period
Max Domain Levels
Uppercase Restriction

Conslraints

Auto Allowlist Duration

@

Value

Yes (The global allowlist of DNS subdomains has a higher priority than the group-specific allowlist of DNS subdomains. If both are enabled, only the global
allowlist takes efiect)

Value
Default

Value

Yes

DNS query
3

30

0

Yes

120

Edit || Subdomain List | Add || Search || Import || Export || Clear

—End

Disabling the DNS Subdomain Allowlist Function

If the DNS subdomain allowlist function is enabled, you can didk in the NS
Subdomain Allowlist area and then seledb for Enableto disable it.

5.2.12.2Adding Subdomains to the DNS Subdomain Allowlist

You can manually add a trusted subdomain to the DNS subdomain allowlist or import a
subdomain allowlist file.

Adding a Subdomain

On the page shown iR , click Add to type a domain name. The domain name is
caseinsensitive, and should meet the following requirements:
A domain name only consists of letters, digits, dots, hyphens,ranttierscores.

Each label of the domain name ranges from 1 to 63 characters, and the domain name
cannot exceed 128 characters.

The domain name should contain at least one label.
A label cannot start or end with a hyphen, nor have consecutive hyphens.

Impor ting a Subdomain Allowlist File

Step 1
Step 2

Step 3

Step 4

To import a subdomain allowlist file, perform the following steps:
On the page shown in , click Import .

(Optional) On the page that appears, chidkvnload Import Template and save it to a local
disk drive. Type allowed subdomains in the template.

At most 10,000 subdomain names can be imported, with each in a separate line.
Click Choose File select the allowlist file (.txt) and clicRpen.

The file name is then displag®n the page.

Click Upload.

After the allowlist file is imported, the system shows the import result.
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Figure 587 Import result

DNE Subdomain Allowlist @

Import Result
Item Value

Start Time 2024-10-28 10:24:06
End Time 2024-10-28 10:24.06
Progress I 100%
Total Entries

Successful Imporis

Failed Imports

Incorrectly Formatted Entries

SR )

Reiresh || Download || Back

Step 5 View the number of successful and failed imports orlrtiport Result page.
You can also perform the following operations:

Click Refreshto update import data in real time.
Click Downloadto save the import result file to a local disk drive.
Click Back to return to themport Subdomain Allowlist page.

\ In addition, you can clickiew Import Result on thelmport Subdomain Allowlist
Not: page 6 view import results
--—-End

5.2.12.3Managing the Subdomain Allowlist

After adding subdomain to the DNS subdomain allowlist, you can view, query, delete, export,
and clear it.

Viewing the subdomain allowlist

On the page shown in , click Subdomain Listto view allowed subdomains that
are manually added or imported. The system displays a maximum of 1000 manually allowed
subdomains.

Deleting the subdomain allowlist

On theAllowed Subdomain Listpage select me or more domain names and then
click Delete In the confirmation dialog box, clidRK.

Querying the subdomain allowlist

On the page shown in , click Search Type the domain name to query in the
textoox and clickOK to check whether the subdomain name is allowed. Only exact search is
supported.

If the domain name is manually allowlisted, thléow Type showsMANUAL . If the domain
name is automatically allowlisted, thdlow Type showsAUTOMATIC .
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Figure 588 Queryresult

DNS Subdomain Allowlist

Search Result

Item Value

Domain Name 123.www.test.com
Allowlisted Yes

Allow Type AUTOMATIC

Exporting the subdomain allowlist

On the page shown in , dick Export. On theExport Subdomain Allowlist page
that appears, configure export parameters, and Ok describes export
parameters.

Table 547 Parameters for exporting subdomain names

Parameter Description

Export Type Specifies the type of the subdomain allowlist for export, which car
Manual or Auto.

Export Method Specifies the xport method, which can be either of the following:
Quick: Only allowed domain names are included in the exported file

Detailed: Allowlist entry details, like the allowed domain names and
reason for their addition, are included in the exported file

Click B in theOperation row to save the exported DNS subdomain allowlist file to a
local disk drive.

Clearing the subdomain allowlist

By clearing the DNS subdomain allowlist, you can delete the trust status of all subdomains
included in the allowlist othe engine (memory). If a subdomain in this allowlist needs to be

re-trusted after the allowlist is cleared, you need to manually add it to the allowlist or import
an allowlist file.

On the page shown in , click Clear. On theClear Subdomain Allowlist page that
appears, select an allowlist type to be cleared, and@kck

Manual: the subdomain allowlist that is manually added or imported.

Auto: the subdomain allowlist that is generated by deiéonirg.

5.2.13Programmable Rules

A programmable rule is a uséefined protection rule that provides flexible protection
performance. By matching packets at the binary or bit level for any byte content,
programmable rules can meet the changing requirements inabk atid defense scenarios
and defend against complex attacks.
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ChoosePolicy > Access Control > Programmable Protection Rule€lick Add and

configure parameters:

describes parameters for creating agpammable rule.

A programmable rule, after being added, can be edited and deleted. However, the
programmable rule referenced by a protection group cannot be deleted.

You can configure up to 64 programable rules, which can take effect only after being
referenced in a group protection policy. For details about how to refence a programmable
rule in a group protection policy, see section

Table 548 Parameter of a programmable rule

Parameter

Description

Name

Name of the rule, which can contain 20 characters at most.

Programming
Expression

Expression of the rule, which can contain 200 characters at most. You c4q
the following character types:

Keywords,such as tcp, ip, udp.

Operational rules, including relational operators,(+= >, <, >=), logical
operators (and, or, not), arithmetic operators ¢+ *, /), and bitwise
operators (&, |)

Actions, including drop, accept, drop_black, accept_white,
accepttrust_low, and accept_trust_high

After you type a text, the system automatically displays associated char
for you to select. For example, the expressamtion.drop tcp.port==137
means that the packets to TCP port 137 will be dropped.

Click Verify to check whether the expressions typed are correct. The
verification result is shown below.

Click Help to view the supported character types and detailed filed
description.

Description

Descriptive information about the rule, which can contain 256 charaate
most.

Time of Creation

Time when the rule was created. It is automatically generated by the syst¢
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Diversion and Injection

This chapter provides detailed information about traffic diversion and injection.

Section

Description

Describes how to configure the system running mode and interfa
addresses.

Describes how to configure a diversion route.

Describes how to configure an injection rule.

Describes how to configure traffic diversion information.

Describes how to configure an advanced route.

Syslog Diversion Configuratior] Describes how to configure systbased traffic diversion.

UnderDiversion & Injection, you can configure routes as well as diversion and injection
rules for ADS in outof-path mode. These rules can be configured only when the current
running mode is Diversion.

A )

Note

When ADS is in ifapath mode, only theGeneral Settings menu is available
under Diversion & Injection, while Diversion Routes Traffic Injecti on,
Traffic Diversion, Advanced Route SettingandSyslog Diversionare unavailable.

6.1 General Settings

This section covers the following topics:

Incoming/Outgoing Configurain
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6.1.1Running Mode

To configure the running mode on AD&rform the following steps:

Step 1 ChooseDiversion & Injection > General Settings > Running Mode

Figure 61 Running mode of the ADS device (diversion mode)

Running Mode @
Mode Settings
Ttem Value
Running Mode Diversion
Port Mode Default
Accept Probe Motification Mo
Probe IP Address
Diversion Deletion Latency 5 minutes
Edit
Step 2 Click Edit.
Figure 62 Editing the running mode (diversion mode)
Running Mode [%)
Edit
Item Value
Running Mede Diversion v
Port Mode Default v
Accept Probe Notification No +
Probe IP Address
Diversion Deletion Latency 5
OK || Cancel

describes parameters on this page.

Table 61 Parameters for setting the running mode

Parameter Description

Running Mode Current running mode of the ADS device. It has the following options:

In-path: indicates that a single ADS detection device is deployed-jratn
mode.

Diversion: indicates that an NSFOCUS detection device and multiple
devices are deployed in eat-path mode.

Note

ADS NX5-10000 does not support thepath running mode.

The running mode is determined by the system license. To chan
running mode, please contact NSFOCUS technical support for a

license.
Port Mode Mode of the current port. Onlyefault is available for ADS devices.
Accept Probe| Controls whether to receive notifications from ADS when an attack eve
Notification detected The valueYesindicates that the NSFOCUS detection device instr
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Parameter

Description

the current ADS device to handle attacks that are detected.

S,

Note

This parameter is required only whBanning Mode is set toDiversion.

Probe IP Address

IP address of an NSFOCUS NTA or AD& that coordinates with the AD
device. You can type one or more IP addresses separated by spaces.

S,
Note

This parameter is required only whRanning Mode is set toDiversion.

Diversion
Latency

Deletion

After receiving a diversion deletion notification, AR8letes the diversion aftg
an automatic delay. The value should be in the rangeldf@® minutes.

If ADS receives a diversion deletion notification, and then receives a dive
setup notification before Diversion Deletion Latency expires, ADS
automatially ignores the diversion deletion notification and continues to d
traffic.

Step 3 Set parameters and cli€ to save the settings.

—End

6.1.2Port Channel Configuration

ThePort Channel module allows you to manually or dynamically aggregate several
interfeces into a port channel and view the port channel status.

6.1.2.1Configuring a Port Channel

Port channel configuration allows you to configure ports for data exchange between ADS and

other products. You can use any combinations of available ports on the catieat @he

MAC address of the port channel is that of the interface with the smallest ID. For example,

after G1/1 and G1/2 interfaces of ADS NXB20E are combined into a port channel, the
MAC address of the port channel is that of the G1/1 interface.

A Y

Note

The number of ports varies with ADS series, but the procedure for configurin
port channel is the same. This section uses ADS -BOZDE as an example t
describe how to configure the port channel.

ChooseDiversion & Injection > General Settings > PortChannels > Port Channeldo
open the port channel configuration page. Sge
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Figure 63 Port Channel page

Port Channels | Port Channel Status 7]
Port Channel Members

Interface ID Priority Mode Operation

G3/1 32768 Active &

G3/2 32768 Active 4

G3/3 32768 Active &

G3/4 32768 Active 4

F4/1 32768 Active &

F4/2 32768 Active 4

F4/3 32768 Active &

F4/4 32768 Active 4
Port Channels

Port Channel [D Physical Port Aggregation Mode Operation

Add

Editing a Port Channel Member

In thePort Channel Membersarea shown ifi
Member page appears, as showrtin

, click —I'?. TheEdit Port Channel

Figure 64 Edit Port Channel Member page

Edit Port Channel Member

Ttem
Interface
Priority

Mode

Value
G3/1
32768 (1-65535)

Active v

OK || Cancel

describes parameterg fediting a port channel member.

Table 62 Parameters for editing a port channel member

Parameter Description

Interface Serial number of the port, which cannot be changed.

Priority Specifies the priority level of the interface. The parameter is effective onl
dynamic aggregation, in which interfaces are selected based on their priori
smaller value indicates a higher priority. If two interfaces have the same pr
the selection is based on their IDs, which are sorted by the sequence nur
ascendig order. A smaller ID indicates a higher priority.

Mode Specifies the LACP working mode of the interface, which can be Activ
Passive.

Passive The interface does not send, but only receives Link Aggregatio
Control Protocol Data Unit (LACPDUSs) fromdtpeer;
Active: The interface sends and receives LACPDUSs.
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Parameter Description

The parameter is effective only for dynamic aggregation.

Adding a Port Channel Interface

Currently, a port can only be included in one port channel.

To the lower right of the port channel list shoin
Channel page appears, as showrtin

, click Add. TheAdd Port

Figure 65 Creating a port channel for the ADS device

Add Port Channel
Item
Port Channel ID

Physical Port

Agaregation Mode

Value
(0-95)

G3{1 (This port has been included in
G3{2 (This port ha

another port channel and so cannot be added.)
an ort channel and so cannot be added.)

G3/3 (This port, which is configured as an injection interface, cannot be added.)
[CG3/4

Manual

OK || Cancel

describes parameters for creating a port channel.

Table 63 Parameters for creating a port channel

Parameter

Description

Port Channel ID

ID of the port channel. The value is an integer ranging from 0 to 95.

Physical Port

Available physical prts on the current ADS device.

S,

Note

A port channel can have one or several ports, but each port ¢
included in only one port channel.

A port configured with an IP address and configured as an inje
interface cannot be added to a port channel.

Aggregation Mode

Specifies how member interfaces of the current port channel aggregate,
can be Manual or Dynamic.

Manual: The port channel does not run any protocol and its men
remain unchanged;

Dynamic: The aggregation and selection of the port chbhmrmembers
totally depend on the LACP protocol.

Editing a Port Channel

On the port channel list in
channel.

, click = in theOperation column to edit a port
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Deleting a Port Channel

On the port channdikt in , click '®/ in theOperation column to delete a port
channel.
\ A port channel configured with an IP address and injection interface cann
3 deleted
Note '

6.1.2.2Port Channel Status

This page shows thatatistics about LACP packets sent and received through port channels (0

is displayed for a port channel in manual aggregation mode) and the member aggregation
status.

ChooseDiversion & Injection > General Settings > Port Channels > Port Channel Status
to open the port channel status page.fSge

Figure 66 Port Channel Status page

Port Channel | For Chamnal Status @
LACP Packt Statistics

Port Channel ID Value
0

Fortlas  Fortdo  Fart¥obutend LacpbiSent Lasphubieor MarkerbdoSent Markarbdieov
TN 0 o ] 0 o ]

Fortlme Fortfe Portobxtend LacpdSent Lacpdufieo MarkerPhSent BarkerPdafioy
LY 1 1 4 o [ o

wnt Lacpdufier MarkerPéSent MakerPdufiecy
o o

FortMas Fortfe  FortNobutend LacpdsSent Laspdubieer MarkerPdSent MarkerPdifecy

Member Port Aggregation Status
Port Channel 1D
0

6.1.3GRE Tunnel Configuration

GRE tunnel accomplishes data communication between two private networks. When one
intranet is reachable f@nother via a route, the GRE tunnel encapsulates intranet packets
(directed towards an intranet IP address in the other network) in IP packets on routes by
default and sends them. On arriving at the peer IP address, the packets will be automatically
decgsulated and then forwarded to the destination IP address in the intranet.

Creating a GRE Tunnel

Step 1 To the lower right of the GRE tunnel list, cligkid.
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Figure 67 Creating a GRE tunnel

GRE Tunnels 2]
Add GRE Tunnel

Item Value

GRE Tunnel ID

GRE Tunnel IP

Local IP 12.19.1.254 =

Remote IP

OK || Cancel

Step 2 On theAdd GRE Tunnel page, configure parameters.

describes parameters for creating a GRE tunnel.

Table 64 Parameters for creating a GRE tunnel

Parameter Description

GRE Tunnel ID GRE tunnel ID. The value is an integer ranging from 1 to 1023.

GRE Tunnel IP IP address of the GRE tunnelet@rally, it is an internal IPv4 or IPv6 address.

Local IP Source IP address of the GRE tunnel. This parameter can be set to an IPv4
address.

Remote IP Destination IP address of the GRE tunnel. This parameter can be set to an

IPv6 address

Step 3 Click OK to save the settings.
----End

Modifying a GRE Tunnel

On the GRE tunnel list, click¥ in theOperation column to edit GRE tunnel configuration.
The configuration of GRE tunnels in use cannot be edited.

Deleting a GRE Tunnel

On the GRE tunneldt, click '*' in the Operation column to delete a GRE tunnel. GRE
tunnels in use cannot be deleted.

6.1.4IP Address Configuration

For ADS running in diversion mode, you can configure the IP addresses and loopback
addresses for two interfaces that are used by &Dthe page shown in
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Figure 68 IP address list in diversion mode

IP Addresses

@
Interface IP List
IP Address Prefix Length/Metmask Interface VLAN ID Web Access SSH Login Operation
12.19.1.254 255.255.255.0 Va1 1 No No EES
12:19:1::254 64 Va1 1 No No e
Add
Loopback Address
D IP Address Prefix Length/Netmask ‘Operation
Add
\ The number of interfaces varies with ADS series, but the procedure for confic
4 interfacelP addresses is the same. This section usesNXBSI020E as an exampl
Note to describe how to configure IP addresses.

Adding an IP Address

To the lower right of the interface IP list, click Add to add an IP addresAddhé¢P page
appears, as shown fit

Figure 69 Adding an IP address

IP Addresses (2]
Add IP
Ttem Value
IP Address
Prefix Length/Netmask 255.255.255.0
Interface V41~
WLAN ID
Web Access O
SSH Login O
OK || Cancel
describes parameters of an interface.
Table 65 Interface parameters
Parameter Description
IP Address IP address of a specified interface on the ADS device. You can type af

or IPv6 address according to the actual network deployment.

The IPv4 address cannot be in the same /24 subnet as IP addresses
interfaces. The IPv6 address based on an IPv4 address is not recomme

S,

Note

An interface can have multiple IP addresses.

Prefix Length/Netmask Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
specified port.
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Parameter Description

Interface Available ports on the current ADS device.

VLAN ID ID of the VLAN that is connected to the interface.
Web Access Controls wheter the interface allows access via web.
SSH Login Controls whether the interface allows access via SSH.

Deleting an IP Address

On the page shown in , click '®! in theOperation column to delete an I&ddress.
IP addresses being used cannot be deleted.

Adding a Loopback Address

Click Add to the lower right of the loopback address list to add a loopback addregsdd he
Loopback Addresspage appears, as showrHin

Figure 610 Adding a loopback address

IF Addresses (2]
Add Loopback Address

Item value

ID

IP Address
Prefix Length/Netmask 255.255.255.0

OK || Cancel

describes parameters of a loopback address.

Table 66 Parameters of a loopback address

Parameter Description
ID Loopback address ID. The value is an integer ranfgorg O to 128.
IP Address IP address of a loopback route to be added. You can type an IPv4 o

address according to the actual network deployment.

Prefix Length/Netmask | Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
IP address.

Deleting a Loopback Address

On the page shown in , click ' in theOperation column to delete a loopback
address. Loopback addresses in use cannot be deleted.
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6.1.5Incoming/Outgoing Configurati on

This section describes how to configure a pair of incoming and outgoing interfaces for
connecting to an external bypass switch.

\ The incoming/outgoing configuration is available only when ADS is deploye
NO!: in-path mode.

You can add, edit, and detethcoming/outgoing interface pairs. For how to add a pair of
incoming/outgoing interfaces, perform the following steps:

Step 1 ChooseDiversion & Injection > General Settings > Incoming/Outgoing Setting

Figure 611 Incoming/Outgoing Setting page

Incoming/QOutgoing Setting Q)
Channel ID Incoming Interface 1D Outgoing Interface ID Operation
Channelo Ti/1 Ti/2 & =

Add

Step 2 Click Add.

Figure 612 Adding a paiof incoming/outgoing interfaces

Incoming/COutgoing Setting @

Add incoming/outgoing interface setting

Itemn Value
Incoming Interface ID w
Outgoing Interface ID w

OK || Cancel

Step 3 Specifylncoming Interface ID andOutgoing Interface ID.
Step 4 Click OK to complete the configuration.
----End

6.2 Diversion Route

The ADS device needs a dynamic routing protocol for diversion. To enable the dynamic
routing protool, you need to configure route parameters.
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6.2.1BGP Route

ChooseDiversion & Injection > Diversion Routes > BGP RoutesAs shown in
only BGP routes are displayed on thleral Route page.

Figure 613 Local route pameters

Local Route

[}
Route Daemon
Name Parameter Neighbor Type Operation
BGP_v4 BGPV4 /Bind IP 12.19.1.254 /Local AS 65530 /Local Port 179 /Router ID + Diversion | [& (x Cq"_'l
12.19.1.254 {Metric 100 /Community 600:650
BGP_v6 BGPV4 /Bind IP 12:19:1::254 fLocal AS 65530 /Local Port 179 /Router ID * Diversion [ (30 ()
127.0.0.1 /Metric 100 /Community 600:650
Add
Creating a BGP Route
On the page shown in , click Add to the lower right of the route daemon list to
configure local BGP parameters. Seg
Figure 614 Creating a BGP route
BGP Local Parameter Setting @
Item Value
Name
Type Diversion
Local AS
Local Port 179
Keepalive 60
Holdtime 180
Metric 100
Bind IP v
Router ID 127.0.0.1
Management Port (3000-4000)
No-advertise @vesOno
MNo-export @vesCNo
Community 600:650
0K Cancel
describes parameters for creating a BGP route.
Table 67 Parameters for creating a BGP route
Parameter Description
Name Route daemon name.
Local AS Autonomous system (AS) numbefradBGP route daemon.
S,
Note

You are advised to use the AS with number over 65000 and not to
private domain that is already used by other countries.

Local Port BGP port of the route daemon. Generally, the defaultixgts used.

Bind IP Local IP addrss of the route daemon.
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Parameter Description
You can type an IPv4 or IPv6 address according to the actual ne
deployment.

Router ID Router ID included in the BGP route.

Management Porl Management port of the route daemon. The port number ranges from 3

(3000 4000) 4000.

Community Community of the BGP route. The default valué(®:650

\ Other parameters includingeepalive, Holdtime, Metric, No-advertise and

Note No-export are directly taken from the BGPv4 protocol.

Editing a BGP Route

On the route daemon list shio in , click = in theOperation column to edit a
route.
\ Modifying BGP settings during the running of the HA function may cause tr.
Note switchover, and is not recommended.

Deleting a BGP Route

Onthe route daemon list shownFhm , click '®/ in theOperation column to delete a
route.

Viewing the Route Status
On the route daemon list shownFi , click & in theOperation column to view

status of the route.

Adding a BGP Neighbor

A BGP route is the only route that has neighbors. On the route daemon list stiowm én
, click '*) in theNeighbor colurm to add a BGP neighbor. Seie
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Figure 615 Adding a BGP neighbor

BGP Neighbor Parameter Sefting @

Neighbor Name Meighbor IP Lecal Daemen Remote AS Remote Port Passive Mode Auth BGP Multihop Last-Hop IP
BGP_v4 179 Oves @no

OK || Cancel

S,

Not After a neighbor is added, clic@ to check whether it is connected.
ote

describes paranets of a BGP neighbor.

Table 68 Parameters for creating a BGP neighbor

Parameter Description

Neighbor Name BGP neighbor name.

Neighbor IP IP address of the BGP neighbor. Both IPv4 and IPv6 addresses are allowe

Remote AS Autonomous system of the BGP neighbor.

Remote Port Remote port of the BGP neighbor. The default port numkErds

Passive Mode Controls whether to enable the passive mode for the BGP neighbor.

Auth Authentication password. This parameter is required only when you encry|
BGP neighbor.

eBGP Multihop Maximum number of hops allowed by the External Border Gateway Pro
(eBGP).

LastHop IP IP address of the router directly connecting to the ADS device. Both IPv

IPv6 addresses are allowed.

Hiding or Displaying a BGP Neighbor

All neighbors are displayed in the list by default. You can c=kto hide neighbors of a
route or click # to display all of them.

Other Operations on a BGP Neighbor

After all BGP neighbors are displayed, you can cl-3k to modify information of a neighbor,
click X! to delete a neighbor, clic® to check whether a neighbor can be pinged, or click
& to view the connection status of a neighbor.

\ After you click ‘3 if the link works properly, the ping output displays the statu:
Note only the first five packets.
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6.2.21P Route Assignment

IP routes enable the current ADS device to receive notifications (configured together with
diversion filtering rules) from an NSFOCUS's aboS detection device and to
decide which route daemon sends notifications.F&ge

Figure 616 IP route assignment

IF Route Azsignment %)
IP Route Assignment (only for receiving notifications from probe)
Protected IP Prefix Length/Metmask Assigned Route Daemon Operation

Add

Creating an IP Route

On the page shown in , click Add to the lower right of the IP Route Assignment
list. On theAdd IP Route Assignmentpage, configure parameters and then dliék

Figure 617 Creating an IP route

IP Route Assignment @
Add IP Route Assignment

Item Value

IP Address

Prefix Length/Netmask 255.255.255.255

Route Daemon [BGP_v4
[|BGP_v6

OK || Cancel

describes parameters for creating an IP route.

Table 69 Parameters for creating an IP route

Parameter

Description

IP Address

IP address tavhich a route is assigned. You can type an IPv4 or IPv6 ad
according to the actual network deployment.

Prefix Length/Netmask

Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
IP address.

Route Daemon

Route daemon thaerds a routing notification.

Editing an IP Route

On the IP route assignment list showri-ip

edit an IP route.

, click = in theOperation column to

Copyright© NSFOCUS

195 V4.5R90F06




T o ¥

P

‘NSFOCUS

Deleting an IP Route

NSFOCUS ADSUser Guide

On the IP route assignment Igtown in , click ‘' in theOperation column to
delete an IP route.

A Y

Note

For how to configure diversion filtering rules, see secfigh

6.3 Traffic Injection

This section covers the following topics:

6.3.1Injection Interfaces

A Y

Note

The number of interfaces varies with ADS series, but the procedure for confic
injection interfaces is the same. This section uses ADS-#8DZBDE as an example t
describe how to configure injection infizces.

To configure an injection interface, you need to configure parameters about the injection
interface, including interface IP address and netmask, VLAN ID, and physical port of the
interface. The injection interface determines the physical poppacket encapsulation
format for traffic reinjection.

This section covers the following topics:

6.3.1.1Adding an Injection Interface

To add an injection interface, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Injection > Injection Interfaces .
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Figure 618 Injection interface list

Injection Interfaces %)
Interface IP IP Prefix Length/Netmask VLAN ID Physical Port Description Operation
59.74.2.254 255.255.255.0 0 G4/3 &
59:74:2::254 64 0 G4/3 |2
80:91:77:1 64 77 G4/5 g
80.91.77.1 255.255.255.0 77 G4/5 B &
83.16.55.254 255.255.255.0 0 PartChannel 1 B ®

Add || Delete
Step 2 Click Add to open the page for adding an injection interface.

Figure 619 Adding an injection interface

Add Injection Interface

Ttem Value

Interface IP

Prefix Length/Netmask 955.,255.255.0

VLAN ID

Physical Port Cvain

[ v4f2
Description
A
QK || Cancel

describes parameters of an injection interface.

Table 610 Parameters of an injection interface

Parameter

Description

Interface IP

IP address of the injection interface. You can type an IPv4 or IPv6 ag
according to the actual network deployment.

If Interface IP is set to an IPv4 address, it can be either a network a
in the format of ***.0/24 or a broadcast addrassthe format of
** *255/24.

If Interface IP is set to an IPv6 address, the IPv6 prefix length ran
48/ 128 bits.

Prefix Length/Netmask

Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
interface IP address.

VLAN ID

VLAN ID of the injection interface. The value is an integer ranging from
4094.

Physical Port

Physical port of the injection interface. You can select multiple phy
ports.

Description

Brief information about the injection interface, which is lekant 256
characters.
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IP address configured on the injection interface is a source IP address of th
query packets, which is mainly used by the ADS device to learn thehapX¥AC
address. Other devices cannot communicate with this IP address.

\‘ - WhenVLAN ID is not 0, all packets will be encapsulated with the IEEE 802
Note protocol and then be forwarded.

When VLAN ID is O, all packets will be encapsulated with a common Ethe
protocol. If the injection interface has several physical ports, traffiorisarded
in load balancing mode on these interfaces.

Step 3 Set parameters and cli€K to save the settings.

-—End

6.3.1.2Editing an Injection Interface

After configuring injection interfaces, you can edit interface parameters by performing the
following steps:

Step 1 Onthe injection interface list shown i , click = in theOperation column of an
interface to edit interface parameters.

Step 2 After editing interface parameters, cliCiK to save the settings and return te thjection
interface list.

-—End

6.3.1.3Deleting Injection Interfaces
You can delete one injection interface or multiple interfaces in batches on ADS devices.

Method 1: On the injection interface list showrin , click '*! in the
Operation column of an interface and then clicK in the confirmation dialog box to
delete an injection interface.

Method 2: Select one or more injection interfaces (or select the check box in the table
header to select all injectidnterfaces) to be deleted, clibleleteto the lower right of

the interface list, and then cli€dK in the confirmation dialog box to delete the selected
interfaces.

6.3.2Injection Routes

ADS supports multiple injection routes. If multiple routes have thegaiarity, ADS injects

traffic along all the routes and checks the connectivity of all the routes. Once a route fails,
ADS automatically invalidates the route and injects traffic along the other routes subsequently.
If multiple injection routes have diffent priorities, ADS injects traffic along the route with

the highest priority, and uses the other routes as standby routes. In this case, ADS checks the
connectivity of all the routes. If the route with the highest priority fails, ADS considers it as

an nvalid one and injects traffic along the route with the highest priority among the standby
routes. This primargecondary mechanism among routes achieves high availability.

This section covers the following topics:
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. Viewing Link Connectivity of Injection Routes
Viewing Injection Routes
Learning MAC Address
Enabling and Disabling Injection Routes
Resetting Link Switch Count
Editing Injection Routes
Deleting Injection Routes
Editing Advanced Configurations
Searching for Injection Routes

6.3.2.1Creating an Injection Route

To create an injection route, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Injection > Injection Routes to open the Injection
Routes page, as shown gure 620.

Figure 620 Injection routes

Tnjection Routes [%])
Q, Conditien
Protected IP Next-Hop IP
Loopback IP MPLS Learning Mode | ) v
MPLS Label VPN Leaming Mode | 4 -
Rule Status All v VPN Label
Description
Search
. » 1/1 Entries per page | 10 ~ ,Go o -
(m} Protected  Prefix Next-Hop  MPLS  MPLS Loopback VPN VPN Learning GRE GRE Tunnel Rule Link Link Switch Description Operation
i Length/Netmask | IP Label  Learning Label | Mode Tunnel ID Leaming Mode | Status  Connectivity | Count
Mode
] 0000 |0.0.00 121911 0 Tnvalid 0.0.0.0 |0 Tnvalid 0 Tnvalid Enable A (primary) |0 2 @@
e
O 3 0 12:19:1:1 | 0 Invalid = [] Tnvalid [] Invalid Enable | A(primary) |0 & & @
ne
Enable || Dizable || Delete || View || Add || Add Multiple || Advanced Config

Step 2 Click Add.
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Figure 621 Creating an injection route

Add Injection Route
Item Value
Protected IP

Prefix Length/Netmask 255.255.255.255

Next-Hop IP 0.0.0.0

MPLS Label

MPLS Learning Mode Invalid v
Loopback 0.0.0.0

VPN Label

VPN Learning Mode Invalid hd

GRE Tunnel ID 0 Select: v
GRE Tunnel Learning Mode invalid v

Rule Status Enable v

Priority Primary

Gateway of IP to Check

Description

OK || Cancel

describes parameters for creating an injection route.

Table 611 Parameers for creating an injection route

Parameter Description

Protected IP IP address or IPv4 segment of a protected host. You can type an IPv4 ¢
address according to the actual network deployment.

N,
Note

Currently, you can add an injection route for IP raddes in the /16 @
/24 subnet, but not for those in the /4 subnet.

Prefix Length/Netmask | Prefix length (for the IPv6 protocol) or netmask (for the IPv4 protocol) o
IP address to be protected.

The netmask of an IPv4 address must range from 255.255d
255.255.255.255. The prefix length of an IPv6 address must be in the
of 0 to 128.

Next-Hop IP Nexthop IP address of the traffic destined for the protected IP address
segment). The neftop IP address is often bundled with the inject
interface of the ADS device.

You can type an IPv4 or IPv6 address according to the actual ne
deployment.

MPLS Label MPLS label of the packet forwarded by the injection route. Leave it a
default valued if no MPLS label is configured.

MPLS Leaning Mode Specifies how to learn MPLS labels. It has the following values:

Manual setting: indicates that you need to specify the MPLS Ig
manually.

Auto-learning: indicates that the ADS device automatically lea
MPLS labels.

Invalid : indicates that nMPLS label is configured.
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Parameter Description

Loopback Specifies the loopback IP address of the border router in the network
the protected server resides.

VPN Label VPN label. Leave it at the default valQéf no VPN label is configured.

VPN Learning Mode

Specifieshow to learn the VNP label. It has the following values:

Manual setting: indicates that you need to specify the VPN la
manually.

Auto-learning: indicates that the ADS device automatically learns
labels In this mode, the loopback interface uses leaddress of th

MP-BGP neighbor by default.
Invalid : indicates that no VPN label is configured.

6PE: indicates that the injection route uses the 6PE mode. In this 1|
the loopback interface uses the IP address of theBRP neighbor by
default.

GRE Tunnel ID

ID of a GRE tunnel. Leave it at the default valigf no GRE tunnel is
configured.

GRE Tunnel Learning

Specifies how to learn the GRE tunnel label. It has the following values:

Mode Auto-learning: indicates that the ADS system automaticallyieaCRE
tunnel labels. In this cas&nable Injection MPLS Label Learning
must be set t&¥esin Running Mode.

Manual setting: indicates that a GRE tunnel label needs to be config
manually.
Invalid: indicates that no GRE tunnel label is configured.

Rule Status Controls whether to query the injection status. It has the following value
Enable: indicates that the system queries the injection rule W
forwarding packets.

Disable indicates that the system does not query the injection rule
forwardingpackets.

Priority Route priority. The default value Brimary .

Primary : indicates a higher priority.
Secondary indicates a lower priority.
IP to Check IP address to be pinged when the connectivity of the current route is ch

The default value i6.0.0.Q indicating that the nestiop IP address is used
the IP to check.

Gateway of IP to Check

The gateway of the IP address to be pinged when the connectivity
current route is checked. The default value0i8.0.Q indicating that ng
correspoding static route is configured.

If IP to CheckandGateway of IP to Checkare set to other values than t
default ones, the system automatically adds a static roufe to Check
and with the next hop @ateway of IP to Check

Description

Brief information about the route, which is less than 256 characters.
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When Next-Hop IP is set t00.0.0.0,the ADS device performs layer 2 forwardin

\ Assume that the protected IP address is 192.168.1.0, the netmask is 255.25!
4 and the nexhop IP address i6.0.0.0. Then the nektop IP address of the traffi
Note destined for 192.168.1.1 is 192.168.1.1, and that of 192.168.1.2 is 192.168.1.

rest may be deduced by analogy.

Step 3 Set parameters and cli€K to save the settings.

-—End

6.3.2.2Creating Injection Routes in Batches

You can create injection routes in batches on the ADS system by performing the following
steps:

Step 1 Click Add Multiple to the lower right of the injection route list.

Figure 622 Creating injection routes in batches

Injection Routes @
Injection Routes

Format Description:

Sequence of parameters (separated by space, each rule in a separate line)

[Diversion IP] [netmask (255.255.255.255)] [Next-hop IP] [Status (1: Enable 2: Disable)] [MPLS label (default: 0)] [VPN label (default: 0)] [Loopback IP (default: 0.0.0.0)] [MPLS learning mode] [VPN
learning mode] [GRE tunnel mode] [GRE tunnel ID (default: 0)] [Priority (default: 0)] [IP to check (default: 0.0.0.0)] [Gateway of IP to check (default: 0.0.0.0}] [Description (optional)]

Learning Mode: 1 Auto-learning, 2 Manual Setting, 3 Invalidation, 4 6PE

Example:

123.123.4.4 255.255.255.255 5.5.5.51 00 0.0.0.0 3 3 3 0.0 0.0.0.0 0.0.0.0 description

OK || Cancel

Step 2 Type multiple injection routes as prompted
Pay attention to the following format specifications:

An injection route is typed in the following format:[Diversion IP] [netmask
(255.255.255.255)] [Nextop IP] [Status (1: Enable 2: Disable)] [MPLS label (default:
0)] [VPN label (default: 0)] [LoopbacIP (default: 0.0.0.0)] [MPLS learning mode]

[VPN learning mode] [GRE tunnel mode] [GRE tunnel ID (default: 0)] [Priority (default:

0)] [IP to check (default: 0.0.0.0)] [Gateway of IP to check (default: 0.0.0.0)]
[Description (optional)].

For the learnig mode, the valug indicates autdearning, the valu@ indicates manual
setting, the valu8 indicates invalid, and the valdandicates 6PE.

An injection route example is as followi23.123.4.4 255.255.255.2555.5.5.5100
0.0.0.033300.0.0.0

Paameters of each injection route are separated by spaces.
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Each line can contain only one injection route.
Step 3 After the parameter configuration is complete, cliK to save the settings.
----End

6.3.2.3Viewing Rule Status of Injection Routes

After routes are configed and applied, you can view rule status of the routes Rutee
Statuscolumn in . The rule status could be one of the following:
Enable: The rule is manually enabled, and the link is connectedtochecked.

Enable (Block): The rule is enabled, but cannot be used because the link is disconnected
for the injection route.

Disable (Block) The rule is disabled by the system because the injection link is
disconnected and the number of link switcheseexs the specified number.

Disable The rule is manually disabled.

6.3.2.4Viewing Link Connectivity of Injection Routes

After routes are configured and applied, you can view link connectivity of the routes in the
Link Connectivity column in . The link connectivity could be one of the
following:

+ : The link of this injection route functions properly. That is, ADS can successfully
ping thelP to Checkof the injection route.

€: The link of this injection routés faulty. That is, ADS fails to ping tH® to Check of
the injection route. In this case, traffic cannot be injected along this route.

4k The link of this injection route is in unstable status. ADS does not check this
injection route.

©: The link of th injection route is in unstable status. ADS is checking this injection
route.

6.3.2.5Viewing Injection Routes

After injection routes are configured and applied, you can view information about such routes
and MPLS labels learned by the device. The detailed puoeésias follows:

Step 1 Click View to the lower right of the injection route list to view current injection routes and
learned labels.

Figure 623 Viewing injection routes and learned labels

Injection Route Leaming

Current Injection Route

0.0.0.0/0.0.0.0 via 12.19.1.1 tunnelid 0

0000:0000:0000:0000:0000:0000:0000:0000/0 viz 0012:0019:0001:0000:0000:0000:0000:0001 tunnelid 0

Label Leaming

Cancel

Current Injection Route lists current injection routes that are taking effecthe device
engine.
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Label Learning lists MPLS labels learned by the device. An MPLS label is a local short
identifier with a fixed length. It is used to identify the Forwarding Equivalence Class
(FEC) to which a group belongs.

Injection routes suppoeéncapsulation of two layers of labels.
Upper labelsMPLS labels that are learned via the MPLS protocol. To en

MPLS label learning support on the device, you need to first enable
\‘ Label Distribution Protocol (LDP), then configure an MPLS label &redMPLS
Note learning mode for injection routes, and enable injection route label learning.

Lower labels:6PE labels or VPN labels that are learned viaB&P. To enable
support of 6PE or VPN labels on the device, you need to first configurBGHP
and then cadiigure the VPN label and VPN learning mode for injection routes.

Step 2 After viewing injection routes, clickCancelto return to the injection route list.

----End
6.3.2.6Learning MAC Address

The MAC address autiearning function allows the ADS device to learn the ®1&ddresses

of the protected IP addresses by sending ARP broadcast messages. The mapping between the
protected IP addresses and the MAC addresses learned by the ADS device is displayed in the
MAC address table. For the mapping details, see settion f

To view MAC addresses learned by the ADS device, e on the right of an injection
route, as shown iR

If the ADS device takes a long time to learn the MAC address of a protectec

\ address, you are advised to manually bind the protected IP address and th
4 address.
Note - If the prefix length of the IPv6 address is not 128 bits and the nexishagt a

specific IP address, MAC learning will be unavailable.

6.3.2.7Enabling and Disabling Injection Routes

On the ADS device, only enabled injection routes are valid, while disabled ones are invalid.
The operations of enabling and disabling injection mree you from redundant deletions
and additions. If some injection routes are not required currently, disable them.

You can enable or disable a single injection route or more routes in batches.

Enabling Injection Routes

Method 1: On the injection routist as shown it , click ‘¥ in the

Operation column of a disabled route to enable it. Then, the status icon of this route
turns to ‘&

Method 2: On the injection route list shownHn , Select one or more injection

routes (or select the check box in the table header to select all injection routes) to be
deleted, clickEnableto the lower right of the route list, and cli€kK in the
confirmation dialogoox to enable the selected routes.
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Disabling Injection Routes

Method 1: On the injection route list shownHn , click ') in theOperation
column of an enabled route to disable it. Then, the statusfdbis route turns tc*’.
Method 2: On the injection route list shownHn , select one or more injection

routes (or select the check box in the table header to select all injection routes) to be
deletal, click Disableto the lower right of the route list, and then cl@K in the
confirmation dialog box to disable the selected routes.

6.3.2.8Resetting Link Switch Count

You can view the number of link switches (from valid to invalid) of an injection routein th
Link Switch Count column in

You can click&? in theOperation column of an injection route to reset the number of link
switches td.

6.3.2.9Editing Injection Routes

After configuring injection routes, yocan edit route parameters by performing the following
steps:

Step 1 On the injection route list iR , click = in theOperation column of a route to edit
route parameters.

Step 2 After editing parameters, clidRK to save the settings and return to the injection route list.
----End

6.3.2.10Deleting Injection Routes

You can delete one injection route or more routes in batches on the ADS device.

Method 1: On the injection route list shownHi , click '®' in theOperation
column of a route and clidRK in the confirmation dialog box to delete an injection
route.

Method 2: Select one or more injection routes (or select the check box in the table header
to select all injectiomoutes) to be deleted, clitkeleteto the lower right of the route list,
and clickOK in the confirmation dialog box to delete the selected routes.

6.3.2.11Editing Advanced Configurations

You can edit advanced configurations that apply to all injection routes.

Click Advanced Configto the lower right of the injection route list showrtin
The page for editing advanced configurations appears. Etlitkio configure parameters.

By default, no function is enadd. Sed-igure 623.

After Injection Route Redundancyis set toEnable, advanced optionare as shown in
Figure 624.

Copyright© NSFOCUS 205 V4.5R90F06



T o ¥

P

<NSFOCUS NSFOCUS ADSUser Guide

Figure 624 Advanced options

Injection Routes @
Advanced Options

Ttem Value

Enable Injection MPLS Label Learning No

Enable Longest Route Match No

Enable Route Cache No

Diversion-Interface-Preferred Injection No

VLAN-Preferred Injection No

Advanced Functions

Item Value
Injection Route Redundancy Disable
Injection Connectivity Check Disable
LDP Meighbor Status Check Disable

Edit || Cancel

Figure 625 Advanced option$ with the injection route redundancy erebl

Injection Routes 7]
Edit Advanced Options

Item

Enable Injection MPLS Label Learning

Enable Longest Route Match
Enable Route Cache
Diversion-Interface-Preferred Injection

VLAN-Preferred Injection

Edit Advanced Functions
Item

Injection Route Redundancy

Injection Connectivity Check
LDP Neighbor Status Check (Enable ®Disable

Edit Advanced Function Parameters

Ttem Value
Check Interval 50 s

Max Retries 3

Max Link Switchovers 5

QK || Cancel

Step 3 After configuring parameters, clidBK.

Table 612 describes advanced options of injection routes.

Table 612 Parameters for advanced options of injection routers

Parameter Description

Advanced | Enable Injedobn MPLS | Controls whether to enable MPLS label learning
Options Label Learning injection routes. The default value 0. This needs to b
enabled only when MPLS injection is enabled.

S,

Note

If MPLS label learning is enabled while MPL
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Parameter

Description

injection is disabled, injeidn routes of othe
types will be unable to be dispatched.

MPLS label learning for injection routes cannot
enabled simultaneously with the injection ro
redundancy function.

Enable Longest Route Matc

Controls whether to enable longest route maitie default
value isNo. After longest route match is enabled, amc
routes destined for the same IP address, the system s
one based on their netmask values. The route with
largest netmask value will be selected.

Enable Route Cache

Controls whéher to enable route cache. The default valu
No. The route cache needs to be enabled only when lo
route match is enabled. The route cache is like a
forwarding table. With this enabled, the system does
need to check the entire injectioruting table every time.

DiversionInterfacePreferred
Injection

Controls whether to enable diversiorierfacepreferred
injection. The default value i8lo. After this is enabled
traffic will be preferentially injected over the diversi
interface, ensing that traffic is diverted and injected oV
the same interface.

S,
Note

To enable diversiointerfacepreferred injection
you should first enable longest route match.

Diversioninterfacepreferred injection an
injection route redundancy cannot be enak
simultaneously. To enabl

diversioninterfacepreferred injection, you shoul
ensure that the injection route over the divers
interface has the highest priority or all injecti
routes have the same priority.

VLA -Preferred Injection

Control whether tanject traffic preferentially from VLAN.
The default value idNo. If this function is enabled, th
traffic will be preferentially injected from VLAN.

Advanced
Functions

Injection Route Redundancy

Controls whether to enable the injection route redunda
function.

S,

Note
After injection route redundancy is enabled, neit
diversioninterfacepreferred injection nor injectio
MPLS label learning can be enabled.

Injection Connectivity CheckK

Controls whether to enable injection connectivity check
After thisis enabled, ADS periodically checks whether
link is available, that is, whethéP to Check specified in
the injection route rule is reachable. If not, the inject
route will be unable to take effect. Whéd to Check is
0.0.0.0(default), the systerohecks whether the nekbp IP
address is reachable.

LDP Neighbor Status Check

Controls whether to enable the LDP neighbor status ch
After this is enabled, ADS periodically checks whether
LDP neighbor is reachable if MPLS label learning is &
enabled for injection routes. If not, all MPi8lated
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Parameter Description

injection routes will lose effect and traffic diversion for
MPLS-related IP addresses will stop.

Advanced | Check Interval Specifies the interval between two link availabilityecks.
Function The value ranges from 1 to 600, in seconds. The de
Parameterg value is60.

Max Retries Specifies the allowed number of attempts to check injeq

link availability. The value ranges from 1 to 10, and
default value is3. If a link remains unavailablafter the
specified number of check attempts, the link is consid
invalid and a link switch is triggered.

Max Link Switches Specifies the maximum number of link status switc
before an injection link is considered invalid. The va
ranges from 0a 10, and the default value &s The valued
indicates no limit on the number of link status switches.

S,

Note

A link status switch is counted when the status of a
changes from up to down, but not when the st
changes from down to up. After the numbérliok

status switches exceeds the specified maxin
number, the system automatically adjusts the priqg
of the injection link.

6.3.2.12Searching for Injection Routes

The injection route table shown i lists all existing injection routes in the
ascending order of creation time by default. By default, each page lists 10 entries. You can
also change the number26, 50, or 100

You can set filtering conditions in the upper part of the page to list omlgtiofn routes
meeting the specified conditions. The procedure is as follows:

Step 1 Set filtering conditions.
For the description of parameters, Seée
Step 2 Click Search

Then only injection routes meeting the citioths are listed below, as shownFi
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Figure 626 Searching for injection routes

Injection Routes

Q Condition

Protected IP 0.00.0 Next-Hop IP

Loopback IP MPLS Learning Mode | 4

MPLS Label VPN Leaming Mode | o))

Rule Status Al v VPN Label

Description

Search

11 Eniries per page | 10 v |Go'to
(m] Protected  Prefix Next-Hop  MPLS
»

MPLS Leaming  Loopback VPN
Length/Netmask | IP Lebel  Mode Label

VPN Leaming  GRE Tunnel GRE Tunnel Leamning  Rule Link
bel  Mode D Mode Status

Connectivity

Aprimary) |0 B ®®da
2

Enable || Disable || Delete | View || Add | Add Multiple | Advanced Config

Link Switch | Deseription Operation
Count

(m] 0.0.0.0 0.0.0.0 121911 0 Invelid 0000 0 Invelid ] Invalid Enable

----End
6.3.3MAC Address Table

The MAC address table specifies the mapping between IP addresses and MAC addresses on
the ADS devicedr fast data forwarding. The MAC address table can be added manually or
learned by the ADS device dynamically. For details about dynamic learning of MAC
addresses, see sectiofi.2.6Learning MAC AddressThis section covers the following

topics:
Adding aMAC Address Entry
Editing a MAC Address Entry
Deleting a MAC Address Entry
Querying MAC Addresses
Configuring Invalid MAC Addresses
Configuring Valid MAC Addresses

6.3.3.1Adding a MAC Address Entry

To add a MAC address entry, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Injection > MAC Address Table to open the
configuration page for the MAC address table.

Figure 627 MAC address table

MAC Address Table @
Static MAC Addresses
1P Address MAC Address Operation
Invalid MAC Sefting || Search || Add
Valid MAC Addresses
First| « » Last 1/1Page,Goto +
IP Address MAC Address Status Operation
0012:0019:0001:0000:0000:0000:0000:0001 48:7b:6b:15:40:df Dynamic x
12.19.1.1 48:7b:6b:15:40:df Dynamic x
Search

Step 2 Click Add to the lower right othe MAC address table to open the page for adding the
mapping between an IP address and a MAC address.
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Figure 628 Adding the mapping between an IP address and a MAC address

MAC Address Table 2]
Add Static MAC Address

Item Value

IP Address

MAC Address

OK || Cancel

Step 3 Type the IP address and MAC address and €kkio save the settings.

\ The ADS device suports the IPv4/IPv6 dual stack. Therefore, you can configure
Note or IPv6 addresses in the MAC address table.
--—-End

6.3.3.2Editing a MAC Address Entry

After configuring MAC address entries, you can edit parameters of this entry by performing
the following seps:

Step 1 On the page shown in ,click & in theOperation column of a MAC address to
edit its parameters.

Step 2 After editing parameters, clidRK to save the settings and return to the MAC address table.
----End

6.3.3.3Deleting a MAC Address Entry
You can delete MAC address entries one by one on the ADS device.

In the MAC address table shownfFir , click '* in theOperation column of a
MAC address entry and then iOK to delete an entry.

6.3.3.4Querying MAC Addresses

To query the MAC address mapped to an IPv4 or IPv6 address, perform the following steps:

Step 1 On the page shown in , click Searchto the lower right of the MC address table
to open the static MAC address lookup page.

Figure 629 Querying the MAC address mapped to an IP address

MAC Address Table @
Static MAC Lookup

Ttem Value

1P Address

OK || Back
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Step 2 Type the IPv4 or IPv6 address and chigK.

Then, the MAC address mapped to this IP address is displayed.
Step 3 Click Backto return to the MAC addss table.

----End

6.3.3.5Configuring Invalid MAC Addresses

If the MAC address of an IP packet is the same as an invalid MAC address configured on the
ADS device, the system drops the packet automatically.

To add an invalid MAC address, perform the following steps
Step 1 On the page shown in , click Invalid MAC Setting to the lower right of the MAC
address table to open the page for configuring invalid MAC addressesgSee

Figure 630 Configuring invalid MAC addresses

MAC Address Table

Add Invalid MAC Address
Ttem Value
Invalid MAC address 101111111111

QK | | Cancel

Step 2 Configure invalid addresses.

The default invalid MAC address14:11:11:11:11:11 You can configure other invalid
addresses as required and then ciékto save the settings.

\4 MAC addresses typed on tieb page must be separated by colons.
Note

—-End
6.3.3.6Configuring Valid MAC Addresses

The valid MAC addresses can be dynamically learned or statically configured, as shown in
the Status column. You can operate on valid MAC addresses as follows:

Querying a valicVAC address

Click Searchto the lower right of the valid MAC address list to open the valid MAC
address lookup page. Type the IPv4 or IPv6 address andd#ickhen, the valid MAC
address mapped to this IP address is displayed.

Deleting a valid MAC addss
Click "% in theOperation column of a valid MAC address and then cl@K to delete

it. Make sure deleting this valid MAC address will not affect the current service traffic.
To delete a static MAC address, see seciGn
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6.4 Traffic Diversion

This section covers the following topics:

6.4.1Filtering Rules

A diversion filtering rule informs the current ADS device whether to advertise route
information for autmatic traffic diversion when receiving attack information from
NSFOCUS's ambDoS detection devices.

As shown in , diversion filtering rules are listed by time of addition. The device

matches rulesof Enable status) from top to bottom and uses the default rule if no rule is
matched.

A check in theAllow diversion by default check box, indicates that ADS, by default, diverts

the traffic of the protected IP address included in the routing notificionNSFOCUS
Probe.

Figure 631 Filtering rules

Filtering Rules )

1P Address Prefix Length/Netmask Allow Diversion Rule Status Operation

Allow diversion by default B3 | Add

Creating a Diversion Filtering Rule

On the page shown in , dick Add to the lower right of the list. On the
Add Diversion Filtering Rule page, configure parameseand clickOK .

Figure 632 Creating a diversion filtering rule

Filtering Rules @]
Add Diversion Filtering Rule

Item Value

IP Address

Netmask 255.255.255.255

Allow Diversion O

Rule Status Enable v

QK | | Cancel

describes parameters for creating a diversion filtering rule.
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Table 613 Parameters for creating a diversion filtering rule

Parameter Description

IP Address IP address or segment to be protected. You can type an IPv4 or IPv6 &
according to the actual network deployment.

Netmask Netmask of the IP address to be protected. This parameter allows
configure a network segment.

Allow Diversion Contrds whether to enable diversion. A check in the checkbox indicates
the ADS device allows diversion. This check box is deselected by de
indicating that the ADS device does not allow diversion.

Rule Status Controls whether to enable the rule imnagely after the rule is added. It h
the following values:

Enable: enables a diversion filter rule immediately after it is added.

Disable disables the diversion filter rule that can be enabled later

manually.
Editing a Diversion Filtering Rule
On thediversion filtering rule list shown iR , click = in theOperation column
to edit a rule.
Deleting a Diversion Filtering Rule
On the diversion filtering rule list shown fif , click "% in theOperation column

to delete the rule.

Changing the Status of a Diversion Filtering Rule

On the diversion filtering rule list shown f , click "™ in theOperation column

to change the status Enable to Disable, and ¢*Lkto change the status Disable to Enable.
Changing the Priority of a Diversion Filtering Rule

On the diversion filtering rule list shown f , click * and * to change the
priority of the rules in the list.

6.4.2Manual Diversion

In a cluster, a manual diversion policy is used to divert traffic of an IP address to different
ADS devices. After a manual diversion policy is added or deleted, it willgfiect
immediately and be displayed on or disappear from the list, without requiring a click on the

Savebutton.
\ In manual diversion mode, each time ADS diverts traffic to only one /24 st
4 address to the ADS device. If you want the ADS deviceuerttraffic to multiple /24
Note subnet addresses, please configure multiple manual traffic diversion rules.
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This section covers the following topics:

Creating a Manual Traffic Diversion Rule
Creating Manual Diversion Rules in Batches
Enabling and Disabling ManuBliversion Rules
Filtering Manual Diversion Rules

Deleting Manual Diversion Rules

Deleting a Specified Route

Refreshing Routes Periodically

Canceling Injection Route Inspection
Restarting the Scheduling Service

6.4.2.1Creating a Manual Traffic Diversion Rule

To create a traffic diversion rule, perform the following steps:

Step 1 ChooseDiversion & Injection > TrafficDiversion > Manual Diversion to open the
diversion rule configuration page.

Figure 633 Traffic diversion rules

Manual Diversion

Manual Diversion Rules (Addition and deletion operations take effect immediately)

Reesaton| | 1P AddrestPuei Lenath etmask | Filer

First| 4 » | Last 11 Goto -+

O 1P Address/Prefix Length (Netmask) Extend Diversion Destination IP Route Daemon Rule Status Description Operation
] 67.60.20.0/255.255.255.0 Enable 127.0.0.1 BGP_v4/ Disable ®®

] 83.91.101.12/255.255.255.255 Enable 127.0.0.1 BGP_vd/ Disable ®E

Restart Scheduling Service

Cancel injection route inspection [_| | Periodical Refresh ]| Export || Delete Specified | Enable || Disable || Delete || Add || Add Multiple

Step 2 Click Add.

Figure 634 Creating a traffic diversion rule

Manual Diversion

@

Manual Diversion Rules (Addition and deletion operations take effect immediately)
Item Value
1P Address
Prefix Length/Netmask 255.255.255.255
Extend Enable v | (Note This T
Diversion Destination 127.0.0.1
Route Daemon [JBGP_v4

[BGP_v6
Rule Status Enable v
Description

OK || Cancel

Table 614 describes parameters for creating a diversion rule.
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Table 614 Parameters for creating aversion rule

Parameter Description
IP Address IP address or IP segment to be protected, usually the IP address of the p
server. You can type an IPv4 or IPv6 address according to the actual n
deployment.
Prefix Prefix length(for the IPv6 protocol) or netmask (for the IPv4 protocol) of the
Length/Netmask address to be diverted.
S,
Note
The netmask of an IPv4 address to be protected can range
255.255.255.0 to 255.255.255.255.
Extend Controls whether diversion rules can be set for spdéifimddresses in a subne

Enable: indicates that diversion rules can be set for specific IP addres
a subnet.

Disable indicates that diversion rules can only be set to the subnet, in
of specific IP addresses in the subnet.

Diversion Destination

Nexthop IP address of the route notification sent from the route daemon.

It is usually the IP address of the diversion interface of the ADS device (
The default value i$27.0.0.1

Route Daemon

Route daemon that sends a routing notification.

Rule Status

Controls whether to enable the rule immediately after the rule is added. It
following values:

Enable: enables a diversion filtering rule immediately after it is added.

Disable disables the diversion filtering rule that can be enabled
manually.

Description

Brief information about the diversion rule, which is less than 256 characters

Step 3 Set parameters and cli€ to save the settings.

\ To ensure the injection of the diverted traffic, you must configure the injection

Note

and injecion MAC address correctly before manual diversion.

Step 4 Click Apply in the upperight corner of the webased manager to make the settings take

effect.

-—End

6.4.2.2Creating Manual Diversion Rules in Batches

To simplify operations, you can create manual diversidgs in batches on the ADS device
by performing the following steps:

Step 1 Click Add Multiple to the lower right of the rule list on the page showhiin
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Figure 635 Creating traffic diversion rules in batches

Manual Diversion

Diversion Routes

Format Description:

Sequence of parameters (separated by spaces; each rule in a separate line):

[1P address] [Metmask] [Extend (1: Enable 2: Disable)] [Diversion destination] [Route daemon] [Rule status (1: Enable 2: Disable)] [Description (optienal)]
Example:

10.10.10.18 255.255.255.255 1 127.0.0.1 neil/ 1 description

If there are multiple daemons:

10.10.10.18 255.255.255.255 1 127.0.0.1 nei1/nei2{ 1 description

List of available daemons:

BGP_v4/ BGP_vb/

OK

Cancel

@

Step 2 Typemultiple manual diversion rules as prompted.

Pay attention to the following format specifications:

Type a manual diversion rule as follows: [IP address] [Netmask] [Extend (1: Enable

2: Disable)] [Diversion destination] [Route daemon] [Rule status (1:|ERalDisable)]
[Description (optional)], for example, 10.10.10.18 255.255.255.255 1 127.0.0.1 neil/ 1
description. For multiple daemons, a manual diversion rule is as follows: 10.10.10.18
255.255.255.255 1 127.0.0.1 neil/nei2/ 1 description.

The list of aailable daemons is: BGP_v4 and BGP_v6.
Parameters of a manual diversion rule are separated by spaces.
Each line can contain only one manual diversion rule.

Step 3 After configuring parameters, clidBK to save the settings.

—End

6.4.2.3Enabling

and Disabling Manual Diversion Rules

On the ADS device, only enabled manual diversion rules are valid, while disabled ones are
invalid. Enabling and disabling manual diversion rules frees you from redundant deletions
and additions. If some manual diversion rules are not redjgurrently, disable them.

You can enable or disable a single manual diversion rule or more rules in batches.

Enabling Manual Diversion Rules

Method 1: On the manual diversion rule list showsrim , click ‘¥ in the

Operation column of a disabled rule to enable it. Then, the status icon of this rule turns
to ‘W),

Method 2: On the manual diversion rule list showsrim , select one or more

rules (or seledhe check box in the table header to select all manual diversion rules) to

be enabled, clicEnableto the lower right of the rule list, and cli€X in the
confirmation dialog box to enable the selected rules.
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Disabling Manual Diversion Rules

Method 1: Or the manual diversion rule list shownHi , click ‘&) in the

Operation column of an enabled rule to disable it. Then, the status icon of this rule turns
to M,

Method 2: On the manual diversion rule §&bwn in , select one or more

rules (or select the check box in the table header to select all manual diversion rules) to
be dissabled , clicRisableto the lower right of the rule list, and cli€K in the
confirmation dialog box to disable the selected rules.

6.4.2.4Filtering Manual Diversion Rules

On theManual Diversion page shown i , type a keyword in the

Rule Descriptiontext box or type an IPdalress and subnet in tHe Address/Prefix Length
(Netmask)text box and cliclEilter . Manual diversion rules meeting the specified
conditions will be displayed, as shownkim

Figure 636 Filtering manual diversh rules

Manual Diversion Rules (Addition and deletion operations take effect inmediately)

RuleDescription| | P Address/Prefix Length (Netmask): [8.17.66.0/256.266.255.0 Fiter

First| « » last 1/1Goto +

O 1P Address/Prefix Length (Netmask) Extend

Diversion Destination TP Route Daemon
[m] 8.17.66.0/255.255.255.0 Disable

Rule Status Description Operation

127.00.1 hwipva/ Disable ®

Restart Scheduling Service

Cancel injection route inspection (] | Periodical Refresh (]| Export || Delete Specified || Enabie || Disable || Detete || Add || Add Muttipie

6.4.2.5Deleting Manual Diversion Rules

You can delete a single manual diversion rule or more rules in batches on the ADS device.
This section describes how to delete unused diversion rules. For details about deleting
diversion rules that are being dssee sectiofi

Method 1: On the manual diversion rule list showiiim , click "%/ in the
Operation column and cliclOK in the confirmation dialog box to delete the rule.

Method 2: On the manual diversion rule list showiin , Select one or more
rules (or select the check box in tble header to select all manual diversion rules) to
be deleted, click Bleteto the lower right of the rule list, and then clioK in the
confirmation dialog box to delete the selected rules.

\ For details about deleting diversion rules that are beisgd, see sectio
Note )

6.4.2.6Deleting a Specified Route

Delete Specifieds used to delete diversion rules that are being used. The detaiteadiure
is as follows:

Step 1 On the manual diversion rule list fini , click Delete Specifiedo open the diversion
rule deletion page.
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See for descripions of parameteman theDelete Specified Routg@age

Figure 637 Deleting a specified diversion rule

Delete Specified Route (It takes effect immediately)
Item Value
IP Address

Prefix Length/Netmask. 255.255.255.255

Extend Enable v

Diversion Destination 127.0.0.1

Route Daemon Clscp_v4
Clecp_ve
[Clal (1t applies only to rules (in which daemon is all) added for the "routerman” account.)
[Clospf
Crip
[Clospfe

OK || Cancel

Step 2 Type the information about a diversion rule to be deleted and@HKcko make the settings
take effect.

—End

6.4.2.7Refreshing Routes Periodically

After Periodical Refreshis selected, the route daemon information in manual diversion rules
is refreshed every 60 seconds by default.

If the periodical route refresh function is enabled before manual diversion is interrupted, the
ADS device refreshes the route daemonrimftion and raliverts the traffic immediately

after detecting a BGP route failure. If the periodical route refresh function is not enabled, the
ADS device does not refresh the route daemon informationdiveet the traffic information

even it has detéed a BGP route failure.

On the manual diversion rule list shownHi , you can select theeriodical Refresh
check box to enable the periodical route refresh function or deselect it to disabledtealeri
route refresh function.

6.4.2.8Canceling Injection Route Inspection

If Cancel injection route inspectionis selected, manually configured diversion rules can be
used without injection route inspection. If l@ancel injection route inspectioncheck box is

not selected, the system will perform injection route inspection for a diversion rule to be
enabled. The diversion rule can be successfully enabled only if the IP address of the injection
route is valid.

On the page shown in , you can select th@ancel injection route inspection
check box to disable injection route inspectiorglear the check box to enable injection
route inspection.

6.4.2.9Restarting the Scheduling Service

Restarting the scheduling semis used to reload manual diversion settings and make
settings take effect. This prevents the engine restart from interrupting other services.

On the tab page shown fiin , you can clickRestart Scheduing Serviceand then
click OK in the confirmation dialog box, to restart the scheduling service.
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6.4.3Group Diversion

Group diversion rules are used to divert the traffic destined for a protection group to the
diversion interface on the ADS device. This sectlencribes how to add, delete, enable, and
disable group diversion rules.

Creating a Group Diversion Rule
To create a group diversion rule, perform the following steps:

Step 1 ChooseDiversion & Injection > Traffic Diversion > Group Diversion.

Figure 638 Group diversion ras

Group Diversion 7]
[]  Group Name Route Daemon Status Operation
Delete || Add

Step 2 Click Add.

Figure 639 Creating a group diversion rule

Group Diversion @

Group Diversion (Addition and deletion operations take effect immediately)

Item Value
Group Name -
Route Daesmon eGP _v4
[BGP_v6
Rule Status Enable bt
OK || Cancel
describes parameters for creating a group diversion rule.
Table 615 Parameters for creating a group diversion rule
Parameter Description
Group Name Protectio group whose traffic is to be diverted. Fuzzy search is supported.

Route Daemon Route daemon.

Rule Status Controls whether to enable the group diversion rule.
Enable: enables the group diversion rule.

Disable disables the group diversion rule.

Step 3 Set paameters and clickK to save the settings.

-—End
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Deleting Group Diversion Rules

To delete group diversion rules, perform the following steps:

On the group diversion rule list shownFiit , select on@r more group diversion
rules (or select the check box in the table header to select all rules) to be delet&kletek

to the lower right of the group diversion rule list, and c@k in the confirmation dialog box
to delete the selected rules.

Enabling/Disabling Group Diversion Rules

Enabled group diversion rules are valid, while disabled rules are invalid.

On the group diversion rule listatusis displayed agnable for enabled rules andisable
for disabled rules.

To delete group diversion rulgserform the following steps:

On the group diversion rule list shownfFii , click % in theOperation
column of a group diversion rule to enable it.

To disable a group diversion rule, perform the follayvwsteps:

On the group diversion rule list shownfFii , click = in theOperation
column of a group diversion rule to disable it.

6.4.4Diversion Routing Table

As shown in , a diversion routing table stores diversion routes that are being used
by the ADS device. It is automatically generated based on traffic diversion policies and
diversion natifications from NSFOCUS's aftDoS detection devices. Cliégkefreshto view

the latest diversion routes of the system.

IP Address: specifies the IP address to be protected, namely, the IP address that packets
are originally destined for.

Dst IP: specifies the destination IP address to which the traffic is diventedefaning.
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Figure 640 Diversion routing table

Diversion Roufing Table
Diversion Route List {Refresh to view the current diversion route)
1P Address Netmask Dst IP Route Daemon Route Source Operation
67.60.20.0 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.1 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.2 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.3 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.4 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.5 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.6 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.7 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.8 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.9 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.10 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.11 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.12 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.13 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.14 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.15 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.16 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.17 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.18 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.19 255.255.255.255 127.0.0.1 BGP_v4 local
67.60.20.20 255.255.255.255 127.0.0.1 BGP_v4 local

Searching for a Diversion Route

Step 1 On the page shown in , click Searchto the lower right of the diversion routing
table.

The Searchpage appears, as showrtin

Figure 641 Searching for diversion routes

Diversion Routing Table @
Search Diversion Route
Ttem Value
IP Address
EmEE 255.255.255.0
OK | Cancel

describes parameters of a diversion route.

Table 616 Parameters of a diversion route

Parameter Description
IP Address IP address or IP segment specifiediByAddressin the diversion routing table. Yo
can type an IPv4 or IPv6 address according to the actual network deployment.
Netmask Netmask of the IP address to be searched for.
S,
Note

The netmask of an IPv4 address to bedesd for must be 255.255.255.255.

Copyright© NSFOCUS 221 V4.5R90F06



NSFOCUS ADSUser Guide

‘NSFOCUS

Step 2 After parameters are configured, clioK to query the results.

Step 3 After querying the results, clidBack to return to the diversion route list.

-—End

Exporting the Diversion Route List

On the page shown in , click Export to the lower right of the diversion routing

table.
The diversion route list will be downloaded and saved to a local disk drive in text format.

6.5 Advanced Route Setting

This section covers the followgrtopics:

6.5.1MPLS Route

On the page shown in
label learning between VPNs.

, you can configure MPLS routes to accomplish i&/e

Figure 642 List of MPLS routes

@

Route Daemon Setting

Route Daemon
Mame Parameter
aa MP-BGPV4 /Bind IP 12.% .#* .12 /Local AS  (# Learning | [& (0 ¢

36 /Local Port 179 fKeepalve
60 /Holdtime 180 /Metric 200

Meighbor | Type Operation

Add MP-BGP
Creating an MPLS Route
On the page shown in , click Add MP-BGP to the lower right of the route
daemon list. On thMP-BGP Local Parameter Settig page, configure parameters and then
click OK.
222 V4.5R90F06
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Figure 643 Creating an MPLS route

MP-BGF Local Parameter Sefting @
Item Value
Name
Type Learning
Local AS
Local Port 179
Keepalive &0
Holdtime 180
Bind 1P v
Management Port (5000-6000)
OK || Cancel

describes parameters for creating an MPLS route.

Table 617 Parameters for creating an MPLS route

Parameter Description

Name Route daemo name.

Type Type of the route. Currently, onlyearning is available for selection.

Local AS AS number of a BGP route daemon.

Local Port BGP port of the route daemon. Generally, the defaultJ®91s used.

Bind IP Local IPv4 address of a route dagmo

Management Por| Management port of the route daemon. The port ranges from 5000 to 6000.
(5000 6000)

KeepaliveandHoldtim e are directly taken from the BGPv4 protocol.

Editing a Route

In the list of MPLS routes shown i , click = in theOperation column of a
route to edit this route.

Deleting a Route

In the list of MPLS routes shown i , click '®/ in theOperation column of a
route to delete ik route.

Viewing Route Status

In the list of MPLS routes shown f# , click “ in theOperation column of a
route to view the status of this route.
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Adding a Neighbor

In the list of local routes shown f#i , click “*' in theNeighbor column of a route
to add a neighbor for this route. Seg

Figure 644 Adding a neighbor for MPLS route

MP-BGF Meighbor Parameter Setting @
Meighbor Mame | Meighbor IP | Local Remote Remote Auth | Ebgp-muttihop Last-Hop | Interface
Daemon As Port
33 179 El -
OK|| Cancel
N\: After adding a neighdr, click ‘3 to check whether the neighbor is connected.
ote

Viewing the Neighbor Status

In the list of local routes, click<! in theOperation column of a route to view the
connection status of its MPLS neighbor.

Hiding a Neighbor

Neighbors of each route adesplayed in the MPLS route list initially. Clic= of a route to
hide its neighbors and clic® to display them.

6.5.20ther Routes

In addition to routing protocols described above, ADS supports such advanced routing
protocols as OSPF, ISIS, RIP, OSPF6, LDFE, RiPng.

Currently, the web administrator, admin, can configure LDP routes or view, enable, or disable
OSPF, ISIS, RIP, OSPF6, LDP, and RIPng routes on thebastéd manager, while the CLI
administrator, routerman, can configure OSPF, ISIS, RIP, RIPn@)8RE&6 routes on the

CLI.

Configuring an LDP Route

Step 1 After logging in to the welbased manager, chods&ersion & Injection > Advanced
Route Setting > Othersto open the list of other routes.
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Figure 645 List of other routes

Route Daemon ]
Name Parameter Type Operation

ospf Run at startup: No Diversion Eg SN0

isis Run at startup: No Learning EFs¥C

rip Run at startup: No Diversion Eg o0

ospf6 Run at startup: No Diversion EFs¥C

ldp Run at startup: No Learning E4C

ripng Run at startup: No Learning EFs¥C

Step 2 Click = in theOperation column to edit DP route parameters.

Figure 646 Editing LDP route parameters

Route Daemon [2]
Route Service Setting: sidp

Item Value

Run Service at Startup ) Yes ® No

Type Learning

LSR-ID v

Interface Setting

IP Address Enable MPLS Setting
12.19.1.254 O

12:19:1::254 O

OK || Cancel || Clear Settings

describes LDP route parameters.

Table 618 LDP route parameters

Parameter Description

Run Service at Startu] Controls whether to run LDP upon system startup.
Yes: indicates that the system runs LDP upon system startup.

No: indicates that the system does not run LDP upon system startup.

Type Route type. The default route typd_isarning.
LSR-ID Label switching router ID.
Interface Setting Interfaces on whit MPLS and LDP are enabled.

Step 3 Set parameters and cli€K to save the settings.

——End

Configuring OSPF, ISIS, RIP, RIPng, and OSPF6 Routes

Here, the OSPF route is used as an example to describe the route configuration procedure.
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Step 1 Log in to the ADS devicen SSH mode as the CLI administrator, routerman.

Figure 647 ADS login in SSH mode

Quick Connect @
Protocal: S5H2 w

Hostriame: | 10.30.2.110 |

Part: Firewsall: | Mone w

Usemame: | outemman |

Authentication
Password

Publickey J
Keyboard Interactive J
[F]GSSAP!

Show quick connect on startup Save session
[ ]1Openin atab

[ Connect l[ Cancel

Step 2 Enable OSPF on the interface via the CLI.

Figure 648 Editing OSPF route parameters

COLLAPSAR-2000#router ospf session
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is "a]"

Hello, this is Quagga (version 0.99.5).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Access verification

Password:

Step 3 After the parameter configuration is complete, save the settings and exit.

----End
Viewing Route Status

After logging in to the webased manager, the administrator admin can ("*}*( to view
the status of a route of a specific protocol in the routing protocol list showgtire 645,
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Enabling/Disabling the Routing  Protocol

After logging in to the welbased manager, the administrator admin can ¢*'kto enable a
route of a specific protocol or clic:® to disable a route in the routing protocol list shown in

\ Routes undeDthers cannot be deleted.
Note

6.6 Syslog Diversion Configuration

ADS can collaborate with abnormal traffic detection devices from other vendors, such as

Genie, Arbor, Samurai, and Kuanguang, to jointly protect customers' networks against DDoS
attaks.

Third-party devices provide effective abnormal traffic detection. After accurately locating the
potential attack source and attack target, such a device handles the event according to the
syslogbased diversion settings configured on ADS.

If the alertlevel is set tAAuto, it notifies ADS, which then automatically diverts the
abnormal traffic for cleaning. After filtering the traffic, ADS injects the normal traffic
back into the network.

If the alert level is set thlanual, it notifies ADS, which, in ttn, notifies the O&M
personnel, who will then decide whether to divert the traffic.

% For Genie and Arbor devices, the diversion type can be eMiner or Manual. For
- Samurai and Kuanguang devices, the diversion type can odlytbe

6.6.1Diversion Configu ration

To configure syslogpased traffic diversion, perform the following steps:

Step 1 ChooseDiversion & Injection > Syslog Diversion Config > Diversion Config

Figure 649 Syslogbased diversion rule list

Syslog Diversion

Name IP Address Port Operation

Add

Step 2 Click Add.
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Figure 650 Creating a diversion rule

Syslog Diversion
Add Rule

Ttem Value

Name Arbor v

Rule Status (O Enable ® Disable

IP Address

g

Port

Alert Level Type

Level 1

Level 2

Level 3

Level 4 ®pauto OManual

Level 5 ®auto OManual

QK || Cancel
describes parameters for creating a syblaged diversion rule.

Table 619 Parameters for creating a syslmagsed diversion rule

Parameter Description

Name Specifies the type of the device to collaborate with ADS for sylsbsgd tréic

diversion. It can b&enie Arbor , Samurai, or Kuanguang.

Rule Status Status of the rule. The rule takes effect only after it is enabled.

IP Address IP address of the thirgarty device.

Port Port for communicating with the thiplarty device.

Alert Level Specifies the alert level that will trigger traffic diversion. This parametg

available only for Genie and Arbor devices.

On a Genie ATM device, alert levels for abnormal traffic are classified
critical and warningAuto indicates that th&enie ATM device, after detectin
abnormal traffic of the corresponding alert level, notifies ADS, which
automatically diverts such traffic for cleaniniylanual indicates that the
Genie ATM device, after detecting abnormal traffic, notifies ADS, twhin
turn, notifies the O&M personnel, who will then determine whether to d
the traffic.

On an Arbor device, alert levels for abnormal traffic are classified into
levels (level 1 to level 5)Auto indicates that the Arbor device, after detect
abnormal traffic of the corresponding alert level, notifies ADS, which
automatically diverts such traffic for cleanindanual indicates that the Arbo
device, after detecting abnormal traffic, notifies ADS, which, in turn, not
the O&M personnelwho will then determine whether to divert the traffic.

Step 3 After configuring parameters, clidBK to save the settings.

——End
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6.6.2Diversion Rule List

After syslogbased traffic diversion is configured, information about traffic diversion
associated with thidevice is automatically displayed in the Syslog Diversion List. This list
displays information about thixdarty devices that initiate abnormal traffic diversion,
including the IP address/netmask, alert level, and operation type.

Diversion information cabe displayed here only after manual diversion is configured and
abnormal traffic has been diverted.

Figure 651 Syslog diversion list

Syslog Diversion List

List Type Arbor hd
IP Address Netmask Protection Level Operation
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Logs

This chapter dwells upon current system logs, containing the following sections:

Section Description

Provides details about attack logs.

Provides various logs about system operation.

Provides details about log prasing.

Describes how to view attack logs from the perspective of protection policies.

7.1 Attack Logs

All attack logs are displayed in two ways for easier viewing: statistical graph and data table.

7.1.1Att ack Detalls

You can view attack logs of a specific date or month. By default, attack logs of the current day
are listed, as shown

You can select a dimension from tBearch by Categorydrop-down kox to search for logs
by attack type, source IP address, destination IP address, source port, destination port, and
policy. If you selectll from this dropdown box, all logs are searched.
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Figure 71 Attack logs

‘Attack Details @
Logs
Q
Time Filter @DateCMonth 2024-11-28 B
Search by Category | — Al— v

Search

You can contact local sales 1o obtain ADSM, which stores massive 10gs and provides detaled attack iramc analysis. @

First Next | Last [120 Goto| | [»

Time Aftack Type srciP DstIP Src Port Dst Port Policy

2024-11-28 15:54:08 SYN Flood 6444 83.91.101.22 876 80 SYN_Time_Sequence_Check
2024-11-28 15:54:08 SYN Flood 6444 $2.91.101.22 875 30 SYN_Time_Sequence_Check
2024-11-28 15:54:08 SYN Flood 6444 83.91.101.22 874 80 SYN_Time_Sequence_Check
2024-11-28 15:53:38 SYN Flood 6444 £3.01.101.22 276 20 SYN_Time_Sequence_Check
2024-11-28 15:53:38 SYN Flood 6444 83.91.101.22 875 80 SYN_Time_Sequence_Check
2024-11-28 15:53:38 SYN Flood 6444 83.91.101.22 874 80 SYN_Time_Sequence_Check
2024-11-28 15:53:08 SYN Flood 6444 83.91.101.22 34342 20 SYN_Time_Sequence_Check
2024-11-28 15:53:08 SYN Flood 6444 83.91.101.22 34341 80 SYN_Time_Sequence_Check
2024-11-28 15:53:08 SYN Flood 6444 83.91.101.22 34340 80 SYN_Time_Sequence_Check
2024-11-28 15:52:38 SYN Flood 6444 $2.91.101.22 5792 30 SYN_Time_Sequence_Check
2024-11-28 15:52:38 SYN Flood 6444 83.91.101.22 5791 80 SYN_Time_Sequence_Check
2024-11-28 15:52:38 SYN Flood 6444 £3.01.101.22 5790 20 SYN_Time_Sequence_Check
2024-11-28 15:52:08 SYN Flood 6444 83.91.101.22 25169 80 SYN_Time_Sequence_Check
2024-11-28 15:52:08 SYN Flood 6444 83.91.101.22 25167 80 SYN_Time_Sequence_Check
2024-11-28 15:52:08 SYN Flood 6444 83.91.101.22 25166 20 SYN_Time_Sequence_Check
2024-11-28 15:51:38 SYN Flood 6444 83.91.101.22 58544 80 SYN_Time_Sequence_Check
2024-11-28 15:51:38 SYN Flood 6444 83.91.101.22 58543 80 SYN_Time_Sequence_Check
2024-11-28 15:51:38 SYN Flood 6444 $2.91.101.22 58542 30 SYN_Time_Sequence_Check

Restart Log Service || Send Logs || Download

describes attack log parameters.

Table 71 Attack log parameters

Parameter Description

Time Time when the attack occurs.

Attack Type Type of the attack.

Src IP/Port Source IP address and port of the attack.

S,
Note

Src IPis displayed as the real source IP addiesise following logs:

Attack message logged for ADS's dropping packets according t
HTTP proxy protection policy.

Attack message logged for rate limiting against real source IP add
according to an HTTP GET packet filtering rule in the botnetRg
behavior control policy configured for a group.

Dst IP/Port Destination IP address and port of the attack.

Policy Protection policy triggered for the attack.

For details about protection policies, you can cl@: in the upperight corner
of the page rad chooseLogs > Attack Logs > Attack Detailsto view the
description.

To the upper right of the log table, you can operate on attack logs as follows:

. Restart the log service.

Click Restart to restart the log service program.
. Send logs.

Click Sendto seml current attack logs to a specific email address.
. Download logs.
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Click Downloadto download logs of a specific day or cliblownload All to download
all logs. This makes it easier for you to search for and handle logs.

Clear logs.
Click Clear to clear alithe attack information on the current day.

7.1.2 Statistical Chart

To the lower left of thé&tatistical Chart page, you can clicRie Chart to view the
proportion of each type of attacks or clid&r Chart to view the number of attacks of each
type on the curmg day. Se¢igure -2 andFigure 73,

Figure 72 Attack proportion

Statistical Chart @

Logs | 2024-12-11 v
SYN Flood
ACK Flood
TCP Connection Flood
TCP Fragment
HTTP Flood
UDP Flood [
DNS Flood
DNS Query Flood
Amplification
ICMP Flood [
Manual Strategy [l

Pie Chart || Bar Chart

Figure 73 Number of attacks of each type

Statistical Chart @
Logs 2024-12-11 v
SYN Flood
ACK Flood
3,000 TCP Connection Flood
TCP Fragment
2,300 HTTP Flood
UDP Flood [

2,000 DNS Flood

DNS Query Flood

Amplification
ICMP Flood [
Manual Strategy [l

1,000

500

Pie Chart || Bar Chart

7.2 System Logs

You can search for system logs and download recent 50,060 log

System logs include the following:
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7.2.1System Operation Logs

The system operation log table displays main operations of users in the system as well as NTP
synchronization information.

You can filter system operation logs by time, IP address, and account.

describes parameters of system operation logs.

Table 72 Parameters of system operation logs

Parameter Description

Time Time when a user performs an operation.

Operation Operation performed by a user.

Description Details about an operation.

IP Address IP address of the host on which the operation is performed.
Account Account of the user that performs the operation.

To the upper right of the log table, you can clxdwnload to download operation logs to a
localdisk drive in text format.

7.2.2System Login Logs

The system login log table displays system login details.
You can filter system login logs by time, login IP address, and operation result.

describes paraners of system login logs.

Table 73 Parameters of system login logs

Parameter Description

Account User name used by a user for login
Password Password used by a user for login
Login IP IP address of a login user

Result Whether the login succeeded or failed
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Parameter Description

Time Time when an account logs in

To the upper right of the log table, you can cidwnloadto download login logs to a local
disk drive in text format.

7.2.3Link Status Logs

The link status log table displays the interface connection status (UP to DOWN dND®©W
UP) of ADS.

You can filter link status logs by time.

describes parameters of link status logs.

Table 74 Parameters of link status logs

Parameter Description
Time Time when the status of an interface chemg
Description Status change details of an interface.

To the upper right of the log table, you can clidwnload to download link status logs to a
local disk drive in text format.

7.2.4Traffic Diversion Logs

The traffic diversion log table displays the t®wperations performed by ADS upon receiving
alerts from NSFOCUS's adliDoS detection devices, as well as manual diversion routing
operations performed on the wbhsed manager. Logs can be retained for 10 days at most.

You can filter traffic diversiondgs by time, IP address, and account.

\4 Traffic diversion logs can be viewed only in diversion modes.
Note

describes parameters of traffic diversion logs.

Table 75 Parameters of traffic diversion logs

Parameter D escription

Time Time when traffic diversion happens.

Operation Type of traffic diversion operations.

Description Destination IP address and of the traffic to be diverted, netmask of the destind
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Parameter D escription

address, and the diversion destination IP addre#ise loperation ihange Status
changes of the status will also be displayed.

IP Address IP address of ADS that diverts the traffic or NSFOCUS NTA that detects 4
traffic. Both IPv4 and IPv6 addresses are allowed.

Account User name (for example, @ih) that performs traffic diversion or device name
example, probe) of NSFOCUS NTA.

To the upper right of the log table, you can cliwnload to download traffic diversion logs
to a local disk drive in text format.

7.2.5HA Synchronization Logs

\ Currently, as ADS NX510000 lacks support for the HA function, it does not supj
Note query of HA synchronization logs.

When the keepalive information, synchronization information (MAC address, diversion
information, and protection group information), and endgilere information is
synchronized between active and standby ADS devices, the two devices record such
operations as HA synchronization logs for statistics and analysis.

Choosd.ogs > System Logs > HA Sync LagrheHA Sync Log page appears.
You can filtg HA synchronization logs by time.

describes parameters of HA synchronization logs.

Table 76 Parameters of HA synchronization logs

Parameter Description

Time Time when a log is recorded.

Description Log detals, including what type of information a log records and operation results

To the upper right of the log table, you can cldwnload to download HA synchronization
logs to a local disk drive in text format.

7.2.6Syslog Diversion Logs

The syslog diversiorol list displays logs generated during collaboration between NSFOCUS
ADS and a thireparty device from Genie, Arbor, Samurai, or Kuanguang. Logs can be
retained for 10 days at most.
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\ - Syslog diversion logs can be viewed only in diversion mode.
4 Currently,ADS uses only IPv4 addresses to collaborate with-haéndy devices in
Note either IPv4 or duastack mode.

7.2.7Web API Logs

The web API log table displays logs generated by -{pady management platforms calling
ADS's web APIs.

describes parameters of web API logs.

Table 77 Parameters of web API logs

Parameter Description

Time Time when the web API is called.

Account Account name used to log in to the thpdrty platform that calls the web API.
IP Address Soure IP address that calls the web API.

Operation Module that is invovled in the current operation.

Description Specific operation performed.

To the upper right of the log table, you can clixwnload to download web API logs to a
local disk drive in tekformat.

7.2.8 Authorization Configuration Logs

The Authorization Configuration Log page is available only when vADS is used. For
details about authorization configuration, see sec¢tién

Theauthorizatiorconfiguration log list displays treuthorizatiortime and status of VADS.

7.3 Log Analysis

As shown in , You can set query conditions and clié&nerate Reportto generate
reports in chronological order. ADS supports three types of reports: daily report, weekly
report, and monthly report. Note that the scale factor cannot be changed for a daily report. In
addition, you can click Download Report to download theegated report to a local disk

drive.
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Figure 74 Attack traffic statistics

Altack Traffic Statistics

Basic Information
Time: 2024-11-28 00:02-16:00
Average Traffic: 0 Mbps

24-Hour Traffic (kpps)

Daily | 2024-11-28 w Scale Factor | 1 w || Generate Report || Download Report

Details
24-hour traffic (kpps)
24-hour traffic (Mbps)

kpps
12 O ALL RX_MAX
ALL RX
k| O ALLTX
0.6-
0.4-
0.2-
0 T T T T T T T T T d
00:02 01:42 03:22 05:02 06:42 08:22 10:03 11:51 1331 15:15
24-Hour Traffic (Mbps)
Mbps
= O ALL RX_MAX
ALL RX
0.8- O ALLTX
0.6-
04-
0.2-
0
00:02 01:42 03:22 05:02 06:42 08:22 10:03 11:51 1= 15:15
24-Hour Altack Type Distribution
SYN Floa S¥N Floo
ACK Floc ACK Floo
600
500
400
300

Daily Attack Traffic Report

TheBasic Information column includes statistical time, average incoming traffic, average
normal incoming traffic, and average outgoing traffic (unit:Mbps) ahttatks on a specific
day.

TheDetails column contains the following information:

24-hour traffic (in kpps)

As shown inFigure 75, incoming/outgoing traffic (unit: kpps) of a specific day is
displayed.

Figure 75 24-hourtraffic (in kpps)

24-Hour Traffic (kpps)
= g O ALL RX_ MAX

ALL RX

0.8- O ALLTX

0.6-

0.4-

0.2-

= 01:42 0322 05:02 06:42 08:22 10:03 1151 1331 155
. 24-hour traffic (in Mbps)
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As shown inFigure 76, incoming/outgoing traffic (unit:Mbps) of a specific day is
displayed.

Figure 76 24-hour traffic (in Mbps)

24-Hour Traffic (Mbps)

Mbps
1_ O ALL RX_ MAX
ALL RX
=y O ALLTX

0002 0142 0322 05:02 06:42 0822 10:03 11:51 1331 1515

24-hour attack type statistics

As shownin Figure 77, types of attacks on a specific day are displayed in a pie chart
and a bar chart.

i Pie chart proportion of each type of attacks on the current day
i Bar chart: number of each type of attack logs be turrent day

Figure 77 24-hour attack type statistics

24-Hour Attack Type Distribufion

600

500

400

300

200

24-hour attacked IP statistics

As shown in~igure 78, attacked IP addresses and attack traffic on a specific day are
displayed in the list.
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Figure 78 24-hour attacked IPtatistics

24-Hour Top 5 Target IPs
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Weekly Attack Traffic Report

A weekly report is similar to a daily report, except that the statistical period is one week.

Monthly Attack Traffic Report

A monthly report is similar to a daily report, except that the statistical period isamté.m

\,

Note

The system can generate data only when it is running.

7.4 Protection Logs

To make it easier for users to view the information about attack logs, ADS provides the
function of protection event statistics. Users can view the details about attaclofogher
perspective of protection policies and adjust protection policies accordingly.

Choosd.ogs > Protection Logs> Protection Event Statisticsto view an attack log by
specifying the protection group, destination IP, destination port, policy, and time.

If the attacked destination IP does not belong to any of the custom protection groups, the
value ofGroup is displayed adefault_protection_group.

. If the attack remains inactive for 5 minutes, the attack is deemed to end. Otherwise, the
attack is alwaysdngoing".
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Figure 79 Protection event statistics

Protection Event Statistics
Protection Event Statistics
Q
Group ALL hd
DstIP
Dst Port
Policy ALL v
Time Today +
Search
First Next|[ Last 11450 Goto| | [+ Download || Clear
Group Dst IP Dst Port Policy Start Time: End Time
defauli_protection_group 30:13:66::8a m UDP_Control_By_Dstip 2024-12-16 11:11:44 Ongoing
defauli_protection_group 30.13.66.25 8001 SYN_Algorithm 2024-12-16 11:11:44 Ongoing
default_protection_group 30.13.66.88 8001 SYN_Algorithm 2024-12-16 11:11:44 Ongoing
default_protection_group 30.13.66.86 M UDP_Control_By_Dstip 2024-12-16 11:11:44 Ongoing
default_protection_group 300135669 80 SYN_Time_Sequence_Check 2024-12-16 11:11:14 Ongoing
defauli_protection_group 30.13.66.50 443 HTTPS_FINGERPRINT_Protection 2024-12-16 11:11:14 Ongoing

Click Download above the log list to download the presented logs to a local disk drive,
allowing you to check and process the logs.

Click Clear above the log list and cligRK in the dialog box that appears to delatl

logs for protection events that are completed.
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Advanced Applications

This chapter dwells upon four advanced functions of the system, containing the following
sections:

Section Description

Describes a tool usually used to analyze transmitted packets i
network.

Describes a protection rule used to filter packets based on sig
patterns.

Describes how to configure collaboration between ADS and the ¢
cleaning center.

Describes how to configure collaboration between ADS and Tl as w
Tl upgade and IP exceptions.

8.1 Packet Capture Management

Packet capture is the act of capturing network packets that meet the specified conditions, so as
to provide evidence for electronic forensics. ADS supports manual packet capture and
automatic packet capteir

8.1.1Configuring Manual Packet Capture

A maximum of six packet capture tasks can be configured and saved.
A maximum of three packet capture tasks can be enabled at the same time.
A maximum of 10 packet capture files can be saved in total.

8.1.1.1Creating a Manual P acket Capture Task
To configure a manual packet capture task, perform the following steps:
Step 1 ChooseAdvanced> Packet Capture> Manual Capture.

In the upper part of thiflanual Capture page, the status of packet capture tasks is displayed
in theStatuscolumn For an ongoing packet capture teStgtusis displayed aRunning.
Otherwise Statusis displayed ablot running.

In the lower part of the page, packet capture files are listed for completed packet capture tasks.
Packet capture parameters are displayeade Task Detailscolumn.
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Figure 81 Manual Packet Capture page

Manual Capture @

Manual Capture Rules

O Name Status Number of PCAP Files Operation

O in Not running 1 G ®E
Refresh || Add || Delete

PCAP Files

O File Name Size (byles) Task Details Operation

O collcap_in_1_2024-11-28_15-52-28 cap 85014 Interface: all | Protocol: ALL | Sampling Ratio: 1 | Advanced Options: Received View Download Analyze

Delete

Step 2 Click Add to create a manual packet capture task.

Figure 82 Creating a manual packet capture task

Manual Capture @
Parameter Settings

Item Value

Name

Interface ALL w

Protocol ALL v

Max Packets

Max Time

Packet Sampling Rate 1

SicIP

Destination IP/Group @®IP () Group default_protection_group v

Source/Destination IP

Max Packet Length

Advanced Options [ Receive [] Send [] Drop& (*If no option is selected, a packet reaching the device will be captured by default )
Add || Back
Step 3 Configure parameters.
describes parameters for ciegta manual packet capture task.
Table 81 Parameters for creating a manual packet capture task

Parameter Description

Name The name is unique and should be a string of 1 to 15 characters, including
digits, and underscores ().

Interface Interface on whib packets are captured for this tagkL indicates that packet
are captured on all interfaces.

Protocol Protocol used by packets to be captured. Values cakiLbe TCP, UDP, and

ICMP, ICMPV6, andCustom, with ALL as the default value.

When Protocol is sé to Custom, you can set a protocol port number, wh
must be in the range of 255.

Max Packets Number of packets to be captured. The value ranges from 1 to 30000.
Max Time Specifies how long a capture task can last at most. The value ran@s@0In
seconds.

The system stops capturing packets when either the settiMigoofPacketsor
that ofMax Time is met.

Packet Sampling Ratq Specifies the ratio of matched packets to captured packets. Value
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Parameter Description
1V 65535.
For example, the valued00indicates hat one in 1000 packets are captured.
default value id, indicating no packet sampling.
When the traffic bursts, the packet sampling rate allows the device to ¢
packets in a longer period.

Src IP Source IP address of this task. This parameteoptional. If the source |

address is empty, it indicates that packets from any IP address can be capt

\,

Note

The source IP address can be an IPv4 or IPv6 address.

Destination IP/Group

Destination IP address or group of this task. You can séemtGroup.

IP: When this is selected, you can further specify an IP address in the
box next to it. Leaving the box empty indicates no restriction on
destination of packets. Both IPv4 and IPv6 are supported.

Group: When this is selected, you need ttesta protection group from th
drop-down list.

Source/Destination IP|

Source or destination IP address of the task. This parameter is optional. If y
this parameter, ignot®rc IP andDestination IP/Group.

S,

Note

Both IPv4 and IPv6 addresses are allowed.

Src Port Source port of this task. This parameter is optional. If the source port is em
indicates that packets from any port can be captured.
N,
Note
This parameter is available only wherotocol is set toUDP or TCP.
Dst Port Destination port of thisask. This parameter is optional. If the destination po

empty, it indicates that packets to any port can be captured.

S,

Note

This parameter is available only wherotocol is set toUDP or TCP.

Source or Destinatiol
Port

Source or destination port of thsk. This parameter is optional. If th
parameter is specified, the system ignores BothPort andDst Port.

S,

Note

This parameter is available only wherotocol is set toUDP or TCP.

Max Packet Length

Maximum length of the packet to be captured. Theeaanges from 64 to 151

Advanced Options

This parameter is optional. Options are as follows:
Receive indicates that ADS captures received packets.
Send indicates that ADS captures packets that are sent.
Drop: indicates that ADS captures dropped péske

N,

Note
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Parameter Description

If none is selected, received packets will be captured by default.

If Drop is selected and when the group to which the destinatio|
address belongs is in alert mode, this packet actually is not droppe

Step 4 Click Add.

The new manual packet task staohly after you cliclStart.

—End
8.1.1.2Starting a Manual Packet Capture Task

In theManual Capture Rulesarea shown ir , click “* in theOperation column
of a manual packet capture task to start this tas

When the packet capture task is in progr8tsusis displayed aRunning, and the
forensics file is displayed on the file list.

When the packet capture task is comple&tdiusis displayed aslot running.
8.1.1.3Stopping a Manual Packet Capture Task

In theManual Capture Rulesarea shown if , click ‘= in theOperation column
of a manual packet capture task to stop this task.

After the packet capture task is stopp@itusis displayed adlot running.

8.1.1.4Viewing a Manual Packet Capture Task

In theManual Capture Rulesarea shown if , click “ in theOperation column
of a manual packet capture task to view its configuration information.

Click Refreshto view the current status of manual packet capture tasks.

8.1.1.5Editing a Manual Packet Capture Task

To edit a manual packet capture task, perform the following steps:

Step 1 In theManual Capture Rulesarea shown i , click = in theOperation column
of a manual packet capture task.

Step 2 Edit parameters, clicOK to save the settings, and return to Memual Capture page
----End

8.1.1.6Deleting a Manual Packet Capture Task

You can delete manual packet capture tasks one byrondatches as follows:

Method 1:In theManual Capture Rulesarea shown i , click "%/ in the
Operation column of a manual packet capture task and €ikkin the confirmation
dialog box to delete thimsk.

Method 2:In theManual Capture Rulesarea shown i , select one or more
manual packet capture tasks (or select the check box in the table header to select all
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manual packet capture tasks), klizeletein the lowerright corner of the area, and click
OK in the confirmation dialog box to delete the selected tasks.

\,

Note

Ongoing packet capture tasks cannot be deleted.

8.1.1.7Viewing a Manual Packet Capture File

After a manual packet capture task is endgaiacket capture file is generated and added to
the file list, as shown in tHeRCAP Filesarea shown ifk

You can clickView in theOperation column of a packet capture file to view its details.

Figure 83 Viewing details of a packet capture file

Packet Details %)
Packet Summary: Name:colicap_in_1_2024-11-28_15-52-28.cap Size:86014 Task Details:Interface: all | Protocol: ALL | Sampling Ratio: 1| Advanced Options: Received Back
First Last [1/1 pages | 1000 v Goto[___ |

No Time Source Src Port Destination Dst Port Protocol Length Information a
I leas e lmevwz w0 o swo ]

2 2024-11-28 155228 6444 17066 839110122 80 tep 70 SYN

3 2024-11-28 155228 6444 17061 839110122 20 tep 70 SYN

4 2024-11-28 155228 6444 17062 839110122 20 tep 70 SYN

5 2024-11-28 155228 6444 17067 839110122 20 tep 70 SYN

6 2024-11-28 15:52:28 6.44.4 17069 83.91.101.22 80 co 70 SYN

7 2024-11-28 15:52:28 6.44.4 17068 83.91.101.22 80 co 70 SYN

8 2024-11-28 15:52:28 6444 17064 83.91.101.22 80 tcp 70 SYN ~
IP Layer

SrcIP 6444 Total Length 52

DstIP 839110122 IP Header Length 20

TOoS 0x0000 TTL 62

IP Flag 0x0002 Offset -

Protocol tep Checksum 0xc908

IPID 0xb092

Source IP Blocking

TP

Sre Port 17060 Dst Port 80

TCP Seq Number 0x9e16ff35 TCP ACK Number Oxcd044141

TCP Flag 0x0002 Maximum Segment Size -

Timestamp - Window scale 8

Viewing the Summary of the Packet Capture File

As shown in , in the upper part of the padgeacket Summarydisplays the abstract
of the packet capture file, inclurdy the file name, size, and task details.

Viewing the Packet Abstract

On thePacket Detailspage, abstract information of all captured packets contained in the
packet capture file is displayei: descriles parameters of a packet capture file.

Table 82 Parameters of a packet capture file

Parameter Description
No Sequence number of the packet in the packet capture file
Time System time when the packet was captured
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Parameter Description

Source Source IP address of the packet

Src Port Source port of the packet

Destination Destination IP address of the packet

Dst Port Destination port of the packet

Protocol Protocol used by the packet, such as ICMP
Length Packet length

Information Packet information

Viewing Details About a Capture d Packet
On the page shown in , details about the first packet are displayed by default.

You can click a packet to view its details. The displayed information varies with packets. See

Figure 84 Viewing details about a captured packet

Source IP Blocking

On thePacket Detailspage, you can directly clicRource IP Blockingto add a source IP
address to the global blocklist. For details, see sebtivh
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