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■ Statement 
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■ Disclaimer 
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damage in the following circumstances: 

• Data loss and system availability reduction caused by the negligence or misconduct of the system O&M or 
management personnel, for example, they do not handle alerts that affect system stability and availability 
in a timely manner. 

• Data loss and system availability reduction caused by the fact that the traffic exceeds the planned hardware 
capacity. 

• Data loss and system availability reduction or unavailability caused by natural disasters (including but not 
limited to floods, fires, and earthquakes) or environmental factors (including but not limited to network 
disconnection and power outage). 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS i V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Contents 

Preface ................................................................................................................................................ 1 

Organization ............................................................................................................................................................. 1 
Change History ........................................................................................................................................................ 1 

Conventions ............................................................................................................................................................. 2 

Customer Support .................................................................................................................................................... 2 
Documentation Feedback ........................................................................................................................................ 2 

1 Product Overview ......................................................................................................................... 4 

1.1 Product Characteristics ...................................................................................................................................... 4 
1.2 Major Functions ................................................................................................................................................. 5 

1.3 Management Modes ........................................................................................................................................... 6 

1.3.1 Web-based Management ........................................................................................................................... 6 
1.3.2 Console-based Management ................................................................................................................... 11 

2 Dashboard .................................................................................................................................... 12 

2.1 Threat Overview .............................................................................................................................................. 12 

2.2 System Overview ............................................................................................................................................. 16 

3 Alerts .............................................................................................................................................. 18 

3.1 Related Configurations .................................................................................................................................... 18 

3.2 Network Intrusion ............................................................................................................................................ 19 

3.2.1 Network Intrusion ................................................................................................................................... 19 
3.2.2 Network Monitoring ............................................................................................................................... 21 

3.2.3 Quarantine List ....................................................................................................................................... 22 

3.3 Malicious Files ................................................................................................................................................. 22 
3.4 Web Security .................................................................................................................................................... 23 

3.4.1 Malicious URL ....................................................................................................................................... 23 

3.4.2 Injection Attack ...................................................................................................................................... 23 
3.5 Advanced Threat .............................................................................................................................................. 24 

3.5.1 Advanced Malicious Samples ................................................................................................................. 24 

3.5.2 Callback Monitoring List ....................................................................................................................... 24 
3.5.3 Callback Block Event ............................................................................................................................. 25 

3.6 C&C Communications ..................................................................................................................................... 26 

3.7 Online Behavior ............................................................................................................................................... 26 
3.7.1 Application Control ................................................................................................................................ 26 

3.7.2 URL Categorization ................................................................................................................................ 26 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS ii V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

3.7.3 Data Loss Prevention .............................................................................................................................. 27 

3.8 Server Exception .............................................................................................................................................. 27 

3.9 Global Blacklist ............................................................................................................................................... 28 
3.10 DNS Safety .................................................................................................................................................... 28 

3.10.1 DNS Sinkhole ....................................................................................................................................... 28 

3.10.2 DNS Blacklist ....................................................................................................................................... 28 
3.11 DoS Protection ............................................................................................................................................... 29 

3.12 Access Control ............................................................................................................................................... 29 

3.13 Threat Intelligence ......................................................................................................................................... 29 
3.13.1 APT Detection ...................................................................................................................................... 29 

3.13.2 Ransom Detection ................................................................................................................................ 30 

3.13.3 Crypto-Mining Detection ..................................................................................................................... 30 
3.13.4 Dark Web Detection ............................................................................................................................. 30 

3.13.5 Anti-Fraud Detection ............................................................................................................................ 30 

3.13.6 Compromise Detection ......................................................................................................................... 30 
3.14 Honeypot Collaboration ................................................................................................................................. 31 

3.14.1 Hunting Event ....................................................................................................................................... 31 

3.14.2 Attack Source Profiling ........................................................................................................................ 31 

4 Traffic ............................................................................................................................................ 32 

4.1 Bandwidth Management .................................................................................................................................. 32 

4.1.1 Policy ...................................................................................................................................................... 32 
4.1.2 Bandwidth Management Profile ............................................................................................................. 33 

4.2 Traffic Analysis ................................................................................................................................................ 35 

4.2.1 Policy ...................................................................................................................................................... 35 
4.2.2 Application Analysis ............................................................................................................................... 35 

4.2.3 IP Analysis .............................................................................................................................................. 36 

4.2.4 Traffic Integrity Distribution .................................................................................................................. 36 
4.2.5 Abnormal Traffic Monitoring ................................................................................................................. 38 

4.2.6 Traffic Query .......................................................................................................................................... 38 

4.3 NetFlow Configuration .................................................................................................................................... 39 

5 Logs ................................................................................................................................................ 40 

5.1 Basic Operations .............................................................................................................................................. 40 

5.2 Security Logs ................................................................................................................................................... 41 
5.2.1 Network Intrusion Logs .......................................................................................................................... 42 

5.2.2 Malicious File Logs ................................................................................................................................ 43 

5.2.3 Web Security Logs .................................................................................................................................. 43 
5.2.4 Advanced Threat Logs ............................................................................................................................ 44 

5.2.5 C&C Communication Logs .................................................................................................................... 45 

5.2.6 Server Exception Logs ........................................................................................................................... 45 
5.2.7 Global Blacklist Logs ............................................................................................................................. 45 

5.2.8 DNS Safety Logs .................................................................................................................................... 45 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS iii V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

5.2.9 DoS Protection Logs ............................................................................................................................... 46 

5.2.10 Access Control Logs ............................................................................................................................. 46 

5.2.11 Mining Detection Logs ......................................................................................................................... 46 
5.2.12 Threat Intelligence Logs ....................................................................................................................... 46 

5.2.13 Honeypot Collaboration Logs .............................................................................................................. 47 

5.3 Network Behavior Logs ................................................................................................................................... 47 
5.3.1 Application Control ................................................................................................................................ 47 

5.3.2 URL Categorization ................................................................................................................................ 48 

5.3.3 Data Loss Prevention .............................................................................................................................. 48 
5.4 O&M Logs ....................................................................................................................................................... 48 

5.4.1 Running Log ........................................................................................................................................... 48 

5.4.2 Hardware Log ......................................................................................................................................... 48 
5.5 Malware Archive .............................................................................................................................................. 48 

5.5.1 Archived Malicious File ......................................................................................................................... 49 

5.5.2 Third-Party Server Settings .................................................................................................................... 49 
5.6 Data Maintenance ............................................................................................................................................ 50 

5.6.1 Maintenance Configuration .................................................................................................................... 50 

5.6.2 Log Backup ............................................................................................................................................ 50 
5.6.3 Backup History ....................................................................................................................................... 51 

5.7 Reports ............................................................................................................................................................. 51 

5.7.1 Report Profile ......................................................................................................................................... 51 
5.7.2 Report File .............................................................................................................................................. 53 

6 Policies .......................................................................................................................................... 55 

6.1 Security Policy ................................................................................................................................................. 55 
6.1.1 Policy ...................................................................................................................................................... 56 

6.1.2 Security Policy Settings .......................................................................................................................... 63 

6.2 DoS Prevention ................................................................................................................................................ 64 
6.2.1 Flood ....................................................................................................................................................... 64 

6.2.2 Port Scan ................................................................................................................................................. 65 

6.2.3 PING Sweep ........................................................................................................................................... 65 
6.2.4 ARP Spoofing ......................................................................................................................................... 65 

6.2.5 Application-Layer Flood ........................................................................................................................ 66 

6.2.6 Other Settings ......................................................................................................................................... 66 
6.3 Server Outreach ............................................................................................................................................... 66 

6.3.1 Server Outreach Policy ........................................................................................................................... 66 

6.3.2 Server Outreach Auto Learning .............................................................................................................. 67 
6.4 Sandbox Collaboration .................................................................................................................................... 68 

6.4.1 Settings ................................................................................................................................................... 68 

6.4.2 Statistics .................................................................................................................................................. 69 
6.5 Honeypot Collaboration ................................................................................................................................... 70 

6.6 Global Blacklist/Whitelist ................................................................................................................................ 71 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS iv V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

6.6.1 Blacklist .................................................................................................................................................. 71 

6.6.2 Whitelist .................................................................................................................................................. 73 

6.6.3 Settings ................................................................................................................................................... 74 
6.7 DNS Safety ...................................................................................................................................................... 75 

6.7.1 Blacklist .................................................................................................................................................. 75 

6.7.2 Whitelist .................................................................................................................................................. 76 
6.7.3 Sinkhole Configuration .......................................................................................................................... 77 

6.7.4 Settings ................................................................................................................................................... 77 

6.8 IP/MAC Binding .............................................................................................................................................. 78 
6.9 Firewall Collaboration ..................................................................................................................................... 80 

6.10 User & Authentication ................................................................................................................................... 80 

6.10.1 Authentication Policy ........................................................................................................................... 80 
6.10.2 Users in AD .......................................................................................................................................... 81 

6.10.3 Authentication Settings ......................................................................................................................... 82 

6.10.4 Intelligent Account Identification ......................................................................................................... 82 
6.10.5 Online Users ......................................................................................................................................... 83 

6.10.6 Authentication Log ............................................................................................................................... 83 

6.10.7 Authentication Status ............................................................................................................................ 83 
6.11 Geodatabase ................................................................................................................................................... 83 

6.11.1 Public IP Geodatabase .......................................................................................................................... 83 

6.11.2 Private IP Geodatabase ......................................................................................................................... 84 
6.12 Mining Protection .......................................................................................................................................... 84 

7 Objects ........................................................................................................................................... 85 

7.1 Service ............................................................................................................................................................. 86 
7.1.1 Predefined Service .................................................................................................................................. 86 

7.1.2 Custom Service ....................................................................................................................................... 86 

7.1.3 Service Group ......................................................................................................................................... 87 
7.1.4 Service Timeout ...................................................................................................................................... 87 

7.2 Application ....................................................................................................................................................... 88 

7.2.1 Predefined Application ........................................................................................................................... 88 
7.2.2 Custom Application ................................................................................................................................ 89 

7.2.3 Application Group .................................................................................................................................. 89 

7.2.4 Filter ....................................................................................................................................................... 90 
7.3 Schedule ........................................................................................................................................................... 91 

7.3.1 Custom Schedule .................................................................................................................................... 91 

7.3.2 Schedule Group ...................................................................................................................................... 92 
7.4 Address ............................................................................................................................................................. 92 

7.4.1 IP/Netmask ............................................................................................................................................. 92 

7.4.2 IP Node ................................................................................................................................................... 93 
7.4.3 MAC Address ......................................................................................................................................... 93 

7.4.4 IP Pool .................................................................................................................................................... 94 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS v V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

7.4.5 Address Group ........................................................................................................................................ 94 

7.5 Network Intrusion ............................................................................................................................................ 95 

7.5.1 Signature Set Profile ............................................................................................................................... 95 
7.5.2 Custom Signature ................................................................................................................................... 97 

7.5.3 Signature Search ..................................................................................................................................... 99 

7.5.4 Exception .............................................................................................................................................. 100 
7.5.5 Other Settings ....................................................................................................................................... 100 

7.6 Malware ......................................................................................................................................................... 102 

7.6.1 Profile ................................................................................................................................................... 102 
7.6.2 File Blacklist ......................................................................................................................................... 106 

7.6.3 File Whitelist ........................................................................................................................................ 106 

7.6.4 Other Settings ....................................................................................................................................... 106 
7.7 Web Security .................................................................................................................................................. 107 

7.7.1 Profile ................................................................................................................................................... 107 

7.7.2 URL Blacklist ....................................................................................................................................... 108 
7.7.3 URL Whitelist ....................................................................................................................................... 108 

7.7.4 SQL Injection Whitelist ........................................................................................................................ 109 

7.7.5 Other Settings ....................................................................................................................................... 109 
7.8 C&C Communication .................................................................................................................................... 110 

7.8.1 Profile ................................................................................................................................................... 111 

7.8.2 C&C Blacklist ...................................................................................................................................... 111 
7.8.3 C&C Whitelist ...................................................................................................................................... 112 

7.8.4 Other Settings ....................................................................................................................................... 112 

7.9 Callback Monitoring ...................................................................................................................................... 113 
7.9.1 Blacklist ................................................................................................................................................ 113 

7.9.2 Whitelist ................................................................................................................................................ 114 

7.10 URL Filtering ............................................................................................................................................... 114 
7.10.1 Profile ................................................................................................................................................. 114 

7.10.2 Custom URL Category ....................................................................................................................... 115 

7.10.3 Category Search .................................................................................................................................. 115 
7.10.4 Other Settings ..................................................................................................................................... 116 

7.11 Application Control ...................................................................................................................................... 117 

7.11.1 Profile ................................................................................................................................................. 117 
7.11.2 Other Settings ..................................................................................................................................... 117 

7.12 Data Loss Prevention ................................................................................................................................... 118 

7.12.1 Profile ................................................................................................................................................. 118 
7.12.2 Sensitive Data ..................................................................................................................................... 118 

7.12.3 Settings ............................................................................................................................................... 120 

7.13 Threat Intelligence ....................................................................................................................................... 120 
7.13.1 Settings ............................................................................................................................................... 120 

7.13.2 Hits Statistics ...................................................................................................................................... 122 

7.13.3 Search ................................................................................................................................................. 122 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS vi V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

7.13.4 Whitelist .............................................................................................................................................. 123 

8 Network ...................................................................................................................................... 124 

8.1 Interfaces ........................................................................................................................................................ 124 
8.1.1 Interface Settings .................................................................................................................................. 124 

8.1.2 Response Port Configuration ................................................................................................................ 129 

8.2 HA .................................................................................................................................................................. 130 
8.2.1 Basic Configuration .............................................................................................................................. 130 

8.2.2 Direct Connect Configuration .............................................................................................................. 131 

8.2.3 Asymmetric Routing ............................................................................................................................. 132 
8.2.4 VRRP Configuration ............................................................................................................................ 132 

8.2.5 Layer 2 HA Configuration .................................................................................................................... 135 

8.3 Bypass ............................................................................................................................................................ 137 
8.3.1 Internal Bypass ..................................................................................................................................... 137 

8.3.2 External Bypass .................................................................................................................................... 138 

8.3.3 Forcible Internal Bypass ....................................................................................................................... 139 
8.4 Security Zones ............................................................................................................................................... 140 

8.5 SNMP ............................................................................................................................................................. 141 

8.5.1 System Setting Information .................................................................................................................. 141 
8.5.2 Agent Access Control ........................................................................................................................... 142 

8.5.3 Trap ....................................................................................................................................................... 143 

8.6 DNS ............................................................................................................................................................... 144 
8.7 Exchange ........................................................................................................................................................ 144 

8.7.1 MAC Table ........................................................................................................................................... 144 

8.7.2 RSTP ..................................................................................................................................................... 146 
8.7.3 MSTP .................................................................................................................................................... 147 

8.8 Route .............................................................................................................................................................. 150 

8.8.1 Static Route .......................................................................................................................................... 151 
8.8.2 Policy Routing ...................................................................................................................................... 152 

8.8.3 ARP Table ............................................................................................................................................. 153 

8.9 DHCP ............................................................................................................................................................. 154 
8.10 Authentication Server .................................................................................................................................. 155 

8.11 Mail Server ................................................................................................................................................... 157 

9 System ......................................................................................................................................... 158 

9.1 System Setting ............................................................................................................................................... 158 

9.1.1 Configuring the Engine ........................................................................................................................ 158 

9.1.2 Configuring the NTP Server ................................................................................................................. 159 
9.1.3 Configuring Special Parameters ........................................................................................................... 160 

9.1.4 Expiry Reminder .................................................................................................................................. 160 

9.2 Alert Rules ..................................................................................................................................................... 161 
9.2.1 Alert Rules for Device Resources ......................................................................................................... 161 

9.2.2 Alert Rules for Device Status ............................................................................................................... 161 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS vii V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

9.3 Users and Roles ............................................................................................................................................. 162 

9.3.1 Users ..................................................................................................................................................... 163 

9.3.2 Roles ..................................................................................................................................................... 165 
9.3.3 Access Settings ..................................................................................................................................... 165 

9.4 Updating ......................................................................................................................................................... 166 

9.4.1 Updating System Software ................................................................................................................... 166 
9.4.2 Updating Signature Sets ....................................................................................................................... 168 

9.4.3 Updating Anti-Malware Database ........................................................................................................ 168 

9.4.4 Updating Threat Intelligence Databases ............................................................................................... 169 
9.4.5 URL Category Database ....................................................................................................................... 172 

9.4.6 Updating the Geodatabase .................................................................................................................... 173 

9.4.7 Updating DGA ...................................................................................................................................... 173 
9.4.8 Updating Mining Detection .................................................................................................................. 173 

9.4.9 Manual Deploy ..................................................................................................................................... 173 

9.4.10 Update History .................................................................................................................................... 173 
9.5 Backup and Restore ....................................................................................................................................... 173 

9.5.1 Backup .................................................................................................................................................. 173 

9.5.2 Restore .................................................................................................................................................. 174 
9.5.3 Configuration Restore .......................................................................................................................... 174 

9.6 Central Manager ............................................................................................................................................ 175 

9.6.1 ESPC ..................................................................................................................................................... 175 
9.6.2 LAS ....................................................................................................................................................... 176 

9.6.3 BSA ...................................................................................................................................................... 176 

9.6.4 ISOP ..................................................................................................................................................... 177 
9.6.5 ESP-H ................................................................................................................................................... 178 

9.6.6 SYSLOG ............................................................................................................................................... 179 

9.6.7 KAFKA ................................................................................................................................................ 181 
9.7 Service Subscription ...................................................................................................................................... 181 

9.7.1 License .................................................................................................................................................. 181 

9.7.2 Care Service .......................................................................................................................................... 183 
9.7.3 Connecting to T-ONE CLOUD ............................................................................................................ 184 

9.8 Troubleshooting ............................................................................................................................................. 185 

9.8.1 Packet Capturing .................................................................................................................................. 185 
9.8.2 Packet Playback .................................................................................................................................... 186 

9.8.3 One-Click Inspection ............................................................................................................................ 187 

9.8.4 Remote Diagnosis ................................................................................................................................. 187 
9.8.5 Network Diagnostic Tools .................................................................................................................... 187 

9.8.6 Diagnostics Trace ................................................................................................................................. 188 

9.8.7 Network Connections ........................................................................................................................... 188 
9.8.8 Hardware .............................................................................................................................................. 189 

9.8.9 Aggregation Status ................................................................................................................................ 189 

9.8.10 Forwarding Information ..................................................................................................................... 190 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS viii V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

9.9 System Control .............................................................................................................................................. 190 

10 Audit Logs ................................................................................................................................ 192 

A Console-based Management .................................................................................................. 193 

A.1 Login to the Console User Interface ............................................................................................................. 193 

A.2 Configuration Parameters ............................................................................................................................. 196 

A.2.1 Viewing System Information ............................................................................................................... 196 
A.2.2 Using Diagnosis Tools ......................................................................................................................... 197 

A.2.3 Using Maintenance Tools .................................................................................................................... 198 

A.2.4 Initializing System Settings ................................................................................................................. 199 
A.2.5 Restarting the System .......................................................................................................................... 200 

A.2.6 Shutting Down the System .................................................................................................................. 201 

A.2.7 Exiting the Configuration Interface ..................................................................................................... 201 

B AD Domain Configurator Management .............................................................................. 203 

B.1 Installing the AD Domain Configurator ........................................................................................................ 203 

B.2 Configuring the AD Domain Configurator ................................................................................................... 206 

C Default Parameters ................................................................................................................... 208 

C.1 Default Interface Settings .............................................................................................................................. 208 
C.2 Default Administrator Accounts .................................................................................................................... 208 

C.3 Communication Parameters of the Console Port .......................................................................................... 209 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS ix V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Figures 

Figure 1-1 Go-live procedure of NIPS .................................................................................................................... 5 

Figure 1-2 Default security policy generated after the go-live procedure ............................................................... 5 

Figure 1-3 Login page .............................................................................................................................................. 8 

Figure 1-4 Web page layout ..................................................................................................................................... 9 

Figure 5-1 Create Report ....................................................................................................................................... 52 

Figure 6-1 Integrated policy configuration process ............................................................................................... 57 

Figure 6-2 Creating an integrated policy ............................................................................................................... 58 

Figure 6-3 Dialog box for configuring security profiles ........................................................................................ 60 

Figure 6-4 Dialog box for configuring behavior profile ........................................................................................ 61 

Figure 7-1 Malware profiles ................................................................................................................................ 102 

Figure 7-2 Configuring a malware detection profile ........................................................................................... 103 

Figure 7-3 Fast scan parameters .......................................................................................................................... 104 

Figure 7-4 Full scan parameters ........................................................................................................................... 105 

Figure 8-1 Topology for the collaboration between NIPS and the bypass switch ............................................... 138 

Figure 8-2 Topology in which NIPS acts as a DHCP relay agent ....................................................................... 154 

Figure 8-3 Network topology for AD domain authentication .............................................................................. 155 

Figure 9-1 Upload upgrade package .................................................................................................................... 169 

Figure 9-2 Upload upgrade package .................................................................................................................... 170 

Figure 9-3 Threat Intelligence ............................................................................................................................. 171 

Figure 9-4 Select a database ................................................................................................................................ 171 

Figure 9-5 Threat intelligence .............................................................................................................................. 172 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS i V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Tables 

Table 1-1 Privileges of operators and auditors ........................................................................................................ 6 

Table 1-2 Page layout description ............................................................................................................................ 9 

Table 1-3 Icons/Buttons for common operations ................................................................................................... 10 

Table 2-1 Dashboard configuration ....................................................................................................................... 12 

Table 2-2 Threat status components ...................................................................................................................... 13 

Table 2-3 System status information ...................................................................................................................... 16 

Table 3-1 Parameters for configuring an exception rule ........................................................................................ 20 

Table 3-2 Parameters for reporting feedback ......................................................................................................... 21 

Table 4-1 Parameters for creating a bandwidth management policy ..................................................................... 32 

Table 4-2 Parameters for creating a traffic line ...................................................................................................... 33 

Table 4-3 Parameters for creating a bandwidth management profile .................................................................... 34 

Table 4-4 Parameters for creating a new traffic analysis policy ............................................................................ 35 

Table 4-5 Parameters for traffic integrity statistics ................................................................................................ 37 

Table 4-6 Parameters for traffic integrity statistics ................................................................................................ 38 

Table 4-7 Description of abnormal traffic monitoring data ................................................................................... 38 

Table 4-8 NetFlow parameters ............................................................................................................................... 39 

Table 5-1 Parameters for configuring an exception rule ........................................................................................ 42 

Table 5-2 Parameters for feeding back to the vendor ............................................................................................ 43 

Table 5-3 Parameters for adding an external server to receive archived malicious files ....................................... 49 

Table 5-4 Description of maintenance configuration ............................................................................................. 50 

Table 5-5 Parameters for configuring the log backup mode and output mode ...................................................... 50 

Table 5-6 Basic parameters for configuring a report profile .................................................................................. 52 

Table 6-1 General parameters ................................................................................................................................ 58 

Table 6-2 Parameters for configuring security profiles ......................................................................................... 60 

Table 6-3 Parameters for configuring behavior profile .......................................................................................... 61 

Table 6-4 Description of integrated policy management ....................................................................................... 62 

Table 6-5 Parameters for configuring access control policies ............................................................................... 63 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS ii V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Table 6-6 Parameters for configuring integrated policies ...................................................................................... 63 

Table 6-7 Parameters for configuring a flood protection policy ............................................................................ 64 

Table 6-8 Parameters for configuring a server outreach protection policy ............................................................ 67 

Table 6-9 Parameters for configuring server outreach learning ............................................................................. 68 

Table 6-10 Parameters for configuring collaboration with sandboxes .................................................................. 69 

Table 6-11 Sandbox detection statistics ................................................................................................................. 69 

Table 6-12 Parameters for configuring honeypot collaboration ............................................................................ 70 

Table 6-13 Parameters for configuring rules for IP port mapping ......................................................................... 71 

Table 6-14 Blacklist parameters ............................................................................................................................. 72 

Table 6-15 Whitelist parameters ............................................................................................................................ 73 

Table 6-16 Global blacklist/whitelist configuration parameters ............................................................................ 74 

Table 6-17 Blacklist parameters ............................................................................................................................. 75 

Table 6-18 Whitelist parameters ............................................................................................................................ 76 

Table 6-19 Sinkhole parameters ............................................................................................................................. 77 

Table 6-20 DNS blacklist/whitelist configuration parameters ............................................................................... 77 

Table 6-21 IP/MAC binding parameters ................................................................................................................ 78 

Table 6-22 Parameters for configuring NIPS to collaborate with firewalls ........................................................... 80 

Table 6-23 Parameters for configuring an authentication policy ........................................................................... 80 

Table 6-24 Parameters for configuring users in AD .............................................................................................. 81 

Table 6-25 User authentication parameters ............................................................................................................ 82 

Table 6-26 Parameters for configuring mining protection ..................................................................................... 84 

Table 7-1 Parameters for configuring a custom service ......................................................................................... 86 

Table 7-2 Parameters for configuring a service group object ................................................................................ 87 

Table 7-3 Parameters for configuring a service timeout period ............................................................................. 87 

Table 7-4 Parameters for configuring applications ................................................................................................ 88 

Table 7-5 Parameters for configuring a custom application .................................................................................. 89 

Table 7-6 Parameters for grouping applications .................................................................................................... 90 

Table 7-7 Parameters for creating a filter .............................................................................................................. 90 

Table 7-8 Parameters for configuring a custom time object .................................................................................. 91 

Table 7-9 Parameters for configuring a time group ............................................................................................... 92 

Table 7-10 Parameter for configuring an IP/netmask ............................................................................................ 92 

Table 7-11 Parameters for configuring an IP node ................................................................................................ 93 

Table 7-12 Parameters for configuring a MAC address ........................................................................................ 93 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS iii V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Table 7-13 Parameters for configuring an IP pool ................................................................................................. 94 

Table 7-14 Parameters for configuring an address group ...................................................................................... 95 

Table 7-15 Parameters for configuring a derived profile ....................................................................................... 96 

Table 7-16 Parameters for configuring a custom rule profile ................................................................................ 97 

Table 7-17 Parameters for configuring an IP signature ......................................................................................... 97 

Table 7-18 Parameters for configuring an advanced signature .............................................................................. 98 

Table 7-19 Advanced options ................................................................................................................................. 99 

Table 7-20 Parameters for configuring quarantine and log merge for network intrusion events ........................ 101 

Table 7-21 Parameters for configuring weak password detection ....................................................................... 101 

Table 7-22 Brute-force protection configuration parameters ............................................................................... 102 

Table 7-23 Basic parameters of the malware detection profile ............................................................................ 103 

Table 7-24 Parameters for configuring full scan .................................................................................................. 105 

Table 7-25 File blacklist parameters .................................................................................................................... 106 

Table 7-26 Whitelist parameters .......................................................................................................................... 106 

Table 7-27 Malware configuration parameters .................................................................................................... 107 

Table 7-28 Web security profile parameters ........................................................................................................ 107 

Table 7-29 URL blacklist parameters .................................................................................................................. 108 

Table 7-30 URL whitelist parameters .................................................................................................................. 108 

Table 7-31 Parameters for configuring SQL injection whitelist .......................................................................... 109 

Table 7-32 Web security configuration parameters ............................................................................................. 109 

Table 7-33 Parameters for configuring a C&C communication profile .............................................................. 111 

Table 7-34 C&C blacklist parameters .................................................................................................................. 111 

Table 7-35 C&C whitelist parameters .................................................................................................................. 112 

Table 7-36 C&C communication detection and logging parameters ................................................................... 112 

Table 7-37 Parameters for configuring a URL filtering profile ........................................................................... 115 

Table 7-38 Parameters for configuring a URL category ...................................................................................... 115 

Table 7-39 URL query and log merge configuration parameters ........................................................................ 116 

Table 7-40 Parameters for configuring an application control profile ................................................................. 117 

Table 7-41 Application control log merge parameters ......................................................................................... 117 

Table 7-42 Parameters for configuring a DLP profile ......................................................................................... 118 

Table 7-43 Parameters for creating a sensitive data profile ................................................................................. 119 

Table 7-44 Parameters for creating a custom sensitive data type ........................................................................ 119 

Table 7-45 Data loss prevention parameters ........................................................................................................ 120 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS iv V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Table 7-46 Parameters for configuring collaboration with NTI .......................................................................... 121 

Table 7-47 Statistical items on the Hits Statistics page ....................................................................................... 122 

Table 8-1 Description for interface category ....................................................................................................... 125 

Table 8-2 Physical interface parameters .............................................................................................................. 126 

Table 8-3 Logical interface parameters ............................................................................................................... 128 

Table 8-4 Parameters of a response port .............................................................................................................. 129 

Table 8-5 Basic HA parameters ........................................................................................................................... 130 

Table 8-6 Direct HA configuration parameters .................................................................................................... 131 

Table 8-7 Parameters for configuring an ARS policy .......................................................................................... 132 

Table 8-8 VRRP parameters ................................................................................................................................. 133 

Table 8-9 Parameters for configuring a monitoring line ...................................................................................... 133 

Table 8-10 Parameters for configuring line interfaces ......................................................................................... 134 

Table 8-11 Parameters for configuring a monitoring line .................................................................................... 136 

Table 8-12 Parameters for configuring external bypass ...................................................................................... 139 

Table 8-13 Security zone types ............................................................................................................................ 140 

Table 8-14 Security zone parameters ................................................................................................................... 140 

Table 8-15 SNMP setting parameters .................................................................................................................. 141 

Table 8-16 Parameters for configuring agent access control (SNMP v1 and v2c) .............................................. 142 

Table 8-17 Parameters configuring agent access control (SNMP v3) ................................................................. 142 

Table 8-18 Parameters for configuring an SNMPv1/v2c trap ............................................................................. 143 

Table 8-19 Parameters for configuring an SNMPv3 trap .................................................................................... 144 

Table 8-20 Parameters for configuring a static VLAN/MAC binding ................................................................ 145 

Table 8-21 RSTP configuration parameters ......................................................................................................... 146 

Table 8-22 Global parameters of MSTP .............................................................................................................. 147 

Table 8-23 Parameters related to a layer 2 port ................................................................................................... 148 

Table 8-24 Parameters for configuring an MST instance .................................................................................... 149 

Table 8-25 MSTP parameters of an interface ...................................................................................................... 150 

Table 8-26 Parameters for configuring a static route ........................................................................................... 152 

Table 8-27 Parameters for configuring a policy-based route .............................................................................. 153 

Table 8-28 Parameters for configuring a DHCP relay entry ............................................................................... 155 

Table 8-29 Parameters for configuring authentication servers ............................................................................ 156 

Table 8-30 Parameters for configuring a mail server ........................................................................................... 157 

Table 9-1 Engine configuration parameters ......................................................................................................... 159 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS v V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Table 9-2 NTP server configuration parameters .................................................................................................. 159 

Table 9-3 Parameters for configuring expiry reminder ........................................................................................ 160 

Table 9-4 Description of alert rules for device resources .................................................................................... 161 

Table 9-5 Description of alert rules for device status .......................................................................................... 162 

Table 9-6 Parameters for configuring an account ................................................................................................ 163 

Table 9-7 Parameters for access settings ............................................................................................................. 165 

Table 9-8 Parameters for configuring online update ............................................................................................ 167 

Table 9-9 Parameter for connecting to NSFOCUS ESPC ................................................................................... 175 

Table 9-10 Parameter for connecting to NSFOCUS LAS ................................................................................... 176 

Table 9-11 Parameters for configuring NIPS to connect to NSFOCUS BSA ..................................................... 177 

Table 9-12 Parameters for configuring NIPS to connect to NSFOCUS ISOP .................................................... 178 

Table 9-13 Parameter for connecting to NSFOCUS ESP-H ................................................................................ 179 

Table 9-14 Parameters for configuring a syslog server ....................................................................................... 180 

Table 9-15 Parameters for configuring a log template ......................................................................................... 180 

Table 9-16 Parameters for configuring a Kafka server ........................................................................................ 181 

Table 9-17 Parameters on the License page ......................................................................................................... 182 

Table 9-18 Parameters for configuring the care service ...................................................................................... 183 

Table 9-19 Parameters for configuring T-ONE CLOUD ..................................................................................... 184 

Table 9-20 Parameters for configuring a packet capturing task .......................................................................... 185 

Table 9-21 Parameters for enabling the switch detection function ...................................................................... 190 

 

 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 1 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Preface 

This document describes the functions and usage of the web-based manager and console-
based manager of NSFOCUS Network Intrusion Prevention System (NIPS for short). 

This document is provided for reference only. It may slightly differ from the actual product 
due to version upgrade or other reasons. 

Organization 

Section Overview 

1 Product Overview Describes NIPS's characteristics and major functions, and methods 
of managing NIPS. 

2 Dashboard Describes information that you can obtain from the Dashboard 
module. 

3 Alerts Describes how to view alert events on NIPS. 

4 Traffic Describes how to configure traffic management policies or traffic 
analysis policies on NIPS. 

5 Logs Describes how and what to view about various logs and reports. 

6 Policies Describes how to configure protection policies. 

7 Object Describes how to configure objects. 

8 Network Describes configurations related to network connections. 

9 System Describes common operations and methods for system maintenance. 

10  Audit Logs Describes how to query audit logs. 

A Console-based Management Describes how to log in to and manage NIPS via the console-based 
manager. 

B AD Domain Configurator 
Management 

Describes how to install and configure the Active Directory (AD) 
domain configurator. 

C Default Parameters Describes default settings of NIPS. 

Change History 

Version Description 

V5.6R11F01 Modified based on V5.6R11F00SP04 document and the latest 
interface. 
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Conventions 

Convention Description 

Bold font Keywords, names of screen elements like buttons, drop-down lists or fields, and 
user-entered text appear in bold font. 

Italic font Document titles, new or emphasized terms, and arguments for which you supply 
values are in italic font. 

 
Reminds users to take note. 

 

Indicates a tip to make your operations easier. 

 
Indicates a situation in which you might perform an action that could result in 
equipment damage or loss of data. 

 
Indicates a situation in which you might perform an action that could result in bodily 
injury. 

A > B Indicates selection of menu options. 

Customer Support 
Hardware and Software Support 

Email: support@nsfocusglobal.com 

Cloud Mitigation Support 

Email: cloud-support@nsfocusglobal.com 

Phone: 

l USA: +1-844-673-6287 or +1-844-NSFOCUS 
l UK: +44 808 164 0673 or +44 808 164 0NSF 
l Australia: +61 2 8599 0673 or +61 2 8599 0NSF 
l Netherlands: +31 85 208 2673 or +31 85 208 2NSF 
l Brazil: +55 13 4042 1673 or +55 13 4042 1NSF 
l Japan: +81 3-4510-8673 or +81 3-4510-8NSF 
l Singapore: +65 3158 3757 
l Hong Kong +852 5803 2673 or +852 5803 2NSF 
l Middle East: +973 1619 7607 

Documentation Feedback 
For any query regarding the usage of the documentation, you can contact us: 
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Email: info-support@nsfocus.com 
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1 Product Overview 

Security issues are getting increasingly complicated in recent years. Customers are vexed by 
various security threats, especially mixed ones, such as worms, viruses, spyware, distributed 
denial-of-service (DDoS) attacks, spam, and network resource abuse (P2P download, instant 
messaging (IM), online games, videos...). Enterprises' information networks are at the risk of 
severe damage. 

NIPS is a next-generation network security product developed by NSFOCUS. As a networked 
product, it is designed to accurately monitor abnormal network traffic and block all kinds of 
attack traffic, especially threats at the application layer, in real time instead of alerting upon 
detection of malicious traffic. This type of products fills in the gaps of traditional firewalls 
and intrusion detection productions and provide dynamic, in-depth, and proactive security 
protection, offering a new intrusion prevention solution for enterprises. 

Section Description 

Product 
Characteristics Describes outstanding characteristics of NIPS. 

Major Functions Describes major functions of NIPS. 

Management Modes Describes the methods of managing NIPS. 

 

1.1 Product Characteristics 
Compared with other vendors' intrusion prevention devices, NIPS can work immediately out 
of the box thanks to its zero-configuration networking (zeroconf) function. This function is 
available thanks to NIPS's mature built-in security policy profiles. Based on the imported 
license, NIPS can automatically configure interfaces, select an appropriate profile, add a 
default security policy, and enable the protection mode. 

Common intrusion prevention devices can be used only after users perform complicated 
configuration procedures. This poses an obstacle to those who have never used a security 
device. To streamline the configuration procedure and improve the ease of use, NIPS is 
embedded with diverse scenario models, making it plug-and-play and usable without manual 
operator intervention. 

Go-live procedure of NIPS shows the basic procedure for NIPS to go through before going 
live. 
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Figure 1-1 Go-live procedure of NIPS 

 

 

 

After the correct license is imported, NIPS automatically configures two adjacent 
network interfaces as a pair of interfaces working in direct mode. 

 

Generally, after the go-live procedure is complete, NIPS automatically generates a default 
security policy in which Src Address, Dst Address, User, and Schedule are all set to any, 
Network Intrusion in the Security Profiles column is set to default, Web Security is set to 
Web security - injection attack, and Action is set to Submit for security check, as shown 
in Default security policy generated after the go-live procedure. Choose Polices > Security 
Policy > Policies > Integrity to view the policy. 

Figure 1-2 Default security policy generated after the go-live procedure 

 

 

NIPS's zeroconf function is convenient, making NIPS easy to use. However, it cannot cover 
all scenarios to meet special configuration needs. In practice, a network may require hybrid 
deployment and a customer may want to use two nonadjacent interfaces as a pair to work in 
direct mode. Therefore, NIPS must allow users to modify interface and security policy 
configurations as required. 

When implementing the zeroconf function, NIPS checks the current configurations. If it finds 
user-defined configurations or the system not in initial state, it will not automatically 
configure interfaces and security policies. 

1.2 Major Functions 
NIPS integrates cutting-edge intrusion prevention technologies into its advanced system 
structure. It is a next-generation intrusion prevention engine that takes in-depth, all-round 
protocol analysis as the basis and protocol identification, protocol anomaly detection, and 
association analysis as the core. It provides users with the following functions: 

Determine the license 
type

Count interfaces and 
configure interface 

working modes

Generate a default 
policy based on the 

license
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l Network protection 
NIPS provides real-time and proactive network protection. It also supports traffic 
management, effectively identifying potential abnormal traffic, and preventing DoS 
attacks. 

l Application protection 
NIPS provides protection for the application layer. For operating systems, applications, 
and databases, it filters out malicious traffic and attack packets through in-depth content 
detection, so as to prevent the existing vulnerabilities from being exploited and to protect 
operating systems and applications from damage and breakdown. 

l Content management 
NIPS provides content management over intranet resources, effectively detecting and 
blocking spyware (including trojan backdoor, malware, and adware), as well as 
monitoring and blocking IM, P2P downloads, online games, online videos, and network 
streaming media. 

l Antivirus 
NIPS can detect and remove nearly 1 million viruses (trojan, worms, macro viruses, and 
script viruses) related to various protocols, including HTTP, SMPT, POP3, and FTP. 
Moreover, it can effectively control, detect, and block multithreading and in-depth file 
compressing behaviors. 

1.3 Management Modes 
NIPS can be managed in either of the following ways: 

l Web-based management 
Describes login to and layout of the web-based manager whose intuitive human-machine 
interfaces (HMIs) provide all necessary management functions. 
NIPS supports Internet Explorer, Firefox, and Chrome browsers. 

l Console-based management 
This is a method implemented through the command line interface (CLI) for basic 
operations. 

1.3.1 Web-based Management 
The web-based manager of NIPS provides intuitive human-machine interfaces for users to 
manage and configure NIPS. The following sections describe the users, login method, and 
page layout of, and common operations on the web-based manager. 

1.3.1.1 Web Users 
The web-based manager of NIPS has two types of users: operator and auditor. The admin 
operator and auditor auditor are default accounts. The admin operator has privileges of 
managing and configuring administrators and their privileges (see Roles for details). Table 1-
1 describes privileges of operators and auditors. 

Table 1-1 Privileges of operators and auditors 

User Privilege 

Operator admin (default) Has all permissions except managing auditors (but can enable the 
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User Privilege 

default auditor account auditor) and viewing system logs. 

New operator 
(read/write) 
(Created by admin) 

Has all permissions except managing other users and viewing system 
logs. 

New operator (created 
by admin and has the 
read permission) 

Has permissions of changing the current account's password and 
viewing pages he or she has permissions to operate; cannot write to 
or update system files. 

Auditor 

auditor (default) 
Has permissions of managing auditor accounts and viewing system 
logs after being enabled by admin. For details, see Enabling 
the Default Auditor Account. 

New auditor 
(Created by auditor) 

Has permissions of changing the password of his or her own account 
and viewing system logs. 

 

1.3.1.2 Login to the Web-based Manager 
By default, NIPS is accessed via HTTPS port 443. You can change the HTTPS port on the 
Configuring the Engine page. 

 

 

� Before login, check whether the options of blocking pop-ups and disabling 
JavaScript are selected in the browser. If yes, cancel the selections. 

� You are advised to use IE 11.0, Firefox 76.0, Chrome 83.0, or Edge 84.0, or later 
browser and set the browser resolution to 1024x768 or higher. 

 

This section takes a Chrome browser as an example to describe how to log in to the web-
based manager of NIPS. 

Step 1 Make sure that the client communicates properly with NIPS (open port 443 if the traffic needs 
to go through a firewall). 

Step 2 Open the Chrome browser and connect to the management IP address of NIPS over HTTPS, 
for example, enter https://192.168.1.1 in the address bar, and press Enter. 

A security alert appears. 

Step 3 Click Advanced and then Proceed to xxxx (unsafe). 
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Figure 1-3 Login page 

 

 

Step 4 Type a correct user name and password. 

For the first login, type the user name (admin) and password (admin) for the default operator. 
You must change the password immediately after the first login. 

Step 5 Click Login. 

----End 

 

 

� The system will return to the login page if you remain inactive for over 5 minutes. 
In this case, you need to log in again to continue using the system. 

� The possible cause for a login failure may be (1) incorrect username; (2) incorrect 
password; (3) upper/lower case confusion; or (4) account disabled or deleted. 

 

1.3.1.3 Page Layout 
The user admin accesses the system after successful login. Figure 1-4 shows the general 
layout of the page. 
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Figure 1-4 Web page layout 

 

 

Table 1-2 describes the page layout. 

Table 1-2 Page layout description 

No. Area Description 

1 Navigation bar Area where menus and related submenus are provided to help you 
locate system functions.  

2 Quick access bar 

Area providing the following common icons of the system: 

� : applies configurations. 

� : message center. 

� : allows you to view related device information, feedback, 
and online help and switch the system language.  

� : Modifies the password of the current account, 
locks the current session, and logs you out of the web-based 
manager. 

 

� For security concern, you are advised to click  to 
log out of the web-based manager. 

� Clicking Lock Session directly logs you out of the web-
based manager. In this case, when you log in again, you will 
be redirected back to the page that is displayed upon logout. 

3 Work area Area where you can perform configurations and operations and view 
data. 
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The menus and work areas vary with user permissions. 

 

1.3.1.4 Icons/Buttons for Common Operations 
Table 1-3 describes common icons/buttons and their functions. 

Table 1-3 Icons/Buttons for common operations 

Icon/Button Description 

 Edits the current item. 

 Deletes the current item. 

 

Predefined items, such as the "any" subnet, cannot be deleted. 
Referenced items cannot be deleted. 

 Retrieves object settings. 

/  Enables/Disables an operation. 

/  

 Moves up/down a policy in a list. 

 Configures parameters. 

 Refreshes the page. 

 Creates an object. 

 Copies the current item. 

 

 
Pointing to a(n) icon/button displays the description of what the icon/button does. 

 

In addition to the common operations listed in Table 1-3, there is another important operation: 
apply settings. 

On NIPS, settings can take effect only after being committed in either of the following ways: 

l Click  in the upper-right corner of the page. 
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l Choose System > System Control and click Deploy Policies. 

1.3.2 Console-based Management 
The default console user of NIPS is conadmin, with conadmin as the default password. 
Through a console port, you can access the console user interface of NIPS, which provides 
certain functions such as initial system configuration, status detection, and restoration of the 
initial configurations. Functions that cannot be managed on the web-based manager can be 
managed via the console. For details, see Console-based Management. 
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2 Dashboard 

The Dashboard module, accessible only to system administrators, presents threat status 
information and system status information through the use of tables and graphs. 

This chapter covers the following topics: 

Section Description 

Threat Overview Presents the threat status information and how to view such information. 

System Overview Presents the system status information and how to view the information. 

 

2.1 Threat Overview 
Choose Dashboard > Threat Overview to view threat statistics and customize your 
dashboard page. 

Dashboard Configuration 

Click  on the right side of the Dashboard page to customize the components that appear 
on your dashboard page. Then click Save to make the configuration take effect. Click Reset 
to restore the default settings. Table 2-1 describes the dashboard configuration. 

Table 2-1 Dashboard configuration 

Setting Description 

Component The dashboard components are displayed in either of the following colors: 
� Green: indicates that the component is selected and currently being 

displayed on the page. 
� Gray: indicates that the component is not selected and not currently 

displayed on the page. 

TOP N By default, top 5 statistics are displayed. You can change to top 10. 

 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 13 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Component Description 
Table 2-2 describes components available on the Threat Overview page. 

Table 2-2 Threat status components 

Threat 
Type 

Threat Status Description 

Malicious 
file 

Top Malware  This component presents top N malicious files within in a 
specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram displays the name of a specific 
malicious file and its number of occurrences at a particular time. 

Top Malware Sources This component presents top N source IP addresses of malicious 
files within a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram displays a specific source IP address 
and its number of occurrences at a particular time. 

Top Malware Threat 
Types 

This component presents top N types of threat imposed by 
malicious files within a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram displays the specific type of threat 
imposed by malicious files and the number of threats of this type 
at a particular time. 

Intrusion 
event 

Trend of Network 
Intrusion Category 

This component presents intrusion attack types and their trends 
in a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram displays attack types and the number 
of attacks of each type at a particular time. Click a specified 
attack type to navigate to the Network Intrusion or Network 
Monitor page. 

Percentage of Network 
Intrusion Category 

This component presents the intrusion attack type distribution in 
a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the pie chart displays attack types and the attack 
count at a particular time point. Click a specified attack type to 
navigate to the Network Intrusion or Network Monitor page. 

Trend of High-Severity 
Network Intrusion 

This component presents the trend of high-risk intrusion 
events within a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the trend graph displays the number of high-risk 
intrusion events at a particular time point. 

Risk Level Distribution 
of Network Intrusion 

This component presents the distribution of high-, medium, and 
low-risk intrusion events within a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
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or Last 24 hr. 
Pointing to the pie chart displays the number of intrusion 
protection events of corresponding risk levels at a particular time 
point. 

Top Network Intrusion This component presents top N intrusion events occurring within 
a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram shows the name and count of intrusion 
events occurring at a particular time point. 
Click an intrusion event in the histogram to enter the Top 
Network Intrusion page, where you can: 
Select an event from the drop-down list to view its top N source 
and destination addresses. 
Click More to navigate to the Network Intrusion or Network 
Monitor page. 

Top Blocked Network 
Intrusion 

This component presents top N intrusion events blocked within 
a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram shows the name and count of intrusion 
events blocked at a particular time point. 

Top Destination IPs of 
Network Intrusion 

This component presents top N destination IP addresses of 
intrusion events occurring within a statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to a histogram displays the targeted destination IP 
addresses and the number of attacks they suffered at a particular 
time. Click a specific destination IP to navigate to the Network 
Intrusion or Network Monitor page. 

Top Source IPs of 
Network Intrusion 

This component presents top N source IP addresses of intrusion 
events occurring within a statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to a histogram displays the specific source IP address 
and the number of attacks it launched at a particular time. Click 
a specific source IP to navigate to the Network Intrusion or 
Network Monitor page. 

Trend of Network 
Intrusion Category 

This component presents the intrusion event trend within a 
statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the trend graph displays the number of intrusion 
events occurring at a particular time. 

Security log Top Source Address 
Geography 

Presents the geographical distribution of TOP N source IPs of 
security logs generated within the specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the geographical distribution graph displays a 
specific source IP address and its longitude, latitude, and number 
of security events.  

Percentage of Security This component presents the percentage of high-, medium, and 
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Log by Severity low-risk threat events within a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the donut chart displays the number of threat events 
of various severity levels. Click a specified severity to navigate 
to the Percentage of Security Log by Severity page to: 
View the number of threat events of this severity level. 
Click a certain type of threat events to navigate to its log 
interface. 

Percentage of Security 
Log by Type 

This component presents the distribution of security logs by 
type within the specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the graph shows the security log type and the number 
of security events of this type at a particular time point. 

Advanced 
malicious 
sample 

Top Malware File Type 
-ATD 

This component presents top N file types of advanced malicious 
samples within the specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram shows the specific type of advanced 
sample files and the number of files of this type at a particular 
time. 

Top Malware Threat 
Type -ATD 

This component presents top N types of alerts generated for 
advanced malicious samples within a specified statistical period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram displays the specific type of threats 
imposed by advanced malicious samples and the number of 
threats of this type at a particular time point. 

Top Botnet C&C Servers This component presents top N C&C servers within in the 
specified statistical period.  
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram displays a specific C&C server and its 
count at a particular time point. 

Top URL Categories This component presents top N URL categories within in the 
specified statistical period.  
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 
Pointing to the histogram displays a specific URL category and 
its count at a particular time point. 

Top Malicious URLs This component presents top N malicious URLs and the number 
of hits on each URL within the specified statistical period.  
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
or Last 24 hr. 

Threat Intelligence-driven Detection This component presents the amount of intelligence 
matching DNS blacklist and IP blacklist and the amount of 
intelligence related to malicious URLs, Advanced Persistent 
Threat (APT), ransomware, cyber fraud, dark web, and 
compromise at a particular time. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, 
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or Last 24 hr. 
Pointing to the histogram displays the amount of intelligence of 
a specific category. 

Rule Update This component presents the latest rule base update package 
information at the update website.  

Intelligence 
Subscription 

 

This 
function is 
controlled 
by licenses. 

Vulnerability Advisory This component presents security bulletins obtained from 
NTI, which are updated every 24 hours.  

Security News This component presents topical information obtained from 
NTI, which are updated every 24 hours.  

 

2.2 System Overview 

Choose Dashboard > System Overview to view information related to the system, version, 
system resources, and interfaces. 

Table 2-3 describes system status details. 

Table 2-3 System status information 

Informatio
n Category 

System 
Status 

Description 

System 
information 

General This area presents basic system information, including the device 
description, device location, hash value, CPU architecture, license 
version, system time, system runtime, and engine status. 

Click  following General to edit the device description, device 
location, and system time. 

Status This area presents system status information, including the working 
mode, remote assistance, HA status, and bypass status.  

Click  following Remote Assistance, HA Status, and Bypass 
Status to edit the related information.  

Storage This area presents resource information, including the CF or SSD card 
space, log space, and backup space. 

Click  following Storage to perform configurations on the Data 
Maintenance page. 

Version information This area presents information regarding the firmware version, engine 
version, license state, signature sets, flow-based anti-malware database, 
heuristic anti-malware database, URL filtering database, NTI, DGA, and 
mining detection information pack version. It also offers update 
information and upgrade option for some items. Click Upgrade 
following a specified item to update the related information. 

System 
Resources 

CPU Usage This panel presents the CPU usage trend within a selected period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, or Last 
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24 hr. 
Pointing to the trend graph shows the CPU usage of the management 
plane and the data plane at a specific time point.  

Memory 
Usage 

This panel presents the memory usage trend within a selected period.  
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, or Last 
24 hr. 
Pointing to the trend graph shows the memory usage at a specific time 
point.  

Trend of New 
Sessions 

This area presents the trend of new sessions within a selected period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, or Last 
24 hr. 
Pointing to a trend graph shows the number of new sessions at a specific 
time point.  

Trend of 
Concurrent 
Sessions 

This area presents the trend of concurrent sessions within a selected 
period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, or Last 
24 hr. 
Pointing to a trend graph shows the number of concurrent sessions at a 
specific time point.  

Traffic This area presents the trend of traffic sent and received by a specific 
interface during a selected period. 
The statistical period can be Last 1 hr, Last 6 hr, Last 12 hr, or Last 
24 hr. 
Pointing to a trend graph shows traffic sent or received at a specific time 
point. You can determine whether to show the transmitted traffic and 
received traffic on the trend graph by clicking the related legend.  

Hardware 
monitoring 
information 

� Fan state: presents the status of system fans and the CPU fan. 
� Power state: presents status of the power supply. 
� Voltage state: presents the voltage status. 
� Temperature state: presents the motherboard temperature, power 

supply temperature, and CPU temperature. 

 

Hardware monitoring information varies with hardware platforms. 

Interfaces  This area lists device interface information, including the interface name, 
interface status (  indicates the interface is enabled and  indicates the 
opposite), information type, and medium type. 
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3 Alerts 

The Monitor module presents various real-time alerts. It covering the following topics: 

Section Description 

Related Configurations Describes general configurations on various alert pages.  

Network Intrusion Describes how to query network intrusion prevention alerts. 

Malicious Files Describes how to query alerts for malicious files. 

Web Security Describes how to view web security alerts. 

Advanced Threat Describes how to view alerts for advanced threats. 

C&C Communications Describes how to view alerts for C&C communications. 

Online Behavior Describes how to query alerts for online behaviors. 

Server Exception Describes how to view server anomaly alerts. 

Global Blacklist Describes how to view alerts for global blacklist. 

DNS Safety Describes how to view alerts for DNS sinkhole and DNS blacklist. 

DoS Protection Describes how to view alerts for DoS. 

Access Control Describes how to view alerts for access control. 

Threat Intelligence Describes how to view alerts for advanced threats. 

Honeypot Collaboration Describes how to view alerts for honeypot collaboration. 

 

3.1 Related Configurations 
Operations on pages under the Monitor module are almost the same. This section describes 
these common operations. 

Filtering Logs 
Choose Monitor > Network Intrusion > Network Monitor to set filtering conditions. Click 
Filter to add filtering conditions. Default filtering conditions are displayed in the upper-left 
corner of the page. After filtering conditions are set, alert information retrieved based the 
conditions is displayed in the alert log table. 
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Setting Alert Columns 
Choose Monitor > Network Intrusion > Network Monitor. On the displayed page, click 

 in the upper-right corner of the page to select the columns to show. 

Viewing Alert Event Details 

Click  preceding an event to view details below the event. 

Click different page tabs to view different information. Different types of alerts correspond to 
different alert information.  

Viewing Information About Authenticated Users 
If an event matches an authentication policy (for configuration of an authentication policy, see 
Authentication Policy.  

Viewing Information About Associated Accounts 
If an event matches an intelligent user identification policy (for configuration of such a policy, 
see Users in AD 

Viewing Details of a Public IP Address 

If the source or destination IP address of an event is a public IP address,  appears before the 
IP address, which is displayed in blue, like .  

Click  or click the submenu under Threat intelligence forensics in the Operation column 
to directly connect to NSFOCUS NTI to obtain details of the public IP address.  

Refreshing Data 
You can refresh data in either of the following ways on alert pages: 

l Automatically refresh data. 
Specify an automatic refresh interval in the Refresh Interval text box. The system will 
automatically refresh data at the specified interval. The default interval is 10 minutes. 

l Manually refresh data. 

Click  to refresh data manually on the current page. 

3.2 Network Intrusion 
The intrusion prevention event module allows you to view basic information and details of 
network intrusion prevention events, add exceptions, view the list of isolated IP addresses, 
and disable the isolation. 

3.2.1 Network Intrusion 
Network intrusion events can be generated only after network intrusion profiles are 
configured in NIPS and referenced in integrated policies. 
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Choose Monitor > Network Intrusion > Network Intrusion. The latest 100 intrusion 
prevention events are displayed. For each event, you can view the time, description, source 
and destination IP addresses, user, and details.  

The icon  in the Action column indicates that traffic related to this event was allowed to 
pass through.  indicates that such traffic was blocked.  indicates that such traffic was 
quarantined. 

Viewing Details of a Network Intrusion Event 
Clicking an event name displays the detailed analysis of and solution for this event. 

Clicking a blue link, such as the vulnerability title, NSFOCUS ID, or BUGTRAQ ID, directs 
you to the detailed vulnerability information page of the NSFOCUS website. 

Adding an Exception 
If you do not want NIPS to detect real-time alert events against a certain rule, you can add this 
rule as an exception.  

For a network intrusion event, point to  in the Operation column and click Add 
exception. In the displayed Exception page, click Commit to make this rule effective. Table 
3-1 describes the parameters for configuring an exception rule. 

Table 3-1 Parameters for configuring an exception rule 

Parameter Description 

Signature ID ID of rule added as an exception. 
This ID must be the ID of an existing rule. 

Src IP Specifies the source IP address or IP segment, that is, the valid range of IP addresses 
to be covered by this exception rule. Only packets from the specified source IP 
address or IP segment are allowed to go through.  
You should type an IPv4 address or IPv4 segment, for example, 192.168.1.0/24. 
Typing 0.0.0.0 or leaving the field empty indicates no limit. 

Dst IP Specifies the destination IP address or IP segment, that is, the valid range of 
destination IP addresses to be covered by this exception rule. Only packets to the 
specified destination IP address or IP segment are allowed to go through. 
You should type an IPv4 address or IPv4 segment, for example, 192.168.1.0/24. 
Typing 0.0.0.0 or leaving the field empty indicates no limit. 

 

Downloading a PCAP File 
If the packet capture option is selected in a rule referenced by a policy that the current event 
matches, click  in the Operation column and see that the Download PCAP file option is 
available. Click this option to download the packet capture file of the event for analysis and 
debugging.  
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Feeding Back a False Positive 
If a user determines that a security event is a false positive, the admin user can send feedback 
to inform NSFOCUS rule group.  

Point to  in the Operation column of a false positive, click Feedback, and configure 
parameters. Then click OK. Table 3-2 describes the parameters for reporting feedback. 

After the false positive feedback is successfully submitted, a message confirming feedback 
success appears. 

Table 3-2 Parameters for reporting feedback 

Parameter Description 

Email Specifies the email address for receiving feedback information. By default, the 
current logged-in administrator's email address is displayed. 

Update to system 
settings 

After this option is selected, the system fills in the current logged-in user's email 
address here and uses it as the default email address for sending feedback 
information. For information on how to configure the email address, see Users. 

Content Brief feedback information. 

 

3.2.2 Network Monitoring 
Choose Monitor > Network Intrusion > Network Monitor. The latest 100 network 
monitoring alert events are displayed. 

The icon  in the Action column indicates that traffic generated by this event was allowed to 
pass through, and  indicates that such traffic was blocked. 

Feeding Back a False Positive 
If a user determines that a security event is a false positive, the admin user can inform 
NSFOCUS rule group. For details, see Feeding Back a False Positive 

Downloading a PCAP File 
If the packet capture option is enabled in a rule referenced by the policy that the current event 
matches, click  in the Operation column to access the Download PCAP file option. 

Click this option to download the packet capture file of the event for analysis and debugging. 

Adding an Exception 
If you do not want NIPS to detect real-time alert events against a certain rule, you can add this 
rule as an exception. For details, see Adding an Exception. 

Obtaining Threat Intelligence for Forensics 
If the source or destination IP address of a security event is a public IP address, you can get 
details of the two IP addresses of this event. 
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Point to  in the Operation column and click an item under Threat intelligence forensics 
to view traceback details on NTI. 

Viewing Event Information 
Click the Event Name to view details of the rule matching the event. 

3.2.3 Quarantine List 
If an integrated policy references an intrusion prevention profile that involves a rule with the 
quarantine option selected, when an attack triggers this rule, NIPS quarantines the 
communication between the source IP address and destination IP address of this attack. 

Choose Monitor > Network Intrusion > Quarantine List to view the quarantined source 
and destination IP addresses, signature ID, and quarantine start and end time. 

l Click Stop quarantine in the Status column to disable the quarantine. 
l Click the signature ID to view details of the rule that triggers the quarantine. 

3.3 Malicious Files 
Malicious file alerts are displayed only after malicious file profiles are configured and 
referenced in integrated policies.  

Choose Monitor > Malware to view the time, content, source IP addresses, and destination 
IP addresses of the latest 100 alerts. In the Action column,  indicates that traffic generated 
by this event was allowed to pass through, and  indicates that such traffic was blocked. 

Adding an Entry to Whitelist 
For a malicious file alert, if an engine other than Flow-based engine is shown in 
the Detection Engine column, you can add a malicious file to the file sample whitelist.  

Point to  in the Operation column and then click Add to whitelist to add the MD5 value 
of the malicious file to the file sample whitelist. Then, this file is taken as a legitimate one 
and will no longer be subject to detections for suspicious files. For details about the file 
sample whitelist, see File Whitelist. 

Obtaining Threat intelligence for Forensics 
For a malicious file alert, if an engine other than Flow-based engine is shown in 
the Detection Engine column, you can get information about the malicious file.  

For this purpose, click  in the Operation column and click one of the following items 
under Threat intelligence forensics to view traceback details on NTI: 

l Source IP: source IP address of the malicious file. 
l Destination IP: destination IP address of the malicious file. 
l Malicious file: malicious file information retrieved based on its MD5 value. 
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3.4 Web Security 
The web security alert module involves two parts: malicious URL and injection attack.  

3.4.1 Malicious URL 
Malicious URL alerts can be displayed after you perform either of the following 
configurations: 

l Enable threat intelligence and reference a web-security Profile (with malicious URL 
detection enabled) on the Integrated Policy page. Also, enable collaboration with NTI. 
For details, see Settings. 

l Select Alert for Malware URL on the Settings page. When a malicious file is sent via 
HTTP, an alert will be reported, indicating that this HTTP URL is a malicious one. 

l Choose Monitor > Web Security > Malicious URL. The list displays the time, content, 
source IP addresses, and destination IP addresses of the latest 100 alerts. 

In the Action column, the icon  indicates that traffic generated by this event was allowed to 
pass through, while  indicates that such traffic was blocked. 

Adding to an Entry to Whitelist 

Point to  in the Operation column and click Add to whitelist to add the URL to the 
URL whitelist. Then this URL is considered as a legitimate one and will not be subject to 
subsequent URL detections. For details, see URL Whitelist. 

Obtaining Threat Intelligence for Forensics 
You can get details of this malicious URL, including the source IP address, destination IP 
address, and domain name.  

Point to  in the Operation column and click an item under Threat intelligence forensics 
to view traceback details on NTI. 

For example, you can click Domain name to view the domain name of the malicious URL. 

3.4.2 Injection Attack 
Injection attack alerts can be displayed only when SQL injection detection is enabled in a web 
security profile referenced in an integrated policy.  

Choose Monitor > Web Security > Injection Attack to view the latest 100 injection attack 
alerts. For each alert, you can view the time, source IP address, destination IP address, URL, 
and category of the attack event.  

In the Action column, the icon  indicates that traffic generated by this event was allowed to 
pass through, while  indicates that such traffic was blocked. 

Obtaining Threat Intelligence for Forensics 
If the source or destination IP address of a security event is a public IP address, you can get 
details of this event, including the time, source IP address, destination IP address of the event.  
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Click the IP address in the Source IP or Destination IP column or point to the icon  in 
the Operation column and click an item under Threat intelligence forensics to view details 
of an injection attack. 

3.5 Advanced Threat 
If parameters for collaboration with the sandbox are configured, NIPS will send malicious file 
samples to the sandbox for detection and trigger an alert. In this case, if the callback 
monitoring function is enabled in a security policy, you can view the callback monitoring list 
and callback block events.  

The Advanced Threat menu involves the following submenus: Advanced Malicious 
Sample, Callback Monitor List, and Callback Block Event.  

3.5.1 Advanced Malicious Samples 
Choose Monitor > Advanced Threat > Malware Sample to view the latest 100 advanced 
malicious sample alerts. 

For each alert, you can view the time, source IP address, destination IP address, risk level, 
abstract, threat type, file name, and action of the alert. 

Obtaining Threat Intelligence for Forensics 
If the source or destination IP address of an alert event is a public IP address, you can get 
event details, including the time, source IP address, and destination IP address of the event.  

Click the IP address in the Source IP or Destination IP column or point to the icon  in 
the Operation column and click an item under Threat intelligence forensics to view details 
of an advanced malicious sample. 

3.5.2 Callback Monitoring List 
NIPS supports the malicious software callback monitoring function. If the sandbox detects the 
callback behavior in an advanced malicious sample, NIPS will record the IP address and 
domain name for callback in the callback monitoring list. 

Choose Monitor > Advanced Threat > Callback Monitoring to view callback monitoring 
information. The admin user can add the IP addresses or domain names on the callback 
monitoring list to the blacklist or whitelist: 

l Those added to the whitelist will be no longer subject to monitoring. 
l If one of those added to the blacklist is hit, a callback event will be generated. 

Adding an Entry to the Blacklist 

You can move whitelist entries to the blacklist in one of the following ways: 

l Move one by one: Point to  in the Operation column and click Add to blacklist to 
move an entry to the blacklist for callback monitoring. 

l Move all at once: Choose More > Blacklist all to move whitelisted entries to the 
blacklist all at once. 
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l Move in bulk: Select one or more entries and choose More > Blacklist selected to move 
selected entries to the blacklist. 

Adding an Entry to the Whitelist 

You can move blacklisted entries to the whitelist in one of the following ways: 

l Move one by one: Point to  in the Operation column and click Add to whitelist to 
move an entry to the whitelist for callback monitoring. 

l Move all at once: Choose More > Whitelist all to move blacklisted entries to 
the whitelist all at once. 

l Move in bulk: Select one or more entries and choose More > Whitelist selected to move 
selected entries to the whitelist. 

Obtaining Threat Intelligence for Forensics 
If the source or destination IP address of an alert event is a public IP address, you can get 
event details, including the time, source IP address, and destination IP address of the event. 

Click  in the Operation column and click Callback address traceback under Threat 
intelligence forensics to view details of a blocked callback address on NTI. 

3.5.3 Callback Block Event 
Choose Monitor > Advanced Threat > Callback Blocked to view the list of all callback 
block events and block event statistics.  

3.5.3.1 Callback Block Event 
Choose Monitor > Advanced Threat > Callback Blocked to view the list of all callback 
block events. 

Obtaining Threat Intelligence for Forensics 
If the source or destination IP address of an alert event is a public IP address, you can get 
details of the two IP addresses and callback addresses of this event. 

Point to  in the Operation column and click one of the following items under Threat 
intelligence forensics to view traceback details: 

l Source IP: Click to view details of source IP addresses. 
l Destination IP: Click to view details of destination IP addresses. 
l Callback Address: Click to view details of callback addresses. 

3.5.3.2 Block Statistics 
Choose Monitor > Advanced Threat > Callback Blocked > Blocked Statistics to view 
callback block statistics and traceback details of blocked callback hosts. 

Viewing Block Statistics 
On the Blocked Statistics page, click a figure in the Count column to view block details.  
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Type an IP address, domain name or URL in the text box in the upper-left corner of the page 
and click Search to view desired callback block statistics. 

Viewing Callback Host Information 
On the Blocked Statistics page, click a figure in the Victim column to view information 
about blocked callback hosts.  

Obtaining Threat Intelligence for Forensics 

Choose Blocked Statistics. Point to  in the Operation column and click Callback 
address traceback under Threat intelligence forensics to view details of a blocked callback 
address on NTI. 

3.6 C&C Communications 
A C&C communication alert can be generated and the connection is blocked after a network 
IP or domain name matches C&C Blacklist. 

Choose Monitor > C&C Communication to view the latest 100 C&C communication 
events. For each event, you can view the time, source and destination IP addresses, event 
category, description, and user. 

3.7 Online Behavior 
The Network Behavior menu involves three submenus: Application Management, URL 
Filter, and Data Loss Prevention. 

3.7.1 Application Control 
Application management alerts can be displayed only after application management profiles 
are referenced in online behavior profiles.  

Choose Monitor > Network Behavior > Application Control to view the latest 100 
application control events. For each event, you can view the time, source IP address, 
destination IP address, application name, application subcategory, and severity. 

The icon  in the Action column of an event indicates that traffic related to this event was 
allowed to pass through, and  indicates that such traffic was blocked. 

If the source or destination IP address of an event is a public IP address, you can click the 
specific IP address in the Source IP or Destination IP column or click  in the Operation 
column and click an item under Threat intelligence forensics to view details of the source or 
destination IP address of the event. 

3.7.2 URL Categorization 
URL categorization alerts can be generated only after URL categorization profiles are 
referenced in online behavior profiles used in security policies. 
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Choose Monitor > Network Behavior > URL Filtering to view the latest 100 URL 
categorization events. For each event, you can view the time, source and destination IP 
addresses, URL category, and specific website URL. 

The icon  in the Action column of an event indicates that traffic related to this event was 
allowed to pass through, and  indicates that such traffic was blocked. 

If the source or destination IP address of an event is a public IP address, you can click the 
specific IP address in the Source IP or Destination IP column or click  in the Operation 
column and click an item under Threat intelligence forensics to view details of the source or 
destination IP address of the event. 

3.7.3 Data Loss Prevention 
The Data Loss Protection menu contains two menu items: Sensitive Data and File Transfer 
Control. Data loss prevention alerts can be displayed only after data loss prevention profiles 
are configured and referenced by online behavior profiles used in security policies.  

3.7.3.1 Sensitive Data 
Choose Monitor > Network Behavior > Data Loss Prevention > Sensitive Data to view the 
latest 100 data loss prevention events. For each event, you can view the time, source and 
destination IP addresses, risk level, event description, and service. 

The icon  in the Action column of an event indicates that traffic related to this event was 
allowed to pass through, and  indicates that such traffic was blocked. 

If the source or destination IP address of an event is a public IP address, you can click the 
specific IP address in the Source IP or Destination IP column or click  in the Operation 
column and click an item under Threat intelligence forensics to view details of the source or 
destination IP address of the event. 

3.7.3.2 File Transfer Control 
Choose Monitor > Network Behavior > Data Loss Prevention > File Transfer Control to 
view the latest 100 file transfer events. For each event, you can view the time, source and 
destination IP addresses, risk level, event description, service, and event details. 

The icon  in the Action column of an event indicates that traffic related to this event was 
allowed to pass through, and  indicates that such traffic was blocked. 

Click the specific IP address in the Source IP or Destination IP column or click  in the 
Operation column and click an item under Threat intelligence forensics to view details of 
the source or destination IP address of the event. 

3.8 Server Exception 
NIPS can monitor server outreach behaviors only after server outreach policies are 
configured. Server exception alerts will be generated once illegitimate server outreach 
behaviors are detected.  

Choose Monitor > Server Exception to view server exception alerts. 

The icon  in the Action column of an event indicates that traffic related to this event was 
allowed to pass through, and  indicates that such traffic was blocked. 
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If the source or destination IP address of an event is a public IP address, you can click the 
specific IP address in the Source IP or Destination IP column or click  in the Operation 
column and click an item under Threat intelligence forensics to view details of the source or 
destination IP address of the event. 

3.9 Global Blacklist 
If the IP address of a website hits an entry in the global IP blacklist and triggers an IP blacklist 
alert, the system will directly block connections to the website.  

Choose Monitor > Global Blacklist > IP Blacklist to view global blacklist alerts. 

Obtaining Threat Intelligence for Forensics 

Click  in the Operation column and click an item under Threat intelligence forensics to 

view details of the source IP address, destination IP address, or malicious IP address of a 
global blacklist alert event. 

Feeding Back a False Positive 
If a user determines that a security event is a false positive, he can click Feedback in the 
Operation to inform NSFOCUS rule group. For details, see Feeding Back a False Positive. 

3.10 DNS Safety 
The DNS safety module allows you to view DNS Sinkhole records and alerts generated 
by DNS blacklist events. 

3.10.1 DNS Sinkhole 
Choose Monitor > DNS Safety > DNS Sinkhole to view the records of events 
triggering DNS sinkholing policies. Click Add to blacklist in the Operation column of an 
event to add the domain name to the blacklist. A DNS sinkhole alert will be generated when 
this domain name is matched. 

3.10.2 DNS Blacklist 
If the domain name of a website hits an entry in the DNS blacklist, a DNS blacklist alert is 
generated. 

Choose Monitor > DNS Safety > DNS Blacklist to view alerts. 

Obtaining Threat Intelligence for Forensics 

Point to  in the Operation column and click an item under Threat intelligence forensics 

to view details of the source IP address, destination IP address, or malicious IP address of 
a DNS blacklist alert event. 
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Feeding Back a False Positive 
If you determine that a security event is a false positive, you can click Feedback in the 
Operation column to inform NSFOCUS rule group. For details, see Feeding Back a False 
Positive. 

3.11 DoS Protection 
DoS Prevention events can be generated only after DoS protection policies are enabled and 
configured under DoS Prevention. 

Choose Monitor > DoS Protection to view the latest 100 DoS protection events. For each 
event, you can view the time, source and destination IP addresses, event name, service, and 
action. 

The icon  in the Action column of an event indicates that traffic related to this event was 
allowed to pass through, and  indicates that such traffic was subject to a limited rate. 

Obtaining Threat Intelligence for Forensics 
If the source or destination IP address of a security event is a public IP address, 

point to  in the Operation column of an event and click an item under Threat 
intelligence forensics to view details of the source IP address or destination IP address of this 
event. 

Viewing Event Information 
Click the Event Name to view details of the rule matching the event. 

3.12 Access Control 
Access control events can be generated only after Access Control policies are enabled and 
configured and the option Log is enabled in the policies. 

Choose Monitor > Access Control to view the latest 100 access control events. 

3.13 Threat Intelligence 
Threat intelligence detection includes APT detection, ransom detection, crypto-mining 
detection, dark web detection, cyber fraud detection, and compromise detection. 

3.13.1 APT Detection 
APT alerts can be generated only after APT detection is enabled on the Settings page. 

Choose Monitor > Threat Intelligence > APT Detection to view the latest 100 APT events. 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 30 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

3.13.2 Ransom Detection 
Ransom alerts can be generated only after ransom detection is enabled on the Settings page. 

Choose Monitor > Threat Intelligence > Ransom Detection to view the latest 100 ransom 
events. 

3.13.3 Crypto-Mining Detection 
Crypto-mining alerts can be generated only after crypto-mining protection is enabled on the 
Settings page. 

Choose Monitor > Threat Intelligence > Crypto-Mining Detection to view the latest 100 
crypto-mining events. 

3.13.4 Dark Web Detection 
Dark web alerts can be generated only after dark web detection is enabled on the Settings 
page. 

Choose Monitor > Threat Intelligence > Dark Web Detection to view the latest 100 
dark web events. 

3.13.5 Anti-Fraud Detection 
Anti-Fraud detection alerts can be generated only after anti-fraud detection is enabled on the 
Settings page. 

Choose Monitor > Threat Intelligence > Anti-Fraud Detection to view the latest 100 cyber 
fraud events. 

3.13.6 Compromise Detection 
Compromise alerts can be generated only after NTI is enabled on the Integrated Policy page 
and compromise detection and NTI-driven detection enabled on the Settings page. 

Choose Monitor > Threat Intelligence > Compromise Detection to view the latest 100 
compromise detection events. 

Adding an Entry to the Whitelist 

Point to  in the Operation column and click Add to whitelist to add an address to 
the whitelist. Then this address is considered as a legitimate one and will not be subject to 
subsequent monitoring. 

Obtaining Threat Intelligence for Forensics 

Click  in the Operation column and click an item under Threat intelligence forensics to 
view the source IP and destination IP and other details of this event. 
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3.14 Honeypot Collaboration 
Hunting events and attack source profiling information can be generated only after Honeypot 
Collaboration is enabled. 

Alerts for honeypot collaboration include hunting events and attack source profiling. 

3.14.1 Hunting Event 
Choose Monitor > Honeypot > Hunt Event to view the latest 100 hunting events. 

For information on how to add to blacklist, see Adding an Entry to the Blacklist. 

3.14.2 Attack Source Profiling 
The Monitor > Honeypot > Attacker Profile to view the latest 100 attack source profiling 
events. 

For information on how to add to blacklist, see Adding an Entry to the Blacklist. 
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4 Traffic 

This chapter describes traffic configurations. It covering the following topics: 

Section Description 

Bandwidth Management Describes how to configure a bandwidth management policy.  

Traffic Analysis Describes how to configure a bandwidth management policy, traffic 
analysis policy, and data monitoring. 

NetFlow Configuration Describes how to configure NetFlow settings. 

 

4.1 Bandwidth Management 
Bandwidth management policies are used to restrict channel traffic and control traffic licenses 
and priorities of authorized users. They can ensure the proper use of network resources and 
more reasonable proportions and distributions of different types of traffic. In addition, 
together with the minimum guaranteed bit rate, maximum guaranteed bit rate, and session 
restriction, traffic management policies guarantee the bandwidth for key sessions. 

Bandwidth management configurations involve two parts: 

l Policy 
l Bandwidth Management Profile 

4.1.1 Policy 
You can configure bandwidth management policies. 

Choose Traffic > Bandwidth Management > Policies. Click New and specify parameters to 
create a bandwidth management policy. Then click OK. Table 4-1 describes parameters. 
After that, click Commit to make it take effect. 

Then, you can edit, duplicate, sort, delete, query, enable, or disable this policy. 

Table 4-1 Parameters for creating a bandwidth management policy 

Parameter Description 

Policy name. Specifies the name of the bandwidth management policy. 
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Parameter Description 

Bandwidth 
Management Profile 

Specifies the bandwidth management profile referenced in this policy. 

Src/Dst Security Zone Specifies a security zone. Packets from or to the specified security zone match this 
bandwidth management policy. global indicates that packets from or to any 
security zones will be checked against this policy. The destination security zone 
automatically refreshes with a matching value each time you select a source 
security zone. 

Src Address Specifies the source IP address object of uplink traffic. any cannot be selected as 
the source address object. 

User Specifies user objects of this policy. 

Schedule Specifies the period when this policy is valid. 

Application Specifies applications to which this policy will apply. 

Application Group Specifies application groups to which this policy will apply. If neither applications 
nor application groups are selected, the traffic control is performed only based on 
IP addresses. 

 

4.1.2 Bandwidth Management Profile  
Choose Traffic > Bandwidth Management > Bandwidth Management Template.  

The admin user can create, edit, or delete bandwidth management profiles and traffic lines.  

Configuring a Line 
A traffic line with the maximum uplink/downlink bandwidth being 100 Mbps is configured on 
NIPS by default. 

Click Create Line and specify parameters to create a line. Table 4-2 describes the parameters 
for creating a traffic line. 

You can edit this line and configure profiles for it. 

Table 4-2 Parameters for creating a traffic line 

Parameter Description 

Line Name Specifies the line name.  
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

Max Uplink 
Bandwidth(Kbps) 

Specifies the maximum bandwidth for outgoing traffic. The unit is kbps. 

Max Downlink 
MBR(Kbps) 

Specifies the maximum bandwidth for incoming traffic. The unit is kbps. 
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Configuring Bandwidth Management Profile 

On the line list page, click  in the Operation column of a traffic line and specify 
parameters to create a bandwidth management profile for this line. Table 4-3 describes the 
parameters for creating a profile. 

Table 4-3 Parameters for creating a bandwidth management profile 

Parameter Description 

Name Specifies the name of the bandwidth management profile.  
The name must be unique and cannot contain spaces and the following 
special characters: % \ ` < > ' & " 

Priority Specifies the priority of the traffic channel object. This parameter can be set 
to an integer ranging from 0 to 7. A smaller value indicates a higher priority. 

Uplink GBR(Kbps) Specifies the minimum bit rate (unit: kbps) for outgoing traffic. 

 

The total uplink traffic must be greater than the sum of uplink GBRs 
of traffic channels involved in all policies. 

Downlink GBR(Kbps) Specifies the minimum bit rate (unit: kbps) for incoming traffic. 

 

The total downlink traffic must be greater than the sum of downlink 
GBRs of traffic channels involved in all policies. 

Max Uplink 
Bandwidth(Kbps) 

Specifies the maximum bandwidth for (unit: kbps) for outgoing traffic. 

Max Downlink MBR(Kbps) Specifies the maximum bandwidth for (unit: kbps) for incoming traffic. 

Max Sessions Specifies the maximum number of TCP sessions allowed by the traffic 
channel.  

Pe
r-
IP 
Li
mi
t 

Enable If you select Per-IP Limit, NIPS controls traffic from each IP address 
included in source address objects. If you do not select it, NIPS controls 
traffic for source address objects on the whole. 

Max Uplink 
Bandwidth(Kbps) 

Specifies the maximum uplink bandwidth for each IP address.  

Max Downlink 
MBR(Kbps) 

Specifies the maximum downlink bandwidth for each IP address.  

Max Sessions Specifies the maximum number of TCP sessions allowed for each IP 
address.  
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4.2 Traffic Analysis 
Traffic analysis policies are used to analyze network traffic data. After analysis, NIPS presents 
the handled traffic destined to applications and IP addresses, traffic integrity distribution, and 
abnormal traffic on the web-based manager. 

4.2.1 Policy 
This section describes how to configure traffic analysis policies. 

Choose Traffic > Traffic Analysis > Policies, and click New and specify parameters to create 
a traffic analysis policy. Then click OK. Table 4-4 describes the parameters for creating a 
policy. 

Then, you can edit, duplicate, sort, delete, query, enable, or disable this policy. 

After that, click Commit to make the policy take effect. 

Table 4-4 Parameters for creating a new traffic analysis policy 

Parameter Description 

Policy Name Specifies the policy name. 

Src/Dst Zone Specifies a security zone. Packets from or to the specified security zone 
match this policy. global indicates that packets from or to any security 
zones will be checked against this policy. The destination security zone 
automatically refreshes with a matching value each time you select a 
source security zone. 

Src Address Src Address should not be any when Sor Zone is set to global, Direct-
A, Direct-B, Direct-C, or Direct-D. 

Schedule Specifies a period during which this policy is valid. 

User Specifies user objects of this policy. 

Application Specifies application objects to which this policy applies. 

Application Group Specifies application group objects to which this policy applies. 

 

4.2.2 Application Analysis 
Choose Traffic > Traffic Analysis > Application Analysis to view statistics of application 
traffic matching traffic analysis policies. Top 10 uplink rates and top 10 downlink rates of 
applications are displayed in a histogram respectively. 

l On the page, click View to the right of the application name to view rankings of the 
uplink or downlink traffic rates of the application covered by the selected policy. 

l Click More below the list in the Uplink Rate Top10 or Downlink Rate Top10 panel to 
view more application traffic monitoring information. 

Filtering by Policy 
By default, all traffic analysis policy statistics are displayed. 
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Select a policy to the right of Policies and click  to view analysis statistics of applications 
covered by the policy 

Refreshing Data 

You can configure data refresh settings to the right of Auto Refresh: 

l Automatically refresh data: Set the automatic refresh interval (5, 10, or 30 seconds). 
Then the system will automatically refresh application analysis data at the specified 
interval. 

l Manually refresh data: Select Never and click  to refresh application analysis data 
manually on the current page. 

4.2.3 IP Analysis 
Choose Traffic > Traffic Analysis > IP Analysis to view statistics of IP traffic matching 
traffic analysis policies. Top 10 uplink rates and top 10 downlink rates of IP addresses will be 
displayed in a histogram respectively. 

l You can automatically or manually refresh data. See Refreshing Data for reference. 
l You can select data covered by policies. For details, see Filtering by Policy for reference. 
l Click more in the lower-right corner of the Uplink Rate Top10 or Downlink Rate 

Top10 panel to view more traffic monitoring information of IP sessions. 
l Click View to view rankings of the uplink or downlink traffic rates of applications 

associated with a specified IP address. 
l Click Limit rate and specify the parameters to create a new bandwidth management 

profile named speedLimit*** and a line named ***K automatically. And the profile will 
be referenced on the Policy page to limit traffic rate of the specified IP. Note that if a 
profile or line with the same name exists, the system will not create it again. 

4.2.4 Traffic Integrity Distribution 
The traffic integrity distribution module consists of traffic integrity statistics, packet loss 
trend, and session monitoring.  

4.2.4.1 Traffic Integrity Statistics 
The application traffic integrity statistics function collects statistics on the total number, 
proportion, and trend of six types of sessions: Sessions with an incomplete three-way 
handshake, sessions with complete handshake and packet loss, unidirectional sessions, 
complete sessions, sessions of bypass security engine, and sessions with a complete 
handshake complete but no load. 

 

 

This function is disabled by default as it may affect the system performance when 
enabled. 
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Choose Traffic > Traffic Analysis > Traffic Integrity Distribution and enable the function. 
Specify the parameters, and click Apply to enable traffic integrity statistics. Table 4-5 
describes the parameters for traffic integrity statistics. 

After a statistical period (1 minute by default), you can view the traffic integrity statistics. 

l By default, the result is displayed in a line chart. You can click  to switch to the 
histogram or  to switch back to the original chart. 

l Hovering a curve shows statistics at a specific time point. 

Table 4-5 Parameters for traffic integrity statistics 

Parameter Description 

Enable This function is disabled by default. To enable it, click the check box. 

Src IP /Netmask Specifies the source IP address and its netmask for statistics. 

 

� Multiple IP addresses are allowed, and they must be separated by 
a comma. 

� The value range of IPv4 netmask is 24–32 bits, and that of IPv6 
netmask is 96–128 bits. 

� You can only set either the source IP or destination IP to any. 

Dst IP /Netmask Specifies the destination IP address and its netmask for statistics. 

 

� Multiple IP addresses are allowed, and they must be separated by 
a comma. 

� The value range of IPv4 netmask is 24–32 bits, and that of IPv6 
is 96–128 bits. 

� You can only set either the source IP or destination IP to any. 

Statistical Period The statistical period is 1 minute by default. You can change it to 5 or 10 
minutes and click Refresh to commit the setting. 

 

4.2.4.2 Packet Loss Trend 
On the Packet Loss Trend page, you can enable the packet loss statistics function to view the 
packet loss trend within a statistical period (1 minute by default).  

Choose Traffic > Traffic Analysis > Traffic Integrity Distribution. Enable the function, 
specify the parameters, and click Apply to enable traffic statistics. Table 4-6 describes the 
parameters for configuring the packet loss trend.  

After a statistical period (1 minute by default), you can view packet loss statistics. 

l By default, the result is displayed in a line chart. Click  to switch to the histogram or 
 to switch back to the original chart. 

l Hovering a curve shows statistics at a specific time point. 
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Table 4-6 Parameters for traffic integrity statistics 

Parameter Description 

Enable It is disabled by default. You can enable it by clearing the check box. 

Statistical Period The statistical period is 1 minute by default. You can change it to 5 or 10 
minutes and then click Refresh to commit the setting. 

 

4.2.4.3 Session Monitoring 
On the Session Monitor page, you can view session details amid application traffic integrity 
statistics.  

Step 1 Choose Traffic > Traffic Analysis > Traffic Integrity Distribution to view the latest 1000 
entries of session monitoring data. 

Step 2 Filter session monitoring information.  

Specify the source IP address, destination IP address, source port, destination port, protocol, 
and type and then click Search to find desired session monitoring information. 

Step 3 Click Clear to clear query results. 

----End 

4.2.5 Abnormal Traffic Monitoring 
Choose Traffic > Traffic Analysis > Abnormal Traffic Monitoring to view abnormal traffic 
monitoring information. For the description of parameters, see Table 4-7. 

Table 4-7 Description of abnormal traffic monitoring data  

Panel Description 

Anomalous traffic monitoring 
statistics 

By default, information about uplink and downlink anomalous traffic of 
all interfaces is displayed in a line chart. 
You can select an interface and specify total, uplink, or downlink traffic 
to display specific information. 

Click  to switch to the histogram or  to switch back to the original 
chart. 

Abnormal Alerts Alerts are displayed in lists. Click  to customize the displayed 
information. 

 

4.2.6 Traffic Query 
Traffic query is used to query statistics of application traffic, IP traffic, and port traffic during 
a statistical period. 

Choose Traffic > Traffic Analysis > Traffic Query. Set query conditions and click Query to 
view statistics. Auto refresh is disabled by default. 

Specify a refresh interval to the right of Auto Refresh: 
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l You can set the automatic refresh interval to 5 seconds, 10 seconds, or 30 seconds. Then 
the system will automatically refresh statistics at the specified interval. 

l You can select Never and click  to manually refresh traffic statistics at the specified 
interval. 

4.3 NetFlow Configuration 
When collaborating with NSFOCUS Network Traffic Analyst (NTA), NIPS can 
identify DDoS attacks more effectively. When NIPS and NTA are deployed for this purpose 
and however, the switch does not support NetFlow, you must configure NetFlow on NIPS. 

Choose Traffic > NetFlow. Select Yes for Enable, specify parameters, and click OK. For the 
description of parameters, see Table 4-8. After that, click Commit to make the settings take 
effect. 

Table 4-8 NetFlow parameters 

Parameter Description 

Dst IP Specifies the destination IP address to which NetFlow data will be sent, that 
is, the IP address of NTA. 

Dst Port Specifies the port to which NetFlow data will be sent, that is, the port number 
of the IP address of NTA. 

Sampling Ratio By default, the sampling ratio is 1: 1000, indicating that one out of 1000 
packets will be encapsulated into NetFlow packets. The sampling ratio can 
be 1:1000, 1:10000, 1:100, 1:10, 1:1, or a desired custom value.  
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5 Logs 

The log module allows you to configure report profiles for generating reports in addition to 
querying security logs, online behavior logs, O&M logs, malicious file archive logs, and data 
maintenance logs.  

This chapter covers the following topics: 

Section Description 

Basic Operations Describes basic operations related to logs. 

Security Logs Describes how to query and manage security logs. 

Network Behavior 
Logs 

Describes how to query and manage network behavior logs. 

O&M Logs Describes how to query and manage operating logs and hardware logs. 

Malware Archive Describes how to archive malicious files and send them externally. 

Data Maintenance Describes how to maintain configurations, back up logs, and view the backup 
history.  

Reports Describes how to manage report profiles and report files. 

 

5.1 Basic Operations 
The following describes basic log-related operations that are performed in a similar way. 

Specifying Displayed Columns in the Log information List 

By default, the system displays a selection of log information. You can click  to customize 
the displayed columns. 

Click Fixed Header to save the settings on the current page. That is to say, when the page 
switches back, it still displays the set information. 

Filtering Logs 
At the top of the log page, specify both default and optional log filtering conditions to query 
logs. 
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You can query logs by setting default and optional filtering conditions. 

l Default filtering conditions are Time, Severity, Action, and Signature ID. 
l Click Filter to select a filtering condition from the drop-down list to add it to the log 

query area. More than one condition can be added.  

Then click Search to query desired logs which will be shown in the log table. 

Viewing Logs 
l Click  preceding a log to view log details, including but not limited to basic 

information, source information, destination information, threat information, attack 
forensics, and handling suggestions.  

l Click the source or destination IP address to view detailed threat intelligence of the 
address on NTI. If the source or destination IP address is an external one, it is indicated 
in blue and preceded by .  

l Click the event name to open the event details dialog box where you can view event 
details and click the vulnerability title, NSFOCUS ID, CVE ID, or other blue links to 
view vulnerability details. 

Exporting Logs 
Click Export and select a file export format to export all listed logs and save them to a local 
disk drive.  

Confirming Events 
After viewing an event log, you can confirm this event. Upon confirmation, the event status is 
changed to Confirmed. 

l Point to  in the Operation column of an event log and click Confirm to confirm the 
log. 

l Select multiple logs from the log table and click Confirm to confirm the selected logs. 
l Click More and select Confirm all to confirm all logs in the log table. 

Also, you can cancel confirmation of events that are confirmed. 

Deleting Logs 

l Point to  in the Operation column of a log and click Delete to delete the log. 
l Select multiple logs, point to More, and select Delete selected to delete the selected 

logs. 
l Point to More and select Delete all to delete all logs in the table. 

5.2 Security Logs 
This part describes logs of various security events. 
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5.2.1 Network Intrusion Logs 
The network intrusion module involves intrusion events and monitoring events. 

5.2.1.1 Network Intrusion 
Network intrusion event logs can be displayed only when intrusion event profiles are 
configured and referenced in integrated policies.  

Choose Log > Security Log > Network Intrusion > Network Intrusion. Besides Basic 
Operations, you can perform the operations specific to intrusion events, including adding an 
exception, downloading a PCAP file, and feeding back to the vendor. 

Adding an Exception 
If you do not want NIPS to check intrusion events against a certain rule, you can add this rule 
as an exception.  

Point to  in the Operation column of an intrusion event, specify parameters, and click 
Add exception. For the description of parameters, see Table 5-1.  

You can view and cancel this exception rule in Exception. 

After that, click Commit to make the security policy take effect. 

Table 5-1 Parameters for configuring an exception rule 

Parameter Description 

Signature ID 
ID of rule added as an exception. 
This ID must be the ID of an existing rule. 

Src IP 

Specifies the source IP address or IP segment, that is, the valid range of IP addresses 
to be covered by this exception rule. Only packets from the specified source IP 
address or IP segment are allowed to go through.  
You should type an IPv4/IPv6 address or segment. Typing 0.0.0.0 or leaving the 
field empty indicates no limit. 

Dst IP 

Specifies the destination IP address or IP segment, that is, the valid range of 
destination IP addresses to be covered by this exception rule. Only packets to the 
specified destination IP address or IP segment are allowed to go through. 
You should type an IPv4/IPv6 address or segment. Typing 0.0.0.0 or leaving the 
field empty indicates no limit. 

 

Downloading a PCAP File 
If the packet capture option is selected in a rule referenced in a security policy profile 

triggering an event, click  in the Operation column of the event log and then 
click Download PCAP file to download the packet capture file of this event for analysis and 
debugging.  
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Feeding Back to the Vendor 

If you consider an intrusion log as a false positive, point to  in the Operation column of 
the log, click Feedback to type feedback information. Then click OK to inform NSFOCUS 
rule group. For the description of parameters, see Table 5-2.  

After the false positive feedback is successfully submitted, a message confirming feedback 
success appears. 

Table 5-2 Parameters for feeding back to the vendor 

Parameter Description 

Email 
Specifies the admin email address for receiving feedback information from 
NSFOCUS. By default, the email address of the current login administrator is 
displayed. 

Update to system 
settings 

After this option is selected, the system uses the email address of the current login 
administrator as the default email address for sending feedback information to 
NSFOCUS. For information on how to configure the email address, see Mail Server. 

Content Type a brief description of feedback information. 

 

5.2.1.2 Network Monitor 
Monitoring event logs can be generated only when intrusion event profiles are configured and 
referenced in integrated policies. 

Choose Log > Security Log > Network Intrusion > Network Monitor and manage 
monitoring event logs in the same way as intrusion event logs. For details, see Network 
Intrusion. 

5.2.2 Malicious File Logs 
Malicious file logs can be generated only when malicious file profiles are configured and 
referenced in integrated security policies.  

Choose Log > Security Log > Malware. Besides Basic Operations, you can add a file to 
the whitelist. 

Adding an Entry to the Whitelist 

If an engine other than the flow-based antivirus engine is used as the detection engine in a 
malicious file profile referenced in a global security policy triggering a malicious file log, you 
can add the malicious file to the file sample whitelist.  

Point to  in the Operation column and then click Add to whitelist to add the MD5 value 
of the malicious file to the file sample whitelist. Then, this file is taken as a legitimate one 
and will no longer be subject to detections for suspicious files. For details about the file 
sample whitelist, see File Whitelist. 

5.2.3 Web Security Logs 
Web security logs consist of malicious URL logs and injection attack logs. 
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5.2.3.1 Malicious URL 
Malicious URL logs can be generated only when malicious URL detection is enabled in web 
security profiles that are referenced in global security policies.  

Choose Log > Security Web Security. Besides Basic Operations, you can feed back false 
positives to the vendor and add URLs to the whitelist. 

Feeding Back to the Vendor 

If you consider an intrusion log as a false positive, you can point to  in the Operation 
column of the log, click Feedback, and type feedback information to inform NSFOCUS rule 
group. For details on feedback parameters, see Feeding Back to the Vendor. 

Adding an Entry to the Whitelist 
You can add URLs indicated in logs to the whitelist only after malicious URL detection is 
enabled in web security profiles referenced in global security policies triggering malicious 
URL logs.  

For details, see Adding an Entry to the Whitelist. 

5.2.3.2 Injection Attack 
Injection attack logs can be generated only when SQL injection detection is enabled in web 
security profiles that are referenced in global security policies.  

Choose Log > Security Log > Web Security > Injection Attack. Basic operations on 
injection attack logs can be performed in the same way as malicious URL logs. For details, 
see Malicious URL.  

5.2.4 Advanced Threat Logs 
The advanced threat module encompasses advanced malicious sample logs and callback block 
event logs. 

5.2.4.1 Advanced Malicious Sample 
Collaborate with TAC and a cloud-side sandbox, NIPS can obtain the latest advanced 
malicious sample detection logs.  

Choose Log > Security Log > Advanced Threat > Malware Sample. For operations on 
logs, see Basic Operations in Logs. 

5.2.4.2 Callback Block Event 
Collaborating with TAC and a cloud-side sandbox, NIPS can obtain the latest callback block 
event logs.  

Choose Log > Security Log > Advanced Threat > Blocked Events to view callback block 
event logs. Operations on callback block event logs can be performed in a similar way as 
advanced malicious sample detection logs. For details, see Advanced Malicious Sample. 
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5.2.5 C&C Communication Logs 
C&C communication alerts can be generated and the connection blocked after the website's IP 
or domain name matches the C&C Blacklist. 

Choose Log > Security Log > C&C Communication to view the time, source and 
destination IP addresses, categories, content, and associated users of C&C communication 
events. In addition to Basic Operations, you can feed back false positives to the vendor and 
add the address of a C&C server to the whitelist. 

Adding an Entry to the Whitelist 
You can add the address of a C&C server to the whitelist only after the whitelist function is 
enabled in C&C communication profiles in integrated policies.  

The domain name or IP address of the C&C server, once being added to the whitelist, will be 
taken as a legitimate one and on longer be subject to subsequent C&C detection. For details, 
see Adding an Entry to the Whitelist. 

Feeding Back to the Vendor 

If you consider a C&C communication log as a false positive, you can click  in the 
Operation column of the log, click Feedback, and type feedback information to inform 
NSFOCUS rule group.  

For details on feedback parameters, see Feeding Back to the Vendor 

.  

5.2.6 Server Exception Logs 
Server exception logs can be generated only after server outreach policies are configured. 

Choose Log > Security Log > Server Exception to view server exception logs. For 
operations on logs, see Basic Operations. 

5.2.7 Global Blacklist Logs 
If the IP address of a website matches an entry in the global IP blacklist, an IP blacklist log is 
generated, and the system directly blocks connections to the website. 

Choose Log > Security Log > Global Blacklist > IP Blacklist to view IP blacklist logs. For 
operations on logs, see Basic Operations. 

5.2.8 DNS Safety Logs 
If the domain name of a website hits an entry in the DNS blacklist, a domain name blacklist 
log is generated, and the system directly blocks connections to the website. 

Choose Log > Security Log > DNS Safety > DNS Blacklist to view domain name blacklist 
logs. DNS blacklist logs are operated in the same way as IP blacklist logs. For details, see 
Global Blacklist Logs. 
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5.2.9 DoS Protection Logs 
DoS protection logs can be generated only after DoS protection policies are configured and 
enabled.  

Choose Log > Security Log > DoS Protection to view DoS protection logs. For operations 
on logs, see Basic Operations. 

5.2.10 Access Control Logs 
Access control logs can be generated only after Access Control policies are configured and 
enabled. 

Choose Log > Security Log > Access Control to view access control logs. For operations on 
logs, see Basic Operations.  

5.2.11 Mining Detection Logs 
Mining logs can be generated only after mining policies are configured and enabled.  

Choose Log > Security Log > Mining to view mining logs. For operations on logs, see Basic 
Operations. 

5.2.12 Threat Intelligence Logs 
Threat Intelligence logs consist of logs related to APT, ransom, cyber fraud, dark web 
activities, and compromise. 

5.2.12.1 APT Detection 
Choose Log > Security Log > Threat Intelligence > APT Detection to view APT detection 
logs. For operations on logs, see Basic Operations. 

5.2.12.2 Ransom Detection 
Choose Log > Security Log > Threat Intelligence > Ransom Detection to view ransom 
logs. For operations on ransom logs, see Basic Operations. 

5.2.12.3 Anti-Fraud Detection 
Choose Log > Security Log > Threat Intelligence > Anti-Fraud Detection to view cyber 
fault logs. For operations on logs, see Basic Operations. 

5.2.12.4 Dark Web Detection 
Choose Log > Security Log > Threat Intelligence > Dark Web Detection to view 
dark web activity logs. For operations on logs, see Basic Operations. 

5.2.12.5 Compromise Detection 
Compromise logs can be generated only after NTI is enabled on the Integrated Policy page 
and compromise detection and NTI-driven detection enabled on the Settings page. 

Choose Log > Security Log > Threat Intelligence > Compromise Detection to view 
compromise logs. 
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Besides Basic Operations, you can add entries to the whitelist and perform threat 
intelligence forensics. 

Adding an Entry to the Whitelist 

Point to  in the Operation column and click Add to whitelist to add an address to 
the whitelist. Then this address is considered as a legitimate one and will not be subject to 
subsequent detections. 

Obtaining Threat Intelligence for Forensics 

Click  in the Operation column and click Threat intelligence forensics to view 
traceback details of a source IP or destination IP of this event. 

5.2.13 Honeypot Collaboration Logs 
Logs for honeypot collaboration include those for hunting events and attacker profiles. 

5.2.13.1 Hunting Events 
Choose Log > Honeypot > Hunt Event to view logs of hunting events. For operations on 
logs, see Basic Operations. 

Adding an Entry to the Blacklist 

Point to  in the Operation column and click Add to blacklist. For the description of 
parameters, see Table 6-14. Then add a blacklist based on Source IP to the Blacklist, where 
Source IP is configured as the source IP address of the current event, and Description is 
automatically filled in with "One-click honeypot collaboration". 

5.2.13.2 Attacker Profile 
Choose Log > Honeypot > Attacker Profile to view the logs of attacker profiles. 

l For operations on logs, see Basic Operations. 
l For information on how to add to blacklist, see Adding an Entry to the Blacklist. 

5.3 Network Behavior Logs 
Network behavior logs include URL filtering logs, application control logs, and data loss 
prevention logs. 

5.3.1 Application Control 
Application management logs can be generated only after application management profiles 
are configured and referenced in network behavior profiles used in global security policies.  

Choose Log > Network Behavior > Application Control to view application control logs. 
For operations on application control logs, see Basic Operations. 
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5.3.2 URL Categorization 
URL filtering logs can be generated only after URL filtering profiles are configured and 
referenced in network behavior profiles used in integrated policies. 

Choose Log > Network Behavior > URL Filtering to view URL filtering logs. For 
operations on URL filtering logs, see Basic Operations. 

5.3.3 Data Loss Prevention 
Data loss prevention logs include sensitive data protection logs and file transfer control logs.  

Data loss prevention logs can be generated only after data loss prevention profiles are 
configured and referenced in network behavior profiles used in global security policies.  

5.3.3.1 Sensitive Data 
Choose Log > Network Behavior > Data Loss Prevention > Sensitive Data to view 
sensitive data protection logs. For operations on sensitive data protection logs, see Basic 
Operations. 

5.3.3.2 File Transfer Control 
Choose Log > Network Behavior > Data Loss Prevention > File Transfer Control to view 
file transfer control logs. File transfer controls logs are operated in the same way as sensitive 
data protection logs. For details, see Sensitive Data. 

5.4 O&M Logs 
O&M logs include running logs and hardware logs. 

5.4.1 Running Log 
Running logs record the interface status, HA status, system running status, and bypass status.  

Besides Basic Operations, you can clear all running logs. Choose Log > O&M Log > 
Running Log. Click Clear Log to delete all running logs. 

5.4.2 Hardware Log 
Hardware logs record the temperature and usage of the CPU, mother board, and power supply 
of the device.  

Besides Basic Operations, you can clear all hardware logs. Choose Log > O&M Log > 
Hardware Log. Click Clear Log to delete all hardware logs. 

5.5 Malware Archive 
The Malware Archive module includes archived malicious files and server settings. 
Currently, this function is available only to NIPS with a hard disk. 
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5.5.1 Archived Malicious File 
Malicious file samples can be stored in a local disk drive only after Malware forensics is 
enabled in the Settings page. 

You can view archived malicious files. 

Choose Log > Malware Archive > Archived Malware. You can perform the following 
operations: 

l Delete malicious files. 

− Click  in the Operation column of a malicious file to delete the file. 
− Select multiple malicious files, point to More and select Delete selected to delete the 

selected files. 
− Point to More and select Delete all to delete all malicious files. 

l Export malicious files. 

− Click  in the Operation column of a malicious file to export it to a local disk 
drive. 

− Select multiple files, point to More and select Export selected to export malicious 
files to a local disk drive.  

l Perform NTI forensics: Clicking  in the Operation column of a malicious file allows 
you to jump to NTI for forensics. 

5.5.2 Third-Party Server Settings 
NIPS can send archived malicious files to third parties. On the Server Settings page, you can 
configure the parameters of third-party servers and view the latest 10 sync records. 

Choose Log > Malware Archive > Server Settings. Click New in the upper-right corner of 
the page to add an external server for receiving archived malicious files from NIPS. Then 
configure server parameters, and click OK to commit the settings. For the description of 
parameters, see Table 5-3.  

Table 5-3 Parameters for adding an external server to receive archived malicious files 

Parameter Description 

Server Name Name of the server. 

Protocol Protocol used by the server. 

Server Address/Port Specifies the IP address/port number used by the server to provide 
services. 

Username/Password Specifies the user name/password for access to the server. 

Storage Path Specifies the path to store archived malicious files on a third-party 
server. 

Sending Cycle Specifies the interval of sending archived malicious files to the server. 

Delete Local Sample Controls whether to delete local samples. 

Enable Controls whether to enable the server. The server can receive 
malicious files only after it is enabled. 
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5.6 Data Maintenance 
The data maintenance modules involve maintenance configuration, log backup, and backup 
history. 

5.6.1 Maintenance Configuration 
After maintenance configuration is enabled, you can view the CF or SSD card usage, usage of 
the entire hard disk drive, log distribution, and current log storage disk usage and its trend in 
the last seven days. 

Choose Log > Data Maintenance > General. Table 5-4 describes panel information. 

Table 5-4 Description of maintenance configuration 

Panel Description 

SSD usage This area shows the usage/storage of the CF/SSD card. The percentage 
of CF/SSD card usage is displayed in a circular graph on the right side. 
Click Free to clear data stored on the CF/SSD card. 

Disk usage This area shows the usage/storage of the hard disk. The percentage of 
hard disk usage is displayed in a circular graph on the right side. 

Percentage of logs in the storage 
disk 

This area shows the usage of the log storage disk and the percentage 
of each type of logs stored in the disk. You can perform the following 
operations: 
Point to the pie chart to view log types and their respective 
percentages. 
Click a legend below the pie chart to show or hide the corresponding 
log type on the pie chart.  

Trend of log storage disk usage in 
the last seven days 

This area shows the trend of log storage disk usage in the last seven 
days. Pointing to the trend graph shows the usage of the log storage 
disk at a specific time point. 

 

5.6.2 Log Backup 
After log backup is enabled, you can determine how logs are backed up and output. 

Choose Log > Data Maintenance > Setting to enable log backup. For the description of 
parameters, see Table 5-5. 

After the parameters are configured, you can click Test to test the connection between NIPS 
and SFTP to make sure that the log backup succeeds. 

Table 5-5 Parameters for configuring the log backup mode and output mode 

Parameter Description 

Scheduler 
Setting 

Backup method Logs can be backed up automatically or manually: 
Auto: specify log types to be backed up, set the backup time, and click 
OK.  
Manual: specify the log types to be backed up, set the backup time 
and frequency, and click OK. 
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Log Type Specifies the log types to be backed up. 

Recurrence Specifies the backup frequency. This parameter is required only when 
Manual is selected as the backup method.  
Select the backup cycle from the drop-down list.  

Time Specifies the backup time. This parameter is required only when 
Manual is selected as the backup method.  

Time Frame Specifies a time frame. Logs generated in this period will be backed 
up.  

Encrypted Controls whether to encrypt data to be backed up 

Send To Output method Controls whether logs are backed up in a local disk drive or sent to the 
SFTP server.  

SFTP Server/Port Specifies the IP address and port number used by the SFTP server to 
receive logs from NIPS.  

Username/Password Specifies the user name and password for access to the SFTP server.  

Storage Path Specifies the log storage path on the SFTP server. 

Delete old local 
backup files when 
success 

Controls whether to delete local backup files after backup. 

 

5.6.3 Backup History 
The backup history is a string of records of backup done as configured on the Log Backup 
page. By default, the latest 50 backup records are displayed.  

Choose Log > Data Maintenance > History to view backup records in a list. 

5.7 Reports 
NIPS generates reports by using report profiles. 

5.7.1 Report Profile 
Report profiles include built-in profiles and custom profiles. Reports are generated based on 
profiles. 

Step 1 Choose Log > Report > Report Profile. NIPS comes with built-in monthly and weekly general 
report profiles. 

 

 

Click icons in the Operation column to view, edit, delete, duplicate, enable, disable, 
and configure profiles. Also, you can generate reports in real-time and view them in 
Report File. 

 

Step 2 Click New. The New report Template dialog box appears, as shown in Figure 5-1. 
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Figure 5-1 Create Report 

 

 

Step 3 Configure basic parameters. 

Table 5-6 describes basic parameters for configuring a report profile. 

Table 5-6 Basic parameters for configuring a report profile 

Parameter Description 

Name Name of the custom report profile. 

Description Description of the report profile.  

Submitter Report submitter.  

Organization Organization that submits the report.  

Cover Logo Logo used on the cover. 
Click Upload to upload a logo image. After the image is uploaded, you can click 
Preview to preview it. 

 

� Image format: png, jpg, and jpeg. 
� Image size: less than 1 MB.  
� Recommended image scale: 3:2 

Default Logo If this option is selected, the built-in logo is used. 

 

Step 4 Configure report contents.  

a. Click Next to open the report content configuration page. 
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b. Select the built-in report content profile default or click  to create a new profile. 
c. For a new report content profile, type the profile name and select items included in the 

profile. Then the selected items will be displayed in the Selected Items box. Click  
beside the Name text box to save this new profile. Then the name of the new profile is 
displayed in the Profile text box. 

 

 
Click  beside the Profile text box to edit, rename, copy, or delete a 
report content profile.  

 

Step 5 Set filtering conditions.  

a. Click Next to open the report filtering condition configuration page. 

b. Select a filter profile or click  to create a filter profile.  
c. Type the filter profile name and set filtering conditions in the right box.  

d. Click  beside the Name text box to save this new profile. Then the name of the new 
profile is displayed in the Filter Profile text box. 

Step 6 Configure the report task schedule. 

a. Click Next to open the report task schedule configuration page. 
b. Set schedule parameters.  

−  Report generation method: Schedule and Subscribe. 
− Recurrence: report generation cycle. 
− Execute Day/Time: report generation time. 
− Time Frame: statistical period of logs. 

Step 7 Configure the output method. 

a. Click Next to open the report output configuration page. 
b. Configure report output parameters. 

− Report format: can be PDF, HTML, WORD, EXCEL, and UOF. PDF and WORD are 
default formats. 

− Send to Email: If you select this option, you need to select an existing email profile 
or click  to create a new one.  

− Send to FTP Server: If you select this option, you need to select an existing FTP 
profile or click  to create a new one by specifying the IP address and port used by 
the FTP server to receive reports, user name and password for access of the FTP 
server, as well as the report storage path on the FTP server.  

Step 8 Click Save to save the settings. 

----End 

5.7.2 Report File 
The Report File page presents report files generated based on report profiles. 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 54 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Choose Log > Report > Report File. Besides Basic Operations, you can perform the 
following operations on report files. 

Previewing a Report 
Click the send icon in the Operation column to of a report file to preview it. 

Downloading a Report 
Click a format in the Download column to download the report to a local disk drive for 
future reference and analysis. 

Sending Reports 
Reports can be sent in one of the following ways: 

l Click the send icon in the Operation column of a report file to send the report as 
configured. 

l Select multiple report files, point to More, and select Send selected to send the reports 
as configured. 

l Point to More and click Send all to send all reports as configured. 
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6 Policies 

This chapter contains the configuration of various policies in NIPS, covering the following 
topics 

Section Description 

Security Policy Describes how to configure integrated security policies and access control policies. 

DoS Prevention Describes how to configure various DoS protection policies. 

Server Outreach Describes how to configure a server outreach policy and server outreach learning 
settings. 

Sandbox 
Collaboration 

Describes how to configure the device to collaborate with sandboxes and how to 
view detection statistics. 

Honeypot 
Collaboration 

Describes how to configure honeypot collaboration. 

Global 
Blacklist/Whitelist 

Describes how to manage and configure the global blacklist and whitelist. 

DNS Safety Describes how to manage and configure the DNS blacklist, whitelist, and sinkhole 
policy. 

IP/MAC Binding 
 Binding 

Describes how to configure IP-MAC binding policies. 

Firewall 
Collaboration 

Describes how to configure parameters for the device to collaborate with NSFOCUS 
NF. 

User & 
Authentication 

Describes how to manage users. 

Geodatabase Describes how to query an IP address in the public IP geodatabase and how to 
manage the private IP geodatabase. 

Mining Protection Describes how to configure a mining protection policy. 

 

6.1 Security Policy 
This section describes how to configure integrated security policies, access control policies, 
and associated parameters on NIPS. 
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6.1.1 Policy 
Policies of IPS include integrated security policies and access control policies. 

 

 

Access control policies that consist of Pass and Block actions take precedence over 
integrated policies. If a packet matches access control policies, it will not be matched 
against integrated policies. 

 

6.1.1.1 Integrated Policy 
You can configure integrated policies by setting security zones, objects, security profiles, and 
online behavior profiles. NIPS will check traffic flowing through it against these policies for 
intrusions, malicious files, C&C communication, web threats, application-layer threats, and 
data breaches and for identification of URL categories. In this manner, the intranet is 
effectively secured. 

Choose Policy > Security Policy > Policy > Integrated Policy to view existing security 
policies. 

The configuration of integrated policies includes creating policies and other operations. 

 

 

When a packet passes through NIPS, it is matched against the integrated policy in the 
following sequence: 
� It is initially matched against the more stringent rules of the security policy profiles. 

For example, both Policy 1 and Policy 2 reference Rule 1000. If the action of Rule 
1000 in Policy 1 is Alert and the action of Rule 1000 in Policy 2 is Block, then the 
packet is matched against Policy 2. 

� If the actions in these policy profiles are identical, then the packet is matched based 
on the sequence of policies. 

 

Configuration Process 
NIPS comes with intrusion prevention profiles and web security profiles. Therefore, without 
much user intervention, NIPS can go live to deliver some degree of protection. 

Figure 6-1 shows the procedure for configuring integrated policies. 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 57 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Figure 6-1 Integrated policy configuration process 

 

 

Creating a Security Policy 
To create a security policy, follow these steps: 

Step 1 Choose Policies > Security Policy > Policies. Click New to create and configure a policy, as 
shown in Figure 6-2. For the description of parameters, see Table 6-1.  
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Figure 6-2 Creating an integrated policy 

 

 

Table 6-1 General parameters 

Parameter Description 

Name Name of the security policy. 

Src Zone Specifies a security zone, packets from which will be matched against this policy. 
You can select the configured security zone and click New to rapidly create a new 
Security Zones. 

Src Addr Specifies source addresses, packets from which will be matched against this policy. 
You can select the configured address and click New to rapidly create a new Address. 
The value any indicates that packets to any IP addresses will be sent to NIPS for 
checking. 

Dst Zone Indicates a security zone, packets to which will be matched against this policy. 
You can select the configured security zone and click New to rapidly create a new 
Security Zones. 

 

The destination security zone automatically refreshes with a matching value 
each time you select a source security zone. 

Dst Addr Specifies destination addresses to which packets will be matched against this security 
policy. 
You can select the configured address and click New to rapidly create a new Address. 
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Parameter Description 
The value any indicates that packets to any IP addresses will be sent to NIPS for 
checking. 

User Specifies the type of users to which this policy will be applied. It has the following 
values: 
� any: indicates any users. 
� Trusted user: indicates online users. For details about online users, see Online 

Users. 
� Untrusted user: indicates other users than online users. 
� Custom user: Click Edit custom user list to select custom users.  

Schedule Specifies a period of time during which this policy is effective. 
You can select the configured schedule and click New to rapidly create a new 
Schedule. 
The value any indicates that this policy is always valid. 

Action Specifies an action to be taken against matching packets. It has the following values: 
� Block: disallows matching packets from passing through NIPS. 
� Allow: allows matching packets to pass through NIPS. 
� Submit for security check: submits matching packets for checks against 

security profiles and online behavior profiles. 

 

Step 2 Click Next to open the Security Profiles dialog box. For the description of parameters, see 
Figure 6-3.  
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Figure 6-3 Dialog box for configuring security profiles 

 

 

Table 6-2 Parameters for configuring security profiles 

Parameter Description 

Network 
Intrusion 

Select the configured intrusion detection profile and click New to rapidly create a new 
Signature Set Profile. 

Malicious File Select the configured malicious file profile and click New to rapidly create a new Profile. 

C&C 
communicatio
n 

Select the configured C&C communication profile and click New to rapidly create a new 
Profile. 

Web security Select the web security profile and click New to rapidly create a new Profile. 

Callback 
monitoring 

After this is enabled, when collaborating with sandboxes, NIPS will receive information 
from sandboxes about any suspicious callbacks found in advanced malicious file samples 
and will monitor traffic for such callbacks. 

Threat 
intelligence 

When this is enabled, NIPS will obtain threat intelligence from NTI. 

 

Step 3 Click Next to open the Behavior Profiles dialog box. For the description of parameters, see 
Table 6-3. 
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Figure 6-4 Dialog box for configuring behavior profile 

 

 

Table 6-3 Parameters for configuring behavior profile 

Parameter Description 

Application 
Control 

Select the configured application control profile and click New to rapidly create a new 
Profile. 

URL Filtering Select the URL categorization profile and click New to rapidly create a new Profile. 

Data Loss 
Prevention 

Select the configured data loss prevention profile and click New to rapidly create a 
new Profile. 

 

Step 4 Click OK to save the integrated policy. 

Step 5 Click Commit to make the integrated policy take effect. 

After a policy is created, the  icon flashes intermittently. Click this icon and then click OK 
in the Warning dialog box to apply the configuration. After that, the new policy takes effect. 

----End 

Managing Security Policies 
Besides creating security policies, you can perform the following operations. For details, see 
Table 6-4. 
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After making changes for policies, you must click Commit to make the changes take 
effect. 

 

Table 6-4 Description of integrated policy management 

Operation Description 

Enabling/Disabl
ing policies 

Policies are enabled by default after being created. A green icon appears in the Status 
column. You can perform the following operations: 
� Click ON/OFF in the Status column of a policy to disable or enable it. 
� Select multiple policies and click Enable or Disable in the upper-right corner of 

the page to enable or disable policies in batches. 
� Choose More > Disable all or More > Enable all to enable or disable all policies. 

Editing a policy Click Edit in the Operation column of a policy to edit parameters. 

Duplicating a 
policy 

Click Duplicate in the Operation column of a policy to rapidly create a similar policy. 

Move a policy Click Move in the Operation column of a policy and type a policy number as prompted 
to move the current policy to the row above a specified policy. 

 

The order of policies determines the sequence in which packets are matched. 
Therefore, perform this operation with caution. 

Delete policies You can delete policies in one of the following ways: 
Click Delete in the Operation column of a policy to delete the policy. 
Select multiple policies and choose More > Delete selected to delete the selected 
policies. 
Choose More > Delete all to clear policies. 

Import policies Choose More > Import and select a local policy file to import policies to NIPS. 

Export policies Choose More > Export to export all policies to a local disk drive. 

 

6.1.1.2 Access Control 
Access control policies in the list are matched from top to bottom. Once a policy is matched, 
the access control process will terminate. 

 

 

The priority sequence of policies in NIPS is as follows: global whitelist > global 
blacklist > access control policies > integrated policies. 
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Choose Policy > Security Policy > ACL. Then click Enable ACL to enable the access 
control function. 

Click New to add an access control policy. For the description of parameters, see Table 6-5.  

After the policy is created, you can perform operations. For details, see Table 6-4. 

Table 6-5 Parameters for configuring access control policies 

Parameter Description 

Name Describes the name of the policy. 

Src Address Specifies source addresses from which packets will be matched against this 
policy. Only IPv4 addresses are supported. 
The value any indicates that packets from any IP addresses will be sent to NIPS 
for checking. 

Dst Address Specifies destination addresses, packets to which will be matched against this 
security policy. Currently, only IPv4 addresses are supported. 
The value any indicates that packets destined to any IP addresses will be sent 
to NIPS for checking. 

Protocol You can select the following protocols: IP, ICMP, TCP, and UDP. 

Source Port The parameter Source Port is displayed only when the protocol is set to TCP 
or UDP. It specifies the source port. 

Destination Port The parameter Destination Pot is displayed only when the protocol is set to 
TCP or UDP. It specifies the destination port. 

Log Specifies whether to record events in Access Control Logs. ON indicates that 
events are recorded in logs, while OFF indicates that events are not recorded. 

Action Specifies an action to be taken against matching packets. It has the following 
values: 
� Block: disallows matching packets from passing through NIPS. 
� Allow: allows matching packets to pass through NIPS. 

Status Specifies whether to enable the current policy. ON indicates that the policy is 
enabled, while OFF indicates that the policy is disabled. 

 

6.1.2 Security Policy Settings 
Choose Policies > Security Policy > Settings. For the description of parameters for 
configuring integrated policies see Table 6-6. 

Table 6-6 Parameters for configuring integrated policies 

Parameter Description 

Global Action Specifies a global action for all security policies. Its priority is higher than 
actions specified in profiles. This configuration is usually used for go-live 
commissioning. 
� Profile action: Performs an action based on rule profiles. 
� Alert only: Generates alerts without blocking packets. 
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Parameter Description 

X-Forward-For Support Specifies whether to enable NIPS to recognize real IP addresses of clients in 
the agent deployment environment. 
After this function is enabled, for clients connecting to web services through 
HTTP proxy or load balancing, NIPS identifies its original IP address via 
fields such as X-Forwarded-For, X-Real IP, and Cdn-Src-Ip. Then, NIPS 
detects whether the recognized real IP address matches the global blacklist 
or whitelist. 

Identify Agent Priority Identifies fields that come first. You can modify their agent identification 
priorities by dragging these fields to change their order. 

Drop Packets with Bad 
Checksum 

Specifies whether to enable the function. After it is enabled, NIPS will drop 
packets with incorrect IP header checksum. 

 

6.2 DoS Prevention 
DoS attacks usually target computers' network bandwidths or connectivity. Bandwidth attacks 
flood a network with such a high volume of traffic that all available network resources are 
consumed, leading to a denial of service. Connectivity attacks flood a computer with such a 
high volume of connection requests that all available operating system resources are 
consumed, causing the computer to stop processing legitimate user requests. 

With a built-in DoS protection module, NIPS can detect and defend against DoS attacks. 
With DoS protection policies, NIPS can protect specified network objects against the 
following types of attacks: flood, port scan, ping sweep, ARP spoofing, and application-layer 
flood. This section describes how to configure DoS protection policies. 

6.2.1 Flood 
In flood attacks, attackers initiate a large number of fake requests to the target host. The target 
host exhausts its resources to process these fake requests and so cannot process requests from 
authorized users, thus a denial of service. 

Currently, NIPS can defend against common flood attacks include the following types: ping 
flood attack, UDP flood, SYN flood, DNS reply flood, ACK flood, and DNS request flood. 

Choose Policies > DoS Protection > Flood. Select a certain flood check box and modify 
parameters to create a flood protection policy. For the description of parameters, see Table 6-
7.  

After that, you need to click Commit to make the settings take effect. 

Table 6-7 Parameters for configuring a flood protection policy 

Parameter Description 

Alert Threshold 
(packets) 

Specifies the packet number threshold within a detection cycle. When detecting 
that the number of packets sent to a host reaches or exceeds this threshold, NIPS 
deems that a flood attack occurs and generates alerts. 

Detection Cycle (s) Specifies the period of time for NIPS to detect flood attacks. The interval is 
expressed in seconds. 
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Parameter Description 

Reset Time (s) Specifies the interval at which the system clears the detection data and starts a new 
round of detection. The interval is expressed in seconds. 

Threshold Auto-
Learning 

Controls whether NIPS automatically sets the alert threshold. After this function 
is enabled, NIPS learns traffic during the specified detection cycle and then 
automatically sets the alert threshold based on the learned traffic information. 

Limit Rate Controls whether auto protection is enabled when NIPS detects flood attacks. 
If this function is set to YES, NIPS limits the traffic rate and generates an 
alert when detecting a flood attack. If this parameter is set to NO, NIPS only 
generates an alert when detecting a flood attack. 

Limit Period (s) Specifies the traffic limit period. After the protection time expires, NIPS starts a 
new round of detection. The interval is expressed in seconds. 

Traffic Threshold 
(pps) 

Specifies the maximum packet transmission rate allowed during the traffic limit 
period. 

Reverse Detection Controls whether to send reverse detection packets when a DDoS attack is 
detected. Reverse detection aims to check whether the source IP address is used 
by a real user. If so, NIPS adds this IP address to the whitelist and allows packets 
from this IP address to pass through. 

Max Detection 
(packets) 

Specifies the maximum number of reverse detection packets to be sent in a second. 

 

6.2.2 Port Scan 
In port scan attacks, attackers scan TCP or UDP ports on target hosts to identify services 
running on the host for further intrusion. With port scan protection policies, NIPS can 
effectively protect against scanning of TCP or UDP ports. 

Choose Policies > DoS Protection > Port Scan. Select a certain port scan check box and 
modify parameters to create a port scan protection policy. For the description of parameters, 
see Table 6-7.  

After that, click Commit to make the settings take effect. 

6.2.3 PING Sweep 
Usually, an attacker, via ping sweep (ping scanning), detects active hosts on a network to find 
out the services and potential vulnerabilities in the target system for further intrusion. With a 
ping sweep protection policy, NIPS can defend against ping sweep attacks. 

Choose Policies > DoS Protection > Ping Sweep. Select the PING Sweep check box and 
modify parameters to create a ping sweep protection policy. For the description of 
parameters, see Table 6-7. 

After that, you need to click Commit to make the configuration take effect. 

6.2.4 ARP Spoofing 
An ARP spoofing attack is conducted by sending falsified Address Resolution Protocol (ARP) 
messages via spoofed IP addresses and MAC addresses. This kind of attacks causes network 
instability, and even network interruption. In addition, attackers can further launch man-in-
the-middle attacks to steal user names and passwords of game accounts, online bank accounts, 
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and file access accounts. With an ARP spoofing protection policy, NIPS can defend against 
ARP spoofing attacks. 

Choose Policies > DoS Protection > ARP Spoofing. Select the ARP Spoof check box, and 
modify parameters to create an ARP spoofing policy. For the description of parameters, see 
Table 6-7. 

After that, you need to click Commit to make the configuration take effect. 

6.2.5 Application-Layer Flood 
After configuring an application-layer flood protection policy, NIPS can detect HTTP GET 
flood and HTTP POST flood attacks. In addition, if automatic protection is enabled, the 
system will automatically limit the traffic. 

Choose Policies > DoS Protection > Application-Layer Flood. Select a certain flood attack 
check box and modify parameters to create an application-layer flood protection policy. 

After that, you need to click Commit to make the settings take effect. 

For the description of parameters, see Table 6-7. You also need to configure the Set Protected 
List parameter. 

l If you select Yes, you need to further specify IP addresses in the box below. Then 
NIPS will implement protection for these IP addresses. 

l If you select NO, NIPS will check all packets passing through it for HTTP DoS attacks. 

6.2.6 Other Settings 
Choose Policies > DoS Protection > Settings and configure log merge settings: 

l Merge Type: Options include Destination IP and Disable. 
l Merge Cycle: Options include 10 min, 30 min, 1 hr, and Custom. 

6.3 Server Outreach 
The server outreach policy allows you to identify outreach behaviors of servers. 

You can specify legitimate outreach behaviors by setting the allowed destination, protocol, 
and port. 

All outreach behaviors other than the defined legitimate ones are considered illegitimate. 

 

 

You can add a server outreach policy manually or by confirming it in an auto-learning 
list. 

 

6.3.1 Server Outreach Policy 
Server outreach policies identify outreach behaviors of servers. All outreach behaviors not 
matching policies are considered illegitimate, and will be handled according to policies. 
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Choose Policies > Server Outreach > Policies to view all policies. You can configure a 
server outreach policy in either of the following ways: Manual Configuration and Adding to 
Whitelist. 

Manual Configuration 
Click New and configure parameters to create a policy. Table 6-8 describes the parameters for 
configuring a server outreach protection policy. 

After that, you need to click Commit to make the settings take effect. 

Table 6-8 Parameters for configuring a server outreach protection policy 

Parameter Description 

Name Name of the server outreach protection policy. 

Server IP Specifies the IP address of the server protected by the policy. 

Alert when 
Unauthorized 
Outreach 

Controls whether to report an alert when unauthorized outreach behaviors are 
detected. By default, the function is disabled. When an outreach behavior matches 
policies, it will be blocked. After it is enabled, you can view alerts at Server 
Exception. 

Outreach Whitelist Configures Outreach IP Whitelists and Outreach Protocol Whitelists and 
makes them form an AND relationship. Only outreach behaviors that meet both 
conditions are considered legitimate ones. 

Click  to configure the following parameters for legitimate outreach 
behaviors: 
� Address: Specifies an IP address to which the server is allowed to connect. 
� Protocol and port: Specifies an TCP or UDP port to which the server is 

allowed to connect, and controls whether the server is allowed to access the 
ICMP service. 

 

After configuration, you can click icons in the Operation column to: 

� Click  in the Allowed IPs area to save the configuration. 

� Click  to cancel the configuration. 

� Click  to delete the configuration. 

 

6.3.2 Server Outreach Auto Learning 
After the auto-learning of outreach behaviors is configured, NIPS can automatically learn all 
outreach sessions of specified servers. You can mark legitimate outreach behaviors manually 
to add them to Server Outreach Policy. 

Choose Policies > Server Outreach > Auto Learning and configure parameters and click 
Learn Now to start learning immediately. Table 6-9 describes the parameters for configuring 
server outreach learning. 

During learning, the progress bar shows the percentage of the server's outreach behavior data 
that has been learnt. Click Stop to suspend the learning. 
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After learning is completed, you can view outreach behavior data that has been learnt from 
Server List. 

Table 6-9 Parameters for configuring server outreach learning 

Parameter Description 

Server Address Specifies the IP address of a server on which NIPS will perform the auto-learning 
of outreach behaviors. 
Select server IP addresses from the drop-down list. If no objects are matched, you 
can click New to configure a new object. 

Learning Frame Specifies the duration of NIPS learning the server's outreach behavior data. 
Options include 30 min, 1 hr, 12 hr, 1 day, and 1 week. 

Outreach IP 
Whitelists/Outreach 
Protocol Whitelists 

Specifies IP addresses/protocols to be included in the whitelist. NIPS does not 
perform server outreach learning for packets exchanged between the server 
and whitelisted IP addresses by using protocols specified in the whitelist. 

 

Outreach Address Whitelist and Outreach Protocol Whitelist form an 
AND relationship. Only packets that meet both conditions are exempt from 
server exception learning. 

 

Adding to Whitelist 
The Server List area shows all outreach behavior data that has been learnt. If considering an 
outreach behavior legitimate, the admin user can add it to Server Outreach Policy by using 
either of the following ways: 

Select entries from the server list and click Add to Whitelist to add the entries. 
Choose More > Add all to whitelist to add all entries as server outreach policies. 

6.4 Sandbox Collaboration 
NIPS can collaborate with sandboxes. 

6.4.1 Settings 
After enabling collaboration with sandboxes, you need to select malicious file profiles in 
security profiles on the Integrated Policy page and enable callback monitoring so that 
sandboxes can detect advanced malicious samples and malware callbacks and return detection 
results. 

Choose Policies > Sandbox Collaboration > Settings. Table 6-10 describes the parameters 
for configuring collaboration with sandboxes. 

After that, you need to click Commit to make the configuration take effect. 
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Table 6-10 Parameters for configuring collaboration with sandboxes 

Parameter Description 

Enable Click to enable collaboration with sandboxes. 

Sandbox Type Specifies the type of sandboxes that NIPS will collaborate with. 
Options include Sandbox Appliance (TAC) and Cloud Sandbox. 

Server Address If TAC is selected, this parameter specifies the IP address of the TAC. 
If Cloud Sandbox is selected, this parameter specifies the domain name 
of the NSFOCUS cloud sandbox server. 

Test Connectivity After typing the IP address, you can click Test connectivity to 
check whether NIPS can connect to the sandbox. 

Go to TAC If TAC is selected, this parameter appears. 
If the connection is properly established, the system prompts that 
"Connected to TAC." In this case, you can click Go to TAC to open the 
login page of TAC. 

API Key If TAC is selected, this parameter appears. Specifies a key for 
authentication of the interface via which NIPS collaborates with TAC. 

 

The API key is configured under Policies > 
Collaborative Defense > API Key on the web-based manager of 
NSFOCUS TAC. 

Send Files to Sandbox for 
Inspection 

Specifies types of files to be submitted for the sandbox's inspection. 
File types include PE, Document, Archive, and Others. 
You can also choose whether to submit detected virus files and extract 
callback information. 

Feedback from Sandbox Specifies which type of information to return: 
� Whether to return advanced malicious sample details 
� Whether to return sample callback information, including IP 

addresses, domain names, and URLs 

 

6.4.2 Statistics 
The Statistics displays detection results returned by the collaborative sandbox. 

Choose Policies > Sandbox Collaboration > Statistics. For description of statistics, see 
Table 6-11. 

Table 6-11 Sandbox detection statistics 

Statistical Item Description 

Sandbox Statistics (last 7 
days) 

The last 7-day statistics include the total number of checked files, number of 
malicious files, number of high-/medium-/low-risk files, number of threat-
free files, and collaboration status value. 

Threat trends within a 
specified period 

The periods you can specify include Last 6 hr, 24 hr, Last 1 week, and Last 
1 month. 
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Statistical Item Description 
Threat trends include the file reputation trend, IP callback trend, and domain 
name callback trend. 
Hovering over the trend chart displays detection data at a specific point of 
time. 
In the legend area, you can click a symbol (representing file reputation, IP 
callback, or domain name callback) to display or not to display the related 
trend. 

� Clicking  or  displays the trend in a line chart or bar chart.  

� Clicking  restores all display settings to default values. 

Feedback Statistics Feedback statistics include the total quantities of different types of statistics 
(file reputation, IP callback, and domain name callback) and the last update 
time. 

 

6.5 Honeypot Collaboration 
NIPS can collaborate with NSOFOCUS Advanced Threat Hunting System (ATH), a honeypot 
system, to proactively identify attacks. NIPS diverts traffic to ATH for traffic analysis. After 
analyzing the traffic, ATH returns the analysis results to NIPS. NIPS then displays and further 
process the results. This function enables proactive security protection, allowing you to 
identify host threats and rapidly respond to them. 

Choose Policies > Honeypot and enable honeypot collaboration and configure parameters. 
You can view analysis results on the Honeypot Collaboration Logs page. 

Click  to customize displayed information in lists below. 

Configuring Parameters for Collaboration 
You can enable honeypot collaboration and configure the parameters on the Honeypot 
Collaboration page. Table 6-12 describes the parameters for configuring honeypot 
collaboration. 

After that, you need to click Commit to make the configuration take effect. 

Table 6-12 Parameters for configuring honeypot collaboration 

Parameter Description 

ATH Specifies whether to enable honeypot collaboration. 

ATH Address Specifies the source interfaces address of the legitimate honeypot system 
returning honeypot collaboration logs. 

Rules Specifies the collaboration rule profile. If traffic matches rules during 
detection, the traffic will be diverted. 

Forwarding Time Specifies the interval for diverting traffic. Options include Permanent, 10 
mins, 30 mins, and 60 mins. 
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Configuring Rules for IP Port Mapping 
Click New and configure parameters to create a policy. Table 6-13 describes the parameters 
for configuring rules for IP port mapping. 

After a policy is created, it can be edited, deleted, and sorted. 

After that, you need to click Commit to make the configuration take effect. 

Table 6-13 Parameters for configuring rules for IP port mapping 

Parameter Description 

Dst Addr Specifies destination addresses, packets to which will be matched against this 
policy. 

Protocol Specifies a protocol. 

Dst Port Specifies the destination port. 

Virtual Addr Specifies the destination addresses for traffic diversion. 

Virtual Port Specifies the destination port for traffic diversion. 

Local Area Network � Yes: Connects to Switch. 
� No: Connects to Router. 

MAC Address If Yes is selected for the Local Area Network field, this parameter appears. It 
specifies the MAC address of the switch. 

 

6.6 Global Blacklist/Whitelist 
NIPS deems traffic of IP addresses in the global blacklist to be dangerous by default, thus 
blocking such traffic. As for traffic of whitelisted IP addresses, NIPS deems such traffic 
legitimate by default without any detection. 

 

 

� The priority sequence of policies in NIPS is as follows: global whitelist > global 
blacklist > access control policies > integrated security policies. 

� If a packet matches the global whitelist or blacklist, it will be permitted to pass or 
blocked. It will not be detected based on integrated policies of various modules 
(including intrusion protection, CC, malicious file, callback monitoring, url 
categorization, and web security). 

 

6.6.1 Blacklist 
You can add known malicious IP addresses to global blacklist. Then, when detecting traffic to 
these IP addresses, NIPS directly blocks it. 
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Manual Addition 
Choose Policies > Global Blacklist/Whitelist > Blacklist > Custom. Click New and 
configure parameters to create a blacklist entry. Table 6-14  describes the parameters for 
configuring a blacklist entry.  

You can edit, import, export, delete, and disable the blacklist. 

After that, you need to click Commit to make the configuration take effect. 

Table 6-14 Blacklist parameters 

Parameter Description 

IP/Block Type Specifies the IP address to be added to the blacklist, and the block type. 

Valid From Click time control to select a start date of the validity period of the blacklist entry. 

Valid To Click time control to select an end date of the validity period of the blacklist entry. 

Threat Type Threat type of the specified IP address, which should be selected from the drop-down 
list. 

Description Description of the blacklist entry. 

 

Disabling Blacklist Entries 
Disabled blacklist entries will cease to be effective and are no longer displayed on the 
Custom page. You can view and manage them on the Forbidden List page. 

You can disable blacklist entries as follows: 

l Click  in the Status column of an entry to disable this entry. 
l Select multiple entries and click Disable in the upper-right corner of the page to disable 

the selected ones. 
l Point to More in the upper-right corner of the page and click Disable all to disable all 

entries. 

Third-Party Blacklist 
NIPS can automatically add IP addresses blocked by a third-party platform to the blacklist. 
You can disable such blacklisted IP addresses. Disabled entries are not valid and no longer 
listed on the page. You can view and manage them on the Forbidden List page. 

Choose Policies > Global Black/Whitelist > Blacklist > Third-Party Blacklist. The list 
shows blacklist details. For information on how to disable blacklist entries, see Disabling 
Blacklist Entries. 

Malicious IP Database 
The malicious IP database here refers to the IP reputation library in NTI. NIPS can 
automatically add malicious IP addresses in this database to the blacklist. You can disable 
such blacklist entries. Disabled entries cease to be effective and are no longer displayed on 
the page. You can view and manage them on the Forbidden List page. 
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Choose Policies > Global Blacklist/Whitelist > Blacklist > Malicious IP (NTI). The list 
shows blacklist details. For information on how to disable blacklist entries, see Disabling 
Blacklist Entries. 

Forbidden List 
The forbidden list shows disabled blacklist entries manually added or obtained from the third-
party blacklist or malicious IP database. 

Choose Policies > Global Blacklist/Whitelist > Blacklist > Forbidden.  

Enable and delete blacklist entries that have been disabled. 

Enabling 
Blacklist can be re-enabled. Disabled blacklist entries, after being re-enabled, return to their 
original pages. You can use one of the following methods: 

l Click  in the Status column of an entry to enable this entry. 
l Select multiple entries and click Enable in the upper-right corner of the page to enable 

the selected entries. 
l Point to More in the upper-right corner of the page and click Enable all to enable all 

entries. 

6.6.2 Whitelist 
You can only manually add IP addresses to the global whitelist. 

Whitelist 
The Whitelist page lists built-in entries and manually added ones. 

 

 

� Manually added whitelist entries can take effect only after they are enabled on the 
Settings page. 

� Built-in and manually added whitelist entries can be disabled. Disabled entries 
are no longer listed on the Whitelist Entries page. You can view and manage 
them on the Forbidden List page. 

 

Choose Policies > Global Blacklist/Whitelist > Whitelist > Forbidden. Click New and 
configure parameters to create global whitelist. Table 6-15 describes the parameters for 
configuring whitelist.  

You can edit, import, export, delete, and disable the whitelist. 

After that, click Commit to make the configuration take effect. 

Table 6-15 Whitelist parameters 

Parameter Description 

IP/Allow Type Specifies the IP address to be added to the whitelist, and the allow type. 
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Parameter Description 

Valid From Click to select a start date of the validity period of the whitelist entry. 

Valid To Click to select a start date of the validity period of the whitelist entry. 

Description Description of the whitelist entry. 

 

Forbidden List 

The Forbidden page shows whitelist entries that have been disabled. 

Choose Policies > Global Blacklist/Whitelist > Blacklist > Forbidden. The list 
shows whitelist entries that have been disabled. You can re-enable or delete them. 

Disabled whitelist entries, after being re-enabled, return to the Whitelist page. For information 
on how to enable them, see Enabling. 

6.6.3 Settings 
Choose Policies > Global Black/Whitelist > Settings to create a global blacklist or whitelist. 
For description of parameters, see Table 6-16. 

Table 6-16 Global blacklist/whitelist configuration parameters 

Parameter Description 

Action 
when 
matche
d 

Custom Blacklist Specifies how NIPS handles traffic of blacklisted IP addresses. Options 
include Block and Monitor. 

Third-Party 
Blacklist 

Specifies how NIPS handles traffic of platform-blocked IP addresses. 
Options include Block and Monitor. 

Malicious IP (NTI) Specifies how NIPS handles traffic of IP addresses in the malicious IP 
database. Options include Block and Monitor. 

Log 
Merge 

Merge Type Specifies how logs of events involving blacklisted IP addresses are 
merged. You can select an option from the drop-down list. 

Merge Cycle Specifies the interval at which logs involving blacklisted IP addresses are 
merged. You can select an interval from the drop-down list. 

Websit
e 
Whiteli
st 

Enable 
custom whitelist 

Controls whether to enable the custom whitelist. After this is 
enabled, whitelisted entries manually added will take effect. In this case, 
NIPS will allow traffic of whitelisted IP addresses to pass, without 
subjecting them to any security checks and online behavior controls. 

Enable 
predefined website 
whitelist 

Controls whether to enable the website whitelist. After this is enabled, for 
enterprises' Internet edge protection scenarios, NIPS will deem 
popular websites to be trusted ones and add them to the whitelist, thus 
improving the gateway performance by minimizing detection of innocuous 
traffic. 
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6.7 DNS Safety 
NIPS deems traffic to domain names in the DNS blacklist to be dangerous by default, thus 
blocking such traffic. As for traffic to whitelisted domain names, NIPS deems such traffic 
legitimate by default without any detection. 

6.7.1 Blacklist 
You can add known malicious domain names to the DNS blacklist. Then, when detecting 
traffic to these domain names, NIPS directly blocks it. 

Manual addition 
Choose Policies > DNS Safety > Blacklist > Custom. Click New and configure parameters 
to create a blacklist entry. For description of parameters, see Table 6-17.  

You can edit, import, export, delete, and disable Third-Party Blacklist. 

After that, you need to click Commit to make the configuration take effect. 

 

 

Disabled blacklist entries do not take effect and are no longer listed on the Manual 
Addition page. You can view and manage them on the Forbidden List page. 

 

Table 6-17 Blacklist parameters 

Parameter Description 

Domain Name Specifies the domain name to be added to the blacklist. 

Valid From Specifies a start date of the validity period of the blacklist entry.  

Valid To Specifies an end date of the validity period of the blacklist entry.  

Threat Type Threat type of the specified domain name, which should be selected from the drop-down 
list. 

Description Description of the blacklist entry. 

 

DNS Blacklist 
The DNS blacklist refers to the built-in blacklist database. If a domain name is found to be 
included in the DNS blacklist, NIPS blocks it and generates an alert. 

Choose Policies > DNS Safety > Blacklist > DNS Blacklist. 

The list shows blacklist details. 
For information on how to disable blacklist entries, see Third-Party Blacklist. 
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Sinkhole Domain 
NIPS can automatically add a sinkhole domain name to the blacklist. You can disable such 
blacklisted entries. 

Choose Policies > DNS Safety > Blacklist > Sinkhole Domain. 

The list shows blacklist details. 
For information on how to disable blacklist entries, see Third-Party Blacklist. 

Forbidden List 
The forbidden list shows manually added blacklist entries that have been disabled and those 
disabled on the DNS Blacklist or Sinkhole Domain tab page.  

Choose Policies > DNS Safety > Blacklist > Forbidden to view blacklist entries that have 
been disabled. You can enable and delete them. 

Disabled blacklist entries, after being enabled, return to their original pages. For enabling 
them, see Enabling. 

6.7.2 Whitelist 
You can only manually add domain names to the DNS whitelist. 

Whitelist 
The Whitelist page lists predefined entries and manually added ones. 

 

 

� Manually added whitelist entries can take effect only after they are enabled on the 
Settings page. 

� Predefined and manually added whitelist entries can be Third-Party 
Blacklist. Disabled entries are no longer listed on the page. You can view and 
manage them on the Forbidden List page. 

 

Choose Policies > DNS Safety > Whitelist > Whitelist. Click New and configure parameters 
to create global whitelist. Table 6-18 describes the parameters for configuring whitelist.  

You can edit, import, export, delete, and disable the whitelist. 

After that, click Commit to make the configuration take effect. 

Table 6-18 Whitelist parameters 

Parameter Description 

Domain Name Specifies the domain name to be added to the whitelist. 

Valid From You can click time control to select a start date of the validity period of the blacklist 
entry. 

Valid To You can click time control to select an end date of the validity period of the blacklist 
entry. 
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Parameter Description 

Description Description of the whitelist entry. 

 

Forbidden List 
The Forbidden page shows whitelist entries that have been disabled. 

Choose Policies > DNS Safety > Whitelist > Forbidden. The list shows DNS whitelist 
entries that have been disabled. 

You can enable and delete them. Disabled whitelist entries, after being enabled, return to the 
Whitelist page. For information on how to enable them, see Enabling. 

6.7.3 Sinkhole Configuration 
NIPS detects the traffic from and to the sinkhole server, and performs DNS sinkholing, 
records logs, or generates alerts against the detection result depending on the configured 
policy. 

Choose Policies > DNS Safety > Sinkhole Configuration. The page lists all existing 
sinkhole policies. Click  to customize the information displayed in the policy list. 

Click New and configure parameters to create sinkhole policies. Table 6-19 describes the 
parameters for configuring sinkhole. 

Then, click  to enable sinkhole. 

After that, you need to click Commit to make the configuration take effect. 

Table 6-19 Sinkhole parameters 

Parameter Description 

Domain Domain name of a website susceptible to attacks. 

Sinkhole IP IP address of the sinkhole server.  

Description Description of the sinkhole policy. 

 

6.7.4 Settings 
Choose Policies > DNS Safety > Settings. Table 6-20 describes the parameters for 
configuring DNS blacklist/whitelist. 

Table 6-20 DNS blacklist/whitelist configuration parameters 

Parameter Description 

Enable DGA domain Controls whether to enable DGA domain detection. If it is enabled, the DNS 
requests and responses passing through NIPS will be detected for DGA 
domains according to machine learning algorithms. If a DGA domain is 
identified, NIPS blocks it and generates alerts based on the configurations. 
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Action 
when 
matche
d 

Custom 
blacklist 

Specifies how NIPS handles traffic of manually added blacklisted domains. 
Options include Block and Monitor. 

DNS blacklist Specifies how NIPS handles traffic of DNS blacklisted domains in the 
database. Options include Block and Monitor. In addition, NIPS 
performs DNS sinkholing on the blacklisted domains. 

DGA domains Specifies how NIPS handles traffic of DGA domains. Options include Block 
and Monitor. In addition, NIPS performs DNS sinkholing on the 
blacklisted DGA domains. 

Log 
Merge 

Merge type Specifies how logs of events involving blacklisted domains are merged. You 
can select an option from the drop-down list. 

Merge cycle Specifies the interval at which logs involving blacklisted domains are merged. 
You can select an interval from the drop-down list. 

Websit
e 
Whiteli
st 

Enable 
custom whiteli
st 

Controls whether to enable the custom whitelist. After this is 
enabled, whitelisted entries manually added will take effect. In this case, 
NIPS will allow traffic to whitelisted domains to pass, without subjecting them 
to any security checks and online behavior controls. 

Enable 
predefined web
site whitelist 

Controls whether to enable the website whitelist. After this is enabled, for 
enterprises' Internet edge protection scenarios, NIPS will deem 
popular websites to be trusted ones and add them to the whitelist, improving 
the gateway performance by minimizing detection of innocuous traffic. 

 

6.8 IP/MAC Binding 
Binding IP addresses to MAC addresses prevents unauthorized hosts from accessing a 
network using the IP address of an authorized host, thereby effectively avoiding IP address 
spoofing. 

Choose Policies > IP/MAC Binding and configure IP/MAC binding parameters and the 
IP/MAC binding list, including creating, editing, deleting, importing, and searching for 
IP/MAC binding entries. 

Configuring IP/MAC Binding Parameters 

In the Settings area, configure IP/MAC binding parameters. Table 6-21 describes the 
parameters for configuring IP/MAC binding. 

Table 6-21 IP/MAC binding parameters 

Parameter Description 

Max IP/MAC Binding 
Entries 

Specifies the maximum number of IP/MAC entries allowed. The value range 
is 1–10000. 

IP/M
AC 
Match
ing 

Match IP/MAC Checks whether the source or destination IP addresses and MAC addresses of 
packets match entries included in IP/MAC binding list. 
� A packet will be passed through if there is a match for both the source 

IP address and MAC address. 
� A packet will be passed through if there is a match for both the 

destination IP address and MAC address. 
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No match: The packets will be discarded. 

Match source 
IP/MAC 

Checks whether the source IP addresses and source MAC addresses of a 
packet match entries included in IP/MAC binding list. 
� If the IP/MAC binding list is empty, packets will not be checked against 

list. 
� If the IP/MAC binding list is not empty, a packet will be discarded if 

there is a match for its source IP address but not for its MAC address. A 
packet will be passed through if no match is found for its source IP 
address, regardless of whether there is a match for its MAC address. 

Cross-
layer 
MAC 
Recog
nition 

Enable cross-
layer 3 MAC 
recognition 

Select Yes to enable the cross-layer 3 MAC recognition. After it’s enabled, 
NIPS recognizes MAC addresses of intranet users in a cross-layer 3 
environment as follows: NIPS regularly obtains the ARP table on the layer 3 
switch through SNMP, in order to get IP/MAC bindings of all PCs in the 
intranet.  

 

The SNMP service must be enabled on the layer 3 switch before cross-
layer 3 MAC recognition works properly. 

Configure SNMP 
server 

On the IP/MAC Binding page, click Configure SNMP server to configure 
multiple SNMP servers in the SNMP Server Configuration dialog box. 
NIPS will obtain ARP tables from all these SNMP servers. 

 

� IP address: Specifies the IP address of the switch's nearest port to 
NIPS. 

� Click  in the Operation column to check whether NIPS can 
connect to the SNMP server successfully. 

SNMP server 
access timeout 

Specifies the maximum interval for NIPS to wait for an ARP reply from the 
SNMP server. If receiving no reply during the specified period, NIPS does 
not make the next query until the interval specified with SNMP Server Access 
Interval expires. 

SNMP server 
access interval 

Specifies how long NIPS has to wait before sending the next ARP request to 
the SNMP server. 

 

IP/MAC Binding List 
To create an IP/MAC binding entry, you can click New below the IP/MAC Binding List area 
and type the IP address and MAC address. 

Besides creation, you can edit, delete, enable, disable, and import an IP/MAC binding 
entry, which is similar to the operations for integrated policies. For details, see Table 6-4. 

 

 

� When creating IP/MAC binding entries, the new IP/MAC pair cannot be 
identical with an existing IP address or MAC address in the binding list. The new 
IP address cannot be the same as the IP address of NIPS's gateway. 

� When importing IP-MAC binding entries, follow interface prompts. 
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6.9 Firewall Collaboration 
NIPS can collaborate with NSFOCUS Next-Generation Firewall (NF). 

Choose Policies > Firewall Collaboration and configure parameters. Table 6-22 describes 
the parameters for configuring NIPS to collaborate with firewalls. 

After that, you need to click Commit to make the configuration take effect. 

Table 6-22 Parameters for configuring NIPS to collaborate with firewalls 

Parameter Description 

NSFOCU
S NF 

Enable If an NSFOCUS NF is deployed on the network, you can choose to enable 
NIPS's collaboration with the firewall. 

 

It is not enough to enable such collaboration on NIPS. You also need to 
enable it on NSFOCUS NF. 

Firewall IP After enabling collaboration with NSFOCUS NF, you need to type the IP 
address of the firewall. 
You can type multiple IP addresses, separated by a comma, like 
192.168.1.3,192.168.1.5. 

Password Specifies a password for NIPS to collaborate with NSFOCUS NF. 

 

6.10 User & Authentication 
User management involves user authentication, authentication policy management, user 
identification, intelligent account identification, and viewing of online users, authentication 
logs, and authentication status. 

6.10.1 Authentication Policy 
NIPS authenticates a user when packets of the user match an authentication policy. For 
information on how to configure user authentication, see Authentication Settings 

This section describes how to create an authentication policy. 

Choose Policies > User & Authentication > Policies. Click New and configure parameters to 
create an authentication policy. Table 6-23 describes the parameters for configuring an 
authentication policy.  

After a policy is created, it can be edited, deleted, moved, enabled, or disabled. 

After that, click Commit to make the configuration take effect. 

Table 6-23 Parameters for configuring an authentication policy 

Parameter Description 

Src Security Zone Specifies a security zone. Users sending packets from the specified security zone 
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Parameter Description 
need authentication. 
global indicates that users sending packets from any security zones need 
authentication. 

Dst Security Zone Specifies a security zone. Users sending packets to the specified security zone need 
authentication. 
global indicates that users sending packets to any security zones need 
authentication. 

 

The destination security zone automatically refreshes with a matching value 
each time you select a source security zone. 

Src Address Specifies a source address or more to which this policy will apply. 
The value any indicates that users sending packets from any IP address need 
authentication. 

Dst Address Specifies a destination address or more to which this policy will apply. 
The value any indicates that users sending packets to any IP address need 
authentication. 

Schedule Specifies a period when this policy is valid. 
The value any indicates that this policy is always valid. 

 

6.10.2 Users in AD 

Currently, NIPS supports user identification with the AD domain server. The user list can be 
automatically or manually updated, depending on the user identification setting.  

Choose Policies > User & Authentication > Users in AD. By default, the user agent server is 
closed. Table 6-24 describes the parameters for configuring users in AD.  

After that, click Commit to make the configuration take effect. 

Table 6-24 Parameters for configuring users in AD 

Parameter Description 

User agent server Select a third-party Authentication Server of the AD domain type in AD page. 

User List Update Specifies the user list update method. 
� Manual update: Select Manual to update the user list manually. 
� Automatically update: For the selection of other values, you need to 

configure the specific time so that NIPS can automatically update user 
information at that time regularly. 

 

Click Update to immediately synchronize the user list on the AD domain 
server to NIPS. 

Agent Authentication Specifies whether to enable agent authentication. 
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Parameter Description 

Agent IP After agent authentication is enabled, you need to configure IP address list. 

Chart Click Check to view users displayed in the tree structure. 

 

6.10.3 Authentication Settings 
NIPS can authenticate users locally or via a third-party server. 

Choose Policies > User & Authentication > Authentication Settings and configure 
parameters. Table 6-25 describes the parameters for configuring the settings. 

After that, click Commit to make the configuration take effect. 

Table 6-25 User authentication parameters 

Parameter Description 

Authentication Server Specifies an Authentication Server. Options include a local server or a third-party 
server configured on authentication server. 

 

Before enabling local authentication, you must import the local 
authentication file. For details, see Backup. 

Authentication Durati
on (s) 

Time that authentication lasts. 

Authentication 
Redirection Address 

Specifies the IP address of a page to which NIPS redirects a client for 
authentication. 

 

This IP address must be the IP address of NIPS's management interface 
or working interface with the management function. In addition, this IP 
address must be reachable from the client over the network. 

 

6.10.4 Intelligent Account Identification 
NIPS supports intelligent account identification, which will be available after you configure 
intelligent user association conditions. 

6.10.4.1 List 
Choose Policies > User & Authentication > Related Account > List. The page lists users 
associated with all IP addresses identified by NIPS. 

6.10.4.2 Intelligent User Association 
NIPS provides the intelligent user association function. After this function is enabled, NIPS 
can identify users on all IP addresses and perform a correlative analysis between various 
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security events and identified users. By default, this function is disabled. After being enabled, 
this function applies to all types of users. 

By default, this function is disabled. After intelligence user association is enabled, you can 
view associated users of IP addresses on the List 

Choose Policies > User & Authentication > Related Account > Intelligent User 
Association. Click On for User identification and select a user type. After that, click 
Commit to make the configuration take effect. 

6.10.5 Online Users 
Choose Policies > User & Authentication > Online Users to view current online users in 
real time, including the login account and IP address. 

6.10.6 Authentication Log 
Choose Policies > User & Authentication > Authentication Log to view records of user 
authentication by NIPS. 

6.10.7 Authentication Status 
Choose Policies > User & Authentication > Authentication Status to view the 
authentication status of users. 

Selecting the check box in the Forced Offline column of an online user gets this user offline. 

6.11 Geodatabase 
NIPS comes with built-in geodatabases, which are automatically loaded at startup. 

If public IP geodatabase and private IP segment geodatabase are enabled, when an alert is 
triggered, NIPS queries the source IP address and destination IP address from the public IP 
database and private IP database respectively. 

l If the source/destination IP address is a public IP, NIPS queries it from the public 
geodatabase: 
− If it can be found, NIPS returns its geographical location, which is then displayed in 

the related log. 
− If it cannot be queried, NIPS returns "Null", and the log database records the location 

as "NULL". 
l If the source/destination IP address is a private IP, NIPS returns "Reserved", which is 

then displayed as the geographical location in the related log. 

6.11.1 Public IP Geodatabase 
After the public IP database is enabled, you can query public IP addresses and the 
database will return their detailed geographical information, including the country/region, 
province, city, abbreviation, longitude, and latitude. 

Choose Policies > Regions > Public IP. Type an IP address and press Enter. Then the 
geographical information of this IP address is displayed. 
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6.11.2 Private IP Geodatabase 
After private segment identification is enabled, you can further select Default or Custom. 

Choose Policies > Regions > Private IP. Enable private IP identification and select either of 
the following identification methods: 

l Default: Click to view the default range of private IP segments. 
l Custom: Click to type the IP address database that you want to customize. Multiple IP 

addresses must be separated by a line break. You can type individual IP addresses, IP 
segments, and IP address/netmask combinations, for example, 202.168.1.1, 202.168.1.1-
202.168.1.155, and 202.168.1.0/24. 

6.12 Mining Protection 
This policy is used to detect the mining protocol in the traffic and analyze the webpage 
mining. Additionally, NIPS supports linkage with NTI to detect the access to DNS miner pool. 

Choose Policies > Mining Protection page and configure parameters. Table 6-26 describes 
the parameters for configuring mining protection.  

After that, click Commit to make the configuration take effect. 

Table 6-26 Parameters for configuring mining protection 

Parameter Description 

Mining 
Protection 

Enable Controls whether to enable the SIP protection policy. 

Reporting 
cycle 

After enabling the mining protection policy, you need to specify the logging 
time after a mining protocol is detected. 
You can type an integer in the range of 0–3600, in seconds. Typing 0 means 
the log will be immediately reported. 

Block 
threshold 

Specifies a threshold for blocking. If the confidence value of the mining log is 
equal to or smaller than the value specified here, traffic will be blocked. You 
can type an integer in the range of 0–100. 
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7 Objects 

An object refers to a collection of items with the same characteristics. The items may be IP 
addresses, rules, and services. An alias is assigned to each object as the object name. 

On NIPS, all policies are configured based on objects. Therefore, you must define objects 
before configuring policies. These objects include the rule, network, service, application, 
time, and sensitive data. 

The concept of object greatly simplifies the management of NIPS. When an object changes, 
you only need to modify properties of this object, instead of modifying all policies 
referencing this object. This makes policy management simpler and more flexible. For 
information on how to configure policies, see Policies. 

This chapter describes object configuration on NIPS, covering the following topics: 

Section Description 

Service Describes how to configure service-related objects. 

Application Describes how to configure application-related objects. 

Schedule Describes how to configure time objects. 

Address Describes how to configure service-related objects. 

Network Intrusion Describes how to configure intrusion-related objects. 

Malware Describes how to configure malicious file-related objects. 

Web Security Describes how to configure web security-related objects. 

C&C Communication Describes how to configure C&C communication-related objects. 

Callback Monitoring Describes how to configure the callback monitoring blacklist 
and whitelist. 

URL Filtering Describes how to configure URL filter-related objects. 

Application Control Describes how to configure application management-related objects. 

Data Loss Prevention Describes how to configure DLP-related objects. 

Threat Intelligence Describes how to configure the device to collaborate with NTI to query 
intelligence, and view hit statistics and whitelist. 
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7.1 Service 
Service-related objects are used to describe system services, custom services, service groups, 
and timeout periods. 

7.1.1 Predefined Service 
NIPS comes with predefined services. Based on these services, NIPS can automatically 
identify common protocols, such as TCP and UDP, and protocols on non-fixed ports. To 
query a system service, do as follows: 

Choose Objects > Service > Predefined to view all predefined services on NIPS. You can 
only view and reference these services, but cannot create, edit, or delete them. 

7.1.2 Custom Service 
You can configure custom services, that is, custom service ports, as required.  

Choose Objects > Service > Custom. Click New and configure parameters to create an 
object. Table 7-1 describes the parameters for configuring a custom service.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-1 Parameters for configuring a custom service 

Parameter Description 

Protocol: Protocol type, which can be TCP, UDP, or IP. 
Different protocols require different parameters. When Protocol is set to TCP or 
UDP, Source Port and Destination Port must be specified. When Protocol is set 
to IP, Type must be specified. 

Name Name of the custom service. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

Source Port Source port used by the service. 
This parameter must be specified only when Protocol is set to TCP or UDP. You 
can specify multiple ports or ranges of ports whose number ranges from 0 to 
65535. 

Destination Port Destination port used by the service. 
This parameter must be specified only when Protocol is set to TCP or UDP. You 
can specify multiple ports or ranges of ports whose number ranges from 0 to 
65535. 

Type IP protocol ID, such as 1 that indicates ICMP and 2 that indicates IGMP. The value 
range is 0 to 255. 
This parameter must be specified when Protocol is set to IP. 

Description Brief description of the custom service. 

 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 87 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

7.1.3 Service Group 
A service group here refers to a logical collection of system services, custom services, and 
existing service groups. 

Choose Objects > Service > Groups. Click New and configure parameters to create an 
object. Table 7-2 describes the parameters for configuring a service group object.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-2 Parameters for configuring a service group object 

Parameter Description 

Name Name of the service group. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

Includes Service objects to be contained in this service group. 

Description Brief description of the service group. 

 

7.1.4 Service Timeout 
Timeouts for communication can be specified for most protocols. You can specify a service 
timeout period as required. 
 

Choose Objects > Service > Service Timeout. Click New and configure parameters to create 
an object. Table 7-3 describes the parameters for configuring a service timeout period. 

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-3 Parameters for configuring a service timeout period 

Parameter Description 

Name Specifies the type of the protocol used for communication. 

 

The timeout period for each protocol type can be configured only 
once. 

Timeout Specifies the timeout period (in seconds) for communication. The 
default value is 0, indicating that the communication will never time 
out. 

 

The timeout period refers to the allowed maximum interval 
between two consecutive data flows of the protocol. The service 
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Parameter Description 

persists as long as the interval between two consecutive data 
flows is within the specified timeout period. The setting of this 
field depends on the actual interval required between two 
consecutive data flows of a protocol. A longer interval requires a 
larger value. 

 

7.2 Application 
Application-related objects are used to describe various applications such as Kuwo Player. 
The system comes with predefined applications. Also, you can configure custom applications 
and filters to filter packets destined for applications specified in application management 
policies. 

This section describes how to view predefined system applications, create a custom 
application, and configure an application group and a filter. 

7.2.1 Predefined Application 
NIPS comes with predefined applications. You can only reference and view them, but cannot 
create, edit, or delete them. 

Step 1 Choose Objects > Application > Predefined to view all predefined applications. 

Step 2 Click the plus sign (+) beside the object name to shows its details. Table 7-4 describes the 
parameters for configuring applications. 

Table 7-4 Parameters for configuring applications 

Parameter Description 

Name Name of the application. 

Risk Level Risk level of a predefined application. The value is an integer ranging from 1 to 5, 
and a larger value indicates a higher risk level. 

Type Type of a predefined application. 

Technology Technology on which a predefined application is based. The value can be 
browser-based, client-server, network-protocol, peer-to-peer, or unknown. 

 

Step 3 Type an object name in the Name text box and click Search. Related objects are listed below. 
You can also specify the type and technology to view related application objects. 

Step 4 NIPS lists applications by application type by default. Point to  and click Application 
provider. Applications are then listed by application provider. 

----End 
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7.2.2 Custom Application 
In addition to predefined applications, you can configure custom applications. 

Choose Objects > Application > Custom page. Click New and configure parameters to 
create an object. For description of parameters, see Table 7-5.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-5 Parameters for configuring a custom application 

Parameter Description 

Name Name of the application. 

Platform Specifies a platform on which the application runs. 

Technology Specifies a technology on which the application is based. The value can be browser-
based, client-server, network-protocol, peer-to-peer, or unknown. 

Risk Level Specifies a risk level for the application. The value is an integer ranging from 1 to 5, and 
a larger value indicates a higher risk level. 

Tag Specifies a tag for the application. The value can be Unknown, Evasive, Excessive 
Bandwidth, Prone to Misuse, Transfers Files, Tunnels Other Apps, Used by 
Malware, Vulnerability, Widely used, and Mobile. 

Matching Scope Specifies the matching scope, which can be either of the following: 
� Packet: indicates that matching and logical determination are conducted based on 

individual packets. A packet is the minimum transmission unit on a packet-
switched network. The coverage of packet matching is smaller than that of session 
matching. 

� Session: indicates that matching and logical determination are conducted based on 
individual sessions. A session is an uninterrupted request-response sequence 
between a client and a server. 

Type Specifies the type of the application. 

Protocol Field 
Configuration 

For information on how to configure protocol fields, see Advanced Signature. 

Click Add AND Relationship to add AND relationship fields. Click  in the 
operation title column and select the protocol field from the drop-down list in the 
Protocol Field Configuration column. Then, the match method appears. You also need 
to configure the matching content. 

 

7.2.3 Application Group 
NIPS provides the application group function for you to pick out desired data among massive 
amounts of data. You can configure application groups to filter data handled by NIPS based 
on specific conditions. 

 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 90 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

 

A filter filters applications based on application types and tags, while groups provide 
better flexibility by allowing you to group applications based on keywords. 

 

Application groups can achieve the intended filtering effect only after being applied to 
application management policies and bandwidth management policies.  

Choose Objects > Application > Groups. Click New and configure parameters to create an 
object. Table 7-6 describes the parameters for configuring grouping applications.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-6 Parameters for grouping applications 

Parameter Description 

Name Type the name of the new application group. 

Type Specifies the types of applications to be grouped. 

Technology Specifies the technologies by which applications to be grouped are implemented. 

Risk Level Specifies the risk levels of applications to be grouped. 

Tag Specifies the tags of applications to be grouped. 

Keyword Specifies keywords for a fuzzy search for applications. 

Screening 
Results/Applications 
Selected 

Click Filter to view all application objects that meet the filtering conditions. 
Select the check box beside the application name. Then the selected applications 
are listed in the Selected area. 
Clearing the check box in the Result list deletes this application from the Selected 
list. 

 

7.2.4 Filter 
NIPS provides the filter function for you to pick out desired data among massive amounts of 
data. You can configure filters to filter data handled by NIPS based on specific conditions. 

Filters can take effect only after being applied to application management policies.  

Choose Objects > Application > Filters. Click New and configure parameters to create an 
object. Table 7-7 describes the parameters for configuring a filter.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-7 Parameters for creating a filter 

Parameter Description 

Name Specifies the name of the filter. 
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Parameter Description 

Type Specifies the types of the applications to be filtered. 

Technology Specifies the technologies by which applications to be filtered are implemented. 

Risk Level Specifies the risk levels of applications to be filtered. 

Tag Specifies the tags of applications to be filtered. 

Screening 
Results/Applications 
Selected 

Click Filter to view all application objects that meet the filtering conditions. 
Select the check box next to specific application names in the Result list. Then the 
selected applications are listed in the Selected area. 
Deselect the check box next to specific application names in the Result list to 
delete these applications from the Selected list. 

 

7.3 Schedule 
Time-related objects are used to describe time ranges. They include custom schedules and 
schedule groups. This section describes how to configure a custom schedule and a schedule 
group. 

7.3.1 Custom Schedule 
Each schedule contains two time periods, which you can customize as required.  

Choose Objects > Schedule > Custom. Click New and configure parameters to create an 
object. Table 7-8 describes the parameters for configuring a custom time object.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-8 Parameters for configuring a custom time object 

Parameter Description 

Name Name of the custom time object. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

Recurrence Specifies how the schedule recurs, which can be Daily, Weekday (Monday to Friday), 
Weekly, or Monthly. 

Time Time periods contained in the object. You can configure two time periods. If Type is 
set to Monthly, you also need to specify a date. 
If Type is set to Weekly, only one time period is needed. You should set the second time 
period to 00:00-00:00. 

Description Brief description of the custom schedule. 
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7.3.2 Schedule Group 
A schedule refers to a logical collection of custom schedules and existing schedules.  

Choose Objects > Schedule > Groups. Click New and configure parameters to create an 
object. Table 7-9 describes the parameters for configuring a time group.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-9 Parameters for configuring a time group 

Paramete
r 

Description 

Name Name of the schedule group. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

Includes Specifies schedules and schedules groups to be contained in this group. 

Description Brief description of the time group. 

 

7.4 Address 
Address-related objects are used to describe network devices and network groups. 

7.4.1 IP/Netmask 
An IP/netmask specifies a network segment, that is, an IPv4 or IPv6 subnet. 

Choose Objects > Addresses > IP Netmask. Click New and configure parameters to create 
an object. Table 7-10 describes the parameters for configuring an IP/netmask.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-10 Parameter for configuring an IP/netmask 

Parame
ter 

Description 

Name Name of the subnet. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

IP Specifies the IPv4 or IPv6 address and netmask. 

Negate Controls whether to reverse the IP address setting. It has the following values: 
� Yes: indicates that other segments than the specified one will be taken as the object. 
� False: indicates that the specified segment will be taken as the object. 
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Parame
ter 

Description 

Descriptio
n 

Brief description of the subnet. 

 

7.4.2 IP Node 
An IP node refers to a host specified with an IPv4 or IPv6 address.  

Choose Objects > Addresses > IP Nodes. Click New and configure parameters to create an 
object. Table 7-11 describes the parameters for configuring an IP node. 

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-11 Parameters for configuring an IP node 

Parameter Description 

Name Name of the node object. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

IP Specifies the IP address of the node object, which can be an IPv4 address (such as 
192.168.1.1) or IPv6 address (such as fe80::250:56ff:fec0:8). 

Negate Controls whether to invert the specified IP address. It has the following values: 
� Yes: indicates that other IP addresses than the specified one will be taken as 

the objects. 
� False: indicates that the specified IP address is used as the object. 

Description Brief description of the object. 

 

7.4.3 MAC Address 
An individual MAC address is taken as an object. 

Choose Objects > Addresses > MAC Address. Click New and configure parameters to 
create an object. Table 7-12 describes the parameters for configuring a MAC address.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-12 Parameters for configuring a MAC address 

Parameter Description 

Name Name of the MAC address. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 
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Parameter Description 

MAC Specifies the MAC address. The format of this value is "XX-XX-XX-XX-XX-
XX" or "XX:XX:XX:XX:XX:XX", in which X is a hexadecimal character. 

Description Brief description of the MAC address. 

 

7.4.4 IP Pool 
An IP address pool is a range of consecutive IPv4 or IPv6 addresses that identify hosts.  

Choose Objects > Addresses > IP Pools. Click New and configure parameters to create an 
object. Table 7-13 describes the parameters for configuring an IP pool.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-13 Parameters for configuring an IP pool 

Parameter Description 

Name Name of the IP address pool. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

Start IP Specifies the first IPv4 or IPv6 address in the IP address pool. 
The start IP address and end IP address must be of the same protocol version, that 
is, both are IPv4 or IPv6 addresses. 

End IP Specifies the last IPv4 or IPv6 address in the IP address pool. 
The start IP address and end IP address must be of the same protocol version, that 
is, both are IPv4 or IPv6 addresses. Besides, the end IP address must be greater 
than the start IP address. 

Negate Controls whether to reverse the IP address settings. It has the following values: 
� Yes: indicates that other IP address ranges than the specified one will be 

taken as the object. 
� No: indicates that the specified IP address range will be taken as the object. 

Description Brief description of the IP pool. 

 

7.4.5 Address Group 
An address group here refers to a logical collection of subnets, nodes, MAC addresses, IP 
pools, and existing groups.  

Choose Objects > Addresses > Address Group. Click New and configure parameters to 
create an object. Table 7-14 describes the parameters for configuring an address group.  

You can edit and delete the object. 

Click Commit to make the configuration take effect. 
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Table 7-14 Parameters for configuring an address group 

Parameter Description 

Name The name of a address group. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

Includes Specifies objects to be contained in this address group. 

Negate Controls whether to reverse the objects settings. It has the following values: 
� Yes: indicates that other objects than the selected ones will be taken as the 

group objects. 
� No: indicates that the specified objects will be taken as the group object. 

New Specified new address-related objects, including subnets, nodes, MAC addresses, 
and IP pools. Multiple objects are separated by a carriage return, with each in a 
separate line. New objects are named in the format of "group name_object name". 

Description Brief description of the address group. 

 

7.5 Network Intrusion 
The Network Intrusion module consists of the following: 

l Signature set profiles, including predefined ones and custom ones 
l Custom signature 
l Signature search 
l Exceptions 
l Settings 

7.5.1 Signature Set Profile 
NIPS provides multiple signature set profiles applicable to typical user environments, 
increasing the ease of use during policy configuration. Such profiles are divided into the 
following: 

l Predefined profiles 
Predefined profiles are subdivided into built-in ones and derived ones.  
− Built-in profiles: Built-in profiles are pre-configured profiles, which can only be 

viewed and referenced in policies, but cannot be edited. 
− Derived profiles: Derived profiles are created based on built-in profiles, and can be, 

to some extent, modified as required (for example, you can modify action settings 
(alert, block, and quarantine), and add or delete signatures). 

l Custom profiles 
A custom profile is created by adding or deleting signatures in signature sets or 
modifying action settings (alert, block, and quarantine) as required. 
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7.5.1.1 Predefined Profile 
For typical scenarios, the NIPS system combines signatures in the signature database in 
different ways to form typical built-in profiles. These built-in signature set profiles, which are 
produced based on NSFOCUS's years of experience in intrusion detection and technical 
engineers' onsite experience, can fit in with most network deployment environments. 
Therefore, you are advised to use built-in signature set profiles when configuring intrusion 
detection policies. 

You can create derived profiles based on built-in profiles. 

Choose Objects > Network Intrusion > Signature Set Profiles > Predefined Profiles. Click 
Copy and configure parameters to create an object. Table 7-15 describes the parameters for 
configuring a derived profile.  

You can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-15 Parameters for configuring a derived profile 

Parameter Description 

Name Name of the derived profile. By default, the profile name is in the format of “name 
of the original profile – Derive”. 

Description Brief description of the derived profile. 

Event Specifies intrusion events to be included in the derived profile. You can modify 
action settings (Alert, Block, Quarantine, and Capture Packet) for each event and 
delete rules. 

 

When the protection mode is enabled in a policy, selection of Quarantine will 
isolate the IP address that triggers the related rule in the specified time. 

You can download PCAP files on alert or log pages. 

 

7.5.1.2 Custom Profile 
Custom rule profiles are a supplement to predefined rule profiles. They are configured by 
administrators for use in special deployment environments. 

Choose Objects > Network Intrusion > Signature Set Profiles > Custom Profiles. Click 
New and configure parameters to create an object. Table 7-16 describes the parameters for 
configuring a custom rule profile.  

You can edit, duplicate, delete, and export the object. 

After that, click Commit to make the configuration take effect. 

 

 

In the custom profile list, select custom profiles and choose More > Import/Export to 
import or export custom profiles. 
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� The imported/exported profiles include these parameters: signature ID, name, and 
action. 

� The password for decompressing exported files is Yo(+5r74. 

 

Table 7-16 Parameters for configuring a custom rule profile 

Parameter Description 

Name Name of the custom rule profile. 

Description Brief description of the custom profile. 

Events Specifies intrusion events to be included in the custom profile and actions (Alert, 
Block, Quarantine, and Capture Packet) for each intrusion event. 

 

� When the protection mode is enabled in a policy, selection of 
Quarantine will isolate the IP address that triggers the related rule in the 
specified time. 

� You can locate an event through the Rule Query module. For details, see . 
Signature Search 

� You can download PCAP files on alert or log pages. 

 

7.5.2 Custom Signature 
As a supplement to the predefined signature database, custom signatures are configured for 
various network protocols. The custom signature ID starts from 80001. Signatures with an ID 
greater than 80000 in the signature database are custom ones. Custom signatures are divided 
into basic ones and advanced ones. The procedures for configuring these two types of custom 
signatures are described respectively in the following sections. 

7.5.2.1 Basic Signature 
Basic signatures are subdivided into three types by network protocol: IP signature, UDP 
signature, and TCP signature. 

Choose Objects > Network Intrusion > Custom Signature > Basic. Click New and 
configure parameters to create an object. Table 7-17 describes the parameters for configuring 
an IP signature.  

You can edit, duplicate, delete, and export the object. 

After that, click Commit to make the configuration take effect. 

Table 7-17 Parameters for configuring an IP signature 

Parameter Description 

Name 
Unique name of the IP signature. 
The IP rule name cannot contain the following special characters: 
\ % ` @ ^ < > { } ' & " : 

Severity Specifies the risk level of the IP signature, which can be Low, Medium, or 
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Parameter Description 

High. 

Matching Scope 

By default, the system supports only packet matching. 
Packet matching means that NIPS matches individual packets with a rule 
composed of one or more signatures and determines accordingly whether an 
attack exists. 

Protocol Options include IP, TCP, and UDP. 

IP 
Protocol Protocol ID 

Specifies the ID of the upper-layer protocol of the IP protocol. The value must 
be an integer ranging from 0 to 255. For example, the value 6 indicates that 
the upper-layer protocol is the TCP protocol and 17 indicates the UDP 
protocol. 

UDP/TC
P 
Protocol 

Source/Destin
ation Port Specifies the source or destination port of UDP packets. 

Packet Length Specifies the length of the IP packet, which must be an integer ranging from 0 
to 65535. 

Keyword 

Specifies the keyword to search for in the payload of an IP packet. 

 

Keywords can be specified in regular and non-regular expressions. 
When regular expressions are used, keywords must start with "regex_." 
For example, the keyword "regex_\d\d" matches two integers. If a 
keyword starts with "case_", which is a non-regular expression, the 
keyword is case-sensitive. 

 

7.5.2.2 Advanced Signature 
An advanced signature is a combination of the AND or relationships of fields in various 
protocols such as HTTP, FTP, SMTP, POP3, QQ, and File. 

Choose Objects > Network Intrusion > Custom Signature > Advanced. Click New and 
configure parameters to create an advanced signature. Table 7-18 describes the parameters 
for configuring an advanced signature.  

You can edit, duplicate, delete, and export the signature. 

After that, you need to System Control engine on the System Control page to make the 
configuration take effect. 

Table 7-18 Parameters for configuring an advanced signature 

Parameter Description 

Name Unique name of the advanced signature. 
The name cannot contain the following special characters: 
% \ ` < > ' & " 

Severity Risk level of the advanced signature, which can be Low, Medium, or High. 

Matching Scope Specifies the matching scope, which can be either of the following: 
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Parameter Description 
� Packet: indicates that NIPS matches a single packet against a rule composed of 

signatures. 
� Session: indicates that NIPS matches a session that consists of multiple packets 

against a rule composed of signatures. 

 

Both packet matching and session matching are conducted based on complete 
TCP sessions. 

Protocol Field 
Configuration 

Click Add AND SubSegment to add protocol detection signatures with the AND 
relationship. Click Delete to delete the current AND SubSegment signature set. 
In each AND relationship rule, you can click Add OR Segment to add multiple OR 
protocol fields. Click  in the Operation column to delete the current detection 
signature. 

 

Select a protocol field in the Protocol Field column and configure a matching 
mode in the Matching Mode column (which can be method, regular 
expression, numerical value, and string). Then, configure the matching 
content in the Matching Content column. 

 

7.5.3 Signature Search 
Choose Objects > Network Intrusion > Signature Search to view details of signatures in 
the signature database. 

You can query signatures by release date, bulletin type, bulletin ID, and signature name. 

In addition, you can narrow down the search scope to get more accurate results by configuring 
advanced options. Clicking Filter shows advanced options, as shown in Table 7-19. 

Table 7-19 Advanced options 

Parameter Description 

Signature ID Specifies a signature ID to query related signatures. 

Affected 
Application 

Specifies applications affected by intrusion events to query related signatures. 

Affected 
System 

Specifies operating systems affected by intrusion events to query related signatures. 

Service Type Specifies service types affected by intrusion events to query related signatures. 

Threat Type Specifies threat types of intrusion events to query related signatures. 

Attack Method Specifies the attack method of intrusion events to query related signatures. 

Severity Specifies risk levels of intrusion events to query related signatures. 

Reliability Specifies reliability levels of intrusion events to query related signatures. 
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Parameter Description 

Signature 
Name 

Specifies a signature name to query related rules. 

Bulletin Board Specifies a bulletin type: 
� nsfocus id: retrieves signatures in NSFOCUS's IPS signature database. 
� cve id: retrieves vulnerabilities in the Common Vulnerabilities and Exposures (CVE) 

database. 
� cnnvd id: retrieves vulnerabilities in the China National Vulnerability Database 

(CNNVD). 
� bugtraq id: retrieves vulnerabilities disclosed in the BUGTRAQ mailing list. 
� cwe id: retrieves vulnerabilities disclosed in the Common Weakness Enumeration 

(CWE). 

 

7.5.4 Exception 
If you know that an intrusion event triggers an intrusion prevention alert and are sure that this 
event does not threaten or have a severe impact on the current network environment, you can 
add this intrusion event to the exception list. When creating such an exception, you can set the 
coverage by specifying the source and destination IP addresses. 

After an intrusion event is added to the exception list, NIPS will not generate any alert for or 
block it. For information on how to create an exception, see Adding an Exception. The 
procedures for viewing and deleting an exception are described respectively in the following 
sections. 

Viewing an Exception 
Choose Objects > Network Intrusion > Exceptions and click the ID of a signature to view 
its details. 

Deleting an Exception 
You can click Delete in the Operation column of an exception to delete exception rules in a 
confirmation dialog box. 

After that, click Commit to make the configuration take effect. 

7.5.5 Other Settings 
For intrusion prevention, you can configure the following: 

l Common parameters 
l Weak password detection parameters 
l Brute-force protection parameters 

7.5.5.1 Common Parameters 
Choose Objects > Network Intrusion > Settings > Settings. Configure the quarantine 
timeout and log merge of intrusion events. Table 7-20 describes the parameters. 
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After that, click Commit to make the configuration take effect. 

Table 7-20 Parameters for configuring quarantine and log merge for network intrusion events 

Parameter Description 

Quarantine Timeout Specifies how long traffic between the source and destination IP addresses involved 
in an intrusion event will be quarantined. You can click View Quarantine List to 
view the quarantined IP addresses under Monitor > Network Intrusion > 
Quarantine List. 

Merge Type Controls whether to enable log merge. If it is enabled, multiple logs conforming to a 
specified condition will be merged as one log in the log merge cycle. It has the 
following values: 
� Disable: does not merge logs. 
� Src IP+Signature ID: merges logs of events involving the same source IP 

address and the same signature as one. 
� Dst IP+Signature ID: merges logs of events involving the same destination IP 

address and the same signature as one. 
� Src IP+Dst IP+Signature ID: merges logs of events involving the same 

source and destination IP addresses and the same signature as one. 

Merge Cycle Specifies the interval at which logs are merged. This can be set when log merge is 
enabled. 

 

7.5.5.2 Weak Password Configuration 
On the Weak Password Configuration page, you can enable or disable weak password 
detection. After this function is enabled, NIPS will detect weak passwords based on the built-
in weak password check rule. If the custom weak password dictionary is enabled, NIPS 
allows users to detect weak passwords based on their custom weak password dictionaries 
created as required. 

Choose Objects > Network Intrusion > Settings > Weak Password Configuration. 
Configure weak password detection parameters, as shown in Table 7-21. 

After that, click Commit to make the configuration take effect. 

Table 7-21 Parameters for configuring weak password detection 

Parameter Description 

Enable Weak 
Password Detection 

Controls whether to enable the weak password detection function. 

Strong Password 
MUST Include 

Specifies conditions that a password must meet to avoid being detected as a weak 
one. 

Enable Weak 
Password Dictionar
y 

Controls whether to enable custom weak password dictionaries. 
After enabling this, you can click Select File and import a custom weak password 
dictionary. 
You can also click Download to export the custom weak password dictionary from 
NIPS to a local disk drive for backup. 

 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 102 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

7.5.5.3 Brute-Force Protection Configuration 
You can choose to enable brute-force protection configuration. After that, you can configure a 
threshold for triggering this type of detection. 

Choose Objects > Network Intrusion > Settings > Brute-Force Protection Configuration 
and configure brute-force protection parameters, as shown in Table 7-22. 

After that, click Commit to make the configuration take effect. 

Table 7-22 Brute-force protection configuration parameters 

Parameter Description 

Enable Brute Force 
Protection 

Controls whether to enable brute force protection. It is enabled by default. You can 
disable it by clearing the check box. 

Threshold Settings You can click Edit in the Operation column to specify the maximum number of 
consecutive failed login attempts via various protocols during the statistical period. 
For the DHCP Limit, the detection level and detection block will also be considered. 
When the actual number of failed login attempts reaches this threshold, NIPS deems 
it a brute force event. 

 

7.6 Malware 
The Malware module consists of the following: 

l Profile 
l Blacklist 
l Whitelist 
l Other settings 

7.6.1 Profile 
You can create, edit, and delete malware profiles. 

Step 1 Choose Objects > Malware > Profile to view all malware profiles, as shown in Figure 7-1. 

Figure 7-1 Malware profiles 

 

 

Step 2 Click New in the upper-right corner of the page, as shown in Figure 7-2. 
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Figure 7-2 Configuring a malware detection profile 

 

 

Step 3 Configure basic information in the New malware profile dialog box. Table 7-23 describes the 
parameters for configuring malware detection profiles. 

Table 7-23 Basic parameters of the malware detection profile 

Parameter Description 

Profile name Name of the profile. 

Protocol Specifies the protocol to be scanned and the related detection mode. 

Action Specifies an action to be taken upon detection of a matching malware. 

 

Step 4 Click Next to open the Fast Scan page, as shown in Figure 7-3. Specify whether to enable the 
flow-based antivirus engine. After it is enabled, NIPS will check packets for viruses without 
reassembling them into files. 
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Figure 7-3 Fast scan parameters 

 

 

Step 5 Click Next to open the Full Scan page, as shown in Figure 7-4. Table 7-24 describes the 
parameters for configuring full scan. 
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Figure 7-4 Full scan parameters 

 

 

Table 7-24 Parameters for configuring full scan 

Parameter Description 

Heuristic Antivirus Specifies whether to enable heuristic antivirus. After this is enabled, NIPS will 
reassemble files before checking whether they are malicious. 

 

This function can work only after the heuristic virus signature database has 
been imported. For details, see Manual Import. 

Enable Sandbox 
Protection 

Specifies whether to enable sandbox function. It is disabled by default. 

Use Sandbox-
Provided 
Intelligence for 
Malware Detection 

After sandbox protection function is enabled and selected, NIPS will generate 
alerts when transferred malware samples match TAC signatures. 

Enable NTI Specifies whether to enable NTI for malware detection. 

 

Step 6 Click OK to save the settings. 

Step 7 Click Commit to make the configuration take effect. 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 106 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

----End 

7.6.2 File Blacklist 
Files on the blacklist are directly blocked, without being subject to further malicious file 
detection. 

Choose Objects > Malware > Blacklist. Click New and configure parameters to create 
blacklist. Table 7-25 describes the parameters for configuring file blacklist.  

Also, you can edit and delete the blacklist. 

After that, click Commit to make the configuration take effect. 

Table 7-25 File blacklist parameters 

Parameter Description 

File MD5 Specifies the MD5 value of a file that 
you want to add to the blacklist. 

File Name Specifies the name of a file that you want to 
add to the blacklist. 

Description Brief description of the file. 

 

7.6.3 File Whitelist 
Files on the whitelist are not subject to malicious file detection, but are still submitted to other 
modules for further security checks. 

Choose Objects > Malware > Whitelist. Click New and configure parameters to 
create whitelist. Table 7-26 describes the parameters for configuring whitelist.  

Also, you can edit and delete the whitelist. 

After that, click Commit to make the configuration take effect. 

Table 7-26 Whitelist parameters 

Parameter Description 

File MD5 Specifies the MD5 value of a file that you want to add to the whitelist. 

File Name Specifies the name of a file that you want to add to the whitelist. 

Description Brief description of the file. 

 

7.6.4 Other Settings 
Choose Objects > Malware > Settings and configure other parameters regarding malware, as 
shown in Table 7-27. 

After that, click Commit to make the configuration take effect. 
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Table 7-27 Malware configuration parameters 

Parameter Description 

Whitelist & Blacklist for Malware Controls whether to enable blacklist- and whitelist-based malware 
detection. 

Max Compression Layers Specifies the maximum number of layers to be decompressed for 
security checks. 

File 
Size 

PE/Document/Archive/ot
hers 

Specifies the maximum and minimum sizes of various files. 

File Type Identification Specifies the file check priority, which can be any of the following: 
� Check file header first 
� Check file extension first 
� Check file header & file extension 

Fore
nsics 
Setti
ng 

Forensics Setting Specifies whether to store malware samples locally. 
This parameter is available only when NIPS comes with a hard drive. 

Alert for Malware URL Specifies whether to record the URL from which a malware is 
transmitted and display this URL under Monitor > Web Security > 
Malicious URL. 

 

7.7 Web Security 
The Web Security module consists of the following: 

l Profile 
l URL blacklist 
l URL whitelist 
l SQL injection whitelist 
l Other settings 

7.7.1 Profile 
Choose Objects > Web Security > Profile. Click New and configure parameters to create an 
object. Table 7-28 describes the parameters for configuring web security profile.  

Also, you can edit and delete the object. 

After that, click Commit to make the configuration take effect. 

Table 7-28 Web security profile parameters 

Parameter Description 

Name Name of the profile. 

Description Brief description of the profile. 

Malicious Controls whether to enable malicious URL detection. 
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Parameter Description 
URL Detection 

Black/Whitelist-
based Detection 

Controls whether to enable blacklist-/whitelist-based detection. This is 
available when you enable malicious URL detection. 

Push Notification via 
Page 

Controls whether to push notifications via the page. This is available when you 
enable malicious URL detection. 

XSS/SQL 
Injection Detection 

Controls whether to enable detection of cross-site scripting (XSS) and SQL 
injection. 

XSS/SQL Injection 
Whitelist 

Controls whether to enable the XSS and SQL injection whitelist. 

Action Specifies an action to be taken upon detection of a web threat. 

 

7.7.2 URL Blacklist 
Requests for access to a URL on the URL blacklist are directly blocked, without being subject 
to any further web security checks. 

Choose Objects > Web Security > URL Blacklist. Click New and configure parameters to 
create URL blacklist. Table 7-29 describes the parameters for configuring URL blacklist.  

Also, you can edit and delete the URL blacklist. 

After that, click Commit to make the configuration take effect. 

Table 7-29 URL blacklist parameters 

Parameter Description 

URL Specifies a URL that you want to add to the blacklist. The URL should start with a protocol 
like http, https, or ftp. 

Description Brief description of the URL. 

 

7.7.3 URL Whitelist 
Requests for access to a URL on the whitelist are allowed to pass, but are still submitted to 
other modules for further security checks. 

Choose Objects > Web Security > URL Whitelist. Click New and configure parameters to 
create URL whitelist. Table 7-30 describes the parameters for configuring URL whitelist.  

Also, you can edit and delete the URL whitelist. 

After that, click Commit to make the configuration take effect. 

Table 7-30 URL whitelist parameters 

Parameter Description 

URL Specifies a URL that you want to add to the whitelist. The URL should start with a protocol 
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Parameter Description 
like http, https, or ftp. 

Description Brief description of the URL. 

 

7.7.4 SQL Injection Whitelist 
The SQL injection whitelist is a part of NIPS's core function of network intrusion. This 
section describes how to add a host or URL to the SQL injection whitelist. 

If a network intrusion policy references the "[29001]WEB Service Remote SQL Injection 
Suspicious Behavior" rule, which is expected not to work for certain servers, you can add the 
URLs of these servers to the SQL injection whitelist. 

Choose Objects > Web Security > SQL Injection Whitelist. Click New and configure 
parameters to create an SQL injection whitelist. Table 7-31 describes the parameters for 
configuring SQL injection whitelist.  

Also, you can edit and delete the URL whitelist. 

After that, click Commit to make the configuration take effect. 

Table 7-31 Parameters for configuring SQL injection whitelist 

Parameter Description 

HOST/URL Types the host or URL of the server that you want to exclude from SQL injection 
protection. 

 

The host name and domain name of a URL should be separated by a slash (/), for 
example, www.google.cn/zh-CN. 

Description Brief description of the host or URL. 

 

7.7.5 Other Settings 
To configure other parameters, follow these steps: 

Choose Objects > Web Security > Settings and configure parameters regarding web security 
detection. Table 7-32 describes the parameters for configuring web security detection.  

After that, click Commit to make the configuration take effect. 

Table 7-32 Web security configuration parameters 

Parameter Description 

URL Block Page Settings � Default: uses the default notification push page. 
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� Redirect: redirects users to a new address. In this case, you should 
set the redirect address. Only domain names in a format 
like www.nsfocus.com are supported. 

� Custom: allows you to set the title, content, and copyright statement 
for a custom notification page. 

Cloud-Side malicious URL 
detection 

Controls whether to enable cloud-side detection of malicious URLs. If this 
is enabled, you need to further set whether to enable sampling and, if yes, 
the sampling ratio. 

SQL 
Injectio
n/XSS 
Detectio
n 

Detection Point Specifies objects to check for SQL injection and XSS, including HTTP 
GET, HTTP POST, and HTTP cookies. You can select multiple options. 
In this case, when any one of them has a match, the detection engine 
generates an alert. 

Sensitivity � Strict 
� Normal 

Detection Engine � Advanced engine detection 
� Smart engine detection 

Log 
Merge 
Settings 

Merge Type � Disable: does not merge web security logs. In this case, multiple 
alerts may be generated throughout an attack. 

� Src IP+rule ID: merges logs of events involving the same source IP 
address and matching the same signature as one. 

� Dst IP+rule ID: merges logs of events involving the same 
destination IP address and matching the same signature as one. 

� Src IP+Dst IP+rule ID: merges logs of events involving the same 
source and destination IP addresses and matching the same signature 
as one. 

Merge Cycle Specifies the interval at which logs are merged. 

 

7.8 C&C Communication 
The C&C Communication module consists of the following: 

l Profile 
l C&C blacklist 
l C&C whitelist 
l Other settings 

 

 
The C&C whitelist has the higher priority than the C&C blacklist. 
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7.8.1 Profile 
Choose Objects > C&C Communication > Profile. Click New and configure parameters to 
create a profile. Table 7-33 describes the parameters for configuring a C&C communication 
profile.  

Also, you can edit and delete the profile. 

After that, click Commit to make the configuration take effect. 

Table 7-33 Parameters for configuring a C&C communication profile 

Parameter Description 

Name Name of the profile. 

Black/Whitelist-
based Detection 

Controls whether to enable blacklist- and/or whitelist-based detection. 

Action � Block: After a detection mechanism is enabled, if C&C communication is 
detected, the system will block subsequent traffic, without generating any 
alerts. 

� Block and alert: After a detection mechanism is enabled, if C&C 
communication is detected, the system will generate alerts and block 
subsequent traffic. 

Description Brief description of the profile. 

 

7.8.2 C&C Blacklist 
Requests for access to an address on the C&C blacklist are directly blocked, without being 
subject to any further C&C attack checks. 

 

 

� For a C&C address added from a log or alert message, One-click addition is 
displayed in the Type column.  

� For a manually added C&C address, Manual addition is displayed in the Type 
column. 

 

Choose Objects > C&C Communication > C&C Blacklist. Click New and configure 
parameters to create C&C blacklist. Table 7-34 describes the parameters for configuring 
C&C blacklist.  

Also, you can edit and delete the C&C blacklist. 

After that, click Commit to make the configuration take effect. 

Table 7-34 C&C blacklist parameters 

Parameter Description 

Host Specifies a host that you want to add to the C&C blacklist. You can type an IPv4/IPv6 
address or a domain name. 
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Parameter Description 

Description Brief description of the C&C address. 

 

7.8.3 C&C Whitelist 
Requests for access to an address on the C&C whitelist are allowed to pass, but are still 
submitted to other modules for further security checks. 

 

 

� For a C&C address added from a log or alert message, One-click addition is 
displayed in the Type column.  

� If it is manually added here, Manual addition is displayed in the Type column. 

 

Choose Objects > C&C Communication > C&C Whitelist. Click New and configure 
parameters to create C&C whitelist. Table 7-35 describes the parameters for configuring 
C&C whitelist.  

Also, you can edit and delete the C&C whitelist. 

After that, click Commit to make the configuration take effect. 

Table 7-35 C&C whitelist parameters 

Parameter Description 

Host Specifies a host that you want to add to the C&C whitelist. You can type an IPv4/IPv6 
address or a domain name. 

Description Brief description of the C&C address. 

 

7.8.4 Other Settings 
You can enable cloud-side detection of C&C communication and configure log merge 
settings. The procedure is as follows: 

Choose Objects > C&C Communication > Settings and configure C&C attack detection 
parameters. Table 7-36 describes the parameters for configuring C&C communication 
detection and logging.  

After that, click Commit to make the configuration take effect. 

Table 7-36 C&C communication detection and logging parameters 

Parameter Description 

Merge Type � Disable: does not merge logs. In this case, multiple alerts may be 
generated throughout an attack. 
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Parameter Description 
� Controlled IP: merges logs of events involving the same controlled 

IP address as one. 
� Controlled IP: merges logs of events involving the same C&C IP 

address as one. 
� Controlled IP+C&C IP: merges logs of events involving the same 

controlled IP address and C&C IP address as one. 

Merge Cycle Specifies the interval at which logs are merged. 

 

7.9 Callback Monitoring 
NIPS supports the malicious software callback monitoring function. If a sandbox, through 
analysis, finds that an advanced malicious sample engages in network callback, the system 
records the callback IP address or domain name to the Callback Monitoring List.  

The user can then add this IP address or domain name to the blacklist or whitelist. In the 
former case, when detecting the IP address or domain name again in subsequent traffic 
monitoring, the system logs a callback event. In the latter case, the system will no longer 
monitor the IP address or domain name for callback events. 

The Callback Monitoring module consists of the following: 

l Blacklist 
l Whitelist 

 

 

Callback monitoring information returned by the sandbox is saved on NIPS, which 
monitors and alerts callbacks accordingly. Even if NIPS is disconnected from the 
sandbox, the saved callback monitoring list remains unchanged. 

 

7.9.1 Blacklist 
Choose Objects > Callback Monitoring > Blacklist.  

By default, all entries are listed. You can select IP or Domain Name from the Type drop-
down list to display only entries of the specified type.  

Type an IP address or domain name and click Search to check whether it has been added to 
the blacklist. 

Adding an Entry to the Whitelist 
You can move blacklisted entries to the whitelist in one of the following ways: 

l Move one by one: Point to  in the Operation column and click Add to whitelist to 
move an entry to the whitelist for callback monitoring. 
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l Move all: Choose More > Whitelist all to move all entries in the blacklist to 
the whitelist. 

Move multiple: Select one or more entries, point to More > Whitelist selected to move the 
selected entries to the whitelist. 

NTI-based Traceback 

For a blacklist entry, point to  in the Operation column of an entry and click NTI 
traceback. Then you are redirected to the related page of NTI, where you can view detailed 
traceback information. 

7.9.2 Whitelist 
Choose Objects > Callback Monitoring > Whitelist.  

by default, all entries are listed. Select IP or Domain Name from the Type drop-down list to 
display only entries of the specified type.  

Type an IP address or domain name and click Search to check whether it has been added to 
the whitelist. 

Adding an Entry to the Blacklist 
You can move whitelist entries to the blacklist in one of the following ways: 

l Move one by one: Point to the icon in the Operation column of an entry and click Add 
to blacklist to move this entry to the callback monitoring blacklist. 

l Move all: Choose More > Blacklist all to move all entries in the whitelist to the 
blacklist. 

l Move multiple: Select one or more entries, choose More > Blacklist selected to move 
the selected entries to the blacklist. 

7.10 URL Filtering 
The URL Filtering module consists of the following: 

l Profile 
l Custom 
l Category search 
l Other settings 

7.10.1 Profile 
Choose Objects > URL Filtering > Profile. Click New and configure parameters to create a 
profile. Table 7-37 describes the parameters for configuring URL filtering profiles.  

Also, you can edit and delete the profile. 

After that, click Commit to make the configuration take effect. 
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Table 7-37 Parameters for configuring a URL filtering profile 

Parameter Description 

Name Name of the profile. 

Description Brief description of the profile. 

Rules Specifies actions for each URL category. Options include Log, Block, and Notify 
via Page. 

 

7.10.2 Custom URL Category 
When you need to add some websites for filtering, you can create custom URL categories. If 
system-predefined category rules are enough, you can ignore this operation. 

 

 

URLs are unique. Once a URL is included in a custom category, it no longer exists in 
the predefined URL category database. 

 

Choose Objects > URL Filtering > Custom. Click New and configure parameters to create a 
URL category. Table 7-38 describes the parameters for configuring a URL category. 

Also, you can edit and delete the URL category. 

After that, click Commit to make the configuration take effect. 

Table 7-38 Parameters for configuring a URL category 

Parameter Description 

Name Specifies the name of the URL category. 

Description Brief description of the URL category. 

Domain Name Specifies domain names of websites to be included in the URL category. 

Keyword Specifies the keyword or regular expression to match by the domain name. 
Multiple keywords or regular expressions are separated by the carriage return. 

 

7.10.3 Category Search 
NIPS caches a small number of URL categories locally. With the URL query function, you 
can quickly find the category to which a URL belongs. If the category cannot be found in the 
local cache, NIPS checks it from the cloud server and displays the result on the web-based 
manager. For URLs that are categorized as Other, you can create custom categories for them. 
For information on how to create a URL category, see Custom URL Category. To query a 
URL, follow these steps: 
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Choose Objects > URL Filtering > Category Search. Type a URL and click Search. The 
system displays the category to which the URL belongs. 

7.10.4 Other Settings 
You can configure the URL query mode and log merge settings. The procedure is as follows: 

Choose Objects > URL Filtering > Settings page and configure parameters. Table 7-39 
describes the parameters for configuring URL query and log merge.  

After that, click Commit to make the configuration take effect. 

Table 7-39 URL query and log merge configuration parameters 

Parameter Description 

URL Query 
Settings 

URL 
classification 
mode 

Select a URL classification mode. 
� Local query: indicates that URL categories, including predefined 

URL categories and custom URL categories, will be obtained from 
the local NIPS. 

� Cloud detection (local + cloud-side query): indicates that URL 
categories, including predefined URL categories, custom URL 
categories, and URL categories on servers, will be obtained from the 
local NIPS and online server. 

Enable 
keyword 
identification
/classificatio
n engine 

This function is disabled by default. After it is enabled, the URL 
identification function is enabled. NIPS will calculate weights 
based on the keywords in the title and meta of the URL, and 
analyze its classification. 

URL Category Notification 
Page 

� Default: uses the default notification push page. 
� Redirect: redirects users to a new address. In this case, you should 

set the redirect address. Only domain names in a format 
like www.nsfocus.com are supported. 

� Custom: allows you to set the title, content, and copyright statement 
for a custom notification page. 

Log 
Merge 
Settings 

Merge Type � Disable: does not merge logs. In this case, multiple alerts may be 
generated throughout an attack. 

� Src IP+URL: merges logs of events involving the same source IP 
address and URL as one. 

� Dst IP+URL: merges logs of events involving the same destination 
IP address and URL as one. 

� Src IP+Dst IP+URL: merges logs of events involving the same 
source IP address, destination IP address, and URL as one. 

Merge Cycle Specifies the interval at which logs are merged. 
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7.11 Application Control 
The Application Control module consists of the following: 

l Profile 
l Other Settings 

7.11.1 Profile 
Choose Objects > Application Control > Profile. Click New and configure parameters to 
create a profile. Table 7-40 describes the parameters for configuring an application control 
profile.  

Also, you can edit and delete the profile. 

After that, click Commit to make the configuration take effect. 

Table 7-40 Parameters for configuring an application control profile 

Parameter Description 

Name Name of the profile. 

Description Brief description of the profile. 

Application Specifies applications to be covered by the profile. 

Application Group Specifies application groups to be covered by the profile. 

Application Filter Specifies application filters. 

Service Specifies services. 

Action Specifies an action to be taken against matched traffic. Options include Block, Alert, 
and Block and alert. 

 

7.11.2 Other Settings 
You can configure application control log merge settings. 

Choose Objects > Application Control > Settings. Table 7-41 describes the parameters for 
configuring application control log merge.  

After that, click Commit to make the configuration take effect. 

Table 7-41 Application control log merge parameters 

Parameter Description 

Merge Type � Disable: does not merge logs. In this case, multiple alerts may be 
generated throughout an attack. 

� Src IP+App ID: merges logs of events involving the same source IP 
address and application as one. 

� Dst IP+App ID: merges logs of events involving the same 
destination IP address and application as one. 
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Parameter Description 
� Src IP+Dst IP+App ID: merges logs of events with the same source 

and destination IP addresses and the same application as one. 

Merge Cycle Specifies the interval at which logs are merged. 

 

7.12 Data Loss Prevention 
The Data Loss Prevention (DLP) module consists of the following: 

l Profile 
l Sensitive data 
l Other settings 

7.12.1 Profile 
Choose Objects > Data Loss Prevention > Profile. Click New and configure parameters to 
create a profile. Click Commit to make the settings take effect. Table 7-42 describes the 
parameters for configuring a DLP profile.  

Also, you can edit and delete the profile. 

After that, click Commit to make the configuration take effect. 

Table 7-42 Parameters for configuring a DLP profile 

Parameter Description 

Name Name of the profile. 

Description Brief description of the profile. 

Service Specifies services to be covered by the profile. 

Sensitive Data Specifies sensitive data to be covered by the profile and an action to be taken upon 
detection of a data breach. 

File Transfer 
Control 

Specifies file types to be covered by the profile and an action to be taken upon 
detection of a data breach. 

 

7.12.2 Sensitive Data 
Sensitive data can be divided into predefined sensitive data and custom sensitive data. 

7.12.2.1 Sensitive Data Profile 
Configuring sensitive data objects can protect internal sensitive data, such as identity (ID) 
card numbers, bank card numbers, and telephone numbers, from being disclosed.  
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Choose Objects > Data Loss Prevention > Sensitive Data > Sensitive Data Profiles. Click 
New and configure parameters to create a profile. Table 7-43 describes the parameters for 
configuring a sensitive data profile. 

Also, you can edit and delete the profile. 

After that, click Commit to make the configuration take effect. 

Table 7-43 Parameters for creating a sensitive data profile 

Parameter Description 

Name Name of the profile. 
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 

Global Threshold Specifies a global threshold for the quantity of sensitive data in a session, which 
must be greater than the threshold for each type of sensitive data. The value range 
is 1 to 65535. 
When the total number of sensitive data entries (including ID card numbers, bank 
card numbers, and telephone numbers) in a session exceeds the global threshold, 
a global sensitive data alert is generated. 

Max ID Card Numbers Specifies the maximum number of ID card numbers in a session, which must be 
smaller than the global threshold. 

Max Bank Card 
Numbers 

Specifies the maximum number of bank card numbers in a session, which must 
be smaller than the global threshold. 

Max Phone Numbers Specifies the maximum number of telephone numbers in a session, which must 
be smaller than the global threshold. 

Max Custom 
Sensitive Data 

Specifies the maximum number of data entries of a custom type in a session. 
When the actual number exceeds the threshold, a related alert is triggered. The 
value 0 indicates that NIPS will not detect custom sensitive data. For information 
on how to configure custom sensitive data types, see Custom Sensitive Data. 

Description Brief description of the profile. 

 

7.12.2.2 Custom Sensitive Data 
To configure a custom sensitive data type, follow these steps: 

Choose Objects > Data Loss Prevention > Sensitive Data > Custom Sensitive Data. Click 
New and configure parameters. Table 7-44 describes the parameters for configuring a custom 
sensitive data type. 

Also, you can edit and delete the sensitive data type. 

After that, click Commit to make the configuration take effect. 

Table 7-44 Parameters for creating a custom sensitive data type 

Parameter Description 

Name Name of the custom sensitive data type.  
The name must be unique and cannot contain the following special characters: 
% \ ` < > ' & " 
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Parameter Description 

Severity Risk level of the custom sensitive data type. 

Rule Configuration Rules only supports regular expression. You need to configure matching content 
only. Click the question mark in the Matching Content title column to view 
configuration tips. 

If you want to configure multiple rules, you can click  in the Operation 
column to configure matching rules with the OR relationship. 

 

Custom rules slow down the engine's efficiency. Therefore, you are 
advised to verify each rule you create to make it count. 

 

7.12.3 Settings 
Choose Objects > Data Loss Prevention > Settings and configure parameters of data loss 
prevention log merge. Table 7-45 describes the parameters for configuring data loss 
prevention.  

After that, click Commit to make the configuration take effect. 

Table 7-45 Data loss prevention parameters 

Parameter Description 

Merge Type � Disable: does not merge logs. In this case, multiple alerts may be 
generated throughout an attack. 

� Rule ID+Src IP: merges logs of events involving the same rule and 
source IP address as one. 

� Rule ID+Dst IP: merges logs of events involving the same rule and 
the same destination IP address as one. 

� Rule ID+Src IP+Dst IP: merges logs of events involving the same 
rule and the same source and destination IP addresses as one. 

Merge Cycle Specifies the interval at which logs are merged. 

 

7.13 Threat Intelligence 
NIPS supports collaboration with NSFOCUS Threat Intelligence (NTI) or a third-party 
platform to offer DNS and IP blacklist monitoring and defend against malicious URLs, APT, 
ransomware, cyber fraud, dark web, and compromise. 

7.13.1 Settings 
Choose Objects > Threat Intelligence > Settings and configure parameters for 
collaborating with NTI. Table 7-46 describes the parameters for configuring 
collaboration with NTI. 
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After that, click Commit to make the configuration take effect. 

Table 7-46 Parameters for configuring collaboration with NTI 

Parameter Description 

Collaboratio
n with NTI 

Enable Nsfocus Threat 
Intelligence (NTI) 

After it is selected, you can obtain intelligence. 

Collaboration Mode � Local + cloud (NTI): This is the online collaboration 
mode, where the cloud is used as a complement to the 
local detection capability. In this mode, NIPS should 
submit check objects to the cloud. 

� Local: This is the offline mode, where NIPS performs 
local detection based on intelligence obtained regularly 
from the offline intelligence database of NTI. 

� Local + cloud (NTIP): In this mode, NIPS 
collaborates with NTIP, which serves as a complement 
to the local detection capability. When detecting no 
threat in objects locally, NIPS submits them to NTIP for 
further checks. 

Server Address When Local + cloud (NTI) is selected, you can select the 
domain name of cloud NTI from drop-down list: 
Domestic: Select nti.nsfocus.com. 
Global: Select nti.nsfocusglobal.com. 

 

Select a server address and click Test connectivity to 
check whether NIPS can connect to the server. 

Auto sync hotspot 
intelligence to device 

If you select Auto sync latest intelligence to device, all latest 
intelligence in NTI will be automatically synchronized to 
NIPS. 

NTIP key Specifies the user key, which is automatically generated on 
NTIP during user management. 

Third-Party 
Threat 
Intelligence 

Server Address Specifies IP addresses of the third-party intelligence 
platform. 

Scenario Detection Select detection of types. 

Setting 
threat 
intelligenc
e alarms 

Action � Alert: Triggers NTI alerts. 
� Block: Compares confidence value with threshold for 

blocking. If the confidence value is smaller than the 
value specified here, NIPS triggers alerts only. 
Otherwise, NIPS will trigger block and alerts. 

NTI Whitelist After it is selected, threat intelligence will be detected based 
on Whitelist. 

Sampling 
Ratio 

Malicious URL Detection Specifies the sampling ratio for malicious URLs are sent to 
cloud for detection. 

Malicious IP detection Specifies the sampling ratio for malicious IP addresses are 
sent to cloud for detection. 
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Domain name detection Specifies the sampling ratio for domain names sent to cloud 
for detection. 

Log Merge 
Settings 

Merge Type � Disable: does not merge logs. In this case, multiple 
alerts may be generated throughout an attack. 

� Src IP+NTI: merges logs of events involving the same 
source IP address and NTI as one. 

� Dst IP+NTI: merges logs of events involving the same 
source IP address and NTI as one. 

� Src IP+Dst IP+NTI: merges logs of events involving 
the same source IP address, destination IP address, and 
NTI as one. 

Merge Cycle Specifies the interval at which logs are merged. 

 

7.13.2 Hits Statistics 
The Hits Statistics to view statistics about events detected based on intelligence. 

Choose Objects > Threat Intelligence > Statistics.  

in the upper-left corner, type a URL (such as https://nsfocusglobal.com/), IPv4/IPv6 address, 
file MD5, or file hash in the text box and click Search. The system will return exact match 
results. 

Table 7-47 describes statistical items. 

Table 7-47 Statistical items on the Hits Statistics page 

Statistical Item Description 

Intelligence Information Intelligence information presents the number of malicious samples, 
including malicious IP addresses, compromise, and malicious URLs. 

Hit Trends within a 
Specified Period 

The periods you can specify include Last 6 hr, 24 hr, Last 1 week, and Last 
1 month. 
The trend chart shows trends of malicious URLs, malicious IP addresses, 
and compromise detected based on intelligence. 
Hovering over a trend curve displays hits data at a specific point of time. 
In the legend area, you can click a symbol (representing malicious URL, or 
malicious IP addresses) to display or not to display the related trend. 

� Clicking  or  displays the trend in a line chart or bar chart.  

� Clicking  restores all display settings to default values. 

Detection Statistics Statistics are displayed in a list in this area, including the total number of 
malicious URLs, malicious IP addresses, and compromise, the total number 
of malicious samples, proportion of malicious samples, and the last hit time. 

 

7.13.3 Search 
NIPS, after collaborating with NTI, allows you to query intelligence on NTI. 
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Choose Objects > Threat Intelligence > Search. 

you can type IP addresses or URLs to query intelligences: 
l Type one IP address or URL and click OK, intelligences will be displayed in a new NTI 

page. 
l Type multiple IP address or URL separated by the comma and click OK, blue links will 

be displayed below. Click them to view NTI pages. 
Click For more information, please access NTI to view the homepage of NTI and search 

intelligences. 

7.13.4 Whitelist 
NTI whitelist indicates the list of intelligences that are not detected. 

 

 

� On the NTI alerts or logs page, click  in the Operation and click Add 
to whitelist to add the current intelligence to the whitelist. 

� The configuration will take effect only after NTI whitelist is enabled on the 
Settings page. 

 

The Objects > Threat Intelligence > Whitelist to view create time, intelligence information, 
category, and sources of whitelist in a list. 

You can click Delete in the Operation column to delete the current intelligence. 
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8 Network 

This chapter covering the following topics: 

Section Description 

Interfaces Describes how to configure NIPS interfaces. 

HA Describes how to configure high availability parameters. 

Bypass Describes how to configure bypass parameters. 

Security Zones Describes how to create security zones. 

SNMP Describes how to configure SNMP parameters. 

DNS Describes how to configure DNS server addresses. 

Exchange Describes data exchange protocols and how to configure such a 
protocol. 

Route Describes how to configure routing. 

DHCP Describes how to configure DHCP relays. 

Authentication Server Describes how to configure authentication server parameters. 

Mail Server Describes how to configure mail server parameters. 

 

8.1 Interfaces 
An interface is a shared boundary or connection between devices for data exchange. The 
Interface module consists of the following: 

l Interface configuration 
l Block configuration 

8.1.1 Interface Settings 
Choose Network > Interfaces > Setting to view the interface list. 

Interfaces on NIPS include the following: 
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l Physical interfaces: include out-of-band management interfaces and Ethernet interfaces. 
You can click edit in the Operation column to configure parameters. 

l Logical interfaces: You can click New to create a logical interface. 

Physical and logical interfaces can be classified into the following types, as shown in Table 8-
1. 

Table 8-1 Description for interface category 

Interface Description 

Physical 
Interfaces 

Out-of-band 
management 
interface 

The out-of-band management interface is used for device management. It 
only transmits management and control information, but not forwards 
service traffic. The out-of-band management interface cannot be 
configured on the same network segment as the service interface. 
NIPS provides two types of out-of-band management interfaces: M 
interface and H1 interface. 

Ethernet 
interface 

By default, the Type parameter of an Ethernet interface type set to 
Unconfigured.  
You can click edit in the Operation column to configure it to one of the 
following types: 

Unconfigured Such interfaces are not configured. 

In-band 
management 

It is a service interface that is configured as a 
management interface. 

Layer 2 The IP address cannot be assigned to the layer 2 
interface. Layer 2 interfaces can be used only for 
forwarding Ethernet frames. Generally, layer 2 
interfaces connect to a layer 2 switch. 

Layer 3 The IP address can be assigned to the layer 3 interface. 
Layer 3 interfaces are used only for data transmission 
based on static and dynamic routing protocols. 
Generally, layer 3 interfaces connect to a layer 3 switch 
or router. 

Monitor After an interface on NIPS is configured as a listening 
interface and connects to the listening interface of the 
switch, NIPS can monitor traffic. After reading the 
packet capture file through a listening interface, NIPS 
can play back the data in playback testing, helping 
analyze network data. For details about playback 
testing, see Packet Playback. 

Direct Such an interface connects two interfaces in the same 
security zone for data communication. These two 
interfaces respectively work as an IN and OUT 
interface. 

Aggregation 
member 
interface 

After multiple interfaces are configured as aggregation 
member interfaces, they can be aggregated as one 
interface.  

Interconnection This type of interfaces is used in the scenario that 
involves asymmetric routing for diversion of traffic to 
the host, thereby guaranteeing the integrity of sessions. 

Response This type of interfaces is used to send blocking packets. 

Logical Layer 3 For layer 3 Ethernet interfaces, NIPS can specify a layer 3 subinterface for 
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Interface subinterface each VLAN used for communication. Layer 3 subinterfaces are layer 3 
logical interfaces. When creating a layer 3 subinterface, you need to bind 
it to the specified layer 3 Ethernet interface. Multiple layer 3 subinterfaces 
performs routing forward based on IP addresses. 

VLAN 
interface 

For layer 2 Ethernet interfaces, you can define a VLAN interface to allow 
the VLAN to communicate with layer 3 devices. 

Aggregation 
interface 

NIPS adopts IEEE 802.3ad for link aggregation, allowing you to bind 
multiple Ethernet interfaces that are configured as member interfaces to the 
specified aggregation interface. Aggregation interfaces can increase the 
bandwidth and improve fault tolerance.  

Loopback 
interface 

The loopback interface is a layer 3 logical interface and does not need to 
be bound to any physical interfaces. Therefore, its link status is not affected 
by external factors. An administrator can learn about the device status from 
the link status of the loopback interface. In addition, the loopback interface 
can be used for the following purposes: 
� The administrator can manage the NIPS device through the IP address 

of the loopback interface. 
� The loopback interface can be used as a virtual IP address in a 

Network Address Translation (NAT) policy. 
� The loopback interface can be used in virtual router redundancy 

deployment scenarios. 

 

Querying Interface 
Fuzzy queries are supported. Type a string in the dialog box above the list press Enter to 
query the matching interfaces information that will be displayed in a list below. 

Customizing List Entries 

Click  on the upper-right of the page to customize the displayed columns. Only the 
selected fields can be seen in the list. 

8.1.1.2 Configuring Physical Interface Attributes 
Choose Network > Interfaces > Setting. On the interface page, you can click edit in the 
Operation column to modify parameters of interfaces. Table 8-2 describes the parameters for 
configuring physical interfaces. 

 

 

The out-of-band management interface and the service interface cannot be configured 
on the same network segment. 

 

Table 8-2 Physical interface parameters 

Parameter Description 

Type Specifies the type of a physical interface. 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 127 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Security Zone Specifies the security zone that interfaces belong to. 

 

Security zone cannot be changed for interfaces in the following circumstances: 
� When the interface is the M interface or H interface . 
� When the license is abnormal, for example, it has not been imported. In this 

case, you cannot move any interfaces out of their security zones. 
� When interfaces configured with routing policies. 
� When interfaces is configured with subinterfaces or referenced in policies. 

Manageable Specifies whether the interface is a management interface. If you select Yes, you 
can manage devices connected to the interface via the https or SSH protocol. The 
interface will respond to ping packets. 

Mode Specifies the working mode of the interface, which can be access or trunk.  

STP Type Specifies the type of the Spanning Tree Protocol (STP) for the forwarding port. 
Options are as follows: 

� –: If STP is not used, you do not need to configure this parameter. 

� rstp: indicates that the Rapid Spanning Tree Protocol (RSTP) is used. 
� mstp: indicates that Multi Spanning Tree Protocol (MSTP) is used. 

Default VLAN ID This parameter is available only when Mode is set to trunk.  
When the interface receives packets with no VLAN tag, the system will 
automatically add the default VLAN tag.  
When the interface sends a packet with a VLAN tag, if the VLAN ID is the same 
as that of the default one, the system will send the packet after removing its VLAN 
tag.  

Supported VLAN This parameter is available only when Mode is set to trunk. It specifies VLAN IDs 
that are allowed.  
Multiple VLAN IDs should be separated by comma (,) and consecutive VLAN 
IDs should be separated by a hyphen (-). For example, you can configure "1,2,4" 
and "2-5". 

Send Router 
Advertisement 

Controls whether to periodically send neighbors a router advertisement packet that 
announces its availability. 

Priority This parameter is available only when interface type is set to aggregation member 
interface. It specifies the priority of the Link Aggregation Control Protocol 
(LACP). The value ranges from 0 to 65535. The priority is valid for dynamic 
binding but not for manual binding. 

IPv4 
Addres
s 

IP Address Specifies the IP address of the GRE interface. The format should be IP 
address/netmask length. You can add up to three IPv4 addresses. Click  to add 
an IPv4 address. 

Gateway Specifies the IPv4 address of the gateway for the interface. 

Default 
Gateway 

Specifies whether it is the default gateway for the interface. 

IPv6  Configurati
on Mode 

Specifies how to configure the IPv6 address. Options include automatic 
configuration and manual configuration. 

Address When choosing manual configuration, you need to configure IPv6 addresses. 
Then, click Reload Web on the System Control page to make the configuration 
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take effect. 

Gateway When choosing manual configuration, you need to configure the IPv6 gateway to 
make interface accessible via the network. 

Default 
Gateway 

Specifies whether it is the default gateway. 

NIC 
Parame
ters 

Duplex 
Mode 

Options for duplex mode include Full, Half, or Auto. Auto is recommended. 

Connection 
Rate 

Specifies the data transmission rate, which can be 10M, 100M, 1000M, or Auto. 
Auto indicates that NIPS automatically adjusts the data transmission rate of the 
interface. 

MTU Specifies the maximum transmission unit, which should be in the range of 128 to 
1700 bytes. The default value is 1500.  

 

When an IPv6 address is used, the minimum MTU is 1280. 

MAC 
Address 

This parameter is available only when interface type is set to layer 3. You can 
configure unicast MAC addresses only. 

 

8.1.1.3 Enabling/Disabling an Ethernet Interface 
All Ethernet interfaces are in either enabled or disabled state. You can observe the icon next to 
interface names to check the interface state. 

l Enabled: The icon  indicates that the interface is enabled. You can click  to 
disable it in the Operation column of an interface. 

l Disabled: The icon  indicates that the interface is disabled. Disabled interfaces do not 
send or receive packets. You can click  to enable it in the Operation column of an 
interface. 

8.1.1.4 Configuring a Logical Interface 
Choose Network > Interfaces > Setting. Click New and configure parameters to create a 
logical interface. For description of logical interface parameters, see Table 8-3. 

Table 8-3 Logical interface parameters 

Parameter Description 

Type Specifies the type of a logical interface. Options include aggregation 
interface, loopback interface, layer 3 subinterface, and VLAN. 

Interface Name This parameter is available only when Type is set to Aggregation interface 
or Loopback interface. Type the interface name that contains only lowercase 
and uppercase letters and digits, with a length of no more than 64 characters. 

Aggrega
tion 
Interfac
e 

Aggregation 
member 
interface 

Specifies the aggregation member interface which can be selected from the 
existing aggregation member interfaces. 
The duplex mode and connection rate of the bound interfaces must be 
identical. 

Aggregation NIPS supports aggregation in balancing polling mode, sharing the load 
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Mode manually, and LACP mode. You can choose manual aggregation or dynamic 
aggregation. 
� When Manual aggregation is selected, the number of aggregation 

member interfaces can be 2 to 8. 
� When Dynamic aggregation is selected, the number of aggregation 

member interfaces can be 2 to 32. 

Dispatch Policy Specifies the dispatch policy of the aggregation interface. When there are 
multiple aggregation members in the aggregation group, the configured 
policy will dispatch packets for better load balancing. The options include 
the following: 
� Src MAC: indicates that packets with the same source MAC address 

are sent from the same interface. Otherwise, they are sent from different 
interfaces. 

� Dst MAC: indicates that packets with the same destination MAC 
address are sent from the same interface. Otherwise, they are sent from 
different interfaces. 

� Polling: indicates that packets are sent from one interface after another 
in a sequential manner. 

� Layer 2: indicates that the interface for sending packets depends on the 
source and destination MAC addresses of the packet. 

� Layer 2+3: indicates that the interface for sending packets depends on 
layer 2 and layer 3 information in packet headers. 

� Layer 3+4: indicates that the interface for sending packets depends on 
layer 3 and layer 4 information in packet headers. 

 

8.1.2 Response Port Configuration 
Choose Network > Interfaces > Response Ports. Click New and configure parameters. 
Table 8-4 describes the parameters for configuring a response port. 

Click Commit to make the configuration take effect. 

Table 8-4 Parameters of a response port 

Parameter Description 

Name Specifies a security zone, which can only be Monitor here. The security zone must 
be associated with an interface first. 

Block Interface Specifies a previously configured response interface. 

Connected To Specifies a network to connect to, which can be Switch or Router. 

MAC/IP Address The parameter MAC Address is available when Switch is selected. The parameter IP 
Address is available when Router is selected. After configuration, click Obtain MAC 
Address in the MAC column to obtain a MAC address. After that, click Commit to 
make the configuration take effect. 
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8.2 HA 
During data communication, any kind of software or hardware error may cause improper 
network connection or network interruption, which in turn will cause data transmission 
failure. To avoid communication interruption resulting from single points of failure, NIPS 
provides the high availability (HA) function to enhance network reliability. 

The HA module consists of the following: 

l Basic configuration 
l Direct connect configuration 
l Asymmetric routing 
l VRRP configuration 
l Layer 2 configuration 

8.2.1 Basic Configuration 
Two devices are connected via a management interface (heartbeat interface) for transmitting 
heartbeat information, and synchronizing configuration files and session information.  

Choose Network > HA > Basic Configuration and configure parameters in the heartbeat 
interface area. Table 8-5 describes the parameters for configuring basic HA. Click OK to 
save the settings. 

Table 8-5 Basic HA parameters 

Parameter Description 

Working Interface Heartbeat interface on the local device. On a NIPS device, the interface M, 
H1, or the layer 3 interface can be used as a heartbeat interface. The heartbeat 
interface cannot be used to handle service traffic.  

Peer IP Address IP address of the heartbeat interface on the peer device. 

Configuration Sync Controls whether to enable automatic synchronization.  
This function is disabled by default. You can click the icon on the right side 
to enable it. Then, click Commit to make the settings take effect. 

Heartbeat Interval (ms) Specifies the interval at which the local device sends a heartbeat message to 
the peer device. The minimum value is 1000 ms. 
The value of this parameter must be the same for the local device and the 
peer device. 

Lost Heartbeats Specifies a threshold for the number of times the local device fails to receive 
heartbeat messages from the peer device. When this threshold is reached, the 
local device considers the peer device to be down. 
In this case, if the local device is a master one, its status remains 
unchanged, while the status of the peer device is displayed as Unknown.  
If the local device is a slave one, its status changes to active for forwarding 
packets. At this time, the status of the local device turns to Activated, while 
that of the peer device is displayed as Unknown. 

 

Manual Synchronization Configuration 
Click Peer >> Local to synchronize the configurations on the peer device to the local device. 
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Click Local >> Peer to synchronize the configurations on the local device to the peer device. 

8.2.2 Direct Connect Configuration 
Direct HA of NIPS supports only the active/standby mode. After direct HA is enabled, the 
master device is working and responsible for forwarding packets, while the slave device is in 
standby state and ready to take over traffic handled by the master device. The master device 
and slave device send heartbeat messages regularly to each other to detect whether the peer 
host is active. 

 

 

Before performing the direct connection configuration, you must configure basic 
parameters of HA. For details, see Basic Configuration. 

 

Choose Network > HA > Direct Connect Configuration, configure HA parameters and 
click Enable in the Control area to enable direct HA. Table 8-6 describes the parameters for 
configuring direct HA.  

Table 8-6 Direct HA configuration parameters 

Parameter Description 

State Indicates the working status of the local device, which can be Running or Stop. 
� Running: After direct HA is successfully enabled, the working status of 

the local device is displayed as Running. 
� Stop: When direct HA is stopped or not enabled, the working status of the 

local device is displayed as Stop. 

Local/Peer System Indicates the status of the local system, which can be Activate, Unactivated, or 
Off. 
Indicates the status of the peer system, which can be Activate, Unactivated, 
Off, or Unknown. 
� After direct HA is successfully enabled, if the local device is a master in 

active mode and can properly communicate with the heartbeat interface of 
the slave device, the local system status is displayed as Activated and the 
peer system status as Unactivated. 

� After direct HA is successfully enabled, if the local device is a slave in 
standby mode and can properly communicate with the heartbeat interface 
of the master device, the local system status is displayed as Activated and 
the peer system status as Unactivated. 

� After direct HA is successfully enabled, if the local device cannot 
communicate properly with the heartbeat interface of the peer device, the 
local system status is displayed as Activated and the peer system status as 
Unknown. 

� If direct HA is disabled, both the local system status and peer system status 
are displayed as Off. 

Mode Direct HA supports only the active/standby mode. 
� Active: The local device, after direct HA is enabled, works in active mode 

and is responsible for forwarding packets until the failover. 
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Parameter Description 
� Standby: The local device, after direct HA is enabled, works in standby 

mode without forwarding data until the failover. 

Preemption Mode Controls whether to enable the preemption mode. If the master device fails and 
traffic is switched to the slave device, when the master device is back to normal, 
the traffic will be handled in one of the following modes: 
� True: It turns to active mode again and traffic is switched back to it for 

forwarding. 
� False: Traffic is not switched back to this device and is still forwarded by 

the slave device that works in active mode. 

 

8.2.3 Asymmetric Routing 
After asymmetric routing (ASR) support is configured, NIPS devices in the ASR support 
group exchange packet transmission information. Based on such information, a transmitted 
packet can take a different path when it returns to the source. This allows the establishment of 
a complete data transmission session. In this manner, deep packet inspection (DPI) is 
conducted, with the data transmission path unchanged. 

Choose Network > HA > Asymmetric Routing. Click New and configure parameters to 
create an asymmetric routing. Table 8-7 describes the parameters for configuring an ARS 
policy.  

Also, you can edit and delete the routing. 

After that, click Commit to make the configuration take effect. 

Table 8-7 Parameters for configuring an ARS policy 

Parameter Description 

Direct Interface A pair of direct interfaces serving as sources of traffic. The two interfaces must belong 
to the same security zone of the direct type. 

Internet 
Interface 

A pair of interfaces for forwarding connection information on the device. 

 

8.2.4 VRRP Configuration 
Virtual router redundancy is configured to implement layer 3 HA. This type of HA is 
used when the device uses layer 3 security zones. NIPS's layer 3 HA supports the 
active/standby mode. 

In layer 3 HA mode, each device can be configured with multiple VRRP backup groups. In 
addition, interfaces with the same virtual router ID (VRID) on two devices will back up each 
other. In each VRRP group, the device with a higher priority works as the master 
device, while that with a lower priority as the slave device. 
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Before configuring VRRP, you must configure basic parameters of HA. For details, see 
Basic Configuration. 

 

Configuring VRRP Parameters 
Choose Network > HA Settings > VRRP Configuration and configure VRRP parameters. 
Table 8-8 describes the parameters for configuring VRRP. Click OK to save the settings. 

Table 8-8 VRRP parameters 

Parameter Description 

Send VRRP Packets 
via Heartbeat 
Interface 

Controls whether to send VRRP packets through the heartbeat interface. 
The default value is No, indicating that VRRP packets are sent through VRRP 
member interfaces. If you select Yes, VRRP packets are sent through the heartbeat 
interface. 

Use Virtual MAC Controls whether to use a virtual MAC address for sending VRRP packets. 
The default value is Yes, indicating that VRRP packets are sent by using a virtual 
MAC address, onto which IP addresses of virtual routers in a VRRP group are 
mapped. It is recommended that the default value be used. 

 

Creating a Monitoring Line 
Generally, a line consists of a pair of interfaces (IN and OUT indicated in packets), which 
belong to different VRRP groups. Each VRRP group contains interfaces to be backed up 
between two devices. These interfaces have the same virtual IP address. 

Step 1 Click New to configure line parameters and click OK to save the settings. For the description 
of parameters, see Table 8-9. 

Table 8-9 Parameters for configuring a monitoring line 

Parameter Description 

Line ID Uniquely identifies a line, which must be an integer in the range of 1–255. 
The line ID configured on the local device must be the same as that on the peer 
device. 

Link Name of the new line, which must be a string of letters and digits. It is case-sensitive. 

Mode Working mode of the new line. Layer 3 HA supports the active/active mode and 
active/standby mode. 
� Active: forwards packets until the failover after layer 3 HA is enabled. 
� Standby: remains in the standby state and does not forward data until the 

failover after layer 3 HA is enabled. 

Preemption Mode Controls whether to enable the preemption mode. If the master line fails and traffic 
is switched to the slave line, when the master line is back to normal, the mode of 
system is one of the following options: 
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Parameter Description 
� Yes: It turns to active mode again and traffic is switched back to it for 

forwarding. 
� No: Traffic is not switched back to this line and is still forwarded by the slave 

line that works in active mode. 

Status Specifies the working status of the new line. The settings can take effect only when 
the line is enabled. 

Heartbeat Time Specifies the interval at which the device sends a heartbeat message in multicast 
mode to notify its own status.  
If the slave line interface fails to receive any multicast packet from the master line 
interface after [3 x heartbeat time + (255 – priority of the slave line interface)/256] 
seconds, the system deems that the master line is down. In this case, the slave line 
turns to active and begins to forward data. 
The heartbeat time configured on the local line must be the same as that on the peer 
line. 

 

Step 2 Configure interfaces for this line. 

Interfaces of a monitoring line are divided into the following: 

l Member Interface: As VRRP instances, such interfaces can be configured with virtual 
IP addresses. When one interface of the master line is down, the other interface in this 
line releases the virtual IP address and at the same time traffic is taken over by the slave 
line. 

l Monitor Interface: used by VRRP to monitor line status. You cannot specify a member 
interface as the monitoring interface. When either of the monitoring interfaces is down, 
an active/standby switchover will be performed. 

l Collaboration Interface: When VRRP performs an active/standby switchover, the status 
of such interfaces changes accordingly: The collaboration interface on the active line 
goes Up, while that on the standby line goes Down. You cannot specify a member 
interface as the collaboration interface. 

Click  in the Operation column of a line to configure parameters and click OK to save the 
settings. For the description of parameters, see Table 8-10. 

Table 8-10 Parameters for configuring line interfaces 

Parameter Description 

M
e
m
be
r 
Int
erf
ac
e 

Interface Member interface, which must be a layer-3 interface because only layer 3 interfaces can 
be configured with virtual IP addresses. 
Other parameters are available only after you select one or more interfaces. 

VRID Virtual router ID, uniquely identifying a VRRP group. The value is an integer ranging 
from 1 to 254. 
Usually, corresponding interfaces on the master and slave devices, such as the G1/1 
interface on the master device and the G1/1 interface on the slave device, are assigned the 
same VRID. In this manner, they belong to one VRRP group and can back up each other. 
The VRID of interfaces in the same VRRP group must be the same. 
Different interfaces on a device cannot be configured with the same VRID, that is, cannot 
be in the same VRRP group. 
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Priority Specifies the priority of the layer-3 interface in the VRRP group. The value is an integer 
ranging from 1 to 254. 
A VRRP group selects the device with the highest interface priority as the master device 
to work as a gateway for forwarding data. Other devices serve as slave devices working 
in monitoring mode. Once the master device fails, a slave device replaces it as the 
gateway, ensuring the continuous communication of the host with external networks. 
In a VRRP group, the interface with a higher priority works as the master device to 
forward data, while that with a lower priority as the slave device working in monitoring 
mode. 

Virtual 
IP 

Specifies the virtual IP address of the VRRP group. 
A VRRP group can be configured with a maximum of 20 virtual IP addresses separated 
by commas, for example, 192.168.1.1/24,192.168.2.1/24. 

Weight When an interface failure occurs on both master and slave devices, neither device 
can work and all networks will be interrupted. To avoid such issue, the link weight 
mechanism is introduced: 
� A weight is set for each interface on each link of NIPS. The value is an integer 

ranging from 0 to 254. 
� When both master and slave NIPSs fail, the interface weight sums of VRRP 

groups will be calculated. The device with a larger weight sum turns to active, while 
the device with a smaller sum turns to standby. 

� If the master and slave NIPSs have the same weight sum, the interface priority sums 
are calculated for both devices. The device with a larger priority sum turns to 
active, while the device with a smaller sum turns to standby. 

M
on
ito
r 
Int
erf
ac
e 

Interface Specifies a monitoring interface, which must be on the device to which the line belongs 
and cannot be a member interface. Generally, this interface does not work for any lines. 
That is, HA is not enabled on this interface. When the monitoring interface is down, the 
current VRRP line turns to standby. 
The Weight parameter is available only after you select one or more interfaces. 

Weight Weight of the monitoring interface. When all monitoring interfaces of master and slave 
lines are down, the line with the larger sum of weight values turns to active, while the 
line with the smaller sum turns to standby. The value is an integer ranging from 0 to 254. 

Collaboration 
Interface 

Specifies a collaboration interface. When VRRP implements an active/standby 
switchover, the collaboration interface on the active line goes up, while that on the standby 
line goes down. 

 

Step 3 Enable layer 3 HA. 

Click Enable in the Control area and then click OK to enable layer 3 HA. 

----End 

8.2.5 Layer 2 HA Configuration 
NIPS supports the HA function in transparent mode. With layer 2 HA, NIPS can provide link 
redundancy backup when using layer 2 security zones. 

In layer 2 HA mode, each NIPS can have multiple monitoring lines and member 
interfaces with the same line ID between two devices back up each other. Layer 2 HA only 
supports active/standby mode. The device's working mode will be specified when a 
monitoring line is created.  
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Before configuring layer 2 HA, you must configure basic parameters of HA. For details, 
see Basic Configuration. 

 

After layer 2 HA is enabled, the system monitors the status of member interfaces on 
monitoring lines and counts the number of healthy interfaces on both the master device and 
slave interface.  

l If both devices have the same number of healthy interfaces, the master/slave relationship 
is determined by the working mode of devices.  

l If the master device has fewer healthy interfaces than the slave device, an active/standby 
switchover will be performed.  

l If the master device has more healthy interfaces than the slave device, the active/standby 
status of devices remains the same.  

You can configure layer 2 HA parameters and enable or disable this function.  

 

Choose Network > HA > Layer 2 Config. Click New and configure parameters to create a 
line. Table 8-11 describes the parameters for configuring a monitoring line. Click Enable in 
the Control area and then click OK to enable layer 2 HA. 

 

 

A monitoring line can be created, modified, and deleted only when layer 2 HA is 
stopped. 

 

Table 8-11 Parameters for configuring a monitoring line 

Parameter Description 

Line ID Uniquely identifies a line, which must be an integer in the range of 1–255. 
The line ID configured on the local device must be the same as that on the peer 
device. 

Interface Member interfaces involved in this line. Here, layer 2 Ethernet interfaces or layer 2 
aggregation interfaces are supported. 

 

STP cannot be enabled on member interfaces for layer 2 HA. 

Mode Layer 2 HA supports only the active/standby mode. 
� Active: forwards packets until the failover after layer 2 HA is enabled. 
� Standby: remains in the standby state and does not forward data until the 

failover after layer 2 HA is enabled. 
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8.3 Bypass 
The Bypass module consists of the following: 

l External bypass 
l Built-in bypass 
l Forcible internal bypass 

 

 
The internal bypass function works only when NIPS comes with a bypass card. 

 

8.3.1 Internal Bypass 
Internal bypass refers to the use of network interfaces of NIPS to implement the bypass 
feature. The purpose is to ensure physical connections when NIPS is faulty. 

 

 

An NIPS device with a bypass card allows you to configure internal bypass on the web-
based manager. 

 

Choose Network > Bypass > Internal Bypass to view the Status column in the list for the 
status of the internal bypass. The status can be either of the following two values: 

l bypass_off: The interface pair is in the normal state, and packets over the interface 
pair will be forwarded after being checked. 

l bypass_on: The interface pair is in the bypass state, and packets over the interface 
pair will be forwarded without being checked. 

Changing Status 

Click  in the Operation column to change the status of the related bypass interface pair. 

 

 

When the internal bypass status is changed, whether automatically or manually, the 
bypass indicator color changes as follows: 
� If the status is switched to bypass_on, the bypass indicator turns red. 
� If the status is switched to bypass_off, the bypass indicator turns green. 
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8.3.2 External Bypass 
Usually, NIPS is deployed in an important location on the network to provide comprehensive 
protection for the intranet. Once NIPS fails, serious problems, such as network 
interruption, will occur. 

To prevent NIPS from turning into a single point of failure in the event of failures such as 
power failure or system breakdown, we can configure NIPS to collaborate with an external 
bypass switch. In this manner, the traffic can bypass the faulty gateway or link, thereby 
ensuring uninterrupted communication. 

After NIPS is powered off, its heartbeat interface or working interface is down, or a working 
interface cannot properly send and receive packets, the collaborative bypass switch turns to 
the bypass state automatically and forwards the traffic to the next-hop device while bypassing 
NIPS, ensuring proper network connections. After the preceding problem is resolved, the 
bypass switch turns to the normal state and forwards the traffic to NIPS, which then receives, 
handles, and forwards the traffic. 

 

 

When a direct interface on NIPS is down, it does not necessarily cause the other direct 
interface to go down as well. 

 

Take the topology in Figure 8-1 as an example. In this example, NIPS works properly and the 
bypass switch is in normal state. The route for traffic from R1 is as follows: R1 à Interface 
A1 on the bypass switch à Interface A2 on the bypass switch à Interface G1/1 on NIPS à 
Interface G1/2 on NIPS à Interface B2 on the bypass switch à Interface B1 on the bypass 
switch à R2.  

When NIPS is powered off or its heartbeat interface fails, the bypass switch turns to the 
bypass state and forwards the traffic by bypassing NIPS. In this case, the route for traffic from 
R1 is as follows: R1 à Interface A1 on the bypass switch à Interface B1 on the bypass 
switch à R2. 

Figure 8-1 Topology for the collaboration between NIPS and the bypass switch 
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After the external bypass feature is enabled, make sure that the out-of-band 
management interface of NIPS can properly communicate with the external bypass 
switch. For information on how to install and use the external bypass switch, refer to 
the NSFOCUS Bypass Switch User Guide. 

 

Choose Network > Bypass > External Bypass. Click New and configure parameters to 
create bypass interface pairs. Table 8-12 describes the parameters for configuring external 
bypass.  

Also, you can edit, delete, modify, and enable/disable the bypass interface pairs, and manually 
switch the bypass status. 

 

 

Click  in the Operation column of a bypass interface pair to manually switch the 
current link to the bypass switch or switch back to NIPS. 
� bypass_off: This is the default status of external bypass interface pairs. In this case, 

packets pass through and are handled by NIPS before being forwarded to the 
destination. The bypass indicator turns red. 

� bypass_on: When an external bypass interface pair is in this state, packets are 
forwarded to the specified bypass switch without passing through NIPS. The bypass 
indicator turns green. 

 

Table 8-12 Parameters for configuring external bypass 

Parameter Description 

Bypass Switch Model Specifies a bypass switch model. 

Peer Bypass Switch IP Specifies the IP address of the bypass switch. 

Password Specifies the password for login to the bypass switch. This parameter is available 
only when you select BP2100 for Bypass Switch Model. 

Local Interface Pair Specifies a pair of interfaces for NIPS to collaborate with the bypass switch. 

Bypass Link ID Specifies a link as required. 

 

8.3.3 Forcible Internal Bypass 
When Forcible Internal Bypass is enabled, NIPS will be forced to enter the bypass 
state. Disable indicates the opposite. 

Choose Network > Bypass > Forcible Internal Bypass. Select Enable to enable the forcible 
internal bypass function. At this time, all bypass cards will enter the bypass mode without 
affecting the work of non-bypass cards. In order to give priority to traffic continuity, the 
direct connect link traffic on bypass cards will be directly forwarded, without undergoing 
security inspection. 
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8.4 Security Zones 
A security zone is a collection of interfaces of the same type. Table 8-13 lists security zone 
types supported by NIPS. 

Table 8-13 Security zone types 

Type Description 

layer2 Security zone of the transparent type. Interfaces in such a security zone work in layer 2 
switch mode. 

layer3 Security zone of the route type. Interfaces in such a security zone work in route mode. 
Only layer 3 interfaces work in this mode. 

monitor Security zone of the monitoring type. Interfaces in such a security zone monitor data 
transmission. 

direct Security zone of the direct connection type. Interfaces in such a security zone work in 
direct mode. 

management Security zone of the management type. Interfaces in such a security zone can be used for 
out-of-band or in-band management. 

global Default security zone, which cannot be edited and contains all security zones. 

response The system sends response packets via interfaces in such a security zone. 

 

Choose Network > Zones. Click New to configure security zone parameters. Table 8-14 
describes the parameters for configuring security zone. 

Also, you can search for, edit, and delete the security zones. 

After that, click Commit to make the configuration take effect. 

 

 

Security zones cannot be changed for interfaces in the following cases: 
� Interfaces M and H1. 
� The license status is abnormal, for example, it has not been imported. In this case, 

you cannot move any interfaces out of their security zones. 
� Interfaces configured with routing policies. 
� Interfaces configured with subinterfaces or referenced in policies. 

 

Table 8-14 Security zone parameters 

Parameter Description 

Name Unique name of the security zone. 
It is case-sensitive and cannot contain the following special characters: 
/ % \ { } ` @ ^ < > ' & " : 

Type Specifies the work type of the security zone. 

Description Descriptive information of the security zone. 
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8.5 SNMP 
NIPS supports management via the Simple Network Management Protocol (SNMP). NIPS 
can not only respond to queries from the SNMP manager as an agent by returning information 
about its running status, but also send trap messages to the SNMP manager. 

NIPS supports SNMP V3, and is compatible with SNMP V1 and SNMP V2C. When 
conducting network query on NIPS via SNMP v1 or SNMP v2c, you only need to configure 
the community string. However, the transferred authentication and management data is not 
encrypted and no identification mechanism is available for data receiving and sending, 
exposing the network to security risks. When conducting network query on NIPS via SNMP 
v3, the transmitted messages are encrypted with the DES or AES symmetric-key algorithm. In 
addition, the key is configured for user identification on NIPS, enhancing the security of 
SNMP management on NIPS.  

NIPS supports mainstream SNMP management software, such as MIB Browser and 
Solarwinds. 

8.5.1 System Setting Information 
NIPS supports SNMP management only after being properly configured. To configure NIPS 
to support SNMP management, follow these steps: 

Choose Network > SNMP > Setting, configure parameters, and click Apply to save the 
settings. Table 8-15 describes the parameters for configuring SNMP settings. 

After that, click Commit to make the configuration take effect. 

Table 8-15 SNMP setting parameters 

Parameter Description 

Location Specifies the location of NIPS in the network environment. 

Contact Specifies the contact method of the person in charge of NIPS. 
It can be a telephone number or an email address. By default, the email address of 
NSFOCUS customer service is displayed. 

System Description Brief description of NIPS. 

SnmpTrap Controls whether to enable NIPS to proactively send alerts to the SNMP host. After 
it is enabled, the setting configured in Trap takes effect. 

SnmpAgent Controls whether to enable NIPS to accept management from the SNMP manager. 
After it is enabled, the setting configured in Agent Access Control takes effect. 

 

Downloading SNMP Files 
NIPS supports download of Snmp Agent MIB files and Snmp trap-related documents.  

Choose Network > SNMP > Setting. In the Download area, select a file from the drop-down 
list and then click Download to download this file to the specified local directory. 
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8.5.2 Agent Access Control 
The SNMP manager performs SNMP management and generates SNMP alerts only after the 
SNMP agent service is enabled and agent access control parameters are properly configured. 
For information on how to enable the SNMP agent service, see System Setting Information. 
This section describes how to configure agent access control parameters. 

8.5.2.1 v1v2c 
Choose Network > SNMP > Agent. Click New to configure parameters of Agent access 
control of SNMP v1 and v2c. Table 8-16 describes the parameters for configuring agent 
access control. 

After that, click Commit to make the configuration take effect. 

Table 8-16 Parameters for configuring agent access control (SNMP v1 and v2c) 

Parameter Description 

Community Name Specifies the community string used by NIPS for accessing the SNMP manager 
after the SNMP agent is enabled on NIPS. 

Request Source Specifies the source IP address of the SNMP manager. 

MIB Subtree Specifies the SNMP manager's permissions to access the MIB subtree on NIPS. 
The access permissions are controlled by means of OID. 
1 indicates access permissions to all nodes. You can type other values such as 
1.3.6.1.4.1.19849.2. 

R/W Access Specifies the SNMP manager's permissions to the MIB subtree on NIPS, which 
can be R/W or R. 

 

8.5.2.2 V3 
Choose Network > SNMP > Agent > v3. Click New to configure Agent access control 
parameters of Agent access control of SNMPv3. Table 8-17 describes the parameters for 
configuring agent access control. 

After that, click Commit to make the configuration take effect. 

Table 8-17 Parameters configuring agent access control (SNMP v3) 

Parameter Description 

Username Specifies the SNMP v3 user name. 

MIB Subtree Specifies the SNMP manager's permissions to access the MIB subtree on NIPS. 
The access permissions are controlled by means of OID. 
1 indicates access permissions to all nodes. You can type other values such as 
1.3.6.1.4.1.19849.2. 

R/W Access Specifies the SNMP manager's permissions to the MIB subtree on NIPS, which 
can be R/W or R. 

Security Level Specifies the minimum security level for a user's access, which can be Not 
authenticate or encrypt, Authenticate, or Authenticate and encrypt. 
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Parameter Description 

Authentication 
Protocol 

Specifies the protocol used for authentication, which can be MD5 or SHA. 

Authentication Key Specifies the key used for authentication. 

Encryption Protocol Specifies the encryption algorithm used for transmitting messages, which can 
be DES or AES. 

Encryption Key Specifies the key used for encryption. 

 

8.5.3 Trap 
Trap is a message for proactive reporting. As an SNMP agent, NIPS can send messages about 
its own situations to the SNMP manager proactively, instead of being requested to do so. 

NIPS can send information about its status to the SNMP manager only after the SNMP trap 
service is enabled and related parameters are properly configured. 

8.5.3.1 v1v2c 
Choose Network > SNMP > Trap > v1v2c. Click New and configure parameters to create a 
Trap. Table 8-18 describes the parameters for configuring an SNMPv1/v2c trap.  

Also, you can edit and delete the trap. 

After that, click Commit to make the configuration take effect. 

Table 8-18 Parameters for configuring an SNMPv1/v2c trap 

Parameter Description 

Destination Host Specifies the host that receives the SNMP trap alerts sent by NIPS. 
You can type an IPv4 or IPv6 address, for example, 192.168.1.0 or 
2001:abcd:123:1::. 

Receive Port Specifies the port for receiving SNMP trap alerts. 

Protocol Version Specifies the version of the SNMP protocol, which can be v1 or v2c. 

Agent Address This parameter is available for SNMPv1. You can type agent addresses that only 
can be IPv4 addresses. 

Community Name Specifies the community string of the host for receiving SNMP trap alerts. 

 

8.5.3.2 V3 
Choose Network > SNMP > Trap > v3. Click New and configure parameters to create a 
Trap. Table 8-19 describes the parameters for configuring an SNMPv3 trap. 

Also, you can edit and delete the trap. 

After that, click Commit in the quick access bar to make the configuration take effect. 
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Table 8-19 Parameters for configuring an SNMPv3 trap 

Parameter Description 

Destination Host Specifies the host that receives the SNMP trap alerts sent by NIPS. 
You can type an IPv4 or IPv6 address, for example, 192.168.1.0 or 
2001:abcd:123:1::. 

Receive Port Specifies the port for receiving SNMP trap alerts. 

Username Specifies the SNMP v3 user name. 

Engine ID Specifies the ID of the SNMP engine. 
The ID is a 16-bit string of hexadecimal characters, for example, 
0x8000000001020304. 

Security Level Specifies a security level for the user to access the system, which can be Not 
authenticate or encrypt, Authenticate, or Authenticate and encrypt. 

Authentication 
Protocol 

Specifies the protocol used for authentication, which can be MD5 or SHA. 

Authentication Key Specifies the key used for authentication. 

Encryption Protocol Specifies the encryption algorithm used for transmitting messages, which can 
be DES or AES. 

Encryption Key Specifies the key used for encryption. 

 

8.6 DNS 
As an essential and fundamental service on the Internet, the Domain Name System (DNS) 
service is used to determine the mapping between domain names and IP addresses. As a DNS 
client, NIPS can request the domain name translation service from a specified DNS server. 

Choose Network > DNS and specify IP addresses of the DNS servers. Click OK to save the 
settings. 

8.7 Exchange 
NIPS provides the following layer 2 exchange functions: 

l MAC table: allows you to configure rules for forwarding layer 2 packets based on 
VLAN IDs and MAC addresses.  

l RSTP: allows you to configure the Rapid Spanning Tree Protocol (RSTP) on NIPS.  
l MSTP: allows you to configure the Multiple Spanning Tree Protocol (MSTP) on NIPS.  

8.7.1 MAC Table 
The MAC table is used to configure rules for forwarding layer 2 packets. Via static MAC 
entries, a device for which a VLAN and a MAC address are specified can access the network 
through a given interface. If the device uses another interface, instead of the given one, to 
access the network, the device will no longer be able to obtain MAC entries through dynamic 
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learning. If a device without a MAC entry accesses the network through an interface, a 
dynamic MAC entry is automatically established for the device through its dynamic learning. 

Entries in a MAC table can be divided as follows: 

l Dynamic MAC entries: 
Dynamic MAC entries refer to the MAC entries that NIPS dynamically learns from the 
received layer 2 packets. If any packets that match a dynamic MAC entry pass through 
NIPS in 300 seconds, the state of this dynamic MAC entry is displayed as "valid". If no 
packet that matches a dynamic MAC entry passes through NIPS in 300 seconds, the state 
of this dynamic MAC entry is displayed as "invalid". 

l Static MAC entries: 
Static MAC entries refer to the MAC forwarding entries added by the administrator. 
Static MAC entries are used to configure rules for forwarding layer 2 packets. When 
forwarding layer 2 packets, NIPS checks whether such packets hit any static entries in 
the MAC table based on the VLAN ID and MAC address of the packets. If yes, 
NIPS will forward the packets via the interface configured in the static MAC entry.  

Choose Network > Exchange > MAC Table. The list below displays VLAN/MAC bindings 
that are discovered by NIPS and added manually. 

Configuring Parameters 
l Block: controls whether NIPS blocks packets that do not match a static MAC entry.  
l Log: controls whether NIPS logs the situation where packets match the VLAN and MAC 

address of a static MAC entry but are forwarded through another interface. 

Creating a Static MAC Entry 
Click New in the upper-right of the MAC list and configure MAC binding parameters to 
create a MAC table. Table 8-20 describes the parameters for configuring a static 
VLAN/MAC binding. 

You can also edit, delete, enable, disable, query, clear, and bind MAC entries in batches the 
MAC binding table. 

After that, click Commit to make the configuration take effect. 

Table 8-20 Parameters for configuring a static VLAN/MAC binding 

Parameter Description 

VLAN Specifies the destination VLAN ID of the packet.  
� For an interface working in access mode, select the ID of the VLAN to which 

the interface belongs. 
� For an interface working in trunk mode, select a VLAN ID within the 

corresponding range. 

MAC Specifies the destination MAC address of the packet. 

Interface Specifies a layer 2 interface. The packets whose VLAN ID and MAC address match 
the configured conditions will be forwarded through this interface. 

 

The interface here must be an interface within a layer 2 security zone.  
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Parameter Description 

Description Brief description of the VLAN-MAC binding. This parameter is optional.  

 

8.7.2 RSTP 
The following describes the configuration of the Rapid Spanning Tree Protocol (RSTP).  

 

 

Before configuring RSTP, you must configure at least one pair of layer 2 interfaces with 
RSTP as their STP type and configure their interface mode and VLAN for forwarding 
data and generating the spanning tree. For details, see Configuring Physical Interface 
Attributes. 

 

To configure RSTP, perform the following steps: 

Step 1 Configure RSTP.  

Choose Network > Exchange > RSTP, configure parameters and click OK to make the 
settings take effect. Table 8-21 describes the parameters for configuring RSTP.  

Table 8-21 RSTP configuration parameters 

Parameter Description 

State Specifies RSTP interfaces and their status. The RSTP interface status can be as follows: 
� Discarding: The port can neither learn addresses nor forward data. 
� Learning: The port starts learning address and can send, receive, and handle 

configuration messages. 
� Forwarding: The port can forward data, learn addresses, and send, receive, and 

handle configuration messages. 

Priority Specifies the RSTP priority. It must be an integer multiple of 4096. The value range is 0–
61440. 

Heartbeat 
Time 

Specifies the interval of sending hello packets. Hello packets are sent to check whether 
links between devices are in the normal state. The interval refers to how often NIPS sends 
hello packets. The value is an integer in the range of 1–10 in seconds, with 2 as the default. 

Max Time Specifies the maximum interval allowed to receive packets. If the specified interval 
expires, the system drops the received packets. The default value is 20 seconds. 
The maximum time must be smaller than 2 x (Forward Delay – 1), and no smaller than 2 
x (Heartbeat Time + 1). 

Forward Delay Specifies the time taken by NIPS to change from the learning state to the forwarding state. 
The default value is 15 seconds. 

 

 

Enabling RSTP will make parameters under Configuration unavailable. These 
parameters can be edited only after RSTP is disabled.  
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Step 2 Enable RSTP. 

On the page, click Enable in the Control area and click OK in the confirmation dialog box. 

Step 3 Click Commit to make the settings take effect. 

----End 

8.7.3 MSTP 
NIPS allows you to configure MSTP. 

 

 

Before configuring MSTP, configure at least one pair of layer 2 interfaces with MSTP 
as their STP type and configure their interface mode and VLAN for forwarding data 
and generating the spanning tree. For details, see Configuring Physical Interface 
Attributes. 

 

To configure MSTP, perform the following steps: 

Step 1 Choose Network > Exchange > MSTP. 

Step 2 Configure global parameters of MSTP and click OK to save the settings. Table 8-22 
describes the parameters for configuring MSTP. 

Table 8-22 Global parameters of MSTP 

Parameter Description 

Heartbeat Interval Specifies the interval of sending a Hello packet. Hello packets are sent to 
check whether links between devices are in the normal state. The interval refers 
to how often NIPS sends hello packets. The value is an integer in the range of 
1–10 in seconds, with 2 as the default. 

Max Age Specifies the maximum interval allowed to receive packets. If the specified 
interval expires, the system drops the received packets. The default value is 20 
seconds. The value ranges from 1 to 40. 

Forward Delay Specifies how long it takes the device to switch from the learning state to the 
forwarding state. The value is an integer in the range of 4–30 in seconds, with 
15 as the default. 

Maximum Hops Specifies the maximum hops of an MST region.  
Each time a configuration message forwarded from the root bridge passes 
through a device, the number of hops of this message is decreased by one. 
NIPS will drop the received configuration message with the number of hops 
decreased to zero. In this way, devices exceeding the maximum number of 
hops are excluded from spanning tree calculations, thereby limiting the size of 
the MST region. 
The value is an integer in the range of 1–40 in seconds, with 20 as the default. 

 

A greater number of hops in an MST region indicates a larger MST 
region. Only the maximum number of hops set on the regional root 
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Parameter Description 

device can restrict the size of the MST region.  

 

Step 3 Configure parameters of layer 2 ports. 

Under L2 Port Configuration, the list shows all layer 2 interfaces with MSTP enabled. Click 
edit in the Operation column of an interface to configure parameters and click OK to save 
the settings. Table 8-23 describes the parameters for configuring a layer 2 port. 

Table 8-23 Parameters related to a layer 2 port 

Parameter Description 

Edge Port Controls whether this interface is an edge port. This interface is regarded as an 
edge port if the it is directly connected to a user terminal, instead of being 
connected to another network bridge device or a shared link. 

Link Type Specifies the link type of this interface, which can be one of the following: 
� Auto: indicates that the interface link is in automatic mode. That is, when 

the interface works in full duplex mode, the link is of the point-to-point 
type; when the interface works in half duplex mode, the link is of the 
shared type. auto is the default value. 

� Point-to-point: indicates that the interface link is in the point-to-point 
mode. 

� Share: indicates that the interface link is of the shared type. 

 

� The parameter setting depends on actual conditions of physical links. 
For example, if you set a link of an interface to the point-to-point type, 
but the physical link is not of this type, a temporary loop may occur. 
Therefore, you are advised to use the default value auto. 

� The parameter setting is valid for the CIST and all MSTIs. 

Check Controls whether to check the existence of an STP-enabled network bridge in 
the network segment connecting to this interface. 
If such a network bridge exists, this interface will be switched to the STP-
compatible mode.  
When the network is in stable conditions, though the STP-enabled network 
bridge is removed from the network segment, the interface connecting to the 
bridge still operates in the STP-compatible mode. In this case, you can set this 
parameter to force this port to migrate to the MSTP mode and then 
determine whether to enable the interface to operate in MSTP mode or STP-
compatible mode based on the type of the received packets. 

Root Guard Controls whether to enable the root bridge protection function to prevent the 
root bridge device from losing its status due to misconfiguration or malicious 
attacks. 
After this function is enabled, the port can only play the role of designate port 
on all instance. Once such a port receives configuration information with a 
higher priority, that is, the interface is about to be set to a non-designated port, 
this system gets the interface to enter the monitoring state so that it no longer 
forwards packets. If no higher-priority configuration message is 
received within a long enough period, the interface will return to the previous 
normal state. 
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Parameter Description 
By default, the root protection function is disabled. 

Loop Guard Controls whether to enable the loop protection function for the interface. 
Link congestion or a unidirectional link failure may cause a loop on the 
switching network. The loop protection function of MSTP is intended to 
prevent this kind of loop. After this function is enabled, the root port keeps 
playing its due role and the blocked port keeps discarding packets, preventing 
loops from forming.  
By default, the loop protection function is disabled. 

 

Step 4 Configure an MST instance. 

An MST region only has instance 0 by default. All VLANs are mapped to instance 0. 

 

 

For instance 0, Instance Name indicates the MST region to which it belongs. For other 
instances, Instance Name has no practical meaning. 

 

Within an MST region, you can create multiple MST instances and assign different VLANs to 
them. 

Click New and configure parameters to create an instance. Table 8-24 describes the 
parameters for configuring an MST instance. 

 

 

� The VLAN assigned to the new instance is no longer mapped to instance 0. 

� Click  in the Operation column of the new instance to delete the instance. Then, 
the VLAN assigned to it is mapped to instance 0 again.  

� Click  to the left of an instance ID to check information about layer 2 interface 
involved in this instance. Click  in the Configuration column to modify settings 
of an interface. MSTP parameters of an interface describes the MSTP parameters 
of an interface.  

 

Table 8-24 Parameters for configuring an MST instance 

Parameter Description 

Instance Name For instances other than instance 0, this parameter indicates the name of 
the instance. It has little meaning, and therefore no requirement is placed 
on its setting. 

VLAN ID of the VLAN mapped to this instance. The value can be integers or a 
specific range. Multiple VLAN IDs are separated by the comma (,), for 
example, 1,3-100. 
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Parameter Description 

 

One VLAN can map to only one instance. When a VLAN ID is 
assigned to a new instance, it no longer maps to instance 0. 

Revision Level Revision level of an MST region. The value is an integer in the range of 
0–65535. All MST instances within a region should have the same 
revision level. The default value is 0. 

Priority Priority of the MST instance.  
The network bridge priority plays an importance role in selecting the 
root bridge of a spanning tree. Different MST instances can have 
different priorities. A smaller value indicates a higher priority.  
The value should be an integer in the range of 0–61440 and a multiple 
of 4096, with 32768 as the default. 

 

Table 8-25 MSTP parameters of an interface 

Parameter Description 

Priority Specifies the priority of the interface in the current MST instance. The 
priority of this interface determines its role in an MST instance, 
including designated port, root port, standby root port, or standby 
designated port. A standby root ports and standby designated ports 
discard packets, without forwarding them. A designated port and root 
port generally forward packets.  
A smaller value indicates a higher priority. 

Path Cost Path cost of this layer 2 interface in the current MST instance. After 
proper path costs are set for interfaces, traffic of different VLANs can 
be forwarded along different physical links, achieving VLAN-based 
load balancing. 

 

Step 5 Enable MSTP. 

On the page, click Enable in the Control area and click OK in the confirmation dialog box. 

Step 6 Click Commit to make the settings take effect. 

----End 

8.8 Route 
Routing refers to the process of selecting the best paths from a routing table for transmission 
of packets across networks from a source IP address to a destination IP address. The 
routing occurs at the network layer. As packets at the network layer are IP packets, the routing 
is also called IP routing. 
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Packets may pass through one or more intermediate nodes during routing. Routers are major 
intermediate nodes on the Internet. Like a transfer station on the Internet, a router directs IP 
packets to the next-hop device. 

Route-related concepts also include routing table, priority, and route matching. 

Route Table 
A routing device is used to direct packets passing through it to the next-hop routing device or 
destination host. For this purpose, each routing device maintains the information required for 
packet forwarding. Such information constitutes a routing table. Generally, a routing table 
contains the following information: 

l Destination IP address of packets 
l Next-hop routing device or IP addresses that are directly connected to the network 
l Other supplementary information for packet forwarding 

Priority 
It is an integer from 1 to 65535. A route with a smaller priority value is more reliable. The 
priority allows a router to select the best path as follows: When receiving information about 
several matching routes of different protocols, the router will check their prioritities, select the 
route with the smallest value as the trustworthy one, and insert it into the router's routing table 
for packet forwarding. 

Route Matching 
The route matching principles are as follows: 

1. Policy-based routes have the highest priority, static routes come second, and ARP 
translation comes last. 
2. Longest mask matching: If the destination IP address is involved in multiple networks, 
the route with the longest subnet mask is preferred. 
3. Minimum priority value: If the routes have the same subnet mask, the router selects the 
route with the smallest priority value. 

NIPS provides the layer 3 routing function and supports three types of routes: static routes, 
policy-based routes, and ARP table. 

8.8.1 Static Route 
A static route is a route manually configured by the administrator. Such routes are used for 
small-scale networks that do not frequently change. As static routes are not adaptive to 
network changes, you must manually adjust them once the network topology changes. 

Default routes are a special type of static routes, with 0.0.0.0/0 as the destination IP address. 
The routing device uses a default route to forward packets for which no matching route is 
found in the routing table. If no default route is configured, the routing device will drop such 
packets. 

Currently, NIPS supports both IPv4 and IPv6 static routes. Similar to IPv4 static routes, IPv6 
static routes are suitable for IPv6 networks with a simple structure. The major difference lies 
in the destination address and next-hop address. That is, IPv6 static routes use IPv6 
addresses, while IPv4 static routes use IPv4 addresses. 
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� When configuring an IPv4 static route, you can configure a default route by 
specifying 0.0.0.0 as the destination address and 0.0.0.0 as the subnet mask. If the 
destination address of IPv4 packets fails to match any route in the routing table, 
these packets are forwarded via the default IPv4 route. 

� When configuring an IPv6 static route, you can configure a default route by 
specifying ::/0 (the prefix length is 0) as the destination address. If the destination 
address of IPv6 packets fails to match any route in the routing table, these packets 
are forwarded via the default IPv6 route. 

 

Choose Network > Route > Static Route. Click New and configure parameters to create a 
static route. Table 8-26 describes the parameters for configuring a static route.  

You can also query, import, export, clear, enable, disable, edit, and delete static routes. After 
that, click Commit to make the settings take effect. 

Table 8-26 Parameters for configuring a static route 

Parameter Description 

Static Route Name Specifies the name of the static route,  
which cannot contain the following special characters: 
/ % \ { } ` @ ^ < > ' & " : 

Destination IP Specifies the destination address or network of IP packets. You can type an IPv4 
address and its subnet mask for an IPv4 route or an IPv6 address and its prefix for 
an IPv6 route. 

 

If the destination IP address is 0.0.0.0/0 or ::/0, it indicates that this route is 
a default one based on which NIPS sends/forwards packets if no route 
matches the destination IP address of such packets in the routing table. 

Gateway IP Specifies the gateway for the static route, usually, the ingress IP address of the 
next-hop device. 

Interface Specifies the egress interface of the static route. 

Priority Specifies the priority of the static route. The value range is 1–65535. A smaller 
value indicates a higher priority.  

 

8.8.2 Policy Routing 
Policy-based routing (PBR) is a routing mechanism based on user-defined policies. PBR 
routes need to be manually configured by the administrator. Unlike destination-based static 
routes, PBR routes give you flexible means of routing packets based on the source IP address, 
destination IP address, and service of packets. 

PBR routes takes precedence over other routes. That is to say, NF matches the received 
packets against PBR routes first. If no matching PBR route is found, NF searches for a static 
route for packet forwarding. 
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Choose Network > Route > Policy Routing. Click New and configure parameters to create a 
policy-based route. Table 8-27 describes the parameters for configuring a policy-based route. 

You can also search for, import/export, clear, enable/disable, edit, and delete the policy-based 
route. After that, click Commit to make the settings take effect. 

Table 8-27 Parameters for configuring a policy-based route 

Parameter Description 

Policy Routing Name of the new policy-based route. 

Source IP Specifies the IP address of the source host or the source network segment 
from which packets are sent. The address format is “IP address/subnet mask 
length”. 

Destination IP Specifies the IP address of the destination host or the destination network segment 
to which packets will be sent. The address format is "IP address/subnet mask 
length". 

Gateway IP Specifies the next-hop IP address of the outbound interface. 

Interface Specifies the outbound interface from which packets are sent. It can be a layer 3 
interface.  
The security zone of the interface available with routing policies must work in 
layer 3 or management mode. 

Application Interface Specifies the interface to which the policy-based routing applies. 

Priority Specifies the priority of the policy-based routing. The value range is 1–65535. A 
smaller value indicates a higher priority.  

 

8.8.3 ARP Table 
Address Resolution Protocol (ARP) is a protocol for resolution of IP addresses on the network 
layer into MAC addresses on the data link layer. The ARP table records one-to-one mappings 
between IP addresses and MAC addresses, offering guidance for layer 3 packet forwarding. 

With ARP, NIPS resolves a destination IP address of a packet into a destination MAC address 
and adds the address mapping as a dynamic ARP entry. Such an ARP entry offers a guidance 
for the forwarding of packets with the same destination IP address. Also, you can bind the IP 
address and MAC address within an ARP entry to create an IP/MAC binding entry. 

Choose Network > Route > ARP Table to view dynamic ARP entries automatically 
generated and maintained by NIPS according to ARP packets. Such entries are updated in a 
dynamic way and can age as well. 

Dynamic IP/MAC bindings can be in the following states in the ARP table: 

l Valid: Real and valid IP/MAC bindings.  
l Being resolved: The IP address is being resolved into a MAC address.  
l Invalid: The IP address fails to be resolved into a MAC address. The resolution will start 

again when the next packet destined for the IP address is received by NIPS. 
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Querying ARP Entries 
If these are many ARP entries in the ARP table, you can search for desired entries according 
to the IP address, MAC address, type, or status of entries.  

In the upper right of the ARP table, you can type a specific search condition in the text box, 
and press Enter or click  to search for desired ARP entries. Also, you can click  in this 
text box to clear the search condition. After that, all IP/MAC bindings are listed. 

Clearing ARP Entries 
In the upper right of the ARP table, click Clear to clear all dynamic ARP entries or those of a 
specified interface (a layer 3 interface, subinterface, or VLAN interface). 

Then click OK to clear ARP entries of the selected type. 

Binding ARP Entries 
You can bind valid and invalid dynamic ARP entries in the ARP table to create static IP/MAC 
binding entries. IP/MAC binding entries created in this way can be viewed only under 
Policy > IP/MAC Binding. For details, see IP/MAC Binding. 

On the ARP table, click  in the Operation table to configure an ARP entry as an IP/MAC 
binding entry. 

Click Bind All in the upper right of the ARP table to configure all qualified dynamic ARP 
entries as IP/MAC binding entries. 

8.9 DHCP 
NIPS provides the DHCP relay service to users. A layer 3 interface on NIPS can be 
configured as a DHCP relay agent to receive DHCP information from the DHCP server and 
forwards such information to DHCP clients in any security zones.  

Figure 8-2 shows the topology when NIPS works as a DHCP relay agent. 

Figure 8-2 Topology in which NIPS acts as a DHCP relay agent 

 

 

Choose Network > DHCP. Click New and configure DHCP relays parameters. Table 8-28 
describes the parameters for configuring a DHCP relay.  

Also, you can query, edit, and delete DHCP relay configuration. After that, click Commit to 
make the settings take effect. 
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Table 8-28 Parameters for configuring a DHCP relay entry 

Parameter Description 

Source Interface Specifies the interface that connects to a DHCP client. The interface can be a layer 
3 Ethernet interface, layer 3 subinterface, or VLAN interface. 

Destination Interface Specifies the interface that connects to the DHCP server. The interface can be a 
layer 3 Ethernet interface, layer 3 subinterface, or VLAN interface. 

 

 
Source Interface and Destination Interface cannot be set to the same interface. 

 

8.10 Authentication Server 
The following describes how to configure authentication servers on NIPS. 

In AD domain authentication, intranet users are managed by the AD domain server. NIPS 
regularly obtains online users' information (including the IP address of each online user) from 
the AD domain configurator. Figure 8-3 shows the network topology for this type of 
authentication. 

Figure 8-3 Network topology for AD domain authentication 
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To use AD domain authentication, you must have configured the AD domain configurator to 
manage user information obtained from the domain controller. For details, see AD Domain 
Configurator Management. Then configure the following on NIPS: 

l AD domain server 
l Method of updating the user list on the AD domain server (see Users in AD). 

Log in to NIPS as admin. Choose Network > Authentication Server. Click New and 
configure server parameters. Table 8-29 describes the parameters for configuring 
authentication servers. 

You can also edit, delete, enable, and disable the authentication servers. 

Table 8-29 Parameters for configuring authentication servers 

Parameter Description 

Server Name Specifies the name of the authentication server. 
The server name must be unique. It is a string that cannot contain spaces and the 
following characters: 
/ % \ { } ` @ ^ < > ' & " : 

Server Type Specifies the type of an authentication server, which can be one of the following: 
AD, Radius, and Ldap. 

Server Address/Port Specifies the IP address or domain name and port of an authentication server. 

Administrator User 
Name/Password 

Specifies the user name and password for login to the AD domain server. 

 

These two parameters are available only for AD domain servers. 

Entrance (Base DN) Specifies where to load user information. 

 

This parameter is available only for AD domain authentication. 

Filter Specifies the filter. The default value is (distinguishedname=*), indicating that 
all user lists can be obtained. For details about more advanced usage, refer to the 
search syntax related to LDAP search filters. 

 

This parameter is available only for AD domain authentication. 

Authentication 
Protocol 

Specifies the authentication mode of the Radius authentication server, which can 
be pap, spap, chap, mschapv1, mschapv2, or eap_md5. 

 

This parameter is available only for Radius authentication. 

Shared Key Specifies the shared key that serves as a password between the Radius server and 
a Radius client. 
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Parameter Description 
� The shared key configured on NIPS must be the same as that configured 

on the Radius server; otherwise, NIPS cannot communicate with the 
Radius server. 

� This parameter is available only for Radius authentication. 

 

8.11 Mail Server 
NIPS supports the email service. You can configure multiple email recipients. 

Configuring Email Sending Parameters 
Choose Network > Mail Server and configure mail server parameters in the Email Server 
Setting and Sender Settings areas. Table 8-30 describes the parameters for configuring a mail 
server. 

Click Apply to save the settings. Click Test connectivity to send a test email. 

Table 8-30 Parameters for configuring a mail server 

Parameter Description 

SMTP Server Address Specifies the IP address of a sender email server. 

SSL Controls whether to use SSL. If it is selected, you need to specify a port used for 
SSL communication. 

Port Specifies the server port. 

Email Account Specifies the email address of the sender. 

Login Account Specifies the user name for SMTP server authentication. 

Password  Specifies the password for SMTP server authentication. If authentication is not 
required, you can ignore this parameter. 

Confirm Password Type the passwords again. If authentication is not required, you can ignore this 
parameter. 

 

Configuring Email Receivers 
Configure at least one receiver below Email Receivers.  

Click New in the Email Receivers area to configure the receiver's account and add necessary 
information to the Description area. Click OK to commit the settings. 
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9 System 

This chapter covering the following topics: 

Section Description 

System Setting Describes how to configure system parameters. 

Alert Rules Describes how to set alert rules. 

Users and Roles Describes how to set the Admin account. 

Updating Describes how to configure upgrade parameters. 

Backup and Restore Describes how to configure file backup and restoration parameters. 

Central Manager Describes how to configure parameters for collaboration with ESPC, 
LAS, BSA, ISOP, ESP-H, syslog, and kafka. 

Service Subscription Describes how to configure the parameters on license management and 
device care services. 

Troubleshooting Describes how to use various diagnosis tools. 

System Control Describes how to perform system controls, including restart, system 
closeup, and application configuration. 

 

9.1 System Setting 
System setting mainly includes engine configuration, NTP server configuration, and 
configuration of special parameters. 

9.1.1 Configuring the Engine 
Choose System > System Setting > Engine Configuration. Configure administrative access 
parameters and remote assistance parameters, and import the web server certificate-related 
files. 

Configuring Parameters 
Configure the parameters in the Access and Remote Assistance areas and click Apply to save 
the settings. Table 9-1 describes the parameters for configuring an engine.  



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 159 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Table 9-1 Engine configuration parameters 

Parameter Description 

HTTPS Port NIPS provides the administrator with the port number of HTTPS services. The default 
port is 443, which can be changed. 

Ping (ICMP) Controls whether to enable NIPS to respond to ICMP requests. After it is enabled, 
NIPS responds to ICMP requests, which makes it convenient for an administrator to 
debug the device. 

Develop 
Permission 

This parameter is available only after the device is the arm platform. The device can 
be maintained only after the permission is enabled. 

Remote 
Assistance (SSH) 

Controls whether to enable remote assistance and specifies the IP addresses that are 
allowed to access NIPS for remote assistance. Up to three IP addresses can be 
configured. 
After this is enabled, the remote assistance information, including login key QR code, 
log on to the secret key, and ssh port, will be provided. 

 

Importing Web Server Certificate 
A web server certificate includes the following: 

l Certificate file: is a .crt file that cannot exceed 1 MB. 
l Key file: is a .key file that cannot exceed 1 MB. 

 

 

The certificate file and key file to be imported must be valid; otherwise, a web service 
error would occur. 

 

Click Select File to the certificate file and key file stored on the local device. Click Upload 
to upload the files to NIPS. 

9.1.2 Configuring the NTP Server 
Choose System > System Setting > NTP Server. Configure parameters of the NTP server 
and click Apply to save the settings. Then choose System > System Control. On the System 
Control page, click Reboot System make the settings take effect. 

Table 9-2 describes the parameters for configuring NTP servers.  

Table 9-2 NTP server configuration parameters 

Parameter Description 

Current System Time Indicates the date and time of the current NIPS device. 

Time Zone Specifies the time zone of the current NIPS device. 

Manual Time Specifies the date and time after Manual is selected. 

Auto NTP Server After Auto is selected, you must select the pre-configured NTP server 
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and make sure that the engine management interface can 
communicate with the time synchronization server. Click plus sign on 
the right of the drop-down list to add a new NTP server with the 
following parameters: 
� Server Address: specifies the IP address of the NTP server. 
� Server Name: specifies the name of the NTP server. 
� Encryption File: is a .key file that cannot exceed 1 MB. 

Sync Interval (s) Specifies the interval for NIPS to automatically synchronize the 
time with the NTP server after Auto is selected. The value is 
expressed in seconds. The interval is no smaller than 60s. 

Authentication 
Encryption 

This parameter is available only when Auto is selected. If 
authentication is enabled on the NTP server, NTP encryption should 
be turned on here. 

 

9.1.3 Configuring Special Parameters 
Special parameters are provided to adapt NIPS to special network environments. In normal 
conditions, users do not need to make changes to them. Modifying settings of special 
parameters may cause system or network exceptions. You are advised to ask technical 
personnel of NSFOCUS for help when you need to modify these parameters. 

Choose System > System Setting > Advanced to configure special parameters. 

9.1.4 Expiry Reminder 
Choose System > System Setting > License Expiry Reminder. Configure parameters and 
click Apply to save the settings. Table 9-3 describes the parameters for configuring expiry 
reminder.  

Table 9-3 Parameters for configuring expiry reminder 

Rule 
Name 

Description 

Enable Specifies whether to enable the expiry reminder function. 

Reminding 
Frequency 

Specifies the reminding frequency. Options include Never, Daily, 2 days, and 3 days. 

Email 
Subject 

Specifies the subject of the expiry reminder email. 

Description Type the necessary description. 

Addressee Specifies the addressee. 

� Click  to specifies the account name of addressee. For the description of the 
parameters, see Configuring Email Receivers. 

� Click  to configure the mail server. For the description of the parameters, see 
Configuring Email Sending Parameters. 
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9.2 Alert Rules 
Alert rules are generated for either device resource or device status. 

9.2.1 Alert Rules for Device Resources 
Alert rules for device resources are used to monitor management plane CPU usage, data plane 
CPU usage, memory usage, CF card usage, and disk usage of NIPS. After the usage exceeds 
the threshold in a rule, an alert is triggered and an alert log is pushed to the message center. 

Choose System > Alert Rules > Device Resource to view the alert rules for device resources. 
You can see the contents of the alert rules for various resources on the list, as described in 
Table 9-4.  

You can click Edit and View to edit and view rules. Click Enable or Disable in the 
Operation column to enable or disable the rules. 

Table 9-4 Description of alert rules for device resources 

Rule Name Description 

Management plane CPU usage Monitors the management plane CPU usage. If the usage exceeds the 
threshold (the default value is 90%) within a duration (the default value 
is 3 minutes), an alert with a designated level (The default value is high-
level) is generated. Besides, you can make settings on whether to push 
the alert information to the message center. 

Data plane CPU usage Monitors the data plane CPU usage. If the usage exceeds the threshold 
(the default value is 90%) within a duration (the default value is 3 
minutes), an alert with a designated level (the default value is high-level) 
is generated. Besides, you can make settings on whether to push the alert 
information to the message center. 

Memory usage Monitors the memory usage. If the usage exceeds the threshold (the 
default value is 90%) within a duration (the default value is 3 minutes), 
an alert with a designated level (the default value is high-level) is 
generated. Besides, you can make settings on whether to push the alert 
information to the message center. 

CF card usage Monitors the CF card usage. If the usage exceeds the threshold (the 
default value is 70%) within a duration (the default value is 3 minutes), 
an alert with a designated level (the default value is high-level) is 
generated. Besides, you can make settings on whether to push the alert 
information to the message center. 

Disk usage Monitors the disk usage. If the usage exceeds the threshold (the default 
value is 70%) within a duration (the default value is 3 minutes), an 
alert with a designated level (the default value is high-level) is 
generated. Besides, you can make settings on whether to push the alert 
information to the message center. 

 

9.2.2 Alert Rules for Device Status 
Alert rules for device status are used to monitor the CPU temperature, motherboard 
temperature, fan speed, power supply temperature, license validity, update management, 
administrator login, application configuration, and high availability (HA) modules of NIPS. 
Once a rule is hit, an alert is triggered and an alert log is pushed to the message center. 
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Choose System > Alert Rules > Device Status to view the alert rules for device status. You 
can see the contents of the alert rules on the list, as described in Table 9-5.  

You can click Edit and View to edit and view rules. Click Enable or Disable in the 
Operation column to enable or disable the rules. 

Table 9-5 Description of alert rules for device status 

Rule 
Name 

Description 

CPU 
Temperature 

Monitors the CPU temperature. If the temperature exceeds the threshold (the default value 
is 98.8ºC) within a duration (the default value is 3 minutes), an alert with a designated 
level (the default value is high-level) is generated. Besides, you can make settings 
on whether to push the alert information to the message center. 

Motherboard 
Temperature 

Monitors the motherboard temperature. If the temperature exceeds the threshold (the 
default value is 70ºC) within a duration (the default value is 3 minutes), an alert with a 
designated level (the default value is high-level) is generated. Besides, you can make 
settings on whether to push the alert information to the message center. 

Fan Speed Monitors the fan speed. If the usage exceeds the threshold (the default value is 4.8 *1000 
r/min) within a duration (the default value is 3 minutes), an alert with a designated level 
(the default value is high-level) is generated. Besides, you can make settings on whether 
to push the alert information to the message center. 

Power Supply 
Temperature 

Monitors the power supply temperature. If the usage exceeds the threshold (the default 
upper limit is +45ºC and lower limit is 0ºC) within a duration (the default value is 3 
minutes), an alert with a designated level (the default value is high-level) is generated. 
Besides, you can make settings on whether to push the alert information to the message 
center. 

License 
validity 

Monitors the validity of the licenses in various modules. If a license is invalid, an alert with 
a designated level (the default value is high-level) is generated. Besides, you can make 
settings on whether to push the alert information to the message center. 

Update 
management 

Monitors the system update status, which has the following values: update success, 
update failure, and update package installation. It a status change is detected, an 
alert with a designated level (the default value is medium-level) is generated. Besides, you 
can make settings on whether to push the alert information to the message center. 

Administrator 
login 

Monitors the status of administrator login. If the administrator logs in to the device, an 
alert with a designated level (the default value is medium-level) is generated. Besides, you 
can make settings on whether to push the alert information to the message center. 

Application 
configuration 

Monitors application configuration. If the administrator configures an application, an 
alert with a designated level (the default value is high-level) is generated. Besides, you 
can make settings on whether to push the alert information to the message center. 

HA Monitors the status of HA modules. If the active device is switched to the standby device, 
an alert with a designated level (the default value is high-level) is generated. Besides, you 
can make settings on whether to push the alert information to the message center. 

 

9.3 Users and Roles 
Choose System > Users and Roles to manage local authenticated users and rules and 
configure login parameters. 
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9.3.1 Users 
NIPS has two default accounts: default operator admin and default auditor auditor. auditor 
is not enabled by default and can only be enabled by admin. admin and auditor can create 
operator accounts and auditor accounts respectively. For details about their permissions, see 
Table 1-1.  

When you log in to NIPS with the admin account, the account list displays only operator 
accounts and the default auditor account. You can enable the default auditor account and add, 
modify, and delete operator accounts. 
When you log in to NIPSC with the auditor account, the account list displays only auditor 
accounts. You can create, modify, and delete auditor accounts. 

9.3.1.1 Enabling the Default Auditor Account 
The default auditor (auditor) can only be enabled by the default operator (admin). The 
default auditor account cannot be disabled after being enabled. 
To enable the default auditor account, follow these steps: 

Step 1 Log in to NIPS with the admin account and choose System > Users and Roles > Users. 

Step 2 Click Enable in the Operation column of the auditor account. 

Step 3 Set the initial password. 

Step 4 Click OK to complete the configuration and enable the default auditor account. 

After being enabled, the default auditor account (auditor) disappears from the account list. 

----End 

9.3.1.2 Creating a User Account 
Only the default operator and auditor accounts can create accounts. The following takes the 
default operator account (admin) as an example to describe how to create an account: 

Choose System > Users and Roles > Users. Click New to configure account parameters and 
click OK to save the settings. Table 9-6 describes the parameters for configuring an account.  

Table 9-6 Parameters for configuring an account 

Paramete
r 

Description 

Account Specifies the account name. It is a string of 4 to 20 characters, including English letters, 
digits, hyphens, and underscores. An account name must start with a letter. The account 
name cannot be changed after being successfully created. 

Authorizatio
n Mode 

Specifies an authentication mode, which can be one of the following: 
� Local authorization: Default settings are used. 
� Radius authorization: The Radius authorization server must be specified. For details, 

see Authentication Server. 
� LDAP authorization: The LDAP authorization server must be specified. For details, 

see Authentication Server. 
� Local authorization and license: After password authorization, the account needs to 

pass certificate authorization. Only after a correct user certificate is imported can the 
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Paramete
r 

Description 

account pass the authorization. After Enable is selected, you need to download a 
certificate. For details, see Exporting a Certificate. 

IP Specifies the IP address that can be used by this new account for login. You can type an IP 
address, an IP range, or multiple IP addresses. 
The default value is *, indicating that the operator can log in to NIPS from any IP address. 

Mail Specifies the valid email address of the operator who uses this new account. 

Role Specifies the role of this account. Different roles have different permissions. For information 
on how to configure a role, see Roles. 

Password Specifies the login password, which cannot be the same as the account name and whose 
length and complexity must comply with the specifications described in Access Settings. 

Confirm 
Password 

Requires you to reenter the password for confirmation. 

 

 
By default, all new accounts are enabled. Only enabled accounts can be used for login. 

 

9.3.1.3 Modifying an Account 
Log in to TAC with the default account admin or auditor. Click Edit in the Operation 
column to open the Edit dialog box. 

l With a default system account, you can modify information of accounts that you have 
created except the account name. 

l New operators or auditors can modify their own account information except the account 
name. 

l If you forget the new password for a default system account, you can reset the password 
on the console user interface of the engine. For details, see Using Maintenance Tools. 

l NIPS allows to change the password for all accounts through the web-based manager. 
Specifically, point to  in the quick access bar, click Change Password, and change 
the current password. 

9.3.1.4 Deleting an Account 
Only the default operator account (admin) and auditor account (auditor) can delete accounts 
that they have created respectively. They cannot delete default system accounts. 

9.3.1.5 Exporting a Certificate 
When creating an account, if you enable two-factor authentication, the account will be 
authenticated first by password and then by certificate. In this case you need to export a 
certificate for the account to log in to the system. 

Choose System > Users and Roles > Users. Click Export license in the Operation column 
of an account to export the certificate to the default download path. 
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The auditor account does not support two-factor authentication. Therefore, you cannot 
export a certificate with the auditor account. 

 

9.3.2 Roles 
Besides default accounts admin and auditor, new roles can be configured by admin, who 
should also grant permissions to these roles. 

Choose System > Users and Roles > Roles to see all roles in the list below and the 
permissions of the roles in the Permission column. 

Click New to create a role. Configure parameters and click OK to complete the configuration. 
Select roles (operator or auditor). For each module, select permissions, which can be any of 
the following: 

l None: The module is unavailable for this role. 
l R: The role can only view configurations of the module. 
l R/W: The role can modify configurations of the module. 

9.3.3 Access Settings 
Access Settings present parameters for logging in to NIPS and parameters for connecting to 
third-party authentication servers.  

Choose System > Users and Roles > Access Settings. Configure parameters and click OK to 
save the settings. Table 9-7 describes the parameters for configuring access settings.  

Table 9-7 Parameters for access settings 

Parameter Description 

Pass
word 
com
plexi
ty 
settin
g 

Password length 
limit 

Specifies the length limit of the password used by the user who logs in to a 
local NIPS device. The value range is 8–32. 

Password strength Specifies the password strength requirements. After multiple password 
strength requirements are selected, the password must meet multiple 
conditions at the same time. 

Password 
expiration date 

Permanent: indicates that the password expiration days are not limited. 
Periodic: specifies the number of days a password can be used. When a 
password remains in use for a period longer than the value specified here, the 
system will force users to change it. 

Logi
n 
secur
ity 
settin
gs 

Maximum number 
of login attempts 

Specifies the maximum number of login attempts by a user with a wrong 
username or password. After the maximum number is exceeded, the 
account will be locked for a certain period of time to restrict the user's login. 
The default value is 3, and the maximum value that you can set is 8. 

After multiple 
login failures 

Action after login failures. 
Specifies whether to lock an account when the number of consecutive login 
failures reaches the threshold specified with Lock login IP. 
If the Lock user check box is selected, the account will be locked out even if 
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the user logs in from another IP address. 

 

� By default, the IP lockout function is enabled. A locked-out account 
can retry only after the account lockout period specified with 
Locking time expires. 

� Account locking will be recorded in an audit log. The auditor can 
view such logs after logging in to the system. 

Lockout time Specifies a period during which a user has to wait before being allowed to 
log in again after the number of consecutive login failures reaches the 
threshold specified with Lock login IP. The default value is 20 minutes. 

Timeout logout Specifies the period during which a user can stay idle before being logged 
out. When the idle period expires, NIPS automatically returns to the login 
page and the user has to log in again before performing other operations. The 
default value is 300. The value 0 indicates that users will not be automatically 
logged out regardless of how long they are idle. 

 

The maximum value is 600. It is recommended that the minimum value 
is 60. Too short a period will cause frequent system timeouts. 

Account login 
uniqueness test 

Specifies the maximum number of concurrent login sessions per user 
account. The default value is 0, indicating no limit to such number. The value 
range is 0-10. 

Historical 
password 
verifications 

The default value is Off. If On is selected, you need to set a value in the text 
box below to specify the number of unique new passwords that must be 
associated with a user account before an old password can be reused. 

Password storage 
algorithm 

Specifies the way to secure the storage of the user's login password, which 
can be AES, SM2, or SM4. 

 

9.4 Updating 
You can update system software as well as various databases and view update history. 

9.4.1 Updating System Software 
Choose System > Updating > System Software to view CPU architecture, firmware version, 
engine version, and last update time. You can also perform remote updating and manual 
import. For details, please contact NSFOCUS technical support. 

Automatic Updating 
If NIPS can connect to the Internet, you can update the device online. NIPS can be updated 
online in the following four ways: 

l Remote scheduled update 
l Remote instant update 
l Remote manual update 
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This section will give detailed description. 

 

 

� The prerequisite for any of the online updating ways is that NIPS can connect to the 
Internet. You need to configure a proper DNS server IP address on the DNS client 
so that NIPS can access the NSFOCUS home page 
(https://update.nsfocusglobal.com/) for update. For details, see DNS. 

� The DNS server IP address should be excluded from interface configurations; 
otherwise, an IP address conflict would occur and the update would fail. 

 

Step 1 Specify the IP address of the update server. 

Step 2 Select Enable Schedule. 

Then NIPS will automatically detect whether there is a new update package available. When a 
new update package is detected, system software will be automatically updated at the time set 
by the administrator. 

Step 3 Type the URL where the latest update is available and configure update parameters. Table 9-8 
describes the parameters for configuring online update. 

Table 9-8 Parameters for configuring online update 

Parameter Description 

Update Server Specifies the network address of the system update package. The default value 
is update.nsfocus.com, which cannot be modified. For details, please contact 
NSFOCUS technical support. 

Enab
le 
Sche
dule 

Auto update Controls whether NIPS automatically checks the latest upgrade package and 
updates the system at the specified time. 
Update Time: specifies the time when NIPS automatically updates the system. 
After Auto Update is selected, NIPS can automatically update the system daily 
or at any hour on any day from Monday through Sunday, depending on your 
configuration. 

 

� You are advised to specify an off hour to update the system. 
� The engine will automatically restart during its update, resulting in 

temporary service interruption. 

Notify me when 
an update is 
available and I'll 
decide when to 
install 

If this is selected, the system will automatically check updates and notify 
users when detecting new update packages.  

Enab
le 
Prox
y 

Enable Proxy Specifies whether to enable a proxy server for automatic updating. 

Proxy IP IP address of the proxy server. 

Port Port number of the proxy server. 

 

Step 4 Click Apply to save the settings. 
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Step 5 Choose System > System Control and click Deploy Policies. 

----End 

Instant Update 
You can also update the device instantly when necessary. 

On the System Software page, type the URL where the latest update is available and 
configure update parameters. Click Update Now to update the device instantly. For the 
description of parameters, see Table 9-8. 

Manual Import 
If NIPS cannot connect to the official website of NSFOCUS, you can update the device by 
importing the update file. 

On the System Software page, click Select File in the Manual Import area and click Open 
to import updating files. Then click Upload to update the device immediately. 

9.4.2 Updating Signature Sets 
Choose System > Updating > Signature Sets to view the rule database version, which is 
displayed at the top of the page. For details, see Updating System Software. 

9.4.3 Updating Anti-Malware Database 
Anti-malware databases include flow-based anti-malware and heuristic anti-malware 
databases. 

9.4.3.1 Updating the Flow-based Anti-Malware Database 
Choose System > Updating > Anti-Malware > Flow-based Anti-Malware to see the flow-
based virus database version, which is displayed on the top of the page. For details, see 
Updating System Software. 

9.4.3.2 Updating the Heuristic Anti-Malware Database 
Choose System > Updating > Anti-Malware > Heuristic Anti-Malware. For details, see 
Updating System Software.  

If you choose Manual Import, see Downloading the File for Updating Heuristic Anti-
Malware Database. 

Downloading the File for Updating Heuristic Anti-Malware Database 
Step 1 On the Heuristic Anti-Malware page, click Official download link to switch to the 

Software Upgrade page of NSFOCUS (https://update.nsfocusglobal.com/). For details, 
please contact NSFOCUS technical support. 

Step 2 Select NSFOCUS NIPS (Hardware) in the left list. 

Step 3 Select NSFOCUS NIPS 5.6.11. 

Step 4 Select the Heuristic Virus library. 
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Step 5 On the NSFOCUS NIPS (IPS) Heuristic Virus library 5.6.11 Upgrade List page, click a 
link to download a desired anti-malware database to the local disk. 

----End 

9.4.4 Updating Threat Intelligence Databases 
Choose System > Updating > Threat Intelligence to view information about the current 
version of the threat intelligence databases on the top of the page. 

Threat intelligence databases can be updated by one of the following ways: automatic 
updating and manual import. For automatic updating details, see Automatic Updating. The 
following describes how to perform manual import. 

Manual Import 
You need to obtain update packages. Depending on whether NIPS can connect to the external 
network, there are two ways to obtain packages. 

l If NIPS can connect to the external network: see Obtaining Update Package (When NIPS 
Can Connect to External Network). 

l If NIPS cannot connect to the external network: see Obtaining Update Package (When 
NIPS Cannot Connect to External Network). 

Step 1 In the Manual Import area, select the database you want to update from the drop-down list, 
for example, APT intelligence DB, as shown in Figure 9-1. 

Figure 9-1 Upload upgrade package 

 

 

Step 2 Click Select File to select the update package, as shown in Figure 9-2. 
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Figure 9-2 Upload upgrade package 

 

 

Step 3 Click Upload to update the device immediately. 

----End 

Obtaining Update Package (When NIPS Can Connect to External Network) 

If NIPS can connect to the external network, to obtain update packages, take the following 
steps: 

Step 1 Choose System > Updating > Threat Intelligence. 

Step 2 Click the question mark icon to the right of Manual Import. The Threat Intelligence page is 
displayed, as shown in Figure 9-3. 
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Figure 9-3 Threat Intelligence 

 

 

Step 3 Click Import. The upload page appears (https://update.nsfocusglobal.com/). 

Step 4 Click NSFOCUS Virtual Device to upload the license. For details, please contact NSFOCUS 
technical support. 

Click Browse to select the license file and click Upload. After being successfully uploaded, 
the page displays a list. 

Step 5 Download the upgrade package. 

As shown in Figure 9-4, click a database you want to update to view the download page. 

Figure 9-4 Select a database 

 

 

For example, click APT intelligence DB to view the Attack Group Upgrade List page. 

Step 6 Click a link to download a desired package to a local disk drive. 

----End 
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Obtaining Update Package (When NIPS Cannot Connect to External Network) 

If NIPS cannot connect to the external network whereas the management host can connect to 
the network, take the following steps to obtain update packages: 

Step 1 Choose System > Updating > Threat Intelligence. 

Step 2 Click the question mark icon on the right of Manual Import to view Threat Intelligence 
page, as shown in Figure 9-5. 

Figure 9-5 Threat intelligence 

 

 

Step 3 Visit https://update.nsfocusglobal.com/ to view the Software Upgrade page. For details, 
please contact NSFOCUS technical support. 

Step 4 In the Upgrade Type area, click Go below the Virtual Device. 

Step 5 Upload the license. 

In the Upload License area, click Browse to select the license file and click Upload. After 
being successfully uploaded, you can view NTI on the page. 

Step 6 Download the upgrade package. 

Select NTI to view the NTI update page. 

Step 7 Under the NTI update package list, select a package you need to download. 

----End 

9.4.5 URL Category Database 
Choose System > Updating > URL Category to view the information about the current 
version of the URL category database on the top of the page. For update details, see Updating 
System Software. 
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9.4.6 Updating the Geodatabase 
Choose System > Updating > Regions to see the information about the current version of the 
geodatabase on the top of the page. For update details, see Updating System Software. 

9.4.7 Updating DGA 
Choose System > System Update > DGA Upgrade to see the information about the 
current DGA version on the top of the page. For update details, see Updating System 
Software. 

9.4.8 Updating Mining Detection 
Choose System > Updating > Mining Detection Upgrade to see the information about the 
current version of the mining detection information pack on the top of the page. For update 
details, see Updating System Software. 

9.4.9 Manual Deploy 
Choose System > Updating > Manual Deploy.  

l To update the device, follow these steps: 
− If online update is permitted, when detecting that an update is available, NIPS 

prompts you to update the device: Click Update to view the Manual Deploy page. 
Click  in the Operation column to update the device. 

− The system records only the latest version number. Click  in the Operation 
column. Then the device is updated to the latest version. 

l To save an update package, perform the following step: 

Click  to save the current upgrade package to a local disk drive. 

9.4.10 Update History 
Choose System > Updating > Update History to view the update history of the system 
software and various databases. 

You can set filtration conditions by time frame, type, and status to view specific update 
history information. 

9.5 Backup and Restore 
This section describes how to back up and restore various configuration files, and how to 
restore system configurations. 

9.5.1 Backup 
Choose System > Restore Settings > Backup to view the types of configuration files that can 
be backed up from the drop-down list. Click Download Backup to download the file to a 
local disk drive. 
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9.5.2 Restore 
Only files that have been backed up (as described in Backup) can be restored. The same 
backup file can be used between NIPS devices of the same software version on the same 
hardware platform. 

Choose System > Restore Settings > Restore. In the drop-down list on the top left of the 
page, you can view the types of backed-up files that can be restored. 

Click Select File, select the desired file, and click Open. Click Upload to complete the 
restoration. 

9.5.3 Configuration Restore 
You can restore NIPS system configurations to the state at the restore point created on NIPS.  

Choose System > Restore Settings > Configuration Restore and create a restore point 
manually or automatically. 

 

 

To reduce NIPS disk usage, the system saves only configurations backed up at the 
manual restore point and auto restore point most recently created. 

 

Manually Creating a Restore Point for a General Configuration File 
You can back up the current system configuration files of NIPS whenever required. When 
system configurations undergo a major change, you are advised to immediately create a 
restore point manually. The procedure is as follows: 

Step 1 In the Manual Restore Point area, click Create to manually create a restore point. 

The backup will take some time. You must wait patiently for the process to complete. After a 
restore point is manually created, restore point information will appear or be refreshed. 

Step 2 Click Restore to restore system configurations of NIPS to the state at the restore point. 

----End 

Automatically Creating a Restore Point for All Configuration Files 

You can configure NIPS to automatically back up all configuration files at the specified time. 

To configure NIPS to automatically create a restore point, follow these steps: 

Step 1 In the Auto Restore Point area, click Enable to the right of Auto Create to automatically 
create a restore point. 

Step 2 Specify the restore point creation time. 

You can select Daily or specify a specific weekday, for example, Saturday, or Sunday, and set 
a specific time point. 

Step 3 Click Apply to save the settings. 
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NIPS will automatically create restore points at the specified time and restore point 
information will appear or be refreshed. 

Step 4 Click Restore to restore system configurations of NIPS to the state at the restore point. 

----End 

9.6 Central Manager 
The Central Manager module allows you to configure parameters to make NIPS 
collaborate with the other platforms or servers. 

9.6.1 ESPC 

NIPS can be registered on NSFOCUS ESPC only after you configure related parameters on 
the Central Manager page. 

Choose System > Central Manager > ESPC and configure the IP addresses and parameters 
of interfaces through which NIPS collaborates with ESPC. 

Configuring the Local IP Address 
Before configuring NIPS to connect to ESPC and other settings, you need to configure the 
local IP address of NIPS, which is usually the IP address of an interface with the management 
function or that of a management interface. 

You can change the local IP address and then click OK. After the change, the device will no 
longer detect any IP address for access to the Internet. 

Configuring Parameters for Collaboration with ESPC 

All collaborated ESPCs are listed below. Click  on the upper right of the table to customize 
the displayed columns. Only the selected columns can be seen in the list. 

Click New and configure parameters to establish a connection. Table 9-9 describes the 
parameters for configuring connecting to NSFOCUS ESPC. 

You can also edit, delete, enable, and disable the connection and test connectivity. 

Table 9-9 Parameter for connecting to NSFOCUS ESPC 

Paramete
r 

Description 

Name Connection name. 

IP Address IP address of NSFOCUS ESPC that NIPS will connect to. Click Test connectivity to 
check whether NIPS properly connects to NSFOCUS ESPC. 

Channel Specifies the mode (Tunnel or Encrypted) for connection between NIPS and NSFOCUS 
ESPC. The setting on NIPS should be the same as that on NSFOCUS ESPC. By default, the 
connection mode is Tunnel. 

Port Specifies the port for NSFOCUS ESPC to receive various data from the NIPS engine. 

Data � 1.0: uploads all logs and data of NIPS V5.6R10F02 and earlier versions. 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 176 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Paramete
r 

Description 

Version � 2.0: uploads the selected logs and data of NIPS V5.6R11F00 and later versions. 

Enable Select the Enable check box to enable the NIPS engine to connect to NSFOCUS ESPC. 

 

9.6.2 LAS 
You can configure NSFOCUS LAS to receive various logs from NIPS.  

Choose System > Central Manager > LAS and configure the IP addresses (see Configuring 
the Local IP Address) and parameters of interfaces through which NIPS collaborates with 
LAS. 

Configuring Parameters for Collaboration with LAS 

All collaborated LAS is listed below. Click  on the upper right of the table to customize the 
displayed columns. Only the selected columns can be seen in the list. 

Click New and configure parameters to establish a connection. Table 9-10 describes the 
parameters for configuring connecting to NSFOCUS LAS.  

You can also edit, delete, enable, and disable the connection and test connectivity. 

Table 9-10 Parameter for connecting to NSFOCUS LAS 

Parameter Description 

Name Connection name. 

IP Address IP address of NSFOCUS LAS that NIPS will connect to. Click Test connectivity to 
check whether NIPS properly connects to NSFOCUS LAS. 

Channel Specifies the mode (Tunnel or Encrypted) for connection between NIPS and 
NSFOCUS LAS. The setting on NIPS should be the same as that on NSFOCUS 
LAS. By default, the connection mode is Tunnel. 

Port Specifies the port for NSFOCUS LAS to receive various data from the NIPS engine. 

Data Version � 1.0: uploads all logs and data of NIPS V5.6R10F02 and earlier versions. 
� 2.0: uploads the selected logs and data of NIPS V5.6R11F00 and later versions. 

Enable Select the Enable check box to enable the NIPS engine to connect to NSFOCUS 
LAS. 

 

9.6.3 BSA 

You can configure NSFOCUS BSA to receive various data from NIPS. After configuration, 
NIPS can send related data to BSA.  

Choose System > Central Manager > BSA. Configure the IP addresses (see Configuring the 
Local IP Address) and parameters of interfaces through which NIPS collaborates with LAS. 
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Configuring Parameters for Collaboration with BSA 

All collaborated ESPC is listed below. Click  on the upper right of the table to customize 
the displayed columns. Only the selected columns can be seen in the list. 

Click New and configure parameters to establish a connection. Table 9-11 describes the 
parameters for configuring NIPS to connect to NSFOCUS BSA.  

You can also edit, delete, enable, and disable the connection and test connectivity. 

Table 9-11 Parameters for configuring NIPS to connect to NSFOCUS BSA 

Parameter Description 

Name Connection name. 

IP Address IP address of NSFOCUS BSA that NIPS will connect to. Click Test connectivity to 
check whether NIPS properly connects to NSFOCUS BSA. 

Channel Specifies the mode (Tunnel or Encrypted) for connection between NIPS and 
NSFOCUS BSA. The setting on NIPS should be the same as that on NSFOCUS 
BSA. By default, the connection mode is Tunnel. 

Data Version � 1.0: uploads all logs and data of NIPS V5.6R10F02 and earlier versions. 
� 2.0: uploads the selected logs and data of NIPS V5.6R11F00 and later versions. 

Log Port Specifies the port for NSFOCUS BSA to receive security logs (JSON) from the NIPS 
engine. 

File Port Specifies the port for NSFOCUS BSA to receive files from the NIPS engine. The 
default value is 5050. 

System Status Port Specifies the port for NSFOCUS BSA to receive status logs from the NIPS engine. 
The default value is 4399. 

 

You can set the port to 0. In this case, no status log will be sent to NSFOCUS 
BSA. 

Enable Select the Enable check box to enable the NIPS engine to connect to NSFOCUS 
BSA. 

 

9.6.4 ISOP 
You can configure NSFOCUS ISOP to receive various data from NIPS. After configuration, 
NIPS can send related data to ISOP.  

Choose System > Central Manager > ISOP and configure the IP addresses (see Configuring 
the Local IP Address) and parameters of interfaces that collaborate with ISOP. 

Configuring Parameters for Collaboration with ISOP 

All collaborated ISOP is listed below. Click  on the upper right of the table to customize 
the displayed columns. Only the selected columns can be seen in the list. 

Click New and configure parameters to establish a connection. Table 9-12 describes the 
parameters for configuring NIPS to connect to NSFOCUS ISOP.  
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You can also edit, delete, enable, and disable the connection and test connectivity. 

Table 9-12 Parameters for configuring NIPS to connect to NSFOCUS ISOP 

Parameter Description 

Name Connection name. 

IP Address IP address of NSFOCUS ISOP that NIPS will connect to. Click Test connectivity 
to check whether NIPS properly connects to NSFOCUS ISOP. 

Channel Specifies the mode (Tunnel or Encrypted) for connection between NIPS and 
NSFOCUS ISOP. The setting on NIPS should be the same as that on NSFOCUS 
ISOP. By default, the connection mode is Tunnel. 

Data Version � 1.0: uploads all logs and data of NIPS V5.6R10F02 and earlier versions. 
� 2.0: uploads the selected logs and data of NIPS V5.6R11F00 and later versions. 

Log Port Specifies the port for NSFOCUS ISOP to receive security logs (JSON) from the 
NIPS engine. 

File Port Specifies the port for NSFOCUS ISOP to receive files from the NIPS engine. The 
default value is 5050. 

System Status Port Specifies the port for NSFOCUS ISOP to receive status logs from the NIPS engine. 
The default value is 4399. 

 

You can set the port to 0. In this case, no status log will be sent to NSFOCUS 
ISOP. 

Enable Select the Enable check box to enable the NIPS engine to connect to NSFOCUS 
ISOP. 

 

9.6.5 ESP-H 

You can configure NSFOCUS ESP-H to receive various data from NIPS. After configuration, 
NIPS can send related data to ESP-H.  

Choose System > Central Manager > ESP-H and configure the IP addresses (see 
Configuring the Local IP Address) and parameters of interfaces that collaborate with ESP-H. 

Configuring Parameters for Collaboration with ESP-H 

All collaborated ESP-H is listed below. Click  on the upper right of the table to customize 
the displayed columns. Only the selected columns can be seen in the list. 

Click New and configure parameters to establish a connection. Table 9-13 describes the 
parameters for configuring NIPS to connect to NSFOCUS ESP-H.  

You can also edit, delete, enable, and disable the connection and test connectivity. 
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Table 9-13 Parameter for connecting to NSFOCUS ESP-H 

Parameter Description 

Name Connection name. 

IP Address IP address of NSFOCUS ESP-H that NIPS will connect to. Click Test connectivity 
to check whether NIPS properly connects to NSFOCUS ESP-H. 

Channel Specifies the mode (Tunnel or Encrypted) for connection between NIPS and 
NSFOCUS ESP-H. The setting on NIPS should be the same as that on NSFOCUS 
ESP-H. By default, the connection mode is Tunnel. 

File Port Specifies the port for NSFOCUS ESP-H to receive files from the NIPS engine. The 
default value is 5050. 

Log Port Specifies the port for NSFOCUS ESP-H to receive security logs (JSON) from the 
NIPS engine. 

System Status Port Specifies the port for NSFOCUS ESP-H to receive status logs from the NIPS engine. 
The default value is 4399. 

 

You can set the port to 0. In this case, no status log will be sent to NSFOCUS 
ESP-H. 

Data Version � 1.0: uploads all logs and data of NIPS V5.6R10F02 and earlier versions. 
� 2.0: uploads the selected logs and data of NIPS V5.6R11F00 and later versions. 

Enable Select the Enable check box to enable the NIPS engine to connect to NSFOCUS 
ESP-H. 

 

9.6.6 SYSLOG 

Syslog-related configurations include:  

l Server Settings: specifies parameters of the syslog server. 
l Log Template: allows you to customize log templates and edit the formats of the logs 

sent to the syslog server. 

9.6.6.1 Server Settings 
The local storage space of NIPS is limited. To save more logs, you can configure NIPS to 
send logs to the syslog server for storage. NIDS supports five syslog servers at most. 

Choose System > Central Manager > SYSLOG > Server Settings. Click New and 
configure parameters to add a syslog server. Table 9-14 describes the parameters for 
configuring a syslog server.  

You can also edit, delete, and search for the syslog server. 

After that, click Commit to make the configuration take effect. 
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Table 9-14 Parameters for configuring a syslog server 

Parameter Description 

Name Name of the new syslog server. 

IP Address IP address of the new syslog server. 

Protocol Specifies the type of the transport-layer protocol used by the syslog server. It has 
two values: TCP and UDP. 

Port Port number of the syslog server. 

Log Template Can be selected from the drop-down list. The built-in template of the system is 
default+UTF-8. If you select a custom template, you can edit the format of log 
messages sent to the syslog server. For details, see Log Template. 

 

9.6.6.2 Log Template 
The log template defines the formats of the logs sent to a syslog server. Log templates can be 
a default template (that is, built-in template) and custom log templates. The built-in template 
only allows you to view its contents. Custom log templates mean that you can configure the 
connector, separator, and encoding method and customize the event classification and formats 
of the logs sent to the syslog server. 

Choose System > Central Manager > SYSLOG > Log Template. Click New and configure 
parameters to create a log template. Table 9-15 describes the parameters for configuring a log 
template.  

You can duplicate, edit, delete, import, and export custom templates. However, you can only 
view and duplicate the built-in template. 

Table 9-15 Parameters for configuring a log template 

Parameter Description 

Template Name Name of the custom template. 

Connector Connector that connects the variable name and its value in the Log Format column 
in the log type table. 

Separator Separator that separates two variables in the Log Format column in the log type 
table. 

Encoding. Specifies how a log is encoded. 

Log Threat Level Specifies the threat level of a log. 

Log 
Conf
igur
ation 

Enable Specifies whether to enable an event. 

Event 
Category 

Specifies event categories. 

Log Format Specifies formats of the logs sent to a syslog server. 

Oper
ation 

Edit Click Edit in the Operation column to define log formats of various events. 
� Options: This area allows you to view the names of variables that can be 

added. Select the desired variables and click  to add them to the Selected 
list. Then, you can see the selected variables in the Keyword Change list. 
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� Selected: Below Selected are the selected fields. Tick before each field and 
click  to move the selected fields to the Options list. 

� Keyword Change: Below Keyword Change are the selected keywords. 
You can only change the keyword strings on the left of the equal sign and 
variable names on the right cannot be modified. 

Resto
re 

Click  in the Operation column to restore the log formats to default values. 

 

9.6.7 KAFKA 

NIPS supports reporting logs to a third-party platform via Kafka. Up to five Kafka servers can 
be configured. 

Choose System > Central Manager > KAFKA. Click New and configure parameters to add 
a Kafka server. Table 9-16 describes the parameters for configuring a Kafka server.  

Also, you can edit and delete the Kafka server. 

After that, click Commit to make the configuration take effect. 

Table 9-16 Parameters for configuring a Kafka server 

Parameter Description 

Name Name of the new Kafka server. 

IP Address IP address of the new Kafka server. 

Port Port of the Kafka server. 

Topic Topic to which the Kafka message belongs. 

Log Template Can be selected from the drop-down list. 

 

9.7 Service Subscription 
This section describes the functions concerning license and care service. 

9.7.1 License 
NIPS licenses are classified into two types: 

l Trial license 
A trial license is usually used for pre-sales tests. Based on the update time of the engine 
software, after a trial license expires, users cannot log in to the web-based manager of 
NIDS to continue using the security detection function. 

l Paid license 
A paid license requires users to pay a specified amount of money for the use of the 
device. It is mainly used for controlling upgrade services during the authorized time 
period. 
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− After the authorized update period for the engine software expires, the update page 
automatically disappears. In this case, neither the engine software nor various 
libraries can be updated. 

− If the authorized update period for the engine software is still valid and those for 
other databases (system rule database, virus database, threat intelligence databases, 
URL category databases, and geodatabases) expire, the expiring databases cannot be 
upgraded. 

After a paid license expires, other databases of earlier versions remain valid, users can 
still use the security detection function and view logs. 
 
Choose System > Service Subscription > License to view license status and import a 
license. 

Viewing License Status 
The License Information area displays license status and function modules provided by 
NIPS and the period when NIPS can be used. Table 9-17 shows parameters on this page. 

Table 9-17 Parameters on the License page 

Parameter Description 

Lice
nse 
Info
rma
tion 

Product model Indicates the product model covered by this license. 

License status Indicates the license status. Normal indicates that a valid license has been 
imported and the system can be used. Expired indicates that the license has 
expired. 

License type Indicates the type of the license imported in NIPS. It has the following values: 
� Trial: After this type of license expires, users cannot continue to use NIPS. 
� Paid: After this type of license expires, users can still use NIPS, but cannot 

update it. 

Hash value Device hash. 

Granted to Indicates users that are entitled to use this NIPS. 

Authorized Modules Include the modules that have been authorized and have not been authorized. 
Authorized modules can be used even if the upgrade service expires. However, 
the working of modules depends heavily on various databases. If these databases 
cannot be updated due to the expiration of the update service, these modules will 
be unable to function properly. Unauthorized modules cannot function properly. 

Cloud-side Service 
Authorization 

Indicates the issue date, expiration date, and status of the upgrade service 
authorized by NSFOCUS Cloud for the following purchased modules: 
� Threat Intelligence-driven Detection: indicates the authorized service 

period and status of the threat intelligence module. 
� Cloud-side Sandbox Detection: indicates the authorized service period and 

status of the cloud-side sandbox detection module. 
� Threat Intelligence-based Attack Source Trace: indicates the authorized 

service period and status of the cloud-side NTI connection. 

 

Within 30 days before the license expires, NIPS displays a notification, 
prompting users to update the license. After the license expires, NIPS notifies 
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users of the expiration. 

Upgrade Service 
Authorization 

Indicates the issue date, expiration date, and status of the update service 
authorized for the purchased modules. If the current system time is beyond the 
authorized service period, the system cannot update services, but databases of 
earlier versions remain valid. 
Within the authorized period specified with Issue Date and Expiration Date, 
the databases or software can be properly updated. 
� Engine software update: indicates the authorized service period and status 

of the device engine. 
� System rule DB: indicates the authorized service period and status of 

network intrusion rules, application rules, and sensitive data rules. 
� URL category database: indicates the authorized service period and status 

of URL category rules. 
� Flow-based+heuristic virus DB: indicates the authorized service period 

and status of flow-based and heuristic virus databases. 

 

Within 30 days before the license expires, NIPS displays a notification, 
prompting users to update the license. After the license expires, NIPS 
notifies users of the expiration. 

 

Importing a License 
During the first login, you must import a license; otherwise, you cannot use NIPS. 
 

Click Import License and Upload, select the license file (*.lic), and click OK to view dialog 
box for confirming license import. 

If license information is correct, click OK to complete the import. The license then takes 
effect immediately. 
If license information is incorrect, click Reimport and repeat the preceding steps. 

9.7.2 Care Service 
After the device care service is enabled, NIPS sends alert messages generated on it to 
NSFOCUS Security Manager (a mobile app) in real time and informs the emergency response 
team of any faults detected in real time. The device care service is enabled on NIPS by 
default. 

Choose System > Service Subscription > Care Service and configure the care service and 
NSFOCUS Cloud parameters. Click Apply to make the settings take effect. Table 9-18 
describes the parameters for configuring the care service.  

Table 9-18 Parameters for configuring the care service 

Parameter Description 

Enable Care Service Specifies whether to enable the device care service. 

Data Device Status Specifies whether to enable device status information. 
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Threat Alert Specifies whether to enable device alert information. 

Alert Type Specifies the alert type and determine to upload which fields of security 
event logs on the NSFOCUS Cloud. Alert Type has the following values: 
� Basic alert: uploads a log as is. This is the default setting. 
� Custom alert: allows you to specify which fields of logs to upload. 

Device care 
service 
description 

Point to Device care service description to view details. 

NSFOC
US 
Cloud 

Address Displays the domain address of NSFOCUS Cloud. 

Test 
connectivity 

Click Test connectivity to check whether NIPS properly connects to 
NSFOCUS Cloud. 

State Displays the connection status. The green icon indicates that NIPS is 
successfully connected to NSFOCUS Cloud, while the red icon indicates the 
connection failure. 

Go to cloud Click Go to cloud to open the login page of NSFOCUS cloud. After login, 
you can view device information. You can use one of the following accounts 
to log in to NSFOCUS Cloud: 
� New account: Sign up a new account, which can manage multiple 

devices. 
� Existing account: Use an existing account, which can manage multiple 

devices. 
� Default account: If you want to use the default account, click Sign Up 

Later. Then you can log in to NSFOCUS Cloud with the default 
account that comes with NIPS. In this case, you can view information 
about the current device and can manage only this device. 

 

9.7.3 Connecting to T-ONE CLOUD 

After successful connection with T-ONE CLOUD, NIPS can report the device status and alert 
logs to T-ONE, and T-ONE can deliver blocking configuration to NIPS. 

Step 1 Choose System > Service Subscription > Link T-ONE CLOUD. Click More to open the T-
ONE page. 

Step 2 Sign up a free T-ONE CLOUD account or log in to T-ONE CLOUD with the default account. 

In the Access Process area, click Go to Sign up for a free account to open the T-ONE page 
to sign up an account. 

Step 3 Configure the parameters for connection with T-ONE CLOUD.  

In the Access Config area, configure the parameters. Table 9-19 describes the parameters for 
configuring T-ONE CLOUD. 

Table 9-19 Parameters for configuring T-ONE CLOUD 

Parameter Description 

Go to Cloud Click Go to Cloud to open the login page of TONE. 



 
NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 185 V5.6R11F01 (Confidentiality: 
RESTRICTED) 

 
 

Parameter Description 

Server Address Specifies the server address of T-ONE. Click Link Test to test whether NIPS can 
connect to T-ONE. 

T-ONE 
Username/Password 

Type the user name and password registered in Step 2. 

 

Step 4 Select Permit User Service Agreement and Privacy Policy and click Link. 

Step 5 (Optional) Configure the log type. 

Step 6 Click Commit to make the settings take effect. 

Step 7 (Optional) To view the device status via mobile phone, scan the QR code below to download 
the T-ONE Cloud Security Manager app, and log in to it with the account registered in Step 2 
to enjoy the care service. 

----End 

9.8 Troubleshooting 
This section describes how to use diagnostic tools provided by NIPS. 

9.8.1 Packet Capturing 
NIPS allows users to capture packets directly from device interfaces for analysis and 
debugging of problems with network deployment.  

Choose System > Troubleshooting > Packet Capturing and configure parameters and click 
OK to save the settings. Table 9-20 describes the parameters for configuring a packet 
capturing task.  

Click Start to start capturing packets. 

Table 9-20 Parameters for configuring a packet capturing task 

Parameter Description 

Interface Specifies an interface on which packets are captured. The default value is any, 
indicating that packets are captured on all interfaces other than management 
interfaces. 

Protocol: Specifies a protocol so that packets transmitted through this protocol will be 
captured. This parameter can be set to any, IP, TCP, UDP, ICMP, IPv6, or 
ICMPv6. The default value is any, indicating packets of all these protocols will 
be captured. 

Comparison Packet 
Capture 

Controls whether to compare captured packets. It is disabled by default. 
� On: saves inbound packets and outbound packets in two files, which will 

then be compressed and bundled into a single folder. 
� Off: saves inbound and outbound packets in a single file and then compresses 

it. 

Source IP/Subnet Specifies the source IP address and subnet mask so that packets from this IP 
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Parameter Description 
Mask segment will be captured. This parameter is optional. Leaving this parameter 

empty indicates that packets from any IP addresses will be captured. 

Source Port Specifies a port so that packets from this port will be captured. The value 0 
indicates that packets from any ports will be captured. 

Destination IP/Subnet 
Mask 

Specifies the destination IP address and subnet mask so that packets destined for 
this IP segment will be captured. This parameter is optional. Leaving this 
parameter empty indicates that packets destined for any IP address will be 
captured. 

Destination Port Specifies a port so that packets to this port will be captured. The value 0 indicates 
that packets to any ports will be captured. 

Capture Time (s) Specifies the duration of this packet capture task. Packet capture will stop when 
the specified length of time elapses. The value 0 indicates no limit to the time. 

Packets Specifies the maximum number of PCAP packets to be captured. Packet 
capture will stop when the number of packets reaches this value. The value 0 
indicates no limit to the number of packets. 

RuleID Specifies a rule ID on which packet capture will be based. The value 0 indicates 
that this parameter does not take effect. 

AppID Specifies an application ID on which packet capture will be based. The value 0 
indicates that this parameter does not take effect. 

 

(Optional) Stopping the Packet Capture Task 
You can stop the packet capture task in one of the following ways: 

l The packet capture task will automatically stop when the Capture Time value is 
reached. 

l The packet capture task will automatically stop when the Packets value is reached. 
l During the packet capturing process, you can click Stop to terminate the ongoing task. 

Downloading the Packet Capturing File 
Click Download to download the packet capturing file to a local disk drive for analysis. 

Feeding back to Vendors 
Click Feedback vendors to send the packet capturing file to NSFOCUS Cloud. 

9.8.2 Packet Playback 
NIPS provides the function of reading packet capture files through the monitoring interface. 
Users can analyze network data based on these files. 

 

 

� Only interfaces in security zones of the Monitor type can be used to play back data. 
� If no monitoring interface is available, you must configure one first. For details 

about the configuration method, see Interfaces. 
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Choose System > Troubleshooting > Packet Playback and configure parameters and click 
OK to check the playback data. 

l Click File selected on the right of CAP/PCAP File, select a file, and click Open. 
l From the drop-down list on the right of Playback Interface, select a monitoring 

interface to which data will flow during the playback test. 

9.8.3 One-Click Inspection 
NIPS allows you to inspect the hardware and services by clicking only one button. In this 
manner, you can learn the status and information of all hardware components and services 
promptly and conveniently. 

l Hardware inspection objects 
CPU, memory, disk drives, management interfaces, and working interfaces 

l Service inspection objects 
Datacom engine, security engine, service monitoring process, daemon (Guard), process 
for transmitting system status logs, process for transmitting security logs, and process for 
transmitting application logs 

Choose System > Troubleshooting > One-Click Inspection and click One-Click 
Inspection. The system starts inspecting hardware and services. 

The inspection will take some time. Please wait patiently. The inspection result will be 
displayed in the list below. Hardware components or services in abnormal state are displayed 
in red. The Information column provides details about the cause of such anomalies. 

9.8.4 Remote Diagnosis 
Choose System > Troubleshooting > Remote Diagnosis. Turn on the Remote Diagnosis 
switch and specify which level of messages to be logged by each functional module. You can 
download debug logs to a local disk drive. 

This function can be used only by NSFOCUS engineers for network debugging. Users are 
advised to ignore it. 

9.8.5 Network Diagnostic Tools 
Network diagnostic tools include Ping and Traceroute. 

9.8.5.1 Ping 
Ping is used to check whether a host is alive or reachable over the current network. NIPS 
provides the function of pinging both IPv4 and IPv6 addresses. 

Choose System > Troubleshooting > Network Tools, and click Ping. Select IPv4 or IPv6, 
type an IP address, and click Ping. Then, you can view the result. 

9.8.5.2 Traceroute 
Traceroute is used to check the route (path) taken by packets across an IP network. The 
traceroute tool on NIPS supports both IPv4 and IPv6 addresses. 
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Choose System > Troubleshooting > Network Tools, and click TraceRoute. Select IPv4 or 
IPv6, type an IP address, and click TraceRoute. Then, you can view the result. 

9.8.6 Diagnostics Trace 
NIPS allows you to collect the latest information about its running status, which helps locate 
problems quickly and effectively. 

9.8.6.1 Diagnostics Trace 
Choose System > Troubleshooting > Diagnostics Trace > Diagnostics Trace. 

Collecting System Status Information 
Click Collect Info. NIPS starts collecting the latest information about the system running 
status. The page then displays the time when system running status information is collected. 

Click Download to download the system running status information to the local disk drive for 
future reference and analysis. 
Click Send to Cloud to send the collected information about the device running status to 
NSFOCUS Cloud. 

Obtaining an Interface Debugging Information 
When the connection of NIPS to NSFOCUS Cloud, ESPC, or BSA becomes faulty, you can 
click Get Info to save debugging information to a local hard drive for technical support 
personnel's analysis of the fault. 

9.8.6.2 Debugging Information 
Choose System > Troubleshooting > Diagnostics Trace > Debugging Information. The 
parameter is disabled by default. Click the grey switch on the right of Debug Switch to 
enable the debugging function. Then, you can configure debugging parameters of various 
modules. 

Click Download to save debugging information to a local hard drive. 

9.8.6.3 Engine Operation Information 
Choose System > Troubleshooting > Diagnostics Trace > Engine operation information. 
Select an item from the View item drop-down list to check information in the below table. 

9.8.6.4 WEB Debug 
Choose System > Troubleshooting > Diagnostics Trace > WEB Debug. Click the grey 
switch on the right of Debug Switch and click Download to save debugging information to a 
local hard drive. 

9.8.7 Network Connections 
You can check network status, including the system's network connections and routing table. 

9.8.7.1 System Network Connection 
You can check the network connections and server status. In addition, you can clear session 
information in the system. 
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The System network connection page displays network connection information, including 
the protocol and port. 
Clicking Clear Session Table will clear all session information and restart the engine. 
This operation would result in temporary network interruption. Therefore, perform this 
operation with caution. 

9.8.7.2 System Routing Table 
Choose System > Troubleshooting > Network Connections > System routing table to view 
real-time routing information on the current device. 

9.8.8 Hardware 
Under the Hardware module, you can view the NIC state and perform storage medium. 

9.8.8.1 NIC State 
The NIC State to view NIC status information. Users can determine whether a network 
exception is caused by a NIC fault from information on this page. 

Choose System > Troubleshooting > Hardware > NIC State. Select an interface from the 
drop-down list and click Refresh to view the status of the specified interface. 

9.8.8.2 Storage Medium Detection 
The Storage Medium Detection tab page allows you to check CF card information. If the 
device has a hard disk, NIPS can also check hard disk information. 

 

 

It takes a long time to check hard disk maintenance information. Please use this 
function with caution. 

 

Choose System > Troubleshooting > Hardware > Storage Medium Detection. Select a 
hardware type from the Storage Type drop-down list. Click Start Scan. The hardware 
detection result is displayed. 

If the device does not have a hard disk, only cf (or ssd) is available in the drop-down list. 
If the device has a hard disk, cf (or ssd) and disk are available in the drop-down list. 

9.8.9 Aggregation Status 
After creating an aggregation interface on the Configuring a Logical Interface page, you can 
view the status of the aggregation link. 

Choose System > Troubleshooting > Aggregation. Click Refresh to manually refresh the 
aggregation status. 

The aggregation mode can be manual aggregation or dynamic aggregation. The aggregation 
status information varies with the aggregation mode. 
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9.8.10 Forwarding Information 
Choose System > Troubleshooting > Forwarding Information to perform switch detection, 
route detection, and layer 2 loop detection, and view route information. 

Switch Detection 
In the Switch Detection area, configure parameters and click OK to check whether the MAC 
address information of the specified layer 2 switch already exists. Table 9-21 describes the 
parameters for enabling the switch detection function. 

Table 9-21 Parameters for enabling the switch detection function 

Parameter Description 

L2 Interface Specifies the layer 2 interface that connects to the destination host. 

VLAN ID Specifies the ID of the VLAN that the destination host belongs to. 

Dst MAC Specifies the MAC address of the destination host. 

 

Route Detection 
In the Route Detection area, configure parameters of source and destination IP addresses. 
Click OK to view the route detection result. 

Layer 2 Loop Detection 
In the Layer 2 Loop Detection area, select Yes to the right of Enable to enable the layer 2 
loop detection function. 

After it is enabled, you need to enable the layer 2 loop detection function for a specific 
interface by selecting Enable in the Interfaces page. 

After it is enabled, the system will record layer 2 loop detection information in the Running 
Log. 

Route Information 
In the Route Information area, you can obtain route information in real time. 

9.9 System Control 
Choose System > System Control. Perform the following system control operations: 

l Click Deploy Policies: 
Click Deploy Policies to reload all policies and engine settings, except interface settings, 
and make them take effect immediately.  

l Click Restart Engine: 
Click Restart Engine to restart the detection engine. 

l Click Reload SysServe: 
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Click Reload SysServe. All policies and engine settings, including interface 
settings, will be reloaded and take effect immediately. 

l Click Forward Mode: 
Click Forward Mode to enter the forward mode. This operation can be performed only 
by technical support engineers of NSFOCUS for network debugging. Click Stop 
Forwarding to exit the forward mode. 

l Click Reboot System: 
Click Reboot System to restart the hardware system of NIPS. 

l Click Reload Web: 
Click Reload Web to restart the web server. 

 

 

After the system service is reloaded, all report data is cleared, and the system starts 
collecting new statistics. 
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10 Audit Logs 

Audit logs include login logs, operation logs, system running logs, and upgrade logs. 

 

 

� Only the auditor user has the privilege of viewing audit logs. 
� By default, auditor is disabled. It can be enabled only by admin. For details, see 

Enabling the Default Auditor Account. 

 

Choose Log > Audit Log. Set log query conditions and click Search to view audit logs that 
meet query conditions. 
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A Console-based Management 

Via the console port, the console administrator (conadmin) can access the console user 
interface of NIPS and perform basic operations, such as initial system configurations, status 
detection, and restoration of initial configurations. When failing to log in to the web-based 
manager or perform certain management via the web-based manager, you can manage NIPS 
via the console-based manager. 

A.1 Login to the Console User Interface 
The following section describes how a console user accesses the console user interface of 
NIPS. 

Before logging in to NIPS using a serial connection, prepare the following: 

l One PC 
l One serial cable (shipped in the accessory kit) 
l Terminal software that can connect to the console port 
l NIPS connected to the PC with the serial cable 

The following takes SecureCRT as an example to describe how to log in to the console user 
interface of NIPS: 

Step 1 Click SecureCRT.exe to open SecureCRT. 

Step 2 Configure fast connection parameters. 

Set Protocol to Serial, Baud Rate to 115200, and Data Bits to 8, and leave other parameters 
at their default settings, as shown in Figure A-1. 
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Figure A-1 Configuring a quick connection 

 

 

Step 3 Click Connect and then press Enter. 
The console login page appears. 

Figure A-2 Console login window 

 

 

Step 4 Type the user name and password (both are conadmin by default) of the console 
administrator. 

You can successfully access NIPS if the user name and password are correct. Figure A-3 
shows the language selection page. 
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Figure A-3 Selecting a language 

 

 

 

You can set the terminal type to VT100 after connection to achieve the optimal display 
effect. 

 

Step 5 Select 2. English and press Enter. 
The menu in English appears. 

Figure A-4 Main menu for console-based management 

 

 

----End 

Meanings of Frequently Used Keys 
On the console user interface, you can only perform operations with the keyboard. Table A-1 
describes meanings of the frequently used keys. 
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Table A-1 Meanings of keys for console-based management 

Key Meaning 

↑ (1) Switches to the input box; (2) Moves up. 

↓ (1) Switches to OK; (2) Moves down. 

← (1) Switches to OK; (2) Moves left. 

→ (1) Switches to Cancel; (2) Moves right. 

Esc Cancels an operation. 

Enter Confirms an operation. 

Tab Switches between an input box, the OK button, and the Cancel button. 

BackSpace Deletes the character to the left of the cursor. 

 

A.2 Configuration Parameters 
The following sections describe how to configure relevant parameters after logging in to the 
console user interface. 

A.2.1 Viewing System Information 
As shown in Figure A-5, you can perform the following operations: 

l Viewing interface configuration 
Views information about all network interfaces of the system, including interface names, 
IP addresses, management IP addresses, gateway, and security zones to which the 
interfaces belong. (The settings of network interfaces can be modified only on the web-
based manager. For details, see Interfaces.) 

l Viewing license information 
You can view the engine license of NIPS, including the license status, license type, date 
of issuance, and expiry date. 

l Setting the IP address of the management interface 
You can configure the IP address for management interface M or H1 so that you can log 
in to the web-based manager for device management. 

l Setting the interface gateway 
You can set the IP address of the next-hop device. 

l Restarting key processes 
You can start key processes to enable the device to work properly. 

l Setting the system clock 
You can set the system clock for use in communication and logging. 

l Setting the time zone 
You can set the time zone for the system when the engine is located in other time zones 
than the default one (UTC+8, which can be changed in the range of –12 to +12). 

l Setting the timeout 
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You can set the timeout period. After login to the console user interface, if you remain 
inactive until the specified timeout expires, the system logs you out automatically by 
taking you to the login page. 

l Viewing the hardware ID 
You can view the hardware ID, which is a unique ID of each engine required for 
producing the related license. 

l Viewing the product status value 
The product status value is provided for engineering personnel of NSFOCUS for internal 
use. It changes on a daily basis. 

l Viewing version information 
You can view information about the current engine and firmware versions. 

l Returning to the previous menu 
After performing the desired operations, you can return to the previous menu. 

Figure A-5 Viewing system information 

 

 

 

No license is available on NIPS when it leaves the factory. You can import the related 
license via the web-based manager. For information on how to import the license, see 
Importing a License. 

 

A.2.2 Using Diagnosis Tools 
As shown in Figure A-6, the console user interface provides some diagnostic tools under 
UNIX. You can use them to check the network status and solve problems in system 
installation. You can perform the following operations: 

l Pinging destination IP addresses 
You can check whether a destination IP address is reachable over the network using the 
ping command. 

l Tracing routes 
You can view the status of the route between the engine and the specified IP address. 

l Checking network status 
You can view the current network connectivity of the engine. 
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l Viewing route information 
You can view the current routing table on the engine. 

l Viewing NIC Information 
You can view the NIC information of the engine. 

l Returning to the previous menu 
After performing the desired operations, you can return to the previous menu. 

Figure A-6 Diagnostic tools 

 

 

 

You can also use these diagnostic tools on the web-based manager of NIPS. For details, 
see Troubleshooting. 

 

A.2.3 Using Maintenance Tools 
As shown in Figure A-7, you can perform the following operations: 

l Setting the administrator password 
You can set a password for the conadmin account. You must keep this password in 
mind; otherwise, you cannot configure the system via the console port and must contact 
technical support engineers of NSFOCUS for password resetting. 

l Resetting web system users 
You can reset system administrator information that has been configured on the web-
based manager. In this way, the passwords for the two default administrator accounts 
(admin and auditor) will be reset and all information of custom administrators will be 
deleted. 

l Cleaning up temporary files 
You can clear temporary files generated during engine running. Generally, you are not 
advised to do so. After temporary files are cleared, if the web-based manager 
cannot work properly or other exceptions occur, you must restart the NIPS system. 

l Disabling/Enabling remote assistance 
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By default, remote assistance is disabled. You can enable it after pressing Enter and 
entering the submenu. 

l Disabling/Enabling ping (ICMP) 
By default, ping (ICMP) is enabled. You can disable it by pressing Enter. If you want to 
enable it, press Enter again. 

l Disabling forced hardware bypass 
You can disable mandatory hardware bypass (the setting takes effect after system restart) 
only for NIPS devices that are powered on. After disabling this function, you must save 
the current settings. You cannot enable mandatory hardware bypass again after disabling 
it. 

 

 

� This setting takes effect only for NIPS devices that are powered on. If an NIPS 
device is powered off, your operation of disabling its mandatory hardware bypass 
function will not work. 

� To disable the mandatory hardware bypass function of an NIPS device that is 
powered off, you must perform the operation in BIOS mode. 

 

l Resetting interfaces 
You can reset interface counts and change the up/down status of the interfaces with 
caution. 

l Returning to the previous menu 
After performing the desired operations, you can return to the previous menu. 

Figure A-7 Maintenance tools 

 

 

A.2.4 Initializing System Settings 
As shown in Figure A-8, the System Initialization interface allows you to restore all program 
files or data, including passwords and settings, to their initial state. You can perform the 
following operations: 

l Initializing settings 
You can initialize all settings (except the system clock and object configuration files) to 
factory defaults. This operation will delete the hardware license. Before initialization, 
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make sure that a duplicate of the license has been saved. After initialization, you must 
restart the browser. 

l Restoring the system 
Restoring the system will restore all programs and settings to their factory defaults. 

l Formatting the hard disk 
Restoring the hard disk will clear all data on the hard disk. 

l Returning to the previous menu 
After performing the desired operations, you can return to the previous menu. 

Figure A-8 System initialization 

 

 

 
After initializing settings, you must restart the system to make the settings take effect. 

 

A.2.5 Restarting the System 
As shown in Figure A-9, after you select 5, a message is displayed. If you select Yes, the 
NIPS system is restarted; if you select No, you return to the current menu. 
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Figure A-9 Restarting the system 

 

 

A.2.6 Shutting Down the System 
As shown in Figure A-10, after you select 6, a message is displayed. If you select Yes, the 
NIPS system is shut down without being powered off; if you select No, you return to the 
current menu. 

Figure A-10 Shutting down the system 

 

 

A.2.7 Exiting the Configuration Interface 
As shown in Figure A-11, after completing all settings, you can point to 0 and press Enter to 
exit the configuration interface of NIPS. 
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Figure A-11 Exiting the system 

 

 

After you exit the console user interface, the configuration interface automatically logs you 
out, saves all settings, and makes them take effect. To modify the settings, you need to log in 
to the console user interface again. 
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B AD Domain Configurator Management 

If the AD domain server is configured on NIPS and the AD domain configurator (that is, user 
management configuration tool) is installed and properly configured on the AD domain server 
or the ESPC host, NIPS can obtain information about logged-in users in the AD domain via 
the AD domain configurator. 

B.1 Installing the AD Domain Configurator 
Before installing the AD domain configurator, make the following preparations: 

Prepare an AD domain member PC or server. 
Create a user on the AD domain server and assign log access permissions to this user. Create a 
user on the AD domain server and assign log access permissions to this user. 
Contact technical support engineers of NSFOCUS to obtain the software. To get the license 
file, please contact technical support engineers of NSFOCUS. 

To install an AD domain configurator, perform the following steps: 

Step 1 Double-click setup.exe to start the installation wizard, as shown in Figure A-12. 

Figure A-12 Starting the installation wizard 
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Step 2 Click Next and select an installation path. 
Figure A-13 shows that the default installation path is selected. 

Figure A-13 Selecting an installation path 

 

 

Step 3 Click Next to install the software. In the dialog box shown in Figure A-14, click Install. 

Figure A-14 Start installation 

 

 

Step 4 After the installation is complete, click Finish, as shown in Figure A-15. 
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Figure A-15 Completing installation 

 

 

Step 5 After installing the AD domain configurator, configure the NsDomainSvr service.  

Choose Control Panel > Performance and Maintenance > Administrative Tools > 
Services and configure an account created before installing the AD domain configurator as 
the account for initiating the NsDomainSvr service, as shown in Figure A-16. 
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Figure A-16 Configuring the NsDomainSvr service 

 

 

----End 

B.2 Configuring the AD Domain Configurator 
An AD domain configurator can work as either of the following: 

l Scanner 
A scanner regularly scans the list of logged-in users from security logs recorded on the 
AD domain server within a specified period and then sends the obtained user list to the 
NIPS using the specified method. If scanners are multiplexed, these scanners can also 
send collected logs to the specified collector. 

l Collector 
A collector regularly combines and filters user lists received from the scanner and sends 
them to NIPS. 

The configuration procedure is as follows: 

Step 1 After the AD domain configurator is successfully installed and configured, double-click the 
shortcut icon on the desktop to open the login dialog box, as shown in Figure A-17. 
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Figure A-17 Configuring the AD domain configurator 

 

 

Step 2 Configure parameters in the dialog box, as shown in Table A-2. 

Table A-2 Parameters for configuring the AD domain configurator 

Parameter Description 

AD(UNC)Domain Domain name of the AD server. 

IPs of AD Domain 
Controllers 

Specifies the list of IP addresses to be scanned, with one address in each line. This 
parameter is valid only when the AD domain configurator works as a scanner. 
Multiple IP addresses should be separated by carriage returns, with one in each 
line. 

Scanning Interval Specifies the interval for scanning or collecting information about logged-in users. 

User Ticket Validity Specifies the validity period of user authentication. The default value is 10 hours. 

Lower-Level Device 
IP 

Specifies the IP addresses of NIPS devices, with each in a separate line. Multiple 
IP addresses should be separated by carriage returns, with one in each line. 

Lower-Level Device 
Port Specifies the communication port of NIPS. The default value is 6400. 

 

----End 
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C Default Parameters 

Default parameters include default interface settings, default administrator accounts, and 
communication parameters of the console port. 

C.1 Default Interface Settings 

IP 

� M:192.168.1.1 
� H1: 192.168.2.1 (whether H1 interface exists depends on the hardware 

platform) 
� G1/1:0.0.0.0 
� G1/2:0.0.0.0 
� … (For working interfaces not for management purposes, their initial IP 

addresses are all 0.0.0.0.) 

Netmask 255.255.255.0 

 

C.2 Default Administrator Accounts 

 
Web 

Operator Web Auditor 
Console 

Administr
ator 

ESPC 
Administrator 

BSA 
Administrato

r 

User 
Name 

admin 

auditor 

conadmin admin admin 

Password 

No default password 
(the password is 
set when admin enables 
this account) 
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C.3 Communication Parameters of the Console Port 

Baud Rate 115200 

Data Bits 8 

 


