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This document presents basic configurations and how to 

use main functions of NSFOCUS Network Intrusion Prevention 

System (NIPS) for first-time users. 

1.  Deployment and Configuration 

1.1  Typical Deployment 

NIPS is usually deployed in the network environment in 

direct mode (also known as virtual wire deployment for certain 

models). M is the management interface, and G1/1 and G1/2 

are a pair of interfaces for direct connection, as shown in Figure 

1.1. 
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Figure 1.1 Typical deployment topology 

1.2  Configuration Flow 

Figure 1.2 shows the flow for configuring NIPS after it is 

deployed in the network environment. For details about NIPS's 
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main functions and configuration flow, see NSFOCUS NIPS 

User Guide. 
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Figure 1.2 Quick configuration flow 
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2.  Operation 

2.1  Getting Started 

2.1.1  Importing the License 

During the first login, you must import the license before 

using NIPS. 

For the first time you log in to NIPS, the Import License 

dialog box appears, as shown in Figure 2.1. 
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Figure 2.1 Import License dialog box 

After the license is imported, NIPS automatically configures 

interfaces, enables the default policy template, and enables the 

blocking function. 

2.1.2  Logging In to the Web-based Manager 

On a management host, connect the IP address of the 

management interface of NIPS in HTTPS mode by typing, for 
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example, the initial IP address, such as https://192.168.1.1, in 

the address bar of the IE browser. 

Press Enter. A security alert appears. Click Continue to 

this website (not recommended) to accept the channel 

secured by the NIPS certificate. The NIPS login page appears, 

as shown in Figure 2.2. 

 

Figure 2.2 Login page 

Enter the user name and password (For the first login, the 

default user name and password are both admin. After login, 

https://192.168.1.1/
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you must change the default password to one that meets the 

password complexity requirement). 

2.1.3  Configuring the IP Address of the Management 

Interface 

Choose Network > Interface, and click  in the 

Operation column of interface M to set an IP address for the 

management interface, as shown in Figure 2.3. After the IP 

address is configured, choose System > System Control and 

click Reboot Engine to make it take effect. 
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Figure 2.3 Configuring the IP address of the management interface 

2.2  Configuring Policies 

On NIPS, all policies are configured based on objects. 

Therefore, object creation precedes policy configuration. For 



 

- 10 - 

how to configure objects, see section chapter 6 "Objects" in the 

NSFOCUS NIPS User Guide. 

 

 

 After configuring policies, you must click Apply 

Settings in the upper-right corner of the 

corresponding policy page or click Apply 

Settings under System > System Control to 

make them take effect. 

 After configuring interfaces and security zones, 

you must choose System > System Control 

and click Apply Settings to make new settings 

take effect. 
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2.2.1  Intrusion Prevention Policies 

This section consists of three parts: IPS policy, DoS 

prevention, and DNS configuration. 

 IPS policy configuration 

Choose Policy > IPS > IPS Policy. Click New and 

configure parameters in the dialog box that appears, as shown 

in Figure 2.4. 
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Figure 2.4 Creating an intrusion prevention policy 

Table 2-1 describes parameters for configuring an intrusion 

prevention policy. 

Table 2-1 Parameters for configuring an intrusion prevention policy 
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Parameter Description 

Src Security 

Zone 

Specifies one or more source security zones to which 

this intrusion prevention policy will apply.  

Dst Security 

Zone 

Specifies one or more destination security zones 

to which this intrusion prevention policy will apply. 

For NIPS NX5-T9010A and NX5-T9020A, the source 

security zone and destination security zone must be the 

same for an intrusion prevention policy. After you 

specify a source security zone, the destination security 

zone changes automatically. 

Src Addr Object Specifies one or more source addresses to which this 

intrusion prevention policy will apply.  

any indicates that packets from any IP addresses will 

be checked against this policy. 

Dst Addr Object Specifies one or more destination addresses to which 

the intrusion prevention policy will apply. 
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Parameter Description 

any indicates that packets to any IP addresses will be 

checked against this policy. 

User Specifies users to which this policy will apply, which can 

be any, Trusted user, Untrusted user, or Custom 

User. 

Time Object Specifies the period when this intrusion prevention 

policy takes effect. any indicates that this policy is valid 

at any time. 

Rule Template Specifies the rule template to be referenced by the 

policy. NIPS rule templates consist of system rule 

templates and user rule templates. System rule 

templates are subdivided into built-in templates and 

derived templates. 

Protection Mode Controls whether to enable the protection mode. By 

default, it is enabled. 



 

- 15 - 

Parameter Description 

 After the protection mode is enabled, NIPS blocks 

attack sessions or isolates attack IP 

addresses when the blocking or isolation rule in the 

rule template is triggered. 

 After the protection mode is disabled, NIPS only 

generates alert logs. 

Description Brief description of the intrusion prevention policy. 

 

 DoS Prevention 

With the built-in DoS prevention module, NIPS detects and 

defends against DoS attacks. With DoS prevention policies, you 

can configure NIPS to defend specific network objects against 

the following types of attacks: 

 Flood attacks 
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 Port scanning attacks 

 Ping sweep attacks 

 ARP spoofing attacks 

 Application-layer attacks 

Choose Policy > IPS > DoS Prevention to configure 

parameters for various DoS prevention policies. 

 DNS Configuration 

With the DNS blacklist and whitelist, NIPS can handle DNS 

query packets quickly. 

 DNS blacklist: NIPS blocks DNS query packets that 

request access to URLs in the blacklist, without further 

checks. 
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 DNS whitelist: NIPS forwards DNS query packets that 

request access to URLs in the whitelist, without further 

checks. 

Choose Policy > IPS > DNS Configuration to configure 

the DNS whitelist and blacklist. 

2.2.2  Data Leak Policy 

Data leak prevention policies include sensitive data 

protection policies, file identification policies, server exception 

protection, and server exception learning policies. 

 Sensitive data protection 

Sensitive data protection policies are used to identify key 

data in certain circumstances to prevent the leakage of internal 

sensitive data (such as telephone numbers, identity card 
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numbers, and bank card numbers), thereby guaranteeing the 

information security on the intranet. 

Choose Policy > Data Leak Protection > Sensitive Data 

Protection. Click New and configure parameters in the dialog 

box that appears, as shown in Figure 2.5. 

 

Figure 2.5 Creating a sensitive data protection policy 
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Table 2-2 describes parameters for configuring a sensitive 

data protection policy. 

Table 2-2 Parameters for configuring a sensitive data protection policy 

Parameter Description 

Src Security 

Zone 

Specifies one or more source security zones to which 

this sensitive data protection policy will apply. 

global indicates that packets from any security 

zones will be checked against this policy. 

Dst Security 

Zone 

Specifies one or more destination security zones 

to which this sensitive data protection policy will apply. 

global indicates that packets to any security zones will 

be checked against this policy. 

For NIPS NX5-T9010A and NX5-T9020A, the source 

security zone and destination security zone must be the 

same for a sensitive data protection policy. After you 
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Parameter Description 

specify a source security zone, the destination security 

zone changes automatically. 

Src/Dst Addr 

Object 

Specifies one or more source and destination address 

objects to which this policy will apply. 

any indicates that packets to or from any IP 

addresses will be checked against this policy. 

User Specifies users to which this policy will apply, which can 

be any, Trusted user, Untrusted user, or Custom 

user. 

Time Object Specifies the period when this sensitive data protection 

policy takes effect. any indicates that this policy is valid 

at any time. 

Service Specifies services to which this policy will apply. 

It has such values as any, HTTP, FTP, and EMAIL. 

The value any indicates that this sensitive data 

protection policy takes effect to any service. 
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Parameter Description 

Sensitive data Specifies the sensitive data to be protected by this 

policy. 

Protection Mode Controls whether to enable the protection mode. By 

default, it is disabled. After the protection mode is 

enabled, NIPS will block packets hitting this policy. 

Description Brief description of the sensitive data protection policy. 

 

 File identification 

File identification policies are used to identify file formats of 

data traffic in certain circumstances, thereby guaranteeing the 

information security on the intranet. 

Choose Policy > Data Leak Protection > File 

Identification. Click New and configure parameters in the 

dialog box that appears, as shown in Figure 2.6. 
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Figure 2.6 Creating a file identification policy 

Table 2-3 describes parameters for configuring a file 

identification policy. 

Table 2-3 Parameters for configuring a file identification policy 
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Parameter Description 

Src Security 

Zone 

Specifies one or more source security zones to which 

this file identification policy will apply. 

global indicates that packets from any security 

zones will be checked against this policy. 

Dst Security 

Zone 

Specifies one or more destination security zones 

to which this file identification policy will apply. 

global indicates that packets to any security zones will 

be checked against this policy. 

For NIPS NX5-T9010A and NX5-T9020A, the source 

security zone and destination security zone must be the 

same for a file identification policy. After you specify a 

source security zone, the destination security zone 

changes automatically. 

Src/Dst Addr 

Object 

Specifies one or more source and destination address 

objects to which this policy will apply. 
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Parameter Description 

any indicates that packets from or to any IP 

addresses will be checked against this policy. 

User Specifies users to which this policy will apply, which can 

be any, Trusted user, Untrusted user, or Custom 

user. 

Time Object Specifies the period when this policy takes effect. any 

indicates that this file identification policy is valid at any 

time. 

Service Specifies services to which this policy will apply. 

It has such values as any, HTTP, FTP, and EMAIL. 

any indicates that this policy applies to any service. 

File Format Specifies file formats to be identified by this policy. any 

indicates that this file identification policy takes effect to 

all file formats. 
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Parameter Description 

Protection Mode Controls whether to enable the protection mode. By 

default, it is disabled. After the protection mode is 

enabled, NIPS will block packets hitting this policy. 

Description Brief description of the file identification policy. 

 

 Server exception protection 

Server exception protection policies identify outreach 

behaviors of servers in certain circumstances. You can specify 

legitimate outreach behaviors by setting the allowed server 

outreach IP address, protocol, and port. All outreach behaviors, 

except the defined legitimate ones, are considered illegitimate 

and will be filtered by the server exception protection policy. 
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NIPS can provide protection against outreach behaviors of 

a maximum of 1000 servers. You can configure a server 

exception policy in either of the following two ways: 

 Common configuration 

Choose Policy > Data Leak Protection > Server 

Exception Protection. Click New and configure parameters in 

the dialog box that appears, as shown in Figure 2.7. 
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Figure 2.7 Creating a server exception protection policy 

Table 2-4 describes parameters for configuring a server 

exception protection policy. 

Table 2-4 Parameters for configuring a server exception protection policy 

Parameter Description 

Name Specifies the name of the server exception 

protection policy. 

Server IP Specifies the IP address of the server protected by 

the policy. 

Illegal Outreach 

Alert 

Controls whether to alert for illegal outreach 

behaviors. 

Allowed Server 

Outreach Address 

Defines legitimate server outreach behaviors. 

Click New, define the allowed IP address, protocols, 

and ports, and click OK to commit the settings. Table 
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Parameter Description 

2-5 describes parameters for defining legitimate 

outreach behaviors. 

 

Figure 2.8 Defining legitimate server outreach behaviors 

Table 2-5 Parameters for defining server outreach behaviors 
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Parameter Description 

Outreach IP 

Address 

Specifies an IP address to which the server is allowed to 

connect. 

TCP/Port Specifies the TCP port which the specified IP address 

opens to the server. 

UDP/Port Specifies the UDP port which the specified IP address 

opens to the server. 

ICMP Controls whether the specified IP address provides the 

ICMP service to the server. 

 

 Quick configuration 

Based on the outreach information learned by NIPS, you 

can quickly configure server exception protection policies. 

Choose Policy > Data Leak Protection > Server 

Exception Learning. Select one or more entries from Server 

List (The server information in this list is obtained from server 
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exception learning. For how to configure server exception 

learning, see the following server exception learning.), and then 

click Add Legitimate Server Connection. After that, the 

outreach behaviors involving IP addresses and ports other than 

the specified ones are taken as illegitimate 

 Server exception learning 

After server exception learning is configured, NIPS 

captures outreach data from specified servers and learns the 

port and service information in the active outreach data. NIPS 

identifies all network behaviors of servers by means of auto-

learning. You can identify illegitimate outreach behaviors 

according to learning results. 
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To set server learning parameters, choose Policy > Data 

Leak Protection > Server Exception Learning, and then click 

Start Learning. See Figure 2.9. 

 

Figure 2.9 Area for setting server learning parameters 

Table 2-6 describes parameters for configuring server 

exception learning. 

Table 2-6 Parameters for configuring server exception learning 

Parameter Description 

Server IP Specifies the IP address of a server on which NIPS will 

perform auto-learning. 
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Parameter Description 

You can select a server IP address from the drop-down 

list, which is configured under Object > Network > 

Subnet. 

Learning Time Specifies the period when NIPS learns the server's 

unsolicited outreach behavior data. It has such values 

as 1 hour, 12 hours, 1 day, and 1 week. 

Outreach 

Address Whitelist 

Specifies the outreach IP address whitelist. NIPS does 

not perform server exception learning for packets 

exchanged between the server and IP addresses 

included in the whitelist. 

Outreach Address Whitelist and Outreach Protocol 

Whitelist form an AND relationship. That is to say, only 

packets that meet both conditions are exempt from 

server exception learning. 

Outreach 

Protocol Whitelist 

Specifies the outreach protocol whitelist. NIPS does not 

perform server exception auto-learning for packets 
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Parameter Description 

exchanged between the server and outreach IP 

addresses by using protocols included in the whitelist. 

Outreach Address Whitelist and Outreach Protocol 

Whitelist form an AND relationship. That is to say, only 

packets that meet both conditions are exempt from 

server exception learning. 

 

2.2.3  Reputation Policies 

NIPS's reputation protection comprises Botnet prevention 

and protection for web reputation and file reputation. 

 Reputation Library Source 

This setting controls whether the reputation library is 

obtained from the reputation cloud or ESPC. 
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Choose Policy > Reputation. The Reputation page appears, 

as shown in Figure 2.10. 

 

Figure 2.10 Reputation Library Source area 

 Botnet Prevention 

A botnet is to intrude the host and plant zombie programs. 

It spreads by means of remote attacks, weak password 

scanning, email attachments, and malicious files. Embedding a 

trojan into web pages is the main spreading method. 
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With a built-in advanced botnet detection engine and real-

time botnet cloud rules, NIPS provides comprehensive 

protection against botnets. 

Choose Policy > Reputation. In the Botnet Prevention 

area, you can determine whether to enable Botnet detection 

and block Botnet detections, as shown in Figure 2.11. 

 

Figure 2.11 Botnet prevention area 

 Web Reputation 
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In addition to the built-in malicious website library, NIPS 

also allows you to flexibly set reputation values based on the 

malicious website library to realize website filtering. 

Choose Policy > Reputation. Configure web reputation 

parameters, as shown in Figure 2.12. 
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Figure 2.12 Web reputation page 

1. Click Yes to enable web reputation. 

2. Configure the web reputation policy. 
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a. Move the upper cursor to set the reputation value 

for websites to be alerted or blocked. 

b. Move the lower cursor to set the reputation value for 

allowed websites. 

c. Click Advanced Options to set the website whitelist. 

 File reputation 

NIPS obtains the file reputation value by calculating the 

MD5 value of the restored file and comparing it with the hash 

value of the reputation file. Then NIPS generates an alert or 

blocks the file as configured, thereby effectively preventing the 

transmission of suspicious files on the intranet and protecting 

the network security. 

File reputation configuration involves two parts: File 

reputation detection policy and file whitelist. 
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 File reputation detection policy 

Choose Policy > Reputation. Configure file reputation 

parameters, as shown in Figure 2.13. 

 

Figure 2.13 File Reputation area 

1. Click Yes to enable file reputation. 

2. Configure the file reputation policy. 
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a. Move the upper cursor to set the reputation value for 

files to be alerted or blocked. 

b. Move the lower cursor to set the reputation value for 

allowed files. 

 File whitelist 

The file whitelist contains MD5 values of files for which 

reputation detection is unnecessary.  

Choose Policy > Reputation. Click New in the upper-right 

corner of the File Whitelist area. 
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Figure 2.14 Adding a file whitelist entry 

Type an MD5 value and necessary descriptive information and 

click OK to save the settings. 

2.2.4  Advanced Threat Protection Policy 

To enable advanced threat protection, you need to 

configure parameters for collaboration between NIPS and 
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NSFOCUS Threat Analysis Center (TAC). This involves NIPS-

TAC collaboration configuration, detection object configuration, 

and network segment for collaboration analysis. 

Choose Policy > Advanced Threat Protection > 

Advanced Threat Protection. 

 

Figure 2.14 Advanced Threat Protection page 

1. Configure NIPS-TAC collaboration parameters: 
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 Local TAC: Set Server IP (IP address of local 

TAC), Username, and Password for 

collaboration authentication. 

 Cloud-side TAC: After Cloud-side TAC is 

selected, Server IP is automatically set to the 

domain name of the cloud and Username and 

Passwords disappear. 

2. Configure detection objects: Set types of files to be sent 

to TAC for checks. Only files of the specified types of 

files will be sent to TAC for checks. 

3. Configure network segment for collaboration analysis: 

Only files that match the enabled rules are sent to TAC for 

checks.  
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2.2.5  URL Category Policy 

URL category filtering is a web page filtering function. With 

URL category filtering policies, NIPS can filter HTTP request 

packets based on the following: 

  

  

  

  

NIPS can obtain URL categories by means of the following: 

 Built-in categories: NIPS comes with certain URL 

categories. Each category contains websites that will 

be filtered. 
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 Categories obtained from the server in the cloud: 

NIPS can obtain URL category classification rules 

from the server in the cloud. 

 Custom URL categories: URL categories created by 

administrators. 

To configure a URL category filtering policy, follow these 

steps: 

Choose Policy > URL Category. Click New and configure 

parameters in the dialog box that appears, as shown in Figure 

2.15. 



 

- 46 - 

 

Figure 2.15 Creating a URL category policy 

Table 2-7 describes parameters for configuring a URL 

category policy. 

Table 2-7 Parameters for configuring a URL category policy 
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Parameter Description 

Src Security 

Zone 

Specifies one or more source security zones 

to which this URL filtering policy will apply. 

global indicates that packets from any security 

zones will be checked against this policy. 

Dst Security 

Zone 

Specifies one or more destination security zones 

to which this URL filtering policy will apply. 

global indicates that packets to any security 

zones will be checked against this policy. 

For NIPS NX5-T9010A and NX5-T9020A, the 

source security zone and destination security zone 

must be the same for a URL filtering policy. After 

you specify a source security zone, the destination 

security zone changes automatically. 

Src/Dst Addr 

Object 

Specifies one or more source and destination 

address objects to which this policy will apply. 
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Parameter Description 

any indicates that packets from or to any IP 

addresses will be checked against this policy. 

User Specifies users to which this policy will apply, which 

can be any, Trusted user, Untrusted user, or 

Custom user. 

Time Object Time periods when this policy takes effect. any 

indicates that this policy is valid at any time. 

Rule Specifies URL categories contained in the URL 

category policy and corresponding processing 

methods. The processing method has two values: 

Block and Log. 

Description Brief description of the URL filtering policy. 
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2.2.6  Antivirus Policy Configuration 

Antivirus policies enable NIPS to provide protection against 

viruses. You can set a virus whitelist to allow certain virus files 

to pass. 

Choose Policy > Antivirus. Click New and configure 

parameters in the dialog box that appears, as shown in Figure 

2.16. 
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Figure 2.16 Creating an antivirus policy 

Table 2-8 describes parameters for configuring an antivirus 

policy. 

Table 2-8 Parameters for configuring an antivirus policy 

Parameter Description 

Src Security 

Zone 

Specifies one or more source security zones 

to which this antivirus policy will apply. 
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Parameter Description 

global indicates that packets from any security 

zones will be checked against this policy. 

Dst Security 

Zone 

Specifies one or more destination security zones 

to which this antivirus policy will apply. 

global indicates that packets to any security 

zones will be checked against this policy. 

For NIPS NX5-T9010A and NX5-T9020A, the 

source security zone and destination security 

zone must be the same for an antivirus policy. 

After you specify a source security zone, the 

destination security zone changes automatically. 

Protocol Specifies protocols to which this policy will apply. 

It has such values as http, ftp, smtp, and pop3. 

Src/Dst Addr 

Object 

Specifies one or more source and destination 

address objects to which this policy will apply. 
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Parameter Description 

any indicates that packets destined for any IP 

addresses will be checked against this policy. 

User Specifies users to which this policy will 

apply, which can be any, Trusted user, 

Untrusted user, or Custom user. 

Time Object Specifies time periods when this policy takes 

effect. any indicates that this policy is valid at any 

time. 

Protection Mode 

Controls whether to enable the protection mode. 

By default, it is enabled. 

If the protection mode is enabled, the system will 

block packets matching this antivirus policy; 

otherwise, NIPS only generates alert logs. 

Virus Name 

Whitelist 

Specifies virus names in the whitelist which will 

not be scanned by the antivirus engine. Multiple 

virus names are separated by carriage returns. 
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Parameter Description 

Description Brief description of the antivirus policy. 

2.2.7  Application Management Policy 

This module involves application management policies and 

asset identification policies.  

 Application management policies 

With application management policies, NIPS can control 

packets based on applications or services. The control actions 

include allowing to pass through, blocking, and reporting log 

alerts. 

Choose Policy > Application Management > App Mgmt 

Policy. Click New and configure parameters in the dialog box 

that appears, as shown in Figure 2.17. 
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Figure 2.17 Creating an application management policy 

Table 2-9 describes parameters for configuring an 

application management policy. 

Table 2-9 Parameters for configuring an application management policy 
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Parameter Description 

Src Security 

Zone 

Specifies one or more source security zones 

to which this application management policy will 

apply. 

global indicates that packets from any security 

zones will be checked against this policy. 

Dst Security 

Zone 

Specifies one or more destination security zones 

to which this application management policy will 

apply. 

global indicates that packets to any security 

zones will be checked against this policy. 

For NIPS NX5-T9010A and NX5-T9020A, the 

source security zone and destination security zone 

must be the same for an application management 

policy. After you specify a source security zone, the 

destination security zone changes automatically. 
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Parameter Description 

Src/Dst Addr 

Object 

Specifies one or more source and destination 

address objects to which this policy will apply. 

any indicates that packets to or from any IP 

addresses will be checked against this policy. 

User Specifies users to which this policy will apply, which 

can be any, Trusted user, Untrusted user, or 

Custom user. 

Application Specifies applications to which this policy will apply. 

For how to configure an application object, see 

sections 6.4.1 and 6.4.2 of NSFOCUS NIPS User 

Guide. 

At least one of Application, Application Filter, 

Application Group, and Service must be specified. 

Application 

Group 

Specifies the application group to which this 

policy will apply. For how to configure application 
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Parameter Description 

group objects, see "Application Group" in the 

NSFOCUS NIPS User Guide. 

At least one of Application, Application Filter, 

Application Group, and Service must be specified. 

Application Filter Specifies an application filter or more to pick out 

applications that will be checked against this policy. 

For how to configure an application filter, see 

section 6.4.4 "Filter" in the NSFOCUS NIPS User 

Guide. 

At least one of Application, Application Filter, 

Application Group, and Service must be specified. 

Service Specifies service objects to which this policy will 

apply. 

At least one of Application, Application Filter, 

Application Group, and Service must be specified. 
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Parameter Description 

Time Object Specifies the period when this application 

management policy takes effect. 

any indicates that this policy is valid at any time. 

Block Specifies how to handle packets hitting this 

policy, which can be one of the following: 

 Block: blocks packets hitting this policy are 

not allowed to pass. 

 Accept: allows packets hitting this policy to 

pass through this module. 

 Forward (only available to NIPS NX5-T9010A 

and NX5-T9020A): passes packets hitting this 

policy through, with no further detection. 

Note: You can select Forward for Block only when 

services at layers 4 to 6 (i.e., transport layer, 

session layer, and presentation layer) are specified 
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Parameter Description 

for Service and Application, Application Filter, 

and Application Group are not specified. 

Log Controls whether to log related events. 

If Yes is selected, NIPS will generate a log when 

packets hit this policy 

Description Brief description of this policy 

 

 Asset identification policy 

After ESPC properly collaborating with NIPS dispatches an 

asset tree to NIPS, NIPS identifies assets by IP address based 

on the asset identification policy configured here, and then shows 

identification results on the asset details page. 

Choose Policy > Application Management > Asset 

Identification. 
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Figure 2.18 Configuring the asset identification policy 

Table 2-10 describes parameters for creating the asset 

identification policy. 

Table 2-10 Parameters for creating the asset identification policy 
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Parameter Description 

Asset Identification Controls whether to enable asset identification. 

By default, this function is disabled. 

After receiving policies from ESPC, NIPS 

automatically turns on asset identification. 

Log Sending Cycle Interval for sending asset-related logs. The 

value range is 0–3600 seconds. 

Max Number of IPs 

in the Cycle 

Maximum number of IP addresses from which 

asset-related logs can be sent within a log 

sending cycle. 

Operating System 

Hits 

A log is sent to ESPC and BSA when an 

operating system is identified for the number of 

times specified here within a log sending cycle. 

The value range is 0–255. 
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Parameter Description 

Validity of Operating 

System Hits 

When the number of consecutive log sending 

times for an operating system reaches the value 

specified here, NIPS deems an asset running 

this operating system to be a trusted one 

and will not attempt to identify it again. 

Browser Hits A log is sent when a browser is identified for the 

number of times specified here within a log 

sending cycle. The value range is 0–255. 

Antivirus Hits 

A log is sent when a piece of antivirus software 

is identified for the number of times specified 

here within a log sending cycle. The value range 

is 0–255. 

Sampling Cycle Cycle for sampling each attribute of an asset. 

The value range is 0–3600 seconds. 
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Parameter Description 

Max Number of 

Samples 

Number of times each attribute of an asset can 

be sampled within one sampling cycle. The 

value range is 0–3600. 

 

2.2.8  Traffic Management Policy 

NIPS's traffic management policies can be divided into 

traffic analysis policies and traffic control policies. 

 Traffic control policy 

Choose Policy > Traffic. Click New and configure 

parameters in the dialog box that appears, as shown in Figure 

2.6. To configure a traffic analysis policy, select Shape in the 

dialog box. 
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Figure 2.6 Creating a traffic analysis policy 
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Table 2-11 describes parameters for configuring a traffic 

control policy. 

Table 2-11 Parameters for configuring a traffic control policy 

Parameter Description 

Line Specifies a line to which this policy will apply. 

Action Specifies the action, which can be Analyze or 

Control. Here, you need to select Shape. 

Traffic Channel Specifies a traffic channel to which this policy will 

apply. 

Src Security Zone Specifies one or more source security zones to which 

this traffic control policy will apply. 

global indicates that packets from any security 

zones will be checked against this policy. 

Dst Security Zone Specifies one or more destination security zones 

to which this traffic control policy will apply. 
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Parameter Description 

global indicates that packets to any security 

zones will be checked against this policy. 

For NIPS NX5-T9010A and NX5-T9020A, the source 

security zone and destination security zone must be 

the same for a traffic control policy. After you specify 

a source security zone, the destination security zone 

changes automatically. 

Src Addr Object Specifies the source IP address object of uplink 

traffic.  

 Src Addr Object should not be any when 

Security Zone is set to global or direct (vwire 

for certain models). 

 Per IP is available only for a traffic control policy 

(when Shape is selected for Action). If you 

select Per IP, NIPS controls traffic for each IP 

address included in source address objects. If 
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Parameter Description 

you do not select it, NIPS controls traffic for 

source address objects on the whole. 

Src Security 

Zone/Src Addr 

Object 

Specifies a security zone and source IP addresses of 

uplink traffic. 

User Specifies the users to which the traffic control 

policy will apply, which can be any, Trusted user, 

Untrusted user, or Custom user. 

Application Specifies application objects that will be checked 

against this policy. 

Application Group 
Specifies application group objects that will be 

checked against this policy. 

Time Object Specifies the period when this policy takes effect. 

any indicates that this policy is valid at any time. 

Description Brief description of this policy. 
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 Traffic analysis policy 

Choose Policy > Traffic. Click New and configure 

parameters in the dialog box that appears, as shown in Figure 

2.7. To configure a traffic analysis policy, select Analyze in the 

dialog box. 
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Figure 2.7 Creating a traffic analysis policy 
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For parameter descriptions, see Table 2-11. 

2.3  Performing Other Configurations 

2.3.1  Exception Rule Creation 

If you do not want NIPS to detect real-time alert events 

against a certain rule, you can add this rule as an exception. 

To add an IPS event as an exception, choose Alert 

Center > IPS Event. Point to the IPS event, and click Add 

Exception adjacent to the IPS event name. 

Alternatively, choose Object > Rule > Exception Rule, 

click New, and then configure parameters in the dialog box that 

appears. 



 

- 71 - 

2.3.2  Rule Query 

Choose Object > Rule > Rule Query. On the Rule Query 

page, you can query detailed information about rules included 

in the intrusion prevention rule base. 

You can search for rules by rule name or rule ID. For more 

accurate search, an administrator can also narrow down the 

searching range by setting Advanced Options, as shown in 

Figure 2.24. 

 

Figure 2.24 Advanced Options area 
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2.3.3  System Management 

Main contents of NIPS system management are shown in 

Figure 2.25. 

 

Figure 2.25 System management 
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2.4  Checking Protection Results 

You can check protection results through the following 

modules. 

2.4.1  Home 

Choose Home to query information about the NIPS status, 

traffic analysis, and online users, as well as hardware 

monitoring information. 

2.4.2  Alert Center 

Choose Alert Center > All to view all alert events or select 

a specific event submenu to view the real-time alert information 

of a specific event type, such as intrusion prevention events, 
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data leak events, reputation events, URL category events, and 

antivirus events. 

2.4.3  Log 

Choose Logs and Reports > Security Log to query 

various logs, including intrusion prevention logs, data leak 

protection logs, reputation logs, and antivirus logs. 

Choose Logs and Reports > Web Behavior Log to view 

application management logs and URL category logs. 

Choose Logs and Reports > O&M Log to view 

authentication logs, authentication state, running logs, and 

hardware logs. 

Choose Logs and Reports > Asset Details to view asset 

identification logs.  



 

- 75 - 

Only the auditor can view all system logs, including login 

logs, operation logs, and system startup logs under Logs and 

Reports > System Log.  

2.4.4  Report 

Choose Logs and Reports > Report to query reports 

about various events, including intrusion prevention events, 

data leak protection events, application management events, 

reputation events, URL category filtering events, and antivirus 

events. 
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Appendix A Default Parameters 

A.1 Default Configurations of the Management 

Interface 

IP Address  M:192.168.1.1 

 H1:192.168.2.1 (whether H1 interface 

exists depends on the hardware platform) 

 G1/1:0.0.0.0 

 G1/2:0.0.0.0 

 …(For working interfaces not for 

management purposes, their initial IP 

addresses are all 0.0.0.0.) 

Subnet 

Mask 

255.255.255.0 

A.2 Default User Account 
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 User Name Password 

Web Operator admin 

Web Auditor 

auditor 

Specified by 

admin when this 

account is enabled 

Web Maintainer supervisor 

ESPC Administrator admin 

BSA Administrator admin 

Console Administrator conadmin 

 

A.3 Communication Parameters of the Console 

Port 

Baud Rate 115200 

Data Bits 8 
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A.4 Default CLI Administrator Account 

User Name 
shell 

Password 

 


