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Preface 

Scope 

This document describes the basic information about NSFOCUS Network Intrusion 

Prevention System (NIPS) and the procedures for installing and maintaining NIPS. 

This document is provided for reference only. It may slightly differ from the actual product 

due to version upgrade or other reasons. 

Audience 

This document is intended for the following users: 

 Users who wish to know main features and usage of NIPS 

 System administrator 

 Network administrator 

After reading this document, you can: 

 Know the appearance of NIPS. 

 Install NIPS 

Organization 

Chapter Description 

1 Basic Information Describes appearance and hardware parameters of NIPS. 

2 Preparations Describes preparations before installing NIPS. 

3 Installation Procedure Describes how to install NIPS. 

4 Troubleshooting Describes how to troubleshoot NIPS. 

A Default Parameters Presents default settings of NIPS. 

Conventions 

Convention Description 

Bold font 
Keywords, names of screen elements like buttons, drop-down lists or fields, and 

user-entered text appear in bold font. 
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Convention Description 

Italic font 
Document titles, new or emphasized terms, and arguments for which you supply 

values are in italic font. 

 Reminds users to take note. 

 Indicates a tip to make your operations easier. 

 
Indicates a situation in which you might perform an action that could result in 

equipment damage or loss of data. 

 
Indicates a situation in which you might perform an action that could result in 

bodily injury. 

A > B Indicates selection of menu options. 

Customer Support 

Email: support@nsfocusglobal.com 

Portal: https://nsfocus.desk.com/ 

Contacts: 

 USA: +1-844-673-6287 or +1-844-NSFOCUS 

 UK: +44 808 164 0673 or +44 808 164 0NSF 

 Australia: +61 2 8599 0673 or +61 2 8599 0NSF 

 Netherlands: +31 85 208 2673 or +31 85 208 2NSF 

 Brazil: +55 13 4042 1673 or +55 13 4042 1NSF 

 Japan: +81 3-4510-8673 or +81 3-4510-8NSF 

 Singapore: +65 3158 3757 

 Hong Kong +852 5803 2673 or +852 5803 2NSF 

 Middle East: +973 1619 7607 

support@nsfocusglobal.com
https://nsfocus.desk.com/
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1 Basic Information 

NIPS consists of 1000M low-end, 1000M medium-range and high-end series and 10G series, 

and applies to various networking environments of governments, enterprises, carriers, and 

other organizations. 

1.1 Hardware Appearance 

Real products of different lots or models may differ slightly. 

On the expansion module, you can choose four electrical ports, eight electrical ports, four 

optical ports, eight optical ports, two 10G ports, or no port as required. Expansion modules 

are indicated by ⑧, ⑨, and ⑩ in Figure 1-1, Figure 1-3, and Figure 1-5 respectively. 

1.1.1 1000M Low-End Series 

Figure 1-1 and Figure 1-2 show the front panel and rear panel of 1000M low-end series 

respectively. 

Figure 1-1 Front panel of the1000M low-end series 

 

 

① System LED ② Power LED ③ Status LED ④ Serial RJ45 port 

⑤ USB port ⑥ Management port ⑦ Management 

port/working port 

⑧ Expansion module 
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Figure 1-2 Rear panel of the 1000M low-end series 

 

 

① Ground connector ② Power switch ③ Power port 

 

1.1.2 1000M Medium-Range and High-End Series 

Figure 1-3 and Figure 1-4 show the front panel and rear panel of 1000M medium-range and 

high-end series respectively. 

Figure 1-3 Front panel of 1000M medium-range and high-end series 

 

 

① Reset key ② Status LED ③ Power LED 

④ System LED ⑤ Serial RJ45 port ⑥ Management port 

⑦ USB port ⑧ Management port/working 

port 

⑨ Expansion module 

 

Figure 1-4 Rear panel of 1000M medium-range and high-end series 
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① Ground 

connector 

② Power switch ③ Button for removing an  

alert when only one power 

supply is available 

④ Power port 

 

1.1.3 10G Series 

Figure 1-5 and Figure 1-6 show the front panel and rear panel of the 10G series respectively. 

Figure 1-5 Front panel of the 10G series 

 

 

① Power 

button 

② Reset key ③ Power LED ④ Status LED ⑤ System LED 

⑥ Management 

port 

⑦ Management 

port 

⑧ Serial RJ45 

port 

⑨ USB port ⑩ Expansion 

module 

 

Figure 1-6 Rear panel of the 10G series 

 

 

① Power port ② Power switch ③ Button for removing an  

alert when only one power 

supply is available 

④ Ground connector 
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1.2 LEDs 

Five types of LEDs are equipped on chassis front panels, as described in the following: 

Table 1-1 LED indications 

LED LED Status Meaning 

Power LED (PWR) On The power is properly supplied. 

Off The power is off or abnormal. 

Status LED (STA) Blinking The system is reading or writing data 

Off The system is idle. 

System LED (SYS) Green The device is working under a proper load. 

Orange The CPU usage of the device is high. 

Red The CPU usage of the device is extremely high. 

LED on either side of a 

network port 

Green (LINK)  On: indicates that a link is already established. 

 Off: indicates that no link is established. 

Yellow (ACT)  Blinking: indicates that the device is 

transmitting or receiving data. 

 Off: indicates that no data is being transmitted 

or received. 

Bypass LED of 1000M 

series (marked with IDs 

on the front panel) 

On The bypass function is enabled for the port. 

Off The bypass function is disabled for the port. 

Bypass LED of 10G 

series (marked with IDs 

on the front panel) 

Red The bypass function is enabled for the port. 

Green The bypass function is disabled for the port. 

1.3 Power Supply 

NIPS supports both AC power supply and DC power supply. NIPS is equipped with a 1+1 

redundant power system. The control circuit controls the two power supply modules to 

implement power input balance. If one of the power supply modules fails, a built-in buzzer 

makes a buzzing sound. The other power module independently supplies power to NIPS, 

guaranteeing stable power supply for NIPS. Power switches and power port reside on the real 

panel, as shown in Figure 1-2, Figure 1-4, and Figure 1-6. 

 Parameters for AC power supply are as follows: 

− Voltage range: 100–240 V AC at 50 or 60 Hz  

− Maximum output power: 600 W 

 Parameters for DC power supply are as follows: 

− Voltage range: -36 V DC to -72 V DC 

− Maximum output power: 400 W 
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2 Preparations 

Before installing NIPS, you need to check accessories and prepare the network environment, 

common tools, and equipment room environment. 

2.1 Accessories 

Before installation, check whether the following items are included in the accessory box 

delivered with the device. If any accessories are missing or destroyed, please contact the local 

dealer.  

Accessories vary with the product model. For the specific accessories, see the packing list, as 

shown in Table 2-1. 

Table 2-1 Accessories 

Accessory Description 

Straight-through cable 

(green) 

Connects the device to the network. 

Crossover cable 

(yellow) 

Connects a PC to the management port of NIPS so that you can log in to the web-

based manager of NIPS to perform configurations 

Power cable One or two power cables are provided for each device. 

Serial cable Used for the configuration of the NIPS console. 

Rack-mounting 

accessories 

 Front mounting ear: fixes the front end on the rack. 

 Screw: attaches the mounting ears. 

 Rail: adjusts the distance between the device and the rack. 

 Rack rail screw: installs the rack rail. 

 Rubber pad: you can cut it into four pieces along the dotted line and attach 

them to the four corners of or marked places on the device to avoid abrasion. 

 Rack-mounting ear: fixes the rail on the rack. 

 Rack-mounting ear screw: attaches mounting ears. 

 Rack-mounting screw (including nuts and bolts): fastens front and rear 

mounting ears on the rack. 

The number of rack-mounting accessories required for a 1U NIPS device varies 

from that for a 2U NIPS device. For details, see Figure 2-1 and Figure 2-2. 
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Figure 2-1 Accessories for mounting a 1U NIPS device 

 

 

Figure 2-2 Accessories for mounting a 2U NIPS device 

 

2.2 Network Environment Setup 

Table 2-2 describes the network environment required for NIPS to go live. 

Table 2-2 Items required for setting up a network environment 

Item Description 

IP address IP address reserved for NIPS. 

Computer Directly connected to the management port of NIPS so that you can log in to the web-

based manager of NIPS in HTTPS mode for management. 
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Item Description 

Terminal 

software 

Software used for connecting to the console port, for example, HyperTerminal that 

comes with the Windows operating system. 

Browser  IE 7.0 or later and the latest Firefox browser are recommended. 

The recommended screen resolution is 1280 x 1024 or greater. 

 You should deselect the Turn on Pop-up Blocker check box on the browser. 

2.3 Tools and Devices Needed 

 Screwdrivers and screws of various specifications 

 Devices and meters such as terminal and multimeter 

 ESD wrist strap 

 Tape 

2.4 Installation Environment 

 Temperature and humidity: 

− Good ventilation and cooling system 

− Temperature: 0°C-45°C 

− Relative humidity: 10%–95% (non-condensing) 

 ESD: 

− Make sure that the device and floor are well grounded. 

− Use a dust-proof room. 

− Wear ESD gloves or wrist straps when handling the circuit board. 

 Radiation standard: Class A, EN55022, and FCC Part15. 

 The rack must be secure enough and fit for the device. 
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3 Installation Procedure 

3.1 Installation Flow 

Figure 3-1 Installation flow 
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3.2 Rack Mounting 

Figure 2-1 and Figure 2-2 respectively show the appearance and number of accessories 

required for 1U and 2U NIPS devices. 

3.2.1 Putting a 1U NIPS on the Rack 

To put a 1U NIPS on the rack, follow these steps: 

Step 1 Install front mounting ears. 

Fix front rack-mounting ears (①) with screws (②) on both sides at the device front-end 

(three screws at each side, totally six). See Figure 3-2. 

Figure 3-2 Installing front mounting ears 

 

 

Step 2 Install the rack rails. 

Fix rack rails (③) with screws (④) at both sides of the device backend (two screws at each 

side, totally four). See Figure 3-3. 
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Figure 3-3 Installing the rack rails 

 

 

Step 3 Install the front end of the device on the rack. 

Install four nuts (⑤) labeled "Rack Screw" at the front end of the chassis. Place the device in 

the cabinet horizontally to make front rack-mounting ears align with the nuts in the chassis. 

Then fix the device in the cabinet with bolts (⑥) labeled "Rack Screw" (two screws at each 

side). See Figure 3-4. 

Figure 3-4 Installing the front end of the device on the rack 

 

 

Step 4 Install the back end of the device on the rack. 

a. Install four nuts (⑤) labeled "Rack Screw" at the back end of the chassis (two nuts at each 

side). Install rear rack-mounting ears (⑦) at rails with screws (⑧) (three screws at each 

side, total six). 

b. Fix the device in the cabinet with bolts (⑥) labeled "Rack Screw" (two screws at each 

side). See Figure 3-5. 
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Figure 3-5 Installing the back end of the device on the rack 

 

 

----End 

3.2.2 Putting a 2U NIPS on the Rack 

To put a 2U NIPS on the rack, follow these steps: 

Step 1 Install front mounting ears. 

Fix front rack-mounting ears (①) with screws (②) on both sides at the device front-end 

(four screws at each side, totally eight). See Figure 3-6. 

Figure 3-6 Installing front mounting ears 

 

 

Step 2 Install the rack rails. 

Fix rack rails (③) with screws (④) at two sides of the device backend (three screws at each 

side, totally six. Determine the screw hole and the length of rail extended at the chassis 

backend based on the chassis model.). See Figure 3-7. 
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Figure 3-7 Installing rack rails 

 

 

Step 3 Install the frontend of the device on the rack. 

Install four nuts (⑤) labeled "Rack Screw" at the front end of the chassis. Place the device in 

the cabinet in parallel to make front rack-mounting ears align with the nuts in the chassis. 

Then fix the device in the cabinet with bolts (⑥) labeled "Rack Screw" (two screws at each 

side). See Figure 3-8. 

Figure 3-8 Installing the front end of the device on the rack 

 

 

Step 4 Install the back end of the device on the rack. 
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a. Install four nuts (⑤) labeled "Rack Screw" at the back end of the chassis (two nuts at each 

side). Install back rack-mounting ears (⑦) at rails with screws (⑧) (four screws at each 

side, total eight). 

b. Fix the device in the cabinet with bolts (⑥) labeled "Rack Screw" (two screws at each 

side). See Figure 3-9. 

Figure 3-9 Installing the back end of the device on the rack 

 

 

----End 

3.3 Connecting a Power Cable 

NIPS supports both AC power supply and DC power supply. 

3.3.1 Connecting AC Power Cable 

To connect the AC power cable, follow these steps: 

Step 1 Make sure that the device is properly grounded. 

Step 2 Turn the power switch of the AC power module to the OFF position. 

Step 3 Connect one end of a power cable to the port of the AC power module and the other end to an 

external AC power socket. 

Step 4 Turn the power switch of the AC power module to the ON position. 

Step 5 Check the status of the power LED on the front panel. For the status meanings of the power 

LED, see Table 1-1. 

----End 

3.3.2 Connecting the DC Power Cable 

The DC input voltage of NIPS is –48 V DC. Before installing NIPS, ensure that the power 

supply specifications of the equipment room are the same as those required by the product, 
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preventing product damage. Here, the DR2Z-6400F DC power supply module is used as an 

example to describe how to connect DC power supplies. 

Step 1 Make sure that the power switch of NIPS is in the OFF position. 

Step 2 Take out the power plug and socket from the packing case. 

Figure 3-2 shows the power socket appearance. A DC power supply includes a power cable 

packed in accessories and a socket integrated in the power supply module. 

Figure 3-10 DC power supply module 

 

 

Step 3 Insert lead wires of the –48 V DC power supply of the equipment room into two cavities of 

the DC power socket of NIPS. Ensure that lead wires are inserted into proper cavities. 

Connect the black lead wire to the negative (–) terminal and the red lead wire to the positive 

(+) terminal 

Step 4 Insert the DC power plug that is connected to power cables into the DC power socket, and 

tighten the screw on either side of the plug with a screw driver to fasten the power cables. 

Step 5 In case of dual power supplies, repeat steps 3 and 4 to connect power cables to the other DC 

power supply. 

----End 

3.4 Connecting a Network Cable 

Connect one end of an Ethernet cable or optical fiber to the electrical or optical port (optical 

module is required) of NIPS and the other end to the network interface of the peer device. 

Check the status of network interface LEDs on the front panel. For the indications of status 

LEDs, see Table 1-1. 
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3.5 Shutting Down the Device 

Turn the power switch to the OFF position. 

3.6 Installing ESPC 

NIPS can collaborate with ESPC. For how to install ESPC, see NSFOCUS ESPC Installation 
Guide. 
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4 Troubleshooting 

If NIPS deployed in in-path mode fails and causes network interruption, restore the customer's 

network as soon as possible to reduce customer losses. If necessary, disconnect NIPS from the 

network to restore network connectivity, and then troubleshoot NIPS. 

To troubleshoot NIPS, follow these steps: 

Step 1 Check whether network cables are properly connected. 

Step 2 Check whether the power LED, status LED, and Link/ACT LED of NIPS work properly. If 

no, disconnect NIPS from the network. 

Step 3 Check whether you can log in to NIPS from the web-based manager. If no, disconnect NIPS 

from the network, as the problem may be caused by hardware or system errors. 

Step 4 If the NIPS works in direct mode and traffic passes through a pair of bypass interfaces on 

NIPS, switch NIPS to debugging mode, so that traffic bypasses the detection engine and 

directly goes through NIPS. If the network interruption persists, the network failure may be 

caused by hardware or system errors, and you should power off NIPS; if the network 

recovers, the network interruption is probably caused by incorrect NIPS configurations. 

----End 
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A Default Parameters 

A.1 Default Interface Settings 

IP Address 
 M: 192.168.1.1 

 H1: 192.168.2.1 (whether interface H1 exists depends on the hardware 

platform) 

 G1/1: 0.0.0.0 

 G1/2: 0.0.0.0 

… (For working interfaces not for management purposes, their initial IP 

addresses are all 0.0.0.0.) 

Subnet Mask 255.255.255.0 

A.2 Default Accounts on the Engine 

 Web 

Operator 

Web Auditor Web 

Maintainer 

Console 

Administrat

or 

ESPC Administrator 

User 

Name 

admin 

auditor 

supervisor conadmin admin 
Password None (set when 

admin enables 

this account) 

A.3 Communication Parameters of the Console Port 

Baud Rate 115200 

Data Bits 8 

A.4 Default CLI Administrator Account 
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User Name 
shell 

Password 
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