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Preface

Overview

This document describes the deployment modes and typical configuration examples of
NSFOCUS Network Intrusion Prevention System (NIPS).

This document is provided for reference only. It may slightly differ from the actual product
due to version upgrade or other reasons.

Audience

This document is intended for the following users:

®  Users who wish to know main features and usage of this product
®  System administrator
®  Network administrator

This document assumes that you have knowledge in the following areas:

®  Linux and Windows operating systems
®  TCP/IP protocols
®  Network security

Organization

Chapter Scope

1 Typical Deployment Presents the methods of deploying and configuring NIPS on a
network.

2 Typical Configuration Presents typical examples for configuring protection policies on
NIPS.

A Default Parameters Presents default settings of NIPS.

Conventions

Convention Description

Bold font Keywords, names of screen elements like buttons, drop-down lists or fields, and
user-entered text appear in bold font.

Copyright © NSFOCUS 1 V5.6R10F02 (2017-03-09)
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Convention Description
Italic font Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.
\ Reminds users to take note.
A
Note
q Indicates a tip to make your operations easier.
Tip
Indicates a situation in which you might perform an action that could result in
A equipment damage or loss of data.
Caution
Indicates a situation in which you might perform an action that could result in
v bodily injury.
Warning
A>B Indicates selection of menu options.

Customer Support

Email: support@nsfocusglobal.com

Portal: https://nsfocus.desk.com/

Contacts:

*USA: +1-844-673-6287 or +1-844-NSFOCUS
*UK: +44 808 164 0673 or +44 808 164 ONSF
*Australia: +61 2 8599 0673 or +61 2 8599 ONSF
*Netherlands: +31 85 208 2673 or +31 85 208 2NSF
*Brazil: +55 13 4042 1673 or +55 13 4042 INSF
Japan: +81 3-4510-8673 or +81 3-4510-8NSF
*Singapore: +65 3158 3757

*Hong Kong +852 5803 2673 or +852 5803 2NSF
*Middle East: +973 1619 7607
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Typical Deployment

The deployment mode of NIPS varies with the network scale, security level, and network
topology complexity. This chapter contains the following sections:

Section Description

Direct Mode Deployment Describes how to deploy and configure NIPS in direct mode.

Asymmetric Routing Deployment | Describes how to deploy and configure NIPS in asymmetric routing
mode.

Multipoint Layer 2 Access Mode Describes how to deploy and configure NIPS in multipoint layer 2
access mode.

Routing Mode Describes how to deploy and configure NIPS in routing mode.

High Awvailability Configuration Describes how to deploy and configure NIPS in high availability
mode.

Port Trunking Configuration Describes how to deploy and configure NIPS in port trunking mode.

1.1 Direct Mode Deployment

Direct mode deployment can be implemented in either single-link or multi-link manner.

Here NX5-T9010A and NX5-T9020A are used as examples to describe this deployment
topology of NIPS.

%‘ Other NIPS models can be deployed in virtual wire (v-wire) mode, which is equivalent
Note to the direct mode. In this case, you need to first configure a pair of v-wire interfaces
and then configure a v-wire to contain these two interfaces (one as IN and the other as
ouT).

1.1.1 Single-Link Deployment

Scenario

Nowadays, many companies connect their intranet to the Internet with a single link. By
deploying NIPS in single-link mode, they can protect intranet users against attacks from the
Internet.

Copyright © NSFOCUS 3 V5.6R10F02 (2017-03-09)
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In single-path deployment, a pair of interfaces (IN and OUT interfaces) is configured
as working interfaces in direct mode, and an idle interface is configured as the management
interface. Figure 1-1 shows the topology of single-path deployment.

Figure 1-1 Single-link deployment topology

Client A Client B

Preparations

®  Connect interface G1/1 to the Internet and interface G1/2 to the intranet, and configure
interface M as the management interface.

®  Set the IP address of the management interface to 192.168.3.1.
®  Set the default gateway to 192.168.3.254.

®  Configure a security zone. By default, interfaces G1/1 and G1/2 are for direct
connection, located in security zone Direct-A.

Configuration Roadmap
The configuration roadmap is as follows:

® Interface G1/1: This interface is in security zone Direct-A and no IP address needs to be
configured for it. You can have the trunk that connects its intranet to the Internet checked
and protected, without changing the original network topology. If an IP address is

Copyright © NSFOCUS 4 V5.6R10F02 (2017-03-09)
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configured for it and Manageable is set to Yes, interface G1/1 can also work as a
management interface.

e Interface G1/2: This interface is in security zone Direct-A and no IP address needs to be
configured for it. Pairing with interface G1/1 for direct connection, it has the same
configuration as interface G1/1.

® Interface M: This interface is in security zone Management. Configure an IP address for
this interface so that you can operate and configure NIPS in web mode.

Q

Tip

Whether an interface in direct mode is configured with an IP address does not have an
impact on communication. You are advised to set IP addresses of interfaces G1/1 and
G1/2 t0 0. 0. 0. 0 when they do not function as management interfaces.

Configuration Procedure

To configure interfaces on NIPS deployed in single-link mode, follow these steps:

Step1 Choose Network > Interface.

The Interface page appears, listing all available interfaces.

Step 2 Click =2 in the row of interface G1/1 and set parameters in the Edit dialog box.

Figure 1-2 Single-link deployment — setting interface G1/1 parameters

Interface

Security Zone

G1n

Direct-A -

Manageable D Yes @ No
IPv4

IP Address 0.0.00

Subnet Mask 0000

Gateway 0000

Default Gateway 7 Yes @ No
NIC

Duplex Auto +

Connection Rate Auto v

MTU 1500

Save Cancel
Copyright © NSFOCUS 5 V/5.6R10F02 (2017-03-09)
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Step 3 Click ¢ inthe row of interface G1/2 and set parameters in the Edit dialog box.

Figure 1-3 Single-link deployment — setting interface G1/2 parameters

Interface

Security Zone

Default Gateway

G1/2

Direct-A -

Manageable Yes ‘n-' No
IPv4

IP Address 0.000

Subnet Mask 0000

Gateway 0000

Yes @ No

NIC
Duplex Auto -
Connection Rate Auto -
MTU 1500
Save Cancel

Step4 Click ¢ inthe row of interface M and set parameters in the Edit dialog box.

Copyright © NSFOCUS
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Figure 1-4 Single-link deployment — setting interface M parameters

Edit

Interface

M

Security Zone  Management

Managsable e Yes Mo
IPv4

IP Address 192.168.3.1

Subnet Mask 255.255.0.0

Gateway 192.168.3.254

Default Gateway (@) Yes (O Mo

IPvE
Configurstion Mode () Auto (@) Manual

IP Address

Gateway

Default Gateway () Yes (@ No
NIC

Duplex Auto v

Connection Rate Auto W

MTU 1500

Save Cancel

Step 5 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

—End

1.1.2 Multi-Link Deployment

Scenario

At present, to implement network redundancy and provide sufficient network bandwidths,
many enterprises use multiple links to connect them to two or more Internet service providers
(ISPs). To achieve this, they can deploy one NIPS device in multi-link mode at the egress of
their intranet.

For multi-link deployment, multiple pairs of interfaces (one pair for each link) in direct mode
are selected, and one management interface is configured. The topology shown in Figure 1-5
features two pairs of interfaces in direct mode.

Copyright © NSFOCUS 7 V5.6R10F02 (2017-03-09)
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Figure 1-5 Multi-link deployment topology

NSFOCUS
ESPC

Security management zone

Preparations

®  Connect interfaces G1/1 and G1/3 to the intranet and interfaces G1/2 and G1/4 to the
Internet. Configure interface G1/3 to function also as a management interface.

®  Set the IP address of the management interface to 192.168.3.1.
®  Set the default gateway to 192.168.3.254.

e  Configure security zones. By default, interfaces G1/1 and G1/2 are for direct connection,
located in security zone Direct-A. Interfaces G1/3 and G1/4 are also for direct
connection, located in security zone Direct-B.

Configuration Roadmap
The configuration roadmap is as follows:

e Interface G1/1: This interface is in security zone Direct-A and no IP address needs to be
configured for it. You can have the trunk that connects its intranet to the Internet checked
and protected, without changing the original network topology.

e Interface G1/2: This interface is in security zone Direct-A and no IP address needs to be
configured for it. Pairing with interface G1/1 for direct connection, it has the same
configuration as interface G1/1.

® Interface G1/3: This interface is in security zone Direct-B. Configure this interface as a
management interface with the IP address of 192.168.3.1 so that you can operate and
configure NIPS in web mode. It pairs with interface G1/4 for direct connection.

Copyright © NSFOCUS 8 V5.6R10F02 (2017-03-09)
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e Interface G1/4: This interface is in security zone Direct-B and no IP address needs to be
configured for it. It pairs with interface G1/3 for direct connection.

Configuration Procedure

To configure interfaces on NIPS deployed in multi-link mode, follow these steps:
Step1 Choose Network > Interface.
The Interface page appears, listing all available interfaces.

Step 2 Click ¢ inthe row of interface G1/1 and set parameters in the Edit dialog box.

Figure 1-6 Multi-link deployment — setting interface G1/1 parameters

Interface G1M

Security Zone Direct-A -

Manageable © Yes @ No
Pv4

IP Address 0000

Subnet Mask 0000

Gateway 0000

Default Gateway D Yes @ No
INIC

Duplex Auto -
Connection Rate Auto -

MTU 1500

Save Cancel

Step 3 Click "¢ inthe row of interface G1/2 and set parameters in the Edit dialog box.

Copyright © NSFOCUS
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Figure 1-7 Multi-link deployment — setting interface G1/2 parameters

Interface

Security Zone

Default Gateway

G1/2

Direct-A -

Manageable Yes .° No
IPv4

IP Address 0000

Subnet Mask 0.000

Gateway 0000

Yes @ No

NIC
Duplex Auto -
Connection Rate Auto -
MTU 1500
Save Cancel

Step4 Click ¢ inthe row of interface G1/3 and set parameters in the Edit dialog box.

Copyright © NSFOCUS 10 V5.6R10F02 (2017-03-09)
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Figure 1-8 Multi-link deployment — setting interface G1/3 parameters

Interface G1/3

Security Fone
Manageable @ Yes () No
IPv4

IP Address 192.168.3.1

Subnet Mask 255.255.255.0

Gateway 192.168.3.254

Default Gateway @ Yes (O Mo
NIC

Duplex Auto W
Connection Rate .Auh:u w

MTU 1500

Save Cancel

Step 5 Click ¢ inthe row of interface G1/4 and set parameters in the Edit dialog box.

Copyright © NSFOCUS 11 V5.6R10F02 (2017-03-09)
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Figure 1-9 Multi-link deployment — setting interface G1/4 parameters

Interface G1/4

Security Zone | Direct-B b

Manageable ) Yes e Mo
IPv4

IP Address 0.0.0.0

Subnet Mask 0.0.0.0

Gateway 0.0.0.0

Default Gateway () Yes (@ No
NIC

Duplex Auto W

Connection Rate .Au‘.s w

MTU 1500

Save Cancel

Step 6 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

-—End

1.2 Asymmetric Routing Deployment

Scenario

This scenario involves two NIPS devices, each of which must be deployed in either direct
mode or v-wire mode, depending on the model:

®  NX5-T9010A and NX5-T9020A: deployed in direct mode
®  Other models: deployed in v-wire mode
After asymmetric routing (ASR) support is configured, NIPS devices in the ASR support

group exchange packet transmission information. Based on such information, a transmitted
packet can take a different path when it returns to the source. This allows the establishment of

Copyright © NSFOCUS 12 V5.6R10F02 (2017-03-09)
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a complete data transmission session. In this manner, deep packet inspection (DPI) is
conducted, with the data transmission path unchanged.

In 0, intranet A and intranet B access ISP1 and ISP2 respectively through different routers,
and NIPS 1 and NIPS 2 are connected with a data cable. ASR support is configured on both
NIPS devices to forward ASR packets.

A

Caution

Whether devices are deployed in direct mode or v-wire mode, you must make sure that
their IN and OUT interfaces are consistent in direction.

Figure 1-10 Asymmetric deployment topology

Interconnection
interface

NN NN

Intranet A

Preparations

Intranet B

® Connect NIPS 1 and NIPS 2 to the Internet (through interface G1/1) and intranet
(through interface G1/2) respectively.

® By default, interfaces G1/1 and G1/2 are for direct connection, located in security

zone Direct-A.

®  Connect NIPS 1 to NIPS 2 through interfaces G2/3 and G2/4, which are located in the
same Interconnect security zone.
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®  Setthe IP address to 2.2.3.2 and subnet mask to 255.255.0.0 for management interface

H1on NIPS 1.

®  Setthe IP address to 2.2.2.2 and subnet mask to 255.255.0.0 for management interface

H2 on NIPS 2.

Configuration Roadmap

1. Enable ASR support on NIPS 1 and NIPS 2.
2. Configure an ASR support policy on NIPS 1 and NIPS 2.

Configuration Procedure

Log in as administrator admin and perform the following steps:

S,

Note

Here NX5-T9010A and NX5-T9020A are used as examples to describe how to
deploy NIPS in asymmetric routing mode.

For other models than NX5-T9010A and NX5-T9020A, v-wires must be configured
first before the asymmetric routing policy. The GUI is also a bit different from that
of NX5-T9010A and NX5-T9020A. For details, see the NSFOCUS NIPS User
Guide.

Step1 Enable ASR support on NIPS 1 and NIPS 2.

a. Choose Network > HA Settings > Asymmetric Routing Support.
b. Click Enable in the Control area to enable the ASR support feature.

Step 2 Configure an ASR support policy on NIPS 1 and NIPS 2.

Click New in the Policy area and create an ASR support policy in the dialog box shown in

Figure 1-11.

Figure 1-11 Configuring an ASR support policy

Direct Connect Interface

Interconnect Interface

G111 - G1/2 -

G2/3 - G2/4 ~

Cancel

Step 3 Make the settings take effect.

e  Click Apply Settings in the upper-right corner of the page.
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®  Choose System > System Control and then click Apply Settings.

~-End

1.3 Multipoint Layer 2 Access Mode

In layer 2 access mode, NIPS works as a layer 2 device to forward Ethernet frames based on
destination MAC addresses. Connecting NIPS to the network in layer 2 access mode can
protect intranet users from attacks from the Internet, without requiring changes to the current
network environment.

S,

Note

NIPS NX5-T9010A and NX5-T9020A cannot be deployed in multipoint layer 2 access
mode.

Scenario

As shown in Figure 1-12, different user zones in the intranet belong to the same VLAN. They
can interact with one another and access the Internet via a gateway router. NIPS is deployed
as a transparent layer 2 device between the gateway router and aggregation switches,
requiring no changes to the current network environment.

NIPS can be configured to fulfill the following requirements:

1. Users in intranet segment 1, 10.10.10.2/24-10.10.10.30/24, and those in intranet segment
2,10.10.10.31-10.10.10.50, can communicate with each other.

2. Allow users in the two segments to access the Internet.
3. Enable intrusion prevention to detect intrusions into segment 1 and segment 2.
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Figure 1-12 Deployment topology for multipoint layer 2 access

202. 100. 100. 3/24

10. 10. 10. 1/24

e e e YO

10. 10. 10. 2/24-10. 10. 10. 30/24 10. 10. 10. 31/24-10. 10. 10. 50/24

Preparations
®  Connect interface G1/1 to the Internet and interfaces G1/2 and G1/3 to the intranet.

® Reserve interfaces G1/1, G1/2, and G1/3 as layer 2 access interfaces in the same VLAN.
®  Create a security zone, Transparent, for interfaces G1/1, G1/2, and G1/3.

Configuration Roadmap
1. Configure a security zone that consists of three interfaces working in layer 2 access
mode.

2. Configure IP address objects.
3. Configure an intrusion prevention policy.
4.  Apply the configuration.

Configuration Procedure

Log in as administrator admin and perform the following steps:
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Step 1 Configure interfaces.

Choose Network > Interface > Interface and edit interfaces G1/1, G1/2, and G1/3
respectively by setting Interface Type to Layer 2, Security Zone to Transparent, and Mode

to access.

Ensure that the three interfaces have the same VLAN ID that must be within the range of 1—

4094.

Figure 1-13 shows settings of interface G1/1.

Figure 1-13 Configuring interface G1/1

Edit x

Interface Type Layar 2 v

Interface GL/1

Security Zone Transparent v

Made access v

STF type v

VAN ID %

Advanced Options>=
CK Cancel
Figure 1-14 shows the three interfaces that have been configured.
Figure 1-14 Interface page
Interface @ Online Help Apply Settings
25 v nr Search New
Name Bind Interface Type Manageable P VLAN VWire Security Operation
Attribute Zone
Cut-of-band
B M management 10.67.4.198/16 By
interface

&G/ G/ Layer 2 3 1 Transparent - (b
8G12 G2 Layer2 3 1 Transparent | £ (¥
8613 G113 Layer 2 3 Transparent -2 (¥
BG4 G1/4 Unconfigured j
G5 G5 Unconfigured g
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Step 2 Configure IP address objects.

Choose Object > Network > IP Pool and click New in the upper-right corner of the page to
create two IP pools respectively named Segment 1 and Segment 2, as shown in Figure 1-15
and Figure 1-16.

Figure 1-15 Creating Segment 1 as an IP address object

New >
Mame % Segment 1
StartIF » 10.10.10.2
End IP « 10.10.10.30
Invert Yes (® No
Description

Cancel

Figure 1-16 Creating Segment 2 as an IP address object

New X
MName * Segment 2
StartIP « 10.10.10.31
End IP % 10.10.10.50
Invert Yes (@ No

Description

Cancel

After configuration, the two segments appear in the list of IP address objects, as shown in
Figure 1-17.
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Figure 1-17 List of IP address objects

et e AC Address IP Pool @ Online Help Apply Settings
LI v e Search New
D Name P Description Invert Operation
10.00.0-
100001 10.0.0.0-10.255255.255 No
10.255.255.255
172.16.00-
100002 172.16.0.0-172.31.255.255 No
172.31.255.255
192.168.00-
100003 192.168.0.0-192.168.255.255 No
192.168.256.255
100004 Segment 1 10.10.10.2-10.10.10.30 No ? x
10.10.10.31 -
100005  Segment2 No o
10.10.10.50

Step 3 Configure an intrusion prevention policy.

Choose Policy > IPS > IPS Policy and click New in the upper-right corner of the page.

Figure 1-18 Creating an intrusion prevention policy

Set Dst Addr Object to Segment 1 and Segment 2 (you can also configure two separate
policies for the two destinations to meet different protection needs).

Set Rule Template to Default (you can also configure a rule template and select this

custom template).

Src Security Zone | global -
Dst Security Zone | global A
Src Addr Chject any -
Dst Addr Object« | Multi-Select x 2 -
User any -
Time Object = any -
Rule Template * Default A
Protection Mode #® Enable Disable
Description
OK Cancel
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After configuration, this policy appears on the policy list, as shown in Figure 1-19.

Figure 1-19 Intrusion prevention policy list

@ Online Help
25 v i Search New
globaliany:Total 2 ~
. . Protection i
D Src Addr Object User Dst Addr Object Time Rule Template Mod Enable Operation
ode
any any any any Default rd ] 2 (X (#) 2
Segment 1
any ¥ ¥ x #
2 ¥ any Segment 2 any Default rd rd = =]

Step 4 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

—End

1.4 Routing Mode

Scenario

As shown in Figure 1-20, NIPS is deployed at the intersection of the Internet and intranet in
layer 3 routing mode. Each zone interface belongs to a different network segment and NIPS
provides zone-specific protection.
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Figure 1-20 Routing mode deployment

G1/1:202.100.100.1/24

G1/2:192.168.10.1/24

Intranet: 192.168.10.0/24

\ NIPS NX5-T9010A and NX5-T9020A cannot be deployed in routing mode.
Note

Preparations
®  Connect interface G1/1 to the Internet and interface G1/2 to the intranet.
®  Reserve interfaces G1/1 and G1/2 as layer 3 interfaces in different network segments.

®  (Create a security zone, Extranet, for interface G1/1 and a security zone, Intranet, for
interface G1/2.

®  Reserve 202.100.100.3 as the default gateway IP address.

Configuration Roadmap

1. Create security zones, configure two interfaces to work in layer 3 routing mode, and
assign IP addresses to the interfaces.

2. Configure a default route.
3. Configure IP address objects.

4.  Configure an intrusion prevention policy, for example, a policy for blocking external
users' access to the intranet.
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Log in as administrator admin and perform the following steps:

Step1 Choose Network > Interface > Interface.

Edit interfaces G1/1 and G1/2 respectively by setting Interface Type to Layer 3 for both and
IPv4 Address to 202.100.100.100.1/24 for G1/1 and to 192.168.10.1/24 for G1/2, as shown in
Figure 1-21 and Figure 1-22.

Figure 1-21 Editing interface G1/1 settings

Edit

Interface Type

Interface

Security Zone

Manageable Attribute

IPv4 Address

IPvE Configuration Method

IPVE Address

Send Router Notification

Layer 3

G1/1

Extranet v
default ¥
202.100.100.1/24

Auto @ Manual

Yes @ No

Advanced Options>>

OK

Cancel

IMore IP Address Settings
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Figure 1-22 Editing interface G1/2 settings

S —

Interface Type Layer 3 v

Interface G1/2

Security Zone Intranet

Manageable Attribute default ¥

IPv4 Address « 192.168.10.1/24 Example: 192 168.1.1/24 More |P Address Settings
IPvE Configuration Method Auto (@ Manual

IPvi Address E efel0:2 fi-fe 4

Send Router Notification Yes @ No

Advancad Optionss=

Cancel

Step 2 Choose Network > Route > Static Route.

Click New in the upper-right corner of the page and configure G1/1 as the default egress
interface and 202.100.100.3 as the default gateway, as shown in Figure 1-23.

Figure 1-23 Creating a default route

New x
Static Routing + default
Destination IF % 0.0.0.0/0
Gateway IP 202.100.100.3
Interface Gl

Administrative Distance

IMetric

Cancel
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Step 3 Choose Policy > IPS > IPS Policy and configure a policy for blocking external users' access
to the intranet.

Figure 1-24 shows a policy configured as required.

Figure 1-24 Configured intrusion prevention policy

@ onine e

25 v mr Search New

Extranet/Intranet:Total 1 ~

Protection

D Src Addr Object User Dst Addr Object Time Rule Template Mod Enable Operation
ode
2 any any any any Default < 7 % #E
globallany:Total 1 ~
: . Protection )
D Src Addr Object User Dst Addr Object Time Rule Template Mod Enable Operation
ode
any any any any Default | i g X) @) B

Step 4 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

—-End

1.5 High Availability Configuration

To meet customers' requirements for uninterrupted service access, NIPS provides the high
availability (HA) feature when deployed in direct mode. If a NIPS device, link, or
interconnected device fails, this function ensures uninterrupted transmission of critical service
data flows through seamless switchovers between network access paths.

To implement HA, the master and slave NIPS devices must have exactly the same settings,
including the hardware model, software version, and related configuration information.

Different NIPS models support different HA deployment modes:

\ * NX5-T9010A and NX5-T9020A: support only direct mode of HA, equivalent to
N ot: v-wire mode of HA implemented by other models.

Other models: support v-wire, VRRP, and layer 2 mode of HA.

1.5.1 Configuring HA on Master and Slave IPS Devices Deployed
in Single-Link Mode
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Here NX5-T9010A and NX5-T9020A are used as examples to describe how to

\ configure HA on NIPS deployed in single-link mode. For other models, you need to

Not: first configure a pair of v-wire interfaces under Network > HA Settings > V-Wire
Configuration and then configure a v-wire to contain these two interfaces.

Scenario
Both the master and slave NIPS devices use a pair of interfaces in direct mode to connect to
the switch on either side. Interfaces connecting to the same switch must belong to the same
VLAN. The master and slave NIPS devices are connected through a management interface on
each of them, which functions as the heartbeat interface.
Figure 1-25 Deployment topology of NIPS for HA — single-link mode
Sinteimet "
Diect mieriace 01 2 " e [
direct-A | lan] Dire |
< - - > ikl e
»»»»»»» i
izt = Switch | P j——
| 3 ‘, / | D
| Dare e vian! | | Direct-A
e Mo
Enterprise intranet
Preparations

The interfaces in direct mode connect the switch on either side to forward data and perform
failover. The management interfaces function as the heartbeat interfaces to exchange heartbeat
messages and session information, and synchronize configuration files.
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®  On the master and slave devices, connect interface G1/1 to the intranet and interface
G1/2 to the Internet, and configure interface H1 as the management interface.

®  Setthe IP address to 2.2.3.2 and subnet mask to 255.255.0.0 for management interface
H1 on the master device.

®  Setthe IP address to 2.2.2.2 and subnet mask to 255.255.0.0 for management interface
H1 of the slave device.

® By default, interfaces G1/1 and G1/2 are for direct connection, located in security
zone Direct-A.

Configuration Roadmap

1. Configure basic parameters of HA on the master and slave devices.
2. Configure direct HA parameters on the master and slave devices.
3. Enable the direct HA feature on the master and slave devices.

Configuration Procedure

Step 1 Configure basic parameters of HA on the master and slave devices.

On the master and slave NIPS devices, respectively choose Network > HA Settings > Basic
Settings and configure basic parameters of HA.

a. On the master device, set Heartbeat Interface to H1 and Peer IP to 2.2.2.2. To enable
session synchronization, set Synchronize Session to Yes, as shown in Figure 1-26.

Figure 1-26 Single-link deployment — configuring basic parameters of HA on the master device

Synchronize

Peer == Local

Local == Peer
HA State

Heartheat Interface Off

HA Setting
Heartbeat Interface H1 ™
PeerIP 2222
Synchronize Session (& Yes Mo
Auto Synchronization Yes (@ No
Save
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b. On the slave device, set Heartbeat Interface to H1 and Peer IP to 2.2.3.2. To enable
session synchronization, set Synchronize Session to Yes, as shown in Figure 1-27.

Figure 1-27 Single-link deployment — configuring basic parameters of HA on the slave device

Synchronize

Peer == Local

Local == Peer

HA State
Heartbeat Interface off

HA Setting
Heartbeat Interface Hlw
Peer IP 2232
Synchronize Session (& Yes Mo
Auto Synchronization Yes @ Mo

Save

A

Caution

The Synchronize Session setting must be the same on the master and slave NIPS
devices.

Step 2 Configure direct HA parameters on the master and slave devices.

On the master and slave NIPS devices, respectively choose Network > HA Settings > Direct
HA Settings and configure direct HA parameters.

a. Onthe master device, set Work Mode to Active and leave other parameters at their default
settings, as shown in Figure 1-28.
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Figure 1-28 Single-link deployment — configuring direct HA parameters on the slave device

Control
Enable
Switch Status
State
State Stop
Lacal System Off
Peer System Off
Manage
Woark Mode @ Active Standby
Preemption Model @ Yes Mo
Heartbeat Interval (ms) 1000
Lost Heartbeats 3
Save

b. On the slave device, set Work Mode to Standby and leave other parameters at their
default settings, as shown in Figure 1-29.
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Figure 1-29 Single-link deployment — configuring direct HA parameters on the slave device

Direct HA Settings
Control
Enable
Switch Statu
State
State Stop
Local System Off
Peer System Off
Manage
Work Mode Active # Standby
Preemption Model ® ‘Yes Mo
Heartbeat Interval (ms) 1000
Lost Heartbeats 3
Save

Step 3 Enable the direct HA feature on the master and slave devices.

On the master and slave devices, click Enable in the Control area shown in Figure 1-28 and
Figure 1-29. The system then automatically restarts the engine.

After direct HA is enabled, you can view the following changes:

®  Onthe Direct HA Settings page on the master NIPS, State is Running, Local System is
Activate, Peer System is Inactive and parameters in the Manage area appear dimmed.

On the Basic Settings page on the master NIPS, Heartbeat Interface is Normal, and
parameters in the HA Setting area appear dimmed. You can click Peer >> Local or
Local >> Peer to synchronize configurations between the master and slave NIPS
devices.

®  Onthe Direct HA Settings page on the slave NIPS, State is Running, Local System is
Inactive, and Peer System is Activate.

On the Basic Settings page on the slave NIPS, Heartbeat Interface is Normal, and
parameters in the HA Setting area appear dimmed. You can click Peer >> Local or
Local >> Peer to synchronize configurations between the master and slave NIPS
devices.

——End
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1.5.2 Configuring HA on Master and Slave IPS Devices Deployed
in Dual-Link Mode

Here NX5-T9010A and NX5-T9020A are used as examples to describe how to

\ configure HA on NIPS deployed in dual-link mode. For other models, you need to first

Not: configure a pair of v-wire interfaces under Network > HA Settings > V-Wire
Configuration and then configure v-wires to contain these two interfaces.

Scenario

Both the master and slave NIPS devices use two pairs of interfaces to directly connect to
switches on either side. The two NIPS devices are connected through a management
interface, which functions as a heartbeat interface. See Figure 1-30.

Figure 1-30 Deployment topology of NIPS for HA — dual-link mode

CIRternet

NIPS
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Preparations

The interfaces in direct mode connect switches on either side to forward data and perform
failover. The connected switches on either side must be on the same VLAN. The management
interfaces function as the heartbeat interfaces to exchange heartbeat messages and session
information, and synchronize configuration files.

On the master and slave devices, connect interfaces G1/2 and G1/4 to the intranet and
interfaces G1/1 and G1/3 to the Internet, and configure interface H1 as the management
interface.

Set the IP address to 2.2.3.3 and subnet mask to 255.255.0.0 for management interface
H1 of the master device.

Set the IP address to 2.2.2.2 and subnet mask to 255.255.0.0 for management interface
H1 of the slave device.

By default, interfaces G1/1 and G1/2 are for direct connection, located in security
zone Direct-A. Interfaces G1/3 and G1/4 are also for direct connection, located in
security zone Direct-B.

The master NIPS's G1/1 and G1/2 interfaces are on the master link for transmitting
traffic of the R&D Dept. The slave NIPS's G1/1 and G1/2 interfaces are on the slave link
for transmitting traffic of the R&D Dept.

The master NIPS's G1/3 and G1/4 interfaces are on the master link for transmitting
traffic of the Test Dept. The slave NIPS's G1/3 and G1/4 interfaces are on the slave link
for transmitting traffic of the Test Dept.

Configuration Roadmap

1.
2.
3.

Configure basic parameters of HA on the master and slave devices.
Configure direct HA parameters on the master and slave devices.
Enable the direct HA feature on the master and slave devices.

Configuration Procedure

Step 1 Configure basic parameters of HA on the master and slave devices.

On the master and slave NIPS devices, respectively choose Network > HA Settings > Basic
Settings and configure basic parameters of HA.

a.

On the master device, set Heartbeat Interface to H1 and Peer IP to 2.2.2.2. To enable
session synchronization, set Synchronize Session to Yes, as shown in Figure 1-31.
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Figure 1-31 Dual-link deployment — configuring basic parameters of HA on the master device

Synchronize

Peer == Local

Local == Peer

HA State
Heartbeat Interface Off

HA Setting
Heartbeat Interface H1 ™
PeerIP 2222
Synchronize Session (& Yes Mo
Auto Synchronization Yes (@ No

Save

b. On the slave device, set Heartbeat Interface to H1 and Peer IP to 2.2.3.3. To enable
session synchronization, set Synchronize Session to Yes, as shown in Figure 1-32.

Copyright © NSFOCUS 32 V5.6R10F02 (2017-03-09)



NSFOCUS NIPS Deployment and Configuration Guide

Figure 1-32 Dual-link deployment — configuring basic parameters of HA on the slave device

Synchronize

Peer == Local

Local == Peer

HA State
Heartbeat Interface Off

HA Setting
Heartbeat Interface H1 ¥
Peer IP 2233
Synchronize Session & Yes Mo
Auto Synchronization Yes @ No

Save

The Synchronize Session setting must be the same on the master and slave NIPS
devices.

A

Caution

Step 2 Configure direct HA parameters on the master and slave devices.

On the master and slave NIPS devices, respectively choose Network > HA Settings > Direct
HA Settings and configure direct HA parameters.

a. Onthe master device, set Work Mode to Active and leave other parameters at their default
settings, as shown in Figure 1-33.
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Figure 1-33 Dual-link deployment — configuring direct HA parameters on the master device

Direct HA Settings
Control
Enable

Switch Statu
State
State Stop
Local System Off
Peer System Off
Manage
Work Mode & Active Standby
Preemption Model ® Yes Mo
Heartheat Interval (ms) 1000
Lost Heartbeats 3

Save

b. On the slave device, set Work Mode to Standby and leave other parameters at their
default settings, as shown in Figure 1-34.
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Figure 1-34 Dual-link deployment — configuring direct HA parameters on the slave device

Direct HA Settings

Control

Enable

Switch Statu
State
State Stop
Local System Off
Feer System Off
Manage
Work Mode Active ® Standby
Preemption Mode! ® Yes Mo
Heartbeat Interval (ms) 1000
Lost Heartheats 3

Save

Step 3 Enable the direct HA feature on the master and slave devices.

On the master and slave devices, click Enable in the Control area shown in Figure 1-33 and
Figure 1-34. The system then automatically restarts the engine.

After direct HA is enabled, you can view the following changes:

®  Onthe Direct HA Settings page on the master NIPS, State is Running, Local System is
Activate, Peer System is Inactive and parameters in the Manage area appear dimmed.

On the Basic Settings page on the master NIPS, Heartbeat Interface is Normal, and
parameters in the HA Setting area appear dimmed. You can click Peer >> Local or
Local >> Peer to synchronize configurations between the master and slave NIPS
devices.

®  On the Direct HA Settings page on the slave NIPS, State is Running, Local System is
Inactive, and Peer System is Activate.

On the Basic Settings page on the slave NIPS, Heartbeat Interface is Normal, and
parameters in the HA Setting area appear dimmed. You can click Peer >> Local or
Local >> Peer to synchronize configurations between the master and slave NIPS
devices.
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A

Caution

In dual-link direct mode, if an interface of the master device in direct mode is down
or works improperly, all other interfaces of the master device in direct mode will be
down. Then the slave device is automatically activated and takes over traffic from the
master device.

-—End

1.5.3 Configuring VRRP on NIPS Deployed in Routing Mode

S,

Note

NIPS NX5-T9010A and NX5-T9020A do not support VRRP configuration for HA if
deployed in routing mode.

Scenario

As shown in Figure 1-35, two NIPS devices are deployed in routing mode between an egress
router and a downstream switch. The two NIPS devices are connected with a heartbeat line
for the redundancy purpose. With VRRP enabled on its upstream and downstream interfaces,
NIPS provides reliable protection for the intranet.

Figure 1-35 Deployment topology of NIPS for HA — routing mode

VRID: 20
Virtual IP: 10. 10. 10. 1/24
Active priority: 200
Standby priority: 100

NIPS2

Heartbeat line G1/3

VRID: 10

Virtual I 192, 188, 10.1/24

Active priority: 200
tandby priority: 100

S .:3] g \.S]E‘;!,\._b‘]

Intranet (default gateway of intranet hosts:
192.168.10.1 (virtual}}
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Preparations

Configure the following settings on two NIPS devices respectively:

®  Getinterfaces G1/1 and G1/2 ready for working in routing mode.
®  Get interface G1/3 ready for working as a heartbeat interface.

Configuration Roadmap

Configure the following settings on two NIPS devices respectively:

1. Configure IP address objects.

2. Configure interfaces G1/1 and G1/2 to work in routing mode and interface G1/3 to work
as a heartbeat interface.

Configure basic parameters of HA.
Configure VRRP parameters.

Enable VRRP.

Configure an intrusion prevention policy.

AR

Configuration Procedure

Configuring VRRP on NIPS1

Log in as administrator admin and perform the following steps:
Step 1 Configure interfaces.

a. Choose Network > Interface > Interface.
b. Setinterfaces G1/1, G1/2, and G1/3 to layer 3 interfaces and assign IP addresses to them.

Figure 1-36 shows the three interfaces configured as required.

Figure 1-36 Interfaces configured on NIPS1

nierface @cC
PR MM Search New
Manageable Security i
Name Bind Interface Type P VLAN VWire Operation
Attribute Zone
Cut-of-band
em M management 10.67.4.19818 g
interface
8 .G1M G111 Layer 3 default 192.168.10.20/24 DMz & &
8 G112 G112 Layer 3 default 10.10.10.20/24 DMZ g (=
® G1i3 G113 Layer 3 default 222124 DMZ 2w

Step 2 Configure basic parameters of HA.

Choose Network > HA Settings > Basic Settings and set heartbeat parameters.
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Here the heartbeat interface is set to G1/3 and the peer IP address to 2.2.2.2, as shown in
Figure 1-37.

Figure 1-37 Configuring basic parameters of HA on NIPS1

HA Setting
Heartbeat Interface G2 v | ©@
FeerlP 2222
Heartbeat Intarval (ms) 1000
Lost Heartbeats * 3

Step 3 Configure basic parameters of VRRP.
a. Choose Network > HA Settings > Virtual Router Redundancy Settings.

Figure 1-38 VRRP configuration page

& Virtual Router Redundancy Settings » | @ Online Help

Control
Manage>>
Monitored Line

Line  Line  Initial Status Preemption Heartbeat Time (sec) Local Status Peer Status 7| State Operation

o Na data found

b.  Configure a monitoring line.
The monitoring line is used for mutual backup of data forwarded by the two NIPS
devices.
Click New in the upper-right corner of the Monitored Line area.
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Figure 1-39 Creating a monitoring line on NIPS1

New x
Line 1D %
Line * W
Wark Mode ® Active Standby
Freemption Model e Yes Mo  The master and slave
State ® On Off
Heartheat Time *
Ok Cancel

c.  Configure member interfaces and monitor interfaces.

As shown in Figure 1-35, the monitoring line V1 on NIPS1 consists of two sections
respectively connecting to its interfaces G1/1 and G1/2.

Click * in the Operation column of V1.
Add interfaces G1/1 and G1/2 as member interfaces of the monitoring line and set other
parameters, as shown in Figure 1-40.

Figure 1-40 Adding member interfaces on NIPS1

New x
Member Interface

Member Interface | Multi-Select x 2 -

Interface WVRID Priority Virtual IP Weight
G111 20 * 200 * 10.10.10.1/24 * 0 *
G1/2 10 * 200 * 192.168.10.1/24 * 0 *

Monitor Interface

Monitor Intarface -

Collaboration Interface

Callaboration Interface -
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*  VRID: specifies the ID of the backup group. If you want interface G1/1 of NIPS1
and interface G1/1 of NIPS2 to back up each other, their VRID must be the same.
Otherwise, they cannot implement the redundancy function.

* Priority: specifies the priority of a member interface in the VRRP group. The
interface with a higher priority works as the active interface to forward data, while
the interface with a lower priority works in monitoring state as a standby interface.
For example, if you want interface G1/1 on NIPS1 to be in active state and interface
G1/1 on NIPS2 in standby state, you must set the priority of the former to a value
greater than that of the latter (Figure 1-46).

*  Virtual IP: specifies the virtual IP address for the VRRP group. As shown in Figure
1-35, the virtual IP address for VRID 20 is 10.10.10.1/24 and that for VRID 10 is
192.168.10.1/24. The virtual IP address of the two member interfaces that back up
each other must be the same. Otherwise, the redundancy function cannot be
implemented.

Note

d.

Return to the Virtual Router Redundancy Settings page and click Start to enable the
VRRP function.

Figure 1-41 Monitoring line created on NIPS1 for VRRP

Control

Monitored Line

Line

irtual Router Redundancy Settings @ Online Help

Apply Settings

Start

Manage

Line Initial Status Preemption Heartbeat Time (sec) Local Status Peer Status [¥] State Operation

2 1 vl Active Yes 1 Stop [#lon _%? X+
Interface Type Name Weight Priority VRID Virtual IP Operation
® Member G2 0 200 20 10.10.10.1/24 2 x
8 Member G 0 200 10 192.168.10.1/24 ? x
& Monitor e 1] 0 B x

Step 4 Choose Policy > IPS > IPS Policy to configure an intrusion prevention policy.

Figure 1-42 IPS Policy page

1 Welcome, admin | ENGLISH

B About [ Logout

»
Homs IPS Policy

¥ Alert Center —
25 v Search

~ Paolicy globallany:Total 1 ~

EE . -

Data Leak Protection

Protection
Mode

Src Addr Object Dst Addr Object Time Rule Template

Reputation any any any Default =

Enable Operation

2X@DB

v

Step 5 Make the settings take effect.

e  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.
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-—End

Configuring VRRP on NIPS2

Step 1 Configure interfaces.

This is the same as the operation on NIPS1. For details, see Step 1 in Configuring VRRP on
NIPSL1. Figure 1-43 shows the three interfaces configured as required.

Figure 1-43 Interfaces configured on NIPS2

(7]
L ny Search New
S Manageable ’ Security -
Name Bind Interface Type . P VLAN VWire Operation
Attribute Zone

Out-of-band
oM M management 10.67.4.198/16 2

interface
e G G1n Layer3 default 192.168.10.10/24 DMZ Q@ (=
® G112 G112 Layer3 default 10.10.10.10/24 DMZ e @
® G113 G13 Layer 3 default 2222024 DMZ o (=

Step 2 Configure basic parameters of HA.This is the same as the operation on NIPS1. For details, see
Step 2 in Configuring VRRP on NIPS1. Figure 1-44 shows the HA parameters configured as
required.

Figure 1-44 Configuring basic parameters of HA on NIPS2

&« Basic Settings

HA Setting

Heartbeat Interface G13 v | ®
FPeerlP « 2221
Heartheat Interval (ms) » 1000

Lost Heartbeats 3

Session Sync

Synchronize Session Disabled on

Reuse HA Configuration ® Yesi_) No

Synchronize

Enable Sync Configuration Yes ® No
Enable Auto Sync Yes '® No
OK
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Step 3 Configure VRRP parameters.
For details, see Step 3 in Configuring VRRP on NIPS1.

a.  Configure a monitoring line, as shown in Figure 1-45.

Figure 1-45 Configuring a monitoring line on NIPS2

New x
Ling [D %
Ling * W1
Wark Mode Active |im Standby
Freemption Model (& Yes Mo  The master and slave
State & On Off
Heartheat Time *
Ok Cancel
A

b.  Configure member interfaces, as shown in Figure 1-46.

Figure 1-46 Configuring member interfaces for the monitoring line on NIPS2

Member Interface

Member Interface | Multi-Select x 2 -

Interface VRID Prigrity Virtwal IP Weight
G1M 20 * 100 * 10.10.10.1/24 * 0 *
G112 10 * 100 * 192.168.10.1724 * 0 *

Monitor Interface

Monitor Interface -

Collaboration Interface

Collaboration Interface -

OK Cancel
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Step 4

Step 5

VRID and virtual IP: As shown in Figure 1-35, interface G1/1 on NIPS1 and
interface G1/1 on NIPS2 back up each other, so do interface G1/2 on NIPS1 and
interface G1/2 on NIPS2. For this purpose, their VRID and virtual IP must be the
\ same. Otherwise, the redundancy function cannot be implemented.

Note *  Priority: The priority of a member interface decides whether the interface is in
active or standby state in the VRRP group. For example, if you want interfaces G1/1
and G1/2 on NIPS2 to be in standby state, you must set their priority to a value
smaller than that on NIPS1 (Figure 1-40).

c. Return to the Virtual Router Redundancy Settings page and click Start to enable the
VRRP function.

Figure 1-47 Monitoring line created on NIPS2 for VRRP

Control

Start

Manage>

Monitored Line
New

Line Line Initial Status Preemption Heartbeat Time (sec) Local Status Peer Status /| State Operation

1 i Standby Yes 1 Stop ¥on e (X
Interface Type Hame Weight Priority VRID Virtual IP Operation
& ember G2 0 100 20 10.10.10.1/24 =2 %

® Member G11 0 100 10 192.168.10.1/24 X

Configure an intrusion prevention policy.

This is the same as the operation on NIPS1. For details, see Step 4 in Configuring VRRP on
NIPS1.

Make the settings take effect.
For details, see Step 5 in Configuring VRRP on NIPS1.
----End

1.6 Port Trunking Configuration

NIPS, when deployed in direct mode or v-wire mode, can connect to a switch that implements
port trunking to expand the bandwidth.

For this purpose, different models of NIPS must be deployed in specified mode:

% * NX5-T9010A and NX5-T9020A: deployed in direct mode and configured with
Not: "direct" interfaces

Other models: deployed in v-wire mode and configured with v-wire interfaces
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Here NX5-T9010A and NX5-T9020A are used as examples to describe how to configure port
trunking on NIPS.

Figure 1-48 Port trunking deployment topology

Switch

Router

N Port trunking
Switch \

IPIPIY  IPIPIY S SRR SRR SN

In the topology shown in Figure 1-48, interfaces can be configured as follows:

Interface G1/1: After NIPS goes live, by default, interface G1/1 is located in security
zone Direct-A, pairing with interface G1/2 for direct connection. No IP address needs to
be configured for this interface.

Interface G1/2: After NIPS goes live, by default, interface G1/2 is located in security
zone Direct-A, pairing with interface G1/1 for direct connection. No IP address needs to
be configured for this interface.

Interface G1/3: After NIPS goes live, by default, interface G1/3 is located in security
zone Direct-B, pairing with interface G1/4 for direct connection. No IP address needs to
be configured for this interface.

Interface G1/4: After NIPS goes live, by default, interface G1/4 is located in security

zone Direct-B, pairing with interface G1/3 for direct connection. No IP address needs to
be configured for this interface.

Interface M: This interface is in security zone Management. Configure an IP address for
this interface so that you can operate and configure NIPS in web mode.

A After interfaces are configured, you must restart the engine to make the configurations
Caution take effect.

NIPS connects to the downstream switch through interfaces G1/1 and G1/3 and to the
upstream switch through interfaces G1/2 and G1/4. Port trunking is configured on both the
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upstream and downstream switches. In this manner, even if NIPS does not connect to the
network, port trunking still takes effect and the communication proceeds properly. If NIPS is
connected to the network, traffic on both links will be checked by NIPS and the total load on
NIPS will increase. For example, traffic through interface G1/1 is transmitted at a rate of 100
Mbit/s, and that through interface G1/3 at a rate of 100 Mbit/s. Then the total load on

NIPS will reach 200 Mbit/s. If port trunking is not configured on the switches, traffic is
transmitted only through one link.
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Typical Configuration

An administrator needs to manually add policies, guaranteeing NIPS's protection for the target
network. A policy consists of the security zone, objects, action, and other elements. It is a
collection of rules, which instructs the engine which events need to be detected and how to
respond when an event occurs.

Note the following when configuring a policy:

e  Different policies have different priorities. A rule with a smaller ID number has a higher
priority. Note that the action specified in a policy may affect the implementation of
another policy. For example, No. 1 policy is configured to block packets, while No. 2
policy is configured to allow packets to pass through. Packets that match policy 1 are
discarded, even though they match policy 2 as well. Therefore, you are advised to
configure a higher priority for policies that block packets, thereby reducing the number
of times NIPS matches policies with the packets and enhancing the performance of
NIPS.

®  NIPS allows users to define the way to respond to alerts based on various conditions
such as the area name and event category. You are advised to specify different ways of
responding to alerts based on categories and risk levels of rules included in a policy. For
example, you can have NIPS block attack packets in real time, but only log the use of
certain applications.

e If there are a large number of alerts, you are advised to use event filtering rules to filter
out medium-risk and low-risk events, enabling NIPS to report only high-risk events to
NSFOCUS Enterprise Security Planning Customer (ESPC). This prevents attack alerts
from being submerged by trivial alerts.

This chapter presents typical configuration examples of NIPS. It contains the following
sections:

Section Description

Configuring an Intrusion Prevention | Describes how to configure an intrusion prevention policy.
Policy

Configuring a Data Leak Prevention | Describes how to configure a data leak prevention policy.
Policy

Configuring an Application | Describes how to configure an application management policy.
Management Policy

Configuring Traffic Management | Describes how to configure traffic management policies.
Policies

Configuring NIPS to Connect to

NSEOCUS ESPC Describes how to connect NIPS to NSFOCUS ESPC.
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Section Description

Configuring NIPS to Connect to

NSEOCUS BSA Describes how to connect NIPS to NSFOCUS BSA.

Configuring  Collaboration  with
ESPC  for  Reputation-related | Describes how to configure a reputation-related protection policy.
Protection

Configuring Collaboration with the

Reputation Cloud Describes how to connect NIPS to the reputation cloud.

Configuring  Collaboration  with

TAC Describes how to connect NIPS to NSFOCUS TAC.

§ Unless otherwise stated, configuration examples given in this chapter are all based on
N Of: NIPS NX5-T9010A and NX5-T9020A.

2.1 Configuring an Intrusion Prevention Policy

Scenario

On the enterprise network shown in Figure 1-1, configure an intrusion prevention policy to
block access from all intranet clients suspected of unauthorized intrusion.

Preparations

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface
M as the management interface. Set interface parameters as follows:

®  Setthe IP address of management interface M to 192.168.3.1 and the gateway to
192.168.3.254.

®  Putinterfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of
an interface in direct mode is not used for communications, it can be set to any except
those on the same network segment as the management interface

Configuration Roadmap

1. Configure an intrusion prevention policy to block access from all intranet clients
suspected of intrusion.

2. Apply configuration to make the settings take effect.

Configuration Procedure
To configure an intrusion prevention policy, follow these steps:

Step 1 Configure an intrusion prevention policy to block access from all intranet clients suspected of
intrusion.

Choose Policy > IPS > IPS Policy and click New.
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In the New dialog box, select Intranet Clients from the Rule Template drop-down list and
leave Protection Mode at its default setting (Enable), as shown in Figure 2-1.

Figure 2-1 Configuring a new intrusion prevention policy

Src Security Zone

Dst Security Zone

Src Addr Cbject »

Dist Addr Chject

User

Time Object *

Fule Template

Protection Mode

Description

*x
Direct-A -
Direct-A
any -
any -
any -
any -

L

Intranet Clients

& Enable Disable

DK Cancel

Step 2 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.

®  Choose System > System Control and then click Apply Settings.

-—End

Verification

When a protected server is encountering an intrusion attack, choose Alert Center > IPS
Event to check intrusion prevention logs and you will find a record of this event.

S,

Note

The IPS Event page refreshes at a specified interval and displays only the most recent
intrusion prevention events. If no event information is displayed on this page, you can
verify the effect of the intrusion prevention policy by searching for intrusion prevention
logs under Logs and Reports > Security Log > IPS.
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2.2 Configuring a Data Leak Prevention Policy

Data leak prevention policies include sensitive data protection policies, file identification
policies, and server exception protection policies.

2.2.1 Sensitive Data Protection Policy

Scenario
In the intranet environment as shown in Figure 1-1, configure a sensitive data protection
policy to identify sensitive data (such as telephone numbers, identity card numbers, and bank
card numbers) in inbound and outbound traffic of the Direct-A security zone at any time and
promptly block packets that contain data exceeding the specified thresholds, so as to prevent
sensitive data from being leaked from the intranet.

Preparations

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface
M as the management interface. Set interface parameters as follows:

®  Setthe IP address of management interface M to 192.168.3.1 and the gateway to
192.168.3.254.

®  Putinterfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of
an interface in direct mode is not used for communications, it can be set to any except
those on the same network segment as the management interface

Configuration Roadmap
1. Create a sensitive data object named sensitive.
2. Configure a sensitive data protection policy to identify sensitive data to prevent leakage.
3. Apply configuration to make the settings take effect.

Configuration Procedure
To configure a sensitive data protection policy, follow these steps:
Step 1 Create a sensitive data object.

Choose Object > Sensitive Data. On the Sensitive Data page that appears, click New to
create a sensitive data object named sensitive. This object contains three types of sensitive
data: bank card numbers, telephone numbers, and identity card number.
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Figure 2-2 Creating a sensitive data object

Mame = sensitive
|dentify Mo. Threshold 3
Bank Card No. Threshald %
Telephone Mo. Threshold |5
Global Threshold = g

Description

QK Cancel

Step 2 Configure a sensitive data protection policy.

Choose Policy > Data Leak Protection > Sensitive Data Protection and click New to
configure a sensitive data protection policy. Set Security Zone to Direct-A, Sensitive Data to
sensitive, and Protection Mode to Enable.
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Figure 2-3 Configuring a sensitive data protection policy

New x
Src Security Zone I Direct-A "'I Dist Security Zone  Direct-A
Src Addr Object » any - Dst Addr Object any -
User any - Time Object » any -
Service any - Sensitive Data + || sensitive -
Protection Mode ®| Enable Disable

Description

OK Cancel

Step 3 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

—End

Verification

When the sensitive data protection policy is hit, choose Logs and Reports > Security
Log > Data Leak Protection, set Event Type to Sensitive Data and set other parameters in
the Conditions area, and click Search to view logs concerning sensitive data protection.

2.2.2 File Identification Policy

Scenario
In the intranet environment as shown in Figure 1-1, configure a file identification policy to
identify files in the script format transmitted from and to the Direct-A security zone at any
time and promptly block files that are prevented from being transmitted, so as to protect
critical enterprise information.

Preparations

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface
M as the management interface. Set interface parameters as follows:
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®  Set the IP address of management interface M to 192.168.3.1 and the gateway to
192.168.3.254.

®  Putinterfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of
an interface in direct mode is not used for communications, it can be set to any except
those on the same network segment as the management interface

Configuration Roadmap

1. Configure a file identification policy to identify files in the script format.
2. Apply configuration to make the settings take effect.

Configuration Procedure
To configure a file identification policy, follow these steps:
Step 1 Configure a file identification policy.

Choose Policy > Data Leak Protection > File Identification and click New to create a file
identification policy. Set Security Zone to Direct-A and select Script for File Format, that
is, selecting BAT, CMD, PL, SH, and WSF formats. Then select Enable for Protection
Mode.

Figure 2-4 Configuring a file identification policy

New >
Src Security Zone | Direct-A - Dst Security Zone  Direct-A
Src Addr Object » any - Dst Addr Object » any -
User any - Time Object % any -
Service any -
File Format Ir-.-1L|Iti—SeIect x5 |

Protection Mode Io Enable Disal:ulel

Description

OK Cancel

Step 2 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.
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-—End

Verification

When the file identification policy is hit, choose Logs and Reports > Security Log > Data
Leak Protection, set Event Type to File Identification and set other parameters in the
Conditions area, and click Search to view file identification logs.

2.2.3 Server Exception Protection Policy

Scenario

In the intranet environment as shown in Figure 2-5, configure a server exception protection
policy to provide outreach exception protection for Serverl in the intranet server zone at any
time and block illegitimate outreach, so as to protect information security of this server in the
intranet.

Figure 2-5 Typical topology for server exception protection

Servers

Serverl
10.10.10.1

-

Clientl Client2
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Preparations

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface
M as the management interface. Set interface parameters as follows:

®  Setthe IP address of management interface M to 192.168.3.1 and the gateway to
192.168.3.254.

®  Putinterfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of
an interface in direct mode is not used for communications, it can be set to any except
those on the same network segment as the management interface

®  Set the IP address of Serverl in the server zone to 10.10.10.1.

Configuration Roadmap

1. Configure a server exception protection policy to identify and promptly block abnormal
server outreach behaviors.

2. Apply configuration to make the settings take effect.

Configuration Procedure
To configure a server exception protection policy, follow these steps:
Step 1 Configure a server exception protection policy.

a. Choose Policy > Data Leak Protection > Server Exception Protection and configure a
server exception protection policy named psl for the Serverl server, with lllegal
Outreach Alert set to Yes.

Figure 2-6 Configuring a server exception protection policy

Name = I psi I

Server IP & 10.10.10.1

lilegal Outreach Alert (@) Yes No

Allowed Server OQutreach Address

I"—_"l 1w New
(0] Qutreach IP Address Protocol and Port Operation

o o data is available.

OK Cancel

b. In the dialog box shown in Figure 2-7, click New to add an IP address allowed for server
outreach by setting the IP address for outreach, protocols, and ports.
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Figure 2-7 Adding an IP address for server outreach

Qutreach IP Address =
[] Protocol Port
[] TCP
[] UDP
[]1  ICMP
QK Cancel

Only outreach behaviors that meet such conditions as IP address, protocol, and port are
considered legitimate. For illegitimate outreach behaviors, alerts are generated.

c. Click OK to save the settings.
Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

-—End

When the server exception protection policy is hit, choose Logs and Reports > Security
Log > Data Leak Protection, set Event Type to Server Exception and set other parameters
in the Conditions area, and click Search to view server exception protection logs.

2.3 Configuring an Application Management Policy

Scenario

Preparations

In the intranet environment shown in Figure 1-1, configure an application management policy
to block system-defined applications, such as Kuwo Player, during working hours (9:00—
12:00 and 13:00-18:00).

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface
M as the management interface. Set interface parameters as follows:
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®  Set the IP address of management interface M to 192.168.3.1 and the gateway to
192.168.3.254.

®  Putinterfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of
an interface in direct mode is not used for communications, it can be set to any except
those on the same network segment as the management interface

Configuration Roadmap
1. Create a working time object named working.
2. Configure an application management policy to block a specified application.
3. Apply configuration to make the settings take effect.

Configuration Procedure
To configure an application management policy, follow these steps:
Step1 Configure a time object.
Choose Object > Time > Custom. On the Custom page that appears, click New to create a

time object named working, as shown in Figure 2-8.

Figure 2-8 Creating a time object for the application management policy

Name working
Type | Daily W |
Time 09:00 -12:00 |13:00 -18:00

Description

0].4 Cancel

Step 2 Configure an application management policy to block Kuwo Player, a system-defined
application.

Choose Policy > Application Management > App Mgmt Policy. Click New and, in the New
dialog box, set Application to Kuwo Player and Time Object to working, as shown in
Figure 2-9.
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Figure 2-9 Configuring an application management policy

New x
Sre Security Zone Dst Security Zane Direct-A
Src Addr Object+ | any - Dst Addr Object « any -
User any -
Application Application Group -
Application Filter -
Service -
Time Object «
Block Block -
Log Yes No
Description
CK Cancel

Step 3 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

—End

Verification

When the application management policy is hit, choose Logs and Reports > Web Behavior
Log > Application Management, enter search conditions, and click Search to view
application management logs.

2.4 Configuring Traffic Management Policies

NIPS allows you to configure traffic control and traffic analysis policies.

2.4.1 Traffic Control Policy

Scenario

In the intranet environment shown in Figure 2-10, configure a traffic control policy to limit
the Internet access rate of each user to 100 kbit/s during working hours (9:00-12:00 and
13:00-18:00).
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Figure 2-10 Typical deployment topology

Ul/l:
(Direct=A)

W e

Client A ClientB

Preparations

Specify the IP address range of intranet users, for example, 192.168.10.190-192,168.10.199,
and specify the internal address of the router as the gateway.

Configuration Roadmap
1. Specify a line to which the new traffic control policy will apply.
Configure an IP pool which the new traffic control policy will monitor.

3. Configure a time object to specify the period in which the new traffic control
policy will work.

4. Configure a traffic channel which the new traffic control policy will monitor.
Configure a traffic control policy.
6. Apply configuration to make the settings take effect.
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\ For details about how to configure a line and a traffic channel, see the NSFOCUS NIPS
4 User Guide
Note '

Configuration Procedure

To configure a traffic control policy, follow these steps:

Step1 Configure a line.

Choose Policy > Traffic. On the Traffic Management Policy page, click Edit Line and
configure a line in the Edit Line dialog box, as shown in Figure 2-11.

Figure 2-11 Configuring a line

Edit Line X

Total Downlink Total Uplink
1D Name ) Description Operation
Traffic{Kbps) Traffic(Kbps)
0 100M 100000 100000 default +
10M 10000 10000 ¥
OK Cancel

Step 2 Configure an IP pool.

Choose Object > Network > IP Pool. Click New and, in the New dialog box, create a new IP
pool (including all intranet addresses of Dept A users), as shown in Figure 2-12.
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Figure 2-12 Creating an IP pool

Mame #

Start IP =

End IP =

Invert

Description

Dept A User

192.168.10.180

192.168.10.199

() ¥es (@) Mo

Cancel

Step 3 Configure a time object.

Choose Object > Time > Custom. Click New, and in the New dialog box, set parameters for

the time object named working, as shown in Figure 2-13.

Figure 2-13 Creating a time object for the traffic control policy

MNams = working
Time 09:00 -12:00 |13:00 - 18:00
Description

Cancel

Step 4 Configure a traffic channel.

Choose Object > Traffic Channel. Click New and, in the New dialog box, create a new
traffic channel, as shown in Figure 2-14.
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Figure 2-14 Creating a traffic channel for the traffic control policy

Mame = Dept A

Priority = 3

Uplink GBR(Kbps) = 1]
Downlink GBR{Kbps) = |g
Uplink MBR(Kbps) = 100
Downlink MBR(Kbps) = 100
Maximum Sessions * 1]

Description

QK Cancel

Step 5 Configure a traffic control policy.

Choose Policy > Traffic. On the Traffic Management Policy page, click New and, in the
New dialog box, configure a traffic control policy, as shown in Figure 2-15.
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Figure 2-15 Configuring a traffic control policy

New x
Line 100M -
Action Analyze W Shape
Trafiic Channel Dept A -
Src Security Zone Direct-A -

Dst Security Zone Direct-A

Src Addr Cbject Dept A user - Per IP
User any -

Application any -

Application Group -

Time Object » working -

Description

CK Cancel
i In the dialog box for creating a traffic control policy, you can also select Analyze to
’ enable NIPS to analyze traffic of the managed object. For details about how to configure
Tip a traffic analysis policy, see section 2.4.2 Traffic Analysis Policy.

Step 6 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

-—End

2.4.2 Traffic Analysis Policy

Scenario

In the intranet environment shown in Figure 2-10, configure a traffic analysis policy to
implement in-depth analysis of network traffic.
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Preparations
Specify the IP address range of intranet users, for example, 192.168.10.190-192,168.10.199,
and specify the internal address of the router as the gateway.

Configuration Roadmap
1. Configure a traffic analysis policy.
2. Apply configuration to make the settings take effect.

Configuration Procedure
To configure a traffic analysis policy, follow these steps:
Step 1 Configure a traffic analysis policy.
Choose Policy > Traffic. On the Traffic Management Policy page, click New and, in the
New dialog box, configure a traffic analysis policy, as shown in Figure 2-16.

Figure 2-16 Creating a traffic analysis policy

Line 100M -
Action % ¥ Analyze Shape
Src Security Zone global A

Dst Security Zone  global

Src Addr Object « -
User any -
Application any -
Application Group -
Time Object any -

Description

OK Cancel

Step 2 Make the settings take effect.

e  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

-—End
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Verification

After monitored traffic passes through NIPS, choose Home > Traffic Analysis. On the
TCP/UDP Traffic, Application Traffic, or IP Traffic page, you can view related traffic

statistics.
You can view traffic analysis reports only on ESPC. Therefore, make sure that NIPS
Q has been properly connected to ESPC before viewing a traffic analysis report.
: When configuring NIPS to connect to ESPC, you must configure an FTP password
Tip for the sending of traffic analysis logs to ESPC. For how to configure the connection
to ESPC, see section 2.5 Configuring NIPS to Connect to NSFOCUS ESPC.

2.5 Configuring NIPS to Connect to NSFOCUS ESPC

This section uses NIPS V5.6R10F01 and NSFOCUS ESPC V7.0R00F01 ("ESPC™ for short)
as an example to describe how to establish a connection between NIPS and ESPC.

Scenario

In the network environment shown in Figure 2-17, ESPC is deployed to collaborate with
NIPS. In this case, ESPC receives and stores detailed logs.

Figure 2-17 Deployment topology for the collaboration between NIPS and ESPC

Slhternet

\ﬁv/
Ei : Router

10.14.36.144 ' ' q Q q Q

Server zone

ESPC 10.14.36.177
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Preparations
Set the IP address of ESPC to 10.14.36.177.
Set the IP address of NIPS to 10.14.36.144.

Configuration Roadmap
1. Configure NIPS to connect to ESPC.
2. Configure ESPC to connect to NIPS.
3. Verify the configuration.

Configuration Procedure

Configuring NIPS to Connect to ESPC

Step1 Choose System > Security Center.

Step 2 On the Security Center page, set the local IP address and the IP address of an ESPC, and
select the check box next to Start.

Step 3 Choose System > System Control and click Reboot Engine to make the settings take effect.

Figure 2-18 shows the configuration result.

\ Before ESPC detects NIPS and completes device registration, the connection status is
| -
Note displayed as . After the connection succeeds, the status turns to
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Figure 2-18 Connecting to ESPC

ty Center @ Online He
Local P | 10.14.36.144 CK
NSFOCUS Cloud
evice Care Senice @ 0n © o & (Rl Goto Cloudt Network Connectivity Test
Alert Visualization ®On O Off
Alert Type Basic alertinfo v
Apply Terms of Use
ESPC
server Address | 10.14.36.177 port| 443 Sending Data [ Start ‘&) Network Connectivity Test
server Address | 10.65.123.105 port| 443 Sending Data [ Start '®) Network Connectivity Test
server Address | 10.65.120.72 port 443 Sending Data (# Start %) Metwork Connectivity Test
server Address port| 443 Sending Data [ Start'®)  Network Connectivity Test
BSA
server Address Tunnel v |portforfile 5050  portforlog 5005  portfor netiow 5006 Start'&)  Network Connectivity Test
server Address Tunnel v |portforfile 5050  portforlog 5005  portfor netiow 5006 Start %) Network Connectivity Test
server Address Tunnel v |portforfile 5050 port for log | 5005 port for netflow | 5006 Start ®)  Network Connectivity Test
server Address Tunnel v |portforfile 5050 port for log | 5005 port for netfiow | 5006 Start @) Network Connectivity Test
OK
---End

Confirming the Connection to ESPC

After receiving connection information from NIPS, ESPC automatically registers the device.
Step1 Log into ESPC (both the user name and password are admin).

Step 2 Click the message center button in the quick access bar. You can see NIPS registration
success information which indicates that NIPS successfully connects to ESPC.

—End

Verification

After NIPS is successfully registered by ESPC, you can see NIPS information under Device
Management > Device List. In addition, NIPS will upload logs to ESPC in real time.

2.6 Configuring NIPS to Connect to NSFOCUS BSA

Scenario

In the network environment shown in Figure 2-19, NSFOCUS BSA ("BSA" for short) is
deployed to collaborate with NIPS. In this case, BSA can collect security data from NIPS and
parse and store them.
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Figure 2-19 Deployment topology for the collaboration between NIPS and BSA

d

'»z_;/j -~ Router

Server zone

il 1)

I'l 0.14.36.144

3

BSA : 10.14.36.177

Preparations
®  Set the IP address of BSA to 10.14.36.177.
®  Set the IP address of NIPS to 10.14.36.144.

Configuration Roadmap
Configure NIPS to connect to BSA.

Configuration Procedure

Choose System > Security Center to configure NIPS to connect to BSA. Set Local IP and
related parameters in the BSA area, select the check box next to Start, and click OK. If the
system prompts "Configuration success", the connection between the two devices is
successfully configured.

Copyright © NSFOCUS 67 V5.6R10F02 (2017-03-09)



NSFOCUS NIPS Deployment and Configuration Guide

Figure 2-20 Connecting to BSA

Security Center @ Online He Apply Settings
Locaie [orasmer] =
NSFOCUS Cloud
Device Care Service @ 0n () Off Goto CloudT  Network Connectivity Test
Alert Visualization ®0On O Of
Alert Type Basic alertinfo ¥
Apply Terms of Use
ESPC
server Address | 10.65.151.229 port| 443 Sending Data [[] Start &' Network Connectivity Test
server Address | 10.65.123.105 port| 443 Sending Data (] Start %) Network Connectivity Test
server Address | 10.65.120.72 port[4¢3 | Senaing Data ) start (el & Network Connectivry Test
server Address port| 443 Sending Data [ Start '®/ Network Connectivity Test
BSA
ser'.-erﬁ\clc\ressl'ﬂ 1436177 Tunnel v Iuonforﬂ\e 5050 portforlog 5005  portfor netiow 5006 Start &) Netwo
server Address Tunnel v |portforfile 5050 portforlog 5005  portfor netflow | 5006 Start®) Netwo
server Address Tunnel v |portforfile 6050  portforlog 5005  portfor netflow | 5006 Start ) Network Connectivity Test
server Address Tunnel ¥ |portforfile| 5050 | portforlog 5008  portfor netiow 5006 Start ') Network Connectivity Test
oK
\ You can select the mode (Tunnel or Encrypt) for connection between NIPS and BSA
4 from the drop-down list on the right of Server Address. The configuration on BSA
Note should be the same as that on NIPS.

2.7 Configuring Collaboration with ESPC for Reputation-related

Protection

Scenario

When NIPS cannot access the extranet, it can collaborate with ESPC on the intranet for
reputation-related protection. In this case, ESPC can obtain the reputation library by
collaborating with the reputation cloud on the extranet or with NSFOCUS Threat Analysis
Center ("TAC" for short). Then ESPC dispatches the obtained reputation library to NIPS
regularly. NIPS can also check ESPC for the latest reputation library for real-time protection
against botnets, malicious websites, and dangerous files.
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Figure 2-21 Topology for collaboration with ESPC for reputation-related protection

NSFOCUS Cloud Center

Miorror port G1/1

Management interface M

ESPC

DirectA
G1/1

DirectA
G1/2

Management interface M

Configuration Preparations

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface
M as the management interface. Set interface parameters as follows:

Set the IP address of management interface M to 192.168.3.1 and the gateway to
192.168.3.254.

Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of
an interface in direct mode is not used for communications, it can be set to any except
those on the same network segment as the management interface.

Configuration Roadmap

1.

Make sure that NIPS can successfully collaborate with ESPC which properly connects to
the reputation cloud on the Internet.

Select the source of the reputation library.
Enable botnet protection, web reputation protection, and file reputation protection.
Apply the settings to make them take effect.
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Configuration Procedure

Step1 Choose System > Security Center and set collaboration parameters. In the ESPC area, type
the server address, select the Start check box, and click OK to make the settings take effect.

After the collaboration succeeds, the icon is displayed.

Figure 2-22 Setting collaboration parameters

Local P 10.14.36.144 oK

NSFOCUS Cloud
Device Care Service @On O Of Goto CloudT  Network Connectivity Test
Alert Visualization ®Cn Off

Alert Type Basic alert info v

Apply Terms of Use

ESPC
server Address | SEEEEEEEN-— port 443 Sending Data [[] Start &) Metwark Connectivity Test
server Address | MRREEIEES port 443 Sending Data [ Start %) Network Connectivity Test
server Address RIS port 443 Sending Data [+ Stan %) Network Connectivity Test
server Address port 443 Sending Data (] Start ™) Network Connectivity Test

BSA
server Address | 10.14.36.177 Tunnel v |portforfile 5050 portforlog 5005  portfor netflow | 5006 Start \*)  Network Connectivity Test
server Address Tunnel ¥ |portforfile 5050 portforlog|5005  portfor netflow 5008 Start ®) Network Connectivity Test
server Address Tunnel ¥ |portforfile| 5080  portforlog 5005  portfor netiow 5006 start @) Network Connectivity Test
server Address Tunnel ¥ |portforfile| 5050  portforlog 5005  portfor netlow 5006 Start %) Network Connectivity Test

OK

Step 2 Choose Policy > Reputation and set related parameters.

a. Set Reputation Library Source to ESPC.
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Figure 2-23 Configuring the reputation library source

Reputation
Reputation Library Source
Reputation Library Source Reputation cloud (reputation.api.nsfocus.com) Metwark Connectivity Test
« ESPC Metwark Connectivity Test
Enable NSFOCUS threat reputation intelligence
OK
Botnet Prevention
Enable Yes @ No
Block Yes « No
oK
Web Reputation
Enable Yes @ No
Reputation Value
Allow Alert Block
01,2 3 45
0 2 3 4 5
Advanced Optiong==
OK
File Reputation
Enable Yes @ No
Reputation Value
Allow Alert Block
01,2 3 4,5
i] 2 3
OK

- If Reputation cloud (reputation.api.nsfocus.com) is selected, NIPS obtains the

reputation library from the reputation cloud.

- If ESPC is selected, NIPS obtains the reputation library from ESPC.
b. Enable the botnet protection policy, web reputation policy, and file reputation policy. Click

OK to save the setting after enabling each policy.
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Figure 2-24 Setting reputation protection parameters

Reputation

Botnet Prevention

Enable # Yas Mo
Block Yes @ Mo
OK

Web Reputation

Enable # Yes Mo
Reputation Value
Allow Alert Block
01,2 3 4,5

Advanced Options> >

OK
File Reputation
Enable ¥ Yes No
Reputation Value
Allow Alert Block
01,2 3 45
A
0 2 3 4 5
OK

Step 3 Make the settings take effect.

a. Click Apply Settings in the upper-right corner of the page.
b. Choose System > System Control and then click Apply Settings.

——End

Verification

Choose Logs and Reports > Security Log > Reputation and query reputation logs.
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e  Alog whose event type is Botnet indicates that the botnet protection policy is triggered.

®  Alog whose event type is Visit Malicious Site indicates that the web reputation policy is
triggered.

®  Alog whose event type is Visit Malicious File indicates that the file reputation policy is
triggered.

2.8 Configuring Collaboration with the Reputation Cloud

Scenario
When NIPS can access the extranet, it can collaborate with NSFOCUS reputation
cloud which will regularly dispatch the reputation library to NIPS. NIPS can also check the
reputation cloud for the latest reputation library for real-time protection against botnets,
malicious websites, and dangerous files.
Figure 2-25 Topology for collaboration with the reputation cloud
NSFOCUS Cloud Center
. Mirror port G1/1
~__ g {
b Management interface M
ESPC
DirectA
G1/1 Management interface M
DirectA ;
G1/2
Client g g
Preparations

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface
M as the management interface. Set interface parameters as follows:

®  Setthe IP address of management interface M to 192.168.3.1 and the gateway to
192.168.3.254.
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Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of
an interface in direct mode is not used for communications, it can be set to any except
those on the same network segment as the management interface.

Configuration Roadmap
Make sure that NIPS can access the Internet and can collaborate with the reputation

1.
cloud.
2. Set the reputation cloud as the source of the reputation cloud.
3. Enable the botnet protection policy, web reputation policy, and file reputation policy.

4. Apply the settings to make them take effect.

Configuration Procedure

Step1 Choose Policy > Reputation and set related parameters.
Set Reputation Library Source to Reputation cloud (reputation.api.nsfocus.com) and
click OK to save the setting.

a.

Figure 2-26 Setting the reputation cloud as the source of the reputation library

Reputation Library Source

Reputation Library Source @ Reputation cloud (reputation.api.nsfocus.com) Netwaork Connectivity Test

ESPC MNetwark Connectivity Test

Enable NSFOCUS threat reputation intelligence

OK

You can click Network Connectivity Test to check whether NIPS can properly connect to the
reputation cloud. The system will display the connection result.

b.  Enable the botnet protection policy, web reputation policy, and file reputation policy. Click
OK to save the setting after enabling each policy.
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Figure 2-27 Setting reputation protection parameters

Reputation

Botnet Prevention

Enahle ® Yes No
Block Yes @ No
Ok
Web Reputation
Enahle ® Yes No
Reputation Value
Allow Alert Block
01,2 3 4,5

Advanced Options=>>

Ok
File Reputation
Enahle ® Yes No
Reputation Value
Allow Alert Block
0,1,2 3 4,5
0 2 3 4 5
Ok

Step 2 Make the settings take effect.

a. Click Apply Settings in the upper-right corner of the page.
b. Choose System > System Control and then click Apply Settings.

—End

Verification
Choose Logs and Reports > Security Log > Reputation and check reputation logs.

®  Alog whose event type is Botnet indicates that the botnet protection policy is triggered.

®  Alog whose event type is Visit Malicious Site indicates that the web reputation policy is
triggered.
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®  Alog whose event type is Visit Malicious File indicates that the file reputation policy is
triggered.

2.9 Configuring Collaboration with TAC

Scenario

During the collaboration between NIPS and TAC, TAC is deployed on the network in out-of-
path mode for detection of threats in files uploaded by NIPS to the APl of TAC. Therefore,
make sure that NIPS is properly connected to TAC.

During the collaboration, NIPS reassembles files transmitted via SMTP, POP3, IMAP, HTTP,
and FTP, and sends the reassembled files to TAC. Then TAC will make threat analysis of
sample files uploaded by NIPS and return the analysis result to NIPS. Based on the analysis
result, NIPS will block them or generate alerts during the second round of detection of these
files.

You can view or download sample analysis reports on NIPS or TAC collaborating with it.
There are three scenarios where NIPS can be deployed to collaborate with TAC.

®  Scenario 1: The management interface of NIPS connects to the management interface of
TAC, as shown in Figure 2-28.
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Figure 2-28 Collaboration topology 1

A ™
10. 10.10.1/24

Gl/2: direc:

985189

Intranet: 192. 168. 10. 0/24

®  Scenario 2: A non-management interface of NIPS connects to a non-management
interface of TAC, as shown in Figure 2-29.
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Figure 2-29 Collaboration topology 2

Q'\J QK;] Q\J

Intranet: 192, 168. 10. 0/24

®  Scenario 3: NIPS collaborates with the cloud-side TAC through the management
interface. In this case, you just need to set the TAC type to Cloud-side TAC and do not
need to configure any server address or collaboration account.
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Figure 2-30 Collaboration with cloud-side TAC

Intranet: 192, 168.

Preparations

® Reserve interface M as the management interface of NIPS and an interface for
collaboration with TAC:

- Scenario 1: Only the management interface (M) needs to be configured.
- Scenario 2: The management interface (M) and interface G1/3 need to be configured.

- Scenario 3: Only the management interface (M) needs to be configured (the IP
address used here is for illustration purpose; in practice, you must ensure that the
management interface can connect to the cloud-side TAC).

e  Create a security zone, Direct-A, for interfaces G1/1 and G1/2 on one link. As the IP
address of an interface in direct mode is not used for communications, interfaces G1/1
and G1/2 can have any IP addresses as long as they are in a different network segment
than the IP address of the management interface.

®  Forscenarios 1 and 2, you also need to configure related parameters on TAC. For details,
see Configuration on TAC.

Configuration Roadmap

1. Configure an IP address for the management interface and an IP address for the
collaboration interface.
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Configure an advanced threat protection policy.
Set file reassembly parameters.

Set parameters relating to file reputation detection.
Apply the settings to make them take effect.
Check alert logs.

A T

Configuration Procedure
Configuration on NIPS

Step1 Choose Network > Interface > Interface, and click “ inthe Operation column of the
target interfaces.

The configuration procedure varies a little with the scenario.

®  Scenario 1: Only the IP address of interface M needs to be configured.
Click “ inthe Operation column of interface M and set its IP address, as shown in

Figure 2-31. After that, you must apply the settings. Otherwise, the changes would not
take effect.

Figure 2-31 Setting the IP address of the management interface

Interface Il
Security Zone  Management
Manageable Yes Na
IPv4
IP Address 10.67.4.10
Subnet Mask 255.255.0.0
Gateway 192.168.1.1
Default Gateway (@ Yes Mo
IPv6
Configuration Maode Auto (@ Manual
IP Address
Save Cancel
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®  Scenario 2: IP addresses of interfaces M and G1/3 need to be configured.

Figure 2-32 Interfaces configured on NIPS

Interface Q) Online Hel A Seftings
Interface Interface Type Medium Type Manageable Interface IP Subnet Mask Gateway IP Duplex Connection Rate (Mbps) Security Zone Operation
IM Electrical Copper Yes 1067410 2552552550 10.10.10.254* auto auto Management 4 I
H1 Electrical Copper Yes 19216821 2552552550 19216821 auto auto Direct-A .
Gin Electrical Copper Yes 0.0.0.0 0.00.0 0.0.00 auto auto Direct-A = »
G112 Electrical Copper Yes 0.0.0.0 0.0.0.0 0.0.00 auto auto Direct-A = »
IG'-‘3 Electrical Copper Yes 192.168.1.2 2552552550 192.168.1.1 auto auto Management . I
G1/4 Electrical Copper Yes 0000 0.000 0.0.00 auto auto Direct-B = m
G21 1000M optical Fiber Yes 1111112 25525500 0.0.00 auto auto Direct-B 2 (»
G212 1000M optical Fiber Yes 0000 0000 0000 auto auto Direct-C .
G213 1000M optical Fiber Yes 0000 0000 0000 auto auto Direct-D e m
G2ia 1000M optical Fiber Yes 0.0.00 0000 0000 auto auto Direct-D S m
Tan 10G optical Fiber Yes 00.00 0000 0000 auto auto Direct-E e .
T332 10G optical Fiber Yes 0.0.00 0.00.0 0.0.00 auto auto Direct-E B AL

®  Scenario 3: Only the management interface (M) needs to be configured (the IP address
used here is for illustration purpose; in practice, you must ensure that the management
interface can connect to the cloud-side TAC).

Step 2 Choose Policy > Advanced Threat Protection > Advanced Threat Protection to configure
an advanced threat protection policy.

a. Configure TAC authentication parameters, including the interface IP address of TAC for
collaboration with NIPS and the API account and password created on TAC. The
configuration procedure varies a little with the scenario.

- Scenario 1: In this scenario, the management interface of NIPS connects to that of
TAC. Therefore, set Server IP to the IP address of interface M on TAC, as shown in
Figure 2-33.

Figure 2-33 Configuring an advanced threat protection policy — scenario 1

Advanced Threat Protection

Threat Analysis Center(TAC)

TAC Type ® Local TAC Cloud-side TAC
Server IP 10.10.10.2 Network Connectivity Test Redirect to TACT
Username ipstest
Password | ssecssseseens
oK

— Scenario 2: In this scenario, interface G1/1 of NIPS connects to interface G1/1 of
TAC. Therefore, set Server IP to the IP address of interface G1/1 (192.168.1.1) on
TAC, as shown in Figure 2-34.
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Figure 2-34 Configuring an advanced threat protection policy — scenario 2

Advanced Threat Protection

Threat Analysis Center(TAC)

TAC Type ® Local TAC Cloud-side TAC
Server IP 192.168.1.1 Network Connectivity Test Redirectto TACH
Username ipstest
Password seeessseseen
oK

®  Scenario 3: The management interface of NIPS connects to the cloud-side TAC, as
shown in Figure 2-35.

Figure 2-35 Configuring an advanced threat protection policy — scenario 3

Advanced Threat Protection

Threat Analysis Center(TAC)

TAC Type Local TAC e Cloud-side TAC

Server IP WARER 1Jetwork Connectivity Test

oK

After configuration, click Network Connectivity Test to check whether NIPS can properly
connect to TAC. If the icon is displayed, the connection succeeds.

b. Configure detection objects.
Specify file types to be sent to TAC for checks. You can select all file types.
c. Configure network segments for collaborative analysis.

This is for setting conditions for NIPS to send files to TAC for checks. Only files that
match the conditions set here will be sent to TAC. Note that the collaboration function is
automatically disabled if no settings are configured in this area.

Click New in the upper-right corner of the Network Segment for Collaboration
Analysis area. Configure parameters in the dialog box that appears, as shown in Figure
2-36.
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Figure 2-36 Configuring network segments for collaborative analysis
New x

Src Security Zone | global -

Dst Security Zone  global

Src Addr Cbject » any -
Dst Addr Cbject = any -
User any -
Time Chject % any -

Description

Ok Cancel

Step 3 Choose Policy > Advanced Threat Protection > Collaboration Status.

On the page that appears, you can view the file check result and reputation data received from
TAC, as shown in Figure 2-37.
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Figure 2-37 Collaborative analysis result

Check Result

Total Checked Files 25102
Malicious Files 138060
High Threat & 111660
Middle Threatig 26535
Low Threat e
Count of no threat file 11206

Collaboration Status Value Liiiin

Received Reputation

Type Total Last Update Time
File Reputation 446 2017-03-20 14.558:45
URL Reputation 44 2017-03-1018:02:06
CC Reputation 0

Step 4 Set file reassembly parameters.

After a network segment is configured for collaborative analysis, the file reassembly function
is enabled automatically. Choose System > System Configuration > File Reassembly and
set parameters.

Figure 2-38 File Reassembly page

Application SIHTTP IFTP ¥ SiTP W PORS ¥ IMAP
Feassembled File Length 10 W
File Forensics ® Yes ONo

OK

Step 5 Set file reputation parameters.

After a network segment is configured for collaborative analysis, the file reputation policy is
enabled automatically. Choose Policy > Reputation and set parameters in the File
Reputation area.
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Figure 2-39 Viewing the file reputation configuration

Reputation

Advanced Options> >

oK

File Reputation

Enable = Yes No
Reputation Value
Allow Alert Block
01,2 3 4.5

Step 6 Make the settings take effect.

®  Click Apply Settings in the upper-right corner of the page.
®  Choose System > System Control and then click Apply Settings.

—End

Configuration on TAC
For scenarios 1 and 2, perform the following procedure on TAC (for details, see the
NSFOCUS TAC Configuration Guide):

®  Configure the IP address of the management interface and that of the collaboration
interface.

- Scenario 1: Only the management interface (M) needs to be configured.

- Scenario 2: The management interface and interface G1/1 need to be configured.
®  Configure a threat detection policy.
®  Create an APl account.

Log in to TAC as the administrator admin and perform the following procedure:
Step1 Choose System > System Configuration > Interface.
The configuration procedure varies a little with the scenario.

®  Scenario 1: Assign an IP address to interface M.
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Figure 2-40 Interface M configured on TAC

Interface @
Interface Interface IP Subnet Mask Gateway IP Duplex Connection Rate (Mbps) Interface Type Operation

M 1010102 255.255.00 10.10.10254 Default auto auto Management j I

H1 192.168.2.1/24 255255255.0 192.1682.1 auto auto Management ?

Go9H 0.0.0.0/0 0.0.00 0.0.00 auto auto honitor ?

®  Scenario 2: Assign an IP address to interface M and interface G1/1 respectively.

Figure 2-41 Management interface and collaboration interface configured on TAC

Interface (%)
Interface Interface IP Subnet Mask Gateway IP Duplex Connection Rate (Mbps) Interface Type Operation
IM 10.10.10.2 255.255.0.0 10.10.10.254 Default auto auto Management = I
H1 192.168.2.1124 2566266 2550 192.168.2.1 auto auto Management j
IG’.-" 192.168.1.1 265.255.0.0 0.00.0 auto auto Management 573 I
Glz 0.0.0.0/0 0.000 0.000 auto auto Monitor }

Step 2 Choose System > System Control and then click Restart Engine to make the settings take
effect.

Figure 2-42 Restarting the engine

System Control

Apply Configuration

I Restart Engine I

Reboot System

Shut Down System

Step 3 Choose Policy > Collaborative Defense > APl Management to create an API account, for
example, test111.
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Figure 2-43 Creating an APl account on TAC

Account % test111
Password *
Confirm Password
Description MNsfOcus@123
Ok Cancel

Figure 2-44 shows the configured account.

Figure 2-44 API account list

APl Account Management @
20 v m Search New
Account Enable Description Operation
weboper v ? X

testi11 ] Nsfleus@123 2 (X I
---End

Verification

After the NIPS-TAC collaboration environment is configured, when detecting a malicious file
over the network, TAC will generate an alert log. You can check such alert logs under Logs
and Reports > Security Log > Reputation.
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Figure 2-45 Querying alert logs

¢ Reputation > @

Q Conditions «
21T T ™ | Clear Log

-
Time Source IP Source Port  User Destination IP  Destination Port  Event Type
v 2016-06-20 14:31:38  10.67.4201 10718 106.120.188.49 80 Botnet

Event Content: Domain Name: 106.120.188.49
Reputation Value: 3

Interface: G1/2

Source MAC: 18:03:73:AF:88:D6

Destination MAC: E8:40:40:97:C3:C2

Protocol Abstract:

VLAN ID: 0
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A Default Parameters

A.1 Default Network Settings

IP Address

M: 192.168.1.1

H1: 192.168.2.1 (whether interface H1 exists depends on the hardware

platform)
G1/1:0.0.0.0
G1/2:0.0.0.0

... (For working interfaces not for management purposes, their initial IP

addresses are all 0.0.0.0.)

Subnet Mask

255.255.255.0

A.2 Default Accounts

Web
Operator

Web Maintainer
Auditor

ESPC
Adminis
trator

BSA
Administrat
or

Console
Administrator

User admin

Name

Password

auditor supervisor

Set when
admin
enables
this
account

admin

admin

conadmin

A.3 Communication Parameters of the Console Port

Baud Rate

115200

Data Bits

8
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A.4 Default CLI Administrator Account

User Name shell

Password

Copyright © NSFOCUS 90 V5.6R10F02 (2017-03-09)



	Preface
	Overview
	Audience
	Organization
	Conventions
	Customer Support

	1  Typical Deployment
	1.1 Direct Mode Deployment
	1.1.1 Single-Link Deployment
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure

	1.1.2 Multi-Link Deployment
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure


	1.2 Asymmetric Routing Deployment
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure

	1.3 Multipoint Layer 2 Access Mode
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure

	1.4 Routing Mode
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure

	1.5 High Availability Configuration
	1.5.1 Configuring HA on Master and Slave IPS Devices Deployed in Single-Link Mode
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure

	1.5.2 Configuring HA on Master and Slave IPS Devices Deployed in Dual-Link Mode
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure

	1.5.3 Configuring VRRP on NIPS Deployed in Routing Mode
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure


	1.6 Port Trunking Configuration

	2  Typical Configuration
	2.1 Configuring an Intrusion Prevention Policy
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification

	2.2 Configuring a Data Leak Prevention Policy
	2.2.1 Sensitive Data Protection Policy
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification

	2.2.2 File Identification Policy
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification

	2.2.3 Server Exception Protection Policy
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification


	2.3 Configuring an Application Management Policy
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification

	2.4 Configuring Traffic Management Policies
	2.4.1 Traffic Control Policy
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure

	2.4.2 Traffic Analysis Policy
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification


	2.5 Configuring NIPS to Connect to NSFOCUS ESPC
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification

	2.6 Configuring NIPS to Connect to NSFOCUS BSA
	Scenario
	Preparations
	Configuration Roadmap

	2.7 Configuring Collaboration with ESPC for Reputation-related Protection
	Scenario
	Configuration Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification

	2.8 Configuring Collaboration with the Reputation Cloud
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification

	2.9 Configuring Collaboration with TAC
	Scenario
	Preparations
	Configuration Roadmap
	Configuration Procedure
	Verification


	A Default Parameters
	A.1 Default Network Settings
	A.2 Default Accounts
	A.3 Communication Parameters of the Console Port
	A.4 Default CLI Administrator Account


