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Preface 

Overview 

This document describes the deployment modes and typical configuration examples of 

NSFOCUS Network Intrusion Prevention System (NIPS). 

This document is provided for reference only. It may slightly differ from the actual product 

due to version upgrade or other reasons. 

Audience 

This document is intended for the following users: 

 Users who wish to know main features and usage of this product 

 System administrator 

 Network administrator 

This document assumes that you have knowledge in the following areas: 

 Linux and Windows operating systems 

 TCP/IP protocols 

 Network security 

Organization 

Chapter Scope 

1 Typical Deployment Presents the methods of deploying and configuring NIPS on a 

network. 

2 Typical Configuration Presents typical examples for configuring protection policies on 

NIPS. 

A Default Parameters Presents default settings of NIPS. 

Conventions 

Convention Description 

Bold font Keywords, names of screen elements like buttons, drop-down lists or fields, and 

user-entered text appear in bold font. 
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Convention Description 

Italic font Document titles, new or emphasized terms, and arguments for which you supply 

values are in italic font. 

 
Reminds users to take note. 

 

Indicates a tip to make your operations easier. 

 
Indicates a situation in which you might perform an action that could result in 

equipment damage or loss of data. 

 

Indicates a situation in which you might perform an action that could result in 

bodily injury. 

A > B Indicates selection of menu options. 

Customer Support 

Email: support@nsfocusglobal.com 

Portal: https://nsfocus.desk.com/ 

Contacts: 

•USA: +1-844-673-6287 or +1-844-NSFOCUS 

•UK: +44 808 164 0673 or +44 808 164 0NSF 

•Australia: +61 2 8599 0673 or +61 2 8599 0NSF 

•Netherlands: +31 85 208 2673 or +31 85 208 2NSF 

•Brazil: +55 13 4042 1673 or +55 13 4042 1NSF 

•Japan: +81 3-4510-8673 or +81 3-4510-8NSF 

•Singapore: +65 3158 3757 

•Hong Kong +852 5803 2673 or +852 5803 2NSF 

•Middle East: +973 1619 7607 

mailto:support@nsfocusglobal.com
https://nsfocus.desk.com/
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1 Typical Deployment 

The deployment mode of NIPS varies with the network scale, security level, and network 

topology complexity. This chapter contains the following sections: 

Section Description 

Direct Mode Deployment Describes how to deploy and configure NIPS in direct mode. 

Asymmetric Routing Deployment Describes how to deploy and configure NIPS in asymmetric routing 

mode. 

Multipoint Layer 2 Access Mode Describes how to deploy and configure NIPS in multipoint layer 2 

access mode. 

Routing Mode Describes how to deploy and configure NIPS in routing mode. 

High Availability Configuration Describes how to deploy and configure NIPS in high availability 

mode. 

Port Trunking Configuration Describes how to deploy and configure NIPS in port trunking mode. 

1.1 Direct Mode Deployment 

Direct mode deployment can be implemented in either single-link or multi-link manner. 

 

 

Here NX5-T9010A and NX5-T9020A are used as examples to describe this deployment 

topology of NIPS. 

Other NIPS models can be deployed in virtual wire (v-wire) mode, which is equivalent 

to the direct mode. In this case, you need to first configure a pair of v-wire interfaces 

and then configure a v-wire to contain these two interfaces (one as IN and the other as 

OUT). 

 

1.1.1 Single-Link Deployment 

Scenario 

Nowadays, many companies connect their intranet to the Internet with a single link. By 

deploying NIPS in single-link mode, they can protect intranet users against attacks from the 
Internet. 
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In single-path deployment, a pair of interfaces (IN and OUT interfaces) is configured 

as working interfaces in direct mode, and an idle interface is configured as the management 

interface. Figure 1-1 shows the topology of single-path deployment. 

Figure 1-1 Single-link deployment topology 

Internet

Client A Client B

NIPS 

G1/1

G1/2

M

 

 

Preparations 
 Connect interface G1/1 to the Internet and interface G1/2 to the intranet, and configure 

interface M as the management interface. 

 Set the IP address of the management interface to 192.168.3.1. 

 Set the default gateway to 192.168.3.254. 

 Configure a security zone. By default, interfaces G1/1 and G1/2 are for direct 

connection, located in security zone Direct-A. 

Configuration Roadmap 

The configuration roadmap is as follows: 

 Interface G1/1: This interface is in security zone Direct-A and no IP address needs to be 

configured for it. You can have the trunk that connects its intranet to the Internet checked 
and protected, without changing the original network topology. If an IP address is 
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configured for it and Manageable is set to Yes, interface G1/1 can also work as a 

management interface. 

 Interface G1/2: This interface is in security zone Direct-A and no IP address needs to be 

configured for it. Pairing with interface G1/1 for direct connection, it has the same 

configuration as interface G1/1. 

 Interface M: This interface is in security zone Management. Configure an IP address for 

this interface so that you can operate and configure NIPS in web mode. 

 

 

Whether an interface in direct mode is configured with an IP address does not have an 

impact on communication. You are advised to set IP addresses of interfaces G1/1 and 

G1/2 to 0.0.0.0 when they do not function as management interfaces. 

 

Configuration Procedure 

To configure interfaces on NIPS deployed in single-link mode, follow these steps: 

Step 1 Choose Network > Interface. 

The Interface page appears, listing all available interfaces. 

Step 2 Click  in the row of interface G1/1 and set parameters in the Edit dialog box. 

Figure 1-2 Single-link deployment – setting interface G1/1 parameters 
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Step 3 Click  in the row of interface G1/2 and set parameters in the Edit dialog box. 

Figure 1-3 Single-link deployment – setting interface G1/2 parameters 

 

 

Step 4 Click  in the row of interface M and set parameters in the Edit dialog box. 
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Figure 1-4 Single-link deployment – setting interface M parameters 

 

 

Step 5 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

1.1.2 Multi-Link Deployment 

Scenario 

At present, to implement network redundancy and provide sufficient network bandwidths, 

many enterprises use multiple links to connect them to two or more Internet service providers 

(ISPs). To achieve this, they can deploy one NIPS device in multi-link mode at the egress of 

their intranet. 

For multi-link deployment, multiple pairs of interfaces (one pair for each link) in direct mode 

are selected, and one management interface is configured. The topology shown in Figure 1-5 

features two pairs of interfaces in direct mode. 
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Figure 1-5 Multi-link deployment topology 

 

 

Preparations 
 Connect interfaces G1/1 and G1/3 to the intranet and interfaces G1/2 and G1/4 to the 

Internet. Configure interface G1/3 to function also as a management interface. 

 Set the IP address of the management interface to 192.168.3.1. 

 Set the default gateway to 192.168.3.254. 

 Configure security zones. By default, interfaces G1/1 and G1/2 are for direct connection, 

located in security zone Direct-A. Interfaces G1/3 and G1/4 are also for direct 

connection, located in security zone Direct-B. 

Configuration Roadmap 

The configuration roadmap is as follows: 

 Interface G1/1: This interface is in security zone Direct-A and no IP address needs to be 

configured for it. You can have the trunk that connects its intranet to the Internet checked 

and protected, without changing the original network topology. 

 Interface G1/2: This interface is in security zone Direct-A and no IP address needs to be 

configured for it. Pairing with interface G1/1 for direct connection, it has the same 

configuration as interface G1/1. 

 Interface G1/3: This interface is in security zone Direct-B. Configure this interface as a 

management interface with the IP address of 192.168.3.1 so that you can operate and 

configure NIPS in web mode. It pairs with interface G1/4 for direct connection. 
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 Interface G1/4: This interface is in security zone Direct-B and no IP address needs to be 

configured for it. It pairs with interface G1/3 for direct connection. 

Configuration Procedure 

To configure interfaces on NIPS deployed in multi-link mode, follow these steps: 

Step 1 Choose Network > Interface. 

The Interface page appears, listing all available interfaces. 

Step 2 Click  in the row of interface G1/1 and set parameters in the Edit dialog box. 

Figure 1-6 Multi-link deployment – setting interface G1/1 parameters 

 

 

Step 3 Click  in the row of interface G1/2 and set parameters in the Edit dialog box. 
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Figure 1-7 Multi-link deployment – setting interface G1/2 parameters 

 

 

Step 4 Click  in the row of interface G1/3 and set parameters in the Edit dialog box. 
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Figure 1-8 Multi-link deployment – setting interface G1/3 parameters 

 

 

Step 5 Click  in the row of interface G1/4 and set parameters in the Edit dialog box. 
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Figure 1-9 Multi-link deployment – setting interface G1/4 parameters 

 

 

Step 6 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

1.2 Asymmetric Routing Deployment 

Scenario 

This scenario involves two NIPS devices, each of which must be deployed in either direct 

mode or v-wire mode, depending on the model: 

 NX5-T9010A and NX5-T9020A: deployed in direct mode 

 Other models: deployed in v-wire mode 

After asymmetric routing (ASR) support is configured, NIPS devices in the ASR support 

group exchange packet transmission information. Based on such information, a transmitted 

packet can take a different path when it returns to the source. This allows the establishment of 



NSFOCUS NIPS Deployment and Configuration Guide 
 

Copyright © NSFOCUS 13 V5.6R10F02 (2017-03-09) 

 

a complete data transmission session. In this manner, deep packet inspection (DPI) is 

conducted, with the data transmission path unchanged. 

In 0, intranet A and intranet B access ISP1 and ISP2 respectively through different routers, 

and NIPS 1 and NIPS 2 are connected with a data cable. ASR support is configured on both 

NIPS devices to forward ASR packets. 

 

 

Whether devices are deployed in direct mode or v-wire mode, you must make sure that 

their IN and OUT interfaces are consistent in direction. 

 

Figure 1-10 Asymmetric deployment topology 

 

Preparations 
 Connect NIPS 1 and NIPS 2 to the Internet (through interface G1/1) and intranet 

(through interface G1/2) respectively. 

 By default, interfaces G1/1 and G1/2 are for direct connection, located in security 

zone Direct-A. 

 Connect NIPS 1 to NIPS 2 through interfaces G2/3 and G2/4, which are located in the 

same Interconnect security zone. 
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 Set the IP address to 2.2.3.2 and subnet mask to 255.255.0.0 for management interface 

H1 on NIPS 1. 

 Set the IP address to 2.2.2.2 and subnet mask to 255.255.0.0 for management interface 

H2 on NIPS 2. 

Configuration Roadmap 

1. Enable ASR support on NIPS 1 and NIPS 2. 

2. Configure an ASR support policy on NIPS 1 and NIPS 2. 

Configuration Procedure 

Log in as administrator admin and perform the following steps: 

 

 

 Here NX5-T9010A and NX5-T9020A are used as examples to describe how to 

deploy NIPS in asymmetric routing mode. 

 For other models than NX5-T9010A and NX5-T9020A, v-wires must be configured 

first before the asymmetric routing policy. The GUI is also a bit different from that 

of NX5-T9010A and NX5-T9020A. For details, see the NSFOCUS NIPS User 

Guide. 

 

Step 1 Enable ASR support on NIPS 1 and NIPS 2. 

a. Choose Network > HA Settings > Asymmetric Routing Support. 

b. Click Enable in the Control area to enable the ASR support feature. 

Step 2 Configure an ASR support policy on NIPS 1 and NIPS 2. 

Click New in the Policy area and create an ASR support policy in the dialog box shown in 

Figure 1-11. 

Figure 1-11 Configuring an ASR support policy 

 

 

Step 3 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 
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 Choose System > System Control and then click Apply Settings. 

----End 

1.3 Multipoint Layer 2 Access Mode 

In layer 2 access mode, NIPS works as a layer 2 device to forward Ethernet frames based on 

destination MAC addresses. Connecting NIPS to the network in layer 2 access mode can 

protect intranet users from attacks from the Internet, without requiring changes to the current 

network environment. 

 

 

NIPS NX5-T9010A and NX5-T9020A cannot be deployed in multipoint layer 2 access 

mode. 

 

Scenario 

As shown in Figure 1-12, different user zones in the intranet belong to the same VLAN. They 

can interact with one another and access the Internet via a gateway router. NIPS is deployed 

as a transparent layer 2 device between the gateway router and aggregation switches, 

requiring no changes to the current network environment. 

NIPS can be configured to fulfill the following requirements: 

1. Users in intranet segment 1, 10.10.10.2/24–10.10.10.30/24, and those in intranet segment 

2, 10.10.10.31–10.10.10.50, can communicate with each other. 

2. Allow users in the two segments to access the Internet. 

3. Enable intrusion prevention to detect intrusions into segment 1 and segment 2. 
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Figure 1-12 Deployment topology for multipoint layer 2 access 

NIPS 

Internet

G1/1

G1/2 G1/3

10.10.10.2/24-10.10.10.30/24 10.10.10.31/24-10.10.10.50/24

10.10.10.1/24

202.100.100.3/24

 

Preparations 
 Connect interface G1/1 to the Internet and interfaces G1/2 and G1/3 to the intranet. 

 Reserve interfaces G1/1, G1/2, and G1/3 as layer 2 access interfaces in the same VLAN. 

 Create a security zone, Transparent, for interfaces G1/1, G1/2, and G1/3. 

Configuration Roadmap 

1. Configure a security zone that consists of three interfaces working in layer 2 access 

mode. 

2. Configure IP address objects. 

3. Configure an intrusion prevention policy. 

4. Apply the configuration. 

Configuration Procedure 

Log in as administrator admin and perform the following steps: 
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Step 1 Configure interfaces. 

Choose Network > Interface > Interface and edit interfaces G1/1, G1/2, and G1/3 

respectively by setting Interface Type to Layer 2, Security Zone to Transparent, and Mode 

to access. 

Ensure that the three interfaces have the same VLAN ID that must be within the range of 1–

4094. 

Figure 1-13 shows settings of interface G1/1. 

Figure 1-13 Configuring interface G1/1 

 

 

Figure 1-14 shows the three interfaces that have been configured. 

Figure 1-14 Interface page 

 

 



NSFOCUS NIPS Deployment and Configuration Guide 
 

Copyright © NSFOCUS 18 V5.6R10F02 (2017-03-09) 

 

Step 2 Configure IP address objects. 

Choose Object > Network > IP Pool and click New in the upper-right corner of the page to 

create two IP pools respectively named Segment 1 and Segment 2, as shown in Figure 1-15 

and Figure 1-16. 

Figure 1-15 Creating Segment 1 as an IP address object 

 

 

Figure 1-16 Creating Segment 2 as an IP address object 

 

 

After configuration, the two segments appear in the list of IP address objects, as shown in 

Figure 1-17. 



NSFOCUS NIPS Deployment and Configuration Guide 
 

Copyright © NSFOCUS 19 V5.6R10F02 (2017-03-09) 

 

Figure 1-17 List of IP address objects 

 

 

Step 3 Configure an intrusion prevention policy. 

Choose Policy > IPS > IPS Policy and click New in the upper-right corner of the page. 

 Set Dst Addr Object to Segment 1 and Segment 2 (you can also configure two separate 

policies for the two destinations to meet different protection needs). 

 Set Rule Template to Default (you can also configure a rule template and select this 

custom template). 

Figure 1-18 Creating an intrusion prevention policy 
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After configuration, this policy appears on the policy list, as shown in Figure 1-19. 

Figure 1-19 Intrusion prevention policy list 

 

 

Step 4 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

1.4 Routing Mode 

Scenario 

As shown in Figure 1-20, NIPS is deployed at the intersection of the Internet and intranet in 

layer 3 routing mode. Each zone interface belongs to a different network segment and NIPS 

provides zone-specific protection. 
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Figure 1-20 Routing mode deployment 

 

 

 

NIPS NX5-T9010A and NX5-T9020A cannot be deployed in routing mode. 

 

Preparations 
 Connect interface G1/1 to the Internet and interface G1/2 to the intranet. 

 Reserve interfaces G1/1 and G1/2 as layer 3 interfaces in different network segments. 

 Create a security zone, Extranet, for interface G1/1 and a security zone, Intranet, for 

interface G1/2. 

 Reserve 202.100.100.3 as the default gateway IP address. 

Configuration Roadmap 

1. Create security zones, configure two interfaces to work in layer 3 routing mode, and 

assign IP addresses to the interfaces. 

2. Configure a default route. 

3. Configure IP address objects. 

4. Configure an intrusion prevention policy, for example, a policy for blocking external 

users' access to the intranet. 
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Configuration Procedure 

Log in as administrator admin and perform the following steps: 

Step 1 Choose Network > Interface > Interface. 

Edit interfaces G1/1 and G1/2 respectively by setting Interface Type to Layer 3 for both and 

IPv4 Address to 202.100.100.100.1/24 for G1/1 and to 192.168.10.1/24 for G1/2, as shown in 

Figure 1-21 and Figure 1-22. 

Figure 1-21 Editing interface G1/1 settings 
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Figure 1-22 Editing interface G1/2 settings 

 

 

Step 2 Choose Network > Route > Static Route. 

Click New in the upper-right corner of the page and configure G1/1 as the default egress 

interface and 202.100.100.3 as the default gateway, as shown in Figure 1-23. 

Figure 1-23 Creating a default route 
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Step 3 Choose Policy > IPS > IPS Policy and configure a policy for blocking external users' access 

to the intranet. 

Figure 1-24 shows a policy configured as required. 

Figure 1-24 Configured intrusion prevention policy 

 

 

Step 4 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

1.5 High Availability Configuration 

To meet customers' requirements for uninterrupted service access, NIPS provides the high 

availability (HA) feature when deployed in direct mode. If a NIPS device, link, or 

interconnected device fails, this function ensures uninterrupted transmission of critical service 

data flows through seamless switchovers between network access paths. 

To implement HA, the master and slave NIPS devices must have exactly the same settings, 

including the hardware model, software version, and related configuration information. 

 

 

Different NIPS models support different HA deployment modes: 

 NX5-T9010A and NX5-T9020A: support only direct mode of HA, equivalent to 

v-wire mode of HA implemented by other models. 

 Other models: support v-wire, VRRP, and layer 2 mode of HA. 

 

1.5.1 Configuring HA on Master and Slave IPS Devices Deployed 
in Single-Link Mode 
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Here NX5-T9010A and NX5-T9020A are used as examples to describe how to 

configure HA on NIPS deployed in single-link mode. For other models, you need to 

first configure a pair of v-wire interfaces under Network > HA Settings > V-Wire 

Configuration and then configure a v-wire to contain these two interfaces. 

Scenario 

Both the master and slave NIPS devices use a pair of interfaces in direct mode to connect to 

the switch on either side. Interfaces connecting to the same switch must belong to the same 

VLAN. The master and slave NIPS devices are connected through a management interface on 

each of them, which functions as the heartbeat interface. 

Figure 1-25 Deployment topology of NIPS for HA – single-link mode 

 

 

Preparations 

The interfaces in direct mode connect the switch on either side to forward data and perform 

failover. The management interfaces function as the heartbeat interfaces to exchange heartbeat 

messages and session information, and synchronize configuration files. 
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 On the master and slave devices, connect interface G1/1 to the intranet and interface 

G1/2 to the Internet, and configure interface H1 as the management interface. 

 Set the IP address to 2.2.3.2 and subnet mask to 255.255.0.0 for management interface 

H1 on the master device. 

 Set the IP address to 2.2.2.2 and subnet mask to 255.255.0.0 for management interface 

H1 of the slave device. 

 By default, interfaces G1/1 and G1/2 are for direct connection, located in security 

zone Direct-A. 

Configuration Roadmap 

1. Configure basic parameters of HA on the master and slave devices. 

2. Configure direct HA parameters on the master and slave devices. 

3. Enable the direct HA feature on the master and slave devices. 

Configuration Procedure 

Step 1 Configure basic parameters of HA on the master and slave devices. 

On the master and slave NIPS devices, respectively choose Network > HA Settings > Basic 

Settings and configure basic parameters of HA. 

a. On the master device, set Heartbeat Interface to H1 and Peer IP to 2.2.2.2. To enable 

session synchronization, set Synchronize Session to Yes, as shown in Figure 1-26. 

Figure 1-26 Single-link deployment – configuring basic parameters of HA on the master device 
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b. On the slave device, set Heartbeat Interface to H1 and Peer IP to 2.2.3.2. To enable 

session synchronization, set Synchronize Session to Yes, as shown in Figure 1-27. 

Figure 1-27 Single-link deployment – configuring basic parameters of HA on the slave device 

 

 

 

The Synchronize Session setting must be the same on the master and slave NIPS 

devices. 

 

Step 2 Configure direct HA parameters on the master and slave devices. 

On the master and slave NIPS devices, respectively choose Network > HA Settings > Direct 

HA Settings and configure direct HA parameters. 

a. On the master device, set Work Mode to Active and leave other parameters at their default 

settings, as shown in Figure 1-28. 
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Figure 1-28 Single-link deployment – configuring direct HA parameters on the slave device 

 

 

b. On the slave device, set Work Mode to Standby and leave other parameters at their 

default settings, as shown in Figure 1-29. 



NSFOCUS NIPS Deployment and Configuration Guide 
 

Copyright © NSFOCUS 29 V5.6R10F02 (2017-03-09) 

 

Figure 1-29 Single-link deployment – configuring direct HA parameters on the slave device 

 

 

Step 3 Enable the direct HA feature on the master and slave devices. 

On the master and slave devices, click Enable in the Control area shown in Figure 1-28 and 

Figure 1-29. The system then automatically restarts the engine. 

After direct HA is enabled, you can view the following changes: 

 On the Direct HA Settings page on the master NIPS, State is Running, Local System is 

Activate, Peer System is Inactive and parameters in the Manage area appear dimmed. 

On the Basic Settings page on the master NIPS, Heartbeat Interface is Normal, and 

parameters in the HA Setting area appear dimmed. You can click Peer >> Local or 

Local >> Peer to synchronize configurations between the master and slave NIPS 

devices. 

 On the Direct HA Settings page on the slave NIPS, State is Running, Local System is 

Inactive, and Peer System is Activate. 

On the Basic Settings page on the slave NIPS, Heartbeat Interface is Normal, and 

parameters in the HA Setting area appear dimmed. You can click Peer >> Local or 

Local >> Peer to synchronize configurations between the master and slave NIPS 

devices. 

----End 
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1.5.2 Configuring HA on Master and Slave IPS Devices Deployed 
in Dual-Link Mode 

 

 

Here NX5-T9010A and NX5-T9020A are used as examples to describe how to 

configure HA on NIPS deployed in dual-link mode. For other models, you need to first 

configure a pair of v-wire interfaces under Network > HA Settings > V-Wire 

Configuration and then configure v-wires to contain these two interfaces. 

 

Scenario 

Both the master and slave NIPS devices use two pairs of interfaces to directly connect to 

switches on either side. The two NIPS devices are connected through a management 

interface, which functions as a heartbeat interface. See Figure 1-30. 

Figure 1-30 Deployment topology of NIPS for HA – dual-link mode 
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Preparations 

The interfaces in direct mode connect switches on either side to forward data and perform 

failover. The connected switches on either side must be on the same VLAN. The management 

interfaces function as the heartbeat interfaces to exchange heartbeat messages and session 

information, and synchronize configuration files. 

 On the master and slave devices, connect interfaces G1/2 and G1/4 to the intranet and 

interfaces G1/1 and G1/3 to the Internet, and configure interface H1 as the management 

interface. 

 Set the IP address to 2.2.3.3 and subnet mask to 255.255.0.0 for management interface 

H1 of the master device. 

 Set the IP address to 2.2.2.2 and subnet mask to 255.255.0.0 for management interface 

H1 of the slave device. 

 By default, interfaces G1/1 and G1/2 are for direct connection, located in security 

zone Direct-A. Interfaces G1/3 and G1/4 are also for direct connection, located in 

security zone Direct-B. 

 The master NIPS's G1/1 and G1/2 interfaces are on the master link for transmitting 

traffic of the R&D Dept. The slave NIPS's G1/1 and G1/2 interfaces are on the slave link 

for transmitting traffic of the R&D Dept. 

 The master NIPS's G1/3 and G1/4 interfaces are on the master link for transmitting 

traffic of the Test Dept. The slave NIPS's G1/3 and G1/4 interfaces are on the slave link 

for transmitting traffic of the Test Dept. 

Configuration Roadmap 

1. Configure basic parameters of HA on the master and slave devices. 

2. Configure direct HA parameters on the master and slave devices. 

3. Enable the direct HA feature on the master and slave devices. 

Configuration Procedure 

Step 1 Configure basic parameters of HA on the master and slave devices. 

On the master and slave NIPS devices, respectively choose Network > HA Settings > Basic 

Settings and configure basic parameters of HA. 

a. On the master device, set Heartbeat Interface to H1 and Peer IP to 2.2.2.2. To enable 

session synchronization, set Synchronize Session to Yes, as shown in Figure 1-31. 
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Figure 1-31 Dual-link deployment – configuring basic parameters of HA on the master device 

 

 

b. On the slave device, set Heartbeat Interface to H1 and Peer IP to 2.2.3.3. To enable 

session synchronization, set Synchronize Session to Yes, as shown in Figure 1-32. 
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Figure 1-32 Dual-link deployment – configuring basic parameters of HA on the slave device 

 

 

 

The Synchronize Session setting must be the same on the master and slave NIPS 

devices. 

 

Step 2 Configure direct HA parameters on the master and slave devices. 

On the master and slave NIPS devices, respectively choose Network > HA Settings > Direct 

HA Settings and configure direct HA parameters. 

a. On the master device, set Work Mode to Active and leave other parameters at their default 

settings, as shown in Figure 1-33. 
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Figure 1-33 Dual-link deployment – configuring direct HA parameters on the master device 

 

 

b. On the slave device, set Work Mode to Standby and leave other parameters at their 

default settings, as shown in Figure 1-34. 
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Figure 1-34 Dual-link deployment – configuring direct HA parameters on the slave device 

 

 

Step 3 Enable the direct HA feature on the master and slave devices. 

On the master and slave devices, click Enable in the Control area shown in Figure 1-33 and 

Figure 1-34. The system then automatically restarts the engine. 

After direct HA is enabled, you can view the following changes: 

 On the Direct HA Settings page on the master NIPS, State is Running, Local System is 

Activate, Peer System is Inactive and parameters in the Manage area appear dimmed. 

On the Basic Settings page on the master NIPS, Heartbeat Interface is Normal, and 

parameters in the HA Setting area appear dimmed. You can click Peer >> Local or 

Local >> Peer to synchronize configurations between the master and slave NIPS 

devices. 

 On the Direct HA Settings page on the slave NIPS, State is Running, Local System is 

Inactive, and Peer System is Activate. 

On the Basic Settings page on the slave NIPS, Heartbeat Interface is Normal, and 

parameters in the HA Setting area appear dimmed. You can click Peer >> Local or 

Local >> Peer to synchronize configurations between the master and slave NIPS 

devices. 
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In dual-link direct mode, if an interface of the master device in direct mode is down 

or works improperly, all other interfaces of the master device in direct mode will be 

down. Then the slave device is automatically activated and takes over traffic from the 

master device. 

 

----End 

1.5.3 Configuring VRRP on NIPS Deployed in Routing Mode 

 

 

NIPS NX5-T9010A and NX5-T9020A do not support VRRP configuration for HA if 

deployed in routing mode. 

 

Scenario 

As shown in Figure 1-35, two NIPS devices are deployed in routing mode between an egress 

router and a downstream switch. The two NIPS devices are connected with a heartbeat line 

for the redundancy purpose. With VRRP enabled on its upstream and downstream interfaces, 

NIPS provides reliable protection for the intranet. 

Figure 1-35 Deployment topology of NIPS for HA – routing mode 
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Preparations 

Configure the following settings on two NIPS devices respectively: 

 Get interfaces G1/1 and G1/2 ready for working in routing mode. 

 Get interface G1/3 ready for working as a heartbeat interface. 

Configuration Roadmap 

Configure the following settings on two NIPS devices respectively: 

1. Configure IP address objects. 

2. Configure interfaces G1/1 and G1/2 to work in routing mode and interface G1/3 to work 

as a heartbeat interface. 

3. Configure basic parameters of HA. 

4. Configure VRRP parameters. 

5. Enable VRRP. 

6. Configure an intrusion prevention policy. 

Configuration Procedure 

Configuring VRRP on NIPS1 

Log in as administrator admin and perform the following steps: 

Step 1 Configure interfaces. 

a. Choose Network > Interface > Interface. 

b. Set interfaces G1/1, G1/2, and G1/3 to layer 3 interfaces and assign IP addresses to them. 

Figure 1-36 shows the three interfaces configured as required. 

Figure 1-36 Interfaces configured on NIPS1 

 

 

Step 2 Configure basic parameters of HA. 

Choose Network > HA Settings > Basic Settings and set heartbeat parameters. 
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Here the heartbeat interface is set to G1/3 and the peer IP address to 2.2.2.2, as shown in 

Figure 1-37. 

Figure 1-37 Configuring basic parameters of HA on NIPS1 

 

 

Step 3 Configure basic parameters of VRRP. 

a. Choose Network > HA Settings > Virtual Router Redundancy Settings. 

Figure 1-38 VRRP configuration page 

 

 

b. Configure a monitoring line. 

The monitoring line is used for mutual backup of data forwarded by the two NIPS 

devices. 

Click New in the upper-right corner of the Monitored Line area. 
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Figure 1-39 Creating a monitoring line on NIPS1 

 

 

c. Configure member interfaces and monitor interfaces. 

As shown in Figure 1-35, the monitoring line V1 on NIPS1 consists of two sections 

respectively connecting to its interfaces G1/1 and G1/2. 

Click  in the Operation column of V1. 

Add interfaces G1/1 and G1/2 as member interfaces of the monitoring line and set other 

parameters, as shown in Figure 1-40. 

Figure 1-40 Adding member interfaces on NIPS1 
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 VRID: specifies the ID of the backup group. If you want interface G1/1 of NIPS1 

and interface G1/1 of NIPS2 to back up each other, their VRID must be the same. 

Otherwise, they cannot implement the redundancy function. 

 Priority: specifies the priority of a member interface in the VRRP group. The 

interface with a higher priority works as the active interface to forward data, while 

the interface with a lower priority works in monitoring state as a standby interface. 

For example, if you want interface G1/1 on NIPS1 to be in active state and interface 

G1/1 on NIPS2 in standby state, you must set the priority of the former to a value 

greater than that of the latter (Figure 1-46). 

 Virtual IP: specifies the virtual IP address for the VRRP group. As shown in Figure 

1-35, the virtual IP address for VRID 20 is 10.10.10.1/24 and that for VRID 10 is 

192.168.10.1/24. The virtual IP address of the two member interfaces that back up 

each other must be the same. Otherwise, the redundancy function cannot be 

implemented. 

 

d. Return to the Virtual Router Redundancy Settings page and click Start to enable the 

VRRP function. 

Figure 1-41 Monitoring line created on NIPS1 for VRRP 

 

 

Step 4 Choose Policy > IPS > IPS Policy to configure an intrusion prevention policy. 

Figure 1-42 IPS Policy page 

 

 

Step 5 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 
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----End 

Configuring VRRP on NIPS2 

Step 1 Configure interfaces. 

This is the same as the operation on NIPS1. For details, see Step 1 in Configuring VRRP on 

NIPS1. Figure 1-43 shows the three interfaces configured as required. 

Figure 1-43 Interfaces configured on NIPS2 

 

 

Step 2 Configure basic parameters of HA.This is the same as the operation on NIPS1. For details, see 

Step 2 in Configuring VRRP on NIPS1. Figure 1-44 shows the HA parameters configured as 

required. 

Figure 1-44 Configuring basic parameters of HA on NIPS2
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Step 3 Configure VRRP parameters. 

For details, see Step 3 in Configuring VRRP on NIPS1. 

a. Configure a monitoring line, as shown in Figure 1-45. 

Figure 1-45 Configuring a monitoring line on NIPS2 

 

 

b. Configure member interfaces, as shown in Figure 1-46. 

Figure 1-46 Configuring member interfaces for the monitoring line on NIPS2 
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 VRID and virtual IP: As shown in Figure 1-35, interface G1/1 on NIPS1 and 

interface G1/1 on NIPS2 back up each other, so do interface G1/2 on NIPS1 and 

interface G1/2 on NIPS2. For this purpose, their VRID and virtual IP must be the 

same. Otherwise, the redundancy function cannot be implemented. 

 Priority: The priority of a member interface decides whether the interface is in 

active or standby state in the VRRP group. For example, if you want interfaces G1/1 

and G1/2 on NIPS2 to be in standby state, you must set their priority to a value 

smaller than that on NIPS1 (Figure 1-40). 

 

c. Return to the Virtual Router Redundancy Settings page and click Start to enable the 

VRRP function. 

Figure 1-47 Monitoring line created on NIPS2 for VRRP 

 

 

Step 4 Configure an intrusion prevention policy. 

This is the same as the operation on NIPS1. For details, see Step 4 in Configuring VRRP on 

NIPS1. 

Step 5 Make the settings take effect. 

For details, see Step 5 in Configuring VRRP on NIPS1. 

----End 

1.6 Port Trunking Configuration 

NIPS, when deployed in direct mode or v-wire mode, can connect to a switch that implements 

port trunking to expand the bandwidth. 

 

 

For this purpose, different models of NIPS must be deployed in specified mode: 

 NX5-T9010A and NX5-T9020A: deployed in direct mode and configured with 

"direct" interfaces 

 Other models: deployed in v-wire mode and configured with v-wire interfaces 



NSFOCUS NIPS Deployment and Configuration Guide 
 

Copyright © NSFOCUS 44 V5.6R10F02 (2017-03-09) 

 

Here NX5-T9010A and NX5-T9020A are used as examples to describe how to configure port 

trunking on NIPS. 

Figure 1-48 Port trunking deployment topology 

 

 

In the topology shown in Figure 1-48, interfaces can be configured as follows: 

 Interface G1/1: After NIPS goes live, by default, interface G1/1 is located in security 

zone Direct-A, pairing with interface G1/2 for direct connection. No IP address needs to 

be configured for this interface. 

 Interface G1/2: After NIPS goes live, by default, interface G1/2 is located in security 

zone Direct-A, pairing with interface G1/1 for direct connection. No IP address needs to 

be configured for this interface. 

 Interface G1/3: After NIPS goes live, by default, interface G1/3 is located in security 

zone Direct-B, pairing with interface G1/4 for direct connection. No IP address needs to 

be configured for this interface. 

 Interface G1/4: After NIPS goes live, by default, interface G1/4 is located in security 

zone Direct-B, pairing with interface G1/3 for direct connection. No IP address needs to 

be configured for this interface. 

 Interface M: This interface is in security zone Management. Configure an IP address for 

this interface so that you can operate and configure NIPS in web mode. 

 

 

After interfaces are configured, you must restart the engine to make the configurations 

take effect. 

 

NIPS connects to the downstream switch through interfaces G1/1 and G1/3 and to the 

upstream switch through interfaces G1/2 and G1/4. Port trunking is configured on both the 
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upstream and downstream switches. In this manner, even if NIPS does not connect to the 

network, port trunking still takes effect and the communication proceeds properly. If NIPS is 

connected to the network, traffic on both links will be checked by NIPS and the total load on 

NIPS will increase. For example, traffic through interface G1/1 is transmitted at a rate of 100 

Mbit/s, and that through interface G1/3 at a rate of 100 Mbit/s. Then the total load on 

NIPS will reach 200 Mbit/s. If port trunking is not configured on the switches, traffic is 

transmitted only through one link. 
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2 Typical Configuration 

An administrator needs to manually add policies, guaranteeing NIPS's protection for the target 

network. A policy consists of the security zone, objects, action, and other elements. It is a 

collection of rules, which instructs the engine which events need to be detected and how to 

respond when an event occurs. 

Note the following when configuring a policy: 

 Different policies have different priorities. A rule with a smaller ID number has a higher 

priority. Note that the action specified in a policy may affect the implementation of 

another policy. For example, No. 1 policy is configured to block packets, while No. 2 

policy is configured to allow packets to pass through. Packets that match policy 1 are 

discarded, even though they match policy 2 as well. Therefore, you are advised to 

configure a higher priority for policies that block packets, thereby reducing the number 

of times NIPS matches policies with the packets and enhancing the performance of 

NIPS. 

 NIPS allows users to define the way to respond to alerts based on various conditions 

such as the area name and event category. You are advised to specify different ways of 

responding to alerts based on categories and risk levels of rules included in a policy. For 

example, you can have NIPS block attack packets in real time, but only log the use of 

certain applications. 

 If there are a large number of alerts, you are advised to use event filtering rules to filter 

out medium-risk and low-risk events, enabling NIPS to report only high-risk events to 

NSFOCUS Enterprise Security Planning Customer (ESPC). This prevents attack alerts 

from being submerged by trivial alerts. 

This chapter presents typical configuration examples of NIPS. It contains the following 

sections: 

Section Description 

Configuring an Intrusion Prevention 

Policy 

Describes how to configure an intrusion prevention policy. 

Configuring a Data Leak Prevention 

Policy 

Describes how to configure a data leak prevention policy. 

Configuring an Application 

Management Policy 

Describes how to configure an application management policy. 

Configuring Traffic Management 

Policies 

Describes how to configure traffic management policies. 

Configuring NIPS to Connect to 

NSFOCUS ESPC 
Describes how to connect NIPS to NSFOCUS ESPC. 
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Section Description 

Configuring NIPS to Connect to 

NSFOCUS BSA 
Describes how to connect NIPS to NSFOCUS BSA. 

Configuring Collaboration with 

ESPC for Reputation-related 

Protection 

Describes how to configure a reputation-related protection policy. 

Configuring Collaboration with the 

Reputation Cloud 
Describes how to connect NIPS to the reputation cloud. 

Configuring Collaboration with 

TAC 
Describes how to connect NIPS to NSFOCUS TAC. 

 

 

Unless otherwise stated, configuration examples given in this chapter are all based on 

NIPS NX5-T9010A and NX5-T9020A. 

2.1 Configuring an Intrusion Prevention Policy 

Scenario 

On the enterprise network shown in Figure 1-1, configure an intrusion prevention policy to 

block access from all intranet clients suspected of unauthorized intrusion. 

Preparations 

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface 

M as the management interface. Set interface parameters as follows: 

 Set the IP address of management interface M to 192.168.3.1 and the gateway to 

192.168.3.254. 

 Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of 

an interface in direct mode is not used for communications, it can be set to any except 

those on the same network segment as the management interface 

Configuration Roadmap 

1. Configure an intrusion prevention policy to block access from all intranet clients 

suspected of intrusion. 

2. Apply configuration to make the settings take effect. 

Configuration Procedure 

To configure an intrusion prevention policy, follow these steps: 

Step 1 Configure an intrusion prevention policy to block access from all intranet clients suspected of 

intrusion. 

Choose Policy > IPS > IPS Policy and click New. 
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In the New dialog box, select Intranet Clients from the Rule Template drop-down list and 

leave Protection Mode at its default setting (Enable), as shown in Figure 2-1. 

Figure 2-1 Configuring a new intrusion prevention policy 

 

 

Step 2 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

Verification 

When a protected server is encountering an intrusion attack, choose Alert Center > IPS 

Event to check intrusion prevention logs and you will find a record of this event. 

 

 

The IPS Event page refreshes at a specified interval and displays only the most recent 

intrusion prevention events. If no event information is displayed on this page, you can 

verify the effect of the intrusion prevention policy by searching for intrusion prevention 

logs under Logs and Reports > Security Log > IPS. 
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2.2 Configuring a Data Leak Prevention Policy 

Data leak prevention policies include sensitive data protection policies, file identification 

policies, and server exception protection policies. 

2.2.1 Sensitive Data Protection Policy 

Scenario 

In the intranet environment as shown in Figure 1-1, configure a sensitive data protection 

policy to identify sensitive data (such as telephone numbers, identity card numbers, and bank 

card numbers) in inbound and outbound traffic of the Direct-A security zone at any time and 

promptly block packets that contain data exceeding the specified thresholds, so as to prevent 

sensitive data from being leaked from the intranet. 

Preparations 

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface 

M as the management interface. Set interface parameters as follows: 

 Set the IP address of management interface M to 192.168.3.1 and the gateway to 

192.168.3.254. 

 Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of 

an interface in direct mode is not used for communications, it can be set to any except 

those on the same network segment as the management interface 

Configuration Roadmap 

1. Create a sensitive data object named sensitive. 

2. Configure a sensitive data protection policy to identify sensitive data to prevent leakage. 

3. Apply configuration to make the settings take effect. 

Configuration Procedure 

To configure a sensitive data protection policy, follow these steps: 

Step 1 Create a sensitive data object. 

Choose Object > Sensitive Data. On the Sensitive Data page that appears, click New to 

create a sensitive data object named sensitive. This object contains three types of sensitive 

data: bank card numbers, telephone numbers, and identity card number. 
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Figure 2-2 Creating a sensitive data object 

 

 

Step 2 Configure a sensitive data protection policy. 

Choose Policy > Data Leak Protection > Sensitive Data Protection and click New to 

configure a sensitive data protection policy. Set Security Zone to Direct-A, Sensitive Data to 

sensitive, and Protection Mode to Enable. 
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Figure 2-3 Configuring a sensitive data protection policy 

 

 

Step 3 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

Verification 

When the sensitive data protection policy is hit, choose Logs and Reports > Security 

Log > Data Leak Protection, set Event Type to Sensitive Data and set other parameters in 

the Conditions area, and click Search to view logs concerning sensitive data protection. 

2.2.2 File Identification Policy 

Scenario 

In the intranet environment as shown in Figure 1-1, configure a file identification policy to 

identify files in the script format transmitted from and to the Direct-A security zone at any 

time and promptly block files that are prevented from being transmitted, so as to protect 

critical enterprise information. 

Preparations 

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface 

M as the management interface. Set interface parameters as follows: 
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 Set the IP address of management interface M to 192.168.3.1 and the gateway to 

192.168.3.254. 

 Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of 

an interface in direct mode is not used for communications, it can be set to any except 

those on the same network segment as the management interface 

Configuration Roadmap 

1. Configure a file identification policy to identify files in the script format. 

2. Apply configuration to make the settings take effect. 

Configuration Procedure 

To configure a file identification policy, follow these steps: 

Step 1 Configure a file identification policy. 

Choose Policy > Data Leak Protection > File Identification and click New to create a file 

identification policy. Set Security Zone to Direct-A and select Script for File Format, that 

is, selecting BAT, CMD, PL, SH, and WSF formats. Then select Enable for Protection 

Mode. 

Figure 2-4 Configuring a file identification policy 

 

 

Step 2 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 
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----End 

Verification 

When the file identification policy is hit, choose Logs and Reports > Security Log > Data 

Leak Protection, set Event Type to File Identification and set other parameters in the 

Conditions area, and click Search to view file identification logs. 

2.2.3 Server Exception Protection Policy 

Scenario 

In the intranet environment as shown in Figure 2-5, configure a server exception protection 

policy to provide outreach exception protection for Server1 in the intranet server zone at any 

time and block illegitimate outreach, so as to protect information security of this server in the 

intranet. 

Figure 2-5 Typical topology for server exception protection 
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Preparations 

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface 

M as the management interface. Set interface parameters as follows: 

 Set the IP address of management interface M to 192.168.3.1 and the gateway to 

192.168.3.254. 

 Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of 

an interface in direct mode is not used for communications, it can be set to any except 

those on the same network segment as the management interface 

 Set the IP address of Server1 in the server zone to 10.10.10.1. 

Configuration Roadmap 

1. Configure a server exception protection policy to identify and promptly block abnormal 

server outreach behaviors. 

2. Apply configuration to make the settings take effect. 

Configuration Procedure 

To configure a server exception protection policy, follow these steps: 

Step 1 Configure a server exception protection policy. 

a. Choose Policy > Data Leak Protection > Server Exception Protection and configure a 

server exception protection policy named ps1 for the Server1 server, with Illegal 

Outreach Alert set to Yes. 

Figure 2-6 Configuring a server exception protection policy 

 

 

b. In the dialog box shown in Figure 2-7, click New to add an IP address allowed for server 

outreach by setting the IP address for outreach, protocols, and ports. 
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Figure 2-7 Adding an IP address for server outreach 

 

 

Only outreach behaviors that meet such conditions as IP address, protocol, and port are 

considered legitimate. For illegitimate outreach behaviors, alerts are generated. 

c. Click OK to save the settings. 

Step 2 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

Verification 

When the server exception protection policy is hit, choose Logs and Reports > Security 

Log > Data Leak Protection, set Event Type to Server Exception and set other parameters 

in the Conditions area, and click Search to view server exception protection logs. 

2.3 Configuring an Application Management Policy 

Scenario 

In the intranet environment shown in Figure 1-1, configure an application management policy 

to block system-defined applications, such as Kuwo Player, during working hours (9:00–

12:00 and 13:00–18:00). 

Preparations 

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface 

M as the management interface. Set interface parameters as follows: 
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 Set the IP address of management interface M to 192.168.3.1 and the gateway to 

192.168.3.254. 

 Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of 

an interface in direct mode is not used for communications, it can be set to any except 

those on the same network segment as the management interface 

Configuration Roadmap 

1. Create a working time object named working. 

2. Configure an application management policy to block a specified application. 

3. Apply configuration to make the settings take effect. 

Configuration Procedure 

To configure an application management policy, follow these steps: 

Step 1 Configure a time object. 

Choose Object > Time > Custom. On the Custom page that appears, click New to create a 

time object named working, as shown in Figure 2-8. 

Figure 2-8 Creating a time object for the application management policy 

 

 

Step 2 Configure an application management policy to block Kuwo Player, a system-defined 

application. 

Choose Policy > Application Management > App Mgmt Policy. Click New and, in the New 

dialog box, set Application to Kuwo Player and Time Object to working, as shown in 

Figure 2-9. 
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Figure 2-9 Configuring an application management policy 

 

 

Step 3 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

Verification 

When the application management policy is hit, choose Logs and Reports > Web Behavior 

Log > Application Management, enter search conditions, and click Search to view 

application management logs. 

2.4 Configuring Traffic Management Policies 

NIPS allows you to configure traffic control and traffic analysis policies. 

2.4.1 Traffic Control Policy 

Scenario 

In the intranet environment shown in Figure 2-10, configure a traffic control policy to limit 

the Internet access rate of each user to 100 kbit/s during working hours (9:00–12:00 and 

13:00–18:00). 
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Figure 2-10 Typical deployment topology 

 

 

Preparations 

Specify the IP address range of intranet users, for example, 192.168.10.190–192,168.10.199, 

and specify the internal address of the router as the gateway. 

Configuration Roadmap 

1. Specify a line to which the new traffic control policy will apply. 

2. Configure an IP pool which the new traffic control policy will monitor. 

3. Configure a time object to specify the period in which the new traffic control 

policy will work. 

4. Configure a traffic channel which the new traffic control policy will monitor. 

5. Configure a traffic control policy. 

6. Apply configuration to make the settings take effect. 
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For details about how to configure a line and a traffic channel, see the NSFOCUS NIPS 

User Guide. 

 

Configuration Procedure 

To configure a traffic control policy, follow these steps: 

Step 1 Configure a line. 

Choose Policy > Traffic. On the Traffic Management Policy page, click Edit Line and 

configure a line in the Edit Line dialog box, as shown in Figure 2-11. 

Figure 2-11 Configuring a line 

 

 

Step 2 Configure an IP pool. 

Choose Object > Network > IP Pool. Click New and, in the New dialog box, create a new IP 

pool (including all intranet addresses of Dept A users), as shown in Figure 2-12. 
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Figure 2-12 Creating an IP pool 

 

 

Step 3 Configure a time object. 

Choose Object > Time > Custom. Click New, and in the New dialog box, set parameters for 

the time object named working, as shown in Figure 2-13. 

Figure 2-13 Creating a time object for the traffic control policy 

 

 

Step 4 Configure a traffic channel. 

Choose Object > Traffic Channel. Click New and, in the New dialog box, create a new 

traffic channel, as shown in Figure 2-14. 
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Figure 2-14 Creating a traffic channel for the traffic control policy 

 

 

Step 5 Configure a traffic control policy. 

Choose Policy > Traffic. On the Traffic Management Policy page, click New and, in the 

New dialog box, configure a traffic control policy, as shown in Figure 2-15. 
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Figure 2-15 Configuring a traffic control policy 

 

 

 

In the dialog box for creating a traffic control policy, you can also select Analyze to 

enable NIPS to analyze traffic of the managed object. For details about how to configure 

a traffic analysis policy, see section 2.4.2 Traffic Analysis Policy. 

 

Step 6 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

2.4.2 Traffic Analysis Policy 

Scenario 

In the intranet environment shown in Figure 2-10, configure a traffic analysis policy to 

implement in-depth analysis of network traffic. 
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Preparations 

Specify the IP address range of intranet users, for example, 192.168.10.190–192,168.10.199, 

and specify the internal address of the router as the gateway. 

Configuration Roadmap 

1. Configure a traffic analysis policy. 

2. Apply configuration to make the settings take effect. 

Configuration Procedure 

To configure a traffic analysis policy, follow these steps: 

Step 1 Configure a traffic analysis policy. 

Choose Policy > Traffic. On the Traffic Management Policy page, click New and, in the 

New dialog box, configure a traffic analysis policy, as shown in Figure 2-16. 

Figure 2-16 Creating a traffic analysis policy 

 

 

Step 2 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 
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Verification 

After monitored traffic passes through NIPS, choose Home > Traffic Analysis. On the 

TCP/UDP Traffic, Application Traffic, or IP Traffic page, you can view related traffic 

statistics. 

 

 

 You can view traffic analysis reports only on ESPC. Therefore, make sure that NIPS 

has been properly connected to ESPC before viewing a traffic analysis report. 

 When configuring NIPS to connect to ESPC, you must configure an FTP password 

for the sending of traffic analysis logs to ESPC. For how to configure the connection 

to ESPC, see section 2.5 Configuring NIPS to Connect to NSFOCUS ESPC. 

2.5 Configuring NIPS to Connect to NSFOCUS ESPC 

This section uses NIPS V5.6R10F01 and NSFOCUS ESPC V7.0R00F01 ("ESPC" for short) 

as an example to describe how to establish a connection between NIPS and ESPC. 

Scenario 

In the network environment shown in Figure 2-17, ESPC is deployed to collaborate with 

NIPS. In this case, ESPC receives and stores detailed logs. 

Figure 2-17 Deployment topology for the collaboration between NIPS and ESPC 
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Preparations 

Set the IP address of ESPC to 10.14.36.177. 

Set the IP address of NIPS to 10.14.36.144. 

Configuration Roadmap 

1. Configure NIPS to connect to ESPC. 

2. Configure ESPC to connect to NIPS. 

3. Verify the configuration. 

Configuration Procedure 

Configuring NIPS to Connect to ESPC 

Step 1 Choose System > Security Center. 

Step 2 On the Security Center page, set the local IP address and the IP address of an ESPC, and 

select the check box next to Start. 

Step 3 Choose System > System Control and click Reboot Engine to make the settings take effect. 

Figure 2-18 shows the configuration result. 

 

 

Before ESPC detects NIPS and completes device registration, the connection status is 

displayed as . After the connection succeeds, the status turns to . 
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Figure 2-18 Connecting to ESPC 

 

 

----End 

Confirming the Connection to ESPC 

After receiving connection information from NIPS, ESPC automatically registers the device. 

Step 1 Log in to ESPC (both the user name and password are admin). 

Step 2 Click the message center button in the quick access bar. You can see NIPS registration 

success information which indicates that NIPS successfully connects to ESPC. 

----End 

Verification 

After NIPS is successfully registered by ESPC, you can see NIPS information under Device 

Management > Device List. In addition, NIPS will upload logs to ESPC in real time. 

2.6 Configuring NIPS to Connect to NSFOCUS BSA 

Scenario 

In the network environment shown in Figure 2-19, NSFOCUS BSA ("BSA" for short) is 

deployed to collaborate with NIPS. In this case, BSA can collect security data from NIPS and 

parse and store them. 
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Figure 2-19 Deployment topology for the collaboration between NIPS and BSA 

 

 

Preparations 
 Set the IP address of BSA to 10.14.36.177. 

 Set the IP address of NIPS to 10.14.36.144. 

Configuration Roadmap 

Configure NIPS to connect to BSA. 

Configuration Procedure 

Choose System > Security Center to configure NIPS to connect to BSA. Set Local IP and 

related parameters in the BSA area, select the check box next to Start, and click OK. If the 

system prompts "Configuration success", the connection between the two devices is 

successfully configured. 
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Figure 2-20 Connecting to BSA 

 

 

 

You can select the mode (Tunnel or Encrypt) for connection between NIPS and BSA 

from the drop-down list on the right of Server Address. The configuration on BSA 

should be the same as that on NIPS. 

2.7 Configuring Collaboration with ESPC for Reputation-related 
Protection 

Scenario 

When NIPS cannot access the extranet, it can collaborate with ESPC on the intranet for 

reputation-related protection. In this case, ESPC can obtain the reputation library by 

collaborating with the reputation cloud on the extranet or with NSFOCUS Threat Analysis 

Center ("TAC" for short). Then ESPC dispatches the obtained reputation library to NIPS 

regularly. NIPS can also check ESPC for the latest reputation library for real-time protection 

against botnets, malicious websites, and dangerous files. 
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Figure 2-21 Topology for collaboration with ESPC for reputation-related protection 

 

 

Configuration Preparations 

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface 

M as the management interface. Set interface parameters as follows: 

 Set the IP address of management interface M to 192.168.3.1 and the gateway to 

192.168.3.254. 

 Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of 

an interface in direct mode is not used for communications, it can be set to any except 

those on the same network segment as the management interface. 

Configuration Roadmap 

1. Make sure that NIPS can successfully collaborate with ESPC which properly connects to 

the reputation cloud on the Internet. 

2. Select the source of the reputation library. 

3. Enable botnet protection, web reputation protection, and file reputation protection. 

4. Apply the settings to make them take effect. 
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Configuration Procedure 

Step 1 Choose System > Security Center and set collaboration parameters. In the ESPC area, type 

the server address, select the Start check box, and click OK to make the settings take effect. 

After the collaboration succeeds, the icon  is displayed. 

Figure 2-22 Setting collaboration parameters 

 

 

Step 2 Choose Policy > Reputation and set related parameters. 

a. Set Reputation Library Source to ESPC. 
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Figure 2-23 Configuring the reputation library source 

 

 

− If Reputation cloud (reputation.api.nsfocus.com) is selected, NIPS obtains the 

reputation library from the reputation cloud. 

− If ESPC is selected, NIPS obtains the reputation library from ESPC. 

b. Enable the botnet protection policy, web reputation policy, and file reputation policy. Click 

OK to save the setting after enabling each policy. 
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Figure 2-24 Setting reputation protection parameters 

 

 

Step 3 Make the settings take effect. 

a. Click Apply Settings in the upper-right corner of the page. 

b. Choose System > System Control and then click Apply Settings. 

----End 

Verification 

Choose Logs and Reports > Security Log > Reputation and query reputation logs. 
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 A log whose event type is Botnet indicates that the botnet protection policy is triggered. 

 A log whose event type is Visit Malicious Site indicates that the web reputation policy is 

triggered. 

 A log whose event type is Visit Malicious File indicates that the file reputation policy is 

triggered. 

2.8 Configuring Collaboration with the Reputation Cloud 

Scenario 

When NIPS can access the extranet, it can collaborate with NSFOCUS reputation 

cloud which will regularly dispatch the reputation library to NIPS. NIPS can also check the 

reputation cloud for the latest reputation library for real-time protection against botnets, 

malicious websites, and dangerous files. 

Figure 2-25 Topology for collaboration with the reputation cloud 

 

Preparations 

Connect interface G1/1 to the Internet and interface G1/2 to the intranet. Configure interface 

M as the management interface. Set interface parameters as follows: 

 Set the IP address of management interface M to 192.168.3.1 and the gateway to 

192.168.3.254. 
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 Put interfaces G1/1 and G1/2 in security zone Direct-A on one link. As the IP address of 

an interface in direct mode is not used for communications, it can be set to any except 

those on the same network segment as the management interface. 

Configuration Roadmap 

1. Make sure that NIPS can access the Internet and can collaborate with the reputation 

cloud. 

2. Set the reputation cloud as the source of the reputation cloud. 

3. Enable the botnet protection policy, web reputation policy, and file reputation policy. 

4. Apply the settings to make them take effect. 

Configuration Procedure 

Step 1 Choose Policy > Reputation and set related parameters. 

a. Set Reputation Library Source to Reputation cloud (reputation.api.nsfocus.com) and 

click OK to save the setting. 

Figure 2-26 Setting the reputation cloud as the source of the reputation library 

 

 

You can click Network Connectivity Test to check whether NIPS can properly connect to the 

reputation cloud. The system will display the connection result. 

b. Enable the botnet protection policy, web reputation policy, and file reputation policy. Click 

OK to save the setting after enabling each policy. 
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Figure 2-27 Setting reputation protection parameters 

 

 

Step 2 Make the settings take effect. 

a. Click Apply Settings in the upper-right corner of the page. 

b. Choose System > System Control and then click Apply Settings. 

----End 

Verification 

Choose Logs and Reports > Security Log > Reputation and check reputation logs. 

 A log whose event type is Botnet indicates that the botnet protection policy is triggered. 

 A log whose event type is Visit Malicious Site indicates that the web reputation policy is 
triggered. 
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 A log whose event type is Visit Malicious File indicates that the file reputation policy is 

triggered. 

2.9 Configuring Collaboration with TAC 

Scenario 

During the collaboration between NIPS and TAC, TAC is deployed on the network in out-of-

path mode for detection of threats in files uploaded by NIPS to the API of TAC. Therefore, 

make sure that NIPS is properly connected to TAC. 

During the collaboration, NIPS reassembles files transmitted via SMTP, POP3, IMAP, HTTP, 

and FTP, and sends the reassembled files to TAC. Then TAC will make threat analysis of 

sample files uploaded by NIPS and return the analysis result to NIPS. Based on the analysis 

result, NIPS will block them or generate alerts during the second round of detection of these 

files.  

You can view or download sample analysis reports on NIPS or TAC collaborating with it. 

There are three scenarios where NIPS can be deployed to collaborate with TAC. 

 Scenario 1: The management interface of NIPS connects to the management interface of 

TAC, as shown in Figure 2-28. 
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Figure 2-28 Collaboration topology 1 

 

 

 Scenario 2: A non-management interface of NIPS connects to a non-management 

interface of TAC, as shown in Figure 2-29. 



NSFOCUS NIPS Deployment and Configuration Guide 
 

Copyright © NSFOCUS 78 V5.6R10F02 (2017-03-09) 

 

Figure 2-29 Collaboration topology 2 

 

 

 Scenario 3: NIPS collaborates with the cloud-side TAC through the management 

interface. In this case, you just need to set the TAC type to Cloud-side TAC and do not 

need to configure any server address or collaboration account. 
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Figure 2-30 Collaboration with cloud-side TAC 

 

 

Preparations 
 Reserve interface M as the management interface of NIPS and an interface for 

collaboration with TAC: 

− Scenario 1: Only the management interface (M) needs to be configured. 

− Scenario 2: The management interface (M) and interface G1/3 need to be configured. 

− Scenario 3: Only the management interface (M) needs to be configured (the IP 

address used here is for illustration purpose; in practice, you must ensure that the 

management interface can connect to the cloud-side TAC). 

 Create a security zone, Direct-A, for interfaces G1/1 and G1/2 on one link. As the IP 

address of an interface in direct mode is not used for communications, interfaces G1/1 

and G1/2 can have any IP addresses as long as they are in a different network segment 

than the IP address of the management interface. 

 For scenarios 1 and 2, you also need to configure related parameters on TAC. For details, 

see Configuration on TAC. 

Configuration Roadmap 

1. Configure an IP address for the management interface and an IP address for the 

collaboration interface. 
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2. Configure an advanced threat protection policy. 

3. Set file reassembly parameters. 

4. Set parameters relating to file reputation detection. 

5. Apply the settings to make them take effect. 

6. Check alert logs. 

Configuration Procedure 

Configuration on NIPS 

Step 1 Choose Network > Interface > Interface, and click  in the Operation column of the 

target interfaces. 

The configuration procedure varies a little with the scenario. 

 Scenario 1: Only the IP address of interface M needs to be configured. 

Click  in the Operation column of interface M and set its IP address, as shown in 

Figure 2-31. After that, you must apply the settings. Otherwise, the changes would not 

take effect. 

Figure 2-31 Setting the IP address of the management interface 
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 Scenario 2: IP addresses of interfaces M and G1/3 need to be configured. 

Figure 2-32 Interfaces configured on NIPS 

 

 

 Scenario 3: Only the management interface (M) needs to be configured (the IP address 

used here is for illustration purpose; in practice, you must ensure that the management 

interface can connect to the cloud-side TAC). 

Step 2 Choose Policy > Advanced Threat Protection > Advanced Threat Protection to configure 

an advanced threat protection policy. 

a. Configure TAC authentication parameters, including the interface IP address of TAC for 

collaboration with NIPS and the API account and password created on TAC. The 

configuration procedure varies a little with the scenario. 

− Scenario 1: In this scenario, the management interface of NIPS connects to that of 

TAC. Therefore, set Server IP to the IP address of interface M on TAC, as shown in 

Figure 2-33. 

Figure 2-33 Configuring an advanced threat protection policy – scenario 1 

 

 

− Scenario 2: In this scenario, interface G1/1 of NIPS connects to interface G1/1 of 

TAC. Therefore, set Server IP to the IP address of interface G1/1 (192.168.1.1) on 
TAC, as shown in Figure 2-34. 
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Figure 2-34 Configuring an advanced threat protection policy – scenario 2 

 

 

 Scenario 3: The management interface of NIPS connects to the cloud-side TAC, as 

shown in Figure 2-35. 

Figure 2-35 Configuring an advanced threat protection policy – scenario 3 

 

 

After configuration, click Network Connectivity Test to check whether NIPS can properly 

connect to TAC. If the icon  is displayed, the connection succeeds. 

b. Configure detection objects. 

Specify file types to be sent to TAC for checks. You can select all file types. 

c. Configure network segments for collaborative analysis. 

This is for setting conditions for NIPS to send files to TAC for checks. Only files that 

match the conditions set here will be sent to TAC. Note that the collaboration function is 

automatically disabled if no settings are configured in this area. 

Click New in the upper-right corner of the Network Segment for Collaboration 

Analysis area. Configure parameters in the dialog box that appears, as shown in Figure 

2-36. 



NSFOCUS NIPS Deployment and Configuration Guide 
 

Copyright © NSFOCUS 83 V5.6R10F02 (2017-03-09) 

 

Figure 2-36 Configuring network segments for collaborative analysis 

 

 

Step 3 Choose Policy > Advanced Threat Protection > Collaboration Status. 

On the page that appears, you can view the file check result and reputation data received from 

TAC, as shown in Figure 2-37. 



NSFOCUS NIPS Deployment and Configuration Guide 
 

Copyright © NSFOCUS 84 V5.6R10F02 (2017-03-09) 

 

Figure 2-37 Collaborative analysis result 

 

 

Step 4 Set file reassembly parameters. 

After a network segment is configured for collaborative analysis, the file reassembly function 

is enabled automatically. Choose System > System Configuration > File Reassembly and 

set parameters. 

Figure 2-38 File Reassembly page 

 

 

Step 5 Set file reputation parameters. 

After a network segment is configured for collaborative analysis, the file reputation policy is 

enabled automatically. Choose Policy > Reputation and set parameters in the File 

Reputation area. 
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Figure 2-39 Viewing the file reputation configuration 

 

 

Step 6 Make the settings take effect. 

 Click Apply Settings in the upper-right corner of the page. 

 Choose System > System Control and then click Apply Settings. 

----End 

Configuration on TAC 

For scenarios 1 and 2, perform the following procedure on TAC (for details, see the 

NSFOCUS TAC Configuration Guide): 

 Configure the IP address of the management interface and that of the collaboration 

interface. 

− Scenario 1: Only the management interface (M) needs to be configured. 

− Scenario 2: The management interface and interface G1/1 need to be configured. 

 Configure a threat detection policy. 

 Create an API account.  

Log in to TAC as the administrator admin and perform the following procedure: 

Step 1 Choose System > System Configuration > Interface. 

The configuration procedure varies a little with the scenario. 

 Scenario 1: Assign an IP address to interface M. 
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Figure 2-40 Interface M configured on TAC 

 

 

 Scenario 2: Assign an IP address to interface M and interface G1/1 respectively. 

Figure 2-41 Management interface and collaboration interface configured on TAC 

 

 

Step 2 Choose System > System Control and then click Restart Engine to make the settings take 

effect. 

Figure 2-42 Restarting the engine 

 

 

Step 3 Choose Policy > Collaborative Defense > API Management to create an API account, for 

example, test111. 
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Figure 2-43 Creating an API account on TAC 

 

 

Figure 2-44 shows the configured account. 

Figure 2-44 API account list 

 

 

----End 

Verification 

After the NIPS-TAC collaboration environment is configured, when detecting a malicious file 

over the network, TAC will generate an alert log. You can check such alert logs under Logs 

and Reports > Security Log > Reputation. 
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Figure 2-45 Querying alert logs 
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A Default Parameters 

A.1 Default Network Settings 

IP Address  M: 192.168.1.1 

 H1: 192.168.2.1 (whether interface H1 exists depends on the hardware 

platform) 

 G1/1:0.0.0.0 

 G1/2:0.0.0.0 

 … (For working interfaces not for management purposes, their initial IP 

addresses are all 0.0.0.0.) 

Subnet Mask 255.255.255.0 

A.2 Default Accounts 

 Web 

Operator 

Web 

Auditor 

Maintainer ESPC 

Adminis

trator 

BSA 

Administrat

or 

Console 

Administrator 

User 

Name 
admin auditor supervisor admin admin conadmin 

Password 
Set when 

admin 

enables 

this 

account 

A.3 Communication Parameters of the Console Port 

Baud Rate 115200 

Data Bits 8 
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A.4 Default CLI Administrator Account 

User Name 
shell 

Password 
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