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Preface 

This document covers all functions of the NSFOCUS Remote Security Assessment System 

(RSAS) and details its main function modules and usage. 

The product information involved in this document may slightly differ from your product to 

be installed because of version upgrades or other reasons. 

Organization 

Chapter Description 

1 Product Overview Briefly introduces RSAS. 

2 Getting Started Describes the configurations for the first use of RSAS. 

3 Dashboard Describes dashboard content. 

4 New Task Describes how to quickly create a task and manage common scanning 

policies. 

5 Scan Management Describes how to manage scanning policies and tasks. 

6 Asset Management Describes how to manage assets. 

7 Report Management Describes how to manage reports and report templates. 

8 Knowledge Base Management Describes how to manage the knowledge base, including vulnerability 

database, templates, tools, and password dictionary. 

9 Authentication Describes RSAS authentication. 

10 Administration Describes system configuration. 

11 Collaboration Management Describes how to configure RSAS to collaborate with multiple devices 

or platforms. 

12 Log Management Describes how to manage RSAS logs. 

13 Alert Management Describes alerts. 

A Console-based Management Describes console-based management. 

B Default Parameters Provides default parameters of RSAS. 

C FAQ Provides frequently asked questions and answers about RSAS. 

D MLPS Describes security protection levels.  
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Change History 

Version Description 

V6.0R04F04 First release. 

Conventions 

Convention Description 

Bold font 
Keywords, names of screen elements like buttons, drop-down lists or fields, and 

user-entered text appear in bold font. 

Italic font 
Document titles, new or emphasized terms, and arguments for which you supply 

values are in italic font. 

 
Reminds users to take note. 

 

Indicates a tip to make your operations easier. 

 
Indicates a situation in which you might perform an action that could result in 

equipment damage or loss of data. 

 
Indicates a situation in which you might perform an action that could result in bodily 

injury. 

A > B Indicates selection of menu options. 

Technical Support 

Hardware and Software Support 

Email: support@nsfocusglobal.com 

Cloud Mitigation Support 

Email: cloud-support@nsfocusglobal.com 

Phone: 

⚫ USA: +1-844-673-6287 or +1-844-NSFOCUS 

⚫ UK: +44 808 164 0673 or +44 808 164 0NSF 

⚫ Australia: +61 2 8599 0673 or +61 2 8599 0NSF 

⚫ Netherlands: +31 85 208 2673 or +31 85 208 2NSF 

⚫ Brazil: +55 13 4042 1673 or +55 13 4042 1NSF 

⚫ Japan: +81 3-4510-8673 or +81 3-4510-8NSF 

⚫ Singapore: +65 3158 3757 

file:///L:/2020/NTA/1104/support@nsfocusglobal.com
file:///L:/2020/NTA/1104/cloud-support@nsfocusglobal.com
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⚫ Hong Kong: +852 5803 2673 or +852 5803 2NSF 

⚫ Middle East: +973 1619 7607 

Documentation Feedback 

For any query regarding the usage of the documentation, you can contact us: 

Email: info-support@nsfocus.com 
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1 Product Overview 

Based on years of practical experience in vulnerability discovery, configuration checking, and 

security services, NSFOCUS has developed RSAS, a next-generation vulnerability scanning 

and configuration management product. 

This chapter provides basic information about RSAS. It contains the following sections: 

Section Description 

Product Characteristics Describes characteristics of RSAS. 

Main Functions Describes major functions of RSAS. 

Typical Deployment Describes deployment modes supported by RSAS. 

1.1 Product Characteristics 

As a next-generation vulnerability scanning and configuration management product, RSAS 

can fully detect vulnerabilities on the network, enabling users to quickly identify potential 

cyber risks. 

All-Round Detection of Vulnerabilities 

RASA can comprehensively detect vulnerabilities in IT systems. For example, it can detect 

security vulnerabilities in the target hosts, security configuration defects, web application 

vulnerabilities, weak passwords, and code defects and identify accounts, services, and ports 

that should not be opened in the system. 

Graphic Display of Vulnerabilities 

By means of NSFOCUS's proprietary security risk calculation method, RSAS analyzes 

various vulnerabilities on the network and evaluates the risks, provides an overall security 

status assessment, and comprehensively presents security risks in the information system, 

forming a complete security risk report. This helps the administrator to discover 

vulnerabilities earlier than attackers and fix the vulnerabilities timely. 

The analysis result is displayed on the dashboard from perspectives of the risk area, type, and 

severity. As a result, you can comprehensively know the security risks, focus on critical areas 

and assets, and fix serious vulnerabilities first. Clicking the risk data on the dashboard helps 

you to locate vulnerabilities of an IP address. 
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Clear Asset Management 

RSAS manages assets, which are uniquely identified with IP addresses, by using the risk 

view, in which the system and network security status is visualized in real time. When 

deploying RSAS, users could define a logical network structure in advance to manage risks 

by using either the asset view or the asset repository automatically generated from assessment 

tasks. 

Asset management includes the following: 

⚫ When performing a scanning task, RSAS automatically detects IP addresses on the 

network and updates asset information to the asset repository. 

⚫ You can search the asset repository for the status of network assets. 

⚫ RSAS determines the risk level based on the risk score, which is calculated with the 

criticality of assets in the asset repository taken into account. 

⚫ When generating a report, RSAS locates the matched assets for each IP address. Then it 

reads and displays the node name and node administrator. In this manner, when a 

vulnerability is found in a node, the related node administrator can promptly identify the 

vulnerable asset and ask the asset owner to immediately fix the vulnerability. 

Diversified Vulnerability and Configuration Databases 

NSFOCUS boasts a professional security research team, NSFOCUS Security Team, with full-

time researchers for vulnerability tracking and prospective study. The team has independently 

found over 40 vulnerabilities in common images, operating systems, databases, and network 

devices and been providing vulnerability-related rule support for world-famous network 

security vendors. NSFOCUS Security Team is responsible for maintaining the vulnerability 

database and detection rules and performing an upgrade every two weeks. In addition, for 

major vulnerabilities, the team can upgrade the vulnerability database and detection 

rules within two days after they are first detected. 

Taking advantage of NSFOCUS Security Team's research accumulation, the RSAS 

knowledge base has over 270,000 vulnerabilities, covering all mainstream underlying 

systems, application systems, and network devices. It also provides the configuration 

checking base, professional suggestions for remediation, and security configuration checking 

standards for multiple industries. The configuration checking base is available for hundreds of 

systems, which are divided into seven categories and cover more than 30 products. 

RSAS can discover security defects and noncompliant code practices by auditing mainstream 

code files. 

Identification of Nonstandard Ports 

With the advanced nonstandard port identification technology and protocol fingerprint base, 

RSAS can identify application service types on nonstandard ports quickly and accurately and 

conduct vulnerability checking, effectively avoiding false negatives and false positives during 

scanning. 

1.2 Main Functions 

Baseline security requirements consist of security vulnerability and security configuration 

checking items. The coverage and effectiveness of such checking items are crucial to baseline 

security. 
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Vulnerability Management 

According to security management regulations, RSAS provides risk alerting, checking, 

management, remediation, and auditing and supervises the implementation of security 

management regulations in each phase of the risk management process. RSAS can effectively 

and comprehensively detect vulnerability risks on the network, provide professional and 

effective analysis and remediation suggestions, and audit remediation effects throughout the 

risk management process, as shown in Figure 1-1. RSAS can reduce attacks to the maximum 

extent possible and is a "vulnerability management expert". 

Figure 1-1 Security management process 

 

 

Configuration Management 

With a complete security configuration database, RSAS helps security configuration and 

remediation for IT information systems. 

⚫ By means of machine languages and the combination of remote detection and local 

detection, RSAS can automatically check security configurations and provide detailed 

detection reports. Compared with the traditional manual check, this helps reduce the 

check time and avoid mistakes. 
⚫ RSAS integrates leading technologies (including NSFOCUS Intelligent Profile (NSIP)) 

to detect security configuration issues in network assets automatically, effectively, and 

accurately. 
⚫ With continuous updates and improvement, RSAS is capable of supporting emerging 

device types. Check rules are also continuously updated to provide the most 

comprehensive automatic configuration checks, reducing risk costs and protecting your 

assets. 
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1.3 Typical Deployment 

Standalone deployment is recommended for small and medium-sized enterprises, e-

commerce, e-government, educational institutions, and independent Internet Data Centers 

(IDCs), which have more centralized data and simpler network topologies (mostly bus or 

star). 

1.3.1 Deployment in a Small-Scale Network 

RSAS can be easily deployed in the security maintenance environment of small-scale 

networks to detect various security vulnerabilities in business systems. 

Figure 1-2 Deployment of RSAS in a small-scale network 

 

 

1.3.2 Deployment in a Small and Medium-Scale Network 

For small and medium-sized enterprises, their business networks may be divided into multiple 

subnets. It is costly to deploy a vulnerability management system on each subnet and also 

dangerous to open access permissions for vulnerability management on subnet firewalls. To 

cater to this situation, RSAS provides multiple scanning links and ports, each of which can 

connect to a subnet without extra firewall rule, as shown in Figure 1-3. This effectively 

reduces costs and avoids risks. 
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Figure 1-3 Deployment in a small and medium-scale network 

 

 

1.3.3 Deployment in a Subnet with Limited Access 

In certain circumstances, a business subnet may fail to RSAS, or RSAS cannot be directly 

deployed due to too many subnets. To cater to such situations, multiple RSAS devices can be 

deployed with TVM, under management of the latter. See Figure 1-4. 
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Figure 1-4 Deployment in a subnet with limited access 
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2 Getting Started 

This chapter contains the following sections: 

Section Description 

Initial Configuration Provides instructions for initial configuration of RSAS. 

Web-based Management Describes the login method and page layout of the web-based manager. 

Workflow Describes the risk management procedure of RSAS. 

2.1 Initial Configuration 

This section describes how to configure RSAS for the first use. Initial configuration steps are 

different for the hardware edition and virtual edition of RSAS and are described in two 

separate sections. 

2.1.1 Hardware Edition 

The management interface can be configured only via the console, while scanning interfaces 

can be configured via console or web-based manager (after a license is imported). The 

following describes how to configure the management interface. 

Prepare a computer, a serial cable, and terminal software for connecting to the console port 

and set default parameters listed in Default Parameters. 

Step 1 Connect the RSAS device to the computer with the serial cable. 

Step 2 Log in to the console. 

a. Use terminal software to connect to the RSAS console via a serial port.  

b. Type the initial user name and password (see Default Parameters) of the console 

administrator to open the main menu of the console. 

Step 3 Configure the management interface.  

Choose Network Settings > Network Settings, set the IP address and subnet mask of the 

management interface, and then press Enter to commit the settings. 
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Figure 2-1 Configuring management interface parameters 

 

 

----End 

2.1.2 Virtual Edition 

The virtual edition of RSAS (vRSAS) can be installed on different virtualization platforms. 

The method for logging in to the console of vRSAS varies with the virtualization platform. 

For details, see the NSFOCUS RSAS V6.0R04F04 Installation Guide. 

You can log in to vRSAS after importing a valid license. You must change the initial password 

after the first login. 

2.2 Web-based Management 

The web-based manager provides an intuitive human-machine interaction interface for users 

to manage and configure RSAS. 

In addition to the console-based management, RSAS can be remotely managed via software 

supporting SSH. 

Supported Browsers 

Browser Version Remarks 

Firefox Latest  Check whether the option of blocking pop-ups or 

disabling JavaScript is selected in the browser. If yes, 

clear the check box. 

 Disable the enhanced protection mode. 

Chrome Latest 

Microsoft Edge Latest 

 

Recommended Screen Resolution 

The recommended screen resolution is 1280 x 1024 pixels or higher. 
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Web Login 

Before login to the web-based manager, you must have completed Initial Configuration and 

ensure that RSAS is properly connected to the network. 

Open a browser and access the IP address of the management interface via HTTPS by typing, 

for example, https://192.168.1.1, in the address bar. After accepting prompted risks, you can 

view the web login page. Type a correct user name, password, and verification code. Click 

Log In. 

⚫ For the default user name and password, see Default Parameters. 

⚫ When logging in for the first time, you need to change the initial password and log in 

again with the new password. 

Page Layout 

The page layout for all modules of RSAS is the same, as shown in Figure 2-2. 

 

 

The menus and work area vary with user roles and data permissions. 

 

Figure 2-2 Page layout 

 

 

No. Area Description 

1 Menu bar Area of function menus from which you can perform further operations. 

2 Work area Area where you can perform configurations and operations and view data. 

3 Quick access bar Area providing the following quick access buttons of the system: 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 13 V6.0R04F04 

 

No. Area Description 

 : allows you to view the system time. 

 / : allows you to import and export a 

license, as detailed in Importing and Exporting a License. 

 : allows you to query system information or online help. 

 : allows you to upgrade the system, as detailed in System 

Upgrade. 

 : allows you to manage the current login account. For 

details about administrators, see User. Also, you can log out of the 

system. 

 : allows you to change the system language. 

 Running status: allows you to view the system running status. 

 Download recent reports: allows you to download reports from the 

Report Management page. 

 System uptime: allows you to view the system uptime. 

 Update available: allows you to immediately upgrade RSAS to the 

available version on the System Upgrade page when there is an 

upgrade prompt. 

2.3 Workflow 

Figure 2-3 shows the risk management flow of RSAS. 
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Figure 2-3 Risk management flow 

Start

Make preparations

Configure task objects

Start scanning

Locate risks

· Network connection
· System security
· Time synchronization

· Asset object
· Template
· Authentication information
· Email server

· Dashboard
· Log
· Report
· Alert

End

Handle risks

Audit risks

Configure WSUS

Rectify tasks

 

 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 15 V6.0R04F04 

 

3 Dashboard 

The dashboard allows you to check general statistics of the scanned servers and hosts to learn 

about security risks at any time. 

The dashboard data is composed of the risk analysis for all assets last scanned by RSAS. After 

RSAS scans servers and hosts as instructed, it refreshes data every day at 5:00 and displays all 

the historical data on the dashboard, where you can view risk statistics about such servers and 

hosts. 

Dashboard Configuration 

You can set the statistical period and displayed items on the dashboard. Choose Dashboard, 

click Configuration, and set parameters shown on the dashboard. Table 3-1 describes items 

to be displayed on the dashboard. 

Table 3-1 Dashboard parameters 

Parameter Description 

Displayed 

Items 

Specifies the items to be displayed on the dashboard. For details, see Statistics. 

Statistical 

Period 
 Cycle Granularity and Cycle Length: specifies the length of the specified statistical 

cycle. 

 Custom Time Frame: specifies the start time and end time of a period. 

 RSAS displays scanning tasks in either period you set. 

Data Source Specifies the source of statistical data to display in the dashboard as needed. 

Only the system administrator admin can configure this parameter. 

 

Statistics Display 

RSAS refreshes data every day at 5:00 and displays all the historical scanning tasks on the 

dashboard. 

Table 3-2 Dashboard display 

Item Description 

Asset Risk Scores Displays risk scores and security information about all hosts in the statistical 
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Item Description 

period and within your privileges. 

 Configuration: It is the average configuration risk score obtained after 

configurations of all hosts are scanned. 

 Overall: It is the overall score obtained after all hosts are scanned. This 

score is calculated by assessing the configuration risks and system risks 

(including system vulnerabilities and web application vulnerabilities). 

 Vulnerability: It is the average vulnerability risk score obtained after 

vulnerabilities of all hosts are scanned, including system vulnerabilities 

and web application vulnerabilities. 

Total Vulnerabilities Displays vulnerabilities by risk level (high, medium, and low) that were found 

in scanning tasks, including system vulnerabilities and web application 

vulnerabilities. 

Vulnerable Assets/Total 

Assets 

Displays the number of vulnerable assets and the total number of assets. 

 Risks/IPs: displays the numbers of vulnerable and total IP addresses. 

 Risks/Websites: displays the numbers of vulnerable and total websites. 

Scan Tasks Displays the numbers of total, unfinished, and complete tasks. 

Tasks, except for complete ones, are unfinished. Waiting tasks are also counted 

as unfinished. 

Top 20 New 

Vulnerabilities in 

Vulnerability DBs 

Displays the top 20 new vulnerabilities with the highest risks in four rolling 

pages. Each page displays five vulnerabilities. 

 Clicking a vulnerability name displays details about this vulnerability. 

 You can click Go to vulnerability DB to query all vulnerabilities on the 

Vulnerability Database page. 

Asset Statistics by 

Category 

Displays the numbers of assets by category, including hardware, software, 

middleware, and application software. 

You can click View asset repository to query all assets on the Asset List page 

that appears. 

Asset Distribution by 

Risk Level 

Displays the numbers of assets by risk level. 

Vulnerability Distribution 

by Risk 

Displays the numbers of discovered high-, medium-, and low-risk 

vulnerabilities in a histogram. 

Top 5 Risk IPs Lists the top 5 assets with the highest risks, including hosts and websites. 

Assets with the same risk score will be ranked by task delivery time. 

You can click an IP address to view information about the scanning task on the 

Task List page that appears. 

Top 5 Vulnerabilities Displays the top 5 vulnerabilities that affect the most assets, including system 

vulnerabilities and web application vulnerabilities, in a donut chart. 

Vulnerabilities with the highest risks are displayed, if the number of affected 

assets is the same. 

Risk Number Trend 

(Week) 

Displays changing trends of high-, medium-, and low-level risks brought by 

system vulnerabilities, web application vulnerabilities, weak passwords, and 

noncompliant configurations in a histogram and line chart. 

Overall Risk Score Trend 

(Week) 
 Displays changing trend of the overall risk score in a histogram. 

 Displays the percent increase or decrease in the overall risk score in a line 

chart. 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 17 V6.0R04F04 

 

4 New Task 

A scanning policy is a task template, which generates a scanning task after policy execution. 

This module provides a quick access to scanning tasks and policies, allowing you to quickly 

create and manage them. 

Tasks serve as a basis for RSAS to proactively conduct vulnerability detection, configuration 

checks, and weak password guesses. 

This chapter describes how to manage scanning tasks. It contains the following sections: 

Section Description 

Task Type Describes how to create a task. 

Common Scanning Policies Provides a quick access to policy management. 

4.1 Task Type 

Choose New Task, select a type under Task Types, and configure parameters. Click Create 

to create and dispatch a task of the specified type. A task, after being created, is displayed on 

the Task List page, where you can manage it. 
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Figure 4-1 New Task page 

 

 

4.1.1 Assessment Task 

An assessment task aims to scan the target for possible vulnerabilities (system vulnerabilities) 

and configuration noncompliance. After task execution, RSAS sends network security 

assessment results to the specified email address or FTP server, notifying the administrator of 

remediation. Also, RSAS supports task report export for the administrator to download for 

asset risk analysis. 

Choose New Task > Task Types > Assessment Task and configure parameters. 

⚫ Click Create to create a task. 

⚫ Click Save to save the task as a scanning policy.  

Table 4-1 to Table 4-6 describe parameters for creating an assessment task. 

Table 4-1 Basic information parameters for an assessment task 

Parameter Description 

Existing 

Configuration 

(optional) 

Policy: 

Creates a task based on an existing scanning policy (namely, task template). 

 Click Set as Default to set the task as the default scanning policy. Then the system 

can directly call this policy to create a task for another scan target. 

 Click Reset to restore default settings. 

Historical task: 

Creates a task based on an existing task. 

Scan Target Specifies the scan target. A maximum of 10,000 lines or 65,535 IP addresses are allowed. 

The scan target can be specified in any of the following ways: 
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Parameter Description 

 IP: Multiple IP addresses or address ranges should be separated by the comma (,), 

semicolon (;), carriage return, or space. If an IP address or IP address range is 

preceded with an exclamation mark (!), it indicates that this IP address or IP address 

range will not be scanned. For details, hover over  next to the parameter. 

 Domain: Domain names should be typed in a format like www.example.com. 

Multiple domain names should be separated by the comma (,), semicolon (;), 

carriage return, or space. If all domain names map the same IP address, you must 

also select Virtual host. For details, hover over  next to the parameter. 

 Import from asset repository: You can click Import from asset repository and 

then select a scan target from the list that appears below. 

 Upload target file: You can click Click to Upload, browse to a file in any of the 

following formats, and then import the file. 

- TXT: lists IP addresses in separate lines, as described in the input box. 

- EXCEL: based on a downloaded template (click Download Template on the 

Authentication page and fill in relevant information as required). 

- DAT: file exported from the Authentication page. 

Task Name Specifies the name of the new task. After the scan target is specified, the task name will 

be generated automatically. Alternatively, you can specify a different name. It should be 

a string of 1–256 characters. 

Execution Mode  Instant: indicates that the task will be executed immediately after you complete the 

configuration. This is applicable where network security assessment should be 

immediately conducted. 

 Scheduled: indicates that the task will be executed as scheduled. This is 

applicable where network security assessment should be conducted during off hours. 

 Daily, Weekly, Monthly (date), or Monthly (day of the week): indicates that the 

task will be executed repeatedly as scheduled. This is applicable where network 

security assessment should be conducted regularly (daily, weekly, or monthly). 

 Advanced configuration: indicates that the task will be executed repeatedly as 

scheduled. You can set the cycle lengths and specify multiple scanning cycles by 

clicking Add. 

Vuln Template Specifies a vulnerability template for vulnerability scanning. 

 Auto match scan: RSAS calls the template matching the scan target for vulnerability 

scanning. 

 No template: RSAS will not perform vulnerability scanning. 

 Verifiable Vulnerabilities Scan: RSAS only scans vulnerabilities that can be 

verified. If such vulnerabilities are detected, you can verify them. For details, see 

Verifying Vulnerabilities. 

 If RSAS scans and detects verifiable vulnerabilities that are included in other 

templates, you can verify them. For details, see Verifying Vulnerabilities. 

 Network Info Collection: RSAS only collects network information without 

scanning configurations or vulnerabilities. 

 Full Info Collection: RSAS only collects information from target hosts with an 

agent installed, without scanning configurations or vulnerabilities. 

You can click Vulnerability Template Management to configure and view 

vulnerability templates on the Vulnerability Template page. 
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Parameter Description 

Auto Vuln 

Verification 

Controls whether the vulnerabilities are verified. After it is enabled, the POC verification 

principle and vulnerability verification template are used to accurately verify 

vulnerabilities in assets. 

Full Agent Scan After an agent is installed on the scanned host, the agent reports the host information to 

RSAS or the platform every four hours. After this function is enabled, RSAS only scans 

the latest hosts reported by the agent for vulnerabilities. 

For details about how to manage agents, see Agent Management. 

Scan Time 

Frame 

Specifies the periods in which this scanning task will be executed. After you specify 

periods, RSAS will execute this task only in the specified periods regardless of the 

setting of Execution Mode. 

Scheduling 

Priority 

Specifies the priority of this task. RSAS determines the task priority based on the 

specified priority value and the background algorithm. 

 

Table 4-2 Login check parameters on the Basic Information tab for an assessment task 

Parameter Description 

Post-login 

vulnerability 

check 

Checks for system vulnerabilities after login to the scan target. Login protocols SMB, 

SSH, and RDP are supported. 

Post-login 

configuration 

check 

Checks for noncompliant items after login to the scan target. 

 Accurate check: checks for noncompliant items in the scan target against 

configuration templates you selected. 

 Intelligent check: collects information and automatically checks for noncompliant 

items in the scan target against configuration templates you selected. You are 

advised to log in to the target host as an administrator for a more accurate scan result. 

 Information collection: looks into the system environment of the scan target. You 

are advised to log in to the target host as an administrator for a more accurate scan 

result. 

Login protocols SMB, SSH, RDP, Telnet, HTTP, HTTPS, and WinRM are supported. 

Bulk Login Test Checks for the status of hosts after login to them in bulk. 

 

Table 4-3 Parameters for configuring host authentication in post-login check 

Item Parameter Description 

Add or import 

host 

authentication 

information 

- After Login Check is enabled, the login check module will 

automatically read the host authentication information. 

 Such information can be added manually or imported. To 

import a file, click Download Template to save the 

authentication information template to a local disk drive and 

add authentication information in the file. 

 The host authentication information beyond the scan scope 

cannot be imported. 
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Item Parameter Description 

 You can click Export to save the host authentication 

information to a local disk drive. 

Authentication Sync to 

authentication mgmt 

If Sync to authentication mgmt is enabled, the authentication 

information of the host with the same IP address will be 

overwritten. For details, see Authentication. 

System Login 

Information 

IP Specifies IP addresses or IP address ranges of the scan target. 

The IP addresses or IP address ranges typed here must be within 

the scope specified with Scan Target. 

 Domain 

Name/Domain 

User 

 Password 

(Domain 

Password) 

Specifies the user name and password for login to the scan target. 

RSAS stores the user name and password in an encrypted way to 

ensure security. 

Obtain You can click Obtain to obtain the host login password from 

NSFOCUS Operation Security Management System (OSMS) 

that collaborates with RSAS. 

For how to configure collaboration with OSMS, see  

Authentication Management. 

Login 

Protocol/Login Port 

Specifies the protocol and port used for login to the scan target. 

Login protocols for a post-login configuration check include 

SMB, SSH, and RDP. Login protocols for a post-login 

vulnerability check include SMB, SSH, RDP, Telnet, HTTP, 

HTTPS, and WinRM 

For login via HTTP, HTTPS, and WinRM, RSAS can only do 

configuration checks, but cannot conduct vulnerability scanning. 

Host Jump When RSAS can log in to multiple target hosts directly or using 

the same jump host, you can configure the same jump host after 

host jump is enabled. 

 If RSAS cannot directly log in to the target host, it can use the 

jump host for scanning. In this case, you need to configure the 

authentication information for the jump host in advance. 

 Make sure that the jump host can connect to the target host. 

 This parameter is available only when Login Protocol is set 

to SSH or Telnet. 

Login Path/Site 

Cookie 

Specifies the login path and website cookies (which record login 

session IDs) for login to the scan target via HTTP or HTTPS. 

You can click Record to set the browser proxy as prompted. After 

the proxy server is set, RSAS can capture cookies. 

Login Authentication Clicking Login Authentication checks whether login 

information is correct to make sure that RSAS can log in to the 

target host for local scanning. 

ORACLE 

Scanning 

Policy 

Oracle Controls whether to enable deep scan of vulnerabilities in Oracle. 

At the same time, you need to enable Oracle Deep Scan on the 

Advanced Settings tab (see Table 4-5) during task creation. If 

this parameter on the Advanced Settings tab is not enabled, 

RSAS only calls thorough Oracle scan, rather than local scan or 

remote version scan of Oracle. 
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Item Parameter Description 

WebLogic 

Scanning 

Policy 

(Enables the 

deep scan of 

vulnerabilities 

in WebLogic.) 

System Scanning Controls whether to allow access to WebLogic via the 

management background of a device on which the WebLogic 

service resides. 

 Linux/Windows: operating system type 

 WebLogic Version: WebLogic version 

 WebLogic Install Account: user name for access to 

WebLogic 

 WebLogic Opatch Install Dir: installation path of 

WebLogic WLS 

Page Scanning Controls whether to allow access to WebLogic via web. 

 User Name/Password: user name and password for access to 

WebLogic. 

 Path: WebLogic URL. 

Configuration 

Template 

Enable MLPS Controls whether to enable the multilevel protection function. 

If it is enabled, you need to select a Multilevel Protection Scheme 

(MLPS) level and select the corresponding MLPS template. 

For details about MLPS levels, see MLPS. 

Host Indicates computers with an operating system installed. You can 

click a template name to add the template to the Selected 

Templates box and then configure template parameters. 

 Operating system template: configuration specifications of 

operating systems 

 Virtual device template: configuration specifications of 

virtual devices 

 Application template: configuration specifications of 

applications 

 Database template: configuration specifications of 

databases 

 Big data template: configuration specifications of big data 

software or platforms 

Network device Indicates physical entities connected to the network except for 

hosts, such as switches and routers. 

 You can click a template name to add the template to the 

Selected Templates box and then configure template 

parameters. 

 Select configuration specifications of network devices. 

Status 

Template 

Template Specifies an allowlist of items that are deemed to be compliant. 

You can click Status Template Management to open the page 

for configuring a status template. For how to create a status 

template, see Status Template. 
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Table 4-4 Parameters for configuring password guess in an assessment task 

Parameter Description 

Password Guess After it is enabled, click Detailed configuration, and then set parameters in the 

drawer that appears. 

 After login to the target host with a vulnerable account, RSAS will conduct local 

vulnerability scanning. 

 If no scanning is done via a login to the host, RSAS will guess the host password 

based on the content included in the password dictionary. For details about the 

password dictionary, see Password Dictionary. Password guess tasks can be 

conducted only for active hosts. 

Service Type Specifies a service subject to password guessing.  

 In standard mode, the same dictionary is used for both user names and passwords.  

 In combined mode, both the user name dictionary and the password dictionary 

are used. 

 

 You can click Password dictionary management to edit the default 

password dictionary. 

 The custom password dictionary comes before the default password 

dictionary for password guessing. Passwords are guessed in the same 

sequence as they are arranged in the dictionaries. 

 Enabling password guess may cause account locking as a result of multiple 

consecutive login failures during scanning. Therefore, enable this 

function with caution. 

Timeout Specifies the maximum duration within which a password guessing plugin can run. 

After the duration expires, the plugin stops running. 

Frequency Specifies the interval between two password guesses of the same protocol for the 

same target. 

Guessing Times Specifies the maximum number of guesses allowed for a single asset. The value 0 

indicates no limit. 

Max Concurrent 

Threads 

Specifies the maximum number of concurrent threads for a single-service password 

guess task on a single host. A greater value ensures a faster scanning speed. 

 

Table 4-5 Advanced parameters for an assessment task 

Section Parameter Description 

Port Scan Port Scanning 

Policy 
 Standard port scan: scans only the ports listed under Port List. 

 Fast port scan: scans ports 1 to 1024. 

 Specify ports: scans specified ports. 

 Full port scan: scans all ports. 

 

A full port scan involves a large number of sent packets. You are 

advised to verify in advance that your network environment can 

support such scans. 
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Section Parameter Description 

Scan Speed Specifies how fast the scanning should be conducted. A smaller scan 

speed indicates more accurate information about open ports and a 

longer scanning time. 

TCP Port Scan 

Method 
 CONNECT: determines whether a port is open by establishing a 

complete TCP connection. This mode ensures quick and accurate 

scanning. 

 SYN: determines whether a port is open based on receiving of the 

ACK packet sent by the port in response to the SYN packet from 

RSAS. 

UDP Scan Controls whether to enable UDP scanning. Selecting this option 

significantly lengthens the time to complete the task. Therefore, you 

are advised not to enable it. 

UDP ports defined in the port list can be scanned only when this 

option is enabled. For details about the port list, see Port List.  

Host Status 

Test 

Host Status Test Controls whether to enable the host status test. After enabling it, you 

also need to specify the test method and port. 

Status Detection 

Speed 

A smaller status detection speed indicates more accurate host status 

information and a longer scanning time. 

Scan 

Restrictions 

Scan Depth Scanning depth. A greater value indicates more information to be 

captured and a longer scanning time. 

The default value 3 is recommended. 

Plugin Timeout A single plugin that does not end within specified time will be 

terminated by the scheduler. 

Value range: 1–300, in seconds. 

Socket Timeout Specifies the longest wait time allowed for reading data from the 

network layer. 

This option greatly affects the scanning speed and accuracy. The 

recommended value is 5 seconds for a local area network (LAN) or 

15 seconds for an asymmetric digital subscriber line (ADSL) network. 

You can set the value according to the network speed. Set a greater 

value when the network speed is slow. 

Others Dangerous Plugin 

Scan 

Dangerous plugins may cause system crashes or service interruption. 

You are advised to enable it only for special purposes such as testing. 

Notify Host Before 

Scan 

Controls whether to notify the host before scanning. After you enable 

it, a message is displayed on the host, prompting the to-be-performed 

scanning. You can customize the message content as required. 

 

Only hosts enabled with the messaging service can receive 

messages. 

Ignore 

Plugin Dependency 

You are advised not to enable it in normal circumstances. 

Plugins in RSAS have different responsibilities. For example, plugin 

1 is responsible for identifying the target's operating system type, and 

plugin 2 is responsible for scanning a certain vulnerability in 

Windows operating systems. If plugin 2 relies on plugin 1's scan result 

and plugin 1 detects that the target operating system is not Windows, 

plugin 2 is skipped, increasing the scanning speed and accuracy. 
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Section Parameter Description 

Remote OpenSSH 

Version 

Scan/Remote NTP 

Version Scan 

You are advised not to enable it in normal circumstances. 

Controls whether to remotely check OpenSSH or NTP versions. 

 

The default disabled setting is recommended for a more accurate 

scan result. After it is enabled, you should determine whether 

risks discovered in the scan are false positives. 

Oracle Deep Scan  Disable: indicates that RSAS only identifies Oracle-related 

services and reports vulnerabilities of the thorough scan type. 

 Enable: indicates that RSAS reports all vulnerabilities, including 

local vulnerabilities regarding the Oracle service. For this 

purpose, you need to enable and configure Oracle parameters for 

the vulnerability scanning policy, in addition to Manually Adding 

Authentication Information. 

Debug Mode This parameter is useful when an error occurs during scanning. If the 

debug mode is enabled, task execution information is recorded. When 

an error occurs, the error information will be exported and sent to the 

technical support personnel of NSFOCUS for analysis. 

Coding 

Language 

Encoding Used by 

Target System 

Specifies the coding language for the target system. Its values include 

Simplified Chinese (GBK) and Unicode (UTF-8). 

Table 4-6 Report export parameters for an assessment task 

Parameter Description 

Report Format Specifies the format of the report to be generated, which can be HTML, WORD, 

EXCEL, PDF, and/or XML. 

Report Type  Summary Report: A summary report comprehensively analyzes an 

assessment task, describes and presents risks, as well as presents the 

vulnerability-related graphs, operating system distribution, account 

information, and assessment criteria. 

 Host Report: A host report analyzes and details risks of a single host. A host 

report contains a host's scan data, various profile information, vulnerability 

list, and solution. To analyze problems occurring in a scanning task, you need 

to generate a host report. 

Summery Rpt 

Template/Host Rpt 

Template 

If no suitable report template is available, you can click Report Template 

Management and add a report template on the Report Template Management 

page that appears. For how to add a report template, see Report Template. 

Auto Generation  If it is enabled, an offline report of the specified type will be generated when 

the task is complete and this report will be sent to the given email address. In 

addition, the offline reports will be added to the report list. For details, see 

Report List. 

 Whether auto generation is enabled or not, an online report of the HTML 

format will be generated when the task is complete. For details, see 

Assessment Task Report. 

Upload via FTP This parameter can be configured only after Auto Generation is enabled. 

If this option is enabled, RSAS automatically uploads offline reports to the 
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Parameter Description 

specified report FTP server. In this case, you must configure the report FTP server. 

For details, see Report FTP. 

Send Report This parameter can be configured only after Auto Generation is enabled. 

If this option is enabled, RSAS automatically sends offline reports to the specified 

email address. In this case, you must configure the email server. For details, see 

Mail Server. 

 Report Format: specifies the format of the report file. 

 Email: specifies the email address for receiving reports. A maximum of five 

email addresses can be configured. Multiple email addresses should be 

separated by the comma (,), semicolon (;), carriage return, or space. 

 

4.1.2 Password Guess Task 

Password guess tasks can be conducted on active hosts. RSAS attempts to log in to the target 

host using user names and passwords described in Password Dictionary. If the login succeeds, 

vulnerable accounts exist on the target host. 

Choose New Task > Task Types > Password Guess Task and configure the parameters, as 

described in Figure 4-1, Table 4-4, and Table 4-5. 

4.1.3 Web Application Scanning Task 

With web application scanning, RSAS performs remote security scanning and security checks 

for customers' Internet websites by continuously crawling, analyzing, and matching web 

pages of target websites according to supervisory requirements of website administrators. In 

this way, RSAS can provide a complete monitoring solution to securing websites. 

Choose New Task > Task Types > Web Application Scanning and configure parameters. 

⚫ Click Create to create a task. 

⚫ Click Save to save the task as a scanning policy. 

Table 4-7 to Table 4-13 describe parameters for configuring a web application scanning task. 

Table 4-7 Basic parameters for a web application scanning task 

Parameter Description 

Existing 

Configuration 

(optional) 

Policy: 

Creates a task based on an existing scanning policy (namely, task template). 

 Click Set as Default to set the task as the default scanning policy. Then the system 

can directly call this policy to create a task for another scan target. 

 Click Reset to restore default settings. 

Historical task: 

Creates a task based on an existing task. 

Scan Target Specifies the scan target. You can type specific scan targets in the text box or upload a 

target file. For details about the scan target format, hover over  next to the parameter. 

Task Name Specifies the name of the new task. After the scan target is specified, the task name will 
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be generated automatically. Alternatively, you can specify a different name. 

The task name should be a string of 1–256 characters. 

Scan Scope Specifies the crawling scope of crawlers, which can be one of the following: 

 Scan by domain name 

- Scan whole website: scans all URLs under the parent domain and each of its 

subdomains. 

- Scan subdomains: scans all URLs under the parent domain and only its 

subdomains specified here. 

- Do not scan subdomains: scans all URLs under the parent domain name and 

other subdomain names than the specified ones. 

 Scan current directory and subdirectories: scans the URLs under the directory 

specified with Scan Target and all its child directories. 

 Scan target URL: scans URLs specified with Scan Target. 

Execution 

Mode 

 Instant: indicates that the task will be executed immediately after you complete the 

configuration. This is applicable where network security assessment should be 

immediately conducted. 

 Scheduled: indicates that the task will be executed as scheduled. This is 

applicable where network security assessment should be conducted during off hours. 

 Daily, Weekly, Monthly (date), or Monthly (day of the week): indicates that the 

task will be executed repeatedly as scheduled. This is applicable where network 

security assessment should be conducted regularly (daily, weekly, or monthly). 

 Advanced configuration: indicates that the task will be executed repeatedly as 

scheduled. You can set the cycle lengths and specify multiple cycles by clicking Add. 

Vuln 

Template 

Specifies the vulnerability templates used for scanning. For operations on vulnerability 

templates, see Vulnerability Template. You can select Auto match scan or use default 

templates or custom templates that you have permissions to load. 

 Auto match scan: RSAS calls the templates matching the scan target for vulnerability 

scanning. 

 Verifiable Vulnerabilities Scan: RSAS only scans vulnerabilities that can be verified. 

If such vulnerabilities are detected, you can verify them. For details, see Verifying 

Vulnerabilities. 

 If RSAS scans and detects verifiable vulnerabilities that are included in other 

templates, you can verify them. For details, see Verifying Vulnerabilities. 

Auto Vuln 

Verification 

Controls whether the vulnerabilities are verified. After it is enabled, the POC verification 

principle and vulnerability verification template are used to accurately verify 

vulnerabilities in assets. 

Scan Time 

Frame 

Specifies the periods in which this scanning task will be executed. After you specify 

periods, RSAS will execute this task only in the specified periods regardless of the setting 

of Execution Mode. 

Scheduling 

Priority 

Specifies the priority of this task. RSAS determines the task priority based on the specified 

priority value and the background algorithm. 

Debug Mode This parameter is useful when an error occurs during scanning. If the debug mode is 

enabled, task execution information is recorded. When an error occurs, the error 

information will be exported and sent to the technical support personnel of NSFOCUS for 

analysis. 
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Table 4-8 Authentication configuration parameters for a web application scanning task 

Parameter Description 

Scan Target This parameter is specified in the same way as Scan Target described in Table 4-7. 

Protocol 

Authentication 

Specifies the authentication protocol used by the scan target, which can be Auto 

recognition, NTLM, Basic or Digest-MD5. 

Login Scan Controls whether to scan upon login to the target. 

 Preset cookie: You need to type cookies to record login session IDs, for example, 

action=login&username=admin&password=admin88. 

 Prerecord login: You need to click Record and continue as prompted in the dialog 

box that appears. Then, related cookies will be recorded. 

User 

Name/Password 

Specifies the user name and password for login to the scan target. RSAS stores the 

user name and password in an encrypted way to ensure security. 

Custom Link Specifies URLs to be scanned. External links are allowed here. Multiple links should 

be separated by the comma (,), semicolon (;), carriage return, or space. 

Excluded Link Specifies the URLs excluded from crawling. 

 

Table 4-9 Proxy configuration parameters for a web application scanning task 

Parameter Description 

Proxy Type Specifies the type of the proxy server, which can be SOCKS4, SOCKS5, or 

HTTP. 

Protocol 

Authentication 

Specifies the authentication protocol used by the proxy server, which can be 

NTLM, Basic, or Digest-MD5. 

Server Address/Port Specifies the address or port of the proxy server. The server address can be an IP 

address and domain name. 

User Name/Password Specifies the user name and password used to log in to the proxy server. You must 

configure both the user name and password. 

Connectivity Test After the parameter configuration is complete, you can click Connectivity Test to 

check whether the system can properly connect to the proxy server. 

 

Table 4-10 Web scan options and web access policy parameters for a web application scanning 

task 

Parameter Description 

Scan Level  Deep scan: The scan plugin calls all detection logic and takes a long time. 

 Fast scan: The scan plugin does not call time-consuming detection logic and 

thus takes a short time. 

 Intelligent scan: It takes acceptable time. 

Concurrent Threads Specifies the number of concurrent threads of web scan plugins. A larger value 
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indicates a higher scanning speed. 

 

When specifying the value, consider the network bandwidth and the 

processing capability of the server. An inappropriately large value would 

affect the proper running of the target server. 

Timeout Specifies the maximum time allowed for scanning a page. 

Max Request 

Attempts 

Specifies the allowed number of attempts to send a scan request. 

Web Encoding 

Method 

Specifies the web encoding method of websites to be crawled. The value must be 

correct so that RSAS can properly access the target. 

 Auto detect: RSAS automatically matches the web encoding method. 

 Manual detect: You need to specify the web encoding method used by the 

specified scan target. Options include Simplified Chinese (GB18030), BIG5, 

and Unicode(UTF-8). 

Custom User-Agent Specifies the browser or search engine through which RSAS accesses the scan target. 

You need to first turn on the switch and then define the user agent in the text box. 

Custom Header Specifies the header of a custom request used for crawling and scanning websites. 

You can click Add to create a header. 

For websites that require a specific header for vulnerability scanning, configure this 

parameter. 

Table 4-11 Web detection policy parameters for a web application scanning task 

Parameter Description 

DNSLog Controls whether to enable the built-in DNSLog platform. This function 

determines the existence of vulnerabilities based on whether a specific DNS is 

requested, because remote code execution vulnerabilities such as Fastjson and 

Log4j2 are not echoed but trigger specific DNS requests. By default, DNSLog is 

not enabled. 

Custom Weak 

Password 

Detects whether websites have a weak password. 

 You can click Add to configure a custom account and weak password. 

 You can click Click to Upload to import a TXT file of weak passwords. 

 

Table 4-12 Web crawling policy parameters for a web application scanning task 

Parameter Description 

Crawling Sequence Specifies the preferable method to obtain URLs during scanning. 

Files in a 

Single Directory 

Specifies the maximum number of files to be scanned in each directory when page 

deduplication is configured. 

The value is an integer equal to or greater than -1, with -1 indicating no limit. 

Directory Depth Specifies the number of directory levels that will be crawled. 

 The value -1 indicates no limit. 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 30 V6.0R04F04 

 

Parameter Description 

 The directory depth equals the number of slashes (/) following the website 

name, counted from the root directory. A greater depth value indicates a wider 

scan scope and a longer scan time. Therefore, you need to set a proper value. 

Total Links Specifies the total number of URLs to be obtained. The value is an integer equal to or 

greater than -1, with -1 indicating no limit. 

Excluded 

Extension 

Specifies file name extensions that should not be crawled. The extension is a string 

of digits and letters. Multiple extensions must be separated by a comma (,). 

Case-Sensitive Controls whether the system distinguishes between uppercase and lowercase letters 

for URLs to be scanned. 

Parse Flash File Controls whether to scan Flash files. Currently, only files of Flash earlier than V10 

can be parsed. 

Execute JavaScript Controls whether to execute JavaScript code on pages to obtain the URL during 

crawling. 

 Enable: JavaScript code will be executed and simulate various events. 

 Disable: JavaScript code will not be executed, which will improve the scanning 

speed but miss out some links. 

Link Deduplication 

Policy 

Specifies the level of the link deduplication policy. 

Generally, a URL is a quintuplet that consists of the page, method, query-name, 

query-value, and post-data. The URL deduplication level determines the elements 

based on which RSAS distinguishes URLs. 

The URL http://www.nsfocus.com/test.php?login=admin is used as an example to 

describe URL deduplication. Elements of this URL are listed as follows: 

 page=http://www.nsfocus.com/test.php (page = protocol + domain name + path 

file) 

 method=GET 

 query-name=login 

 query-value=admin 

 post-data=NULL 

For this URL, the deduplication level is described as follows: 

 Sensitive to pages: The deduplication is based on the page. 

 Sensitive to page and request methods: The deduplication is based on the 

page and method. 

 Sensitive to pages, request methods, and parameter names: The 

deduplication is based on the page, method, and query-name. 

 Sensitive to pages, request methods, parameter names, and GET parameter 

values: The deduplication is based on the page, method, query-name, and 

query-value. 

 Sensitive to pages, request methods, parameter names, GET parameter 

values, and POST data: The deduplication is based on the page, method, 

query-name, query-value, and posted data. 

A higher deduplication level indicates that more elements are compared for 

deduplication. For example, if the deduplication level is Sensitive to pages, two 

URLs with the same page element are considered identical. 

Directory Guess 

Scope 

Specifies the guess scope of common sensitive directories and files in each directory. 

 The value 0 indicates that no directories or files will be guessed. 
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Parameter Description 

 A larger value indicates more directories and files to be guessed but a longer 

scanning time. 

Directory 

Guess Depth 

Specifies the link depth of sensitive directories or files to be guessed. This value 

cannot be greater than that of Directory Depth as described in Table 4-12. 

Backup File Check 

Type 

Specifies the types of files that will be checked for backups. Multiple types should be 

separated by the comma (,). 

Backup File 

Extension 

Specifies the extensions of files that will be checked for backups. This parameter is 

used with Backup File Check Type. Multiple file name extensions should be 

separated by the comma (,). 

Form Filling Controls whether to fill in page forms to scan more URLs for more vulnerability 

information during the execution of a web application scanning task. 

After Form Filling is enabled, you need to specify names and values so that RSAS 

matches page forms with the specified names and assigns the specified values to the 

matched names. Clicking Add can add a name and its value. 

Rendered Crawling 

Policy 

(visible when 

RSAS memory is 

no less than 8 GB) 

After it is enabled, the crawler will simulate human interaction to intelligently analyze 

crawled web pages. You are advised to enable this function for a web 

2.0 website whose front end is separate from its backend. 

Intelligent Form Filling: RSAS automatically fills in data that complies with form 

specification to obtain more links. 

Concurrent Pages: limits the total number of concurrent pages for rendered 

crawling. Its value varies with device models. 

 Hardware edition: The value is 1–5 for models E and H, and 1–2 for model S. 

 Virtual edition: depending on the memory size. This parameter is unavailable if 

the memory is less than 8 GB. The value is 1–2 for memory ranging from 8 GB 

(inclusive) to 16 GB, and 1–5 for memory greater than 16 GB. 

 Crawling Filtering Policy: When finding that a link matches the crawling 

filter, RSAS stops crawling it for more links 

 Result Filtering Policy: When finding that a link matches the result filter, 

RSAS stops scanning it for vulnerabilities and will not include related 

information in the scanning report. 

RSAS neither crawls new links nor performs vulnerability scanning and result display 

for a link that matches both policies. 

localStorage Configuration: This parameter is required for websites that use the 

localStorage authentication so that RSAS can obtain more links after login 

to websites. For how to obtain the configuration, hover over  next to the 

parameter. 

Session Storage Configuration: This parameter is required for websites that use the 

sessionStorage authentication so that RSAS can obtain more links after login 

to websites. For how to obtain the configuration, hover over  next to the 

parameter. 

 

Table 4-13 Report export parameters for a web application scanning task 

Parameter Description 

Report Format Specifies the format of the report to be generated, which can be HTML, WORD, 
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Parameter Description 

EXCEL, PDF, and/or XML. 

Report Type  Summary Report: provides a general analysis of the web application 

scanning task and describes and displays risks by type. It presents risk 

statistics graphs and vulnerability distribution from different perspectives 

and also presents the reference criteria. 

 Website Report: provides a risk analysis and detailed description of a 

single website, including risk statistics by type, web risk distribution, and 

vulnerability details. To analyze issues discovered during task execution, 

you need to generate a website report. 

Summary Rpt 

Template/Website Rpt 

Template 

If no suitable report template is available, you can click Report Template 

Management and add a report template on the Report Template Management 

page. For how to add a report template, see Report Template. 

Auto Generation If it is enabled, an offline report of the specified type will be generated when the 

task is complete and this report will be sent to the given email address. In 

addition, the offline reports will be added to Report List. 

Whether auto generation is enabled or not, an online report of the HTML 

format will be generated when the task is complete. For details, see Web 

Application Scanning Task Report. 

Upload via FTP This parameter can be configured only after Auto Generation is enabled. 

If this option is enabled, RSAS automatically uploads offline reports to the 

specified report FTP server. In this case, you must configure the report FTP 

server. For details, see Report FTP. 

Send Report This parameter can be configured only after Auto Generation is enabled. 

If this option is enabled, RSAS automatically sends offline reports to the 

specified email address. In this case, you must configure the email server. For 

details, see Mail Server. 

 Report Format: specifies the format of the report file. 

 Email: specifies the email address for receiving reports. A maximum of 

five email addresses can be configured. Multiple email addresses should be 

separated by the comma (,), semicolon (;), carriage return, or space. 

 

4.1.4 Configuration Scanning Task 

A configuration scanning task checks the scan target for possible noncompliant configuration 

items. After task execution, RSAS sends the scan results to the specified email address or FTP 

server, notifying the administrator of remediation. Also, RSAS provides task reports for the 

administrator to download for asset configuration risk analysis. 

Online Configuration Scan 

Online configuration scanning is applicable only to online target hosts. To configure such a 

task, choose New Task > Task Types > Configuration Scanning and configure parameters, 

as described in Table 4-1 to Table 4-6. 
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Offline Configuration Scan 

To check the configuration compliance of an offline host, you need to download an offline 

check tool from RSAS to use this tool on the target host for local configuration scanning, and 

then import the scanning result to RSAS. 

Offline check tools are associated with the imported certificate. Only authorized offline check 

tools can be downloaded. 

The following describes how to configure local configuration scanning. For how to use other 

offline check tools, see the TXT file in the decompressed package. To configure local 

configuration scanning, follow these steps: 

Step 1 Download an offline check tool from RSAS. 

a. Choose New Task > Task Types > Configuration Scanning > Offline Scan, and click 

Click to download an offline check tool. 

b. Choose Knowledge Base > Offline Check. Click Download in the Operation column of 

an offline check tool. 

(Optional) If the configuration template of the downloaded offline check tool belongs to the 

MLPS group, you need to select an MLPS level. 

Step 2 Perform the local configuration check task on the target host. 

Open SecureCRT and choose Script > Run. In the dialog box that appears, select the downloaded 

offline check tool. After the script is successfully executed, a configuration check result file 

(IP_UUID_chk.xml) will be generated in the same directory of the local offline check tool. 

Step 3 Import the offline check result to RSAS.  

The system will automatically generate a task, display it in the task list, and save the local 

configuration check result. 

⚫ Choose New Task > Task Types > Configuration Scanning > Offline Scan. Click 

Click to Upload and browse to the offline check result file. 

⚫ Choose Scanning > Task List and click Import. 

 

 

Only .xml, .txt, and .zip files can be imported. 

 

----End 

4.1.5 Image Scanning Task 

Image scanning tasks check Docker image files for possible system vulnerabilities and 

noncompliant configuration items. Currently, each image scanning task supports scanning 

three image labels at most. 

Choose New Task > Task Types > Image Scanning and configure parameters. Table 4-14 

describes parameters for creating an image scanning task. 
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Table 4-14 Parameters for configuring an image scanning task 

Parameter Description 

Scan Target Image Scanning: scans image labels in public repositories. 

For details about how configure an image label, see the prompt on the UI. 

Repository: scans image labels in private repositories. 

 Repository URL: address of the private repository. Hover over  next to the 

parameter to view the detailed format requirements. 

 Repository User Name/Repository Password: user name and password for 

access to the repository. 

 Repository Type: type of the repository, which can be Harbor_API_V1.0 or 

Harbor_API_V2.0. 

 After the configuration of the image repository is complete, click Obtain Image 

List to display image labels in the configured repository. 

Task Name Specifies the name of the new task. After the scan target is specified, the task 

name will be generated automatically. Alternatively, you can specify a different 

name. It should be a string of 1–256 characters. 

Execution Mode  Instant: indicates that the task will be executed immediately after you complete 

the configuration. This is applicable where network security assessment should 

be immediately conducted. 

 Scheduled: indicates that the task will be executed as scheduled. This is 

applicable where network security assessment should be conducted during off 

hours. 

 Daily, Weekly, Monthly (date), or Monthly (day of the week): indicates that 

the task will be executed repeatedly as scheduled. This is applicable where 

network security assessment should be conducted regularly (daily, weekly, or 

monthly). 

 Advanced configuration: indicates that the task will be executed repeatedly as 

scheduled. You can set the cycle lengths and specify multiple scanning cycles 

by clicking Add. 

Vulnerability Scan Controls whether to perform vulnerability scanning for images. 

Configuration 

Scanning 

Controls whether to perform configuration compliance scanning for images. Click 

View image configuration template to open the Image Template page, where you 

can view the image configuration check templates available on RSAS. 

Scheduling Priority Specifies the priority of this task. RSAS determines the task priority based on the 

specified priority value and the background algorithm. 

 

4.1.6 Code Audit Task 

Code audit tasks discover security defects in code files and noncompliance with coding 

specifications. 

Choose New Task > Task Types > Code Audit and configure parameters. Table 4-15 

describe parameters for creating a code audit task. 
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Table 4-15 Parameters for configuring a code audit task 

Parameter Description 

Task Name Name of the code audit task. It should be a string of 1–256 characters. 

Code Source Manually uploaded file: audits local code files for security defects and 

compliance with coding specifications. 

SVN: audits code files obtained from SVN for security defects and compliance with 

coding specifications. 

 Authenticate By: Currently, only Password is available. 

 Repository URL: URL path of the SVN repository that stores code files. Hover 

over  next to the parameter to view the detailed format requirements. 

 User Name/Password: user name and password for access to the SVN repository. 

 Click Connectivity Test to check whether RSAS is properly connected to the 

repository. 

GIT: audits code files obtained from GIT for security defects and compliance with 

coding specifications. 

 Repository URL: URL path of the GIT repository that stores code files. Hover over 

 next to the parameter to view the detailed format requirements. 

 Authenticate By: authentication mode for login to the GIT repository to obtain code 

files. Parameter configuration varies with authentication modes. 

- User Name/Password (authenticated by Password): user name and password 

for access to the GIT repository. 

- Key (authenticated by Key): secret key for access to the GIT repository. 

- TOKEN (authenticated by TOKEN): authentication token for access to the 

GIT repository. 

- When Authenticate By is set to None, you can directly log in to the GIT 

repository without any authentication. 

 Click Connectivity Test to check whether RSAS is properly connected to the 

repository. 

Defect Template Specifies the defect template matching the programming language or content of code 

files to be audited. 

Execution Mode  Instant: indicates that the task will be executed immediately after you complete the 

configuration. This is applicable where network security assessment should be 

immediately conducted. 

 Scheduled: indicates that the task will be executed as scheduled. This is 

applicable where network security assessment should be conducted during off 

hours. 

 Daily, Weekly, Monthly (date), or Monthly (day of the week): indicates that the 

task will be executed repeatedly as scheduled. This is applicable where network 

security assessment should be conducted regularly (daily, weekly, or monthly). 

 Advanced configuration: indicates that the task will be executed repeatedly as 

scheduled. You can set the cycle lengths and specify multiple scanning cycles by 

clicking Add. 

Scheduling 

Priority 

Specifies the priority of this task. RSAS determines the task priority based on the 

specified priority value and the background algorithm. 

Excluded File Specifies the files that are excluded from code audit. 
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Parameter Description 

Excluded Folder Specifies the folders that are excluded from code audit. 

Task Description Brief description of the code audit task. It should be a string of 0–256 characters. 

 

4.1.7 Host Asset Detection Task 

Host asset detection tasks detect information about hosts, such as status, open ports, and 

service applications. After detecting host information, RSAS records it under the device view 

and, at the same time, updates asset information in the organization view and OS view on the 

Asset List page accordingly. 

Choose New Task > Task Types > Host Asset Detection and configure parameters. Table 4-

1, Table 4-5, Table 4-6, and Table 4-16 describe parameters for creating a host asset detection 

task. 

Table 4-16 Parameters for creating a host asset detection task 

Tab Page Parameter Description 

Basic 

Information 

Scan Template Specifies an asset label template used for scanning from the drop-down 

list. 

Associated Web 

Asset Detection 

Controls whether to detect associated web assets. 

After it is enabled, RSAS also detects and records relevant information 

about web assets (websites) if the host opens a web port (that is, a web 

application exists). 

Advanced 

Settings 

Critical Pages The value is 1, indicating that RSAS only detects the URL 

corresponding to the open web port on the host asset. 

This parameter is available only when Associated Web 

Asset Detection is enabled on the Basic Information tab. 

 

4.1.8 Web Asset Detection Task 

Web asset detection tasks detect information about websites, such as the component 

framework, title, and logo. After detecting web information, RSAS records it under the device 

view and, at the same time, updates asset information in the organization view and OS view 

on the Asset List page accordingly. 

Choose New Task > Task Types > Web Asset Detection and configure parameters. Table 4-

7, Table 4-13, and Table 4-17 describe parameters for creating a web detection task 

Table 4-17 Parameters for configuring a web detection task 

Page Parameter Description 

Basic 

Information 

Associated Host 

Asset Detection 

Controls whether to detect associated host assets. 

After it is enabled, RSAS updates information such as tge IP address, 

system, open ports, and service applications of the host related to the 

detected web asset (website) to the Asset module. If this function is not 

enabled, such information will not be updated. 
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Page Parameter Description 

Advanced 

Settings 

Critical Pages The value is 1, indicating that RSAS only detects the URL corresponding 

to the web asset. 

Plugin Timeout A single plugin that does not end within specified time will be terminated 

by the scheduler. 

Value range: 1–300, in seconds. 

Debug Mode This parameter is useful when an error occurs during scanning. If the 

debug mode is enabled, task execution information is recorded. When an 

error occurs, the error information will be exported and sent to the 

technical support personnel of NSFOCUS for analysis. 

 

4.2 Common Scanning Policies 

Common scanning policies help you quickly determine the application scenario and complete 

configurations, simplifying your operations. Table 4-18 lists scanning policies available on 

RSAS. 

Choose New Task, click a required policy under Common Scanning Policies, and configure 

the scan target to quickly create a task. Click Configure Common Scanning Policies to 

manage the policies that are visible under Common Scanning Policies. A maximum of 10 

policies are displayed. 

Table 4-18 Common scanning policies 

Name Function Parameter 

Full Self-Check Policy Assessment task that scans all 

vulnerabilities and ports 
Vuln Template on the Basic Information 

tab: Full Vulnerability Scan 

Port Scanning Policy on the Advanced 

Settings tab: Full port scan 

Accurate Supervision 

Policy 

Assessment task that performs 

thorough vulnerability 

scanning to ensure accuracy 

Vuln Template on the Basic Information 

tab: Thorough Scan 

Emergency 

Vulnerability Scanning 

Assessment task that scans new 

popular vulnerabilities 
Vuln Template on the Basic Information 

tab: Critical Vulnerabilities Scan 

High-Frequency & 

High-Risk 

Vulnerability Detection 

Policy (System) 

Assessment task that scans 

high-frequency & high-risk 

system vulnerabilities 

frequently exploited in cyber 

exercises 

Vuln Template on the Basic Information 

tab: Frequent, Risky Vulnerabilities for Cyber 

Exercises 

High-Frequency & 

High-Risk 

Vulnerability Detection 

Policy (Web) 

Web application scanning task 

that scans high-frequency & 

high-risk application 

vulnerabilities frequently 

exploited in cyber exercises 

Vuln Template on the Basic Information 

tab: Frequent, Risky Vulnerabilities for Cyber 

Exercises 

System Vulnerability 

Verification Policy 

Assessment task that uses the 

proof of concept (PoC) to 

accurately check whether a 

vulnerability exists in assets 

Vuln Template on the Basic Information 

tab: Verifiable Vulnerabilities Scan 

Auto Vuln Verification on the Basic 
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Name Function Parameter 

Information tab: enabled 

Web Vulnerability 

Verification Policy 

Web application scanning task 

that uses PoC to accurately 

check whether a vulnerability 

exists in web 

Vuln Template on the Basic Information 

tab: Verifiable Vulnerabilities Scan 

Auto Vuln Verification on the Basic 

Information tab: enabled 

Cloud Computing 

Vulnerability Scan 

Policy 

Assessment task that scans the 

cloud computing components 

for vulnerabilities 

Vuln Template on the Basic Information 

tab: Cloud computing vulnerability scan 

Big Data Vulnerability 

Scan policy 

Assessment task that scans 

common big data services for 

vulnerabilities 

Vuln Template on the Basic Information 

tab: Big data vulnerability 

IoT Vulnerability Scan 

Policy 

Assessment task that scans 

common IoT devices for 

vulnerabilities 

Vuln Template on the Basic Information 

tab: IoT vulnerability 
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5 Scan Management 

A scanning policy is a task template, which generates a scanning task after policy execution. 

The New Task module provides a quick access to task creation and policy management. The 

Scanning module allows you to manage all scanning policies and tasks. 

This chapter contains the following sections: 

Section Description 

Scanning Policy Describes how to manage scanning policies. 

Task List Describes how to manage scanning tasks. 

5.1 Scanning Policy 

Choose Scanning > Scanning Policy. Click Create Policy and configure parameters. Table 

5-1 describes parameters for configuring a scanning policy. A maximum of 40 custom 

scanning policies can be created for each user. After creating a scanning policy, you can 

perform the following operations: 

⚫ Click Create task to generate a scanning task based on the policy. 

⚫ Click Configure Common Scanning Policies to display it under Common Scanning 

Policies on the New Task page. 

⚫ You can query, view, edit, or delete it, or save it as another scanning policy. 

Table 5-1 Parameters for configuring a scanning policy 

Parameter Description 

Policy Name Name of the new scanning policy. It cannot contain more than 16 characters. 

Policy Description Brief description of the scanning policy. It cannot contain more than 64 characters. 

Task Type Specifies the task type to which the new policy is applied. 

Parameter configurations vary with the task type selected. For detailed parameters 

of scanning tasks, see New Task. 
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5.2 Task List 

Choose Scanning > Task List. The Task List page appears. 

The operations that can be performed on tasks vary with the task status, as described in Table 

5-2. Operations allowed for tasks are described in Table 5-3. 

Table 5-2 Allowed operations depending on the task status 

Operation Unstarte

d Task 

Ongoing 

Task 

Suspended 

Task 

Complete 

Task 

Abnormal 

Task 

Imported 

Task 

Parent 

Task 

Child 

Task 

Periodic 

Task 

Edit - - - √ √ √ √ √ √ 

Delete √ √ √ √ √ √ √ √ √ 

Stop √ √ √ -  - - √ √ 

Suspend - √ - -  - - √ √ 

Continue - - √ -  - - √ √ 

Rescan - - - √ √ - √ - - 

Resume - - - √ - - - √ √ 

Verify - - - √ - - - √ √ 

 

Table 5-3 Supported task operations 

Operation Description 

Create Scan Task Creates a scanning task. For details, see Task Type. 

Import Imports XML, TXT, or ZIP files. Afterwards, a report will be automatically generated. 

You can not only import the scan result file (an .xml file) of a single host, but also 

import the scan results (a .zip file) of multiple hosts sharing a template. 

Suspend Note that image scanning tasks cannot be suspended in batches. 

Continue Continues scanning a task that has been suspended. 

Rescan Creates a task by invoking original task parameters and performs the new task, with 

the original scan result retained. After rescanning, a parent task is generated with the 

original task and new task as its child tasks. The report of the parent task is a 

consolidated report of the last child tasks. The time the rescanning task starts and ends 

is taken as the start and end time of the parent task. 

Rescanning is applicable to stopped and completed tasks, imported tasks, and parent 

tasks generated by rescanning, but not to child tasks and periodic tasks. 

You can view the differences in scan results of child tasks through a comparative 

analysis of the parent task. 

Resume Resuming a scanning task means to rescan targets that failed to be covered by the 

complete task. After resuming, a new task is automatically generated. 

Code audit tasks, web application scanning tasks, periodic tasks, child tasks, and 

imported tasks cannot be resumed. 

View Displays a consolidated report, which covers the scan results of multiple tasks for 
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Operation Description 

Consolidated unified analysis. For details, see Report Management. 

This function is inapplicable to code audit tasks. 

Export Report Generates reports for selected tasks. To export a task report, select tasks and click 

Export Report. 

For details, see Report Management. 

Verify Verifies vulnerabilities that were found by using PoCs. After the Filter by 

verification switch is turned on, only the tasks that support vulnerability verification 

are displayed in the task list. 

Clicking Verify or Bulk Operation > Verify re-executes a task or tasks. After the 

verification is complete, click View results to check the vulnerability verification 

status on the Host Information page of its summary report. For details, see Verifying 

Vulnerabilities in a host report. 

Query Only system administrators with access to the task list can search for scanning tasks 

issued by other users. Common administrators can only view tasks created by 

themselves. 

Edit You can manage a task by clicking its name in the task list and performing operations 

on the Task Parameters tab page. A code audit task cannot be managed in this way. 

 Change its name: Click Rename to rename the task. After the modification, a new 

task is automatically generated. 

 Download its logs: Click Download Log to download fault diagnosis logs to a 

local disk drive, and then send them to the technical support personnel of 

NSFOCUS for troubleshooting. 

 Export its debugging information: Click Export Debug Info to save debugging 

information to a local disk drive. 

 Export the task: Click Export to save it to a local disk drive. 

 Edit the scanning task: Click Edit to create a scanning task based on the scanning 

policy of this task. 
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6 Asset Management 

Asset management allows the administrator to manage assets on the target network. Network 

assets are named in a normalized manner in the asset repository based on the structure and 

topology of the target network for centralized management by RSAS. 

The default system administrator (admin) can operate on all assets. System administrators 

and common administrators with the viewing or management permission can view or manage 

only the assets within their privileges. 

This chapter describes how to manage assets on RSAS. It contains the following sections: 

Section Description 

Asset List  Describes how to logically classify and manage assets. 

Asset Label Library Describes how to view and query templates in the asset label library. 

6.1 Asset List 

Choose Asset >Asset List to manage assets. 

6.1.1 Statistical Data and Asset Views 

Statistical Data 

RSAS presents risk statistics of all assets in the asset list. Table 6-1 describes the statistics you 

can view on the Asset List page. 

Table 6-1 Risk statistics 

Item Description 

Assets Displays the total number of assets and the numbers of IP hosts and web assets. 

Ports Displays the numbers of open ports and vulnerable ports on assets. 

Risk Score Displays the overall risk score, vulnerability risk score, and configuration risk 

score of all assets. 
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Asset View 

An asset view logically manages assets by category. Currently, RSAS supports the following 

asset views as describes in Table 6-2. 

Table 6-2 Asset views 

Tab Asset View Description Allowed 

Operation 

Host/Web Organization 

View 

Allows you to manage assets as required from the 

organizational structure dimension. You need to manually 

add a node and its asset. After an asset is added: 

 RSAS refreshes the host asset information scanned 

from Assessment Task, Host Asset Detection Task, 

and Web Asset Detection Task (with associated host 

assets detected) to this view on the Host tab. 

 RSAS refreshes the web asset information discovered 

from Web Application Scanning Task, Web 

Asset Detection Task, and Host Asset Detection Task 

(with associated web assets detected) to this view on 

the Web tab. 

All operations on 

assets 

Host OS View Allows you to manage assets as required from the 

operating system dimension. You need to manually add 

an asset. After an asset is added: 

RSAS refreshes the host asset information scanned from 

Assessment Task, Host Asset Detection Task, and Web 

Asset Detection Task (with associated host asset detected) 

to this view. 

All operations on 

assets 

Host Device View Allows you to manage assets as required from the device 

type dimension. RSAS provides default nodes, which 

cannot be modified. You need to manually add an asset. 

After an asset is added: 

RSAS refreshes the host asset information scanned from 

Assessment Task, Host Asset Detection Task, and Web 

Asset Detection Task (with associated host assets 

detected) to this view. 

Refresh asset tree 

and add device 

 

6.1.2 Adding an Asset 

The asset view consists of network nodes and devices. A node logically manages assets by 

category. To manage assets, add a node and then add its assets. An asset added to any 

view will be mapped to other views that have related attributes. 

Adding a Node 

Choose Asset >Asset List > Host/Web. Select Organization View, click > New Node, 

and configure parameters. Table 6-3 describes parameters for configuring a node. 
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Table 6-3 Parameters for adding a node 

Parameter Description 

Node Name Specifies the name of the node. It should contain a maximum of 40 characters. 

IP Range Specifies the IP address range of the host managed by the node, which can be IPv4 or 

IPv6 addresses. This parameter is required when the node is created for the 

organization view on the Host tab. 

MLPS Level Specifies the MLPS level of the node. For details, see MLPS. This parameter is 

required when the node is created for the organization view on the Host tab. 

Node 

Administrator 

Specifies the administrator of the node. The administrator name should contain a 

maximum of 30 characters. 

Email Specifies the email address of the node administrator. A maximum of five email 

addresses are allowed. Multiple email addresses should be separated by the comma 

(,). 

Description Supplementary information for this node. 

 

Adding an Asset 

Choose Asset >Asset List. Click next to the view, select New Device, and configure 

parameters. Table 6-4 describes parameters for configuring a device. 

Table 6-4 Parameters for adding a device 

Parameter Description 

Device Name Specifies the name of the asset. It should contain a maximum of 40 characters. 

IP Address Specifies the IP address of the asset, which can be an IPv4 or IPv6 address. 

Add To The management node is the upper-level network node and the ungrouped node 

is Ungrouped in the Organization View. 

If Management node is selected, the system categories the device to a node based 

on the device's IP address range. If no appropriate node is found, the device will 

be categorized to Ungrouped. 

OS Specifies the operating system of the asset. 

Device Type Specifies the device type of the asset. 

MLPS Level Specifies the MLPS level of the asset. 

For details about MLPS levels, see MLPS. 

Weight Specifies the weight for the criticality of the device. The weight is used to 

calculate the risk level of the host and network. As the weight increases, both the 

criticality and risk score of the device rise. 

Device Admin Specifies the administrator of the asset. It should contain a maximum of 30 

characters. 

Email Specifies the email address of the asset administrator. A maximum of five email 

addresses are allowed. Multiple email addresses are separated by comma (,). 

Description Supplementary information for this asset. 

Configure Creates authentication for the IP address. For the description of parameters, see 
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Parameter Description 

authentication 

information 

Table 9-1. 

 

Operating on Assets 

Choose Asset >Asset List. After adding an asset or a node, you can query, modify, or delete 

it, and perform other operations as described in Table 6-5. 

Table 6-5 Allowed asset operations 

Operation Description 

Import assets Two import methods are supported. 

 Full import: clears existing assets and imports all assets in the file. 

 Incremental import: updates existing assets and adds new assets in the file to 

the asset list. 

 

To obtain the asset template, you can first export assets, edit the exported 

file, and save it as the asset file. 

Export assets Click Export Assets to save it to a local disk drive. 

Clear assets Click  and select items to be deleted. The options are as follows: 

 Clear basic information of management nodes and host assets. 

 Clear login authentication information associated with assets. 

 Clear configuration check information associated with assets. 

Refresh assets Click  to display the result of the current scanning task on the Asset page. 

View Click View to view the asset report. For details, see Asset Report. 

Task Click Task to issue an assessment task for the current node or asset. For how to 

configure an assessment task, see Assessment Task or Web Application Scanning 

Task. 

Register/Deregister a 

device 

Click Register or Deregister to register the the current asset in the database or 

deregister it, which is only for asset ledger statistics. RSAS automatically marks 

assets that are registered at the time of manual addition or import as registered 

assets. For assets that are not registered when you discover them in other ways or 

import them, you need to manually register them. 

6.2 Asset Label Library 

Templates provided in the asset label library are the basic scanning templates for host and web 

asset detection tasks. Currently, RSAS only allows you to use built-in templates, whose 

contents cannot be edited. 

Choose Asset >Asset label Library to query and view templates and their information. 
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7 Report Management 

RSAS provides reports on scanning task results. A report contains statistics in various aspects 

for the last scanning task and visualizes the network security status using graphs and texts. 

This chapter describes how to manage reports. It contains the following sections: 

Section Description 

Report Management Describes how to generate a report and manage offline reports. 

Report Template Describes how to manage report templates. 

Task Report Describes online task reports in detail. 

Asset Report Describes online asset reports in detail. 

7.1 Report Management 

You can export the scan result as an offline report of the specified format based on the 

configured conditions. An offline report can be generated only after a task is complete. 

Generating a Report 

Table 7-1 lists offline report formats supported by RSAS. 

Table 7-1 Offline report formats available on RSAS 

Task Type HTML 

 

WORD 

 

EXCEL 

 

PDF 

 

XML 

 

Assessment Task √ √ √ √ √ 

Password Guess Task √ √ √ √ √ 

Web Application Scanning Task √ √ √ √ √ 

Configuration Scanning Task √ √ √ √ √ 

Image Scanning Task √ √ √ × × 

Code Audit Task √ √ √ × × 
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Task Type HTML 

 

WORD 

 

EXCEL 

 

PDF 

 

XML 

 

Host Asset Detection Task √ × √ × × 

Web Asset Detection Task √ × √ × × 

 

Choose Report > Report Management. Click Generate Report and configure report export 

parameters. Table 7-2 describes parameters for generating an offline report. 

⚫ During the process, you can click Stop to stop the export. 

⚫ After the report is successfully exported, click / / / / /Download 

recent reports to open the Report Management page, where you can view or download 

offline reports. 

Table 7-2 Report export parameters 

Item Parameter Description 

Task Output Scope  Common scan task: indicates that an offline report will be generated 

based on the scanning data of an assessment task, password guess 

task, or local configuration scanning task. 

 Web application scanning task: indicates that an offline report will 

be generated based on the scanning data of a web application 

scanning task. 

 Image scanning task: indicates that an offline report will be 

generated based on the scanning data of an image scanning task. 

 Code audit task: indicates that an offline report will be generated 

based on the scanning data of a code audit task. 

 Host asset detection task: indicates that an offline report will be 

generated based on the scanning data of a host asset detection task. 

 Web asset detection task: indicates that an offline report will be 

generated based on the scanning data of a web asset detection task. 

Show recent Specifies the number of recent tasks to be listed. The setting here 

determines how many tasks are displayed in the task list and how many 

scan targets displayed. 

Task list You can select one or more scanning tasks from the task list. 

Filter 

Hosts/Filter 

Websites/Filter 

Images 

Specifies the scan targets that are included in the reports. This parameter 

varies with the task type, which is available to the common scan task, web 

application scanning task, or image scanning task. 

Offline 

Report 

Report Format Specifies the format of reports to be exported. 

Report Type Specifies what types of reports to be exported. This parameter varies with 

the task type. 

For each report type, you need to specify the report template and report 

title. 

If no suitable report template is available, you can click Report 

Template Management and add a report template on the Report 
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Item Parameter Description 

Template Management page. For how to add a report template, see 

Report Template. 

Report templates cannot be modified for image scanning tasks and code 

audit tasks. 

Neither report template nor report title can be modified for host asset 

detection tasks or web asset detection tasks. 

Consolidated 

Report 

Single-Task 

Output 

Specifies the report name for the selected single task. You only need to 

configure the report name. 

Multitask 

Output 

For multitask output, you need to specify the output method and the 

report name. 

 Combined output: presents scanning data of all selected tasks in one 

report. 

 Bulk output: presents scanning data of each selected task in a 

separate report. 

Subtask 

Mode 

Subtask Mode Controls the display scope of child tasks in a report. 

 Disable: presents only scanning data of the latest child task of the 

parent task in a report. 

 Enable: presents scanning data of all selected child tasks of the parent 

task in a report. In this case, you need to first select the child tasks. 

 

You can view the generated reports on the Report Management page. Reports can also be 

generated in the following ways: 

⚫ Configuring report export during task creation 

− This method is unavailable to image scanning tasks and code audit tasks. 

− For details about how to configure report export when creating a task, see New Task. 

⚫ Exporting a report from a specific statistics page 

− A report exported from the Summary page is of the default structure. 

− Choose Scanning > Task List. Click a task name or select multiple tasks of the same 

type and then click View Consolidated to navigate to the Summary page. Click 

Generate and select a desirable report format. 

⚫ Exporting a report from the Task List page 

− A report exported from the Task List page is of the default HTML structure. 

− Choose Scanning > Task List. Select multiple tasks of the same type, click Export 

Report, type a name for the combined report, and click Combined output. 

Report List 

All generated reports are saved to the report list. Choose Report > Report 

Management, where you can query, filter, download, and delete generated reports. 
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7.2 Report Template 

You can configure a report template to specify what to be contained in a scanning report. On 

RSAS, report templates are classified as follows: 

⚫ Assessment task report templates, presented for assessment tasks, are divided into the 

following types: 

− Summary report template: for reports that reflect the security status of the target 

network 

− Host report template: for reports that reflect the security of an individual device 

⚫ Web scanning task report templates, presented for web application scanning tasks, are 

divided into the following types: 

− Summary report template: for reports that reflect the security status of target websites 

− Website report template: for reports that reflect the security of a single website 

Choose Report > Report Template > Assessment Task Report Template/WebScan Task 

Report Template > Summary Report/Host Report/Website Report. Click New Report 

Template and configure report template parameters. A report template, after being created, 

can be viewed, edited, and deleted. 

⚫ Configure basic information. 

The name of the new template must be a string of 1 to 20 characters consisting of letters 

(case-sensitive), digits, Chinese characters, hyphens (-), and/or underscores (_). The 

template name must be unique. 

⚫ Click Report Content and select information to be displayed in a report. 

7.3 Task Report 

The default system administrator (admin) and system administrators with the report 

management permission can view online reports of all scanning tasks. Common 

administrators with the report management permission can view only reports of their own 

tasks. Whether the report of a task can be viewed depends on the task status: 

⚫ To-be-scheduled task 

As the task has not been performed yet, no scan result is available. 

⚫ Complete task, ongoing task, uncompleted task, and suspended task 

You can view the online report of such a task by clicking the task name in the task list. 

 

 

 An uncompleted task may be caused by an exception during scanning or manual 

intervention of an administrator. 

 For an ongoing task, uncompleted task, or suspended task, the scanning process is 

incomplete. Therefore, the scan result is not exhaustive enough for you to determine 

the risk of the scan target. 

 

7.3.1 Viewing Task Reports 

You can view reports of an individual task and consolidated reports of multiple tasks. 
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On the Summary page of a task report, you can click Refresh Cache to refresh the current 

online report. 

⚫ Viewing the report of an individual task 

Choose Scanning > Task List. Click a task name to view its report. The Summary tab 

page of the task report appears. Click different tabs to view the report from different 

dimensions. 

⚫ Viewing the consolidated report of multiple tasks 

Choose Scanning > Task List. Select multiple tasks of the same type whose reports 

you want to view and click View Consolidated. The Summary tab page of the task 

report appears. Click different tabs to view the report from different dimensions. 

 

 

If an IP address, website, image tag, or URL appears in multiple tasks, the scan result 

of the task with the largest task ID will be displayed. 

 

7.3.2 Assessment Task Report 

An assessment task report can be a summary report or a host report, presenting the scan result 

of a vulnerability scanning task, configuration scanning task, or weak password guess task. 

7.3.2.1 Summary Report 

A summary report, as a panoramic display of the scan result, presents the overall security 

status of the scanned network. Reports of different assessment tasks may contain different 

types of information. The following takes scanning data of an integrated task (covering 

vulnerability and configuration scanning and weak password guess) as an example to present 

you details of a task report. 

Table 7-3 shows detailed report information 

Table 7-3 Information presented on a summary report 

Tab Item Description 

Task 

Parameter

s 

Basic 

Information 

Displays parameters of an assessment task. 

Advanced 

Options/Butto

ns 

Presents operations allowed for the task. For details, see Table 5-3. 

Summary Task 

Information 

Presents the network risk information (risk score and risk level), task name, 

task type, time statistics, vulnerability scanning template, configuration 

check template list, host statistics, and system version information. 

Risk Distribut

ion 

Presents the distribution of host vulnerabilities by risk level, distribution of 

overall host risks by level, distribution of host configurations by risk level, 

distribution of vulnerabilities by risk level, and distribution of noncompliant 

items by risk level. 

Vulnerability 

Risks 

Presents the number of high-, medium-, and low-risk vulnerabilities by 

category (service, application, system, threat, time, and CVE year), and the 

overall statistics of vulnerabilities. Clicking the value in the table displays 
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Tab Item Description 

details about the corresponding vulnerabilities. Clicking the All tab, you can 

view statistics of all vulnerabilities displayed by category on the same page. 

Configuration 

Risks 

Presents the distribution of noncompliant items in applications and in 

operating systems. 

Asset 

Overview 

Presents the number and proportion of operating systems running on assets. 

Host 

Informatio

n 

Hosts by Risk 

Level 

Provides risk information of all scanned hosts. 

 If a large number of hosts are involved, you can filter them by specifying 

the risk level (very vulnerable, vulnerable, safe, and/or very safe). 

 Clicking  before an IP address displays the scanning template used. 

 Clicking an IP address displays the corresponding host report. For 

details, see Host Report. 

 If RSAS collaborates with NSFOCUS Next-Generation Firewall (see 

Collaboration with NF), you can view the details of the protection 

associated with NF. If the system or web vulnerability verification 

scanning (see Verifying Vulnerabilities) is performed, you can check the 

vulnerability verification status. 

Collaboration 

with NF 

After RSAS collaborates with NF (see Collaboration with NF), you can view 

the number of vulnerabilities addressed by NF. 

 On the Host Information tab of a summary report, you can view the 

number of vulnerabilities addressed by NF. In the host risk level list, if 

the High, Medium, and Low columns for Vulnerabilities Addressed 

by NF are all displayed as - for an IP address, this IP address is excluded 

from protection by NF; if a number is displayed in one of the three 

columns, this IP address is protected by NF. The Vulnerabilities 

column shows the number of vulnerabilities of each risk level that are 

fixed for an IP address under the protection by NF. 

 Clicking an IP address on the Host Information tab displays the 

corresponding host report. In the Vulnerability Information > 

Overview section, if Yes is displayed in the Protected by NF column 

for a vulnerability, this vulnerability is already protected against by NF; 

if No is displayed in this column, this vulnerability is not yet protected 

against by NF; if - is displayed in this column, this vulnerability is 

excluded from protection by NF. 

Vulnerabil

ity Info 

Vulnerability 

Distribution 

Lists vulnerabilities of all types detected in the current task, including the 

vulnerability name and occurrence frequency. 

 If a large number of vulnerabilities are involved, you can filter them by 

specifying the risk level (high, medium, and/or low). 

 The Vulnerability verification area displays the number of verified 

vulnerabilities and verifiable vulnerabilities. 

 Clicking  before a vulnerability displays details about this 

vulnerability. What parameters such details contain varies with the 

specific vulnerability. In vulnerability details, clicking an affected host 

displays the corresponding host report. For details, see Host Report. 

 A vulnerability found by thorough scan is identified by Thorough Scan 

in its name. 
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Tab Item Description 

 A vulnerability that can be verified is identified by Verifiable in its 

name. Clicking  before a vulnerability name displays the 

verification method about this vulnerability. 

Configurat

ion 

Informatio

n 

- Lists noncompliant configuration items of all risk levels for the current task. 

Clicking a noncompliant host displays the corresponding host report. For 

details, see Host Report. 

Configurat

ion 

Hardening  

- You can view noncompliant items and then harden or roll back them only if 

your license covers the hardening module, a configuration scanning task is 

executed, and the scanning template chosen supports hardening. 

Whether a noncompliant check point can be hardened or not depends on the 

hardening knowledge base. RSAS can only harden your selected or all check 

items that are hardenable. 

Also, RSAS allows rollback of a hardened check item, restoring its 

configuration to the state before it is hardened. You can choose to roll back 

all or some of hardened check points. 

 You can harden one or more check items that are hardenable by 

following these procedures: On the noncompliance information list, 

click  before an IP address to view details of noncompliant check 

items and their check points. You can reconfigure hardening parameters 

as required or leave them at default settings. Select one or more 

handenable check items and click Harden. Then the hardening process 

starts. After hardening is complete, the Hardening Status and Rollback 

Status columns of these check items will be respectively displayed as 

Hardened and Rollbackable. 

 You can roll back one or more check items that are hardened by 

following these procedures. On the noncompliance information list, 

click  before an IP address to view details of hardened 

noncompliant check items and their check points. Select check items to 

be rolled back. Click Roll Back. Then the rollback process starts. 

 On the noncompliance information list, click  before an IP address 

to view its hardening information. Click Hardened in the Hardening 

Status column to view hardening details of a check item. 

 On the noncompliance information list, click  before an IP address 

to view its rollback information. Click Rolled back in the Rollback 

Status column to view rollback details of a check item. 

 The hardening configuration page will present the last hardening or 

rollback operation that is performed. On the noncompliance information 

list, click  before an IP address to view the last hardening or 

rollback operation. Click Last operation: Hardening to view details of 

the last operation. 

Vulnerabl

e 

Accounts 

Vulnerable 

Application 

Accounts 

Lists all vulnerable accounts detected in the current task. 

Clicking an IP address displays the corresponding host report. For details, 

see Host Report. 

Reference 

Criteria 

- Presents reference standards for assessing system risks, including the 

following: 

 Risk level metrics for a single vulnerability 
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Tab Item Description 

 Risk level metrics for a single configuration item 

 Risk level metrics for a host 

 Risk level metrics for a network 

 Security recommendations 

Comparati

ve 

Analysis 

- The Comparative Analysis tab page, which is displayed only for a parent 

task, provides information about the child tasks with the largest ID among 

all complete child tasks. By default, comparative data of the last two child 

tasks is displayed. 

 You can select child tasks from the drop-down list of the parent task to 

compare their scanning data. 

 Clicking  before a vulnerability in the Vulnerabilities area 

displays details about this vulnerability. What parameters such details 

contain varies with the specific vulnerability. 

 Clicking an affected host in the Vulnerabilities area or an IP address in 

the Vulnerable Accounts area displays the corresponding host report. 

For details, see Host Report. 

 

7.3.2.2 Host Report 

You can view the detailed risk report of a host (that is, host report), obtaining information 

about the host, vulnerabilities, noncompliant configuration items, and status compliance. 

The "Host Overview" section also displays Data Source and Agent Data Collected at if you 

turn on the Full Agent Scan switch for the assessment task. 

In addition, RSAS identifies and displays the following asset types. 

⚫ Camera brands like Hikvision, Dahua, YAAN, Tiandy, Hanbang, Sunell, and D-link are 

displayed in section 1 "Host Overview". 

⚫ Homegrown operating systems like Deepin and NeoKylin are displayed in section 5.2 

"Operating System Type". 

⚫ Homgrown applications like DedeCMS, PHPCMS, and Kingdee are displayed in section 

5.6 "Software Info". 

⚫ Homegrown databases like Dameng and KingbaseES are displayed in section 5.4 "Port 

Banner". 

Viewing Host Reports 

You can view a host report by using one of the following methods: 

⚫ On the Host Information tab page of a summary report, click an IP address in the Host 

Risks by Level list. For details about the summary report, see Summary Report. 

⚫ On the Vulnerability Info tab page of a summary report, click  before a 

vulnerability to show its details, and then click an affected host. 

⚫ On the Configuration Information tab page of a summary report, click a noncompliant 

host in the NC Host column. 

⚫ On the Vulnerable Accounts tab page of a summary report, click an IP address. 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 54 V6.0R04F04 

 

⚫ On the Comparative Analysis tab page of a summary report, click an affected host in 

the Vulnerabilities area or an IP address in the Vulnerable Accounts area. 

Verifying Vulnerabilities 

RSAS supports verification of some vulnerabilities so that administrators can confirm and fix 

them. If the vulnerability verification has been performed, the icon  next to the 

vulnerability indicates that the verification succeeded (pointing to the icon displays the 

success prompt); the icon  next to the vulnerability indicates that the verification failed 

(point to the icon to view the cause of failure). 

To manually verify a vulnerability, follow these steps: 

Step 1 In a host report, choose Vulnerability Information > Overview to expand this section. 

Step 2 Select Verifiable next to Verify vulnerability.  

Then the list only displays vulnerabilities that can be verified, as shown in Figure 7-1. 

Figure 7-1 Verifiable vulnerabilities 

 

 

Step 3 Configure parameters for RSAS to perform vulnerability verification and check whether 

vulnerabilities exist. 

⚫ Bulk verification: In the vulnerability list, select multiple vulnerabilities to be verified 

and click Bulk Verification. A warning pop-up appears, as shown in Figure 7-2. Click 

OK to confirm the operation. RSAS verifies the selected vulnerabilities against the 

default verification parameters. 
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Figure 7-2 Bulk verification warning 

 

 

⚫ Individual verification: In the vulnerability list, click  to the right of a vulnerability. 

On the vulnerability verification dialog box, configure verification parameters and click 

Verify. A warning pop-up appears. Click OK to confirm the operation. Figure 7-3 

indicates that the verification is complete. 
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Figure 7-3 Vulnerability verification 

 

 

Step 4 View the verification result 

⚫ For a succeeded verification, the icon  is displayed to the right of the vulnerability. 

For a failed verification, the icon  is displayed to the right of the vulnerability. 

Pointing to the icon displays the success prompt or cause of failure. 

⚫ Click the icon  to view the specific vulnerability verification result, as shown in 

Figure 7-4. 
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Figure 7-4 Verification result 

 

 

----End 

Fixing False Positives – Vulnerability 

The scan result may contain false positives or you may want to ignore certain vulnerabilities. 

In this case, you can perform false positive correction. A vulnerability subject to false positive 

correction will be removed from the vulnerability list. However, after the related scanning 

task is executed again, this vulnerability reappears in the vulnerability list. To make it 

disappear, you need to perform the correction operation again. 

In a host report, choose Vulnerability Information > Overview to display related 

information. Click to the right of a vulnerability. The return value and executable 

correction operation will be displayed. 

⚫ Select For This IP, indicating that this false positive found in the task will be fixed for 

this IP address. 

⚫ Select For This Task, indicating that this false positive found in the task will be fixed for 

all involved IP addresses. 

Fixing False Positives – Configuration Item 

The scan result may contain false positives or you may want to ignore certain noncompliant 

items. In this case, you can perform false positive correction. Noncompliant configuration 

items that are corrected will disappear from the list. However, after the related scanning task 

is executed, this configuration item reappears on the list. To make it disappear, you need to 

correct it again. 

In a host report, click Configuration Compliance to display related information. Click 

Correct this noncompliant item to correct this noncompliant item found with the host. 

7.3.3 Password Guess Task Report 

A password guess task report can be a summary report or a host report, presenting details 

about the scan result. 
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A summary report is presented on two tabs: Task Parameters and Vulnerable Accounts. 

What is displayed on these two tabs is the same as that of an assessment task. For details, see 

corresponding descriptions in Summary Report. 

For details about host reports, see Host Report. 

7.3.4 Web Application Scanning Task Report 

A web application scanning task report can be a summary report or a website report, 

presenting details about the result of a web application scanning task. 

7.3.4.1 Summary Report 

A summary report, as a panoramic display of the scan result, presents the security status of the 

scanned websites. 

Table 7-4 Summary report for websites 

Tab Item Description 

Task 

Parameters 

Basic 

Information 

Displays parameters of a web application scanning task. 

Advanced 

Options/Butto

ns 

Presents operations allowed for the task. For details, see Table 5-3. 

Summary Task 

Information 

Displays detailed task information. 

Risk Distribut

ion 

Displays the distribution of risks, including the distribution of website 

risks by level (displayed only when two or more websites are scanned), 

distribution of web page risks by level, and distribution of vulnerabilities 

by risk level. 

Risk Type Presents the number of vulnerabilities by risk level (high, medium, and 

low) and by category, and the overall statistics of vulnerabilities. 

Top 10 

Vulnerable 

Web Pages 

Displays the top 10 vulnerable web pages and the number of high-risk 

vulnerabilities. 

Websites Website Risks 

by Level 

Lists vulnerability information of websites detected in the current task by 

default, including all websites scanned, number of scanned links for 

each website, scan duration, number of vulnerabilities by risk level (high, 

medium, and low), and risk score. 

 If a large number of websites are involved, you can filter them by 

specifying the risk level (very vulnerable, vulnerable, safe, and/or 

very safe). 

 Clicking a website name displays its scanning report. For details, see 

Website Report. 

Vulnerabiliti

es 

Vulnerability 

Distribution 

Lists vulnerabilities of all levels detected in the current task by default, 

including the vulnerability name, number of affected pages, and 

occurrence frequency. 

 If a large number of vulnerabilities are involved, you can filter 

vulnerabilities by specifying the risk level (high, medium, and/or 

low). 
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Tab Item Description 

 The Vulnerability verification area displays the number of verified 

vulnerabilities and verifiable vulnerabilities. 

 Clicking  before a vulnerability displays details about this 

vulnerability. What parameters such details contain varies with the 

specific vulnerability. In vulnerability details, clicking an 

affected website displays its scanning report. For details, see Website 

Report. 

 A vulnerability found by thorough scan is identified by Thorough 

Scan in its name. 

 A vulnerability that can be verified is identified by Verifiable in its 

name. Clicking  before a vulnerability name displays the 

verification method about this vulnerability. 

Reference 

Criteria 

- Presents reference standards for assessing web application risks. 

Comparative 

Analysis 

- The Comparative Analysis tab page, which is displayed only for a parent 

task, provides information about the child tasks with the largest ID among 

all complete child tasks. By default, comparative data of the last two child 

tasks is displayed about task information and vulnerability information. 

 You can select child tasks from the drop-down list of the parent task 

to compare their scanning data. 

 Clicking  before a vulnerability in the Vulnerabilities area 

displays details about this vulnerability. What parameters such 

details contain varies with the specific vulnerability. 

 Clicking an affected website in this area displays its scanning report. 

For details, see Website Report. 

 

7.3.4.2 Website Report 

You can view the detailed risk report of a website, that is, website report, which covers 

the website overview, risk statistics by level and category, web risk distribution, and website 

tree. 

Viewing a Website Report 

You can view a single-website report by using either of the following methods: 

⚫ On the Websites tab page of a summary report, click a website name in the list 

of website risks by level. For details about a summary report, see Summary Report. 

⚫ On the Vulnerabilities tab page of a summary report, click  before a vulnerability to 

show its details, and then click an affected website. 

Verifying Vulnerabilities 

RSAS supports verification of some vulnerabilities so that administrators can confirm and fix 

them. If the vulnerability verification has been performed, the icon  next to the 

vulnerability indicates that the verification succeeded (pointing to the icon displays the 
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success prompt); the icon  next to the vulnerability indicates that the verification failed 

(point to the icon to view the cause of failure). 

To manually verify a web vulnerability, follow these steps: 

Step 1 In a single-website report, choose Web Risk Distribution > Web Application 

Vulnerabilities to show all vulnerabilities detected. 

Step 2 Select Verifiable next to Verify vulnerability.  

Then the list only displays vulnerabilities that can be verified, as shown in Figure 7-5. 

Figure 7-5 Verifiable vulnerabilities 

 

 

Step 3 In the web vulnerability list, click  to show the related URLs of the verifiable 

vulnerability. 

Step 4 Configure parameters for RSAS to perform vulnerability verification and detect whether 

vulnerabilities exist. 

⚫ Bulk verification: Select multiple vulnerabilities to be verified and click Bulk 

Verification. A warning pop-up appears, as shown in Figure 7-6. Click OK to confirm 

the operation. RSAS verifies the selected vulnerabilities against the default verification 

parameters. 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 61 V6.0R04F04 

 

Figure 7-6 Bulk verification warning 

 

 

⚫ Individual verification: Click  next to the URL of the verifiable vulnerability. On the 

vulnerability verification dialog box, configure verification parameters and click Verify. 

A warning pop-up appears. Click OK to confirm the operation. Figure 7-7 indicates that 

the verification is complete. 
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Figure 7-7 Vulnerability verification 

 

 

Step 5 View the verification result 

⚫ For a succeeded verification, the icon  is displayed to the right of the URL. For a 

failed verification, the icon  is displayed to the right of the URL. Pointing to the icon 

displays the success prompt or cause of failure. 

⚫ In the vulnerability list, view the specific vulnerability verification result, as shown in 

Figure 7-8. 
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Figure 7-8 Verification result 

 

 

----End 

Fixing False Positives 

If you suspect that certain vulnerabilities are reported mistakenly, you can fix such false 

positives. Vulnerabilities addressed this way will disappear from the vulnerability list. 

However, after the related scanning task is executed again, this vulnerability reappears in the 

vulnerability list. To make it disappear, you need to perform the correction operation again. 

In a single-website report, choose Web Risk Distribution > Web Application 

Vulnerabilities to show all vulnerabilities. Click  before a vulnerability to show its 

details and fix the false positive as follows: 

⚫ Click  to fix the false positive regarding this URL. 

⚫ Select all URLs whose vulnerabilities are false positives and click Bulk Correction to 

fix false positives in batches. 

7.3.5 Configuration Scanning Task Report 

A configuration scanning task report consists of a summary report and a host report, 

presenting details about the scan result. 

The summary report content of a configuration scanning task is similar to that of an 

assessment task, consisting of all tab pages of the latter except for Vulnerability Info. 

⚫ For how to view the summary report of a configuration scanning task, see Summary 

Report. 

⚫ For details about the host report of a configuration scanning task, see Host Report. 

7.3.6 Image Scanning Task Report 

An image scanning task report consists of a summary report and an image report, presenting 

details about the scan result of vulnerability scanning and configuration check. 
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7.3.6.1 Summary Report 

A summary report, as a panoramic display of the scan result, presents the overall security 

status of the scanned image file. Reports of different image scanning tasks may contain 

different types of information. The following takes scanning data of an integrated task 

(covering vulnerability scanning and configuration check) as an example to present you 

details of a task report. 

Table 7-5 shows detailed report information for an image scanning task. 

Table 7-5 Summary report for an image scanning task 

Tab Item Description 

Task 

Parameters 

Basic 

Information 

Displays parameters of an image scanning task. 

Icon/Button Presents operations allowed for the task. For details, see Table 5-3. 

Summary Task 

Information 

Presents the network risk information (risk score and risk level), task 

name, task type, time statistics, vulnerability scan template, configuration 

check template list, image statistics, and system version information. 

Risk Distribu

tion 

Presents the distribution of image vulnerabilities by risk level, distribution 

of overall image risks by level, distribution of image configurations by 

risk level, distribution of vulnerabilities by risk level, and distribution of 

noncompliant items by risk level. 

Vulnerability 

Risks 

Presents the number of high-, medium, and low-risk vulnerabilities by 

category, and the overall statistics of vulnerabilities. Clicking the value in 

the table displays details about the corresponding vulnerabilities. Clicking 

the All tab, you can view statistics of all vulnerabilities displayed by 

category on the same page. 

Configuratio

n Risks 

Presents the distribution of noncompliant items in the virtual device 

category. 

Asset 

Overview 

Presents the number and proportion of operating systems running on 

assets. 

Image 

Information 

Image Risk 

by Level 

By default, provides risk information of all scanned images, including the 

image name, operating system, quantity of high, medium, and low risks, 

and risk score. 

 If a large number of images are involved, you can filter them by 

specifying the risk level (very vulnerable, vulnerable, safe, and/or 

very safe). 

 Clicking  before an image name displays the scanning template 

used. 

 Clicking an image name displays its scanning report. For details, see 

Image Report. 

Vulnerability 

Info 

Vulnerability 

Distribution 

Lists vulnerabilities of all types detected in the current task by default, 

including the vulnerability name and occurrence frequency. 

 If a large number of vulnerabilities are involved, you can filter 

vulnerabilities by specifying the risk level (high, medium, and/or 

low). 

 Clicking  before a vulnerability displays details about this 

vulnerability. What parameters such details contain varies with the 
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Tab Item Description 

specific vulnerability. In vulnerability details, clicking an affected 

image displays its scanning report. For details, see Image Report. 

Configuration 

Information 

- Lists noncompliant configuration items of all risk levels for the current 

task by default. 

Clicking a noncompliant image displays the corresponding image report. 

For details, see Image Report. 

Reference 

Criteria 

- Presents reference standards for assessing system risks, including the 

following: 

 risk level metrics for a single vulnerability 

 a single configuration item 

 an image 

 a network 

 security recommendations 

Comparative 

Analysis 

- The Comparative Analysis tab page, which is displayed only for a parent 

task, provides information about the child tasks with the largest ID among 

all complete child tasks. By default, comparative data of the last two child 

tasks is displayed. 

 You can select child tasks from the drop-down list of the parent task 

to compare their scanning data. 

 Clicking  before a vulnerability in the Vulnerabilities area 

displays details about this vulnerability. What parameters such 

details contain varies with the specific vulnerability. 

 In vulnerability details, clicking an affected image displays its 

scanning report. For details, see Image Report. 

 

7.3.6.2 Image Report 

You can view the detailed risk report of an image (that is, image report), obtaining 

information about the image, vulnerabilities, noncompliant configuration items, and status 

compliance. 

Viewing a Single-Image Report 

You can view an image report by using one of the following methods: 

⚫ On the Image Information tab page of a summary report, click an image in the Image 

Risk by Level list. For details about the summary report, see Summary Report. 

⚫ On the Vulnerability Info tab page of a summary report, click  before a 

vulnerability to show its details, and then click an affected image. 

⚫ On the Configuration Information tab page of a summary report, click a noncompliant 

image in the Noncompliant Images column. 

⚫ On the Comparative Analysis tab page of a summary report, click an affected image in 

the Vulnerabilities area. 
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Fixing False Positives – Vulnerability 

The scan result may contain false positives or you may want to ignore certain vulnerabilities. 

In this case, you can correct false positives. A vulnerability subject to false positive 

correction will be removed from the vulnerability list. However, after the related scanning 

task is executed again, this vulnerability reappears in the vulnerability list. To make it 

disappear, you need to perform the correction operation again. 

In an image report, choose Vulnerability Information > Vulnerability Overview to display 

related information. Click  to the right of a vulnerability. The return value and executable 

correction operation will be displayed. 

⚫ Select For This Image, indicating that this false positive found in the task will be fixed 

for this image. 

⚫ Select For Task, indicating that this false positive found in the task will be fixed for all 

involved images. 

Fixing False Positives – Configuration Item 

The scan result may contain false positives or you may want to ignore certain noncompliant 

items. In this case, you can correct false positives. Noncompliant configuration items that are 

ignored will disappear from the list. However, after the related scanning task is executed, this 

configuration item reappears on the list. To make it disappear, you need to ignore it again. 

In a host report, click Configuration Compliance to display related information. Click 

Correct this noncompliant item to correct this noncompliant item found with the image. 

7.3.7 Code Audit Task Report 

A code audit task only generates a summary report. Table 7-6 shows the information of a 

summary report for a code audit task. 

Table 7-6 Summary report for code audit tasks 

Tab Item Description 

Task 

Parameters 

Basic Information Displays parameters of a code audit task. 

Icon/Button Presents operations allowed for the task. For details, see Table 5-3. 

Summary Task Information Presents the risk information (risk score and risk level), task name, scan 

template, system version information, rule base version, time statistics, 

and file statistics. 

Risk Distribution Presents the distribution of file risks by level and distribution of defects 

by risk level. 

Defect Risks Presents the number of high-, medium, and low-risk defects by category 

and the overall statistics of defects. 

File List File Risk by Level Lists code files of all risk levels scanned in the current task by default. 

If a large number of code files are involved, you can filter them by 

specifying the risk level (very vulnerable, vulnerable, safe, and/or very 

safe). 

Defect List Defect Distributio

n 

Lists security defects of all risk levels that are found in the current task 

by default. 
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Tab Item Description 

 If a large number of security defects are involved, you can filter 

them by specifying the risk level (high-risk, medium-risk, and/or 

low-risk). 

 Click  before a security defect to view its details. 

 Click View details in the Code Details column of a security defect 

to view the specific code that has a security defect. 

 If certain security defects are false positives, you can ignore these 

defects found in the current task. 

A security defect, after being ignored, will be removed from the 

defect list. However, after the related scanning task is executed 

again, this security defect reappears in the defect list. 

After a security defect is ignored, the risk level will be recalculated 

on the Summary tab of the current task. 

Reference 

Criteria 

- Presents reference standards for measuring the risk level, including 

metrics for measuring the risk level of a single security defect, metrics 

for measuring file risks, and security suggestions. 

 

7.3.8 Host Asset Detection Task Report 

A host asset detection task report can be a summary report or host asset report. 

7.3.8.1 Summary Report 

Table 7-7 shows information of a summary report for a host asset detection task. 

Table 7-7 Summary report for a host asset detection task 

Tab Item Description 

Task Parameters Basic Information Presents parameters of a host asset detection task, and operations 

allowed for the task. For details, see Table 5-3. 

Summary Task Information Presents the execution status and basic information of the host 

asset detection task. 

Asset Statistics Presents the total number of IPv4/IPv6 host assets, number 

of web assets (after Associated Web Asset Detection is enabled 

in the task creation. See Host Asset Detection Task), number of 

associated domains, and number of open ports. 

Operating 

System Distribution 

Presents the distribution of operating systems detected in the task 

in a pie chart, including its name, assets involved, and proportion. 

Device 

Type Distribution 

Presents the distribution of device types detected in the task in a 

pie chart, including its name, assets involved, and proportion. 

Top 10 Ports Presents the top 10 ports opened on the most assets and the 

number of assets involved. 

Top 10 Services Presents the top 10 services opened on the most assets and the 

number of assets involved. 

Host Statistical Data Displays the total number of host assets detected and their 
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Tab Item Description 

Asset Discovery associated web assets. 

List Lists the information of each host asset detected and its 

associated web assets. 

Clicking an IP address displays the corresponding host asset 

report. For details, see Host Asset Report. 

 

7.3.8.2 Host Asset Report 

A host asset report displays the information of detected host assets, open ports, and service 

applications, as described in Table 7-8. 

Table 7-8 Report of a single host asset 

Item Description 

Basic Information Displays the IP address, operating system, associated web assets, task execution time, 

and other information of the live host detected. 

Port Information Displays the open ports and banner on the host asset. 

Application 

Information 

Displays the enabled services and CPEs on the host asset. 

If Associated Web Asset Detection is configured in a Host Asset Detection Task, this 

part also displays the information of the associated web assets. 

 

7.3.9 Web Asset Detection Task Report 

A web asset detection task report can be a summary report or web asset report. 

7.3.9.1 Summary Report 

Table 7-9 shows information of a summary report for a web asset detection task. 

Table 7-9 Summary report for a web asset detection task 

Tab Item Description 

Task Parameters Basic Information Presents parameters of a web detection task and operations 

allowed for the task. For details, see Table 5-3. 

Summary Task Information Presents the execution status and basic information of 

the web detection task. 

Asset Statistics Displays the total number of detected domain names, number 

of web assets, and number of associated host assets. 

Web 

Service Distribution 

Presents the distribution of web services detected in the task 

in a pie chart, including its name, assets involved, and 

proportion. 

Web 

Framework Distribution 

Presents the distribution of web frameworks detected in the 

task in a pie chart, including its name, assets involved, and 

proportion. 
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Tab Item Description 

Programming 

Language Distribution 

Presents the distribution of programing languages detected 

and assets involved in the task in a histogram. 

Web 

Asset Discovery 

Statistical Data Displays the total number of web assets detected. 

List Lists the information of each web asset detected. 

Clicking an URL address displays the corresponding web 

asset report. For details, see Web Asset Report. 

 

7.3.9.2 Web Asset Report 

A web asset report displays the information of detected web assets and associated host assets, 

as described in Table 7-10. 

Table 7-10 Report of a single web asset 

Item Description 

Basic Information Displays the domain name, web server, web framework, programing language and 

other information of the live web asset (website and device) detected. 

Associated Host 

Asset Information 
 Overview: displays the IP addresses of the associated host assets and the total 

number of open ports on assets. 

 Port: displays the open ports and banner on the host assets. 

 Application: displays the enabled services and CPEs on the host assets. 

7.4 Asset Report 

The default system administrator (admin) and system administrators with the report 

management permission can view reports of all assets. Common administrators with the 

report management permission can view only reports of target assets covered by their own 

tasks. An asset report can be generated only after a task is complete. 

An asset report can be a node report or a device report, presenting the scan result of a 

vulnerability scanning task, configuration scanning task, weak password guess task, or web 

application scanning task. 

7.4.1 Node Report 

Choose Asset > Asset List. Select a node, point to , and click Overview. Then the node 

report appears. A node report, as a panoramic display of the scan result, presents the overall 

security status of all assets under the node from various aspects. 

Table 7-11 Node report 

Tab Item Description 

Summary Risk Level Displays the asset level and risk score. 

Risk Distribution Displays the overall host risk distribution by level, distribution of 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 70 V6.0R04F04 

 

Tab Item Description 

host vulnerability risks by level, and distribution of host 

configuration risks by level 

Vulnerability Risks Displays vulnerabilities detected in all assets under the node. 

Content in this part is similar to that of an assessment task report. 

For details, see the vulnerabilities risk by level on the Summary 

tab of a Summary Report. 

Child Nodes Child Nodes by Risk 

Level 

Displays the risk of all child nodes of the current node. 

Risk Distribution Displays the number and percentage of nodes with different risk 

levels in a pie chart. 

Attributes Node Attribute Displays basic information of the current node. 

Others Host Information, 

System 

Vulnerabilities, 

Configuration 

Information, and 

Vulnerable Accounts 

Displays risks, vulnerabilities, and noncompliant configuration 

items at various levels, and vulnerable accounts of all assets under 

the node. Content on these tab pages is similar to that of an 

assessment task report. For details, see Summary Report. 

Web Vulnerabilities Displays high-risk, medium-risk, and low-risk vulnerabilities 

in web applications on assets of all websites under the current 

node. Content on this tab page is similar to that of a web 

application scanning task report. For details, see Summary Report. 

Generate 

Report > 

HTML 

- Generates an offline report, which will be displayed on the Report 

List page. 

 

7.4.2 Asset Report 

An asset report is based on the IP or URL address, providing overall statistics of the asset 

covered by assessment tasks, password guess tasks, web application scanning tasks, host asset 

detection tasks, and web asset detection tasks. 

Choose Asset > Asset List. Select a node in the left pane and click an asset name in the asset 

list that is displayed on the right pane of the page to view the asset report. 

Table 7-12 Asset report 

Tab Description 

Device 

Information 

Displays the operating system, port, service and application, installed software, MAC 

address, host name, and other information detected on the asset. 

Risks Displays the host overview, system vulnerabilities (including system vulnerabilities 

and web application vulnerabilities), noncompliant configuration items, status compliance 

information, detailed website information, and other information such as ports and 

operating system types. Such data is sourced from the related host report and 

single-website report. For details, see sections Host Report and Website Report. 

Risk 

Comparison 

You can compare scanning data of an asset obtained at different times to know the security 

status changes of the asset. 

Specify a time frame for risk comparison and click Compare. Then comparison data is 

displayed below in four sections: Overview, Vulnerabilities, Noncompliant 
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Tab Description 

Configurations, and Scanned URLs. 

Historical 

Tasks 

By default, data of the last scanning task is displayed. You can specify the host scanning 

time to view task information of the asset at the specified time. 

Note that what is displayed varies with the task type. 

Attributes Displays basic information of the current asset. 

Associated 

Information 

Displays the detected web assets (if Associated Web Asset Detection is configured in a 

host asset detection task) or host assets (if Associated Host Asset Detection is configured 

in a web asset detection task). 

Generate 

Report > 

HTML 

Generates an offline report, which will be displayed on the Report List page. 
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8 Knowledge Base Management 

This chapter contains the following sections: 

Section Description 

Vulnerability Database Describes the database of vulnerabilities available on RSAS. 

Template Management Describes how to create a vulnerability template and related information. 

Password Dictionary Describes how to create a password dictionary. 

Offline Check Tool Describes how to use offline check tools. 

Hardening Knowledge Base Describes the hardening knowledge base provided by RSAS. 

Offline Hardening Tool Describes how to use offline hardening tools. 

Port List Describes ports involved in the port scanning and operations allowed for 

ports. 

8.1 Vulnerability Database 

Choose Knowledge Base > Vulnerability DB to view all currently available vulnerabilities 

and their attributes. In addition, you can search for a vulnerability by host, website, or 

keyword, as shown in Figure 8-1. 
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Figure 8-1 Vulnerability Database page 

 

8.2 Template Management 

The Templates module allows you to manage various scanning templates in the RSAS system. 

When creating a task, you can specify a vulnerability template to let RSAS scan for related 

vulnerabilities. 

8.2.1 Vulnerability Template 

A vulnerability template is a collection of scanning plugins, based on which vulnerability 

scanning is implemented. RSAS provides almost all types of vulnerability scanning plugins. 

You can specify vulnerability plugins as required for vulnerability scanning. This can 

accelerate scanning and improve the accuracy and coverage of scan results. 

Choose Knowledge Base > Templates > Vulnerability Template. Click Create 

Vulnerability Template and configure parameters in the drawer that appears from the right 

side. Table 8-1 and Table 8-2 describe parameters for configuring a vulnerability template. 

A vulnerability template, after being created, can be queried, viewed, edited, deleted, 

exported, and imported. It can also be saved as another template. 

Table 8-1 Basic parameters 

Parameter Description 

Template Name Name of the new template. It is a string of 1 to 50 characters consisting of letters 

(case-sensitive), digits, hyphens (-), and/or underscores (_). Templates can have the 

same name if created by different users. 

Template Description Brief description of the new template. 
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Table 8-2 Parameters for specifying template types 

Parameter Description 

Add 

Vulnerability 

Add the required vulnerability plugins to the template. The plugins are displayed under 

the vulnerability list. 

Common 

Template 

For this option, you need to select plugins of certain types for scanning tasks. All plugins 

supported by RSAS are available for selection. You can specify vulnerability plugins by 

using either of the following methods: 

 Query vulnerabilities and then select vulnerability plugins. 

 Select a plugin type from the drop-down vulnerability list and then select plugins 

necessary for your scanning tasks. 

Clicking Advanced Search displays the following query conditions: 

CVE ID/BUGTRAQ ID/CNCVE ID/CNVD ID/CNNVD ID/NSFOCUS ID/MS ID 

(unavailable for a web scanning template): ID of a vulnerability in a well-known 

vulnerability database. 

 Risk Level: risk level of vulnerabilities to be scanned 

 Vulnerability Name (for a system scanning template): name of the system 

vulnerability 

 Vulnerability Description (for a web scanning template): specific information of 

the web application vulnerability 

 Dangerous Plugin: selecting Yes means the plugin can cause system crash or 

service interruption 

 Vulnerability Verification: selecting Yes means RSAS supports verification of the 

vulnerability 

 Discovery Date: a period during which the vulnerabilities are detected. 

 Vulnerability Category: category to which the vulnerability belongs, which can be 

the system, threat, CVE year (unavailable for a web scanning template), service, 

application, or time 

Advanced 

Template 

You can filter plugins for scanning tasks by the following conditions: 

 Risk Level: risk level of vulnerabilities to be scanned 

 Organization: organization from which the vulnerabilities are sourced 

 Discovery Time: year when the target vulnerabilities are detected 

 System Type: operating system type that the target vulnerabilities affect 

 Application Type: application type that the target vulnerabilities affect 

 Threat Type: category of the target vulnerabilities 

After configuring the preceding conditions, click  to add it to Selected Conditions. 

Then scanning will be implemented based on the appropriate vulnerability plugins 

meeting these conditions. 

After filtering rules are configured, you can click Preview to view the selected scanning 

plugins. 
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8.2.2 Configuration Template 

Configuration templates are used for configuration checks, covering configuration check 

points and their weights. You can customize configuration check templates for various target 

systems as required or according to industry standards. 

8.2.2.1 Creating a Template Group 

On RSAS, you can group custom templates to facilitate template management. For example, 

you can put configuration templates for checking a certain type of devices in one group. 

Choose Knowledge Base > Templates > Configuration Template > Operating 

System/Database/Application/Network Device/Virtual Device/Big Data, and click 

Manage Groups. In the Manage Groups drawer that appears, click Create. Specify the 

group name, description, and type (for the meaning of MLPS, see MLPS). A group, after 

being created, can be edited and deleted. 

8.2.2.2 Creating a Configuration Template 

Creating a Template 

Choose Knowledge Base > Templates > Configuration Template. Click Template 

Configuration > Create/Create MLPS/Create MLPS 2.0 and configure template 

parameters. 

⚫ Basic Attributes: provides basic parameters for a configuration template. 

Table 8-3 Basic parameters 

Function Parameter Description 

Basic 

Information 

Template Name Specifies the name of a new template, which must be unique. 

Template Group Specifies the group to which the new template belongs. 

Check Type Specifies the operating system covered by the new template. 

System 

Type/Template 

Type 

Specifies the object to be checked against the new template and the 

suitable template type. 

Variable 

List 

Add Variable Adds a custom variable. 

Referenced Name Specifies the name used when referenced in a command. 

Screen Name Specifies the name displayed on the task creation page. 

Type Specifies how the variable is displayed. It can be either of the 

following: 

 Text type: indicates that the variable will be displayed in plaintext 

and the value of this variable will be logged. 

 Password type: indicates that the variable will be displayed in 

ciphertext (as a string of "*") and the value of this variable will not 

be logged. 

Description Brief description of the new variable. 

Initialization 

Command 

Text box The initialization command is a command executed by the system 

after login to the target host during a scanning task. It is applicable to 
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Function Parameter Description 

the scenario in which initialization is required, for example, switching 

to a higher-privilege account. 

 

⚫ Configuration Check Items: checks whether the configuration of a target host is 

compliant with relevant requirements. The check result is contained in the scanning 

reports. 

− The system checks a target host against the check items one by one from the first to 

the last item. 

− Click Create to create a check item in the dialog box that appears. Table 8-4, Table 8-

5, and Table 8-6 describe parameters for configuring a check item. 

− A configuration check item, after being created, can be edited and deleted. 

− You can change the sequence of check items in the list by clicking  or  to 

move an item up or down. 

Table 8-4 Parameters for creating a check item 

Parameter Description 

Index Index of the new check item, which is in numerical order, 

starting from 1. You can also specify a new number. 

Check Item Name of the new check item. 

Check Item Category (only for an ordinary 

template) 

Category of the new check item. 

Risk Score Risk level of the new check item. A larger value indicates 

a higher risk. 

Control Point Index (only for an MLPS or 

MLPS 2.0 template) 

Index of the control point. 

Control Point Category (only for an MLPS or 

MLPS 2.0 template) 

Specifies the configuration check type to which the control 

point belongs. 

MLPS Level (only for an MLPS or MLPS 2.0 

template) 

Specifies the multilevel protection level of the control 

point. 

Control Point Description (only for an MLPS 

or MLPS 2.0 template) 

Describes what is to be checked at this control point. 

 

Table 8-5 Parameters for creating a check point 

Parameter Description 

Add Check Point Adds a check point. A check point, after being created, can be edited, deleted 

and added to AND/OR rule. 

Description Brief description of the new check point. 

Configuration Method Configuration method of the new check point. 
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Parameter Description 

Check Method  For Windows, check methods include the executive command, port check, 

file content check, registry check, XML configuration file check, and URL 

check. 

 For UNIX, check methods include the executive command, port check, file 

content check, XML configuration file check, file permission check, process 

check, and URL check. 

Match Rule Matching rule of the new check point. 

Execu

tive 

Com

mand 

Executive 

Command 

Specifies a command for the system to obtain configuration information of target 

hosts. 

Regular 

Expression 

Specifies a regular expression for the new check point. The system matches 

results returned by the command specified above line by line according to the 

regular expression, so as to find desired information. 

 Use of parentheses: indicates that the system will read content that matches 

the subexpression in parentheses in an expression like "DEBUG=(\d)". 

 No parentheses used: For an expression displayed in a separate line, the 

system will read the entire content that matches this expression. For an 

expression taking up more than one line, the system can still read the entire 

content as long as "\n" tails each line like "DEBUG=win\ndows". 

Expected 

Value 

Expected value corresponding to the rule. This parameter is used with Rule to 

check whether the content matched by using the regular expression is 

compliant with relevant requirements. 

When a regular expression is used, you should type the expected value 

enclosed with slashes. For example, "/DEBUG=\d+/" indicates that the expected 

value is "DEBUG=\d+". 

 Case-insensitive match: //i. For example, "/DEBUG=\d+/i" indicates that the 

expression is case-insensitive. 

 Metacharacter (.) matching any characters: //s. For example, 

"/DEBUG=.*/s" indicates that "." matches any characters. 

 Multiline match: tails each line with "\n". 

Port 

Check 

Type Specifies the transport protocol of the port to be checked. 

Port Number Port number to be checked. 

Expected 

Value 

Expected value corresponding to the rule. 

This parameter is used with Match Rule to check whether the content matched 

by Type and Port Number is compliant with relevant requirements. 

File 

Conte

nt 

Check 

File Path Specifies the absolute path of the file to be checked. 

File Content Specifies a regular expression. The system matches results returned by the 

command specified above line by line according to the regular expression, so as 

to find desired information. 

 Use of parentheses: indicates that the system will read content that matches 

the subexpression in parentheses in an expression like "DEBUG=(\d)". 

 No parentheses used: indicates that the system will read the entire content 

that matches this expression. 

Expected 

Value 

Expected value corresponding to the rule. 

This parameter is used with Match Rule to check whether the content matched 

by File Content is compliant with relevant requirements. 
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Parameter Description 

File 

Permi

ssion 

Check 

File Path Specifies the absolute path of the file to be checked. 

Expected 

Value 

Expected value corresponding to the rule. 

This parameter is used with Match Rule to check whether the content matched 

by File Path is compliant with relevant requirements. 

Proces

s 

Check 

Process Name Specifies the name of the process to be checked. 

Expected 

Value 

Expected value corresponding to the rule. 

This parameter is used with Match Rule to check whether the content matched 

by Process Name is compliant with relevant requirements. 

XML 

Confi

gurati

on 

File 

Check 

XML File 

Path 

Specifies the complete path of the XML file that contains desired data. 

Node Specifies the node where the XML file resides (standard XPath syntax is 

supported; attribute value may be left empty). 

Attributes Specifies the attribute of the node where the XML file resides. This parameter is 

optional. 

Expected 

Value 

Expected value corresponding to the rule. 

This parameter is used with Match Rule. 

Debug Tests whether the system can perform checks on target hosts and return the check 

result. In the debugging process, you can click Stop to stop the operation. For 

parameters for debugging check points, see Table 4-3. 

Edit Hardening 

Information 

Manages hardening points. In the dialog box that appears, click Add Hardening 

Point to create a hardening point. Parameters in the Add Hardening Point 

dialog box are described in detail on the UI. A hardening point, after being 

created, can be edited and deleted. 

 

Table 8-6 Configuring logical relationship between check points 

Parameter Description 

AND Logical AND operator. 

OR Logical OR operator. 

NOT Logical NOT operator. 

(and) Used to raise the priority, indicating that checks in parentheses are performed 

preferentially. 

 Used to remove the last symbol typed in the configuration box. 

Add to rule Used to add the check point to the configuration box of logical expressions. 

Text box Click Add to rule, AND, OR, NOT, (, ), or  to configure a logical relationship between 

check points. The check result of each check item depends on the logical relationship 

between check points. For example, "a and b" indicates that the check result is True 

(compliant) only when the result of both check points a and b is True. 
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⚫ Additional Check Items: obtains information about target hosts and then displays it as 

Other Information in scanning reports. Additional check items are not used to 

check whether the configuration of target hosts is compliant with relevant requirements. 

− Click Create and configure parameters. Table 8-7 describes parameters for 

configuring an additional check item. 

− An additional check item, after being created, can be edited and deleted. 

Table 8-7 Parameters for adding an additional check item 

Parameter Description 

Check Item Name of the new additional check item. 

Executive 

Command 

Command for enumerating information. 

Line Match 

Expression 

Regular expression used to match an entry. When each entry takes up one line, you 

can use "+". When multiple entries are in one line, you can type them as required. 

Column Name Column name. You can click Add to add a column name in the text box. 

Column Splitting 

Expression 

Used for matching fields to be extracted from an entry. The use of parentheses 

indicates a column field to be extracted (having a one-to-one mapping with the 

column name), for example, (column1)\s+(column2)\s+(column3). 

When entries are in different formats, you can type multiple expressions for 

matching column fields. You can click Add to add an expression in the text box. 

 

Other Operations 

⚫ The default system administrator (admin) and new system administrators have the 

privilege of managing all configuration templates. Common administrators can manage 

only configuration templates created by themselves. However, when creating a task, an 

administrator can use any templates. 

⚫ If the template fails to be generated immediately after you complete the configuration, 

the system automatically saves the configured template to the template list for you to edit 

or generate later. Note that you cannot use a template that has not been generated during 

task creation. 

⚫ A configuration template, after being created, can be queried, viewed, edited, deleted, 

and exported. It can also be saved as another template. 

⚫ To import a configuration template, click Import, select the .dat file, and then upload 

this template to the system. Configuration templates on an RSAS device can be imported 

into another RSAS with the same template groups and template authorization. 

8.2.3 Defect Template 

Defect templates are used for code audit tasks, which discover security defects and 

noncompliance in code files against defect rules. 

8.2.3.1 Creating a Defect Template 

The administrator can manage a type of security defects or those of concern in a defect 

template as required. 
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Choose Knowledge Base > Templates > Defect Template > Defect Template. Click 

Create Defect Template and configure parameters in the drawer that appears from the right 

side. Table 8-8 describe parameter for configuring a defect template. 

A defect template, after being created, can be queried, viewed, edited and deleted. 

Table 8-8 Parameters for creating a defect template 

Parameter Description 

Template Name Name of the new defect template. It should be a string of 1–64 characters. 

Template Description Brief description of the new defect template. It should be a string of 0–256 

characters. 

Defect List Click Add Defect and select security defect rules to be managed. 

For details about how to add a defect rule, see Creating a Defect Rule. 

 

8.2.3.2 Creating a Defect Rule 

The defect rule database manages the code security defects and illegitimate code that RSAS 

detects. A defect may contain multiple detection rules. 

Choose Knowledge Base > Templates > Defect Template > Defect Rule DB. Click 

Add Defect and configure parameters in the drawer that appears from the right side. Table 8-9 

describes parameters for configuring a defect. 

A defect, after being created, can be queried, viewed, edited and deleted. 

Table 8-9 Parameters for creating a defect 

Parameter Description 

Defect Name Name of the security defect. It should be a string of 1–50 characters. 

Defect Category Type of the security defect. 

CWE ID CWE ID of the security defect. 

Defect Description Descriptive information of the security defect. 

Vulnerability 

Score 

Risk score of the security defect. A greater score indicates higher risk. 

Defect Example Example of the security defect. 

Solution Solution to the security defect. 

Rule List Click Create Rule and configure rule parameters. 

The functions and variables vary with programming languages. The language C is 

used as an example to describe how to add a rule, as shown in Figure 8-2. 
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Figure 8-2 Adding a rule 

 

 

8.2.4 Image Template 

Image templates are used for configuration checks during image scanning tasks. Currently, 

RSAS only allows you to use built-in templates, whose contents cannot be edited. 

Choose Knowledge Base > Templates > Image Template > Image Configuration Audit 

Template. Click View in the Operation column of a configuration check template to view its 

basic settings, automatic check items, and additional check items. Under Auto Check Item, 

click View in the Operation column to view details of this check item. 

8.2.5 Status Template 

By default, all vulnerable accounts and ports on a target host are taken as illegitimate during 

scanning. You can add trusted accounts on the target host to the account allowlist and add 

open ports on such host to the port allowlist to prevent RSAS from taking them as risky 

during scanning. 

Choose Knowledge Base > Templates > Status Template. Click Add and configure 

parameters in the drawer that appears from the right side. Table 8-10 describes parameters for 

configuring a status template. 

A status template, after being created, can be queried, viewed, edited, deleted, exported, and 

imported. It can also be saved as a new template. 

Table 8-10 Parameters for creating a status template 

Parameter Description 

Name Specifies the template name. It should be a string of 1–20 characters. 
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Parameter Description 

Account Specifies the account allowlist. Select accounts that will be ignored in risk scanning. 

Click Add, type the account and description, and click Save. 

Port/Process Specifies the port allowlist. Select ports that will be ignored in risk scanning. 

Click Add, type the process name, port number, and description, and click Save. 

8.3 Password Dictionary 

You can configure password dictionaries listed in Service Type when creating a password 

guess task. Then RSAS will attempt to log in to target devices by using the password 

dictionary. If the login user name and password of a target device can be found in a password 

dictionary, the target device is considered to have a vulnerable account. 

Password dictionaries include system ones (containing common vulnerable accounts, which 

can be viewed and saved as a new password dictionary, but cannot be edited or deleted) and 

custom ones. 

Choose Knowledge Base > Password Dictionary. Click Create and configure parameters. 

A password dictionary, after being created, can be viewed, edited, and exported. It can also be 

saved as another dictionary. 

Table 8-11 Parameters for configuring a password dictionary 

Parameter Description 

Dictionary 

Name 

Name of the new dictionary. It is a string of 1 to 64 characters, consisting of letters (case-

sensitive), digits, Chinese characters, hyphens (-), and/or underscores (_). The name of 

the new dictionary must be unique. 

Category  User Name: indicates that the dictionary contains weak user names for RSAS to 

scan. 

 Password: indicates that the dictionary contains weak passwords for RSAS to scan. 

 User Name/Password: indicates that the dictionary contains weak user names and 

passwords for RSAS to scan. 

Content User names, passwords, or user name/password pairs, which are separated by carriage 

returns. Up to 10,000 entries can be typed. If more entries are required, import a 

dictionary file. 

A user name/password pair should be typed in the format of user name:password, for 

example, administrator:nsfocus. 

Dictionary File Imports a .txt file. 

 The file name should consist of letters (case-sensitive), digits, hyphens (-), and/or 

underscores (_). 

 Content in the file should be in the same format as specified for Content. UTF-8 and 

ASCII encoded files are supported. 

 Select the password dictionary file, and then import it to the system. 

 

If an imported dictionary file contains incorrect information, such information will 
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Parameter Description 

not be used during the execution of password guess tasks. 

Description Brief description of the new dictionary. 

8.4 Offline Check Tool 

Offline check tools are used to locally check the configuration of target hosts. For how to 

download an offline check tool and how to configure a local scanning task, see Offline 

Configuration Scan. 

Templates for offline checks are generated from configuration templates. For how to 

configure a configuration template, see Configuration Template. 

8.5 Hardening Knowledge Base 

The hardening knowledge base provides support for configuration hardening operations. It 

consists of a detailed list of configuration check items and hardening operations. Currently, 

you can only view the hardening knowledge base and cannot perform other operations. 

The following uses Linux configuration specifications as an example to show how to view the 

hardening knowledge base 

Choose Knowledge Base > Hardening KB. Click the template name Linux Configuration 

Specification to display the list of check items for Linux hardening. 

8.6 Offline Hardening Tool 

To protect against the ransomware WannaCry, RSAS provides an offline hardening tool to 

automatically add a related rule on the host firewall to block this ransomware. 

Choose Knowledge Base > Offline Hardening > Windows Hardening Tools. Click One-

Click Hardening Tool Against WannaCry to download the tool to a local disk drive. 

Execute the .bat script as the administrator and then perform operations as prompted. 

8.7 Port List 

A port list displays the numbers, service types, and running protocols of the listening ports on 

the scanned device. For example, port 80 maps the HTTP service. 

If a port scanning policy is configured during task creation, only ports in the port list will be 

scanned during the execution of the task. 

The Port List page consists of two tabs: System Ports (information about common ports) and 

Custom Ports. In the Custom Ports tab, you can add ports that are not included in System 

Ports. 

Choose Template Management > Port List > Custom Ports. You can add a port through 

manual operation or intelligent port discovery. 
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A port, after being created, can be queried, refreshed, edited and deleted. 

⚫ Manual operation: Click Add Custom Port and configure port parameters. 

Table 8-12 Parameters for adding a port 

Parameter Description 

Service Name Specifies the name of the service running on the port. It must be a string of 1 to 

18 characters consisting of letters (case-sensitive), digits, and/or -. 

Port Port number. The value is an integer ranging from 1 to 65535. 

Protocol Protocol that runs on the port. 

 

⚫ Intelligent port discovery: Click Intelligent Port Discovery to obtain all ports scanned in 

historical vulnerability scanning and configuration check tasks. For this purpose, you can 

choose either Overwrite Update or Incremental Update. The former will delete custom 

ports manually added, while the latter will not. 
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9 Authentication 

Authentication management is focused on system scanning information. Authentication 

information correlates with IP addresses of assets. After you enter an IP address or IP address 

range during creation of a task, RSAS directly invokes authentication information for 

scanning. 

The host authentication information can be added in the following ways: 

⚫ Manually added, imported, or updated. 

⚫ Select Sync to authentication mgmt during task creation. For detailed operations, see 

Assessment Task and Configuration Scanning Task. 

⚫ Click Configure authentication information when adding an asset. For detailed 

operations, see Adding an Asset. 

The authentication information, after being added, can be exported, queried, edited, deleted, 

and cleared. 

Manually Adding Authentication Information 

Choose Authentication. Click Add Host and configure host authentication parameters. 

Table 9-1 Parameters for configuring host authentication information 

Item Parameter Description 

System Login 

Information 

IP Specifies the IP address or IP address range of the scan target. 

The specified IP address or IP address range must be within the 

scan scope. 

 Domain 

Name/Domain 

User 

 Password 

(Domain 

Password) 

Specifies the user name and password for login to the scan target. 

RSAS stores the user name and password in an encrypted way to 

ensure security. 

Obtain You can click Obtain to obtain the host login password from 

OSMS that collaborates with RSAS. 

For how to configure collaboration with OSMS, see 

Authentication Management. 

Login Protocol/Login 

Port 

Specifies the protocol and port used for login to the scan target. 

For login via HTTP, HTTPS, and WinRM, RSAS can only do 
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Item Parameter Description 

configuration checks, but cannot conduct vulnerability scanning. 

Host Jump When RSAS can log in to multiple target hosts directly or using 

the same jump host, you can configure the same jump host after 

Host Jump is enabled. 

 If RSAS cannot directly log in to the target host, it can use the 

jump host for scanning. In this case, you need to configure the 

authentication information for the jump host in advance. 

 Make sure that the jump host can connect to the target host. 

This parameter is available only when Login Protocol is set to 

SSH or Telnet. 

Login Path/Site 

Cookie 

Specifies the login path and website cookies (which record login 

session IDs) for login to the scan target via HTTP or HTTPS. 

You can click Record to set the browser proxy as prompted. After 

the proxy server is set, RSAS can capture cookies. 

Login Authentication Clicking Login Authentication checks whether login 

information is correct to make sure that RSAS can log in to the 

target host for local scanning. 

ORACLE 

Scanning 

Policy 

Oracle Controls whether to enable deep scan of vulnerabilities in Oracle. 

At the same time, you need to enable Oracle Deep Scan on the 

Advanced Settings tab (see Table 4-5) during task creation. 

WebLogic 

Scanning 

Policy 

(Enables the 

deep scan of 

vulnerabilities 

in 

WebLogic.) 

System Scanning Controls whether to allow access to WebLogic via the 

management background of a device on which the WebLogic 

service resides. 

 Linux/Windows: operating system type 

 WebLogic Version: WebLogic version 

 WebLogic Install Account: user name for access to 

WebLogic 

 WebLogic Opatch Install Dir: installation path of 

WebLogic WLS 

Page Scanning Controls whether to allow access to WebLogic via web. 

 User Name/Password: user name and password for access to 

WebLogic. 

 Path: WebLogic URL. 

Configuration 

Template 

Enable MLPS Controls whether to enable the MLPS function. 

If it is enabled, you need to an MLPS level and select the 

corresponding MLPS template. 

For details about MLPS levels, see MLPS. 

Host Indicates computers with an operating system installed. You can 

click a template name to add the template to the Selected 

Templates box and then configure template parameters. 

 Operating system template: configuration specifications of 

operating systems 

 Virtual device template: configuration specifications of 

virtual devices 

 Application template: configuration specifications of 

applications 
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Item Parameter Description 

 Database template: configuration specifications of databases 

 Big data template: configuration specifications of big data 

software or platforms 

Network device Indicates physical entities connected to the network except for 

hosts, such as switches and routers. 

 You can click a template name to add the template to the 

Selected Templates box and then configure template 

parameters. 

 Select configuration specifications of network devices. 

Status 

Template 

Template Specifies an allowlist of items that are deemed to be compliant. 

You can click Status Template Management to open the page 

for configuring a status template. For how to create a status 

template, see Status Template. 

 

Importing Authentication Information 

Choose Authentication. Click Download Template to save the authentication information 

template to a local disk drive. Click Import and select the template that has been edited and 

saved. 

Updating Authentication Information 

RSAS can collaborate with OSMS. After authentication information is configured, choose 

Authentication and click Update to obtain authentication information of the scanned hosts 

from OSMS. You can also configure the automatic update during configuration of 

authentication information. 

⚫ Click Update in the Operation column to update a single entry. 

⚫ Select multiple entries of authentication information and click Bulk Operation > 

Update Selected to update the selected entries. 

⚫ Click Bulk Operation > Update All to update all authentication information. 
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10 Administration 

This chapter presents information about system management, containing the following 

sections: 

Section Description 

Status Describes how to view the system status and registered authorization 

information of RSAS. 

Configuration Describes how to configure network, routing, system, and task settings. 

Services Describes how to upgrade and restore the system, and manage system services. 

Users Describes user privileges and user management methods. 

Common Tools Describes how to use common tools available on RSAS. 

10.1 Status 

You can view the system status, registered authorization information, and network status of 

the current RSAS device. You can also perform basic operations on RSAS. 

Viewing the System Status 

Choose Administration > Status > System Status to view information about the system 

status of the current device. In addition, you can restart or shut down the system. 

License Status 

Registered Authorization Info 

Choose Administration > Status > License Status to view the registered authorization of the 

system. 

⚫ The purchased detection languages are necessary for creating defect rules. 

⚫ By default, RSAS provides one management interface and one scan interface. Therefore, 

the number of authorized scan interfaces is 1 + number of scan interfaces you have 

purchased. 

⚫ By default, RSAS provides two CPUs. Therefore, the number of authorized CPUs is 2 + 

the number of CPUs you have purchased. 
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 The validity period of the license starts from 00:00 of Start Date of Current 

Service to 24:00 of End Date of Current Service. 

 The validity period of a paid license refers to the period within which RSAS can be 

upgraded. The validity period of a trial license refers to the period within which 

RSAS can be used. In the English environment, the date format is YYYY-MM-DD, 

such as 2011-07-20. 

 After a paid license expires, RSAS can still be used, but cannot be upgraded. After 

a trial license expires, RSAS cannot be used. In the latter case, RSAS automatically 

displays the page for importing a license, and no other operation can be performed 

before a license is imported. RSAS with a license (either a trial or paid license) can 

be upgraded before the license expires. For a customized RSAS, whether it can be 

upgraded depends on customization requirements. 

 For a paid license, within 30 days before the license expires, RSAS displays a 

notification, prompting users to replace the license. After a paid license expires, 

RSAS notifies users of how many days have passed since expiration. For a trial 

license, RSAS does not display a notification before or after the license expires. 

 

Importing and Exporting a License 

A hardware RSAS only supports authentication by license, while vRSAS can be authenticated 

in one of the ways as described in Table 10-1. 

⚫ After RSAS is successfully authenticated, you cannot change the authentication method 

subsequently. 

⚫ For the license authentication and authentication by NSFOCUS Security Cloud, you can 

import the license to a local disk drive, or replace (import) a license for RSAS that runs 

properly. 

Table 10-1 Supported authentication methods for vRSAS 

Authentication 

Method 

Description Import and 

Export 

Centralized 

authorization 

If RSAS is managed by the centralized authentication and 

authorization (CAA) platform, you can obtain the license of RSAS 

from the platform. 

 

After RSAS is disabled for centralized management on the 

CAA platform, the authentication method you selected 

previously on RSAS remains unchanged, but RSAS 

cannot work anymore. 

If RSAS authenticated this way is offline, the device itself 

measures how long the offline status lasts: 

 If the device remains offline for no more than 7 x 24 hours, 

you can use other functions than generating offline reports, 

exporting tasks, performing upgrades, creating restore 

points, importing and exporting restore point files, and 

using secondary development interfaces. 

 If the device remains offline for more than 7 x 24 hours, 

the web-based manager is unavailable. 

After RSAS is offline, you can still use it after changing its IP 

Export is 

supported but 

import is not 

supported. 
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Authentication 

Method 

Description Import and 

Export 

address. In this case, to have RSAS reauthenticated by the CAA 

platform, you need to change the current IP address back to the 

previous one. 

Security cloud-

side authentication 

RSAS regularly obtains authorization directives from the security 

cloud system to check its own availability. 

 

If RSAS authenticated this way is offline, the device itself 

measures how long the offline status lasts: 

 If the device remains offline for no more than 7 x 24 hours, 

you can use other functions than generating offline reports, 

exporting tasks, performing upgrades, creating restore 

points, importing and exporting restore point files, and 

using secondary development interfaces. 

 If the device remains offline for more than 7 x 24 hours, 

the web-based manager is unavailable. 

Each authentication license provided by Security Cloud 

applies to only one online RSAS. If you attempt to apply such 

license to multiple online devices, your license will be 

revoked. For details, contact technical support personnel of 

NSFOCUS. 

Support 

License-based 

authentication 

This method applies to RSAS with a dongle and a license file. Support 

ESP-L 

certification 

If RSAS is managed by the NSFOCUS Enterprise Security Platform 

–License (ESP-L) platform, you can obtain the license of RSAS 

from the platform. 

Export is 

supported but 

import is not 

supported. 

 

Running Status 

Choose Administration > Status > Running Status. You can view the following status 

information: 

⚫ View the running status of services. In addition, you can restart the services as required. 

⚫ View the system resource usage, including the CPU, memory, and hard disk usage. When 

the usage of disk space reaches the threshold specified in Disk Usage Alert Threshold, 

you can click Release space in the Operation column to clean up data. After the 

Optimize system resources switch is turned on, RSAS automatically manages its CPU 

and memory by group to avoid resource overuse and reduced speed. 

⚫ View the network status. In the upper-right corner of the Network Status area, select an 

interface from the drop-down list to display the received and transmitted traffic of the 

specified interface in the last 20 minutes. 

⚫ View alerts. After selecting an alert type and specifying a period, you can view alerts 

about the memory, disk, and CPU usage. 
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10.2 Configuration 

This covers network configuration, route configuration, system configuration, and task 

configuration. 

10.2.1 Configuring Network Settings 

The network configuration module allows you to configure and manage network scan 

interfaces and DNS servers. Network scan interfaces are used by RSAS to interact with other 

devices for exchange of scan results. Physical interfaces are interfaces that actually exist on a 

device, such as interfaces eth1 to eth6 supported by RSAS. 

 

 

The number of available scan interfaces depends on the license. You can configure only 

the authorized number of scan interfaces. 

 

Configuring Local Network Interfaces 

Choose Administration > Configuration > Network. Click Edit in the Operation column 

of an interface and edit interface parameters as described in Table 10-2. You can click Enable 

or Disable in the Operation column of an interface to enable or disable this interface. 

Table 10-2 Parameters for configuring interfaces 

Parameter Description 

Interface Name Specifies the name of the interface, which cannot be edited. 

IPv4 Config Mode Specifies the mode for configuring the IPv4 address, which can be Manual or 

Auto obtain. 

IPv4 Address Specifies the IPv4 address of the interface. 

This parameter must be configured when Manual is selected. 

IPv4 Netmask Specifies the subnet mask of the specified IP address of the interface. 

IPv4 Gateway Specifies the IPv4 gateway of the interface. 

For scanning across network segments, you must properly configure the network 

gateway. 

Default Gateway Controls whether to enable the default IPv4 gateway. 

IPv6 Config Method Specifies the mode for configuring the IPv6 address, which can be Manual or 

Auto obtain. 

IPv6 Address Specifies the IPv6 address of the interface. 

This parameter must be configured when Manual is selected. 

IPv6 Prefix Length Specifies the prefix length of the specified IPv6 address of the interface. 

The prefix in an IPv6 address is the equivalent of the network ID in an IPv4 

address. The prefix length indicates the route bits. For direct 

communications without a router, the devices' IPv6 addresses must have the same 

prefix. 
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Parameter Description 

IPv6 Gateway Specifies the IPv6 gateway of the interface. 

For scanning across network segments, you must properly configure the network 

gateway. 

Default Gateway Controls whether to enable the default IPv6 gateway. 

NIC Duplex Mode Specifies the NIC duplex mode of the interface, which can be Auto, Half-duplex, 

or Full-duplex. 

Connection Rate Specifies the connection rate of the interface. 

 

Configuring DNS Servers 

Choose Administration > Configuration > Network. Under DNS Server Configuration, 

configure parameter. Table 10-3 describes DNS server parameters. 

Table 10-3 Parameters for configuring DNS servers 

Parameter Description 

Preferred DNS Server Specifies the IP address of the preferred DNS server for the device. 

Some scanning plugins and system functions rely on the domain name resolution. 

Therefore, you must configure a correct domain name server. 

Alternate DNS Server Specifies the IP address of the alternate DNS server for the device. 

Some scanning plugins and system functions rely on the domain name resolution. 

Therefore, you must configure a correct domain name server. 

Domain Name List List of domain names to be accessed in the intranet. This is aimed at eliminating 

domain name resolving failures due to incomplete domain names of redirection 

addresses. 

Multiple domain names should be separated by the comma (,), semicolon (;), or 

space. 

 

Configuring the Hosts File 

The hosts file serves as a database by associating common domain names with their 

corresponding IP addresses. When scanning a domain name, RSAS automatically searches for 

its IP address from the hosts file configured here. If such an IP address is not found, RSAS 

submits the domain name to the DNS server for resolution. 

Choose Administration > Configuration > Network. Under System Host Configuration, 

configure hosts as indicated on the UI. 

10.2.2 Configuring Routing Settings 

Routing refers to the process of selecting a path from a routing table for transmission of 

packets from a source address to a destination address. Routing on RSAS is to find the next-

hop routing device or destination host for each packet passing through it before forwarding 

these packets. You can manually configure a static route on RSAS. 
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Choose Administration > Configuration > Route Configuration. Click Add and configure 

route parameters. 

⚫ A route, after being created, can be edited and deleted. 

⚫ Clicking Route Info Table redirects you to Administration > Common Tools > Route 

Information to view route details. 

Table 10-4 Route parameters 

Parameter Description 

Route Type Specifies the route type, which can be IPv4 or IPv6. 

Destination IP Specifies the IP address of the destination host or the destination network segment 

to which packets will be sent. 

The IP address set here must match the route type you selected. 

Netmask/Prefix Specifies the subnet mask of the specified IPv4 address or the prefix of the 

specified IPv6 address. 

Gateway IP Specifies the next-hop IP address of the network interface. 

Priority Specifies the priority of the static route, which is an integer from 1 to 9999. A 

smaller value indicates a higher priority. Setting the route priority aims at 

achieving load balancing among links with the same administrative distance to the 

destination. 

Interface Specifies the egress for RSAS to forward packets. 

 

10.2.3 Configuring System Settings 

This section describes how to configure system settings. 

10.2.3.1 System Time Synchronization 

The built-in system clock is the reference time for the system to record logs and dispatch 

scanning tasks. Therefore, the accuracy of system time has a direct impact on such events. To 

ensure time accuracy, RSAS provides the system time management function. You can set the 

system time only after a paid license is imported. 

Choose Administration > Configuration > System Configuration. Under System Time 

Sync, configure parameter. Table 10-5 describes parameters in this area. 

Table 10-5 System time parameters 

Configuration 

Mode 

Parameter Description 

Synchronization with 

NTP server 

Time Server Specifies the website or IP address of the time server. After the 

configuration, click OK. 

Auto 

synchronization 

Synchronizes the system time automatically. 

Synchronize Synchronizes the system time immediately. 

Manual change Change Current 

Time 

Specifies the current date and time of RSAS, which should be 

in the format of YYYY-MM-DD HH:MM:SS such as 2013-05-
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Configuration 

Mode 

Parameter Description 

08 10:27:04. 

 

10.2.3.2 HTTPS Certificate Import 

An HTTPS certificate is required to activate HTTPS authentication for encryption of data 

communications between clients and RSAS, thereby preventing information disclosure. 

Choose Administration > Configuration > System Configuration. Under HTTPS 

Certificate Import, select an HTTPS certificate (.crt) and private key (.key) and import them 

to the system. 

10.2.3.3 Login Failure Configuration 

To prevent malicious login attempts for the sake of security, the system provides the login 

failure control function, allowing you to set the maximum number of failed login attempts and 

the action upon excessive attempts, and to lock or unlock IP addresses or accounts. 

Choose Administration > Configuration > System Configuration. Under Login Failure 

Config, configure parameters. Table 10-6 describes login failure parameters. 

To unlock IP addresses or accounts, you can click Unlock IP/Account and select IP addresses 

or accounts to be unlocked. 

Table 10-6 Parameters for configuring login failure settings 

Parameter Description 

Max Login Attempts Specifies the maximum number of failed login attempts allowed. It is an integer 

ranging from 3 to 10. 

Action upon Excessive 

Attempts 

Specifies the action taken against the user whose number of login attempts 

exceeds the specified maximum. The value can be Not process, Lock IP, or 

Lock account. 

Lockout Duration Specifies the duration when the IP address or account remains locked. By default, 

it is 20 minutes. This parameter is available only after Action upon Excessive 

Attempts is set to Lock IP or Lock account. 

 

10.2.3.4 Auto Logout 

For the sake of device security, the system provides the auto logout time setting function. 

After login to the web-based manager, if you remain inactive until the specified auto logout 

time expires, the system logs you out automatically by taking you to the login page. To 

continue using the system, you must log in again. 

Choose Administration > Configuration > System Configuration. Under Auto Logout, set 

the auto logout time. The value of Time should be within the range of 0–999999 in minutes. 

The value 0 indicates that auto logout is disabled. The default value is 10 minutes. 
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10.2.3.5 HTTP Host Header Configuration 

Enabling HTTP host header defense can enhance the defense capability of RSAS. After this 

function is enabled, RSAS can be accessed only from the IP addresses or domain names 

included in the HTTP host list and network interface configuration. 

Choose Administration > Configuration > System Configuration. Under HTTP Host 

Header Configuration, enable HTTP Host Header Defense, type a custom host header, and 

click Add to add it to the list. 

For example, the IP address of RSAS is 10.65.20.172. After aaa.com is added as a custom 

host header, you can access RSAS by typing https://aaa.com in the address bar. 

10.2.3.6 Special Parameters 

Special parameters are used to control packet capture and remote assistance functions. For the 

function details, see sections Capturing Packets and Configuring Remote Assistance. 

Choose Administration > Configuration > System Configuration. Under Special 

Parameters, enable special parameters. Then remote assistance and packet capture functions 

become available under Administration > Service > System Service. 

10.2.3.7 Disk Usage Alert Threshold 

When the disk space used by data reaches the threshold, the system notifies the administrator 

by generating an alert. 

Choose Administration > Configuration > System Configuration. Under Disk Usage Alert 

Threshold, specify the percentage of disk usage for the system to generate an alert. The 

default value is 80%. 

10.2.3.8 SNMP Trap Configuration 

RSAS supports management via the Simple Network Management Protocol (SNMP). RSAS 

can not only respond to queries from the SNMP manager as an agent by returning information 

about its running status, but also send trap messages to the SNMP manager. 

Choose Administration > Configuration > Network. Under SNMP Trap Configuration, 

configure SNMP trap parameters as described in Table 10-7. 

Table 10-7 Parameters for configuring SNMP traps 

Parameter Description 

Status Specifies the status of SNMP trap. Options include Enable and Disable. 

Version Specifies an SNMP version supported by RSAS. Options include v1, v2, and v3. 

IP Type Specifies the IP address type of the SNMP manager, which can be IPv4 or IPv6. 

IP Specifies an IPv4 or IPv6 address. For the format of the IP address, see the prompt 

on the GUI. 

Port Specifies the port used for communication with the SNMP manager. 

Interval Specifies the interval for communication with the SNMP manager. 

v1/v2 Community Specifies the community string used by the SNMP manager for access to RSAS. 

v3 User Name Specifies the SNMPv3 user name. It must consist of at least 8 characters and 
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Parameter Description 

cannot contain Chinese or special characters. 

Security 

Level 

Specifies the security level of SNMPv3 authentication, which can be Not 

authenticate or encrypt, Authenticate, or Authenticate and encrypt. 

Authenticati

on Protocol 

Specifies the protocol used for authentication, which can be MD5 or SHA. 

Authenticati

on Key 

Specifies the key used for authentication, which must be at least 8 characters long 

and contain only digits and letters. 

Encryption 

Protocol 

Specifies the encryption algorithm used for transmitting messages, which can 

be DES or AES. 

Encryption 

Key 

Specifies the key used for encryption, which must be at least 8 characters long and 

contain only digits and letters. 

EngineID SNMP engine ID of the SNMP engine, which is a string of 10–64 hexadecimal 

characters, such as 0x1234567890. 

 

10.2.3.9 System GUI Customization 

Choose Administration > Configuration > System Configuration. Under System GUI 

Customization, configure system information. Table 10-8 lists system information that can be 

customized. 

Table 10-8 Customizable system information 

Parameter Description 

Company Logo Specifies NSFOCUS's company logo on the login page. 

HTTP Report Header Logo Specifies the logo shown on the header of HTTP reports. 

Product Name Specifies the system name. All pages with the system name shown will 

be changed accordingly. 

Company Name Specifies the company to which RSAS belongs. All pages with the 

company name shown will be changed accordingly. 

Login Page Copyright Info Controls whether to display the copyright statement on the login page. 

Home About Page Controls whether to display information about NSFOCUS on the About 

page of the homepage. 

Save settings After modifying any of the foregoing parameters, click OK to make the 

settings take effect. 

 

10.2.3.10 Mail Server 

RSAS can store a specified number of offline reports for future query. Due to the limited hard 

disk space, RSAS supports the use of a mail server to store reports. The mail server can also 

be used for sending alert messages by email. 

To use a mail server for saving reports or sending email alerts, you must configure it properly. 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 97 V6.0R04F04 

 

Choose Administration > Configuration > System Configuration. Under Mail Server, 

configure mail server parameters. 

Table 10-9 Parameters for configuring a mail server 

Parameter Description 

Authenticate By Specifies the authentication mode for access to the mail server. 

Mail Server Address Specifies the address of the mail server. It can be an IP address (IPv4 or IPv6) or 

a domain name. 

Port Specifies the port for the mail server to send email messages. 

Email Specifies the email address for login to the mail server. 

Password Specifies the password for login to the mail server. 

Test Email 

Configuration 

You can click Test Email Configuration to make RSAS send a mail to the 

specified email account by RSAS, thus checking whether parameter settings are 

correct. 

 

10.2.3.11 License Expiration Warning 

To ensure the proper use of the system, RSAS automatically reminds users by popup or email 

to renew the license when the license is about to expire. 

To receive a license expiration warning by email, you need to firstly configure a mail server 

as instructed in Mail Server and configure the following email parameters. 

Choose Administration > Configuration > System Configuration. Under License 

Expiration Warning, configure the email address for receiving reminders, and specify the 

reminding frequency. The email content is the same as that provided on the UI, as shown in 

Figure 10-1. 

 

 

The system displays a warning when the license is about to expire. You can set a period 

during which you will not be reminded again. To use RSAS properly, please timely 

import a new license as prompted. 

 For a paid license, within 30 days before the license expires, the system displays 

the first warning. You will also receive the warning when the license has expired. 

You can choose to be reminded 1 month later, 1 week later, 3 days later, or never 

be reminded. 

 For a trial license, within seven days before the license expires, the system displays 

the first warning. You can choose to be reminded 3 days later or never be reminded. 
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Figure 10-1 License expiration notification 

 

 

10.2.3.12 Password Policy 

To ensure system security based on login controls, you can set a password policy. 

Choose Administration > Configuration > System Configuration. Under Password 

Policy, configure parameters. Table 10-10 describes parameters for configuring a password 

policy. 

Table 10-10 Parameters for configuring a password policy 

Parameter Description 

Password Length Specifies the minimum length of the administrator's password. The length range 

is 8 to 32 characters. 

Password Strength Specifies the strength of the administrator's password. The value range is 1–4, 

indicating one to four types of the following characters: lowercase letters, 

uppercase letters, digits, special characters (@ # $ ^ _). 

 1: contains at least one of the acceptable character types. 

 2: contains at least two of the acceptable character types. 

 3: contains at least three of the acceptable character types. 

 4: contains all acceptable character types. 

Password Age Specifies how long a password can be used before the system requires the user 

to change it. 

Account Inactivity 

Period 

Specifies how long an account can remain unused before being disabled. Only 

the system administrator (admin) can enable accounts disabled this way. 
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10.2.3.13 Port Screening 

You can specify ports that will be ignored by RSAS during scanning. However, IP addresses 

on the allowlist are not affected by port screening settings. 

Choose Administration > Configuration > System Configuration. Under Port Screening, 

specify the following parameters:  

⚫ Port: specifies port numbers to be screened. You can type multiple port numbers 

separated by the comma (,) or a port range such as 11-200. 

⚫ IP allowlist: specifies IP addresses immune to port screening settings. You can type 

individual IP addresses, IP ranges, or IP segments in CIDR notation, separated by the 

comma or carriage return. Both IPv4 and IPv6 are supported. 

10.2.3.14 Web Port Configuration 

After a custom web port is enabled, you should access RSAS via this port. 

Choose Administration > Configuration > System Configuration. Under Web Port 

Configuration, enable the custom web port and type the port number. 

10.2.3.15 System Configuration 

Choose Administration > Configuration > System Configuration. Under System 

Configuration, click Click to Obtain to download the package to a local disk drive. Type the 

decompression password (namely, the device hash displayed under Administration > 

Status > System Status) to view the system information. 

10.2.3.16 Maximum Bandwidth 

To ensure the proper functioning of the network, you can limit the maximum bandwidth 

assigned to RSAS for executing scanning tasks. 

Choose Administration > Configuration > System Configuration. Under Max Bandwidth 

(Mbps), set the maximum bandwidth in Mbps. The value is an integer in the range of 1–

10000000. 

10.2.3.17 Syslog Synchronization 

RSAS supports sending audit logs to the syslog server. 

Choose Administration > Configuration > System Configuration. Under Syslog Sync, 

enable syslog and configure syslog server parameters. Table 10-11 describes syslog server 

parameters. 

Table 10-11 Parameters for configuring a syslog server 

Parameter Description 

Syslog IP/Syslog Port Specifies the IP address and port of the syslog server that receives audit logs 

from RSAS. The default port number is 514. 

Syslog Protocol Specifies the protocol configured for the syslog server that receives audit logs 

from RSAS. 
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10.2.3.18 WSUS Configuration 

Windows Server Update Services (WSUS) is a web-based solution for patch distribution. It 

allows users to manage the distribution of updates released for all Microsoft products, 

including Office and SQL Server. After WSUS is set for the intranet, all Windows updates are 

downloaded to the WSUS server from which intranet hosts obtain these updates. This avoids 

bandwidth usage for external network traffic and enables intranet hosts to update efficiently. 

Choose Administration > Configuration > System Configuration. Under WSUS 

Configuration, configure WSUS server parameters, as described in Table 10-12. 

Click Download to download the package to the target host and then run wsus.reg. 

Table 10-12 Parameters for configuring a WSUS server 

Parameter Description 

WSUS Controls whether to enable the collaboration with the WSUS server. 

WSUS IP Specifies the IP address of the WSUS server. 

Installation Mode Specifies when to install the update after the collaboration configuration file is 

imported. 

 Remind me: asks users whether to install the update immediately after the 

collaboration configuration file is imported. 

 Never remind me: installs the upgrade immediately after the collaboration 

configuration file is imported. 

 

 

You can run the unset-wsus.reg command to remove WSUS settings. 

 

10.2.4 Configuring Task Settings 

This section describes how to configure task-related parameters. 

10.2.4.1 Report FTP 

To back up reports to an FTP/SFTP server, you must properly configure the FTP/SFTP server. 

Choose Administration > Configuration> Task Configuration. Under Report FTP, 

configure server parameters. 

Table 10-13 Parameters for configuring an FTP or SFTP server 

Parameter Description 

FTP Server IP/FTP 

Server Port 

Specifies the address and port of the FTP or SFTP server. It can be an IPv4 

address or a domain name. 

FTP Server Encoding Specifies the encoding format used by the FTP or SFTP server for storing reports. 

For a Windows-based FTP or SFTP server with the UTF-8 encoding to properly 

receive reports of a scanning task, you must specify an English task name and 
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Parameter Description 

enable both Auto Generation and Upload via FTP. For details about how to 

create a task, see New Task. 

Path Specifies the directory of the FTP or SFTP server for saving logs. If the root 

directory is used to save logs, set the path to /. 

User Name/Password Specifies the user name and password used for login to the FTP or SFTP server. 

This account must have the read-write permission. 

Test FTP Configuration You can click Test FTP Configuration to make RSAS upload a file to the FTP 

server, thus checking whether parameter settings are correct. 

 

10.2.4.2 Concurrent Tasks 

Concurrent tasks refer to multiple task execution requests that are processed simultaneously. 

RSAS supports concurrent tasks. 

Choose Administration > Configuration > Task Configuration. Under System 

Concurrency, configure the following parameters: 

⚫ Max Concurrent Scan Hosts: specifies the maximum number of hosts that can be 

scanned simultaneously in a single scanning task. 

⚫ Max Concurrent Scan Tasks: specifies the maximum number of scanning tasks that can 

be executed simultaneously. 

⚫ Max Concurrent Plugins: specifies the maximum number of plugins that can be 

executed simultaneously. 

10.2.4.3 Risk Metrics 

Choose Administration > Configuration> Task Configuration. Under Risk Metrics, click 

Configuration to configure risk level metrics and risk score weights. 

⚫ Host Risk Level 

Host risk levels are graded based on the vulnerabilities and configuration risks of hosts. 

First, RSAS determines the risk score of a host by using the NSFOCUS Risk Assessment 

Model. Then it grades the host at the level of very vulnerable, vulnerable, safe, or very 

safe according to the host risk level metrics. 

⚫ Image Risk Level Metrics 

Image risk levels are graded based on the vulnerabilities and configuration risks of 

images. First, RSAS determines the risk score of an image by using the NSFOCUS Risk 

Assessment Model. Then it grades the image at the level of very vulnerable, vulnerable, 

safe, or very safe according to the image risk level metrics. 

⚫ Network Risk Level Metrics 

The network risk level is the weighted average of risk score of all hosts on the network. 

First, RSAS determines the network risk score by using the NSFOCUS Risk Assessment 

Model. Then it grades all hosts on the network at the level of very vulnerable, 

vulnerable, safe, or very safe according to the network risk level metrics 

⚫ Website Risk Level Metrics 

The website risk level is the weighted average of risk score of all websites on the 

network. First, RSAS determines the website risk score by using the NSFOCUS Risk 
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Assessment Model. Then it grades all websites on the network at the level of very 

vulnerable, vulnerable, safe, or very safe according to the website risk level metrics. 

⚫ Host Risk Weights 

RSAS calculates the general risk score of hosts by using the NSFOCUS Risk Assessment 

Model based on the proportions of vulnerabilities and configuration risks. Therefore, you 

must configure such proportions in the assessment model in advance. 

⚫ Images Risk Weights 

RSAS calculates the general risk score of images by using the NSFOCUS Risk 

Assessment Model based on the proportions of vulnerabilities and configuration risks. 

Therefore, you must configure such proportions in the assessment model in advance. 

10.2.4.4 Authentication Management 

RSAS can collaborate with OSMS. After OSMS information is properly configured, RSAS 

can obtain authentication information of the scanned hosts from OSMS. 

Choose Administration > Configuration > Task Configuration. Under Authentication 

Management, configure parameters. 

Table 10-14 OSMS Parameters 

Parameter Description 

OSMS IP Specifies the IP address of OSMS. 

OSMS Port Specifies the port number of the SSH service on OSMS, which must 

be the same as that set on OSMS. The default port is 22. 

OSMS Account Specifies the account for login to OSMS. 

OSMS Password Specifies the password for login to OSMS. 

Auto Update Specifies how often RSAS obtains host information updates from 

OSMS automatically. By default, host information is updated daily. 

You can specify the time for the daily update. Update Cycle 

Upgrade Time 

 

10.2.4.5 Default Task Parameters 

Choose Administration > Configuration > Task Configuration. Under Default Task 

Parameters, you can enable or disable certain task parameters. 

Table 10-15 Default task parameters 

Parameter Description 

Debug Mode By default, it is not enabled. 

This parameter is useful when an error occurs during the execution of a scanning 

task. If the debug mode is enabled, task execution information is recorded. When 

an error occurs, the error information will be exported and sent to the technical 

support personnel of NSFOCUS for analysis. 

Password Guess By default, it is not enabled. 

If password guess is enabled and login check is not performed on the host, RSAS 

checks the passwords on scan targets based on the password dictionary. For details 
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Parameter Description 

about the password dictionary, see Password Dictionary. 

Oracle Deep Scan By default, it is enabled. 

 Disable: indicates that RSAS reports only the identification and thorough scan 

of vulnerabilities regarding the Oracle service. 

 Enable: indicates that RSAS reports all vulnerabilities, including local 

vulnerabilities regarding the Oracle service. In this case, you need to enable 

and configure Oracle parameters for the vulnerability scanning policy, in 

addition to manually adding the authentication information. 

Login Check By default, it is enabled. 

If this is enabled, Login Check is enabled by default for assessment tasks, 

indicating that RSAS checks whether the host configuration is compliant with 

relevant requirements. 

Remote OpenSSH 

Version Scan 

By default, it is not enabled. 

 Enable: indicates that RSAS remotely scans OpenSSH versions. 

 Disable: indicates that RSAS does not remotely scan OpenSSH versions. 

Remote NTP Version 

Scan 

By default, it is not enabled. 

 Enable: indicates that RSAS remotely scans NTP versions. 

 Disable: indicates that RSAS does not remotely scan NTP versions. 

 

10.2.4.6 Code Audit Task Configuration 

Code audit tasks discover security defects in code files and noncompliance against coding 

specifications. The code audit task configuration limits the code file size and scanned code 

quantity supported by RSAS. 

Choose Administration > Configuration > Task Configuration. Under Code Audit Task 

Configuration, configure the allowable maximum size of the compressed code file to be 

uploaded and code lines to be scanned. 

10.2.4.7 System Hardening/Rollback Concurrency 

Choose Administration > Configuration> Task Configuration. Under System 

Hardening/Rollback Concurrency, set the maximum number of concurrent 

hardening/rollback tasks allowed. 

10.2.4.8 Collaboration with NF 

RSAS can collaborate with NF. To ensure that NF is properly connected to RSAS, you must 

configure required parameters on both RSAS and NF. Here, only the collaboration 

configuration on RSAS is described. For collaboration settings on NF, see the related user 

guide of NF. 

After RSAS is successfully connected to NF, RSAS can obtain protection policies from NF 

and display information about protected IP addresses and vulnerabilities on RSAS. The final 

protection result will then be uploaded to NF. 

Choose Administration > Configuration > Task Configuration. Under Collaboration with 

NF, configure parameters. Table 10-16 describes parameters for configuring 
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collaboration with NF. After RSAS is connected to NF, Collaboration Status is displayed as 

Connected, indicating that RSAS now can collaborate with NF. 

Table 10-16 Parameters for configuring collaboration with NF. 

Parameter Description 

Collaboration Status Shows whether RSAS is successfully connected to NF. 

Collaborative IP Specifies the IP address of NF to which RSAS will connect. 

Password Specifies the password, which should be the same as that set on NF. 

10.3 Services 

The module allows you to manage system upgrades, system restoration, and system services. 

10.3.1 System Upgrade 

RSAS supports both manual update and automatic update. For manual upgrade, you need to 

first obtain the update package and then install it. For automatic upgrade, you only need to 

configure related parameters so that the system can check update packages at a specified 

interval. When finding the latest one, the system installs it automatically. 

Scheduled Upgrade 

If RSAS can communicate with the upgrade server properly, the system can be automatically 

upgraded. 

Choose Administration > Service > System Upgrade. Under Scheduled Upgrade, 

configure scheduled upgrade parameters as described in Table 10-17. 

Table 10-17 Parameters for scheduled upgrade 

Parameter Description 

Upgrade URL Specifies the address of the upgrade server from which update packages will be 

obtained. 

Upgrade Cycle Indicates that the system checks whether a new update package is available on the 

upgrade server every day. 

Upgrade Time Specifies the time when the system checks whether a new update package is 

available on the upgrade server every day. 

The time should be in the format of HH:MM such as 12:38. 

Installation Mode Specifies how to install the new update package. Options include the following: 

 Auto install: When a new update package is detected, it will be submitted to the 

queue for an automatic upgrade. 

 Remind me: When a new update package is detected, the system prompts a 

message in the lower-right corner of the web-based manager. Clicking this 

prompt opens the System Upgrade page where you can instantly upgrade the 

device as required. For details about the instant upgrade, see Instant Upgrade. 
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Parameter Description 

 Disable auto upgrade: indicates that the automatic upgrade function is 

disabled. 

Use HTTP Proxy Controls whether an HTTP proxy is used for RSAS to connect to the upgrade server. 

If yes, you need to turn on this switch and then set Proxy Address, Port, User 

Name, and Password. 

 

Instant Upgrade 

The instant upgrade refers to the process in which you check for new update packages 

manually and upgrade the device instantly when a new update package is available. 

Choose Administration > Service > System Upgrade. Under Instant Upgrade, select the 

update packages and click Upgrade. 

⚫ Click Check for Update. 

The system will immediately connect to the upgrade server and check whether and how 

many update packages are available. If yes, you can click the number of available 

updates to view their details. 

⚫ Click Historical Updates to view the update results and all historical updates. 

Manual Upgrade 

When RSAS fails to connect to the upgrade server, you need to upgrade it manually. 

Choose Administration > Service > System Upgrade. Under Manual Upgrade, select an 

update package and click Upgrade. 

For the download path of update packages, see the information displayed on the UI. 

 

 

 You cannot upgrade the system manually while a scanning task is being executed. 

 You cannot upgrade the system manually while a system restoration is being 

performed. 

 During a manual upgrade, you need to install available update packages one by one 

from the earliest to the latest. 

 

10.3.2 System Restoration 

With the system restoration function, you can conveniently back up the system or restore the 

current system back to the state at a restore point. 

System restoration: backs up configuration files and databases. With this function, you can 

use a backup file to restore only the system configuration of the same version on the same 

device. 

You can manually create a restore point file, which is then saved in the system. The system 

saves only one restore point file that can be exported to a local disk drive. The restore point 

file name contains the product version and backup time. 
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Creating a Restore Point 

Choose Administration > Service > System Restoration. Click Create to create a restore 

point. The new restore point will overwrite the previous one, and the most recent restore point 

file will be displayed. 

Exporting a Restore Point File 

RSAS saves only the latest restore point file. Therefore, you are advised to export each restore 

point file to a local disk drive for backup. Later, you can import such a file to restore the 

system to the state recorded in the file. 

Choose Administration > Service > System Restoration. Click the restore point file name 

to export it to a specified local directory for backup. 

Restoring the System 

The system restoration function is used to restore the system to the state at a restore point. 

Note that only the restore point file of the same version as the current system can be used for 

system restoration. 

Choose Administration > Service > System Restoration. You can restore RSAS to the state 

at a certain restore point in either of the following ways: 

⚫ Using a restore point file saved in the system 

− This can only restore the system to the state recorded in the latest restore point file. 

− Click Restore next to User Restore Point to restore the system to the state recorded 

in the latest restore point file. 

⚫ Using a local restore point file 

− This can restore the system to the state recorded in any restore point file. 

− Select a restore point file, and click Restore to restore the system to the state 

recorded in the restore point file. 

10.3.3 System Service 

With the system service function, you can conveniently configure remote assistance, expert 

diagnosis, DNS cache, diagnosis log debug mode, diagnosis log download, and network 

packet capture parameters. 

10.3.3.1 Configuring Remote Assistance 

When a failure occurs in the system, you may need to contact NSFOCUS technical support 

for remote assistance. The technical support personnel of NSFOCUS can remotely log in to 

RSAS via SSH for troubleshooting. 

After the Special Parameters function is enabled, choose Administration > Service > System 

Service. Click Configuration next to Remote Assistance to enable remote assistance and 

configure allowed IPv4 addresses. Then the login key used by the specified IP address for 

remote access to RSAS and its QR code are displayed below, as shown in Figure 10-2. 
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Figure 10-2 Remote assistance 

 

 

10.3.3.2 Configuring Expert Diagnosis 

When RSAS is faulty and requires remote assistance, technical support personnel of 

NSFOCUS can remotely log in to RSAS via SSH for troubleshooting. 

Choose Administration > Service > System Service and enable or disable expert diagnosis. 

⚫ Expert diagnosis is available only when RSAS can access the Internet. 

− If the faulty device can access the SSH server, the device will map its own SSH port 

to the SSH server. 

− If the faulty device cannot access the SSH server, but a host that is reachable from the 

device can access the SSH server, run PortGo.exe on this host and complete related 

settings. After that, the SSH port on the device can be mapped to the SSH server. 

⚫ If the faulty device cannot access the Internet, the expert diagnosis function is 

unavailable. 

 

 

PortGo.exe is provided and used by field engineers. Therefore, it is not delivered with 

RSAS. 

A host for technical support can connect to multiple RSAS devices mapping to SSH 

clients, but multiple hosts for technical support cannot connect to such an RSAS device 

at the same time. 
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10.3.3.3 Configuring DNS Cache 

The DNS cache is provided to improve the web scanning performance of RSAS. Specifically, 

the IP addresses corresponding to scanned domain names are saved in a local disk drive. The 

cache refreshes every 15 minutes. By default, this function is disabled. 

Choose Administration > Service > System Service and enable or disable the DNS cache. 

10.3.3.4 Configuring Diagnosis Log Debug Mode 

By default, the system records diagnosis logs at the INFO level and above. After the diagnosis 

log debug mode is enabled, the system records diagnosis logs at the Debug level and above. 

Choose Administration > Service > System Service and enable or disable the diagnosis log 

debug mode. 

10.3.3.5 Downloading Diagnosis Logs 

After an RSAS device becomes faulty, you can download fault diagnosis logs and then send 

them to technical support personnel of NSFOCUS for troubleshooting. 

Choose Administration > Service > System Service. For Diagnosis Log, select the logs and 

click Download Log to save them to a local disk drive. 

10.3.3.6 Capturing Packets 

RSAS can capture packets on network interfaces for analysis and debugging. 

After the Special Parameters function is enabled, choose Administration > Service > System 

Service and navigate to Network Packet Capture. 

⚫ Click Start Capture to enable RSAS to capture packets. 

RSAS will capture packets that pass all network interfaces that are enabled. 

⚫ Click Stop Capture to stop packet capture. 

RSAS can capture a maximum of 1 million packets each time. If you do not stop 

capturing packets when the maximum is reached, RSAS will stop the capture 

automatically. 

⚫ Click the packet capture file displayed below to download the captured packets. 

10.4 Users 

Permissions 

Initially, the system only provides the default system administrator admin and audit 

administrator auditor. For information about the two accounts, see Default Parameters. 

Administrators fall into system administrators and common administrators. The default 

system administrator admin can create both types of administrators. Table 10-18 describes 

administrator permissions. 
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Table 10-18 Administrator permissions 

Role Permissions 

admin Has permissions except for log management. 

auditor By default, the audit administrator auditor is disabled and can be enabled only 

by admin. Once enabled, auditor should change his or her login password and 

cannot be disabled. auditor has the following permissions: 

 Manages logs. 

 Views and modifies his or her own information. 

 Imports and exports a license. 

Custom system 

administrators (can be 

created only by admin) 

 Have permissions assigned by admin. If admin does not assign 

permissions to custom system administrators, they, by default, have all 

permissions except for dashboard configuration and system management 

(user management) and log management. 

 View and modify their own information. 

Common administrators 

(can be created only by 

admin) 

 Have permissions assigned by admin. If admin does not assign 

permissions to common administrators, they, by default, have permissions 

of system status and common tools, and other permissions than system 

management, collaboration management, log management, and dashboard 

configuration. 

 View and modify their own information. 

 

Creating an Account 

Choose Administration > User. The Administrator List page appears. Click Add and 

configure administrator parameters as described in Table 10-19. The new administrator 

account is enabled by default. Table 10-20 describes operations that are allowed for an 

administrator account. 

Table 10-19 Parameters for creating an administrator 

Parameter Description 

User Name Specifies the user name to be typed on the login page for access to RSAS. 

It is a string of no more than 20 characters and must start with a letter followed by 

letters, digits, and/or underscores. 

Administrator Name Specifies the name of the new administrator. It cannot contain more than 20 

characters. 

Password Specifies the password typed on the login page for access to RSAS. 

For password security settings, see Password Policy. 

Confirm Password Requires you to type the password again for confirmation. 

Email Address Email address of the new administrator. 

Role User role of the new administrator. Two roles are available: System administrator 

and Common administrator. 

Permissions Grants permissions to the new administrator. You can select permissions from the 

drop-down list. 
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Parameter Description 

 

 If Role is set to System administrator, the new administrator has 

configuration permissions of all modules. 

 If Role is set to Common administrator, the new administrator has certain 

permissions (authentication, system status, and common tools) by default. 

You can assign other permissions (asset management, data interface, and 

license management) as required. 

Accessible IP Range Specifies the IP addresses or address ranges that are allowed for login. *.*.*.* 

indicates any IP addresses. Both IPv4 and IPv6 addresses are allowed. Multiple IP 

addresses or IP address ranges should be separated by the comma (,), semicolon (;), 

carriage return, or space. An IP address preceded by an exclamation (!) is excluded 

from access to RSAS. 

 IPv4 addresses or address ranges can be typed as follows: 

192.168.1.1 

192.168.1.1–254 

192.168-1/24 

192.168.1.* 

192.168.1–10.* 

!192.168.1.1 

 IPv6 addresses or address ranges can be typed as follows: 

2001::db8:2003 

2001::db8:2003/96 

!2001::db8:2003 

Scannable IP Range Specifies IP addresses or address ranges that the new administrator can take as scan 

targets. 

Requirements for typing IP addresses and IP address ranges here are the same as 

those for Accessible IP Range. 

Account Validity 

Period 

Specifies the validity period of the account. After the validity period expires, this 

administrator account will be invalid. 

The value range is 0–1000, in days. The default value is 0, indicating no limit. 

 

Table 10-20 Allowed operations on administrator accounts 

Operation Description 

Enables/Disable Click Enable or Disable in the Operation column of an administrator account to change 

its status. 

Edit Any administrator can manage his or her own information by clicking the user name in 

the quick access bar. 

admin can manage the information of admin, custom system administrators, and 

common administrators. 

Delete Only admin can delete an administrator account. 

Reset Password Only admin can reset the password for an administrator account. 

After you confirm to reset the password, RSAS randomly generates a new 

password, which cannot be queried later. Therefore, admin needs to manually copy the 
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Operation Description 

password and notify the user. 

 

10.5 Common Tools 

RSAS provides common tools for device diagnosis and troubleshooting. This section 

describes how to use these tools. 

Choose Administration > Common Tools. You can use the following tools to check the 

connection status of the current network and the NIC status. 

10.5.1 Ping 

The ping command checks the operating status of the target device or the status of the 

connections between RSAS and other devices on the network. The command output facilitates 

network fault analysis and troubleshooting. Type the IPv4 address, IPv6 address, or host name 

of the target device in the text box and click Ping. Then the command output appears. 

During the command execution, you can click  to stop running this command. In addition, 

you can turn on the Scroll switch to scroll through the command output. 

10.5.2 Traceroute 

The Traceroute command checks the number of routes between RSAS and the target IP 

address. Type the IPv4 address, IPv6 address, or host name of the target device in the text box 

and click Traceroute. Then the command output appears. 

During the command execution, you can click  to stop running this command. In addition, 

you can turn on the Scroll switch to scroll through the command output. 

10.5.3 Dig 

As a part of the Bind suite (official website: http://www.isc.org), the dig command collects 

information from DNS servers for fault diagnosis. Type the IPv4 address, IPv6 address, or 

host name of a DNS server in the text box and click Dig. Then the command output appears. 

During the command execution, you can click  to stop running this command. In addition, 

you can turn on the Scroll switch to scroll through the command output. 

10.5.4 Nmap 

Nmap (Network Mapper) is a port scanner used for network scanning and sniffing in the 

Linux environment. It provides three functions: 

⚫ Checking whether the host is online 
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⚫ Scanning host ports to discover network services on such ports 

⚫ Determining the operating system running on the scanned hosts 

Type the IPv4 address, IPv6 address, or name of a target host in the text box and click Nmap. 

Then the command output appears. 

During the command execution, you can click  to stop running this command. In addition, 

you can enable the Scroll switch to scroll through the command output. 

10.5.5 Telnet 

Telnet is a standard protocol and a major way for remote login through the Internet. Here, it is 

mainly used for remote management of RSAS. Configure the host, port (23 by default), user 

name, password, and command and then click Execute. If the user name and password are 

correctly typed, the command output is displayed. 

During the command execution, you can click  to stop running this command. In addition, 

you can turn on the Scroll switch to scroll through the command output. 

10.5.6 SSH 

SSH here is used for remote management of RSAS. Configure the host, port (22 by default), 

user name, password, and command and then click Execute. If the user name and password 

are correctly typed, the command output is displayed. 

During the command execution, you can click  to stop running this command. In addition, 

you can turn on the Scroll switch to scroll through the command output. 

10.5.7 Route Information 

The route information here indicates the real-time route information of RSAS. 

10.5.8 Curl 

Curl an open-source command line tool and library for transferring data with URL syntax. It 

supports such protocols as FTP, FTPS, HTTP, and HTTPS. Currently, RSAS only allows users 

to use Curl 7.15.1 to obtain website information. 

Type the URL (for the format specification, see the description on the UI) of the 

target website in the text box and click Curl. Then the command output appears. 

During the command execution, you can click  to stop running this command. In addition, 

you can turn on the Scroll switch to scroll through the command output. 
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11 Collaboration Management 

This chapter contains the following sections: 

Section Description 

Security Center Describes how to configure the collaboration between RSAS and security cnters. 

Agent Management Describes how to configure the collaboration between RSAS and an agent. 

11.1 Security Center 

RSAS can connect to NSFOCUS Enterprise Security Planning Customer V6 (ESPC V6), 

Threat and Vulnerability Management (TVM) Platform, NSFOCUS Intelligent Security 

Operations (ISOP) Platform, and NSFOCUS Cloud Security System (NCSS) for 

collaboration with these platforms. To ensure that the management platform is properly 

connected to RSAS, you must configure required parameters on both RSAS and the 

management platform. Here, only the collaboration configuration on RSAS is described. For 

collaboration settings on the management platforms, see their respective user guides. 

Configuring Collaboration with ESPC V6 

RSAS can connect to NSFOCUS ESPC V6, which is a centralized management platform for 

NSFOCUS products. The following features of NSFOCUS ESPC greatly improve the 

management efficiency: 

⚫ Unified monitoring of multiple products 

⚫ Configuration of tasks in a centralized manner 

⚫ Comprehensive management of reports 

Choose Collaboration > Security Center. Configure the collaboration parameters with 

ESPC V6 as described in Table 11-1. 

 

 

Before RSAS is detected by ESPC and added to the latter, the status is displayed as 

Connecting. 

If collaboration with another device has been configured, when configuring 

collaboration with ESPC V6, you need to first disable the current collaboration, click 

OK, and then configure the collaboration parameters. 
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Table 11-1 Collaboration with ESPC V6 

Type Parameter Description 

Basic Configuration Local IP Specifies the IP address of RSAS for communication with 

ESPC V6. 

IP/Port Specifies the IP address and port number of ESPC for 

communication with RSAS. Select ESPC V6 for Version, and 

then enable the function. 

Advanced Settings 

(When the connection 

to ESPC V6 requires 

authentication you 

need to expand 

Advanced Options). 

NSFOCUS 

Enterprise 

Security 

Planning 

Customer 

(ESPC) 

 If you set Mode to SSL or TCP, you can use the default 

port. If you want to use a different port, ensure that the 

port you set is the same as the one set on ESPC. 

 If you set Mode to AES, you need to ensure that this 

mode is also enabled on ESPC that connects to RSAS. 

 

Configuring Collaboration with TVM/ ISOP 

RSAS can collaborate with TVM and ISOP. 

⚫ TVM provides unified measurement, analysis, and management of the security factors of 

internal vulnerabilities and external threats, which can effectively defend against the 

changing security vulnerabilities. 

⚫ As an all-scenario intelligent security operations platform for traditional IT security, 

ISOP fully monitors security situations with real-time security threat alerts, and offers 

full lifecycle management on assets and vulnerabilities, and automated emergency 

response for security. 

Choose Collaboration > Security Center. Configure the collaboration parameters with 

TVM/ISOP, as described in Table 11-2. 

 

 

Before RSAS is detected by TVM/ISOP and added to the latter, the status is displayed 

as Connecting. 

If collaboration with another device has been configured, when configuring 

collaboration with TVM or ISOP, you need to first disable the current collaboration, 

click OK, and then configure the collaboration parameters. 

 

Table 11-2 Parameters for collaboration with TVM and ISOP 

Type Parameter Description 

Basic 

Configuration 

Local IP Specifies the IP address of RSAS for communication with TVM or 

ISOP. 

IP/Port Specifies the IP address and port number (443 by default) of TVM or 

ISOP for communication with RSAS. Select TVM/ISOP for Version, 

and then enable the function. 
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Configuring Collaboration with WebSafe 

RSAS can collaborate with WebSafe. WebSafe provides security event monitoring and 

vulnerability scanning services such as web defacement and web page trojans. It can 

accurately defend against known and unknown attacks, effectively protecting 

customers' website applications. 

Choose Collaboration > Security Center. Configure the collaboration parameters with 

WebSafe, as described in Table 11-3. 

 

 

Before RSAS is detected by WebSafe and added to the latter, the status is displayed as 

Connecting. 

If collaboration with another device has been configured, when configuring 

collaboration with WebSafe, you need to first disable the current collaboration, click 

OK, and then configure the collaboration parameters. 

 

Table 11-3 Parameters for configuring collaboration with WebSafe 

Type Parameter Description 

Basic 

Configuration 

Local IP Specifies the IP address of RSAS for communication with 

WebSafe. 

IP/Port Specifies the IP address and port number (443 by default) of 

WebSafe for communication with RSAS. Select WebSafe for 

Version, and then enable the function. 

 

Configuring Collaboration with NCSS 

RSAS can collaborate with NCSS. As an abstracted security service in the resource pool of 

NCSS, RSAS can be combined with other services and published. Also, you can monitor 

RSAS and view its alerts on NCSS in a centralized manner. 

Choose Collaboration > Security Center. Configure the collaboration parameters with 

NCSS, as described in Table 11-4. 

 

 

Before RSAS is detected by NCSS and added to the latter, the status is displayed as 

Connecting. 

If collaboration with another device has been configured, when configuring 

collaboration with NCSS, you need to first disable the current collaboration, click OK, 

and then configure the collaboration parameters. 

 

Table 11-4 Parameters for configuring collaboration with NCSS 

Type Parameter Description 

Basic 

Configuration 

URL/IP Specifies the domain name and IP address of NCSS for 

communication with RSAS. Then enable this function. 
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11.2 Agent Management 

After an agent is installed on a target host, the agent communicates with RSAS or the 

platform by using heartbeats and reports specific information about the target host every four 

hours for vulnerability scanning of RSAS or the platform. 

11.2.1 Collaboration Process 

Table 11-5 shows the configuration process for collaboration with an agent. 

Table 11-5 Collaboration with an agent 

Solution Scenario Standalone Scenario 

1. Select Platform for Collaboration 

Solution. The Agent List and 

Agent Download tabs are unavailable on 

RSAS. 

2. Log in to the platform to download and 

manage the agent. 

3. Create an assessment task. For details, see 

Assessment Task. 

1. Select Stand-alone for Collaboration Solution. The 

Agent List and Agent Download tabs are available on 

RSAS. 

2. Download an agent on the Agent Download tab. 

3. Manage the agent on the Agent List tab. 

4. Create an assessment task. For details, see Assessment 

Task. 

 

11.2.2 Configuring an Collaboration Solution 

Choose Collaboration > Agent > Collaboration Solution. Select a scenario for collaboration 

between RSAS and the agent. 

⚫ Platform: The agent is managed on the platform. RSAS obtains agent data for scanning 

via an interface to the platform. 

⚫ Stand-alone: The agent is directly managed on RSAS. After dangling, RSAS obtains 

and manages agent data for scanning. 

11.2.3 Downloading Agent Software 

After an agent is downloaded and installed on a target host, it registers with RSAS through 

real-time heartbeat communication. After the registration is complete, the agent reports data 

of the target host to RSAS every four hours. 

Downloading Agent Software 

Choose Collaboration > Agent > Agent Download. Select the agent software that matches 

the operating system on the target host, and click Download. 

Installing/Uninstalling NSFOCUS Agent for Windows 

Installation 

For Windows, install NSFOCUS Agent as follows: 
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Double-click NSFOCUS Agent installation package to start the installation. If the agent is 

successfully installed, a message is prompted to indicate the success, as shown in the 

following figure. If the installation failed, an error message is prompted with an error code. 

Figure 11-1 Successful installation 

 

 

After NSFOCUS Agent is successfully installed, it is listed under Control Panel > 

Programs > Programs and Features with the name of nsfagent, as shown in the following 

figure. 

Figure 11-2 Query result 

 

 

Uninstallation 

Choose Control Panel > Programs > Programs and Features, click the agent name, and 

then click Uninstall. 
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Installing/Uninstalling NSFOCUS Agent for Linux 

Installation 

For Linux, install NSFOCUS Agent as follows: 

Navigate to the directory where the installation package is and run the following commands to 

install NSFOCUS Agent: 

chmod +x NSFOCUS-Agent-Linux_x86-1.0.0.run     # Grants the permission. 

./NSFOCUS-Agent-Linux_x86-1.0.0.run          # Installs the agent. 

 

 

After NSFOCUS Agent is successfully installed, it appears in the /usr/local/nsfagent/ 

directory. 

 

 

Uninstallation 

Run the /etc/.nsfmhp/nsfagent/uninstall.sh command to uninstall NSFOCUS Agent. 

 

 

11.2.4 Agent List 

The agent downloaded is bound to RSAS's IP address. After being installed on a target host, 

the agent automatically sends a heartbeat message to RSAS's IP address for registration. After 

the registration is complete, you can view information about the target host on the Agent List 

page. 

Viewing Agent Status 

Choose Collaboration > Agent > Agent List to view the agent status. 

⚫ Authorized: maximum number of agents that can be managed by RSAS, which is the 

same as Authorized Agents for Full Scan shown on the License Status page. 

⚫ Registered: total number of agents registered. 
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⚫ Online: total number of agents that are both registered and online. 

⚫ The online number is no greater than the registered number, and the registered number is 

no greater than the authorized number. 

Managing a Registerable IP Range 

If a registrable IP range is configured, only a new target with an agent installed in the IP range 

can be displayed on the Agent List page when the registered number is smaller than the 

number authorized by RSAS. An agent that is registered before the registrable IP range is 

configured but is not in the registrable IP range will become offline within a few minutes. 

Choose Collaboration > Agent > Agent List. Click Registrable IP to specify an IP address 

range in which the target host can be registered. For details about the format, see the 

description on the UI. The symbol * indicates any IP address range. 

Managing Agents 

Choose Collaboration > Agent > Agent List. You can query and filter agents by status, and 

perform the following operations on agents: 

⚫ Click Risk report in the Operation column of a target host to view its last scan results if 

RSAS has executed a vulnerability or configuration scanning task on the target host 

installed with the agent. 

⚫ You can delete agents one by one or in batches. After the deletion, either of the following 

situations occurs: 

− The host within the registrable IP address range will be redisplayed in the list in a few 

minutes. 

− The host outside the registrable IP address range will no longer be redisplayed in the 

list. 
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12 Log Management 

Only the audit administrator auditor has log management permissions. RSAS supports strict 

auditing on administrators' operations via management of logs, including login logs, operation 

logs, exception logs, and upgrade logs. 

This chapter contains the following sections: 

Section Description 

Log Audit Describes how auditor queries, backs up, and clears logs. 

Log Configuration Describes how auditor configures log thresholds and backup methods. 

12.1 Log Audit 

Log Query 

Choose Logs > Log Audit. You can filter logs according to specified query conditions. The 

auditor can obtain RSAS information by querying the following logs: 

⚫ Login log 

The login log records administrators' login (success and failure) and logout events, 

thereby enabling the auditor to detect unauthorized access in time. 

⚫ Operation log 

The operation log records administrators' operations such as license management, 

network configuration, and user management. 

⚫ Exception log 

The exception log records system exceptions such as network disconnection, engine 

exception, unexpected system restart, and other exceptions that cause the system to 

operate improperly. This type of logs helps locate system errors. 

⚫ Upgrade log 

The upgrade log records the system version and upgrade events. 

Backing Up Logs 

RSAS supports manual log backup. The auditor can back up all types of logs in the .txt format 

to a local computer, making it convenient to view logs and analyze system operating 

conditions. 
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Choose Logs > Log Audit. Click Back Up to set backup options, as described in Table 12-1. 

Table 12-1 Log backup parameters 

Parameter Description 

Backup Range Specifies the scope of logs to be backed up. 

 All logs: backs up all logs. 

 Current logs: backs up logs that meet query conditions. 

Post-Backup 

Handling 

Specifies whether to delete logs that have been backed up. 

 Delete: deletes logs that are already backed up. 

 Retain: retains logs that are already backed up. 

 

Clearing Logs 

Choose Logs > Log Audit. Clicking Clear will delete all logs. 

 

 

A log is generated to record your log clearing operation. 

12.2 Log Configuration 

The auditor can configure the log backup method and backup thresholds. 

Configuring Log Backup Thresholds 

Backup thresholds are used to determine when to back up logs. When the specified cycle or 

log count is reached, the system will automatically back up logs or inform the auditor of 

manual backup. This section describes how to configure backup thresholds. For the backup 

method configuration, see Configuring Backup Methods. 

Choose Logs > Log Configuration. Under Backup Thresholds, configure parameters, as 

described in Table 12-2. 

Table 12-2 Log backup thresholds 

Parameter Description 

Backup Cycle 

(days) 

The system automatically backs up logs according to the specified cycle. The backup cycle 

range is 1–365 in days, with 30 as the default. 

Log Count If the number of logs reaches the specified threshold, the system automatically backs up 

logs and clears them after backup. The threshold range is 5000–50000, with 5000 as the 

default. 

 



NSFOCUS RSAS User Guide 

Copyright © NSFOCUS 122 V6.0R04F04 

 

Configuring Backup Methods 

The hard disk of RSAS can be used to save a certain number of logs. To avoid the usage of 

too much disk space, you can back up logs to a local disk drive or a dedicated FTP server. 

Choose Logs > Log Configuration. Under Backup Method, configure parameters, as 

described in Table 12-3. 

Table 12-3 Log backup parameters 

Backup 

Method 

Parameter Description 

Manual 

Backup 

Manual backup The auditor can manually back up logs only to the local computer 

through which RSAS is accessed. 

When the specified log thresholds are approached or reached, the 

system asks the auditor to back up logs manually. 

Automatic 

Backup 

Auto backup In automatic backup mode, when backup conditions are met, the 

system automatically backs up logs to the specified FTP server and 

deletes logs under Logs >Log Audit. 

After automatic backup, the system will generate two audit logs: an 

automatic backup log and a clearing log. 

FTP Server IP Specifies the IP address of the FTP server for log backup. Either an 

IPv4 or IPv6 address is allowed. 

FTP Server 

Encoding 

Specifies the encoding format used by the FTP server, which can be 

GBK, GB18030, UTF-8, or GB2312. 

FTP File Path Specifies the directory of the FTP server for saving logs. 

If the root directory is used to save logs, set the path to /. 

FTP Login User 

Name 

User name used for login to the FTP server. This account must have 

the read-write permission. 

FTP Login 

Password 

Password used for login to the FTP server. 
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13 Alert Management 

To facilitate closed-loop management of scanning tasks, RSAS generates alerts for identified 

asset risks, including vulnerabilities, noncompliant configuration items, illegitimate processes, 

and weak system accounts. 

Alert Configuration 

After you set the alert parameters, the system, during scanning, generates alerts for risks that 

match such conditions. 

Choose Alert, click Configuration, and set alert parameters. Table 13-1 describes the alert 

parameters. 

Table 13-1 Alert parameters 

Function Parameter Description 

Alert 

Method 

Alert Method  Pop-up message: indicates that an alert message is displayed 

after the alert is triggered. 

 Email alert: indicates that an alert message is sent to the 

specified email address after the alert is triggered. By default, 

alerts are not sent by email. If you select Email alert and the 

asset is registered, the alert message will be sent to the asset 

administrator's email address; if the asset is not registered, the 

alert message will be sent to the node administrator's email 

address. 

Alert 

Conditions 

Vulnerability Alert 

Level 

Specifies the level of system vulnerabilities for which RSAS will 

generate alerts. 

Web Vulnerability 

Alert Level 

Specifies the level of configuration risks for which RSAS will 

generate alerts. 

Configuration Alert 

For 

Specifies the types of configuration risks for which RSAS will 

generate alerts. 

Status Alert For Specifies the types of status-related risks for which RSAS will 

generate alerts. 

Weak Password 

Alert 
 Yes: indicates that RSAS generates alerts on weak passwords. 

 No: indicates that RSAS does not generate alerts on weak 

passwords. 

Alert 

Object 

Specify IP range Specifies the IP address range of the alert object. Multiple IP addresses 

or address ranges should be separated by the comma (,), semicolon (;), 
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Function Parameter Description 

(Data 

Source) 

carriage return, or space. If an IP address or IP address range is 

preceded with an exclamation mark (!), it indicates that alerts will not 

be generated for this IP address or IP address range. 

Select from asset 

tree 

Indicates that the asset is selected from the asset tree. 

 

Alert Statistics 

Choose Alert to view the overall alert statistics, as described in Table 13-2. This page 

presents data from the risk list of the alert platform, namely, data that triggered alerts as 

specified in Alert Configuration. 

Table 13-2 Alert statistics 

Item Description 

Total risks Displays the total number of new and confirmed alerts and the number of alerts at 

each level (high, medium, and low). 

Affected 

components 

Displays the total number of risky components and the numbers of various 

components. 

Affected assets Displays the total number of the risky assets and the numbers of various assets. 

 

Alert Handling 

After receiving alerts, you can view alert details, and track and get involved in alert handling. 

Choose Alert. Select alerts and click Bulk Change Status above the list or Change Risk 

Status in the Operation column to handle alerts and verify the handling results, as described 

in Table 13-3. 

Table 13-3 Change the risk status 

Risk 

Status 

Description 

New Indicates that the alerted risk has not been processed. 

Confirmed Indicates that the alerted risk really exists. 

False 

positive 

Indicates that the alert is a false positive as confirmed by the asset administrator. 

Ignored Indicates that the alert is ignored. The ignored alerts will be deleted from the alert list. If the 

alert configuration conditions are not modified, such an alert will be generated again during 

the next scanning task. 

Fixed Indicates that the confirmed risk has been fixed by the asset administrator. 

Corrected Indicates that alert has been confirmed to be a false positive and the risk status is set to 

Corrected. 

Correction Dispatches a correction task for a risk whose Risk Status is displayed as Fixed or Corrected 
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Risk 

Status 

Description 

Task to check whether the risk persists. 
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A Console-based Management 

With serial connections, you can access the RSAS console to perform functions such as the 

initial configuration, status detection, and initialization restoration, which are unavailable on 

the web-based manager. 

Section Description 

Login Describes how to log in to the console. 

Functions Describes functions available on the console. 

A.1 Login 

Preparations 

Before logging in to the console, prepare the following: 

⚫ One PC, on which terminal software, such as PuTTY, has been installed and can connect 

to the console. 

⚫ One serial cable (included in the accessory kit), with one end connecting to the device 

and the other to the serial port of the PC. 

⚫ Communication parameters, user name, and password (see Default Parameters). 

Procedure 

The following uses PuTTY as an example to describe how to log in to the console user 

interface. 

Step 1 On the desktop of the PC, right-click Computer/This Computer and select Properties from 

the shortcut menu to open the device manager and view the serial port of the current machine. 
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Figure A-1 Device manager 

 

 

Step 2 Open PuTTY, configure connection properties of the serial port, and click Open. 
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Figure A-2 Selecting a port for connection 

 

 

Table A-1 Connection parameters of the serial port 

Parameter Value 

Serial line 
Specifies a COM port according to your computer system. For how to find out the 

serial port of the current computer, see Step 1. 

Speed Specifies the connection rate, which should be 115200 (bits per second). 

Connection type Specifies a connection type, which should be Serial here. 

 

Step 3 Type the initial user name and password (both are conadmin) of the console administrator to 

log in to the console user interface. 
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Figure A-3 Console user interface 

 

 

----End 

Meanings of Frequently Used Keys 

On the console user interface, you can only perform operations with the keyboard. Table A-2 

describes meanings of the frequently used keys. 

Table A-2 Meanings of frequently used keys 

Keyboard Meaning 

↑ Moves up. 

↓ Moves down. 

← Moves left. 

→ Moves right. 

ESC Cancels an operation. 

Enter Confirms an operation. 

Tab Switches between the input box, OK, and Cancel. 

Backspace Deletes the character to the left of the cursor. 

A.2 Functions 

This section describes main functions available on the console. 

On your first login as conadmin, change the initial login password. Otherwise, the system 

reminds you every time you log in. 
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Figure A-4 Password change reminder 

 

 

In either of the following cases, a window shown in Figure A-5 appears, prompting you to 

select a language: 

⚫ You do not change the initial password of the login account conadmin and click 

RETURN. 

⚫ You have changed the initial password of the login account conadmin. 

Figure A-5 Selecting a language 

 

 

A.2.1 System Management 

Select System Administration on the main menu. The System Administration menu 

expands, as shown in Figure A-6. 
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Figure A-6 Console-based management — system administration 

 

 

On this menu, you can perform the operations listed in Table A-3. 

Table A-3 System administration operations on the console 

Operation Description 

Restart Restarts the RSAS system. 

Turn Off Shuts down the RSAS system. 

Remote Login 

Management 

After the SSH service is enabled, the technical support personnel of 

NSFOCUS can remotely log in to RSAS to diagnose faults. 

After it is enabled, type an IPv4 address and port number (in the range of 

60000–65535) of the host that is accessible to RSAS. Then the login key and 

its QR code used for remote access to RSAS are displayed below. 

Restart Service Restarts RSAS services. When a system exception occurs, you can restart 

system services. 

Set System Clock Sets the date and time of the RSAS system. 

Open Expert Diagnosis When RSAS is faulty and requires remote assistance, technical support 

personnel of NSFOCUS can remotely log in to the faulty device via SSH and 

perform troubleshooting in the background. 

Modify Console Admin 

Password 

Changes the password of the console administrator. The password must 

contain 9 to 20 characters of at least two types of the following: letters, digits, 

and special characters (@ # $ ^ _). 

Reset Web Admin 

Password 

Restores the password for web login to the initial one when admin forgets it. 

Reset Web Admin Login 

Range 

Restores the default IP addresses through which the admin user can log in to 

RSAS. 

Reset Auditor Admin 

Password 

Restores the password for web login to the initial one when auditor forgets it. 

Reset Web Auditor Login 

Range 

Restores the default IP addresses through which auditor can log in to RSAS. 

 

A.2.2 Network Configuration 
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RSAS provides a scan interface and a management interface. The scan interface is used for 

network scanning and the management interface is used for RSAS management. Also, the 

administrator can manage RSAS and perform task assessment only via the scan interface. 

Configuring the DNS Server 

Select Network Settings from the main menu and then select Set DNS, as shown in Figure 

A-7. 

Figure A-7 Console-based management — setting a DNS server 

 

 

Pay attention to the following when configuring a DNS server: 

⚫ At least one DNS server should be configured. 

⚫ The first DNS address must be typed. 

Setting the Default Gateway 

Select Network Settings from the main menu and then select Set Default Gateway, as 

shown in Figure A-8. 
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Figure A-8 Console-based management — setting the default gateway 

 

 

If the default gateway is not specified here, the system uses the gateway of scan interface 1 as 

the default gateway. 

Configuring the Management Interface 

Select Network Settings from the main menu and then select Configure Management 

Interface, as shown in Figure A-9. 

Figure A-9 Console management — configuring the management interface 

 

 

Pay attention to the following when configuring the management interface: 

⚫ IPv4 or IPv6 addresses are assigned via DHCP. After you press Enter, RSAS will 

automatically obtain the IP address of the scan interface. 
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⚫ Either an IPv4 or IPv6 address can be configured for the management interface. The 

default IPv4 address is 192.168.1.1/24. 

⚫ If the IP address of the RSAS host is on a different network segment from the IP address 

of the management interface, you need to add a route for the management interface. 

⚫ The negotiation mode must be set for the management interface. 

After the configuration, click OK to make the settings take effect immediately. 

⚫ The management interface and scan interface cannot be configured in the same network 

segment. 

Configuring the Scan Interface 

Select Network Settings from the main menu and then choose Set Scan Interface > Set 

Scan Interface1, as shown in Figure A-10. 

Figure A-10 Console management — configuring the scan interface 

 

 

Pay attention to the following when configuring a scan interface: 

⚫ IPv4 or IPv6 addresses are assigned via DHCP. After you press Enter, RSAS will 

automatically obtain the IP address of the scan interface. 

⚫ Either an IPv4 or IPv6 address is allowed for a scan interface.  

After the configuration, click OK to make the settings take effect immediately. 

⚫ Make sure that the gateway and DNS server are properly configured if the online 

upgrade is necessary for RSAS. 

⚫ Parameters must be set in the correct format, for example, 255.255.255.0 as the IPv4 

netmask. 

⚫ The management interface and scan interface, and any two scan interfaces must be 

configured in different network segments. 

Creating a Route for the Management Interface 

You can specify an access path to the network by creating or deleting a static route. 
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Select Network Settings from the main menu and then select Add Management Interface 

Route, as shown in Figure A-11. 

Figure A-11 Console management — creating a route for the management interface 

 

 

Pay attention to the following when creating a route: 

⚫ The default management interface is the M interface. Here, route parameters are set for 

this interface. 

⚫ After you set the IP address, subnet mask, and gateway address and click OK, the 

settings take effect immediately. 

⚫ If an error occurs after you click OK, check whether theIP address and gateway address 

are correct. 

Deleting a Route of the Management Interface 

Select Network Settings from the main menu and then select Delete Management Interface 

Route, as shown in Figure A-12. 
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Figure A-12 Console management — deleting a route of the management interface 

 

 

Pay attention to the following when deleting a route: 

⚫ After you select Delete Management Interface Route, the routing table of the 

management interface appears. Select the route that you want to delete. 

⚫ After you select the route and click OK, the deleted route immediately loses effect and 

disappears from the routing table. 

Creating a Route for a Scan Interface 

Select Network Settings from the main menu and then select Add Scan Interface Route. A 

route for a scan interface is added in the same way as that for the management interface. For 

details, see Creating a Route for the Management Interface. 

Deleting a Route of a Scan Interface 

Select Network Settings from the main menu and then select Delete Scan Interface Route. 

A route of a scan interface is deleted in the same way as a route of the management interface. 

For details, see Deleting a Route of the Management Interface. 

A.2.3 Network Diagnosis 

Select Network Diagnosis from the main menu, as shown in Figure A-13. 
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Figure A-13 Console management — network diagnosis 

 

 

Table A-4 lists network diagnosis tools available on RSAS. 

Table A-4 Network diagnosis tools on the console 

Tool Function 

Ping Checks the connection between RSAS and the target host. IPv4 and IPv6 addresses 

are acceptable. 

Traceroute Traces the hops between RSAS and the target host. 

Network Status Displays the network connection status of RSAS. 

Display Route Displays parameters of the interface used by the routing device to connect to RSAS. 

DNS Resolution Displays the domain name resolution information. 

 

A.2.4 System Status 

Select System Status from the main menu. The System Status menu expands, as shown in 

Figure A-14. 
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Figure A-14 Console-based management — system status 

 

 

On the System Status menu, you can view status information listed in Table A-5. 

Table A-5 System status checking on the console 

Operation Description 

Display System Version Displays the system and plugin versions of RSAS. 

Check System Status Displays the system status of RSAS. 

Check Database Status Displays the background database status of RSAS. 

Network Status Displays the NIC configuration and routing table of RSAS. Usually, it is 

used to check the network configuration. 

Network Card Displays the IP address, MAC address, the number of bytes of data 

transmitted and received by the NIC. The information is usually used to 

check whether the NIC works properly. 

 

 

Ongoing assessment tasks will be stopped during the checking of the system status or 

database status. To avoid data loss, conduct status checks after all tasks are completed. 

 

A.2.5 License Information 

Select License Information from the main menu, as shown in Figure A-15. 

You can check the information about the authorized license file of the current system, 

including the product type, the start date, end date, and expiry date of the license, as well as 

your purchased modules. 
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Figure A-15 License Information 

 

 

A.2.6 Backup and Restoration 

Backup and restoration are very important functions of RSAS as the two functions can restore 

data in time once the device breaks down. 

Select Backup and Restore from the main menu, as shown in Figure A-16. 

Figure A-16 Backup and restoration 

 

 

Performing System Diagnosis for Automatic Remediation 

System diagnosis is to diagnose and fix system faults. The entire diagnosis process takes a 

long time. You must back up the system license and important scanning data in advance and 

patiently wait until the process is complete. 

Select Backup and Restore from the main menu and then select System Diagnosis, as shown 

in Figure A-17. 

Figure A-17 Console-based management — system diagnosis and automatic remediation 

 

 

This function checks and fixes the hard disk for bad blocks. 

This process takes a long time, during which all services are stopped. After the process is 

complete, the system restarts automatically. 
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Creating a Restore Point 

A restore point is created for system restoration. A restore point involves the following 

information: system configuration, asset information, scanning templates, scanning tasks, and 

user information. 

Select Backup and Restoration from the main menu and then select Create Restore Point 

to create a restore point. The administrator can manually create a user restore file. 

Figure A-18 Console-based management — creating a restore point 

 

 

 

You can create only one restore point each time. 

 

Restoring the System by Using a Restore Point 

From the Backup and Restoration menu, you can choose to restore the system using a 

restore point file. 

Select Backup and Restore from the main menu and then select Restore System From 

Restore Point, as shown in Figure A-19. 
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Figure A-19 Console-based management — restoring the system using a restore point 

 

 

Reinstalling the System 

This function is available only to the RSAS hardware. System reinstallation means restoring 

the system to the default configuration. Except the network settings, license file, and the 

number of current scanned IP addresses, all data is restored to factory defaults during the 

process. This function can be used when RSAS is faulty. 

Select Backup and Restore from the main menu and then select Reinstall System, as shown 

in Figure A-20. 
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Figure A-20 Console-based management — reinstalling the system 

 

 

A.2.7 System Exiting 

After configuring parameters for console-based management, return to the main menu, select 

Back, and then press Enter. For further configuration, log in to the system again. 
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B Default Parameters 

Choose Administration > Status > System Status to check the factory version and view its 

factory defaults. 

V6.0R02F00 and Later 

Default Network Settings 

Interface IP Address Subnet Mask 

Management interface 192.168.1.1 255.255.255.0 

Scan interface 1 192.168.2.1 255.255.255.0 

 

Communication Parameters of the Console Port 

User Name Password Baud Rate Data Bits 

conadmin conadmin 115200 8 

 

Default User Accounts 

Role User Name Password 

System administrator admin admin 

Auditor auditor auditor 

 

Versions Earlier Than V6.0R02F00 

Default Network Settings 
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Interface IP Address Subnet Mask Gateway IP 

Address 

Negotiation 

Mode 

Scan interface 1 192.168.1.1 255.255.255.0 192.168.1.254 auto 

Management 

interface 

1.1.1.1 255.255.255.0 N/A N/A 

 

Communication Parameters of the Console Port 

User Name Password Baud Rate Data Bits 

conadmin nsfocus 115200 8 

 

Default User Accounts 

Role User Name Password 

System administrator admin nsfocus 

Auditor auditor 
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C FAQ 

This section allows you to query frequently asked questions (FAQs) and their answers. 

C.1 System Management 

Q1: Why Can I Not Access the Web-based Manager? 

A: Please do as follows: 

⚫ Make sure that HTTPS instead of HTTP is used for the connection. 

⚫ Make sure that IP addresses, gateway addresses, and DNS parameters are properly set. 

⚫ Make sure that the network connection is correct. 

Q2: Why Can I Not Log In to the Console by Using a Serial Cable? 

A: Please do as follows: 

⚫ Make sure that a proper COM interface is used. 

⚫ Make sure that the port properties and other parameters are properly configured. 

⚫ Use a new serial cable. 

Q3: What Permission Should I Have to Export a License? 

A: To import or export a license, you should have the license management permission. 

C.2 Scanning Task 

Q1: Is the Scope of Scan Targets Limited When I Create an Assessment Task? 

A: No. On an RSAS device, regardless of the model, you can specify any number of class B 

(not class A) IP addresses. But the number of IP addresses actually scanned depends on the 

license. Those IP addresses without the scan result are listed in online reports. 

Q2: What Is a Scanning Task? What Operations Can Be Performed on It? 

A: A scanning task covers the task configuration (including the scan target, scan policies, and 

parameters) and the scan result. The following operations can be performed on tasks: deletion, 

rescanning, duplication, export, import, and viewing of consolidated reports. 
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Q3: Why Is an Active Host Displayed as Not Alive in the Scan Result? 

A: Check whether it is a scanning task involving multiple network segments. If so, a device 

such as a firewall or IPS may exist, dropping packets from RSAS. In this case, you are 

advised to modify network device settings to allow all packets from RSAS to pass through. 

Q4: What Could Slow Down the Scanning Speed of an RSAS Device? 

A: A lower scanning speed may be caused by: 

⚫ Firewalls 

⚫ Large scanning scope 

⚫ Scan policies 

⚫ Too large value for the maximum number of concurrent hosts 

Q5: Why Should the Port Scanning Speed Be Set? 

A: The Netscreen firewall takes RSAS's scanning as a SYN flood or connection flood and so 

blocks the IP address of RSAS that is performing a port scanning task. To prevent this from 

happening, you need to use the slow scan function to penetrate the Netscreen firewall. 

Q6: Why Is the UDP Port Selected in the Port Scanning Policy Not Scanned? 

A: The UDP port that is selected in the port scanning policy can be scanned only when UDP 

Scan is selected during the port scanning configuration of an assessment task. 

Q7: What Is the Start Time for a Scanning Task That Is Resumed? 

A: For a scanning task that is resumed, its start time is still the time when the task is launched 

initially. 

Q8: Why Do Task IDs Not Progressively Increase by One? 

A: This is because during the database remediation, the system background checks part of the 

database when detecting the database. This has no impact on the use of the product. 

C.3 Scanning Report 

Q: Which Scanning Tasks Can Be Exported and Have Corresponding Reports? 

A: Assessment tasks, web application scanning tasks, password guess tasks, configuration 

scanning tasks, image scanning tasks, code audit tasks, host asset detection tasks, and web 

asset detection tasks can be exported and have corresponding reports. 

C.4 Asset Management 

Q1: Which Devices in the Asset Repository Support Scan Result Export? 

A: Both registered and unregistered devices in the asset repository support the export of scan 

results. 
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Q2: Why Are Scanning Tasks Displayed for Devices Unavailable in the Asset 
Tree? 

A: Please do as follows: 

Make sure the IP address in the scanning task is alive and included in the IP address range of 

the asset tree. If so, click  to refresh the asset tree. 

C.5 Product Model 

Q1: Can I Create Scanning Tasks When the Number of Tasks on the Task List 
Reaches the Maximum? 

A: No, you cannot. If you create a task when the number of tasks reaches the maximum, the 

system prompts that the maximum is reached. Prior to creating scanning tasks, you need to 

delete some in this case. 

Q2: What Is the Relationship Between Authorized Scan Interfaces and Scan 
Interfaces on RSAS? 

Scan interfaces are used to connect RSAS to the network. As RSAS provides one scan 

interface upon delivery from the factory, the number of authorized scan interfaces on RSAS is 

1 + number of scan interfaces you have purchased 
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D MLPS 

RSAS supports levels 1–4 security protection capabilities defined according to the Multi-

Level Protection Scheme (MLPS) guideline in China. 

Information systems at different security protection levels or even at the same level have 

different requirements for the security of business information and the continuity of system 

services. According to MLPS, information systems at levels 1–4 should be equipped with the 

following basic security capabilities: 

⚫ Level 1 security capabilities 

Should be able to protect the system from malicious attacks launched by individuals or 

threat actors with very limited resources, minor natural disasters, and other threats with 

equal impacts, which may cause damages to critical resources. The system, once 

compromised, can partially restore its functions. 

⚫ Level 2 security capabilities 

Should be able to protect the system from malicious attacks launched by small external 

groups or threat actors with limited resources, minor natural disasters, and other 

threats with equal impacts, which may cause damages to significant resources, and 

discover major security vulnerabilities and incidents. The system, once compromised, 

can partially restore its functions in a given period of time. 

⚫ Level 3 security capabilities 

Should be able to protect the system with unified security policies from malicious attacks 

launched by external organized groups or threat actors with fairly abundant resources, 

major natural disasters, and other threats with equal impacts, which may cause damages 

to major resources, and discover security vulnerabilities and incidents. The system, once 

compromised, can restore most functions quite quickly. 

⚫ Level 4 security capabilities 

Should be able to protect the system with unified security policies from malicious attacks 

launched by nation-state attackers, adversaries, or threat actors with abundant resources, 

critical natural disasters, and other threats with equal impacts, which may cause damages 

to resources, and discover security vulnerabilities and incidents. The system, once 

compromised, can quickly restore all functions. 

Basic security requirements are raised for the basic protection capabilities that information 

systems at various levels should possess. According to the implementation manner, basic 

security requirements fall into basic technical requirements and basic administrative 

requirements. Basic technical requirements are subdivided into three categories: 

⚫ Information security requirements (S for short): protection of data from leakage, 

corruption, and unauthorized modifications during storage, transmission, and processing 
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⚫ Service assurance requirements (A for short): protection of business continuity from 

unauthorized alterations and corruption that make the system unavailable 

⚫ General security protection requirements (G for short) 

Information systems' capabilities to fulfill basic technical requirements can be combined to 

define security protection levels, as shown in Table A-6. 

Table A-6 Security protection levels 

Security Protection 

Level 

Information System Grading Result 

1 S1A1G1 

2 S1A2G2, S2A2G2, S2A1G2 

3 S1A3G3, S2A3G3, S3A3G3, S3A2G3, S3A1G3 

4 S1A4G4, S2A4G4, S3A4G4, S4A4G4, S4A3G4, S4A2G4, S4A1G4 
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