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Preface 

This document describes the installation procedure of NSFOCUS Remote Security 

Assessment System (RSAS), including its hardware edition and virtual edition (vRSAS). 

The product information involved in this document may slightly differ from your product to 

be installed because of version upgrades or other reasons. 

Organization  

Chapter  Description  

1 Product Overview Provides basic information about RSAS. 

2 Installation Procedure Describes the installation procedures of the hardware edition and virtual 

edition of RSAS. 

3 Initial Login Provides instructions for initial configuration of RSAS. 

ADefault Parameters Provides default parameters of RSAS. 

Change History  

Version  Description  

V6.0R04F04 First release. 

Conventions  

Convention  Description  

Bold font 
Keywords, names of screen elements like buttons, drop-down lists or fields, and 

user-entered text appear in bold font. 

Italic font 
Document titles, new or emphasized terms, and arguments for which you supply 

values are in italic font. 

 
Reminds users to take note. 

 

Indicates a tip to make your operations easier. 
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Convention  Description  

 
Indicates a situation in which you might perform an action that could result in 

equipment damage or loss of data. 

 
Indicates a situation in which you might perform an action that could result in bodily 

injury. 

A > B Indicates selection of menu options. 

Technical Support  

Hardware and Software Support 

Email: support@nsfocusglobal.com 

Cloud Mitigation Support 

Email: cloud-support@nsfocusglobal.com 

Phone: 

 ̧ USA: +1-844-673-6287 or +1-844-NSFOCUS 

 ̧ UK: +44 808 164 0673 or +44 808 164 0NSF 

 ̧ Australia: +61 2 8599 0673 or +61 2 8599 0NSF 

 ̧ Netherlands: +31 85 208 2673 or +31 85 208 2NSF 

 ̧ Brazil: +55 13 4042 1673 or +55 13 4042 1NSF 

 ̧ Japan: +81 3-4510-8673 or +81 3-4510-8NSF 

 ̧ Singapore: +65 3158 3757 

 ̧ Hong Kong: +852 5803 2673 or +852 5803 2NSF 

 ̧ Middle East: +973 1619 7607 

Documentation Feedback  

For any query regarding the usage of the documentation, you can contact us: 

Email: info-support@nsfocus.com 

file:///L:/2020/NTA/1104/support@nsfocusglobal.com
file:///L:/2020/NTA/1104/cloud-support@nsfocusglobal.com
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1 Product  Overview  

Based on years of practical experience in vulnerability discovery, configuration checking, and 

security services, NSFOCUS has developed RSAS, a next-generation vulnerability scanning 

and configuration management product. 

This chapter provides basic information about RSAS. It contains the following sections: 

Section Description  

Product Characteristics Describes characteristics of RSAS. 

Main Functions Describes major functions of RSAS. 

Typical Deployment Describes deployment modes supported by RSAS. 

1.1 Product Characteristics  

As a next-generation vulnerability scanning and configuration management product, RSAS 

can fully detect vulnerabilities on the network, enabling users to quickly identify potential 

cyber risks. 

All -Round Detection of Vulnerabilities  

RASA can comprehensively detect vulnerabilities in IT systems. For example, it can detect 

security vulnerabilities in the target hosts, security configuration defects, web application 

vulnerabilities, weak passwords, and code defects and identify accounts, services, and ports 

that should not be opened in the system. 

Graphic Display of Vulnerabilities  

By means of NSFOCUS's proprietary security risk calculation method, RSAS analyzes 

various vulnerabilities on the network and evaluates the risks, provides an overall security 

status assessment, and comprehensively presents security risks in the information system, 

forming a complete security risk report. This helps the administrator to discover 

vulnerabilities earlier than attackers and fix the vulnerabilities timely. 

The analysis result is displayed on the dashboard from perspectives of the risk area, type, and 

severity. As a result, you can comprehensively know the security risks, focus on critical areas 

and assets, and fix serious vulnerabilities first. Clicking the risk data on the dashboard helps 

you to locate vulnerabilities of an IP address. 
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Clear Asset Management  

RSAS manages assets, which are uniquely identified with IP addresses, by using the risk 

view, in which the system and network security status is visualized in real time. When 

deploying RSAS, users could define a logical network structure in advance to manage risks 

by using either the asset view or the asset repository automatically generated from assessment 

tasks. 

Asset management includes the following: 

 ̧ When performing a scanning task, RSAS automatically detects IP addresses on the 

network and updates asset information to the asset repository. 

 ̧ You can search the asset repository for the status of network assets. 

 ̧ RSAS determines the risk level based on the risk score, which is calculated with the 

criticality of assets in the asset repository taken into account. 

 ̧ When generating a report, RSAS locates the matched assets for each IP address. Then it 

reads and displays the node name and node administrator. In this manner, when a 

vulnerability is found in a node, the related node administrator can promptly identify the 

vulnerable asset and ask the asset owner to immediately fix the vulnerability. 

Diversified Vulnerability and Configuration Databases  

NSFOCUS boasts a professional security research team, NSFOCUS Security Team, with full-

time researchers for vulnerability tracking and prospective study. The team has independently 

found over 40 vulnerabilities in common images, operating systems, databases, and network 

devices and been providing vulnerability-related rule support for world-famous network 

security vendors. NSFOCUS Security Team is responsible for maintaining the vulnerability 

database and detection rules and performing an upgrade every two weeks. In addition, for 

major vulnerabilities, the team can upgrade the vulnerability database and detection rules 

within two days after they are first detected. 

Taking advantage of NSFOCUS Security Team's research accumulation, the RSAS 

knowledge base has over 270,000 vulnerabilities, covering all mainstream underlying 

systems, application systems, and network devices. It also provides the configuration 

checking base, professional suggestions for remediation, and security configuration checking 

standards for multiple industries. The configuration checking base is available for hundreds of 

systems, which are divided into seven categories and cover more than 30 products. 

RSAS can discover security defects and noncompliant code practices by auditing mainstream 

code files. 

Identification of Nonstandard Ports  

With the advanced nonstandard port identification technology and protocol fingerprint base, 

RSAS can identify application service types on nonstandard ports quickly and accurately and 

conduct vulnerability checking, effectively avoiding false negatives and false positives during 

scanning. 

1.2 Main Functions  

Baseline security requirements consist of security vulnerability and security configuration 

checking items. The coverage and effectiveness of such checking items are crucial to baseline 

security. 
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Vulnerability Management  

According to security management regulations, RSAS provides risk alerting, checking, 

management, remediation, and auditing and supervises the implementation of security 

management regulations in each phase of the risk management process. RSAS can effectively 

and comprehensively detect vulnerability risks on the network, provide professional and 

effective analysis and remediation suggestions, and audit remediation effects throughout the 

risk management process, as shown in Figure 1-1. RSAS can reduce attacks to the maximum 

extent possible and is a "vulnerability management expert". 

Figure 1-1 Security management process 

 

 

Configuration Manage ment  

With a complete security configuration database, RSAS helps security configuration and 

remediation for IT information systems. 

 ̧ By means of machine languages and the combination of remote detection and local 

detection, RSAS can automatically check security configurations and provide detailed 

detection reports. Compared with the traditional manual check, this helps reduce the 

check time and avoid mistakes. 

 ̧ RSAS integrates leading technologies (including NSFOCUS Intelligent Profile (NSIP)) 

to detect security configuration issues in network assets automatically, effectively, and 

accurately. 

 ̧ With continuous updates and improvement, RSAS is capable of supporting emerging 

device types. Check rules are also continuously updated to provide the most 

comprehensive automatic configuration checks, reducing risk costs and protecting your 

assets. 
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1.3 Typical Deployment  

Standalone deployment is recommended for small and medium-sized enterprises, e-

commerce, e-government, educational institutions, and independent Internet Data Centers 

(IDCs), which have more centralized data and simpler network topologies (mostly bus or 

star). 

1.3.1 Deployment in a Small -Scale Network  

RSAS can be easily deployed in the security maintenance environment of small-scale 

networks to detect various security vulnerabilities in business systems. 

Figure 1-2 Deployment of RSAS in a small-scale network 

 

 

1.3.2 Deployment in a Small and Medium -Scale Network  

For small and medium-sized enterprises, their business networks may be divided into multiple 

subnets. It is costly to deploy a vulnerability management system on each subnet and also 

dangerous to open access permissions for vulnerability management on subnet firewalls. To 

cater to this situation, RSAS provides multiple scanning links and ports, each of which can 

connect to a subnet without extra firewall rule, as shown in Figure 1-3. This effectively 

reduces costs and avoids risks. 
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Figure 1-3 Deployment in a small and medium-scale network 

 

 

1.3.3 Deployment in a Subnet with Limited Access  

In certain circumstances, a business subnet may fail to RSAS, or RSAS cannot be directly 

deployed due to too many subnets. To cater to such situations, multiple RSAS devices can be 

deployed with TVM, under management of the latter. See Figure 1-4. 
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Figure 1-4 Deployment in a subnet with limited access 
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2 Installation Procedure  

This chapter describes how to install the hardware edition and virtual edition of RSAS. It 

contains the following sections: 

Section Description  

Installing RSAS Describes how to install the hardware edition of RSAS. 

Installing vRSAS Describes how to install the virtual edition of RSAS (vRSAS). 

2.1 Installing RSAS  

This section describes how to install the hardware edition of RSAS. 

2.1.1 Hardware Information  

RSAS models include RSAS NX3-P (portal), RSAS NX3-A (portal), RSAS NX3-X (1U), 

RSAS NX3-S (1U), RSAS NX3-HHA (1U), and RSAS NX3-E (2U). 

2.1.2 Hardware Appearance  

This section describes the front panels and rear panels of RSAS. 

2.1.2.1 RSAS NX3-P (Portable) 

Figure 2-1 and Figure 2-2 show the front panel and rear panel of RSAS NX3-P respectively. 
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Front Panel  

Figure 2-1 Front panel of RSAS NX3-P 

 

 

ŵ STA: status LED Ŷ PWR: power LED 

ŷ SYS: system LED Ÿ RJ45 console port 

Ź USB port ź M: management port 

Ż Working ports ̇ 

 

Rear Panel 

Figure 2-2 Rear panel of RSAS NX3-P 

 

 

ŵ  Power adapter port Ŷ  Power switch 
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2.1.2.2 RSAS NX3-A (Portable)  

Figure 2-3 and Figure 2-4 show the front panel and rear panel of RSAS NX3-A respectively. 

Front Panel  

Figure 2-3 Front panel of RSAS NX3-A 

 

 

ŵ  Monitor ̇ 

 

Rear Panel 

Figure 2-4 Rear panel of RSAS NX3-A 

 

 

ŵ STA: status LED Ŷ PWR: power LED 

ŷ SYS: system LED Ÿ RJ45 console port 

Ź USB port ź M: management port 

Ż Working ports: electrical ż Power adapter port 
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Ž Power switch ̇ 

 

2.1.2.3 RSAS NX3-X (1U) 

Figure 2-5 and Figure 2-6 show the front panel and rear panel of RSAS NX3-X respectively. 

Front Panel 

Figure 2-5 Front panel of RSAS NX3-X 

 

 

ŵ SYS: system LED Ŷ PWR: power LED 

ŷ STA: status LED Ÿ RJ45 console port 

Ź USB port ź M: management port 

Ż Working ports: electrical ̇ 

 

Rear Panel 

Figure 2-6 Rear panel of RSAS NX3-X 

 

 

ŵ Ground connector Ŷ Power switch 

ŷ Power connector ̇ 
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2.1.2.4 RSAS NX3-S (1U) 

Figure 2-7 and Figure 2-8 show the front panel and rear panel of RSAS NX3-S respectively. 

Front Panel  

Figure 2-7 Front panel of RSAS NX3-S 

 

 

ŵ RST: reset LED Ŷ STA: status LED 

ŷ PWR: power LED Ÿ SYS: system LED 

Ź RJ45 console port ź M: management port 

Ż USB port ż Working ports: electrical 

 

Rear Panel 

Figure 2-8 Rear panel of RSAS NX3-S 

 

 

ŵ Ground connector Ŷ Power switch 

ŷ Power connector ̇ 

 

2.1.2.5 RSAS NX3-HHA (1U)  

Figure 2-9 and Figure 2-10 show the front panel and rear panel of RSAS NX3-HHA 

respectively. 
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Front Panel  

Figure 2-9 Front panel of RSAS NX3-HHA 

 

 

ŵ PWR: power LED Ŷ SYS: system LED 

ŷ STA: status LED Ÿ Bypass LED 

Ź RJ45 console port ź USB port 

Ż M: management port ż H1: management port 

Ž Working ports: electrical ports 1ï6 ž Working ports: optical ports 7ï10 

 Expansion module ̇ 

 

Rear Panel 

Figure 2-10 Rear panel of RSAS NX3-HHAFigure 2-9 

 

 

ŵ Ground connector Ŷ Fan 

ŷ Power switch Ÿ Power connector 

 

2.1.2.6 RSAS NX3-E (2U) 

Figure 2-11 and Figure 2-12 show the front panel and rear panel of RSAS NX3-E 

respectively. 
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Front Panel  

Figure 2-11 Front panel of RSAS NX3-E 

 

 

ŵ Monitor Ŷ Monitor buttons 

ŷ 1ï6 BP: status LED (top-down: 5ï6, 3ï4, 1ï

2) 
Ÿ PWR: power LED 

Ź SYS: system LED ź HDD: hard disk LED 

Ż S: RJ45 console port ż USB port 

Ž M: management port ž H: management port 

 1000M optical port LEDs  1000M electrical port 

 1000M optical port  Expansion slots 

 

Rear Panel 

Figure 2-12 Rear panel of RSAS NX3-E 

 

 

ŵ Ground connector Ŷ Fans 

ŷ Power switch Ÿ Power connectors 

Ź Power reset button ̇ 
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2.1.3 Hardware Parameters 

 

 

Hardware parameters may vary slightly with lots and models. 

 

Table 2-1 shows hardware parameters of RSAS models 

Table 2-1 Hardware parameters of RSAS 

Model  Dimensions W*D*H 

(unit:  mm)  

Power Supply  Weight  

RSAS NX3-P 271*175*44 Single AC power supply 

· Input voltage range: 100ï240 V 

· Input current: 1.6 A 

· Maximum output power: 60 W 

2.35 kg 

RSAS NX3-A 324*220*62 Single AC power supply 

· Input voltage range: 100ï240 V 

· Input current: 2 A 

· Maximum output power: 150 W 

3.8 kg 

RSAS NX3-X 430*390*44 Single AC power supply 

· Input voltage range: 100ï240 V 

· Input current: 0ï5 A 

· Maximum output power: 65 W 

5 kg 

RSAS NX3-S 430*390*44 Single AC power supply 

· Input voltage range: 110ï240 V 

· Input current: 1.5ï3 A 

· Maximum output power: 250 W 

6.7 kg 

RSAS NX3-HHA 450*435*44 Single/redundant AC power supply 

· Input voltage range: 100ï240 V 

· Input current: 5A 

· Maximum output power: 250 

W/300 W 

8.5 kg 

RSAS NX3-E 435*560*88 Redundant AC power supply 

· Input voltage range: 100ï240 V 

· Input current: 5ï2.5 A 

· Maximum output power: 300 W 

11.59 kg 
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2.1.4 LEDs 

Table 2-2 describes LEDs on the front panel. 

Table 2-2 LED meanings 

LED Type  LED Status Description  

Power LED (PWR) On The power supply is working. 

Off The power supply is unavailable or not working. 

Status LED (STA) Blinking The system is reading or writing data. 

Off The system is idle. 

System LED (SYS) Off  The power supply is unavailable or not working. 

Green The device is working under a proper load. 

Orange The CPU usage of the device is on the high side. 

Red The CPU usage of the device is too high. 

Network LED (on 

either side of a network 

port) 

Green 

(LINK /ACT) 

· Off: indicates that no link is established. 

· On: indicates that a link is already established without data 

transmission. 

· Blinking: indicates that a link is already established and 

data transmission is ongoing. 

Yellow/Green 

(Speed) 
· On (green): indicates the link works at 100 MB. 

· On (yellow): indicates that the link works at 1000 MB. 

· Off: indicates data transmission is lower than 10 MB. 

Bypass LED 

(numbered) 

On The bypass function is enabled for the numbered ports. 

Off The bypass function is disabled for the numbered ports. 

HDD LED Blinking The hard disk is reading or writing data 

Off The hard disk is not inserted. 

On The hard disk is idle. 

HDD LED Blinking The HDD is reading or writing data. 

Off The HDD is not inserted. 

 

2.1.5 Installation Preparations  

Before installing RSAS, you need to check accessories and prepare the network environment, 

common tools, and equipment room environment. 
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2.1.5.1 Accessories 

Before installation, check that all accessories are included in the accessory kit delivered with 

the device. If any accessories are missing or broken, please contact the local distributor. 

Accessories vary with the device model. For the specific accessories, see the packing list.  

Accessories of 1U Devices 

Table 2-3 lists accessories of 1U devices and Figure 2-13 illustrates the appearances of 

rackmount accessories. 

Table 2-3 Accessories of 1U devices 

Accessory Description  

Straight-through cable 

(green) 

Used to connect a device to the network. 

Crossover cable 

(yellow) 

Used to connect a PC to the management interface of RSAS so that you can 

log in to the web-based manager of RSAS to perform configurations. 

Power cable One or two power cables are provided for each device. 

Serial cable A serial cable (one end is the DB9 female connector and the other end is the 

RJ45 plug) is required for device configuration via the console port. 

Rackmount accessories Rackmount accessories include the following: 

· Front mounting ear: fixes the front end of the chassis onto the rack. 

· Front mounting ear bolt: used with front mounting ears. 

· Rack rail: adjusts the distance between the device and the rack. 

· Rack rail bolt: used with rack rails. 

· Rubber pad: You can cut it into four smaller ones along the dotted line 

and attach them to the four corners of or marked places on the device to 

avoid abrasion. 

· Rear mounting ear: fixes rack rails onto the rack. 

· Rear mounting ear bolt: used with rear mounting ears. 

· Rack screws and nuts: fixes front and rear mounting ears onto rack 

rails. 
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Figure 2-13 Accessories for mounting a device onto a 1U rack 

 

 

Accessories of 2U Devices 

Table 2-4 lists accessories of 2U devices and Figure 2-14 illustrates the appearances of 

rackmount accessories. 

Table 2-4 Accessories of 2U devices 

Accessory Description  

Straight-through cable 

(green) 

Used to connect a device to the network. 

Crossover cable 

(yellow) 

Used to connect a PC to the management interface of RSAS so that you can 

log in to the web-based manager of RSAS to perform configurations. 

Power cable One or two power cables are provided for each device. 

Serial cable A serial cable is required for device configuration via the console port. 

Rackmount accessories Rackmount accessories include the following: 

· Front mounting ear: fixes the front end of the chassis onto the rack. 

· Front mounting ear bolt: used with front mounting ears. 

· Rack rail: adjusts the distance between the device and the rack. 

· Rack rail bolt: used with rack rails. 

· Rubber pad: You can cut it into four smaller ones along the dotted line 

and attach them to the four corners of or marked places on the device to 

avoid abrasion. 

· Rear mounting ear: fixes the rail onto the rack. 

· Rear mounting ear bolt: used with rear mounting ears. 

· Rack screws and nuts: fixes front and rear mounting ears onto rack rails. 
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Figure 2-14 Accessories for mounting a device onto a 2U rack 

 

 

2.1.5.2 Network Environment  

Table 2-5 describes the network environment required for RSAS to go live. 

Table 2-5 Items required for setting up a network environment 

Item  Description  

IP address IP address reserved for RSAS. 

Computer Directly connected to the management port of RSAS so that you can log in to the web-

based manager of RSAS in HTTPS mode for management. 

Terminal software Software used for connecting to the console port, for example, HyperTerminal that 

comes with the Windows operating system. 

Browser · The latest Firefox, Chrome, or Microsoft Edge browser are recommended. 

· The recommended screen resolution is 1280 x 1024 or greater. 

· You should clear the Turn on Pop-up Blocker check box on the browser. 

 

2.1.5.3 User-provided Tools and Devices  

 ̧ Screwdrivers and screws of various specifications 

 ̧ Instruments and meters such as the terminal and multimeter 

 ̧ ESD wrist strap 

 ̧ Tape 

2.1.5.4 Installation Environment  

Table 2-6 lists specific requirements for the installation environment. 
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Table 2-6 Installation environment 

Item  Requirements  

Temperature and humidity · Good ventilation and cooling system 

· Temperature: 0°Cï45°C  

· Relative humidity: 10%ï95% (non-condensing) 

Electrostatic discharge (ESD) · Make sure that the device and floor are well grounded. 

· Use a dust-proof room. 

· Wear ESD gloves or wrist straps when handling the circuit 

board. 

Executive standards for radiation Class A, EN55022, FCC Part 15 

Rack The rack must be secure enough and fit for the device. 

 

2.1.6 Installation Methods  

This section describes how to install the device onto the rack. 

2.1.6.1 Installation Procedure  

Figure 2-15 shows the installation procedure. 

Figure 2-15 Installation flow chart 

 

 
















































































































































































































































































