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Preface

This document describes the installation procedure of NSFOCUS R
Assessment System (RSAS), \vinrcél duidtviRlBAS(t s hardware edition and

The product information involved in this document may slightly
be installed because of version upgrades or other reasons.

Organization

Chapter Description

1 ProductOverview Provides basic information about RSAS.

2 Installation Procedure | Describes the installation procedures of trerdware edition and virtug
edition of RSAS.

3 Initial Login Provides instructions for initial configuration of RSAS.

ADefault Parameters Provides default parameters of RSAS.

Change History

Version Description
V6.0RO4F@ Firstrelease
Conventions
Convention Description
Bold font Keywords, names of screen elements like buttons,-dooyn lists or fields, an
userentered text appear in bold font.
. Documenttitles, new or emphasized terms, and arguments for which you s
Italic font R
values are in italic font.
\ Reminds users to take note.
4
Note
i Indicates a tip to make your operations easier.
Tip

Copyright E NSF( 1 V6. 0RO
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Convention Description
Indicates a situation in which you might perform an action that could ries
A equipment damage or loss of data.

Caution

Indicates a situation in which you might perform an action that could result in
Warning injury.

A>B Indicates selection of menu options.

Technical Support

Documentat

Hardware and Software Support
Emasupport @hsfocusglobal . com
Cloud Mitigation Support

Emacl osuudpport @nsfocusgl obal .com
Phone:

USAH1B 467 287 -B4MSFIOCUS
UK+44 808 164 0673 or +44 808 164 ONSF
Aust #&lli 2: 8599 0673 or +61 2 8599 ONSF

Net her+tl3aln dBss: 208 2673 or +31 85 208 2NSF

Brazbb:13 4042 1673 or +55 13 4042 1NSF

Japa®i4 B1BB® 73 o0-45BANISF3

Singateos  e3158 3757

Hong K®&®b@: 5803 2673 or +852 5803 2NSF
Mi ddl et 9Fa83s t1:619 7607

ion Feedback

For any query regarding the usage of the

Emaidiln-6 opport @nsfocus. com
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E NSF( 2 V6. 0RO

documentation,

you

C

an


file:///L:/2020/NTA/1104/support@nsfocusglobal.com
file:///L:/2020/NTA/1104/cloud-support@nsfocusglobal.com

NSFOCUS IRBAtSal | at

Product Overview

Based on years of practical experience in vulnerability discove
security services, NS F O @UesSn ehraast idoenv evl uolpneedr aROSIAISI, t ya snceaxntni n g
and configuration management product .

This chapter provides basic information about RSAS. It contains

Section Description

Product Characteristics | Describes characteristics of RSAS.

Main Functions Describes major functions of RSAS.

Typical Deployment Describes deployment modes supported by RSAS.

1.1 Product Characteristics
Asnegetneration vulnerability scanning and configuration managem

can fully detoenc tt hweuénmeatbweolrmnkg, i @t $ ess to quickly identify potenti al
cyber. risks

All -Round Detection of Vulnerabilities

RASA can comprehensively detect vulnerabilities in |IT systems.
security vulnerabi |l iy iceosnfiing urhaet itoar gdeetf encotsst,s ,weshe cauprpIti cat i on
vulnerabilities, weak ipdesmivicioWat sandecodeecedelf antds pamd s

that should not be opened in the system.

Graphic Display of Vulnerabilities

ns of NSF

By mea OCUS'ls @aloqpuli @ttiacry metchucd,t YR$AS analyzes

various vulnerabilities on the network and evaluates the risks,
status assessment, and comprehensively presents security risks
forming a complete $bcarhelypsiskeragministrator to discover
vulnerabilities earlier than attackers and fix the vulnerabilit
The analysis result is displayed on the dashboard from perspect
severity. As a ressuwletl)y ¥owwc dfheco sre@gme temigt ird aslk s,

and assets, and fix serious vulnerabilities first. Clicking the
you to |l ocate vulnerabilities of an I P address

Copyright E NSF( 3 V6. 0RO
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Clear Asset Management
RSAS manages auvumsiequsel whidéntairfei ed with | P addresses, by using th

view, in which the system and net wdhrekn security status is visual
deploying RSAS, users could def imaeagel ggiskal network structure
by wusing seeitt hveirew hoer atshe asset repository automatically gener at e
tasks.
Asset management includes the following:

When performing a scanning task, RSAS automatically detects |

network and updates asseéetoryformation to the asset repo
You can search the asset repository for the status of network

RSAS determines the risk |level based on the risk score, whi ch
criticality of assets in the asset repository taken into acco
When gener atSiASg | o crag pesr tt,heR matched assets for each | P address
reads and displays the Hodd hnamenaamernodvdheamdmi ni strator

vulnerability is found in a node, the related node administra
vulnerabl ethesassandows&r to i mmediately fix the vulnerabilit

Diversified Vulnerability and Configuration Databases

NSFOCUS boasts a professional security research team, NSFOCUS S
time researchers for vulnedgbiTheyteamchangi adedppndespelcyi ve s
found over 40 vulnerabilities i common i mages, operating syste
devices and been -rpaloatiadd nrgu lverfl mmp ppbriti e ftoyor Wwor | d

security vendors. NSpOC&USbISectori tmaiTeami hsngeshe vulnerability
database and detection rules and performing an upgrade every tw
maj or vulner abiupdgrtadees,t teh ev ulenaent acbainl ity database and detection r
within two daryst adeteecttédcy are fi

S 5o

Taking advantage of NSFOCUS Security Team's research accumul at i ¢
knowl edpbeasbaver 270,000 vulnerabilities, covering all mainstrear
systems, application systems, andi emret work devices. It also prov
checking base, professional suggestions for remediation, and se
standards for multiple industries. The configuration checking b
systems, which are dividedtihanmo39epewmdouatesgori es and cover more
RSAS can discover security defects and noncompliant code practi c
code files.

I dentification of Nonstandard Ports
With the advanced nonstandard port identification technology an
RSASnh ciadenti fy application service types on nonstandard ports gLt
conduct vulnerability checking, effectively avoiding false nega
scanning.

1.2 Main Functions
Baseline security reguinemabtséi tgnandt setusecyrconfiguration
checking items. The coverage and effectiveness of such checking

security.

Copyright E NSF( 4 V6. 0RO
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Vulnerability Management

According to securifyRSBASBapementesegushkhtabesting, checking,

management, remediation, and audddurnigt yand supervises the i mplem
management regulations in each RBM&Es e amnf etfHecntiivlel management pro
and comprehensively detect vulnerability risks on the network,
effective analysis and remedi atthomugbhgogestihens, and audit remed

ri

extent possible and is a "vulnerability management expert

sk managemast shhiogoudees MBEAS can reduce attacks to the maxi mum

FiguetlSecurity management process

v

Vulnerability
alerting
\ $
Vulnerability Vulnerability
audit Vulnerability detection
Management
77 2
Vulnerability Risk !
remediation management
Configuration Manage ment
With a complete security configuration database, RSAS helps sec
remediation for | T information systems.
By means of machine | anguages and the combination of remote d
detection, RSAS caec awnittoynad o cfail d yr athieeks and provide detailed
detection reports. Compared with the traditional manual check

check time and avoid mistakes.
RSAS integrates leading technologies (including NSFOCUS Intelligent Profile (NSIP))
to detect scurity configuration issues in network assets automatically, effectively, and

accurately.
With continuous updates and i mprovement, RSAS is capable of s
device typeasr.e Ghlescok crounlteisn poosli yeup dhat end st
comprsehveen aut omatic configuration checks, reducing risk costs
assets.

Copyright E NSF( 5 V6. 0RO
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1.3 Typical Deployment

Standal one deployment i s rseiczoemdmeenndteedr pffroirs essmald and medi um

comme rgcoev,erenment , educational itnsDdttatCemtser and i ndependent | nte
(1'DCs), which have more centralized data and simpler network to
star) .

1.3.1Deployment in a Small -Scale Network

RSAS can be easily deployed in tseasecurity maintenance environ
networks toedetrétcty vadineuvusabs|l ities in business systems.

Figuret2Depl oyment of sRa&aA® inetavos kal |

Subnet1 | gﬁ,

Subnetn §§ :

1.3.2Deployment in a Small and Medium -Scale Network

For small -samedk dmeditiempri ses, their business networks may be divi
subnet s. It is costly to deploy a vulnerability management syst
dangerous to open access per mi seti ofnistfodwal Ivsu.l nerabi |l ity manageme
catemitsosituation, SR8ABiI pgploirdess m=mmktthi pife whi ch can

connect to a subnet withBuguraiThasfeféwatl vebye, as shown in
reduces costs and avoids risks.

Copyright E NSF( 6 V6. 0RO
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Figure13Depl oyment i n &carhal Inedamwdrrkedi um

Subnetn sv -

1.3.3Deployment in a Subnet with Limited Access

In certain circumstances, a busingissesubyet may fail to RSAS, o
deployed due to too many swlbmhieplse RS8ASadevi ¢tossuam Iétuati ons,
depl oyed with TVM, unde Femati&dgdment of the | atter

Copyright E NSF( 7 V6. 0RO
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Figuet4Depl oyment in a subnet with |imited access

™™

Subnet 1 Subnet 2 Subnet n

Copyright E NSF( 8 V6. 0RO
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Installation Procedure

This chapter d
f

escribes how to install the hardware
contains the ol |

edition
owing sections:

Section Description

Installing RSAS Describes how to instalhe hardware edition d®SAS.

Installing VRSAS Describes how to instathe virtual edition of RSAS (VRSAS)

2.1Installing RSAS

This section detskte iltbarsd wavEAtSnd ii thnisdara |l o f

2.1.1Hardware Information

RSAS modeRSASN8XBAdERSSAPYX A( portal ) -X(REBAS NX3
RSAS -BEXBWBAS MXHALYanRISAS -HRJI

2.1.2Hardware Appearance

This section describes the front

2.1.2.1RSAS NX3-P (Portable)

panels and rear panels of

Fi gulTaenk2 g uZseh o2w t haen eflr canntd pR8&r N-Ranespecti vel y.

Copyright E NSF( 9 V6. 0RO
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Front Panel
Figure21Fr ont panel-P of RSAS NX3
WE w 1 Ed 3 ]
o "N — .
* e ¢ L ] [ ] L 4
W STA:status LED Y  PWR:power LED
y SYS:system LED Y  RJ45 console port
z USB port z M: management port
Z  Working ports
Rear Pane

Figure22Rear panel -Pof RSAS NX3

“ W  Power adapteport ’\? Power switch “

Copyright E NSF( 10 V6. 0RO
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2.1.2.2RSAS NX3-A (Portable)

Fi gu3aenk2 gudseho2w t he front panel -Aamd srpeart i praen el.

Front Panel

Figure23Fr ont panel-Aof RSAS NX3

-
(1]
|

“ W Monitor

Rear Panel

Figure24Rear panel -Aof RSAS NX3

00

ToEamam e o -
T=— 11
6 0 @ O O

T
00

W STA:status LED Y PWR:power LED

y SYS:system LED Y RJ45 console port

Z  USB port Z  M: management port
Z  Working portselectrical z Power adapter port

Copyright E NSF( 11 V6. 0RO
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“ Z  Power switch ’ : “

2.1.2.3RSAS NX3-X (1U)
Fi guFaenk2 guGseho2w t he fr ont pRaSNAEIX Xa rde srpeeacrt ipvaenieyl. o f

Front Panel
Figure25Fr ont panel-Xof RSAS NX3
W SYS:system LED Y  PWR:power LED
y STA: status LED Y  RJ45 console port
z USB port z M: management port
Z  Working portselectrical
Rear Pane

Figue26Rear panel -Xof RSAS NX3

by &

» DB

(-

W Ground connector Y  Power switch

v Power connector

Copyright E NSF( 12 V6. 0RO
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2.1.2.4RSAS NX3-S (1U)
Fi g&faenEi gu8seho2w t he front panel -Samrde srpeeacrt ipvaeneyl. of RSAS NX3

Front Panel
Figure27Fr ont panel-Sof RSAS NX3
(2] 3]
e = - =]
ST S T e
2 2 D Q2 ]
| ]
006 00 O
W  RST:reset LED Y  STA:status LED
y PWR:power LED Y  SYS:system LED
Z  RJ45 console port z M: management port
Z  USB port z Working ports:electrical
Rear Pane

Figue28Rear panel -Sof RSAS NX3

b 1®

W  Ground connector Y Power switch

Y Power connector

2.1.2.5RSAS NX3-HHA (1U)

Fi gudaen2 gur@®@hé&w the front panel -HHhAd rear panel of RSAS NX3
respectively.

Copyright E NSF( 13 V6. 0RO
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Front Panel
Figure29Fr ont panel-HHWA RSAS NX3
W PWR:power LED ¥  SYS:system LED
y  STA:status LED Y  Bypass LED
Z  RJ45 console port 7 USB port
z M: management port z H1: management port
Z  Working portselectrical ports 16 z Working ports:optical ports 710
Expansionrmodule
Rear Panel

Figure 2I0Rear panel -HHAIRgSUMASe NX3

@
T
o
W  Ground connector Y Fan
9 Power switch Y  Power connector

2.1.2.6RSAS NX3-E (2U)

FigurenRi gur®h@w the front panel -BEand rear panel of RSAS NX83
respectively.

Copyright E NSF( 14 V6. 0RO



Front Panel

Rear Panel

Figure 211Fr ont panel-E of

T
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RSAS NX3

at

W Monitor Y  Monitor buttons

g ;;6 BP: status LED (toplown: 56, 3 4, Ii ¥ PWR: power LED

Z  SYS:system LED 7  HDD: hard disk LED
Z  S:RJ45 console port z  USBport

z M: management port b4 H: management port

1000M optical port LEDs

1000M electrical port

1000M optical port

Expansion slots

(1]

Figure 212Rear panel -Eof

RSAS NX3

W  Ground connector

%

Fans

¥ Power switch

v

Power connectors

Z  Power reset button

Copyright
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2.1.3Hardware Parameters
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S,

Note

Har dwar e

parameters may vary

slightl

Tabtlehdws

Table2lHar dwar e

har dwa rReS ApSa rmeomdeetl esr s o f

parameters of RSAS

Model

Dimensions
(unit: mm)

W#D*H

Power Supply

Weight

RSAS NX3P

271*175*44

Single AC power supply
Input voltage ranget00i 240 V
Input current: 1.6 A

Maximum output power: 60 W

2.35kg

RSAS NX3A

324*220*62

Single AC power supply
Input voltage range: 10@40 V
Input current: 2 A

Maximum output power: 150 W

3.8kg

RSAS NX3X

430*390*44

Single AC power supply
Input voltagerange: 100240 V
Input current: 05 A

Maximum output power: 65 W

5 kg

RSAS NX3S

430*390*44

Single AC power supply
Input voltage range: 11@40 V
Input current: 1.63 A

Maximum output power: 250 W

6.7 kg

RSAS NX3HHA

450*435*44

Single/redundant AC powesupply
Input voltage range: 10@40 V
Input current: &

Maximum output power: 250
W/300 W

8.5kg

RSAS NX3E

435*560"88

Redundant AC power supply
Input voltage ranget00 240V
Input current5i 2.5A
Maximum output power: 300 W

11.59 Ig

Copyright E NSF(
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2.1.4LEDs

Tabl2de®8cri bes LEDs on the front panel

Table22LED meani ngs

LED Type LED Status Description
Power LED (PWR) On The power supply is working.
Off The power supply is unavailable or not working.
Status LED (STA) Blinking The system is reading or writing data.
Off The system is idle.
System LED (SYS) Off The power supply is unavailable or not working.
Green The device is working under a propead.
Orange The CPU usage of the device is on the high side.
Red The CPU usage of the device is too high.
Network LED  (on| Green - Off: indicates that no link is established.
either side of a networ| (LINK/ACT) o o . .
port) -+ On:indicates that a link is alreadgtablisheavithout data|

transmission

Blinking: indicates that a link is already established
data transmission is ongoing.

Yellow/Green | - On (green): indicates the link works at 100 MB

(Speed . i
On (yellow): indicates that the link works at 1000 MB.

Off: indicatesdata transmission is lower than 10 MB.

Bypass LED| On The bypass function is enabled for the numbered ports.
(numbered)

Off The bypass function is disabled for the numbered ports.
HDD LED Blinking The hard disk is reading or writing data

Off The hard disk is not inserted.

On The hard disk is idle.
HDD LED Blinking The HDD is reading or writing data.

Off The HDD is not inserted.

2.1.5Installation Preparations

Before installing RSAS, you needenhwvicbemknadccessories and prepa
common tools, and equipment room environment

Copyright E NSF( 17 V6. 0RO
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2.1.5.1Accessories

Before installation, check that all accessories are included in
the device. | f any accessories areomissing or broken, please co
Accessories vary with the device model. For the specific access

Accessories of 1U Devices

Tabi3¢i 8ts accessoriFegub®| PUsdeant esst hedappearances of
rackmount accessories.

Table23Accessories of 1U devices

Accessory Description

Straightthrough cablel Used to connect a device to the network.

(green)

Crossover cablg Used to connect a PC to the management interface of RSAS so that
(yellow) log in to the wekbased manager of RSAS to perform configurations.
Power cable Oneor two power cables are provided for each device.

Serial cable A serial cable (one end is the DB9 female connector and the other eng

RJ45 plug) is required for device configuration via the console port.

Rackmount accessorie§ Rackmount accessorigxlude the following:

Front mounting ear: fixes the front end of the chassis onto the rack
Front mounting ear bolt: used with front mounting ears.

Rack rail: adjusts the distance between the device and the rack.
Rack rail bolt: used with rack rails.

Rubter pad: You can cut it into four smaller ones along the dotted |
and attach them to the four corners of or marked places on the de
avoid abrasion.

Rear mounting ear: fixes rack rails onto the rack.
Rear mounting ear bolt: used with rear moungags.

Rack screws and nuts: fixes front and rear mounting ears onto rac
rails.

Copyright E NSF( 18 V6. 0RO
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Figure213Accessories for mounting a device
4 )
o Front mounting ear
© Rackrail x2
@ Bolt for fastening the ear @ x6
4 J
4 N\
Rack srews and nuts g
O \ut ) x8
© Screw ® x8
Rubber pad E 4}/ x4
(. J/

Accessories of 2U Devices

Tabteéidts
racknnouacce

ssories.

Table24Accessories of 2U devices

Accessory Description

Straightthrough cablel Used to connect a device to the network.

(green)

Crossover cablg Used to connect a PC to the management interface of RSAS so that
(yellow) log in to theweb-based manager of RSAS to perform configurations.
Power cable One or two power cables are provided for each device.

Serial cable A serial cable is required for device configuration via the console port.

Rackmount accessorie

Rackmount accessories Inde the following:
Front mounting ear: fixes the front end of the chassis onto the rack
Front mounting ear bolt: used with front mounting ears.
Rack rail: adjusts the distance between the device and the rack.
Rack rail bolt: used with rack rails.

Rubberpad: You can cut it into four smaller ones along the dotted
and attach them to the four corners of or marked places on the de
avoid abrasion.

Rear mounting ear: fixes the rail onto the rack.

Rear mounting ear bolt: used with rear mounting ears.

Rack screws and nuts: fixes front and rear mounting ears onto rach

Copyright E NSF(
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Figure214Accessories for mounting a device onto a 2U rack

4 a

o Front mounting ear

© Rackrail

9 Bolt for fastening the ear Q x8
. J
-~
Rack srews and nuts @
o Nut @f x8
© sorew ® x8

Rubber pad /i AZ\ x4
. J

J

2.1.5.2Network Environment

Tabtsede®8cribes the network environment required for RSAS to go |

Table251 t ems required for setting up a network environment

Item Description
IP address IP address reserved for RSAS.
Computer Directly connected to the management port of RSAS so that you can log in to th|

based manager of RSAS in HTTPS mode for management.

Terminal software| Software used for connecting to the console port, for example, HyperTermin
comes with th&Vindows operating system.

Browser + Thelatest Firefox Chrome, or Microsoft Edgerowser are recommended.
The recommended screen resolution is 1280 x 1024 or greater.

You shouldclearthe Turn on Pop-up Blocker check box on the browser.

2.1.5.3User-provided Tools and Devices

Screwdrivers and screws of various specifications

Instruments and meters such as the terminal and multimeter
ESD wrist strap
Tape

2.1.5.4Installation Environment

Tabtééi 8ts specific requirements for the installation environmen
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Table26l nstal l ation environment
Item Requirements
Temperature and humidity - Good ventilation and cooling system

Temperature: 0G45C
Relative humidity: 10%95% (non-condensing)

Electrostatic discharge (ESD) | - Make sure that the device and floor are well grounded.
Use a dusproof room.

Wear ESD gloves or wrist straps when handling the circuit
board.

Executive standards for radiatior| Class A, EN55022, FCC Part 15

Rack The rack must be secure enough and fit for the device.

2.1.6Installation Methods
This section describes how to install the device onto the rack.
2.1.6.1Installation Procedure

Figurshéws the installation procedure.

Figure2151l nstal l ati on flow chart
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