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Preface

Scope
This document descr i bfedS aNHI36 D, BB iNXB8s and u
HD2 7,8 0tdhNeSFOCUS Vi r tDhuaol S zSeyds tAenm { MabnSa g me mt d e |
I't provides guidanceeiscru pd i ofn sAhSE rM pmaoyd ,sd
actual products due to version upgrade or o
Organization

Chapter Description

1 Overview Describes ADS M briefly.

2 Web-based Manager Describes the login method and layout of the lwabed manager.

3 System Management Describes how to perform system management and maintenance.

4 Traffic Monitoring Describes in detaihte traffic and attacks monitored by the managed dev

5 Reports Describes various types of reports and how to query these reports.

6 Logs Describes how to view device logs.

7 Region Management Describes how to coigfure device regions and region IP groups.

9 Device Management Describes device management, policy configuration, and abnormal {

detection.

10 Consolebased Systen| Describes menus of the console management interface.

Management

A Parameters Describes parameters of policy templates.

B Default Parameters Introduces default settings of ADS M.

Change History

Version Description

Added functios: NFR security requirements, afteales contact
specificatiors, connection anomaly detectieonfiguration exception
IP address of IP groups, and adaption to new functions in ADS/NT|
V4.5R90F05

V4.5R90F05

CopyfrEi QNIStFOCUS 1 V4. 5R9



NSFOCUS NSFOCUS ADB&®rM(d

Version Description

Optimized function: regioiP groups, login security settings, DDoS
alert rules, smart protection groups, packet capture, region traffic
statistics, and cluster synchronization reconstruction

V4.5R9(F04SR01 - AddedHTTP Hostallowlist and watermark authentication.

V4.5R90F04 - Updated the structure based on the new template.

Addedlicense expiration warning, web API logdusterGedP library,
and cluster NTI, etc.

Modified access policies and DDoS attaddrtrules.

Conventions

Convention Description
Bold font Keywords,names of screen elements like buttons, dfoywn lists or fields, ang
userentered text appear in bold font.
Italic font Document titles, new or emphasized terms, and arguments for which you
values are in italic font.
\ Reminds users to take note.
A
Note
Q Indicates a tip to make your operations easier.
Tip
Indicates a situation in which you might perform an action that could res
A equipment damage or loss of data.
Caution
Indicates a situation in which you might perform an action that could res
? bodiy injury.
Warning
A>B Indicates selection of menu options.

Technical Support

Har dware and Software Support

Emastupport @nsfocusgl obal . com

Cloud Mitigation Support

Emacl esuudpport @nsfocusgl obal . com
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Phone:

USA-18 4878287 -©4MSHFIOCUS

UK+44 808 164 0673 or +44 808 164 ONSF
Aust rd&lli : 8599 0673 or +61 2 8599 ONSF
Net her+I3@/5d&208 2673 or +31 85 208 2NSF

Brazbb:13 4042 1673 or +55 13 4042 1NSF
Japa® 4 BBB® 73 o045 BNISF3

Si nga#péosx e3158 3757

Hong K&bhg: 5803 2673 or +852 5803 2NSF

Mi ddIl et 9Fa&3st1:6 19 7607

Documentation Feedback

For anyegardiyng the usage of the documentat.

Emaiilnf§opport @nsfocus. com
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Overview

ADS M
mo daen d

we-based

s used to perform dewmtcaebideg| mgrdge
NTAadmelvitmegenerate reports.

ADS M monitors traffic and operating status
information and attack alerts from these de
man ag éra.s e@n nalae gveenly st hat or, in a un
configuration files of ADS devices o

modi fy

devices.

ADS M manages and monitors multiple NTA devi

alerts from tihsepslea ydse vti hcee sc,o0 lalnedc-bda d e d nfmanmger
I n addition, the administrator can create r
detection policies to NTA devices.

CopyfrEi QNIStFOCUS
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2 Web-based Manager

This chapter mainly covers:

Section Description

Login Describes methods for logging in to the system.

Layout Describes the web page layout

Other Operations Describehowto switch the language and reset the password.

2.1 Login
To | og i ratscedt hmea nvaegber of sAPBEsM, foll ow thes
Step 1 Make sure that your PC properly communicates with ADS M.

Step 2 Open a browser (for exampléhrome)and connect to the IP address of the management
interface of ADS M over HTTPS, for examptgpe https://192.168.1.10 in the address bar

After you type tBet, @sPe caudrdirteys salaenrdt ppraegses ap p e
Step 3 Click Advancedand therProceed to xxxx (unsafe)

The |l ogin plhagsedfmarmageve bahbipguwlres,2 as shown i
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Figure2lLogi n page

P NSFOCUS

ADS Anti-DDoS System Management

l ADS M System v l,(mr:huan l Password l LogiLl

@ 2023 NSFOCUS. End-User License Agreement ES(Language )~

Step 4 SelectADS M System type the correct user name and password, and theri_oligk or
pressEnter to log in to the welbased manager.

On the firsM, |lygu nnded AIDSE change t
again Then the configuration wiza
On the first |l ogin to ADS M that h
V4. 5R90FO05, you can directly acceas
\ the iprawgétsi @l You can | og i msetoidyset
Not: l angsygge emal i ty, system t.Fme Zdenai
NSFOCUS ADS M Installation and Dep
I f you are autheaemaiclat eyobyneadswo
and verification .dhhé¢e uproviaced uwnit:
several failed verification code a
For the first |l ogin, you must import a vali

|l ogin,-babedwmbhnager abipgewlre ,2 as shown in
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Xz

ENGLIEH ~ & ADoUT X Togo0T

Report  Log Region Device Management  Administration
Monitoring NET Traffic Monitoring
Device Monitoring «* B L NTA Traffic Trend e Attack Traffic Trend e
Name status Uptime Resource Usage Al e bps All = bps v
500 K
1066213 e satnazmn  CPU! 5%
MEM H—— 51%
250K
o
B.1065242 @ The device s offine toDatz
250K
B2 1066242 @ The device ine
500 K
B2 1066242 @ The device is offiine or shut do 09:15 09:20 09:25 09:30 09:35 09:40
Rx trafi Tx traffi Rax Traffic Passed Traffic @ Dropped Traffic
Attack Traffic Trend Fan Frotocols Analysis o Attack Traffic Aok
All a bps v All a bps All a bps v
500K 600 K 170K
250K
0
200 K 165K
250 K
500 K 162 5K
0915 09:20 09:25 09:30 09:35 09:40 09:15 0%:20 09:25 09:30 09:15 09:20 09:25 09:30 09:35 09:40
Rx Traffic Passed Traffic ® Dropped Traffic ® uoP TCcP @ icvP SYN Flood
© = [ System Status: CPU load:14%, MEM Used:22% ] Authorization Status:Authorized =@ 09:44 2023-11-10 CST|
The browser you use must support J
You ar e adtvhies eldatteoCthursweenes | dcomrefEdgse
A di splay resolution to 1280 x 700 o

2.2 Layout

Caution

You must
For the f
to impor,t

c hanigrame diea tpalsy wafrtde r

l ogi n,

t he
F otp ov

you must

sae el Siscdedn@sienrs e

Fi gu3dseh oaws t

he

| abyaosuetd onia ntahgee rwe b
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ebfa stehde mmaenba g e r

ADS ]

Traffic Monitoring

Reporit  Log

Region Device Management ‘Administration

admin

[22

ENGLISH ~ & About| x Logout "

Overview

DDo§ Traffic M

onitori

ng NET Traffic Monitoring Attack Events

Device Monitoring |4 NTA Traffic Trend oy Attack Traffc Trend oy
Name status Uptime Resource Usage All a bps = All b bps
500 K
1066213 ) sotensomn  CFU T 5%
MEM — 51%
250 K
L I
3 o
JL10.66.242. ® Ho Dt
250K
R1065242 ®
500Kk
R1055242 ) 10:35 10:40 10:45 10:50 10:55 1100
Retraffic Tx Rx Traf PassedTraffic @ Dropped Traffic
Altack Traffic Trend oy Protocols Analysis o Attack Traffic Mo
All a bps v All a bps + All a bps v
500Kk 500K 170K
250K 168 K
o 166 K
200k
250 K 164 K
500 K [ 162K
10:35 10:40 10:45 10:50 10:55 11:00 10:35 10:40 10:45 10:50 10:55 11:00 10:35 10:40 10:45 10:50 10:55 11:00
Rx Tratic PasceaTrame @ Dropped Trame ® vor e @ e YN Fiood
ll? = [ System Status: GPU load:14%, MEM Used:20% ] - Authorization Status: Authorized | ©11:012023-11-10 CS

TablldeBcr i

bes

abb zaaesd ohandagemweb

Table21We bpage | ayout
No. | Area Description
1 Menu bar Main menus of the system.
2 Quick access bar | Provides buttons for common operations on the-baded manager.
AL admin : enables you to modify your information. Seetion3.2.1User
Managementor details.
EMGLISH = : switches between languages.
B About : displays product infenation of ADS M devices.
¥ Logout : logs you out of the system.
3 Work area Area where you can perform configurations and operations and view da
4 Status bar Displays the current system time and system status. Clicking in the left
the status bar showdetails of the CPU usage, memory usage, and
partition usage.

2.3 Other Operations

On t heaswed manager, you can also switch the
Switching the Language

On the |l ogi Fimgale ndhveewn hieh arug ubanigtet b t-lmet he

right corner. Then all/l l anguages &V aiwkaebl2e

CopyfrEi QNIStFOCUS
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desired |l anguage. The interface

Figure24Language options

[ 3 an
EMGLISH

EE(Language 1.

Resetting the Password

On the loginipgay e cffloocgkot i Mans stwheeridgbtvercor ner .
thedcemnanéett adsdeeNaeaxatmandn
the system automatically sends

t hReeset Ppagwordype

After t

t ha
emai | addr

ess.

Note

Only taeémmwsrrenabl e the password r
|l ogin pager dbs plPamrgisywoa fdt e Re yRaus sewnoa
t hSeecuri t ypajeet.t iFbgs how t o enabl 8.
Security Settings

When you reset the passwor d,asyotuhem
you used to register. This email a
not receive the password resetting

The password resetting function a
(SMTP) server. oF®dr3d@dPaSksyese€osé

CopyfrEi QNIStFOCUS
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System Management

This chapter describes routine manbgeemeént a

managemainly including:
Section Description
Local Settings Describes the basic configurations of ADS M.
User and Audit Describes how to perform ADS M user management, security set

authentication configuratiprand HTTP host allowlisas well as how tq
view audit logs.

Third-Party Interface Describes the thirgharty interface configuration.

Diagnosis Describes methods to diagnose ADS M faults.

3.1 Local Settings

This section describes. basic configurations

3.1.1Basic Settings

Choofsdemi ni stration > LocaRAsSehtivggh re> BBasi c

Basic pagti dgspl ays basic sy&ﬁbm eaiformaei o
| D, system tinde,deNBRIderswesrnt,ema | anguage, exc
the system uniquely.

CopyfrEi QNIStFOCUS 10 V4. 5R9
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Figure3lBasi ¢ system information

Basic Settings % ) £

Shutdown | | Reboot System Restart Service Export Configuration | | Import Configuration

Basic Information ~

System ID CA9D-D954-623F-CIES

Software Version V4.5R90F05

Patch Version -

Uptime 1 hour 16 min(s)

Basic Settings ~

Device ID B

System Time 2023-11-09 11:28:02 g

System Time Zone (GMT~+8:00) Chongaing, Harbin, Kashgar,Shanghai, Urumai B

NTP Server 1.poolntp.org & Br

Web Service Port 443 =

Detection Mode NTA By

Default System Language | Chinese Br

Sound Alert Close B

Region Chinese mainland B

Managed Device Access  Open &
Tabllde3cribes detailed system informat.i
Table3lBasi c system information

Parameter Description
System ID Hardware ID of ADS M.

Software Version

Software version of ADS M.

Patch Version

Version ofthe patch that was last installed on ADS M, if ADS M has b
upgraded by installing patch files.

Uptime Length of time from when ADS M is switched on till the current moment
Device ID Name of ADS M.
System Time Current system time, in the format291209-27 17:07:07.

Changing the system time may cause a loss of certain data. Therefor
must perform this operation with caution.

System Time Zone

Time zone of the system time.

When daylight saving time (DST) is used, the page will prompt a mes
indicating that the clock is automatically adjusted based on the DST.

NTP Server

IP address of the server with which ADS M synchronizes time.

If NTP Exception Alert is turned on, once the NTP server becomes fa
the system triggers an alert and getes a running alert log. For details, §
section3.1.8Performance Alert Configuration of Managed Devices

Web Service Port

Port via which you log in to the wetlased manager of ADS M. The pq
number can b80, 443 or any integer from 10000 to 65534. Assume that
IP address of ADS M ikttps://192.168.1.100f the port number is changg
to 80, you need to typéttps://192.168.1.100:80n the address bar of th
browser.

A\ Y

Note

Changing the web
M to restart. |f

swebasedpmatha
t he Padretpdloyi ¢

Detection Mode

Detection mode adopted by the system.
The default value iSITA, indicating that ADS M coordinates with NTA f¢

traffic analysis. If there is no NTA, the default valudisne, indicating that

CopyfrEi QNIStFOCUS
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Parameter Description

NTA coordination is unavailable.

Default System Languagqd Default language used by the system to save audit logs.

The webbasel manager supports botbhinese and English. The default
language i€nglish.

The new default language takes effect only after the system is restarted

Sound Alert Controls whether to enable sound alerting.

After sound alerting is enabled, the systeakes a sound and displays an a
reminder box when either of the following conditions is met:

An attack alert or link status alert is generated by ADS.

A traffic alert is generated by NTA.

For details about the sound alerting function, see seédtibiT Generating
Sound Alerts

Region CountryRegion where the device is used.

Managed Device Access| Enabled by default, indicating that you can directly access the manageg
and/or NTA devices via ADS M. If this is disabled, you cannot access
managed devices via ADS M.

I n addadjiwsntitmg basic system parameters, yol
operations:

Shut down t h&hwstydtdoema:h u@€l idokwvn ADS M.

Reboot t he Reyotod mtSoyGiteemkot ADS M.

Restart syst@®Rmsdanvi cesvi€mMr sksysce progr
(includi-mgs ed emavedbger and engine) of ADS |
change the default | anguage, the system a

Export confi glExatoirdan Cloindf edy:usrélliteéiecth conf i gur
t o be e x pEoxrptoerdt iCno ndf hi agluorga thbi dBxn gs. cewa® Ki cnk
to save the tcond ilgacalti dinskK idrei ve.

CopyfrEi QNIStFOCUS 12 V4. 5R9
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Figure 32Ex porting

configurations

Export Configuration x|

Select configurations to be exported.

ADS

NTA

Falicy Template
Region

License

SMMF & Syslog
Data Export
Paortal

SMTP Server
User

Mail Report Settings
Performance Alert
HA Configuration

OK Cancel

\ The configuration files will be exp:¢
Note and can be used for backup or import
| mport a configuration file

Clilemport Conand uupalto aodd pd ofaidl eCoinrf idghuarlaotgi o n
box s hiwhu3ten 3overwrite the original confi
reconfigures ADS devices, NTA devices, ant
Figure33Upl oad Configuration File dialog box
Upload Configuration File l:_l
Choose File | Mo file chosen
OK Cancel
The i mported configuration file ta
\ Certifagathes nmcessary to perform
4 devices have different certificate

Note The i mported

operation with

configuration
caution.

Pa rl feorw
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3.1.2License

After an ADS M device is installed, you neec
Choofsdemi ni strati on i deoOumdl h®epndsges (Cholpisek Fi | e
to select a | icémeceaetodi mpoanhdat heneobeckAfte
Li cepnasgee di spl ays the | i dcemgud ei Bf or mati on, a

Figure34Li c prage

License x

License Registration Information ~

License No. 678E-E1F6-1709-B7F8
Licensed to NTA25567

Cleaning Capacity No limit

Authorization Module IPV6

Portal Available

Intelligent Protection Available

License Type Trial License

Start Date 2021-04-16

End Date 2021-05-18

Authentication Mode Cloud authentication

License Update: | Choose File | No file chosen Update
License Download: |Download

Cloud Authorization ~

Authorization Status Authorized
Address of Authorization Center ‘ auth.api nsfocus.com v
Save
Tabl2de3cribes |license parameters.

Table32Li cense parameters

Parameter Description

License No. License number of the current ADS M.

Licensed to Customer that is authorized to use this system.

Cleaning Capacity Maximum bandwidth allowed for traffic cleaninyo limit indicates no limit to

the maximum bandwidth.

3,

Note

This parameter is available onl

Number of Monitored| Maximum number of ADS devices that can be monitored by the current AD|
Devices

Authorization Module | Whether the IPv6 module is available.

Intelligent Protection | Whether intelligent protection is available.

Portal Whether ADS Portal is available.

CopyfrEi QNIStFOCUS 14 V4. 5R9
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Parameter

Description

License Type

License type, which may brrial or Paid.

Start Date

Start date of the license validity, which is usually the production date of the ¢
license.

End Date

End date of the license validity. If a trial license expires, ADS M campgeaded
but no longer collects data of ADS devices under it. That is, ADS M lose
protection function. If a paid license expires, ADS M still works but canng
upgraded.

Authentication Mode

Authentication mode, which can be local authenticatidoud authenticatioor
watermark authentication

This parameter is available only for AB&-VM. Meanwhile, ADSM-VM can
be used only after it is authenticated locatignnected to the cloud authorizati
center or watermark authenticated

Ukey Hash

Hashof the USB flash drive inserted into host the device where the softwa
the locally authenticated device runs.

Authoriz
ation
Status

Local

Local authorization status of the device. If local authentication is config
ADS-M-VM, upon startup, sendsuthentication requests to the USB flash d
inserted to it. The local authorization status can be either of the following:

Aut hori Zreae devi

Unaut horThedsystem
addion, region

ce is authorized
cannots upepda ptd

configuration, o)

Cloud

Cloud authorization status. After you configure the address of the
authorization center, AD#-VM, upon startup, sends authentication reques
the cloud.

Aut hori zmrdi catdedsr etslsatoft htehea cl ou
correct and the connection to t
device is available for use.

of f I the authorized state, i f

typed, thetatubkoQfiufzlaitAied o fsf | i ne

functions except system upgrade

per.i d, the device enters the un
h

r Tshyesdceamn ot be upgraded,
mion configuration, or tun

i ca:itTihoen dfeaviilcuer epr ovi des 4
within 30 ulpyesr.i oldp,ont hteh ¢
rized state.

Unau
addi,
Aut

upg
una

OCD""@U

During its operation, ADS$1-VM periodically sends authentication requestg
the cloud to stay connected to the cloud.

Waterma
rk

Wat er mar k aut horizat.i
aut hentADSdvVMon,upon
water mar k

on stat
startup,
a wntf hoer nmtait d aotni. o n

Aut horTitreeddevi ce

Unaut hor iThed system
addition,

aut horized a

cannot be wup
serviocge toaardffii gu rsd tait o rs

i s

Port

Port for local authentication.

Make sure that ADS Mhas the same local authentication port as ADS or N
collaborating with it.

Address of

URL of the cloud authorization server.

CopyfrEi QNIStFOCUS
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Parameter Description

Authorization Center [ - For use on the Chinese mainland, chamst.api.nsfocus.com

For use in other countries and regions, ch@agk.nsfocusglobal.com

The system displays a warning when t
during which you wild/l n o tM pbreo preeortiityrod
\ timely import a new |icense as pr omg
4 For a for mal |l icense, within 30 da
Note the firsdau wadnmni mgd soYreceive the wa
For a trial | icenstehe wiitchdms es eevxepi 1
the first warning.

3.1.3System Upgrade

Yo u

can manual |y i ngproaAdDe®it Bheef ougpedagdipenh € i B g st e m)
as foll

ows to avoid possible update failure

Contact NSFOCUS tenc hanp pclail c ashulpep ourpg.rfaode pac
Make sure that the package matches your p

Go tbhi tpmyge to chéek | wecemser has expired.

Check whether configuration fil esDatnhal dat
St ompage to back up them.

To upgrade wADS eM,e fsdlelps :
Step 1 ChooseAdministration > Local Settings > System Upgrade
Step 2 Click Browseto select an upgrade package file.
step3 Click Upload.

After the upgrade package i-selupit ®oddiemdf ot Mmat i
to confirm.
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Figure35Up gradef i rmati on

|Administration » System Upgrade

System Upgrade x O o
L50uroE versTon]

V4. 5RI0F01SPO3 through V4. SRIOFOISPOI
[Target Version]
V4. BRI0F02
[Matching Versions of Collaborative Devices]
ADS versions for collaboration:
V4.5.85.15. sp13 through V4.5.88. 15. sp15
¥4.ER39F03 through V4. GR9FO3SPO3
V4. 5RI0FO0 through V4. SRIOFOOSPOE
V4. 5RI0FO1 through V4. ERIOFO1SPOS
V4. SRIOFO2
ADS versions the adaptation applies to (other versions do not support ADS N s management of their region security):
V4. BRI0F0O2
HTA versions for collaboration:
V4.ERB9F03 through V4. SRBIFOISPO2
V4.5RO0F00 through V4. SROOFOOSPOS
¥4.5RI0F01 through V4. SRI0FOISPO6
V4. ERI0F0O2
NTA versions the adaptation applies to (other versions do not support ADS N s management of their region security):
V4. SRIOFO2
[Hex Functions]
1. The system time on NTA can be in synchronization with that on ADS M.

2. A port can be specified for ADS M to collaborate with NTA or ADS

w

. The status of the NIP service is put under monitoring.

S

Static routes can be configured now

@

. The custom—permission user group is added to allow the configuration of users with custom permissions.

Click Confirm Upgrade.

Thne t he upgrade proceeds. During the upgrade

how much of the task has been completed.

After the upgrade is complete, cli€K in the dialog box, which prompts that thgstem
service will be rebooted.

If the system does not prompt the wupgrade
will automatically restart

Click & in theOperation column of the upgrade package in tegrade History list to
view informationabout the new version.

- -E-n-d

3.1.4Data Storage

Chod®dgeni ni stlreactalonS®atangtorapgkzant &8 hFpadgage
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Figure36Dat a Ptagreage

Data Management Service
& Running

Storage Policy

Type Granularity Storage Time Operation
Snapshot Data 30 x Second 3 % Hour [E-3
5 min Data 5 x minutes 30 x Day £
Hour Data 1% Hour 12 % Week £
3 hours Data 3 x Hour 6 x Month [E73
Day Data 1x Day 3 % Year &
Maonth Data 1% Month Na £
Year Data 1x Year No [Erg

Minimum Data Merging Threshold

Type Threshold Operation
Traffic 0 pps _"f

Table Space Usage

Table Space Size Usage Cperation
Histarical Trafic Data 761.0G 1% Plorer
Aftack Event Data 264.2G 1% o
Device Log Data 168.5G 1% Plorer

Data Backup and Restore

Database Backup Service  Configuration Backup Service  FTP Server Rsync Server Operation
@ Running @ Running 10.66.250.177 10.66.250.177 B

Restore Databaze Reztore Configuration

You can perform the Daottd oSMMiageapeer ati ons on

View the data mamagement service

I n DDahtea Managenmerneta ,Seyrovui ccean check whether
service is running or has stopped running

Edit data storage policies.

Il n Sthoer agearFémbl—"f‘ciyn( Qpheer acddlommn t o edit the
of tkeRepoodi ng data type.

A

I f the st@®rdgdge ithidmeaites that there
Caution addi t |1

ion, the syst®odaduwt admatai.c a y

Edit the minimum data merging threshol d.

I n Mihnei mum Dat a Meragiemg ﬁ’TdHrrieﬁsweerladdlommn t o
edit the minimum data merging threshol d.
wi || be ignored during the merging.

View the table space usage.

I n Ttahbel e Spacealsyge can vhewtohecapateatbt
attack event dat a, and device logldaka as
Cl eiamr Qpheer addlounmn t o del ete the table spac:eé

. Manage data backup and restoration.
i Modify the baonkup configuratd.i
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I n Dahtea Backup aamdadc | Fieisri QG pheer addlolnmn t o

edi
the backup configuratiFogut e B8he dialog b
Figure37Maod i f ying the backup configuration
Modify Backup Configuration l:
Data Backup Type L] Database Backup 1 Configuration Backup
FTP Server Configuration
Server IP | |
Usernams | |
Password | |
Rsync Server Configuration
Server IP | |
Usernams | |
Password | |
8].4 Cancel
Select the data backup type and configure p
\ Fobata Backup fCyméiygur atiiecn skdelkcupd
4 configure the Bavabaseir®asc&lugpdt ed,| yy
Note both the FTP server and the Rsync sce
T Restore the database.
I n Dahtea Backup aamdchrbessthkoorree Dalt ab atslkee t a bl
restore the database information backed
i Apply the backup file for restoration.
| n DDahtea Bac kup aamdacHraessthkoorree Comé li gw r tath @ otna
to restore t he kceadn fuipg wrna ttihoen sfeirlveesr hbtaoc t |
ADS M configuration is backed up to the
3.1.5Network Settings
ADS M supports both I Pv4d and | Pve configura
gateway, and statiectionsesesThébkohbwwitongcse

network settings respectively.
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3.1.5.1Configuring IPv4 Network Settings

I nterface Addresses of ADS NX3-M1600E and ADS-M NX3-HD2700

Fi gu8seho3ws t he ADS®S nMNKIRDMeEl. of

Figure38Fr ont paneM160D0ADS NX3

o
©
©
©
©

??"

Tabl3de3cribes the interfacewsl6ddMEt.he front p

Table33Fr ont panel-Mlo6f0 CABDS NX3

W M: management porl Y H: management por| § Serial port (RJ45) | Y USB port

7 Reset LED 7z Power LED Z Status LED z System LED

Z Working port: GE| 7
electrical (RJ45)

Working port: GE
optical (SFP)

Electrical ports are, fron
left to right, referred tg
as S11, St2, St3, and
S1-4 on the wekbased

manager.

Optical ports are, fron
left to right, referred tg
as S21, S22, S23, and
S24 on the wekbased

manager.

Fi g u9seh o3ws

t he

f r &n N X{3a2n7e0 0 .o f

ADS
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Figure39Fr ont p a-Me N2 70MWS

W Power LED Y System LED § Status LED

Y Serial port (RJ45) Z USB port z M: management port
Z Hot standby port z Expansion slot Z Monitor

Z HDD caddy T T

ADS NWKIB6OOE's network ports include M (1000N
and four 1000M optical ports, whodetienmdiaceat
Tymeol umnl Bn4d4t AgpdgesAadindieri stration MetLwarad S
Set tdfn gtshbea sweedo manager. These 1000M electric
(right) are respdcgt-254-83 S 1-E5f22% 23§ @ atdod caBs2 S1
this. page

Figure 310ADS NWX3HB 0I0EPv4 address configuration

IPv4 Address Pv6 Address
Interface Address Configuration ~
Interface Type IP Address Metmask Operation
& ethl M 192.165.1.100 255.255.255.0 [€5)
() 10.66.250.182 255.255.255.0 @)
& ethl H
& eth2 511
.!.‘
& ethl 51-2
.!.
& ethd 51-3
®
& eth 514
.!.‘
& etht 5241
& eth? 52-2
.!.‘
& ethd 52-3
.!.
& ethg 52-4
®
Route Configuration ~
Default Gateway Operation Add
10.66.250.254 B

CopyfrEi QNIStFOCUS 21 V4. 5R9



NSFOCUS NSFOCUS ADB&®rM(d

Thienterface LED on the | eft of the interf aceé
this interface.
0. indicates that the network connection ¢

LR indicates that the network connection

. C
Though tcheegderwatcecl early specify roles of pc
configuration and management purposes and o

Each interface can have two | P addresses. I

t o cuwrnef itghe | Pv4 address and subnet mask for

To unbind the | P add®eisrs Qpheer md @loninmt er f ace,
A I f the I P address of a management ir

Caution we-based manager of ADS M

On the inffegith@ed finetxti t o an interface to c
address and other par avnmeFiengslr1#® o8 this inter

Figure 311ADS MNWX3PHB 0iCCOnf i guring an | Pv4d interface

Add IP | X

Network Adapter |eth 0

IP Address |

Metmask |

|
|
|
Default Gateway | |{"|:| ptional)

OK

Tabldde3 cri bes parameters for configuring an

Table34Par ameters for configuring an | Pv4 inter

Parameter Description

Network Adapter Management interface or expansiaterface of ADS M

IP Address IP address of ADS M, which should be an IPv4 address here
Netmask Subnet mask of the IPv4 address of ADS M
Default Gateway IP address of the network gateway of the subnet where ADS M is on
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Q After you change the I P address of t
Tip be unavai ltdhh en.gas @, toet he system fr
Default Gateway
To configure the I Pv4d default gateway, foll

Step 1 In theRoute Configuration area of the page shownfigure 310, click & in the
Operation column.

Step 2 In theEdit Default Gateway dialog box, type an IPv4 address and cli.

Figure312Conf i guring the default gateway

Edit Default Gateway x|
Default Gateway 10 66.250.254

Ok

- -E-n-d

Static Route

A static rmauntuealilsy ac ornofuitgeur ed by the adminis
s masliclal e networks thatAsdmsdmmbutbanganpoonsban
net work changes, the administrator must man
changes.

Cho®dgdeni ni stlroactalonSélet wBggkt.i mgRsohuet e Confi gur a
area |loPfv 4 hAgd d g e sAsdcd nakokn f i gur e parameters i n t
appears.

Tabtbde3cri bes parameters for creating a sta

Table35Par amet ers forrowtreeating a static

Parameter Description

Target IPv4 address and netmask of the destination host, used to identify the desl
address or network of IP packets.

S,

Note

I f you are configuring a static r
the netpmastki t ol @ngt h, such as 10.

Gateway or Next| Specifies the gateway for the static route, usually, the local IP address of tie@mng
Hop IP device.

Interface Specifies the egress interface of the static route.
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Parameter Description

If the interface goes Down, tisgstem automatically switches to interface ethO.

3.1.5.2Configuring IPv6 Network Settings

I nterface Addresses of ADS NX3-M1600E and ADS-M NX3-HD2700

On Néeewor k pSeg&iiigqmglste Al RPwtk Addrepen the | Pve6

configuratRhiogqwul@Bagx. See

Figure 3131 Pv6 adhféegurati on

Interfacs Type

On the infegiuthgedTindkxtin o an interface to
address and otheer pachinpwWers3 for this int

Figure314Conf i guring an | Pv6e interface address

Add IP | X |

Metwork Adapter  |atho
IF Address

Prefix Length

Default Gateway (*optional)
OK
Tablede3cri bes | Pv6 network parameters.
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Table36Par ameters for configuring an interface

Parameter Description

Network Adapter | Management interface or expansion interface of ADS M

IP Address Specifies the IP address of ADS M, which should be an IPv6 address here

Prefix Length Prefix length of the IPv6 address

Default Gateway IP address of the network gateway of the subnet where ADS M is on

Q After you changematnhaeg el nPe matd dirretsesr foad c e
Tip be unavail abHe.g lim tthoi st hcea ssey,s treem f r
Default Gateway
To configure the | Pve default gateway, foll

Step 1 In theRoute Configuration area of the page shownhigure 313, click E in the
Operation column.

Step 2 In theEdit Default Gateway dialog box, type an IPv6 address and cli.

Figure315Conf i guri nd etwlaeg def ault ga

Edit Default Gateway x|
Default Gateway 675
Ok
- -E-n-d
Static Route
To configure an | Pv6 static route, follow t

Step 1 In theRoute Configuration area of the page shownhigure 313, click Add.

Step 2 In theAdd Static Routedialog box, configure parameters.
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Figure 316Cr eating a static route

Add Static Route [ |
Target

Gateway or Mext-
Hop IP

Interface auto i

OK

Tabl7rde3cri bes parameters for creating a sta

Table37Par ameters for creating a static route

Parameter Description

Target IPv6 address and prefix of the destination host, used to identifgesbination
address or network of IP packets.

Gateway or Next| Specifies the gateway for the static route, usually, the local IP address of th
Hop IP hop device.

Interface Specifies the egress interface of the static route.
If the interface goeBown, the system automatically switches to interface ethO

Step 3 Click OK.

- -E-n-d

3.1.6DNS Server
As an essenti al and fundament al service, t h
bet ween host domain names and | P sadrdv erss efsar
ADS M.

Chod®dgeni ni stlroactadlonSONSiI 5¢g ov opMS t higgrawgeer. On
this page, type the | P address (twoandP addr
cl iSal e

Figure 317DNS Server page

DNS Server x

Server 1 119.6.5.6

Sernver 2

Save
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3.1.7HA Configuration

CurrentM ys,upApDoSr tsg/ stt leen chwdl backup function, v
master device and the other as the slave de
traffic and synchroniz¢s meeatabeast tionftdhemast

only a backup device and does not handl e se
will take over all the services and traffic
continuity to the maximum extent possible.

Routes mustbebtewereenacthhaeblmeast er and sl ave ADS
are connected via their heartbeat interface
heartbeat i nformat iFdmng uv& &d Bovesn fai gu rmptl ieo t ofpioll

Figure 318Topol ogy for HA

Master Device

Heartbeat

Heartbeat
Link

Slave Device

188

Server
Configuring HA
During -styhset edrmahlot backup deployment, you mus
master and sl ave devlO.a€0 iffi @grurd eitga iNles wog &ke S
Configure the heartbeat interfaces (manag
The heartbeat i heemhates dewiuoasetdofeynthr

to the sl ave device.
Routes must be reachabl e between heartbea

Configure other communication interfaces.
After the interface <cpantiempubackop, f ematbil @n t:
HA parameters by performing the foll owing s
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Step 1 ChooseAdministration > Local Settings > HA Configuration.

Step 2 Set HA parameters undelA Configuration .

Figure 319HA Confi guration page
Administration » HA Configuration
HA Configuration x (VI
HA Status
Work Status Stop
Peer Heartbeat & Missing
HA Cenfiguration
Enable HA @Yes (ONo
HA Role @Master ()Slave
Communication Port
s oo
Interval (Second)
Detection Time Multiplier
Real-time Status Sync @®Yes (ONo
HA Sync File Configuration
Monitoring Network Address Monitoring Config @Yes (ONo
ADS Device Configuration @®Yes ()No NTA Device Configuration ®ves ONo
Security Protection
Policy Template @Yes ()No
Region Region Configuration @Yes (ONo
System Time Zone @®Yes (No NTP Server ®ves ONo
Detection Mode @Yes ()No SNMP Configuration ®ves ONo
Default System Language @®Yes ()No Syslog Configuration ®ves ONo
Data Storage @Yes ()No Data Export Configuration ®ves ONo
Administration _, -
Performance Alert Config of Managed Devices @®Yes ()No Mail Report Settings @Yes (No
User Management @Yes ()No SMTP Server Configuration ®ves ONo
Security Settings @®Yes ()No Portal Configuration ®ves ONo
Authentication Configuration @Yes (O)No
Save
Tabidde3cri bes HA parameters.
Table38HA par ameters
Parameter Description
Enable HA Controls whether to enable the HA function.
Yeis indicates that the HA functio
No indi theeslAt hanhction is disabl
HA Role Role played by this device in dusystem hot backup mode.
Masteindicates that this device
handle services immediately afte
favén.
Sl aveindicates that this device
enabl ed, the slave device stays
until a failover.
CopyrEi NIBt(FOCUS 28 V4. 5R9
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Parameter Description

Local IP IP address of the heartbeat interface of the current device. liecam IPv4 or IPv€
address. This IP address can be the IP address of a management interface.

Peer IP IP address of the heartbeat interface of the peer device. It can be an IPv4
address. This IP address can be the IP address of a managemextenterf

S,

Note

Routes must be reachable between
devi ces.

Communication Por{ Port used by the device for communication with the peer.

S,

Note
The master and sl ave devices mus
port.
Heartbat Sync| Interval for the device to synchronize keepalive messages to the peer device

Interval (Second) \
4

Note

The heartbeat synchronization in
should be as c¢close as possible.
the master and sl ave devices, th
slave device will automatically

Detection Time| Multiple of the heartbeat synchronization interval. This parameter, togettier
Multiplier Heartbeat Sync Interval (Second) determines whether the keepalive mess
times out. If the keepalive message from the peer is not detected within the sp
period, this message is considered expired.

After an HA connection is established betwdlea master and slave devices,
detection time multiple on the slave device will be automatically synchronized
that on the master device.

RealTime  Status| Whether to enable reime status synchronization.

Sync RealTime Status Syncshould be ended on both the master and slave device

that files can be synchronized between the two devices. After an HA conneg
established between the master and slave devices, theinrealstatus
synchronization setting on the slave device will be autimalft synchronized tg
that on the master device.

Step 3 In theHA Sync File Configuration area select configuration files that need to be
synchronized between the master and slave devices.

Step 4 Click Saveto save the settings.

- -E-n-d

Viewing HA Status

After HA i s enabl ed, the HA working BAatus
Stasheswhi gunr® TWhe worki mgpestodt uhhecdmlbeo®wi ng:

Act:i viendi cates that the current device wor
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St andbiyndi cates that the current device wo
Erriorindicates that the HA function is abn
Stopindi taeeslAt hahction is disabled or st

The peer heartbeat status can be either of

Nor mali ndi cates that the current device ca

The communication is nor mal
Mi ssingndihaat dshe current device cannot r ec
peer. The communication is abnor mal

3.1.8Performance Alert Configuration of Managed Devices

Step 1

Step 2

On Peeformance Alert Compfaigg,ofyoMacaged ebDe ¥ iht
memory usage threshol ds cORU/eMepnoonrdyi nAgl etrot al
Configuration

Gl oladal ows you to set alert thresholds for
itself and all devices under ADS M.

AD%Il | owssegtoualteort t hresholds for the CPU
devices under ADS M.

NTAll ows you to set alert thresholds for
devices under ADS M.

After setting alert threshol dsusg
Device Manmiewnadleiranfigioiné t ori ng. >FOved
Cl iReekpor t iSheutphpeeiggsht corner of the
typreemeport na@Genfndmcl i ck

ge aheaer s e
et awl s, sec
page. I n 1

Und@frf ITii mehr eshog/llodu can set theggemenghdeshaolk
alerts. When a device under ADS M remains o
device offline alert is generated and sent
should be completedgoindi gdivand &®nByBdharadrselcdt @
3. Madl Alert Settings

A

UndNeTRunni ng | e L, o gy oQ@o rcfaing wernaatbiloeen NTP r un
t

rt
|l ogging. After his is enabled, ADS M trigg
the NTP server works improperly. When the N
rleated message will be | ogged.
To configure performance alert settings, fol

ChooseAdministration > Local Settings > Performance Alert Config of Managed
Devices

Set CPU and memory alert thresholds and the offline alert threshold, andardibéble the
NTP running alert log.
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Figure 320Per f or mance Al ert Config of Managed Dev|

Performance Alert Config of Managed Devices x @ @

CPU/Memory Alert Configuration

Globzl CPU Alert Threshold High = |90 v | % Medium > |60 ¥ | % Lz:;v} %
Memory Alert Threshold High = |90 v | % Medium > |60 ¥ | % Lg:; '> o
b
ADS #) Global Custom
NTA #) Global Custom

Save
Offline Time Threshold

Offline Time 5 ¥ minutes

Save
NTP Running Alert Log Configuration
NTP Exception Alert Open v

Save

Step 3 Click Save
- -E-n-d

3.1.9Local Performance Alert Configuration

To configure | ocal performance alert thresh
Step 1 ChooseAdministration > Local Settings > Local Performance Alert Config.

Step 2 Configure parameters.

Figure321Local performance alert configuration

Administration » Local Performance Alert Config
Local Performance Alert Config =

Local Performance Alert Thresholds ~
CPU Usage 80 %
Memaory Usage 80 %
Disk Usage 80 %
CPU Temperature 90 °C
Mainboard Temperature 70 °C
Fan Status Alert o

Save

TablOde3cri bes parameters on this page.
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Table39Local performance alert parameters
Parameter Description
CPU Usage Specifies the percentage of CPU usage that will trigger an alert.

Memory Usage Specifies the percentage of memory usage that will trigger an alert.

Disk Usage Specifies the percentagedik usage that will trigger an alert.

CPU Temperature Specifies the temperature of the CPU that will trigger an alert.

Mainboard Temperaturd Specifies the temperature of the motherboard that will trigger an alert.

Fan Status Alert Controls whether taurn the fan switch on. If it is turned on, an alert will
triggered when a fan fails.

Step 3 Click Save

Step 4 Realtime system performance parameters are displayed in the system status bar. For details,
see sectiof Click Report Settings theupperright corner of the page. In the dialog box that
appears, type mewreport name and clickonfirm .

If any of the performance thresholds is exceeded, the system will report an alert and log an
alert message.

- -En d

3.1.10Management Interface Access Control

The management indterf adesaddeasdycadrtfraal t. A
di sabled via the console. After source | P a
management interface, those beyhndwhtehteh esrp evc
web, Tehget])noamadgition, the system can dyna
which ADS M connect s, such as NSFOCUS Cloud
access from these | P addresses

3.1.10.1Creating a Management Interface Access Control Rule
To a&tree a management interface access control

Step 1 ChooseSystem > Local Settings > Management Interface Access Control

Figure 322Management I nterface Access Control pag:¢

Management Interface Access Control g o

Management Interface Control Rules
Mo. Source IP Source Netmask/Prefix Length Access Control Operation
Add

Management Interface Access Control State | @ Enable (O Disable

Default Rule [Allow external access |

Save Rezet
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Step 2 Click Add and set parameters.

Figure323Cr eat i ng a managemelntr ulné erf ace access

Create Access Control Rule X |

ltem Value

Source IP | |

Source Metmask/Prefix | |
Length

Access Control ® allow O Forbid

QK Cancel

Tabladedsscri bes parameters for configuring a
Table310Par ameters for creating a management i nt
Parameter Description
Source IP Specifiesa source IP address/segment that is allowed or forbidden to acces
M.
Source Specifiesthe subnet mask of the IPv4 address or the prefix length of the
Netmask/Prefix address
Length The netmask length for IPv4 addresses ranges from 24 to 32 bits.
Theprefix length for IPv6 addresses ranges from 64 to 128 bits.
Access Control - Allow: allows the specified IP address/segment to access ADS M.
Forbid: forbids the specified IP address/segment to access ADS M.
Step 3 Click OK.
A new managemeaoetssntenfamok rule is thus cre.
Step 4 Edit the management interface access control function.
Tabllede3dsscri bes parameteasagéméont conéerbhctenasg
functi on
Table311Par ameters for controlling the managemer
Parameter Description
Management - Enable: enables the function.
Interface Accesq ) . .
Control State - Disable disables the function.
DefaultRule - Allow external accessallows any IP addresses other than those denied aq
in management interface access control rules to access ADS M.
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Parameter Description

Deny external accesdorbids any IP addresses other than those allowed
access in management interface accessrol rules to access ADS M. After
this option is selected, only IP addresses allowed access in management|
interface access control rules can access ADS M.

Step 5 After completing the configuration, clickaveto save the settings.

- -En d

3.1.10.2Changing the Rule Match Sequence

When there is more than one management inte
mat ched first and, i f it is a hit, no other
sequence of rules to ehahgRing lided r3®ioci®r it y.
i n Qpheer addlommn of a rule to move it up or do

3.1.10.3Editing a Management Interface Access Control Rule

You can edit parameter se
f

t wd ofula mdnage
configured. To do that, | w

ttim
oll o these steps:
Step 1 On the page shown Figure 322, click = in theOperation column of a rule.

Step 2 Edit parameter settings and then cli@K to save the changes and return to the rulpdige.

- -En d
3.1.10.4Deleting a Management Interface Access Control Rule

On the paBiegseshd wl®iiotk Qpheer addlonmn of a rul e a
OKin the confirmation dialog box to delete t

3.1.11SSL Certificate Replacement
The systemnhd&sSlLackuitlitf reptacedhich can be

To replatcae Sikeé bertificate, follow these st
Step 1 ChooseAdministration > Local Settings> SSL Certificate Replacement

Step 2 Type the correct password if a password is set for the private key of the SSL certificate to be
imported;otherwise, leave it empty.

Step 3 Browse respectively to the SSL certificate file and private key file and therQgiek.
Step 4 Click Replace
After the certificate is replaced, t he web

- -E-n-d
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3.2 User and Audit

This secth
authentica

3.2.1User Management

Choddles er
admisa disp

NSFOCUS ADB&®rM(d

ow Hdesperbesm ADS M user manageme

tion configuration as well as how

Manpggmendi spl ays all current wuser
|l ayed.

Figure 324Us &anagement pa

Administration » User Management

User Management

Username Status Acccess Key | Description Email User Group Operation

admin [+] [+] System Administrator

J o

Add User

Tablled e3scr i

bes ADS M user groups and their

Creating a User

Table312ADS M user groups and their respective
User Group Permission
System administrator| Has all permissions for system management.
Device configuration| Has permissions for managing device configurations and viewing sy
administrator monitoring information.
Region administrator | Has permissions forconfiguring regions and viewing system monitori
information.
Audit user Has permissions for viewing audit logs.
Custom access user | Has permissions assigned dymin.
Only tencekmeussnercreate system administrators.
device configuration administrators, region

To creat e

a user, follow these steps:

Step 1 Click Add Userin the uppertright corner of théJser Managementpage.

Step 2 Set parameters ife Add dialog box

CopyfrEi QNIStFOCUS

35 V4. 5R9

C

r

F

C



==

= NSFOCUS

NSFOCUS ADB&®rM(d

Figure 325Cr eating a user

Add

Username |

Password |

Confirm Password |

Email |

Description

4
User Group | System Administrator v |
Access Key [ Enable
Authenticate By ® Password () Password + email
(8].4 Cancel

Table313Par ameters for creating a user

Parameter

Description

Username

Specifies the user name.

The user name must be 4 to 20 characters and cannot contain invalid charact
as the tab characterarriage return\0, space, vertical baf)(slash (/), angle brackg
(<, or >), quotation mark (" or '), and semicolon (;).

Password

Specifies the password.

The minimum length and strength of the password can be configured
Administration > Userand Audit > Security Settings

Confirm Password

Password confirmation.
The password you type here must be the same as the one you typedsieord

Email

A valid email address of the user. This parameter is optional.

Description

Brief description ofltis user. This parameter is optional.

User Group

User role. Different roles have different operation permissions. The custom
user's permissions dependammin's further selection of accessible modules.

Custom Permission

Specifies one or moraodules accessible to the custom access user. No matter
modules are selected, Traffic Monitoring and Report modules are available o
statistics viewing by default.

Access Key

Used for accessing the web API of ADS M. For details about configaraf the
web API,contact NSFOCUS technical support.

If this option is enabled, the user can view his or her own access key in the
access bar in the uppeght corner of the welbased manager; if it is disabled, t
user will have no access to traffic data. In other words, Traffic Monitoring
Reportmodules will not display any data.

Authenticate By

Specifies the login authentication method, which caP&sswordor Password +
email.

CopyfrEi QNIStFOCUS
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Parameter Description

Password The new account can log in to ADS M after typing the correct u
name and password.

Password + email The rew account can log in to ADS M after typing the
correct user name, password, and the verification code provided via emai

S,

Note

For Pabkewor dauwt feenatyibouatnieend, t o typ
addr ess.

Step 3 Click OK.
- -E-n-d

Modifying User Information

Onl yadmamd ot her system administrators can
users can only modify their own information

On User Managgmetﬁ’bilri Q@kheer addlonmn of a user t
information of tders nname .c Nonet tthatchaoargeaed.

system adarmiinytoruatnered t o |aodgmainnd t {221 lhken syst
the quick accesghbharcoirmetrhefugmer page.

Deleting a User
Only tandemaursderot her sy otremcadmidri ttrea user s.

On the wuse®iniQpheer ag tiiombin t o del ete a user.
admi niadmcaatnonrot be del et ed.

Disabling a User
Only téhcemaursderot her system administrators can

By defaul s, anewenaklteact,otulmnt iiss @itsiPpe aylee as

i st,® chiCpkeer agddlommn to di sable a use®™ . Then
i n Sthaet abk umn. Di sabl ed us ebrass ecda nnmaonta gleorg oifn Atl
deafult systemdatminmiodgt rbaet adri sabl ed.

Enabling a User

To enabl e a user @tihna Gphees addd Ietarbrl eadn tcHd clks er

\ Only téhdemaumsdkerot her system administra
Note
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3.2.2Security Settings

Only the &sdmtteerm wiseew and manage security set
unavail able for other users.

\ Al user s, inctandiPagswepgdoahtiteakg Pha s
Not: Di cti,onbaortyi n Secuiist Y ofdet tpimmgyd f or Al

Cho®dgeni ni s*Usaetri oannxS eAculdri itt y  SSeetctuirnigisyp aJjeet t i n ¢
appear s, Fasguflieowsn i n
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Figure 326Secur ity settings

Security Settings

Password Security Settings

Password Lifetime (days) | 365 |
Minimum Length |S |
Password Strength Letters B Diait [ Special Characters

‘Weak Password Dictionary

Reset Password () Enable (@ Disable

Login Security Settings

Session Timeout Interval{min) | 10 |

Limit of Failed Password Attempts

- |

Action upon Limit Viclation Return result after a 3-second pause. v
Verification Code (O Enable (@ Disable
Access Control List [No v |

Email Verification Code Timeout | 15 |

Save Reset

Tabllele3sscri bes parameters of security settin

Table314Par ameters of security settings

Parameter Description

Password Lifetime| Specifies the password validity.

(days) The value range isi®5535.0 indicates that there is no limit on the validity. T|
default value i865days.

Minimum Length Specifies the minimum password length.
The value is an integer ranging from 8 to 99, \&@itls the default.

Password Strength Specifies the complexity ofgassword.

By default, the password must contain letters and digits. Also, you can defin
the password must contain at least two types of the following: letters, digit
special characters.
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Parameter Description
Weak Password Specifies the passwords that prehibited for use due to weak security.
Dictionary

Each weak password should be in a separate line.

Reset Password

Controls whether the password resetting function is enabled. After this func
enabled, you can reset the password by email. For details about how to re
password, seResetting the Passwbin section2.3 Other Operations

Subject of Passwort
Reset Email

Specifies the subject of the email message notifying password resetting.
This can be defined by users.

Content of Passwort

Specifies the content of the email messagifying password resetting.

Reset Email This can be defined by users, but the content must contain the string, {
otherwise, password resetting would fail.
Session Timeou| Specifies how long a user can stay inactive before being automaticgsd oyt
Interval(min) of the system.
S,
Note
You should estart the service to make the modification take effect.
Limit of Failed | Specifies the maximum number of consecutive failed password attempts.

Password Attempts

Action Limit

Violation

upon

Specifies the action thtte system will take after the number of consecutive fg
password attempts reaches the specified value.

Values include the following:
Return result after a 3-second pause

Lock client IP for 20 minutes: The currently locked IP addresses are lis
in the text box below. By default, a locked IP address will be automati
unlocked in 20 minutes. Alternatively, the administrator can delete a Ig
IP address from the list and then clg&veto manualy unlock this IP address

Verification Code

Controls whether to enable the use of verification codes for login authentig
By default, it is disabled.

Enable: allows use of login verification codes, indicating that a user can
successfully log in to AB M only after typing a correct verification code.

Disable disables use of verification codes for login authentication.

Access Control List

Specifies whether to allow a client to access the system. It has the foll
values:

No: indicates any clientsan access to the system.

Permit access from the following IP addressesndicates that only client
with IP addresses included in the text box below can access the system

Deny access fr:omi fdildetwdsigt HaPts

incluaoadedei text box bel owhenagouracces
ADS from a blocked IP address, the system displays "You cannot log in
the current IP addres€ontact the administrator to check access cor
settings.” on the login page.

Y

Note

After theaccess control list is successfully modified, you are advised to
at least 3 minutes for the settings to take effect.

Email Verification

Specifies the allowed maximum period during which the email verification
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Parameter

Description

Code Timeout

is effective.After this period, the verification code expires. You need to obtg
new one via email and use it for the login to ADS M.

3.2.3Authentication Configuration
ADS M supports | ocapamsteyrhvenrnt iaudthieort i &rad i tomi
aut hentication
When | ocal aut hentication is wused,
and password chodnnfiingusrterdat umeaer> Us
\ Management
Not: - When -paitrty server authentication i
passwor dedomhi-gahreteyt hémr dt o ADS M ar
and password to access ADS M.

Cho®&gdeni ni s
aut henti ca

Tabllesl e3scr i

tration > User and Audeltaaot Aut hen
tion method and configure par amet

bes par ametaaurtsh efndri caanfoingur i ng

Table315Par ameters fautbtentigatiog t he

Parameter

Description

Authentication Mode

Specifies the authentication mode, which carLbeal Authentication, Radius
Authentication, TACACS+, or LDAP.

Authentication Server

Specifies the IP address domainnameof the authentication server. Both IP
and IPv6 addresses aapported.

S,
Note
You can enter aAdbmanni oame dsDiARl

Authentication Port

Specifies the port on which theuthentication server listens for authenticat
requests.

ProtocolType Specifies the authenticatigmotocolof the aithentication server.
The options vary with the authentication server.
S,
Note
Thipar amest errequiArugea chewh € © ait § o sRaMa
Aut hent, TAR@AC,S® twDAP
Shared Key Specifies the shared key that serves as a pasafitirdauthentication server.

The shared key configured on ADS must be the same as that configured
authenticatiorserver; otherwise, ADS cannot communicate with the server.

A Y

Note

CopyfrEi QNIStFOCUS
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Parameter Description

Thipar anmest errequiAruga chewh € © ait § o sRaMla
Aut hemtrd TAGACS+

Authentication Hold- [ Specifies the authenticaticduration after which ADS returns the success
in Time failure of the authentication information.

S,

Note

Thipsar amest erequlAuoelde whieaoadtsi cMAGAICIH

Base DN Specifiesthe top of the LDAP directory tree, namely, the base directory.

3,

Note

Thipsar amet erequAuelde whieoadtsi creDItARE

Usename Specifies the name of the LDAP user.

S,

Note

Thipsar ameat empt i Antahe whieod tsi drEDIARE ¢

Password Specifies the password of the LDAP user.

S,

Note

Thipsar ameat empt i Antahe whieodtsi crDIARE ¢

Step 2 Click Saveto save the settings.

- -E-n-d

3.2.4Audit Log
Audit 1l ogs refer to all audit |logsrgeinenat e
the system administrator can view audit | og

Cho®dgeni ni s*Usaetri oann>A vAduidtit toL oogpAwnd it tlpeLgoeg, a s
showhi gwr®e By default, no audi tSelagg il d awdiil
|l ogs of ADS M are displayed, including gene|
functional mosdwllte,, aonpde rlactg odne srcer i pti on.
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Figure 327Audit | og

Q Condition a
Time Today v
Username Client IP Description
Module Al v | Operation Result [ v
Search |
4 4 W] Total 3 page(s), 43 recordis)
Time Username Client IP Module Description Operation Result
2017-06-06 13:51:25 admin 192.168.5.167 | Mail Report Settings | Edit report mailing configuration Succeeded
2017-06-06 13:51:24 admin 192 168.5.167 | Mail Report Settings | Edit report mailing configuration Succeeded
2017-06-06 13:45:00 admin 192.168.5.167 | Mail Report Settings | Add report mailing configuration Succeeded
Tableaele3scri bes audit | og parameters.

Table316Audit | og parameters

Parameter Description

Time Specifies the gery time range.

The default value iFoday, indicating that logs of the current day are queried. A
you can query logs on a specified date, of a month, or in a specified time
Customindicates that you can query logs in a specified time range.

Username Specifies the login user name.
The full user name is required because fuzzy query is not allowed here.

Client IP Specifies the IP address of the user device.
The full IP address is required because fuzzy query is not allowed here.

Module Specifies the functional module whose logs are queried.

Description Specifies the keyword of logs to be queried.

Operation Result | Specifies the result of the operations performed on the client.

All indicates that all operation result logs are displayed.

3.2.5Configuring the HTTP Host Allowlist

The HTTP host allowlist is disablredl btyedef
vulnerability wil!/l be reported regarding t

a
h

The HTTP host all owli st applieshost
% defaul t . Therefore, after this func
Not: interfaces used for web management
unavailable for access.

Cho®gdeni ni str aa mAundi>t HIsTePrWHhH blsiestenabl e t he al |
configure parameters.

Tabllede3scri bes HTTP host allowlist parameter
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Table317Par anfedcrensi guring the HTTP host all owlis

Parameter Description

HTTP Host Specifies IP addresses and/or domain names of HTTP hosts to be addeg
allowlist. At most 10 IP addresses and/or domain names can be typed.

After adding or deleting entries, click Save to commit the settings.

3.3 Third -Party Interface

ADS M exchanges data with external systems
party interface configuration includes conf
server, and other servers.

3.3.1SNMP Configuration

ADS sMipports management via the Simple Netwo
M can not only respond to queries from the
information about its running status, but a

Cho ®Adenistt ir axtTihd#k ar t y | n3INeMH aCoen f it @u rogpteinont he
SNMP Conf ipcagreat ildn an SNMP server is configu
di splays the client | P addressesFithar& a8ces

Figure 328SNMP conf i gurati on

SNMP Configuration x g &
SNMP Service Configuration
SHMP-vi&2c @ Enable Disable
Community public
SHNMP-v3 ®) Enable Disable
Authentication Method Account authentication ¥
Username
Password
Authentication Protocol MD5 v

Save Download MIE

SNMP Client

Add
Host Address | Allow Trap  Allow Get  Aftack Event Log  Traffic Aleri Log | Performance Aleri Log  Audit Log Level Reaches Send Traps Operation
102455100 | & [] [-] [-] [] [-] Low Perminute | [5 (x

Downloading a MIB File

On the pade gshgwDoknn! oaidn Ml iBei gbwecorner of
SNMP Service &Lroedlingurheaet iddaml ogShorThbhatt appb
file is downloaded to the |l ocal disk drive.

Configuring an SNMP Server

On SNBP Conf ipgawreat isent SNMP client | P addres
cl iSae® save the settings.
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3,

Note

When bothSNMP-v1&2c andSNMP-v3 are set tdEnable, ADS M uses
SNMP-v3 for authentication.

Authentication

Specifies the authentication method wtgMP-v3 is set toEnable, which can be

Method No authentication, Account authentication, or Private key authentication
Username Specifies the SNMP V3 user name.
Password Specifiesthe password for user authentication via SNMPv3.

This parameter is required whehuthentication Method is set to Account
authentication or Private key authentication

Authentication

Specifies the protocol used for user authentication via SNMihigh can beMD5

Protocol or SHA.
This parameter is required whehuthentication Method is set to Account
authentication or Private key authentication

Private Key| The DES protocol is used by default and cannot be changed.

Protocol This parameter is required only whanthentication Method is set toPrivate key
authentication.

Private Key| Specifies the encrypted key password used during data transmission.

Password

This parameter is required only whaathentication Method is set toPrivate key
authentication.

Configuring an SNMP Client

A dialog

Step 1 Click Add in theSNMP Client area shown ifrigure 328.

box appeax®, 3as shown in

CopyfrEi QNIStFOCUS
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Tablladl e3scr i besf ograrcaomeftieguisr i ng an SNMP server
Table318Par ameters for configuring an SNMP ser ve
Parameter Description
SNMP-v1&2c Controls whether SNMPv1 and SNMPv2c are enabled for management.
Community Specifies the community supported by the SNMP agent. This parameter is re
whenSNMP-v1&2c is set toEnable.
SNMP-v3 Controls whether SNMPV3 is enabled for management.
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Figure 329Addi ng an SNMP client

Add (X
Host Address
Allow Trap Yes (@) No
Allow Get Yes (@) No
Attack Event Log

Traffic Alert Log
Performance Alert Log
Audit Log

Alert Level Reaches | [ow v

SNMP Trap Type

Send Traps When an alert begins and ends

®' Per minute
OK Cancel
Step 2 Configure parameters in the dialog box.
Table319Par ameters for configuring an SNMP clier

Parameter Description

HostAddress Specifies the IP address of the client that accesses ADS M through SNMP. B

IPv4 and IPv6 addresses are allowed.
Allow Trap Controls whether to allow the client to send trap messages to ADS M.
Allow Get Controls whether to allow ADS M tacquire information about the client throu

SNMP GET messages.

SNMP Trap Type Specifies the type of SNMP trap messages, which caittaek Event Log, Traffic
Alert Log, Performance Alert Log, or Audit Log .

Specifies the alert levalyhich canbd. o yWMe d i ,orid i glogs of alerts of the
specified level and above will be sent via SNMP traps. If no alerts reach the sp
level, no logs are sent.

Alert Level Reaches

Send Traps Interval of sending logs via SNMP traps.

When an alert begins and endssends a log respectively when the alert st
and ends once a specified threshold is exceeded.

Per minute: sends logs every minute.
This parameter is valid only for attack event logs and traffic alert logs.

Step 3 Click OK to save the settings.
A SNMP client,after being created, can be edited and deleted.
- -E-n-d
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3.3.2Syslog Configuration

I f the syslog server is used to transmit da
configure syslog settings.

Chodsgleni ni s*ThaitlPiagornt y | >nSyesrifodgd eCwomaoct ioopnen t he
Sysl og Cormpfaiggeur ati on

Figure330Sysl og configuration

Server IP Protocol Type | Destination Port | Aftack EventLog | Trafiic AlertLog |Performance AlertLog  AuditLogs Level Reaches | Operation
106688 111 | udp 514 (] (] [~] (] Low & (e
11141 udp 514 (-] (-] [~] (-] Low B =

Adding a Syslog Server
On &Swel og CompfaigeursEtoigadE nAditk add a syslog

Figure331Adding a syslog server

Add

Server IP

Protocol Type udp v
Destination Port |54

Attack Event Log
Traffic Alert Log

Syslog Type

e AL Performance Alert Log
Audit Log

Alert Level Low v

Reaches

Sending Interval When an alert begins and ends

®' Per minute

OK

Talbe2 @escribes syslog server parameters.

Table320Sysl og server parameters

Parameter Description

Server IP Specifies the IP address of the syslog server.

Protocol Type Specifies the protocol used fdata transmission.
By default, the UDP protocol is used.
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Parameter Description
Destination Port Specifies the port of the syslog server.
Syslog Type Specifies the type of data transmitted by the syslog server.

Values areAttack Event Log, Traffic Alert Log , Performance Alert Log, and
Audit Log. Traffic Alert Log is available only when ADS M works in NT
detection mode.

Alert Level Reached Specifies the alert level, which canlb®mwv, Medium, or High. Logs of alerts of the
specified level and above will be sent to the sysleger. If no alerts reach th
specified level, no logs are sent.

Sending Interval Interval of sending logs to the syslog server.

When an alert begins and endssends logs respectively when the alert stal
and ends once a specified threshold is exceeded.

Per minute: sends logs every minute.
This parameter is valid only for attack event logs.

Editing a Syslog Server

On swnel og Compfaigeursd&toigas (B n3 i icrk Qpheer at i on
column of a syslog serveSertvoerediPt al | its p

Deleting a Syslog Server

On 8B8wel og Compfaigeu rs&toigad (B nBi% icrk Gpheer at i on
col umn of aansdy stlhoegdi sceltivcekr c on f i rtnoa tdied re tdei alha
syslog server

3.3.3Data Export

UndAdmi ni s*ThaitlPigornt y | nDaetraf aEopggpwordean export th
upload it to a remote server for access by
the reports generatedigww3IZ2DS M to it, as sh

For missing reports that f a

iled to be uploa
automatic or manual upl oad for

t hem.
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Administration » Data Export
Audit Logs x SNMP Configuration x Syslog Configuration x Data Export x g
Data Server
Server Name Server IF Protocol Type Username Upload Path Operation
1111 1111 ftp m Jnomelpengjilshuchu B @
add
Data Export Configuration
Region Statistics #| 5-min Statistics Data Server| 1.1.1.1 v
#| Daily Statistics
‘Weekly Statistics
Monthly Statistics
Attack Event Summary Data #| Real-Time Data Data Server| 1.1.1.1 v
Save
Missing Report Auto Upload
Missing Report Auto Upload Enable ® Disable
Auto-Upload Time Daily 0:00 *
View Mizsing Report | |Download Missing Report | |Missing Report Upload | |Save
Adding a Data Server
You can export data only after a data serve.l
Step 1 On theData Export page shown irigure 332, click Add to the lover right of the data
server list.
Step 2 In theAdd dialog box, configure parameters.
Figure333Addi ng a data server
Add x
Server Mame | |
Server IP | |
Protocol Type
Username | |
Password | |
Saving Path | |
Ok
TabRede3sscri bes parameters for adding a dat a
Table321Par ameters for adding a data server
Parameter Description
Server Name Specifies the data server name.
Server IP Specifies the IP addresstbE data server.
CopyfrEi QNIStFOCUS 49 V4. 5R9
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Parameter Description

Protocol Type | Specifies the protocol used for data transmission, which cép ksftp, orscp
By default, the FTP protocol is used.

Username Specifies the user name for logging in to the remote data server.
Password Specifies the pasvord for logging in to the remote data server.
Saving Path Specifies the path for saving the data uploaded to the remote data server.

Step 3 Click OK to complete the configuration.
- -E-n-d

Editing a Remote Data Server

On daea serwoldirick Qpheer addlonmn to edit settings
server.

Deleting a Remote Data Server

On tdaea serwoiXrick Gpheer add lommmd t h@®Ki rc |tilcek
confirmatioo delatbg boxemote data server.

Uploading Data to a Remote Da ta Server

On dhtea seroifricik Qpheer addlonmn to test whether
upl oaded to a remote data server.
Configuring Data Export

Step 1 In theData Export Configuration area, select the type of data to be exported and the server
to which the data is uploaded.

Step 2 Click Saveto complete the configuration.

- -E-n-d

Configuring Missing Report Upload
Step 1 In theMissing Report Auto Uploadarea, seMissing Report Auto Uploadto Enable.
Step 2 Specify the upload time and then cliBkveto save the settings.

- -E-n-d
For missing reports that f aMilsesd ntgo Roegh arp | olap
manually upload them to VhewdMit assamgvBRBepolol

Dowl oad Mi sstiongviRenp carntd downl oad mi ssing rep

3.3.4Mail Alert Settings

Yoaoan configure WMail Aledrptagfet toinngds e
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To configure alert mail settings, perform

Step 1 ChooseAdministration > Third -Party Interface > Mail Alert Settings.

Step 2 Configure parameters.

Figure 334Mai | al ert settings

Mail Alert Settings

Mail Alert Settings
Email Address

Send Alert Mail (JEnable (@ Disable
Send Condition By alert count Maximum Alerts
[1000 |

By time Interval
Filtering Condition By alert level Level Reaches

By traffic Threshold | 50.0K bps
License Expiration Warning (@ Yes I No
License Expiration Warning Frequency @3 days (O1lweek (O1month  (0nce

Save

Table322Par ameters of alert emai |

Parameter Description

Email Address Email address that receives alert emails.
A maximum of 100 email addresses are allowed, with each in a selpaeate

Send Alert Mail Controls whether to enable the alert email function.

If Enableis selected, the system automatically sends alerts meeting the con
to the specified email address.this case, you need to configlEmail Address
andSend Condtion.

Send Condition Specifies when an alert email will be sevibu can select both or either of t
following conditions:

By alert count: When the number of alerts reastthe specified thresholof
Maximum Alerts an alert email will be sent.

By time: Alert emails will be sent at the specified interval.

Filtering Condition Specifies which alerts are sent via emédu can filter alerts by alert level and/
traffic. Filtered alerts will be sent via email wh8end Conditionis met.

If no filtering cordition is specified, all alerts will be sent.

CopyfrEi QNIStFOCUS 51 V4. 5R9

t



‘NSFOCUS

NSFOCUS ADB&®rM(d

Parameter

Description

S,

Note
Al erts of ADS devices anldewaélerals
Al erts from NTA devicksevehn-| meeb
higevel.

Warning

License  Expiration| Controls whetheto enable the license expiration warning function.

If you selectYes alert emails will be sent to users before and after the lic
expires.

License  Expiration How often a license expiration warning is sent by en@ittions include3 days
Warning Frequency | 1 week 1 month, andOnce

S,

Note

Send Al estaMgibbal switch that contr
expiration warning email s.

Step 3 Click Saveto complete the configuration.

- -E-n-d

3.3.5SMTP Server Configuration

SMTP sceornvfeirgur ati on is required when ADS M
password

Chod®dgdeni ni stTrhaitPigornt y> | nASMTTH aSceer ver Coind i gle at
page for

You

right
Af ter

resetting link, to a specified

configuring an SMTP server for

can modify related val uesSaivrem ttehket ubpopxe
corner.

configuring

address to receivéemdthe test emai | and

CopyfrEi QNIStFOCUS
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server configuration

SMTP Server
Port MNo.
From

Secured by SSL
Use STARTTLS
Authentication Required

Usemame

Password

Administration » SMTP Server Configuration

SMTP Server Configuration g

Save Send Test Mail

|rr|EI.nsf0cus.u:-3m |

|587 |

||iha-36@ ntra.nsfocus.com |
]
|Iiha-36 |

| Edit or leave empty. |

Tabl2ed i3st s parameters for configuring an

Table323Par ameters for configuring an SMTP

Parameter

Description

SMTP Server

Specifies the IRddress or domain name of the SMTP server that sends emails

Port No.

Specifies the port of the SMTP server.

From

Specifies the email address from which emails are sent.

Username

Specifies the user name of the account from which emails are sent.
This parameter is required only whaothentication Required is selected.

Password

Specifies the password of the account from which emails are sent.
This parameter requires a value only wigenthentication Required is selected.

Secured by SSL

Controls whether a security password is required for the email sender for id
authentication.

Use STARTTLS

STARTTLS used by the email sender for authentication.

3.3.6Portal Configuration
The ADS M administrator sets an tAD&Sn Port al

s and deploys the Portal as requir

S MT

Ser Ve

net work monitoring information of

striatRlaont y> IThht er f ace >t fPorftad mCtomd i

operations regarding the Portal

ponrgt atlh e

Conf i gaurrtuati¢p entpacamebar s

configure
can | earn
Cho®&geni ni
foll owing
Depl oy
Repl ac
Repl ac

logg t he
ingrthéi 88t e
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Conf i dowgregmmgpairtaymet er s

For daebtoauitl show to perform these opecuwfbans,
NSFOCUS ADS Port al User Gui de

3.3.7File Download

Ya can download the file thabadedcmabagedabt
M.

Cho®dgdeni ni st r atPiaornh y> rTfhaicred > Ehdmabimnhltohaed
Oper addloinmn downl oad the file to a | ocal di s|

3.4 Diagnosis

This section describes methods to diagnose

3.4.1Debug Information Collection

When ADS M fails, vy
information and con
downl oad this file

ou darc |lcuadlilnegc tt hdee bduegv iicnef' |
figuration information,
and send it to NSFOCUS t

Chod®dgeni ni stration > DiagtnioosniTfies8t Boénb actghel nf o

Debug I nfopapd ltectdmwlnl ect i nformation about
information file wild!/l be savedu¥@ Bhe debug
You ca,E'icrhi(I(prheeraddlommn to download the file t
A maxi mum of five debug iDefobawrgmdtnifop aCipd Il eebcfta
more fil est &feiel eg ewietrlhoatsbtoel |  d Wilaedi sbth be del et
automatically.

Figure336Debug i nformation collection

Debug Info Collection ~

Start

Debug Info Collection File ~

Name Size (byte) Last Modification Time Operation
debug_info_20150709110556 bin 18.0M 2015-07-09 11:05:57 (SRS
debug_info_20150709110239.bin 8.8M 2015-07-09 11.02:40 8 x
debug_info_20150709105447.bin 8.6M 2015-07-09 10:54:47 B x

3.4.2Network Diagnosis

When ADS M becomes faulty or cannot be conn:
tool s:
ping: checkshwbéetherabhnvePwvd connects to
ping6: checks whether an I Pv6 host is ali
traceroute: tracks the route packets take
Traceroute6: tracks the rouPe6padldeesstak
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telnet :

checks

To perform networ

Step 1 ChooseAdministration > Diagnosis > Network Diagnosis

Figure 337Net wor k

whet her

NSFOCUS ADB&®rM(d

the peer

k diagnosis, f

Di agnosi s

page

port is r

ol l ow these

Network Diagnosis

T

OK

Step 2 Select a tool and type an IPv4 or IPv6 address (and apoiter iftelnetis selected) in the

IP text box.
Step 3 Click OK.

The check result

- -E-n-d

3.4.3Remote Assistance

When ADS M becomes

NSFOCUS

i s

t hen

di spl ayed

faulty, you

can

in the t

enabl e t|

technpravVvi seeppemodt ¢ osupport.

By default, this

To enabl

Step 1 ChooseAdministration > Diagnosis > Remote Assistance

e the remot e

functi on

assi

is disabl ed. You |

stance

Step 2 Click Openand configurdghe following parameterfor remote access.

You can

configure

at

mo s t

three

f u

I P

nction, f

addr esse:
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Al | owegau | ®Pan
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a port nud@ReET5 8 ¢ Ituhdei meganbgled goXi. t L

Step 3 Click OK to complete the configuration.

Thdarhe | ogin key, its

ADS M ar e
- -E-n-d

di spl ayed

QR code, and port
bel ow.
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Traffic Monitoring

The Trafing Moduter provides the following i

Section Description

Overview Displays monitoring information regarding traffic, attack events, and s
information of the managed devices (NTA and ADS).

DDoS Traffic Monitoring Displays traffic information of specified IP addresses, protection grg
regions, region IP groups, and ADS.

Network TrafficMonitoring | Displays traffic information of a specified IP group, region, regiona
group, and NTA device.

Attack Events Displays attack information of specified IP addresses, protection gr
regions, region IP groups, and ADS.
Countermeasures Displays statistics of traffic dropped by ADS.
4.1 Overview
After you | bgsiend MmaOalpgewmgirheappears, displa
foll owing monitoring information:
Sitxypes ofsitxyypfefsi ofamdtack events detect ec
Top NAt al
System status of NTA and ADS
A For panels that coll ect traffic fr.
Caution addresses or devices beyond any regi
Tablaedcribes in detail t e emopmaegve.ri ng i nf or
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Table4lMoni toring information displayed on the
Category | Monitoring Description
Information
DDoS Top destination IP| Displays in real time top 10 protected IP addresses ranked accq
traffic addresses to traffic dropped by ADS in the last 30 seconds, letting users k
which IP addresses see the largest traffic or are most se
attacked.
Top regions by| Displays in real time top 10 protected regions ranked accordi
attack traffic traffic dropped by ADS in the last 30 seconds, letting users K
which regions see the largest traffic or are most severely attack
Protocol analysis Provides an overviewf TCP, UDP, and ICMP traffic handled K
ADS in the last 30 minutes as well as details about each type of t
Attack traffic trend | Displays the trends of traffic received, dropped, and forwarde
ADS in the last 30 minutes.
Attack traffic trend| Displays the trends of traffic destined for an IP address or regiof
(peak size) has been received, dropped, and passed by ADS in the Ig
minutes.
Top destination IP9{ Displays top 10 protected IP addresskan object ranke according
(by attack peak size| to traffic dropped by ADS in the last 30 seconds, letting users k
which IP addresses of the object see the largest traffic or are
severely attacked.
Attack Top source| Displays in real time top 10 attack source cousfregions ranke
events countries according to attack traffic dropped by ADS in the last 30 secong
Attack traffic Displays the trend of attack traffic handled by ADS in the las
minutes and traffic statistics of various attack types at each po
time.
Top NTAalerts Displays in real time top 5 traffic alerts generated by NTA in the
30 seconds.
Top ongoing attacK Displays in real time top 10 ongoing attack events handled by
events in the last 30 seconds.
Top 10 source IF Displays in realitme top 10 source IP addresses ranked accordif
addresses traffic dropped by ADS in the last 30 seconds.
Attack type | Displays in real time all attack types handled by ADS in the lag
distribution seconds and the percentage of each type of attack traffie total
attack traffic.
Devices Device monitoring | Displays in real time the status, CPU usage, and memory usg
NTA and ADS in the last 30 seconds.
Network Top NTA regions by| Displays traffic in the last 30 minutes received and tratted by
traffic traffic regions configured on NTA under monitoring of ADS M.
Trend of traffic on| Displays trends of traffic in the last 30 minutes received
NTA transmitted by NTA under monitoring of ADS M.
4.1.1Adding a Panel
Th@ver wiage can present the following panel s
, Attack Traffic Trend
CopyfrEi QNIStFOCUS 58 V4. 5R9
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Step 1 ChooseTraffic Monitoring > Overview .

S

on

C

required

Step 2 Click Add Widget in the uppetright corner of the page.

Figure41Addi ng

Then
to

a

a p

NET Traffic Monitoring

b o x
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e)
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apbeétscionntekhieg upe fedhro wno u nt o
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eak Size)
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cho

Aftack Traffic Trend A X Aftack Traffic Trend
All a
DDOS TRAFFIC () Top Destination IP
~ 500K
() Top Region Attack Traffic
ATTACK () Protocols Analysis 250K
(@ Aftack Traffic Trend
DEVICE O Attack Traffic Trend (Peak Size)
(O Top Destination IPs (by Attack Peak Size) 250K
NETWORK TRAFFIC
500 K
11:50
Rx Traffic Passed Tra
Attack Traffic Trend FYan Top Region Attack Traffic
Al a bps
500 K
250 K

6 | = [ System Sialus: CPU load:13%, MEM Used:20% |

fhic

12:00

® Oropped Tratfic

Mo Data
250K
500 K
11:50 12:00 1210
Rx Traffic Passed Trafic @ Dropped Traffic
Top Ongoing Attack Events :: N0 Top Destination IP
bps All a
Attacked 1P Attack Type  Duration Dropped Traffic v % GEO Destination IP RxTraffic  Dropped Traffic
106.31.245 SYNFlood  20h37min 160 K — W 10631245 ek 1681
K

1210

Attack Traffic Trend
All a

500 K

250K

250K
500 K
11:50 1

Rx Traffic Passed Traffic
Attack Traffic
All a

172.5K

170K

167.5 K

185K

162.5 K

11:50

SYN Flood

Top Source Countries/Region

All a

2:00

@ Droppea Trathc

12:00

12:10

bps v

1210

bps ~

© 12:13 2023-11-09 CST|
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Step 3 Select a category (DDOS TRAFFIC, ATTACK, DEVICE, or NEDRK TRAFFIC) from
the left pane and then click a panel in the right pane.

Then the new p&®nel Wwapypee arFsorone xtahbeg Ve @Bidf you
DeviMoei toespgctDewvilye Mbominttdr apgpealrsftin the
corner, &BbBgeshew#d in

Figure42New panel displayed

NET Traffic Monitoring

Device Monitoring M L Aftack Traffic Trend o) Attack Traffic Trend o
Name Status Uptime: Resource Usage All e bps + All e bps ~
500 K 500 K
]
R1066213 ) 7d20n 12mn Y 5%
MEM m—— 51%
250K 250K
e m e | |
0 0
B.10.66.242 @& The
250K 250K
11086242 @ The device is offiine or shut down.
500K 500K
B.10.66.242... @ The device is offiine or shut down 11:50 12:00 1210 11:50 12:00 1210
Rx Traffic Passed Traffic @ Dropped Traffic Rx Traffic Passed Traffic @ Dropped Traffic
Attack Traffic Trend e Top Region Attack Traffic B 4 Aftack Traffic Aot
All a bps v bps v All a bps v
500 K 172.5K
250K 170 K
. I .
No Data
250K 165 K
500 K 162.5 K
11:50 12:00 12:10 11:50 12:00 1210
R Traffic Passed Traffic @ Dropped Traffic SYN Flood
Top Ongoing Attack Events ::: NS Top Destination IP ::: NS Top Seurce Countries/Region ®m\m L
bps + Al a bps + Al a bps +
Attacked IP Attack Type  Duration Dropped Traffic v % GEQ  Destination IP RxTraffic  Dropped Traffic %
— ——
10631245 SYNFlood 200 37min 1051 - W 10531245 011K b -

- -E-n-d

4.1.2Replacing a Panel

You can change a panel by performing the fol

Step 1 On theOverview page click in the uppeteft corner of a panel, for examphkttack
Traffic Trend .

Then theéipaneah o uskdogwsd ei ™4
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Figure43Rever sed
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Report Seftings

Overview
Device Monitoring " 0
Name Status  Uptime Resource Usage
L}
R1086213 ) 7a20n 15min  C7Y %
MEM m— - 51%
1066242
1066242
1066242
1066242 shut down
Attack Traffic Trend A
Al a bps =
500K
250K
. |
250K
500K
11:50 12:00 12:10
ReTrafic PassedTraffic @ Dropped Trafic
Top Ongoing Attack Events 0
bps v
Attacked IP AttackType Duration  Dropped Traffic %
—
10631245 SYNFood  20n4omn 5% -

Attack Traffic Trend A X
(O Top Destination IP
(O Top Region Aftack Traffic
ATTACK (O Protocols Analysis
(@ Attack Traffic Trend
DEVICE O Attack Traffic Trend (Peak Size)
(O Top Destination IPs (by Attack Peak Size)
NETWORK TRAFFIC
Top Region Aftack Traffic B L
bps
No Data
Top Destination IP :::00°4

DDOS TRAFFIC

ATTACK

@ Top Destination IP
(O Top Region Attack Traffic

OProtocols Analysis

Aftack Traffic Trend
All a

500 K

250K

250K

500K
11:50

Rx Traffic

Attack Traffic

All a

1725K

11:50

Top Source Countries/Region

All a

12:00 12:10
PassedTrafic @ Dropped Traffic
o
bps v
12:00 1210
SYN Flood
®myL
bps v

Step 2 Specify another panel to display, for exampl@ A Traffic Trend underNETWORK
TRAFFIC , as shown ifFigure 44.

Figure44Speci fying

Overview

anot he

r panel

to

di spl ay

Device Monitoring «* =::
Name Status Uptime Resource Usage
B.10.66.213. ) 7a20n 18min  CPU " 5%

MEM m— 51%
B, 10.66.242 ] e is offline or shut down.
B 10.66.242... [} s offine down.
B 10.66.242... @ The device is offline or shut down.
£, 10.66.242... @ The device is offline or shut down.

Aftack Traffic Trend YR
All a bps =
500K
250K

- |
250K
500 K
11350 12:00 1210
R Traffic Passed Traffic @ Dropped Trafiic

Top Ongoing Attack Events B L

bps =

Attacked IP Attack Type  Duration Dropped Trafficr %
106.31.245 SYN Flood 20h 44min 168 K ——

NTA Traffic Trend A X
DDOS TRAFFIC (O Top NTA Region Traffic
(@NTATraffic Trend
ATTACK
DEVICE
NETWORK TRAFFIC
Top Region Attack Traffic H 4
bps ~
No Data
Top Source Countries/Region & | L
All a bps ~

Attack Traffic Trend
All <

500 K

250 K

250K

500 K
11:50

Rx Traffic

Aftack Traffic

All “

172.5K

Top NTAAlerts *

12:00 12:10

Passed Traffic @ Dropped Traffic

12:00 12:10

SYN Flood

[«

bps v

[«

bps v
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Then the selected pagek eagpears, as shown i

Figure45New panel displ ayed

NET Traffic Monitoring

Device Monitoring | NTA Traffic Trend N Attack Trafiic Trend A
Name Status Uptime Resource Usage All a bps All i bps
500 K
1
B10.66.213 ) saton13min OV 5%
MEM m— 51%
250 K
pom e |
[
1.10.66.242 e The No Dat
250K
].10.66.242 @ The device s offfine or shut do
500 K
B.10.66.242 @ The device is offline or shut down 10:45 10:50 10:55 11:00 1105 11:10
Rx traffic Tx traffic Rx Traffic Passed Traffic @ Dropped Traffic
Aftack Traffic Trend - Protocols Analysis - Attack Trafiic o
Al a bps + Al a bps + Al a bps
500K 600 K 170K
250K 168 K
I
o 166 K
200 K
250K 164 K
00K 0 162K
10:45 10:50 10:55 1100 11.05 110 10:45 10:50 10:55 1100 11.05 1110 10:45 1050 10:55 11.00 1105 1110
Rx Traffic PassedTraffic @ Dropped Traffic ® uor P @ icup SYN Flood
6| = [ System Status: CPU load:15%, MEM Used:20% | Auorization Status:Authorized | @ 11:15 2023-11-10 €ST

- -E-n-d
4.1.3Deleting a Panel

You can delete an unnecessary panel by perf.
Step 1 On theOverview page click in the uppeieft corner of the unnecessary panel.

Then tHheipanpeak o uskdogwHd ei ™4
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ersed panel

NET Traffic Monitoring

Device Monitoring =: % NTA Traffic Trend b X Attack Traffic Trend o
Name Status  Uptime Resource Usage . All by bps v
DDOS TRAFFIC (O Top NTA Region Traffic
11066213 ) 7azonsgmn  CFU Y 5% 500K
MEN m— 51% @NTATraffic Trend
ATTACK 250K
BL1066.242 @ The device is offiine or shut down
0 _
B 10.66.242. @ The device is 0 DEVICE
250K
B 10.66.242. @ The device
NETWORK TRAFFIC
500 K
B.1066.242.. @ The device is offiine or shut down 11:50 12:00 1210
Rx Traffic Passed Traffic ® Dropped Traffic
Attack Traffic Trend e Top Region Attack Traffic [:: N2 Attack Traffic Mo
Al a bps bps = Al a bps =
500K 1725K
250K 170K
No Data
250K 165K
500K 1625K
1:50 12:00 12:10 11:50 12:00 12:10
Rx Traffic PassedTrafic @ Dropped Traffic SYN Flood
Top Ongoing Attack Events =: % Top Source Countries/Region ®m L Top NTAAlerts * =:: IR
bps v All a bps * bps »
Attacked IP Attack Type  Duration Dropped Traffic %
10631245 SYN Flood 20h 44min 168 K m—

Step 2 Click * in the upperight corner of the panel.

Then the panel disappears.
- -E-n-d

4.1.4Downloading a Report

You campaesepecitfic reports and then downl oad
drive. I n addition, you can export an integ

The procedure is as foll ows:

On Owner wiaggeexport a reporgi mgl e apan eli sgrl aayre
report of data displayed on alll panel s.

Clitkn theigppecorner of @qar@ﬂed) axmgot th ead
of this panel as an HTML or PDF report

cl My n theigphpercorner of @,@r@atgce and the
downl oad al l data displayed on this page

4.1.5Report Settings

A default report name -diesf ipnreodv.i ded, whi ch ca

Cl iRekport iSettheggppecorn
c

r of the page. I n
typreemeport na@Genfandmcl i

e
k
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4.1.6Viewing the System Status Bar

The system status bhbhasatd maeadhettdmspfaysbet|

stalfuisndiicates that the device works proper|l
usage) ,emand nmeys faisg Bstheo wh | n

Figure47System status bar

CPU

CPU 13% o

Memory 12:50 13:00 1310
Total Memory | 16.3G | Usage 20% R Traffi assed Traffic
Low Free 443.0K | High Free 0 R traffic Tx traffic Dropped Traffic

Temp Data Partition
tmp 1% var 1%

Database Parttion Top Region Attack Traffic ::: K2 Aftack Traffic A
Traffic 1% | Attack Event 1% bps All a bps
Log 1% |- 0%

File Data Partition
Configuration 1% Data File 2%
Logs 2% - 0%

© = [ System Siatus: CPU load:13%, MEM Used:22% ] Authorization Status:Authorized = @ 13:15 2023-11-09 CST

formation i

Clicking sy em status n
t e or usage, mo
il

st
uage and mperature, m
partition, database par
status bar again wil!l h

t h
t h

3 >

[
r b
i on, and f t

it

a

o ® o

[
e
t e
[

» o -
o —

ltems in red i ndtihcraetseh otlhda ti st heex csepeedceidf.i eFdor a
3. Loz al Performance Alert Configuration

4.1.7Generating Sound Alerts

After sound alerting is enabled, the system

as shbwgud ewhen either of the following con
An attack alert or Ilink status alert is g
A traffic alert is generated by NTA.

I n the box shown in thokl biwgongeppgeoatcanspe

Cli*kto disable sound alerting.
Cli*ko close this box.
Clilgknboei gnore this new alert.

Figure48Sound al ert

o)
Yau have new alert
AR avents:
Aftack Alerts on I
ADS ELoLE

For how to disabl e 3s.oRakli al.®etttiingpgs see sect
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4.1.8Viewing Attack Traffic Trends

Thettack Tr pfafnie¢ Brdeswd ft te affic received, f
ADS in the |l ast 30 minutes.

Data on this panel refreshes every 30 secon

4.1.8.1Understanding Data on the Panel
| n Athteack Tr gfrfaipdh, Trend

Theaxi s indicates time, spanning the | ast
Thyeaxis indicates traffic:

i Traffic above 0: The yellow color indica
red color indicates dropped traffic.

i Traffic below O0: The green color indicat
through.

4.1.8.2Viewing Traff ic at a Random Point of Time
Pointing to a Atandokm Tp aifrrfatipdi nbriteshpel ays t he sp

values of incoming traffic, forwagadee #“raff
Figure49Det ai l ed traffic information at a specif
Attack Traffic Trend ha o

A Q,

20 M

2020-03-02 16:4%:30
0 | Rx Traffic: 9.3 M I
Passed Traffic: B13.3 K
Dropped Traffic: 8.5 M

20 M

&
£
(=]

16:50 17:00

Rx Traffic FPaszed Traffic Dropped Traffic

4.1.8.3Viewing Traffic of a Specified Object

By def dolt@chtflie grapéngresents trends of tra
devices. Yowwimaentviaéwicearends of a specifi
devi cep,r cAXXted group, or | Pv4d/ 1 Pv6 address.

Step 1 On the page shown Figure 49, type a character string and then piester.
The system displays all objects chinguwlitnisag
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Figure 410Speci fying an object to view its attack
Attack Traffic Trend hu
02_test| Q bps
Al
Al
Adsgroups
fi2_test
fl2_test
L
10M
16:40 16:50 17:00
Rx Traffic Passed Traffic @ ODropped Traffic

Step 2 Select an object and preSster.

Traffic trends of the specHifgiudede odbj ect are
Figure 411Re-&4fi me traffic trends of a specified ob
Attack Traffic Trend ha
fii2_test Q ops W
10M
R
10M
16:40 16:50 17:00
Rx Traffic Passed Traffic @ Dropped Traffic
- -E-n-d

4.1.8.4Switching the Traffic Unit
The

cornerAtdficteifed i pafeénd o

12

def aul tbptsr¥acfu icpapisnsbal d-dstewnmn r loipst-ri ght he
traffguceddt

di spl ay

V4. 5R9
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Figure 412Swiitrcedh t he traffic unit

Aftack Traffic Trend b

fl2_test Q

10M

, .

10M
16:40 16250 17:00

Rx Traffic Passed Traffic @ Dropped Traffic

4.1.8.5Downloading a Report

Cl |ik| n theighpercoAtntedrc kofff itphaemleéndtnd@ hen cl

or@to export data of this panel as 4anl.HT ML
Downl oading a Report

4.1.9Viewing Protocol -Specific Traffic

ThRrotocol paAebl psiosi des an overview of TCP,
by ADS in the |l ast 30 minutes.as well as de:

Data on this panel refreshes every 30 secon
4.1.9.1Understanding Data on the Panel

I n Rrhoet ocol gr Aphl ysi s

Theaxis indicates time, spanning the | ast
Theaxi s indicates traffic. ubpP, TCP, and I
blue, and purple respectively.

4.1.9.2Viewing Traffic of Different Protocols at a Random Point of Time

Pointirmondioan o ®r ot ocol ghaApal dsspl ays the tinm
UDP traffic, TCP traffiFd,gu&f®d 41 CMP traffic,
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Figure 413Tr af fi ¢ of different protocols at a spe:¢

Protocols Analysis D A
A o ops ¥
10M
=" =n | D "'I
| | | | | |
|
S B
2020-03-02 17:00:30
e« UDF: 16 M
TCF: 782 8K
5 ® ICMP: 0 ~
590 T7:00
& uoeP TCP & IcmP

4.1.9.3Viewing Traffic of a Specified Object

By def ulbt ocohgr Apal psiesents traffic of wvar
coll ected from all ADS dewi dePs .grYouup ,hc aAnD Ss pdeec

protected group, or | Pwd4i mea, |-sPpvest mbdiadtr etsrsa ftfoi

Step 1 On the page shown Figure 413, type a character string and then piester.
The system displays all objects chinguwidishg

Figure414Sear ching for an object

Protocols Analysis D At
i o bps
All
Al
Adsgroups
2 _test
T2 _test

protect_performance_avalanche
protect performance_testcenter

protect_performance_testcenter

16:50 17:00 17:10

& uoP TCP @ ICMP

Step 2 Select an object and preSster.
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Traffic trends

NSFOCUS AB&rM(

of the specified

objFe gturien t

speci fied ob

grap

4-15
Figure 415Re-&4f me traffic trends of a
Protocols Analysis 9 L )
flZ_test Q, bps w
10M
5M
. - A
16:50 17:00 17:10
@ uDP TCP @ ICMP
- -E-n-d
4.1.9.4Switching the Display Mode
By defaulstpecirfdtcoaalaffic data is p*esented
and. otro di spl mg teaffic data in an area
Figure 4
Figure 416Swi t ching the display mode
Protocols Analysis ha o
A Q, A
10 M
5M
0
16250 17:00 17:10
® uop TCP ® icMP
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Figure 417Di spl ay of traffic data i
Protocols Analysis o P L
Al Q, N .‘
oM

17:10

pi e

n an ar ea

Therefor

tra
c ha

grap

1651 17:00
@ uoe TCP @ ICMP
& uop TCP @ icwP
Clic*imagkes this icon di mmed and&igull®&s 4t he
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Figure 418Di spl ay of traffic data in a pie chart

Protocols Analysis 9 L

A o, b=

® UuDP TCP ® ICMP

4.1.9.5Viewing the Percentage of Prot ocol-Specific Traffic

Pointing to a random point in the pie chart
protsogeodi fic traffic to the total traffic.
Clicking in this area separ akFiegult$hi 4 area f

Figure 419Ar ea representing traffic of a protocol

Protocols Analysis 9 L

Al Q bps

UDP
proportion: 52_5%

I UDpP TCP I ICMP

4.1.9.6Switching the Traffic Unit

The defaul tbptsr¥adu icpapis nsodr d-dtewm r loipst-ri ght he
cor nerPromft otctrd paAerbal y9i sli splay traffic data

CopyfrEi QNIStFOCUS 71 V4. 5R9



= NSFOCUS NSFOCUS ABRIM G

4.1.9.7Downloading a Report

Cl iiki n th-eighperoPrnoetro coofl ptahfee & | ﬁslid@,ben cl i

l‘%to export daam BTMLhos PBRetepesra. 1.Fbr de
Downl oading a Report

4.1.10Viewing Traffic of Top Destination IP Addresses

ThBop Dest ipmateilomilshl ays in real time top 1
|l argest traffic dropped by ADS inattHdeebass

see the | argest traffic or are most severel:
Data on this panel refreshes every 30 secon
4.1.10.1Understanding Data on the Panel
The | ist ranks top 10 destination | P addres:
30 seconds.
GEO shows the national flag icons. Pointi
corresponding couRtgy2Omase, as shown in

Figure 420Di spl ay oy hamecount

Top Destination IP B 4
A a bp
GEQ  Destination IP Rx Traffic Dropped Traffic g
81:6:170::2 8T.5 M 7.5 M I .
81:6:23::2 874 M 7.4 M I
81:6:241--2 BT2M 272 M I
81:5:26::2 2T.1M 37 M . J |
n £1.5.30.1 245 M 24.5 M NN
4 | - 12 M 1naM m ==
11 M 11 M [ | |
21:8:241:5 25 M 25M 1 |
81:6:241::3 24M 248 1 |
81:6:241::8 2.4 M 248 1 |
DestinatistbwmwbPdestination | P addrTersasfefsi.c C
Monitombngage, where you can view more de

address. For 4el dilsyy nge€osnpcecteihemsi ve Tr a
a Specif.ied Object

RxTraffshows the value of traffic received

Dropped: Tehbtwscthe value of traffic dropp¢
red bar to the right of the traffic value
bar indicates more traffic dropped.
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%: shows the percentage of forwarded traf:
traffic. When you point to a bar in this
bar, greéepgittidmddtes and red indicates dro

Figu2l tdhe percentage of dropped traffic f

Figure421Per cent agle tofafdieppge® i ncoming traffic
Top Destination |P B
A Q bps
GEQ  Destination IP Rx Traffic Dropped Traffic £ ]
121:1:9:5 4 M 4 M
b 121.1.8.5 5250 K E2EOK 100%

4.1.10.2Viewing Comprehensive Traffic Information of a Specified Object

You can conveniently view comprehensive tr al
address and that of a specifi:ed object by p

Step 1 On the page shown Figure 420, click an IP address, for examp,:6:241::2

ThEDoS Traffipa®Meni sodinwsgl aysedi,n wjutehs ttihoen |aPl
the search WFoxgudazs 4shown in
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Figure 422Tr af fi ¢ of a addr ess

specific IP

NSFOCUS AB&rM(

= Aftack Traflc Trand L

Top Destination IP

Regions Display by Regions ¥ [E— - &
15 Mins 30 Mins 1 Hour AutoRefrash: 30 saconds ¥ C'
= ON
[} seo
BO25E . 5
2 bos v
> ads ry
> adst
ads2
10C bps -
(- [ +]
> nta
5Cbps
nta_ads
> por_test
port 0 bps
> yewuyu_yuanmei
5Gbps
14:20 14:22 14:24 14:26 14:28 14:30 14:32 14:34

an @

MY FILTERS:

Summary  Objest

[ Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffic Total Dropped Traffic

) — 205 24M 24mM 2am 226

‘Show objects with no dropoed trafic

Prey 1 Next

Rx Traffic
M
&7TM
g78M
875M
853m
zM
1M
25M
25M
25M

Top Destination IPs (by Attack Peak Size)

==

bps v

Dropped Traffic %

3y
eTTM
eTeM
875 M
853 m

The data of this abject cannot be displayed.

bps ¥

Step 2 Click in the search box.

The system displays all/l

Figure 423Sear ching for objects containing t

he

objects Figmu® i @i ng

current

Attack Traffic Trend k2 Top Destination IP
Real T
o mun e P
= on
Defautt GEQ Destination IP
€ 81:6:241:2
siE2e12 T . T -
° iprangas
L] 8-
81:6:241:/120 (a0sgroup:
wendingxing)
10G bps
> bxh
* nta
5Gbps
nta_ads 81:8:241-4
> por_test ]
0bps
» yewuyu_yuanmei
5C bps
1416 1418 14:20 14:22 1424 14:26 12:28 14:30

Al g

MY FILTERS:

Summary  Cbject

() Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Trafficw Total Dropped Traffic

() — oz [ 0 24m 216

‘Show obiects with no dropped trafic

Rox Traffic
-t
BTaM
84T
25M
25M
24M
24M
2am
zam
24M

Top Destination |Ps (by Atlack Peak Size)

::: IR

bps v

Dropped Traffic %

et
BTAM
84TM
25M
25M
24M
24M
24M
24M
24M

The data of this ebject cannot be displayed

bps v

Step 3 Select an object and preSster.

Comprehensive traffic

24

i nformati on Fofgutrhee 4sp
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Figure 424Vi e wi ncg itnrfaofrfmati on of a specified object

= Altack Traffic Trend & Top Destination IP ==
Devices Display by Devices ¥ ; .
15 Mins 30 Mins 1 Hous AutoRefresh: 30 saconds ¥ (O 81:8:241:1120 bps v
¥ wendingxing A GEQ Destination IP RxTraffic Dropped Traffic %
81.6241.024 A Tussday, March 3rd 2020, 2:20-00 pm - Tuesday, March 3rd 2020, 2:35:00 p - aais ram e =
o= 25m 25m 1 -
31:6:241:120 A s1e241:8 25M 25M 1 -
> wendingsing 10000 eoh 81:8:241:7 25M 25M | -
> wendingxingVADS oh 81:6:241-b 25M 25m 1 -
> 10000-ym-242 e g1e24i2 24M 2am 0 -
ym-

4 100 M bps 81:6:241::8 24M 24M 1 -
> yuanmei_10000 a6 5162415 24m 24m | -
> 8008-GDJ-121 5} 81:8:241:-3 24Mm 24M 1 -

50 M bps 81:6:241::4
> vaDs-GDJ-191 f i e et =
> wendingxingB00E oh
4050-45 ) 0bps Top Destination IPs (by Attack Peak Size) ::: 0
14:20 14:22 14:24 14:26 14:28 14:30 14:32 14:34
2162412120 & bps ¥
Summan y  Object e Data
() Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Trafficw: Total Dropped Traffic
) — 81:8:2: 2 1743 M 1743 M 201M 814G
| — 81:8:241:8 5M M 28M 226
) — £1:8:241::8 48M 48M 28M 226
) — 8182417 48M 48M 26M 226

- -E-n-d
4.1.10.3Viewing Top Destination IP Addresses of a Specified Object

By def dobt 10t De spamealt ipprneslePnt s top 10 destir
data collected from all ADS devices. You cal
or ADStected group to view its top destinat
droppetiash 8Beminutes. You can also specify
view its traffic information in the | ast 30

Step 1 On the page shown Figure 424, type a character string and then piester.

The system automatically displays all objec
i FRigur=e 4
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Figure425Sear ching for an object

Top Destination P BH 4

g Q

=)
T

All

Dropped Traffic e
Al 41 M I .

fz4G K M |
Adsdevices

10.56.242.181

Step 2 Select an object and preSster.

Then destination | P addresses associated wi
descending arodegredofbyt rADfSfiica d he | ast 30 min

Figure426Top destination | P addresses associated

Top Destination IP B 4
10.68.242.191 9, bps
GEQ2  Destination IP Rx Traffic Dropped Traffic T
121:1:8::5 4 M 4 M 1 |
=3 121.1.8.5 526 K FIz2E6K H |
- -E-n-d

4.1.10.4Switching the Traffic Unit

The defaul tbptsr¥adu icpapis nsodrl d-dtewm r loipst-ri ght he
cornerTo@fe stt h e gotainced It di splay traffic dat a
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4.1.10.5Downloading a Report

Cl |ik| n th-eigpper olrorpe rD ecsft inrdaﬁeiloranld@, ben cli

@to export data of this panel as 4anl HAT ML o
Downl oading a Report

4.1.11Viewing Attack Traffic of To p Regions

n Aptatnaeclk pTrreasfefnitcs in real time to
pped by ADS in the | ast 30 secon:
ffic or are most severely attack

ThBop Regi oo
traffic dro
|l argest tra

Data on thieshpanelverg 30 seconds.

4.1.11.1Understanding Data on the Panel

The | ist ranks top 10 regions according to

Regionegion for which traffic is dropped
exampéetopelhxso S hTer af fi ¢ abMlopiager i where you |
details about traffic dRrisgu2need4d for this r

Figure 427Tr af f i ci bi car egieon

4 Top NTAAlerts «*

AutoRefresh: 30ssconds ¥ C'

NNNNN

Top 10 Source IP B L

NNNNN

Rx Tr:afsfhioows t he value of traffic received

Dropped: Tsehbftwsct he value f traffic dropp
red bar to the right of the ttrraffffiicc.val de
[

0 «
h
bar indicates more traffic dropped.
f
0

%: shows the percentage o0 forwarded traf
traffic. When you point t a bar in this
bar, greentiimadtiec attreasf fliecgiand red indicates
Figu2® tdhe percpedtagef dbifcdfop test” is 1C
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Figure 428Per cent gpeda dfr adfopx for a specific regio

Top Region Attack Traffic B 4
Region Rx Traffic Dropped Traffic T
test 554.2 M 6542 M

100%

4.1.11.2Switching the Traffic Unit

The defaul tbptsr¥acu icpapis nsodrl d-dstewmd r loipst-ri ght he
cornerTopf Rtelye qpma nTerla ftfoi cdi spl ay traffic dat a

4.1.11.3Downloading a Report

l i“kn th-eigppec olrorpe rReafi qirmreTerIafafnid@ ben cli

— =

@to export data of this panel as 4anl HAT ML o
Downl oading a Report

4.1.12Viewing Attack Traffic Trend (Peak Size)

Thettack Trafficpamend diRpadhkdgSi vpdl)adfspetci fioc
region in the | ast 30 minutes, i ncluding th

Figuxz®e 4

\ Thipanel provides traffic informatio
Not: cannot view global traffic informati
Data on this panel refreshes every 30 secon

The method of vieeawndg @peéeakksitzraffis the sal
traffic trends. 4Fwi&davenagi Ast askeTsatfionTr e
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Figure 429At t ack Traffic Trend (Peak Size)

Attack Traffic Trend (Peak Size) A ok
test Q bps v
750 M

2020-03-02 17:47-30
Rx Traffic: 6604 M
Pazsed Traffic: O

® Dropped Traffic. 660.4 M

500 M

250 M

17:30 17:40 17:50

Rx Traffic Passed Traffic @ ODropped Traffic

4.1.13Viewing Top Destination IPs (by Attack Peak Size)

NSFOCUS AB&rM(

panel

ThBop Destination | Ppafky Ai sactkiyiBem biplSilDe d
moskEi gumé f i

430 |l etting users @ahowhehobhetP mddeegseshe

addresses of an object with the

severely attacked.

s‘ This panel provides traffic
Note cannot view global traffic

i nfor ma
informat.i

Dat a so np atnheil refreshes every 30
The method of viewing top desti
of viewing top d

Destination | P Addresses

seconds.

nati on
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Figure430Top Destination I Ps (by Attack Peak Si z¢

Top Destination IPs (by Attack Peak Size) B

test Q bps

GED Destination IP Rx Traffic Dropped Traffic c ]
81:6:221::602 554.83 M 854.8 M

4.1.14Viewing Traffic of Top Source Countries /Regions

ThBop Sourcepa&malntprieessents in real time top
the | argest attack traffic dropped by ADS i

Data on this panel refreshes every 30 secon
4.1.14.1Under standing Data Displayed in a Map

Top 10 soulrrceegaicoerusnankesd on the | eft accordi
ADS, indicated with a color that shades fro
of theséregaurpensiinedsi cated in a map with the s

Pointing to the /arreegahenfgeas tiotps 1do lcoruntta ygr e e
couhtegiame and the volume of trRifdg43cle droppe
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Figure 431Di spl ay of the

NSFOCUS AB&rM(

vol ume of

attack

traffic

Top Source Countries

Al Q,

M United States

W Germany

M France

M China

M Japan
United Kingdom
Karea, Republic of
Canada
Brazil
ltaly

n
b

China:6.5 K
»* ;

4.1.14.2Switching the Display Mode

di

By default, traffic of top 10 sourceic&untr
® in t hi gphpecolrorpe rS oafr ctep eaCpeuln ttra ecshoose a
(l'ist or map) or FhgtuB2moides, as shown in
Figure432Swt ching the display mode

Top Source Countries @ A4

All Q, ®

W United States

W Germany

W France

H China ’ » .

M Japan w I

United Kingdom *

Kaorea, Republic of

Canada

Brazil

Italy
Iﬁigu&;b@zappears nce appeamwhi diemmed. Therefor
only in a map , Afhtiesr Eycoounnctituindnks case, traffi
both a map andFiagu3idasst4 as shown in
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Figure 433Di spl ay of tr apf fancd daatlai sith bot h a
Top Source Countries @ =22
A Q, @ g
[ ] Germany
I United Kingdom
M Spain .
W iizly i t
B Cenmark T
France
Metherlznds
Russian Federstion
Poland
Awustria
GEOD Rx Traffic Dropped Traffic ¥
! Gemany 16.8 M 16.8 M I
United Kingdom 136 M 1326 M I |
E Spain 2.1 M 2.1 M |
| 1 B 52 M 53N I [
Denmark 8.5 M 656 I |
I] France 58 M 586 I |
= Metherlands 52M 52M N |
E Russian Federstion 3.8 M 328 HE |
: Poland 35M 35M |
= Austia 20M 20M EE ]
CIic@Jmagkes this icon di mmed Ringdu3hd dde s
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Figure 434Di spl ay of traffic data only in a |ist
Top Source Countries B 4
A Q, g
GED Rx Traffic Dropped Traffic ki
B cormany 15.7 M 157 M I
United Kingdom 127 M 127 M I .
E Spain 8.5 M 2.5 M I |
| 1 am oM =
Dienmark g4 M G4M I |
I] France 53M 63M I |
= Metherlands 48 M 480 e |
E Russian Federstion 2.6 M 286M HE |
ol Poland 2.4 M 24M = =
= Austria IM am mm [ ]

4.1.14.3Viewing the List of Top Source Countries

The | ist ranks top 10 countries according
GEO shows national flag icons. Pointing
showhi gwx® 4
RxTraffshows the traffic received by ADS
Dropped: Tehbtwscthe traffic dropped by ADS
seconds. Tthhee rreidg hbtaroft ot he traffic value
l onger bar indicates more traffic dropped
%: shows the percentage of forwarded traf

— — —+

percentadédéiaf fdromBre dnatnry i

S

raffic. Pointing to ailarpeirrc etnitiasggecollunmm
ndicates | egitimate traffic da&rnduBBd 4 ndi
he

100 %.
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Figure435Per cent age of dropped traffic of a sour

Top Source Countries B 4
A =1 bps v

GEOQ Rx Traffic Dropped Traffic 2

B corany 16.8 M 1650 I

- L .

BE United Kingdom 13.5 M 1351 DI . )
== d 00%
B =span 0.5 M DEM =

I =y 2.5 M B5M m

Il Fance 8.3M 63N - =
Dienmark 8.1 M 81M . =

= tetherands 5.3 M 53 . =

E Russian Federation 3TM 3TM |

= FPoland am i =

B Austiz M i [

4.1.14.4Viewing Top Source Countries Associated with a Specified Object

By def dopbt Souheepamwallntprieessent s top 10 sour ce
coll ected from all ADS devices. You can spe
AD®rotected group, or | Pv4d or | Pvée address
according peod thywfdlilc AAID®Spdevices in the | ast

On the paBegeh@waftienr you type a character s
objeonsaining the typed character string.

Figure436Sear ching for a specific object

Top Source Countries B L
d “ bps -
All
Dropped Traffic %
All 333 M -
41M W |
Groups
26M B |
DNS (Region: Regiond)
654K |
Adsgroups 102K |
T WLD 63K -
dzktest 42K -
M LU g PR 24K |
[‘8} Korea, Republic of 22K 22K |
i<l Canada 16K 16K m
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Aftecl yok a debe
t h

dcsplays the traffic
associated wi ect

Figure 437Tr af fic of top source couwuntries associ a

Top Source Countries G} A+

IPZONEkjgeD5 @ bos

. United States
M China

W J=psn ’
B Gemnany Le e ]
. United Kingdom w q‘

Korea, Republic of
Morway

Mezdco

France

Russian Federation

4.1.14.5Switching the Traffic Unit

The defaul tbptsrYadu icpapis nodrl d-dstewmd r loipst-ri ght he
cornerTopf Stolue c ep &Cmaulnttrd ekdi spl ay traffic dat :

4.1.14.6Downloading a Report

Cliikin t hei ghpec olrompe rS oaufr ctehd:majlntarrid.@ hen cl

or@to export data of this panel as 4a.nl . HAT ML
Downl oading a Report

4.1.15Viewing Attack Traffic

Thett ack plarnaeflf ischows t he gr a
|l ast 30 minutes. Data on thi

4.1.15.1Understanding Data on the Panel
| n Athteac k gTragfhf,i ¢

ph of atthek tra
s panel refresh

Theaxi s indicates time, spanning 30 minut e

Theaxyi s indicatvasi ausatkptesaibfdiacataeck hy acf
in different colors.
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4.1.15.2Viewing Traffic at a Specific Point of Time

Pointing to a specific time point displays
point.

Figure 438Tr af fi ¢ at a specific point of ti me

Attack Traffic " Ao F

2018-08-14 14:46:30
HTTPS Flood: 4 M
) NTP Amplification: 614.4 K
0M TCP Fragment: 4.5 M
® ICMP Flood: 358.4 K
SSDP aAmplification: 614.4 K
M ® Memcache Amplification: 614.4 K _

LAl

® UDP Flood: 1.6 M
® LAND Flood: 811.2 K Lo
f : ® Manual Strategy: 1.3 M i
Tan Chargen Amplification: 614.4 K
- ® ICMP Fragment: 9.1 M
—— AL dery.* Flood: 512 K bent
—— ICMP Flool ® Amplification: 614.4 K
= Memcache @ SNMP Amplification: 460.8 K
— LAMND Floc )
Charagen A UDP Fragment: 4.5 M
i @ DNS Amplification: 614.4 K
| ¢ ACK Flood: 1.8 M L

TCP Misuse: 561.6 K

SIP Flood: 14.2 M
HTTP Flond- 1.2 M

4.1.15.3Viewing Attack Traffic of a Specified Object

By def &alt ac ktgifeagpfhf ipor esents attack traffic t
devices. You can specify a reogioarctragigomulpl
|l Pv4 or | Pvée address to awitew 0i tmd nauttteassc k tr a

Step 1 On the page shown Figure 438, type a character string.

The system displays all objects containing
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Figure 439Sar chi ng for an

NSFOCUS AB&rM(

object

Attack Traffic ”

wen| Q
All

All

Adsdevices
wendingxing8000
wendingxingC236
wendingxing 10000
wendingxingVADS

[«

bps

wendingxing800E
14:15

HTTPS Flood

— Manual Strategy
SYN Flood

— DNS Query Flood

14:20

ACK Flood

14:25

HTTP Flood

14:30

Step 2 Click a desired object.

The panel di splays t

Figure 440At t ack traffic

trend

he atta

of

ck

a specified

traffic

Attack Traffic «™

wendingxing10/ Q

0 e

A ¥

bps

14:05 14:10 14:15

HTTPS Flood

— Manual Strategy
SYN Flood

— DNS Query Flood

14:20

14:25

ACK Flood

HTTP Flood

14:30

- -En d

4.1.15.4Switching the Traffic Unit

The def aul tbptsrYadu e aupis nsodrl

f-dewmdrloipst-r

cor nerAtdfa ctkhpslarneefl f it

4.1.15.5Downloading a Report

dat a
ng a

of

to export
i Report

Downl oad

di spl ay

panel

traffic

a nd . HLT. ML

ighthe
dat a

or
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4.1.16Viewing Top Alerts Reported by NTA
ThBop NTApAhedt shows top 5 traffic alerts re

Data on this panel refreshes every 30 secon

Figure441Top al erbtys NTeAport ed

Top NTA Alerts EH

[+

Destination IP Alert Level Alert Type Duration Traffic ¥
1.2.34

X

high S5%M Flood 17h 10min 30K

Clicu«ichigsplays more detail sFabaosa2 #hese aler

Figure 442Mor e detail s about alerts generated by

Top NTA Alerts B 4

Destination IP Alert Level Alert Type Duration Traffic ¥

high SYN Flood 17h Himin 38K

4.1.16.1Understanding Data on the Panel

ThBop NTApAhedt shows top 5 alerts reported I
foll owing information:

DestinatistbwmwsPt he attacked destination |P
device that reports this alert.

Al ert: Lewvews the al elritgti dvexdw, Thvdhi @lherctanl d\
determined by the deveaftfirom bhetbspeatctuad
thresholds vary with NTA devices, alert | ¢
di fferent deviations.

Al ert: Tsylpcews t he alert type, which can be

i DDoS attianadk cates thad when aNBA tddtsedtrd ga
The type of the DDoS att 8¥K Fsoabdso disp

i Region triandiicatadertthat the alert is tri
outgoing region traffic.
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T Il P group trahfli caeéaltthatis triggered by
received or sent by an | P group.

\ For details about al ert |l evel s and ¢
Note i n NShFeOCUS NTA .User Gui de

Poai Inetri tn gf rt ool

Dur ati®mows the duration of t he
the start ti

a specific duration displays
as shbwgud3da 4

Figure 443St art time of an alert reported by NTA

Top NTA Alerts ™ B 4 Attack T
bos A
Destination IP Alert Level  Alert Type Duration Traffic ¥ 15 M
1234 . -
= high SN Flood 17h 11mind  Start Time : 2020-03-05 16:16:30

x

]

Traffsbhows the traffic at the start ti me
descending order of | argedte tlrasftf i3 cdetcoom
case, aftTemafydrniecdmciks di splayed and the 1
ascending order of smallest traffic detec
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Figure444Top al erts reported by NTA in terms of s

Top NTA Alerts «* B L
bps
ST Alert 5
Destination IP Alert Type Duration  Traffic 4
Level
52.10.4.57
mid bps Abnormal Zd 2.3h 0
10.245.2.206 44min
52.10.4.111
mid bps Abnormal = 23h 0
10.245.2 206 44min
52.10.4.82
high SYN Flood 2d 2.3h 0
10.245.2.206 44min
52.10.4.23 ) )
high SYN Flood 3h 35min 0
10.245.2.206
52.10.4.228
high SYNFloog 2923N
10.245.2.206 44min

4.1.16.2Switching the Traffic Unit

The defaul tbptsrYacu icpapis nsodrl d-dstewmd r loipst-ri ght he
cornerTopf NiThpAhedt ¢ o di splay traffic data i

4.1.16.3Downloading a Report

Cl iiki n thei gppecoTrqnneNTAofAhtareetsand@ ben clicl

— =

@to export data of this panel as 4anl HAT ML o
Downl oading a Report

4.1.17Viewing Top Ongoing Attack Events

ThBop Ongoing panatk sboewst $ op 10 ongoing at:t

to attack traffic detected.by all ADS devi c

Data on this panel refreshes every 30 secon
4.1.17.1Understanding Data on the Panel

ThBop Ongoing panatk sboewst $ op 10 ongoing at-t

traffic dropped by ADS in the | ast 30 secon

descending order of dropped traffic

Attackedhlo®Wws the attacked | P addewsist.s Cl i
detailed attack event informati ofh. Dnlan2i
Vi ewing Attack Event.s Specific to an | P Ac

Attack Bhmevs the specific attack type.

Durati®mows the duration from the time wht
the dathaed.s Poeifrrteisng t o a duration display
address, FasgugbBeowln i n
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Figure 445St art ti me of an ongoing attack event

Attacked IP
81:8:321::2

81:8:221::6
81.6.221.0

81:6:221::602
81:68:221::702
81:6:221::402
81:6:221::902
81:6:221::802
81:6:221::102
81:6:221::302

Top Ongoing Attack Events

Attacked Type
HTTF Fload...

ACH Flood
ACH Flood
ACH Flood
ACH Flood
ACHK Flood
ACH Flood
ACH Flood
DMSE Query ...
HTTPE Flo...

B 4 f
bps w A
Duration Dropped Traffic ¥ ¥

2d 15h 14min A5 0 M I .

2d 15h 14mind  Start Time : 2020-02-29 18:12:30
2d 15h 14min OOE T L]

2d 15h 14min G55 M I
2d 15h 14min 654.3 M I
2d 15h 14min 654.6 M IS
2d 15h 14min 653.2 M I

1d 16h 55min B53 M I
2d 15h 14min ga.5M B

2d 15h 14min 501M 0

Dropped: TBaftietault, top 10 ongoing attacl

of t
Tr afa
t he
Tr af
drop

Figure 446 T 0 p

raffic d
fnidc t hi s
| ast 30
f tsaiecon i
ped by a

ropped”™ by oADS.s Idn stph asycepdp @ e, t°
column shows the tot alcensaxiinmu
seconds. The red babrappedind
s displayed and this col umn s
Il ADS devices in the |l ast 30

ongoingyatboaak mventmembdropped traf/

Top Ongoing Attack Events B 4
bps -
Attacked IP Attacked Type Duraticn Dropped Traffic & £
81:8:221.-202 ACK Flood 2d 15h 35min 0 [ |
81:6:221::102 ACK Flood 2d 15h 35min 0 [ |
121.1.8.5 HTTP Flood... 10min 354K 1 |
121:1:98::5 ACK Flood, .. 10mnin 40 | |
£1.5.221.78 HTTPS Flo... 2d 15h 35min 56M I I
81.6.221.115 HTTPS Flo.... 2d 15h 35min 26M I N
81.5.221.134 HTTPS Flo... 2d 15h 35min 87TM I I
81.86.221.173 HTTPS Flo.... 2d 15h 35min 2.7 M I
81.6.221.188 HTTPS Flo.... 2d 15h 35min 27 M I
81.6.221.237 HTTPS Flo... 2d 15h 35min 87TM I I
. %: shows the percentage of forwarded traf"
traffic. Pointing to a bar in this col umn
indicates |l egitimd edrtamppgdd ct radaifdf idaed 4N sn dsih
the percentage of dropped traffic for 81.
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Figure447Per cent age of f oriwagr daetd atcrka fefviecnti n an o

Top Ongoing Attack Events B A
Pps * A
Attacked IP Attacked Type Duration Dropped Traffic ¥ Y 7
81:6:221::2 HTTP Floed... 2d 15h ZBmin 5304 K I -
81:6:221::502 ACK Flood 2d 15h 2Tmin 160.8 K I |
81:5:221::802 ACHK Flood 2d 15h 2Bmin 160.2 K |
81:6:221::402 ACK Flood 2d 15h ZBmin 160.2 K I |
81:6:221::302 ACK Flood 1d 17h Bmin 160.2 K I | 2
81:6:221::702 ACK Flood 2d 15h ZBmin 1681 K |
81:6:221::802 ACK Flood 2d 15h ZBmin 168.8 K I |
81:6:221::102 ACK Flood 2d 15h ZBmin 168.6 K I |
81:6:221::802 ACK Flood 2d 15h ZBmin 168.1 K I |
81.8.221.0 HTTPS Flo... 2d 15h 28min 636K H 1

4.1.17.2Viewing Attack Events Specific to an IP Address

You can conveniently view Ttorpa fOfnigm i safg &n t lakR k:
panel by performing the following steps:

Step 1 On the page shown Figure 447, click an IP address, for exampd,:6:221::2

Thettack pRrgentis di splayed, with therdh addr
box in the Fefgud4&ad shown in
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traffic an

Figure 448At t ac k

targeting

addr ess

NSFOCUS AB&rM(

Regions

o

> test

0bps

09:28 09:30 09:32 09:34 09:36 09:38 09:40

09:42

* yhyyhy

AttackTypes  Attack Events

Destination IP Port Attack Types  Start Time EndTime  RealTime Dropped Max Dropped™ Total Dropped
sre221:502 0 ACK Flood 20102720 12:14:00 Ongaing o 867.1M 10277
sro221:402 0 ACK Flood 20102720 18:12:30 Ongaing es10M 665.4M 0257
s1.6:221:202 EY ACK Flecd 20102720 18:12:20 Ongeing es34m 885.7 M 57T
sre202 0 ACK Flood 20102720 12:1230 Ongaing eszm 864.7M 10267
81:6:221:702 £y ACK Flasd 20102720 18:12:20 Ongaing esiam 882.8M 15147
81:6:221:602 80 ACK Flood 20002720 13:12:30 ‘Ongaing 6533 M 8635M 15147
s1:e:221:802 0 ACK Flood 20102720 18:12:30 Ongaing 8587 M 863.3M 14837
sre221:2 £ HTTE Ficcd 20102720 18:12:20 Ongeing 553 M 882.4M 14537
81:8:221:002 ¢ 80 ACK Flood 20/02/20 18:12:30 Ongaing 662.1M 662 M 14877
81:8:221:302 20 ACK Flood 20/03/01 16:32:00 Ongeing 0 861.2M 8127

Prav 1 4

A admin

EMGLISH ~

& About | X Lo

Top Ongoing Attack Events =::]
bes v
Attacked IP Attacked Type Duration  Dropped Traffic v %
£1:8.221:2 HTTP Flood... 2d 160 31min 011 M  —1
£1:6.291.802 ACKFlood 2 15h 31min 6507 MmN W
£1:0.221:402 ACKFlood 2 15h 31min G540M mmmmm  m
£1:3:221:202 ACKFlood  2d 15h3imin BS34M mEEN W
g1:0:221:60 ACKFioos 20 15n31min 65330 mmmmm  m
£1:6:221:002 ACKFlosd  2d 15h31min G53.1M MmN W
£1:6:221:102 ACKFlosd  2d15h21min 6530 mmmmm m
£1:0.221.702 ACKFlood 2 15h31min 6510M mmmm  m
£1:3:221-8 DNS Query . 2d 15h 31min B43M 1 1
8162210 HTTPS Flo.. 24 150 31min 47.7M 1 1
Attack Traffic »* Mook
A a S
75G
5G
25¢
0 =
09:20 09:30 09:40
— HTTPSFlood  — Manual Strategy
— DNS Query Flood ACKFlood  — HTTP Flood
SYN Flood

gout

Step 2 Click in the search box.
The

Figure 449Sear ching for an | P address

object

system displaans ngl t hebjceacrentomnP

addr es

Altack Events
Q
an
s
an
0bps
( Default 09:30 09:32 08:34 09:36 09:38 09:40 09:42
LT A

L
Ipranges

81:8:221:/120 (adsgroup:
wendingxing)

AttackTypes  Attaek Evants

Destination IP Port Attack Types Start Time EndTime  RealTime Dropped Max Droppedw Total Dropped
81:0:221::502 80 ACK Flaod 2002728 18:1400 Ongaing 0 687.1M 0277
81:0:221::402 20 ACK Flaod 2002728 18:12:30 Ongaing 8555 M 885.4M 10287
81:0:221::202 a0 ACK Flood 20/02/20 18:12:30 Ongaing o528 M 6857 M 57T
81:8:221:1102 80 ACK Flood 2002728 18:12:20 Ongoing o536 M 6847 M 0287
81:0:221:702 80 ACK Flaod 20102720 18:12:20 Ongaing 857.8M 6838 M 15147
81:0:221::602 20 ACK Flaod 2002728 18:12:30 Ongaing 856.0M 8835M 15157
81:0:221::802 80 ACK Flood 2002720 18:12.30 Gngaing 0536M 6833 M 14347
81:5:221:2 £l HTTF Fiod 20102720 18:12:30 Ongoing o536 M 682.4M 14537
81:0:221:802 £ ACK Flood 2002728 18:12:20 Ongoing 050 M 6oz M 4877
81:0:221:302 20 ACK Flaod 20102701 18:32:00 Ongaing 8561 M 8812M 8127

Prav 1 2 3 4 5 Hext

Top Ongoing Attack Events =:: BN
bps ¥
Attacked IP Attacked Type Duraion  Dropped Traffic ¥ %
81:3:221:2 HTTP Flod... 24 15 3min 0057 M I
81:6:22 ACKFlosd  2d 15h31min 6573 M mEmm W
£1:6.291.602 ACKFlood 2 15h31min 6560 M mmmmm  m
£1:3:221:302 ACKFlood  1d 17h 12min B55.1 M mEmmm W
g1:0:221:402 ACKFlood 20 15n31min 6555 M mmmm  m
£1:6.22 ACKFlood  2d 15h21min 6623 M mmmmm W
£1:0.221.802 ACKFlood 2 15h 31min 6530 M mmmmm W
£1:3:221:: ACKFlood 24 15h3imin 8523 M mmm W
g1:6:221 ACKFlosd  2d15n31min 650M mmmmm m
£1:9.221:6 DNS Query .. 2d 15h 31min 84.1M 1 1
Attack Trafic .* Aok
Al a bps v
75¢C
5C
25¢G
o
09:20 09:30 09:40
— HTTPSFlood  — Manual Strategy
— DNS Query Flood ACK Flood  — HTTP Flood
SYN Flood

Step 3 Select the desired IP address object and then [prdes.

The attack event i nfor mat

on

&f gud@es 41 P

add
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Figure 450At t ack event information of an | P address

NET Traffic Monitoring Aftack Events

+
300 M bps Top Ongoing Attack Events [=::
Regions Dispiay by Regions ¥ bps ¥
an 200 M bps Attacked IP Attacked Type Duration  Dropped Traffic v %

09:30 09:32 09:34 09:36 09:38 03:40 09:42 12 25 HTTPFlood  Tmin 1751 K —
81:6:221:2(Def... HTTP Flaod  Tmin 164.6 1 E—
b fest A HTTPS Fio. min 0 m
HTTRS Fia 0 =
¥ yhyyhy
HTTPS Fia o =
HTTPS Fio 0 =
HTTPS Fio. min 0 m
Types At
HTTRS Fio 0 =
Destination IP Part Attack Types Start Time EndTime  RealTime Dropped Max Droppedy Total Dropped 81.822145 HTTRE Fle o =
81.6.221.04 HTTPS Fio 0 1
s1:221:2 80 HTTF Fiood 20/02/20 18:12:30 Ongaing 8578 M ea24M 14537
81822122 &0 SYN Flood 20102120 18:12:30 Ongoing 25450 2586M 5667
»
e 1 et Attack Traffic ' Mo
A a bps v
5C
5G
25G
0 A
09:20 09:30 09:40
— HTTPSFlood  — Manual Strategy
— DNS Guery Flood ACKFlood  — HTTP Fload
SYN Fload

- -E-n-d
4.1.17.3Switching the Traffic Unit

The defaul tptsrYadu icpapis nodrl d-dstewmd r loipst-ri ght he
cornerTopf Onlgewi ng AanetktbBvemntsplay traffic d

4.1.17.4Downloading a Report

Cl iiki n theigphpertrolroperOngfoitnlge panadt k aBdenthen

@or@to expotrhi ssapane®lf as an HTML or PDF r ¢
4. Dodnl oading a Report

4.1.18Viewing Top 10 Source IP Addresses

ThBop 10 SourceahBPlAdhmevssdeop 10 source | P
traffic dropped by ADS in the | ast 30 secon

Data on rtehfirse sphaenselevery 30 seconds.

4.1.18.1Understanding Data on the Panel

The table ranks top 10 source | P addresses
seconds.

GEO shows the national flag icons. Pointi
showhmi gusl 4
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Figure 451Di spl ay of the country name

Top 10 Source IP B 4
A Q bps
GED Source IP Rx Traffic Dropped Traffic S
12:1:0:5 24M 34M I
B ez 42K 42K [
B 333157 4K 4K -
== [l s -
| RN X 16K [
B 33360 36K 36k -
B za3is0 X3 16K -
B z3a7 3K 16K [
B zzaa 3K 16K [
B zazs 34K 34K -

SourceshPws source | P addresses.
Rx Tr:afsfhioows t he total tratfHe cl astced3 ¥ede by

Dropped: Tehbfwvect he tot al maxi mum traffic
|l ast 30 seconds. The red bar to the right
value. A longer bar indicates more traffi
%: shows the percentage of forwarded traf
traffic. Pointing to a bar in this col umn
indicates legitimate traffic &ndguigd 4 ndi
the percentage of dropped traffic for 12:

Figure 452Per cent age of dropped traffic of a sour

Top 10 Source |P B 1
A q bps ¥
GED  Source IP Rx Traffic Dropped Traffic L
12:1:8:5 3.3 M 33M I
32352 16K 6K -
=
B zazo 16K 26K -
B 33307 36K 36K -
B 333313 34K 34K [
B 3a3zy 34K 34K [
B 33354 14K 24K -
B zazaz 34K 34K -
B 33388 34K 34K |
B z3z4s 312K 12K [
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4.1.18.2Viewing Traffic of a Specific Object

Step 1

Step 2

By def dobt 10t Bpamreaele drPesents top 10 source |

coll ected from all ADS devices. You can spe
AD®rotected group to viewdidscdrogpi rs@ utrac et rl &
in the |l ast 30 minutes. You can also speci f)
information in the |l ast 30 minutes.

On the page shown Iigure 452, type a character string and then pigster.

The system displays all objects containing

Figure453Sear ching for an object

Top 10 Source IP B

[«

1 Q

All
Dropped Traffic %

Al 343 M

41 M
Region
26M
Region1
148
Region2
<9 148
Region3 148

148
Region5 148

Region4

Groups 148

148
IP Group (Region: Region5)

IP Group1 (Region: Region1) v

Select an object and preSster.

Then sour ce liPataeddd rweistshe st haes ssopceci fi ed obj ect
traffic handled by ADS in the last 30 minut.
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Figure454Tr af fic of top 10 source | P addresses a!
Top 10 Source IP B 4
10.66.242.1891 G, bos
GEQ  Source IP Rx Traffic Dropped Traffic Y
12:1:8::5 2.3 M 3.3M
o 3.3.3.143 4 K 4K
- 3.3.372 36K 36K
- 3.3.3.240 36K 36K
- 3.3.3.120 36K 36K
- 3.3.3.178 36K 36K
- 3.3.3.255 34K 34K
- 3.3.3.00 34K 34K
- 3.3.3.170 34K 34K
- 3.3.3.168 34K 34K
- -E-n-d

4.1.18.3Switching the Traffic Unit

The defaul tptsrYadu icpapis nodrl d-dstewmd r loipst-ri ght he
cornerTopf 1t0h Spairecle tIdP di splay traffic data |

4.1.18.4Downloading a Report

Iiikin t hi gphpec olrorpe rl Oo fSpauhrecle drPd@, ben clic

(-

@to expdrtt hdast oamel as an HTML or4 . PIDHM repo
Downl oading a Report

4.1.19Viewing Attack Type Distribution

Thettack TypepBhetrshowsobhhe percentage of t
total traffic detected by ADS in the | ast 3

Each attacki n ygediifsf esrheootn col or and data on
seconds.

4.1.19.1Viewing the Percentage of Traffic of an Attack Type

Pointing to the area of a specific attack t
type to the trmothadgubtafdfi c, as show

CopyfrEi QNIStFOCUS 97 V4. 5R9
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Figure 455Per cent age of traffic of an attack type
Attack Type Distribution 9 L
All Q pps
UDP Flood
proportion: 6.6%
' HTTPS Flood NTP Amplification
@ TCP Fragment ® ICMP Flood
SSDP Amplification @® Memcache Amplification
® UDPFlood @ LAND Flood
Manual Strategy Chargen Amplification
® ICMP Fragment @ DNS Query Flood
® Amplification @ SNMP Amplification
@ UDP Fragment @ DNS Amplification
ACK Flood TCP Misuse SIP Flood
@ HTTP Flood SYN Flood
Clicking in this area separ akieguidbdi 4 area f
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Figure456Separating the area of an attack type f

Attack Type Distribution Q9 L

All Q pps v

A

UDP Flood
proportion: 6.6%

HTTPS Flood NTP Amplification

@ TCP Fragment @® ICMP Flood
SSDP Amplification @ Memcache Amplification
® UDP Flood @® LAND Flood
Manual Strategy Chargen Amplification
® ICMP Fragment @ DNS Query Flood
@® Amplification @® SNMP Amplification
@ UDP Fragment © DNS Amplification
ACK Flood TCP Misuse SIP Flood
@ HTTP Flood SYN Flood

4.1.19.2Viewing Attack Type Distribution of a Specified Object

By def &ut ltkta cT ytphee Digrtapthupgrieosment s the distrib
based on data collectred €teomspkti APSadeegc e
devi cep,r cAXXted group, or | Pv4d or | Pve addre

tdh | ast 30 minutes.
Step 1 On the page shown Figure 455, type a character string.
The system dicoprtagitneiartdy peldj ebtas acRiegugset rdi ng
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Figure457Sear chi ng

NSFOCUS AB&rM(

Attack Type Distribution

| Q
All
All

Regions
dengming
gdProvince

safin

Groups
admin (Region: dengming)

“Tira Fniboa

N ATPICEuU

@ TCP Fragment ® ICMP Flood
SSDP Amplification ® Memcache Amplification

® UDPFlood @ LAND Flood
Manual Strategy Chargen Amplification

® ICMP Fragment @ DNS Query Flood

o Amglification @® SNMP Amplification

© UDP Fragment DNS Amplification
ACK Flood TCP Misuse SIP Flood

@ HTTP Flood SYN Flood

Step 2 Select an object and preSster.
Then the attaokK taypeedi $ti reidb wthij@ect i n
CopyTrEi NIStFOCUS 100 V4. 5R9
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Figure 458At t ack type

NSFOCUS AB&rM(

di stribution of

a specified

Attack Type Distribution

wanglidou  Q

L

pps -

® UDP Flood

- -E-n-d

4.1.19.3Switching the Traffic Unit
The

cor nerAtafc kt hTey p e

4.1.19.4Downloading a Report

Cli%un

def aul tbptsrMaofu icpapis nsbel d-dstewmd r loipst-ri ght he
paselti batdbeplay traffic da

thei gbhpercoAtntearc ko fTytplreep Bnet rabhdtt ben

@or@to export data of this panel

4. Dodnl oadin

g a Report

4.1.20Viewing Device Monitoring Information

ThBevice Mprintdr isthgws t he

devices and

Data on this

detail ed

NTA devices iFn gtur& ldast

panel refreshes

every

L

as an HT

monitor.i
30 secol

30 secon
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Figure459Devi ce moni toring information
Device Monitoring ™ B 4
Name Status Uptime Resource Usage
M 1088250125 & 28d 22h 20min ;:;';'rj ' .Ez%aﬁ
BFoz_za2 -~
M 10,858,250 251 -~
Boroz_ 24 -~
M 1088250 248 -~

Clicu«"chigsplays more details aboduti gtui& mnmoni tc

Figure 460Mor e det ail s about the monitored device
B Device Monitoring jz:: RS

Name Status Uptime Resource Usage

B 10.86.250.135 o 28d 22h 21min ﬁ:’ = 3;’{){1

Roroz 202 L]

B 10.66.250.251 L

Baroz_2e 8

B 1088.250.248 L

B 1088242191 ® 4d 23h 34min e o

Boroz 121 L]

Bonsszaz iz L

B 1086.242.221 L] 7d 200 44min r:«:b -_ ::’9%

Horoes2e3.108 L

4.1.20.1Understanding Data on the Panel

ThBevice Mprintdr isthgws detailed monitoring i
devices and NTA devices.

Name shows the name of an NTA or ADS devic

St ait ushows whether the device is online.

i When the device is onl i®niec oann di sp rdoipseprllayy ec
i When the deVheedesi o&f hhdebeadnmns psl hawte dd a wn
Statoakpymhut no status icon appears.
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i 1f the time of an online device®isonot s
is displayed
i1 f the |l icense of a'E-Jiecvd)nei$P(diiarbtpihmg/et00e
icon displays the |Iicense information.

Figure461Li cense expiration reminder

Device Monitoring  ® B
Name Status  Uptime Resource Usage
B1066250. . © 294 22h 25min © o ! 5%

MEM IR 72 %

B F02_242 &

. _ CPU I 5 %
1066242 © 4d 23h 38
& M MEM = 35 %
. F02_121 6
CPU 7 %

05 -
dL1066.242... ®&L  7d20h 47min VEM 245

The license will expire in 3 days.

Uptimehows how I ong the system has been r
available only for online devices.
Resource dJsawe the CPU/ memory wusage. Such
online devices.

I f t hemerPddr wrusage exceeds 80%, the bar 1t

You ca* tbiskwitch to the f UHilgu§i@&r eden mode,

Figure 462Devi ce monitoniing faflbrmateen mode

B Device Monitoring jz:: N

Name Status Uptime Resource Usage

B 1088.250.125 ] 284 22h 21min r::b = §;’;
Buroz 242 L]

B 10.86.250 251 L]

oz 24 8

B 10e6.250.208 C

B 1088.242.101 L} 4d 23h 34min :—JE'L’ = g:—,a
Ruroz 121 L]

B 1086242113 L]

B 1086242221 ] 7d 20 44min f:::', - :4"5*
M1oes2e3.105 L
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You caBadahi ckturn to

4.1.20.2Downloading a Report

t

NSFOCUS AB&rM(

nor mal panel

di spl

Cliikin th-eigppecoDrenveirceochpIrmirete(briarmgi@,ben cl i

l‘%to export data of this panel as 4anl HAT ML o
Downl oading a Report
4.1.21Viewing Traffic of Top NTA Regions
ThBop NTA RegpaomelTrmpfésents in real time top
|l argest network traffi in the last 30 seco
regions receive or transmit the | argest net:
Data on this panel refreshes every 30 secon
4.1.21.1Understanding Data on the Panel
The | ist ranks NTA's top 10 regions accordi
seconds.
Regionegion that receives or tran®&m@iTt s r
Traffic Marbi tpaargierug whaer gi gw more details a
traffic, FaguG3doan in
Figure 463Tr af fi ¢ of a specific region
:)evmes Display by Devices ¥ o e 2 eae '; — a -
_ : : oo 14:28 14:30 14:32 14:34 14:3 14:38 14:40 Top NTARegen Tref =&
| 14:30 14:35 14:40 :);larﬂc 13 trafii
Rx tratfiadfic rneceihewed ast NBDA seconds
Tx tratfaéfic transmitted by NTA in the |
4.1.21.2Switching the Traffic Unit
The defaul tbptsr¥adu icpapis nsodr d-dtewm r loipst-ri ght he
cornerTopf NiTHWe Re gp ame Ipriteadyf dtiocsaf fi ¢ data in pp
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4.1.21.3Downloading a Report

Cli*kin thei ghpecolrompe INTAf RtelypaomelTradd itchen c

@or@to export data of this panel as an HT
4. Do4nl oading a Report

4.1.22Viewing Trends of Traffic on NTA

ThMTA Tr af fpiacn eTlr esnhdows trends of traffic rec
mi nutes by NTA under monitoring of ADS M.

Data on tasbkbepaaeaeéryed80®0 seconds.
4.1.22.1Understanding Data on the Panel
I n NThAe Tr af fgirca pThr,end

Theaxi s indicates time, spanning the | ast
Theaxi s indicates traffic:
i The yellow area represents the total tra

i The green arheea troetparle sternatfsf i ¢ transmitted.
4.1.22.2Viewing Traffic at a Random Point of Time

Pointing to a NTaAn domaf pgiricanpThr ednidstphleays t he spe
incoming traffic, outgoing Rirqauafe c4 and dro

Figure 464Det ai l ed traffic information at a speci:
NTA Traffic Trend hu

Al Q, bps
1T

2017-12-13 10:29:00
Rx traffic: 8254 G
Tx traffic: O

10:30 10:40 10:50

Rx traffic Tx traffic
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4.1.22.3Viewing Traffic of a Specified Object

By def &udgWAtr.aftfthgr apéngresents trends of traf
devices under monitor i ntgi noef tArDaSf fM.c Ytorue cdsn o

region, regional | P group, and NTA device.

Step 1 On the page shown Figure 464, type a character string and then piester.
The system displays all objects chinguwdismidhg

Figure465Sear ching for an object

MNTA Trafic Trend b o
te Q, bps
All I
All
Ntaregions
FO3test@F03test
fest
[x@test
testd
ywytestl @ywytesti 0:40 10:50
Rx traffic Tx traffic

Step 2 Select an object and preSster.
Traffic trends of the specHifgiussde odbj ect are
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Figure 466 Re#a i me traffic trends of a specified ob

MTA Traffic Trend hu b

eyxtestlope 0 bps

750G

A
&

]

10:30 10:40 10:50

Rx traffic Tx traffic

- -E-nd
4.1.22.4Switching the Traffic Unit

The defaul tbptsrMadu icpapis nsbel d-dstewm r loipst-ri ght he
cor nerNTAfr atfhfei pameénd o di spl.ay traffic dat a

4.1.22.5Downloading a Report

i “kin thei ghpecoNTWe ITr aff faidueeﬂreanndd@ ben cl i

[

@to export data of this panel as 4anl .HATML o
Downl oading a Report

4.2 DDoS Traffic Monitoring

\ ADS M presents at tdadlk turpd fofaide db dye i
Note

Underraf fic Monitoring >, DPo% drmaffibcaMohbt brc

Vi ew-trnen®l and historical attack traffic tr
regional I P groppptADEedaddoepsADE | P

View or add panel s.
Configure filters.
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| P addresses under the default protection g
protected groups. To view attack traffic ini
expressly indiefadree tthtee | Py atdamediss pl ays suct

Attack traffic infmematabhi cnchudematrieah an
information. By default, attack traffic inf

4.2.1Viewing Real -Time Attack Traffic Information

Tooi ewtirmal attack traffic information, follo
Step 1 ChooseTraffic Monitoring > DDoS Traffic Monitoring .
Red4ali me attack traffic informationAaft a@lkl ob
Traffi, cToPpr eDrecst ianRtriodrm cloP paArbabysis
I n -temé mode, trends of traffic in the | ast
cl B3Ok MotihsHdwr vi ew the attack traffic trend
Figure 467At t ack traffic information of all objects

L admin  ENGLISH ~ | O About  Logout

Report Log Region Device Management Administration

DDoS Traffic Monitoring NET Traffic Monitoring Attack Events

Aftack Traffic Trend & Attack Type Distribution

Regions Di: ions v
o Display by Regions R‘:_’g:‘e 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds v C)| Al g bps ~
lgs. 2 bps ~
test 3
P test_lgsio2d
ui_test
250 K bps
1 - |
SYN Flood
250 K bps
500 K bps Protocols Analysis e
11:10 1nz 11014 116 11218 11:20 11:22

Al &
S |

400K

Summary  Object
200
) Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Trafficw Total Dropped Traffic

No Data 0

1110 1115 11:20
Show ebjects with no dropped traffic

@ uor TP @ ICMP

Tabl2dedcri besDRo & abr afff it@a&leni tori ng

Table4d2LayoutDDw® Trhaef f ipagMoni toring

No. Description

1 List of objects
2 Traffic trend
3 Panels
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On theDDoS Traffic Monitoring page, theébject tab page ranks regions in descending
order of traffic dropped by ADS.

Table43Re#ai me attadpateaméef Ob§ & mebs thhag e

Parameter Description

Legend Shows various shades of bifitem dark to light, indicating the total droppg
traffic. A darker blue indicates more traffic dropped.

Destination Object Indicates the traffic monitoring object.

RealTime Dropped Traffid Indicates traffic (in bps or pps) dropped by ADS for the object.

RealTime Rx Traffic Indicates traffic (in bps or pps) received by the object in real time.

Max Dropped Traffic Indicates the maximum traffic (in bps or pps) dropped by ADS for the o
in the statistical period.

Total Dropped Traffic Indicates thetotal traffic (in bits) dropped by ADS for the object in t
statistical period. The traffic unit is bit.

Step 2 On theObject tab page shown iRigure 467, select one or more objects to view traffic
dropped by ADS for them. Séégure 468.

Figure 468Re-4f me traffic trend graph of a specifi

Attack Traffic Trend 3+

Real Time
= o 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ c

500 M bps

250 M bps

2020-03-03 10:34:30
Rx Traffic: 855 M

® Dropped Traffic: 655 M

10:3. © Passed Traffic: 0 14 10:36 10:38 10:40 10:42

0 bps

Summary Object

] Legend Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffic Total Dropped Traffic

No Data

Show objecis with no dropped traffic

By default, only the objects with traffi

Step 3 Click Show objects with no droppedraffic to displayobjectswith traffic dropped by ADS
and objects with no traffic dropped.
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ClicKHidg objects withi deos do jppetds twiatff ico tr
Figure 469Re4a i me attack traffic trend graph of al
Aftack Traffic Trend 3

AutoRefresh: 30 seconds ¥ '

Real Time
15 Mins
= ON

02 am - Tuesday, March

rd 2020, 10:26:

500 M bps

250 M bps

0 bps

10:28 10:30 10:32 10:24 10:36 10:38 10:40

Summary Object

[} Legend Destination Object

RealTime Dropped Traffic

RealTime Rx Traffic Max Dropped Trafficw Total Dropped Traffic

ddddddd 0 0 0 0

Hide objects with no dropped traffic

Step 4 Point to a random point in the attack traffic trend graph to displapthitraffic received,
pased, and dropped by AD& a specific point of time for specified objects, as shown in
Figure 470.

CopyfrEi QNIStFOCUS 110 V4. 5R9



= NSFOCUS NSFOCUS ABRIM G

Figure 470DDo S attack traffic information at a specific

Report Settings Add Widget

DDoS Traffic Monitoring

¥ Attack Type Distribution 2L

Attack Traffic Trend

Regions i v
gions Display by Regions Eoime 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds v C ae ops ¥
e Friday, November 10th 2023, 11:09-14 am - Friday, November 10(n 2023, 112414 am bps ~

test
test_los1024

ui_test
- 250 K bps

0 bps
SYN Flood
250 K bps
500 K bps Protocols Analysis FYax
110 112 114 11:16 118 11:20 11:22 1124
Al # bps
400 K
Summary  Object | |
200K
O Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Trafficy Total Dropped Traffic
No Data
110 s 11:20
Show obiects with no drooped raffic
® uop TP @ v

= [ System Status: CPU load:15%, MEM Used:20% | Authorization Status:Authorized | @ 11:25 2023-11-10 CST|

Step 5 Below the attackraffic trend graph, dra@ﬂ to view afiner-granularitytraffic trend.

Figure 471K ng@mranul arity traffic information

Attack Traffic Trend 3
Real Time
- 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ c
El ]
Tuesday, March 3rd 2020, 10:42:25 am - Tuesday, March 3rd 2020, 10:57:25 am bps ¥
10C bps
0 bps
5C bps
10:46 10:47 10048 10:49 10:50

Step 6 Click a link of a region or IP group in tliZestination Objectcolumn.

Traffic information of | P addr essefst tianc kt he

Traffi cToPpr éObrecst ianndkriodmo cloP.s Anal ysi s
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Figure 472Tr af fi ¢ information of a specific region

NET Traffic Monitoring

DDoS Traffic Monitoring

Attack Traffic Trend & Attack Type Distribution 2L

Regions D
gions Display by Regions ¥ DT 15 Mins 30 Mins 1 Hour AUtORETrESh: 30 secands w C* Al & bps ~
as bps v
> test

> test Jgs1024

> ui_test 250 K bps 2023-11-1011:16:00

Rx Traffic: 168 K o
0 bps Passed Traffic: 0

250 K bps

SYN Flood

500 K bps Protocols Analysis e
112 14 116 118 1:20 122 1n:24
Al & bps ¥
R A T

400K

Summary  Object
200K

O Legend Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffic Total Dropped Traffic

No Data 0
s 120 11:25

Show objects with no dropped fraffic

® uoP TCP @ ICMP

Step 7 On the page shown Figure 467, click Summary.

The average and total are displayed for
the statistical period.

Clicking thebar or textin theLegendcolumn hides or displays the corresponding traffic in
the attack traffic trend graph. By default, all three types of traffic are displayed. A dimmed
legend indicates that this type of traffic is hidden.

Table 44 describes parameters on themmary tab page.

Table44Re-a i me t riapfafriacmettr&unsdmam Pt pa g e

Parameter Description

Legend Legends for dropped traffic, passed traffic, amckived traffic.
Avg Average traffic dropped, passed, or received. The traffic unit is bps or pps.
Total Total traffic dropped, passed, or received. The traffic unit is bit.

Figure 473Summar y-t omera@tat ack traffic monitori

Summary Object
Legend Avg Total
mmm Dropped Traffic GI2TM 5685G
Passed Traffic 0 0
Rx Traffic 8327 M 5685 G

Step 8 Type an IP address in the seabeln inthe left pane showhigure 467.
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Then the traffic monitoring infobnmguéeshi oh
bel ongs appears.

Figure474Sear ching for information associated wi

All
s ¥
A

" Default
81:6:23::8
v .
] Regions n‘
ads ﬁ.
lpranges

81:6:23::8 (group: ipz) a

81:6:23:120 (adsgroup:
wendingxing)

VL e T

Step 9 Click an IP address in the list.

Then the panels concerMtitndgc kfhfiiscTdPr dareldtr ies &t i
| PAnRIrot ocol s @&meal giss gl ayed.

- -En d

4.2.2Viewing Region -Specific Traffic Information

On the paBegsth wiil iicnki ng a region in the | ef
i nf oroommtof the region and of all/l I P groups a
view histotriimealt raanfdf irceatlr ends and panels of

region, or | P addressadsFeor i@opxawmpl8d; éw@Bras8h
information of I P address 81:6:23: : 8
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Figure 475DDoS Traffic Monitoring page
= Aittack Traffic Trend R Top Destination IP [=:: R

Regions Display by Regions ¥ p——
- 818238 & -
- N - p— .
2300:2020 FFHF GEOQ Destination IP Rx Traffic  Dropped Traffic %
_— - e I 818238 2am 240 —
81:623-8 A uesday. March 3rd 2020, 3:15 - Tuesday. March 3rd 2020, 3:30:57 p ops v
4512312012
106.31.25.0i24
> adst
2Mbps
ads2
> bxh
> nta 1 Mbps
nta_ads
¥ por_test
0 bps Top Destination IPs (by Attack Peak Size) z::
15:16 15118 15:20 15:22 15:24 15:26 15:28 15:30
816238 & bps v

MY FILTERS:

_ S5 T T
816238 24M 240 — -

Summary  Object

() Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffics Total Dropped Traffic.
| — 81:6:23:8 24m 24M 24m 226

‘Show objects with no dropped trsfiic

Prev 1 Next

4.2.3Viewing Device -Specific Traffic Information

On the paBiegst who u ncha rs ps ealye dfty obne t-thews r o p
l'ist in the |l eft pane andnet haent ascekl ectafd ide v
ADS devijregt AAdDtSe d egxridumx, Il&Pndhddp esses under
can view higtiorei maalt aarkd trreadlf i ¢c trends and p
protected group, and | P address under a pr o
wendi ngXxiwegnedOi 2nsgo>i vnigew t r af f i cweinndfionrgmxaitnigon o
protected by device wendingxing6025.

Figure 476Devispeci fic traffic information

|= Attack Trafic Trend 4~ TopDestnation I® = L

Devices Display by Devices ¥
Real Ti
- 15 Mins 30 Mins 1 Hour AutoRefresh: 30seconds ¥ O wendinging & bps
> ADS-185 L) B o
tinati RxTraffic Dropped Traffic %
¥ wendingxing6025 o h - o o : TEM  ETEM ——
wesday. March 3rd 2020. 5:51:47 pm - Tuesday. March 3rd 2020, 6:08:47 p bps
- 1mem 1maM ® -
- A
mm 1mm L] -
ym
24M 24m | -
» wendingxing5000 oh 24M 24M | -
P wendingxingC236 oh 500 M bps 24M 24m -
24M 24M -
» wendingxing 10000 o h
R 250 M bos 24m 24m | -
wendingxingVADS o h 24M 2am | -
» 10000-ym-242 8 24M 24M | -
0bps
» yuanmei_10000 e
* 8008-GDJ-121 ]
250 M bps Top Destination IPs (by Attack Peak Sze) m L
17:52 17:54 17:56 17:58 18:00 18:02 18:04 18:06
wendingxing & bps v

SRS 6:23: g82m 882M -

12M 1zM u -
nm nmom -
43M LEIT] -

Summary  Object
48M 48M 1 -
O Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Trafficw Totsl Dropped Traffic s2M aEM o =
43M 43M 1 -
O — s7am Zam B EEEY o cow -
O — 1am oM oM 1076 P PRSI -
O — §1:823:10 1nm 1M M EXL 1M 1M1 -

— 81:6:03:8 24M 24M 24M 226
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4.2.4Viewing Object -Specific Traffic Information

By def &dtvlttackt Feagfrfaiphr Tresmpd ays att acvki ctersaf f i
monitored by ADS M-t iWweu addmcki dw atffe cr dalend
region | P groum,y oARRtckadvigoeo,upADSr | P addres

Step 1 On the page shown Figure 467, type a character string and then piester.

The system displays all objects containing

Figure477Sear ching for a traffic monitoring obje

All
s ¥
A
i Adsdevices
wendingzingG025

v wendingxzing&000

> b

I wendingxingC2345
wendingxing 10000

wendingzingWADS

| Adsgroups

wendingzing
wendingxing
wendingxing
[ wendingzing

wendingxing

> b >

Step 2 Select an object to be queried, suclvaadingxing8000 and then predsnter.

Traffic information of the selected object
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Figure 478 Tr af fi ¢ information of a specified object

= R TR e ok Top Destination P B L
Devices Display by Devices ¥
Real Time .
~ wenangxing A B on 15 Mins 30 Mins 1 Hour Refresh: 30 ssconds ¥ wendingxing8000 bps -
RxTraffic  Dropped Traffic %
m
v 272M 72N —
o oningngoon J oA = 2sm 2w =
* ava 24M zam | -
24m 2am | -
" protect_perform. 24M 24M | -
> wendingxing A 24M 24m | -
250 M bps
> wendingxingC236 Y'Y 24M 24M | -
24m 2em | -
> wendingxing10000 af\
24m zam | -
> wendingxingVADS Y'Y 0 bps P 2am -
> 10000-ym-242 a
> yuanmei_10000 a
b anne ania a 250 M bps Top Destination IPs (by Attack Peak Size) =B 4
17:56 17:58 18:00 18:02 18:04 18:06 18:08
wendingxing8000 bps -
£1:8:170:2 aTTM TV —
bl 16170142 a1m s1M 0 -
bl Eini7OGD am Mo -
bl BiB170203 M LU -
mary  Object
= 4m Mo -
- . N = am Moo -
() Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Trafficy Total Dropped Traffic
= 30M oM 1 -
—_ LY ELY EELERY 0116
= 30M oM 1 -
Show objects with no dropped traffic == 3eM 36M 1 -
(™ oM 38M 1 -
Prav 1 Next

- -E-n-d

4.2.5Viewing Traffic Information of an IP Address in the Default
Protection Group

I P addressespunmnderctti oen defoapl do not bel ong
protected groups. To view traffic informati
indicate the I P address before the system d

Step 1 On the page shown Figure 467, type an IP address (such&is6:221.:202) and then press
Enter.

The system displays all objects containing

Figure 479Sear chi ngmdmirt ar itmafdhbjcect

All
z ¥
All
!y
Default n
81:6:221::202 ﬂ

Step 2 Select the object to be queried and then Eessr.
Attack traffic information of this | P addre:

- -E-n-d
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4.2.6Viewing Historical Attack Traffic Trends

To view historical attack traffic trends, follow these steps:

Step 1

On the pag shown irFigure 467, click ON for Real Time in the Attack Traffic Trend area
to disable the reglme mode and enable the historical mode.

Clic@GEMmEeal elnamnel est itnhee moedael agai n.

I n histori
dat a.

By defaul't

a custom p

cal mode, attack tr& fdfiispltaryemd sdgr

, the traffic attack trendDagy aph
Weegklont h®bustdinspl ays attack traffic trend

eriod.

Figure 480Hi st ori caliohjt¢acs traffic

Davices Display by Devices ¥

[ ]
> ADS-185 [}
¥ wendingxing8025 aA
» wendingxing A
ym
¥ wendingxing8000 LYY
* ava
¥ protect_perform. .
» wendingxing A
> wendingxingC236 Y'Y
¥ wendingxing10000 Y'Y

Real Time
3 Hours Day
= OFF

bps ¥

Month Custom AutoRefresn: Never v C

15:30 16:00

Object

egend  Destination Object Max Dropped Traffic v
031G

8134 M

32 M

33380

. . ! GEO Destination IP Total{Dropped bits)  Max  Avg ¥
£1:6:170:2 57T M

Total(Dropped bits)  Max  Awg ¥
50T 9147M 5230M
86T BB0M  B13M
o5B6M 6128M

47 o505M 380 M
Top Destination IPs (by Attack Peak Size) B
16:30 17:00 17:30 18:00
a g bps v

o 818170142 ERRY

81817 am

816170202 am

[==]-iX Kl 4m

2187 am
Bvg Dropped Traffic Total Dropped Traffic MaxRxTraffic  Totsl Rx Traffic

= 2L6170227 EEYY]
886 0227 086 07T

51817 oM
788.5M 85T s134m 85T = sie1m0es oM
3412M 37T 4741 M 41T o £1617027 EEY
3238M 35T 480.4M aT

The object list shows region names and detailed traffic information in descending order of

droppedraffic volume.

Table45Hi st ori cal dpbaaketeatfioon then®bject s

Parameter

Description

Legend

Shows various shades of blue from dark to light, indicating the total drg
traffic. A darker blue indicates more traffic dropped.

Destindion Object

Indicates the traffic monitoring object.

Max Dropped Traffic

Indicates the maximum traffic (in bps or pps) dropped by ADS for the obije
the statistical period.

Avg Dropped Traffic

Indicates the average traffic (in bps or pps) dropped®$ for the object in the
statistical period.

Total Dropped Traffic

Indicates the total traffic (in bits) dropped by ADS for the object in the statis
period.
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Parameter

Description

Max Rx Traffic

Indicates the maximum traffic (in bps or pps) received by ADS for the aibje
the statistical period.

Total Rx Traffic

Indicates the total traffic (in bits) received by ADS for the object in the statis
period.

Step 2 On the page shown Figure 480, click Summary.

The sum
and tot
Clickin
attack

indi cat

- -E-n-d

mary of the historical attack traffi

al dropped, forwarded, and receiyv

g thelLbgeomldummnekitdesn ohedi spl ays
trafflctrend graph. By defaul t,
es tha this type of traffic is n

4.2.7Switching the Traffic Unit

By default, traffic is expressed in bps in the attack traffic trend graph. On the page shown in

Figure 467, you

can selegips from the dropdown list in the upperight corner of the

Attack Traffic Trend panel to display traffic data in pps.

4.2.8Refreshing the Attack Traffic Trend Graph

By default, the attack traffic trend graph automatically refreshes every 30 seconds in real time
mode. On the page shownhigure 467, you can seledtlever from theAutoRefresh drop-
down list in the upperight corner of théttack Traffic Tre nd panel. In this case, the attack
traffic trend graph can be refreshed only by click <.

ed

t hi
al |

ot

By default, the attack traffic trend graph does not automatically refresh in historical mode. On
the page shown iRigure 467, you can seledEvery 5 min from theAutoRefresh drop-

down list in the

upperight corner of théttack Traffic Trend panel. In this case, the attack

traffic trend graph will refresh every 5 minutes.

4.2.9Downloading a Traffic Trend Report

On t he pafBgeiegstewhou nci..hncthﬂlkgbpecorner
@or@to export the current data of the
report. Fdr Ddodvndiolasd,i nsygeea Report
4.2.10Managing Filters
Filters are provided for users to define
monitored objects more convenienthg.f AFt
I i st You can click a filter to view tra
Any queried objects, such as apirmretge ®thed r
| P address can be AlomBReafgputrhench ods ba fciolntf e rg.
You can configure multiple filters.
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4.2.10.1Configuring a Filter

To configure a filter, follow these steps:

Step 1 On the page shown Figure 467, select an object from the left pane, such as
wendingxing6025 and then cliclSave Filter.

Figure481Adding a filter

Devices Display by Devices ¥

All

P ADS-185 &
-EETED o4
¥ wendingxing2000 HA
¥ wendingxing G236 F!A
¥ wendingxing 10000 HA
¥ wendingxingVADS ﬁa
* 10000-ym-242 ]
P yuanmei_10000 =]
» 8008-GDJ-121 L]
> YADS-GDJ-191 ]

Step 2 Type the filter name.

By default, the object name is displayed as
typreeva one.

Step 3 Click and clickConfirm in the dialog box that appears.

Step 4 Click wendingxing6025in the filter list to view its traffic information.
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Figure 482Vi ewi ng a filter

= Attack Traffic Trend R Top Destination IP :: N

Devit Display by Devices ¥
Free e ReslTime 3 Hours Day Week Manth Custom AutoRefresh: Never v wendingingd0zs. & bps ¥
= OFF )
Al dnation Total{Dropped bits)  Max  Avg T
» ADS-185 8 . 458G 8TEM B7EM
N oA e T 12816 oM 11.0M
[ wendingxingt025
11876 "M "M
> wendingxingg000 LYY %6 24M 24M
» wendingxingC236 Y'Y 286 24M 24M
400 M bps EY 24M 24m
> wendingxing 10000 CY'Y
p-gel 24M 24M
> wendingxingVADS Y'Y 200 M bes %6 24M 24M
> 10000-ym-242 -] 266 24M 24M
» yuanmei_10000 8 oo pgel 24M 24Mm
ps
> 8003-GDJ-121 @
> 2
VADS-GDJ-191 ) 200 M bps Top Destination IPs (by Attack Peak Size) B 4
15:30 16:00 16:30 17:00 17:30 18:00
wendingxing8025 & bps ¥

Summary  Object The dsts of this sbjact cannot be displayed

Legend Avg Total

=== Drupped Traffic 3FM 28T
Passed Traffic 422m 455465
R Traffic 3021M 42T

- -E-n-d
4.2.10.2Deleting a Filter

To delete a filter, follow these steps:

Step 1 On the page shown Figure 482, point to a filter name

The .:a)pnpears.

Figure 483Del et ing a filter

Step 2 Click B and therconfirm in the dialog box that appears.
----End

4.2.11Managing Panels

By deToaplDest iamBt oboncbPpaAebdbyare Thnafpfliaged
Monitoring > DDoS, Taaf $Fi qwiddeinmt or i ng

A panel wiftihndiheatieont hat when the selected
change, the object and statistical period o
the Fdomdicates the opposite.
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You <can sadads praenqeuli r e d . For how to 4dd,

edi t
Overview

Figure 484Def aul t panels on the DDOS Attack Traf fi

Top Destination 1P B 4
12121212 F bos

GEQ Destination [P Incoming Traffic Dropped Traffic %

- 12.1212.12 IM M

Protocols Analysis bt "J o

12121212 & bos

2 M

(=]

4.3 Network Traffic Monitoring

N,

ADS M presents network traffic
Note

basec

Underraf fic Monitoring > NBuU Taar fdo avko nfialolra

Vi ew-trnen®l and historical net work traffic t
regional I P group, NTA device, or | P addr
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View or add panel s.

Configure filters.

| P addresses under the default protection g
view network traffic informatiomspefcidychhan
address before the system displays its info

Net work traffic i-tifme manafofni ¢ nicd fuarematriean ar
informati on. By defaul t, network traffic in

4.3.1Viewing Real -Time Net work Traffic Information

To vidgwneealet work traffic information, foll
Step 1 ChooseTraffic Monitoring > NET Traffic Monitoring

By def atuilme, nreetawor k traffic information of a
incl dt wgriki ar @fTeAndir af i doPr eNAMTAA Re gp aoame ITs a f
as shbwogudm 4

I n temé mode, the net wdr kmitnrud fefsi a st rda rsd | iary e
can 280 i Ndkth sHd wr vi ew the network traffic trerl
hour.

Figure 485Net wor k traffic information of all objects

Network Traffic Trend 4 NTA Traffic Trend F e

Regions Dispiay by Regiens ¥ —— i A a
= 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥

5C

6025E

ads

ads1 N
a0s2

2.5Cbps

bxh

nta

nta_ads 15:20 1530 15:40

por_test Rx traffic c
2.5G bps
yewuyu_yuanmei

5Gbps Top NTA Region Traffic HEH
15:28 15:30 15:32 15:34 15:36 15:38 15:40 15:42

[} ] Rx traffic ¥ Tx traffic
15:30 15:35 15:40

0 4G

y  Objest

Legend Destination Object Real-time Rx Traffic Real-Time Tx Traffic Max Rx Traffiew Max Tx Traffic

Show objects with no dropped traffic

Tablededcri besDRo ® abr offf itghaMeni t oring

Table4d6LayoutDD®@$® Trhaf f ipagMoni toring

No. | Description

1 List of objects

2 Traffic trend
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No. Description

3 Panels

On theNET Traffic Monitoring page, theébject list ranks regions in descending order of
reattime network traffic detected.

Table47Red& i me netwofigataméf ©b§ ¢t mbe phag e

Parameter Description

Legend Shows various shades of blue from dark to light, indicatireg total droppeq
traffic. A darker blue indicates more traffic dropped.

Destination Object Indicates the traffic monitoring object.

RealTime Rx Traffic | Indicates traffic (in bps or pps) received by the object in real time.

RealTime Tx Traffic | Indicates traffic (in bps or pps) transmitted by the object in real time.

Max Rx Traffic Indicates the maximum traffic (in bps or pps) received by the object i
statistical period.

Max Tx Traffic Indicates the maximum traffic (in bps or pps) transditby the object in th
statistical period.

Step 2 On theObject tab page shown iRigure 485, select one or more objects to view its or their
reattime network traffic.

By default, only the objects with traffic d
Step 3 Click Show objects with no dropped trafficto show all objects. Sdggure 486.

Clicking Hide objects with no dropped traffic displays only objects with traffic dropped by

ADS, but hides objects with no traffic dropped.

Figure 486Re#ai me network traffic trend graph of a

Object

Legend Drestination Object Real-time Rx Traffic Real-Time Tx Traffic Max Rx Traffics Max Tx Traffic

ads2 o o a o

B
o
o
s
o

N
.
.
.
.
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Step 4 Point to a random point in the network traffic trend graph to view the incoming traffic,
outgoing traffic, and dropped traffic at the specific point of time, as well atimeatraffic
dropped for the specified object. S&gure 487.

Figure 487Net wor k

traffic i

nformation at a speci f|

Metwork Traffic Trend

Real Time
- e
= ON

15:38

5C bps
2020-03-03 15:38:00
Rx traffic: 4.3 G
0 bps Tx trafficc 4.4 G
5C bps
15:34 15:36
m 15:35

15:40

15:40

15:42

&

AutoRefresh: 30 seconds ¥

15:44 15:46 15:48

15:45

Step 5 Below the network traffic trend graph, drmJ to view a finergranularity network traffic

trend.

Figure 488F i maranuéeawot gk thraffic i

nf or mati on

Network Traffic Trend

Real Time . ——
15 Mins 30 Mins

Hour

40 M pps

20 M pps

Q pps

IO:%

10:51:00  10:51:30  10:52:00 10:52:30 10:53:00 10:53:30 10:54:00 10:54:30 10:55:00

IE.SS

L2

AutoRefresh: 30 seconds ¥ C

pps

11:00

Step 6 On the page shown Figure 486, click Summary.

The average

and

tot al

trathtcstecail viper and

CopyfrEi QNIStFOCUS

124

V4. 5R9



==

2= NSFOCUS NSFOCUS ABS MG

Clicking the bar or text in theegend column hides or displays this type of traffic in the
traffic trend graph. By default, all types of traffic are displayed. A dimmed color indicates that
this type of traffic is not djgayed. Otherwise, the traffic is displayed.

Table 48 describes parameters on ®iemmary tab page.

Table48Re#ai me net wofipat amétftfSaasnmaebpd page

Parameter | Description
Legend Colors representing transmitted and received traffic
Avg Average traffic transmitted and received by the object
Total Total traffic transmitted and received by the object

- -E-n-d

4.3.2Viewing Device-Specific Network Traffic Information

I'n the | eNET phmef foifcptatVgen,iDiogplenagy by TDewmi akb
NTA devices and regions and regional® | P gr ot
indicates that stinmeé ofygnitcridriecnaiteeesdctehat t hi s ¢
®indicates that this device is online. You
group under an NTA idmesiared thoi svtierwi dals metawor
panerFrsexBmple, 66ePd8stl 7TCUSNDESH net work traf
informatitresaf ClE'MD@Br device 10.66.241.171
i Figug®e 4

Figure 489Devispeci fic network traffic information

= Network Traffic Trend & NTA Traffic Trend £
Devices Dispisy by Devicss ¥ e N N —
15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ C' bps
= oN
» CU_TMD_RHE.. 200C

» CU_TMD_RLogi

[«

> CU_TMD_URU.
> CU_TMD_URU. oc
> CU_TMD_BAN

» GU_TMD_BAN... 4G bps

> GU_TMD_CIMB. o
> CU_TMD_CSO.

> CU_TMD_CYB 2 e Rx traffic T traffic

F rgs 0 bps Top NTA Region Traffic ::: 000
1814 1816 18:18 18:20 18:22 18:24 18:26 18:28

1] 1] Region R traffic ¥ T traffic
1 oy =2 test CUTMDCS.. 28 0
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4.3.3Viewing Region -Specific Network Traffic Information
I'n the | eNET pamef foifcptdfipen,iODiosgplenagy by T

rM g

Regi ahs

regions and | P groups and | P addresses
an | P group, or an-tilmPeadddebsstorvicaw
panel s. For t e aTdh@eBne , n estewcoerckn ftorraniaft i onhs o f

di splayed,Figu9@hadwn i n

Figure 490Re gis@preci f i ¢ network traffic information
o Je— -
;mons Display by Regions ¥ m - = v C .

_en

-----

testrz

\\\\\\\\\

Real.time Rx Traffic Real-Time T Traffic Max R Traffic Max Tx Traffic

4.3.4Viewing IP Group -Specific Net work Traffic Information

Step 1 In the left pane of thBIET Traffic Monitoring page, seledDisplay by Devices

Step 2 From the device list displayed, select an IP group under an NTA device.

Then-tiemal network traffic informawmnBingwrfetdai

91

Figure 4911 P g mmea@i fic network traffic information

MY FILTERS:
1 1608 1408 1s08 1410 142 jyen 1418 L

_ Network Trafic Trand d -~
Regions Display by Regions *
v orRe 15 AutoRy seconds ¥ C e bps »
a8
st
agsz
o
m_acs
por_test
stz
i
ewuyu_yuzn o NTA m
boa =

s o @ 2

- -E-n-d
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4.3.5Viewing Object -Specific Network Traffic Information

NSFOCUS AB&rM(

By def dvlttackt Feagfrfaiphr Triesmpd ays network traff
monitored by ADS M. You can specify an obj ec
device, tdiweewmeittworrkealraffic trends.

Step 1 In the left pane, type a characs#ring and then pregter.

The

Figure492Sear chi ngk forafaf netwmwomi t ori ng

All I

L

Step 2 Select an object to be queried, suclea$l23 and then pressnter.

Net wor k

system displ ays

A

Ntaregions

ywytest1{@ywytest1
weidengyi_test
REGIOMrib4yD@REGIONribd
REGIOMribdy1@REGIONrb4
REGIOMribdy2@REGIONribg
REGIOMrib4y3@REGIONribd
REGIOMrib4y4@REGICNb4
REGIOMrib4yS@REGIONribd
REGIOMrib4yS@REGIONrb4
REGIOMribdy T @REGIONDS
REGIOMrib4yE@REGIONribd
REGIOMrib4y@REGICNAb
REGIOMrib4y10@REGIONrik
REGIOMribdy11@REGIONrb

IS

REGIONmbdy12@REGIONrE |

REGIOMb4y 1 2@REGIONriE
REGIOMribdy14@REGIOMrib

REGIOMribdy 1 5@REGIONrib

REGIOMribdy 16@REGIONrib

traffi

L4

c

al |

nf or mat i

on

objects

of Ftilgety eldect ed

ching B&izn i s g

object

CopyfrEi QNIStFOCUS

127

V4. 5R9



= NSFOCUS NSFOCUS ABRIM G

Figure 4930bj-epéeéci fic network traffic information

[« —— RE— N
ReQions Display by Regions ¥ A
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s025E e — "
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acs1
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b 300C By
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por_test
00
ww
yewuyu_yuan Obps Top NTA Alerts iiil
1408 s08 o s10 H ‘ 5 1
MYFILTERS: (e 1 1 Destination 1P AleriLevel AleriType  Duration  Trafmic v
o L 2 e 23002020 TR S5 .
203021 high TraficAb.. 2217
10.66.243.202
2a00.2020:ATHET AL 56
high Traffic A n 17
10.66.243.202 o “ " a2
tiect
high TrafcAb . 220 17min 316
Legend Destination Object Real time Rx Traffic Real Time Tx Traffic Max Rx Traffics Max Tx Traffic
- . . - B high TrficAb.. 220 17min 316
Show obects with 0 dropped trafhc nigh TMcAb. 220 17mn 311G
Prev 1 Neat

- -E-n-d

4.3.6Viewing Historical Network Traffic Trends

To view historical network traffic trends, follow these steps:

Step 1 On theNET Traffic Monitoring page, clickON for Real Time in theNetwork Traffic
Trend area to disable the retiine mode and enable the historical mode. Sgere 494.

ClkicOgF dreal elnanel est itnhee moedael agai n.

I n historical mode, both the netv® dk spid afyf i
historical dat a.

By default, the network traffic trend graph
Clickawgeklont hbuwstdinspl ays the network traffi

week, month, or a custom period.
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Figure 494Hi st ori cal Tokjtevotr&k traffic

= Network Traffic Trend

A2 NTA Traffic Trend a2
Devices Display by Devices ¥ —— » B ) o o . N o
= orr ours Day Wee Mant Custor AutoRefresh: Never
» CU_TMD_CSO. ¢
> CU_TMD_CYB
5C
test CUTMDCS.
o 0
amsk25
5¢
amsk31 4Cbps
amsk13 10
15:40 15:50 16:00
amsk20
2Gbps
ke Rx traffic Tx traffic
amskas
amsk30 0 bps Top NTA Region Traffic :: Q03

13:00 13:30 14:00 14:30 15200 15:30

Region Rx traffic ¥ Tx traffic

[ s [
13:00 14:00 15.00 P .

ax Rx Traffic v Average Rx Traffic

1454M

TheObject tab page provides detailed network traffic information of regions, which are
ranked in descending order of traffic volume.

Table49Hi st ori cal népwoaketensfbo then®bjects t
Parameter Description
Legend Shows various shade$blue from dark to light, indicating the total dropped traff

A darker blue indicates more traffic dropped.

Destination Object | Indicates the traffic monitoring object.

Max Rx Traffic Indicates the maximum traffic (in bps or pps) received byhject in the statisticg
period.

Average Rx Traffic | Indicates the average traffic (in bps or pps) received by the object in the stal
period.

Max Tx Traffic Indicates the maximum traffic (in bps or pps) transmitted by the object i
statisticalperiod.

Average Tx Traffic | Indicates the average traffic (in bps or pps) transmitted by the object in the sta
period.

Step 2 On the page shown Figure 494, click Summary.

The average and total traffic received and
showhi g wde 4

Clicking thelLbgemndrunmne xhti diess tolre di spl ays thi
network traffic trend graph. By default, al
color thdtcahes type of traffic is not disp
Tabl8dedcri bes p&Sruanmettraly spaget he
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Figure 495Hi st aet walk ksummdrfy c

Summary

Legend Avg Total
Tx traffic o 0

Rx traffic o 0

- -E-n-d

4.3.7 Switching the Traffic Unit

By default, traffic is expressed in bps in network traffic trend graphs. You canmeddoim
the dropdown list in the upperight corner of théNetwork Traffic Trend area to display
traffic in pps.

4.3.8Refreshing the Traffic Trend Graph

By default, the network traffic trend graph automatically refreshes every 30 seconds in real
time mode. On th8IET Traffic Monitoring page, you can seleever from the
AutoRefresh drop-down list in the upperight corner of théNetwork Traffic Trend panel.

In this case, the network traffic trend graph does not refresh unless yomClick

By default, the network traffic trend graph is not refreshed in historical mode. Qikihe
Traffic Monitoring page, you caselectEvery 5 min from theAutoRefresh drop-down list
in the upperight corner of théNetwork Traffic Trend panel. In this case, the network
traffic trend graph will automatically refresh every 5 minutes.

4.3.9Downloading a Traffic Trend Report

On NBE aTrf i c M(praigteoriymgii:antbieighpecorner of

Netwﬁirekffigrﬁp@n@nd@be@tcdict:d<wn|oad the cur
the network traffic trend graph ag¢.d4n4HTML
Downl oading a Report

4.3.10Managing Filte rs

Filters are provided for users to define ob
monitored objects more conveniently. After |
I i st You can click a filtesrpetco fviieedw btyr atfhfei
Any queried object, such as a region, regio
a filAl@mbeBetalntnot be configured as a filter
filters

4.3.10.1Configuring a Filter

To confiilgtuerre & ofl | ow these steps:

Step 1 On theNET Traffic Monitoring page, select an object from the left pane, such as

10.66.243.171and then clickSave Filter.
ThelD. 66. 2gpeai7d in the Fiidudssxs 4 i st, as show
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Figure 496Cr eat ing a filter

Devices Display by Dewvices ¥

All

MNTA-112

NTA-207

P NTA-T2

Ll 10.66.243.171

> ¢ ¢ @

Step 2 Type the filter name.

By default, the object name is displayed as
type a new one.

Step 3 Click and clickConfirm in the dialog box that appears.
Step 4 Click 10.66.243.171n the filter list to view its traffic information. Sdégure 497.
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Figure497Fi | t er edahet ewor Rf or mati on

NSFOCUS AB&rM(

,= Network Traffic Trend

& NTA Traffic Trend &
peness St T 15 Mins 30 Mins. 1 Hou AutoRefresh: 30 saconds ¥ C' A 2
All eC
NTA:ZEI:’ L] o 4c
> NTAT2 L]
Ll 10 66243 171 L] 2G
4Cops 2020-03-03 18:22:30
Rx traffic: 0
T waffic: 0 ’ 18:10 18:20 18:30
0 bps Top NTA Region Traffic &,
18:24 18:26 18:28 18:30 18:32 18:34 18:36
i D L it :j:im::s . ':‘Glﬂfﬂu ' T:l e
- -E-n-d
4.3.10.2Deleting a Filter
To del ete a il ter follow these steps:
Step 1 On the page shown Figure 497, point to a filter name.
The .a)pnpears, Faisg u@ o win i n

Figure 498D e | e tiilntge ra

MY FILTERS:

pjtest3

Sawe Filter

f

Step 2 Click B and therConfirm in the dialog box that appears.

- E-nd

4.3.11Managing Panels

shown

On NBE€ Trafficpaipdai,At oramfminddopr & Regi on
panels are displaylkidg®dy® default, as
CopyTrEi NIStFOCUS 132 V4. 5R9
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A panel widtihndiheatiecsont hat when the selected
change, the objectiangas¢elatwisltli cahapge i @adc oI

the “d¢donmicates the opposite.

You can add panels as required. For details
secdiCGwer vi ew

Figure 499Def ault panels displayed on the NET Tr af

NTA Trafiic Trend b )
Al Q bps
15G
0G
3G
.:|
15:20 15:30 15:40
Rx traffic Tx traffic
Top NTA Region Traffic B 4
bps
Region Rx traffic v Tx traffic
cyxtesti@cyx. .. 5T G 0
pitest3@pit... TG 0

4.4 Attack Events

Underraf fi ¢c Monitttarcikn goend¢an do as foll ows:
Vi ew-trien®l and historical attack events of
group, ADS-pdreovtieccet,edAD@ oup, or | P address.
View or add panel s.

Configure filters.

By def abDi spl fggihigsnssel ected, attack event in
regions is displayed in real time mode.
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4.4.1Viewing Attack Events in Real Time Mode

To view attack events in

Step 1 ChooseTraffic Monitoring > Attack Events .
By defaattack traffic i
including top source countri

showhi g wr 0 4

real

nf or mat i

es

i me

on
t

NSFOCUS AB&rM(

of al

op 10

mode,

On theAttack Typestab page, attack type names and information of dropped traffic are

displayed.

Clicking the bar or text in theegend column hides or displays such type of attack traffic in
the atack traffic trend graph. By default, all types of attack traffic are displayed. A dimmed
color indicates that this type of attack traffic is not displayed. Otherwise, the attack traffic is

displayed.
Table410At t ack type parameters
Parameter Description
Legend Shaws various colors, indicating different attack types, which correspond to

displayed in the attack traffic trend graph.

Max Dropped

Indicates the maximum traffic (in bps or pps) dropped by ADS for the object i
statistical period.

Total Dropped

Indicates the total traffic (in bits) dropped by ADS for the object in the statistical p

Figure 4100At t ac k Eivletnttasc kp aTlgyepes panel
= Attack Traffic & Protocols Analysis a2
Regions Display by Regions ¥ 15 Mins 0 Mi 1 He AutoRefrasn: 30 seconas ¥ (O & Ps v
o 15G
6025E oes v
> ads A 10c ‘l‘
> adst |
ads2 5c |
» bxh
- 4Ghbps .
14:00 14:05 14:10
ra_zes @ uoP TcP @ ICMP
> por_test
> yewuyu_yuanmei zcbes
Attack Traffic Trend P 2
\ A a P
15G
13:58 14:00 14:02 14:04 14:06 14:08 1410
10c
I e s O o
0
5C
WMax Dropped Total Dropped 1350 100 10
1ze aaT Rx Traffic Passed Traffic @ Dropped Traffic
Step 2 Point to the attack traffic trend graph.
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Detailed infor mattiiome atbootual tdhreoaplpemee ,trreefpaflie d,
traffic of a specific aRitgulkeltdype i s displ a
Figure 4101At t ack traffic information of a specifi
Attack Traffic &+
15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ C'
bps ~
2018-08-14 15:04:00
HTTPS Flood: 3.9 M
NTP Amplification: 6144 K
® TCP Fragment: 4.6 M
10 M bps AN ® ICMP Flood: 358.4 K *
SSDP Amplification: 6144 K
® Memcache Amplification: 614 4 K
® UDP Flood: 1.6 M
S M bps ® LAND Flood: 8112 K
Manual Strategy: 1.3 M
Chargen Amplification: 614.4 K
@ I[CMP Fragment: 102 M =
0 bos — @ DNS Query Flood: 494 9 K ."l__:
1a5e 1458 ® Amplification: 614.4 K 15-04 15:06 15:08
® SNMP Amplification: 460.8 K
# UDP Fragment: 45 M
N ovs amviiceron 114 (IS
Step 3 Below the attack traffic trend graph, dr@; to view afiner-granularity traffic trend
Figure 4102F ngranul arity traffic monitoring infor:i
Attack Traffic &
15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ C'
bps~
10 M bps \/\J
5 Mbps
0 bps — — — —
14:59 15:00 15:01 15:02 15:03 15:04 15:05 15:06 15:07 15:08 15:09

Step 4 On the page shown Figure 4100, click Attack Events below the attack traffic trend graph.

The ongoing attack events

and#i ghk@®3 4det ai |l s

On the attack event list, attack events are displayed in descending order of dropped traffic

volume.
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Note

Attack events are defined as foll ows

Attack$fefent
events.

Attacks of the same type targeting
events.

Attacks of
events.

Attacks of the esasgnemda ylpR adadrgedsds nag

types targest iang tchal

di fferent types targeti

Table 411At t ac

k event parameters

Parameter

Description

Destination IP

Indicates the attacked IP address.

Port Indicates the attacked port of the attacked IP address.
Attack Types Indicates the type of the attack.

Start Time Indicates the time when the attack begins.

End Time Indicates the time when the attack ends.

RealTime Dropped

Indicates the traffic (in bps or pps) dropped by ADS for the object.

Max Dropped

Indicates the maximum traffic (in bps or pps) dregpy ADS for the object.

Total Dropped

Indicates the total traffic (in bits) dropped by ADS for the object.

Figure 4103At t ackiatt atki events

Attack Types Attack Events

Destination IP Port Attack Types Start Time End Time RealTime Dropped Max Dropped Total Dropped
81:8:221::2 80 HTTF Flood 20703103 13:17:30 Ongoing i} 560.5 M 23T
81:6:221::102 80 ACK Flood 20003703 13:17:30 Ongoing o SE0.2ZM 18T
£1:8:221::402 a0 ACK Flood 20703103 14:15:30 Ongoing i} 5602 M 2751 G
81:8:221::802 a0 ACK Flood 20003703 13:17:30 Ongoing i} 6601 M 237
£1:5:221::702 a0 ACK Flood 20003103 13:17:30 Ongoing o 5509 M 247
81:5:221::202 80 ACK Flood 20003103 13:22:00 Ongoing i} 56502 M 127
§1:6:221::302 80 ACK Flood 20003703 13:17:30 Ongoing o 58T M 18T
£1:5:221::802 a0 ACK Flood 20703103 13:17:30 Ongoing i} 5505 M 237
81:8:221::602 a0 ACK Flood 20003703 13:17:30 Ongoing i} 6557 M 247

a0 ACK Flood 20003103 13:17:30 Ongoing o 6582 M 18T
Prev 1 2 4 2
- -E-n-d
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4.4.2Viewing Region -Specific Attack Events

On the paBegesh®Onvg |l icking a region in the |e
information of the region and of all I P gro
view hi st ewiimelatatnadlck traffic trends and par
under a region, or | P a®dpgeéesapds >Foinpaax amml e,i
attack iepvzent s of

Figure 4104Regispreci f i ¢ attack events

= Aitack Traffc Protocals Analysis o
Regions Dispisy by Ragicns ¥
Real Ti
- 15 Mins 30 Mins 1 Hour AuloRefresh: 30 secands ¥ ez & bps v
a = on

ERY)

[«

6025E
bps v

A 2M
A

¥ ads
-

»
e 2.4Mbps i
ads2 P

> bxh
i 2.4Mbps ]
» nta . 18:30 18:35 18:40
nta_ads @ uor TP @ ICMP

2.4Mbps
> por_test

> yewuyu_yuanmei

4
2.4 Mbps Attack Traffic Trend A
2 bps
2.4 Mbps 15C
18:28 18:30 18:32 18:34 183 1838 18:40 15:42
106
_ 5G
0
i Typ
5G
18:20 18:30 18:40

Destination IP Port Attack Types Start Time EndTime  RealTime Dropped Max Droppeds  Total Dropped

81:0:23:8 5 CLDAP Ampilfication 20002103 18:17:00 Ongoing R Traffie PassedTramc @ Dropped Trafic

4.4.3Viewing Device -Specific Attack Events

On the paBegselh®Owvg oiun cDa s pd ealye dity olne d-th@ewa r o p

l'ist in the | eft panve raemahet hagn ascekl eecvte na sd eouf
AD®rotected groups, and specific I P address
time and attack traffic tremodseanedpagnelup, o
address undeoupa. pHoort eecxtanopnDegyri g @esi 2an choose
wendingxing6025%o>vwemwdiangxaickg eveandi mdxir magt
under wkewdiicnggxi ng6025
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Figure 4105Devspeci fic attack events

= Attack Traffc & = Protocols Analysis Y
Regions Display by Regions ¥ m—

= on 15 Mins 20 Mins 1 Hour AutoRefresh: 30 saconds ¥ (O bz & bps v
Al -

B6025E

bps ¥

v
ads A .
- IS
> adst ™
2.4Mbps
ads2
> bxh ,
> nta e 18:30 1835 18:40
nta_ads @® uopP TCP ® icvMP
N 2.4Mbps
por_test
> yewuyu_yuanmei
2.4Mbps Attack Traffic Trend -
Al Q
o
2.4Mbps 15C

18:28 18.30 18:32 1834 1836 1838 13.40 18:42

10C
T e s ww 0 .
0

Atiack Types  Attack Events
18:20 18:30 18:40
Destination IP Port Attack Types Start Time EndTime  RealTime Dropped Max Droppeds  Total Dropped

Rox Traff Passed Traffi Dropped Traffi
81:6:23:8 52 CLDAP Amplification 2002003 18:17:00 Ongoing 24M 24M 286G  Trarme assedTraffic @ Dropped Traffic

4.4.4Viewing Object -Specific Attack Events

By def Adlt tEw lethaeb page di splays attack traff
monitored by ADS Mt iYWweu taarf fvuicew rtemeal sr eod |
I P group, ADpS odteevcitceed @AfDdSUp, or | P address.

Step 1 On the page shown Figure 4100, type a character string and then piester.

The system displays all objects chingwriemidg
10.6

Figure 4106Sear chi ng for attack event objects

All
= ¥
Al
| Adsdevices
wendingxingG025
wendingxing&000
wendingxingC234
wendingxzing 10000

\ wendingxingVADS

V' Adsgroups

= - —

\ wendingxing

wendingzing
wendingxing
. wendingzing
i wendingxing

Step 2 Select an object to be queried, suclvasdingxing6025 and then predsnter.
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Traffic ifnftohremasteiloenctoed obj eFdtg ur&7 ddi spl ayed,

Figure 41070b j-epéci fi c attack event information

= Aftack Traffic & Protocols Analysis A 4

B . v
pevces pepey by eess 15 Mins 30 Mins 1 Hour AutoRefresn: 30saconss ¥ C edngngRezs bes ¥

I LY '\ 500 M

P wendingxing8000 Y'Y bps

I wendingxingC236 YN 400 M M

P wendingxing 10000 e h

I wendingxingVADS Y 200 M ops 200 M

I 10000-ym-242 )

I yuznmei i_ 10000 L] TsoMs 0

b so0s.c0uta1 o s 16:00 16:05 16:10

P VADS-GDJ-191 ) ® uoe TCP @ icue

I wendingxing00E of e
4050-45 ) 50 M bps Attack Trafiic Trend FYar

_ _ an a -
0 bps 15¢C
15:56 15:58 16:00 16:02 16:04 16:06 16:08 16:10
0c
T e s 0 .
0
Atiack Types  Aftack Events
5¢C
15:50 16:00 16:10
Destination IP Port Attack Types Start Time End Time RealTime Dropped  Max Dropped:  Total Dropped
216282 B HTTE Fiocd 20002003 153700 2000303 155830 - B14m 515G R Traffic PassedTraffic @ Dropped Traffic

- -E-n-d

4.4.5Viewing Attack Event Information  of an IP Address in the
Default Protection Group

| P addresses under the default protection g
protected groups. To view attack traffic moi
need to expr ePs aldyWdriersdsi dbetfeorteh & hle system di s

Step 1 On the page shown Figure 4100, type an IP address (such&is6:221::2) and then press
Enter.

The system displays all objedtiggur@®Btdai ni ng

CopyrEi NIBt(FOCUS 139 V4. 5R9



—=

2= NSFOCUS NSFOCUS ABS MG

Figure 4108Sear ching for attack event objects

m Aftack Traffic 2 Protocols Analysis b
All
s
All = 15 Mins 30 Mins 1 Hour AutoRefresh: 20 seconds ¥ C All bps +
c Default e
i 81:6:221:2 bps ~
> A 0c
. Ipranges 1
T s1e221.120 1
¢ (adsgroup: 5¢C 1
wendingxing) {
>t
» nta 4G bps 5
nta_ads 1410 14:15 14:20
> por_test ® uoe TCP @ ICMP
P test123 2Cbps
Wi Attack Traffic Trend A b
\ wijw-ads800Q, bps +
MY FILTERS: 0 bps — —
14:08 1410 1412 1404 1418 14:18 14:20
T e s e D -
Affack Types  Aftack Events
Destination IP Port Attack Start Time End RealTime Max Dropped Total R Traffic Passed Traffic
Types Time Dropped v Dropped @ Dropped Traffic
. 20/03/04
81:6:221::2 &0 HTTP Flood 13:56:00 Ongoing 0 660.8 M 8837G

Step 2 Select the objedb be queried and then prdsster.

Traffic monitoring informationFofgult®3d 4 | P a

Figure 4109At t ack néwemiat i on of an | P address in the defaul

= Attack Trafiic & Protocols Analysis b
Regions Display by Regi v PP
\splay By Regians R'::’ g:'e 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ C 8162212 & bps ~
Al 1C
£1:6:221-2(De... bps -
6025E
Foads A 500 M
> adst
ads2 600 M bps
» bxh o
> nta 1410 1415 14:20
400 M by
nta_ads . ® uoe TCP @ ICMP
* por_test
 testi23 200 M bps Aftack Traffic Trend .
wiw-ads800Q, bps v
MY FILTERS: 0 bps
14:08 14:10 1402 14:16 1418 14:20 1422
T e s e D o
Attack Types  Afttack Events
Destination IP Port Attack Start Time End RealTime Max Dropped  Total Rx Traffic Passad Traffic
Types Time Dropped v Dropped @ Dropped Traffic
. . 20/03/04
81:6:221:2 80 HTTP Flood 13:56:00 Ongoing 0 660.8 M 8837G
{ Ir +
8162212 80 SYN Flood %gjggfgé Ongaing 0 2562 M 24476 Top Destination IPs (by Attack Peak Size) H 4

- -E-n-d
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4.4.6Viewing Attack Events in Historical Mode

On the page shown Figure 4100, clicking ON for Real Time in theAttack Traffic area
disables the redlme mode and enables the historical mode. Clickifg for Real Time
enables the redgime mode again.

I n hisode,jcattack traffic tre®dligsrpapahys ha rsd o
dat a.

By default, the attack traffic trend graph
CliclhkdiWwgeklont h®ustdinspl ays attack traffic tre
week, month, or a custom period.

Figure 4110Hi st ori cal attack traffic trend

= Attack Traffic ¥ Protocols Analysis e

4
Regions Display by Regions ¥ —
. c:: 3 Hours Day Wesk Month Cusiom AutoRefresh: Never v C Al g bps v
o 156
B025E
ps v
V¥ ads A oc V V Vw
" A ‘
i
> ads 56 ‘
ads2
* bxn 4Cbps )
[ 14:00 15:00 16:00
nta_ads ® uoP TCP @ iCMP
» por_fest 2Cbps
> \
e uanmet Attack Traffic Trend oy
A al bps ¥
0 bps 156
13:30 14:00 14:30 15:00 15:30 16:00
0c
L T .
o
Affack Types Al
5G
14:00 15:00 16:00
Destination IF Port Attack Types  Start Time End Time RealTime Dropped Max Dropped  Total Dropped
£1:8:221:402 &0 ACHK Flood 200303 152330 200302 161500 - CEIRIY T Rx Traffic Passed Trafic @ Dropped Traffic

On the paBegseslhleOwsCu wtlkeobmotvlee at t ack traffic g

You can select the start time and end ti me ¢
Figeel 1 The unit is the day.
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Figure 4111Cust omi zati on of the attack traffic trend graph

Attack Traffic i Protocols Analysis
3 Hours Day Week Month 3212020 13:21:36 ~ 322020 16:21:36
= OFF ’
Mar 2020 Apr 2020
L |
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
2 3 4 5 6 7 1 2 3 4
3 9 1 2 13 4 5 6 7 8 9 "
15 6 T 8 9 2 21 12 3 4 5 6 T 8
4 C bps
22 23 24 25 26 27T 28 19 20 21 22 23 24 25 |
29 3 H 26 27 28 29 3
2C bps
Selecttime Ok
Al q
0 bps 15C
13:30 14:00 14:30 15:00 15:30 156:00
1oC

4.4.7 Switching the Traffic Unit

By default, traffic is expressed in bps in attack traffic trend graphs. On the page shown in
Figure 4100 you can seleqips from the dropdown list in the upperight corner of the
Attack Traffic area to display traffic data in pps.

4.4.8Refreshing the Attack Traffic Trend Graph

By default, the attack traffic trend graph automatically refreshes every 30 seconds in real time
mode. On the page shownRigure 4100, you can seledtlever from theAutoRefresh drop-

down list in the upperight corner of théttack Traffic area. In this case, the attack traffic

trend graph does not refresh unless you ck

By default, the attack traffic trend graph does not automatically refresh in historical mode. On
the page shown iRigure 4100, you can seledEvery 5 min from theAutoRefreshdrop-

down list in the upperight corner of thé\ttack Traffic area. In this case, the attack traffic

trend graph will automatically refresh every 5 minutes.

4.4.9Downloading an Attack Traffic Trend Report

On t he paS'ege]thOmyoiunci.‘hncthel'{gppecorner and

cli@,;or@to export the current data of the a
PDF report. Ford.d>eodanllosadisnege as eRetpi oornt

4.4.10Managing Filters

Filters are providedofothesereohoederfisae Db
attack events more conveniently. After bein
can click a filter to view attack event inf
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Any quegriced ,olsuch as a regi on prroetgeicotne dl Pg rgort
I P address can be AlamiBe fgacuwlatth od s ba
|l ters.

You can configure multiple fi

4.4.10.1Configuring a Filter

To confi gdrl e wa tfhielstee rs,t efpcs :

Step 1 On the page shown Figure 4100, select an object from the left pane, suchds and then

click Save Filter.

Figure 4112Cr eatfiin d ea

Regions Display by Regions ¥

¥ bxh

* nta
nta_ads

¥ por_test

P yewuyu_yuanmei

wads-101

yuanmei_c236

Step 2 Type the filter name.

By default, the object name
type a new one.

Step 3 Click and then cliclConfirm in the dialog box that appears.

Step 4 Click adsin the filter list to view its attack traffic information.

S

di splayed

fciolntf e g.u r &
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Figure 4113Vi ewing a filter

= Attack Traffic & Protocols Analysis a2

Regicns Dispiay by Ragions ¥ —
3 Hours Day Week Manth Custom AutoRefresh: Never v C = & bps ¥
= OFF
an -
8025E
bps ¥
- D A -
> adst
ads2 2.5M bps ™
> bxh
> nta 2Mbps .
nta_ads 14:00 15:00 16:00
1.5M bps
> por_test " ® uoP TP @ IcwP
> yewuyu_yuanmei | Mbps
Aftack Traffic Trend s
500 K bps
an a ps v
0 bps 156
13:30 14:00 14:30 15:00 15:30 16:00
100G
5C
0
AackTypes  Atack Events
5C
14:00 15.00 16.00
Destination IP Part Attack Types Start Time End Time. RealTime Dropped ~ Max Droppeds  Total Dropped
B81:8:22:8 52 CLDAP Ampiification 2010302 11:18:30 2003002 14:00:30 - 24m 0ee Fox Traffie PassedTraffic @ Dropped Traffic

- -E-n-d

4.4.10.2Deleting a Filter
To delete a filter, foll ow these steps:

Step 1 On the page shown Figure 4113 point to a filter name

The .:a)pnpears, Faisg udfried win i n
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Figure 4114Del et ing a fil ter

Regions Display by Regions ¥

ads2

¥ bxh

F nta
nta_ads

* por_test

¥ yewuyu_yuanmei

Step 2 Click B and therconfirm in the dialog box that appears.

- -E-n-d

4.4.11Managing Panels

By deToap |10 SOap c®ouiPcea@tutnatcrki eTsy peabiestri bi
dips ayedliruanfddrc Moni tori n@s> shhitogweircdb “Event s

A panel wi¢tihndiheatieoont hat when the selected
change, the object and statistical period o
the Fdomdicates the opposite.

You can add panels as redqetreegpgankEdds ,lhcwet ¢ e
Overview
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Figure 4115Def aul t @ aAtetl saclonEvdint s page

81:6:23=8
Altack Traffic & Protocols Analysis A
All
v 693
Al : Real Boe 15Mins  30Mins 1 Hour AutoRefresh: 30 seconds ¥ C 8162328 bps +
Li
Default oM
! ogrezas bps =
£ 2M
. Regions
ads &
A ™
Ipranges 2.4 M bps
81:6:23::8 (group: ipz)
0
' .
?;dgngi'ﬁg.zo 2.4 Mbps 1415 14:20 14:25
wendingzing) ® uoP TCP @ ICMP
2.4Mbps
¥ adst
ads2
2.4 M bps Top 10 Source IP B
816238 & bps
MY FILTERS: 2.4Mbps Rx Dropped
GEOQ Source IP 4 %
1416 14:18 14:20 14:22 14:24 14:26 14:28 Traffic  Traffic
vads-191 111 1001 K :(D(] 1 — -
A Bas e e O i i
107 977K 977K L]
1:bb 974K 974K memmm m
17 974K 974K
Aftack Types  Attack Events e 973K 973K =
2 973K 973K mmmm m
1:ed —
Destination IP Port Attack Types Start Time End RealTime Max Total e, 92K 9TIK =
Time Dropped Dropped~ Dropped Tuef 971K 971K moees =
i 17t 96.9K  96.9 K memmm
CLDAP 20/03/04 ;
21.6.23:8 53 Amplification 140430 Ongoing 24 M 24M 256G
Top Source Countries +
Prev 1 Next ’ @ -
81:6:238 & bps +

4.5 Countermeasures

Underraf fic Monitoring yoWwWowuarn ed aneas ufrelsl ows :

Vi ew-trien®l and historical dropped traffic o
| P group, ADS odteevcitceed O@ArDdSUpPp, or | P address
View or add panel s.
Configure filters.

By def abDi spl ayehys Rediexnssd, dropped traffic
regions is timplmpdd. in real

4.5.1Viewing Real -Time Dropped Traffic
To vidwmeealropped tdaafofwi ¢ hiersfeo rsmatpisan, f o

Chodsaffic Monitoring > Countermeasures

By def awlot  jciypameéfi dropped traffic of all
including the traffic trend and tFafitre di s
116

I n tremé mode, the droppe
default. JO6uMchheHa&bi ¢ k el
|l ast hour.

d traffic trend gr aj
ftice gtrraph i n the | a
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Regions

Display by Regions [ ¥ | Real Time
15 Mins. 30 Mins 1 Hour
= ON
Al

&025E

@

ads1
a0ds2
bxh

nta
nta_ads
por_test

YEWUyU_yusnmei

MY FILTERS:

A

Policy Traffic

traffic i

NSFOCUS AB&rM(

2.4 M bps

2.4 M bps

2.4 M bps

2.4 M bps

2.4 Mbps

10:16

Defend Policy

Legend

m Reflzction_Protection

10:18 10:20 10:22

Max Dropped
24M

24M

Countermeasures

10:24

nf or mat

on

10:26

Tetal Dropped

226

226G

al |

of

b,

AutoRefresh: 30 seconds [ v |

10:28 10:30

obj e

The protection policy list ranks the types of dropped traffic in descending order of volume.
For the description of parameters, Sedle 412.

Clicking the bar or text in theegend column hides or displays this type of dropped traffic in
the trend graph. By default, all types of dropped traffic are displayed. A dimmed color
indicakes that this type of traffic is not displayed. Otherwise, the traffic is displayed.

Table412Par amet ers di splayed in the Defend
Parameter Description
Legend Indicates the type of dropped traffic to be displayed in the trend graph.

Max Dropped

Indicates the maximum traffic dropped by ADS for the current object ir
statistical period. The traffic is ranked in descending order of volume

expressed in

bps or pps.

Total Dropped

Indicates the total traffic dropped by ADS for all objects indtatistical period
The unit is bps or pps.

Step 2 Point to a random point in tldropped traffic trend grapi viewdetailed information about
the dropped traffigncluding the time, traffic type, and volume.

CopyfrEi QNIStFOCUS

147

V4. 5R9

Pol

C



-
B

r-v

-NSFOCUS NSFOCUS AB&rM(

Figure 4117Vi ewi ng dropped traffic at a specific t

Policy Traffic A
Real Time
15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds| v |
bps w

2020-03-03 17:13:30

4 C bps ® Invalid_TCP_Packet: 194.2 M
DMS_Query_Protection: 294.6 M
SYN_Insuffient_Reverse_Detection: 2452 M

® GeolP:- 22 M

o= ® HTTP_Get_Protection: 2.3 G

2 G bps HTTP_Post_Protection: 1 G

& HTTPS_Connection_Protection: 957 9 M

=m= ® Reflection_Protection: 24 M

SYN_Algorithm: 166.3 M

-~ © ACK_Protection: 5.3 G

0 bps ,‘;_; -
17:10 17:12 17 ® Invalid_5YN_Packet: 26 M 733

17:24

Step 3 Below the dropped attack traffic trend graph, dEliIgto view a finergranularity traffic trend.

- -E-n-d

4.5.2Viewing Region -Specific Dropped Traffic

On the paBegshlebws |l i o ki ng
information of the region and of all
view hi st otriime eddracpmf €at trends and p
specific I P group or | P addrn e@dkissplinaysh
graph of the traffic idrzopépepuwrldly4d ADS f

a region in
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Figure 4118Dr opped traffic trend graph of a specif

Countermeasures

L2

Regions epay by Regor= 7] 15 Mins 20 Mins 1 Hour AutoRefresh: 30 secands| v |
&025E
¥ ads A
bps v
@ A
» ads1
ads2
Y bxh 2.4 M bps
> 11221
> nta 2.4 Mbps
nta_ads
¥ por_test 2.4 Mbps
» por_test
> yen 2.4 M bps
MY FILTERS: 2.4 Mbps

1718 17:20 17:22 17:24 17:26 17:28 17:30

Defend Palicy

Legend Max Dropped Total Dropped
24M 226
== Reflection_Pratection 24M 226

4.5.3Viewing Device -Specific Dropped Traffic

On the paBiegshlebng oun cDa s pd ealye dity olbne t-thews r op
l'ist in the |l eft pane and-timendsepeetd &anaAb
information obrohiestedvigceupADEnd specific
group. You can view thea edr ADpgperdoAterRatfefdi cg rtoruep
specific I P address under awpndtaegkioglgonoa
di splays the trend of the tFabufTe9 dropped b
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Figure 4119Dr opped traffic trend graph of a specif

Countermeasures

Policy Traffic &+

Devices Display by Devices Real Time
15 Mi 30 M 1 H .
= WenangXngsuuu CY = ON m= o= our AutoRefresh: 30 seconds[ v |

*  wendingxingG236 ﬁA
Al wendingxing 10000 e A

#3338

bps ¥

» protect_perform. .

» protect_perform....

P wendingxing A 4G bps
» wendingxing\/ADS Y

»  10000-ym-242

* yuanmei_10000

L]
-]

> 3008-GDJ-121 -] 2 Cbes
L]

* VADS-GDJ-191

AV

08:54 08:56 0858 09:00 09:02 0504 09:06 09:08

MY FILTERS: 0 bps

Defend Policy
Legend Max Dropped Total Drepped
832G TaT

mm |rivalid_TCP_Pscket 1811 M 107G
DNE_Query_Protection 110.2 M 008G
SYN_Insufient_Reverse_Detection 23/81M 1381G

m— HTTP_Get_Frotection 146 12T
HTTP_Post_Protection TI0EM 8235G

= HTTFS_Connection_Protection TI2EM 842G

4.5.4Viewing Object -Specific Dropped Traffic

By def &olutnt er meals upage di splays the trend o]
devi ces umidteorr itnhge onfio ADS Mt i Yheu dc @amp peide w r tati é
a specified region, repgioned¢dtPedroupupADS&r dbel

Step 1 On the page shown Figure 4116, type a character string and then piester.

The system displays all objects containing
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Figure 4120Sear chi ng

All

Al

p , Adsdevices

; s
v wendingxingB025
wendingxing2000
wendingxingG235
wendingxing 10000

| wendingxingVADS

Adsgroups

P\ wendingeing

» . wendingsing
"
b endnang
wendingxing
L

wendingxing

P vaus-su- e

MY FILTERS:
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bps w
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Defend Policy

Legend

DNS_Query_Protaction

= |rvalid_TCGP_Packat

S¥N_Insuffient_Reverse_Detection

s HTTF_Get_Frotection
HTTF_Post_Frotection

= HTTPE_Cannection_Pretection
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Max Dropped
02G
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146G
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TIZIM
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Tetal Drepped

aT

1882 G
12T
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Step 2 Select an object to be queried, such as wendingxing6025, and theBmerss
of,as hehBieg elcahled object

The dropped traff

c
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Figure 4121Vi ewi ng dropped traffic of a specified
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4.5.5Viewing Dropped Traffic of an IP Address in the Default
Protection Group

| P addresses under the default protection

protected groups. To view dropped traffic

expressly indicate the I P address before t
Step 1 Onthe page shown iRigure 4116, type an IP address (such as 11.11.11.11) and then press

Enter.
The system displ ays alrleacsh jsendbtiveg @B t4dai ni ng
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