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Preface

This document describes the installation and deployment of NSFOCUS Unified Threat Sensor

(UTS for short) on Vmware.

This document is provided for reference only. It may slightly differ from the actual product
due to version upgrade or other reasons.

Organization

Chapter

Description

1 Deployment Scenarios and
Requirements

Describes VUTS deployment scenarios and VMware environment
requirements as well as hardware requirements.

2 Obtaining the Image File

Describes how to obtain the image file.

3 Creating VUTS and Importing
the Image File

Describes how to create vUTS on VWware and import the image file.

4 Adding a Working Interface
(NIC Passthrough Mode)

Describes how to add a working interface using an NIC in passthrough
mode.

5 Adding a Working Interface
(NIC Bridge Mode)

Describes how to add a working interface using an NIC in bridge mode.

Change History

Version Description
V2.0R001B05 Initial release.
Conventions
Convention Description
Bold font Keywords, names of screen elements like buttons, drop-down lists or fields, and
user-entered text appear in bold font.
Italic font Document titles, new or emphasized terms, and arguments for which you supply
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Convention Description

values are in italic font.

\ Reminds users to take note.
4
Note
Q Indicates a tip to make your operations easier.
Tip
Indicates a situation in which you might perform an action that could result in
A equipment damage or loss of data.
Caution
Indicates a situation in which you might perform an action that could result in
0 bodily injury.
Warning
A>B Indicates selection of menu options.

Customer Support

Hardware and Software Support

Email: support@nsfocusglobal.com

Cloud Mitigation Support

Email: cloud-support@nsfocusglobal.com

Phone:

USA: +1-844-673-6287 or +1-844-NSFOCUS

UK: +44 808 164 0673 or +44 808 164 ONSF
Australia: +61 2 8599 0673 or +61 2 8599 ONSF
Netherlands: +31 85 208 2673 or +31 85 208 2NSF
Brazil: +55 13 4042 1673 or +55 13 4042 INSF
Japan: +81 3-4510-8673 or +81 3-4510-8NSF
Singapore: +65 3158 3757

Hong Kong: +852 5803 2673 or +852 5803 2NSF
Middle East: +973 1619 7607

Documentation Feedback

For any query regarding the usage of the documentation, you can contact us:

Email: support@nsfocusglobal.com
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1 Deployment Scenarios and Requirements

There are two vUTS deployment scenarios.

1.1 Deployment Scenarios

The two deployment scenarios are as follows:

®  Scenario 1: monitoring traffic of internal virtual machine assets (including internal lateral
attack traffic).

Server

Web service

(virtual machine)

IHI' | ill “Il | Mlnnni ilt

(virtual machine)

Switch

®  Scenario 2: monitoring traffic of external assets (same as the deployment on KVM)

Copyright © NSFOCUS 5 V2.0R00IBO5
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Mail service
(server)

00 Service
(virtual machine)
File service

{server)

1.2 Environment and Hardware Requirements

Item

Description

Environment requirements

WMware ESXi 6.0 and later

Hardware requirements

> 8 CPUs, > 16 GB memory

Copyright © NSFOCUS
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2 Obtaining the Image File

The image file V2.0R00IB05.36584.0va for installing vUTS on VMware is stored on the FTP
server of NSFOCUS Engineering Team. Please contact NSFOCUS technical support to obtain
the image file.

Remote site: |]pmduct_insta|lj’l\S/’UTSIUTS_IEOS

7 VADS-M
7 VMWAF
7 VNTA
bl war
L LAS [
72 NF-WAN
| ooeac
Filenarne Filesize Last modified Permissio.. OwnerfGroup
TEMP 11/3/2023 346:00 AM  drwoerxrx 1000 1000
I NSFOCUS UTS V2.0R00F05 User Guide.docs 3,044,680 10/13/2023 124600 AM -rw-r-—r-- 1000 1000
[ UTS_IBOS_READY WORLD _»86_0922.qcow2 4,654,039,040  10/12/2023 91300 PM  -rw-r--r-- 1000 1000

[B2] 202104 28UTS _W2.0_AUTO_DEPLOY_PACKGES.tar 52,848,640 1071372023 1:16:00 AM  -rwe-r--r-- 1000 1000

52,858,880 -- 1000 1000
1000 1000
1000 1000

1072172023 1:22:00 AM

Selected 1 file. Total size: 6,067,223,808 bytes

Copyright © NSFOCUS 7 V2.0R00IB05
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Creating vUTS and Importing the Image

File

To create vUTS and import the image file, follow these steps:

Step1 Select Create/Register VM.

Step 2 On the Select creation type page, select Deploy a virtual machine from an OVF or OVA

file and click Next.

#31 New virtual machine

8d 1 select creation type Select creation type
2 Select OVF and VMD

How would you like to create a Virtual Machine?

Create a new virtual machine
Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

Back Next Finish Cancel

Step 3 On the Select OVF and VMDK files page, type a unique name for vUTS. Select the image

file and import it.

Copyright © NSFOCUS 8
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31 New virtual machine - Database

¥ 1 Select creation type Select OVF and VMDK files
2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like fo deploy
3 Select storage

ORI EDET S Enter a name for the virtual machine

5 Deployment options

| UTS_F02_vnmware_5858
6 Additional settings

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

7 Ready to complete

x m V2.0R00IB05.36584.0va

Back |  Next Finish Cancel

Step 4 Leave all options at their default values.

—End

Copyright © NSFOCUS 9 V2.0R00IBO5
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Adding a Working Interface (NIC
Passthrough Mode)

4.1 Setting NIC Passthrough for the Working Interface

Choose Manage > Hardware > PCI Devices. Select an unused NIC and click Toggle
passthrough to enable passthrough mode. Then restart the host to make the settings take

Navigatos 5] tocalhost.localdomain - Manage
~ [ Host System Hardware Licensin 9 Packages Service: Security & users
& Reboothost | & Refresh
ual Mac criptio
uts_|
Monitor 1
uts_gjht 0000:01 Broadcom MegaRAID SAS Invader Controller Not capable Disabled
Monitor
More VMs. 0000:02 Intei(R) 82599 10 Gigabit Dual Port Network Disabled Disabled
3 storag 0000:02:...  Intel(R) 82599 10 Gigabit Dual Port Network Connection Disabled Active
~ [3 datastoret
Monite
207 items
More storag <
€3 Networking

4.2 Modifying vUTS Configuration
4.2.1 Editing vUTS

Select vUTS and right-click it to select Edit Settings. You can modify vUTS settings.

Copyright © NSFOCUS 10 V2.0R00IB05
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uts_gjh1
T; Navigator (5 Power
* @host W Guest 02 B Poweron # Edit | (¥ Refresh | ¥ Actions
Manage i Snapshots -
Monitor onsole uts_g) Py
e o A oz
. e @ Autostart Vhiware Tools No WEMORY il
3 CPUs 8 0B
Menil Memory 1668 STORAGE
4 Export 108.66 GB
Monil ‘% Export With Images
Mmara Tools is not installed in this virtual machine. VMware Tools allows detailed guest information to be displayed as well as allowing you to perform
~ [ storage 8, Pemissions Edil the sellings mﬁﬁﬁﬂa’ff}&m:m ©.g. graceful shutdown, reboot, etc. You should install VMware Tools. {{§ Actions
~ [ data T
Moni [ Editnotes
&]) Rename ‘al Information ~ Hardware Configuration
Morg tworking = BVCPUs
E&NEMU*‘ Iware Tools ‘VMware Tools is not installed. ﬂAt.hons W Memory 186 GB
Unregisier
rage 2 disks + 2 Hard disk 1 16 GB
B Dot tes / Editnotes v 3 Hard disk 2 100 GB
@ Hep USB controller use 20
4 Open in a new window ks
4.2.2 Adding a Hard Disk
You can expand Hard Disk Drive 2 (which is 20 GB by default) or add more hard disks
according to the on-site requirements.
To edit a hard disk, follow these steps:
Step1 Select vUTS and right-click it to select Edit Settings.
Step 2 Click Add hard disk and configure the new hard disk.
Note that you should set the Bus type for the hard disk to IDE.
\ Ensure that the controller positions of multiple hard disks remain consistent, and make
4 sure that the SCSI ID of the newly added data disk is higher than that of the system

Note disk.

Copyright © NSFOCUS 1 V2.0R00IBO5
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(| Edit settings - uts_gjh1 (ESXi 7.0 U1 virtual machine)

[ Virtual Hardware ‘ VM Options |

2 Add hard disk| B8 Add network adapter =] Add other device

» | cpu 8 i

» Wl Memory GB v
¥ b Hard disk 1 ’15—‘ GB v
» = Hard disk 2 100 GB 2

re)
S Sl 0 LS! Logic Parallel

USB controller 1

8 Network Adapter 1 VM Network v Connect

Save ‘ |W‘
o |
| Edit settings - uts_gjh1 (ESXi 7.0 U1 virtual machine)
Disk File [datastore1] gjhgjh/UTS_IB05_READY_WORLD_x86 0922 thin.vmdk
SIEES Normal v v
Limit - IOPs Unlimited
(Crarielien ol SCSI controller 0 v SCSI (0:0) -
Disk mode Dependent
Sharing y
() Disk sharing is only possible with eagerly zeroed, thick provisioned disks
~ &= Hard disk 2 100 GB
Maximum Size 25127TB
Save H Cancel
= |

4.4. Adding/Deleting an NIC

You can add or delete network interface cards (NICs) according to the on-site requirements. A
minimum of three NICs are required, with the first two serving as management interfaces.

For working interfaces, click Add other device to add a new PCI device. Then configure NIC
passthrough. For details, see Setting NIC Passthrough for the Working Interface.

Copyright © NSFOCUS 12 V2.0R00IBO5



==

—

o

=

-

‘NSFOCUS

NSFOCUS vUTS (VMware) Deployment Guide

v [ cru

» W Memory

b = Hard disk 1

¥ L Hard disk 2

» SCSI Controller 0
USB controller 1

+ [ Network Adapter 1

¥ M Network Adapter 2

» M Network Adapter 3

» CD/DVD Drive 1

» [ video Card

Edit settings - uts_gjh1 (ESXi 7.0 U1 virtual machine)

| Virtual Hardware i Options

0 Add hard disk  # Add network adapter

&

16 GB
16 GB
100 GB

LSI Logic Paraliel

VM Network

Host device

Default settings

= Add other device

Connect

Connect

Connect

Connect

L3 }j New PCl device

82589 10 Gigabit Dual Port Network Connection - 0000:02:00.0

A

Note

During deployment, at least three physical NICs are required.

4.5. Starting vUTS

After the deployment is complete, start vUTS.

Note that VMware may take some time to load on this page during the initial start-up process.
Please be patient and wait.

GRUB Loading stagel.5.

Bootloader loading, please wait...

Press
Press
Press
Press
Press

any
any
any
any
any

key
key
key
key
key

to continue.
to continue.
to continue.
to continue.
to continue.

Copyright © NSFOCUS

V2.0R00IBO5



C e

—<-NSFOCUS NSFOCUS vUTS (VMware) Deployment Guide

Adding a Working Interface (NIC Bridge
Mode)

Ensure that at least one physical NIC is not set to passthrough mode.

5.1 Viewing Physical NICs

Choose Networking > Physical NICs to view physical NICs availale.

SENENN

5.2 Adding a Standard Virtual Switch

Choose Networking > Virtual Switches. Type a vSwitch name. Select the physical NIC for
the Uplink field and select Accept for the Promiscuous Mode field.

Copyright © NSFOCUS 14 V2.0R00IB05
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#= Add standard virtual switch - New switch

wBwitch Name | Mew switch

Uplink 1

vmnicd - Up, 1000 mbps

¥ Link discovery Clickto expand

* Security

Promiscuous mode @ Accept O Reject
MAC address changes O Accept @ Reject

Forged transmits O Accept @ Reject

5.3. Adding an Interface Group

Choose Networking > Virtual Switches. Type an interface group name and select the newly
created standard virtual switch.

39 Add port group - New port group

Mame MNew part group

VLAN D PR

w

Virtual switch vSwitcho

~ Security

Promiscuous mode O Accept (O Reject @ Inherit from vSwitch
WMAC address changes O Accept (O Reject @ Inherit from vSwitch

Forged transmits O Accept O Reject @ Inherit from vSwitch

Add || Cancel

4

5.4. Configuring vUTS and Adding a NIC

Select vUTS and right-click it to select Edit Settings. Click Add network adapter, and
select E1000 as the NIC adapter.

Copyright © NSFOCUS 15 V2.0R00IBOS
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Edit settings - uts_gjh1 (ESXi 7.0 U1 virtual machine)

[TiGATFardware | M Oplions 1
— Add hard disk | 8 Add network adapter E Add other device
+ [ cPU 8
+ Wl Memory 16 GB
¥ =4 Hard disk 1 16 cB
» 2\ Hard disk 2 100 GB

+ [ SCSI Controller 0 LSl Logic Parallel

USB controller 1

» [ Network Adapter 1 VM Network Connect

» MW Network Adapter 2 tast Connect 2
T NETWork Adapter test M Connect

»+ [ New Network Adapter 666 & Connect

3 CD/DVD Drive 1 Hast device Connect

B IR ——

Save Cancel

5.5 Starting vUTS

After the deployment is complete, start vUTS.

nNANNANNNARNANANNEW
GRUB Loading stagel.5.

Bootloader loading, please wait...
any key to continue.
any key to continue.
any key to continue.
any key to continue.
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