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Unless otherwise stated, NSFOCUS Technologies, Inc. holds the copyright for the content of this document,
including but not limited to the layout, figures, photos, methods, and procedures, which are protected under the
intellectual property and copyright laws. No part of this publication may be reproduced or quoted, in any form
or by any means, without prior written permission of NSFOCUS Technologies, Inc.

m Statement

The purchased products, services, or features are stipulated in the contract made between NSFOCUS and the
customer. Part of products, services, and features described in this document may not be within the purchased
scope or the usage scope.

All information in this document is provided "AS-IS" without guarantees of any kind, express or implied. The
information in this document is subject to change without notice. It may slightly differ from the actual product
due to version upgrade or other reasons.

m Disclaimer

Please read the disclaimer carefully before using the product. Once you use the product, you acknowledge and
agree to all the contents of this disclaimer. NSFOCUS shall not assume any responsibility for any loss or
damage in the following circumstances:

*  Data loss and system availability reduction caused by the negligence or misconduct of the system O&M or
management personnel, for example, they do not handle alerts that affect system stability and availability
in a timely manner.

e Data loss and system availability reduction caused by the fact that the traffic exceeds the planned hardware
capacity.

e Data loss and system availability reduction or unavailability caused by natural disasters (including but not
limited to floods, fires, and earthquakes) or environmental factors (including but not limited to network
disconnection and power outage).
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Preface

This document describes how to install NSFOCUS Intelligent Security Operations Platform
(ISOP for short).

This document is provided for reference only. It may slightly differ from the actual product
due to version upgrade or other reasons.

Organization

Chapter Description

Describes the version information of ISOP and configuration

1 Version Information requirements for ISOP hosts.

2 Installing ISOP Describes how to install ISOP.

Conventions

Convention | Description

Bold font Keywords, names of screen elements like buttons, drop-down lists or fields, and user-
entered text appear in bold font.

Italic font Document titles, new or emphasized terms, and arguments for which you supply values
are in italic font.

\ Reminds users to take note.

4

Note

Q Indicates a tip to make your operations easier.

Tip
Indicates a situation in which you might perform an action that could result in equipment

Caution damage or loss of data.
Indicates a situation in which you might perform an action that could result in bodily

Warning injury.

A>B Indicates selection of menu options.

Technical Support

Hardware and Software Support
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Email: support@nsfocusglobal.com
Cloud Mitigation Support

Email: cloud-support@nsfocusglobal.com
Phone:

USA: +1-844-673-6287 or +1-844-NSFOCUS
UK: +44 808 164 0673 or +44 808 164 ONSF
Australia: +61 2 8599 0673 or +61 2 8599 ONSF
Netherlands: +31 85 208 2673 or +31 85 208 2NSF
Brazil: +55 13 4042 1673 or +55 13 4042 INSF
Japan: +81 3-4510-8673 or +81 3-4510-8NSF
Singapore: +65 3158 3757

Hong Kong: +852 5803 2673 or +852 5803 2NSF
Middle East: +973 1619 7607

Documentation Feedback

For any query regarding the usage of the documentation, you can contact us:

Email: info-support@nsfocus.com
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Version Information

1.1 ISOP Version

Table 1-1 describes the version information of ISOP.

Table 1-1 Version information of ISOP

Component Name MD?5 Value

ISOP-1B-BP-202309020.1.dat ede09eead77e04c400c0dcd9747d5cal

1.2 Host Requirements

Table 1-2 describes the requirements for an ISOP host.

Table 1-2 Configuration requirements for an ISOP host

Item Recommended Configuration

CPU 2 x Intel E5-2640v4 (or equivalent CPU with 20 cores and 40 threads)
Memory 256 GB ECC DDR4

Hard disk drive (HDD) + 2 xsolid-state drive (SSD) (500 GB minimum, RAID 1)

Used to deploy operating systems and BSA management node
services. Two SSDs are required for deploying management nodes,
and working nodes do not require SSDs.

At least 12 4T SATA HDDs (with each HDD in RAID 0 or non-RAID
mode)

Used to deploy big data storage and computing facilities of BSA, such
as Hadoop and Kafka.

Root directory: 300 GB minimum.
RAID controller:

S,

Note

When the server's disk drives are in RAID 0 mode, a separate group
must be configured for each disk drive.
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Item Recommended Configuration

You must carefully check the status of disk drives and RAID. An
error in RAID may cause BSA to work improperly.

CD drive Built-in CD drive

Network interface card | 10 GB 2-port NIC, or 2 x 1,000 MB 4-port NIC

(NIC)

RAID controller RAID controller with internal cache of more than 1 GB (RAID controller
H710P for example)

Power supply Hot-pluggable redundant power supply in 1+1 redundancy mode, 1100 W

1.3 Server and Operating System Requirements

Table 1-3 describes the requirements for servers and operating systems.

Table 1-3 Servers and operating systems required by ISOP

Server Operating System | Version CPU Architecture
Dell CentOS CentOS 7.6 x86

Dell R740 | CentOS CentOS 7.9 x86

and later
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Installing ISOP

This chapter contains the following topics:

Topic Description

Installing BSA Describes how to install BSA.

Checking the BSA Version | Describes how to check the version of BSA.
Installing ISOP Describes how to install ISOP.

Accessing ISOP

Describes how to access ISOP after installation.

Checking the ISOP Version

Describes how to check the version of ISOP after installation.

2.1 Installing BSA

Please refer to NSFOCUS BSA V2.0R01F06 Installation Guide for details of installing BSA.

2.2 Checking the BSA Version

After installation, click in the quick access bar of BSA to check the version information
of BSA. The build number should be f8db8df, as shown in Figure 2-1.

Copyright © NSFOCUS
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Figure 2-1 Version information of BSA

w="-NSFDCUS

NSFOCUS Big-data Security Analytics Platform

Product Version: V2.0R01F06.230915
Build Version Number: f8Bdb8df
Architecture: x86_64

Technical Support Email: support@nsfocus.com

Technical Support

Service Line Service Hours

Phone
NSFOCUS Beijing 724 hours all-day
400-8158-6868 service
NSFOCUS US (GMT - 8:00) 9:00-17:30
+1 408-907-6638 IMonday to Friday
NSFOCUS JP (GMT + 9:00) 9:00-17:30
+81-3-6206-8156 Monday to Friday

7x24 hours all-day

+86 133 2116 7330 )
service

Document Download:http:ffupdate.nsfocus.com/documentidoc

NSFOCUS Website: http://www.nsfocus.com

Customer Service QR Code

2.3 Installing ISOP

To install ISOP, perform the following steps:

Step1 Log into BSA.

Step 2 Click in the quick access bar of BSA, and choose System > Components >
Component Management.

Step 3 Click Add Components.

Step 4 In the pop-up dialog box, click & to select ISOP-1B-BP-202309020.1.dat or drag the ISOP
installation file to the uploading area.
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Figure 2-2 Selecting the ISOP installation file

Add Components X

)

Click to select or drag and drop the file here for upload. Only one file can be
uploaded at a time.

# |SOP-IB-BP-20230920.1.dat

Upgrade

Step 5 Click OK to import the ISOP component package.

Figure 2-3 Dialog box prompting successful upload of the ISOP installation file

@

Upload check passed

Component Installation

Component Name Component Version  Test Result
V2.0RO01IBO7

Intelligence Component V3.0R01IBO7

Diting Engine V3 .0ROZF01SPO3

Business Public Services V3.0RO1TBO7

Threat Reasoning V3.0R01IBO7

V3.0RO01IBO7

Step 6 Click Start Installation.
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Figure 2-4 Dialog box prompting successful installation of ISOP

Component Installation Result

Component installation success. Please restart the service
for this component to take effect

Component Name Component Installation Result

Diting Engine snccess

Business Public Services suceess

Step 7 Click Restart to complete the installation of ISOP.

\‘ ISOP V3.0R011B07 comes with the 5G Core (5GC) component. If the SGC component
Note is not licensed, it may prompt SGC installation or upgrade failure.

—End

2.4 Accessing ISOP

After ISOP is added on BSA, log in to BSA, click in the upper-right corner and select
NSFOCUS ISOP. The home page of ISOP is shown in Figure 2-5.
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Figure 2-5 Home page of ISOP

4% NSFOCUS Intelligent Security Operations Platform

S._Log Insight

Valnesasiny Jeat insight

2.5 Checking the ISOP Version

Click in the quick access bar of ISOP to view the version information of ISOP.
Product Version is V3.0R011IB07, and Build Version Number is 1695008482, as shown in
Figure 2-6.

Figure 2-6 Version information of ISOP

NSFOCUS

NSFOCUS Intelligent Security Operations Platform

Product Version: V3.0R011B07
Build Version Number. 1695008482
Architecture: FFFF-FFFF-FFFF-0006

Technical Support Email: support@nsfocus.com

ical Support

Service Hours

hours all-gay

Monday

(GMT +
Monday

Document Download: http:/update.nsfocus.com/document/doc

NSFOCUS Website: http:/fwww.nsfocus.com
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