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Preface

Scope
This document descri bfeld»S aNVHI3600ECc M dNXADENd u
HD2 70MDS M) in detail. It provides guidance
here may slightly differ from actual produc

Organization

Chapter Overview

1 Overview Describes ADS M briefly.

2 Web-based Manager Describes the login methahd layout of the webased manager.

3 System Management Describes how to perform system management and maintenance.

4 Traffic Monitoring Describes in detail the traffic and attacks monitored by the medrbyéces.

5 Reports Describes various types of reports and how to query these reports.

6 Logs Describes how to view device logs.

7 Region Management Describes how to configure device regions and region IP groups.

9 Device Management Describes device management, policy configuration, and abnormal {
detection.

10 Consolebased Systen| Describes menus of the console management interface.

Management

A Parameters Describes parameters of policy templates.

B Default Parameters Introduces default settings of ADS M.

Change History

Version Description

V4.5R90F04 : Updated the structure based on the new template.

Addedlicense expiration warning, web API logdusterGedP library, and
cluster NTI, etc.

Modified access policies and DDoS attabddrtrules.

Copy TrEi QNIBtFOCUS 1 V4. 5R9
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Conventions

Convention Description
Bold font Keywords, names of screen elements like buttons,-doom lists or fields, ang
userentered text appear in bold font.
Italic font Document titles, newar emphasized terms, and arguments for which you sy
values are in italic font.
\ Reminds users to take note.
A
Note
Q Indicates a tip to make your operations easier.
Tip
Indicates a situation in which you might perform an action that could res
A equipmen damage or loss of data.
Caution
Indicates a situation in which you might perform an action that could res
@ bodily injury.
Warning
A>B Indicates selection of menu options.

Technical Support

Har dware and Software Support

Emastupport @nsfocusgl obal . com

Cloud Mitigation Support

Emacl esuudpport @nsfocusgl obal . com
Phone:

USAH18 4878287 -©4MSHFIOCUS
UK+44 808 164 0673 or +44 808 164 ONSF

Aust #®lli : 8599 0673 or +61 2 8599 ONSF

Net her+I3@8/5d208 2673 or +31 85 208 2NSF

Brazbb: 13 4042 1673 or +55 13 4042 1NSF

Japad®i4 B8BB 73 o0-45BNISF3

Si ngatpbor e3158 3757

Hong K&®@®: 5803 2673 or +852 5803 2NSF
Mi ddl et 9F&B8st1:619 7607
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Documentation Feedback

For anyagdényg tédge usage of the documentatio

Emadiln-$§opport @nsfocus. com
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Overview
ADS M is used to perform centralized manage
mode and to genemoatie orresparrtasf.f iADS NnM operati
devices, collects traffic information and a
coll ected i nf ebransaetdi omma noang dvrdh. € e@wne tamea gveeelh t he
administrator, ciam aouwniffyi ednwaywuration file
then dispatch these files to ADS devices.
Copy TrEi QNIBtFOCUS 4 V4. 5R9
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2 Web-based Manager

This chapter mainly covers:
Section Description
Login Describes methods for logging in to the system.
Layout Describes the web pagggyout.
Other Operations Describehowto switch the language and reset the password.

2.1 Login

To Il og

i fb atsce dt hrea nvaegle r

tofe AdSstMepdol |l ow

Step 1 Make sure that your PC properly communicates with ADS M.

Step 2 Open a browser (for exampléhrome)and connect to the IP address of the management
interface of ADS M over HTTPS, for examptgpehttps://192.18.1.100in the address bar

After you

type

t Bet,asPe caudrdirteys sa |l aenrdt

Step 3 Click Advancedand therProceed to xxxx (unsafe)

The | ogin pageedfmdarmagevre babipewlres ,2 as
Figure2lLogi n page
= NSFOCUS
ADS Anti-DDoS System Management
I ADS M System v l;,.-zei'.aw»:‘ l Password l Login:_l
B=(Language ) v
Copy TrEi QNIBtFOCUS V4. 5R9
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https://192.168.1.100/

L
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Step 4 SelectADS M System type the correct user name and password, and theri_oligk or
pressEnter to log in to the welbbased manager.

During the first | ogin to ADS M tl
configurationowi zamd | agpeéar .0 t hen
\ |l ocality, system time zone, and sy
/) passwor dlet aiNSFOGLE A M Installa
Note - During the firlsdsddgman a e fituhdentwhents
passwohred,configuration wizard appe
password.

For the first togiwval iydul imuesnsé mpeffor e
|l ogin,-babhedwmbhnager abpipegwlres ,2 as shown i

Figure22Ho me page

AD A admin | ENGLISH v G About x Logout
s Livi]
Regi Device M Administrati
NET Traffic Monitoring Altack Events
Top Destination IP ::: PR Top Destination IPs (by Attack Peak Size) B Protocols Analysis P L
A a — A a P A a s v
RxTraffic  Dropped Traffic £
8a.11 5N —
a7om oM E—
86.4 1 seaM E—
2 2 1 -
The diata of this object cannat be displayed
2 2 1 -
2 2 1 -
24 24m 1 -
24 24m 1 -
24 24m 1 -
24 24 ! - @ uor TP @ ICMP
Attack Traffic Trend FYan 3 Attack Traffic Trend (Peak Size) A b Altack Type Distribution P 4
A a bps v A Q bes v A a e v
20¢C
10 '/
—— Tressm et shE e Az
0
0c
11:20 130 11:40 @ HTTPSFlood @ ICMPFlood @ CLDAP Amplification
Manual Strategy @ DNS Query Flood ACK Flood
Rx Traffic Passed Traffic @ Dropped Traffic @ HTTF Flood SYN Flood

- E-nd
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A

Caution

The browser you use must support J

You are advised to use Internet EX
di splay resolution to 128@sed70@bd
(such as MyhHdEn)andpavpexs may be disp

You must change the password i mmed
The system will return to the | ogi
the five tadabapéges Mwdndi utlbee i fngi not et
successful |l ogin. The system does

Traffic Nooninmaartierg how | ong you ste

For the first login, you must Folpw
tomport ,a sleiecesrsdeZiemrs e

2.2 Layout

Fi g u3seh o2ws

t he | abyaosuetd onia ntahgee rwe b

Figure23L ay out ebfa stende nmaenba ger

ADS L admin | FNGLISH v | @ About | % Logout
Livlj
Repot  log  Region  Device Management  Administration
Traffic Monitoring NET Traffic Mo
Top Destination IP H L Top Destination IPs (by Attack Peak Size) B 4 Protocols Analysis 92 4
A a bps ¥ A LY bps v Al LY bps v
Rx Traffic Dropped Traffic %
EIEEM Eé,aM I ’
8BOM S6.0M I
asw - - The data of this object cannet be displayed.
MM MM - -
28 -
25 -
25N -
25N 25 1 - @® uop TCP @ cmp
Attack Traffic Trend P Attack Traffic Trend (Peak Size) o Attack Type Distribution 9 L
A Q bps v Al q bps v A Q [
200G
" y
o
100G
1o 1so 1140 @ @ HTTFSFlood @ ICMFFlood @ CLDAF Amplification
@ Manual Stratsgy @ DNS Query Flood ACK Flood
Rx Traffic Passed Traffic @ Dropped Traffic @ HTTP Flood SYN Flood
£ Z ; ] £11:42 2020-03:02 CST|
Tabllde®cribes abaaesdomandge web
Table21We bpage | ayout
No. | Area Description
1 Menu bar Main menus of the system.
2 Quick access bar | Provides buttons for common operations on the-bafed manager.
A admin : enables you to modify yoimformation. See sectidh2.1User
Managementor details.

Copy TrEi QNIBtFOCUS
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No. | Area Description

EMGLISH  +: switches between languages.
B About @ displays product information of ADS M devices.
¥ Logout : logs you out of the system.

3 Work area Area where you can perforoonfigurations and operations and view data.

4 Status bar Displays the current system time and system status. Clicking in the left g
the status bar shows details of the CPU usage, memory usage, ar|
partition usage.

2.3 Other Operations

On t h-eawe manager, you can also switch the

Switching the Language

On the | ogi Figaly & ndhvoewnt hieh atuly ebanigtet on i-n t he
right corner Then all |l anguages &vagivkaebl2e
Click the desired | anguage. The interface |
selected

Figure24L anguage options

[ 3 an
EMGLISH

B (Language a

Resetting the Password

On the logi Figpgatlye cfflaocgko t i Rans stwheeridgbwwvecor ner .
t hReeset Ppagwpoprdype the correct userNexatme an
After shatemtoet omatically sends a |ink for
email address.

Only taémmusrerenabl e the password r
l ogin pagerdbs plPamgisywoa fdt e Re yRaus sewnoa
t hSeecur ity ajeet.t iFbgs how t o enabl 8.

\ Security Settings
4 - When you resetmube pwppewbhd, sgme e
Note you used to register. This email a

not receive the password resetting

The password resetting function a
(SMP) server. FoB. G Pi ISe,r veage. Coad

Copy TrEi QNIBtFOCUS 8 V4. 5R9
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System Management

This chapter descri bmas nt @wmtainte md n-BAd@sSeaéin tv i a

managemrainly including:
Section Description
Local Settings Describes the basic configurations of ADS M.
User and Audit Describes how to perform ADS M user management, security set
authentication configuration as well as how to view audit logs.
Third-Party Interface Describes the thirgharty interface configuration.
Diagnosis Describes methods to diagnose ADS M faults.

3.1 Local Settings

This section describes. basic configurations

3.1.1Basic Settings

Choofsdemi ni stration > Secahsgshtivrggire> BBasi ¢
Basic pagti dgspl ays basic sys—h?ttemn eaiformae i @
| D, systemetvere, &AT® default system | anguag:
the system uniquely.

Figure31Basi c system information

Basic Settings x & @

Shutdown | | Reboot System | |BRestart Service | |Export Configurstion | | Import Configuration

System ID 678E-E1FB-1709-B7F8

Device ID &
System Time 2021-05-14 16:57:42 &
System Time Zone (GMT+8:00) Chongging,Harbin Kashgar, Shanghai,Urumgi 2
NTP Server 1.pool.ntp.org & &
Web Service Port 443 By
Detection Mode NTA &
Default Sysiem Language | Chinese Er
Sound Alert Close &
Region Chinese mainland g
Managed Device Access Open =
HTTP Host Check Close B

Copy TrEi QNIBtFOCUS 9 V4. 5R9
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Tabllde3cr i bdke ss ydsetteam lienf or mati on.

Table3lBasi c system information

Parameter Description

System ID Hardware ID of ADS M.

Device ID Name of ADS M.

System Time Current system time, in the format of 260227 17:07:07.

Changing the system time may cause a lossedfin data. Therefore, yd
must perform this operation with caution.

System Time Zone

Time zone of the system time.

When daylight saving time (DST) is used, the page will prompts a mes
indicating that the clock is automatically adjusted baseith@DST.

NTP Server

IP address of the server with which ADS M synchronizes time.

If NTP Exception Alert is turned on, once the NTP server becomes fa
the system triggers an alert and generates a running alert log. For deta
section3.1.8Performance Alert Configuration of Managed Devices

Web Service Port

Port via which you log in to the wetlased manager of ADS M. The pq
number can b80, 443 or any integer from 10000 to 65534. Assume that
IP address of ADS M ihkttps://192.168.1.100f the port number is change
to 80, you need to typéttps://192.168.1.100:80n the address bar of th
browser.

\,

Note

Changing the web serbbasedpomana
M to restart. | f the Padretpdloyi &

Detection Mode

Detection mode adopted by the system.

The default vala isNTA, indicating that ADS M coordinates with NTA f
traffic analysis. If there is no NTA, the default valudisne, indicating that
NTA coordination is unavailable.

Default System Language

Default language used by the system to save audit logs.

The webbased manager supports b@hinese and English. The default
language i€nglish.

The new default language takes effect only after the system is restarted

Sound Alert

Controls whether to enable sound alerting.

After sound alerting is enabled, thgstem makes a sound and displays an
reminder box when either of the following conditions is met:

An attack alert or link status alert is generated by ADS.

A traffic alert is generated by NTA.

For details about the sound alerting function, see sedtibit Generating
Sound Alerts

Region

Country/Region where the device is used.

Managed Device Access

Enabled by default, indicating that you can directly access the manageg
and/or NTA devices via ADS M. If this is disabled, you canmcess any
managed devices via ADS M.

HTTP Host Check

Controls whether to enable the HTTP host check. This function is disabl
default. If the check is enabled, only interface IP addresses dyetihvrk

Copy TrEi QNIBtFOCUS
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Parameter Description

Settingspage are used for wdiased manageme

I n addition to adjusting basic system param
operations:
Shut down t h®hwstydidoema:h u€l idokwvn ADS M.
Reboot t he Reyotod mtSoyGitéelmiot ADS M.

Restart systd®Rkmstanrvi GCeswisChrtksystem seryv
(includi-mgs ¢dh emavemdbger and engine) of ADS |
change the default | anguage, the system a

Export confilgeEsxato@ldi cCko nafnidg usrealteicotn conf i gur
t o be ex pEoxrptoerdt iCno ndf hi agluorga tbi dBxin gsu. cewa® Ki cnk
to save the configuration file to a | ocal

Figure32Ex porting configurations

Export Configuration 8

Select configurations to be exported.

ADS

MNTA

Falicy Template
Region

License

SNMP & Syslog
Data Export
Paortal

SMTP Server
User

Mail Report Settings
Performance Alert

HA Configuration
Ok Cancel
\ The configuration files wildl be exp¢«
Note and can be used for backup or i mport
| mpoaadanfai guration file
Cl ilemkpor t Conand uupalta aoddpd ofaidl eCoinnf idghuarlaotgi o n
box s hhiwhu3ten Joverwrite the original confi
reconfigures ADS devices, NTA devices, an

Copy TrEi QNIBtFOCUS 11 V4. 5R9
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Figure33Up |l oad Configuration File dialog box

Upload Configuration File | X |

Choose File | No file chosen

OK Cancel
The i mportedidaenftiakwersateifdrect only
§ - Certificates may be necessary to
4 devices have different certificate

Note - The imported configureatomningifdadfleoow
operation with caution.

3.1.2License

After an ADS M device is installed, you nee

Choofsdemi ni strati on i deofumdl h®epndsges (Cholpisek Fi | e
to select a | icémbsaetodi mpoanhdat heneobeckAfte
Li cepnasgee di splays the | i dcaeamgud ei Bf or mati on, a

Figure 34L i c prage

License x

License Registration Information ~

License No. 678E-E1F6-1709-B7F8
Licensed to NTA25567

Cleaning Capacity No limit

Authorization Module IPv6

Portal Available

Intelligent Protection Available

License Type Trial License

Start Date 2021-04-16

End Date 2021-05-18

Authentication Mode Cloud authentication

License Update: | Choose File | No file chosen Update
License Download: |Download

Cloud Authorization ~

Authorization Status Authorized
Address of Authorization Center ‘ auth.api nsfocus.com v
Save
Tabl2de3cribes |icense parameters.

Copy TrEi QNIBtFOCUS 12 V4. 5R9
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Table32Li cense parameters
Parameter Description
License No. License number of the current ADS M.
Licensed to Customer that is authorized to use this system.

Cleaning Capacity

Maximum bandwidth allowed for traffic cleaniniyo limit indicates no limit to
the maximum bandwidth.

S,

Note

This parameter is available onl\y

Number of Monitored
Devices

Maximum number of ADS devices that canrbenitored by the current ADS M

Authorization Module

Whether the IPv6 module is available.

Intelligent Protection

Whether intelligent protection is available.

Portal

Whether ADS Portal is available.

License Type

License type, which may biial or Paid.

Start Date Start date of the license validity, which is usually the production date of the c
license.
End Date End date of the license validity. If a trial license expires, ADS M can be upg

but no longr collects data of ADS devices under it. That is, ADS M loseg
protection function. If a paid license expires, ADS M still works but canng
upgraded.

Authentication Mode

Authentication mode, which can be local authentication or cloud authentical

This parameter is available only for AB&-VM. Meanwhile, ADSM-VM can
be used only after it is authenticated locally or connected to the cloud author
center.

Ukey Hash

Hash of the USB flash drive inserted into host the device where the sofify|
the locally authenticated device runs.

Authoriz | Local
ation
Status

Local authorization status of the device. If local authentication is config
ADS-M-VM, upon startup, sends authentication requests to the USB flash
inserted to it. Théocal authorization status can be either of the following:

Aut hor i Elkeed device is authorized

Unaut horThedsystem cannot be wup
addition, region configuration,

Cloud

Cloud authorization status. After you configure the address of the ¢
authorization center, AD#-VM, upon startup, sends authentication request
the cloud.

Copy TrEi QNIBtFOCUS
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Parameter Description

Aut horikzedicates that the addre
correct a nido nt hteo ctomemecltoud i s p
device is available for use.
Of fti ha the authorized state, i f
typed, the aut hoOfifzlaitA e no fsftlaitnues
functions except system upgrade
period, t h e udneavuitcheo reinzteedr ss ttahtee .
Unaut horiThedsystem cannot be wup
addition, region configuration,
Aut hent i c a:itTihoen dfeaviilcuer epr ovi des 3§
upgrade within BOryagb.tleopet he
unauthorized state.

During its operation, ADS/-VM periodically sends authentication requestg

the cloud to stay connected to the cloud.

Port Port for local authentication.

Make sure that ADS M has the satoeal authentication port as ADS or NT|
collaborating with it.

Cloud Authorization| After you configure the address of the cloud authorization center-MB8J,
Status upon startup, sends authentication requests to the cloud.

Aut horizerdi cabnddr eéedhatoft hehe cl o
correct and the connection to t
device is available for wuse.

Of fti ha the authorized state, i f
typed, thestaatt hoOfifzllinAeotnof f 1 i ne
functions except system upgrade

period, the device enters the un
Unaut horThedsystem cannot be wup
adadint,i region configuration, or f

Aut hent i c a:itTihoen dfeaviilcuer epr ovi des 3§
upgrade within 30 days. Upon t hg
unauthorized state.

During its operation, AD31-VM periodically sends authentication requests
the cloud to stay connected t@tbloud.

Address of| URL of the cloud authorization server.

Authorization Center For use on the Chinese mainland, chaasth.api.nsfocus.com

For use in other countries and regions, ch@agh.nsfocusglobal.com

The system di splays a warning when t
during which you wil!/l n o tM pbreo preeoniiilyrod
\ timely import a new |icense as promg
4 For a for mal l'icenskicewns @i axpior dsa
Note the firsdu wadnhi mgsoYreceive the wa
For a trial l'icense, within seven
the first warning.
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3.1.3System Upgrade

You

caal maniumport tdreaAddfidBad feo g e dgeptnth@e sy st e m,
as foll

ows to avoid possible update failure

Contact NSFOCUS teanc hanp pclail ¢ ashulpep ourpg.rfaode pac
Make sure that wdwr pmrckdwget mat ches

Go tbhitpmyge to check whether the Il icense

Check whether configuration fil esDatnal dat
St ompage to back up them.

To upgrade ADS M, follow these steps:
Step 1 ChooseAdministration > Local Settings > System Upgrade
Step 2 Click Browseto select an upgrade package file.
Step 3 Click Upload.
After the upgrade package i-seluptit oddiedf ot mat |

to confir m.

Figure35Upgrade confirmati on

|Administration » System Upgrade

System Upgrade x O o
LSourcE versTon]

V4. 5RI0FO1SPO3 through V4. ERSOFO1SPOS
[Target Version]
V4. B6RI0F02
[Matching Versions of Collaborative Devices]
ADS versions for collaboration:
V4.5.85.15. sp13 through V4.5.88. 15. sp15
¥4.ER39F03 through V4. GRB9FO3SPO3
V4. 5RI0FO0 through V4. SRIOFOOSPOE
V4. 5RI0FO1 through V4. ERIOFOISPOS
V4. SRIOFO2
ADS versions the adaptation applies to (other versions do not support ADS N s management of their region security):
V4. 5R90F0O2
HTA versions for collaboration:
V4.ERB9F03 through V4. SRBIFOISPO2
V4.5RI0FO0 through V4. SRIOFOOSPOS
¥4.5R90F01 through V4. SRI0FO1SPO6
V4. ERI0F0O2
NTA versions the adaptation applies to (other versions do not support ADS N s management of their region security):
V4. GRO0F02
[Hex Functions]
1. The system time on NTA can be in synchronization with that on ADS M.

2. A port can be specified for ADS M to collaborate with NTA or ADS

w

. The status of the NIP service is put under monitoring.

S

Static routes can be configured now

@

. The custom—permission user group is added to allow the configuration of users with custom permissions.

Step 4 Click Confirm Upgrade.

Thne t he upgrade pmpgoceaaddcs. therisrygttelme di spl ay
how much of the task has been completed.

Copy TrEi QNIBtFOCUS 15 V4. 5R9
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Step 5 After the upgrade is complete, cli@ in the dialog box, which prompts that the system
service will be rebooted.

If the system does cncoes sp,r owrgpitt tahbeo wtp g andien wstu
wi || automatically restart

Step 6 Click & in theOperation column of the upgrade package in tegrade History list to
view information about the new version.

- -E-n-d
3.1.4Data Storage
Cho®dgeni ni stbroactadtoinG®@sta Storapgkkat & hFpadgage

Figure36Dat a Ptagreage

Data Management Service
& Running

Storage Policy

Type Granularity Storage Time Cperation
Snapshot Data 30 x Second 3% Hour £
& min Data 5 x minutes 30 x Day [E73
Hour Data 1% Hour 12 % Week £
3 hours Data 3 % Hour 6 x Month [E73
Day Data 1x Day 3 x Year &
Month Data 1% Manth No £
Year Data 1% Year No £

Minimum Data Merging Threshold
Type Threshold

Operation
Traffic 0 pps [E-3
Table Space Usage
Table Space Size Usage Operation
Historical Trafic Data 761.0G 1% Clear
Attack Event Data 264 2G 1% Tome
Device Log Data 158.5G 1% lear
Data Backup and Restore
Database Backup Service  Configuration Backup Service  FTP Server Rsync Server Operation
@ Running ® Running 10.66.250.177 10.66.250.177 £
Restore Datahase Restore Configuration

You can perform the DatdoSgiagwagyper ati ons on

View the data management service status.

I n Dahtea Managenmerneta,Seyrovui ccean check whether
service is running or has stopped running

., Edit data storage policies.

I n SthoeragaarReaablﬁ’ciyrk Qpheer acdlommn t o edit the
of the corresponding data type.
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| f the st@®rdge itnidme aites that there
Caution addition, the systodaadwt dmatai.cal |

Edit the minimum data merging threshol d.

I n Mihnei mum Dat a Meragierag—"?'lahrri@swe&atdlnumn t o
edit the minimum data merging threshol d.
wi || be ignored during the merging.

View the table space usage.

| n Ttahbel e Spacealsypea can view the space USs
attack event data, and device |l oglidaka as
Cl eiar Qpheer acdlonmn t o del ete the table spac:eé

Manage data backup and restoration.
i Modify the backup configuration.

| n DOahtea Backupaa,lediclﬁ’leicsrk Qipheer acdlounmn t o edi
the backup configuratFogute B8Bhe dialog b

Figure37Modi f ybagkapmeconfiguration

Modify Backup Configuration I__

Data Backup Type [ Database Backup [l Configuration Backup

FTP Server Configuration

Server IP | |

Usernames | |

Password | |

Rsync Server Configuration

Server IP | |

Usernams | |

Password | |

OK Cancel

Select the data backup type and configure p

\ Fobata Backup fCyméliygur atiien skdekupd
4 configure the BRatyabaseir®ax&lugdt eoch,l yy
Note both the FTP server and the Rsync sce

i Restore the database.
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| n Dahtea Backup aa,mdchrbessthkoorree Dalt b atslkee t ab |
restore the database information backed
i Apply the backup file for restoration.
I n Dahtea Backup aamddchRbesstkoorree Comé li gwr talh € otna
to restore t he kceadn fuipg wrna ttihoen sfeirlveesr btaoc t |
ADS M configuration is backed up to the
3.1.5Network Settings
ADS M supports both I Pv4d and | Pvée configura

and statiectrounsesesThebkeohlowwitongcs®
settings respectively.

gat eway,
net wor k

3.1.5.1Configuring IPv4 Network Settings

I nterface Addresses of ADS NX3-M1600E and ADS-M NX3-HD2700

Fi gu8sehod3ws t he ADS® nMXKIIBDMWeEl. of

Figure38Fr ont paneM1600ADS NX3

()
©
©
©
©

‘|"|’°

i nterf acevwl 6000 Et.he

Tabl3del3cribes the front p

Table33Fr ont panel-M1lo6f0 OABDS NX3

W M: management porl Y H: management por| § Serial port (RJ45) | Y USB port

Z ResetLED 7z Power LED Z Status LED z System LED

Z Working port: GE| 2 Working port: GE
electrical (RJ45) optical (SFP)

Electrical ports are, fron
left to right, referred to
as S11, S12, St3, and
S1-4 on the wekbased
manager.

Optical ports are, fron
left to right, referred tg
as S21, S22, S23, and
S24 on the wekbased
manager.

Copy TrEi QNIBtFOCUS
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Figure 39F r on't

t he

p a-Me NXH&Df2 70MS

fr-in tNX3a2n7e0 0 .o f
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ADS

W Power LED Y System LED § Status LED

Y Serial port (RJ45) Z USB port z M: management port

Z Hot standby port z Expansion slot Z Monitor

Z HDD caddy T T
ADS NWKIB60OE's network ports include M (1000N
and four 1000M optical ports, whodetienmdiacat
Tymeol umnl Bn4d4t AgdgesAadindieri strati on MNetLwaral
Set tdfn gtshbea sweedo manager. These 1000M electric
(right) are respdcgt-254-83 S 1-¥5223F 236§ @ at-dod caBs2 S 1
this. page

Figure 310ADS NWL36 010 EPv 4

addr ess

configuration

IPv4 Address Pv6 Address
Interface Address Configuration ~
Interface Type IP Address Metmask Operation
& ethl M 192.165.1.100 255.255.255.0 [€5)
() 10.66.250.182 255.255.255.0 @)
& ethl H
& eth? 511
.!.‘
& ethl 51-2
.!.
& ethd 51-3
®
& eth 514
.!.‘
& ethé 5241
& eth? 52-2
.!.‘
& ethd 52-3
.!.
& ethg 52-4
®
Route Configuration ~
Default Gateway Operation Add
10.66.250.254 B
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Thienterface LED on the | eft of the interf aceé
this interface.
0. indicates that the network connection ¢

LR indicates that the network connection

. C
Though tcheegderwatcecl early specify roles of pc
configuration and management purposes and o

Each interface can have two | P addresses. I

t o cuwrnef itghe | Pv4 address and subnet mask for

To unbind the | P add®eisrs Qpheer md @lonnimt er f ace,
A I f the I P address of a management ir

Caution we-based manager of ADS M

On the inffemgith@ed Finekxti t o an interface to c
address and other parameFiegsr#® 08 this inter

Figure 311ADS NWKL36 0iCCBOB nf i guring an | Pv4d interface

Add IP | X

Network Adapter |eth 0

IP Address |

Metmask |

|
|
|
Default Gateway | |{"|:| ptional)

OK

Tabldde3 cri bes parameters for configuring an

Table34Par ameters for configuring an | Pv4 inter

Parameter Description

Network Adapter Management interface or expansiaterface of ADS M

IP Address IP address of ADS M, which should be an IPv4 address here
Netmask Subnet mask of the IPv4 address of ADS M
Default Gateway IP address of the network gateway of the subnet where ADS M is on

Copy TrEi QNIBtFOCUS 20 V4. 5R9
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Default Gateway

Step 1

Step 2

Static Route

Q After you change the | P address of t
Tip be unaJvai ltdhh eogas e, toet he system fr
To configure the I Pv4d default gateway, foll

In theRoute Configuration area of the page shownHigure 310, click & in the
Operation column.

In the Edit Default Gateway dialog box, type an IPv4 ddess and clicloK.

Figure 312Conf i guring the default gateway

Edit Default Gateway X |
Default Gateway 10 66.250.254

Ok

- -E-n-d

A static rmauntuealilsy ac ornofuitgeur ed by t he adminis
s masiclal e networks thatAsdetmdt cchhadamndescaecmaaman
net work changes, the administrator must man
changes.

Chosadmi ni stlrcactalonSélet wegkt.i mgRschuet e Configur a
area |loPfv 4 hAgd d g e shAsdcd nakokn f i gur e parameters i n t
appears.

Tabltbdel3cri bes parameters for creating a sta

Table35Par amet ers for creating a static route

Parameter Description

Target IPv4 address and netmask of the destination host, used to identify the des
address or network of IP packets.
S,
Note

I f you are configuring a static r
the netmask to a prefix I ength, s

Gateway or Next| Specifies the gateway for the static route, usually, the IBcaddress of the nekiop
Hop IP device.

Interface Specifies the egress interface of the static route.
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Parameter Description

If the interface goes Down, the system automatically switches to interface ethQ

3.1.5.2Configuring IPv6 Network Settings

I nterface Addresses of ADS NX3-M1600E and ADS-M NX3-HD2700

On Néeewor k pSeg & iiiqngs®e Al Rwtk Addrepen the | Pveé6
configuratRhioqul@Bagx. See

Figure 3131 Pv6 address configuration

On the inffemgithged Tinekxti t o an interface to c
address and other parRinpuleer s3 for this inter

Figure314Conf i guring an | Pv6e interface address

Add IP (X
Metwork Adapter  |atho
IF Address

FPrefiz Length

Default Gateway (*optional)
Ok
Tabléde3cri bes | Pv6 network parameters.
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Table36Par ameters for configuring an interface

Parameter Description

Network Adapter | Management interface or expansion interface of ADS M

IP Address Specifies the IP address of ADS M, which should be an IPv6 address here

Prefix Length Prefix length of the IPv6 address

Default Gateway IP address of the network gateway of the subnet where ADS M is on

i After you changemanhag e nPe matd dir retsesr fod c &
Tip be unavail abHeg lim tthoi st hcea ssey,s treem f r
Default Gateway
To configure the I Pv6e default gateway, foll

Step 1 In theRoute Configuration area of the page shownhigure 313, click & in the
Operation column.

Step 2 In theEdit Default Gateway dialog box, type an IPv6 address and clik.

Figure 315Conf i guring the default gateway

Edit Default Gateway x|
Default Gateway 675
Ok
- -E-n-d
Static Route
To configure an | Pv6 static route, follow t

Step 1 In theRoute Configuration area of the page shownkigure 313, click Add.

Step 2 In theAdd Static Routedialog box, configure parameters.
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Figure 316Cr eating a static route

Add Static Route [ |
Target

Gateway or Mext-
Hop IP

Interface auto i

OK

Tabtlt7rdel3cri bes parameters for creating a

st a

Table37Par ameters for creating a static route

Parameter Description

Target IPv6 address and prefix of the destination host, used to identify the desti
address or network of IPackets.

Gateway or Next| Specifies the gateway for the static route, usually, the local IP address of th
Hop IP hop device.

Interface Specifies the egress interface of the static route.

If the interface goes Down, the systamtomatically switches to interface ethO.

Step 3 Click OK.

- -E-n-d

3.1.6DNS Server
As an essenti al and fundament al service
bet ween host domain names and | P addres
AD 3.

Cho®dgeni ni stlroactalo nSONSi 5¢g oV @rp2MS t Sigpravgesr.
this page, type the I P address (twoanldP
cl iSal e

Figure 317DNS Server page

DNS Server x

Server 1 119.6.5.6

Server 2

Save
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3.1.7HA Configuration

Currently, ADSaMystuemohots baekwdp function, v
master device and the other as the sl ave de
traffic and synchronize¢s meeattabeaast tionftdhremast
only a Vwiac&kugandiedoes not handle services. | f
wi | | take over all the services and traffic
continuity to the maximum extent possible.

Routes must be r eachamlde sHh eatvvee ArD St Ve dmavrs tc e s
are connected via their heartbeat interface
heartbeat informatiFogud&dhDIovsn fai gu rmptl ieo t ofpioll

Figure318Topol ogy for HA

Master Device

Heartbeat

Heartbeat
Link

Slave Device

188

Server
Configuring HA
During -styhset edrmallot backup depl oyment, you mus
master and sl ave devliO.e30 if fi @rurd entga iNlet ,wog &ke S
Configure the heartbeat interfaces (manag
The heartbeat i ntmarsftecedearn € eugs®d sfyomrc htr loen

to the sl ave device.
Routes must be reachabl e between heartbea
Configure other communication interfaces.

After the interface cpatféempbbakiuapnfurantaibdére a:
HA parameters by performing the foll owing s
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Step 1 ChooseAdministration > Local Settings > HA Configuration.

Step 2 Set HA parameters undelA Configuration .

Figure 319HA Conf i gurati on page
Administration » HA Configuration
HA Configuration J)
HA Status
Work Status Stop
Peer Heartbeat & Missing
HA Configuration
Enable HA @VYes ()No
HA Role @Master ()Slave
Local IP 192.168.1.100 v Peer IP [
Communication Port
iy
Interval (Second)
Detection Time Multiplier
Real-time Status Sync @Yes (O)No
HA Sync File Configuration
Monitoring Network Address Monitoring Config @Yes (ONo
ADS Device Configuration @Yes ()No NTA Device Configuration ®ves ONo
Security Protection
Policy Template @®Yes (ONo
Region Region Configuration @Yes (ONo
System Time Zone @Yes ()No NTP Server ®ves ONo
Detection Mode @®Yes (ONo SNMP Configuration ®ves ONo
Default System Language @Yes (O)No Syslog Configuration ®ves ONo
Data Storage @Yes ()No Data Export Configuration ®yves ONo
Administration - ~ ~
Performance Alert Config of Managed Devices @®Yes ()No Mail Report Settings ®ves ONo
User Management @®Yes (ONo SMTP Server Configuration ®ves ONo
Security Settings @Yes ()No Portal Configuration ®ves ONo
Authentication Configuration @®Yes (ONo
Save
TablBde3cribes HA parameters.
Table38HA par ameters
Parameter Description
Enable HA Controls whether to enable the HA function.
Ye:s indicates that the HA functio
No indicatdsantchatonthe KHAsabl ed.
HA Role Role played by this device in dusystem hot backup mode.
Masteindicates that this device
handle services i mmediately afte
failover.
Sl aveindicates that this device
enabl ed, the slave device stays
until a failover.
CopyrEi (NIBt(FOCUS 26 V4. 5R9
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Parameter Description

Local IP IP address of the heartbeat interface of the current device. It canPedaor IPv6
address. This IP address can be the IP address of a management interface.

Peer IP IP address of the heartbeat interface of the peer device. It can be an IPv4

address. This IP address can be the IP address of a management interface.

S,

Note

Routes must be reachable between

devices.

Communication Por

Port used by the device for communication with the peer.

S,

Note

The master
port.

and sl ave devices mus

Heartbeat Synd
Interval (Second)

Interval for the device to synchronize keepalive messages to the peer device

S,

Note

The heartbeat synchronization in
should be as close as pessiabl ésh
the master and sl ave devices, t h
slave device will automatically

Detection Time

Multiplier

Multiple of the heartbeat synchronization interval. Thisgmeter, together wit
Heartbeat Sync Interval (Second) determines whether the keepalive mesg
times out. If the keepalive message from the peer is not detected within the sp
period, this message is considered expired.

After an HA connection igstablished between the master and slave device
detection time multiple on the slave device will be automatically synchronized
that on the master device.

RealTime Status

Sync

Whether to enable reéime status synchronization.

RealTime StatusSyncshould be enabled on both the master and slave deviq
that files can be synchronized between the two devices. After an HA conneg
established between the master and slave devices, thedinrealstatus|
synchronization setting on the slavevide will be automatically synchronized
that on the master device.

Step 3 In theHA Sync File Configuration area select configuration files that need to be
synchronized between the master and slave devices.

Step 4 Click Saveto save the settings.

- -E-n-d

Viewing HA Status

After HA is enabled, the HA working BAatus .

Stasheswhi gwr® TBhe working status can be one

., Act:i viendi cates that the current device wor
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St andbiyndi cates that the current device wo
Eror indicates that the HA function is abn
Stopindicates that the HA function is dis:

The peer heartbeat status can be either of

Nor mali ndi cates t hat rtelcee i ovier rheeratr t bheevait c anecs &

The communication is nor mal
Mi ssingghdicates that the current device ca
peer. The communication is abnor mal

3.1.8Performance Alert Configuration of Managed Devices

Step 1

Step 2

On PbBEormance Al ert Conpiageof yManagedsbPevibd
memory usage threshol ds cORrU/eMepnoonrdyi nAg etrot al
Configuration

Gl oladal ows you to set alert thresholds for
itsellfl admedviaces under ADS M.

AD&l |l ows you to set alert thresholds for
devices under ADS M.
NTAll ows you to set alert thresholds for
devices under ADS M.

After settingoaleamn vhewshhbédstatus of CPU
Device Mamiewnadleranfigioing t ori ng. >FOvedet advl 5,5 s e
Vi ewing the System Status Bar

Undefrf ITi mehr esholodu can eseholtdhef ai meritdpger i ng

alerts. When a device under ADS M remains o
device offline alert is generated and sent

should be comploet e@dlianeadcvamdc @ gbyBhibgdgn, see
3. Mad4l Alert Settings

UndeTP Running Al ert, Lyau Coarf irgruartegt dadNelrrPt ir rug
|l ogging. After this is enabled, ADS M trigg:t

the NTP server works improperly. When the N
related message will be | ogged.
To configureal egretr foegtmaincges, foll ow these ster

ChooseAdministration > Local Settings > Performance Alert Config of Managed
Devices

Set CPU and memory alert thresholds and the offline alert threshold, and enable or disable the
NTP running alert log.
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Figure 320Per f or nratn cGo MAflieg of Managed Devices page

Performance Alert Config of Managed Devices x @ @

CPU/Memory Alert Configuration

Globzl CPU Alert Threshold High = |90 v | % Medium > |60 ¥ | % Lz:;v} %
Memory Alert Threshold High = |90 v | % Medium > |60 ¥ | % Lg:; '> o
b
ADS #) Global Custom
NTA #) Global Custom

Save
Offline Time Threshold

Offline Time 5 ¥ minutes

Save

NTP Running Alert Log Configuration
NTP Exception Alert Open v

Save

Step 3 Click Save
- -E-n-d

3.1.9Local Performance Alert Configuration

To configure | ocal performance alert thresh
Step 1 ChooseAdministration > Local Settings > Local Performance Alert Config

Step 2 Configureparameters.

Figure321Local performance alert configuration

Administration » Local Performance Alert Config
Local Performance Alert Config

Local Performance Alert Thresholds ~
CPU Usage 80 %
Memory Usage 80 %
Disk Usage 80 %
CPU Temperature 80 °C
Mainboard Temperature 70 °C
Fan Status Alert v

Save

TablOde3cri bes parameters on this page.
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Table39Local performance alert parameters
Parameter Description
CPU Usage Specifies the percentage of CPU usage that will trigger an alert.

Memory Usage Specifies the percentage of memory usage that will trigger an alert.

Disk Usage Specifies the percentage of disk usage that will trigger an alert.

CPUTemperature Specifies the temperature of the CPU that will trigger an alert.

Mainboard Temperaturg Specifies the temperature of the motherboard that will trigger an alert.

Fan Status Alert Controls whether to turn the fan switch on. If it is turned onalart will be
triggered when a fan fails.

Step 3 Click Save

Realtime system performance parameters are displayed in the system status bar. For detalils,
see sectiod.1.5Viewing the System Status Bar

If any of the performance thresholds is exceeded, the system will report an alert and log an
alert message.

- -En d

3.1.10Management Interface Access Control

The management interface access control i s
di sabled via the consol e After source | P a
management interface, thosteabegMasdvhDeRehesp evd
web, Telnet, or ping. I n addition, the syst
which ADS M connect s, such as NSFOCUS Cloud
access from these | P addresses

3.1.10.1Creating a M anagement Interface Access Control Rule
To create a management interface access coni

Step 1 ChooseSystem > Local Settings > Management Interface Access Control

Figure 322Management | nterface Access Control pag

Management Interface Access Control x o)

Management Interface Control Rules

No. Source IP Source Subnet Mask Access Control Operation

1 1111 255.255.253.255 Enable & 0 ®

2 119.6.6.6 255.255.255.255 Enable ZxH®®
3 120.100.2.2 255.255.255.255 Enable FE®

Management Interface Access Control State ® Enable Disable

Default Rule Allow external access ¥

Step 2 Click Add and set parameters.
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Figure323Cr eating a management interface access

Create Access Control Rule |

[tem Value

Source IP | |
Source Subnet | (555 755,255,255 |
Mask

Access Control @ Allow C Forbid

oK Cancel

Tablldle3scri bes parameters for cocefisgeoinbhgod

Table310Par ameters for creating a management i nt
Parameter Description
Source IP Specifies a source IP address/segment that is allowed or forbidden to acce

M. Only IPv4 is supported.

Source Subnet Masl Specifies the subnet mask of the source IP address/segment.

Access Control - Allow: allows the specified IP address/segment to access ADS M.
Forbid: forbids the specified IP address/segment to access ADS M.

Step 3 Click OK.
A new managemeoaéessntentfanok rule is thus cre.
Step 4 Edit the management interface access control function.

Tablede3dsscri bes parameters of for controlling
function

Table311Par ameters for controlling the managemer
Parameter Description
Management - Enabl enables the function.
Interface Accesy - Di sabldé sables the function.
Control State
Default Rule - Al'l ow extermdl owscany | P address
in management interfacAD8&cbdess c(¢
Deny externfadr micege®sany | P address
in management interface access cd
i s selected, only | P addresses a

contraolanr mlcesess ADS M.

Step 5 After completing the configuration, clickaveto save the settings.
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- -En d
3.1.10.2Changing the Rule Match Sequence

When there is more than one management 1inte

matched first and, i f it is a hit, no other

sequence of rules to changki ¢gu2ed rd3%ioci® rity.

i n Qpheer addlommn of a rule to move it up or do
3.1.10.3Editing a Management Interface Access Control Rule

You cgmreadnett er settings of a management i nt

configured. To do that, follow these steps:

Step 1 On the page shown kigure 322, click = in theOperation column of a rule.
Step 2 Edit parameter settings and then cl@K to save the changes and return to the rulpdige.

- -En d

3.1.10.4Deleting a Management Interface Access Control Rule

On the paBiegsehd wl®iiotk Qpheer acddlonmn of a rul e a

OKin the confirmation dialog box to delete

3.1.11SSL Certificate Replacement

The systemnh&sSlLaclkuitliti cate, which can be r
To replatce ©SI&¢ bertificate, follow these st
Step 1 ChooseAdministration > Local Settings> SSL Certificate Replacement

Step 2 Type the correct password if a password is sehfprivate key of the SSL certificate to be
imported; otherwise, leave it empty.

Step 3 Browse respectively to the SSL certificate file and private key file and therQgbiek.
Step 4 Click Replace
After the certificate is reaeplixaadd,y.t he web

- -E-n-d

3.2 User and Audit

This section describes how to perform ADS M
authentication configuration as well as how

3.2.1User Management

Chodadléeser Manpgegmedi splays all current wuser
admisa displayed.
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Ma n gggee ment
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Administration » User Management

User Management

Username

Status

Acccess Key | Description

Email

User Group

J o

Add User

Operation

admin [] [] System Administrator
Tabllele3sscri bes APS B®ndséhegrowmespective per
Table 312ADS M user groups and their respective
User Group Permission
System administrator| Has all permissions for system management.
Device configurationl Has permissions for managing devicenfigurations and viewing syste
administrator monitoring information.
Region administrator | Has permissions for configuring regions and viewing system monitg
information.
Audit user Has permissions for viewing audit logs.
Custom access user | Has permissions assigned é&gmin.
Creating a User
Onl y taeahdemcussrercreate system administrators.
device configuration administrators, region
To create a user, follow these steps:
Step 1 Click Add Userin the uppertright corner of théJser Managementpage.
Step 2 Set parameters the Add dialog box
Copy TrEi QNIBtFOCUS 33 V4. 5R9
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ting a user

Add

Username
Fassword

Confirm Password
Email

Description

User Group

Custom
Permissions

Access Key

Custom access user ¥

Log ' Region

Device Management! ' Administration
Enable

(8] 4 Cancel

Table313Par ameters for creating a user
Parameter Description
Username Specifies the user name.
The user name must be 4 to@@racters and cannot contain invalid characters
as the tab character, carriage ret¥®nspace, vertical baf)(slash (/), angle brack
(<, or >), quotation mark (" or *), and semicolon (;).
Password Specifies the password.

The minimum length and strength of the password can be configured
Administration > User and Audit > Security Settings

Confirm Password

Password confirmation.
The password you type here must be the same as the one you typagsiword

Email A valid email address of the user. This parameter is optional.
Description Brief description of this user. This parameter is optional.
User Group User role. Differentales have different operation permissions. The custom a

user's permissions dependausmin's further selection of accessible modules.

Custom Permission

Specifies one or more modules accessible to the custom access user. No matt
modules aredected, Traffic Monitoring and Report modules are available only
statistics viewing by default.

Access Key

Used for accessing the web API of ADS M. For details about configuration
web API,contact NSFOCUS technical support.

If this option is enabled, the user can view his or her own access key in the
access bar in the uppeght corner of the welbased manager; if it is disabled, t
user will have no access to traffic data. In other words, Traffic Monitoring
Report modules will not display any data.

Copy TrEi QNIBtFOCUS

34 V4. 5R9



NSFOCUS NSFOCUS ADB&®rM(d

Step 3 Click OK.
- -E-n-d

Modifying User Information

Onl yadmand ot her systaem mddi hystnhoomati on
users can only modify their own information

On Uker Manpgegmeilitiln Qpheer addlommn of a user toc
information of this wuser. Note that the use

system adarmiinytoruatnered t o |aodgmai nnd {22 thken syst
the quick acceadgg hldarcoirgreetrhe fupgper pa

Deleting a User
Onl y teahdemamsdkrot her system administrators can

On the wuse®iniQpheer ag tiiombin t o del ete a user.
admi niadmcaatnonrot be del et ed.

Disabling a User
Only tahcemaumgrher system administrators can d

By default, new useérnatasemanalsl & sphhgkrei as

l i st ,® chiCpkeer addlommn to disable a uséed. Then
i n Sthaet abumrb.l eli susers caniatseldognainmgteas toli e A\
default systadmcaadnmi onti shter adtiosrabl ed.

Enabling a User

To enabl e a user @tihna OQphees addd leuabdl eadn tchd clks er

\ Only téhdemaursderottleenr agdyns ni strators car
Note

3.2.2Security Settings

Only the asdmcttaeem wiseew and manage security set

unavailable for other wusers.
\ Al user s, inctandPagswepgdoamht\ieadkg tPha s
Note Di cti,onbaortyi n Secuilist xoddtitgiumgdl e onl
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Sketrtuirnigtsyp ajeet t i n o

appear s, Fasguaieowsn i n
Figure 326Secur ity settings
Security Settings x
Password Security Settings
Password Lifetime (days) 365
Minimum Length g

FPassword Strength

Weak Password Diclionary

Reset Password

Login Security Settings

Action upon Limit Violation

Session Timeout Interval(min)

Limit of Failed Password Attempts

#| | efters # Digit || Special Characters

Enable (» Disable

10000

3

Return result after a 3-second pause.

Verification Code # Enable Disable
Access Control List Mo v
Save Reset

Tabllee3sscri bes parameters of security settin
Table314Par ameters of security settings

Parameter Description

Password Lifetime| Specifies the password validity.

(days) The value range isi®5535.0 indicates that there is no limit on the validity. T

default value i865days.

Minimum Length

Specifies the minimum password length.
The value is an integer ranging from 8 to 99, \g@itis the default.

Password Strength

Specifies the complexity of a password.
By default, the password must contain letters and digits. Also, you can defin

Copy TrEi QNIBtFOCUS
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Parameter Description
the password must contain at least two types of the following: letters, digit
special characters.
Weak Password Specifies the passwords that are prohibited for use due to weak security.
Dictionary

Each weak password should be in a separate line.

Reset Password

Controls whether the password resetting function is enabled. After this func
enabled, you can reset the passwmydemail. For details about how to reset
password, seBesetting the Passwoird section2.3 Other Operations

Subject of Passworl
Reset Email

Specifies the subject of the email message notifying password resetting.
This can be defined by users.

Content of Passworf

Specifies the content of the aihmessage notifying password resetting.

Reset Email This can be defined by users, but the content must contain the string, {
otherwise, password resetting would fail.
Session Timeou| Specifies how long a user can stay inactive before being atitmiy logged out

Interval(min)

of the system.

Limit of Failed
Password Attempts

Specifies the maximum number of consecutive failed password attempts.

Action upon Limit
Violation

Specifies the action that the system will take after the numlzengecutive faileg
password attempts reaches the specified value.

Values include the following:
Return result after a 3-second pause

Lock client IP for 20 minutes: The currently locked IP addresses are lis
in the text box below. By default, a locked dBdress will be automaticall
unlocked in 20 minutes. Alternatively, the administrator can delete a Ig
IP address from the list and then cli8&veto manually unlock this IP addreg

Verification Code

Controls whether to enable the usevefification codes for login authenticatio
By default, it is disabled.

Enable: allows use of login verification codes, indicating that a user can
successfully log in to ADS M only after typing a correct verification code

Disable disables use of verifition codes for login authentication.

Access Control List

Specifies whether to allow a client to access the system. It has the foll
values:

No: indicates any clients can access to the system.

Permit access from the following IP addressesndicates that only client
with IP addresses included in the text box below can access the system

Deny access fr:omi fdildetwdsngt hHaPts
included in the text boxWhénegbumeces
ADS from ablocked IP address, the system displays "You cannot log in
the current IP addres€contact the administrator to check access cor
settings." on the login page.

S,

Note

After the access control list is successfully modified, you are advised tq
at least 3 minutes for the settings to take effect.

Copy TrEi QNIBtFOCUS
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Note

When | ocal authentication is used,
and password cAodnnfiingiusrterdat umeder> Us
Management

When -paity server authentication i
passwordedomomhi-ganreteyt Wér dt o ADS M ar
and password to access ADS M.

Cho®dgeni ni stration > User and Audetaet Aut hen
authentication method and configure paramet

Tabllesl e3scr

i bes par ametaeaurtsh efnari caan foinguri ng

Table315Par ameters fautbtentigatiog t he

Parameter

Description

Authentication Mode

Specifies the authentication mode, which canLbeal Authentication, Radius
Authentication, TACACS+, orLDAP.

Authentication Server

Specifies the IP address domainnameof the authentication server. Both IP
and IPv6 addresses aapported.

S,

Note
You can enter aAdbmenthi oame cdaiAR

Authentication Port

Specifies the port on which theuthentication server listens for authenticat
requests.

ProtocolType Specifies the authenticatigmotocolof the authentication server.
The options vary with the authentication server.
N,
Note
Thipar anmest errequiArugach ewh € © ait § o sRaMoi
Aut hent,TAGAC® toDAP
Shared Key Specifies the shared key that serves as a pas®fitird authentication server.

The shared key configured on ADS must be the same as that configured
authenticatiorserver; otherwise, ADS cannot communicate with the server.

S,
Note

Thipar amest ereduiluée ment i caitd osRaMo
Aut hentdicAaGA @R+

Authentication Hold-

Specifies the authenticatiaduration after which ADS returns the success

in Time

failure of the authentication information.

Copy TrEi QNIBtFOCUS
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Parameter Description

N\,

Note

Thipsar amest erequAuelde whieaoadtsi cMAQICS

Base DN Specifies the top of the LDAP directory tree, namely, the base directory.

S,

Note

Thipsar amet erequiAuelde whieoadtsi cdrDtARE d

Usename Specifies the name of the LDARser.

Y

Note

Thipsar ameat ept i Anthe whieodtsi clnDtARE b

Password Specifies the password of the LDAP user.

S,

Note

Thipsar amet ept i Antah e whieoadtsi cnDtARE

Step 2 Click Saveto save the settings.

- -E-n-d
3.2.4Audit Log

Audit 1l ogs refer to all audit | ogs generate
the system administrator can view audit | og
Chodgdeni ni s*Usaeri oann>A UAduidtit toL oagpAuwnd it tlpeeLgpeg, a s

showhi gmx By defaul t, no audi tSelagg hild awdiil
|l ogs of ADS M are displayrame, nclliuemntgl B eacc
functional modul e, operation result, and | o

Figure 327Audit | og

Q Condition
Time Today v
Username Client IP Description
Module All v | Operation Result [ v
search |
4 4 - b] Total 3 page(s), 43 record(s)
Time Username Client IP Module Description Operation Result
2017-06-06 13.51:25 admin 192.168.5.167 | Mail Report Settings | Edit report mailing configuration Succeeded
2017-06-06 13.51:24 admin 192.168.5.167 | Mail Report Settings | Edit report mailing configuration Succeeded
2017-06-06 13:45:00 admin 192.168.5.167 | Mail Report Settings | Add report mailing configuration Succeeded
Tabllel 3scri bes audit | og parameters.
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Table316Audi paft ameters

Parameter Description

Time Specifies the query time range.

The default value i3oday, indicating that logs of the current day are queried. A
you can query logs on a specified date, of a month, or in a specified time
Custom indicates that you can query logs in a specified time range.

Username Specifies the login user name.
Thefull user name is required because fuzzy query is not allowed here.

Client IP Specifies the IP address of the user device.
The full IP address is required because fuzzy query is not allowed here.

Module Specifies the functional module whose logsaureried.

Description Specifies the keyword of logs to be queried.

Operation Result | Specifies the result of the operations performed on the client.
All indicates that all operation result logs are displayed.

3.3 Third -Party Interface

ADS M exchwintgle sexdtagranal systems via SNMP anc
party interface configuration includes conf
server, and other servers.

3.3.1SNMP Configuration

ADS M supports managementeménat tReotSompl e( SIN|
M can not only respond to queries from the
information about its running status, but a

Cho®dgeni ni s*TrhaitPigornt vy | nSNeMH aCGoeaf itgonropen t he
SNMP Conf ipcagreat ildn an SNMP server is configu
di splays the client | P addressesFthpaard& ad8ces
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Figure 328SNMP configurati on

SNMP Configuration x g

SNMP Service Configuration

SHMP-v1&2c @) Enable Disable
Community public
SNMP-v3 ®) Enable Disable
Authentication Method Account authentication v
Username
Password
Authentication Protocol MD5 *
Save | | Download MIB
SNMP Client

hdd
Host Address | Allow Trap  Allow Get  Attack Event Log  Traffic Alert Log  Performance Alert Log  Audit Log Level Reaches Send Traps  Operation

10.2455.100 | & (] [-] (-] (] (-] Low Perminute | [% (%

Downloading a MIB File

On the pade gah gWwiDoknn| oaidn MiiBei gbwecorner of
SNMP Service &Lroedlingurhet idam|l ogShorThbaatt ahppb
file is downloaded to the | ocal di sk drive.

Configuring an SNMP Server

On SBSNBP Conf ip;awgreat iscen SNMP client | P addres
cl i Sake® save the settings.

Tabllede3sscri bes parameters for configuring an

Table3l7Par ameters for configuring an SNMP serve

Parameter Description
SNMP-v1&2c Controls whether SNMPv1 and SNMPv2c are enabled for management.
Community Specifies the community supported by the SNMP agent. This parameter is re
whenSNMP-v1&2c is set toEnable.
SNMP-v3 Controls whether SNMPv3 is enabled for management.
S,
Note

When bothSNMP-v1&2c andSNMP-v3 are set td&Enable, ADS M uses
SNMP-v3 for authentication.

Authentication Specifies the authentication method wigiMP-v3 is set toEnable, which can be
Method No authentication, Account authentication, or Private key authentication
Username Specifies the SNMP V3 user name.

Password Specifieshe password for user authentication via SNMPv3.

This parameter is required whefuthentication Method is set to Account
authentication or Private key authentication

Authentication Specifies the protocol used for user authentication via SNMPv3, which ddbb¢
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Parameter Description

Protocol or SHA.

This parameter is required whefuthentication Method is set to Account
authentication or Private key authentication

Private Key| The DES protocol is used lefault and cannot be changed.

Protocol This parameter is required only whaathentication Method is set toPrivate key
authentication.

Private Key| Specifies the encrypted key password used during data transmission.

Password This parameter is required only whaathentication Method is set toPrivate key
authentication.

Configuring an SNMP Client
Step 1 Click Add in theSNMP Client area shown ifrigure 328.
A dialog box appegeax®, 3as shown in

Figure 329Addi ng an SNMP client

Add X |
Host Address
Allow Trap Yes (@) No
Allow Get Yes (@) No
Attack Event Log
Traffic Alert Log
SNMP Trap Type
Performance Alert Log
Audit Log
Alert Level Reaches | Low v
Send Traps When an alert begins and ends
®' Per minute
OK Cancel
Step 2 Configure parameters in the dialog box.
Table318Par ameters for configuring an SNMP clier
Parameter Description
Host Address Specifies the IP address of the client tiatesses ADS M through SNMP. Both {
IPv4 and IPv6 addresses are allowed.
Allow Trap Controls whether to allow the client to send trap messages to ADS M.
Allow Get Controls whether to allow ADS M to acquire information about the client thr
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Parameter

Description

SNMP GET messages.

SNMP Trap Type

Specifies the type of SNMP trap messages, which caitaek Event Log, Traffic
Alert Log, Performance Alert Log, or Audit Log.

Alert Level Reacheg

Specifies the alert level, which canbeo yWe d i ,ord i glogs ofalerts of the
specified level and above will be sent via SNMP traps. If no alerts reach the sp
level, no logs are sent.

Send Traps

Interval of sending logs via SNMP traps.

When an alert begins and endssends a log respectively when the adgarts
and ends once a specified threshold is exceeded.

Per minute: sends logs every minute.

This parameter is valid only for attack event logs and traffic alert logs.

Step 3 Click OK to save the settings.

A SNMP client, after being created, can be editeddmteted.

- -E-n-d

3.3.2Syslog Configuration

I f the syslog server is used to transmi

configure

Cho®&sleni ni

syslog settings.

st*TrhaitPigornt v | >nSyesrifoagc eCon foi @wpreat it dire

Sysl og Qadrmpfaiggeur a

Figure330Sy sl og configuration

10.66.88.111 | udp 514
udp 514

Server IP Protocol Type | Destination Port | Aftack EventLog | Trafiic AlertLog |Performance AlertLog  AuditLogs Level Reaches | Operation

Add

] ] [} ] Low Bf
-] -] ] -] Low B (x

Adding a Syslog Server
On sSwel og

t

da

Compfaigeeu rsdtoigaB E ncAdttk add a syslog

Copy TrEi QNIBtFOCUS
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Figure331Addi ng a syslog server

Add

Server IP

Protocol Type

Syslog Type

Alert Level
Reaches

Sending Interval

udp v
Destination Port 514

Low v

Attack Event Log
Traffic Alert Log
Performance Alert Log
Audit Log

When an alert begins and ends

® Per minute

OK

Tablled e3scryisHeosy sserver parameters.

Table319Sy sl og server parameters

Parameter

Description

Server IP

Specifies the IP address of the syslog server.

Protocol Type

Specifies the protocol used for data transmission.
By default, the UDP protocol is used.

Destination Port

Specifies the port of the syslog server.

Syslog Type

Specifies the type of data transmitted by the syslog server.

Values areAttack Event Log, Traffic Alert Log , Performance Alert Log, and
Audit Log. Traffic Alert Log is available only when ADS M works in NT4
detection mode.

Alert Level Reaches

Specifies the alert level, which canlo@w, Medium, orHigh. Logs of alerts of thg
specified level and above will be sent to the syslog server. If no alerts rea|
specified l@el, no logs are sent.

Sending Interval

Interval of sending logs to the syslog server.

When an alert :besginds dmdgsenmckespec
and ends once a specified threshg

Per minsiegreds | ogs every minute.
This parameter is valid only for attack event logs.
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Editing a Syslog Server

On sSwel og

column of
Deleting a Syslog Server

On sSwnel og

column of

syslog ser

3.3.3Data Export

NSFOCUS ADB&®rM(d

Co mpfaigegu rsdﬁtbig/mﬁCEnCBI—"ﬁ icrk Gpheer at i on

a syslog

ser veSrertvoere dibPt

al | its p

Co mpfaigeu rs@toigard (B nBi™ icrk Qpheer at i on
aa nsdy stlhoBghi sceltivcekr c onf i rtoa tdied e tdei alha

ver

UndAdmi ni s*TrhaitlPigont v | »Deetraf akEokgepwrcan export th
upad it to a remote server for access by ot
the reports generatedigw3IZ2DS M to it, as sh
For missing reports that failed to be uploa
automatic or manual upl oad for them.
Figure 332Dat a export
Administration » Data Export
Audit Logs x SNMP Configuration x Syslog Configuration x Data Export x g
Data Server
Server Name Server IF Protocol Type Username Upload Path Operation
fip fhome/pengjifshuchu B @
add
Data Export Configuration
Region Statistics #| 5-min Statistics Data Server| 1.1.1.1 v
#| Daily Statistics
‘Weekly Statistics
Monthly Statistics
Attack Event Summary Data #| Real-Time Data Data Server| 1.1.1.1 v
Save
Missing Report Auto Upload
Missing Report Auto Upload Enable ® Disable
Auto-Upload Time Daily 0:00 *
View Missing Report | |TDownload Missing Report | |Missing Report Upload | |Save
Adding a Data Server
You can export data only after a data serve.

Step 1 On theData Export page shown ifrigure 332, click Add to the lower right of the data

server list.

Step 2 In theAdd dialog box, configure parameters.
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Figure333Addi ng a data server

Add

Server Mame

|
Server IP | |

Protocol Type

Username | |
Password | |
Saving Path | |

0K

Tabl2edle3scri bes parameters for adding a

Table320Par ameters for adding a data server

Parameter Description

Server Name Specifiesthe data server name.

Server IP Specifies the IP address of the data server.

Protocol Type | Specifies the protocol used for data transmission, which cép beftp, orscp.
By default, the FTP protocol is used.

Username Specifies the user name fogging in to the remote data server.
Password Specifies the password for logging in to the remote data server.
Saving Path Specifies the path for saving the data uploaded to the remote data server.

Step 3 Click OK to complete the configuration.
- -E-n-d
Editing a Remote Data Server

On tdtaea s,ertvlj'iricﬂt Qphter addlonmn to edit set
server.

Deleting a Remote Data Server

On daea serwoiXrick Qpheer addlommmd t h®Ki rc |tihcek

dat a

tings

conftiiroma ditaol adellkd»x a remote data server.

Uploading Data to a Remote Data Server

On daea serwifirictk GQpheer acddlonmn to test whether

uploaded to a remote data server.
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Configuring Data Export

Step 1 In theData Export Configuration area, select the type of data to be exported and the server
to which the data is uploaded.

Step 2 Click Saveto complete the configuran.
- -E-n-d

Configuring Missing Report Upload
Step 1 In theMissing Report Auto Uploadarea, seMissing Report Auto Uploadto Enable.
Step 2 Specify the upload time and then cli8kveto save the settings.
- -E-n-d

For mi ssin
manually u
Downl oad M

3.3.4Mail Alert Settings

Yoaan configure WMaiill Aledrptagfet toinngs e

g reports t hatc afl dMylsesd Intige IReed our pt | dlap
pload them to Vhewdiit asamgvRBepoiol
i stsoi vg eRve paonrdt downl oad mi ssing rep

To configure alert mail settings, perform t|
Step 1 ChooseAdministration > Third -Party Interface > Mail Alert Settings.

Step 2 SetSend Alert Mail to Enable, and specify email addresses tleateive alert mails, and set
mail sending and filtering conditions for alert mails.

Figure334Mai | al ert settings
Mail Alert Settings
Send Alert Mail * Enable Disable
Email Address 11@11.cam
- Send Condition
By alert count Maximum Alerts (1000
#| By time Interval | 5 minutes ¥
Filtering Condition
< By alertlevel Level Reaches |High v
4
¥ By trafiic Threshold |50.0K bps
Saw
\ Al erts of ADS devices andl eavleelr tasl erret
Note NTA devices can bevel a$ sargBil gbi@ovhetia |

Step 3 Click Saveto complete the configuration.

- E-nd
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3.3.5SMTP Server Configuration

After ®pabli PAIdsWworndtr at

you must

n > User gnd

Audi

i o
configure an SMTP servehlme fwogers'ennder

addrFeisgsud3 %8s 3t he page for configuring an
|l ated values in $Saekedn bbeegppecpbege

modi fy re

Figure 335S MT P

server configuration

SMTP Server
Port MNo.
From

Secured by SSL
Use STARTTLS
Authentication Required

Usemame

Password

Administration » SMTP Server Configuration

SMTP Server Configuration g O

Save Send Test Mail

|rr|EI.nsf0cus.u:-3m |

|587 |

||iha-36@ ntra.nsfocus.com |
]
|Iiha-36 |

| Edit or leave empty. |

Tabl2el i3st s

Table321Par ameters for configuring an SMTP

Parameter

Description

SMTP Server

Specifies e IP address or domain name of the SMTP server that sends emailg

Port No.

Specifies the port of the SMTP server.

From

Specifies the email address from which emails are sent.

Username

Specifies the user name of the account from which emaikseate
This parameter is required only whaothentication Required is selected.

Password

Specifies the password of the account from which emails are sent.
This parameter requires a value only wherthentication Required is selected.

Secured by SSL

Controls whether a security password is required for the email sender for ig
authentication.

Use STARTTLS

STARTTLS used by the email sender for authentication.

3.3.6Portal Configuration

SMTP

parameters for configuring an SMT

Ser Ve

The ADS M administrator usetrs am ADS eRd rotna la n:

configures and deploys the Portal as requir
can |l earn network monitoring information of
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Cho®dgdeni ni st riatRlaont y> IThht er f acet PogPerftad mCtomé i
foll owing operations regarding the Portal

Depl oyporgt atlh e

Conf i gparreuatidp entppcamedbar s
Repl aclogg t he
Replacinmgrthéi 8L e

Conf i dpwregmm g pairtaymet er s

For daebtoauitl show t o perform these opecrwdfbans,
NSFOCUS ADS Portal User Guide

3.3.7File Download

Ya can download the file thabadedcmahbhagedabt
M.

Cho®dgeni ni str atPiagn I >nt ehrifrac e anEilBiiBnkwtheoad
Oper agddloinmn downl oad the file to a | ocal di s |

3.4 Diagnosis

This section describes methods to diagnose

3.4.1Debug Information Collection

When ADS M fails, indwroomanionl,|l éantc|l delbuwmg t he
information and configuration information,
downl oad this file and send it to NSFOCUS t

Chodgleni ni stration § DnhnadgnC&€siThesBt Bénh at kh e

Debug | nfopapd ltectdmwlnl ect i nformation about
information file wild!]l be sa¥Fedud@e B3he debug
You ca,E'icmi(lprheeraddlommn to downl oad the fil e

A maxi mum of five debeuwg oibrefbdirgmd tnif cop aCipd |l eebcft a
more files afriel egewietrtaatsetoel i e ahiélanedi shbth be del et
automatically.

Figure 336De bug i nformation collection

Debug Info Collection ~

Start

Debug Info Collection File ~

Name Size (byte) Last Modification Time Operation
debug_info_20150709110556.bin 18.0M 2015-07-09 11:09:57 B ®
de 50709110239.bin 8.8M 2015-07-09 11:02:40 B x
debug_info_20150709105447 bin 2.8M 2015-07-09 10:54:47 B
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3.4.2Network Diagnosis

When ADS M becomes faulty ucsre ctaren ofto | b eo w onngn
tool s:

ping: checks whether an I Pv4 host is aliwv
ping6: checks whether an I Pv6 host is ali
traceroute: tracks the routadpaeclksest.s take
Traceroute6: tracks the route packets tak:
telnet: checks whether the peer port is r

To perform network diagnosis, follow these

Step 1 ChooseAdministration > Diagnosis > Network Diagnosis

Figure 337Net wornko sDisagpage

Network Diagnosis x

Step 2 Select a tool and type an IPv4 or IPv6 address (and a port nuntgdeeffis selected) in the
IP text box.

Step 3 Click OK.
The check result is then displayed in the t
- -E-n-d
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3.4.3Remote Assistance

When ADS M becomesabbhelthe ywemotanassi stanc:
NSFOCUS technical support to provide remote

By default, this function is disabled. You I
To enable the remote assistance function, f
Step 1 Choo® Administration > Diagnosis > Remote Assistance

Step 2 Click Openand configurghe following parameterf®r remote access.

You can configure at most three | P addresse:
Porénter a port numbées5 3, texec lresmngnaggosiotol202
empty indicates that a random port wil/l b
Al |l owegau I ®an configure at most three | P ac

Step 3 Click OK to complete the configuration.

Therhe | ogin key, its QR code, and port wused
ADS M pltaydidsbel ow.
- -E-n-d
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Traffic Monitoring

The Traffic Monitoring module provides the

Section Description

Overview Displays monitoring information regarding traffic, attack events, and s
information of the managed devices (NTA and ADS).

DDoS Traffic Monitoring Displays traffic information of specified IP addresses, protection grg
regions, region IP groups, and ADS.

Network Traffic Monitoring | Displays traffic information of a specified IP group, region, regiona
group, and NTA device.

Attack Events Displays attack information of specified IP addresses, protection gr|
regions, region IP groups, and ADS.
Countermeasures Displays statistics of traffic dropped by ADS.
4.1 Overview
After you | bgsiend MmadOalgewmgirhappear s,hedi spl a
foll owing monitoring information:
Sitxypes ofsitiypfefsi ofamdtack events detect e
Top NTA alerts
System status of NTA and ADS
Tablldedcribes in detail t O emomagve.ri ng i nfo
Table4lMoni toring information displayed on the
Category | Monitoring Description
Information
DDoS Top destination IP| Displays in real time top 10 protected IP addresses ranked acc
traffic addresses to traffic dropped by ADS in the last 30 seconds, letting users k

which IP addresses see the largest traffic or are most severely att

Top regions byl Displays in real time top 10 protected regions ranked accordir|
attack traffic traffic dropped by ADS in the last 30 seconds, letting users K
which regions see the largest traffic or are most severely attacke

Protocol analysis Provides amoverview of TCP, UDP, and ICMP traffic handled
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Category | Monitoring Description
Information
ADS in the last 30 minutes as well as details about each type of t
Attack traffic trend | Displays the trends of traffic received, dropped, and forwarde
ADS in the last 30 minutes.
Attack trafic trend | Displays the trends of traffic destined for an IP address or regio
(peak size) has been received, dropped, and passed by ADS in the last 30 m
Top destination IP4 Displays top 10 protected IP addresstan object ranked accordin
(by attack peak size| to traffic dropped by ADS in the last 30 seconds, letting users K
which IP addresses of the object see the largest traffic or are
severely attacked.
Attack Top source| Displays in real time top 10 attadource countries/regions rank
events countries according to attack traffic dropped by ADS in the last 30 second
Attack traffic Displays the trend of attack traffic handled by ADS in the las
minutes and traffic statistics of various attack types at pacit of
time.
Top NTA alerts Displays in real time top 5 traffic alerts generated by NTA in the
30 seconds.
Top ongoing attacK Displays in real time top 10 ongoing attack events handled by Al
events the last 30 seconds.
Top 10 source IH Displays in real time top 10 source IP addresses ranked accord
addesses traffic dropped by ADS in the last 30 seconds.
Attack type| Displays in real time all attack types handled by ADS in the las
distribution seconds and the percentagesath type of attack traffic to the tot
attack traffic.
Devices Device monitoring | Displays in real time the status, CPU usage, and memory uss
NTA and ADS in the last 30 seconds.
Network Top NTA regions by| Displays traffic in the I&s30 minutes received and transmitted
traffic traffic regions configured on NTA under monitoring of ADS M.
Trend of traffic on| Displays trends of traffic in the last 30 minutes received
NTA transmitted by NTA under monitoring of ADS M.

4.1.1Adding a Panel

Th@ver wiagge can present the foll owing
Attack Traffic Trend
Protocols Analysis
Top Destination | P
Top Region Attack Traffic
Attack Traffic Trend (Peak Size)
Top Destination | Ps (by Attack Peak
Top Source Countries
Attack Traffic
Top ANITArts
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Top Ongoing Attack Eve
Top 10 Source |IP
Attack Type Distributi
Device Monitoring
Top NTA Region Traffic
NTA Traffic Trend

You can add panels as re
Step 1 ChooseTlraffic Monitoring > Overview .

Step 2 Click Add Widget in the upperight corner of the page.

Then a box apdpedtscionntekieg upefedhrowynou nt o

t opdiay O©we rt\phiagve .

Figure41Addi ng a panel

DDo$ Traffic Monitoring NET Traffic Monitoring

Attack Traffic Trend b X Top Destination IP :::]

NETWORK TRAFFIC

8000_gdj a bps v

DEVICE

Frotocols Analysis

Attack Traffic Trend P

¢
[«

a bps v Al L} bps v

NSFOCUS AB&rM(

nts

on

guired by

Top Destination |Ps (by Attack Peak Size)

a

The data of this object cannot be displayed

Attack Traffic Trend (Peak Size)

The data of this abject cannat be dizplayed.

perfor mini

Step 3 Select a category (DDOS TRAFFIC, ATTACK, DEVICE, or NEDRK TRAFFIC) from

the left pane and then click a panel in the right pane.

Then the new p®rnel wapypee a rFso ro ne xtahdeg V #£@ nid f
Device MormispercitbDgwil ye Mbomintedr iapg e alresf ti n

corner, BEsgshewd in
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Figure 42Ne w pdamnsepll ay ed

Device Monitoring «* :: N2 Top Destination IP :: KD Top Destination IPs (by Attack Peak Size) B 4
c A
Name status  Uptime System Status of Managed Devices 26a0_ee & bps ¥ k & bps ¥
e e cPU B 5%
TR 26d 4 tomin ST o
B wangidou s ]
Bewendinging e 52 3h 26m ’::. [ 8% No Data The data of this object cannat be displayad
MEM I 52 %
e B | ™
Bovensngin B4 200 T2MN ey — Y
e cPU N 5%
B wendingsing & thamin  STL B .
Protocols Analysis 9 1 Attack Traffic Trend o Attack Traffic Trend (Peak Size) Aok
A L bps v A e bps ¥ A LY ps v
20M
oM
The data of this object cannot be displayed
0
10M
16:20 16:30 16:40
® uoP TCP @ icMP Rx Traffic Passed Traffic @ Dropped Traffic

- -E-n-d

4.1.2Replacing a Panel
You can change a panel by performing the f ol

Step 1 On theOverview page click in the uppeieft corner of a panel, for examplEpp
Destination IP.

Then theéipaneah o uskdogwsd. ei 4
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Figure43Rever sed panel

Device Monitoring ™ m|m 4 Top Destination IP H X Top Destination IPs (by Attack Peak Size) :: IR
A a -
Name status  Uptime System Status of Managed Devices bps ¥
®) Top Dastination 1P
B aps-1as e 20d 4h 22min '::"‘ L f: Top Riegion Atiack Traffic
MEM I 8%
ATTACK Protocols Analysis
@ Thedevios
B wangidou_s. Attack Traffc Trend
" JicE Attack Traffic Trend (Peak Size) T < object splaye
B wendingsang a8 93naamin Et'. [ 5% DEVICE LR T e he data of this object cannot be displayed
MEN S 2 %
Top Destinafion IPs (by Aftack Peak Size)
5 cPU W 5%
Bowendingsing...  © SI2NIMN e e NETWORK TREFFIC
. P - cPU B 5%
B wendingsing edthamin SO L e .
Protocols Analysis “ k2 Attack Traffic Trend b Attack Traffic Trend (Peak Size) Ak
A L) bps v A 2 bps v A a bps v
20M
10M
The dats of this object cannot be displayed
0
oM
16:30 16:40 16:50
® uoP TCP @ cMP Rax Traffic Passed Traffic @ Dropped Traffic

Step 2 Specify another panel to display, for exampl&A Traffic Trend underNETWORK
TRAFFIC , as shown ifrigure 44.

Figure44Speci fying another panel to display

Device Monitoring * B 4 NTA Traffic Trend X Top Destination IPs (by Attack Peak Size) B
Al a -
Name Status Uptime System Status of Managed Devices A bps v
DDOS TRAFFIC Top NTA Region Traffic
Biosies B  zsamame UL 5% & 178 Tt e
MEM S 72 %
ATTACK
B wanglidou_s. 8 Thed
B wendinging. L] 84 3 48min '.FL l_ 5% DEVICE he dats of this sbject cannot be disolayed

e : e : =

cPU 6
Bowendingsing.. & 80 1h 51min H 5%

MEM B 1%
Protocols Analysis 2 L Attack Traffic Trend FYar Attack Traffic Trend (Peak Size) o4
A a bps v Al a bps v Al a bes v
20M
10M
A A A
The data of this object cannot be displayed
0M
20M
16:30 16:40 16:50
® uoP TcP @ KCMP Rax Traffic Passed Traffic @ Dropped Traffic

Then the selected pageh eagpears, as shown i
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Figure45New panel

NET Traffic Monitoring

di spl ayed

NTA Traffic Trend

A a

Rx traffic Tx traffic

Device Monitoring «* [::: N2
Name Satus  Uptime System Status of Managed Devices
e 8 5 cPu B 5%

B aos.tes 204 4 28min °CV el
B wangiidou_s e T
Bowenargang.. @ Sanasmn o

e 37mn CPU 0 5%
B wendingsing 84200 3Tmin o2 e

o cPU B 5%
B wendingsing... sdthagmn 220 D e
Protocols Analysis 2 4
A a F—

@ uopP TCP @ ICMP

Altack Traffic Trend

Rx Traffic Passed Traffic

16:30 16:40 16:50

@ Dropped Traffic

NSFOCUS AB&rM(

Top Destination IPs (by Attack Peak Size)

A a

The data of this abject cannot be displayed

Attack Traffic Trend (Peak Size)

A a

The data of this object cannct be displayed.

- -E-n-d

4.1.3Deleting a Panel

You can

Step 1 On theOverview page click
théipanak o uskdogwsd ei 4

Then

del

ete an

unnecessary

panel

in the uppeileft corner of the unnecessary panel.
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Figue46Rever sed panel

NSFOCUS AB&rM(

Overview DDoS Traffic Monitoring
Device Monitoring * ::: R NTA Traffic Trend A X Top Destination IPs (by Attack Peak Size) o:: RS
Name Status Uptime System Status of Managsd Devices i % ops ¥
0DOS TRAFFIC B
Bapszs & e zemin o & A T
ATTAGK

B wanglidou 5 @ Tnedevice has baen snut down
B wendingsing 8 6d 3h 48min "",':, '_ f:*-h DEvIcE The data of this object cannat be displayed.
M ——— = -
Boversingirg. @ odthsimn SV B e
Protocols Analysis D L Attack Traffic Trend e Attack Traffic Trend (Peak Size) Mo
A a - A a A a -

20M

oM

A A A
The data of this object cannot be displaye:
10M
20M
16:30 16:40 16:50
® uoP TCP ® cwP Rx Traffic Passed Traffic @ Dropped Traffic
Step 2 Click * in the uppetright corner of the panel.
Then the panel disappears.

- -E-n-d

4.1.4Downloading a Report

You can especifipaneéports and then downl oad
cam edxapoar tofamliln tpeagn

dri ve. I'n addition

1 you

The procedure is as fol

On Ohwer wiaggeexpo

Cli“kn theighpecorner
his panel as an

of t

rt a rep
report of data displaye

| ows :

r

ort
d on all

of data displaye

panel s.

of @ mr@ltecb mpdadtha n

HTML or PDF report.

cl My n theigphpercorner of @r@atgce and the

downl oad all data displayed

4.1.5Viewing the System Status Bar

The system dtodttwan mHa ssehte tmdedager

=]

stadusndliicates that the
usage), and sysfFemutemd, as shown in

Figure47Sy st em status bar

on

this page

di splays t|

device works proper|l

| @ = [ System Status: CPU load:14%, MEM Used:19% ]

Authorization Status-Authorized @ 10:27 2022-09-16 CST
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Clicking system status information in the |
usage and temperature, memory usage, mother
partition, database partition, and file dat
status bar again wild.l hide it.
ltems in red indicate that the specified th
3. 1Lo%al Performanc.e Alert Configuration

4.1.6Generating Sound Alerts

Afn esound alerting 1is

enabl ed,

the system maz

as shbwgud& awhen either dfi otnlse ifsolmedwi ng con
An attack alert or |link status alert is g
A traffic alert is generated by NTA.
I n the box shown in this figure, you can pe
Cli*kt o disable sound alerting.
Cli*"ko close this box.
Clilgknbobei gnore this new alert.
Figure48Sound al ert
o)
You have new alert
nevents:
Attack Alerts an
ADS Iznore
For how to disabl e 3soBRakli al.@etttiinggs see sect
4.1.7Viewing Attack Traffic Trends
Thettack Tr pfafhie¢ Brheomwd trends of traffic re
ADS in the |l ast 30 minutes.
Dat a hams panel refreshes every 30 seconds.

4.1.7.1Understanding Data on the Panel

| n Athteack Tr gfrfaipdh, Trend

Theaxi s indicates time, spanning the | ast
Theaxi s indicates traffic:
i Traffic above 0: The Yyehfbiwccokoeivedi bwg
red color indicates dropped traffic.
i Traffic below 0: The green color indicat
t hrough.
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4.1.7.2Viewing Traffic at a Random Point of Time
Pointing to a Atandom Tp aifratipdi rnbriteshpel ays t he sp

values of incoming traffic, forwamgd®e #r aff
Figure49Det ai l ed traffic information at a specif
Attack Traffic Trend hu b

A Q, ps

20 M

10M

[ ]
2020-03-02 16:49:30 .
o il Traffic 9.3 M .
Passed Traffic: B13.3 K

® Dropped Traffic: 8.5 M

20 M
16:40 16:50 7:00

Rx Traffic Passed Traffic @ Dropped Traffic

4.1.7.3Viewing Traffic of a Specified Object

By def doht@chtftlie grapengresents trends of tra
devices. Yotii manftfviicew rreenadls of a specified r
devi ce,r oAt ed group, or | Pv4da/ 1 Pv6 address.

Step 1 On the page shown Figure 49, typea character string and then pré&sger.
The system displays alll objects ching wlitnisg
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NSFOCUS
Figure 410Speci fying an object to view its attack
Attack Traffic Trend hu
02_test| Q bps
Al
Al
Adsgroups
fi2_test
fl2_test
L
10M
16:40 16:50 17:00
Rx Traffic Passed Traffic @ ODropped Traffic

Step 2 Select an object and preSster.

Traffic trends of the specHifgiudede 0odbj ect are
Figure 411Re-4fi me traffic trends of a specified ob
Attack Traffic Trend ha
fl2_test Q bps w
10M
|:| L
10M
16:40 16:50 17:00
Rx Traffic Passed Traffic @ Dropped Traffic
- -E-n-d

4.1.7.4Switching the Traffic Unit

The defaul b ptsrYadfu icpapis nsodard d-dstewm r loipst-ri ght he
cornerAtdfdctehfed i pameénd afdi splday ati hi pprse 4s

12

V4. 5R9
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Figure 412Swi t ching the traffic unit

Aftack Traffic Trend b

fl2_test Q

10M

, .

10M
16:40 16250 17:00

Rx Traffic Passed Traffic @ Dropped Traffic

4.1.7.5Downloading a Report

Cl |ik| n theigppercoAtnedrc kofff itphaemeéndtnd@ hen cl

or@to export data of this panel as 4anl . .HAT ML
Downl oading a Report

4.1.8Viewing Protocol -Specific Traffic

ThRrotocol paAebl psiosi des an overview of TCP,
by ADS in the |l ast 30 minutes.as well as de:

Data on this panel refreshes every 30 secon
4.1.8.1Understanding Data on the Panel

| n Rrhoet ocol gr Aphl ysi s

Theaxi s indicates time, spanning the | ast
Theaxi s indicates traffic. ubpP, TCP, and I
blue, and purple respectively.

4.1.8.2Viewing Traffic of Different Protocols at a Random Point of Time

Poimg to a rarPdomopgwil gtr Aipral tdises el ays t he tin
UDP traffic, TCP traffiFd,guadfed 41 CMP traffic
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Figure 413Tr af fi ¢ of

di fferent

NSFOCUS AB&rM(

Protocols Analysis

Al Q,
1M0M
Ir_ Il |I-\_-l| |I _--hl
1 |
5 M | | | | |
2020-03-02 17:00:30
«UDF-16M
TCPF: 782 8K
5 ® ICMP: 0 -
Lo 15 T7:00
& uoeP TCP & IcmP

4.1.8.3Viewing Traffic of a Specified Object

By def ulbbt ocohgr Apal psiesents

coll ected from all

protected

group, or |

protocols at a spe:
P
traffic of wvar

ADS ndewieagd 0.n YoPu gcraonu ps,p €A

P wt4i mea,

I-gPpvebt atdidér etsrsa ftfoi

Step 1 On the page shown Figure 413, type a character string and then piester.

The

Figure4l14Sear ching for

system displays all

objects

choing wlidn i 4 g

an object

Protocols Analysis

i =1
All

A

Adsgroups
fl2_test
fl2_test
protect _performance_avalanche
protect performance_testcenter

protect_performance_testoanter

& uor TCP

P L

ops w

17000
’ Lll_l

& 1icmpP

17:10

Step 2 Select an object and preSster.

Copy TrEi QNIBtFOCUS 6 3
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Traffic trends

NSFOCUS AB&rM(

of the specified

objFe gturien t

speci fied ob

grap

4-15
Figure 415Re-4f me traffic trends of a
Protocols Analysis 9 L )
flZ_test Q, bps w
10M
5M
. - A
16:50 17:00 17:10
@ uDP TCP @ ICMP
- -E-n-d
4.1.8.4Switching the Display Mode
By defaulstpecprfdtcoaalaffic data is p*esented
and. otro di spl mg teaffic data in an area
Figure 4
Figure 416Swi t ching the display mode
Protocols Analysis ha o
A Q, A
10 M
5M
0
16:50 17:00 17:10
® uop TCP ® icMP
Copy TrEi QNIBtFOCUS 6 4 V4. 5R9
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| Fi gurgE™~ dppears nc.

presented

i n both

an

NSFOCUS AB&rM(

mppeamwhi diemmed.
only in an area Jjr aph.s 95 ctoemi syuocua scel ,i ctkr af f i c

ar g&d ggirZZp M and

Protocols Analysis
A Q,

10M

.

¢

i

17:10

16:50 17:00

@ uoe TCP @ ICMP

& uop TCP @ icwP
Clic*imagkes this icon di mmed

pi e

Figure 417Di spl ay of trafficchatrd in an area

Therefor

c ha

grap

an&i guld&s 4t he

Copy TrEi QNIBtFOCUS
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Figure 418Di spl ay of traffic data in a pie chart

Protocols Analysis 9 L

A o, b=

® UuDP TCP ® ICMP

4.1.8.5Viewing the Percentage of Protocol -Specific Traffic

Pointing to a random point in the pie chart
prtoepleci fic traffic to the total traffic.
Clicking in this area separ akiegult9hi 4 area f

Figure419Area reprasémtci mg§g a protocol separated

Protocols Analysis 9 L

Al Q bps

UDP
proportion: 52_5%

I UDpP TCP I ICMP

4.1.8.6Switching the Traffic Unit

The def aul tbptsr¥aou icpapis nsoar d-ditewm r loipst-ri ght he
cor nerPromft otctrd paAerbal y9i sli splay traffic data

Copy TrEi QNIBtFOCUS 66 V4. 5R9
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4.1.8.7Downloading a Report

I iiki n th-eighphperoPrrnoetro coofl ptahfee & | ﬁﬂﬁ@, ben cli

—

@to export data of this panel as 4anl HAT ML o
Downl oading a Report

4.1.9Viewing Traffic of Top Destination IP Addresses

ThBop Dest ipmateilodilshhl ays in real time top 1
|l argest traffic dr oprpded, blye tAtDiISn g nu 4 éares | larsd w |
see the | argest traffic or are most severel:

Data on this panel refreshes every 30 secon

4.1.9.1Understanding Data on the Panel

The | ist ranks top 10 destinatiADSI|iPnatdide els:
30 seconds.
GEO shows the national flag icons. Pointi
corresponding couRtgy2Omasme, as shown in

Figure 420Di spl ay of the country name

Top Destination IP B 4
A Q ops
GEQ  Destination IP Rx Traffic Dropped Traffic g
B1:6:170::2 ET.5 M BT.5 M
B1:6:23:2 ET.4 M BT.4 M
£1:6:241--2 8T.2 M ET.2ZM
B1:6:26:2 ET.1M BT M
[ o | £1.6.30.1 E4.5 M 545 M
4 | - 12 M 11.8M
1Mm 1Mm
E1.6:241.5 25M 25M
B1:6:241:3 24M 24M
B1:6:241::0 24M 24M
DestinatistbbmwkPdestination | P addrTersasfefsi.c C
Monit ombngage, where you can view more de

address. For 4ei1VdPdBi,ngge@ommerceahemsi ve Tr af
Speci fi.ed Object

Rx Tr:afsfhioows t he value of traffic received

Dropped: Tehbtwvsofherwdfue dropped by ADS i
red bar to the right of the traffic value
bar indicates more traffic dropped.

Copy TrEi QNIBtFOCUS 67 V4. 5R9
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% shows the percentage of f orowdrndcednitnrgaf
traffic. When you point to a bar in this
bar, grekepgittdmddtes and red indicates dro
Figu2l tdhe percentage of dropped traffic f
Figure 421Per cent age of dropped traffic to incomi |
Top Destination |P B
Al Q, bps
GEQ  Destination IP Rx Traffic Dropped Traffic £ ]
121:1:9::5 4 M 4 M
b 121.1.8.5 5250 K E2EOK

100%

4.1.9.2Viewing Comprehensive Traffic Information of a Specified Object

You ccoamveniently view comprehensive traffic
address and that of a specified object by p

Step 1 On the page shown Iigure 420, click an IP address, for exampd,.6:241::2

TheDoS Traffi padMeni sodisgl ayed, with the |P
the search WFoxguzazs 4dshown in

Copy TrEi QNIBtFOCUS 68 V4. 5R9
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Figure 422Tr af fi c of a specific I P address

=="-NSFOCUS NSFOCUS ABSrMd

= Attack Traffic Trend iy Top Destination IP

Regions Display by Regions ¥ —
- ‘;'E 15 Mins 30 Mins 1 Hour AutoRefresn: 30ssconas v (O L bps v
2] GEO RxTraffic Dropped Trafic %
s025E ) 5 sam M —
2 bes v
FIM  ETTM ——
> ads ry
M ET6M m——
[~ adst S75M  E7TSM m——
ads2 EE 8530 mm—
10C bps + 1Y 1nem m -
(- [ +]
1M 1M om -
> nta
5 bps 25M 25M | -
nta_ads 25M 25M | -
b por test 25M 25M | -
0 bps
> yewuyu_yuanmei
5Cbps Top Destination IPs (by Attack Peak Size) ==
14:20 14:22 14:24 14:26 14:28 14:30 14:32 14:34
A # bps
e U owm ws we D
Summary  Cbject The data of this object cannat be displayed
() Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffic ™ Total Dropped Traffic
O — ace 2.4m 24m 24M 226

‘Show objects with no dropoed trafic

Prey 1 Next

=

Step 2 Click in the search box.

The system displays all objects Fegmudai @i ng

Figure 423Sear ching for objects containing the current

Attack Traffic Trend R Top Destination IP B 4
Real Ti
o= ooe o P v
Default GEO Destination IP RxTraffic Dropped Traffic %
£ BETM  BBTM —
B1:8:241:2 T arch 3 d 2020, 2:30:33 pm bps v
AN STAM m—
Ipranges BATM  BATM E—
§ 81:8:241:120 {sdsgroup: 25M 25M | -
4 kg 25M 25M 1 -
10G bps 24M 24M | -
» bxh B s
24M 24M | -
> nta
5C bps 24M 24M | -
nta_ads 24M 24M 1 -
> por test 24M 24M | -
0bps
» yewuyu_yuanmei
5 bps Top Destination IPs (by Attack Peak Size) :::
1416 1418 14:20 14:22 14:24 14:26 14:28 14:30
an g ops v
e T e ws B
Summary  Object The data of this object cannat be displayed
() Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffiew Total Dropped Traffic
O — ads [} 0 24M 216

‘Show objects with no dropped traffic

Step 3 Select an object and preSster.

Comprehensive traffic information Fafgurhee 4sp

24
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Figure 424V i e

2= NSFOCUS NSFOCUS ABS MG

wing traffic information of a specified objec

Devices Display by Devices ¥

¥ wendingxing A

81.5.241.024 A

A

> wendingxing10000 eoh

> wendingxingVADS oh
> 10000-ym-242 )
> yuanmei_10000 )
> 5005-GDJ-121 @
> vADS-GDU-191 ]

> wendingxingB00E oh
4050-45 L)

O Legend Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffics Total Dropped Traffic:

O — 81:6.241:2 1743M 1743M 0.1M 914G
) — 81:8:241-8 5M 5M 28M 226
) — 81:6.241:8 43M 48M 28M 226
) — 8182417 48M 48M 28M 226

Altack Traffic Trend & Top Destination IP B L
15 Mins 320 Mins 1 Hou AutsRefresn: 30 ssconds ¥ srezaznm F ops ¥
GEG Destination IP RxTraffic  Dropped Trafic %
. S o g16241:2 7AM  ETaM —
SRR s Sem e s e S e bes ¥ 25m 25M 1 -
sre:241:8 25m 25m |1 =
81:6:241:7 25m 25m 1 -
£1:6241p 25w 285m0 1 -
s1:6:241:2 24m 24m 1 =
100 M bps g1:6241.8 24M 24M | -
51624128 2am 24m 1 -
s1:6:241:2 24m 24m 1 =
50 M bps 81:6:241:4 24m 24m 1 -
0bps Top Destination IP= (by Attack Peak Size) B
14:20 14:22 14:24 14:26 14:28 14:30 14:32 14:34
2162412120 & bps ¥
Summary  Object Ne Dats

- -E-n-d

4.1.9.3Viewing Top Destination IP Addresses of a Specified Object

Step 1

By def dopt 10t Despamealt ipprneslePnt s top 10 destir
data collected from all ADS devices. You cal
or ADSStected group to view its top destinat
dropped in the last 30 minutes. You can al s
view its traffic information in the | ast 30

On the pagshown inFigure 424, type a character string and then piester.

The system automatically displays all objec
i Figuz®e 4
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Figure425Sear ching for an object
Top Destination IP B 4
g| Q bp
Al Dropped Traffic e
Al 41M I
Adsdevices srabrm -
10.56.242.191
Step 2 Select an bject and presEnter.
Then destination | P addresses associated wi"
descending order of traffic dropped by ADS

Figure 426 T o p

destination

| P addresses

associated

Top Destination IP B 4
10.66.242.191 Q, bos
GED  Destination IP Rx Traffic Dropped Traffic Y
121:1:9::6 4 M 4 M 1 |
b | 121.1.8.5 5326 K FIZ6K H ]
- -E-n-d

4.1.9.4Switching the Traffic Unit

The

cor nerfTopf Dtelsd ipmmanteilont ol RIi spl ay

def aul tbptsryacu icpapisnsoad d-ditewn rloipst-ri ght he

traffic dat a

Copy TrEi QNIBtFOCUS
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4.1.9.5Downloading a Report

NSFOCUS AB&rM(

Cliikin t hei gpp e rc olrorpe rD ecsft inr&aeteiloranld@,ben cli
as 4a.nl .HAT ML

@to export data of thi
Downl oading a Report

4.1.10Viewing Attack Traffic of Top Regions

ThBop Regi oo
traffic dr

n
opped by ADS
|l argest traff

ic or are most

Data on this panel refreshes
4.1.10.1Understanding Data on the Panel

The | ist mgamkhs tacg ol @imeg t o

Regionegion for which

details about traffic

s panel

Aptatnaecl k pTrreasf ef ni tcs
in the

o

i nwirtelalt @ mea rt e
30 secon

|l ast
severely

every

traffic

o} traffic
exampéetopelho S hTer af fi ¢ abMlopiageri where you
dreisg u2nee d4 f or t hi s

Figure 427Tr af fi ¢ of a specific

AutoRefresh: 30ssconds ¥

i s

region

Q

Top NTAAlerts «*

Top 10 Source IP

NNNNN

NNNNN

30 seco

dropped

dropped

Rx Tirafsftfhows the value of

traffic

n

attack:

r

received

Dropped: Tehbtwsct he value of traffic dropp:
red bar to the right of the traffic value
bardiicmtes more traffic dropped.

%: shows the percentage of forwarded traf
traffic. When you point to a bar in this
bar, green indicat ensdilceagietsi ndartoep pterda ftfriacf fa
Figuaz@ tdhe percpedtogefbifcdfop "test" is 1C
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Figure 428Per cent age of sdpreocpipfeidc trreagifanc f or a

Top Region Attack Traffic B 4
Region Rx Traffic Dropped Traffic T
test 554.2 M 6542 M

100%

4.1.10.2Switching the Traffic Unit

The defaul tbptsrYacu icpapis nsodrl d-ditewm rloipst-ri ght he 1
cornerfTopf Rtelye qm nTerla ftfoi cdi spl ay traffic dat a

4.1.10.3Downloading a Report

l i“kn th-eigpperc olrorpe rR eafi qlrmreTerIafafnid@ ben cli

— =

@to export data of this panel as 4anl HAT ML o
Downl oading a Report

4.1.11Viewing Attack Traffic Trend (Peak Size)

Thettack Trafficpimend di Bedla yaSi gapeafi ffiicc tlrPe m
region in the | ast 30 minutes, including th
Figuz®e 4

\ Thipanel provides traffic informatio

Note cannot view global traffic informati
Data on this panel refreshes every 30 secon
The met hod oftraifdwicngraemtdacK peak size) is t

traffic trends. 4Ftviewwéengi Ast askeTsatfionTr e
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Figure 429At t ack Traffic Trend (Peak Size) panel

Attack Traffic Trend (Peak Size) A ok
test Q bps v
750 M

2020-03-02 17:47-30
Rx Traffic: 6604 M
Pazsed Traffic: O

® Dropped Traffic. 660.4 M

500 M

250 M

17:30 17:40 17:50

Rx Traffic Passed Traffic @ ODropped Traffic

4.1.12Viewing Top Destination IPs (by Attack Peak Size)

ThBop Destination | Pepafky Ai she dntyiBratip&il Die
addresses of an object with the mosFi gumaéfi
430 letting usemreslkresw owWwhitdhte lobjaedcd receive
severely attacked.

‘ This panel provides traffic informa

Not: cannot view global traffic informat.i
Dawma this panel refreshes every 30 seconds.
The method of viewing top destination | P ad
of viewing top destinati om.IA @vdidr g sTsreasf.f iFco
Destination | P Addresses
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Figure 430Top Destination | Pel(by Attack Peak Si z¢

Top Destination IPs (by Attack Peak Size) B

test Q bps

GED Destination IP Rx Traffic Dropped Traffic c ]
81:6:221::602 554.83 M 854.8 M

4.1.13Viewing Traffic of Top Source Countries /Regions

ThBop Sourcepa&malntprieessents in real time top
the | argest attack traffic dropped by ADS i

Data on this panel refreshes every 30 secon

4.1.13.1Understanding Data Displayed in a Map

Top 10 soulrrceegaicoeuandinomest he | eft according tc
ADS, indicated with a color that shades fro
of theséregaurpensiinedsi cated in a map with the s

Pointing to tban/arregaheonfgeas tiotps 1dolcor t o gr ece
couhtegiame and the volume of trRifdge3ct droppe
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Figure 431Di spl ay of the

NSFOCUS AB&rM(

vol ume of

attack

Top Source Countries

Al Q,

M United States

W Germany

M France

M China

M Japan
United Kingdom
Karea, Republic of
Canada
Brazil
ltaly

n
b

China:6.5 K
»* ;

4.1.13.2Switching the Display Mode

By default, traffic

®in

(l'ist or map) or

Figure 432Swi t chi ng the

di spl ay

of top 10

Top Source Countries

All Q,

B United States

W Germany

M France

M China

M Japan
United Kingdom
Kaorea, Republic of

®
®

L2

as

mo de

sour ce

traffic

countr

t hei gpperc olrorpe rS oaufr ctep aCoauln ttrd ieshpd aye ma d e

FO ggtuB 2maoid e s, shown in

Canada

Brazil

Italy
IEigu&&@tappears nce appeamwhi diemmed. Therefor
only in a mapg , Afhtiesr Eycoounnctituimdnks c as e traffi
both a map andFiagu3idast4 as shown in
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Figure 433Di spl ay of traffic data in both a
Top Source Countries @ =22
A Q @ g
[ ] Germany
I United Kingdom
M Spain .
W iizly i t
B Cenmark T
France
Metherlznds
Russian Federstion
Poland
Awustria
GEOD Rx Traffic Dropped Traffic ¥
! Gemany 16.8 M 16.8 M I
United Kingdom 136 M 1326 M I |
E Spain 2.1 M 2.1 M |
| 1 B 52 M 53N I [
Denmark 8.5 M 656 I |
I] France 58 M 586 I |
= Metherlands 52M 52M N |
E Russian Federstion 3.8 M 328 HE |
: Poland 35M 35M |
= Austia 20M 20M EE ]
Cick@wgakes this icon di mmed Ringdu3hd dé s
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Figure 434Di spl ay of traffic data only in a |ist
Top Source Countries B 4
A Q g
GED Rx Traffic Dropped Traffic ki
B cormany 15.7 M 157 M I
United Kingdom 127 M 127 M I .
E Spain 2.5 M 2.5 M I |
| 1 am oM =
Denmark 5.4 M 546 I |
I] France 83 M 83M I |
= Metherlands 48 M 480 e |
E Russian Federstion 2.6 M 286M HE |
ol Poland 2.4 M 24M = =
= Austria IM am mm [ ]
4.1.13.3Viewing the List of Top Source Countries
The | ist ranks top 10 countries according t
GEO shows national flag icons. Pointing t

showhi guw2t® 4
RxTraffshows the traffic receheedadty BDSsé

Dropped: TehbWwscthe traffic dropped by ADS
seconds. The red bar to the right of the
l onger bar indicates more traffic dropped
%: shows the percentage of forwarded traf
traffic. Pointing to a bar in this col umn
indicates |l egitimate traffic a&rndguBéd 4 ndi
the percentage of dropped traffic for Ger
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Figure435Per cent age of dropped traffic of a sour

Top Source Countries B 4
A =1 bps v

GEOQ Rx Traffic Dropped Traffic 2

B corany 16.8 M 1650 I

- L .

BE United Kingdom 13.5 M 1351 DI . )
== d 00%
B =span 0.5 M DEM =

I =y 2.5 M B5M m

Il Fance 8.3M 63N - =
Dienmark 8.1 M 81M . =

= tetherands 5.3 M 53 . =

E Russian Federation 3TM 3TM |

= FPoland am i =

B Austiz M i [

4.1.13.4Viewing Top Source Countries Associated with a Specified Object

By def dobt Souheepamwallntprieessent s top 10 sour ce

coll ected from all ADS devices. You can spe
AD®rotected gt ®up, addrkeBg4torview its top 1
according to traffic dropped by all ADS dev|

On the paBegeshewaftienr you type a character s
objects containing the typed character stri

Figure436Sear ching for a specific object

Top Source Countries B L
d “ bps -
All
Dropped Traffic %
All 333 M -
41M W |
Groups
26M B |
DNS (Region: Regiond)
654K |
Adsgroups 102K |
T WLD 63K -
dzktest 42K -
M LU g PR 24K |
[‘8} Korea, Republic of 22K 22K |
i<l Canada 16K 16K m
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Afteclyold a debBerpdnebjdcsplays the traffic
associahetdhe object.

Figure437Tr af fic of top source countries associ a

Top Source Countries G} A+

IPZONEkjgeD5 @ bos

. United States
M China

W J=psn ’
B Gemnany Le e ]
. United Kingdom w q‘

Korea, Republic of
Morway

Mezdco

France

Russian Federation

4.1.13.5Switching the Traffic Unit

The defaul tbptsrYadu icpapis nodrl d-ditewm r loipst-ri ght he
cor nerTopf Stohue c ep aCoauln atyd edkiasfgfli ¢ data in pps.

4.1.13.6Downloading a Report

Cliikin t hei ghbpec olrompe rS oaufr ctehd:majlntarrid.@ hen cl

or@to export data of this panel as 4a.nl . HAT ML
Downl oading a Report

4.1.14Viewing Attack Traffic

Thett ack pharneflf ischows t he gr a
|l ast 30 minutes. Data on thi

4.1.14.1Understanding Data on the Panel
| n Athtea c k gTragfhf,i ¢

ph of attack tra
s panel refresh

Theaxi s indicates time, spanning 30 minut e

Theaxi s indicatvasi ausatkpesaibfdiadataeck hy ac
in different colors.
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4.1.14.2Viewing Traffic at a Specific Point of Time

Pointing to a specific time point displays
point.

Figure 438Tr af fi ¢ at a specific point of ti me

Attack Traffic " Ao F

2018-08-14 14:46:30
HTTPS Flood: 4 M
) NTP Amplification: 614.4 K
0M TCP Fragment: 4.5 M
® ICMP Flood: 358.4 K
SSDP aAmplification: 614.4 K
M ® Memcache Amplification: 614.4 K _

LAl

® UDP Flood: 1.6 M
® LAND Flood: 811.2 K Lo
f : ® Manual Strategy: 1.3 M i
Tan Chargen Amplification: 614.4 K
- ® ICMP Fragment: 9.1 M
—— AL dery.* Flood: 512 K bent
—— ICMP Flool ® Amplification: 614.4 K
= Memcache @ SNMP Amplification: 460.8 K
— LAMND Floc )
Charagen A UDP Fragment: 4.5 M
i @ DNS Amplification: 614.4 K
| ¢ ACK Flood: 1.8 M L

TCP Misuse: 561.6 K

SIP Flood: 14.2 M
HTTP Flond- 1.2 M

4.1.14.3Viewing Attack Traffic of a Specified Object

By def &ult ac ktglif eagpfhf ipor esents attack traffic t
devices. You can specify a reogioarctreagigomulpl
|l Pv4 or | Pv6e address to view its attack tra

Step 1 On the page shown Figure 438, type a character string.

The system displays alll objects containing
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Figure439Sear ching for an object
Attack Traffic ™ A
wen| Q bps
All
All
Adsdevices
wendingxing8000
wendingxingC236
wendingxing 10000
wendingxingVADS
wandinginga0oe 14:15 14:20 14:25 14:30
HTTPS Flood — Manual Strategy — DNS Query Flood ACK Flood HTTP Flood
SYN Flood
Step 2 Click a desired object.
The panel di splays the attack traffic trend
Figure 440At t ack traffic trend of a specified obj
Attack Traffic «” Mo
wendingxing10/ & bps
7.5C
5G
25¢C
' 14:05 14:10 14:15 14:20 14:25 14:30
HTTPS Flood = Manual Strategy - DNS Query Flood ACK Flood HTTP Flood
SYN Flood
- -En d
4.1.14.4Switching the Traffic Unit
The defaul tbptsrYadu icpapis nsodrl d-ditewm r loipst-rihg t he
cor nerAtdfactkhperneeflf itco di spl ay traffic data ir
4.1.14.5Downloading a Report
Cli ikl n theighper oAtntearc kopgTarnadfle iamd@, bE@ click
to export data of this panel an4d HTML or PDF
Downl oading a Report
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4.1.15Viewing Top Alerts Reported by NTA
ThBop NTApAhedt shows top 5 traffic alerts re

Data on this panel refreshes every 30 secon

Figure441Top al erbtys NTeAport ed

Top NTAAleris ™ B 4
Destination IP Alert Level Alert Type Duration Traffic ¥
;'2'5'4 high S5¥M Flood 17h 10min 38K
Clicu«ichigsplays more detail sFabaosz #hese aler
Figure 442Mor e detail s about alerts generated by
Top NTA Aleris B 4

Destination IP Alert Level Alert Type Duration Traffic ¥

high SYN Flood 17h Himin 38K

4.1.15.1Understanding Data on the Panel

ThBop NTApAhedt shows top 5 alerts reported [
foll owing information:

DestinatistbwmwbPt he attacked destination | P
device that reports this alert.

Al ert: Lewvews the al elritgti dvexdw, Thvdhi lhectanl dv
determined by the deviation of the actual
thresholds vary with NTA devices, alert |
di fferent deviations.

Al ert: Tylhpewerthe yae, which can be one of t

i DDoS attiancdk cates that the alert is trigce
The type of the DDoS att 8¥K Fsoabso disp

i Region triafdiicatad rtthaggéeéhedabger abner mal
outgoing region traffic.
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i I P group trahflicatéserthat the alert is t
received or sent by an I P group.

\ For details about alert levels awrdi:

Note i n NShFeOCUS NTA .User Gui de

Poa Inetritn gf rtool

Dur ati®mows the duration of t he
the start ti

a specific duration displays
as shbwgud3ad 4

Figure 443St ar t tliemet orfepmor taed by NTA

Top NTA Alerts ™ B 4 Attack T
ops Al

Destination IP Alert Level  Alert Type Duration Traffic ¥ 15 M

;'E'S'* high SYN Flood 17h Mmind  Start Time : 2020-03-05 16:16:30

5 M

]

=M
Traffsbhows the traffic at the start ti me ¢
descending order of | argest traffic detec
case, aftTemafydraiecdomciks di splayed and the 1
ascending order of smallest traffic detec
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Figure444Top al erts reported by NTA in terms of s

Top NTA Alerts «* B L

bps

Alert

Destination IP Alert Type Duration  Traffic 4

Level
52.10.4.57

mid bps Abnormal Zd 2.3h 0
10.245.2.206 44min
52.10.4.111

mid bps Abnormal Za 23h 0
10.245.2.206 44min
52.10.4.82

high SYN Flood 2d 2.3h 0
10.245.2.206 44min
52.10.4.23 . )

high SYN Flood 3h 35min 0
10.245.2.206
52.10.4.228

high SYNFlood 2923h
10.245.2.206 44min

4.1.15.2Switching the Traffic Unit

The defaul bptsoafdampismloenc i-dewnrloipst-ri ght he 1
cornerTopf NiThpAhedt ¢ o display traffic data i

4.1.15.3Downloading a Report

Cl iiki n th-ei gpper:oTrorperNToAprﬂnheeﬂtand@ ben clicl

— =

@to expor tpadnaetla aosf atnhiksTML or PDF4r édépdrt . F
Downl oading a Report

4.1.16Viewing Top Ongoing Attack Events

ThBop Ongoing panatk sboewst $ op 10 ongoing at:t

to attack traffic detected.by all ADS devi c

Data on this panel refreshes every 30 secon
4.1.16.1Understanding Data on the Panel

ThBop Ongoing puanatk sboewst $s op 10 ongoing at:t

traffic dropped by ADS in the | ast 30 secon:

descending order of dropped traffic

Attackedhb®Ws the attacked | P addew sist.s Cl i
detailed attack event informatiofh. Dnl@&n2 i
Vi ewing Attack Event.s Specific to an | P Ac

Attack Byhmevs the specific attack type.

Durati®mows the duration from the time whi
the dathaed.s PRoeifrrteisng t o a duration display
address, FasgughBeowln i n
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Figure 445St art ti me of an ongoing attack event

Top Ongoing Attack Events B 4 A
bps w A

Attacked IP Attacked Type Duration Dropped Traffic ¥ a

81:8:221::2 HTTP Floed... 2d 15h 14min AN O L I

51:6:221::602 ACK Flood 2d 15h 14mind| Start Time : 2020-02-29 18:12:30

81:68:221::702 ACH Flood 2d 15h 14min OO 3 T L]

81:6:221::402 ACH Flood 2d 15h 14min G55 M I |

81:6:221::802 ACH Flood 2d 15h 14min 654.3 M I |

81:6:221::802 ACHK Flood 2d 15h 14min 654.6 M IS |

81:6:221::102 ACH Flood 2d 15h 14min 653.2 M I |

81:6:221:-302 ACH Flood 1d 16h 55min G653 M I |

81:8:221::6 DMSE Query ... 2d 15h 14min ga.5M B 1

£1.8.221.0 HTTPE Flo... 2d 15h 14min S01M 1 1

Dropped: TBaftetault, top 10 ongoing attacl
of traffic dropped”™ bhyoADS.s Idn stpH asycepdp & e, t1
Tr afafnidc t hi s col umn shows the tot alcensaxinmu
the |l ast 30 seconds. The red babrappedind
Traf ftsiaziecon is displayed and this col umn s
dropped by all ADS devices in the last 30

Figure446Top ongoingyatboaak mventmembdropped traf/

Top Ongoing Attack Events B 4
bps -
Attacked IP Attacked Type Duraticn Dropped Traffic & £
81:8:221.-202 ACK Flood 2d 15h 35min 0 [ |
81:6:221::102 ACK Flood 2d 15h 35min 0 [ |
121.1.8.5 HTTP Flood... 10min 354K 1 |
121:1:98::5 ACK Flood, .. 10mnin 40 | |
£1.5.221.78 HTTPS Flo... 2d 15h 35min 56M I I
81.6.221.115 HTTPS Flo.... 2d 15h 35min 26M I N
81.5.221.134 HTTPS Flo... 2d 15h 35min 87TM I I
81.86.221.173 HTTPS Flo.... 2d 15h 35min 2.7 M I
81.6.221.188 HTTPS Flo.... 2d 15h 35min 27 M I
81.6.221.237 HTTPS Flo... 2d 15h 35min 87TM I I
. %: shows the percentage of forwarded traf
traffic. Pointing to a bar in this col umn
indicates | egitimg edrtampgdd ct radaifdf udckd 4 sn dsih
the percentage of dropped traffic for 81.
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Figure447Per cent age of f oriwagr daetd atcrka fefviecnti n an o

Top Ongoing Attack Events B A
Pps * A
Attacked IP Attacked Type Duration Dropped Traffic ¥ Y 7
81:6:221::2 HTTP Floed... 2d 15h ZBmin 5304 K I -
81:6:221::502 ACK Flood 2d 15h 2Tmin 160.8 K I |
81:5:221::802 ACHK Flood 2d 15h 2Bmin 160.2 K |
81:6:221::402 ACK Flood 2d 15h ZBmin 160.2 K I |
81:6:221::302 ACK Flood 1d 17h Bmin 160.2 K I | 2
81:6:221::702 ACK Flood 2d 15h ZBmin 1681 K |
81:6:221::802 ACK Flood 2d 15h ZBmin 168.8 K I |
81:6:221::102 ACK Flood 2d 15h ZBmin 168.6 K I |
81:6:221::802 ACK Flood 2d 15h ZBmin 168.1 K I |
81.8.221.0 HTTPS Flo... 2d 15h 28min 636K H 1

4.1.16.2Viewing Attack Events Specific to an IP Address

You can conveniently view Ttorpa fOfnigm i oifg a&An t lak k:
panel by performing the following steps:

Step 1 On the page shown Figure 447, click an IP address, for exampd,:6:221::2

Thett ack pagentis di splayed, with therdtP addr
box in the Fefgud&ad shown in
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traffic

Figure 448At t ac k

targeting

an |

addr ess

NSFOCUS AB&rM(

Regions

o

> test

0bps

09:28 09:30 09:32 09:34 09:36 09:38 09:40 09:42

* yhyyhy

AttackTypes  Attack Events

Destination IP Port Attack Types  Start Time EndTime  RealTime Dropped Max Dropped™ Total Dropped
sre221:502 0 ACK Flood 20102720 12:14:00 Ongaing o 867.1M 10277
sro221:402 0 ACK Flood 20102720 18:12:30 Ongaing es10M 665.4M 0257
s1.6:221:202 EY ACK Flecd 20102720 18:12:20 Ongeing es34m 885.7 M 57T
sre202 0 ACK Flood 20102720 12:1230 Ongaing eszm 864.7M 10267
81:6:221:702 £y ACK Flasd 20102720 18:12:20 Ongaing esiam 882.8M 15147
81:6:221:602 80 ACK Flood 20002720 13:12:30 ‘Ongaing 6533 M 8635M 15147
s1:e:221:802 0 ACK Flood 20102720 18:12:30 Ongaing 8587 M 863.3M 14837
sre221:2 £ HTTE Ficcd 20102720 18:12:20 Ongeing 553 M 882.4M 14537
81:8:221:002 ¢ 80 ACK Flood 20/02/20 18:12:30 Ongaing 662.1M 662 M 14877
81:8:221:302 20 ACK Flood 20/03/01 16:32:00 Ongeing 0 861.2M 8127

Prav 1 4

A admin

EMGLISH ~

& About | X Lo

Top Ongoing Attack Events =::]
bes v
Attacked IP Attacked Type Duration  Dropped Traffic v %
£1:8.221:2 HTTP Flood... 2d 160 31min 011 M  —1
£1:6.291.802 ACKFlood 2 15h 31min 6507 MmN W
£1:0.221:402 ACKFlood 2 15h 31min G540M mmmmm  m
£1:3:221:202 ACKFlood  2d 15h3imin BS34M mEEN W
g1:0:221:60 ACKFioos 20 15n31min 65330 mmmmm  m
£1:6:221:002 ACKFlosd  2d 15h31min G53.1M MmN W
£1:6:221:102 ACKFlosd  2d15h21min 6530 mmmmm m
£1:0.221.702 ACKFlood 2 15h31min 6510M mmmm  m
£1:3:221-8 DNS Query . 2d 15h 31min B43M 1 1
8162210 HTTPS Flo.. 24 150 31min 47.7M 1 1
Attack Traffic »* A
A a S
75G
5G
25¢
0 =
09:20 09:30 09:40
— HTTPSFlood  — Manual Strategy
— DNS Query Flood ACKFlood  — HTTP Flood
SYN Flood

gout

Step 2 Click in the search box.
The

Figure 449Sear ching for an | P address

object

system di sphanwsngl t hebcecrentonhpP

addr es

Altack Evenis
Q
A
=Y
2
[’ 0 bps
Default 09:30 09:32 09:34 09:36 09:38 09:40 09:42
P siemna A

81:6:221:/120 {adsgroup:
wendingxing)

AttackTypes  Atiack Events

Destination IP Port Attack Types Start Time EndTime  RealTime Dropped Max Dropped Total Dropped
81:0:221:502 80 ACK Flood 2002720 18:14:00 Gngaing 0 8874 M 10277
81:8:221:402 £ ACK Flood 2002720 18:12:30 Ongoing o55.5M 688.4M 10287
81:8:221::202 80 ACK Flood 2002728 18:12:20 Ongoing o528 M 685.7M 57T
81:0:221:1102 80 ACK Flaod 20102720 18:12:20 Ongaing 8538 M 684.7 M 0287
81:0:221:702 20 ACK Flaod 2002728 18:12:30 Ongaing 857.8M 8838 M 15147
81:0:221::602 a0 ACK Flood 20/02/20 18:12:30 Ongaing a560M 683.5M 1B15T
81:6:221:802 80 ACK Flood 2002728 18:12:20 Ongoing 0536 M 683.3M 14547
8102212 80 HTTP Fiooa 2002728 18:12:30 Ongaing 8536 M 6824 M 14537
81:0:221::002 20 ACK Flaod 2002728 18:12:30 Ongaing 850 M 882 M 14377
81:0:221::302 80 ACK Flood 20103701 16:32:00 Gngaing 9581 M a812M ai2T

Prev 1 2 3 4 5 MNext

Top Ongoing Attack Events

Attacked IP
8192212

Attacked Type Duration
HTTF Flood... 2d 15h 31
ACKFlood  2d 15h 31min

Dropped Traffic v %
0057 M I—
es7TaM mmmm W

ACH Flood 2d 15h 31min B50.8M IEEEN N
ACHK Flood 1d 17h 12min 650.1M HEEEN N
ACK Flood 2d 15h 31min B555M HEEEN N
ACKFlosd 26 15n31min 6538 mmmmm  m
ACHK Flood 2d 15h 31min 6536 M IEEEN N
ACK Flood 2d 15h 31min 6523 M HEEEN N
ACK Flood 2d 15h 31, B50M NN =
81:6:221:6 DNS Query 2d 15h 31min 841M 1 1
Attack Traffic e
A a bps ¥
756
56
25GC
o
09:20 09:30 09:40
= HTTPS Flood = Manual Strategy
= DNS Query Flood ACK Flood —— HTTP Flood
SYN Flood

Step 3 Select the desired IP address object and then grass.

The attack event i nfor mat

on

&f guih@®es 41 P

add
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Figure 450At t ack event information of an I P address

NET Traffic Monitoring Aftack Events

+
300 M bps Top Ongoing Attack Events [=::
Regions Dispiay by Regions ¥ bps ¥
an 200 M bps Attacked IP Attacked Type Duration  Dropped Traffic v %

09:30 09:32 09:34 09:36 09:38 03:40 09:42 12 25 HTTPFlood  Tmin 1751 K —
81:6:221:2(Def... HTTP Flaod  Tmin 164.6 1 E—
b fest A HTTPS Fio. min 0 m
HTTRS Fia 0 =
¥ yhyyhy
HTTPS Fia o =
HTTPS Fio 0 =
HTTPS Fio. min 0 m
Types At
HTTRS Fio 0 =
Destination IP Part Attack Types Start Time EndTime  RealTime Dropped Max Droppedy Total Dropped 81.822145 HTTRE Fle o =
81.6.221.04 HTTPS Fio 0 1
s1:221:2 80 HTTF Fiood 20/02/20 18:12:30 Ongaing 8578 M ea24M 14537
81822122 &0 SYN Flood 20102120 18:12:30 Ongoing 25450 2586M 5667
»
e 1 et Attack Traffic ' Mo
A a bps v
5C
5G
25G
0 A
09:20 09:30 09:40
— HTTPSFlood  — Manual Strategy
— DNS Guery Flood ACKFlood  — HTTP Fload
SYN Fload

- -E-n-d
4.1.16.3Switching the Traffic Unit

The defaul tbptsrYadu icpapis nodrl d-ditewm rloipst-ri ght he
cornerTopf Onlgewi ng AanetktbBvemntsplay traffic d

4.1.16.4Downloading a Report

Cl iiki n theigphpefcdrorperOngoi ng panadck aBdenthen

@or@to export data of this panel as an HT
4. Do4wnl oading a Report

4.1.17Viewing Top 10 Source IP Addresses

ThBop 10 SourceahBPlAdhmevssdedop 10 source | P
traffic dropped by ADS in the | ast 30 secon:

Data on rtehfirse sphaenselevery 30 seconds.

4.1.17.1Understanding Data on the Panel

The table ranks top 10 source | P addresses
seconds.

GEO shows the national flag icons. Pointi
showmi gusl 4
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Figure 451Di spl ay of the country name

Top 10 Source IP B
A Q bps ¥
GED Source IP Rx Traffic Dropped Traffic S

12:1:8::5 34M 34N I
B zzzez 42K 42K [
== - R 41 4K [
= [Gried s | =
== RN 26K 28K [
B zazao 18K 36K [
B z3za50 X3S 28K [
B z3a7 3K 16K [
B zzaa 3K 36K [
B zaaz 34K 34K [
SourceshPws source | P addresses.
Rx Tr:afsfhioows t he total tratfHe cl aetced ¥ede by
Dropped: Tehbfwect he tot al maxi mum traffic
|l ast 30 seconds. The red bar to the right
value. A longer bar indicates more traffi
%:. shows the percentage of forwarded traf
traffic. Pointing to a bar in this col umn
indicates legitimate traffic &rnduséd 4indi
the percentage of dropped traffic for 12:

Figure 452Per cent age of dropped traffic of a sour

Top 10 Source |P B 1
A q bps ¥
GED  Source IP Rx Traffic Dropped Traffic L
12:1:8:5 3.3 M 33M I
32352 16K 6K -
=
B zazo 16K 26K -
B 33307 36K 36K -
B 333313 34K 34K [
B 3a3zy 34K 34K [
B 33354 14K 24K -
B zazaz 34K 34K -
B 33388 34K 34K |
B z3z4s 312K 12K [
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4.1.17.2Viewing Traffic of a Specific Object

Step 1

Step 2

By def dopt 10t Bpamreaele drPesents top 10 source |

coll ected from all ADS devices. You can spe
AD®rotected group to viewdidscdrodpi rsg utra et rl &
in the |l ast 30 minutes. You can also speci f)
information in the |l ast 30 minutes.

On the page shown Irigure 452, type a character string and then piester.

The system displays alll objects containing

Figure453Sear ching for an object

Top 10 Source IP B

[«

1 Q
Al

bps

Dropped Traffic %

Al 34.3M
41 M
Region
26M
Region1
148
Region2
e 148
Region3 148

Region4 148

Regiond 148

148
148

Groups

IP Group (Region: Region5)

IP Group1 (Region: Regiont) v

Select an object and presster.

Then sour ce liPataeddd rweistshe st haes ssopceci fi ed obj ect
traffic handled by ADS in the |l ast 30 minut
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Figure454Tr af fi ¢ of top 10 source | P addresses a!
Top 10 Source IP B 4
10.66.242.1891 G, bos
GEQ  Source IP Rx Traffic Dropped Traffic Y

12:1:8::5 2.3 M 3.3M
o 3.3.3.143 4 K 4K
- 3.3.372 36K 36K
- 3.3.3.240 36K 36K
- 3.3.3.120 36K 36K
- 3.3.3.178 36K 36K
- 3.3.3.255 34K 34K
- 3.3.3.00 34K 34K
- 3.3.3.170 34K 34K
- 3.3.3.168 34K 34K

- -E-n-d

4.1.17.3Switching the Traffic Unit

The defaul tbptsrYadu icpapis nodrl d-ditewm rloipst-ri ght he
cornerTopf 1t0h Spairecle tIdP di splay traffic data i

4.1.17.4Downloading a Report

[ ikl n th-eighper olrorpe rl 0o fSptuhrecle nd rPd@,:tke

(-

@to export data of this panel as 4anl .HATML o
Downl oading a Report

4.1.18Viewing Attack Type Distribution

Thettack TypepBhetrshowsobhhe percentage of t
total traffic detected by ADS in the | ast 3

Each attack type is shown in a different <co
seconds.

4.1.18.1Viewing the Percentage of Traffic of a n Attack Type

Pointing

t the area of a specific attack t
type to th

0
e totFalgugkeafdfi c, as shown in
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Figure 455Per cent age of traffic of an attack type
Attack Type Distribution 9 L
All Q pps
UDP Flood
proportion: 6.6%
' HTTPS Flood NTP Amplification
@ TCP Fragment ® ICMP Flood
SSDP Amplification @® Memcache Amplification
® UDPFlood @ LAND Flood
Manual Strategy Chargen Amplification
® ICMP Fragment @ DNS Query Flood
® Amplification @ SNMP Amplification
@ UDP Fragment @ DNS Amplification
ACK Flood TCP Misuse SIP Flood
@ HTTP Flood SYN Flood
Clicking in this area separ akieg45teéhi s area f
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Figure456Separating the area of an attack type f

Attack Type Distribution Q9 L

All Q pps v

A

UDP Flood
proportion: 6.6%

HTTPS Flood NTP Amplification

@ TCP Fragment @® ICMP Flood
SSDP Amplification @ Memcache Amplification
® UDP Flood @® LAND Flood
Manual Strategy Chargen Amplification
® ICMP Fragment @ DNS Query Flood
@® Amplification @® SNMP Amplification
@ UDP Fragment © DNS Amplification
ACK Flood TCP Misuse SIP Flood
@ HTTP Flood SYN Flood

4.1.18.2Viewing Attack Type Distribution of a Specified Object

By def &dtttackt fgpegbaphrpbaskeonhsttaek
based on data collectred taomspketi APS
devi ce,r At ed group, or | Pv4d or |
the [ ast 30 minutes.

- =

Step 1 On the page shown Figure 455, type a character string.
The system dicopntagidneiartdy pelj ebtas acRiegugset rdi ng
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Figure457Sear chi ng

NSFOCUS AB&rM(

Attack Type Distribution

| Q
All

All

Regions
dengming
gdProvince

safin

Groups
admin (Region: dengming)

“Tira Fniboa

N ATPICEuU

@ TCP Fragment ® ICMP Flood
SSDP Amplification ® Memcache Amplification

® UDPFlood @ LAND Flood
Manual Strategy Chargen Amplification

® ICMP Fragment @ DNS Query Flood

o Amglification @® SNMP Amplification

© UDP Fragment DNS Amplification
ACK Flood TCP Misuse SIP Flood

@ HTTP Flood SYN Flood

Step 2 Select an object and preSster.
Then the attack type distribouies bé§ di spka:
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Figure 458At t ack type

NSFOCUS AB&rM(

di stribution of

a spe

Attack Type Distribution o L

wanglidou  Q Pps
@ UDP Flood

- -E-n-d

4.1.18.3Switching the Traffic Unit

def aul tbptsrMadu icpapis nsoel d-dbtewm r loipst-ri ght he
in pps.

The
cornerAtdfactkhelTypep®hnet r ttbruatdfifeipcl adyat a

4.1.18.4Downloading a Report

Cli%un

theighpercoAtntearc ko fTytplreep Bnet rabhdtt ben

@or@to export data of this panel

4. Dodnl oadin

4.1.19Viewing Device Monitoring Information

ThBevice Mpma
devices and

Data on this

g a Report

intedr ismws t he
NTA devices

panel refreshes

detail ed
iFn gty & ldast

every

cified

L

as an HT

monitor.i
30 secol

30 secon

5R9
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Figure459Devi ce moni toring information
Device Monitoring ™ B 4
Name Status Uptime Resource Usage
M 1088250125 & 28d 22h 20min ;:;';'rj ' .Ez%aﬁ
BFoz_za2 -~
M 10,858,250 251 -~
Boroz_ 24 -~
M 1088250 248 -~

Clicu«"chigsplays more details aboduti gttié& mnoni t c

Figure 460Mor e det ail s about the monitored device
B Device Monitoring jz:: RS

Name Status Uptime Resource Usage

B 10.86.250.135 o 28d 22h 21min ﬁ:’ = 3;’{){1

Roroz 202 L]

B 10.66.250.251 L

Baroz_2e 8

B 1088.250.248 L

B 1088242191 ® 4d 23h 34min e o

Boroz 121 L]

Bonsszaz iz L

B 1086.242.221 L] 7d 200 44min r:«:b -_ ::’9%

Horoes2e3.108 L

4.1.19.1Understanding Data on the Panel

ThBRevice Mprintdr isthgws detailed monitoring i
devices and NTA devices.

Name shows the name of an NTA or ADS devic

St ait ushows whether the device is online.
i When the device is edl| i®nibcecann di sp rdoipseprllayy ec
i When the deVheedéesi o&f hihaaebealdms psl hawte dd o wn
Statoakumn, but no status icon appears.
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i 1f the time of an online device®isonot s
is displayed.

T I f teaeséiof a devic@ieoabbsP@itmtpibragaétdce,
icon displays the |icense information.

Figure461Li cense expiration reminder

Device Monitoring  ® B
Name Status  Uptime Resource Usage
B1066250. . © 294 22h 25min © o ! 5%

MEM IR 72 %

BLF02_242 ® The device has been shut do

] : CRU I 5 %
10.66.242.... & 4d 23h 38
i T MEM - 35 %
B F0Z_121 @ The device has been shut do
CPU 7 %

05 -
dL1066.242... ®&L  7d20h 47min VEM 245

The license will expire in 3 days.

Uptimehows how |l ong the system has been r
avail ablosmlamley dfeari ces.

Resource dJsawe the CPU/ memory usage. Such
online devices.

I f the CPU or memory usage exceeds 80%, t

You ca* tbiskwitch to the f UHilgusf@r eden mode,

Figure 462Devi ce moni toring information in full s
b Device Monitoring jz:: N

Name Status Uptime Resource Usage

B 10.88.250.125 @ 584 25k 21min E:'L‘ - sx

— 2%

Buroz 242 @

B 10.86.250 251 e 7

Broz_ze @ The device has been shut down

B 10e6.250.208 8 7

B 108252191 8 4 230 24min r:JEvL' - ;'*-,;,

Baroz_iz1 @ The device has been shut down

n‘C-GEZ‘JZHS @ The device has been shut down

B 10eszs2221 e 7d 20 44min ﬁ::" - ::;

H10es2e3.105 @ The device has been s
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You caBaahi clketurn to the

4.1.19.2Downloading a Report

nor mal

NSFOCUS AB&rM(

panel displ

Cliikin th-eigppelcoDenveirceochpIrahiretedJriarmgi@,ben cl i

P00

to export data of this panel as 4anl HAT ML o
Downl oading a Report
4.1.20Viewing Traffic of Top NTA Regions
ThBop NTA RegpaomelTrmpfédsents in real time top
|l argest network traffic in the |l ast 30 seco
regions receive or transmit the | argest net:
Data on this panel refreshes every 30 secon
4.1.20.1Understanding Data on the Panel
The | ist ranks NTA's top 10 regions accordi
seconds.
Regionegion that receives or tran&miTts tr
Traffic Marbi tpaargienug wher gei gw more detail s a
traffic,FaguG3daoa&n in
Figure 463Tr af fi ¢ of a specific region
:’Emes fm e S 15 Mins 30 Min: 1 Hour AutoRefresh: 30 seconds ¥ C = ps ¥
0bps . . Top NTA Region Trafiic B4
l 14:30 14:35 14:40 l I::;l:fﬁc" T;‘aﬂm ~
Rx tratftia¢fi NTAeceri vkd bygst 30 seconds
Tx tratfaéfic transmitted by NTA in the |
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4.1.20.2Switching the Traffic Unit

The defaul tbptsrMdu icpapis nsoetl d-dbtewm r loipst-ri ght he
cor nerfToef NiTHe Re gp amedIT rstpd faiyc t raf fi ¢ data in

4.1.20.3Downloading a Report

Cli¥kin thei gppecolrope INTAf Rtelgp amelTrafd itchen c

@or@to export data of this panel as an HT
4. Do4nl oading a Report

4.1.21Viewing Trends of Traffic on NTA

ThETA Tr af fpiacn eTlr esnhdows trends of traffic rec:
mi nutes by NTA under monitoring of ADS M.

Data on tbsbepaeeéryed8® seconds.

4.1.21.1Understanding Data on the Panel
I n NThAe Tr af fgirca pThr,e nd

Theaxi s indicates time, spanning the | ast
Theaxi s indicates traffic:
i The yell ow area represents the total tra

i The green arheea troetparle sternatfsf i ¢ transmitted.

4.1.21.2Viewing Traffic at a Random Point of Time

Pointing

t o a NTaAn do ma f fgoricenpfThr ednidstphleay s t he s pe
incoming tr

affic, outgoing Eirqau#af4 c4 and dro

Figure 464Det ai |l ed traffic information at a speci:
NTA Trafiic Trend b

ALl Q, bps
1T

2017-12-13 10:29:00
Rax traffic: B25.4 G
Tx traffic: O

10:30 10:40 10:50

Rx traffic Tx traffic
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4.1.21.3Viewing Traffic of a Specified Object

By def &aAtraftfhgr apéngresents trends of traf
devices under monitor i ntgi noef tArDaSf fM.c Ytorue tdasn o

region, regional | P group, and NTA device.

Step 1 On the page shown kigure 464, type a character string and then piester.
The system displays all objects chinguwgismihg

Figure465Sear ching for an object

MNTA Trafic Trend .
te Q, bps
All l
All
Ntaregions
FO3test@F03test
test
[x@test
festl
ywytest] @ywytesti 0:40 10:50
Rx traffic Tx traffic

Step 2 Select an object and preSster.
Traffic trends of the specHifgudd& odbject are

Copy TrEi QNIBtFOCUS 101 V4. 5R9
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Figure 466 Re-#a i me traffic trends of a specified ob

NTA Traffic Trend

eyxtestlope 0

750G

A
&

]

oL

bps

10:30 10:40 10:50

Rx traffic Tx traffic

- -E-n-d

4.1.21.4Switching the Traffic Unit

The def a

ul tb ptsrYaoc u icpapis nsoan d-ditewn r loipst-ri ght he

cor nerNTAfr atfhfei pameénd o di spl.ay traffic dat a

4.1.21.5Downloading a Report

i Yk n t

[

@to exp
Downl oad

hei gpbpercoNTWRe rITr aff fpidtreeTlr eanndd@, ben cl i

ort dat dTwmL ©Ohi PDFamelpoas .4a.mlord det a
ing a Report

4.2 DDoS Traffic Monitoring

.

ADS M presents at tdadlk turpd fofaide db dgye A

Note

Underraf fic Monitoring >, DPo&% dmaf fibcaMohbt brc
Vi ew-trinen®l and historical attack traffic tr
regional | P groppptADEcdPgadepedDE

View or add panel s.

Configure filters.
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| P addresses under the default pro+te
protected groups. To view attack tra
expressly indibedtoeg et tdel Byaddcome dd spl

Attack traffic infmembtabhi cnchtidemartrieah

2= NSFOCUS NSFOCUS ABS MG

c

information. By default, attack traffi

4.2.1Viewing Real -Time Attack Traffic Information

To vidgwmeealtt ack traffic informati on

Step 1 ChooseTraffic Monitoring > DDoS Traffic Monitoring .

Red4ali me attack traffic informationAaoft aalkl

Traffi,cToPpr ODreds t andRriodm cloP paArbabysis

I n remé mode, trends of traffic in the

ctEBO MithsHdwr vi ew the attack traffic

trend

Figure 467At t ack traffic information of all objects

DDoS Traffic Monitoring NET Traffic Monitoring

+

Atftack Traffic Trend Top NTAAlerts *

Resl Time.
—— 15 Mins 30 Mins 1 Hour AutoRefresh: 30sacends ¥

bps v

> yhyyhy

2020-03-03 10:19:00
Rx Traffic: 96 G

® Dropped Traffic: 9.2 G
Passed Traffic: 350.7 M

5Cbps Top 10 Source IP
10:20 10:22 10:24 10:26 10:28 10:30 10:32

Al &

Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffien Total Dropped Traffic
— s 0 0 o588 M 56866

Show objects with no dropped trafiic

Prev 1 Next

bps ¥

121051 288 =1

E= R

TablRdedcri bfesDRe @ aBr aof fi paMeni toring

Tabled42LayoutDD®@$® Trhaef f ipagMoni toring

No. | Description

1 List of objects
2 Traffic trend
3 Panels
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On theDDoS Traffic Monitoring page, thébject tab page ranks regions in descending
order of traffic dropped by ADS.

Table43Re#ai me attadpateamef Ob§ & mebs thhag e

Parameter Description

Legend Shows various shades of blue from dark to light, indicating the total drg
traffic. A darker blue indicates more traffic dropped.

Destination Object Indicates the traffic monitoring object.

RealTime Dropped Traffid Indicates traffic (in bps or pps) dropped by ADS for the object.

RealTime Rx Traffic Indicates traffic (in bps or ppsgceived by the object in real time.

Max Dropped Traffic Indicates the maximum traffic (in bps or pps) dropped by ADS for the o
in the statistical period.

Total Dropped Traffic Indicates the total traffic (in bits) dropped by ADS for the objecthia
statistical period. The traffic unit is bit.

Step 2 On theObject tab page shown iRigure 467, select one or more objects to view traffic
dropped g ADS for them. Se€&igure 468.

Figure 468Re-#a i me traffic trend graph of a specifi

Attack Traffic Trend 3+

Real Time
= o 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ c

500 M bps

250 M bps

2020-03-03 10:34:30
Rx Traffic: 655 M

® Dropped Traffic: 655 M

10:3. © Passed Traffic: 0 14 10:36 10:38 10:40 10:42

0 bps

Summary Object

] Legend Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffic Total Dropped Traffic

No Data

Show objecis with no dropped traffic

By default, only the objecdisspMiayhed.raf fic

Step 3 Click Show objects with no droppedraffic to displayobjectswith traffic dropped by ADS
and objects with no traffic dropped.

Copy rEi NIBtFOCUS 104 V4. 5R9
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ClicKidg objects withi cdeos do jppetds twiatf f ico tr

Figure 469Re-4a i me attack traffic trend graph of al

Aftack Traffic Trend 3
Real Time
15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ c
= ON
Tuesday, March 3rd 2020, 10:26:02 am - Tuesday, March 3rd 2020, 10:41:02 am bps ¥

500 M bps

250 M bps

0 bps
10:28 10:30 10:32 10:34 10:36 10:38 10:40

Summary Object

[} Legend Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffics Total Dropped Traffic

1 — ddddddd 0 0 0 0

Hide objects with no dropped traffic

Step 4 Point to a random point in the attack traffic trend graph to displaptaktraffic received,
pased, and dropped by AD& a specific point of time for spéiedd objects, as shown in
Figure 470.
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Figure 470DDo S attack traffic information at a specific

DDoS Traffic Monitoring Add Widget
Attack Traffic Trend & Top NTAAlerts ™ B 4
Reatens 20 Mins 1 Hour AutoRefresh: 30seconds ¥ C' bps ¥
.@ ‘uesday, March 3rd 202 0:31:32 am - Tuesday, March 3rd 2020, 10:48:32 a bps ¥
* yhyyhy
500 M bps
2020-03-03 10:40:00
250 M bps Rx Traffic: 657.1 M
® Dropped Traffic 657.1 M
Passed Traffic: 0
0bps Top 10 Source IP B
10:32 10:34 10:36 10:38 10:40 10:42 10:44 10:46 - -
Step 5 Below the attack traffic trend graph, drl to view afiner-granularitytraffic trend.
Figure 471K ng@ranul arity traffic information
Attack Traffic Trend 3
Real Time _ N
= o 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ c
Tues: 2 422 Tue: 202 7:25 bps
10C bps
5C bps
0 bps
5Cbps
10:46 10047 10:458 10:49 10:50
Step 6 Click a link of a region or IP group in tliZestination Objectcolumn.
Traffic information of | P addr essehsttianck he

TrafficToPpr éOrecdst ianndkriodm cloP.s Anal ysi s
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Figure 472Tr af fi ¢ information of a specific
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region

= Altack Trafic Trend L = TopNTAAkrs .
Regions Display by Regions ¥ —— o . » >

lins 30 Mins lour v
a = oN AutoRefresh: 30 seconds

M=) A brs

» ddddddd

> yhyyhy

2C bps

2020-03-03 10:59:00

Rx Traffic: 653.2 M
® Dropped Traffic: 653.2 M
0bps Passed Traffic: 0 Top 10 Source IP

R 11:00 11:02 11:04 11:06 s
L] EE g H
Step 7 On the page shown Figure 467, click Summary.
The average and total are displayed

the statistical period.

Clicking thebar or textn theLegendcolumn hides or displays the corresponding traffic in
the attack traffic trend graph. By default, all three types of traffic are displayed. A dimmed

legend indicates that this type of traffic is hidden.

Table 44 describes parameters on Biemmary tab page.

Table44Re-a i me t rigpfafriacmettr&unsdmam pt pa g e

Parameter Description

Legend Legends for dropped traffic, pasdealffic, and received traffic.
Avg Average traffic dropped, passed, or received. The traffic unit is bps or pps.
Total Total traffic dropped, passed, or received. The traffic unit is bit.

Figure 473Su mmar y-t iome r@atad ack traffi mo n i
Summary Object
Legend Avg Total
=== Dropped Traffic g32TM 5605 G
Passed Traffic 0 0
Rx Traffic 832TM 5685 G

Step 8 Type an IP address in the seabeln inthe left pane showRigure 467.
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Then the traffic monitoring adadroegganatiimngwdst
bel ongs appears.

Figure474Sear ching for information associated wi

All

All

Default
81:6:23:8

Regions n
ads n

lpranges

81:6:23::8 (group: ipz) n

B81:6:23:120 (adsgroup:
wendingxing)

VL e T

Step 9 Click an IP address in the list.

Then the panels concerMtitndgc ktfhfiiscT 0 r darelddtr ies & t, i
| PanRirotocol s Apdbhygiesls &sgsshwHd | n

Figure 475Re#a i me traffic monitoring of an | P address

DDoS Traffic Monitoring

- Attack Traffic Trend o Top Destination IP
Devices Display by Davicss ¥ — )
+ wenangxing n 15 Mins 20 Mins 1 Hour AutoRefresh: 30 seconds ¥ C o220 & bps ¥
1625024 GEQ Destination IP RxTraffic  Dropped Traffic %
R A . S - 10232 E7EM  E76M —
31623120 A . o o ) B 2 1M M m -
ym 24m 24M | -
24M 24m | -
» wendingxing8000 oh
24M 24mM | -
* wenadingxingG236 LYY 24m 24M | -
100 M bps
» wendingxing 10000 oh 24M 24M | -
24M 24M | -
> wendingxingVADS oh
24m 24M | -
» yuanmei_c236_.. <) 50 M bps 24M z4aM | -
» yuanmei_10000 Ll
VADS-GDJ-191 8
B endinainn2nE aA 0bps Protocols Analysis b
09:04 09:06 09:08 09:10 0912 09:14 09:16
216227120 & _—

Summary  Objest 50K

O Legend  Destination Objest RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffiows Total Dropped Traffic

) — 818232 sTam smam sTaM 86 .

) — gL828:10 1u nm 1mm eee 09:05 0910 0915
) — 816230 24m 24m 24m 226 P 1P @ cwp

) — §1623.8 24m zam zam 220

- -En d
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4.2.2Viewing Region -Specific Traffic Information

On the paBegsethwdl iicnki ng a region in the | ef
information of the regions ainnd tohfi salrle giPo ng.r oY
view histotriimelt raanfdf irceatlr ends and panels of
region, or | P addressadsFeor i epxamwmplBd; éw@Br a8n
information of | P address 81:6:23::8.

Figure 476DDoS Traffic Monitoring page

DDoS Traffic Monitoring

Aftack Traffic Trend Top Destination IP

Regions Display by Regions ¥ —
i 3 . B1:5:23:8 P
T oz i B o 15 Mins 30 Mins, 1 Hou AutoRefresh: 30seconds ¥ C'

GEQ Destination IP
2a00:a020:AF... Destnate
816238 A bps ¥
4512312012
106.3125.0124

» adst
2Mbps
ads2
» bxh
* nta 1M bps
nta_ads
¥ por_test
v 0 bps
1516 15:18 15:20 15:22 15:24 15:26 15:28 15:30

81:823:8 &

GEO Destination IP
816238

mmary  Object

0 Legend Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Trafficy Total Dropped Traffic

O — 81:6:23:8 zam 24m z24m 225

Show obiects with no dropped trafic

Prev 1 Next

R Traffic
24m

Top Destination IPs (by Altack Peak Size)

R Traffic
24M

NSFOCUS AB&rM(

Dropped Traffic %
24V —

B4

bps ¥
Dropped Traffic %
240 —

4.2.3Viewing Device -Specific Traffic Information

On the paBegsthf whou ncbha s ps ealye dity obne d-thews r op
l'ist in the |l eft pane andnmet haant ascekl etcrtafa idewv
ADS devipregt AADtSed eridumx, Ilé&Pndddp esses under
can view hidtiovei @dlt axcrkd treadlfi ¢ trends and p
protected group, and | P address under a pr o
wendi ngx iwegnedli 2nigoc>i wnigew tr af f i cweinndfionrgmxaitnigon o
protected by device wendingxing6025.
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Figure 477Devspeci fic traffic information

DDoS Traffic Monitoring

e Attack Traffic Trend 2 Top Destination IP ::: IR
Devices Display by Devices ¥ Real Time
15 Mins 30 Mins. 1 Hour AutoRefresh: 30 seconds ¥ C' bps v
> ADS-185 ) B om
Rx Traffic  Dropped Traffic %
¥ wendingxing6025 o0 a7.8M B7.EM E—
- A o ped mews =
1M 1M u -
ym
24M 24M 1 -
> wendingxing8000 of 2em zem -
P wendingxingC236 CYN 500 M bps 24M 24M | -
24Mm 24am 1 -
» wendingxing 10000 oA
250 M bps z4M 24M 1 -
> wendingxingVADS o0 2am FYITI -
> 10000-ym-242 =} 24m 24M | -
0bps
» yuanmei_10000 a
> 8005-GDJ-121 L
250 M bps Top Destination IPs (by Attack Peak Size) =:: IR
17:52 17:54 17:56 17:58 18:00 18:02 18:04 15:06
wendingxing & bps ¥

Dropped Traffic %
532N E—

@
]
Q
o
L
5
&
)
B
H

[ +] 120 28 m -
u M m -
et 48M asM 1 -
i
48M a8M 1 -
- [ +] 48M 48M 1 -
Destination Object RealTime Dropped Traffic RealTime Rx Traffic WMax Dropped Trafficw Total Dropped Traffic.
[ +] asm asm 1 -
81:623:2 ETEm sTEM ETEm TEEE o sew 1 -
81822100 oM oM E] 1076 P PR -
81:6:23:10 1M nm M 2sG “1m EREtN] -
£1:6:23:8 24m 24m 24m 228

4.2.4Viewing Object -Specific Traffic Information

By def &dulttackt Fegfrfaiphr Tresmpd ays att adcekv itcreasf f i
moni tored by ADS MitiYeu addmcwki aw atftffé cr edalend
region | P grougp, cAR tckeadv igoeo,upADSr | P addres

Step 1 On the page shown Figure 467, type a character string and then piester.

The system displays all objects containing
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Figure 478Sear chi ng

All

All

Adsdevices
wendingxing3025
wendingxzing 2000

| wendingxingC235

> B

wendingxing 10000

wendingzingWADS

Adsgroups
wendingzing
wendingzing

| wendingxing
wendingxing

wendingzing

gl gl =

for

a

NSFOCUS AB&rM(

traffi

C moni

Step 2 Select an object to be queried, suclvasdingxing800Q and then predsnter.

Figure 479Tr af f i ¢ i

Devices Display by Devices ¥

S N
”

D e
> ava

» protect_perform .

» wendingxing A
°h
ol
oA

10000-ym-242 8

wendingringC236
wendingxing10000

>
>
> wendingxingVADS
>
>

yuanmei_10000 e

» Rone ANt a

Traffic i

nf or mat i

Attack Traffic Trend

Real Time.
15 Mins
= ON

30 Mins 1 Hour

250 Mbps

0 bps

250 M bps

17:36 17:58 18:00

18:02

nf or mat i

on o

18:04

on

f

18

06

of

speci fied

18:08

t he

+,

AutoRetrasn: 30saconss ¥ C

bes ¥

Show objects with no dropped traffic

Prev 1 Next

Summary  Object
() Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic
() — wendingzing 3246M 384 M

Max Dropped Traffics

ESLERY
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4.2.5Viewing Traffic Information of an IP Address in the Default

Protection Group

I P addressed awundempriohecti on group -do
protected groups. To view traffic i
indicate the I P address before he
Step 1 On the page shown kigure 467, type an IP address (such&is6:221::202) and then press
Enter.
The system displays all objects contai
Figure 480Sear c hi ngmd mirt ar itmg@fdbjcect
All
5 ¥
All
'y
Default ﬂ
81:8:221::202
A
Step 2 Select the object to be queried and then gEessr.
Attack traffic information of this |P
Figure 481At t ack traffic information of an | P address

DDoS Traffic Monitoring NET Traffic Monitoring

Attack Traffic Trend £ Top Destination IP

Region: Dispiay by Regions ¥
15 Mins. 30 Mins. 1 Hour AutoRefresh: 30 seconds ¥ (O 182215202 & bps ¥
an
81:6:221:202(D...
bps ¥
6025E
v ads A 2020-03-05 08:12:00
lo Data
v A Rx Traffic: 0
® Dropped Traffic: 0
2a00:a020:ffff-ff... 500 M bps Passed Traffic: 0
816238
45.123.120.12
106.31.25.024 2301 bes
> adst
ads2 0bps Protocols Analysis yvan’
09:12 09114 0915 09:22 09:24 09:26
B16221:202 & p—
mmary  Objeet ook
() Legend  Destination Object RealTime Dropped Traffic RealTime Rx Traffic Max Dropped Traffic v Total Dropped Traffic
) — 81:3:221:202 0 0 a50a M 2335
0
Show objects with no dropped traffic 09:15 09:20 09:25
@® uop TcP @ ICMP
Prav 1 Next

not
nformat.i
system d

addr e
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4.2.6Viewing Historical Attack  Traffic Trends

To view historical attack traffic trends, follow these steps:

Step 1 On the page shown Figure 467, click ON for Real Time in theAttack Traffic Trend area
to disable the reglme mode and enable the historical mode.

ClicGRmdgreal elnanel est itnhee moedael agai n.

I n historical mode, attack tr# fdfiispltaryemd sdro

dat a.
By dehauttaftic attack trend graph dDaswl!l ays
We eklont hustdinspl ays attack traffic trend gr

a custom period.

Figure 482Hi st ori caliobjteac& traffic

DDoS Traffic Monitoring NET Traffic Monitoring

Total(Dropped bits)  Max  Avg ¥
8eT B147M 8238 M

(20 ] e 8162 88T 850M B13M
b ADEASS - 88T 650.6M 6128 M
85T 650.7M 6056 M
v 2
wendingxing8025 ol ast ssaow mszan
» wendingxing A 200G bps ATT BB1.1M 4358M

ym

¥ wendingxing8000 8
ging; A 417
* ava .7
» protect_perform.
» wendingxing A
10 G bp: Top Destination Pz (by Attack Peak Size) |z:: K
>
wendingxingC238 od 15:30 16:00 16:30 17:00 17:30 18:00
» wendingxing 10000 el g bes v
! ‘ ! TotalDropped bits) ~ Max  Avg ¥
M
=] 1M
- Z am
==} am
Object =
8 am
==} 4m
nd Max Dropped Traffic v Avg Dropped Traffic Total Dropped Traffic Max Rx Traffic Total Rx Traffic
- Z 30M
293G 886G @27 286G 87T
= 39N
813.4M 7885 M 85T 8134 M 85T = 200
S 312M arT sTeam a7 - e LY
3330M 3223M 35T 480.4M 4T

The object list shows region names and detailed traffic information in descending order of
dropped traffic volume.

Table4d5Hi st oackatraphirametend on the Objects ta

Parameter Description

Legend Shows various shades of blue from dark to light, indicating the total drg
traffic. A darker blue indicates more traffic dropped.

Destination Object Indicates theraffic monitoring object.

Max Dropped Traffic | Indicates the maximum traffic (in bps or pps) dropped by ADS for the objg
the statistical period.

Avg Dropped Traffic | Indicates the average traffic (in bps or pps) dropped by ADS for the objbet
statistical period.

Total Dropped Traffic | Indicates the total traffic (in bits) dropped by ADS for the object in the statig
period.
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Parameter Description

Max Rx Traffic Indicates the maximum traffic (in bps or pps) received by ADS for the objg
the statistical peod.

Total Rx Traffic Indicates the total traffic (in bits) received by ADS for the object in the statis
period.

Step 2 On the page shown Figure 482, click Summary.

The summary of the historical attack traffi

and tot al dropped, forwarded, a

Clkicng t he bdregaeamodtiemn hinddgdeor
attack traffic trend graph. By
indicates that this type of tirsa

- -E-n-d

4.2.7 Switching the Traffic Unit

nd received

di splays thi
default, all/l
fdfiiscp liasy endo.t

By default, traffic is expressed in bps in the attack traffic trend graph. On the page shown in
Figure 467, you can selegips from the dropdown list in the upperight corner of the

Attack Traffic Trend panel to display traffic data in pps.

4.2.8Refreshing the Attack Traffic Trend Graph

By default, the attack traffic trend graph automatically refreshes every

30 seconds in real time

mode. On the page shownhkigure 467, you can seledtlever from theAutoRefresh drop
down list in the upperight corner of théttack Traffic Trend panel. In this case, the attack

traffic trend graph can be refreshed only by click ).

By default, the attack traffic trend graph does novm@atically refresh in h

istorical mode. On

the page shown iRigure 467, you can seledEvery 5 min from theAutoRefresh drop-
down list in the upperight corner of thé\ttack Traffic Trend panel. In this case, the attack

traffic trend graph will refresh every 5 minutes.

4.2.9Downloading a Traffic Trend Report

On the paBgegstewodu nci.,hncthelkghpecorner and

@or@to export the current dat
report. Fdr Dbodvnd iolasd,i nggeea Report

4.2.10Managing Filters

a of the att

Filters are provided for users to define ob
monitored objects more cbheesiantl di spfl agredl
I i st You can click a filter to view traffi
Any queried objects, such as aprmraetge otned rgrgd L
| P address canfiblet &itolmbBBugtacwmlentcth oas bae configur e
You can configure multiple filters.

V4. 5R9
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4.2.10.1Configuring a Filter

To configure a filter, follow these steps:

Step 1 On the page shown Figure 467, select an object from the left pane, such as
wendingxing6025 and then cliclSave Filter.

Figure483Addi ng a filter

Devices Display by Devices ¥
All
* ADS-185 ]
- oh
P wendingxing 3000 Hn
P wendingxingC236 HA
» wendingxing 10000 HA
¥ wendingxingVADS F!A
* 10000-ym-242 =]
¥ yuanmei_10000 3]
* 3008-GDJ-121 L]
> YADS-GDJ-191 2]

Step 2 Type the filter name.

By default, the object naMeuisadi eapbaybd de
type a new one.

Step 3 Click and clickConfirm in the dialog box that appears.

Step 4 Click wendingxing6025in the filter list to view its traffic information.
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Aftack Traffic Trend

Devices Display by Devices ¥
Al
> ADS-185 ]
bps v
[ oo oA
> wendingxing8000 oh
» wendingxingC238 oh
400 M bps
P wendingxing 10000 CY'Y
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200 M bps
> 10000-ym-242 =}

> yusnmei_10000 on
s

> 8008-GDJ-121

@ @

» VADS-GDJ-191 200 M bps

15:30 16:00 16:30 17:00 17:30 18:00

Summary  Objest

Legend Avg Total

= Dropped Traffic ELL 38T
Passed Traffic 22m 45546
Rx Traffic 3034M 427

Top Destination IP

wendingxings025 &

Total(Dropped bits)
9456 G

12816

1876

%6

%6

266

%66
266
266

286

Top Destination IPs (by Attack Peak Size)

wendingxingd025 &

bes ¥
Max  Avg ¥
87.8M ETEM
oM 118M
M 1M
24M 24M
24M 24m
24M 24M
24M 24M
24M 24M
24M 24M
24M 24M
::: I
bps ¥

The data of this object cannot be displayed.

- -E-n-d
4.2.10.2Deleting a Filter
To delefel aowi thesgeg steps:
Step 1 On the page shown Figure 484, point to a filter name

The .:a)pnpears.

Figure 485Del et ing a filter

Step 2 Click E and therConfirm in the dialog box that appears.
----End

4.2.11Managing Panels

By deTopulDest iamBlt obocbPpaAebbyare Thafpfliayed

Monitoring > DDoS, Taaf $Fi aqwtinmt or i ng
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A panel w.ftihndiheatiesnt hat when the selected
change, the object and statistical period o

the Fdomrmdicates the opposite.

You can add panels as redqetregankdds lhcwet g e
Overview

Figure 486Defilat panel s on the DDOS Attack Traffic

Top Destination 1P B 4
12121212 &

bps

GED Destination [P Incoming Traffic Dropped Traffic %
- 12121212 IM M

Protocols Analysis " "J o

12121212 & bos

2 M

(=]

4.3 Network Traffic Monitoring

\ ADS M presents network traffic basec
Note
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Underraf fic Monitoring > NBIu Tagan fdo avso nfialolra
Vi ew-tn enehiasntdor i c al network traffic trends
regional I P group, NTA device, or | P addr
View or add panel s.

Configure filters.
| P addresses

u
vi mwewt work traf
address before

nder the default protection g
fic information of such an |P
the system displays its info

Net work traffic i-tnifrme marnafofni ¢ nich fuadrematrie@an ar
informati ore.t wBy kdefradlfti,c n nformation is dis

4.3.1Viewing Real -Time Network Traffic Information

To vidgwnmeealet work traffic information, foll
Step 1 ChooseTraffic Monitoring > NET Traffic Monitoring

By def atuvilnite, nreetawnbokmatandbhi of i all monitoring

incl Ndt wgr k Tr &NfTfAi dr af ¢ n doPr eNITAA Re gp aome ITs a f
as shbwgudada 4

Il n remé mode, the network traffic
can 30 i Makhh sHdwr vi ew t he networ k t
hour.

trend i n
raffic trer

Figure 487Net wor k tr af f iodbjiecftesr mati on of all

NET Traffic Monitoring

Network Traffic Trend K2 NTA Traffic Trend

Real Time A a e
= 15 Mins 30 Mins, 1 Hour AutoRefresh: 30 saconds ¥ C' bps

- bps ¥
ads
adst @ 0

ads2

bxh

nta

nta_ads 15:20 15:30 15:40

por_test Rax traffic 3
2.5G bps
yewuyu_yuanmei

Top NTA Region Traffic B L

15.28 15.30 1532 1534 15:36 15:38 1540 15.42

'] /] R traffic ¥ Tx traffic
15:30 15:35 15:40

0 4G

Legend Destination Object Real-time Rx Traffic Real-Time Tx Traffic Max Rx Traffic Max Tx Traffic

Tablededcri besDho @ aBr afff ith&Beni toring
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No. Description

1 List of objects
2 Traffic trend
3 Panels

On theNET Traffic Monitoring page, thebject list ranks regions in descending order of

reattime network traffic detected.

Table47Re-al me

networnpataméf ©b$ & ;s hhag e

Parameter Description

Legend Shows various shades of blue from dark to light, indicating the total drg
traffic. A darker blue indicates more traffic dropped.

DestinationObject Indicates the traffic monitoring object.

RealTime Rx Traffic

Indicates traffic (in bps or pps) received by the object in real time.

RealTime Tx Traffic

Indicates traffic (in bps or pps) transmitted by the object in real time.

Max Rx Traffic

Indicates the maximum traffic (in bps or pps) received by the object ii

statistical period.

Max Tx Traffic

Indicates the maximum traffic (in bps or pps) transmitted by the object i

statistical period.

Step 2 On theObject tab page shown iRigure 487, select one or more objects to view its or their

reattime network traffic.

By defaul't

, only the obj addtsgplvaiyteld.t raffic

Step 3 Click Show objects with no dropped trafficto show all objects. Sdggure 488.

Clicking Hide objects with no dropped traffic displays aly objects with traffic dropped by

ADS, but hides objects with no traffic dropped.
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Figure 488Re#i me network traffic trend graph of a

Object
Legend Destination Object Real-time Rx Traffic Real-Time Tx Traffic Max Rx Trafficw Max Tx Traffic
— zds2 o o a o
— ad 0 0 0 0
— ads1 0 0 0 0
— S025E o o i o
— bxh 0 0 0 0
— ior_te o o 0 o

nta 0 0 0 0
o o a o
i} i} il i}
Hide objects with no dropped fraffic

Step 4 Point to a random point in the network traffic trend graph to view the incoming traffic,
outgoing traffic, and dropped traffic at the specific point of time, as well asimeatraffic
dropped for the specified object. S&gure 489.

Figure 489Net wor k traffic information at a speci f|

Metwork Traffic Trend 4

Real Time _
- 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ C

5Cbps
2020-03-03 15:38:00
Rx traffic: 4.3 G
0 bps Tx trafficc 4.4 G
5C bps
15:34 15:36 15:38 15:40 15:42 15:44 15:456 15:48
o 15:35 15:40 15:45 o

Step 5 Below the network traffic trend graph, drmj to view a finergranularity network traffic
trend.
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Figure 490F i meranueawot gk hraffic information

Network Trafic Trend &

Real Time = R, - .
15 Mins 30 Mins Hou AutoRefresh: 30 seconds ¥ O

40 M pps

20 M pps

Q pps
10:51:00 10:51:30 10:52:00 10:52:30 10:53:00 10:53:30 10:54:00 10:54:30 10:55:00

10.5“; Inm.SS 11:00

Step 6 On the page shown Figure 488, click Summary.

The average and total traffic receivdked and

Clicking the bar or text in theegendcolumn hides or displays this type ddffic in the
traffic trend graph. By default, all types of traffic are displayed. A dimmed color indicates that
this type of traffic is not displayed. Otherwise, the traffic is displayed.

Table 48 describes parameters on ®emmary tab page.

Table48Re-d& i me networfpataméf Sounmmaeapdipage

Parameter Description
Legend Colors representing transmitted and received traffic
Avg Average traffic transmitted and received by the object
Total Total traffic transmitted and received by the object

- -E-n-d

4.3.2Viewing Device -Specific Network Traffic Information

In the | eNET parmef foif cptadiigen,i Diog p enagy bTyh ehe vailcle s
NTA devices and regions and regional® | P gr ol
indicates that time of#itrhdisc alteevd cteh ats tnhoits sc
®indicates that this devA dae vii eomlri me .r eoiuo r
group under an NTAt idmesiared thoi svticerwi dals metawor
panel s. For l6xédphkeagsgeaae&Mbded net work traf
informatitdrsdf CUTMD@rB8é dewi.2ed 110071 is displ
i Figudle 4

Copy TrEi QNIBtFOCUS

121 V4. 5R9



—=

’i'-;-

Figure 491Devspeci fi c

NSFOCUS

& NTA Traffic Trend
Devices Display by Devices ¥ Real Time. 3 i u a .
—r 15 Mins. 0 Min: 1 Hour AutoRefresn: 30 sacongs ¥ bps.
» CU_TMD_RHE.. s0c
» CU_TMD_RLogi -
> CU_TMD_URU.
» CU_TMD_URU. oc
» CU_TMD_BAN...
P CU_TMD_BAN 4Ghbps
> CU_TMD_CIME o
» CU_TMD_CSO. 18:00 1810 18:20
» CU_TMD_CVB... 2Goes Rx traffic Tx traffic
0bps Top NTA Region Traffic [::: Q3
18:14 18:16 18:18 18:20 18:22 18:24 18:26 18:28
bps v
[ [ ] Rx traffic ¥ T traffic
18:15 18:20 18:25 see N
Summary
Legend Avg Total
Tx trafic 0 ]
R traffic 76 34T

NSFOCUS AB&rM(

network traffic infor mat

4.3.3Viewing Region -Specific Network Traffic Information

I n the | eNET pamef foifcptaVgmn,iDiogplenagy by TRegi ah $
regions and | P groups and | P addresses
an | P group, or an-timeadddebsstorvicaWw n

in t|
eswbD
panel s. For t exs aTdhReBne , n estewcoerckn ftorraniaft i ohs of reg

di splayed,Figud&hadwn i n
NET Traffic Monitonng
a Network Traffic Trend 4 NTA Traffic Trend o
B025E
-
ags2
1:00
> por_test
7
> yewuyu_yuan 0bps Top NTAAletts ,* [:::
[ y o oe e . o ] Aertlovel AwiType Duration  Traffic
: high TafcAb. 2 l6min 316
Ooject
o ngh TraficAb.. 22 16mn 310G
Legend Destination Object Real time Rx Traffic Real-Time Tx Traffic Max Rx Traffic Max Tx Traffic 520 A
o samnm: % wn e 2mmeme 310
e —r—— EOSRMEEEASD o s ammmn 31

4.3.4Viewing IP Group -Specific Net work Traffic Information

Step 1 In the left pane of thBIET Traffic Monitoring page, seledDisplay by Devices

Step 2 From the device list displayed, select an IP group under an NTA device.
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entiemal network traffic informati®Bingwifetdai

Figure 4931 P gempai@i fic network traffic information

ic Moni
Nl tetoTesficTrend & NTA Traffic Trend Jogr)
Regions Display by Regions ¥
play by Reg e 15 Mins 30 Min 1 Hour AutoRefresh: 20 seconds v G Al Q bps ¥
> acs 400
" st bps »
ads2
> bxn 2006
nta
nta_adk 50 bps
> por_test o
v st 13:50 1355 14:00 1405 1410 1405
=D ’ .
wiw
e 0bps Top NTAAlerts ™ B+
1404 1405 14208 1410 1402 1418 1416
bps
MY FILTERS: Save Filter '] ot 1e0s . . a1 e ae '] Destination IP AlertLevel AlertType  Duration  Traffic ¥
2300:020-LA LA 58
nta 055243200 high TrafficAb.. 220 17min 316G
2200:2020:fLAT LA 56
05520202 high TrafficAp.. 220 17min 316G
s oot 2a00:020:F5 A7 7 5777 54
2003
e 2ta 00 high TrafficAp.. 220 17min 316G
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4.3.5Viewing Object -Specific Network Traffic Information

By def &dolttackt Fegfrfaiphr TOriesmpd ays network traff
monitored by ADS M. You can specify an obj ec
devi ve ewt &t snerea&lt work traffic trends.

Step 1 In the left pane, type a character string and then pretss.
The system displays alll objects chingwgideihg
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Figure494Sear ching for a network

All
s ¥

{ Ntaregions
ywytest1@ywytest1
L weidengyi_test
[ REGIONrib4y0@REGIONDS
REGIOMrib4y 1@REGIONAb4

REGICMibdy2@REGICNrbS

" O zzeion by 3@REGIONrib4
P {  REGIONrib4y4@AEGIONbY

.  REGIONrib4y5@REGIONribd
b | REGIONGD4E@REGIONA:S
- REGIONib4yT@REGIONrbd

REGIOMrib4yE8@REGIOMNrib4

| REGIONibdyD@AEGICONTbY

REGIOMib4y 10@REGIOMrib

REGIOMnibdy11@REGIOMrib
REGIONribdy12@REGIONrL |
REGIOMribdy12@REGIOMrib

REGIOMibdy14@REGIOMrib

REGIOMib4y 1 5@REGIONrib

REGIOMnibdy16@REGIOMrib

Step 2 Select an object to be queried, sucleatl 23 and then pred€snter.

Network traffic information

traffi

of FtipatY =eldect ed

c

NSFOCUS AB&rM(

mo n i
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Figure 4950bj-epéci fic network traffic information

DDOS Traffic Monitoring NET Trafic Monitoring
e evorcTrameTrena & NTATraffic Trend o
Regions Display by R M
1spiay by Reglons 15Mins 30 Mins 1 Hour AutoRefresh 30seconds v C Al a bos v
6025E 400
e bps
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ads2 2006
o 300G bps
> s
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1350 1355 1400 14205 1410 1415
> por_test
. Ratratic Tetrafic
lesi123 100Cbps
> wiw
> yewuyu_yuan... 0bps Top NTAAlerts ” B Y
14:04 14:06 1408 1410 1412 1414 1416 1418
bps
MY FILTERS: '] ' Destination IP AlertLevel AlertType  Duration  Traffic v
1403 1406 1408 1410 1412 1214 1416 S
2200:2020: TS
high TraficAb.. 220 17min 316
o 1066243202 o e mn
2800:3020: AT SH
prgseunil high TrafficAb... 220 17min 316
Summary Object S
SIS hign TrafficAb.. 22 17min 316
Legend Destination Object Real-time Rx Traffic Real-Time Tx Traffic Max Rx Trafficy Max Tx Traffic o
2200 2020 AT 52 nigh TrafficAb..  22h f7min 316
- tesia 6216 0 0216 0 1066243202 o
2300:2020: TS
Show objects viih no dropped traflic
i o0 aom243.202 high TrafficAb.. 220 17min 316
Prev 1 Next
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4.3.6Vie wing Historical Network Traffic Trends

To view historical network traffic trends, follow these steps:

Step 1 On theNET Traffic Monitoring page, clickON for Real Time in theNetwork Traffic
Trend area to disable the retine mode and enable the historical mode. Sgare 496.

ClicGRmdgreal elnanel est itnhee moedael agai n.

| mode, both the netv® dk spid afyf i

c a
dat a.

I n histori
historical
By default, the network traff
ClickaywglMont hdustdinspl ays t he

roi

week, month, or a custom pe

nd graph
k traffi
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Figure 496Hi st ori cal Tokjtevotrk traffic

DDoS Traffic Monitoring NET Traffic Monitoring Al Events Countermeasures

> CU_TMD_CSO
> CU_TMD_CYB.
test CUTMDCS..

O
amsk25
amsk31
amski3
amsk20
amskad
amskds

amsk30

ispiay by v
Devices Display by Devices — R ; - ) Al a -
& 2 Hours Day Week Month Custom AutoRefresh: Never v bps
noc

Network Traffic Trend ¥+, NTA Traffic Trend

4G bps

15:40 15:50 16:00

2GCops R traffic Tx traffic

0 bps Top NTA Region Trafiic B 4
13:00 13:30 14:00 14:30 15:00 15:30

Rax traffic ¥ Tx traffic
s4c 0

.'\300 14:00 15:00 .

mmary  Object

r
@
]
2

Destination Object

TheObject tab page provides detailed network traffic information of regions, which are
ranked in descendingaer of traffic volume.

Table49Hi st ori cal népwpakhmetentsfbo then®bjects t
Parameter Description
Legend Shows various shades of blue from dark to light, indicating the total dropped

A darker blue indicates more traffitopped.

Destination Object | Indicates the traffic monitoring object.

Max Rx Traffic Indicates the maximum traffic (in bps or pps) received by the object in the stat
period.

Average Rx Traffic | Indicates the average traffic (in bps or pp=jeived by the object in the statistig
period.

Max Tx Traffic Indicates the maximum traffic (in bps or pps) transmitted by the object ij

statistical period.

Average Tx Traffic | Indicates the average traffic (in bps or pps) transmitted by the abjbet statistical
period.

Step 2 On the page shown Figure 496, click Summary.

The average and total traffic received and
showhi gy e 4

Clicking thelLbgecnodrunne xhti diers tolre di spl ays thi
network traffic trend graph. By default, al
color thdtcahées type of traffic is not disp
TablBdedcri bes p@Sruanmattrah spaogqet he
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Figure 497Hi st ori cal iswemmanryk traffic

Summary

Legend Avg Total
Tx traffic o 0

Rx traffic o 0
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4.3.7 Switching the Traffic Unit

By default, traffic is expressed in bps in network traffic trend graphs. You canmeddoim
the dropdown list in the upperight corner of théNetwork Traffic Trend area to diplay
traffic in pps.

4.3.8Refreshing the Traffic Trend Graph

By default, the network traffic trend graph automatically refreshes every 30 seconds in real
time mode. On th8IET Traffic Monitoring page, you can seleNever from the
AutoRefresh drop-down list inthe uppeiright corner of théNetwork Traffic Trend panel.

In this case, the network traffic trend graph does not refresh unless yon,C lick

By default, the network traffic trend graph is not refreshed in historical mode. Gitihe
Traffic Monitoring page, you can sele@very 5 min from theAutoRefresh drop-down list
in the upperight corner of théNetwork Traffic Trend panel. In this case, the network
traffic trend graph will automatically refresh every 5 minutes.

4.3.9Downloading a Traffic Trend Report

On NRBRTE Trafficpthpen,it)ocrtiwtgantheiighpecorner of

Netwﬁlrdxffigrﬁp@n@nd@be@tcdict:d<wn|oad the cur
the network traffic trend graph adg.d4n4HTML
Downl oading a Report

4.3.10Managing Filte rs

Filters are provided for users to define ob
monitored objects more conveniently. After |
I i st You can click a filtesrpetco fviieedw btyr atfhfei
Any queried object, such as a region, regio
a filAl@mbeBetalntnot be configured as a filter
filters.

4.3.10.1Configuring a Filter
Tconfigure a filter, follow these steps:

Step 1 On theNET Traffic Monitoring page, select an object from the left pane, such as
10.66.243.171and then clicksave Filter.

ThelD. 66. 2gpeai7d in the Fiidudssr 4 i st, as show
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Figure498Cr eating a filter

Devices Display by Dewvices ¥

All

MNTA-112

NTA-207

P NTA-T2

Ll 10.66.243.171

> ¢ ¢ @

Step 2 Type the filter name.

By default, the object name is displayed as
type a new one.

Step 3 Click and clickConfirm in the dialog box that appears.
Step 4 Click 10.66.243.171n the filter list to view its traffic information. Sdegure 499.
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Figure 499F i | theert evab r k

nf or mat.

traffic i

on

NET Traffic Monitoring
- Network Traffic Trend NTA Traffic Trend
Devices Dispisy by Devicss ¥ — .
s w1k trabes: W secone ¥
Al 6C
NTA-112 )
bps v
NTA-207 @ 4c
» NTAT2 L]
- CEED o .
4G bps 2020-03-03 18:22:30
Rx traffic: 0
Tx traffic: 0 o
1810 18:20 18:30
2Gbes Rx traffic T traffic
0 bps Top NTA Region Traffic &
18:24 18:26 18:28 18:30 1832 18:34 18:36
] Region Rx traffic v T traffic
LD LEED 2 test CUTMDCS 4 o
Sum
Legend Avg Total
i o 0
R traff 28 22T
- -E-n-d
4.3.10.2Deleting a Filter
To delete a filter, foll ow these steps:

Step 1 On the page shown Figure 499, point to a filter name.

The .a)[mpears, Faisg usrile®@ win i n

Figure 4100De | etiilntgera f

MY FILTERS:

Sawve Filter

Step 2 Click | X and therConfirm in the dialog box that appears.
- -E-n-d

4.3.11Managing Panels

On NBE Trafficpaipda,At dorafmfaindopr &4 Regi on Tr a
panels are displ aylkidg blyeeldef aul t, as shown i
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A panel w dtihndihecatiecsont hat when the selected
change, the object and statistical period of

the “d¢donmicates the opposite.

You can add panels as required. For details
sectdiCGwmer vi ew

Figure 4101Def aul t panel s di splayedgen the NET Tr a

NTA Trafiic Trend b )
Al Q bps
15G
0G
3G
.:|
15:20 15:30 15:40
Rx traffic Tx traffic
Top NTA Region Traffic B 4
bps
Region Rx traffic v Tx traffic
cyxtesti@cyx. .. 5T G 0
pitest3@pit... TG 0

4.4 Attack Events

Underraf fic Monitoringox Atatmhadl Bwerntod | ows:

Vi ew-trien&l and historical attack events of
group, ADS-pdreovtieccet,e dAD@ oup, or | P address.

View @prnadd.

Configure filters.
By def abDi spl whehys Rediexcnssed, attack event in
regions is displayed in real time mode.
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4.4.1Viewing Attack Events in Real Time Mode

Step 1

Figure 4102At t ac k

Display by Regions ¥

Regions
[0
6025E
> ads A
> adst
ads2
> bk
> nta
nta_ads

> por_test

¥ yewuyu_yuanmei

To view attack events stnheps:al time mode, f o
ChooseTraffic Monitoring > Attack Events .

By default, attack traffic information of a
including top source countries, top 10 sour

showhi g alr ®2 4

On theAttack Typestab page, attack type names and information of dropped traffic are
displayed.
Clicking the bar or text in theegendcolurm hides or displays such type of attack traffic in

the attack traffic trend graph. By default, all types of attack traffic are displayed. A dimmed
color indicates that this type of attack traffic is not displayed. Otherwise, the attack traffic is

displayed
parameters

Table410At t ack type

Parameter Description

Shows various colors, indicating different attack types, which correspond to

Legend
displayed in the attack traffic trend graph.

Indicates the maximum traffic (in bps or pps) droppedABS for the object in the
statistical period.

Max Dropped

Total Dropped Indicates the total traffic (in bits) dropped by ADS for the object in the statistical p

Eivhetnttasc kp aTyepes panel

Altack Events

NET Trafiic Moniltoring

+

Altack Traffic &
AutoRefresh: 0 ssconds ¥ O

: . ’
15 Mins 30 Mins 1 Hour
= on
15G

bps ¥

Protocols Analysis

4Cbps .
14:00 14:05 14:10

@ uorP TcP @ ICMP
Attack Traffic Trend b b
A

2Cbps

14:02 14:04 14:06 14:08 14:10

13:58 14:00

14:00 1410

Max Dropped Total Dropped
Passed Traffic @ Dropped Traffic

nze 88T

53076

2603 M

Step 2 Point to the attack traffic trend graph.
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Det ai Ineadt iionnff oacbou-t i mket bt mé, dre-ppmd tdrapped,
traffic of a specific aRitgulkek3tdype i s displ a

Figure 4103At t ack traffic information of a specifi
Attack Traffic &,
15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds ¥ C'

bps ~

2018-08-14 15:04:00
HTTPS Flood: 3.9 M
NTP Amplification: 6144 K
® TCP Fragment: 4.6 M

10 M bps /N ® ICMP Flood: 358.4 K b
SSDP Amplification: 6144 K
® Memcache Amplification: 614 4 K
® UDP Flood: 1.6 M
5 M bps ® LAND Flood: 811.2K
Manual Strategy: 1.3 M

Chargen Amplification: 614.4 K

@ I[CMP Fragment: 102 M =
0 bes — # DNS Query Flood: 494.9 K R
1a5e 1458 ® Amplification: 614.4 K 15-04 15:06 15:08

® SNMP Amplification: 460.8 K

# UDP Fragment: 45 M
N o cpitceion a0

ACK Elond- 1 8 M

Step 3 Below the attack traffic trend graph, dr@; to view afiner-granularity traffic trend

Figure 4104F ng@ranul arity traffic monitoring

Attack Traffic =
RB:’E:" 15 Mins 30 Mins 1 Hour AutoRefresh’ 30 seconds ¥
bps~

o e \/\J

5 Mbps

0 bps
14:59 15:00 15:01 15:02 15:03 15:04 15:05 15:06 15:07 15:08 15:09

Step 4 On the page shown Figure 4102 click Attack Events below the attack traffic trend graph.

nf orr

The ongoing attack events ané&ighk®s 4det ai |l s

On the attack event list, attack events are displayed in descending order of dropped traffic

volume.

Copy TrEi QNIBtFOCUS
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Attack events wesrie defined as follo
Attacks$fefedt types targeting the
events.

\ - Attacks of the same type targeting
Note events.

- Attacks of different types tasgeeéep
events.

Attacks of the same type targeting

Table411At t ack event parameters

Parameter Description

Destination IP Indicates the attacked IP address.

Port Indicates the attacked port of the attackeddBress.
Attack Types Indicates the type of the attack.

Start Time Indicates the time when the attack begins.

End Time Indicates the time when the attack ends.

RealTime Dropped | Indicates the traffic (in bps or pps) dropped by ADS for the object.

Max Dropped Indicates the maximum traffic (in bps or pps) dropped by ADS for the object.

Total Dropped Indicates the total traffic (in bits) dropped by ADS for the object.

Figure 4105At t ackiat t atki event s

Aitack Types Aftack Events

Destination IP Port Attack Types Start Time End Time RealTime Dropped Max Dropped Total Dropped
81:8:221::2 80 HTTP Flood 20703103 13:17:30 Ongoing i} 560.5M 23T
81:8:221::102 a0 ACK Flood 20003703 13:17:30 Ongoing i} 6602 M 16T
£1:5:221::402 a0 ACK Flood 20003103 14:15:30 Ongoing o 5602 M 2751 G
£1:5:221::802 80 ACK Flood 20703103 13:17:30 Ongoing i} 5601 M 237
£1:8:221::702 20 ACK Flood 20003703 13:17:30 Ongoing o G589 M 247
81:8:221::202 a0 ACK Flood 20703103 13:22:00 Ongoing i} 5502 M 127
81:8:221::302 a0 ACK Flood 20003703 13:17:30 Ongoing i} G587 M 16T
£1:5:221::802 a0 ACK Flood 20003103 13:17:30 Ongoing o 5505 M 237
£1:5:221::602 20 ACK Flood 20103703 13:17:30 Ongoing o 8587 M 247

20 ACK Flood 20003703 13:17:30 Ongoing o G38.ZM 18T
Prav 1 2 4 e
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4.4.2Viewing Region -Specific Attack Events

On the paBegeslh®wsglicking a region in the 1|e
information of the regiddmeasa@ésofi nathiksPregemgao
view histotriimelatatnadc k etarflaf fi c trends and par
under a region, or | P a®dpgeéesapds >Foinpaax amml e,i
attack iepvzent s of

Figure 4106Re gispreci f i ¢ attack events

NET Traffic Monitoring

Attack Traffic Protocols Analysis

Regions Display by Ragions ¥
Real Ti .
- 15 Mins 30 Mins 1 Hour AutoRefresh: 30seconds T O ez & bps v
a = on

bps ¥

™
2.4 M bps

. 0
2:4Mbes 18:30 18:35 18:40

® uoF TcP @ ICMP
2.4Mbps

2.4 M bps Attack Traffic Trend R’

2.4 Mbps 156G
15:28 18:30 158:32 18:34 158:36 18:38 15:40 18:42

18:20 18:30 18:40

Rx Traffi Passed Traffi Dropped Traffi
£ CLDAP Amplfication 2000302 18:17:00 Ongoing 24M 24M 286 * framhe assed Traffic @ Dropped Traffio

4.4.3Viewing Device -Specific Attack Events

On the paBegseslh®iwvgecamn Delspttay by onev-thewsr op
l'ist in the |l eft pane andnet haetn ascekl eecvte na sd eovf
AD®rotected groups, and specific I P address
time and adtftiack rends and pmametl sctodd agrselg.ct
address under a protecti onDegvriocueps. >For examp
wendi ngxing6025%o0o>vwenmwdiangxickg eveamndii mdxir mag t
under wkewdiicngg%i ng602

Copy rEi NIBtFOCUS 134 V4. 5R9



-

w—=NSFOCUS NSFOCUS

Figure 4107Devspeci fic attack events

Ailtack Evenis

Attack Traffic R Protocols Analysis o

Devices Display by Devices ¥
e 15 Mins 30 Mins 1 Hour AutoRefrest: 30 seconds ¥ O wendingzing & bps v
> aDs-135 ] § o= -
IV wendingxing5025 eA
bps ¥
-
A 400 M
ym
> wendingxing8000 oh
200 M
> wendingxingC236 Y'Y 200 M bps
> wenaingxing 10000 CY'Y
. . 150 M bps o .
wendingingVADS Y'Y 15 16:00 16:0
> 10000-ym-242 (-] @ uoP TCP @ ICMP
> yuanmei_10000 & 100 M bps
> 5005-GDJ-121 @
50 M bps Aftack Traffic Trend FYan 2
— — An a —_—
0 bps 15C
15:54 15:56 15:58 16:00 16:02 16:04 16:06 16:08
10C
Uoss e s O .
0
AackTypes  Attack Events
5C
15:40 15:50 16:00
Destination IF Fort Attack Types Start Time End Time RealTime Dropped  Max Dropped  Total Dropped
s1:6:25:2 50 HTTP Fiood 2010303 15:37:00 200303155530 - s1am 5156 fox Traffic PassedTrafic @ Dropped Trafic

4.4.4Viewing Object -Specific Attack Events

By def &aulttac kttidsbe ptagge di spl ays attack traff
monitored by ADS MitiWweu taarf fvuicew rtemal sr eod |
I P group, ADpS odteevcitceed @AfrDdSUp, or | P address.

Step 1 On the page shown Figure 4102 type a character string and then piester.

The system displays alll objects chinguwrienishg

10.8

Figure 4108Sear ching for attack event objects

All
= ¥
Al
|  Adsdevices
wendingxingB025
wendingxing3000
wendingxingC234
wendingxzing 10000

\ wendingxingVADS

\  Adsgroups

\ wendingzing

Ll

wendingxing
wendingzing
) wendingxing
€ wendingzing
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Step 2 Select an object to be queried, suclvaadingxing6025 and then predsnter.
i nformatiiomm ddifs glhey &did ekc@9%dlh mwr eicrt

Traffic

Figure 41090b j-ep éci f i c

Devices
-
¥ wendingxing8000
» wendingxingC236
» wendingxing10000
P wendingxingVADS
> 10000-ym-242
» yuanmei_10000
> 5005-GDJ-121
» VADS-GDJ-191

» wendingxing800E

4050-45

4.4.5Viewing Attack Event Information of an IP Address in

attack event i nformati on

Aftack Traffic Protocols Analysis
Display by Devices ¥
Real T 5
15 Mins 0 Min: 1 Hour AutoRefrasn: 20sscenas ¥ (O wendingring025 & bps ¥
Y 600 M
oA ops v
oa A A A A AL
oA
G 200 M
A 200 M bps
e
° 150 M bps o
e 16:00 16:05 1610
(-]
® @® uoP TCP @ ICMP
100 M bps
oA
L]
S0 M bps Aftack Traffic Trend a2
A a bps
0 bps 15C
15:56 15:58 16:00 16:02 16:04 16:0 15:08 16:10
106
e e 0 .
0
tack Types Al i
5G
15:50 16:00 16:10
Destination IP Port Attack Types Start Time End Time RealTime Dropped ~ Max Droppedss  Total Dropped
81:8:23:2 a0 HTTP Fiood 2000203 15:37:00 200302 15:55:20 o14m 5150 R Tratfie PassedTraffic @ Dropped Traffic

- -E-n-d

the

Default Protection Group

I P

protected

need to

addresses

the default protection
To view attack traffic
i nddysatteem t dchies gdlPa yasdd dg lecsts

under
groups.
expressly

g
mo |

ibr

Step 1 On the page shown Figure 4102 type an IP address (such8&is6:221::2) and then press

Enter.

The

P a

sysltaeyns dailslp objects contakFing wlgleOt 4i s |

Copy TrEi QNIBtFOCUS

136 V4. 5R9



-

w—=NSFOCUS

attack event

for

Figure 4110Sear chi ng

Aftack Events

Altack Traffic &
s Y ea
Al : Real T 15Mins  30Mins 1 Hour AutoRefresh: 30 seconds ¥ C
Default
£ ogrea e
o A

Ipranges
[

81:6:221:120

(adsgroup:

wendingxing)
-t

» nta 4 C bps

nta_ads
* por_test
b test123 2Cbps
> wiw

I \

14:08 1410 1402 1414 14:16 14:18 14:20

MY FILTERS: 0 bps

191

Altack Types  Altack Events
Destination IP Port Attack Start Time End RealTime Max Dropped Total
Types Time Dropped v Dropped
816221:2 80 HTTP Floon  29/22/04 Ongoing 0 660.8 M 28376

13:56:00

NSFOCUS AB&rM(

objects

Protocols Analysis

Al @ bps
15C

10G B

|

|

|

5G |
0

1410 1405 14:20
@® uoe TCP @ ICMP
Attack Traffic Trend b
wiw-ads800Q, bps *
No Data

Rx Traffic

Passed Traffic

@ Dropped Traffic

Step 2 Select the object to be queried anertipres&nter.

Traffic monitori

ng

informati onFb§ullali §
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Figure 4111At t

Regions Display by Regions ¥

All
81:6:221-2(De_
6025E

ads A

ads1

v

ads2
* bxh
* nta

nta_ads

v

por_test

v

test123

MY FILTERS:

2= NSFOCUS NSFOCUS ABS MG

ack event iamfdorematiion tdfe areflaRl t protection

Altack Events

NET Trafiic Monitoring

Attack Traffic R Protocals Analysis A
fieal fe 15Mins  30Mins 1 Hour AutoRefresh: 30 socands ¥ C 81622172 @ -
16
bps v
500 M
600 M bps
0
14:10 14:15 14:20
400 M bps
g ® uoe TcP @ ICMP
200 M bps Altack Traffic Trend b
wijw-ads800Q, bps +
0 bps !
14:08 1470 1412 1418 1418 14:20 14:22
Attack Types  Aftack Events
Destination IP Port Attack Start Time End RealTime Max Dropped  Total Rx Tratfic Fassed Traffic
Types Time Dropped ~ Dropped @ Dropped Traffic
20/03/04 .
81:6:221::2 80 HTTP Flood 12:56:00 Ongoing 0 660.8 M 8837G
0l i +
8162212 80 SYNFioon 2023104 Ongoing 0 2562 M 34476 o ) B4
4:6:224:0

- -E-n-d

4.4.6Viewing Attack Events in Historical Mode

On the page shown Irigure 4102, clicking ON for Real Time in theAttack Traffic area
disables the redlme mode and enables the historical mode. Clickfé for Real Time
enables the redime mode again.

I n hisoede,jcattanck traffic tre®digsrpdpahys ha nsat o
dat a.

By default, the attack traffic trend graph
ClichkiWwgekont h@ustdinspl ays attack traffic tre
week, mont h, or a custom period.
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attack

Figure 4112Hi st or i c al

Altack Evenis

traffi

c

t

NSFOCUS AB&rM(

rend

Aftack Traffic Protocols Analysis
Regions Display by Regions ¥ - e :
- 3 Hours. Day Wesk Month Custom AutoRefresh: Never v bps ¥
o b 15C
6025E P — s

. A e 'V'\.WMJW\
> oz A 1

> adst 5¢ |
ads2 '

» bxh 4Cbps .

> nta 14:00 15:00 16:00
nta_ads ® uDP TCP @ iCcMP

P por_test 2Cbps

> yewuyu_yuanmei Aftack Traffic Trend e

Al Q bps -
0bps 156G
13:30 14:00 14:30 15:00 15:30 16:00
10c
T e s em D .
o
Attack Types  Attack Events
5C
3 3 14:00 15:00 16:00
Destination IP Port Attack Types Start Time End Time RealTime Dropped Max Droppedv Total Dropped
§1:6:221-402 20 ACK Flaad 200203 152330 20002003 18:15:00 B811M 14T Fox Traffic PasseqTrafic @ Dropped Traffic
On the paBegseshle2wsCu wtlobmotviee att ack traff
You can select the start time and end t
Figurl3 #he unit is the day.

Figure 4113Cust omi zation of the attack traffic trend
Attack Traffic &+ Protocols Analysis
T = e ety 3/2/2020 13:21:36 ~  32/2020 16:21-36

= OFF
€« Mar 2020 Apr 2020 > »
- o ) - o o L |
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
1 2 (3| 4 5 6 7 1 2 3 4
a 9 10 1 12 13 14 5 G 7 8 9 10 "
1 16 17 18 19 20 21 12 13 14 15 16 17 18
4 C bps
22 23 24 25 28 27 28 19 20 2 2 23 24 25 [
20 30 H 26 27 28 29 30
2 G bps
Selecttime Ok
Al q
0 bps 15GC
13:30 14:00 14:30 15:00 15:30 16:00
106G
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4.4.7 Switching the Traffic Unit

By default, traffic is expressed in bps in attack traffic trend graphs. On the page shown in
Figure 4102 you can selegips from the dropdown list in the upperight corner of the
Attack Traffic area to display traffic data in pps.

4.4.8Refreshing the Attack Traffic Trend Graph

By default, the attack traffic trend graph automatically refreshes every 30 seconds in real time
mode. On the page shownhkigure 4102 you can seleddever from theAutoRefresh drop-
down list in the upperight corner of théttack Traffic area. In this case, the attackffic

trend graph does not refresh unless you c<k

By default, the attack traffic trend graph does not automatically refresh in historical mode. On
the page shown iRigure 4102 you can seledEvery 5 min from theAutoRefreshdrop-

down list in the upperight corner of thé\ttack Traffic area. In this case, the attack traffic

trend graph will automatically refresh every 5 minutes.

4.4.9Downloading an Attack Traffic Trend Report

On t he paSbge]hOaZNgoiunci._hncthelkgbpecorner and

cli@,:or@to export the current data of the a
PDF report. Ford . dbeotdanill osa d isnege as eRcet pi oornt

4.4.10Managing Filters

Filters are providedofothaesersesonoedefi ae Db
attack events more conveniently. After Dbei ni
can click a filter to view attack event inf

Any quegmriced ,olsuch as a regi on prroetgeicotne dl Pg rgort
| P address can be AKlamiBe fgacuwletth ods ba fciolntf e rg.urk
You can configure multiple filters.

4.4.10.1Configuring a Filter

To conf i gurlewa tfhielstee rs,t efpcs :

Step 1 On the page shown Iigure 4102, select an object from the left pane, suchds and then
click Save Filter.
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Figure 4114Cr eatfiin d ea

Regions
All
6025E
&
» ads1
ads2
* hih
* nta
nta_ads

» por_test

P yewuyu_yuanmei

Display by Regions ¥

Step 2 Type the filte

By def
type a

r name.

aul t t he
new one.

object name is

NSFOCUS AB&rM(

Step 3 Click and then clickConfirm in the dialog box that appears.

Step 4 Click adsin the filter list to view its attack traffic information.

di splayed

= Aftack Traffic

6025E
-
> adst
ads2
> bch
> nta
nta_zds

> por_test

> yewuyu_yuanmei

Frotocols Analysis )
Regions Display by Regions ¥ ra———
3 Hours Day Viesk Month Custom s & bps ¥
= OFF
a1 am
A zm
2.5 M bps ™
2Mbps
" 0
14:00 15:00 16:00
1.5 M bps
" @ uor TcP @ ICMP
1 Mbps
Altack Traffic Trend FYard
500 K bps
a1 a ps v
0 bps 15C
13:30 14:00 14:30 15:00 15:30
10C
T 1300 o
]
Atisck Types  Attack Events
5C
14:00 15:00 16:00
Destination IP Part Attack Types Start Time. End Time. RealTime Dropped
Rax Traffic Passed Traffic @ Dropped Traffic

81:68:23:8 52

CLDAP Amplificaion ~ 20/03/02 11:18:30 20403102 14:00:30
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4.4.10.2Deleting a Filter

To delete a filter, follow these steps:

Step 1 On the page shown figure 4115 point to a filter name

The .:a)pnpears, Faisg usrieé win i n

Figure 4116Del et ing a filter

Regions Display by Regions ¥

ads2

P bxh

¥ nta
nta_ads

* por_test

P yewuyu_yuanmei

Step 2 Click B and therconfirm in the dialog box that appears.

- -E-n-d

4.4.11Managing Panels

By deTopull0 SOap c8ouiPcea@tutnatcrki eTsy peabéestri bl
dips ayedirianfddrc Moni tori na@s> shhitogueicld’ “Event s

A panel w.9tihndiheatieont hat when the selected
change, the object and statistical period o
the Fdomdi cates the opposite.

You can add panels as redqeitregankdds lhcwet G e:
Overview
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Figure 4117Def aul t

@ aAtetl sclonEY é

nt

S

page

NSFOCUS AB&rM(

81:6:23:8 Rl Attack Traic

s v Real Time -
15 Mins 30 Mins 1 Hour

All
All
Li
Default
i 816238
4
Regions
v
ads &
Ipranges 2.4 M bps
81:6:23::8 (group: ipz)
81.6:23:120 2.4 M bps
(adsgroup:
wendingxing)
2.4Mbps
¥ adst
ads2
2.4Mbps
MY FILTERS: 2.4 M bps

vads-191

yuanmei_c236

Attack Types

Destination IP
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4.5 Countermeasures
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4.5.1Viewing Real -Time Dropped Traffic
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Figure 4118Dr opped traffic information of all

Countermeasures

—_— Policy Traffic &
Regions Display by Regions [ ¥ | Real Ti
f: O':E 15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds | v |
All
6025E —_
- A
» ads1
ads2
2.4 M bps
¥ bxh
* nta
2.4 M bps
nta_ads
» por_test
2.4 M bps
P yewuyu_yusnmei
2.4 M bps
MY FILTERS: 2.4 M bps
10:16 10:18 10:20 10:22 10:24 10:26 10:28 10:30

Defend Policy

Legend Max Dropped Tetal Dropped
24M 226

mmm Reflection_Protection 24M 226G

obj e

The protection policy list ranks the types of dropped traffic in descending order of volume.

For the description of parameters, Sable 412.

Clicking the bar or text in theegendcolumn hides or displays this type of dropped traffic in

the trend graph. By default, all types of dropped traffic are displayed. A dimmed color
indicakes that this type of traffic is not displayed. Otherwise, the traffic is displayed.

Table412Par amet ers displayed in the Defend
Parameter Description
Legend Indicates the type of dropped traffic to be displayed in the trend graph.
Max Dropped Indicates the maximum traffic dropped by ADS for the current object ir

statistical period. The traffic is ranked in descending order of volume
expressed in bps or pps.

Total Dropped Indicates the total traffic dropped by ADS for all objects indtagistical period
The unit is bps or pps.

Step 2 Point to a random point in tldropped traffic trend grapi view detailed information about

the dropped trafficdncluding the time, traffic type, and volume.
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Figure 4119Vi ewi ng dropped traffic at a specific t

Policy Traffic A
Real Time
15 Mins 30 Mins 1 Hour AutoRefresh: 30 seconds| v |
bps w

2020-03-03 17:13:30

4 C bps ® Invalid_TCP_Packet: 194.2 M
DMS_Query_Protection: 294.6 M
SYN_Insuffient_Reverse_Detection: 2452 M

® GeolP:- 22 M

o= ® HTTP_Get_Protection: 2.3 G

2 G bps HTTP_Post_Protection: 1 G

& HTTPS_Connection_Protection: 957 9 M

=m= ® Reflection_Protection: 24 M

SYN_Algorithm: 166.3 M

-~ © ACK_Protection: 5.3 G

0 bps g
- . -
17:10 17:12 17 ® Invalid_5YN_Packet: 26 M

yi22 17:24

Step 3 Below the dropped attack traffic trend graph, dEliIgto view a finergranularity traffic trend.
- -E-n-d

4.5.2Viewing Region -Specific Dropped Traffic

On the paBegseshle8vsl ioking a region in the |e
information of the region and of all | P gro
view histotriime eddracpmf €at trends and panel s
specific I P group or | P addredssplihaydhitshe etgr
graph of the traffic idrzopépepuwdlr20y4 ADS f or t he
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Figure 4120Dr opped traffic trend graph of a specif

Countermeasures
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¥ ads A
bps v
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» ads1
ads2
Y bxh 2.4 M bps
> 11221
> nta 2.4 Mbps
nta_ads
¥ por_test 2.4 Mbps
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> yen 2.4 M bps
MY FILTERS: 2.4 Mbps

1718 17:20 17:22 17:24 17:26 17:28 17:30

Defend Palicy

Legend Max Dropped Total Dropped
24M 226
== Reflection_Pratection 24M 226

4.5.3Viewing Device -Specific Dropped Traffic

On the paBegsehle8vg oun cDa s pd ealye dity olne v-thewsm r op
l'ist in the |l eft pane and-timendsepeetd &anaAb
information oprohiestedvigceupADEnd specific
group. You can view theda edr ApgperdoAtizRatfefd cg rtoruep
specific I P address under awpndtaegkioglgonoa
di splays the trend of the tFafgu¥21l dropped b
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Figure 4121Dr opped traffic trend graph of a specif

Countermeasures

Policy Traffic &+

Devices Display by Devices Real Time
15 Mi 30 M 1 H .
= WenangXngsuuu CY = ON m= o= our AutoRefresh: 30 seconds[ v |

*  wendingxingG236 ﬁA
Al wendingxing 10000 e A

#3338

bps ¥

» protect_perform. .

» protect_perform....

P wendingxing A 4G bps
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»  10000-ym-242

* yuanmei_10000

L]
-]

> 3008-GDJ-121 -] 2 Cbes
L]

* VADS-GDJ-191

AV

08:54 08:56 0858 09:00 09:02 0504 09:06 09:08

MY FILTERS: 0 bps

Defend Policy
Legend Max Dropped Total Drepped
832G TaT

mm |rivalid_TCP_Pscket 1811 M 107G
DNE_Query_Protection 110.2 M 008G
SYN_Insufient_Reverse_Detection 23/81M 1381G

m— HTTP_Get_Frotection 146 12T
HTTP_Post_Protection TI0EM 8235G

= HTTFS_Connection_Protection TI2EM 842G

4.5.4Viewing Object -Specific Dropped Traffic

By def €olunht erimeals upage di splays the trend o
devi ces unnidteorr itnhge onfio ADS Mt i Yheu dc amp peide w r tali &
a specified region, repgionedtedroupupADS&r dbl

Step 1 On the page shown Figure 4118 type a character string and then piester.

The system displays all objects containing
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Figure 4122Sear chi ng
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12T
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Step 2 Select an object to be queried, such as wendingxing6025, and theBmteyss
of,as hehBie eich3zed obj ect

The dropped traff

c

Copy TrEi QNIBtFOCUS

148

V4. 5R9



=-NSFOCUS NSFOCUS ABSrM(

Figure 4123Vi ewi ng dropped traffic of a specified

Countermeasures
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Defend Policy
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DNS_Query_Pretection 145 M 129G

= |rvalid_TCP_Packet oM 446G
SYN_lnsufient_Reverse_Detection M 216

—GeclP 22M 182G

e HTTF_Get_Protection 128 M 158G
HTTF_Post_Protection araM 802G

- E-nd

4.5.5Viewing Dropped Traffic of an IP Address in the Default
Protection Group
I P addresses under the d
protected grpped.tifaftie
expressly indicate the |

fault
idfor mati on of
addr

TE®

protectio

ess before

Step 1 On the page shown kigure 4118, type an IP address (such as 11.11.11.11) and then press

Enter.

The system displays al |l  acsbjsendbtiveg v @edt4dai ni ng
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Figure 4124Sear chi ng for moni
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Step 2 Select the object to be queried and then Eessr.
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Figure 4125Vi ewi ng dropped traffic information of

Countermeasures
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m HTTF_Get_Protection 232G 2T
HTTP_Post_Protection 1G 21326

- E-nd

4.5.6Viewing Historical Dropped Traffic

On the page shown iRigure 4118, clicking ON for Real Time in thePolicy Traffic panel
disables the redime mode and enables the historical mode. Clickf§ for Real Time
enables the redime mode again.

I n historical mode, dropped tr“"lﬂﬁis«pl'aryend g
hi storical data.

By default, the trend g
Mont h@ustdinspl ays droppe
custom period.

spbDawsettroppe
ic trend grap
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Figure 4126Vi ewi ng hi
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Figure 4127Cust om dropped traffic trend graph
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4.5.7 Switching the Traffic Unit

By default, traffic is expressed in bps in the dropped traffic trend graph. On the page shown in
Figure 4118 you can seleqips from the dropdown st in the upperight corner of the
Policy Traffic panel to display traffic data in pps.

4.5.8Refreshing the Dropped Traffic Trend Graph

By default, the dropped traffic trend graph is automatically refreshed every 30 seconds in real
time mode. On the page show Figure 4118 you can seledtleverfrom theAutoFresh
drop-down list in the upperight corner of thdolicy Traffic panel. In this case, the trend

graph can be refreshed only by manual cIick,CJ.
By default, the dropped traffic trend graph does not automatically refresh in historical mode.
On the page shawin Figure 4118 you can seledtvery 5 min from theAutoFresh drop-

down list in the upperight corner of thé?olicy Traffic panel. In this casehé trend graph
will refresh every 5 minutes.

4.5.9Downloading a Dropped Traffic Trend Report

On the paBegshle8vg oun “hnct hek ghpecoPronerc yof

Tr afpfaine | and@ba@tcolidcokwnload the traffic re
format to a | ocal di sk4 . dDodvel oxdirnged aRé3or |
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4.5.10Managing Filters

Filters are provided for usetrsthoy dedn nfei md
monitored objects more conveniently. After |
|l ist. You can click a filter to view droppe:¢
filter

Any queried objegtion ¢ ®Pclyras pap rdife ateevd cger, o L
| P address, can beAlnDefgut éd| @asn( @etf alud € . |
configured as a filter. You can configure mi
The procedures for confirgutihmg sameé del ¢thios @
and del eti nAt taadk tlBbemptaget hEor 4ddmMdiDhgi ngee
Fil.ters
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Reports

You can vi the following types of
BuiiIlnt reports: include net woekontraffic
Custom reports: refer to the reports

Thi s chapter

mainly cover s:

reports

Section

Description

Built-in Report

Describes how to query and view bdiittreports.

Custom Report

Describes how to create and manage custom reports.

Email Report

Describes how to configure ADS M terdd reports via email.

Custom Logo

Describes how to customizes the report logo.

5.1 Built -in Report

You can duwermrypouitist anddieddlta ytéad
Cho®RRe®ort -i>n BRueiplotr t > Network Traffi

Figure51Net wor k

Traffic Report page

it re glou ii lsta g e

c Report

Traffic Monitoring Report

Built-in Report

MNetwork Traffic Report
DDoS Aftack Report
Custom Report
179
Email Report

Email Report Schedule

Custom Logo

Ep

Region Device Management Administration

Network Traffic Report

Query Conditions

Period: | Last 24 hours Last 7 days Last 30 days Custom

Object: Al Q

Copy rEi Q(NIBtFFOCUS
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Querying a Report

After selecting a report type, you can qu
can béasdeoolpealst L ackdy 30 @uadytso m

After PeetatodbpecctQu erky

Reports meeting query conditions are disp

Editing a Report
You can edit the-ihogepdrsplayfyfed pnobedurte
Step 1 Click next toNetwork Traffic Report .
Thedidi al og Box appear
Step 2 Point to the logo image.
Step 3 Click = to view the big logo image.
Step 4 Select a logo image and then cliCknfirm to save the setting.

- -E-n-d

5.2 Custom Report

You can creat e, cquusetroym reedpiotr,t sand del et e

ChoRe@ort > Custom Report

Figure52Cust om Report page

Traffic Monitoring log Region DeviceManagement  Administraion

T Custom Report - 123
Network Traffic Report Ed Query Conditions
DDoS Aftack Report [ Period: | Last 24 hours Last 7 days Last 30 days Custom

Custom Report ° Object: Al o
® . =2

Email Report
Email Report Schedule

Custom Logo

Creating a Custom Report
To create a custom report, follow these

Step 1 Click next toCustom Report
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