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Item Description 

stream Specifies the event stream. Supported event streams vary by device 
model. 

event Specifies the event name. An event stream includes multiple events. 
The events use the same namespaces as the event stream. 

ColumnName Specifies the name of a column. 

Condition 

Specifies the operator: 
• more. 
• less. 
• notLess. 
• notMore. 
• equal. 
• notEqual. 
• include. 
• exclude. 
• startWith. 
• endWith. 
Choose an operator according to the type of the baseline value. 

value Specifies the baseline value for the column. 

start-time Specifies the start time of the subscription. 

stop-time Specifies the end time of the subscription. 
 

If the subscription succeeds, the device returns a response in the following format: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply message-id="100" xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0"> 

    <ok/> 

</rpc-reply> 

Canceling an event subscription 
# Copy the following message to the client to cancel a subscription: 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <cancel-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"> 

    <stream>XXX_STREAM</stream> 

  </cancel-subscription> 

</rpc> 
 

Item Description 

stream Specifies the event stream. 
 

If the cancelation succeeds, the device returns a response in the following format: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="100"> 

    <ok/> 

</rpc-reply> 



 

42 

If the subscription to be canceled does not exist, the device returns an error message in the following 
format: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

<rpc-error> 

   <error-type>error-type</error-type> 

   <error-tag>error-tag</error-tag> 

   <error-severity>error-severity</error-severity> 

<error-message xml:lang="en">The subscription stream to be canceled doesn't exist: Stream 
name=XXX_STREAM.</error-message> 

</rpc-error> 

</rpc-reply> 

Example: Subscribing to syslog events 
Network configuration 

Configure a client to subscribe to syslog events with no time limitation. After the subscription is 
successful, all events on the device are sent to the client before the session between the device and 
client is terminated. 

Procedure 
# Enter XML view. 
<Sysname> xml 

# Notify the device of the NETCONF capabilities supported on the client. 
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <capabilities> 

    <capability> 

            urn:ietf:params:netconf:base:1.0 

    </capability> 

  </capabilities> 

</hello> 

# Subscribe to syslog events with no time limitation. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"> 

    <stream>NETCONF</stream> 

  </create-subscription> 

</rpc> 

Verifying the configuration 
# If the client receives the following response, the subscription is successful: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="100"> 

    <ok/> 

</rpc-reply> 

# When another client (192.168.100.130) logs in to the device, the device sends a notification to the 
client that has subscribed to all events: 
<?xml version="1.0" encoding="UTF-8"?> 

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"> 

    <eventTime>2011-01-04T12:30:52</eventTime> 
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    <event xmlns="http://www.nsfocus.com.cn/netconf/event:1.0"> 

        <Group>SHELL</Group> 

        <Code>SHELL_LOGIN</Code> 

        <Slot>1</Slot> 

        <Severity>Notification</Severity> 

        <context>VTY logged in from 192.168.100.130.</context> 

    </event> 

</notification> 

Example: Subscribing to events reported by modules 
Network configuration 

Configure a client to subscribe to InterfaceEvent events reported by the interface management 
module. After the subscription is successful, all relevant InterfaceEvent events are sent to the client 
before the session between the device and client is terminated. 

Procedure 
# Enter XML view. 
<Sysname> xml 

# Notify the device of the NETCONF capabilities supported on the client. 
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <capabilities> 

    <capability> 

      urn:ietf:params:netconf:base:1.0 

    </capability> 

  </capabilities> 

</hello> 

# Subscribe to InterfaceEvent events with no time limitation. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:xs="http://www.nsfocus.com.cn/netconf/base:1.0"> 

  <create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"> 

    <stream>Ifmgr</stream> 

    <filter type="subtree"> 

      <InterfaceEvent xmlns="http://www.nsfocus.com.cn/netconf/event:1.0/Ifmgr:1.0"> 

      </InterfaceEvent> 

    </filter> 

  </create-subscription> 

</rpc> 

Verifying the configuration 
# If the client does not have the privilege for the operation, the following response is displayed on the 
client: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:xs="http://www.nsfocus.com.cn/netconf/base:1.0" message-id="100"> 

    <rpc-error xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

        <error-type>application</error-type> 

        <error-tag>access-denied</error-tag> 

        <error-severity>error</error-severity> 
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        <error-message xml:lang="en">You don't have the privilege to subscribe the 
InterfaceEvent event.</error-message> 

    </rpc-error> 

</rpc-reply> 

# If the client receives the following response, the subscription is successful: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="100"> 

    <ok/> 

</rpc-reply> 

# When the status of an Ethernet interface changes, the client receives the following response: 
<?xml version="1.0" encoding="UTF-8"?> 

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"> 

    <eventTime>2019-04-28T17:31:03</eventTime> 

    <InterfaceEvent xmlns="Ifmgr:1.0"> 

    <Interface> 

        <Name>GigabitEthernet1/0/1</Name> 

        <Status>IF_ACTIVE</Status> 

        <IfIndex>261</IfIndex> 

        <AdminStatus>ADMIN_UP</AdminStatus> 

        <OperStatus>OPER_DOWN</OperStatus> 

        <Description>The Interface GigabitEthernet1/0/1 occurred IF_ACTIVE event,the 
administration status is ADMIN_UP,operation status is OPER_DOWN.</Description> 

    </Interface> 

    </InterfaceEvent> 

</notification> 

Terminating NETCONF sessions 
About NETCONF session termination 

NETCONF allows one client to terminate the NETCONF sessions of other clients. A client whose 
session is terminated returns to user view. 

Procedure 
# Copy the following message to the client to terminate a NETCONF session: 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <kill-session> 

    <session-id> 

      Specified session-ID 

    </session-id> 

  </kill-session> 

</rpc> 

If the <kill-session> operation succeeds, the device returns a response in the following format: 
<?xml version="1.0" encoding="UTF-8"?> 

    <rpc-reply message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

      <ok/> 
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<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

   <ok/> 

</rpc-reply> 

Example: Returning to the CLI 
Network configuration 

Return to the CLI after entering XML view. 

Procedure 
1. Perform capability exchange between the device and the client. 

Copy the following text to the client: 
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <capabilities> 

    <capability>urn:ietf:params:netconf:base:1.0</capability> 

  </capabilities> 

</hello>]]>]]> 

2. Return to the CLI.  
Copy the following text to the client: 
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <close-session/> 

</rpc>]]>]]> 

Verifying the configuration 
# Verify that the <Sysname> prompt appears. 
<Sysname> 

Display and maintenance commands for 
NETCONF 

Execute display commands in any view and reset commands in user view. 
 

Task Command 

Display current NETCONF service status and 
global NETCONF service statistics. display netconf service 

Display NETCONF session status and 
statistics. display netconf session 

Clear NETCONF service statistics. reset netconf service statistics 

Clear NETCONF session statistics. reset netconf session statistics 
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Supported NETCONF operations 
This chapter describes NETCONF operations available with NF 

action 
Usage guidelines 

This operation issues actions for non-default settings, for example, reset action. 

XML example 
# Clear statistics information for all interfaces. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <action> 

    <top xmlns="http://www.nsfocus.com.cn/netconf/action:1.0"> 

      <Ifmgr> 

            <ClearAllIfStatistics> 

                <Clear> 

                </Clear> 

        </ClearAllIfStatistics> 

      </Ifmgr> 

    </top> 

  </action> 

</rpc> 

CLI 
Usage guidelines 

This operation executes CLI commands. 

A request message encloses commands in the <CLI> element. A response message encloses the 
command output in the <CLI> element. 

You can use the following elements to execute commands: 
• Execution—Executes commands in user view. 
• Configuration—Executes commands in system view.  

To use this element, include the exec-use-channel attribute and specify a value for the 
attribute: 
 false—Executes commands without using a channel. 
 true—Executes commands by using a temporary channel. The channel is automatically 

closed after the execution. 
 persist—Executes commands by using the persistent channel for the session.  

To use the persistent channel, first perform an <Open-channel> operation to open the 
persistent channel. If you do not do so, the system will automatically open the persistent 
channel. 
After using the persistent channel, perform a <Close-channel> operation to close the 
channel and return to system view. If you do not perform an <Open-channel> operation, the 
system stays in the view and will execute subsequent commands in the view. 

 

 NOTE: 
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To execute commands in a lower-level view of the system view, use the <Configuration> element to 
enter the view first. 
 

A NETCONF session can have multiple temporary channels, but it can have only one persistent 
channel. 

NETCONF does not support executing interactive commands. 

You cannot execute the quit command by using a channel to exit user view. 

XML example 
# Execute the display this command in system view without using a channel. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <CLI> 

     <Configuration exec-use-channel="false">display this</Configuration> 

  </CLI> 

</rpc> 

close-session 
Usage guidelines 

This operation terminates the current NETCONF session, unlock the configuration, and release the 
resources (for example, memory) used by the session. After this operation, you exit the XML view. 

XML example 
# Terminate the current NETCONF session. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

<close-session/> 

</rpc> 

edit-config: create 
Usage guidelines 

This operation creates target configuration items. 

To use the create attribute in an <edit-config> operation, you must specify the target configuration 
item. 
• If the table supports creating a target configuration item and the item does not exist, the 

operation creates the item and configures the item. 
• If the specified item already exists, a data-exist error message is returned. 

XML example 
# Set the buffer size to 120. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <edit-config> 

    <target> 

      <running/> 

    </target> 

    <config> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/config:1.0"> 
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        <Syslog xmlns="http://www.nsfocus.com.cn/netconf/config:1.0" 
xc:operation="create"> 

           <LogBuffer> 

             <BufferSize>120</BufferSize> 

          </LogBuffer> 

        </Syslog> 

      </top> 

    </config> 

  </edit-config> 

</rpc> 

edit-config: delete 
Usage guidelines 

This operation deletes the specified configuration. 
• If the specified target has only the table index, the operation removes all configuration of the 

specified target, and the target itself. 
• If the specified target has the table index and configuration data, the operation removes the 

specified configuration data of this target. 
• If the specified target does not exist, an error message is returned, showing that the target does 

not exist. 

XML example 
The syntax is the same as the edit-config message with the create attribute. Change the operation 
attribute from create to delete. 

edit-config: merge 
Usage guidelines 

This operation commits target configuration items to the running configuration. 

To use the merge attribute in an <edit-config> operation, you must specify the target configuration 
item (on a specific level): 
• If the specified item exists, the operation directly updates the setting for the item. 
• If the specified item does not exist, the operation creates the item and configures the item. 
• If the specified item does not exist and it cannot be created, an error message is returned. 

XML example 
The XML data format is the same as the edit-config message with the create attribute. Change the 
operation attribute from create to merge. 

edit-config: remove 
Usage guidelines 

This operation removes the specified configuration. 
• If the specified target has only the table index, the operation removes all configuration of the 

specified target, and the target itself. 
• If the specified target has the table index and configuration data, the operation removes the 

specified configuration data of this target. 
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• If the specified target does not exist, or the XML message does not specify any targets, a 
success message is returned. 

XML example 
The syntax is the same as the edit-config message with the create attribute. Change the operation 
attribute from create to remove. 

edit-config: replace 
Usage guidelines 

This operation replaces the specified configuration. 
• If the specified target exists, the operation replaces the configuration of the target with the 

configuration carried in the message. 
• If the specified target does not exist but is allowed to be created, the operation creates the 

target and then applies the configuration. 
• If the specified target does not exist and is not allowed to be created, the operation is not 

conducted and an invalid-value error message is returned. 

XML example 
The syntax is the same as the edit-config message with the create attribute. Change the operation 
attribute from create to replace. 

edit-config: test-option 
Usage guidelines 

This operation determines whether to commit a configuration item in an <edit-configure> operation. 
The <test-option> element has one of the following values: 
• test-then-set—Performs a syntax check, and commits an item if the item passes the check. If 

the item fails the check, the item is not committed. This is the default test-option value. 
• set—Commits the item without performing a syntax check. 
• test-only—Performs only a syntax check. If the item passes the check, a success message is 

returned. Otherwise, an error message is returned. 

XML example 
# Test the configuration for an interface. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <edit-config> 

    <target> 

      <running/> 

    </target>   

    <test-option>test-only</test-option>  

    <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/config:1.0"> 

        <Ifmgr xc:operation="merge"> 

          <Interfaces> 

            <Interface> 

              <IfIndex>262</IfIndex> 

              <Description>222</Description> 

                <ConfigSpeed>2</ConfigSpeed> 

                <ConfigDuplex>1</ConfigDuplex> 
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               </Interface> 

          </Interfaces> 

        </Ifmgr> 

      </top> 

    </config> 

  </edit-config> 

</rpc> 

edit-config: default-operation 
Usage guidelines 

This operation modifies the running configuration of the device by using the default operation 
method. 

NETCONF uses one of the following operation attributes to modify configuration: merge, create, 
delete, and replace If you do not specify an operation attribute for an edit-config message, 
NETCONF uses the default operation method. Your setting of the value for the <default-operation> 
element takes effect only once. If you do not specify an operation attribute or the default operation 
method for an <edit-config> message, merge always applies. 

The <default-operation> element has the following values: 
• merge—Default value for the <default-operation> element.  
• replace—Value used when the operation attribute is not specified and the default operation 

method is specified as replace. 
• none—Value used when the operation attribute is not specified and the default operation 

method is specified as none. If this value is specified, the <edit-config> operation is used only 
for schema verification rather than issuing a configuration. If the schema verification is passed, 
a successful message is returned. Otherwise, an error message is returned. 

XML example 
# Issue an empty operation for schema verification purposes. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <edit-config> 

    <target> 

      <running/> 

    </target> 

    <default-operation>none</default-operation> 

    <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/config:1.0"> 

        <Ifmgr> 

          <Interfaces> 

            <Interface> 

              <IfIndex>262</IfIndex> 

              <Description>222222</Description> 

            </Interface> 

          </Interfaces> 

        </Ifmgr> 

      </top> 

    </config> 

  </edit-config> 

</rpc> 
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edit-config: error-option 
Usage guidelines 

This operation determines the action to take in case of a configuration error. 

The <error-option> element has the following values: 
• stop-on-error—Stops the operation and returns an error message. This is the default 

error-option value. 
• continue-on-error—Continues the operation and returns an error message. 
• rollback-on-error—Rolls back the configuration. 

XML example 
# Issue the configuration for two interfaces with the <error-option> element value as 
continue-on-error. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <edit-config> 

    <target> 

      <running/> 

    </target>   <error-option>continue-on-error</error-option> 

    <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/config:1.0"> 

        <Ifmgr xc:operation="merge"> 

          <Interfaces> 

            <Interface> 

              <IfIndex>262</IfIndex> 

              <Description>222</Description> 

                <ConfigSpeed>1024</ConfigSpeed> 

                <ConfigDuplex>1</ConfigDuplex> 

            </Interface> 

            <Interface> 

              <IfIndex>263</IfIndex> 

              <Description>333</Description> 

                <ConfigSpeed>1024</ConfigSpeed> 

                <ConfigDuplex>1</ConfigDuplex> 

            </Interface> 

          </Interfaces> 

        </Ifmgr> 

      </top> 

    </config> 

  </edit-config> 

</rpc> 

edit-config: incremental 
Usage guidelines 

This operation adds configuration data to a column without affecting the original data. 

The incremental attribute applies to a list column such as the vlan permitlist column.  

You can use the incremental attribute for <edit-config> operations except the <replace> operation.  
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Support for the incremental attribute varies by module. For more information, see NETCONF XML 
API documents. 

XML example 
# Add VLANs 1 through 10 to an untagged VLAN list that has untagged VLANs 12 through 15. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 

xmlns:nsfocus="http://www.nsfocus.com.cn/netconf/base:1.0"> 

  <edit-config> 

    <target> 

      <running/> 

    </target>   

    <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/config:1.0"> 

        <VLAN xc:operation="merge"> 

          <HybridInterfaces> 

            <Interface> 

              <IfIndex>262</IfIndex> 

              <UntaggedVlanList  nsfocus:incremental="true">1-10</UntaggedVlanList> 

               </Interface> 

          </HybridInterfaces> 

        </VLAN> 

      </top> 

    </config> 

  </edit-config> 

</rpc> 

get 
Usage guidelines 

This operation retrieves device configuration and state information. 

XML example 
# Retrieve device configuration and state information for the Syslog module. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:xc="http://www.nsfocus.com.cn/netconf/base:1.0"> 

  <get> 

    <filter type="subtree"> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/data:1.0"> 

        <Syslog> 

        </Syslog> 

      </top> 

    </filter> 

  </get> 

</rpc> 
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get-bulk 
Usage guidelines 

This operation retrieves a number of data entries (including device configuration and state 
information) starting from the data entry next to the one with the specified index. 

XML example 
# Retrieve device configuration and state information for all interfaces. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <get-bulk> 

    <filter type="subtree"> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/data:1.0"> 

        <Ifmgr> 

          <Interfaces xc:count="5" 
xmlns:xc="http://www.nsfocus.com.cn/netconf/base:1.0"> 

            <Interface/> 

          </Interfaces> 

        </Ifmgr> 

      </top> 

    </filter> 

  </get-bulk> 

</rpc> 

get-bulk-config 
Usage guidelines 

This operation retrieves a number of non-default configuration data entries starting from the data 
entry next to the one with the specified index. 

XML example 
# Retrieve non-default configuration for all interfaces. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <get-bulk-config> 

    <source> 

      <running/> 

    </source> 

    <filter type="subtree"> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/config:1.0"> 

        <Ifmgr> 

        </Ifmgr> 

      </top> 

    </filter> 

  </get-bulk-config> 

</rpc> 
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get-config 
Usage guidelines 

This operation retrieves non-default configuration data. If no non-default configuration data exists, 
the device returns a response with empty data. 

XML example 
# Retrieve non-default configuration data for the interface table. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:xc="http://www.nsfocus.com.cn/netconf/base:1.0"> 

  <get-config> 

    <source> 

      <running/> 

    </source> 

    <filter type="subtree"> 

      <top xmlns="http://www.nsfocus.com.cn/netconf/config:1.0"> 

        <Ifmgr> 

           <Interfaces> 

              <Interface/> 

            </Interfaces> 

        </Ifmgr> 

      </top> 

    </filter> 

  </get-config> 

</rpc> 

get-sessions 
Usage guidelines 

This operation retrieves information about all NETCONF sessions in the system. You cannot specify 
a session ID to retrieve information about a specific NETCONF session. 

XML example 
# Retrieve information about all NETCONF sessions in the system. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

<get-sessions/> 

</rpc> 

kill-session 
Usage guidelines 

This operation terminates the NETCONF session for another user. This operation cannot terminate 
the NETCONF session for the current user. 

XML example 
# Terminate the NETCONF session with session ID 1. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <kill-session> 

    <session-id>1</session-id> 
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  </kill-session> 

</rpc> 

load 
Usage guidelines 

This operation loads the configuration. After the device finishes a <load> operation, the configuration 
in the specified file is merged into the running configuration of the device. 

XML example 
# Merge the configuration in file a1.cfg to the running configuration of the device. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <load> 

    <file>a1.cfg</file> 

  </load> 

</rpc> 

lock 
Usage guidelines 

This operation locks the configuration. After the configuration is locked, you cannot perform 
<edit-config> operations. Other operations are allowed. 

After a user locks the configuration, other users cannot use NETCONF or any other configuration 
methods such as CLI and SNMP to configure the device. 

XML example 
# Lock the configuration. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <lock> 

    <target> 

        <running/> 

    </target> 

</lock> 

</rpc> 

rollback 
Usage guidelines 

This operation rolls back the configuration. To do so, you must specify the configuration file in the 
<file> element. After the device finishes the <rollback> operation, the current device configuration is 
totally replaced with the configuration in the specified configuration file. 

XML example 
# Roll back the running configuration to the configuration in file 1A.cfg. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <rollback> 

    <file>1A.cfg</file> 

  </rollback> 

</rpc> 
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save 
Usage guidelines 

This operation saves the running configuration. You can use the <file> element to specify a file for 
saving the configuration. If the text does not include the file column, the running configuration is 
automatically saved to the main next-startup configuration file. 

The OverWrite attribute determines whether the running configuration overwrites the original 
configuration file when the specified file already exists. 

The Binary-only attribute determines whether to save the running configuration only to the binary 
configuration file. 

XML example 
# Save the running configuration to file test.cfg. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <save OverWrite="false" Binary-only="true"> 

    <file>test.cfg</file> 

  </save> 

</rpc> 

unlock 
Usage guidelines 

This operation unlocks the configuration, so other users can configure the device. 

Terminating a NETCONF session automatically unlocks the configuration. 

XML example 
# Unlock the configuration. 
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

<unlock> 

    <target> 

        <running/> 

    </target> 

</unlock> 

</rpc> 
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Configuring CWMP 
About CWMP 

CPE WAN Management Protocol (CWMP), also called "TR-069," is a DSL Forum technical 
specification for remote management of network devices. 

The protocol was initially designed to provide remote autoconfiguration through a server for large 
numbers of dispersed end-user devices in a network. CWMP can be used on different types of 
networks, including Ethernet. 

CWMP network framework 
Figure 1 shows a basic CWMP network framework. 

Figure 1 CWMP network framework 

 
 

A basic CWMP network includes the following network elements: 
• ACS—Autoconfiguration server, the management device in the network. 
• CPE—Customer premises equipment, the managed device in the network. 
• DNS server—Domain name system server. CWMP defines that the ACS and the CPE use 

URLs to identify and access each other. DNS is used to resolve the URLs. 
• DHCP server—Assigns ACS attributes along with IP addresses to CPEs when the CPEs are 

powered on. DHCP server is optional in CWMP. With a DHCP server, you do not need to 
configure ACS attributes manually on each CPE. The CPEs can contact the ACS automatically 
when they are powered on for the first time. 

The device is operating as a CPE in the CWMP framework. 

Basic CWMP functions 
You can autoconfigure and upgrade CPEs in bulk from the ACS. 

Autoconfiguration 
You can create configuration files for different categories of CPEs on the ACS. Based on the device 
models and serial numbers of the CPEs, the ACS verifies the categories of the CPEs and issues the 
associated configuration to them. 

DNS server

CPE

ACSDHCP server

CPE CPE

IP network
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The following are methods available for the ACS to issue configuration to the CPE: 
• Transfers the configuration file to the CPE, and specifies the file as the next-startup 

configuration file. At a reboot, the CPE starts up with the ACS-specified configuration file. 
• Runs the configuration in the CPE's RAM. The configuration takes effect immediately on the 

CPE. For the running configuration to survive a reboot, you must save the configuration on the 
CPE. 

CPE software management 
The ACS can manage CPE software upgrade. 

When the ACS finds a software version update, the ACS notifies the CPE to download the software 
image file from a specific location. The location can be the URL of the ACS or an independent file 
server. 

If the CPE successfully downloads the software image file and the file is validated, the CPE notifies 
the ACS of a successful download. If the CPE fails to download the software image file or the file is 
invalidated, the CPE notifies the ACS of an unsuccessful download. 

Data backup 
The ACS can require the CPE to upload a configuration file or log file to a specific location. The 
destination location can be the ACS or a file server. 

CPE status and performance monitoring 
The ACS can monitor the status and performance of CPEs. Table 1 shows the available CPE status 
and performance objects for the ACS to monitor. 

Table 1 CPE status and performance objects available for the ACS to monitor 

Category Objects Remarks 

Device information 

Manufacturer 
ManufacturerOUI 
SerialNumber 
HardwareVersion 
SoftwareVersion 

N/A 

Operating status and 
information 

DeviceStatus 
UpTime 

N/A 

Configuration file ConfigFile 

Local configuration file stored on CPE for 
upgrade. The ACS can issue configuration to 
the CPE by transferring a configuration file to 
the CPE or running the configuration in CPE's 
RAM. 

CWMP settings 

ACS URL 
URL address of the ACS to which the CPE 
initiates a CWMP connection. This object is 
also used for main/backup ACS switchover.  

ACS username 
ACS password 

When the username and password of the ACS 
are changed, the ACS changes the ACS 
username and password on the CPE to the 
new username and password. 
When a main/backup ACS switchover occurs, 
the main ACS also changes the ACS 
username and password to the backup ACS 
username and password. 

PeriodicInformEnable Whether to enable or disable the periodic 
Inform feature. 

PeriodicInformInterval Interval for periodic connection from the CPE 
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Category Objects Remarks 
to the ACS for configuration and software 
update. 

PeriodicInformTime 
Scheduled time for connection from the CPE 
to the ACS for configuration and software 
update. 

ConnectionRequestURL (CPE 
URL) N/A 

ConnectionRequestUsername 
(CPE username) 
ConnectionRequestPassword 
(CPE password) 

CPE username and password for 
authentication from the ACS to the CPE. 

 

How CWMP works 
RPC methods 

CWMP uses remote procedure call (RPC) methods for bidirectional communication between CPE 
and ACS. The RPC methods are encapsulated in HTTP or HTTPS. 

Table 2 shows the primary RPC methods used in CWMP. 

Table 2 RPC methods 

RPC method Description 
Get The ACS obtains the values of parameters on the CPE. 

Set The ACS modifies the values of parameters on the CPE. 

Inform 

The CPE sends an Inform message to the ACS for the following purposes: 
• Initiates a connection to the ACS. 
• Reports configuration changes to the ACS. 
• Periodically updates CPE settings to the ACS. 

Download The ACS requires the CPE to download a configuration or software image file from a 
specific URL for software or configuration update. 

Upload The ACS requires the CPE to upload a file to a specific URL. 

Reboot The ACS reboots the CPE remotely for the CPE to complete an upgrade or recover 
from an error condition. 

 

Autoconnect between ACS and CPE 
The CPE automatically initiates a connection to the ACS when one of the following events occurs: 
• ACS URL change. The CPE initiates a connection request to the new ACS URL. 
• CPE startup. The CPE initiates a connection to the ACS after the startup. 
• Timeout of the periodic Inform interval. The CPE re-initiates a connection to the ACS at the 

Inform interval. 
• Expiration of the scheduled connection initiation time. The CPE initiates a connection to the 

ACS at the scheduled time. 

CWMP connection establishment 
Step 1 through step 5 in Figure 2 show the procedure of establishing a connection between the CPE 
and the ACS. 
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1. After obtaining the basic ACS parameters, the CPE initiates a TCP connection to the ACS. 
2. If HTTPS is used, the CPE and the ACS initialize SSL for a secure HTTP connection. 
3. The CPE sends an Inform message in HTTPS to initiate a CWMP session. 
4. After the CPE passes authentication, the ACS returns an Inform response to establish the 

session. 
5. After sending all requests, the CPE sends an empty HTTP post message. 

Figure 2 CWMP connection establishment 

 
 

Main/backup ACS switchover 
Typically, two ACSs are used in a CWMP network for consecutive monitoring on CPEs. When the 
main ACS needs to reboot, it points the CPE to the backup ACS. Step 6 through step 11 in Figure 3 
show the procedure of a main/backup ACS switchover. 
1. Before the main ACS reboots, it queries the ACS URL set on the CPE. 
2. The CPE replies with its ACS URL setting. 
3. The main ACS sends a Set request to change the ACS URL on the CPE to the backup ACS 

URL. 
4. After the ACS URL is modified, the CPE sends a response. 
5. The main ACS sends an empty HTTP message to notify the CPE that it has no other requests. 
6. The CPE closes the connection, and then initiates a new connection to the backup ACS URL. 

CPE

(1) Open TCP connection

(2) SSL initiation

(4) HTTP response (Inform response)

(3) HTTP post (Inform)

(6) HTTP response (GetParameterValues request)

(5) HTTP post (empty)

(8) HTTP response (SetParameterValues request)

(7) HTTP post (GetParameterValues response)

(11) Close connection

(10) HTTP response (empty)

(9) HTTP post (SetParameterValues response)
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Figure 3 Main and backup ACS switchover 

 
 

Restrictions and guidelines: CWMP configuration 
You can configure ACS and CPE attributes from the CPE's CLI, the DHCP server, or the ACS. For an 
attribute, the CLI- and ACS-assigned values have higher priority than the DHCP-assigned value. 
The CLI- and ACS-assigned values overwrite each other, whichever is assigned later. 

This document only describes configuring ACS and CPE attributes from the CLI and DHCP server. 
For more information about configuring and using the ACS, see ACS documentation. 

CWMP tasks at a glance 
To configure CWMP, perform the following tasks: 
1. Enabling CWMP from the CLI 

You can also enable CWMP from a DHCP server. 
2. Configuring ACS attributes 

a. Configuring the preferred ACS attributes 
b. (Optional.) Configuring the default ACS attributes from the CLI 

3. Configuring CPE attributes 
a. Specifying an SSL client policy for HTTPS connection to ACS 

This task is required when the ACS uses HTTPS for secure access. 
b. (Optional.) Configuring ACS authentication parameters 
c. (Optional.) Configuring the provision code 
d. (Optional.) Configuring the CWMP connection interface 
e. (Optional.) Configuring autoconnect parameters 
f. (Optional.) Setting the close-wait timer 
g. (Optional.) Enabling NAT traversal for the CPE 

CPE

(1) Open TCP connection

(2) SSL initiation

(4) HTTP response (Inform response)

(3) HTTP post (Inform)

(6) HTTP response (GetParameterValues request)

(5) HTTP post (empty)

(8) HTTP response (SetParameterValues request)

(7) HTTP post (GetParameterValues response)

(11) Close connection

(10) HTTP response (empty)

(9) HTTP post (SetParameterValues response)
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Enabling CWMP from the CLI 
4. Enter system view. 

system-view 

5. Enter CWMP view. 
cwmp 

6. Enable CWMP. 
cwmp enable 

By default, CWMP is disabled. 

Configuring ACS attributes 
About ACS attributes 

You can configure two sets of ACS attributes for the CPE: preferred and default. 
• The preferred ACS attributes are configurable from the CPE's CLI, the DHCP server, and ACS. 
• The default ACS attributes are configurable only from the CLI. 

If the preferred ACS attributes are not configured, the CPE uses the default ACS attributes for 
connection establishment. 

Configuring the preferred ACS attributes 
Assigning ACS attributes from the DHCP server 

The DHCP server in a CWMP network assigns the following information to CPEs: 
• IP addresses for the CPEs. 
• DNS server address. 
• ACS URL and ACS login authentication information. 

This section introduces how to use DHCP option 43 to assign the ACS URL and ACS login 
authentication username and password. For more information about DHCP and DNS, see Layer 
3—IP Services Configuration Guide. 

If the DHCP server is an NSFOCUS device, you can configure DHCP option 43 by using the option 
43 hex 01length URL username password command. 

• length—A hexadecimal number that indicates the total length of the length, URL, username, 
and password arguments, including the spaces between these arguments. No space is allowed 
between the 01 keyword and the length value. 

• URL—ACS URL. 
• username—Username for the CPE to authenticate to the ACS. 
• password—Password for the CPE to authenticate to the ACS. 
 

 NOTE: 
The ACS URL, username and password must use the hexadecimal format and be space separated. 
 

The following example configures the ACS address as http://169.254.76.31:7547, username as 
1234, and password as 5678: 
<Sysname> system-view 
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[Sysname] dhcp server ip-pool 0 

[Sysname-dhcp-pool-0] option 43 hex 
0123687474703A2F2F3136392E3235342E37362E33313A3735343720313233342035363738 

Table 3 Hexadecimal forms of the ACS attributes 

Attribute Attribute value Hexadecimal form 
Length 35 characters 23 

ACS URL http://169.254.76.31:75
47 

687474703A2F2F3136392E3235342E37362E33313A37353
43720 
NOTE: 
The two ending digits (20) represent the space. 

ACS connect 
username 1234 

3132333420 
NOTE: 
The two ending digits (20) represent the space. 

ACS connect 
password 5678 35363738 

 

Configuring the preferred ACS attributes from the CLI 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Configure the preferred ACS URL. 
cwmp acs url url 
By default, no preferred ACS URL has been configured. 

4. Configure the username for authentication to the preferred ACS URL. 
cwmp acs username username 

By default, no username has been configured for authentication to the preferred ACS URL. 
5. (Optional.) Configure the password for authentication to the preferred ACS URL. 

cwmp acs password { cipher | simple } string 
By default, no password has been configured for authentication to the preferred ACS URL. 

Configuring the default ACS attributes from the CLI 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Configure the default ACS URL. 
cwmp acs default url url 
By default, no default ACS URL has been configured. 

4. Configure the username for authentication to the default ACS URL. 
cwmp acs default username username 

By default, no username has been configured for authentication to the default ACS URL. 
5. (Optional.) Configure the password for authentication to the default ACS URL. 
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cwmp acs default password { cipher | simple } string 
By default, no password has been configured for authentication to the default ACS URL. 

Configuring CPE attributes 
About CPE attributes 

You can configure the following CPE attributes only from the CPE's CLI. 
• CWMP connection interface. 
• NAT traversal. 
• Maximum number of connection retries. 
• SSL client policy for HTTPS connection to ACS. 

For other CPE attribute values, you can assign them to the CPE from the CPE's CLI or the ACS. The 
CLI- and ACS-assigned values overwrite each other, whichever is assigned later. 

Specifying an SSL client policy for HTTPS connection to ACS 
About this task 

This task is required when the ACS uses HTTPS for secure access. CWMP uses HTTP or HTTPS 
for data transmission. When HTTPS is used, the ACS URL begins with https://. You must specify an 
SSL client policy for the CPE to authenticate the ACS for HTTPS connection establishment. 

Restrictions and guidelines 
Versions B64D028 and higher use upgraded SSL cipher suites and require the DH parameters to 
contain a minimum of 1024 bits. If the ACS still uses the old version, SSL connections might fail to be 
established and CPEs might fail to connect to the ACS. 

To solve this issue, upgrade the ACS or execute the prefer-cipher command on CPEs to 
specify the SSL client policy to prefer an non-DHE RSA algorithm. For more information about the 
prefer-cipher command, see Security Command Reference. 

Prerequisites 
Before you perform this task, first create an SSL client policy. For more information about configuring 
SSL client policies, see Security Configuration Guide. 

Procedure 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Specify an SSL client policy. 
ssl client-policy policy-name 
By default, no SSL client policy is specified. 
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Configuring ACS authentication parameters 
About this task 

To protect the CPE against unauthorized access, configure a CPE username and password for ACS 
authentication. When an ACS initiates a connection to the CPE, the ACS must provide the correct 
username and password. 

Procedure 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Configure the username for authentication to the CPE. 
cwmp cpe username username 

By default, no username has been configured for authentication to the CPE. 
4. (Optional.) Configure the password for authentication to the CPE. 

cwmp cpe password { cipher | simple } string 
By default, no password has been configured for authentication to the CPE. 
The password setting is optional. You can specify only a username for authentication. 

Configuring the provision code 
About this task 

The ACS can use the provision code to identify services assigned to each CPE. For correct 
configuration deployment, make sure the same provision code is configured on the CPE and the 
ACS. For information about the support of your ACS for provision codes, see the ACS 
documentation. 

Procedure 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Configure the provision code. 
cwmp cpe provision-code provision-code 

The default provision code is PROVISIONINGCODE. 

Configuring the CWMP connection interface 
About this task 

The CWMP connection interface is the interface that the CPE uses to communicate with the ACS. To 
establish a CWMP connection, the CPE sends the IP address of this interface in the Inform 
messages, and the ACS replies to this IP address. 

Typically, the CPE selects the CWMP connection interface automatically. If the CWMP connection 
interface is not the interface that connects the CPE to the ACS, the CPE fails to establish a CWMP 
connection with the ACS. In this case, you need to manually set the CWMP connection interface. 



 

10 

Procedure 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Specify the interface that connects to the ACS as the CWMP connection interface. 
cwmp cpe connect interface interface-type interface-number 

By default, no CWMP connection interface is specified.  

Configuring autoconnect parameters 
About this task 

You can configure the CPE to connect to the ACS periodically, or at a scheduled time for 
configuration or software update. 

The CPE retries a connection automatically when one of the following events occurs: 
• The CPE fails to connect to the ACS. The CPE considers a connection attempt as having failed 

when the close-wait timer expires. This timer starts when the CPE sends an Inform request. If 
the CPE fails to receive a response before the timer expires, the CPE resends the Inform 
request. 

• The connection is disconnected before the session on the connection is completed. 

To protect system resources, limit the number of retries that the CPE can make to connect to the 
ACS. 

Configuring the periodic Inform feature 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Enable the periodic Inform feature. 
cwmp cpe inform interval enable 

By default, this function is disabled. 
4. Set the Inform interval. 

cwmp cpe inform interval interval 

By default, the CPE sends an Inform message to start a session every 600 seconds. 

Scheduling a connection initiation 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Schedule a connection initiation. 
cwmp cpe inform time time 

By default, no connection initiation has been scheduled. 

Setting the maximum number of connection retries 
1. Enter system view. 
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system-view 

2. Enter CWMP view. 
cwmp 

3. Set the maximum number of connection retries. 
cwmp cpe connect retry retries 

By default, the CPE retries a failed connection until the connection is established. 

Setting the close-wait timer 
About this task 

The close-wait timer specifies the following: 
• The maximum amount of time the CPE waits for the response to a session request. The CPE 

determines that its session attempt has failed when the timer expires. 
• The amount of time the connection to the ACS can be idle before it is terminated. The CPE 

terminates the connection to the ACS if no traffic is sent or received before the timer expires. 

Procedure 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Set the close-wait timer. 
cwmp cpe wait timeout seconds 

By default, the close-wait timer is 30 seconds. 

Enabling NAT traversal for the CPE 
About this task 

For the connection request initiated from the ACS to reach the CPE, you must enable NAT traversal 
on the CPE when a NAT gateway resides between the CPE and the ACS. 

The NAT traversal feature complies with RFC 3489 Simple Traversal of UDP Through NATs (STUN). 
The feature enables the CPE to discover the NAT gateway, and obtain an open NAT binding (a public 
IP address and port binding) through which the ACS can send unsolicited packets. The CPE sends 
the binding to the ACS when it initiates a connection to the ACS. For the connection requests sent by 
the ACS at any time to reach the CPE, the CPE maintains the open NAT binding. For more 
information about NAT, see NAT Configuration Guide. 

Procedure 
1. Enter system view. 

system-view 

2. Enter CWMP view. 
cwmp 

3. Enable NAT traversal. 
cwmp cpe stun enable 

By default, NAT traversal is disabled on the CPE. 
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Display and maintenance commands for CWMP 
Execute display commands in any view. 
 

Task Command 
Display CWMP configuration. display cwmp configuration 

Display the current status of CWMP. display cwmp status 
 

CWMP configuration examples 
Example: Configuring CWMP 
Network configuration 

As shown in Figure 4, use IMC BIMS as the ACS to bulk-configure the devices (CPEs), and assign 
ACS attributes to the CPEs from the DHCP server.  

The configuration files for the devices in equipment rooms A and B are configure1.cfg and 
configure2.cfg, respectively. 

Figure 4 Network diagram 

 
 

Table 4 shows the ACS attributes for the CPEs to connect to the ACS. 

Table 4 ACS attributes 

Item Setting 
Preferred ACS URL http://10.185.10.41:9090 

CPE1 CPE2 CPE3
Room A

ACS
10.185.10.41

DHCP Server
10.185.10.52

DNS Server
10.185.10.60

CPE4 CPE5 CPE6

Room B

GE1/0/1 GE1/0/1 GE1/0/1 GE1/0/1 GE1/0/1 GE1/0/1
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Item Setting 
ACS username admin 

ACS password 12345 
 

Table 5 lists serial numbers of the CPEs. 

Table 5 CPE list 

Room Device Serial number 

A 

CPE1 210231A95YH10C000045 

CPE2 210235AOLNH12000010 

CPE3 210235AOLNH12000015 

B 

CPE4 210235AOLNH12000017 

CPE5 210235AOLNH12000020 

CPE6 210235AOLNH12000022 
 

Configuring the ACS 
Figures in this section are for illustration only. 

To configure the ACS: 
1. Log in to the ACS: 

a. Launch a Web browser on the ACS configuration terminal. 
b. In the address bar of the Web browser, enter the ACS URL and port number. This example 

uses http://10.185.10.41:8080/imc. 
c. On the login page, enter the ACS login username and password, and then click Login. 

2. Create a CPE group for each equipment room: 
a. Select Service > BIMS > CPE Group from the top navigation bar. 

The CPE Group page appears. 

Figure 5 CPE Group page 

 
 

b. Click Add. 
c. Enter a username, and then click OK. 

Figure 6 Adding a CPE group 
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d. Repeat the previous two steps to create a CPE group for CPEs in Room B. 
3. Add CPEs to the CPE group for each equipment room: 

a. Select Service > BIMS > Resource Management > Add CPE from the top navigation bar. 
b. On the Add CPE page, configure the following parameters: 

− Authentication Type—Select ACS UserName. 
− CPE Name—Enter a CPE name. 
− ACS Username—Enter admin. 
− ACS Password Generated—Select Manual Input. 
− ACS Password—Enter a password for ACS authentication. 
− ACS Confirm Password—Re-enter the password. 
− CPE Model—Select the CPE model. 
− CPE Group—Select the CPE group. 

Figure 7 Adding a CPE 

 
 

c. Click OK. 
d. Verify that the CPE has been added successfully from the All CPEs page. 
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Figure 8 Viewing CPEs 

 
 

e. Repeat the previous steps to add CPE 2 and CPE 3 to the CPE group for Room A, and add 
CPEs in Room B to the CPE group for Room B. 

4. Configure a configuration template for each equipment room: 
a. Select Service > BIMS > Configuration Management > Configuration Templates from 

the top navigation bar. 

Figure 9 Configuration Templates page 

 
 

b. Click Import. 
c. Select a source configuration file, select Configuration Segment as the template type, and 

then click OK. 
The created configuration template will be displayed in the Configuration Template list 
after a successful file import. 

 

 IMPORTANT: 
If the first command in the configuration template file is system-view, make sure no 
characters exist in front of the command. 
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Figure 10 Importing a configuration template 

 
 

Figure 11 Configuration Template list 

 
 

d. Repeat the previous steps to configure a configuration template for Room B. 
5. Add software library entries: 

a. Select Service > BIMS > Configuration Management > Software Library from the top 
navigation bar. 

Figure 12 Software Library page 

 
 

b. Click Import. 
c. Select a source file, and then click OK. 
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Figure 13 Importing CPE software 

 
 

d. Repeat the previous steps to add software library entries for CPEs of different models. 
6. Create an auto-deployment task for each equipment room: 

a. Select Service > BIMS > Configuration Management > Deployment Guide from the top 
navigation bar. 

Figure 14 Deployment Guide 

 
 

b. Click By CPE from the Auto Deployment Configuration field. 
c. Select a configuration template, select Startup Configuration from the File Type to be 

Deployed list, and click Select Model to select CPEs in Room A. Then, click OK. 
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You can search for CPEs by CPE group. 

Figure 15 Auto deployment configuration 

 
 

d. Click OK on the Auto Deploy Configuration page. 

Figure 16 Operation result 

 
 

e. Repeat the previous steps to add a deployment task for CPEs in Room B. 

Configuring the DHCP server 
1. Configure an IP address pool to assign IP addresses and DNS server address to the CPEs. 

This example uses subnet 10.185.10.0/24 for IP address assignment. 
# Enable DHCP. 
<DHCP_server> system-view 

[DHCP_server] dhcp enable 

# Enable DHCP server on VLAN-interface 1. 
[DHCP_server] interface vlan-interface 1 

[DHCP_server-Vlan-interface1] dhcp select server 

[DHCP_server-Vlan-interface1] quit 

# Exclude the DNS server address 10.185.10.60 and the ACS IP address 10.185.10.41 from 
dynamic allocation. 
[DHCP_server] dhcp server forbidden-ip 10.185.10.41 

[DHCP_server] dhcp server forbidden-ip 10.185.10.60 

# Create DHCP address pool 0. 
[DHCP_server] dhcp server ip-pool 0 
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# Assign subnet 10.185.10.0/24 to the address pool, and specify the DNS server address 
10.185.10.60 in the address pool. 
[DHCP_server-dhcp-pool-0] network 10.185.10.0 mask 255.255.255.0 

[DHCP_server-dhcp-pool-0] dns-list 10.185.10.60 

2. Configure DHCP Option 43 to contain the ACS URL, username, and password in hexadecimal 
format. 
[DHCP_server-dhcp-pool-0] option 43 hex 
013B687474703A2F2F6163732E64617461626173653A393039302F616373207669636B79203132333
435 

Configuring the DNS server 
Map http://acs.database:9090 to http://10.185.1.41:9090 on the DNS server. For more information 
about DNS configuration, see DNS server documentation. 

Connecting the CPEs to the network 
# Connect CPE 1 to the network, and then power on the CPE. (Details not shown.) 

# Log in to CPE 1 and configure its interface GigabitEthernet 1/0/1 to use DHCP for IP address 
acquisition. At startup, the CPE obtains the IP address and ACS information from the DHCP server 
to initiate a connection to the ACS. After the connection is established, the CPE interacts with the 
ACS to complete autoconfiguration. 
<CPE1> system-view 

[CPE1] interface gigabitethernet 1/0/1 

[CPE1-GigabitEthernet1/0/1] ip address dhcp-alloc 

# Repeat the previous steps to configure the other CPEs. 

Verifying the configuration 
# Execute the display current-configuration command to verify that the running 
configurations on CPEs are the same as the configurations issued by the ACS. 
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Configuring SNMP 
About SNMP 

Simple Network Management Protocol (SNMP) is used for a management station to access and 
operate the devices on a network, regardless of their vendors, physical characteristics, and 
interconnect technologies. 

SNMP enables network administrators to read and set the variables on managed devices for state 
monitoring, troubleshooting, statistics collection, and other management purposes. 

SNMP framework 
The SNMP framework contains the following elements: 
• SNMP manager—Works on an NMS to monitor and manage the SNMP-capable devices in the 

network. It can get and set values of MIB objects on the agent. 
• SNMP agent—Works on a managed device to receive and handle requests from the NMS, and 

sends notifications to the NMS when events, such as an interface state change, occur. 
• Management Information Base (MIB)—Specifies the variables (for example, interface status 

and CPU usage) maintained by the SNMP agent for the SNMP manager to read and set. 

Figure 1 Relationship between NMS, agent, and MIB 

 
 

MIB and view-based MIB access control 
A MIB stores variables called "nodes" or "objects" in a tree hierarchy and identifies each node with a 
unique OID. An OID is a dotted numeric string that uniquely identifies the path from the root node to 
a leaf node. For example, object B in Figure 2 is uniquely identified by the OID {1.2.1.1}. 

Figure 2 MIB tree 

 
 

A MIB view represents a set of MIB objects (or MIB object hierarchies) with certain access privileges 
and is identified by a view name. The MIB objects included in the MIB view are accessible while 
those excluded from the MIB view are inaccessible.  

A MIB view can have multiple view records each identified by a view-name oid-tree pair. 

You control access to the MIB by assigning MIB views to SNMP groups or communities. 
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SNMP operations 
SNMP provides the following basic operations: 
• Get—NMS retrieves the value of an object node in an agent MIB. 
• Set—NMS modifies the value of an object node in an agent MIB. 
• Notification—SNMP notifications include traps and informs. The SNMP agent sends traps or 

informs to report events to the NMS. The difference between these two types of notification is 
that informs require acknowledgment but traps do not. Informs are more reliable but are also 
resource-consuming. Traps are available in SNMPv1, SNMPv2c, and SNMPv3. Informs are 
available only in SNMPv2c and SNMPv3. 

Protocol versions 
The device supports SNMPv1, SNMPv2c, and SNMPv3. An NMS and an SNMP agent must use the 
same SNMP version to communicate with each other. 
• SNMPv1—Uses community names for authentication. To access an SNMP agent, an NMS 

must use the same community name as set on the SNMP agent. If the community name used 
by the NMS differs from the community name set on the agent, the NMS cannot establish an 
SNMP session to access the agent or receive traps from the agent. 

• SNMPv2c—Uses community names for authentication. SNMPv2c is compatible with SNMPv1, 
but supports more operation types, data types, and error codes. 

• SNMPv3—Uses a user-based security model (USM) to secure SNMP communication. You can 
configure authentication and privacy mechanisms to authenticate and encrypt SNMP packets 
for integrity, authenticity, and confidentiality. 

Access control modes 
SNMP uses the following modes to control access to MIB objects: 
• View-based Access Control Model—VACM mode controls access to MIB objects by 

assigning MIB views to SNMP communities or users. 
• Role based access control—RBAC mode controls access to MIB objects by assigning user 

roles to SNMP communities or users. 
 SNMP communities or users with predefined user role network-admin, context-admin, or 

level-15 have read and write access to all MIB objects. 
 SNMP communities or users with predefined user role network-operator or context-operator 

have read-only access to all MIB objects. 
 SNMP communities or users with a user-defined user role have access rights to MIB objects 

as specified by the rule command. 

RBAC mode controls access on a per MIB object basis, and VACM mode controls access on a MIB 
view basis. As a best practice to enhance MIB security, use the RBAC mode. 

If you create the same SNMP community or user with both modes multiple times, the most recent 
configuration takes effect. For more information about RBAC, see Fundamentals Command 
Reference. 

SNMP silence 
SNMP silence enables the device to automatically detect and defend against SNMP attacks. 

After you enable SNMP, the device automatically starts an SNMP silence timer and counts the 
number of packets that fail SNMP authentication within 1 minute. 
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• If the number of the packets is smaller than 100, the device restarts the timer and counting. 
• If the number of the packets is equal to or greater than 100, the SNMP module enters a silence 

period of 4 to 5 minutes, during which the device does not respond to any SNMP packets. After 
the silence period expires, the device restarts the timer and counting. 

SNMP tasks at a glance 
To configure SNMP, perform the following tasks: 
1. Enabling the SNMP agent 
2. Enabling SNMP versions 
3. Configuring SNMP basic parameters 

 (Optional.) Configuring SNMP common parameters 
 Configuring an SNMPv1 or SNMPv2c community 
 Configuring an SNMPv3 group and user 

4. (Optional.) Configuring SNMP notifications 
5. (Optional.) Configuring SNMP logging 
6. (Optional.) Enabling VA interface query and configuration by using MIB objects 

Enabling the SNMP agent 
Restrictions and guidelines 

The SNMP agent is enabled when you use any command that begins with snmp-agent except for 
the snmp-agent calculate-password command. 

The SNMP agent will fail to be enabled when the port that the agent will listen on is used by another 
service. You can use the snmp-agent port command to specify a listening port. To view the UDP 
port use information, execute the display udp verbose command. For more information about 
the display udp verbose command, see IP performance optimization commands in Layer 3—IP 
Services Configuration Guide. 

If you disable the SNMP agent, the SNMP settings do not take effect. The display 
current-configuration command does not display the SNMP settings and the SNMP 
settings will not be saved in the configuration file. For the SNMP settings to take effect, enable the 
SNMP agent. 

Procedure 
1. Enter system view. 

system-view 

2. Enable the SNMP agent. 
snmp-agent 

By default, the SNMP agent is disabled. 

Enabling SNMP versions 
Restrictions and guidelines 

The devices supports SNMPv1, SNMPv2c, and SNMPv3. An NMS and an SNMP agent must use 
the same SNMP version to communicate with each other. 
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The community name and data carried in SNMPv1 and SNMPv2c messages are in plaintext form, 
putting the SNMP communication at risks. As a best practice, use SNMPv3. 

SNMP notifications over IPv6 is supported only when you specify SNMPv2c or SNMPv3. 

Procedure 
1. Enter system view. 

system-view 

2. Specify the SNMP version. 
snmp-agent sys-info version { all | { v1 | v2c | v3 } * } 
By default, SNMPv3 is enabled. 
If you execute the command multiple times with different options, all the configurations take 
effect, but only one SNMP version is used by the agent and NMS for communication. 

Configuring SNMP common parameters 
Restrictions and guidelines 

An SNMP engine ID uniquely identifies a device in an SNMP managed network. Make sure the local 
SNMP engine ID is unique within your SNMP managed network to avoid communication problems. 
By default, the device is assigned a unique SNMP engine ID. 

If you have configured SNMPv3 users, change the local SNMP engine ID only when necessary. The 
change can void the SNMPv3 usernames and encrypted keys you have configured. 

The SNMP agent will fail to be enabled when the port that the agent will listen on is used by another 
service. You can use the snmp-agent port command to change the SNMP listening port. As a 
best practice, execute the display udp verbose command to view the UDP port use information 
before specifying a new SNMP listening port. For more information about the display udp 
verbose command, see IP performance optimization commands in Layer 3—IP Services 
Configuration Guide. 

Procedure 
1. Enter system view. 

system-view 

2. Specify an SNMP listening port. 
snmp-agent port port-number 
By default, the SNMP listening port is UDP port 161. 

3. Set a local SNMP engine ID. 
snmp-agent local-engineid engineid 
By default, the local SNMP engine ID is the company ID plus the device ID.  

4. Set an engine ID for a remote SNMP entity. 
snmp-agent remote { ipv4-address | ipv6 ipv6-address } [ vpn-instance 
vpn-instance-name ] engineid engineid 
By default, no remote entity engine IDs exist. 
This step is required for the device to send SNMPv3 notifications to a host, typically NMS. 

5. Create or update a MIB view. 
snmp-agent mib-view { excluded | included } view-name oid-tree [ mask 
mask-value ] 
By default, the MIB view ViewDefault is predefined. In this view, all the MIB objects in the iso 
subtree but the snmpUsmMIB, snmpVacmMIB, and snmpModules.18 subtrees are 
accessible. 
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Each view-name oid-tree pair represents a view record. If you specify the same record with 
different MIB sub-tree masks multiple times, the most recent configuration takes effect. 

6. Configure the system management information. 
 Configure the system contact. 

snmp-agent sys-info contact sys-contact 
By default, the system contact is NSFOCUS 

 Configure the system location. 
snmp-agent sys-info location sys-location 
By default, the system location is Beijing, China. 

7. Create an SNMP context. 
snmp-agent context context-name 
By default, no SNMP contexts exist. 

8. Configure the maximum SNMP packet size (in bytes) that the SNMP agent can handle. 
snmp-agent packet max-size byte-count 
By default, an SNMP agent can process SNMP packets with a maximum size of 1500 bytes.  

Configuring an SNMPv1 or SNMPv2c community 
About configuring an SNMPv1 or SNMPv2c community 

You can create an SNMPv1 or SNMPv2c community by using a community name or by creating an 
SNMPv1 or SNMPv2c user. After you create an SNMPv1 or SNMPv2c user, the system 
automatically creates a community by using the username as the community name.  

Restrictions and guidelines for configuring an SNMPv1 or 
SNMPv2c community 

Make sure the NMS and agent use the same SNMP community name. 

Only users with the network-admin, context-admin, or level-15 user role can create SNMPv1 or 
SNMPv2c communities, users, or groups.  Users with other user roles cannot create SNMPv1 or 
SNMPv2c communities, users, or groups even if these roles are granted access to related 
commands or commands of the SNMPv1 or SNMPv2c feature. 

Configuring an SNMPv1/v2c community by a community 
name 

1. Enter system view. 
system-view 

2. Create an SNMPv1/v2c community. Choose one option as needed. 
 In VACM mode: 

snmp-agent community { read | write } [ simple | cipher ] 
community-name [ mib-view view-name ] [ acl { ipv4-acl-number | name 
ipv4-acl-name } | acl ipv6 { ipv6-acl-number | name ipv6-acl-name } ] 
* 

 In RBAC mode: 
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snmp-agent community [ simple | cipher ] community-name user-role 
role-name [ acl { ipv4-acl-number | name ipv4-acl-name } | acl ipv6 
{ ipv6-acl-number | name ipv6-acl-name } ] * 

3. (Optional.) Map the SNMP community name to an SNMP context. 
snmp-agent community-map community-name context context-name 

Configuring an SNMPv1/v2c community by creating an 
SNMPv1/v2c user 

1. Enter system view. 
system-view 

2. Create an SNMPv1/v2c group. 
snmp-agent group { v1 | v2c } group-name [ notify-view view-name | 
read-view view-name | write-view view-name ] * [ acl { ipv4-acl-number | 
name ipv4-acl-name } | acl ipv6 { ipv6-acl-number | name 
ipv6-acl-name } ] * 

3. Add an SNMPv1/v2c user to the group. 
snmp-agent usm-user { v1 | v2c } user-name group-name [ acl 
{ ipv4-acl-number | name ipv4-acl-name } | acl ipv6 { ipv6-acl-number 
| name ipv6-acl-name } ] * 
The system automatically creates an SNMP community by using the username as the 
community name. 

4. (Optional.) Map the SNMP community name to an SNMP context. 
snmp-agent community-map community-name context context-name 

Configuring an SNMPv3 group and user 
Restrictions and guidelines for configuring an SNMPv3 group 
and user 

Only users with the network-admin, context-admin, or level-15 user role can create SNMPv3 users 
or groups.Users with other user roles cannot create SNMPv3 users or groups even if these roles are 
granted access to related commands or commands of the SNMPv3 feature. 

SNMPv3 users are managed in groups. All SNMPv3 users in a group share the same security model, 
but can use different authentication and encryption algorithms and keys. Table 1 describes the basic 
configuration requirements for different security models. 

Table 1 Basic configuration requirements for different security models 

Security model Keyword for the 
group 

Parameters for the 
user Remarks 

Authentication with 
privacy privacy 

Authentication and 
encryption algorithms 
and keys 

For an NMS to access 
the agent, make sure the 
NMS and agent use the 
same authentication and 
encryption keys. 
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Security model Keyword for the 
group 

Parameters for the 
user Remarks 

Authentication without 
privacy authentication Authentication algorithm 

and key 

For an NMS to access 
the agent, make sure the 
NMS and agent use the 
same authentication key. 

No authentication, no 
privacy N/A N/A 

The authentication and 
encryption keys, if 
configured, do not take 
effect. 

 

Configuring an SNMPv3 group and user 
1. Enter system view. 

system-view 

2. Create an SNMPv3 group. 
snmp-agent group v3 group-name [ authentication | privacy ] 
[ notify-view view-name | read-view view-name | write-view view-name ] 
* [ acl { ipv4-acl-number | name ipv4-acl-name } | acl ipv6 
{ ipv6-acl-number | name ipv6-acl-name } ] * 

3. (Optional.) Calculate the encrypted form for the key in plaintext form. 
snmp-agent calculate-password plain-password mode { 3desmd5 | 3dessha | 
md5 | sha } { local-engineid | specified-engineid engineid } 

4. Create an SNMPv3 user. Choose one option as needed. 
 In VACM mode: 

snmp-agent usm-user v3 user-name group-name [ remote { ipv4-address | 
ipv6 ipv6-address } [ vpn-instance vpn-instance-name ] ] [ { cipher | 
simple } authentication-mode { md5 | sha } auth-password 
[ privacy-mode { 3des | aes128 | des56 } priv-password ] ] [ acl 
{ ipv4-acl-number | name ipv4-acl-name } | acl ipv6 { ipv6-acl-number 
| name ipv6-acl-name } ] * 

 In RBAC mode: 
snmp-agent usm-user v3 user-name user-role role-name [ remote 
{ ipv4-address | ipv6 ipv6-address } [ vpn-instance 
vpn-instance-name ] ] [ { cipher | simple } authentication-mode { md5 | 
sha } auth-password [ privacy-mode { 3des | aes128 | des56 } 
priv-password ] ] [ acl { ipv4-acl-number | name ipv4-acl-name } | acl 
ipv6 { ipv6-acl-number | name ipv6-acl-name } ] * 

To send notifications to an SNMPv3 NMS, you must specify the remote keyword. 
5. (Optional.) Assign a user role to the SNMPv3 user created in RBAC mode. 

snmp-agent usm-user v3 user-name user-role role-name 
By default, an SNMPv3 user has the user role assigned to it at its creation. 
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Configuring SNMP notifications 
About SNMP notifications 

The SNMP agent sends notifications (traps and informs) to inform the NMS of significant events, 
such as link state changes and user logins or logouts. After you enable notifications for a module, the 
module sends the generated notifications to the SNMP agent. The SNMP agent sends the received 
notifications as traps or informs based on the current configuration. Unless otherwise stated, the 
trap keyword in the command line includes both traps and informs. 

Enabling SNMP notifications 
Restrictions and guidelines 

Enable SNMP notifications only if necessary. SNMP notifications are memory-intensive and might 
affect device performance. 

To generate linkUp or linkDown notifications when the link state of an interface changes, you must 
perform the following tasks: 
• Enable linkUp or linkDown notification globally by using the snmp-agent trap enable 

standard [ linkdown | linkup ] * command. 

• Enable linkUp or linkDown notification on the interface by using the enable snmp trap 
updown command. 

After you enable notifications for a module, whether the module generates notifications also depends 
on the configuration of the module. For more information, see the configuration guide for each 
module. 

SNMP notifications over IPv6 is supported only when you specify SNMPv2c or SNMPv3. 

Procedure 
1. Enter system view. 

system-view 

2. Enable SNMP notifications. 
snmp-agent trap enable [ configuration | protocol | standard 
[ authentication | coldstart | linkdown | linkup | warmstart ] * | 
system ] 
By default, SNMP configuration notifications, standard notifications, and system notifications 
are enabled. Whether other SNMP notifications are enabled varies by modules. 
To enable the device to send SNMP notifications for a protocol, first enable the protocol. 

3. Enter interface view. 
interface interface-type interface-number 

4. Enable link state notifications. 
enable snmp trap updown 
By default, link state notifications are enabled. 
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Configuring parameters for sending SNMP notifications 
About this task 

You can configure the SNMP agent to send notifications as traps or informs to a host, typically an 
NMS, for analysis and management. Traps are less reliable and use fewer resources than informs, 
because an NMS does not send an acknowledgment when it receives a trap. 

When network congestion occurs or the destination is not reachable, the SNMP agent buffers 
notifications in a queue. You can set the queue size and the notification lifetime (the maximum time 
that a notification can stay in the queue). A notification is deleted when its lifetime expires. When the 
notification queue is full, the oldest notifications are automatically deleted. 

By default, the device monitors the values of the variables in a trap. When the values reach the 
specified thresholds, the device enters alarm state and sends a trap to the NMS, The device sends a 
trap only when it enters alarm state or alarm removed state. The trap retransmission mechanism 
enables the device to send traps at the specified intervals to notify the NMS as long as the device is 
in alarm state. Only CPU usage and memory usage traps are supported. 

Configuring the parameters for sending SNMP traps 
1. Enter system view. 

system-view 
2. Configure a target host. 

snmp-agent target-host trap address udp-domain { ipv4-target-host | 
ipv6 ipv6-target-host } [ source-ip source-ip-address | udp-port 
port-number | vpn-instance vpn-instance-name ] * params securityname 
security-string [ v1 | v2c | v3 [ authentication | privacy ] ] 
By default, no target host is configured. 

3. (Optional.) Configure a source address for sending traps. 
snmp-agent trap source interface-type { interface-number | 
interface-number.subnumber } 
By default, SNMP uses the IP address of the outgoing routed interface as the source IP 
address. 
For a trap sent to a particular NMS, the source IP address specified by using the snmp-agent 
target-host command overrides that specified by using this command. 

Configuring the parameters for sending SNMP informs 
1. Enter system view. 

system-view 
2. Configure a target host. 

snmp-agent target-host inform address udp-domain { ipv4-target-host | 
ipv6 ipv6-target-host } [ source-ip source-ip-address | udp-port 
port-number | vpn-instance vpn-instance-name ] *params securityname 
security-string { v2c | v3 [ authentication | privacy ] } 
By default, no target host is configured. 
Only SNMPv2c and SNMPv3 support inform packets. 

3. (Optional.) Configure a source address for sending informs. 
snmp-agent inform source interface-type { interface-number | 
interface-number.subnumber } 
By default, SNMP uses the IP address of the outgoing routed interface as the source IP 
address. 
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For an inform sent to a particular NMS, the source IP address specified by using the 
snmp-agent target-host command overrides that specified by using this command. 

Configuring common parameters for sending notifications 
1. Enter system view. 

system-view 
2. (Optional.) Enable extended linkUp/linkDown notifications. 

snmp-agent trap if-mib link extended 
By default, the SNMP agent sends standard linkUp/linkDown notifications. 
An extended linkUp/linkDown notification adds the interface name, interface type, and interface 
description to the linkUp/linkDown notification. If the NMS does not support extended 
linkUp/linkDown notifications, do not use this command. 

3. (Optional.) Set the notification queue size. 
snmp-agent trap queue-size size 

By default, the notification queue can hold 100 notification messages. 
4. (Optional.) Set the notification lifetime. 

snmp-agent trap life seconds 

The default notification lifetime is 120 seconds. 

Configuring SNMP logging 
About this task 

The SNMP agent logs Get requests, Set requests, Set responses, SNMP notifications, and SNMP 
authentication failures, but does not log Get responses.  
• Get operation—The agent logs the IP address of the NMS, name of the accessed node, and 

node OID. 
• Set operation—The agent logs the NMS' IP address, name of accessed node, node OID, 

variable value, and error code and index for the Set operation. 
• Notification tracking—The agent logs the SNMP notifications after sending them to the NMS. 
• SNMP authentication failure—The agent logs related information when an NMS fails to be 

authenticated by the agent. 

The SNMP module sends these logs to the information center. You can configure the information 
center to output these messages to certain destinations, such as the console and the log buffer. The 
total output size for the node field (MIB node name) and the value field (value of the MIB node) in 
each log entry is 1024 bytes. If this limit is exceeded, the information center truncates the data in the 
fields. For more information about the information center, see "Configuring the information center." 

Restrictions and guidelines 
Enable SNMP logging only if necessary. SNMP logging is memory-intensive and might impact 
device performance. 

Procedure 
1. Enter system view. 

system-view 
2. Enable SNMP logging. 

snmp-agent log { all | authfail | get-operation | set-operation } 
By default, SNMP logging is disabled. 

3. Enable SNMP notification logging. 
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snmp-agent trap log 
By default, SNMP notification logging is disabled. 

Enabling VA interface query and configuration by 
using MIB objects 
About this task 

By default, VA interfaces cannot be queried and configured by using MIB objects. The device ignores 
the query and configuration requests from the NMS for VA interfaces. This not only enhances the 
device efficiency to obtain other interface information and improves user experiences, but also 
reduces the device workload and avoids waster of CPU resources. 

To enable VA interface query and configuration by using MIB objects, execute this command. 

For more information about VA interfaces, see PPP configuration in Layer 2—WAN Access 
Configuration Guide.  

Procedure 
1. Enter system view. 

system-view 
2. Enable VA interface query and configuration by using MIB objects. 

snmp virtual-access visible 
By default, VA interfaces cannot be queried and configured by using MIB objects. 

Display and maintenance commands for SNMP 
Execute display commands in any view and reset commands in user view. 
 

Task Command 

Display SNMPv1 or SNMPv2c community 
information. 

display snmp-agent community [ read 
| write ] 

Display SNMP contexts. 
display snmp-agent context 
[ context-name ] 

Display SNMP group information. 
display snmp-agent group 
[ group-name ] 

Display the local engine ID. display snmp-agent local-engineid 

Display SNMP MIB node information. 
display snmp-agent mib-node 
[ details | index-node | trap-node | 
verbose ] 

Display MIB view information. 
display snmp-agent mib-view 
[ exclude | include | viewname 
view-name ] 

Display remote engine IDs. 

display snmp-agent remote 
[ { ipv4-address | ipv6 
ipv6-address } [ vpn-instance 
vpn-instance-name ] ] 

Display SNMP agent statistics. display snmp-agent statistics  
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Task Command 

Display SNMP agent system information. 
display snmp-agent sys-info 
[ contact | location | version ] * 

Display basic information about the notification 
queue. display snmp-agent trap queue 

Display SNMP notifications drop records. display snmp-agent trapbuffer drop 

Display SNMP notifications sending records. display snmp-agent trapbuffer send 

Display SNMP notifications enabling status for 
modules. display snmp-agent trap-list 

Display SNMPv3 user information. 
display snmp-agent usm-user 
[ engineid engineid | username 
user-name | group group-name ] * 

Clear all records from the SNMP trap buffer. reset snmp-agent trapbuffer 
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Configuring RMON 
About RMON 

Remote Network Monitoring (RMON) is an SNMP-based network management protocol. It enables 
proactive remote monitoring and management of network devices. 

RMON working mechanism 
RMON can periodically or continuously collect traffic statistics for an Ethernet port and monitor the 
values of MIB objects on a device. When a value reaches the threshold, the device automatically 
logs the event or sends a notification to the NMS. The NMS does not need to constantly poll MIB 
variables and compare the results. 

RMON uses SNMP notifications to notify NMSs of various alarm conditions. SNMP reports function 
and interface operating status changes such as link up, link down, and module failure to the NMS. 

RMON groups 
Among standard RMON groups, the device implements the statistics group, history group, event 
group, alarm group, probe configuration group, and user history group. The NF system also 
implements a private alarm group, which enhances the standard alarm group. The probe 
configuration group and user history group are not configurable from the CLI. To configure these two 
groups, you must access the MIB. 

Statistics group 
The statistics group samples traffic statistics for monitored Ethernet interfaces and stores the 
statistics in the Ethernet statistics table (ethernetStatsTable). The statistics include: 
• Number of collisions. 
• CRC alignment errors. 
• Number of undersize or oversize packets. 
• Number of broadcasts. 
• Number of multicasts. 
• Number of bytes received. 
• Number of packets received. 

The statistics in the Ethernet statistics table are cumulative sums. 

History group 
The history group periodically samples traffic statistics on interfaces and saves the history samples 
in the history table (etherHistoryTable). The statistics include: 
• Bandwidth utilization. 
• Number of error packets. 
• Total number of packets. 

The history table stores traffic statistics collected for each sampling interval. 

Event group 
The event group controls the generation and notifications of events triggered by the alarms defined 
in the alarm group and the private alarm group. The following are RMON alarm event handling 
methods: 
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• Log—Logs event information (including event time and description) in the event log table so the 
management device can get the logs through SNMP. 

• Trap—Sends an SNMP notification when the event occurs. 
• Log-Trap—Logs event information in the event log table and sends an SNMP notification when 

the event occurs. 
• None—Takes no actions. 

Alarm group 
The RMON alarm group monitors alarm variables, such as the count of incoming packets 
(etherStatsPkts) on an interface. After you create an alarm entry, the RMON agent samples the 
value of the monitored alarm variable regularly. If the value of the monitored variable is greater than 
or equal to the rising threshold, a rising alarm event is triggered. If the value of the monitored variable 
is smaller than or equal to the falling threshold, a falling alarm event is triggered. The event group 
defines the action to take on the alarm event. 

If an alarm entry crosses a threshold multiple times in succession, the RMON agent generates an 
alarm event only for the first crossing. For example, if the value of a sampled alarm variable crosses 
the rising threshold multiple times before it crosses the falling threshold, only the first crossing 
triggers a rising alarm event, as shown in Figure 1. 

Figure 1 Rising and falling alarm events 

 
 

Private alarm group 
The private alarm group enables you to perform basic math operations on multiple variables, and 
compare the calculation result with the rising and falling thresholds. 

The RMON agent samples variables and takes an alarm action based on a private alarm entry as 
follows: 
1. Samples the private alarm variables in the user-defined formula. 
2. Processes the sampled values with the formula. 
3. Compares the calculation result with the predefined thresholds, and then takes one of the 

following actions: 
 Triggers the event associated with the rising alarm event if the result is equal to or greater 

than the rising threshold. 
 Triggers the event associated with the falling alarm event if the result is equal to or less than 

the falling threshold. 

If a private alarm entry crosses a threshold multiple times in succession, the RMON agent generates 
an alarm event only for the first crossing. For example, if the value of a sampled alarm variable 
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crosses the rising threshold multiple times before it crosses the falling threshold, only the first 
crossing triggers a rising alarm event. 

Sample types for the alarm group and the private alarm group 
The RMON agent supports the following sample types: 
• absolute—RMON compares the value of the monitored variable with the rising and falling 

thresholds at the end of the sampling interval. 
• delta—RMON subtracts the value of the monitored variable at the previous sample from the 

current value, and then compares the difference with the rising and falling thresholds. 

Protocols and standards 
• RFC 4502, Remote Network Monitoring Management Information Base Version 2 
• RFC 2819, Remote Network Monitoring Management Information Base Status of this Memo 

Configuring the RMON statistics function 
About the RMON statistics function 

RMON implements the statistics function through the Ethernet statistics group and the history group. 

The Ethernet statistics group provides the cumulative statistic for a variable from the time the 
statistics entry is created to the current time. 

The history group provides statistics that are sampled for a variable for each sampling interval. The 
history group uses the history control table to control sampling, and it stores samples in the history 
table. 

Creating an RMON Ethernet statistics entry 
Restrictions and guidelines 

The index of an RMON statistics entry must be globally unique. If the index has been used by 
another interface, the creation operation fails. 

You can create only one RMON statistics entry for an Ethernet interface. 

Procedure 
1. Enter system view. 

system-view 
2. Enter Ethernet interface view. 

interface interface-type interface-number  
3. Create an RMON Ethernet statistics entry. 

rmon statistics entry-number [ owner text ] 
By default, no RMON Ethernet statistics entry exists. 
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Creating an RMON history control entry 
Restrictions and guidelines 

You can configure multiple history control entries for one interface, but you must make sure their 
entry numbers and sampling intervals are different. 

You can create a history control entry successfully even if the specified bucket size exceeds the 
available history table size. RMON will set the bucket size as closely to the expected bucket size as 
possible. 

Procedure 
1. Enter system view. 

system-view 

2. Enter Ethernet interface view. 
interface interface-type interface-number 

3. Create an RMON history control entry. 
rmon history entry-number buckets number interval interval [ owner 
text ] 
By default, no RMON history control entries exist. 
You can create multiple RMON history control entries for an Ethernet interface. 

Configuring the RMON alarm function 
Restrictions and guidelines 

When you create a new event, alarm, or private alarm entry, follow these restrictions and guidelines: 
• The entry must not have the same set of parameters as an existing entry. 
• The maximum number of entries is not reached. 

Table 1 shows the parameters to be compared for duplication and the entry limits. 

Table 1 RMON configuration restrictions 

Entry Parameters to be compared Maximum number of entries 

Event 

• Event description (description 
string) 

• Event type (log, trap, logtrap, or 
none) 

• Community name 
(security-string) 

60 

Alarm 

• Alarm variable (alarm-variable) 
• Sampling interval 

(sampling-interval) 
• Sample type (absolute or delta) 
• Rising threshold 

(threshold-value1) 
• Falling threshold 

(threshold-value2) 

60 
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Entry Parameters to be compared Maximum number of entries 

Private alarm 

• Alarm variable formula 
(prialarm-formula) 

• Sampling interval 
(sampling-interval) 

• Sample type (absolute or delta) 
• Rising threshold 

(threshold-value1) 
• Falling threshold 

(threshold-value2) 

50 

 

Prerequisites 
To send notifications to the NMS when an alarm is triggered, configure the SNMP agent as described 
in "Configuring SNMP" before configuring the RMON alarm function. 

Procedure 
1. Enter system view. 

system-view 

2. (Optional.) Create an RMON event entry. 
rmon event entry-number [ description string ] { log | log-trap 
security-string | none | trap security-string } [ owner text ] 
By default, no RMON event entries exist. 

3. Create an RMON alarm entry. 
 Create an RMON alarm entry. 

rmon alarm entry-number alarm-variable sampling-interval 
{ absolute | delta } [ startup-alarm { falling | rising | 
rising-falling } ] rising-threshold threshold-value1 event-entry1 
falling-threshold threshold-value2 event-entry2 [ owner text ] 

 Create an RMON private alarm entry. 
rmon prialarm entry-number prialarm-formula prialarm-des 
sampling-interval { absolute | delta } [ startup-alarm { falling | 
rising | rising-falling } ] rising-threshold threshold-value1 
event-entry1 falling-threshold threshold-value2 event-entry2 
entrytype { forever | cycle cycle-period } [ owner text ] 

By default, no RMON alarm entries or RMON private alarm entries exist. 
You can associate an alarm with an event that has not been created yet. The alarm will trigger 
the event only after the event is created. 

Display and maintenance commands for RMON 
Execute display commands in any view. 
 

Task Command 

Display RMON alarm entries. display rmon alarm [ entry-number ] 

Display RMON event entries. display rmon event [ entry-number ] 

Display log information for event 
entries. display rmon eventlog [ entry-number ] 
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Task Command 

Display RMON history control entries 
and history samples. 

display rmon history [ interface-type 
interface-number ] 

Display RMON private alarm entries. display rmon prialarm [ entry-number ] 

Display RMON statistics. 
display rmon statistics [ interface-type 
interface-number] 
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Configuring the Event MIB 
About the Event MIB 

The Event Management Information Base (Event MIB) is an SNMPv3-based network management 
protocol and is an enhancement to remote network monitoring (RMON). The Event MIB uses 
Boolean tests, existence tests, and threshold tests to monitor MIB objects on a local or remote 
system. It triggers the predefined notification or set action when a monitored object meets the trigger 
condition. 

Trigger 
The Event MIB uses triggers to manage and associate the three elements of the Event MIB: 
monitored object, trigger condition, and action. 

Monitored objects 
The Event MIB can monitor the following MIB objects:  
• Table node. 
• Conceptual row node. 
• Table column node. 
• Simple leaf node. 
• Parent node of a leaf node. 

To monitor a single MIB object, specify it by its OID or name. To monitor a set of MIB objects, specify 
the common OID or name of the group and enable wildcard matching. For example, specify ifDescr.2 
to monitor the description for the interface with index 2. Specify ifDescr and enable wildcard 
matching to monitor the descriptions for all interfaces.  

Trigger test 
A trigger supports Boolean, existence, and threshold tests. 

Boolean test 
A Boolean test compares the value of the monitored object with the reference value and takes 
actions according to the comparison result. The comparison types include unequal, equal, less, 
lessorequal, greater, and greaterorequal. For example, if the comparison type is equal, an event 
is triggered when the value of the monitored object equals the reference value. The event will not be 
triggered again until the value becomes unequal and comes back to equal. 

Existence test 
An existence test monitors and manages the absence, presence, and change of a MIB object, for 
example, interface status. When a monitored object is specified, the system reads the value of the 
monitored object regularly. 
• If the test type is Absent, the system triggers an alarm event and takes the specified action 

when the state of the monitored object changes to absent. 
• If the test type is Present, the system triggers an alarm event and takes the specified action 

when the state of the monitored object changes to present. 
• If the test type is Changed, the system triggers an alarm event and takes the specified action 

when the value of the monitored object changes. 
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Threshold test 
A threshold test regularly compares the value of the monitored object with the threshold values. 
• A rising alarm event is triggered if the value of the monitored object is greater than or equal to 

the rising threshold. 
• A falling alarm event is triggered if the value of the monitored object is smaller than or equal to 

the falling threshold.  
• A rising alarm event is triggered if the difference between the current sampled value and the 

previous sampled value is greater than or equal to the delta rising threshold. 
• A falling alarm event is triggered if the difference between the current sampled value and the 

previous sampled value is smaller than or equal to the delta falling threshold. 
• A falling alarm event is triggered if the values of the monitored object, the rising threshold, and 

the falling threshold are the same. 
• A falling alarm event is triggered if the delta rising threshold, the delta falling threshold, and the 

difference between the current sampled value and the previous sampled value is the same. 

The alarm management module defines the set or notification action to take on alarm events.  

If the value of the monitored object crosses a threshold multiple times in succession, the managed 
device triggers an alarm event only for the first crossing. For example, if the value of a sampled 
object crosses the rising threshold multiple times before it crosses the falling threshold, only the first 
crossing triggers a rising alarm event, as shown in Figure 1. 

Figure 1 Rising and falling alarm events 

 
 

Event actions 
The Event MIB triggers one or both of the following actions when the trigger condition is met: 
• Set action—Uses SNMP to set the value of the monitored object. 
• Notification action—Uses SNMP to send a notification to the NMS. If an object list is specified 

for the notification action, the notification will carry the specified objects in the object list. 

Object list 
An object list is a set of MIB objects. You can specify an object list in trigger view, trigger-test view 
(including trigger-Boolean view, trigger existence view, and trigger threshold view), and 
action-notification view. If a notification action is triggered, the device sends a notification carrying 
the object list to the NMS. 

Falling threshold

Variable value

Time

                   Rising threshold
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If you specify an object list respectively in any two of the views or all the three views, the object lists 
are added to the triggered notifications in this sequence: trigger view, trigger-test view, and 
action-notification view. 

Object owner 
Trigger, event, and object list use an owner and name for unique identification. The owner must be 
an SNMPv3 user that has been created on the device. If you specify a notification action for a trigger, 
you must establish an SNMPv3 connection between the device and NMS by using the SNMPv3 
username. For more information about SNMPv3 user, see "SNMP configuration".  

Restrictions and guidelines: Event MIB 
configuration 

The Event MIB and RMON are independent of each other. You can configure one or both of the 
features for network management. 

You must specify the same owner for a trigger, object lists of the trigger, and events of the trigger. 

Event MIB tasks at a glance 
To configure the Event MIB, perform the following tasks: 
1. Configuring the Event MIB global sampling parameters 
2. (Optional.) Configuring Event MIB object lists 

Perform this task so that the device sends a notification that carries the specified object list to 
the NMS when a notification action is triggered. 

3. Configuring an event 
The device supports set and notification actions. Choose one or two of the following actions:  
 Creating an event 
 Configuring a set action for an event 
 Configuring a notification action for an event 
 Enabling the event 

4. Configuring a trigger 
A trigger supports Boolean, existence, and threshold tests. Choose one or more of the following 
tests: 
 Creating a trigger and configuring its basic parameters 
 Configuring a Boolean trigger test 
 Configuring an existence trigger test 
 Configuring a threshold trigger test 
 Enabling trigger sampling 

5. (Optional.) Enabling SNMP notifications for the Event MIB module 

Prerequisites for configuring the Event MIB 
Before you configure the Event MIB, perform the following tasks: 
• Create an SNMPv3 user. Assign the user the rights to read and set the values of the specified 

MIB objects and object lists. 
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• Make sure the SNMP agent and NMS are configured correctly and the SNMP agent can send 
notifications to the NMS correctly. 

Configuring the Event MIB global sampling 
parameters 
Restrictions and guidelines 

This tasks takes effect only on monitored instances to be created.  

Procedure 
1. Enter system view. 

system-view  
2. Set the minimum sampling interval.  

snmp mib event sample minimum min-number  
By default, the minimum sampling interval is 1 second. 
The sampling interval of a trigger must be greater than the minimum sampling interval. 

3. Configure the maximum number of object instances that can be concurrently sampled. 
snmp mib event sample instance maximum max-number  
By default, the value is 0. The maximum number of object instances that can be concurrently 
sampled is limited by the available resources. 

Configuring Event MIB object lists 
About this task 

Perform this task so that the device sends a notification that carries the specified objects to the NMS 
when a notification action is triggered. 

Procedure 
1. Enter system view. 

system-view  
2. Configure an Event MIB object list. 

snmp mib event object list owner group-owner name group-name object-index oid 
object-identifier [ wildcard ] 
The object can be a table node, conceptual row node, table column node, simple leaf node, or 
parent node of a leaf node. 

Configuring an event 
Creating an event 

1. Enter system view. 
system-view  

2. Create an event and enter its view. 
snmp mib event owner event-owner name event-name  

3. (Optional.) Configure a description for the event. 



5 

description text  
By default, an event does not have a description. 

Configuring a set action for an event 
1. Enter system view. 

system-view  
2. Enter event view. 

snmp mib event owner event-owner name event-name  
3. Enable the set action and enter set action view. 

action set  
By default, no action is specified for an event. 

4. Specify an object by its OID for the set action. 
oid object-identifier  
By default, no object is specified for a set action. 
The object can be a table node, conceptual row node, table column node, simple leaf node, or 
parent node of a leaf node. 

5. Enable OID wildcarding. 
wildcard oid  
By default, OID wildcarding is disabled. 

6. Set the value for the object. 
value integer-value  
The default value for the object is 0. 

7. (Optional.) Specify a context for the object. 
context context-name  
By default, no context is specified for an object. 

8. (Optional.) Enable context wildcarding. 
wildcard context  
By default, context wildcarding is disabled. 
A wildcard context contains the specified context and the wildcarded part. 

Configuring a notification action for an event 
1. Enter system view. 

system-view  
2. Enter event view 

snmp mib event owner event-owner name event-name  
3. Enable the notification action and enter notification action view. 

action notification  
By default, no action is specified for an event. 

4. Specify an object to execute the notification action by its OID. 
oid object-identifier  
By default, no object is specified for executing the notification action. 
The object must be a notification object. 
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5. Specify an object list to be added to the notification triggered by the event. 
object list owner group-owner name group-name  
By default, no object list is specified for the notification action. 
If you do not specify an object list for the notification action or the specified object list does not 
contain variables, no variables will be carried in the notification. 

Enabling the event 
Restrictions and guidelines 

The Boolean, existence, and threshold events can be triggered only after you perform this task. 

To change an enabled event, first disable the event. 

Procedure 
1. Enter system view. 

system-view  
2. Enter event view. 

snmp mib event owner event-owner name event-name 

3. Enable the event. 
event enable  
By default, an event is disabled. 

Configuring a trigger 
Creating a trigger and configuring its basic parameters 

1. Enter system view. 
system-view 

2. Create a trigger and enter its view. 
snmp mib event trigger owner trigger-owner name trigger-name 

The trigger owner must be an existing SNMPv3 user. 
3. (Optional.) Configure a description for the trigger. 

description text 

By default, a trigger does not have a description. 
4. Set a sampling interval for the trigger. 

frequency interval 

By default, the sampling interval is 600 seconds. 
Make sure the sampling interval is greater than or equal to the Event MIB minimum sampling 
interval. 

5. Specify a sampling method. 
sample { absolute | delta } 
The default sampling method is absolute. 

6. Specify an object to be sampled by its OID. 
oid object-identifier 
By default, the OID is 0.0. No object is specified for a trigger. 
If you execute this command multiple times, the most recent configuration takes effect. 
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7. (Optional.) Enable OID wildcarding. 
wildcard oid 

By default, OID wildcarding is disabled. 
8. (Optional.) Configure a context for the monitored object. 

context context-name 

By default, no context is configured for a monitored object. 
9. (Optional.) Enable context wildcarding. 

wildcard context 

By default, context wildcarding is disabled. 
10. (Optional.) Specify the object list to be added to the triggered notification. 

object list owner group-owner name group-name 

By default, no object list is specified for a trigger. 

Configuring a Boolean trigger test 
1. Enter system view. 

system-view  
2. Enter trigger view. 

snmp mib event trigger owner trigger-owner name trigger-name  
3. Specify a Boolean test for the trigger and enter trigger-Boolean view. 

test boolean  
By default, no test is configured for a trigger. 

4. Specify a Boolean test comparison type. 
comparison { equal | greater | greaterorequal | less | lessorequal | 
unequal } 
The default Boolean test comparison type is unequal. 

5. Set a reference value for the Boolean trigger test. 
value integer-value  
The default reference value for a Boolean trigger test is 0. 

6. Specify an event for the Boolean trigger test. 
event owner event-owner name event-name  
By default, no event is specified for a Boolean trigger test. 

7. (Optional.) Specify the object list to be added to the notification triggered by the test. 
object list owner group-owner name group-name  
By default, no object list is specified for a Boolean trigger test. 

8. Enable the event to be triggered when the trigger condition is met at the first sampling. 
startup enable  
By default, the event is triggered when the trigger condition is met at the first sampling. 
Before the first sampling, you must enable this command to allow the event to be triggered. 

Configuring an existence trigger test 
1. Enter system view. 

system-view  
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2. Enter trigger view. 
snmp mib event trigger owner trigger-owner name trigger-name 

3. Specify an existence test for the trigger and enter trigger-existence view. 
test existence  
By default ,no test is configured for a trigger. 

4. Specify an event for the existence trigger test. 
event owner event-owner name event-name  
By default, no event is specified for an existence trigger test. 

5. (Optional.) Specify the object list to be added to the notification triggered by the test. 
object list owner group-owner name group-name  
By default, no object list is specified for an existence trigger test. 

6. Specify an existence trigger test type. 
type { absent | changed | present } 
The default existence trigger test types are present and absent. 

7. Specify an existence trigger test type for the first sampling. 
startup { absent | present } 
By default, both the present and absent existence trigger test types are allowed for the first 
sampling. 

Configuring a threshold trigger test 
1. Enter system view. 

system-view 

2. Enter trigger view. 
snmp mib event trigger owner trigger-owner name trigger-name 

3. Specify a threshold test for the trigger and enter trigger-threshold view. 
test boolean 

By default ,no test is configured for a trigger. 
4. Specify the object list to be added to the notification triggered by the test. 

object list owner group-owner name group-name 

By default, no object list is specified for a threshold trigger test. 
5. (Optional.) Specify the type of the threshold trigger test for the first sampling. 

startup { falling | rising | rising-or-falling } 
The default threshold trigger test type for the first sampling is rising-or-falling. 

6. Specify the delta falling threshold and the falling alarm event triggered when the delta value 
(difference between the current sampled value and the previous sampled value) is smaller than 
or equal to the delta falling threshold. 
delta falling { event owner event-owner name event-name | value integer-value } 
By default, the delta falling threshold is 0, and no falling alarm event is specified. 

7. Specify the delta rising threshold and the rising alarm event triggered when the delta value is 
greater than or equal to the delta rising threshold. 
delta rising { event owner event-owner name event-name | value integer-value } 
By default, the delta rising threshold is 0, and no rising alarm event is specified. 

8. Specify the falling threshold and the falling alarm event triggered when the sampled value is 
smaller than or equal to the threshold. 
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falling { event owner event-owner name event-name | value integer-value } 
By default, the falling threshold is 0, and no falling alarm event is specified. 

9. Specify the rising threshold and the ring alarm event triggered when the sampled value is 
greater than or equal to the threshold. 
rising { event owner event-owner name event-name | value integer-value } 
By default, the rising threshold is 0, and no rising alarm event is specified. 

Enabling trigger sampling 
Restrictions and guidelines 

Enable trigger sampling after you complete trigger parameters configuration. You cannot modify 
trigger parameters after trigger sampling is enabled. To modify trigger parameters, first disable 
trigger sampling. 

Procedure 
1. Enter system view. 

system-view 

2. Enter trigger view. 
snmp mib event trigger owner trigger-owner name trigger-name 

3. Enable trigger sampling. 
trigger enable 

By default, trigger sampling is disabled. 

Enabling SNMP notifications for the Event MIB 
module 
About this task 

To report critical Event MIB events to an NMS, enable SNMP notifications for the Event MIB module. 
For Event MIB event notifications to be sent correctly, you must also configure SNMP on the device. 
For more information about SNMP configuration, see the network management and monitoring 
configuration guide for the device. 

Procedure 
1. Enter system view. 

system-view 

2. Enable snmp notifications for the Event MIB module. 
snmp-agent trap enable event-mib 

By default, SNMP notifications are enabled for the Event MIB module. 

Display and maintenance commands for Event 
MIB 

Execute display commands in any view. 
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Task Command 

Display Event MIB configuration and 
statistics. display snmp mib event 

Display event information. 
display snmp mib event event [ owner event-owner 
name event-name ] 

Display object list information. 
display snmp mib event object list [ owner 
group-owner name group-name ] 

Display global Event MIB configuration 
and statistics. display snmp mib event summary 

Display trigger information. 
display snmp mib event trigger [ owner 
trigger-owner name trigger-name ] 
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Configuring process placement 
About process placement 
Process 

A process contains a set of codes and provides specific functionality. For example, an AAA process 
provides AAA functions.  

Each process runs in a protected memory space to prevent problems with one process from 
impacting the entire system. 

Node 
The term "node" in this document refers to CPUs that run the NF system. If the IRF fabric has 
multiple member devices, each member device has a node. 

Process redundancy 
The system backs up each active process running on one node to all the other nodes. When an 
active process fails, one of its standby processes promptly takes over without impacting any other 
service.  

Process redundancy provides the following benefits: 
• Improves service availability.  
• Enables the system to quickly regain reliability after device status changes in such conditions 

as leave of an IRF member device. 

Process placement 
The execution of process placement policies varies by the location of active processes. 
• An active process running only on the master device does not support placement optimization. 

If you configure a process placement policy for the process, the system displays a configuration 
failure message. When such an active process fails, the system automatically restarts the 
process. The standby processes are used for active/standby switchover and ISSU. 

• Some active processes can run on either the master or subordinate device. When such an 
active process fails, the system uses a placement policy to select a new active process among 
standby processes. 

Default process placement policy 
The system provides a default process placement policy that takes effect for all processes. By 
default, the default process placement policy defines the following rules: 
• The active process runs on the CPU of the master, and the standby processes run on the CPU 

of the subordinate device. 
• A process runs at the location where it ran the last time and does not move to any other location 

during startup or operation. 
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• The addition of a new node does not impact current active processes. A new active process 
selects one node with sufficient CPU and memory resources. (You can use the display 
cpu-usage and display memory commands to view CPU and memory usage information.) 

You can modify the default placement policy in the view you enter by using the placement 
program default command. You can also configure a placement policy for a specific process in 
the view you enter by using the placement program program-name [ instance 
instance-name ] command. A placement policy for a process takes precedence over the default 
process placement policy. 

Process placement affinities 
You can configure the following settings for a process placement policy to optimize process 
placement: 
• affinity location-set—Location affinity, the preference for the process to run on a specific 

node. 
• affinity location-type—Location type affinity, the preference for the process to run on a 

particular type of node. For more information about node types, see "Configuring a location type 
affinity." 

• affinity program—Process affinity, the preference for the process to run on the same node as 
a particular process. 

• affinity self—Self affinity, the preference for one instance of the process to run on the same 
node as any other instance of the process.  

Affinities include positive affinities (attract) and negative affinities (repulse), all represented by 
integers in the range of 1 to 100000.  
• The higher the attract value, the stronger the preference. 
• The higher the repulse value, the weaker the preference. 

Process placement optimization 
After you apply new placement policies, the system makes placement decisions based on the new 
policies, node resources, and topology status. If the new location for an active process is different 
from the current node, the system changes the state of the process to standby, and uses the standby 
process on the preferred location as the new active process. 

Restrictions: Hardware compatibility with process 
placement 

Models Process placement 
compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, 
NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
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Restrictions and guidelines: process placement 
configuration 

• Configuring process placement on an IRF fabric with only one member device does not change 
the location of processes. All processes run on the CPU of the IRF member device. 

• Configuring process placement on an IRF fabric with multiple member devices places specific 
active processes to specific CPUs. In case of multiple CPUs, the system performs process 
redundancy. The number of standby processes and their CPU locations vary by function 
module. The system by default automatically determines the location for each active process, 
and process placement optimization is not required. If optimization is required, contact 
NSFOCUS Support to avoid service interruption. 

• For an instance of a process, the priorities of the settings in placement policy view of an 
instance, placement policy view of a process, and the default placement policy view are in 
descending order. For a process, the settings in placement policy view of the process take 
precedence over the settings in the default placement policy view. 

• To view the current location of an active process and its predicted new location after 
optimization, use the display placement reoptimize command. 

Process placement tasks at a glance 
To configure process placement, perform the following tasks: 
1. Configuring process placement policy 

Choose the following tasks as needed: 
 Configuring a location affinity 
 Configuring a location type affinity 
 Configuring a process affinity 
 Configuring a self affinity 

2. Optimizing process placement 

Configuring process placement policy 
Configuring a location affinity 

1. Enter system view. 
system-view  

2. Enter placement process view. 
 Enter default placement process view. 

placement program default  
 Enter specified placement process view. 

placement program { program-name [ instance instance-name ] 
Settings in default placement process view take effect for all processes. Settings in placement 
process view take effect only for the specified process. 

3. Set the location affinity. 
affinity location-set { slot slot-number }&<1-5> { attract strength | 
default | none | repulse strength } 
By default, no location affinity is set. 
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Configuring a location type affinity 
About this task 

The following location types are available: 
• current—Current location of the active process, which can be displayed with the display 

placement program command. 

• paired—Locations of standby processes. 
• primary—Master device. 

Procedure 
1. Enter system view. 

system-view 

2. Enter placement process view. 
 Enter default placement process view. 

placement program default 

 Enter specified placement process view. 
placement program { program-name [ instance instance-name ] 

Settings in default placement process view take effect for all processes. Settings in placement 
process view take effect only for the specified process. 

3. Set the location type affinity. 
affinity location-type { current | paired | primary } { attract strength 
| repulse strength | default | none } 
By default, no location type affinity is set. 

Configuring a process affinity 
1. Enter system view. 

system-view  
2. Enter placement process view. 

 Enter default placement process view. 
placement program default  

 Enter specified placement process view. 
placement program { program-name [ instance instance-name ] 

Settings in default placement process view take effect for all processes. Settings in placement 
process view take effect only for the specified process. 

3. Configure the affinity for the process to run on the same location as another process. 
affinity program program-name { attract strength | default | none | 
repulse strength } 
By default, no process affinity is set.  

Configuring a self affinity 
About this task 

A self affinity determines the preference for one instance of a process to run on the same node as 
any other instance of the process. The self affinity setting does not take effect for a process that has 
only one instance. 
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Procedure 
1. Enter system view. 

system-view 

2. Enter placement process view. 
 Enter default placement process view. 

placement program default 

 Enter specified placement process view. 
placement program { program-name [ instance instance-name ] 

Settings in default placement process view take effect for all processes. Settings in placement 
process view take effect only for the specified process. 

3. Configure a self affinity. 
affinity self { attract strength | repulse strength | default | none } 
By default, no self affinity is set. 

Optimizing process placement 
Restrictions and guidelines 

To keep the system stable, do not perform any tasks that require process restart when you optimize 
process placement. 

Procedure 
1. Enter system view. 

system-view  
2. Optimize process placement. 

placement reoptimize 
 

 CAUTION: 
To avoid neighbor flapping of related protocols, make sure HA features such as NSR or GR are 
configured for the processes and are stable before optimizing process placement. 

 

Display and maintenance commands for process 
placement 

Execute display commands in any view.  
 

Task Command 

Display service group information. 
display ha service-group 
{ program-name [ instance 
instance-name ] | all } 

Display the running processes on a specific 
location. 

display placement location { all | 
slot slot-number } 

Display process placement policy information. 
display placement policy program 
{ program-name | all | default } 
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Task Command 

Display the location of a process. 
display placement program 
{ program-name | all } 

Display the predicted location of a process after 
process placement optimization. 

display placement reoptimize program 
{ program-name [ instance 
instance-name ] | all } 
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Preface 
• This configuration guide describes the fundamentals and configuration procedures for VPN 

instance features. 
• Security zones, security policies, object groups, object policies, APR, and session 

management. 
• User access and authentication features (such as AAA, portal, user identification, password 

control, and PKI). 
• Data security features (such as public key management, SSL, SSH, and crypto engine). 
• Attack protection features (such as ASPF, connection limit, IP source guard, ARP attack 

protection, ND attack defense, uRPF, attack detection and prevention, and IP-MAC binding). 

This preface includes the following topics about the documentation: 
• Audience. 
• Conventions. 

Audience 
This documentation is intended for: 
• Network planners. 
• Field technical support and servicing engineers. 
• Network administrators. 

Conventions 
The following information describes the conventions used in the documentation. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select a minimum of one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 



GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window opens; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 

Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
 

Network topology icons 

Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch. 

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

TT

TT

 

 

 

 



Convention Description 

 
Represents a security module, such as a firewall, load balancing, NetStream, SSL 
VPN, IPS, or ACG module. 

 

Examples provided in this document 
Examples in this document might use devices that differ from your device in hardware model, 
configuration, or software version. It is normal that the port numbers, sample output, screenshots, 
and other information in the examples differ from what you have on your device. 
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Configuring VPN instances 
Basic concepts 
Site 

A site has the following features: 
• A site is a group of IP systems with IP connectivity that does not rely on any service provider 

networks. 
• The classification of a site depends on the topology relationship of the devices, rather than the 

geographical positions. However, the devices at a site are, in most cases, adjacent to each 
other geographically. 

• The devices at a site can belong to multiple VPNs, which means that a site can belong to 
multiple VPNs. 

Sites connected to the same provider network can be classified into different sets by policies. Only 
the sites in the same set can access each other through the provider network. Such a set is called a 
VPN. 

VPN instance 
In MPLS L3VPN, VPN instances implement route isolation for VPNs. A VPN instance is also called a 
Virtual Routing and Forwarding (VRF) instance. 

Configuring VPN instances 
Creating a VPN instance 

A VPN instance is a collection of the VPN membership and routing rules of its associated site. A VPN 
instance might correspond to more than one VPN. 

To create a VPN instance: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a VPN instance 
and enter its view. ip vpn-instance vpn-instance-name By default, no VPN instances 

exist. 

3. (Optional.) Configure a 
description for the VPN 
instance. 

description text By default, no description is 
configured for a VPN instance. 

 

Associating a VPN instance with an interface 
To associate a VPN instance with an interface: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 
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Step Command Remarks 

3. Associate a VPN instance 
with the interface. 

ip binding vpn-instance 
vpn-instance-name 

By default, an interface is not 
associated with a VPN 
instance and belongs to the 
public network. 
The ip binding vpn-instance 
command deletes the IP 
address of the interface. You 
must reconfigure an IP 
address for the interface after 
configuring the command. 

 

Displaying and maintaining VPN instances 
Execute display commands in any view. 
 

Task Command 

Display VPN instance information. display ip vpn-instance [ instance-name vpn-instance-name ] 
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Preface 
• This configuration guide describes the fundamentals and configuration procedures for VXLAN 

instance features. 
• Security zones, security policies, object groups, object policies, APR, and session 

management. 
• User access and authentication features (such as AAA, portal, user identification, password 

control, and PKI). 
• Data security features (such as public key management, SSL, SSH, and crypto engine). 
• Attack protection features (such as ASPF, connection limit, IP source guard, ARP attack 

protection, ND attack defense, uRPF, attack detection and prevention, and IP-MAC binding). 

This preface includes the following topics about the documentation: 
• Audience. 
• Conventions. 

Audience 
This documentation is intended for: 
• Network planners. 
• Field technical support and servicing engineers. 
• Network administrators. 

Conventions 
The following information describes the conventions used in the documentation. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select a minimum of one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 



GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window opens; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 

Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
 

Network topology icons 

Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch. 

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

TT

TT

 

 

 

 



Convention Description 

 
Represents a security module, such as a firewall, load balancing, NetStream, SSL 
VPN, IPS, or ACG module. 

 

Examples provided in this document 
Examples in this document might use devices that differ from your device in hardware model, 
configuration, or software version. It is normal that the port numbers, sample output, screenshots, 
and other information in the examples differ from what you have on your device. 
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VXLAN overview 
Virtual eXtensible LAN (VXLAN) is a MAC-in-UDP technology that provides Layer 2 connectivity 
between distant network sites across an IP network. VXLAN is typically used in data centers for 
multitenant services. 

 

VXLAN benefits 
VXLAN provides the following benefits: 
• Support for more virtual switched domains than VLANs—Each VXLAN is uniquely 

identified by a 24-bit VXLAN ID. The total number of VXLANs can reach 16777216 (224). This 
specification makes VXLAN a better choice than 802.1Q VLAN to isolate traffic for user 
terminals. 

• Easy deployment and maintenance—VXLAN requires deployment only on the edge devices 
of the transport network. Devices in the transport network perform typical Layer 3 forwarding. 

VXLAN network model 
As shown in Figure 1, a VXLAN is a virtual Layer 2 network (known as the overlay network) built on 
top of an existing physical Layer 3 network (known as the underlay network). The overlay network 
encapsulates inter-site Layer 2 frames into VXLAN packets and forwards the packets to the 
destination along the Layer 3 forwarding paths provided by the underlay network. The underlay 
network is transparent to tenants, and geographically dispersed sites of a tenant are merged into a 
Layer 2 network. 

The transport edge devices assign user terminals to different VXLANs, and then forward traffic 
between sites for user terminals by using VXLAN tunnels. Supported user terminals include PCs, 
wireless terminals, and VMs on servers. 
 

 NOTE: 
This document uses VMs as examples to describe the mechanisms of VXLAN. The mechanisms do 
not differ between different kinds of user terminals. 
 

The transport edge devices are VXLAN tunnel endpoints (VTEP). The VTEP implementation of the 
device uses ACs, VSIs, and VXLAN tunnels to provide VXLAN services. 
• VSI—A virtual switch instance is a virtual Layer 2 switched domain. Each VSI provides 

switching services only for one VXLAN. VSIs learn MAC addresses and forward frames 
independently of one another. VMs in different sites have Layer 2 connectivity if they are in the 
same VXLAN. 

• Attachment circuit (AC)—An AC is a physical or virtual link that connects a VTEP to a local 
site. Typically, ACs are site-facing Layer 3 interfaces that are associated with the VSI of a 
VXLAN. Traffic received from an AC is assigned to the VSI associated with the AC. 

• VXLAN tunnel—Logical point-to-point tunnels between VTEPs over the transport network. 
Each VXLAN tunnel can trunk multiple VXLANs. 

VTEPs encapsulate VXLAN traffic in the VXLAN, outer UDP, and outer IP headers. The devices in 
the transport network forward VXLAN traffic only based on the outer IP header. 
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Figure 1 VXLAN network model 

 
 

VXLAN packet format 
As shown in Figure 2, a VTEP encapsulates a frame in the following headers: 
• 8-byte VXLAN header—VXLAN information for the frame. 

 Flags—If the I bit is 1, the VXLAN ID is valid. If the I bit is 0, the VXLAN ID is invalid. All 
other bits are reserved and set to 0. 

 24-bit VXLAN ID—Identifies the VXLAN of the frame. It is also called the virtual network 
identifier (VNI).  

• 8-byte outer UDP header for VXLAN—The default VXLAN destination UDP port number is 
4789. 

• 20-byte outer IPv4 or 40-byte outer IPv6 header—Valid addresses of VTEPs or VXLAN 
multicast groups on the transport network. Devices in the transport network forward VXLAN 
packets based on the outer IP header. 

Figure 2 VXLAN packet format 
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VXLAN working mechanisms 
Generic VXLAN network establishment and forwarding 
process 

The VTEP uses the following process to establish the VXLAN network and forward an inter-site 
frame: 
1. Discovers remote VTEPs, establishes VXLAN tunnels, and assigns the VXLAN tunnels to 

VXLANs. 
2. Assigns the frame to its matching VXLAN if the frame is sent between sites. 
3. Performs MAC learning on the VXLAN's VSI. 
4. Forwards the frame through VXLAN tunnels. 

This section describes this process in detail. For intra-site frames in a VSI, the system performs 
typical Layer 2 forwarding, and it processes 802.1Q VLAN tags as described in "Access modes of 
VSIs." 

VXLAN tunnel establishment and assignment 
To provide Layer 2 connectivity for a VXLAN between two sites, you must create a VXLAN tunnel 
between the sites and assign the tunnel to the VXLAN. 

VXLAN tunnel establishment 
VXLAN supports manual VXLAN tunnel establishment. You must manually create a VXLAN tunnel 
interface, and specify the tunnel source and destination IP addresses on the peer VTEPs. 

VXLAN tunnel assignment 
VXLAN supports manual VXLAN tunnel assignment. You must manually assign VXLAN tunnels to 
VXLANs. 

Assignment of traffic to VXLANs 
Traffic from the local site to a remote site 

The VTEP uses Layer 3 interface-to-VSI mapping to assign customer frames to a VXLAN. This 
method maps a site-facing Layer 3 interface to a VSI. The VTEP assigns all frames received from the 
interface to the VXLAN of the VSI.  
 

Traffic from a remote site to the local site 
When a frame arrives at a VXLAN tunnel, the VTEP uses the VXLAN ID in the frame to identify its 
VXLAN. 

MAC learning 
The VTEP performs source MAC learning on the VSI as a Layer 2 switch. 
• For traffic from the local site to the remote site, the VTEP learns the source MAC address before 

VXLAN encapsulation. 
• For traffic from the remote site to the local site, the VTEP learns the source MAC address after 

removing the VXLAN header.  

A VSI's MAC address table includes the following types of MAC address entries: 
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• Local MAC—MAC entries dynamically learned from the local site. The outgoing interfaces for 
the MAC address entries are site-facing interfaces. VXLAN does not support static local-MAC 
entries. 

• Remote MAC—MAC entries learned from a remote site. The outgoing interfaces for the MAC 
addresses are VXLAN tunnel interfaces. 
 Static—Manually added MAC entries. 
 Dynamic—MAC entries learned in the data plane from incoming traffic on VXLAN tunnels. 

The learned MAC addresses are contained in the inner Ethernet header. 
The following shows the priority order of different types of remote MAC address entries: 
a. Static MAC address entries. 
b. Dynamic MAC address entries. 

Unicast forwarding 
Intra-site unicast forwarding 

The VTEP uses the following process to forward a known unicast frame within a site: 
1. Identifies the VSI of the frame.  
2. Looks up the destination MAC address in the VSI's MAC address table for the outgoing 

interface.  
3. Sends the frame out of the matching outgoing interface. 

As shown in Figure 3, VTEP 1 forwards a frame from VM 1 to VM 4 within the local site in VLAN 10 as 
follows: 
1. Identifies that the frame belongs to VSI A when the frame arrives at Interface A. 
2. Looks up the destination MAC address (MAC 4) in the MAC address table of VSI A for the 

outgoing interface. 
3. Sends the frame out of the matching outgoing interface (Interface B) to VM 4 in VLAN 10. 

Figure 3 Intra-site unicast 

 
 

Inter-site unicast forwarding 
The following process (see Figure 4) applies to a known unicast frame between sites:  
1. The source VTEP encapsulates the Ethernet frame in the VXLAN/UDP/IP header.  

In the outer IP header, the source IP address is the source VTEP's VXLAN tunnel source IP 
address. The destination IP address is the VXLAN tunnel destination IP address. 

VXLAN tunnelVTEP 1 VTEP 2

Transport 
network

P

VM 1

VM 2

VM 3

VM 7

VM 8

VM 9

MAC table on VTEP 1

VXLAN/VSI MAC Interface

VXLAN 10/VSI A MAC 1 Interface A, VLAN 2

VXLAN 10/VSI A MAC 4 Interface B, VLAN 10 

VM 4

VM 5

VM 6

Interface A

Interface B



 

5 

2. The source VTEP forwards the encapsulated packet out of the outgoing VXLAN tunnel 
interface found in the VSI's MAC address table. 

3. The intermediate transport devices (P devices) forward the frame to the destination VTEP by 
using the outer IP header. 

4. The destination VTEP removes the headers on top of the inner Ethernet frame. It then performs 
MAC address table lookup in the VXLAN's VSI to forward the frame out of the matching 
outgoing interface. 

Figure 4 Inter-site unicast 
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Figure 5 Unicast mode 
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Figure 6 Flood proxy mode 
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• For an Ethernet frame received from the local site, the VTEP forwards the frame with the 
802.1Q VLAN tags intact. 

• For an Ethernet frame destined for the local site, the VTEP forwards the frame without adding 
802.1Q VLAN tags. 

In Ethernet access mode, VXLAN packets sent between VXLAN sites contain 802.1Q VLAN tags. 
You must use the same VLAN to provide the same service between sites. 

 

ARP flood suppression reduces ARP request broadcasts by enabling the VTEP to reply to ARP 
requests on behalf of VMs.  

As shown in Figure 7, this feature snoops ARP packets to populate the ARP flood suppression table 
with local and remote MAC addresses. If an ARP request has a matching entry, the VTEP replies to 
the request on behalf of the VM. If no match is found, the VTEP floods the request to both local and 
remote sites.  

Figure 7 ARP flood suppression 
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VXLAN IP gateways 
A VXLAN IP gateway provides Layer 3 forwarding services for VMs in VXLANs. A VXLAN IP 
gateway can be an independent device or be collocated with a VTEP. For more information about 
VXLAN IP gateway placement, see "Configuring VXLAN IP gateways." 

Protocols and standards 
RFC 7348, Virtual eXtensible Local Area Network (VXLAN): A Framework for Overlaying Virtualized 
Layer 2 Networks over Layer 3 Networks 
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Configuring basic VXLAN features 
VXLAN tasks at a glance 

To configure basic VXLAN settings, perform the following tasks on VTEPs: 
1. Setting the forwarding mode for VXLANs 
2. Creating a VXLAN on a VSI 
3. Configuring a VXLAN tunnel 
4. Manually assigning VXLAN tunnels to a VXLAN 
5. Assigning customer frames to a VSI 
6. (Optional.) Managing MAC address entries 

 Configuring static remote-MAC address entries 
 Disabling remote-MAC address learning 
 Enabling local-MAC logging 

7. (Optional.) Configuring VXLAN packet parameters 
 Setting the destination UDP port number of VXLAN packets 
 Setting the source UDP port number of VXLAN packets 
 Setting a service class value for outgoing VXLAN packets 
 Configuring VXLAN packet check 

8. (Optional.) Reducing flood traffic in the transport network 
 Confining unknown-unicast floods to the local site 
 Enabling ARP flood suppression 

9. (Optional.) Enabling VXLAN packet statistics 
10. (Optional.) Enabling VXLAN fast forwarding 

Prerequisites for VXLAN 
Configure a routing protocol on the devices in the transport network to make sure the VTEPs can 
reach one another. 

Setting the forwarding mode for VXLANs 
About this task 

A VXLAN tunnel supports the following modes: 
• Layer 3 forwarding mode—The device uses the ARP table (IPv4 network) or ND table (IPv6 

network) to forward traffic for VXLANs. 
• Layer 2 forwarding mode—The device uses the MAC address table to forward traffic for 

VXLANs. 

If the device is a VTEP, enable Layer 2 forwarding for VXLANs. If the device is a VXLAN IP gateway, 
enable Layer 3 forwarding for VXLANs. For more information about VXLAN IP gateways, see 
"Configuring VXLAN IP gateways."  
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Hardware and feature compatibility 

Models Feature compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Restrictions and guidelines 
You must delete all VSIs, VSI interfaces, and VXLAN tunnel interfaces before you can change the 
forwarding mode. As a best practice, finish VXLAN network planning and determine the VXLAN 
forwarding mode of each device before your configuration, and set the VXLAN forwarding mode 
before other VXLAN settings.  

Procedure 
1. Enter system view. 

system-view 

2. Set the forwarding mode of VXLANs. 
 Enable Layer 2 forwarding. 

undo vxlan ip-forwarding 

 Enable Layer 3 forwarding. 
vxlan ip-forwarding 

By default, Layer 3 forwarding is enabled for VXLANs. 

Creating a VXLAN on a VSI 
1. Enter system view. 

system-view 

2. Enable L2VPN. 
l2vpn enable 

By default, L2VPN is disabled. 
3. Create a VSI and enter VSI view. 

vsi vsi-name 
4. Enable the VSI. 

undo shutdown 

By default, a VSI is enabled. 
5. Create a VXLAN and enter VXLAN view. 

vxlan vxlan-id 

You can create only one VXLAN on a VSI.  
The VXLAN ID must be unique for each VSI. 

6. (Optional.) Configure VSI parameters: 
a. Return to VSI view. 

quit 

b. Configure a VSI description. 
description text 
By default, a VSI does not have a description. 
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c. Set the MTU for the VSI. 
mtu mtu 
The default MTU for a VSI is 1500 bytes. 
The MTU set by using this command limits the maximum length of the packets that a VSI 
receives from ACs and forwards through VXLAN tunnels. The MTU does not limit the 
maximum length of other packets in the VXLAN VSI. 

d. Enable MAC address learning for the VSI. 
mac-learning enable 

By default, MAC address learning is enabled for a VSI. 
e. Set a limit for the VSI's MAC address table. 

mac-table limit mac-limit 
By default, no limit is set for a VSI's MAC address table. 

Configuring a VXLAN tunnel 
Manually creating a VXLAN tunnel 
About this task 

When you manually create a VXLAN tunnel, specify addresses on the local VTEP and the remote 
VTEP as the tunnel source and destination addresses, respectively. 

Restrictions and guidelines 
As a best practice, do not configure multiple VXLAN tunnels to use the same source and destination 
IP addresses. 

This task provides basic VXLAN tunnel configuration. For more information about tunnel 
configuration and commands, see Layer 3—IP Services Configuration Guide and Layer 3—IP 
Services Command Reference. 

Procedure 
1. Enter system view. 

system-view 

A VXLAN tunnel uses the global source address if you do not specify a source interface or 
source address for the tunnel. 

2. Create a VXLAN tunnel interface and enter tunnel interface view. 
interface tunnel tunnel-number mode vxlan 

The endpoints of a tunnel must use the same tunnel mode. 
3. Specify a source address for the tunnel. Choose one of the following methods: 

 Specify a source IP address for the tunnel. 
source { ipv4-address | ipv6-address } 
The specified IP address is used in the outer IP header of tunneled VXLAN packets. 

 Specify a source interface for the tunnel. 
source interface-type interface-number 
The primary IP address of the specified interface is used in the outer IP header of tunneled 
VXLAN packets. 

By default, no source IP address or source interface is specified for a tunnel. 
4. Specify a destination IP address for the tunnel. 

destination { ipv4-address | ipv6-address } 
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By default, no destination IP address is specified for a tunnel. 
Specify the remote VTEP's IP address. This IP address will be the destination IP address in the 
outer IP header of tunneled VXLAN packets. 

Enabling BFD on a VXLAN tunnel 
About this task 

Enable BFD on both ends of a VXLAN tunnel for quick link connectivity detection. The VTEPs 
periodically send BFD single-hop control packets to each other through the VXLAN tunnel. A VTEP 
sets the tunnel state to Defect if it has not received control packets from the remote end for 5 
seconds. In this situation, the tunnel interface state is still Up. The tunnel state will change from 
Defect to Up if the VTEP can receive BFD control packets again. 

Hardware and feature compatibility 

Models Feature compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Restrictions and guidelines 
You must enable BFD on both ends of a VXLAN tunnel. 

Procedure 
1. Enter system view. 

system-view 
2. Specify the reserved VXLAN. 

reserved vxlan vxlan-id 
By default, no VXLAN has been reserved. 
For BFD sessions to come up, you must reserve a VXLAN. 
You can specify only one reserved VXLAN on the VTEP. The reserved VXLAN cannot be the 
VXLAN created on any VSI. 
The reserved VXLAN ID cannot be the same as any remote VXLAN ID specified by using the 
mapping vni command. For more information about the mapping vni command, see 
EVPN Command Reference. 

3. Enter VXLAN tunnel interface view. 
interface tunnel tunnel-number 

4. Enable BFD on the tunnel. 
tunnel bfd enable destination-mac mac-address 

By default, BFD is disabled on a tunnel. 

Manually assigning VXLAN tunnels to a VXLAN 
About this task 

To provide Layer 2 connectivity for a VXLAN between two sites, you must assign the VXLAN tunnel 
between the sites to the VXLAN. 
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You can assign multiple VXLAN tunnels to a VXLAN, and configure a VXLAN tunnel to trunk multiple 
VXLANs. For a unicast-mode VXLAN, the system floods unknown unicast, multicast, and broadcast 
traffic to each tunnel associated with the VXLAN. 

Restrictions and guidelines 
For full Layer 2 connectivity in the VXLAN, make sure the VXLAN contains the VXLAN tunnel 
between each pair of sites in the VXLAN. 

Procedure 
1. Enter system view. 

system-view 

2. Enter VSI view. 
vsi vsi-name 

3. Enter VXLAN view. 
vxlan vxlan-id 

4. Assign VXLAN tunnels to the VXLAN. 
tunnel tunnel-number  

By default, a VXLAN does not contain any VXLAN tunnels. 

Assigning customer frames to a VSI 
Mapping a Layer 3 interface to a VSI 
About this task 

To assign the customer traffic on a Layer 3 interface to a VXLAN, map the interface to the VXLAN's 
VSI. The VSI uses its MAC address table to forward the customer traffic. 

Hardware and feature compatibility 

Models Feature compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Procedure 
1. Enter system view. 

system-view 

2. Enter Layer 3 interface view. 
interface interface-type interface-number 

3. Map the Layer 3 interface to a VSI. 
xconnect vsi vsi-name [ track track-entry-number&<1-3> ] 
By default, a Layer 3 interface is not mapped to any VSI. 
If the AC is a Layer 3 subinterface, you can specify the access mode. The default access mode 
is VLAN. If the AC is a Layer 3 interface, you cannot specify the access mode. 
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Mapping an Ethernet service instance to a VSI 
About this task 

An Ethernet service instance matches a list of VLANs on a site-facing interface. The VTEP assigns 
customer traffic from the VLANs to a VXLAN by mapping the Ethernet service instance to a VSI. 

Hardware and feature compatibility 

Models Feature 
compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Restrictions and guidelines 
An Ethernet service instance can contain only one match criterion. To change the match criterion, 
you must remove the original criterion first. When you remove the match criterion in an Ethernet 
service instance, the mapping between the service instance and the VSI is removed automatically. 

Procedure 
1. Enter system view. 

system-view 

2. Enter interface view. 
 Enter Layer 2 Ethernet interface view. 

interface interface-type interface-number 

 Enter Layer 2 aggregate interface view. 
interface bridge-aggregation interface-number 

3. Create an Ethernet service instance and enter Ethernet service instance view. 
service-instance instance-id 

4. Configure a frame match criterion. Choose one of the following options: 
 Match frames tagged with the specified inner 802.1Q VLAN IDs. 

encapsulation c-vid vlan-id-list 
 Match frames tagged with the specified outer 802.1Q VLAN IDs. 

encapsulation s-vid vlan-id-list [ only-tagged ] 
 Match frames tagged with the specified outer and inner 802.1Q VLAN IDs. 

encapsulation s-vid  vlan-id c-vid { vlan-id-list | all } 
 Match any 802.1Q tagged or untagged frames. 

encapsulation { tagged | untagged } 
 Match frames that do not match any other service instance on the interface. 

encapsulation default 
An interface can contain only one Ethernet service instance that uses the 
encapsulation default match criterion. 
An Ethernet service instance that uses the encapsulation default match criterion 
matches any frames if it is the only instance on the interface. 

By default, an Ethernet service instance does not contain a frame match criterion. 
5. Map the Ethernet service instance to a VSI. 
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xconnect vsi vsi-name [ access-mode { ethernet | vlan } ] [ track 
track-entry-number&<1-3> ] 
By default, an Ethernet service instance is not mapped to any VSI. 

Managing MAC address entries 
About MAC address entry management 

Local-MAC address entries are only learned dynamically. You can log local MAC addresses and 
local-MAC changes. 

Remote-MAC address entries have a variety of types, including manually added entries and 
dynamically learned entries. 

Configuring static remote-MAC address entries 
1. Enter system view. 

system-view 

2. Add a static remote-MAC address entry. 
mac-address static mac-address interface tunnel tunnel-number vsi 
vsi-name 

For the setting to take effect, make sure the VSI's VXLAN has been specified on the VXLAN 
tunnel. 

Disabling remote-MAC address learning 
About this task 

When network attacks occur, disable remote-MAC address learning to prevent the device from 
learning incorrect remote MAC addresses. You can manually add static remote-MAC address 
entries. 

Procedure 
1. Enter system view. 

system-view 

2. Disable remote-MAC address learning. 
vxlan tunnel mac-learning disable 

By default, remote-MAC address learning is enabled. 

Enabling local-MAC logging 
About this task 

When the local-MAC logging feature is enabled, the VXLAN module immediately sends a log 
message with its local MAC addresses to the information center. When a local MAC address is 
added or removed, a log message is also sent to the information center to notify the local-MAC 
change. 

With the information center, you can set log message filtering and output rules, including output 
destinations. For more information about configuring the information center, see Network 
Management and Monitoring Configuration Guide. 
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Procedure 
1. Enter system view. 

system-view 

2. Enable local-MAC logging. 
vxlan local-mac report 

By default, local-MAC logging is disabled. 

Setting the destination UDP port number of 
VXLAN packets 

1. Enter system view. 
system-view 

2. Set a destination UDP port for VXLAN packets. 
vxlan udp-port port-number 

By default, the destination UDP port number is 4789 for VXLAN packets. 
You must configure the same destination UDP port number on all VTEPs in a VXLAN. 

Setting the source UDP port number of VXLAN 
packets 
About this task 

Perform this task to enable a VXLAN tunnel interface to encapsulate different source UDP port 
numbers for traffic flows. This allows IPsec to identify the VXLAN packets to encrypt by the source 
UDP port number in the VXLAN encapsulation. 

Hardware and feature compatibility 

Models Feature compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Restrictions and guidelines 
The commands used for setting the source UDP port number of VXLAN packets take effect only on 
IPv4-based VXLAN. Only manually created VXLAN tunnel interfaces support these commands. 

The vxlan source udp-port acl command has a higher priority than the vxlan source 
udp-port five-tuple command. If you use both commands on a VXLAN tunnel interface, the 
vxlan source udp-port five-tuple command takes effect only on the frames that fail to 
match the ACL specified by using the vxlan source udp-port acl command. 

Procedure 
1. Enter system view. 

system-view 

2. Enter VXLAN tunnel interface view. 
interface tunnel tunnel-number mode vxlan [ ipv6 ] 
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3. Set a source UDP port for VXLAN packets. 
 Configure an ACL match criterion and specify the source UDP port number in the VXLAN 

encapsulation for matching frames. 
vxlan source udp-port port-number acl acl-number 
If you execute this command multiple times, the most recent configuration takes effect. 
If the ACL specified by using this command does not exist or does not contain an IP 
address-related rule, frames are encapsulated based on the default setting. 

 Generate the source UDP port number in the VXLAN encapsulation based on the IP 
five-tuple of the inner Ethernet frame. 
vxlan source udp-port five-tuple 

By default, the source UDP port number in the VXLAN encapsulation is generated based on the 
source and destination MAC addresses of the inner Ethernet frame. 

Setting a service class value for outgoing VXLAN 
packets 
About this task 

Class Based Tunnel Selection (CBTS) compares the service class value of VXLAN packets with the 
service class values of MPLS TE tunnels. CBTS uses the following rules to select a tunnel to forward 
the traffic: 
• If the packets match only one MPLS TE tunnel, CBTS uses this tunnel. 
• If the packets match multiple MPLS TE tunnels, CBTS randomly selects one tunnel from them. 
• If the packets do not match any MPLS TE tunnel, CBTS selects the MPLS TE tunnel that meets 

the following requirements: 
 Its service class value is smaller than the service class value of the traffic. 
 Its service class value is the nearest to the service class value of the traffic. 
If multiple qualified tunnels exist, CBTS randomly selects one of them to forward the packets. If 
an MPLS TE tunnel is not configured with a service class value, this tunnel has the smallest 
service class value. 

The service class value is used only when MPLS TE tunnels are used to forward the VXLAN packets. 
This value is meaningless if any other tunnel is used to forward the VXLAN packets. 

To set the service class value for an MPLS TE tunnel, use the mpls te service-class 
command. For more information about this command, see MPLS TE commands in MPLS Command 
Reference. 

Hardware and feature compatibility 

Models Feature compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Procedure 
1. Enter system view. 

system-view 

2. Enter VSI view. 
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vsi vsi-name 
3. Set a service class value for outgoing VXLAN packets. 

service-class service-class-value 
By default, no service class value is set for outgoing VXLAN packets. 

Configuring VXLAN packet check 
About this task 

The device always sets the UDP checksum of VXLAN packets to zero. For compatibility with 
third-party devices, a VXLAN packet can pass the check if its UDP checksum is zero or correct. If its 
UDP checksum is incorrect, the VXLAN packet fails the check and is dropped. 

Procedure 
1. Enter system view. 

system-view 

2. Enable the VTEP to drop VXLAN packets that fail UDP checksum check. 
vxlan invalid-udp-checksum discard 

By default, the VTEP does not check the UDP checksum of VXLAN packets. 

Confining unknown-unicast floods to the local site 
About this task 

By default, the VTEP floods unknown unicast frames received from the local site to the following 
interfaces in the frame's VXLAN: 
• All site-facing interfaces except for the incoming interface. 
• All VXLAN tunnel interfaces. 

To exclude a remote MAC address from the flood suppression done by using this feature, enable 
selective flood for the MAC address. The VTEP will flood the frames destined for the MAC address to 
remote sites. 

Procedure 
1. Enter system view. 

system-view 

2. Enter VSI view. 
vsi vsi-name 

3. Disable the VSI to flood unknown unicast traffic to VXLAN tunnel interfaces. 
flooding disable 

By default, unknown unicast traffic is flooded to all interfaces in the VXLAN, except for the 
incoming interface. 

4. (Optional.) Enable selective flood for a MAC address. 
selective-flooding mac-address mac-address 
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Enabling ARP flood suppression 
Restrictions and guidelines 

The aging timer is fixed at 25 minutes for ARP flood suppression entries. If the suppression table is 
full, the VTEP stops learning new entries. For the VTEP to learn new entries, you must wait for old 
entries to age out, or use the reset arp suppression vsi command to clear the table. 

If the flooding disable command is configured, set the MAC aging timer to a higher value than 
the aging timer for ARP flood suppression entries on all VTEPs. This setting prevents the traffic 
blackhole that occurs when a MAC address entry ages out before its ARP flood suppression entry 
ages out. To set the MAC aging timer, use the mac-address timer command. 

When remote ARP learning is disabled for VXLANs, the device does not use ARP flood suppression 
entries to respond to ARP requests received on VXLAN tunnels. 

Procedure 
1. Enter system view. 

system-view 

2. Enter VSI view. 
vsi vsi-name 

3. Enable ARP flood suppression. 
arp suppression enable 

By default, ARP flood suppression is disabled. 

Enabling VXLAN packet statistics 
Hardware compatibility with VXLAN packet statistics 

Models Feature compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Enabling packet statistics for a VSI 
Restrictions and guidelines 

To display the packet statistics for a VSI, use the display l2vpn vsi verbose command in any 
view.  

To clear the packet statistics for a VSI, use the reset l2vpn statistics vsi command in user 
view. 

Procedure 
1. Enter system view. 

system-view 

2. Enter VSI view. 
vsi vsi-name 
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3. Enable packet statistics for the VSI. 
statistics enable 

By default, the packet statistics feature is disabled for all VSIs. 

Enabling packet statistics for an AC 

Restrictions and guidelines 
For the ac statistics enable command to take effect on a Layer 3 interface, you must map the 
Layer 3 interface to a VSI. When you modify the VSI mapping, the packet statistics of the interface 
are cleared. 

For the statistics enable command to take effect on an Ethernet service instance, you must 
configure a frame match criterion for the Ethernet service instance and map it to a VSI. When you 
modify the frame match criterion or VSI mapping, the packet statistics of the instance are cleared. 

Enabling packet statistics for a Layer 3 interface 
1. Enter system view. 

system-view 

2. Enter Layer 3 interface view. 
interface interface-type interface-number 

3. Enable packet statistics for the Layer 3 interface. 
ac statistics enable 

By default, the packet statistics feature is disabled for Layer 3 interfaces that act as ACs. 

Enabling packet statistics for an Ethernet service instance 
1. Enter system view. 

system-view 

2. Enter interface view. 
 Enter Layer 2 Ethernet interface view. 

interface interface-type interface-number 

 Enter Layer 2 aggregate interface view. 
interface bridge-aggregation interface-number 

3. Enter Ethernet service instance view. 
service-instance instance-id 

4. Enable packet statistics for the Ethernet service instance. 
statistics enable 

By default, the packet statistics feature is disabled for all Ethernet service instances. 

Enable packet statistics for all VXLAN tunnels of a VSI 
About this task 

VXLAN tunnels can be manually or automatically created. You can enable packet statistics for all 
VXLAN tunnels of a VSI. 

If you enable packet statistics in VSI view, follow these guidelines: 
• To display the packet statistics for VXLAN tunnels, use the display vxlan tunnel 

command in any view. 
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• To clear the packet statistics for VXLAN tunnels, use the reset l2vpn statistics 
tunnel command in user view. 

Procedure 
1. Enter system view. 

system-view 

2. Enter VSI view. 
vsi vsi-name 

3. Enable packet statistics for all VXLAN tunnels associated with the VSI. 
tunnel statistics enable 

By default, the packet statistics feature is disabled for the VXLAN tunnels associated with a VSI. 
This command enables packet statistics only for VXLAN tunnels. It does not take effect on 
VXLAN-DCI tunnels. 

Setting the VXLAN statistics collection interval 
1. Enter system view. 

system-view 

2. Set the VXLAN statistics collection interval. 
l2vpn statistics interval interval 

By default, the VXLAN statistics collection interval is 15 minutes. 

Enabling VXLAN fast forwarding 
About this task 

VXLAN fast forwarding enables the device to bypass QoS and security services when the device 
forwards data traffic over VXLAN tunnels based on the software. As a best practice, enable this 
feature to improve forwarding speed only when QoS and security services are not configured on the 
following interfaces: 
• VSI interfaces. 
• Traffic outgoing interfaces for VXLAN tunnels. 

Restrictions and guidelines 
When VXLAN fast forwarding is enabled, a VXLAN tunnel cannot use ECMP routes to load share 
traffic. Instead, it selects one route from the ECMP routes to forward VXLAN packets. 

Procedure 
1. Enter system view. 

system-view 

2. Enable VXLAN fast forwarding. 
vxlan fast-forwarding enable 

By default, VXLAN fast forwarding is disabled. 

Display and maintenance commands for VXLANs 
Execute display commands in any view and reset commands in user view. 
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 IMPORTANT: 
For support of hardware platforms for the display and maintenance commands, see the command 
reference. 

 
 

Task Command 

Display ARP flood suppression entries 
on VSIs.  

display arp suppression vsi [ name vsi-name ] 
[ slot slot-number ] [ count ] 

Display information about tunnel 
interfaces. 

display interface [ tunnel [ number ] ] [ brief 
[ description | down ] ] 

Display L2VPN information for Layer 3 
interfaces that are mapped to VSIs. 

display l2vpn interface [ vsi vsi-name | 
interface-type interface-number ] 
[ verbose ] 

Display MAC address entries for VSIs. 
display l2vpn mac-address [ vsi vsi-name ] 
[ dynamic ] [ count ] 

Display information about Ethernet 
service instances. 

display l2vpn service-instance [ interface 
interface-type interface-number 
[ service-instance instance-id ] ] 
[ verbose ] 

Display information about VSIs. display l2vpn vsi [ name vsi-name ] [ verbose ] 

Display VXLAN tunnel information for 
VXLANs. 

display vxlan tunnel [ vxlan vxlan-id 
[ tunnel tunnel-number ] ] 

Clear ARP flood suppression entries 
on VSIs. reset arp suppression vsi [ name vsi-name ] 

Clear dynamic MAC address entries on 
VSIs. reset l2vpn mac-address [ vsi vsi-name ] 

Clear packet statistics on ACs. 
reset l2vpn statistics ac [ interface 
interface-type interface-number 
[ service-instance instance-id ] ] 

Clear packet statistics on VXLAN 
tunnel interfaces. 

reset l2vpn statistics tunnel [ vsi 
vsi-name ] 

Clear packet statistics on VSIs. reset l2vpn statistics vsi [ name vsi-name ] 
 

 NOTE: 
For more information about the display interface tunnel command, see tunneling 
commands in Layer 3—IP Services Command Reference. 
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Configuring VXLAN IP gateways 
About VXLAN IP gateways 

The following are available IP gateway placement designs for VXLANs: 
• VXLAN IP gateways separated from VTEPs—Use a VXLAN-unaware device as a gateway to 

the external network for VXLANs. On the gateway, you do not need to configure VXLAN 
settings. 

• VXLAN IP gateways collocated with VTEPs—Include the following placement designs: 
 Centralized VXLAN IP gateway deployment—Use one VTEP to provide Layer 3 

forwarding for VXLANs. Typically, the gateway-collocated VTEP connects to other VTEPs 
and the external network. To use this design, make sure the IP gateway has sufficient 
bandwidth and processing capability. Centralized VXLAN IP gateways provide services only 
for IPv4 networks. 

 Centralized VXLAN gateway group deployment—Use one VTEP group that contains 
redundant centralized VXLAN IP gateways to provide reliable gateway services for 
VXLANs. 

 Distributed VXLAN IP gateway deployment—Deploy one VXLAN IP gateway on each 
VTEP to provide Layer 3 forwarding for VXLANs at their respective sites. This design 
distributes the Layer 3 traffic load across VTEPs. However, its configuration is more 
complex than the centralized VXLAN IP gateway design. Distributed gateways can provide 
services for both IPv4 and IPv6 networks.  

In a collocation design, the VTEPs use virtual Layer 3 VSI interfaces as gateway interfaces to 
provide services for VXLANs. 
 

 NOTE: 
The following information describes traffic forwarding of VXLAN IP gateways in IPv4 networks. 
Traffic forwarding of VXLAN IP gateways in IPv6 networks is similar to that in IPv4 networks. 
 

VXLAN IP gateways separated from VTEPs 
As shown in Figure 8, an independent VXLAN IP gateway connects a Layer 3 network to a VTEP. 
VMs send Layer 3 traffic in Layer 2 frames to the gateway through VXLAN tunnels. When the 
tunneled VXLAN packets arrive, the VTEP terminates the VXLANs and forwards the inner frames to 
the gateway. In this gateway placement design, the VTEP does not perform Layer 3 forwarding for 
VXLANs. 
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Figure 8 VXLAN IP gateway separated from VTEPs 

 
 

Centralized VXLAN IP gateway deployment 
As shown in Figure 9, a VTEP acts as a gateway for VMs in the VXLANs. The VTEP both terminates 
the VXLANs and performs Layer 3 forwarding for the VMs. 

Figure 9 Centralized VXLAN IP gateway placement design 

 
 

As shown in Figure 10, the network uses the following process to forward Layer 3 traffic from VM 
10.1.1.11 to the Layer 3 network: 
1. The VM sends an ARP request to obtain the MAC address of the gateway (VTEP 3) at 10.1.1.1. 
2. VTEP 1 floods the ARP request to all remote VTEPs. 
3. VTEP 3 de-encapsulates the ARP request, creates an ARP entry for the VM, and sends an 

ARP reply to the VM. 
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4. VTEP 1 forwards the ARP reply to the VM. 
5. The VM learns the MAC address of the gateway, and sends the Layer 3 traffic to the gateway. 
6. VTEP 3 removes the VXLAN encapsulation and inner Ethernet header for the traffic, and 

forwards the traffic to the destination node. 

Inter-VXLAN forwarding is the same as this process except for the last step. At the last step of 
inter-VLAN forwarding, the gateway replaces the source-VXLAN encapsulation with the 
destination-VXLAN encapsulation, and then forwards the traffic. 

Figure 10 Example of centralized VXLAN IP gateway deployment 

 
 

Centralized VXLAN gateway group deployment 
As shown in Figure 11, a VTEP group uses redundant centralized VXLAN IP gateways to provide 
reliable gateway services for VMs in the VXLANs. All member VTEPs in the group participate in 
Layer 3 forwarding and load share traffic between the Layer 3 network and the VXLANs. This design 
distributes processing among multiple VTEPs and prevents single points of failure. 
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Figure 11 Example of centralized VXLAN IP gateway group deployment 

 
 

The VTEP group is a virtual gateway that provides services at a group IP address. Access layer 
VTEPs set up VXLAN tunnels to the group IP address for data traffic forwarding. Each VTEP in the 
group automatically uses its member IP address to set up tunnels to the other member VTEPs and 
access layer VTEPs. The tunnels are used to transmit protocol packets and synchronize ARP 
entries. 

Distributed VXLAN IP gateway deployment 
About distributed VXLAN IP gateway deployment 

As shown in Figure 12, each site's VTEP acts as a gateway to perform Layer 3 forwarding for the 
VXLANs of the local site. A VTEP acts as a border gateway to the Layer 3 network for the VXLANs. 
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Figure 12 Distributed VXLAN IP gateway placement design 

 
 

Figure 13 shows an example of distributed VXLAN IP gateway deployment. Create VSI interfaces on 
each distributed VXLAN IP gateway and the border gateway as gateway interfaces. Assign the same 
IP address to the same VSI interface on the distributed VXLAN IP gateways. You must enable local 
proxy ARP or local ND proxy on a distributed VXLAN IP gateway. The gateway performs Layer 3 
forwarding based on ARP or ND entries. The following sections use distributed VXLAN IP gateways 
enabled with the local proxy ARP or local ND proxy feature to describe the forwarding processes for 
intra-VXLAN traffic, inter-VXLAN traffic, and traffic from a VXLAN to an external network.  

A distributed VXLAN IP gateway can generate ARP or ND entries by a variety of methods. The 
following sections use dynamically learned ARP or ND entries to describe the forwarding processes.  
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Figure 13 Example of distributed VXLAN IP gateway deployment 

 
 

Intra-VXLAN traffic forwarding between sites 
As shown in Figure 13, the network uses the following process to forward traffic in a VXLAN between 
sites (for example, from VM 1 to VM 4 in VXLAN 10): 
1. VM 1 sends an ARP request to obtain the MAC address of VM 4. 
2. GW 1 performs the following operations: 

a. Creates an ARP entry for VM 1 and replies with the MAC address of VSI-interface 10 (the 
gateway interface for VXLAN 10). 

b. Replaces the sender MAC address of the ARP request with the MAC address of 
VSI-interface 10, and then floods the request to all sites in VXLAN 10. 

3. VM 1 creates an ARP entry for VM 4. The MAC address in the entry is the MAC address of 
VSI-interface 10 on GW 1. 

4. GW 2 (the VTEP for VM 4) performs the following operations: 
a. De-encapsulates the ARP request and creates an ARP entry for VM 1. The entry contains 

VM 1's IP address (10.1.1.11), the MAC address of VSI-interface 10 on GW 1, and the 
incoming tunnel interface. 

b. Replaces the sender MAC address of the request with the MAC address of VSI-interface 10 
on GW 2, and then floods the request to the local site in VXLAN 10. 

5. VM 4 creates an ARP entry for VM 1, and then sends a reply to GW 2. The MAC address in the 
ARP entry is the MAC address of VSI-interface 10 on GW 2. 

6. GW 2 performs the following operations: 
a. Creates an ARP entry for VM 4. 
b. Replaces the sender MAC address of the reply with the MAC address of VSI-interface 10 on 

GW 2, and sends the reply to GW 1. 
7. GW 1 de-encapsulates the ARP reply and creates an ARP entry for VM 4. The entry contains 

VM 4's IP address (10.1.1.12), the MAC address of VSI-interface 10 on GW 2, and the incoming 
tunnel interface. 

8. For subsequent traffic between VM 1 and VM 4, GW 1 and GW 2 use their respective ARP 
tables to make the forwarding decision. 
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Inter-VXLAN traffic forwarding between sites 
As shown in Figure 14, the network uses the following process to forward traffic between VXLANs 
(for example, from VM 1 in VXLAN 10 to VM 5 in VXLAN 20): 
1. VM 1 sends an ARP request to obtain the MAC address of the gateway at 10.1.1.1. 
2. GW 1 creates an ARP entry for VM 1 and replies with the MAC address of VSI-interface 10 (the 

gateway interface for VXLAN 10) so VM 1 will send the packets destined for VM 5 to GW 1. 
3. GW 1 sends an ARP request to the local and remote sites in VXLAN 10. In the ARP request, the 

sender IP address is 10.1.1.11, and the sender MAC address is the MAC address of 
VSI-interface 10 on GW 1. 

4. GW 2 performs the following operations: 
a. De-encapsulates the ARP request and creates an ARP entry for VM 1. The entry contains 

IP address 10.1.1.11 and MAC address of VSI-interface 10 on GW 1, and the incoming 
tunnel interface. 

b. Replaces the sender MAC address of the request with the MAC address of VSI-interface 10 
on GW 2, and then floods the request to the local site in VXLAN 10. 

c. Sends an ARP reply to GW 1. The reply contains IP address 10.1.1.1 and MAC address of 
VSI-interface 10 on GW 2). 

5. When sending an ARP request in VXLAN 10, GW 1 also sends an ARP request to the local and 
remote sites in VXLAN 20 to obtain the MAC address of VM 5. In the ARP request, the sender 
IP address is 20.1.1.1, and the sender MAC address is the MAC address of VSI-interface 20 on 
GW 1. 

6. GW 2 de-encapsulates the ARP request of VXLAN 20, replaces the sender MAC address of the 
request with the MAC address of VSI-interface 20 on GW 2, and then floods the request to the 
local site in VXLAN 20. 

7. VM 5 creates an ARP entry for GW 2, and then sends a reply to GW 2. The entry contains IP 
address 20.1.1.1 and MAC address of VSI-interface 20 on GW 2. 

8. GW 2 performs the following operations: 
a. Creates an ARP entry for VM 5. 
b. Sends a gratuitous ARP packet to the local and remote sites. In the packet, the sender IP 

address is 20.1.1.12, and the sender MAC address is the MAC address of VSI-interface 20 
on GW 2. 

9. GW 1 de-encapsulates the gratuitous ARP packet and creates an ARP entry for VM 5. The 
entry contains VM 5's IP address 20.1.1.12, the MAC address of VSI-interface 20 on GW 2, and 
the incoming tunnel interface. 

10. For subsequent traffic between VM 1 and VM 5, GW 1 and GW 2 use their respective ARP 
tables to make the forwarding decision. 
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Figure 14 Inter-VXLAN traffic forwarding between sites 

 
 

VXLAN-to-external network traffic forwarding 
As shown in Figure 13, the network uses the following process to forward traffic from a VXLAN to the 
Layer 3 network (for example, from VM 1 to the host at 50.1.1.1): 
1. VM 1 sends an ARP request to obtain the MAC address of the gateway at 10.1.1.1. 
2. GW 1 creates an ARP entry for VM 1 and replies with the MAC address of VSI-interface 10 (the 

gateway interface for VXLAN 10). 
3. VM 1 sends a packet destined for the host to GW 1. 
4. GW 1 performs the following operations: 

a. Searches the IP routing policies or routing table for the next hop. In this example, the next 
hop for the packet is 10.1.1.2 (the border gateway).  
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Target IP: 10.1.1.11

(8) Gratuitous ARP in VXLAN 20
Sender MAC: 0002-0002-0002
Sender IP: 20.1.1.12 
Target MAC: 0000-0000-0000
Target IP: 20.1.1.12

(9) Data packets

IP: 20.1.1.12
MAC: VM 5_mac

(3) ARP request  in VXLAN 10
Sender MAC: 0001-0001-0001
Sender IP: 10.1.1.11 
Target MAC: 0000-0000-0000
Target IP: 10.1.1.1
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b. Floods an ARP request to the local and remote sites in VXLAN 10 to obtain the MAC 
address of 10.1.1.2.  

5. The border gateway de-encapsulates the ARP request, creates an ARP entry for GW 1, and 
tunnels a reply to GW 1. 

6. GW 1 de-encapsulates the ARP reply and creates an ARP entry for 10.1.1.2. 
7. GW 1 sends the packet destined for the host to the border gateway. 
8. The border gateway de-encapsulates the packet and forwards it to the host. 

Restrictions and guidelines: VXLAN IP gateway 
configuration 

Do not configure both centralized VXLAN IP gateway settings and centralized VXLAN IP gateway 
group settings on a device. 

As a best practice to avoid forwarding failure, set a large MTU on the traffic outgoing interfaces for 
VXLAN tunnels on VXLAN IP gateways. 

VXLAN IP gateway tasks at a glance 
To configure a VXLAN IP gateway, perform the following tasks: 
1. Configure a VXLAN IP gateway 

Choose one of the following tasks: 
 Configuring a centralized VXLAN IP gateway 
 Configuring a centralized VXLAN IP gateway group 
 Configuring a distributed VXLAN IP gateway 

2. (Optional.) Disabling remote ARP learning for VXLANs 
3. (Optional.) Configuring a VSI interface 

Prerequisites for VXLAN IP gateway configuration 
Before you configure a centralized or distributed VXLAN IP gateway, you must perform the following 
tasks on VTEPs: 
• Enable Layer 3 forwarding for VXLANs. 
• Create VSIs and VXLANs. 

Configuring a centralized VXLAN IP gateway 
Restrictions and guidelines 

Do not execute the local-proxy-arp enable command on the VSI interfaces of a centralized 
VXLAN IP gateway. 

Configuring a gateway interface on a centralized VXLAN IP 
gateway 

1. Enter system view. 
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system-view 

2. Create a VSI interface and enter VSI interface view. 
interface vsi-interface vsi-interface-id 

3. Assign an IPv4 address to the VSI interface. 
ip address ip-address { mask | mask-length } 
By default, no IPv4 address is assigned to a VSI interface. 

4. Return to system view. 
quit 

5. Enter VSI view. 
vsi vsi-name 

6. Specify a gateway interface for the VSI. 
gateway vsi-interface vsi-interface-id 

By default, no gateway interface is specified for a VSI. 

Assigning a subnet to a VSI 
About this task 

Perform this task on VSIs that share a gateway interface. This task enables the VSI interface to 
identify the VSI of a packet. 

You can assign a maximum of eight IPv4 subnets to a VSI. Make sure these subnets are on the 
same network as one of the IP addresses on the gateway interface. 

For VSIs that share a gateway interface, the subnets must be unique. 

If you remove the gateway interface from the VSI, the VSI's subnet settings are automatically 
deleted. 

Procedure 
1. Enter system view. 

system-view 
2. Enter VSI view. 

vsi vsi-name 
3. Assign a subnet to the VSI. 

gateway subnet ipv4-address wildcard-mask 
By default, no subnet exists on a VSI. 

Configuring a centralized VXLAN IP gateway 
group 
Configuring a VTEP group 
Restrictions and guidelines 

Make sure the member VTEPs use the same VXLAN settings. 

Procedure 
1. Enter system view. 

system-view 
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2. Create a VSI interface and enter VSI interface view.  
interface vsi-interface vsi-interface-id 

This interface will be used as the gateway interface for the VSI. 
3. Assign an IP address to the VSI interface. 

ip address ip-address { mask | mask-length } 
By default, no IP address is assigned to a VSI interface. 
You must assign the same IP address to the VSI interface on each VTEP in the VTEP group. 

4. Assign a MAC address to the VSI interface. 
mac-address mac-address 

By default, a VSI interface does not have a MAC address. 
You must assign the same MAC address to the VSI interface on each VTEP in the VTEP group. 

5. Return to system view. 
quit 

6. Enter VSI view. 
vsi vsi-name 

7. Specify the VSI interface as the gateway interface for the VSI. 
gateway vsi-interface vsi-interface-id 
By default, no gateway interface is specified for a VSI. 

8. Return to system view. 
quit 

9. Assign the local VTEP to a VTEP group and specify a member IP address for the VTEP. 
vtep group group-ip member local member-ip 

By default, a VTEP is not assigned to any VTEP group. 
The specified member IP address must already exist on the local VTEP and be unique in the 
VTEP group. You must configure a routing protocol to advertise the IP address to the transport 
network. 

10. Specify the member IP address of all the other VTEPs in the VTEP group. 
vtep group group-ip member remote member-ip&<1-8> 
By default, the list of remote VTEPs is not configured. 

Specifying a VTEP group as the gateway for an access layer 
VTEP 
Prerequisites 

Before you specify a VTEP group on an access layer VTEP, perform the following tasks on the 
VTEP: 
• Enable Layer 2 forwarding for VXLANs. 
• Configure VSIs and VXLANs. 
• Set up VXLAN tunnels to remote sites and the VTEP group, and assign the tunnels to VXLANs. 

Procedure 
1. Enter system view. 

system-view 

2. Specify a VTEP group and all its member VTEPs. 
vtep group group-ip member remote member-ip&<1-8> 
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By default, no VTEP group is specified. 
Perform this task to specify all member VTEPs in the VTEP group. 

Configuring a distributed VXLAN IP gateway 
Restrictions and guidelines for distributed VXLAN IP gateway 
configuration 

For a VXLAN that requires access to the external network, specify the VXLAN's VSI interface on the 
border gateway as the next hop by using one of the following methods: 
• Configure a static route. 
• Configure a routing policy, and apply the policy by using the apply default-next-hop 

command. For more information about configuring routing policies, see routing policy 
configuration in Layer 3—IP Routing Configuration Guide. 

Make sure a VSI interface uses the same MAC address to provide service on distributed VXLAN IP 
gateways connected to IPv4 sites. Make sure a VSI interface uses different link-local addresses to 
provide service on distributed VXLAN IP gateways connected to both IPv4 and IPv6 sites. 

Configuring a gateway interface on a distributed VXLAN IP 
gateway 

1. Enter system view. 
system-view 

2. Create a VSI interface and enter VSI interface view. 
interface vsi-interface vsi-interface-id 

3. Assign an IP address to the VSI interface. 
IPv4: 
ip address ip-address { mask | mask-length } [ sub ] 
IPv6: 
See IPv6 basics in Layer 3—IP Services Configuration Guide. 
By default, no IP address is assigned to a VSI interface. 

4. Specify the VSI interface as a distributed gateway. 
distributed-gateway local 

By default, a VSI interface is not a distributed gateway. 
5. Enable local proxy ARP or local ND proxy. 

IPv4: 
local-proxy-arp enable [ ip-range startIP to endIP ] 
By default, local proxy ARP is disabled. 
For more information about this command, see proxy ARP commands in Layer 3—IP Services 
Command Reference. 
IPv6: 
local-proxy-nd enable 

By default, local ND proxy is disabled. 
For more information about this command, see IPv6 basics commands in Layer 3—IP Services 
Command Reference. 
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6. Bring up the VSI interface. 
undo shutdown 
By default, a VSI interface is up. 

7. Return to system view. 
quit 

8. Enter VSI view. 
vsi vsi-name 

9. Specify the VSI interface as the gateway interface for the VSI. 
gateway vsi-interface vsi-interface-id 

By default, no gateway interface is specified for a VSI. 

Enabling dynamic ARP entry synchronization for distributed 
VXLAN IP gateways 
About this task 

When local proxy ARP is enabled on distributed VXLAN IP gateways, enable this feature for all 
gateways to have the same ARP entries. 

A controller can also synchronize ARP entries among distributed VXLAN IP gateways. When you 
use a controller, do not enable dynamic ARP entry synchronization. 

Procedure 
1. Enter system view. 

system-view 
2. Enable dynamic ARP entry synchronization for distributed VXLAN IP gateways. 

arp distributed-gateway dynamic-entry synchronize 
By default, dynamic ARP entry synchronization is disabled for distributed VXLAN IP gateways. 

Assigning a subnet to a VSI 
About this task 

Perform this task on VSIs that share a gateway interface. This task enables the VSI interface to 
identify the VSI of a packet. 

You can assign a maximum of eight IPv4 and IPv6 subnets to a VSI. Make sure these subnets are on 
the same network as one of the IP addresses on the gateway interface. 

For VSIs that share a gateway interface, the subnets must be unique. 

If you remove the gateway interface from the VSI, the VSI's subnet settings are automatically 
deleted. 

Procedure 
1. Enter system view. 

system-view 
2. Enter VSI view. 

vsi vsi-name 
3. Assign a subnet to the VSI. 

gateway subnet { ipv4-address wildcard-mask | ipv6-address 
prefix-length } 
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By default, no subnet exists on a VSI. 

Disabling remote ARP learning for VXLANs 
About this task 

By default, the device learns ARP information of remote user terminals from packets received on 
VXLAN tunnel interfaces. To save resources on VTEPs in an SDN transport network, you can 
temporarily disable remote ARP learning when the controller and VTEPs are synchronizing entries. 
After the entry synchronization is completed, enable remote ARP learning.  

Restrictions and guidelines 
As a best practice, disable remote ARP learning for VXLANs only when the controller and VTEPs are 
synchronizing entries. 

Procedure 
1. Enter system view. 

system-view 

2. Disable remote ARP learning for VXLANs. 
vxlan tunnel arp-learning disable 

By default, remote ARP learning is enabled for VXLANs. 

Configuring a VSI interface 
Configuring optional parameters for a VSI interface 

1. Enter system view. 
system-view 

2. Enter VSI interface view. 
interface vsi-interface vsi-interface-id 

3. Assign a MAC address to the VSI interface. 
mac-address mac-address 
By default, the MAC address of a VSI interface is the bridge MAC address. 

4. Configure the description of the VSI interface. 
description text 
The default description of a VSI interface is interface-name plus Interface (for example, 
Vsi-interface100 Interface). 

5. Set the MTU for the VSI interface. 
mtu mtu-value 
The default MTU of a VSI interface is 1500 bytes. 

6. Set the expected bandwidth for the VSI interface. 
bandwidth bandwidth-value 
The default expected bandwidth (in kbps) equals the interface baudrate divided by 1000. 
The expected bandwidth is an informational parameter used only by higher-layer protocols for 
calculation. You cannot adjust the actual bandwidth of an interface by using this command. 
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Restoring the default settings of the VSI interface 
Restrictions and guidelines 

 CAUTION: 
This operation might interrupt ongoing network services. Make sure you are fully aware of the impact 
of this operation when you perform it on a live network. 
 

This operation might fail to restore the default settings for some commands for reasons such as 
command dependencies or system restrictions. Use the display this command in interface view 
to identify these commands. Use their undo forms or follow the command reference to restore their 
default settings. If your restoration attempt still fails, follow the error message instructions to resolve 
the problem. 

Procedure 
1. Enter system view. 

system-view 

2. Enter VSI interface view. 
interface vsi-interface vsi-interface-id 

3. Restore the default settings of the VSI interface. 
default 

Display and maintenance commands for VXLAN 
IP gateways 

Execute display commands in any view and reset commands in user view. 
 

Task Command 

Display information about VSI 
interfaces. 

display interface [ vsi-interface 
[ vsi-interface-id ]  ] [ brief [ description | 
down ] ] 

Clear statistics on VSI interfaces. 
reset counters interface [ vsi-interface 
[ vsi-interface-id ] ] 
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Configuring the VTEP as an OVSDB VTEP 
About OVSDB VTEP 

An NSFOCUS network virtualization controller can use the Open vSwitch Database (OVSDB) 
management protocol to deploy and manage VXLANs on VTEPs. To work with a controller, you 
must configure the VTEP as an OVSDB VTEP. 

Working mechanisms 
As shown in Figure 15, an OVSDB VTEP stores all of its VXLAN settings in the form of entries in an 
OVSDB database. The OVSDB database, OVSDB VTEP service, and the controller interact through 
the OVSDB server. The controller communicates with the OVSDB server through the OVSDB 
protocol to manage the OVSDB database. The OVSDB VTEP service reads and writes data in the 
OVSDB database through the OVSDB server. 

The OVSDB VTEP service performs the following operations to manage the VXLAN settings on the 
VTEP:  
• Converts data in the OVSDB database into VXLAN configuration and deploys the configuration 

to the VTEP. For example, create or remove a VXLAN or VXLAN tunnel. 
• Adds site-facing interface information and the global source address of VXLAN tunnels to the 

OVSDB database. The information is reported to the controller by the OVSDB server. 

Figure 15 OVSDB network model 

 
 

Protocols and standards 
RFC 7047, The Open vSwitch Database Management Protocol 

Restrictions: Hardware compatibility with OVSDB 
VTEP 

Models OVSDB VTEP compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

VTEP device

Controller

OVSDB management 
protocolOVSDB 

VTEP service

OVSDB 
database

OVSDB 
server
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Restrictions and guidelines: OVSDB VTEP 
configuration 

You can configure a VTEP both at the CLI and through a controller. As a best practice, do not 
manually remove the VXLAN configuration issued by the controller. 

OVSDB VTEP tasks at a glance 
To configure OVSDB VTEPs, perform the following tasks: 
1. Setting up an OVSDB connection to a controller 

 Configuring active SSL connection settings 
 Configuring passive SSL connection settings 
 Configuring active TCP connection settings 
 Configuring passive TCP connection settings 

2. Enabling the OVSDB server 
3. Enabling the OVSDB VTEP service 
4. Specifying a global source address for VXLAN tunnels 
5. Specifying a VTEP access port 
6. Enabling flood proxy on multicast VXLAN tunnels 

If you use a flood proxy server, you must enable flood proxy globally on multicast tunnels. 

Prerequisites for OVSDB VTEP configuration 
Before you configure the VTEP as an OVSDB VTEP, enable L2VPN by using the l2vpn enable 
command. 

Before you set up SSL connections to controllers, you must configure SSL as described in Security 
Configuration Guide. 

Setting up an OVSDB connection to a controller 
About OVSDB connection types 

The OVSDB server supports the following types of OVSDB connections: 
• Active SSL connection—The OVSDB server initiates an SSL connection to the controller. 
• Passive SSL connection—The OVSDB server accepts the SSL connection from the 

controller. 
• Active TCP connection—The OVSDB server initiates a TCP connection to the controller. 
• Passive TCP connection—The OVSDB server accepts the TCP connection from the 

controller. 

Restrictions and guidelines for OVSDB controller connection 
setup 

When you set up OVSDB connections, follow these restrictions and guidelines: 
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• You can set up multiple OVSDB connections. For the device to establish the connections, you 
must enable the OVSDB server. You must disable and then re-enable the OVSDB server if it 
has been enabled. 

• You must specify the same PKI domain and CA certificate file for all active and passive SSL 
connections. 

Prerequisites for OVSDB controller connection setup 
Make sure you have configured a PKI domain before specifying it for SSL. For more information 
about configuring a PKI domain, see Security Configuration Guide. 

Configuring active SSL connection settings 
1. Enter system view. 

system-view 

2. Specify a PKI domain for SSL. 
ovsdb server pki domain domain-name 

By default, no PKI domain is specified for SSL. 
3. (Optional.) Specify a CA certificate file for SSL. 

ovsdb server bootstrap ca-certificate ca-filename 
By default, SSL uses the CA certificate file in the PKI domain. 
If the specified CA certificate file does not exist, the device obtains a self-signed certificate from 
the controller. The obtained file uses the name specified for the ca-filename argument. 

4. Set up an active SSL connection. 
ovsdb server ssl ip ip-address port port-number 
By default, the device does not have active OVSDB SSL connections. 
You can set up a maximum of eight OVSDB SSL connections. 

Configuring passive SSL connection settings 
1. Enter system view. 

system-view 

2. Specify a PKI domain for SSL. 
ovsdb server pki domain domain-name 

By default, no PKI domain is specified for SSL. 
3. (Optional.) Specify a CA certificate file for SSL. 

ovsdb server bootstrap ca-certificate ca-filename 
By default, SSL uses the CA certificate file in the PKI domain. 
If the specified CA certificate file does not exist, the device obtains a self-signed certificate from 
the controller. The obtained file uses the name specified for the ca-filename argument. 

4. Enable the device to listen for SSL connection requests. 
ovsdb server pssl [ port port-number ] 
By default, the device does not listen for SSL connection requests. 
You can specify only one port to listen for OVSDB SSL connection requests. 
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Configuring active TCP connection settings 
1. Enter system view. 

system-view 

2. Set up an active TCP connection. 
ovsdb server tcp ip ip-address port port-number 
By default, the device does not have active OVSDB TCP connections. 
You can set up a maximum of eight active OVSDB TCP connections. 

Configuring passive TCP connection settings 
1. Enter system view. 

system-view 

2. Enable the device to listen for TCP connection requests. 
ovsdb server ptcp [ port port-number ] 
By default, the device does not listen for TCP connection requests. 
You can specify only one port to listen for OVSDB TCP connection requests. 

Enabling the OVSDB server 
Prerequisites 

Make sure you have complete OVSDB connection setup before you enable the OVSDB server. If 
you change OVSDB connection settings after the OVSDB server is enabled, you must disable and 
then re-enable the OVSDB server for the change to take effect. 

Procedure 
1. Enter system view. 

system-view 

2. Enable the OVSDB server. 
ovsdb server enable 

By default, the OVSDB server is disabled. 

Enabling the OVSDB VTEP service 
1. Enter system view. 

system-view 

2. Enable the OVSDB VTEP service. 
vtep enable 

By default, the OVSDB VTEP service is disabled. 
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Specifying a global source address for VXLAN 
tunnels 
About this task 

The VTEP reports the global VXLAN tunnel source address to the controller for VXLAN tunnel setup. 

Restrictions and guidelines 
For correct VXLAN deployment and VTEP management, do not manually specify tunnel-specific 
source addresses for VXLAN tunnels if OVSDB is used. 

Procedure 
1. Enter system view. 

system-view 

2. Specify a global source address for VXLAN tunnels. 
tunnel global source-address { ipv4-address | ipv6 ipv6-address } 
By default, no global source address is specified for VXLAN tunnels. 

Specifying a VTEP access port 
About this task 

For the controller to manage a site-facing interface, you must specify the interface as a VTEP access 
port. 

Procedure 
1. Enter system view. 

system-view 

2. Enter interface view. 
interface interface-type interface-number 

3. Specify the interface as a VTEP access port. 
vtep access port 

By default, an interface is not a VTEP access port. 

Enabling flood proxy on multicast VXLAN tunnels 
About this task 

If you use a flood proxy server, you must enable flood proxy globally on multicast tunnels. Then the 
multicast tunnels are converted into flood proxy tunnels. The VTEP sends broadcast, multicast, and 
unknown unicast traffic for a VXLAN to the flood proxy server through the tunnels. The flood proxy 
server then replicates and forwards flood traffic to remote VTEPs. 

Procedure 
1. Enter system view. 

system-view 

2. Enable flood proxy on multicast VXLAN tunnels. 
vxlan tunnel flooding-proxy 

By default, flood proxy is disabled on multicast VXLAN tunnels. 
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Preface 
• This configuration guide describes the fundamentals and configuration procedures for Service 

Chain instance features. 
• Security zones, security policies, object groups, object policies, APR, and session 

management. 
• User access and authentication features (such as AAA, portal, user identification, password 

control, and PKI). 
• Data security features (such as public key management, SSL, SSH, and crypto engine). 
• Attack protection features (such as ASPF, connection limit, IP source guard, ARP attack 

protection, ND attack defense, uRPF, attack detection and prevention, and IP-MAC binding). 

This preface includes the following topics about the documentation: 
• Audience. 
• Conventions. 

Audience 
This documentation is intended for: 
• Network planners. 
• Field technical support and servicing engineers. 
• Network administrators. 

Conventions 
The following information describes the conventions used in the documentation. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select a minimum of one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 



GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window opens; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 

Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
 

Network topology icons 

Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch. 

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

TT

TT

 

 

 

 



Convention Description 

 
Represents a security module, such as a firewall, load balancing, NetStream, SSL 
VPN, IPS, or ACG module. 

 

Examples provided in this document 
Examples in this document might use devices that differ from your device in hardware model, 
configuration, or software version. It is normal that the port numbers, sample output, screenshots, 
and other information in the examples differ from what you have on your device. 
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Configuring service chains 
About service chains 

The service chain technology is used to guide network service packets through service nodes. The 
technology is used in combination with software defined network (SDN) for service orchestration. 
Service packets in a service chain are forwarded and processed by service nodes in a specific order. 

Inter-device service chain 
Inter-device service chains apply only to VXLAN packets. Service chain policies are used to control 
packets in the Overlay network as follows: 
1. Encapsulate IP packets into VXLAN packets for service chain processing. 
2. Deliver the VXLAN packets through all service nodes in a service chain. 

You can deploy service chain policies from a VCF controller to tenants by context through 
OpenFlow. 

For more information about VXLAN, see VXLAN Configuration Guide. For more information about 
VCF controllers, see the VCF controller manuals. 
 

 NOTE: 
A service chain applied to contexts of different users on a device is an inter-device service chain. 
 

Network model 
As shown in Figure 1, an inter-device service chain includes access points and service nodes. 

Figure 1 Inter-device service chain network diagram 

 
 

Access point 
An access point is a VXLAN tunnel end point (VTEP) that processes packets based on the service 
chain policy deployed by a VCF controller. 
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Service node 
A service node is a physical device or a network function virtualization (NFV) device that applies 
services in a service list to the received VXLAN packets. An inter-device service chain can have 
multiple service nodes. 

A service list on a service node specifies the types and order of services to be applied to the VXLAN 
packets. Available services include FW and LB. 

An inter-device service chain supports the following special types of service nodes:  
• Head node—The first service node in a service chain that processes the VXLAN packets. 
• End node—The last service node in a service chain that processes the VXLAN packets. 

Packet format 
Inter-device service chain packets use the VXLAN header. Figure 2 shows the format of a service 
chain packet. 

Figure 2 Service chain packet format 

 
 

The service chain modifies the following fields in a VXLAN header: 
• Flags—If the S bit is 1, the Service chain field is valid. If the S bit is 0, the Service chain field 

is invalid. 
• Service chain—A 24-bit field that includes the D bit and service path ID. If the D bit is 0, the 

packet is a forward packet. If the D bit is 1, the packet is a backward packet. The 23-bit service 
path ID is used to identify an inter-device service chain. 

Operating mechanisms 
An inter-device service chain processes a packet in the following procedure: 
1. Based on the service chain policy deployed from the VCF controller, the access point in the 

inbound packet direction (inbound access point) processes the received packet as follows: 
a. Encapsulates the packet into a VXLAN packet. 
b. Forwards the VXLAN packet to the head node. 

2. The head node compares the service path ID in the VXLAN header of the received packet with 
the path IDs of the service chains. 
 If the packet matches a service chain, the head node forwards the packet into the service 

chain. 
 If the packet does not match any service chain, the head node performs a VXLAN 

forwarding for the packet. 
3. After a service node completes processing the received VXLAN packet, it forwards the packet 

in one of the following ways: 
 If the IP address of the next service node is specified, the node forwards the packet to the 

next service node. 

Original Layer 2 frameOuter UDP 
header

VXLAN 
headerOuter IP header

Flags
SRRRIRRR

Service chain

VXLAN ID Reserved

Service path IDD
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 If no next service node address is specified, the current service node is the end node. The 
service node removes the service path ID field from the packet and forwards the packet to 
the access point in the outbound packet direction (outbound access point). 

4. The outbound access point decapsulates the VXLAN packet and performs an IP forwarding for 
the packet. 

Configuring an inter-device service chain 
You can configure an inter-device service chain through VCF controller deployment or at the CLI. 
This document describes inter-device service chain configuration at the CLI. As a best practice, use 
a VCF controller to deploy the service chain configuration through a NETCONF session. For more 
information about the VCF controller deployment method, see the VCF controller configuration 
guide. 

Configuring an access point 
You can only use a VCF controller to deploy the service chain configuration to a device that acts as 
an access point. For more information, see the relevant VCF controller manuals. 

Configuring a service node 
Restrictions and guidelines 

If the device is the end node in an inter-device service chain, you only need to specify the previous 
service node address. 

If the device is the head node in an inter-device service chain, you only need to specify the next 
service node address. 

Procedure 
1. Enter system view. 

system-view 

2. Create a service chain and enter its view. 
service-chain path path-id 

3. Specify the next service node address for forward packets. 
next-service-node ip-address 
By default, no next service node address is specified for forward packets. 

4. Specify the previous service node address for backward packets. 
previous-service-node ip-address 
By default, no previous service node address is specified for backward packets. 

5. Create a service node and enter its view. 
service function function-id 

6. Configure a service list. 
service list { fw | lb } * 

Display and maintenance commands for service 
chains 

Execute display commands in any view. 
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Task Command 

Display service chain information. 
display service-chain path { path-id 
| all } 

Display service chain statistics. display service-chain statistics 
 

Service chain configuration examples 
Example: Configuring an inter-device service chain 
Network configuration 

As shown in Figure 3, Device A and Device C act as access points. Device B and Device D act as 
service nodes. VM 1 and VM 2 are internal network devices. The inter-device service chain 
processes the traffic from VM 1 to VM 2 as follows: 
1. On Device B, apply the FW service to the traffic. 
2. On Device D, apply the LB service to the traffic. 

Figure 3 Network diagram 

 
 

Procedure 
1. Configure IP addresses for interfaces to ensure IP connectivity between neighboring nodes. 

(Details not shown.) 
2. Use a VCF controller to deploy service chain policies to Device A and Device C and label the 

VXLAN packets from VM 1 to VM 2 with service path ID 1. (Details not shown.) 
3. Configure Device B: 

a. Assign IP addresses to interfaces: 
# Assign an IP address to interface GigabitEthernet 1/0/1. 
<DeviceB> system-view 

[DeviceB] interface gigabitethernet 1/0/1 

[DeviceB-GigabitEthernet1/0/1] ip address 12.1.1.2 24 

[DeviceB-GigabitEthernet1/0/1] quit 

# Assign IP addresses to other interfaces in the same way. (Details not shown.) 
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b. Add interfaces to security zones. 
[DeviceB] security-zone name trust 

[DeviceB-security-zone-Trust] import interface gigabitethernet 1/0/1 

[DeviceB-security-zone-Trust] import interface gigabitethernet 1/0/2 

[DeviceB-security-zone-Trust] import interface gigabitethernet 1/0/3 

[DeviceB-security-zone-Trust] quit 

c. Configure settings for routing.  
This example configures a static route, and the next hop in the route is 12.1.1.1. 
[DeviceB] ip route-static 1.1.1.0 24 12.1.1.1 

d. Configure a security policy: 
# Configure a rule named trust-trust to permit the packets from VM 1 to VM 2. 
[DeviceB] security-policy ip 

[DeviceB-security-policy-ip] rule name trust-trust 

[DeviceB-security-policy-ip-1-trust-trust] source-zone trust 

[DeviceB-security-policy-ip-1-trust-trust] destination-zone trust 

[DeviceB-security-policy-ip-1-trust-trust] source-ip-subnet 1.1.1.0 24 

[DeviceB-security-policy-ip-1-trust-trust] destination-ip-subnet 2.2.2.0 24 

[DeviceB-security-policy-ip-1-trust-untrust] action pass 

[DeviceB-security-policy-ip-1-trust-trust] quit 

[DeviceB-security-policy-ip] quit 

e. Configure service chain settings: 
# Create service chain 1 and enter its view. 
[DeviceB] service-chain path 1 

# Specify the next service node address as 20.1.1.1, which is the loopback interface 
address of Device D. The loopback interface is specified as the VXLAN tunnel source 
interface. 
[DeviceB-spath1] next-service-node 20.1.1.1 

# Create service node 1. 
[DeviceB-spath1] service function 1 

# Create a service list that includes the FW service. 
[DeviceB-spath1-func1] service list fw 

4. Configure Device D: 
a. Assign IP addresses to interfaces: 

# Assign an IP address to interface GigabitEthernet 1/0/2. 
<DeviceD> system-view 

[DeviceD] interface gigabitethernet 1/0/2 

[DeviceD-GigabitEthernet1/0/2] ip address 14.1.1.2 24 

[DeviceD-GigabitEthernet1/0/2] quit 

# Assign IP addresses to other interfaces in the same way. (Details not shown.) 
b. Add interfaces to security zones. 

[DeviceD] security-zone name trust 

[DeviceD-security-zone-Trust] import interface gigabitethernet 1/0/2 

[DeviceD-security-zone-Trust] import interface gigabitethernet 1/0/3 

[DeviceD-security-zone-Trust] quit 

c. Configure settings for routing.  
This example configures a static route, and the next hop in the route is 14.1.1.1. 
[DeviceD] ip route-static 2.2.2.0 24 14.1.1.1 
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d. Configure a security policy: 
# Configure a rule named trust-trust to permit the packets from VM 1 to VM 2. 
[DeviceD] security-policy ip 

[DeviceD-security-policy-ip] rule name trust-trust 

[DeviceD-security-policy-ip-1-trust-trust] source-zone trust 

[DeviceD-security-policy-ip-1-trust-trust] destination-zone trust 

[DeviceD-security-policy-ip-1-trust-trust] source-ip-subnet 1.1.1.0 24 

[DeviceD-security-policy-ip-1-trust-trust] destination-ip-subnet 2.2.2.0 24 

[DeviceD-security-policy-ip-1-trust-trust] action pass 

[DeviceD-security-policy-ip-1-trust-untrust] quit 

[DeviceD-security-policy-ip] quit 

e. Configure service chain settings: 
# Create service chain 1 and enter its view.. 
[DeviceD] service-chain path 1 

# Specify the previous service node address as 20.1.1.2, which is the loopback interface 
address of Device B. The loopback interface is specified as the VXLAN tunnel source 
interface. 
[DeviceD-spath1] previous-service-node 20.1.1.2 

# Create service node 1. 
[DeviceD-spath1] service function 1 

# Create a service list that includes the LB service. 
[DeviceD-spath1-func1] service list lb 

Verifying the configuration 
# Verify the following information: (Details not shown.) 
• VXLAN packets from VM 1 to VM 2 are labeled with the path ID of the service chain. 
• The FW and LB services are applied to the packets in sequential order. 
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	Setting the daylight saving time
	1. Enter system view.
	2. Set the daylight saving time.
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	About this task
	Procedure
	1. Enter system view.
	2. Enable displaying the copyright statement.
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	Banner input methods
	Procedure
	1. Enter system view.
	2. Configure the legal banner.
	3. Configure the MOTD banner.
	4. Configure the login banner.
	5. Configure the shell banner.


	Disabling password recovery capability
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Disable password recovery capability.


	Disabling USB interfaces
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Disable USB interfaces.


	Setting the port status detection timer
	About this task
	Procedure
	1. Enter system view.
	2. Set the port status detection timer.


	Monitoring CPU usage
	About this task
	Procedure
	1. Enter system view.
	2. Set the CPU usage alarm thresholds.
	3. Set the sampling interval for CPU usage tracking.
	4. Enable CPU usage tracking.
	5. Enable periodic CPU usage logging.


	Monitoring CPU core usage
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set CPU core usage statistics intervals.
	3. Set CPU core alarm resending intervals.


	Setting memory alarm thresholds
	About memory alarm thresholds
	Restrictions and guidelines
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the memory usage threshold.
	3. Set the free-memory thresholds.
	4. Enable periodic memory usage logging.
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	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the total inbound bandwidth usage threshold.


	Monitoring the aggregate interface usage
	About this task
	Procedure
	1. Enter system view.
	2. Set aggregate interface usage thresholds.
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	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the inner interface throughput threshold.


	Monitoring the number of contexts
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the global context usage threshold.
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	About this task
	Procedure
	1. Enter system view.
	2. Set the NAT mapping threshold.


	Monitoring the number of security policy rules
	About this task
	Procedure
	1. Enter system view.
	2. Set security policy rule usage thresholds.
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	About this task
	Procedure
	1. Enter system view.
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	About this task
	Procedure
	1. Enter system view.
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	Procedure
	1. Enter system view.
	2. Configure the temperature alarm thresholds.
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	Verifying transceiver modules
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	Procedure
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	Procedure


	Scheduling a task
	About task scheduling
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a job.
	3. Assign a command to the job.
	4. Exit to system view.
	5. Create a schedule.
	6. Assign a job to the schedule.
	7. Assign user roles to the schedule.
	8. Specify the execution time for the schedule.
	9. (Optional.) Set the size of the job execution log file.
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	About device locating
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	Rebooting the device
	About device reboot
	a. Resets all of its chips.
	b. Uses the BootWare to verify the startup software package, decompress the package, and load the images.
	c. Initializes the system.

	Restrictions and guidelines for device reboot
	Rebooting devices immediately at the CLI
	Prerequisites
	1. Verify that the next-startup configuration file is correctly specified.
	2. Verify that the startup image files are correctly specified.
	3. Save the running configuration to the next-startup configuration file.

	Procedure

	Scheduling a device reboot
	Restrictions and guidelines
	Procedure


	Restoring the factory-default configuration
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	Restrictions and guidelines
	Procedure
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	1. Enabling the FTP server
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	3. (Optional.) Configuring FTP server access control
	4. (Optional.) Setting connection management parameters
	5. (Optional.) Specifying an SSL server policy for SFTP connections
	6. (Optional.) Setting the DSCP value for outgoing FTP packets
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	Enabling the FTP server
	1. Enter system view.
	2. Enable the FTP server.

	Configuring client authentication and authorization
	Configuring FTP server access control
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Use an ACL to control access to the FTP server.
	3. (Optional.) Enable logging for FTP login attempts that are denied by the FTP login control ACL.


	Setting connection management parameters
	1. Enter system view.
	2. Set the FTP connection idle-timeout timer.
	3. Set the maximum number of concurrent FTP users.

	Specifying an SSL server policy for SFTP connections
	About this task
	Procedure
	1. Enter system view.
	2. Associate an SSL server policy with the FTP server to ensure data security.


	Setting the DSCP value for outgoing FTP packets
	1. Enter system view.
	2. Set the DSCP value for outgoing FTP packets.

	Manually releasing FTP connections
	Display and maintenance commands for the FTP server

	Using the device as an FTP client
	FTP client configuration tasks at a glance
	1. Establishing an FTP connection
	2. (Optional.) Displaying command help information
	3. (Optional.) Displaying directories and files on the FTP server
	4. (Optional.) Managing directories on the FTP server
	5. (Optional.) Working with files on the FTP server
	6. (Optional.) Changing to another user account
	7. (Optional.) Maintaining and troubleshooting the FTP connection
	8. (Optional.) Terminating the FTP connection

	Establishing an FTP connection
	FTP connection establishment task list
	1. (Optional.) Specifying a source IP address for outgoing FTP packets
	2. Establishing an FTP connection
	3. Setting the FTP file transfer mode and operation mode

	Restrictions and guidelines
	Specifying a source IP address for outgoing FTP packets
	1. Enter system view.
	2. Specify a source IP address for outgoing FTP packets.

	Establishing an FTP connection
	a. Enter FTP client view.
	b. Log in to the FTP server.

	Setting the FTP file transfer mode and operation mode
	1. Enter FTP client view from user view.
	2. Set the file transfer mode.
	3. Change the FTP operation mode.


	Displaying command help information
	1. Enter FTP client view from user view.
	2. Display command help information.

	Displaying directories and files on the FTP server
	1. Enter FTP client view from user view.
	2. Display directories and files on the FTP server.

	Managing directories on the FTP server
	Prerequisites
	Procedure
	1. Enter FTP client view from user view.
	2. Manage directories on the FTP server.


	Managing directories on the FTP client
	1. Enter FTP client view from user view.
	2. Display or change the local working directory of the FTP client.

	Working with files on the FTP server
	Prerequisites
	Procedure
	1. Enter FTP client view from user view.
	2. Work with files on the FTP server.


	Changing to another user account
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter FTP client view from user view.
	2. Initiate an FTP authentication on the current FTP connection.


	Maintaining and troubleshooting the FTP connection
	About this task
	Procedure
	1. Enter FTP client view from user view.
	2. Maintain and troubleshoot the FTP connection.


	Terminating the FTP connection
	1. Enter FTP client view from user view.
	2. Terminate the connection.

	Display and maintenance commands for the FTP client
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	About TFTP
	Restrictions and guidelines: TFTP configuration
	Configuring the device as a TFTP server
	1. Enter system view.
	2. Enable the TFTP server.
	3. Set the TFTP server working directory.

	Configuring and using the IPv4 TFTP client
	1. Enter system view.
	2. (Optional.) Use an ACL to control the client's access to TFTP servers.
	3. Specify the source IP address for TFTP packets sent by the TFTP client.
	4. Return to user view.
	5. Download or upload a file in an IPv4 network.

	Configuring and using the IPv6 TFTP client
	1. Enter system view.
	2. (Optional.) Use an ACL to control the client's access to TFTP servers.
	3. Specify the source IPv6 address for TFTP packets sent by the TFTP client.
	4. Return to user view.
	5. Download or upload a file in an IPv6 network.
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	Procedure
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	Mounting a file system
	Unmounting a file system

	Formatting a file system
	Restrictions and guidelines
	Procedure

	Repairing a file system
	Restrictions and guidelines
	Procedure


	Managing files and directories
	Setting the operation mode for files and directories
	About this task
	Procedure
	1. Enter system view.
	2. Set the operation mode for files and directories.
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	Displaying the working directory
	Changing the working directory
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	Procedure
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	Restrictions and guidelines
	Procedure

	Moving a file
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	Restoring a file
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	About this task
	Procedure

	Extracting files and directories
	About this task
	Restrictions and guidelines
	Procedure
	1. (Optional.) Display archived files and directories.
	2. Extract files and directories.
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	Decompressing a file
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	About this task
	Procedure
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	About this task
	Procedure
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	Managing configuration files
	About configuration file management
	Configuration types
	Initial configuration
	Factory defaults
	Startup configuration
	Running configuration

	Configuration file types and file selection process at startup
	1. The device searches for a valid .cfg next-startup configuration file. For more information about the file selection rules, see "Next-startup configuration file redundancy."
	2. If a valid .cfg next-startup configuration file is found, the device searches for an .mdb file that has the same name and checksum as the .cfg file.
	3. If a matching .mdb file is found, the device starts up with the .mdb file. If none is found, the device starts up with the .cfg file.

	Next-startup configuration file redundancy
	1. The main next-startup configuration file.
	2. The backup next-startup configuration file if the main next-startup configuration file does not exist or is corrupt.

	Configuration file content organization and format
	Configuration rollback

	Restrictions and guidelines: Configuration file management
	Enabling configuration encryption
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable configuration encryption.


	Saving the running configuration
	About this task
	Restrictions and guidelines
	1. Resolve the split issue.
	2. Reboot the member device to rejoin the IRF fabric.
	3. After the member device rejoins the IRF fabric, execute the display current-configuration command to verify that the member device's settings have been restored from memory to the running configuration.
	4. Save the running configuration to the next-startup configuration file on the IRF fabric.

	Procedure

	Comparing configurations for their differences
	About this task
	1. The main next-startup configuration file.
	2. The backup next-startup configuration file if the main next-startup configuration file is unavailable.

	Restrictions and guidelines
	Procedure

	Archiving the running configuration
	About running configuration archiving
	Restrictions and guidelines for archiving the running configuration
	Configuring local configuration archiving
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the directory and file name prefix for archiving the running configuration to the local device.
	3. (Optional.) Set the maximum number of configuration archives that can be stored on the device.
	4. Archive the running configuration to the configuration archive directory. Choose one of the following methods:


	Configuring remote configuration archiving
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure parameters for archiving the running configuration to a remote server.
	3. If an FTP or SCP server is used, configure the username and password for accessing the server.
	a. Configure the username.
	b. Configure the password.

	4. To manually archive the running configuration to the remote server:
	a. Return to user view.
	b. Manually archive the running configuration to the remote server.




	Rolling back the running configuration
	About configuration rollback
	Restrictions and guidelines for configuration rollback
	Performing a local configuration rollback
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Roll the running configuration back to the configuration in a configuration file.


	Scheduling or performing a remote configuration rollback
	About this task
	1. Downloads a replacement configuration file from a remote server.
	2. Saves the downloaded file as a temporary file.
	3. Replaces the running configuration with the configuration in the temporary file.
	4. Deletes the temporary file after the configuration rollback finishes.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure server parameters for remote configuration rollback.
	3. If an FTP server is used, configure the username and password for accessing the remote FTP server.
	a. Configure the username.
	b. Configure the password.

	4. Roll the running configuration back to the configuration in a replacement configuration file.



	Specifying a next-startup configuration file
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Specify a next-startup configuration file. Choose one of the following methods:
	2. (Optional.) Verify the configuration. Use one of the following commands in any view:


	Backing up and restoring the main next-startup configuration file
	About backing up and restoring the main next-startup configuration file
	Prerequisites for configuration backup and restoration
	Backing up the main next-startup configuration file to a TFTP server
	Restoring the main next-startup configuration file from a TFTP server
	1. Restore the main next-startup configuration file from a TFTP server in user view.
	2. (Optional.) Verify that the specified configuration file has been set as the main next-startup configuration file. Use one of the following commands in any view:


	Deleting a next-startup configuration file
	About this task
	Restrictions and guidelines
	Procedure

	Display and maintenance commands for configuration files
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	Upgrading software
	About software upgrade
	Software types
	Software release forms
	Upgrade methods
	Software image loading
	Startup software images
	Image loading process at startup
	1. Loads main images.
	2. If any main image does not exist or is invalid, loads the backup images.
	3. If any backup image does not exist or is invalid, checks the main or backup boot image.
	4. If both the main and backup boot images do not exist or are invalid, the device cannot start up.



	Digitally signed software images
	Restrictions and guidelines: Software upgrade
	Upgrading device software by using the boot loader method
	Software upgrade tasks at a glance
	a. (Optional.) Preloading the BootWare image to BootWare
	b. Specifying startup images and completing the upgrade

	Prerequisites
	1. Use the display version command to verify the current BootWare image version and startup software version.
	2. Use the release notes for the upgrade software version to evaluate the upgrade impact on your network and verify the following items:
	3. Use the release notes to verify whether the software images require a license. If licenses are required, register and activate licenses for each license-based software image. For more information about licensing, see "Managing licenses."
	4. Use the dir command to verify that all IRF member devices have sufficient storage space for the upgrade images. If the storage space is not sufficient, delete unused files by using the delete command. For more information, see "Managing file system...
	5. Use FTP or TFTP to transfer the upgrade image file to the root directory of a file system. For more information about FTP and TFTP, see "Configuring FTP" or "Configuring TFTP." For more information about file systems, see "Managing file systems."

	Preloading the BootWare image to BootWare
	1. Enter system view.
	2. (Optional.) Enable BootWare image validity check.
	3. Return to user view.
	4. (Optional.) Back up the current BootWare image in the Normal area of BootWare.
	5. Load the upgrade BootWare image to the Normal area of BootWare.

	Specifying startup images and completing the upgrade
	1. Specify main or backup startup images for all member devices.
	2. Save the running configuration.
	3. Reboot the IRF fabric.
	4. (Optional.) Verify the software image settings.

	Synchronizing startup images from the master device to subordinate devices
	About this task
	Restrictions and guidelines
	Procedure
	1. Synchronize startup images from the master to subordinate devices.
	2. Reboot the subordinate devices.



	Restoring the BootWare image
	About this task
	Restrictions and guidelines
	Procedure
	1. Restore the BootWare image in the Normal area of BootWare.
	2. Reboot the device.


	Display and maintenance commands for software images
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	Performing an ISSU
	About ISSU
	ISSU advantages
	ISSU methods
	ISSU commands

	Restrictions and guidelines: ISSU
	Prerequisites for ISSU
	Logging in to the device through the console port
	Identifying availability of ISSU and licensing requirements
	Verifying the device operating status
	Preparing the upgrade images
	1. Use the dir command to verify that every file system has sufficient free storage space for the upgrade images. If the storage space is not sufficient, delete unused files by using the delete /unreserved file-url command. If the files to be deleted ...
	2. Use FTP or TFTP to transfer upgrade image files (in .bin or .ipe) to the root directory of a file system on the master device.

	Identifying the ISSU methods
	1. Execute the display version comp-matrix file command to identify the recommended ISSU methods.

	Verifying the device configuration
	Verifying feature status
	Determining the upgrade procedure
	1. Use Table 2 to choose an upgrade command set, depending on the ISSU method.
	2. Identify the hardware redundancy condition.
	3. Choose the correct procedure from the procedures described in "Performing an ISSU by using issu commands" or "Performing an ISSU by using install commands."

	Adjusting and saving the running configuration
	1. Remove all commands that the new software version does not support from the running configuration. To identify all feature changes between the current version and the new version, read the release notes for the device.
	2. To uninstall a feature image, remove the commands configured for the feature.
	3. Use the save command to save the running configuration.


	Performing an ISSU by using issu commands
	Performing a compatible upgrade on a multichassis IRF fabricRestrictions and guidelines
	Restrictions and guidelines
	Procedure
	1. (Optional.) Configure automatic rollback:
	a. Enter system view.
	b. Set the automatic rollback timer.
	c. Return to user view.

	2. Verify that the system is stable.
	3. Load the upgrade images as startup images on a subordinate member.
	4. Verify that the system is stable.
	5. Perform an ISSU switchover.
	6. (Optional.) Accept the upgrade and delete the automatic rollback timer.
	7. Verify that the system is stable.
	8. Upgrade the remaining members to complete the ISSU.
	9. Verify that the ISSU is finished.


	Performing an incompatible upgrade on a multichassis IRF fabric
	Restrictions and guidelines
	Procedure
	1. Verify that the system is stable.
	2. Load the upgrade images as startup images on subordinate members.
	3. Verify that the system is stable.
	4. Perform an ISSU switchover to complete the ISSU process.
	5. Verify that the ISSU is finished.


	Performing an incremental upgrade on a single-chassis IRF fabric
	1. Verify that the system is stable.
	2. Load the upgrade images as startup images.
	3. Verify that the system is stable.
	4. Complete the ISSU process.
	5. Verify that the ISSU is finished.

	Performing a reboot or incompatible upgrade on a single-chassis IRF fabric
	1. Verify that the system is stable.
	2. Load the parent device's upgrade images as startup images on subordinate members.
	3. Verify that the ISSU is finished.


	Performing an ISSU by using install commands
	ISSU tasks at a glance
	1. (Optional.) Decompressing an .ipe file
	2. Installing and upgrading software images
	3. (Optional.) Deactivating software images
	4. (Optional.) Rolling back the running software images
	5. (Optional.) Aborting a software activate or deactivate operation
	6. (Optional.) Verifying software images
	7. Committing software changes
	8. (Optional.) Deleting inactive software images

	Decompressing an .ipe file
	1. (Optional.) Identify images that are included in the .ipe file.
	2. Decompress the .ipe file.

	Installing and upgrading software images
	About this task
	Software image installation and upgrade methods
	Restrictions and guidelines
	Installing or upgrading boot, system, and feature images
	1. Verify that the system is stable.
	2. (Optional.) Identify the recommended ISSU method and the possible impact of the upgrade.
	3. Activate images.

	Installing patch images
	1. Verify that the system is stable.
	2. Activate patch images.


	Deactivating software images
	Restrictions and guidelines
	Deactivating feature images
	1. Verify that the system is stable.
	2. Deactivate feature images.

	Deactivating patch images
	1. Verify that the system is stable.
	2. Deactivate patch images.


	Rolling back the running software images
	About this task
	Restrictions and guidelines
	Procedure
	1. (Optional.) Display available rollback points.
	2. Roll back the software.


	Aborting a software activate or deactivate operation
	About this task
	Procedure

	Committing software changes
	About this task
	Procedure

	Verifying software images
	About this task
	Procedure
	1. Verify software images.
	2. Activate or deactivate images as required.
	3. Commit the software changes.


	Deleting inactive software images
	About this task
	Restrictions and guidelines
	Procedure


	Terminating the ongoing ISSU process forcibly
	About this task
	Procedure
	1. Enter system view.
	2. Terminate the ongoing ISSU process forcibly.


	Display and maintenance commands for ISSU
	Examples of using issu commands for ISSU
	Example: Upgrading the system software to a compatible version
	Network configuration
	Procedure
	Verifying the upgrade

	Example: Upgrading the system software to an incompatible version
	Network configuration
	Procedure
	Verifying the upgrade

	Example: Rolling back the system software
	Network configuration
	Procedure
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	Using automatic configuration
	About automatic configuration
	Restrictions and guidelines: Automatic configuration
	Using USB-based automatic configuration
	About USB-based automatic configuration
	1. Identifies whether its main startup configuration file is using the same name as the obtained configuration file.
	2. Loads the obtained configuration file.

	Preparing the USB disk for automatic configuration
	1. Prepare a USB disk that has only one partition.
	2. Display the serial number of the device.
	3. Create a configuration file named Device serial number.cfg or autodeploy.cfg, and save the file to the root directory of the file system on the USB disk.

	Configuring and using USB-based automatic configuration
	1. Enable USB-based automatic configuration on the device:
	a. Enter system view.
	b. Enable USB-based automatic configuration.
	c. Save the running configuration.

	2. If the IRF fabric has two or more member devices, shut down the IRF physical interfaces by using the shutdown command to split the IRF fabric.
	3. Connect the USB disk to the USB1 interface on the master device of the original IRF fabric.
	4. Reboot the device and observe the LEDs of the device.
	a. Copies the configuration file on the USB disk.
	b. Specifies the file as the startup configuration file.
	c. Reboots to load the configuration file.

	5. If the automatic configuration succeeded, use the display current-configuration command to verify that the configuration file has been loaded correctly.
	6. Rebuild the IRF fabric.
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	Using Tcl
	About Tcl
	Restrictions and guidelines: Tcl
	Using Tcl commands to configure the device
	Restrictions and guidelines
	Procedure
	1. Enter Tcl configuration view from user view.
	2. Execute a Tcl command.
	3. Return from Tcl configuration view to user view.


	Executing NF commands in Tcl configuration view
	About executing NF commands in Tcl configuration view
	Restrictions and guidelines
	Procedure
	1. Enter Tcl configuration view
	2. Execute NF commands.
	3. Return from Tcl configuration view to user view.
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	Using Python
	About Python
	Executing a Python script
	Entering the Python shell
	Importing and using the extended Python API
	Importing the entire extended API and using the API
	Procedure
	1. Enter the Python shell from user view.
	2. Import the entire extended API.
	3. Execute an extended API function.

	Example

	Importing an extended API function and using the function
	Procedure
	1. Enter the Python shell from user view.
	2. Import an extended API function.
	3. Execute an extended API function.

	Example


	Exiting the Python shell

	NF extended Python API
	CLI
	get_error
	get_output
	get_self_slot
	get_slot_info
	get_slot_range
	get_standby_slot
	Transfer
	send
	SYSLOG
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	IRF network topology
	Master election
	1. Current master, even if a new member has higher priority.
	2. Member with higher priority.
	3. Member with the longest system uptime.
	4. Member with the lowest CPU MAC address.

	Interface naming conventions
	File system naming conventions
	Configuration synchronization
	Multi-active handling procedure
	Detection
	Collision handling
	1. Compare the number of members in each fabric.
	2. Set all fabrics to the Recovery state except the one that has the most members.
	3. Compare the member IDs of the masters if all IRF fabrics have the same number of members.
	4. Set all fabrics to the Recovery state except the one that has the lowest numbered master.
	5. Shut down all common network interfaces in the Recovery-state fabrics except for the following interfaces:
	1. Compare the member IDs of the masters in the IRF fabrics.
	2. Set all fabrics to the Recovery state except the one that has the lowest numbered master.
	3. Take the same action on the network interfaces in Recovery-state fabrics as LACP MAD and BFD MAD.
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	1. Configure member IDs, priorities, and IRF physical interfaces separately.
	b. (Optional.) Specifying a priority for each member device

	Assigning a member ID to each IRF member device
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Assign a member ID to a member device.
	3. (Optional.) Save the configuration.
	4. Return to user view.
	5. Reboot the device.


	Specifying a priority for each member device
	About this task
	Procedure
	1. Enter system view.
	2. Specify a priority for the device.


	Binding physical interfaces to IRF ports
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the interface view or interface range view of an IRF physical interface or a range of IRF physical interfaces, respectively.
	3. Shut down the physical interfaces.
	4. Return to system view.
	5. Enter IRF port view.
	6. Bind each physical interface to the IRF port.
	7. Return to system view.
	8. Enter the interface view or interface range view of an IRF physical interface or a range of IRF physical interfaces, respectively.
	9. Bring up the physical interfaces.
	10. Return to system view.
	11. Save the configuration.
	12. Activate the IRF port settings.
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	6. Assign the port or the range of ports to the aggregation group for the aggregate interface.
	7. Return to system view.
	8. Enter Layer 3 aggregate interface view.
	9. Enable BFD MAD.
	10. Assign a MAD IP address to a member device on the Layer 3 aggregate interface.
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	7. Assign the port or the range of ports to the ND MAD VLAN.
	8. Return to system view.
	9. Enter VLAN interface view.
	10. Assign the interface an IPv6 address.
	11. Enable ND MAD.


	Excluding interfaces from the shutdown action upon detection of multi-active collision
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure a network interface to not shut down when the IRF fabric transits to the Recovery state.
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	Network configuration
	Procedure
	1. Assign an IP address to GigabitEthernet 1/0/1.
	2. Create and configure context cnt1 for Tenant A:
	3. Create and configure context cnt2 for Tenant B:
	4. On GigabitEthernet 1/0/1, configure a NAT internal server to allow the external network to access Server A by using address http://1.1.1.2:8080 and access Server B by using address http://1.1.1.3:8080.

	Verifying the configuration
	1. Verify that the contexts are created successfully and running correctly. The device has three contexts in active state.
	2. Verify that Tenant A can access Server A by using address http://1.1.1.2:8080 and Tenant B can access Server B by using address http://1.1.1.3:8080.
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	Configuring basic parameters for a Reth interface
	1. Enter system view.
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	Procedure
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	Restoring default settings for a Reth interface or subinterface
	Restrictions and guidelines
	1. Use the display this command in interface view to identify these commands.
	2. Use their undo forms or follow the command reference to restore their default settings.
	3. If the restoration attempt still fails, follow the error message instructions to resolve the issue.

	Procedure
	1. Enter system view.
	2. Enter a Reth interface or subinterface view.
	3. Restore the default settings for the Reth interface.
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	Configuring redundancy groups
	About redundancy groups
	Operating mechanism of a redundancy group
	1. When both IRF member devices are operating correctly, the redundancy group forwards traffic through Node 1 (Device A) and backs up services and data (such as NAT) to Node 2 (Device B).
	2. When the upstream interface on Device A fails, the redundancy group shuts down the downstream interface on Device A and switches traffic over to Device B.

	Redundancy group node states
	1. The node with higher node priority.
	2. The node with smaller ID if the two nodes have the same priority.

	Redundancy group members
	Application scenarios of redundancy group members
	Using physical Ethernet interfaces in a redundancy group
	Using Reth interfaces in a redundancy group

	Redundancy group switchover
	Switchover types
	Automatic switchover timers
	Automatic switchover
	Manual switchover


	Restrictions: Hardware compatibility with redundancy group
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	3. Assigning members to the redundancy group

	Creating a redundancy group
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a redundancy group and enter its view.


	Configuring a redundancy group node
	Restrictions and guidelines
	Prerequisites
	Procedure
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	2. Enter redundancy group view.
	3. Create a redundancy group node and enter its view.
	4. Set the priority of the redundancy group node.
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	Procedure
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	2. Enter redundancy group view.
	3. Enter redundancy group node view.
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	Procedure
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	2. Create a Reth interface and enter its view.
	3. Assign a member interface to the Reth interface.
	4. Return to system view.
	5. Enter redundancy group view.
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	Configuring the switchover timers
	1. Enter system view.
	2. Enter redundancy group view.
	3. Set the hold-down timer for the redundancy group.
	4. Set the preemption delay timer for the redundancy group.

	Performing a manual switchover to the low-priority node
	1. Enter system view.
	2. Enter redundancy group view.
	3. Request a switchover to the low-priority node.

	Performing a manual switchover back to the high-priority node
	1. Enter system view.
	2. Enter redundancy group view.
	3. Request a switchover back to the high-priority node.

	Enabling SNMP notifications for redundancy groups
	About this task
	Procedure
	1. Enter system view.
	2. Enable SNMP notifications for redundancy groups.
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	Procedure
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	b. Configure Device B:

	2. Create track entries to monitor the physical layer state of the interfaces.
	3. Configure a redundancy group:
	4. Assign IP addresses to interfaces:
	5. Configure settings for routing.
	6. Add interfaces to security zones.
	7. Configure a security policy. Configure a rule named trust-untrust to permit the packets between the LANs and the external network.

	Verifying the configuration

	Example: Configuring a redundancy group with Reth interface members
	Network configuration
	Procedure
	1. Configure IRF as described in "Example: Configuring a redundancy group with Layer 3 interface members."
	2. Configure Reth interfaces:
	3. Create track entries to monitor the link state of the interfaces.
	4. Configure a redundancy group:
	5. Configure settings for routing.
	6. Add interfaces to security zones.
	7. Configure a security policy. Configure a rule named trust-untrust to permit the packets between the LAN and the external network.

	Verifying the configuration
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	3. Create a security policy rule group and add security policy rules to the group.


	Specifying a security policy rule group for a security policy rule
	1. Enter system view.
	2. Enter IPv4 or IPv6 security policy view.
	3. Enter security policy rule view.
	4. Specify a security policy rule group for the security policy rule.

	Moving a security policy rule group
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter IPv4 or IPv6 security policy view.
	3. Move a security policy rule group.


	Renaming a security policy rule group
	1. Enter system view.
	2. Enter IPv4 or IPv6 security policy view.
	3. Rename a security policy rule group.


	Setting the time for fast output of security policy settings as logs
	About this task
	Procedure
	1. Enter system view.
	2. Set the time at which the device fast outputs security policy settings as logs every day.


	Display and maintenance commands for object policies
	Security policy configuration examples
	Example: Configuring an IPv4 security policy
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces.
	2. Add interfaces to security zones.
	3. Create a time range named work to cover 8:00 to 18:00 on weekdays.
	4. Configure a security policy:
	5. Activate rule matching acceleration.

	Verifying the configuration

	Example: Configuring domain name-based security policy
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces.
	2. Add interfaces to security zones.
	3. Create an IPv4 address object group named web. Configure an IPv4 address object with host name www.abc.com for the group.
	4. Specify the IP address of the DNS server as 10.10.10.10.
	5. Configure a security policy:
	6. Activate rule matching acceleration.

	Verifying the configuration

	Example: Configuring a security policy based on fuzzy domain name matching
	Network configuration
	Procedure
	1. Specify the address of the DNS server for intranet hosts as the IP address of the device.
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Create object groups:
	5. Configure DNS settings:
	6. Configure security policies:
	7. Activate rule matching acceleration.

	Verifying the configuration

	Example: Configuring user-based security policy
	Example: Configuring a security policy for OSPF communication
	Network configuration
	Configuring Device A
	1. Assign IP addresses to interfaces.
	2. Add interfaces to security zones.
	3. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can establish OSPF neighbor relations:
	b. Configure rules to permit traffic between the Untrust and Trust security zones, so devices in area 1 can communicate with devices in area 2.

	4. Configure basic OSPF functions.

	Configuring Device B
	1. Assign IP addresses to interfaces.
	2. Add interfaces to security zones.
	3. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the device can establish OSPF neighbor relations:
	b. Configure rules to permit traffic between the Trust and Untrust security zones, so devices in area 1 can communicate with devices in area 2:

	4. Configure basic OSPF functions.

	Verifying the configuration




	03-ASPF configuration
	Configuring ASPF
	About ASPF
	Main functions
	ASPF application
	Basic ASPF concepts
	Single-channel protocol and multichannel protocol
	Zone pair

	ASPF inspection principles
	Application layer protocol inspection
	1. The FTP client initiates an FTP control connection from port 1333 to port 21 of the FTP server.
	2. As a result of negotiation, the server initiates a data connection from port 20 to port 1600 of the client.
	3. When data transmission times out or ends, the data connection is removed.
	1. ASPF checks the IP packets the FTP client sends to the FTP server to identify TCP-based FTP packets. Based on the port number, ASPF identifies the control connection between the FTP client and server and creates a control connection session entry.
	2. ASPF checks each FTP control connection packet, and examines their TCP status based on the control connection session entry. ASPF analyzes the FTP instructions in the control connection packet. If the packet contains a data channel setup instructio...
	3. For return FTP control connection packets, ASPF examines their TCP status based on the control connection session entry to make packet forwarding decisions.
	4. When the FTP data passes through the device, ASPF is triggered to create a session entry for the data connection and remove the associated entry.
	5. For returned FTP data packets, ASPF examines their TCP status based on the data connection session entry to make packet forwarding decisions.
	6. When the data transmission ends, ASPF removes the data connection session entry. When the FTP connection is removed, ASPF removes the control connection session entry.

	Transport layer protocol inspection


	Restrictions and guidelines: ASPF configuration
	ASPF tasks at a glance
	Configuring an ASPF policy
	1. Enter system view.
	2. Create an ASPF policy and enter its view.
	3. (Optional.) Configure ASPF inspection for application layer protocols.
	4. (Optional.) Enable ICMP error message dropping.
	5. (Optional.) Enable TCP SYN check.

	Applying an ASPF policy to a zone pair
	About this task
	Procedure
	1. Enter system view.
	2. Enter zone pair view.
	3. Apply an ASPF policy to the zone pair.


	Sending ICMP error message upon packet dropping by interzone policies applied to zone pairs
	About this task
	Procedure
	1. Enter system view.
	2. Enable the device to send ICMP error messages upon packet dropping by interzone policies applied to zone pairs.


	Display and maintenance commands for ASPF
	ASPF configuration examples
	Example: Configuring ASPF FTP application inspection
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure ACL 3500 to permit the IP packets from the host to the Internet.
	5. Create ASPF policy 1 for FTP inspection.
	6. Create a zone pair with the source security zone Trust and destination zone Untrust. Apply the ACL to the zone pair to permit the IP packets between the host and the Internet, and apply the ASPF policy to the zone pair.

	Verifying the configuration




	04-Session management
	Managing sessions
	About session management
	Session management operation
	Session types
	Session management functions

	Restrictions and guidelines: Session management configuration
	Session management tasks at a glance
	Setting the session aging time for different protocol states
	About this task
	Procedure
	1. Enter system view.
	2. Set the session aging time for different protocol states.


	Setting the session aging time for different application layer protocols or applications
	About this task
	Procedure
	1. Enter system view.
	2. Set the session aging time for different application layer protocols.


	Specifying persistent sessions
	About this task
	Procedure
	1. Enter system view.
	2. Specify persistent sessions.


	Specifying the mode for session state machine
	About this task
	Procedure
	1. Enter system view.
	2. Specify the mode for session state machine.


	Enabling session synchronization
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable session synchronization.
	3. (Optional.) Enable session synchronization for DNS, HTTP, or both.


	Configuring session dual-active mode
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable session dual-active mode.
	3. Enable session synchronization.
	4. Set the session creation mode.
	5. (Optional.) Enable transparent transmission for UDP packets.
	6. (Optional.) Set the mode of session state machine to compact.


	Configuring session logging
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Set the threshold for time-based session logging.
	3. (Optional.) Set a threshold for traffic-based logging.
	4. (Optional.) Enable logging for session creation.
	5. (Optional.) Enable logging for session deletion.
	6. Enter interface view.
	7. Enable session logging.


	Enabling session statistics collection for software fast forwarding
	About this task
	Procedure
	1. Enter system view.
	2. Enable session statistics collection for software fast forwarding.


	Enabling top session statistics
	About this task
	Procedure
	1. Enter system view.
	2. Enable the top session statistics feature.
	3. (Optional.) Display top session statistics.


	Configuring deny sessions
	Enabling the deny session feature
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the deny session feature for modules.
	3. Set the aging time for deny sessions.
	4. Set the maximum ratio of deny sessions to all sessions.


	Enabling top deny session statistics
	About this task
	Procedure
	1. Enter system view.
	2. Enable the top deny session statistics feature.



	Configuring alarms for abrupt session changes
	Configuring alarms for abrupt session table usage changes
	About this task
	Procedure
	1. Enter system view.
	2. Enable alarms for abrupt session table usage changes.
	3. Set the alarm thresholds for abrupt session table usage changes.


	Configuring alarms for abrupt session creation rate changes
	About this task
	Procedure
	1. Enter system view.
	2. Enable alarms for abrupt session creation rate changes.
	3. Set the alarm thresholds for abrupt session creation rate changes.


	Configuring alarms for abrupt session attempt rate changes
	About this task
	Procedure
	1. Enter system view.
	2. Enable alarms for abrupt session attempt rate changes.
	3. Set the alarm thresholds for abrupt session attempt rate changes.



	Enabling ALG to process fragments
	About this task
	Procedure
	1. Enter system view.
	2. Enable ALG to process fragments.


	Display and maintenance commands for session management


	05-Object group configuration
	Configuring object groups
	About object groups
	Restrictions and guidelines: Object group configuration
	Configuring a MAC address object group
	1. Enter system view.
	2. Create a MAC address object group and enter its view.
	3. (Optional.) Configure a description for the MAC address object group.
	4. Configure a MAC address object.
	5. Configure a description for the MAC address object.

	Configuring an IPv4 address object group
	1. Enter system view.
	2. Create an IPv4 address object group and enter its view.
	3. (Optional.) Configure a description for the IPv4 address object group.
	4. Configure an IPv4 address object.
	5. Configure a description for the IPv4 address object.
	object object-id description text
	6. Exclude an IPv4 address or a subnet from the IPv4 address object.
	7. (Optional.) Specify a security zone for the IPv4 address object group.

	Configuring an IPv6 address object group
	1. Enter system view.
	2. Create an IPv6 address object group and enter its view.
	3. (Optional.) Configure a description for the IPv6 address object group.
	4. Configure an IPv6 address object.
	5. Configure a description for an IPv6 address object.
	object object-id description text
	6. Exclude an IPv6 address or a subnet from the IPv6 address object.
	7. (Optional.) Specify a security zone for the IPv6 address object group.

	Configuring a service object group
	1. Enter system view.
	2. Create a service object group and enter its view.
	3. (Optional.) Configure a description for the service object group.
	4. Configure a service object.
	5. Configure a description for the service object.

	Renaming an object group
	1. Enter system view.
	2. Rename an object group.

	Configuring aging of DNS-resolved IP addresses from host names
	About this task
	Hardware and feature compatibility
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable aging of DNS-resolved IP addresses from host names.


	Display and maintenance commands for object groups


	06-IP source guard configuration
	Configuring IP source guard
	About IPSG
	IPSG operating mechanism
	Static IPSG bindings
	Dynamic IPSG bindings
	Dynamic IPv4SG
	Dynamic IPv6SG


	IPSG tasks at a glance
	1. Enabling IPv4SG on an interface
	2. (Optional.) Configuring a static IPv4SG binding
	1. Enabling IPv6SG on an interface
	2. (Optional.) Configuring a static IPv6SG binding

	Configuring the IPv4SG feature
	Enabling IPv4SG on an interface
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable the IPv4SG feature.


	Configuring a static IPv4SG binding
	About this task
	Restrictions and guidelines
	Configuring a global static IPv4SG binding
	1. Enter system view.
	2. Configure a global static IPv4SG binding.

	Configuring a static IPv4SG binding on an interface
	1. Enter system view.
	2. Enter interface view.
	3. Configure a static IPv4SG binding.



	Configuring the IPv6SG feature
	Enabling IPv6SG on an interface
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable the IPv6SG feature.


	Configuring a static IPv6SG binding
	About this task
	Restrictions and guidelines
	Configuring a global static IPv6SG binding
	1. Enter system view.
	2. Configure a global static IPv6SG binding.

	Configuring a static IPv6SG binding on an interface
	1. Enter system view.
	2. Enter interface view.
	3. Configure a static IPv6SG binding.



	Display and maintenance commands for IPSG


	07-AAA configuration
	Configuring AAA
	About AAA
	AAA implementation
	AAA network diagram
	RADIUS
	Client/server model
	1. Receives authentication, authorization, and accounting requests from RADIUS clients.
	2. Performs user authentication, authorization, or accounting.
	3. Returns user access control information (for example, rejecting or accepting the user access request) to the clients.

	Information exchange security mechanism
	User authentication methods
	Basic RADIUS packet exchange process
	1. The host sends a connection request that includes the user's username and password to the RADIUS client.
	2. The RADIUS client sends an authentication request (Access-Request) to the RADIUS server. The request includes the user's password, which has been processed by the MD5 algorithm and shared key.
	3. The RADIUS server authenticates the username and password. If the authentication succeeds, the server sends back an Access-Accept packet that contains the user's authorization information. If the authentication fails, the server returns an Access-R...
	4. The RADIUS client permits or denies the user according to the authentication result. If the result permits the user, the RADIUS client sends a start-accounting request (Accounting-Request) packet to the RADIUS server.
	5. The RADIUS server returns an acknowledgment (Accounting-Response) packet and starts accounting.
	6. The user accesses the network resources.
	7. The host requests the RADIUS client to tear down the connection.
	8. The RADIUS client sends a stop-accounting request (Accounting-Request) packet to the RADIUS server.
	9. The RADIUS server returns an acknowledgment (Accounting-Response) and stops accounting for the user.
	10. The RADIUS client notifies the user of the termination.

	RADIUS packet format
	Extended RADIUS attributes

	HWTACACS
	Differences between HWTACACS and RADIUS
	Basic HWTACACS packet exchange process
	1. A Telnet user requests to Telnet to the device (HWTACACS client) and provides the username and password as instructed by the system.
	2. The HWTACACS client sends a start-authentication request that includes the username to the HWTACACS server when it receives the Telnet request.
	3. The HWTACACS server sends back an authentication response to request the login password.
	4. Upon receipt of the response, the HWTACACS client sends the HWTACACS server a continue-authentication packet that includes the login password.
	5. If the authentication succeeds, the HWTACACS server sends back an authentication response to indicate that the user has passed authentication.
	6. The HWTACACS client sends a user authorization request packet to the HWTACACS server.
	7. If the authorization succeeds, the HWTACACS server sends back an authorization response, indicating that the user is now authorized.
	8. Knowing that the user is now authorized, the HWTACACS client pushes its CLI to the user and permits the user to log in.
	9. The HWTACACS client sends a start-accounting request to the HWTACACS server.
	10. The HWTACACS server sends back an accounting response, indicating that it has received the start-accounting request.
	11. The user logs off.
	12. The HWTACACS client sends a stop-accounting request to the HWTACACS server.
	13. The HWTACACS server sends back a stop-accounting response, indicating that the stop-accounting request has been received.


	LDAP
	LDAP directory service
	LDAP authentication and authorization
	1. Uses the LDAP server administrator DN to bind with the LDAP server. After the binding is created, the client establishes a connection to the server and obtains the right to search.
	2. Constructs search conditions by using the username in the authentication information of a user. The specified root directory of the server is searched and a user DN list is generated.
	3. Binds with the LDAP server by using each user DN and password. If a binding is created, the user is considered legal.

	Basic LDAP authentication process
	1. A Telnet user initiates a connection request and sends the username and password to the LDAP client.
	2. After receiving the request, the LDAP client establishes a TCP connection with the LDAP server.
	3. To obtain the right to search, the LDAP client uses the administrator DN and password to send an administrator bind request to the LDAP server.
	4. The LDAP server processes the request. If the bind operation is successful, the LDAP server sends an acknowledgment to the LDAP client.
	5. The LDAP client sends a user DN search request with the username of the Telnet user to the LDAP server.
	6. After receiving the request, the LDAP server searches for the user DN by the base DN, search scope, and filtering conditions. If a match is found, the LDAP server sends a response to notify the LDAP client of the successful search. There might be o...
	7. The LDAP client uses the obtained user DN and the entered user password as parameters to send a user DN bind request to the LDAP server. The server will check whether the user password is correct.
	8. The LDAP server processes the request, and sends a response to notify the LDAP client of the bind operation result. If the bind operation fails, the LDAP client uses another obtained user DN as the parameter to send a user DN bind request to the LD...
	9. The LDAP client saves the user DN that has been bound and exchanges authorization packets with the authorization server.
	10. After successful authorization, the LDAP client notifies the user of the successful login.

	Basic LDAP authorization process
	1. A Telnet user initiates a connection request and sends the username and password to the device. The device will act as the LDAP client during authorization.
	2. After receiving the request, the device exchanges authentication packets with the authentication server for the user:
	3. The LDAP client establishes a TCP connection with the LDAP authorization server.
	4. To obtain the right to search, the LDAP client uses the administrator DN and password to send an administrator bind request to the LDAP server.
	5. The LDAP server processes the request. If the bind operation is successful, the LDAP server sends an acknowledgment to the LDAP client.
	6. The LDAP client sends an authorization search request with the username of the Telnet user to the LDAP server. If the user uses the same LDAP server for authentication and authorization, the client sends the request with the saved user DN of the Te...
	7. After receiving the request, the LDAP server searches for the user information by the base DN, search scope, filtering conditions, and LDAP attributes. If a match is found, the LDAP server sends a response to notify the LDAP client of the successfu...
	8. After successful authorization, the LDAP client notifies the user of the successful login.


	User management based on ISP domains and user access types
	Authentication, authorization, and accounting methods
	Authentication methods
	Authorization methods
	Accounting methods

	AAA extended functions
	AAA for VPNs
	Protocols and standards

	AAA tasks at a glance
	1. Configuring AAA schemes
	2. Configuring an ISP domain
	a. Creating an ISP domain
	b. Configuring ISP domain attributes

	3. Configuring AAA methods for an ISP domain
	4. (Optional.) Configuring advanced AAA features

	Configuring local users
	About local users
	Local user configuration tasks at a glance
	1. Configuring local user attributes
	2. (Optional.) Configuring user group attributes
	3. (Optional.) Configuring local users in batch
	4. (Optional.) Managing network access users
	5. (Optional.) Managing local guests

	Configuring attributes for device management users
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Add a device management user and enter device management user view.
	3. Configure a password for the device management user.
	4. Assign services to the device management user.
	5. (Optional.) Set the status of the device management user.
	6. (Optional.) Set the upper limit of concurrent logins using the device management username.
	7. (Optional.) Configure authorization attributes for the device management user.
	8. (Optional.) Configure password control attributes for the device management user. Choose the following tasks as needed:
	9. (Optional.) Assign the device management user to a user group.


	Configuring attributes for network access users
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Add a network access user and enter network access user view.
	3. (Optional.) Configure a password for the network access user.
	4. (Optional.) Configure a description for the network access user.
	5. Assign services to the network access user.
	6. (Optional.) Set the status of the network access user.
	7. (Optional.) Set the upper limit of concurrent logins using the network access username.
	8. (Optional.) Configure binding attributes for the network access user.
	9. (Optional.) Configure authorization attributes for the network access user.
	10. (Optional.) Configure password control attributes for the network access user. Choose the following tasks as needed:
	11. (Optional.) Assign the network access user to a user group.
	12. (Optional.) Assign the network access user to an identity group.
	13. (Optional.) specify the validity period for the local user.


	Configuring local guest attributes
	About this task
	Procedure
	1. Enter system view.
	2. Create a local guest and enter local guest view.
	3. (Optional.) Configure a password for the local guest.
	4. Configure basic information for the local guest. Choose the following tasks as needed:
	5. (Optional.) Configure the validity period for the local guest.
	6. (Optional.) Assign the local guest to a user group.
	7. (Optional.) Configure the local guest status.


	Configuring user group attributes
	About this task
	Procedure
	1. Enter system view.
	2. Create a user group and enter user group view.
	3. Configure authorization attributes for the user group.
	4. (Optional.) Configure password control attributes for the user group. Choose the following tasks as needed:
	5. (Optional.) Assign identity members to the user group.


	Configuring local users in batch
	About this task
	Importing local users in batch
	1. Enter system view.
	2. Import user account information from a .csv file in the specified path to create network access users based on the imported information.

	Exporting local users in batch
	1. Enter system view.
	2. Export network access user account information to a .csv file in the specified path.


	Managing network access users
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure parameters for the email notifications sent to network access users.
	3. Configure SMTP server parameters for the email notifications sent to network access users.


	Managing local guests
	About this task
	1. The device pushes the portal user registration page to a user that wants to access the network as a local guest.
	2. The user submits account information for registration, including the user name, password, and email address.
	3. The device forwards the registration request to the guest manager in an email notification.
	4. The guest manager adds supplementary information as needed and approves the registration information.
	5. The device creates a local guest account and sends an email notification to the user and guest sponsor. The email contains local guest account, password, validity period, and other account information.

	Procedure
	1. Enter system view
	2. Configure the email notification feature for local guests.
	a. Configure the subject and body of email notifications.
	b. Configure the email sender address in the email notifications sent by the device for local guests.
	c. Specify an SMTP server for sending email notifications of local guests.

	3. Configure the guest manager's email address.
	4. (Optional.) Set the waiting-approval timeout timer for guest registration requests.
	5. (Optional.) Import guest account information from a .csv file in the specified path to create local guests based on the imported information.
	6. (Optional.) Create local guests in batch.
	7. (Optional.) Export local guest account information to a .csv file in the specified path.
	8. (Optional.) Enable the guest auto-delete feature.
	9. (Optional.) Send email notifications to the local guest or the guest sponsor.
	a. Return to user view.
	b. Send email notifications to the local guest or the guest sponsor. The email contents include the user name, password, and validity period of the guest account.



	Display and maintenance commands for local users and local user groups

	Configuring RADIUS
	RADIUS tasks at a glance
	1. Configuring a test profile for RADIUS server status detection
	2. Creating a RADIUS scheme
	3. Specifying RADIUS authentication servers
	4. Specifying the RADIUS accounting servers
	5. Specifying the shared keys for secure RADIUS communication
	6. Specifying the MPLS L3VPN instance for a RADIUS scheme
	7. (Optional.) Setting the status of RADIUS servers
	8. (Optional.) Setting RADIUS timers
	9. (Optional.) Configuring parameters for RADIUS packets
	10. (Optional.) Configuring parameters for RADIUS attributes
	11. (Optional.) Configuring extended RADIUS features

	Configuring a test profile for RADIUS server status detection
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure a test profile for detecting the status of RADIUS authentication servers.


	Creating a RADIUS scheme
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a RADIUS scheme and enter RADIUS scheme view.


	Specifying RADIUS authentication servers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Specify the primary RADIUS authentication server.
	4. (Optional.) Specify a secondary RADIUS authentication server.


	Specifying the RADIUS accounting servers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Specify the primary RADIUS accounting server.
	4. (Optional.) Specify a secondary RADIUS accounting server.


	Specifying the shared keys for secure RADIUS communication
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Specify a shared key for secure RADIUS communication.


	Specifying the MPLS L3VPN instance for a RADIUS scheme
	About this task
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Specify a VPN instance for the RADIUS scheme.


	Setting the status of RADIUS servers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Set the RADIUS server status. Choose the following tasks as needed:


	Setting RADIUS timers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Set RADIUS timers. Choose the following tasks as needed:


	Specifying the source IP address for outgoing RADIUS packets
	About this task
	1. The source IP address specified for the RADIUS scheme.
	2. The source IP address specified in system view for the VPN or public network, depending on where the RADIUS server resides.
	3. The IP address of the outbound interface specified by the route.

	Restrictions and guidelines for source IP address configuration
	Specifying a source IP address for all RADIUS schemes
	1. Enter system view.
	2. Specify a source IP address for outgoing RADIUS packets.

	Specifying a source IP address for a RADIUS scheme
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Specify a source IP address for outgoing RADIUS packets.


	Setting the username format and traffic statistics units
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Set the format for usernames sent to the RADIUS servers.
	4. Set the data flow and packet measurement units for traffic statistics.


	Setting the maximum number of RADIUS request transmission attempts
	About this task
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Set the maximum number of RADIUS request transmission attempts.


	Setting the maximum number of real-time accounting attempts
	About this task
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Set the maximum number of real-time accounting attempts.


	Setting the DSCP priority for RADIUS packets
	About this task
	Procedure
	1. Enter system view.
	2. Set the DSCP priority for RADIUS packets.


	Configuring the Login-Service attribute check method for SSH, FTP, and terminal users
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Configure the Login-Service attribute check method for SSH, FTP, and terminal users.


	Enabling online user password change by using RADIUS attribute 17
	About this task
	1. If the RADIUS authentication server sends an Access-Challenge packet that includes the Reply-Message attribute when a user passes authentication, the device prompts the user to change its password.
	2. After receiving the password change request from the user, the device sends a RADIUS authentication request to the RADIUS authentication server.
	3. When the device receives a response from the RADIUS authentication server, the online user's password is changed successfully.
	1. After receiving the password change request from the user, the device sends a RADIUS authentication request to a reachable RADIUS server. In the authentication request, the device uses attribute 2 and attribute 17 to carry the new user password and...
	2. When the device receives a response from the selected RADIUS server, the online user's password is changed successfully.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Enable online user password change by using RADIUS attribute 17.


	Configuring parsing rules for the RDIUS Reply-Message attribute
	About this task
	Restirctions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Configure a parsing rule for the RADIUS Reply-Message attribute.


	Interpreting the RADIUS class attribute as CAR parameters
	About this task
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Interpret the RADIUS class attribute as CAR parameters.


	Configuring the MAC address format for the RADIUS Called-Station-Id attribute
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Configure the MAC address format for the RADIUS Called-Station-Id attribute.


	Configuring the MAC address format for the RADIUS Calling-Station-Id attribute
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Configure the MAC address format for the RADIUS Calling-Station-Id attribute.


	Specifying a server version for interoperating with servers with a vendor ID of 2011
	About this task
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Specify a server version for interoperating with servers with a vendor ID of 2011.


	Setting the data measurement unit for the Remanent_Volume attribute
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Set the data measurement unit for the Remanent_Volume attribute.


	Interpreting the Microsegment-Id attribute to an authorization VLAN
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Interpret the Microsegment-Id attribute to an authorization VLAN.


	Specifying the format for attribute Acct-Session-Id
	About this task
	Procedure
	1. Enter system view.
	2. Specify the format for attribute Acct-Session-Id.


	Configuring the RADIUS attribute translation feature
	About this task
	Restrictions and guidelines for RADIUS attribute translation configuration
	Configuring the RADIUS attribute translation feature for a RADIUS scheme
	1. Enter system view.
	2. (Optional.) Define an extended RADIUS attribute.
	3. Enter RADIUS scheme view.
	4. Enable the RADIUS attribute translation feature.
	5. Configure a RADIUS attribute conversion rule or a RADIUS attribute reject rule. Choose the following tasks as needed:

	Configuring the RADIUS attribute translation feature for a RADIUS DAS
	1. Enter system view.
	2. (Optional.) Define an extended RADIUS attribute.
	3. Enter RADIUS DAS view.
	4. Enable the RADIUS attribute translation feature.
	5. Configure a RADIUS attribute conversion rule or a RADIUS attribute rejection rule. Choose the following tasks as needed:


	Configuring the RADIUS accounting-on feature
	About this task
	1. Monitor the status of all accounting servers in the RADIUS scheme.
	2. Send accounting-on packets to the reachable servers to request the servers to stop accounting for all online users that use the RADIUS scheme and to log out the users.

	Procedure
	1. Enter system view.
	2. Enter RADIUS scheme view.
	3. Enable accounting-on.


	Configuring the RADIUS session-control feature
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the session-control feature.
	3. Specify a session-control client.


	Configuring the RADIUS DAS feature
	About this task
	1. Listens to the default or specified UDP port to receive DAE requests.
	2. Logs off online users that match the criteria in the requests and changes their authorization information.
	3. Sends DAE responses to the DAC.

	Procedure
	1. Enter system view.
	2. Enable the RADIUS DAS feature and enter RADIUS DAS view.
	3. Specify a RADIUS DAC.
	4. (Optional.) Specify the RADIUS DAS port.


	Enabling SNMP notifications for RADIUS
	About this task
	Procedure
	1. Enter system view.
	2. Enable SNMP notifications for RADIUS.


	Display and maintenance commands for RADIUS

	Configuring HWTACACS
	HWTACACS tasks at a glance
	1. Creating an HWTACACS scheme
	2. Specifying the HWTACACS authentication servers
	3. Specifying the HWTACACS authorization servers
	4. Specifying the HWTACACS accounting servers
	5. Specifying the shared keys for secure HWTACACS communication
	6. Specifying an MPLS L3VPN instance for the scheme
	7. (Optional.) Setting HWTACACS timers
	8. (Optional.) Configuring parameters for HWTACACS packets
	9. (Optional.) Associating an HWTACACS server with a track entry
	10. (Optional.) Specifying the action to take for AAA requests if all HWTACACS servers are blocked

	Creating an HWTACACS scheme
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an HWTACACS scheme and enter HWTACACS scheme view.


	Specifying the HWTACACS authentication servers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Specify the primary HWTACACS authentication server.
	4. (Optional.) Specify a secondary HWTACACS authentication server.


	Specifying the HWTACACS authorization servers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Specify the primary HWTACACS authorization server.
	4. (Optional.) Specify a secondary HWTACACS authorization server.


	Specifying the HWTACACS accounting servers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Specify the primary HWTACACS accounting server.
	4. (Optional.) Specify a secondary HWTACACS accounting server.


	Specifying the shared keys for secure HWTACACS communication
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Specify a shared key for secure HWTACACS authentication, authorization, or accounting communication.


	Specifying an MPLS L3VPN instance for the scheme
	About this task
	Procedure
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Specify a VPN instance for the HWTACACS scheme.


	Setting HWTACACS timers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Set the HWTACACS timers. Choose the following tasks as needed:


	Specifying the source IP address for outgoing HWTACACS packets
	About this task
	1. The source IP address specified for the HWTACACS scheme.
	2. The source IP address specified in system view for the VPN or public network, depending on where the HWTACACS server resides.
	3. The IP address of the outbound interface specified by the route.

	Restrictions and guidelines for source IP address configuration
	Specifying a source IP address for all HWTACACS schemes
	1. Enter system view.
	2. Specify a source IP address for outgoing HWTACACS packets.

	Specifying a source IP address for an HWTACACS scheme
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Specify a source IP address for outgoing HWTACACS packets.


	Setting the username format and traffic statistics units
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Set the format of usernames sent to the HWTACACS servers.
	4. Set the data flow and packet measurement units for traffic statistics.


	Associating an HWTACACS server with a track entry
	About this task
	1. The NQA operation starts to detect the reachability of the server and obtains the result. NQA sends the detection result to the Track module for the Track module to set the state of the track entry.
	2. AAA sets the status of the server based on the track entry state.

	Prerequisites
	Procedure
	1. Enter system view.
	2. Associate an HWTACACS server with a track entry to detect the server reachability.


	Specifying the action to take for AAA requests if all HWTACACS servers are blocked
	About this task
	Procedure
	1. Enter system view.
	2. Enter HWTACACS scheme view.
	3. Specify the action to take for AAA requests if all servers in the scheme are blocked.


	Display and maintenance commands for HWTACACS

	Configuring LDAP
	LDAP tasks at a glance
	1. Configuring an LDAP server
	a. Creating an LDAP server
	b. Configuring the IP address of the LDAP server
	c. (Optional.) Specifying the LDAP version
	d. (Optional.) Specifying the source IP address of outgoing LDAP packets
	e. (Optional.) Setting the LDAP server timeout period
	f. Configuring administrator attributes
	g. Configuring LDAP user attributes
	h. Specifying the character encoding format
	i. (Optional.) Configuring a user group filter

	2. Configuring an LDAP attribute map
	3. Creating an LDAP scheme
	4. Specifying the LDAP authentication server
	5. (Optional.) Specifying the LDAP authorization server
	6. (Optional.) Specifying an LDAP attribute map for LDAP authorization

	Creating an LDAP server
	1. Enter system view.
	2. Create an LDAP server and enter LDAP server view.

	Configuring the IP address of the LDAP server
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter LDAP server view.
	3. Configure the IP address of the LDAP server.


	Specifying the LDAP version
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter LDAP server view.
	3. Specify the LDAP version.


	Specifying the source IP address of outgoing LDAP packets
	About this task
	Restrictions and guidelines
	Procedure
	4. Enter system view.
	5. Enter LDAP server view.
	6. Specify a source IP address for LDAP packets sent to the LDAP server.


	Setting the LDAP server timeout period
	About this task
	Procedure
	1. Enter system view.
	2. Enter LDAP server view.
	3. Set the LDAP server timeout period.


	Configuring administrator attributes
	About this task
	Procedure
	1. Enter system view.
	2. Enter LDAP server view.
	3. Specify the administrator DN.
	4. Configure the administrator password.


	Configuring LDAP user attributes
	About this task
	1. Establish a connection to the LDAP server.
	2. Obtain the user DN from the LDAP server.
	3. Use the user DN and the user's password to bind with the LDAP server.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter LDAP server view.
	3. Specify the user search base DN.
	4. (Optional.) Specify the user search scope.
	5. (Optional.) Specify the username attribute.
	6. (Optional.) Specify the username format.
	7. (Optional.) Specify the user object class.


	Specifying the character encoding format
	About this task
	Restriction and guidelines
	Procedure
	1. Enter system view.
	2. Enter LDAP server view.
	3. Specify the character encoding format for the LDAP server.


	Configuring a user group filter
	About this task
	Procedure
	1. Enter system view.
	2. Enter LDAP server view.
	3. Configure the user group filter.


	Configuring an LDAP attribute map
	About this task
	Procedure
	1. Enter system view.
	2. Create an LDAP attribute map and enter LDAP attribute map view.
	3. Configure a mapping entry.


	Creating an LDAP scheme
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an LDAP scheme and enter LDAP scheme view.


	Specifying the LDAP authentication server
	1. Enter system view.
	2. Enter LDAP scheme view.
	3. Specify the LDAP authentication server.

	Specifying the LDAP authorization server
	1. Enter system view.
	2. Enter LDAP scheme view.
	3. Specify the LDAP authorization server.

	Specifying an LDAP attribute map for LDAP authorization
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter LDAP scheme view.
	3. Specify an LDAP attribute map.


	Display and maintenance commands for LDAP

	Creating an ISP domain
	About ISP domains
	1. The authentication domain specified for the access module.
	2. The ISP domain in the username.
	3. The default ISP domain of the device.

	Restrictions and guidelines for ISP domain configuration
	Creating an ISP domain
	1. Enter system view.
	2. Create an ISP domain and enter ISP domain view.

	Specifying the default ISP domain
	1. Enter system view.
	2. Specify the default ISP domain.

	Specifying an ISP domain for users that are assigned to nonexistent domains
	1. Enter system view.
	2. Specify the ISP domain to accommodate users that are assigned to nonexistent domains.


	Configuring ISP domain attributes
	Setting ISP domain status
	About this task
	Procedure
	1. Enter system view.
	2. Enter ISP domain view.
	3. Set the status of the ISP domain.


	Configuring authorization attributes for an ISP domain
	About this task
	Procedure
	1. Enter system view.
	2. Enter ISP domain view.
	3. Configure authorization attributes for authenticated users in the ISP domain.


	Including the idle timeout period in the user online duration to be sent to the server
	About this task
	Procedure
	1. Enter system view.
	2. Enter ISP domain view.
	3. Configure the device to include the idle timeout period in the user online duration to be sent to the server.


	Specifying the user address type in an ISP domain
	1. Enter system view.
	2. Enter ISP domain view.
	3. Specify the user address type in the ISP domain.

	Specifying the service type for users in an ISP domain
	1. Enter system view.
	2. Enter ISP domain view.
	3. Specify the service type for users in the ISP domain.

	Specifying the types of IP addresses that L2TP users must rely on to use the basic services
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter ISP domain view.
	3. Specify the types of IP addresses that L2TP users must rely on to use the basic services.


	Setting the IPv6 address wait timer for L2TP users
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter ISP domain view.
	3. Set the IPv6 address wait timer for L2TP users.



	Configuring AAA methods for an ISP domain
	Configuring authentication methods for an ISP domain
	Restrictions and guidelines
	Prerequisites
	1. Determine the access type or service type to be configured. With AAA, you can configure an authentication method for each access type and service type.
	2. Determine whether to configure the default authentication method for all access types or service types. The default authentication method applies to all access users. However, the method has a lower priority than the authentication method that is s...

	Procedure
	1. Enter system view.
	2. Enter ISP domain view.
	3. (Optional.) Specify default authentication methods for all types of users.
	4. Specify authentication methods for a user type or a service.


	Configuring authorization methods for an ISP domain
	Restrictions and guidelines
	Prerequisites
	1. Determine the access type or service type to be configured. With AAA, you can configure an authorization scheme for each access type and service type.
	2. Determine whether to configure the default authorization method for all access types or service types. The default authorization method applies to all access users. However, the method has a lower priority than the authorization method that is spec...

	Procedure
	1. Enter system view.
	2. Enter ISP domain view.
	3. (Optional.) Specify default authorization methods for all types of users.
	4. Specify authorization methods for a user type or a service.


	Configuring accounting methods for an ISP domain
	Restrictions and guidelines
	Prerequisites
	1. Determine the access type or service type to be configured. With AAA, you can configure an accounting method for each access type and service type.
	2. Determine whether to configure the default accounting method for all access types or service types. The default accounting method applies to all access users. However, the method has a lower priority than the accounting method that is specified for...

	Procedure
	1. Enter system view.
	2. Enter ISP domain view.
	3. (Optional.) Specify default accounting methods for all types of users.
	4. Specify accounting methods for a user type.
	5. (Optional.) Configure extended accounting policies.


	Display and maintenance commands for ISP domains

	Configuring domain name delimiters
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure global domain name delimiters.
	3. Specify the search direction for the domain name delimiter.


	Setting the maximum number of concurrent login users
	About this task
	Procedure
	1. Enter system view.
	2. Set the maximum number of concurrent login users.


	Configuring a NAS-ID
	About this task
	3. NAS-ID bound with VLANs in a NAS-ID profile.
	4. NAS-ID in an ISP domain.

	Configuring a NAS-ID profile
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a NAS-ID profile and enter NAS-ID profile view.
	3. Configure a NAS-ID and VLAN binding in the profile.



	Enabling password change prompt logging
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable password change prompt logging.

	Setting the NAS-ID in an ISP domain
	1. Enter system view.
	2. Enter ISP domain view.
	3. Set the NAS-ID in the ISP domain.


	Configuring the device ID
	About this task
	Procedure
	1. Enter system view.
	2. Configure the device ID.


	Configuring the AAA test feature
	About this task
	1. The device sends authentication requests that carry the specified username and password to the specified authentication server or to the authentication servers in the specified RADIUS scheme. The device tries to communicate with the authentication ...
	2. The device sends start-accounting requests to the specified accounting server or to the accounting servers in the specified RADIUS scheme. The device tries to communicate with the accounting servers in the specified scheme in sequence.
	3. The device sends stop-accounting requests to the accounting servers to which it has sent a start-accounting request.

	Restrictions and guidelines
	Prerequisites
	Procedure
	1. (Optional.) Configure a RADIUS attribute test group:
	a. Enter system view.
	b. Create a RADIUS attribute test group and enter its view.
	c. Include an attribute in RADIUS requests.
	d. Exclude an attribute from RADIUS requests.
	e. Return to system view.
	f. Return to user view.

	2. Perform an AAA test in user view.


	AAA configuration examples
	Example: Configuring authentication and authorization for SSH users by a RADIUS server
	Network configuration
	Configuring the RADIUS server
	1. Add the device to the IMC Platform as an access device:
	a. Set the ports for authentication and accounting to 1812 and 1813, respectively.
	b. Select Device Management Service from the Service Type list.
	c. Select (General) from the Access Device Type list.
	d. Set the shared key to expert for secure RADIUS communication.
	e. Select an access device from the device list or manually add an access device. In this example, the device IP address is 10.1.1.2.
	f. Use the default values for other parameters.
	g. Click OK.

	2. Add an account for device management:
	a. Enter account name hello@bbb and set the password.
	b. Select SSH from the Login Type list.
	c. Enter network-admin in the Role Name field.
	d. Specify 10.1.1.0 to 10.1.1.255 as the IP address range of hosts to be managed.
	e. Click OK.


	Configuring the device
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy to permit the request packets from the device to the RADIUS server.
	5. Configure key pairs:
	6. Configure SSH:
	7. Configure a RADIUS scheme:
	8. Create an ISP domain named bbb and configure authentication, authorization, and accounting methods for login users. Because RADIUS user authorization information is piggybacked in authentication responses, the authentication and authorization metho...

	Verifying the configuration

	Example: Configuring local authentication and authorization for SSH users
	Network configuration
	Procedure
	1. Assign an IP address to GigabitEthernet 1/0/1.
	2. Configure settings for routing.
	3. Add interface GigabitEthernet 1/0/1 to security zone Management.
	4. Configure key pairs:
	5. Configure SSH:
	6. Configure a local SSH user:
	7. Configure an ISP domain:

	Verifying the configuration

	Example: Configuring AAA for SSH users by an HWTACACS server
	Network configuration
	Configuring the HWTACACS server
	Configuring the device
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy to permit the request packets from the device to the HWTACACS server.
	5. Configure key pairs:
	6. Configure SSH:
	7. Configure an HWTACACS scheme:
	8. Configure an ISP domain:

	Verifying the configuration

	Example: Configuring authentication for SSH users by an LDAP server
	Network configuration
	Configuring the LDAP server
	1. Add a user named aaa and set the password to ldap!123456:
	a. On the LDAP server, select Start > Control Panel > Administrative Tools.
	b. Double-click Active Directory Users and Computers.
	c. From the navigation tree, click Users under the ldap.com node.
	d. Select Action > New > User from the menu to display the dialog box for adding a user.
	e. Enter logon name aaa and click Next.
	f. In the dialog box, enter password ldap!123456, select options as needed, and click Next.
	g. Click OK.

	2. Add user aaa to group Users:
	a. From the navigation tree, click Users under the ldap.com node.
	b. In the right pane, right-click user aaa and select Properties.
	c. In the dialog box, click the Member Of tab and click Add.
	d. In the Select Groups dialog box, enter Users in the Enter the object names to select field, and click OK.

	3. Set the administrator password to admin!123456:
	a. In the right pane, right-click user Administrator and select Set Password.
	b. In the dialog box, enter the administrator password. (Details not shown.)


	Configuring the device
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy to permit the request packets from the device to the LDAP server.
	5. Configure key pairs:
	6. Configure SSH:
	7. Configure LDAP:
	8. Configure an ISP domain:

	Verifying the configuration

	Example: Configuring authentication and authorization for SSL VPN users by an LDAP server
	Network configuration
	Configuring the LDAP server
	1. Add a user named aaa and set the password to ldap!123456:
	a. On the LDAP server, select Start > Control Panel > Administrative Tools.
	b. Double-click Active Directory Users and Computers.
	c. From the navigation tree, click Users under the ldap.com node.
	d. Select Action > New > User from the menu to display the dialog box for adding a user.
	e. Enter logon name aaa and click Next.
	f. In the dialog box, enter password ldap!123456, select options as needed, and click Next.
	g. Click OK.

	2. Add user aaa to group Users:
	a. From the navigation tree, click Users under the ldap.com node.
	b. In the right pane, right-click user aaa and select Properties.
	c. In the dialog box, click the Member Of tab and click Add.
	d. In the Select Groups dialog box, enter Users in the Enter the object names to select field, and click OK.

	3. Set the administrator password to admin!123456:
	a. In the right pane, right-click user Administrator and select Set Password.
	b. In the dialog box, enter the administrator password. (Details not shown.)


	Configuring the device
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Create a PKI domain named sslvpn and obtain the CA and local certificates (see "Configuring PKI"). (Details not shown.)
	6. Configure SSL:
	7. Configure SSL VPN:
	8. Configure LDAP:
	9. Create an ISP domain named bbb and configure the authentication, authorization, and accounting methods for SSL VPN users.
	10. Create a user group named users and authorize SSL VPN policy group pg1 to the group.

	Verifying the configuration

	Example: Configuring and managing a local guest
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Manage local guests:
	6. Configure the local guest:
	7. Configure the device to send guest email notifications:

	Verifying the configuration


	Troubleshooting AAA
	RADIUS authentication failure
	Symptom
	Analysis
	Solution
	1. Verify the following items:
	2. If the problem persists, contact NSFOCUS Support.


	RADIUS packet delivery failure
	Symptom
	Analysis
	Solution
	1. Verify the following items:
	2. If the problem persists, contact NSFOCUS Support.


	RADIUS accounting error
	Symptom
	Analysis
	Solution
	1. Verify the following items:
	2. If the problem persists, contact NSFOCUS Support.


	Troubleshooting HWTACACS
	LDAP authentication failure
	Symptom
	Analysis
	Solution
	1. Verify the following items:
	2. If the problem persists, contact NSFOCUS Support.
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	08-802.1X configuration
	802.1X overview
	About the 802.1X protocol
	802.1X architecture
	Controlled/uncontrolled port and port authorization status
	Packet exchange methods
	EAP relay
	EAP termination
	1. Terminates the EAP packets received from the client.
	2. Encapsulates the client authentication information in standard RADIUS packets.
	3. Uses PAP or CHAP to authenticate to the RADIUS server.

	Comparing EAP relay and EAP termination

	Packet formats
	EAP packet format
	EAPOL packet format
	EAP over RADIUS

	802.1X authentication procedures
	EAP relay
	1. When a user launches the 802.1X client and enters a registered username and password, the 802.1X client sends an EAPOL-Start packet to the access device.
	2. The access device responds with an EAP-Request/Identity packet to ask for the client username.
	3. In response to the EAP-Request/Identity packet, the client sends the username in an EAP-Response/Identity packet to the access device.
	4. The access device relays the EAP-Response/Identity packet in a RADIUS Access-Request packet to the authentication server.
	5. The authentication server uses the identity information in the RADIUS Access-Request to search its user database. If a matching entry is found, the server uses a randomly generated challenge (EAP-Request/MD5-Challenge) to encrypt the password in th...
	6. The access device transmits the EAP-Request/MD5-Challenge packet to the client.
	7. The client uses the received challenge to encrypt the password, and sends the encrypted password in an EAP-Response/MD5-Challenge packet to the access device.
	8. The access device relays the EAP-Response/MD5-Challenge packet in a RADIUS Access-Request packet to the authentication server.
	9. The authentication server compares the received encrypted password with the encrypted password it generated at step 5. If the two passwords are identical, the server considers the client valid and sends a RADIUS Access-Accept packet to the access d...
	10. Upon receiving the RADIUS Access-Accept packet, the access device performs the following operations:
	a. Sends an EAP-Success packet to the client.
	b. Sets the controlled port in authorized state.
	11. After the client comes online, the access device periodically sends handshake requests to check whether the client is still online. By default, if two consecutive handshake attempts fail, the device logs off the client.
	12. Upon receiving a handshake request, the client returns a response. If the client fails to return a response after a number of consecutive handshake attempts (two by default), the access device logs off the client. This handshake mechanism enables ...
	13. The client can also send an EAPOL-Logoff packet to ask the access device for a logoff.
	14. In response to the EAPOL-Logoff packet, the access device changes the status of the controlled port from authorized to unauthorized. Then, the access device sends an EAP-Failure packet to the client.

	EAP termination

	802.1X authentication initiation
	802.1X client as the initiator
	Access device as the initiator


	Access control methods
	802.1X VLAN manipulation
	Authorization VLAN
	Remote VLAN authorization
	Local VLAN authorization
	Authorization VLAN manipulation on an 802.1X-enabled port

	Guest VLAN
	Port-based access control
	MAC-based access control

	Auth-Fail VLAN
	Port-based access control
	MAC-based access control

	Critical VLAN
	Port-based access control
	MAC-based access control


	ACL assignment
	Periodic 802.1X reauthentication
	EAD assistant
	SmartOn
	1. When a SmartOn-enabled port receives an EAPOL-Start packet from an 802.1X client, it sends a unicast EAP-Request/Notification packet to the client for SmartOn authentication.
	2. Upon receiving an EAP-Response/Notification from the client, the device compares the switch ID and password in the packet with the switch ID and password configured on the device.


	Configuring 802.1X
	Restrictions and guidelines: 802.1X configuration
	802.1X tasks at a glance
	2. Configuring basic 802.1X features
	3. (Optional.) Configuring 802.1X VLAN assignment
	4. (Optional.) Configuring other 802.1X features

	Prerequisites for 802.1X
	Enabling 802.1X
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable 802.1X globally.
	3. Enter interface view.
	4. Enable 802.1X on a port.


	Enabling EAP relay or EAP termination
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure EAP relay or EAP termination.


	Setting the port authorization state
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Set the port authorization state.


	Specifying an access control method
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify an access control method.


	Specifying a mandatory authentication domain on a port
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify a mandatory 802.1X authentication domain on the port.


	Setting the 802.1X authentication timeout timers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the client timeout timer.
	3. Set the server timeout timer.


	Configuring 802.1X reauthentication
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Set the periodic reauthentication timer.
	3. Enter interface view.
	4. Enable periodic online user reauthentication.
	5. (Optional.) Enable the keep-online feature for 802.1X users.


	Setting the quiet timer
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the quiet timer.
	3. (Optional.) Set the quiet timer.


	Configuring an 802.1X guest VLAN
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure the 802.1X guest VLAN on the port.


	Configuring an 802.1X Auth-Fail VLAN
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure the 802.1X Auth-Fail VLAN on the port.


	Configuring an 802.1X critical VLAN
	Restrictions and guidelines for 802.1X critical VLAN configuration
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure the 802.1X critical VLAN on the port.


	Configuring the authentication trigger feature
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Set the username request timeout timer.
	3. Enter interface view.
	4. Enable an authentication trigger.


	Setting the maximum number of concurrent 802.1X users on a port
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Set the maximum number of concurrent 802.1X users on a port.


	Setting the maximum number of authentication request attempts
	About this task
	Procedure
	1. Enter system view.
	2. Set the maximum number of attempts for sending an authentication request.


	Configuring online user handshake
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Set the handshake timer.
	3. Enter interface view.
	4. Enable the online user handshake feature.
	5. (Optional.) Enable the online user handshake security feature.
	6. (Optional.) Enable the 802.1X online user handshake reply feature.


	Specifying supported domain name delimiters
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify a set of domain name delimiters for 802.1X users.


	Configuring the EAD assistant feature
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the EAD assistant feature.
	3. Configure a free IP.
	4. (Optional.) Configure the redirect URL if users will use Web browsers to access the network.
	5. (Optional.) Set the EAD rule timer.


	Configuring 802.1X SmartOn
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable the SmartOn feature on the port.
	4. Return to system view.
	5. Configure the SmartOn switch ID.
	6. Set the SmartOn password.
	7. (Optional.) Set the SmartOn client timeout timer.
	8. (Optional.) Set the maximum attempts for retransmitting an EAP-Request/Notification packet to a client.


	Display and maintenance commands for 802.1X
	802.1X authentication configuration examples
	Example: Configuring basic 802.1X authentication
	Network configuration
	Procedure
	1. Configure the RADIUS servers and add user accounts for the 802.1X users. Make sure the RADIUS servers can provide authentication, authorization, and accounting services. (Details not shown.)
	2. Configure IP addresses for interfaces, as shown in Figure 12. (Details not shown.)
	3. Configure user accounts for the 802.1X users on the access device:
	4. Configure a RADIUS scheme on the access device:
	5. Configure the ISP domain on the access device:
	6. Configure 802.1X on the access device:
	7. Configure the 802.1X client. If an iNode client is used, do not select the Carry version info option in the client configuration. (Details not shown.)

	Verifying the configuration

	Example: Configuring 802.1X guest VLAN and authorization VLAN
	Network configuration
	Procedure
	1. Configure the RADIUS server to provide authentication, authorization, and accounting services. Configure user accounts and authorization VLAN (VLAN 5 in this example) for the users. (Details not shown.)
	2. Create VLANs, and assign ports to the VLANs on the access device.
	3. Configure a QoS policy:
	4. Configure a RADIUS scheme on the access device:
	5. Configure an ISP domain on the access device:
	6. Configure 802.1X on the access device:
	7. Configure the 802.1X client. Make sure the 802.1X client can update its IP address after the access port is assigned to the guest VLAN or an authorization VLAN. (Details not shown.)

	Verifying the configuration

	Example: Configuring 802.1X with ACL assignment
	Network configuration
	Procedure
	1. Configure the RADIUS servers to provide authentication, authorization, and accounting services. Add user accounts and specify the ACL (ACL 3000 in this example) for the users. (Details not shown.)
	2. Configure IP addresses for interfaces, as shown in Figure 14. (Details not shown.)
	3. Configure a RADIUS scheme on the access device:
	4. Configure an ISP domain on the access device:
	5. Configure a time range named ftp from 8:00 to 18:00 on weekdays on the access device.
	6. Configure ACL 3000 to deny packets destined for the FTP server at 10.0.0.1 during the specified time range on the access device.
	7. Configure 802.1X on the access device:
	8. Configure the 802.1X client. Make sure the client is able to update its IP address after the access port is assigned to the 802.1X guest VLAN or an authorization VLAN. (Details not shown.)

	Verifying the configuration

	Example: Configuring 802.1X with EAD assistant (with DHCP relay agent)
	Network configuration
	Procedure
	1. Make sure the DHCP server, the Web server, and the authentication servers have been configured correctly. (Details not shown.)
	2. Configure IP addresses for interfaces, as shown in Figure 15. (Details not shown.)
	3. Configure DHCP relay:
	4. Configure a RADIUS scheme:
	5. Configure an ISP domain:
	6. Configure 802.1X:

	Verifying the configuration

	Example: Configuring 802.1X with EAD assistant (with DHCP server)
	Network configuration
	Procedure
	1. Make sure the Web server and the authentication servers have been configured correctly. (Details not shown.)
	2. Configure IP addresses for interfaces, as shown in Figure 16. (Details not shown.)
	3. Configure the DHCP server:
	4. Configure a RADIUS scheme:
	5. Configure an ISP domain:
	6. Configure 802.1X:

	Verifying the configuration

	Example: Configuring 802.1X SmartOn
	Network configuration
	Procedure
	1. Configure a RADIUS scheme:
	2. Configure an ISP domain:
	3. Configure 802.1X and SmartOn:



	Troubleshooting 802.1X
	EAD assistant URL redirection failure
	Symptom
	Analysis
	Solution
	1. Enter a dotted decimal IP address that is not in any free IP segments.
	2. Verify that the access device and the server are configured correctly.
	3. If the issue persists, contact NSFOCUS Support.





	09-User identification configuration
	Configuring user identification
	About user identification
	Identity-based user access control
	1. Identity authentication. A network access user passes identity authentication and comes online.
	2. User identification. The device obtains the username and IP or MAC address of the online user, and associates the information with the local identity user account and the local identity group. Then, the username-IP or username-MAC mapping for the n...
	3. Identity-based access control. The device identifies the source IP or MAC address of the traffic destined for the network, and resolves the IP or MAC address to the username and user group based on the mapping. The device performs network access co...

	Identity user management
	Identity user accounts
	Online identity users
	Dynamic online identity users
	Static online identity users
	Application of online identity users

	Identity groups
	Creation of identity groups
	Application of identity groups


	Restrictions and guidelines: User identification configuration
	User identification tasks at a glance
	1. Enabling the user identification feature
	2. Configuring remote servers and an identity user import policy
	a. Configure remote server parameters
	b. Configuring an identity user import policy
	3. Configuring a security management server set
	4. (Optional.) Managing identity user accounts
	5. (Optional.) Managing online identity users
	6. (Optional.) Deleting identity groups

	Enabling the user identification feature
	About this task
	Procedure
	1. Enter system view.
	2. Enable the user identification feature.


	Configuring remote servers and an identity user import policy
	Configuring a RESTful server
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a RESTful server and enter its view.
	3. Specify the username and password to log in to the RESTful server.
	4. Specify a URI for the RESTful server.
	5. Specify an MPLS L3VPN instance for the RESTful server.
	6. (Optional.) Configure RESTful server reachability detection:
	a. Enable RESTful server reachability detection.
	b. Configure parameters for RESTful server reachability detection.


	Configuring an LDAP scheme
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure an LDAP server.
	3. Create an LDAP attribute map and enter LDAP attribute map view.
	4. Configure an LDAP attribute mapping entry for the user group attribute.
	5. Return to system view.
	6. Create an LDAP scheme and enter LDAP scheme view.
	7. Specify the LDAP authentication server.
	8. Specify the LDAP attribute map.


	Configuring an identity user import policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an identity user import policy and enter its view.
	3. Specify a RESTful server.
	4. Specify an LDAP scheme.
	5. (Optional.) Set the interval for automatic identity user account import.
	6. Specify the type of user information to be imported from LDAP servers.



	Configuring a security management server set
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a security management server set and enter its view.
	3. Specify IP addresses of security management servers.
	4. Configure the encryption algorithm and shared key for securing communication with security management servers.
	5. Set the port number for listening to security management servers.


	Managing identity user accounts
	Enabling automatic identity user account import
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable automatic identity user account import.


	Manually importing identity user accounts from remote servers
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Import identity user accounts from remote servers.


	Manually importing identity user accounts from a .csv file
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Import identity user accounts from a .csv file.


	Manually exporting identity user accounts
	About this task
	Procedure
	1. Enter system view.
	2. Export identity user accounts to a .csv file.


	Deleting identity user accounts
	About this task
	Manually deleting identity user accounts


	Managing online identity users
	Configuring static identity users
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure a static identity user.


	Specifying the username match mode for user identification
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify the username match mode for user identification.


	Importing online identity users from a remote server
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Import online identity users.


	Deleting online identity users
	About this task
	Manually deleting dynamic online identity users
	Manually deleting static online identity users
	1. Enter system view.
	2. Delete static online identity users.



	Deleting identity groups
	About this task
	Manually deleting identity groups

	Display and maintenance commands for user identification
	User identification configuration examples
	Example: Configuring static user identification
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing. This example configures a static route, and the next hop in the route is 2.2.2.2.
	4. Configure user identification:
	5. Configure time range and security policy settings:

	Verifying the configuration




	10-Password control configuration
	Configuring password control
	About password control
	Password setting
	Minimum password length
	Password composition policy
	Password complexity checking policy

	Password updating and expiration
	Password updating
	Password expiration
	Early notice on pending password expiration
	Login with an expired password
	Password history

	User login control
	First login
	Password control blacklist
	Login attempt limit
	Maximum account idle time
	Login control with a weak password
	First login with a default username and password

	Password not displayed in any form
	Logging

	Restrictions and guidelines: Password control configuration
	Password control tasks at a glance
	2. (Optional.) Setting global password control parameters
	3. (Optional.) Setting user group password control parameters
	4. (Optional.) Setting local user password control parameters
	5. (Optional.) Setting super password control parameters

	Enabling password control
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the global password control feature.
	3. (Optional.) Enable a specific password control feature.


	Setting global password control parameters
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure password settings.
	3. Configure password updating and expiration.
	4. Configure user login control.


	Setting user group password control parameters
	1. Enter system view.
	2. Create a user group and enter its view.
	3. Configure the password aging time for the user group.
	4. Configure the minimum password length for the user group.
	5. Configure the password composition policy for the user group.
	6. Configure the password complexity checking policy for the user group.
	7. Configure the login attempt limit.

	Setting local user password control parameters
	1. Enter system view.
	2. Create a device management or network access user and enter its view.
	3. Configure the password aging time for the local user.
	4. Configure the minimum password length for the local user.
	5. Configure the password composition policy for the local user.
	6. Configure the password complexity checking policy for the local user.
	7. Configure the login attempt limit.

	Setting super password control parameters
	1. Enter system view.
	2. Set the password aging time for super passwords.
	3. Configure the minimum length for super passwords.
	4. Configure the password composition policy for super passwords.

	Display and maintenance commands for password control


	11-Portal configuration
	Configuring portal authentication
	About portal authentication
	Advantages of portal authentication
	Extended portal functions
	Portal system
	Authentication client
	Access device
	Portal server
	AAA server
	Security policy server

	Portal authentication using a remote portal server
	1. An unauthenticated user initiates authentication by accessing an Internet website through a Web browser. When receiving the HTTP or HTTPS request, the access device redirects it to the Web authentication page provided by the portal Web server. The ...
	2. The user enters the authentication information on the authentication page/dialog box and submits the information. The portal Web server forwards the information to the portal authentication server. The portal authentication server processes the inf...
	3. The access device interacts with the AAA server to implement authentication, authorization, accounting for the user.
	4. If security policies are not imposed on the user, the access device allows the authenticated user to access networks.

	Local portal service
	System components
	Portal page customization

	Portal authentication modes
	Direct authentication
	Re-DHCP authentication
	Cross-subnet authentication

	Portal authentication process
	Direct authentication/cross-subnet authentication process (with CHAP/PAP authentication)
	1. A portal user access the Internet through HTTP or HTTPS, and the HTTP or HTTPS packet arrives at the access device.
	2. The portal Web server submits the user authentication information to the portal authentication server.
	3. The portal authentication server and the access device exchange CHAP messages. This step is skipped for PAP authentication. The portal authentication server decides the method (CHAP or PAP) to use.
	4. The portal authentication server adds the username and password into an authentication request packet and sends it to the access device. Meanwhile, the portal authentication server starts a timer to wait for an authentication reply packet.
	5. The access device and the RADIUS server exchange RADIUS packets.
	6. The access device sends an authentication reply packet to the portal authentication server to notify authentication success or failure.
	7. The portal authentication server sends an authentication success or failure packet to the client.
	8. If the authentication is successful, the portal authentication server sends an authentication reply acknowledgment packet to the access device.
	9. The client and the security policy server exchange security check information. The security policy server detects whether or not the user host installs anti-virus software, virus definition files, unauthorized software, and operating system patches.
	10. The security policy server authorizes the user to access certain network resources based on the check result. The access device saves the authorization information and uses it to control access of the user.

	Re-DHCP authentication process (with CHAP/PAP authentication)
	8. After receiving the authentication success packet, the client obtains a public IP address through DHCP. The client then notifies the portal authentication server that it has a public IP address.
	9. The portal authentication server notifies the access device that the client has obtained a public IP address.
	10. The access device detects the IP change of the client through DHCP and then notifies the portal authentication server that it has detected an IP change of the client IP.
	11. After receiving the IP change notification packets sent by the client and the access device, the portal authentication server notifies the client of login success.
	12. The portal authentication server sends an IP change acknowledgment packet to the access device.
	13. The client and the security policy server exchanges security check information. The security policy server detects whether or not the user host installs anti-virus software, virus definition files, unauthorized software, and operating system patches.
	14. The security policy server authorizes the user to access certain network resources based on the check result. The access device saves the authorization information and uses it to control access of the user.


	Portal support for EAP
	Portal filtering rules
	MAC-based quick portal authentication
	1. When a user accesses the network for the first time, the access device generates a MAC-trigger entry that records the user's MAC address and access interface. The user can access the network without performing portal authentication if the user's ne...
	2. When the user's network traffic reaches the threshold, the access device sends a MAC binding query to the MAC binding server.
	3. The MAC binding server checks whether the MAC address of the user is bound with a portal user account.

	Portal support for NAT444
	1. After a portal user passes AAA authentication and is assigned a private IP address, portal notifies NAT444 of the user login.
	2. The NAT444 gateway assigns a public IP address and a port block to the portal user. Then, it sends the user private address, public address, and port block mapping to portal.
	3. Portal records the mapping, and reports the mapping to the AAA server. Then, the portal user can use the public IP address and port block to access the external network.


	Restrictions and guidelines: Portal configuration
	Portal authentication tasks at a glance
	1. Configuring a remote portal service
	2. Configuring a local portal service
	3. Enabling portal authentication and specifying a portal Web server
	4. (Optional.) Configure parameters for preauthentication portal users
	5. (Optional.) Specifying a portal authentication domain
	6. (Optional.) Controlling portal user access
	7. (Optional.) Configuring portal detection features
	8. (Optional.) Configuring attributes for portal packets and RADIUS packets
	9. (Optional.) Configuring MAC-based quick portal authentication
	a. Configuring a remote MAC binding server
	b. Configuring a local MAC binding server
	c. Specifying a MAC binding server on an interface
	d. Configure cloud MAC-trigger authentication

	10. (Optional.) Configuring online and offline related features for portal users
	11. (Optional.) Configuring extended portal authentication features
	12. (Optional.) Monitoring portal authentication

	Prerequisites for portal authentication
	Configuring a remote portal authentication server
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a portal authentication server and enter its view.
	3. Specify the IP address of the portal authentication server.
	4. (Optional.) Set the destination UDP port number used by the device to send unsolicited portal packets to the portal authentication server.
	5. (Optional.) Specify the portal authentication server type.
	6. (Optional.) Set the maximum number of times and the interval for retransmitting a logout notification packet.
	7. (Optional.) Configure the device to periodically register with the portal authentication server.


	Configuring a portal Web server
	Portal Web server tasks at a glance
	1. Configure basic parameters for a portal Web server
	2. (Optional.) Enabling the captive-bypass feature
	3. (Optional.) Configuring a match rule for URL redirection

	Configure basic parameters for a portal Web server
	1. Enter system view.
	2. Create a portal Web server and enter its view.
	3. Specify the VPN instance to which the portal Web server belongs.
	4. Specify the URL of the portal Web server.
	5. Configure the parameters to be carried in the URL when the device redirects it to users.
	6. (Optional.) Specify the portal Web server type.

	Enabling the captive-bypass feature
	About this task
	Procedure
	1. Enter system view.
	2. Enter portal Web server view.
	3. Enable the captive-pass feature.
	4. (Optional.) Set the captive-bypass detection timeout time.
	a. Return to system view.
	b. Set the captive-bypass detection timeout time.



	Configuring a match rule for URL redirection
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter portal Web server view.
	3. Configure a match rule for URL redirection.



	Configuring the local portal service features
	About the local portal service
	Restrictions and guidelines for configuring local portal service features
	Customizing authentication pages
	About this task
	File name rules
	Page request rules
	Post request attribute rules
	1. Observe the following requirements when editing a form of an authentication page:
	2. Authentication pages logon.htm and logonFail.htm must contain the logon Post request.
	3. Authentication pages logonSuccess.htm and online.htm must contain the logoff Post request.

	Page file compression and saving rules
	Redirecting authenticated users to a specific webpage
	1. In logon.htm, set the target attribute of Form to _blank.
	2. Add the function for page loading pt_init() to LogonSuccess.htm.


	Configuring a local portal Web service
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create an HTTP- or HTTPS-based local portal Web service and enter its view.
	3. Specify the default authentication page file for the local portal Web service.
	4. (Optional.) Configure the listening TCP port for the local portal Web service.
	1. (Optional.) Bind an endpoint type to an authentication page file.
	2. (Optional.) Enable local portal user password modification.
	3. Configure the redirect URL for authentication success.
	4. Configure the redirect URL for authentication failure.


	Configuring the User-Agent match string
	About this task
	Procedure
	1. Enter system view.
	2. Enter local portal Web service view.
	3. Configure the User-Agent match string.



	Enabling portal authentication on an interface
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Enable portal authentication.


	Specifying a portal Web server on an interface
	About this task
	Procedure
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Specify a portal Web server on the interface.


	Configuring a portal preauthentication domain
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Specify a portal preauthentication domain.


	Specifying a preauthentication IP address pool
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Specify a preauthentication IP address pool on the interface.


	Specifying a portal authentication domain
	About portal authentication domains
	Restrictions and guidelines for specifying a portal authentication domain
	1. ISP domain specified for the interface.
	2. ISP domain carried in the username.
	3. System default ISP domain.

	Specifying a portal authentication domain on an interface
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Specify an portal authentication domain on the interface.


	Controlling portal user access
	Configuring a portal-free rule
	About this task
	Restrictions and guidelines for configuring a portal-free rule
	Configuring an IP-based portal-free rule
	1. Enter system view.
	2. Configure an IP-based portal-free rule.

	Configuring a source-based portal-free rule
	1. Enter system view.
	2. Configure a source-based portal-free rule.

	Configuring a destination-based portal-free rule
	1. Enter system view.
	2. Configure a destination-based portal-free rule.

	Configuring an ACL-based portal-free rule
	1. Enter system view.
	2. Configure an ACL-based portal-free rule.

	Configuring a description for a portal-free rule
	1. Enter system view.
	2. Configure a description for a portal-free rule.


	Configuring an authentication source subnet
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Configure a portal authentication source subnet.


	Configuring an authentication destination subnet
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Configure a portal authentication destination subnet.


	Configuring a portal-forbidden rule
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure a portal-forbidden rule.


	Specifying port numbers of Web proxy servers
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify the port number of a Web proxy server.


	Setting the maximum number of portal users
	About this task
	Restrictions and guidelines for setting the maximum number of portal users
	Setting the global maximum number of portal users
	1. Enter system view.
	2. Set the global maximum number of portal users.

	Setting the maximum number of portal users on an interface
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Set the maximum number of portal users.


	Enabling strict-checking on portal authorization information
	About this task
	Enabling strict checking on portal authentication information on an interface
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Enable strict checking on portal authorization information.


	Allowing only users with DHCP-assigned IP addresses to pass portal authentication
	About this task
	Restrictions and guidelines
	Allowing only users with DHCP-assigned IP addresses to pass portal authentication on an interface
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Allow only users with DHCP-assigned IP addresses to pass portal authentication.


	Blocking portal users that fail portal authentication
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure the device to block portal users that fail portal authentication for the specified times within the specified period.
	3. Set the portal user blocking timeout time.


	Configuring support of portal authentication for dual stack
	About this task
	Configuring support of portal authentication for dual stack on an interface
	1. Enter system view.
	2. Enable separate IPv4 and IPv6 traffic statistics in portal user offline logs.
	3. Enter Layer 3 interface view.
	4. Enable the portal dual-stack feature on the interface.
	5. Enable separate IPv4 and IPv6 traffic statistics for dual-stack portal users on the interface.
	6. Enable the dual IP feature to carry both IPv4 and IPv6 addresses for single-stack users in remote portal authentication.


	Enabling intra-VLAN roaming for portal users
	About this task
	1. Logs out from the current port.
	2. Re-authenticates on the new Layer 2 port.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable intra-VLAN roaming for portal users.


	Enabling outgoing packets filtering
	About this task
	Enabling outgoing packets filtering on an interface
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Enable outgoing packets filtering on the interface.


	Configuring the portal fail-permit feature
	About this task
	Configuring portal fail-permit on an interface
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Enable portal fail-permit for a portal authentication server on the interface.
	4. Enable portal fail-permit for portal Web servers on the interface.



	Configuring portal detection features
	Configuring online detection of portal users
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Configure online detection of portal users.


	Configuring portal authentication server detection
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter portal authentication server view.
	3. Configure portal authentication server detection.


	Configuring portal Web server detection
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter portal Web server view.
	3. Configure portal Web server detection.
	4. Configure the URL and the type for portal Web server detection.


	Enabling DHCP packet capture
	About this task
	Procedure
	1. Enter system view.
	2. Enable DHCP packet capture to detect online status of portal users.


	Configuring portal user synchronization
	About this task
	1. The portal authentication server sends the online user information to the access device in a synchronization packet at the user heartbeat interval.
	2. Upon receiving the synchronization packet, the access device compares the users carried in the packet with its own user list and performs the following operations:

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter portal authentication server view.
	3. Configure portal user synchronization.



	Configuring portal packet attributes
	Configuring the BAS-IP or BAS-IPv6 attribute
	About this task
	Restrictions and guidelines
	Configuring the BAS-IP or BAS-IPv6 attribute on an interface
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Configure the BAS-IP or BAS-IPv6 attribute.
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	4. Specify the URL of the cloud portal authentication server.



	Logging out online portal users
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
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	Configuring destination-based portal redirection rules
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
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	Prerequisites
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	Procedure
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	a. Return to system view.
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	About this task
	Procedure
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	About this task
	Procedure
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	About this task
	Procedure
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	9. Set the maximum number of portal authentication error records.
	10. Export portal authentication error records to a path.
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	About this task
	Procedure
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	2. Enter Layer 3 interface view.
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	Display and maintenance commands for portal
	Portal configuration examples
	Example: Configuring direct portal authentication
	Network configuration
	Configuring the RADIUS server
	Configuring the portal server
	1. Configure the portal authentication server:
	a. Log in to IMC and click the User tab.
	b. Select User Access Policy > Portal Service > Server from the navigation tree to open the portal server configuration page, as shown in Figure 7.
	c. Configure the portal server parameters as needed.
	d. Click OK.

	2. Configure the IP address group:
	a. Select User Access Policy > Portal Service > IP Group from the navigation tree to open the portal IP address group configuration page.
	b. Click Add to open the page as shown in Figure 8.
	c. Enter the IP group name.
	d. Enter the start IP address and end IP address of the IP group.
	e. Select a service group.
	f. Select Normal from the Action list.
	g. Click OK.

	3. Add a portal device:
	a. Select User Access Policy > Portal Service > Device from the navigation tree to open the portal device configuration page.
	b. Click Add to open the page as shown in Figure 9.
	c. Enter device name NAS.
	d. Enter the IP address of the device's interface connected to the host.
	e. Select whether to support server heartbeat and user heartbeat functions.
	f. Enter the key, which must be the same as that configured on the device.
	g. Select Directly Connected from the Access Method list.
	h. Use the default settings for other parameters.
	i. Click OK.

	4. Associate the portal device with the IP address group:
	a. As shown in Figure 10, click the Port Group Information Management icon for device NAS to open the port group configuration page.
	b. Click Add to open the page as shown in Figure 11.
	c. Enter the port group name.
	d. Select the configured IP address group.
	e. Use the default settings for other parameters.
	f. Click OK.


	Configuring the device
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure a RADIUS scheme:
	5. Configure an authentication domain:
	6. Configure portal authentication:

	Verifying the configuration

	Example: Configuring re-DHCP portal authentication
	Network configuration
	Prerequisites and guidelines
	Procedure
	1. Configure the RADIUS server correctly to provide authentication and accounting functions. (Details not shown.)
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Configure a RADIUS scheme:
	6. Configure an authentication domain:
	7. Configure DHCP relay and authorized ARP to allow the host to obtain an IP address from the DHCP server:
	8. Configure portal authentication:

	Verifying the configuration

	Example: Configuring cross-subnet portal authentication
	Network configuration
	Prerequisites and guidelines
	Procedure
	1. Configure the RADIUS server and the portal server correctly to provide authentication and accounting functions. (Details not shown.)
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Configure settings for routing:
	5. Configure a security policy:
	6. Configure a RADIUS scheme:
	7. Configure an authentication domain:
	8. Configure portal authentication:

	Verifying the configuration

	Example: Configuring extended direct portal authentication
	Network configuration
	Procedure
	1. Configure the RADIUS server and the portal server correctly to provide authentication and accounting functions. (Details not shown.)
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Configure a RADIUS scheme:
	6. Enable RADIUS session control, and specify a session-control client and shared key.
	7. Configure an authentication domain:
	8. Configure ACL 3000 as the isolation ACL and ACL 3001 as the security ACL.
	9. Configure portal authentication:

	Verifying the configuration

	Example: Configuring extended re-DHCP portal authentication
	Network configuration
	Prerequisites and guidelines
	Procedure
	1. Configure the RADIUS server and the portal server correctly to provide authentication and accounting functions. (Details not shown.)
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Configure a RADIUS scheme:
	6. Enable RADIUS session control, and specify a session-control client and shared key.
	7. Configure an authentication domain:
	8. Configure ACL 3000 as the isolation ACL and ACL 3001 as the security ACL.
	9. Configure DHCP relay and authorized ARP:
	10. Configure portal authentication:

	Verifying the configuration

	Example: Configuring extended cross-subnet portal authentication
	Network configuration
	Prerequisites and guidelines
	Procedure
	1. Configure the RADIUS server and the portal server correctly to provide authentication and accounting functions. (Details not shown.)
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Configure settings for routing:
	5. Configure a security policy:
	6. Configure a RADIUS scheme:
	7. Enable RADIUS session control, and specify a session-control client and shared key.
	8. Configure an authentication domain:
	9. Configure ACL 3000 as the isolation ACL and ACL 3001 as the security ACL.
	10. Configure portal authentication:

	Verifying the configuration

	Example: Configuring portal server detection and portal user synchronization
	Network configuration
	Prerequisites and guidelines
	Configuring the RADIUS server
	Configuring the portal server
	1. Configure the portal server:
	a. Log in to IMC and click the Service tab.
	b. Select User Access Policy > Portal Service > Server from the navigation tree to open the portal server configuration page as shown in Figure 18.
	c. Configure the portal server parameter as needed.
	d. Click OK.

	2. Configure the IP address group:
	a. Select User Access Policy > Portal Service > IP Group from the navigation tree to open the portal IP address group configuration page.
	b. Click Add to open the page as shown in Figure 19.
	c. Enter the IP group name.
	d. Enter the start IP address and end IP address of the IP group.
	e. Select a service group.
	f. Select Normal from the Action list.
	g. Click OK.

	3. Add a portal device:
	a. Select User Access Policy > Portal Service > Device from the navigation tree to open the portal device configuration page.
	b. Click Add to open the page as shown in Figure 20.
	c. Enter device name NAS.
	d. Enter the IP address of the device's interface connected to the host.
	e. Select whether to support sever heartbeat and user heartbeat functions.
	f. Enter the key, which must be the same as that configured on the device.
	g. Select Directly Connected from the Access Method list.
	h. Use the default settings for other parameters.
	i. Click OK.

	4. Associate the portal device with the IP address group:
	a. As shown in Figure 21, click the Port Group Information Management icon for device NAS to open the port group configuration page.
	b. Click Add to open the page as shown in Figure 22.
	c. Enter the port group name.
	d. Select the configured IP address group.
	e. Use the default settings for other parameters.
	f. Click OK.


	Configuring the device
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure a RADIUS scheme:
	5. Configure an authentication domain:
	6. Configure portal authentication:

	Verifying the configuration

	Example: Configuring direct portal authentication with a preauthentication domain
	Network configuration
	Procedure
	1. Configure the RADIUS server and the portal server correctly to provide authentication and accounting functions. (Details not shown.)
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Configure a preauthentication IP address pool, and enable the DHCP server on GigabitEthernet 1/0/2.
	6. Configure a preauthentication domain:
	7. Configure portal authentication:

	Verifying the configuration

	Example: Configuring re-DHCP portal authentication with a preauthentication domain
	Network configuration
	Prerequisites and guidelines
	Procedure
	1. Configure the RADIUS server and the portal server correctly to provide authentication and accounting functions. (Details not shown.)
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Configure a preauthentication domain:
	6. Configure DHCP relay and authorized ARP to allow the host to obtain an IP address from the DHCP:
	7. Configure portal authentication:

	Verifying the configuration

	Example: Configuring direct portal authentication using a local portal Web service
	Network configuration
	Prerequisites
	Procedure
	1. Configure the RADIUS server correctly to provide authentication and accounting functions. (Details not shown.)
	2. Assign IP addresses to interfaces:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Configure a RADIUS scheme:
	6. Configure an authentication domain:
	7. Configure portal authentication:

	Verifying the configuration

	Example: Configuring MAC-based quick portal authentication
	Network configuration
	Configuring the RADIUS server
	Configuring the portal server
	1. Configure the portal authentication server:
	a. Log in to IMC and click the User tab.
	b. Select User Access Policy > Portal Service > Server from the navigation tree to open the portal server configuration page, as shown in Figure 27.
	c. Configure the portal server parameters as needed.
	d. Click OK.

	2. Configure the IP address group:
	a. Select User Access Policy > Portal Service > IP Group from the navigation tree to open the portal IP address group configuration page.
	b. Click Add to open the page as shown in Figure 28.
	c. Enter the IP group name.
	d. Enter the start IP address and end IP address of the IP group.
	e. Select a service group.
	f. Select Normal from the Action list.
	g. Click OK.

	3. Add a portal device:
	a. Select User Access Policy > Portal Service > Device from the navigation tree to open the portal device configuration page.
	b. Click Add to open the page as shown in Figure 29.
	c. Enter the device name.
	d. Enter the IP address of the device's interface connected to the host.
	e. Set whether to support the portal server heartbeat and user heartbeat functions.
	f. Enter the key, which must be the same as that configured on the device.
	g. Select Directly Connected from the Access Method list.
	h. Use the default settings for other parameters.
	i. Click OK.

	4. Associate the portal device with the IP address group:
	a. As shown in Figure 30, click the Port Group Information Management icon for device NAS to open the port group configuration page.
	b. Click Add to open the page as shown in Figure 31.
	c. Enter the port group name.
	d. Select the configured IP address group.
	e. Select Supported for Transparent Authentication.
	f. Use the default settings for other parameters.
	g. Click OK.


	Configuring the MAC binding server
	1. Add an access policy:
	a. Select User Access Policy > Access Policy from the navigation tree to open the access policy page.
	b. Click Add to open the page as shown in Figure 32.
	c. Enter the access policy name.
	d. Select a service group.
	e. Use the default settings for other parameters.
	f. Click OK.

	2. Add an access service:
	a. Select User Access Policy > Access Service from the navigation tree to open the access service page.
	b. Click Add to open the page as shown in Figure 33.
	c. Enter the service name.
	d. Select the Transparent Authentication on Portal Endpoints option.
	e. Use the default settings for other parameters.
	f. Click OK.

	3. Add an access user:
	a. Select Access User > All Access Users from the navigation tree to open the access user page.
	b. Click Add to open the page as shown in Figure 34.
	c. Select an access user.
	d. Set the password.
	e. Select a value from the Max. Transparent Portal Bindings list.
	f. Click OK.

	4. Configure system parameters:
	a. Select User Access Policy > Service Parameters > System Settings from the navigation tree to open the system settings page.
	b. Click the Configure icon for User Endpoint Settings to open the page as shown in Figure 35.
	c. Select whether to enable transparent portal authentication on non-smart devices.
	d. Click OK.
	e. Click the Configure icon for Endpoint Aging Time to open the page as shown in Figure 36.
	f. Set the endpoint aging time as needed.


	Configuring the device
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure a RADIUS scheme:
	5. Configure an authentication domain:
	6. Configure portal authentication:
	7. Configure MAC-based quick portal authentication:

	Verifying the configuration


	Troubleshooting portal
	No portal authentication page is pushed for users
	Symptom
	Analysis
	Solution

	Cannot log out portal users on the access device
	Symptom
	Analysis
	Solution
	1. Use the display portal server command to display the listening port of the portal authentication server configured on the access device.
	2. Use the portal server command in system view to change the listening port number to the actual listening port of the portal authentication server.


	Cannot log out portal users on the RADIUS server
	Symptom
	Analysis
	Solution

	Users logged out by the access device still exist on the portal authentication server
	Symptom
	Analysis
	Solution

	Re-DHCP portal authenticated users cannot log in successfully
	Symptom
	Analysis
	Solution
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	Authorization VLAN manipulation on a MAC authentication-enabled port
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	Restrictions and guidelines: MAC authentication configuration
	MAC authentication tasks at a glance
	2. Configure basic MAC authentication features
	3. (Optional.) Configuring MAC authentication VLAN assignment
	4. (Optional.) Configuring other MAC authentication features

	Prerequisites for MAC authentication
	1. Configure an ISP domain and specify an AAA method. For more information, see "Configuring AAA."

	Enabling MAC authentication
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable MAC authentication globally.
	3. Enter Layer 2 Ethernet interface view.
	4. Enable MAC authentication on the port.


	Specifying a MAC authentication domain
	About this task
	Procedure
	1. Enter system view.
	2. Specify an authentication domain for MAC authentication users.


	Configuring the user account format
	1. Enter system view.
	2. Configure the MAC authentication user account format.

	Configuring MAC authentication timers
	About this task
	Procedure
	1. Enter system view.
	2. Configure MAC authentication timers.


	Configuring a MAC authentication guest VLAN
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter Layer 2 Ethernet interface view.
	3. Specify the MAC authentication guest VLAN on the port.
	4. Set the authentication interval for users in the MAC authentication guest VLAN.


	Configuring a MAC authentication critical VLAN
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter Layer 2 Ethernet interface view.
	3. Specify the MAC authentication critical VLAN on the port.


	Setting the maximum number of concurrent MAC authentication users on a port
	About this task
	Procedure
	1. Enter system view.
	2. Enter Layer 2 Ethernet interface view.
	3. Set the maximum number of concurrent MAC authentication users on the port.


	Enabling MAC authentication multi-VLAN mode on a port
	About this task
	Procedure
	1. Enter system view.
	2. Enter Layer 2 Ethernet interface view.
	3. Enable MAC authentication multi-VLAN mode.


	Configuring the keep-online feature
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Layer 2 Ethernet interface view.
	3. Enable the keep-online feature for authenticated MAC authentication users on the port.


	Logging off MAC authentication users
	About this task
	Restrictions and guidelines
	Procedure

	Enabling MAC authentication user logging
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable MAC authentication user logging.


	Display and maintenance commands for MAC authentication
	MAC authentication configuration examples
	Example: Configuring local MAC authentication
	Network configuration
	Procedure
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	Example: Configuring RADIUS-based MAC authentication
	Network configuration
	Procedure
	1. Configure the RADIUS servers to provide authentication, authorization, and accounting services. Create a shared account with username aaa and password 123456TESTplat&!TESTplat&! for MAC authentication users. (Details not shown.)
	2. Configure RADIUS-based MAC authentication on the device:

	Verifying the configuration
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	Configuring IPoE
	About IPoE
	IPoE access modes
	IPoE users
	Individual users
	Leased users

	IPoE session
	Dynamic IPoE session
	Static IPoE session

	IPoE addressing
	IPoE access procedure
	1. The BRAS initiates authentication.
	2. The AAA server authenticates users.
	3. (Optional.) DHCP allocates IP addresses.
	4. The BRAS performs access control.
	Access procedure for DHCP users
	1. The DHCP client sends a DHCP-DISCOVER message to the BRAS.
	2. The BRAS inserts Option 82 in the DHCP-DISCOVER message, and creates an IPoE session.
	3. The BRAS sends the AAA server an access request that includes user information, such as the client ID and source MAC address.
	4. The AAA server returns an access accept that contains authorization information to the BRAS if the authentication succeeds. If the authentication fails, the AAA server returns a reject message.
	5. The BRAS marks the IPoE session state as success and forwards the DHCP-DISCOVER message to the DHCP server if the authentication succeeds. If the authentication fails, the BRAS marks the session as failure and discards the DHCP-DISCOVER message.
	6. The DHCP server sends a DHCP-OFFER message to the BRAS.
	7. The BRAS forwards the DHCP-OFFER message to the DHCP client.
	8. The DHCP client sends a DHCP-REQUEST message to the BRAS.
	9. The BRAS forwards the DHCP-REQUEST message to the specified DHCP sever.
	10. The DHCP server sends a DHCP-ACK message containing the assigned IP address to the BRAS.
	11. The BRAS performs the following:
	a. Obtains address information from the DHCP-ACK message.
	b. Assigns a user profile.
	c. Updates the IPoE session information.
	d. Forwards the DHCP-ACK message to the client.
	e. Marks the session state as online.
	12. The DHCP client obtains configuration information from the DHCP-ACK message.
	13. The BRAS sends the AAA server a message to start accounting.

	Access procedure for IPv6-ND-RS users
	1. The host sends an IPv6 ND RS packet to the BRAS.
	2. The BRAS initiates an IPoE session and sends the AAA server an access request that contains user information, such as the source MAC address.
	3. The AAA server returns an access accept that contains authorization information to the BRAS if the authentication succeeds. If the authentication fails, the AAA server returns a reject message.
	4. The BRAS performs the following:
	a. Generates an IPv6 address based on the host's MAC address and the IPv6 prefix.
	b. Updates the IPoE session information.
	c. Marks the session as success.
	5. The BRAS assigns a user profile and sends the host an IPv6 ND RA packet containing the IPv6 prefix.
	6. The host generates an IPv6 address based on the received IPv6 prefix.
	7. The BRAS sends the AAA server a message to start the service accounting.

	Access procedure for unclassified-IP users
	1. The host sends an IP packet to the BRAS.
	2. The BRAS obtains user information from the IP packet, and matches the user information against existing IPoE sessions.
	3. The BRAS sends the AAA server an access request containing the obtained information, such as the source IP address or source MAC address.
	4. The AAA server returns an access accept that contains authorization information if the authentication succeeds. If the authentication fails, the AAA server returns a reject message.
	5. The BRAS assigns a user profile and marks the IPoE session state as online.
	6. The BRAS sends the AAA server a message to start the service accounting.

	Access procedure for static and leased users
	1. The user statically configures an IPoE session at the CLI on the BRAS.
	2. The user sends an IP packet to the BRAS.
	3. The BRAS obtains user information from the IP packet, and sends the AAA server an access request containing configured IPoE session information.
	4. The AAA server returns an access accept that contains authorization information if the authentication succeeds. If the authentication fails, the AAA server returns a reject message.
	5. The BRAS assigns the user profile and marks the IPoE session state as online.
	6. The host receives the user profile.
	7. The BRAS sends the AAA server a message to start the service accounting.
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	Display and maintenance commands for PKI
	PKI configuration examples
	General restrictions and guidelines
	Example: Requesting a certificate from an RSA Keon CA server
	Network configuration
	Configuring the RSA Keon CA server
	1. Create a CA server named myca:
	2. Configure extended attributes:

	Configuring the device
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	c. Right-click Default Web Site and select Properties > Home Directory.
	d. Specify the path for certificate service in the Local path box.
	e. Specify a unique TCP port number for the default website to avoid conflict with existing services. In this example, port 8080 is used.
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	5. Configure a certificate-based access control policy:
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	1. Export the certificates in PKI domain exportdomain on Device A to .pem certificate files.
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	3. Import the certificate files to PKI domain importdomain on Device B.

	Procedure
	1. Export the certificates on Device A:
	2. Download certificate files pkicachain.pem, pkilocal.pem-signature, and pkilocal.pem-encryption from Device A to the host through FTP. (Details not shown.)
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	Solution
	1. Fix the network connection problems, if any.
	2. Configure the trusted CA and all other required parameters in the PKI domain.
	3. Use the ping command to verify that the CA server is reachable.
	4. Synchronize the system time of the device with the CA server.
	5. Specify the correct source IP address that the CA server can accept. For the correct settings, contact the CA administrator.
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	3. Use the ping command to verify that the registration server is reachable.
	4. Use the certificate request from command to specify the correct certificate request reception authority.
	5. Configure the PKI entity parameters as required by the registration policy on the CA or RA.
	6. Specify the key pair for certificate request, or remove the existing key pair, specify a new key pair, and submit a local certificate request again.
	7. Use the pki abort-certificate-request domain command to abort the certificate request.
	8. Specify the correct source IP address that the CA server can accept. For the correct settings, contact the CA administrator.
	9. Synchronize the system time of the device with the CA server.
	10. If the problem persists, contact NSFOCUS Support.
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	2. Obtain or import the CA certificate.
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	4. Make sure the LDAP server address is contained in the CRL repository URL, or is configured in the PKI domain.
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	7. If the problem persists, contact NSFOCUS Support.


	Failed to import the CA certificate
	Symptom
	Analysis
	Solution
	1. Use the undo crl check enable command to disable CRL checking in the PKI domain.
	2. Make sure the format of the imported file is correct.
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	Failed to set the storage path
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	3. Clear up the storage space of the device.
	4. If the problem persists, contact NSFOCUS Support.
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	Procedure
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	Example: Configuring the device as an Stelnet server (publickey authentication)
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	Procedure
	1. Assign an IP address to GigabitEthernet 1/0/1 on the device. (Details not shown.)
	2. Generate RSA key pairs on the Stelnet client:
	a. Run PuTTYGen.exe, select SSH-2 RSA, and click Generate.
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	d. Set Preferred SSH protocol version to 2.
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	Example: Configuring the device as an Stelnet client (password authentication)
	Network configuration
	Procedure
	1. Configure Device A:
	a. Assign IP addresses to interfaces:
	b. Add interfaces to security zones.
	c. In the IPv4 security policy, configure a rule to permit traffic between the Untrust and Local security zones, so Device A can send packets to Device B.

	2. Configure Device B:
	3. Configure the Stelnet server:
	4. Establish a connection to the Stelnet server:


	Example: Configuring the device as an Stelnet client (publickey authentication)
	Network configuration
	Procedure
	1. Configure Device A:
	a. Assign IP addresses to interfaces:
	b. Add interfaces to security zones.
	c. In the IPv4 security policy, configure a rule to permit traffic between the Untrust and Local security zones, so Device A can send packets to Device B.

	2. Configure Device B:
	3. Configure the Stelnet client:
	4. Configure the Stelnet server:
	5. Establish an SSH connection to the Stelnet server.


	Example: Configuring Stelnet based on 128-bit Suite B algorithms
	Network configuration
	Procedure
	1. Generate the client's certificate and the server's certificate. (Details not shown.)
	2. Configure Device A:
	a. Assign IP addresses to interfaces:
	b. Add interfaces to security zones.
	c. In the IPv4 security policy, configure a rule to permit traffic between the Untrust and Local security zones, so Device A can send packets to Device B.

	3. Configure Device B:
	4. Configure the Stelnet client:
	5. Configure the Stelnet server:
	6. Establish an SSH connection to the Stelnet server based on the 128-bit Suite B algorithms:
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	Example: Configuring the device as an SFTP server (password authentication)
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure the SFTP server:
	4. Establish a connection to the SFTP server:
	a. Run the psftp.exe to launch the client interface shown in Figure 14, and enter the following command:
	b. Enter username client002 and password aabbcc to log in to the SFTP server.



	Example: Configuring the device as an SFTP client (publickey authentication)
	Network configuration
	Procedure
	1. Configure Device A:
	a. Assign IP addresses to interfaces:
	b. Add interfaces to security zones.
	c. In the IPv4 security policy, configure a rule to permit traffic between the Untrust and Local security zones, so Device A can send pacekts to Device B.

	2. Configure Device B:
	3. Configure the SFTP client:
	4. Configure the SFTP server:
	5. Establish a connection between the SFTP client and the SFTP server:


	Example: Configuring SFTP based on 192-bit Suite B algorithms
	Network configuration
	Procedure
	1. Generate the client's certificate and the server's certificate. (Details not shown.)
	2. Configure Device A:
	a. Assign IP addresses to interfaces:
	b. Add interfaces to security zones.
	c. In the IPv4 security policy, configure a rule to permit traffic between the Untrust and Local security zones, so Device A can send pacekts to Device B.

	3. Configure Device B:
	4. Configure the SFTP client:
	5. Configure the SFTP server:
	6. Establish an SFTP connection to the SFTP server based on the 192-bit Suite B algorithms:



	SCP configuration examples
	Example: Configuring SCP with password authentication
	Network configuration
	Procedure
	1. Configure Device A:
	a. Assign IP addresses to interfaces:

	2. Configure Device B:
	a. Assign IP addresses to interfaces:
	b. Add interfaces to security zones.
	c. In the IPv4 security policy, configure a rule to permit traffic between the Untrust and Local security zones, so Device A can send pacekts to Device B.

	3. Configure the SCP server:
	4. Connect to the SCP server, download file remote.bin from the server, and save it as a local file named local.bin.


	Example: Configuring SCP based on Suite B algorithms
	Network configuration
	Procedure
	1. Generate the client's certificates and the server's certificates. (Details not shown.)
	2. Configure Device A:
	3. Configure Device B:
	a. Assign IP addresses to interfaces:
	b. Add interfaces to security zones.
	c. In the IPv4 security policy, configure a rule to permit traffic between the Untrust and Local security zones, so Device A can send pacekts to Device B.

	4. Configure the SCP client:
	5. Configure the SCP server:
	6. Establish an SCP connection to the SCP server:



	NETCONF over SSH configuration examples
	Example: Configuring NETCONF over SSH with password authentication
	Network configuration
	Procedure
	Verifying the configuration
	1. Launch a client that supports NETCONF over SSH.
	2. Select File > Connect… from the menu.
	3. Configure connection parameters as follows:
	a. Select a connection type from the Connection type list.
	b. Select 1.0 from the NETCONF version list.
	c. Enter 192.168.100.49 in the Host field.
	d. Enter 830 in the Port field.
	e. Enter client001 in the Username field.
	f. Use the default setting for the Public Key Authentication area.

	4. Click Connect.
	5. Enter password aabbcc, and then click OK, as shown in Figure 21.
	6. Verify that you have obtained the permissions of the network-admin user role:

	Verifying the configuration
	1. Launch a client that supports NETCONF over SSH.
	2. Select File > Connect… from the menu.
	3. Configure connection parameters as follows:
	a. Select a connection type from the Connection type list.
	b. Select 1.0 from the NETCONF version list.
	c. Enter 192.168.100.49 in the Host field.
	d. Enter 830 in the Port field.
	e. Enter client001 in the Username field.
	f. Use the default setting for the Public Key Authentication area.

	4. Click Connect.
	5. Enter password 123456TESTplat&!, and then click OK, as shown in Figure 24.
	6. In the Command XML area of the NETCONF configuration interface, enter <get-sessions/>, and then click Send.
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	Procedure
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	Procedure
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	Procedure
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	About connection limits
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	Procedure
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	4. Configure a security policy.
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	ACLs in the connection limit rules with overlapping segments
	Symptom
	Solution
	1. Rearrange the two connection limit rules by exchanging their rule IDs.
	2. If the issue persists, contact NSFOCUS Support.





	19-Attack detection and prevention configuration
	Configuring attack detection and prevention
	About attack detection and prevention
	Attacks that the device can prevent
	Single-packet attacks
	Scanning attacks
	Flood attacks
	SYN flood attack
	ACK flood attack
	SYN-ACK flood attack
	FIN flood attack
	RST flood attack
	DNS flood attack
	DNS response flood attack
	HTTP flood attack
	SIP flood attack
	ICMP flood attack
	ICMPv6 flood attack
	UDP flood attack

	Login DoS attack
	Login dictionary attack
	HTTP slow attack
	Session creation attack

	Blacklist feature
	IP blacklist
	User blacklist
	Address object group blacklist

	Address object group whitelist
	Client verification
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	TCP proxy in safe reset mode
	1. After receiving a SYN packet destined for a protected server, the TCP proxy sends back a SYN ACK packet with an invalid sequence number.
	2. If the TCP proxy receives an RST packet from the client, the client is verified as legitimate.
	3. The TCP proxy adds the client's IP address to the trusted IP list. The client initiates the connection again and the TCP proxy directly forwards the TCP packets to the server.

	TCP proxy in SYN cookie mode
	1. After receiving a SYN packet from a client to a protected server, the TCP proxy sends back a SYN ACK packet with the window size 0. If the client responds with an ACK packet, the client is verified as legitimate. The proxy device establishes a TCP ...
	2. The TCP proxy device establishes a connection with the server through a new three-way handshake that has a different window size. This connection uses a different sequence number from the connection between the client and proxy device.


	DNS client verification
	1. Upon receiving a UDP DNS query destined for a protected server, the DNS client authenticator responds with a DNS truncate (TC) packet. The DNS truncate packet requires the client to initiate a query in a TCP packet.
	2. When the authenticator receives a DNS query in a TCP SYN packet to port 53 from the client, the authenticator responds with a SYN-ACK packet that contains an incorrect sequence number.
	3. When the authenticator receives a RST packet from the client, the authenticator verifies the client as legitimate.
	4. The authenticator adds the client's IP address to the trusted IP list and forwards the trusted client's subsequent packets to the server.

	DNS response verification
	1. Upon receiving a UDP DNS response destined for a protected client, the DNS response authenticator sends back a DNS query packet with the locally generated query ID and port number.
	2. After receiving the DNS query, a valid DNS server responds with a DNS response that contains a new query ID and destination port.
	3. The DNS response authenticator verifies the query ID and destination port in the response. If the query ID and destination port are the same as the query ID and port number the authenticator has sent, the DNS server passes verification. The authent...
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	5. If the client passes the timeout verification, the authenticator adds its IP address to the trusted IP list, and responds with an HTTP Timeout packet. The Timeout packet contains the URI that the client originally carried and requires the client to...
	6. The authenticator directly forwards the trusted client's subsequent packets to the server.


	SIP client verification
	1. Upon receiving a UDP INVITE packet destined for a protected server, the SIP client authenticator sends back an OPTIONS packet with a branch value.
	2. After receiving the OPTIONS packet, the client sends an OPTIONS ACK to the SIP client authenticator.
	3. When receiving the OPTIONS ACK, the SIP client authenticator verifies the branch value in the OPTIONS ACK.


	Attack detection and prevention tasks at a glance
	b. Configuring an attack defense policy
	c. (Optional.) Configuring attack detection exemption
	2. (Optional.) Configuring single-packet attack detection and prevention
	3. (Optional.) Enabling log non-aggregation for single-packet attack events
	4. (Optional.) Enabling the top attack statistics ranking feature
	5. (Optional.) Configuring client verification
	6. (Optional.) Configuring the blacklist feature
	8. (Optional.) Configuring the login attack prevention feature
	9. (Optional.) Limiting the creation rate of new sessions
	10. (Optional.) Configuring attack detection and prevention for a CPU core

	Configuring and applying an attack defense policy
	Creating an attack defense policy
	About this task
	Procedure
	1. Enter system view.
	2. Create an attack defense policy and enter its view.


	Configuring a single-packet attack defense policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Configure signature detection for specific single-packet attack types, and specify the actions against the attacks.
	4. (Optional.) Set the maximum length of safe ICMP or ICMPv6 packets.
	5. (Optional.) Specify the actions against single-packet attacks of a specific level.
	6. (Optional.) Enable signature detection for single-packet attacks of a specific level.


	Configuring a scanning attack defense policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Configure scanning attack detection.


	Configuring a flood attack defense policy
	About this task
	1. Monitors the packet receiving rate in the network.
	2. Calculates the global threshold based on the peak rate learned within the threshold learning duration.

	Restrictions and guidelines for flood attack detection and prevention
	Configuring a SYN flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global SYN flood attack detection.
	4. Set the global threshold for triggering source-based SYN flood attack prevention.
	5. Set the global threshold for triggering destination-based SYN flood attack prevention.
	6. Specify global actions against SYN flood attacks.
	7. Configure IP address-specific SYN flood attack detection.

	Configuring an ACK flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global ACK flood attack detection.
	4. Set the global threshold for triggering source-based ACK flood attack prevention.
	5. Set the global threshold for triggering destination-based ACK flood attack prevention.
	6. Specify global actions against ACK flood attacks.
	7. Configure IP address-specific ACK flood attack detection.

	Configuring a SYN-ACK flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global SYN-ACK flood attack detection.
	4. Set the global threshold for triggering source-based SYN-ACK flood attack prevention.
	5. Set the global threshold for triggering destination-based SYN-ACK flood attack prevention.
	6. Specify global actions against SYN-ACK flood attacks.
	7. Configure IP address-specific SYN-ACK flood attack detection.

	Configuring a FIN flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global FIN flood attack detection.
	4. Set the global threshold for triggering source-based FIN flood attack prevention.
	5. Set the global threshold for triggering destination-based FIN flood attack prevention.
	6. Specify global actions against FIN flood attacks.
	7. Configure IP address-specific FIN flood attack detection.

	Configuring an RST flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global RST flood attack detection.
	4. Set the global threshold for triggering source-based RST flood attack prevention.
	5. Set the global threshold for triggering destination-based RST flood attack prevention.
	6. Specify global actions against RST flood attacks.
	7. Configure IP address-specific RST flood attack detection.

	Configuring an ICMP flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global ICMP flood attack detection.
	4. Set the global threshold for triggering source-based ICMP flood attack prevention.
	5. Set the global threshold for triggering destination-based ICMP flood attack prevention.
	6. Specify global actions against ICMP flood attacks.
	7. Configure IP address-specific ICMP flood attack detection.

	Configuring an ICMPv6 flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global ICMPv6 flood attack detection.
	4. Set the global threshold for triggering source-based ICMPv6 flood attack prevention.
	5. Set the global threshold for triggering destination-based ICMPv6 flood attack prevention.
	6. Specify global actions against ICMPv6 flood attacks.
	7. Configure IP address-specific ICMPv6 flood attack detection.

	Configuring a UDP flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global UDP flood attack detection.
	4. Set the global threshold for triggering source-based UDP flood attack prevention.
	5. Set the global threshold for triggering destination-based UDP flood attack prevention.
	6. Specify global actions against UDP flood attacks.
	7. Configure IP address-specific UDP flood attack detection.

	Configuring a DNS flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global DNS flood attack detection.
	4. Set the global threshold for triggering source-based DNS flood attack prevention.
	5. Set the global threshold for triggering destination-based DNS flood attack prevention.
	6. (Optional.) Specify the global ports to be protected against DNS flood attacks.
	7. Specify global actions against DNS flood attacks.
	8. Configure IP address-specific DNS flood attack detection.

	Configuring a DNS response flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global DNS response flood attack detection.
	4. Set the global threshold for triggering source-based DNS response flood attack prevention.
	5. Set the global threshold for triggering destination-based DNS response flood attack prevention.
	6. (Optional.) Specify the global ports to be protected against DNS response flood attacks.
	7. Specify global actions against DNS response flood attacks.
	8. Configure IP address-specific DNS response flood attack detection.

	Configuring an HTTP flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global HTTP flood attack detection.
	4. Set the global threshold for triggering source-based HTTP flood attack prevention.
	5. Set the global threshold for triggering destination-based HTTP flood attack prevention.
	6. (Optional.) Specify the global ports to be protected against HTTP flood attacks.
	7. Specify global actions against HTTP flood attacks.
	8. Configure IP address-specific HTTP flood attack detection.

	Configuring a SIP flood attack defense policy
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global SIP flood attack detection.
	4. Set the global threshold for triggering source-based SIP flood attack prevention.
	5. Set the global threshold for triggering destination-based SIP flood attack prevention.
	6. (Optional.) Specify the global ports to be protected against SIP flood attacks.
	7. Specify global actions against SIP flood attacks.
	8. Configure IP address-specific SIP flood attack detection.

	Configuring threshold learning for flood attack prevention
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable the threshold learning feature for flood attack prevention.
	4. (Optional.) Set the threshold learning mode.
	5. (Optional.) Set the threshold learning duration.
	6. (Optional.) Set the threshold learning interval.
	7. (Optional.) Set the threshold learning tolerance value.
	8. (Optional.) Enable auto application of the learned threshold.
	9. Apply the most recent threshold that the device has learned.


	Configuring an HTTP slow attack defense policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Enable global HTTP slow attack detection.
	4. Set the global thresholds for triggering HTTP slow attack prevention.
	5. Set the global HTTP slow attack detection period.
	6. (Optional.) Specify the global ports to be protected against HTTP slow attacks.
	7. Specify global actions against HTTP slow attacks.
	8. Configure IP address-specific HTTP slow attack detection.


	Configuring attack detection exemption
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter attack defense policy view.
	3. Configure attack detection exemption.


	Applying an attack defense policy to a security zone
	1. Enter system view.
	2. Enter security zone view.
	3. Apply an attack defense policy to the security zone.


	Configuring single-packet attack detection and prevention globally
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable malformed packet attack detection and prevention.


	Enabling log non-aggregation for single-packet attack events
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable log non-aggregation for single-packet attack events.


	Enabling the top attack statistics ranking feature
	About this task
	Procedure
	1. Enter system view.
	2. Enable the top attack statistics ranking feature.


	Configuring TCP client verification
	About this task
	Procedure
	1. Enter system view.
	2. (Optional.) Specify an IP address to be protected by the TCP client verification feature.
	3. Enter security zone view.
	4. Enable TCP client verification.


	Configuring DNS client verification
	About this task
	Procedure
	1. Enter system view.
	2. (Optional.) Specify an IP address to be protected by the DNS client verification feature.
	3. Entersecurity zone view.
	4. Enable DNS client verification.


	Configuring DNS response verification
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Specify an IP address to be protected by the DNS response verification feature.
	3. Enter interface/security zone view.
	4. Enable DNS response verification.


	Configuring HTTP client verification
	About this task
	Procedure
	1. Enter system view.
	2. (Optional.) Specify an IP address to be protected by the HTTP client verification feature.
	3. Enter security zone view.
	4. Enable HTTP client verification.


	Configuring SIP client verification
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Specify an IP address to be protected by the SIP client verification feature.
	3. Enter security zone view.
	4. Enable SIP client verification.


	Configuring the IP blacklist feature
	About this task
	Procedure
	1. Enter system view.
	2. (Optional.) Add an IP blacklist entry.
	3. (Optional.) Enable logging for the blacklist feature.
	4. Enable the blacklist feature. Choose one option as needed:


	Configuring the user blacklist feature
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the global blacklist feature.
	3. Add a user blacklist entry.
	4. (Optional.) Enable logging for the blacklist feature.


	Configuring the address object group blacklist
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Add an address object group to the blacklist.
	3. Enable the blacklist feature. Choose one option as needed:


	Configuring the address object group whitelist
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Add an address object group to the whitelist.
	3. Enable the whitelist feature. Choose one option as needed:


	Configuring login attack prevention
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable login attack prevention.
	3. Set the maximum number of successive login failures.
	4. Set the block period during which a login attempt is blocked.
	5. Enable the global blacklist feature.


	Enabling the login delay
	About this task
	Procedure
	1. Enter system view.
	2. Enable the login delay feature.


	Limiting the creation rate of new sessions
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view
	2. Set defense actions upon threshold violations for monitored sessions.
	3. Enter interface view.
	4. Enable session creation rate limit.


	Configuring attack detection and prevention for a CPU core
	About this task
	Hardware and feature compatibility
	Procedure
	1. Enter system view
	2. Specify an attack prevention action for CPU core protection.


	Display and maintenance commands for attack detection and prevention
	Attack detection and prevention configuration examples
	Example: Configuring security zone-based attack detection and prevention
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure an attack defense policy:
	5. Enable the global blacklist feature.

	Verifying the configuration

	Example: Configuring the source IP blacklist
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure the source IP blacklist:

	Verifying the configuration

	Example: Configuring the destination IP blacklist
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure the destination IP blacklist:

	Verifying the configuration

	Example: Configuring the user blacklist
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy to allow hosts in security zone trust to access the Internet.
	4. Configure the user blacklist:

	Verifying the configuration

	Example: Configuring the address object group blacklist
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure the address object group blacklist:

	Verifying the configuration

	Example: Configuring the address object group whitelist
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure the address object group whitelist:

	Verifying the configuration

	Example: Configuring security zone-based TCP client verification
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy to allow hosts in security zone trust to access the Internet.
	4. Configure TCP client verification:

	Verifying the configuration

	Example: Configuring security zone-based DNS client verification
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy to allow hosts in security zone trust to access the internal servers.
	4. Configure DNS client verification:

	Verifying the configuration

	Example: Configuring security zone-based HTTP client verification
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy to allow hosts in security zone trust to access the internal servers.
	4. Configure HTTP client verification:

	Verifying the configuration

	Example: Configuring security zone-based SIP client verification
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy to allow hosts on the Internet to access the internal servers.
	4. Configure SIP client verification:

	Verifying the configuration

	Example: Configuring threshold learning for flood attack prevention
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy to allow hosts on the Internet to access the internal servers.
	4. Configure threshold learning for flood attack prevention:

	Verifying the configuration

	Example: Limiting the creation rate of new sessions
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy to allow hosts on the Internet to access internal servers.
	4. Limit the creation rate of new sessions:





	20-Server connection detection configuration
	Configuring server connection detection
	About server connection detection
	SCD tasks at a glance
	1. Configuring server connection learning
	2. Configuring an SCD policy
	3. Configuring SCD rules in an SCD policy

	Configuring server connection learning
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter server connection learning configuration view.
	3. Specify an IP address object group for server connection learning.
	4. Enable server connection learning for a learning period.


	Configuring an SCD policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an SCD policy and enter its view.
	3. Specify the IP address of the protected server.
	4. (Optional.) Enable logging for illegal connections initiated by the protected server.
	5. Enable the SCD policy.


	Configuring SCD rules in an SCD policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the view of an SCD policy.
	3. Create an SCD rule and enter its view.
	4. Configure the destination IP address criterion.
	5. Configure a protocol criterion.


	Display and maintenance commands for server connection detection
	SCD configuration examples
	Example: Configuring SCD
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Create an IP address object group named abc and specify IPv4 address 2.2.1.0 and mask length 24 for the object group.
	6. Specify IP address object group abc for server connection learning and enable server connection learning for one day.
	7. Create an SCD policy named policy1.

	Verifying the configuration




	21-ARP attack protection configuration
	Configuring ARP attack protection
	About ARP attack protection
	ARP attack protection tasks at a glance
	Configuring unresolvable IP attack protection
	About unresolvable IP attack protection
	Configuring ARP source suppression
	1. Enter system view.
	2. Enable ARP source suppression.
	3. Set the maximum number of unresolvable packets that the device can process per source IP address within 5 seconds.

	Display and maintenance commands for unresolvable IP attack protection

	Configuring source MAC-based ARP attack detection
	About source MAC-based ARP attack detection
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable source MAC-based ARP attack detection and specify the handling method.
	3. Set the threshold.
	4. Set the aging timer for ARP attack entries.
	5. (Optional.) Exclude specific MAC addresses from this detection.

	Display and maintenance commands for source MAC-based ARP attack detection

	Configuring ARP packet source MAC consistency check
	About this task
	Procedure
	1. Enter system view.
	2. Enable ARP packet source MAC address consistency check.


	Configuring ARP active acknowledgement
	About this task
	Procedure
	1. Enter system view.
	2. Enable the ARP active acknowledgement feature.


	Configuring authorized ARP
	About authorized ARP
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable authorized ARP on the interface.


	Configuring ARP attack detection
	About ARP attack detection
	Configuring user validity check
	About this task
	1. User validity check rules.
	2. Static IPSG bindings.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Configure a user validity check rule.
	3. Enter VLAN view.
	4. Enable ARP attack detection.
	5. (Optional.) Configure an interface that does not require ARP user validity check as a trusted interface.
	a. Return to system view.
	b. Enter interface view.
	c. Configure the interface as a trusted interface excluded from ARP attack detection.



	Configuring ARP packet validity check
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter VLAN view.
	3. Enable ARP attack detection.
	4. Enable ARP packet validity check.
	a. Return to system view.
	b. Enable ARP packet validity check and specify the objects to be checked.

	5. (Optional.) Configure the interface that does not require ARP packet validity check as a trusted interface.
	a. Enter interface view.
	b. Configure the interface as a trusted interface excluded from ARP attack detection.



	Configuring ARP restricted forwarding
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter VLAN view.
	3. Enable ARP restricted forwarding.


	Display and maintenance commands for ARP attack detection

	Configuring ARP scanning and fixed ARP
	About this task
	1. Sends ARP requests for each IP address in the address range.
	2. Obtains their MAC addresses through received ARP replies.
	3. Creates dynamic ARP entries.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Trigger an ARP scanning.
	4. Return to system view.
	5. Convert existing dynamic ARP entries to static ARP entries.


	Configuring ARP gateway protection
	About ARP gateway protection
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable ARP gateway protection for the specified gateway.


	Configuring ARP filtering
	ARP filtering
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable ARP filtering and configure a permitted entry.




	22-ND attack defense configuration
	Configuring ND attack defense
	About ND attack defense
	Configuring source MAC-based ND attack detection
	About source MAC-based ND attack detection
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable source MAC-based ND attack detection and set the detection mode.
	3. Set the threshold for source MAC-based ND attack detection.
	4. Enable the ND logging feature.

	Display and maintenance commands for source MAC-based ND attack detection

	Configuring interface-based ND attack suppression
	About interface-based ND attack suppression
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable interface-based ND attack suppression.
	3. Set the threshold for triggering ND attack suppression.

	Display and maintenance commands for interface-based ND attack suppression

	Enabling source MAC consistency check for ND messages
	About this task
	Procedure
	1. Enter system view.
	2. Enable source MAC consistency check for ND messages.
	3. (Optional.) Enable the ND logging feature.




	23-uRPF configuration
	Configuring uRPF
	About uRPF
	uRPF application scenario
	uRPF check modes
	Strict uRPF check
	Loose uRPF check

	uRPF extended functions
	Link layer check
	Using the default route in uRPF check
	Using an ACL for uRPF check exemption

	uRPF operation
	1. uRPF checks whether the received packet carries a multicast destination address:
	2. uRPF checks whether the uRPF check mode is loose:
	3. uRPF checks whether the source IP address is an all-zero address:
	4. uRPF checks whether the source address matches a unicast route:
	5. uRPF checks whether the matching route is to the host itself (whether the output interface of the matching route is an InLoop interface):
	6. uRPF checks whether the matching route is a default route:
	7. uRPF checks whether the link-check keyword is configured for link layer check:
	8. uRPF checks whether the packet is permitted by the ACL:

	Network application

	Restrictions and guidelines: uRPF configuration
	Enabling uRPF for a security zone
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter security zone view.
	3. Enable uRPF.


	Display and maintenance commands for uRPF

	Configuring IPv6 uRPF
	About IPv6 uRPF
	IPv6 uRPF application scenario
	IPv6 uRPF check modes
	Strict IPv6 uRPF check
	Loose IPv6 uRPF check

	IPv6 uRPF extended functions
	Using the default route in IPv6 uRPF check
	Using an ACL for IPv6 uRPF check exemption

	IPv6 uRPF operation
	1. IPv6 uRPF checks whether the received packet carries a multicast destination address:
	2. IPv6 uRPF checks whether the IPv6 uRPF check mode is loose:
	3. IPv6 uRPF checks whether the source address is a link-local address:
	4. IPv6 uRPF checks whether the source address is an all-zero address:
	5. IPv6 uRPF checks whether the source address matches a unicast route:
	6. IPv6 uRPF checks whether the matching route is to the host itself (whether the output interface of the matching route is an InLoop interface):
	7. IPv6 uRPF checks whether the matching route is a default route:
	8. IPv6 uRPF checks whether the packet is permitted by the IPv6 ACL:

	Network application

	Restrictions and guidelines: IPv6 uRPF configuration
	Enabling IPv6 uRPF for a security zone
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter security zone view.
	3. Enable IPv6 uRPF.


	Display and maintenance commands for IPv6 uRPF


	24-IP-MAC binding configuration
	Configuring IP-MAC binding
	About IP-MAC binding
	Operating mechanism
	IP-MAC binding entry creation
	Manual creation of IP-MAC binding entries
	Bulk generation of IP-MAC binding entries


	Restrictions and guidelines: IP-MAC binding configuration
	IP-MAC binding tasks at a glance
	1. Enabling the IP-MAC binding feature
	2. Configuring IP-MAC binding entries
	3. Setting the default action for packets that do not match any IP-MAC binding entries

	Enabling the IP-MAC binding feature
	About this task
	Procedure
	1. Enter system view.
	2. Enable the IP-MAC binding feature.


	Manually creating an IP-MAC binding entry
	Creating an IP-MAC binding entry
	1. Enter system view.
	2. Create an IP-MAC binding entry.


	Bulk generating IP-MAC binding entries
	About this task
	Procedure
	1. Enter system view.
	2. Bulk generate IP-MAC binding entries.


	Setting the default action for packets that do not match any IP-MAC binding entries
	About this task
	Procedure
	1. Enter system view.
	2. Set the default action to deny for packets that do not match any IP-MAC binding entries.


	Display and maintenance commands for IP-MAC binding
	IP-MAC binding configuration examples
	Example: Configuring IPv4-MAC binding
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure the IP-MAC binding feature:

	Verifying the configuration

	Example: Configuring IPv6-MAC binding
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure the IP-MAC binding feature:

	Verifying the configuration




	25-APR configuration
	Configuring APR
	About APR
	PBAR
	NBAR
	Application group
	APR signature library management
	APR signature library
	APR signature library update
	APR signature library rollback


	Restrictions: Licensing requirements for APR
	APR tasks at a glance
	1. Configuring PBAR
	2. Configuring a user-defined NBAR rule
	3. Configuring a risk type for a user-defined application
	4. Configuring application groups
	5. Enabling application statistics on an interface
	6. Configuring detection thresholds for categorizing an application as type other
	7. Managing the APR signature library

	Configuring PBAR
	1. Enter system view.
	2. Configure a port mapping.

	Configuring a user-defined NBAR rule
	About this task
	Procedure
	1. Enter system view.
	2. Create a user-defined NBAR rule and enter its view.
	3. (Optional.) Configure the description of the NBAR rule.
	4. Configure a signature and enter NBAR rule signature view.
	5. (Optional.) Configure a detection item for the signature.
	6. Return to user-defined NBAR rule view.
	7. (Optional.) Specify a destination IP subnet.
	8. (Optional.) Specify a source IP subnet.
	9. (Optional.) Specify a direction.
	10. (Optional.) Specify a port number or port range.
	11. (Optional.) Set the maximum detected length.
	12. (Optional.) Disable the user-defined NBAR rule.
	13. Activate the user-defined NBAR rule.


	Configuring a risk type for a user-defined application
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter user-defined application view.
	3. Configure a risk type for the user-defined application.


	Configuring application groups
	1. Enter system view.
	2. Create an application group and enter its view.
	3. (Optional.) Configure the description of the application group.
	4. Add application protocols to the group.

	Enabling application statistics on an interface
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Layer 3 interface view.
	3. Enable application statistics on the interface.


	Configuring detection thresholds for categorizing an application as type other
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure detection thresholds for categorizing an application as type other.


	Managing the APR signature library
	Restrictions and guidelines for APR signature library management
	Scheduling an automatic update for the APR signature library
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the automatic update feature and enter auto-update configuration view.
	3. Configure the update schedule.
	4. (Optional.) Overwrite the current signature file.


	Triggering an automatic update for the APR signature library
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Trigger an automatic update for the APR signature library.


	Performing a manual update for the APR signature library
	About this task
	Procedure
	1. Enter system view.
	2. Manually update the APR signature library.


	Rolling back the APR signature library
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Roll back the APR signature library.



	Display and maintenance commands for APR


	26-Keychain configuration
	Configuring keychains
	About keychains
	Operating mechanism
	Time modes

	Restrictions and guidelines: Keychain configuration
	Configuring a keychain in absolute time mode
	1. Enter system view.
	2. Create a keychain and enter keychain view.
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	6. Configure the key.

	Display and maintenance commands for keychain
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	Example: Configuring keychains
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces and configure routes, security zones, zone pairs, and interzone policies. Make sure the network connections are available. (Details not shown.)
	2. Configure Device A:
	3. Configure Device B:

	Verifying the configuration
	1. When the system time is within the lifetime from 10:00:00 to 11:00:00 on the day 2015/02/06, verify the status of the keys in keychain abc.
	2. When the system time is within the lifetime from 11:00:00 to 12:00:00 on the day 2015/02/06, verify the status of the keys in keychain abc.
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	Working mechanism
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	Procedure
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	1. Verify that ARP entries have been synchronized to the device.
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	Procedure
	1. Enter system view.
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	3. Specify the SMS platform for the SMS gateway.
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	1. Enter system view.
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	Procedure
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	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure data filtering:
	a. Configure keyword groups:
	b. Configure a data filtering policy:

	5. Configure a DPI application profile and activate the data filtering policy and rule settings:
	6. Configure a security policy:

	Verifying the configuration




	06-File filtering configuration
	Configuring file filtering
	About file filtering
	Basic concepts
	File type match pattern
	File type group
	File filtering rule

	File filtering mechanism
	1. Compares the packet with the security policy rules.
	2. Extracts and records the file extension in the packet.
	3. Identifies the real file extension and compares it with the recorded file extension:
	4. Determines the actions to take on the packet by comparing the packet attributes (file extension, application layer application, and traffic direction) with the file filtering rules in the file filtering policy:


	File filtering tasks at a glance
	1. Configuring a file type group
	2. Configuring a file filtering policy
	3. Setting the action for packets with files carrying false extensions
	4. Applying a file filtering policy to a DPI application profile
	5. (Optional.) Activating file filtering policy and rule settings
	6. Applying a DPI application profile to a security policy rule

	Configuring a file type group
	About this task
	Procedure
	1. Enter system view.
	2. Create a file type group and enter its view.
	3. (Optional.) Configure a description for the file type group.
	4. Configure a file type match pattern.


	Configuring a file filtering policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a file filtering policy and enter its view.
	3. (Optional.) Configure a description for the file filtering policy.
	4. Create a file filtering rule and enter its view.
	5. Specify a file type group for the file filtering rule.
	6. Specify the application layer protocols to which the file filtering rule applies.
	7. Specify the traffic directions to which the file filtering rule applies.
	8. Specify the actions to take on matching packets.


	Setting the action for packets with files carrying false extensions
	About this task
	Procedure
	1. Enter system view.
	2. Set the action for packets with files carrying false extensions.


	Applying a file filtering policy to a DPI application profile
	About this task
	Procedure
	1. Enter system view.
	2. Enter DPI application profile view.
	3. Apply a file filtering policy to the DPI application profile.


	Activating file filtering policy and rule settings
	About this task
	Procedure
	1. Enter system view.
	2. Activate file filtering policy and rule settings.


	Applying a DPI application profile to a security policy rule
	1. Enter system view.
	2. Enter security policy view.
	3. Enter security policy rule view.
	4. Set the rule action to pass.
	5. Use a DPI application profile in the rule.

	File filtering configuration examples
	Example: Using a file filtering policy in a security policy
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure file filtering:
	a. Create a file type group named fg1 and create two file type match patterns to match files with the pptx and dotx extensions, respectively.
	b. Create a file filtering rule named r1 and configure it to drop and log both upload and download HTTP packets that match file type group fg1.

	5. Configure a DPI application profile and activate the file filtering policy and rule settings:
	6. Configure a security policy:

	Verifying the configuration




	07-Anti-virus configuration
	Configuring anti-virus
	About anti-virus
	Application scenario
	Terminology
	Virus signature
	MD5 rules
	Signature exception
	Application exception
	MD5 exception
	Anti-virus action

	Virus detection methods
	Anti-virus mechanism
	1. The device identifies whether the anti-virus supports the application layer protocol of the packet.
	2. If a matching signature or MD5 rule is found, the device determines if the matching signature is an exception.
	3. If no matching signature or MD5 rule is found, the device examines whether the MD5 value of the file in the packet matches an MD5 value exception.

	Virus signature library management
	Updating the virus signature library
	Rolling back the virus signature library


	Licensing requirements
	Restrictions and guidelines: Anti-virus
	Anti-virus tasks at a glance
	1. Configuring an anti-virus policy
	2. Configuring MD5 value-based anti-virus cloud query
	3. Specifying a parameter profile for an anti-virus action
	4. Applying an anti-virus policy to a DPI application profile
	5. (Optional.) Activating anti-virus policy settings
	6. Applying a DPI application profile to a security policy rule
	7. Managing the virus signature library

	Configuring an anti-virus policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an anti-virus policy and enter its view.
	3. (Optional.) Configure a description for the anti-virus policy.
	4. Configure anti-virus for an application layer protocol.
	5. (Optional.) Apply a warning parameter profile to an anti-virus policy and enable sending the alarm message defined in the profile.
	6. (Optional.) Set a signature as a signature exception.
	7. (Optional.) Set an application as an application exception and specify an anti-virus action for the application exception.
	8. (Optional.) Set an MD5 value as an MD5 exception.
	9. Enable the virus signatures at and above a severity level.


	Configuring MD5 value-based anti-virus cloud query
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify the cloud query server.
	3. (Optional.) Set the anti-virus cache size.
	4. (Optional.) Set the minimum cache period for an anti-virus MD5 entry.
	5. Enter anti-virus policy view.
	6. Enable MD5 value-based anti-virus cloud query.


	Specifying a parameter profile for an anti-virus action
	About this task
	Procedure
	1. Enter system view.
	2. Specify a parameter profile for an anti-virus action.


	Applying an anti-virus policy to a DPI application profile
	About this task
	Procedure
	1. Enter system view.
	2. Enter DPI application profile view.
	3. Apply an anti-virus policy to the DPI application profile.


	Activating anti-virus policy settings
	About this task
	Procedure
	1. Enter system view.
	2. Activate anti-virus policy settings.


	Applying a DPI application profile to a security policy rule
	1. Enter system view.
	2. Enter security policy view.
	3. Enter security policy rule view.
	4. Set the rule action to pass.
	5. Use a DPI application profile in the rule.

	Managing the virus signature library
	Restrictions and guidelines
	Scheduling automatic virus signature library update
	About this task
	Procedure
	1. Enter system view.
	2. Enable automatic virus signature library update and enter automatic virus signature library update configuration view.
	3. Schedule the update time.


	Triggering an immediate automatic virus signature library update
	About this task
	Procedure
	1. Enter system view.
	2. Trigger an immediate virus signature library update.


	Manually updating the virus signature library
	About this task
	Procedure
	1. Enter system view.
	2. Manually update the virus signature library.


	Rolling back the virus signature library
	About this task
	Procedure
	1. Enter system view.
	2. Roll back the virus signature library.



	Display and maintenance commands for anti-virus
	Anti-virus configuration examples
	Example: Using the default anti-virus policy in a security policy
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a DPI application profile and activate the anti-virus policy settings:
	5. Configure a security policy:

	Verifying the configuration

	Example: Using a user-defined anti-virus policy in a security policy
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Create anti-virus policy antivirus1, set virus signature 2 as a signature exception, set the 139Email application as an application exception, and specify alert as the anti-virus action for the application exception.
	5. Configure a DPI application profile and activate the anti-virus policy settings:
	6. Configure a security policy:

	Verifying the configuration

	Example: Manually updating the virus signature library
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Update the virus signature library by using the virus signature file anti-virus-1.0.8-encrypt.dat on the FTP server.

	Verifying the configuration

	Example: Configuring automatic virus signature library update
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a DNS server to resolve the domain name of the official website into an IP address.
	5. Configure a security policy:
	6. Configure automatic virus signature library update:

	Verifying the configuration




	08-Data analysis center configuration
	Configuring the data analysis center
	About the data analysis center
	Log data storage and analysis
	Traffic monitoring
	Reporting

	Restrictions and guidelines: Data analysis center configuration
	Data analysis center tasks at a glance
	a. Configuring a report export template
	b. Configuring the report contents
	c. Configuring report export parameters

	Enabling log collection
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the log collection for a service.


	Enabling real-time log display
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the real-time log display.


	Enabling real-time traffic statistics collection
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable real-time traffic statistics collection.


	Configuring the email server
	About this task
	Procedure
	1. Enter system view.
	2. Specify the email server address.
	3. Specify the email sender address.
	4. (Optional.) Configure email client authentication.
	a. Enable email client authentication.
	b. Specify the username for email client authentication.
	c. Specify the password for email client authentication.
	d. Enable secure transmission of client authentication credentials.



	Configuring report subscription
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Configure the subscription parameters for a report type.


	Configuring report export
	About report export
	Restrictions and guidelines
	Prerequisites
	Configuring a report export template
	About this task
	Procedure
	1. Enter system view.
	2. Create a report export template and enter its view.
	3. (Optional.) Specify the language used in exported reports.


	Configuring an LB link statistics report
	1. Enter system view.
	2. Enter the view of an existing report export template.
	3. Create the LB link statistics report view and enter the veiw.
	4. Specify an LB link for the LB link statistics report.
	5. Specify the contents for the LB link statistics report.

	Configuring an LB virtual server statistics report
	1. Enter system view.
	2. Enter the view of an existing report export template.
	3. Create the LB virtual server statistics report view and enter the view.
	4. Specify an LB virtual server for the LB virtual server statistics report.
	5. Specify the content for the LB virtual server statistics report.

	Configuring report export parameters
	About this task
	Procedure
	1. Enter system view.
	2. Configure report export parameters.



	Configuring data storage limits for a service
	About this task
	Procedure
	1. Enter system view.
	2. Set the storage time limit, storage space usage limit, or the storage limit-triggered action for a service.


	Display and maintenance commands for data analysis center


	09-Proxy policy configuration
	Configuring the proxy policy
	About the proxy policy
	TCP proxy
	SSL proxy
	About this task
	1. Decrypts the HTTPS traffic.
	2. Performs deep packet inspection and audit on the traffic according to the DPI service configuration.
	3. Re-encrypts the traffic and send it to the server or client.

	Application scenarios
	Basic concepts
	SSL decryption certificate
	Proxy server certificate
	Internal server certificate
	SSL proxy whitelist

	Mechanism for protecting internal clients
	1. The client sends a request to initiate an SSL connection with the server.
	2. The device receives the request from the client and proxies the client to send a new SSL connection request to the server.
	3. The server responds to the request and sends the server certificate to the device.
	4. The device verifies the legitimacy of the server certificate, completes the SSL handshake with the server on behalf of the SSL client, and sets up an SSL connection.
	5. The device acts as the SSL proxy server to respond to the client connection request and send a proxy server certificate to the client. The proxy server certificate is issued by using the SSL decryption certificate based on the content of the real s...
	6. The client verifies the proxy server certificate, completes the SSL handshake with the device, and sets up an SSL connection.
	7. The client and server transmit encrypted SSL traffic with the device, respectively.
	8. The device decrypts the SSL traffic from the client or server and performs deep packet inspection and audit on the traffic.
	9. The device re-encrypts the traffic and sends it to the server.

	Mechanism for protecting internal servers
	1. The administrator obtains the certificate of the internal server to be protected and imports the internal server certificate to the device.
	2. The device receives the SSL connection request from the client.
	3. The device proxies the client to send a new SSL connection request to the server.
	4. The server responds to the request and sends the server certificate to the device.
	5. The device verifies the legitimacy of the server certificate, completes the SSL handshake with the server on behalf of the SSL client, and sets up an SSL connection.
	6. The device acts as the SSL proxy server to respond to the client connection request and send the imported internal server certificate to the client.
	7. The client verifies the internal server certificate, completes the SSL handshake with the device, and sets up an SSL connection.
	8. The client and server transmit encrypted SSL traffic with the device, respectively.
	9. The device decrypts the SSL traffic from the client or server and performs deep packet inspection and audit on the traffic.
	10. The device re-encrypts the traffic and sends it to the server.


	Proxy policy rules
	Naming and numbering of proxy policy rules
	Traffic filtering criteria in a proxy policy rule
	Proxy policy rule match order
	Proxy policy rule actions
	Matching process
	1. The device compares the packet against the proxy policy rule with the highest priority.
	2. The device determines that the packet matches the proxy policy rule if the packet matches each of following filtering criteria types in the rule:
	3. If the packet does not match the highest priority rule, the device continues the match process. The match process stops until a matching rule is found, and the action associated with the matching rule is applied.
	4. If the packet does not match any rules in the proxy policy, the device applies the default action specified in the proxy policy to the packet.



	Restrictions and guidelines: Proxy policy configuration
	Proxy policy configuration procedure summary
	Proxy policy tasks at a glance
	1. Configuring attributes in the proxy policy
	a. Setting the default action for the proxy policy
	b. Creating a proxy policy rule
	c. Configuring the traffic filtering criteria for a proxy policy rule
	d. Setting the action for a proxy policy rule

	2. (Optional.) Managing proxy policy rules
	a. Changing the rule match order
	b. Disabling a proxy policy rule

	3. Configuring SSL decryption certificates
	a. Importing an SSL decryption certificate
	b. (Optional.) Channing the credibility of an SSL decryption certificate
	c. (Optional.) Deleting an SSL decryption certificate

	4. Configuring internal server certificates
	a. Importing an internal server certificate
	b. (Optional.) Deleting an internal server certificate

	5. (Optional.) Configuring the SSL proxy whitelist
	a. Add a hostname to the user-defined SSL hostname whitelist
	b. Disabling hostnames on the predefined SSL hostname whitelist
	c. Activating SSL hostname whitelist settings


	Prerequisites for proxy policy configuration
	Configuring attributes in the proxy policy
	Setting the default action for the proxy policy
	About this task
	Procedure
	1. Enter system view.
	2. Enter proxy policy view.
	3. Set the default action for the proxy policy.
	4. Specify an SSL decryption protection mode for the proxy policy.


	Creating a proxy policy rule
	1. Enter system view.
	2. Enter proxy policy view.
	3. Create a proxy policy rule and enter its view.

	Configuring the traffic filtering criteria for a proxy policy rule
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter proxy policy view.
	3. Enter the view of a proxy policy rule.
	4. Configure the traffic filtering criteria as needed:


	Setting the action for a proxy policy rule
	1. Enter system view.
	2. Enter proxy policy view.
	3. Enter the view of a proxy policy rule.
	4. Set the action for traffic matching the proxy policy rule.
	5. Specify an SSL decryption protection mode for the proxy policy rule.


	Managing proxy policy rules
	Changing the rule match order
	About this task
	Procedure
	1. Enter system view.
	2. Enter proxy policy view.
	3. Move a proxy policy rule.


	Disabling a proxy policy rule
	1. Enter system view.
	2. Enter proxy policy view.
	3. Enter the view of a proxy policy rule.
	4. Disable the proxy policy rule.


	Configuring SSL decryption certificates
	Importing an SSL decryption certificate
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Import a CA certificate as a trusted or untrusted SSL decryption certificate to the device.


	Channing the credibility of an SSL decryption certificate
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Change the credibility of an SSL decryption certificate.


	Deleting an SSL decryption certificate
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Delete an SSL decryption certificate.



	Configuring internal server certificates
	Importing an internal server certificate
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Import an internal server certificate.


	Deleting an internal server certificate
	About this task
	Procedure
	1. Enter system view.
	2. Delete an internal server certificate.



	Configuring the SSL proxy whitelist
	Add a hostname to the user-defined SSL hostname whitelist
	About this task
	Procedure
	1. Enter system view.
	2. Add the hostname of a server to the user-defined SSL hostname whitelist.


	Disabling hostnames on the predefined SSL hostname whitelist
	1. Enter system view.
	2. Disable hostnames on the predefined SSL hostname whitelist.

	Activating SSL hostname whitelist settings
	About this task
	Procedure
	1. Enter system view.
	2. Activate SSL hostname whitelist configuration.



	Display and maintenance commands for the proxy policy
	Proxy policy configuration examples
	Example: Configuring the proxy policy
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Create an IP address object group named obj1 and configure an IP address object with subnet 192.168.1.0/24.
	5. Import CA certificate trust.pem as a trusted SSL decryption certificate and CA certificate untrust.pem as an untrusted SSL decryption certificate to the device.
	6. Install CA certificate trust.pem on all internal hosts and set the CA certificate trust.pem as a trusted SSL decryption certificate. (Details not shown.)
	7. Create proxy policy rule https to match HTTPS traffic from internal hosts destined for the Web server and set the action for traffic matching rule https to SSL decryption.
	8. Configure URL filtering:
	9. Apply URL filtering policy p1 to a DPI application profile and activate the URL filtering policy settings:
	10. Configure a security policy:

	Verifying the configuration
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	01-NAT configuration
	NAT overview
	Restrictions and guidelines: NAT configuration
	Basic NAT concepts
	Basic NAT operating mechanism
	1. Upon receiving a request from the host to the server, NAT translates the private source address 192.168.1.3 to the public address 20.1.1.1 and forwards the NATed packet. NAT adds a mapping for the two addresses to its NAT table.
	2. Upon receiving a response from the server, NAT translates the destination public address to the private address, and forwards the packet to the host.

	NAT control
	NAT translation methods
	Static NAT
	Source address translation
	NO-PAT
	Port-based PAT

	Port block-based NAT
	Static port block mapping
	1. Divides the port range by the port block size to get the number of available port blocks for each public IP address.
	2. Sorts the port blocks in ascending order of the start port number in each block.
	3. Sorts the private IP addresses and the public IP addresses separately in ascending order.
	4. Maps the first base number of private IP addresses to the first public IP address and its port blocks in ascending order.

	Dynamic port block mapping
	1. Uses ACLs to implement translation control. It processes only packets that match an ACL permit rule.
	2. Creates a mapping from the internal user's private IP address to a public IP address and a port block.
	3. Translates the private IP address to the public IP address, and the source ports to ports in the selected port block for subsequent connections from the private IP address.
	4. Withdraws the port block and deletes the dynamic port block mapping when all connections from the private IP address are disconnected.


	Destination address translation
	1. Upon receiving a request from the host, NAT translates the public destination IP address and port number to the private IP address and port number of the internal server.
	2. Upon receiving a response from the server, NAT translates the private source IP address and port number to the public IP address and port number.


	NAT entries
	NAT session entry
	EIM entry
	NO-PAT entry
	Port block-based entry

	VRF-aware NAT
	1. Upon receiving a request from a user in a VRF to an external network, NAT performs the following tasks:
	2. When a response packet arrives, NAT performs the following tasks:

	NAT hairpin
	NAT ALG
	NAT DNS mapping
	1. The host sends a DNS request containing the domain name of the internal Web server.
	2. Upon receiving the DNS response, the NAT device performs a DNS mapping lookup by using the domain name in the response. A NAT DNS mapping maps the domain name to the public IP address, public port number, and the protocol type for the internal server.
	3. If a match is found, the NAT continues to compare the public address, public port number, and the protocol type with the NAT Server configuration. The NAT Server configuration maps the public IP address and port number to the private IP address and...
	4. If a match is found, NAT translates the public IP address in the response into the private IP address of the Web server.
	5. The internal host receives the DNS response, and obtains the private IP address of the Web server.

	NAT444
	About NAT444
	Centralized NAT444 deployment
	1. The CPE device performs the first NAT.
	2. After the user passes AAA authentication on the BRAS device, this user is assigned a private IP address.
	3. When the packet destined to the external network, the NAT444 gateway performs the second NAT.


	NAT for overlapping addresses
	NAT for overlapping addresses in different VPNs
	1. Configure a static outbound NAT mapping between 192.168.1.1 in VPN 1 and 172.16.1.1 in VPN 2.
	2. Configure a static outbound NAT mapping between 192.168.1.1 in VPN 2 and 172.16.2.1 in VPN 1.
	3. When static NAT takes effect, the hosts can access each other.

	NAT for internal-to-external access through domain name
	1. The host sends a DNS request to the DNS server in the external network.
	2. After receiving a DNS reply, the NAT device with NAT ALG configured translates the Web server's IP address in the DNS reply payload to a dynamically assigned public address 10.1.1.1.
	3. Configure inbound dynamic NAT ALG to make sure the internal host reaches the Web server instead of another internal host. NAT ALG can translate the Web server's IP address in the DNS reply payload to a dynamically assigned public address 10.1.1.1.
	4. After receiving the DNS reply from the NAT device, the host sends a packet with the source IP address 192.168.1.1 and destination IP address 10.1.1.1.
	5. The NAT device with outbound dynamic NAT configured translates the source IP address of the packet to a dynamically assigned public address 20.1.1.1. NAT ALG translates the destination IP address of the packet to the IP address of the Web server.


	NAT in the DS-Lite network

	Configuring global NAT
	About the global NAT policy
	Global NAT tasks at a glance
	1. Configuring the global NAT policy
	a. Creating the global NAT policy
	b. Configuring NAT-type rules
	c. Configuring NAT64-type rules
	d. Configuring NAT66-type rules
	e. Rearranging NAT rules in the policy to adjust their priority
	f. Disabling NAT rules

	2. (Optional.) Configuring NAT ALG
	3. (Optional.) Configuring NAT DNS mapping
	4. (Optional.) Configuring high availability for NAT
	5. (Optional.) Configuring NAT in specific networks
	6. (Optional.) Configuring NAT maintenance
	7. (Optional.) Configuring NAT logging

	Configuring the global NAT policy
	About the global NAT policy
	Restrictions and guidelines for global NAT policy configuration
	Creating the global NAT policy
	1. Enter system view
	2. Create the global NAT policy and enter its view.

	Configuring NAT-type rules
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the global NAT policy view.
	3. Create a NAT-type rule and enter its view.
	4. (Optional.) Configure a description for the NAT rule.
	5. Specify packet match criteria for the rule.
	6. Specify an address translation method for the NAT rule.
	7. (Optional.) Enable hit counting for the NAT rule.
	8. Specify a translation mode for PAT.
	a. Return to global NAT policy view
	b. Return to system view.
	c. Apply the Endpoint-Independent Mapping mode for address translation.



	Configuring NAT64-type rules
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter global NAT policy view.
	3. Create a NAT64-type rule and enter its view.
	4. (Optional.) Configure a description for the NAT rule.
	5. Specify packet match criteria for the rule.
	6. Specify an address translation method for the NAT rule.
	7. (Optional.) Enable hit counting for the NAT rule.


	Configuring NAT66-type rules
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter global NAT policy view.
	3. Create a NAT66-type rule and enter its view.
	4. (Optional.) Configure a description for the NAT rule.
	5. Specify packet match criteria for the rule.
	6. Specify an address translation method for the NAT rule.
	7. (Optional.) Enable hit counting for the NAT rule.


	Rearranging NAT rules in the policy to adjust their priority
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the global NAT policy view.
	3. Rearrange NAT rules to change their priority.


	Disabling NAT rules
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the global NAT policy view.
	3. Enter the view of a NAT rule.
	4. Disable the NAT rule.



	Configuring NAT ALG
	1. Enter system view.
	2. Configure NAT ALG for a protocol or all protocols.

	Configuring NAT DNS mapping
	About this task
	1. A NAT DNS mapping maps the domain name to the public IP address, public port number, and the protocol type for the internal server.
	2. To specify the mapped public IP address, configure the destination IP address match criterion. To specify the mapped protocol type and public port number, configure the service type match criterion. To specify the translated private IP address, per...
	3. Upon receiving the DNS response, the NAT device performs a DNS mapping lookup by using the domain name in the response. If a match is found, NAT translates the public IP address in the response into the private IP address.

	Procedure
	1. Enter system view.
	2. Enable NAT ALG for DNS.
	3. Configure a NAT DNS mapping.


	Enabling NAT port halving
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable NAT port halving.


	Configuring hot backup for NAT
	About hot backup for NAT
	Operating mechanism
	Configuring the hot backup system in active/standby mode
	About this task
	Restrictions and guidelines
	Procedure (NAT-type rule)
	1. Enter system view.
	2. Enter global NAT policy view.
	3. Enter NAT rule view.
	4. Bind a translation method to a VRRP group. Choose the options to configure as needed:

	Procedure (NAT64-type rule)
	1. Enter system view.
	2. Enter global NAT policy view.
	3. Create a NAT64-type rule and enter its view.
	4. Bind a translation method to a VRRP group. Choose the options to configure as needed:

	Procedure (NAT66-type rule)
	1. Enter system view.
	2. Enter global NAT policy view.
	3. Create a NAT66-type rule and enter its view.
	4. Bind the static source address translation method to a VRRP group.


	Configuring the hot backup system in dual-active mode
	About this task
	Restrictions and guidelines
	Procedure (NAT-type rule)
	1. Enter system view.
	2. Enter global NAT policy view.
	3. Enter NAT rule view.
	4. Bind a translation method to a VRRP group. Choose the options to configure as needed:
	5. (Optional.) Specify NAT port block ranges for the two devices in the hot backup system.
	a. Return to global NAT policy view.
	b. Return to system view.
	c. Specify NAT port ranges for the two devices in the hot backup system.


	Procedure (NAT64-type rule)
	1. Enter system view.
	2. Enter global NAT policy view.
	3. Create a NAT64-type rule and enter its view.
	4. Bind a translation method to a VRRP group. Choose the options to configure as needed:

	Procedure (NAT66-type rule)
	1. Enter system view.
	2. Enter global NAT policy view.
	3. Create a NAT66-type rule and enter its view.
	4. Bind the static source address translation method to a VRRP group.



	Configuring NAT in specific networks
	Enabling NAT reply redirection
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable NAT reply redirection.


	Enabling the deletion of timestamps in TCP SYN and SYN ACK packets
	About this task
	Procedure
	1. Enter system view.
	2. Enable the deletion of timestamps in TCP SYN and SYN ACK packets



	Configuring NAT maintenance
	Configuring periodic NAT statistics collection
	About this task
	Hardware and feature compatibility
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable periodic NAT statistics collection.
	3. Configure the interval for periodic NAT statistics collection.


	Enabling statistics collection for NAT session creation rate
	About this task
	Procedure
	1. Enter system view.
	2. Enable statistics collection for NAT session creation rate.


	Specifying a probe method for detecting reachability of NAT address group members
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter NAT address group view.
	3. Specify a probe method for the NAT address group.


	Enabling sending ICMP error messages for NAT failures
	About this task
	Procedure
	1. Enter system view.
	2. Enable sending ICMP error messages for NAT failures.


	Enabling NAT configuration changes to take effect only on new connections
	About this task
	Procedure
	1. Enter system view.
	2. Enable NAT configuration change to take effect only on new connections.



	Configuring NAT logging
	Configuring NAT session logging
	About this task
	Procedure
	1. Enter system view.
	2. Enable NAT logging.
	3. Enable NAT session logging.


	Configuring NAT444 user logging
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enable NAT logging.
	3. Enable NAT444 user logging. Choose the options to configure as needed:


	Configuring NAT alarm logging
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enable NAT logging.
	3. Enable NAT alarm logging.
	4. (Optional.) Set the NAT444 port block usage threshold.


	Enabling logging for IP usage of a NAT address group in NO-PAT mode
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable NAT logging.
	3. Enable logging for the IP usage of a NAT address group in NO-PAT mode and set a threshold.



	Display and maintenance commands for global NAT
	Global NAT configuration examples
	Example: Configuring outbound one-to-one static NAT
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring outbound dynamic NAT (non-overlapping addresses)
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT Server for external-to-internal access
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT Server for external-to-internal access through domain name (non-overlapping addresses)
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT hairpin in P2P mode
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring the global NAT policy for NAT444 dynamic port mapping
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring a hot backup system in active/standby mode in collaboration with VRRP for NAT
	Example: Configuring a hot backup system in dual-active mode in collaboration with VRRP for NAT


	Configuring interface-based NAT
	Restrictions: Hardware compatibility with NAT configuration
	Restrictions and guidelines: interface-based NAT configuration
	a. NAT Server.
	b. Static NAT.
	c. NAT444 static port blocking mapping.
	d. Dynamic NAT, NAT444 dynamic port block mapping, and DS-Lite B4 address translation.

	Interface-based NAT tasks at a glance
	1. Configuring an address translation method on an interface
	2. (Optional.) Configuring NAT hairpin
	3. (Optional.) Configuring NAT ALG
	4. (Optional.) Configuring NAT DNS mapping
	5. (Optional.) Configuring high availability for NAT
	6. (Optional.) Configuring NAT maintenance
	7. (Optional.) Configuring NAT logging
	8. (Optional.) Configuring NAT in specific networks

	Configuring static NAT on an interface
	Restrictions and guidelines for static NAT configuration on an interface
	Prerequisites
	Configuring outbound one-to-one static NAT
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure a one-to-one mapping for outbound static NAT.
	3. (Optional.) Rearrange outbound one-to-one mapping NAT rules to adjust their priorities.
	4. Enter interface view.
	5. Enable static NAT on the interface.


	Configuring outbound net-to-net static NAT
	About this task
	Procedure
	1. Enter system view.
	2. Configure a net-to-net mapping for outbound static NAT.
	3. (Optional.) Change the priority of the outbound net-to-net static NAT rule.
	4. Enter interface view.
	5. Enable static NAT on the interface.


	Configuring object group-based outbound static NAT
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure an object group-based outbound static NAT mapping.
	3. Enter interface view.
	4. Enable static NAT on the interface.


	Configuring inbound one-to-one static NAT
	About this task
	Procedure
	1. Enter system view.
	2. Configure a one-to-one mapping for inbound static NAT.
	3. Enter interface view.
	4. Enable static NAT on the interface.


	Configuring inbound net-to-net static NAT
	About this task
	Procedure
	1. Enter system view.
	2. Configure a net-to-net mapping for inbound static NAT.
	3. (Optional.) Change the priority of the inbound net-to-net static NAT rule.
	4. Enter interface view.
	5. Enable static NAT on the interface.


	Configuring object group-based inbound static NAT
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view
	2. Configure an object group-based inbound static NAT mapping.
	3. Enter interface view.
	4. Enable static NAT on the interface.



	Configuring dynamic NAT on an interface
	Restrictions and guidelines dynamic NAT configuration on an interface
	Prerequisites
	Configuring outbound dynamic NAT
	About this task
	Procedure
	1. Enter system view.
	2. Create a NAT address group and enter its view.
	3. Add an address range to the address group.
	4. (Optional.) Exclude IP addresses from being used in address translation.
	5. Return to system view.
	6. Enter interface view.
	7. Configure outbound dynamic NAT. Choose the options to configure as needed:
	8. (Optional.) Configure a PAT mapping mode.
	a. Return to system view.
	b. Configure a PAT mapping mode.

	9. (Optional.) Rearrange outbound dynamic NAT rules to adjust their priorities.


	Configuring inbound dynamic NAT
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a NAT address group and enter its view.
	3. Add an address range to the address group.
	4. (Optional.) Exclude IP addresses from being used in address translation.
	5. Return to system view.
	6. Enter interface view.
	7. Configure inbound dynamic NAT.
	8. (Optional.) Rearrange inbound dynamic NAT rules to adjust their priorities.



	Configuring NAT server mappings on an interface
	About NAT server mappings
	Restrictions and guidelines for NAT server mapping configuration on an interface
	Configuring common NAT server mappings
	1. Enter system view.
	2. Enter interface view.
	3. Configure common NAT server mappings. Choose the options to configure as needed:

	Configuring load sharing NAT server mappings
	1. Enter system view.
	2. Create a NAT server group and enter its view.
	3. Add an internal server into the group.
	4. Return to system view.
	5. Enter interface view.
	6. Configure a load sharing NAT server mapping.

	Configuring ACL-based NAT server mappings
	1. Enter system view.
	2. Enter interface view.
	3. Configure an ACL-based NAT server mapping.
	4. (Optional.) Rearrange ACL-based NAT server mappings to adjust their priorities.

	Configuring object group-based NAT server mappings
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view
	2. Enter interface view.
	3. Create an object group-based NAT server mapping.
	4. Add object groups to the NAT server mapping.



	Configuring NAT444 on an interface
	About NAT444
	Restrictions and guidelines for NAT444 configuration on an interface
	Configuring static port block mapping for NAT444
	1. Enter system view.
	2. Create a NAT port block group, and enter its view.
	3. Add a private IP address range to the port block group.
	4. Add a public IP address range to the port block group.
	5. Configure the port range for the public IP addresses.
	6. Set the port block size.
	7. Return to system view.
	8. Enter interface view.
	9. Configure a static outbound port block mapping rule on the interface.
	10. (Optional.) Configure a PAT mapping mode.
	a. Return to system view.
	b. Configure a PAT mapping mode.


	Configuring dynamic port block mapping for NAT444
	Procedure
	1. Enter system view.
	2. (Optional.) Configure a PAT mapping mode.
	3. Create a NAT address group, and enter its view.
	4. Add addresses to the NAT address group. Choose one option as needed:
	5. (Optional.) Configure the port range for the public IP addresses.
	6. Configure port block parameters.
	7. Return to system view.
	8. Enter interface view.
	9. Configure PAT for outbound dynamic NAT.
	10. (Optional.) Enable dynamic port block mapping synchronization.
	a. Return to system view.
	b. Enable dynamic port block mapping synchronization.



	Enabling port block global sharing
	About this task
	Procedure
	1. Enter system view
	2. Enable port block global sharing.



	Configuring DS-Lite B4 address translation on an interface
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. (Optional.) Configure a PAT mapping mode.
	3. Create a NAT address group, and enter its view.
	4. Add a public IP address range to the NAT address group.
	5. (Optional.) Exclude IP addresses from being used in address translation.
	6. Configure the port range for the public IP addresses.
	7. Configure port block parameters.
	8. Return to system view.
	9. Enter interface view.
	10. Configure DS-Lite B4 address translation.
	11. (Optional.) Enable dynamic port block mapping synchronization.
	a. Return to system view.
	b. Enable dynamic port block mapping synchronization.



	Configuring the interface-based NAT policy
	About the interface-based NAT policy
	Hardware compatibility with interface-based NAT policy
	Restrictions and guidelines for interface-based NAT policy configuration
	Creating the interface-based NAT policy
	1. Enter system view
	2. Create the interface-based NAT policy and enter its view.

	Configuring NAT rules
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the interface-based NAT policy view.
	3. Create a NAT rule and enter its view.
	4. (Optional.) Configure a description for the rule.
	5. Apply the NAT rule to the outgoing traffic on an interface.
	6. Specify an object group for the NAT rule. Choose the options to configure as needed:
	7. Specify an address translation method for the NAT rule. Choose the options to configure as needed:
	8. (Optional.) Enable hit counting for the NAT rule.
	9. Specify a translation mode for PAT.
	a. Return to interface-based NAT policy view
	b. Return to system view.
	c. Apply the Endpoint-Independent Mapping mode for address translation.



	Rearranging NAT rules in the policy to adjust their priority
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the interface-based NAT policy view.
	3. Rearrange NAT rules to change their priority.


	Disabling NAT rules
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the interface-based NAT policy view.
	3. Enter the view of a NAT rule.
	4. Disable the NAT rule.



	Configuring NAT hairpin
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable NAT hairpin.


	Configuring NAT ALG
	About this task
	Procedure
	1. Enter system view
	2. Configure NAT ALG for a protocol or all protocols.


	Configuring NAT DNS mapping
	About this task
	1. The DNS reply from the external DNS server contains only the domain name and public IP address of the internal server in the payload.
	2. The NAT device might have multiple NAT server mappings with the same public IP address but different private IP addresses. DNS ALG might find an incorrect internal server by using only the public IP address. With a NAT DNS mapping is configured, DN...
	3. A NAT server mapping maps the public IP and port to the private IP and port of the internal server.
	4. The NAT device sends the DNS reply to the internal user.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable NAT ALG for DNS.
	3. Configure a NAT DNS mapping.


	Enabling NAT port halving
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable NAT port halving.


	Configuring hot backup for NAT
	About hot backup for NAT
	Operating mechanism
	Configuring active/standby hot backup
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Bind a translation method to a VRRP group. Choose the following steps to configure as needed.
	3. Bind a VRRP group to the NAT address group.
	a. Enter NAT address group view.
	b. Bind a VRRP group to the NAT address group.

	4. Bind a VRRP group to the NAT port block group.
	a. Enter NAT port block group view.
	b. Bind a VRRP group to the NAT port block group.

	5. Bind a VRRP group to the one-to-one mapping for outbound static NAT.
	a. Enter interface view.
	b. Bind a VRRP group to the one-to-one mapping for outbound static NAT.

	6. Bind a VRRP group to the net-to-net mapping for outbound static NAT.
	a. Enter interface view.
	b. Bind a VRRP group to the net-to-net mapping for outbound static NAT.

	7. Bind a VRRP group to the object group-based outbound static NAT mapping.
	a. Enter interface view.
	b. Bind a VRRP group to the object group-based outbound static NAT mapping.

	8. Bind a VRRP group to the internal server.
	a. Enter interface view.
	b. Bind a VRRP group to the internal server.



	Configuring dual-active hot backup
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Bind a translation method to a VRRP group. Choose the following steps to configure as needed.
	3. Bind a VRRP group to the NAT address group.
	a. Enter NAT address group view.
	b. Bind a VRRP group to the NAT address group.

	4. Bind a VRRP group to the NAT port block group.
	a. Enter NAT port block group view.
	b. Bind a VRRP group to the NAT port block group.

	5. (Optional.) Specify NAT port block ranges for the two devices in the hot backup system.
	a. Return to system view.
	b. Specify NAT port ranges for the two devices in the hot backup system.

	6. Bind a VRRP group to the one-to-one mapping for outbound static NAT.
	a. Enter interface view.
	b. Bind a VRRP group to the one-to-one mapping for outbound static NAT.

	7. Bind a VRRP group to the net-to-net mapping for outbound static NAT.
	a. Enter interface view.
	b. Bind a VRRP group to the net-to-net mapping for outbound static NAT.

	8. Bind a VRRP group to the object group-based outbound static NAT mapping.
	a. Enter interface view.
	b. Bind a VRRP group to the object group-based outbound static NAT mapping.

	9. Bind a VRRP group to the internal NAT server.
	a. Enter interface view.
	b. Bind a VRRP group to the internal NAT server.




	Configuring NAT maintenance
	Configuring periodic NAT statistics collection
	About this task
	Hardware and feature compatibility
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable periodic NAT statistics collection.
	3. Configure the interval for periodic NAT statistics collection.


	Enabling statistics collection for NAT session creation rate
	About this task
	Procedure
	1. Enter system view.
	2. Enable statistics collection for NAT session creation rate.


	Specifying a probe method for detecting reachability of NAT address group members
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter NAT address group view.
	3. Specify a probe method for the NAT address group.


	Enabling sending ICMP error messages for NAT failures
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable sending ICMP error messages for NAT failures.


	Enabling NAT configuration changes to take effect only on new connections
	About this task
	Procedure
	1. Enter system view.
	2. Enable NAT configuration change to take effect only on new connections.



	Configuring NAT logging
	Configuring NAT session logging
	About this task
	Procedure
	1. Enter system view.
	2. Enable NAT logging.
	3. Enable NAT session logging.


	Configuring NAT444 user logging
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enable NAT logging.
	3. Enable NAT444 user logging. Choose the options to configure as needed:


	Configuring NAT alarm logging
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enable NAT logging.
	3. Enable NAT alarm logging.
	4. (Optional.) Set the NAT444 port block usage threshold.


	Enabling logging for IP usage of a NAT address group in NO-PAT mode
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable NAT logging.
	3. Enable logging for the IP usage of a NAT address group in NO-PAT mode and set a threshold.



	Configuring NAT in specific networks
	Enabling NAT reply redirection
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable NAT reply redirection.


	Enabling the deletion of timestamps in TCP SYN and SYN ACK packets
	About this task
	Procedure
	1. Enter system view.
	2. Enable the deletion of timestamps in TCP SYN and SYN ACK packets


	Enabling NAT session recreation after link switchover
	About this task
	Procedure
	1. Enter system view.
	2. Enable NAT session recreation after link switchover.



	Display and maintenance commands for interface-based NAT
	Interface-based NAT configuration examples
	Example: Configuring outbound one-to-one static NAT
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring outbound dynamic NAT (non-overlapping addresses)
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring outbound bidirectional NAT
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT Server for external-to-internal access
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT Server for external-to-internal access through domain name (non-overlapping addresses)
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT Server for external-to-internal access through domain name
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT hairpin in C/S mode
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT hairpin in P2P mode
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring twice NAT
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure NAT:

	Verifying the configuration

	Example: Configuring load sharing NAT Server
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure NAT:

	Verifying the configuration

	Example: Configuring NAT DNS mapping
	Network configuration
	Requirements analysis
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure NAT:

	Verifying the configuration

	Example: Configuring static port block mapping NAT444
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring dynamic port block mapping for NAT444
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure a security policy:
	5. Configure NAT:

	Verifying the configuration

	Example: Configuring DS-Lite B4 address translation
	Network configuration
	Restrictions and guidelines
	Procedure
	1. Configure the AFTR:
	a. Assign IP addresses to interfaces:
	b. Add interfaces to security zones.
	c. Configure a security policy:
	d. Enable DS-Lite tunneling:
	e. Configure NAT:

	2. Configure the DS-Lite host:

	Verifying the configuration

	Example: Configuring a hot backup system in active/standby mode in collaboration with VRRP for NAT
	Example: Configuring a hot backup system in dual-active mode in collaboration with VRRP for NAT



	02-NAT66 configuration
	Configuring NAT66
	Overview
	IPv6 source prefix translation
	IPv6 destination prefix translation

	NAT66 ALG
	Configuring IPv6 source prefix translation
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure an IPv6 prefix mapping for IPv6 source address translation.


	Configuring IPv6 destination prefix translation
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure an IPv6 prefix mapping for IPv6 destination address translation.


	Display and maintenance commands for NAT66
	NAT configuration examples
	Example: Configuring IPv6 source prefix translation (single internal and external network)
	Network configuration
	Procedure
	1. Assign IPv6 addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Configure IPv6 source prefix translation:

	Verifying the configuration

	Example: Configuring IPv6 source prefix translation (multihomed network)
	Network configuration
	Procedure
	1. Configure Device A.
	a. Assign IPv6 addresses to interfaces:
	b. Configure settings for routing.
	c. Add interfaces to security zones.
	d. Configure a security policy:
	e. Configure IPv6 source prefix translation:

	2. Configure Device B.
	a. Assign IPv6 addresses to interfaces:
	b. Configure settings for routing.
	c. Add interfaces to security zones.
	d. Configure a security policy:
	e. Configure IPv6 source prefix translation:


	Verifying the configuration

	Example: Configuring IPv6 destination prefix translation
	Network configuration
	Procedure
	1. Assign IPv6 addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure IPv6 destination prefix translation:

	Verifying the configuration




	03-AFT configuration
	Configuring AFT
	About AFT
	AFT translation methods
	Static AFT
	Dynamic AFT
	NO-PAT
	PAT
	1. When an IPv6 host first initiates a connection to the IPv4 network, it creates a mapping from the host's IPv6 address to an IPv4 address and a port block.
	2. It translates the IPv6 address to the IPv4 address, and the source ports to ports in the port block for subsequent connections from the IPv6 host until the ports in the port block are exhausted.


	Prefix translation
	NAT64 prefix translation
	IVI prefix translation
	General prefix translation

	IPv6 internal server
	IPv4 internal server

	AFT translation process
	IPv6-initiated communication
	1. Upon receiving a packet from the IPv6 host, AFT compares the packet with IPv6-to-IPv4 destination address translation policies.
	2. AFT performs pre-lookup to determine the output interface for the translated packet. PBR is not used for the pre-lookup.
	3. AFT compares the source IPv6 address of the packet with IPv6-to-IPv4 source address translation policies.
	4. AFT forwards the translated packet and records the mappings between IPv6 addresses and IPv4 addresses.
	5. AFT translates the IPv4 addresses in the response packet header to IPv6 addresses based on the address mappings before packet forwarding.

	IPv4-initiated communication
	1. Upon receiving a packet from the IPv4 host, AFT compares the packet with IPv4-to-IPv6 destination address translation policies.
	2. AFT performs the pre-lookup to determine output interface for the translated packet. PBR is not used for the pre-lookup.
	3. AFT compares the source IPv4 address with IPv4-to-IPv6 source address translation policies.
	4. AFT forwards the translated packet and records the mappings between IPv4 addresses and IPv6 addresses.
	5. AFT translates the IPv6 addresses in the response packet header to IPv4 addresses based on the address mappings before packet forwarding.


	AFT ALG
	Restrictions and guidelines: AFT configuration
	AFT tasks at a glance
	1. Enabling AFT
	2. Configuring address translation for IPv6-initiated communication
	3. Configuring address translation for IPv4-initiated communication
	4. (Optional.) Configuring AFT ALG
	5. (Optional.) Configuring AFT high availability
	6. (Optional.) Configuring AFT logging

	Enabling AFT
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable AFT.


	Configuring an IPv6-to-IPv4 destination address translation policy
	About IPv6-to-IPv4 destination address translation policies
	1. AFT mappings for IPv4 internal servers.
	2. IPv4-to-IPv6 source address static mappings.
	3. General prefixes.
	4. NAT64 prefixes.
	Restrictions and guidelines

	Configuring an AFT mapping for an IPv4 internal server
	1. Enter system view.
	2. Configure an AFT mapping for an IPv4 internal server.

	Configuring an IPv4-to-IPv6 source address static mapping
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure an IPv4-to-IPv6 source address static mapping.


	Configuring a general prefix
	1. Enter system view.
	2. Configure a general prefix.

	Configuring a NAT64 prefix
	1. Enter system view.
	2. Configure a NAT64 prefix.


	Configuring an IPv6-to-IPv4 source address translation policy
	About IPv6-to-IPv4 source address translation policies
	1. IPv6-to-IPv4 source address static mappings.
	2. General prefixes.
	3. IVI prefixes.
	4. IPv6-to-IPv4 source address dynamic translation policies.
	Restrictions and guidelines

	Configuring an IPv6-to-IPv4 source address static mapping
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure an IPv6-to-IPv4 source address static mapping.


	Configuring a general prefix
	1. Enter system view.
	2. Configure a general prefix.

	Configuring an IVI prefix
	1. Enter system view.
	2. Configure an IVI prefix for IPv6-to-IPv4 source address translation.

	Configuring an IPv6-to-IPv4 source address dynamic translation policy
	About this task
	Procedure
	1. Enter system view.
	2. (Optional.) Configure an AFT address group.
	a. Create an AFT address group and enter AFT address group view.
	b. Add an address range to the address group.
	c. Return to system view.

	3. Configure an IPv6-to-IPv4 source address dynamic translation policy.



	Configuring an IPv4-to-IPv6 destination address translation policy
	About IPv4-to-IPv6 destination address translation policies
	1. AFT mappings for IPv6 internal servers.
	2. IPv6-to-IPv4 source address static mappings.
	3. IPv4-to-IPv6 destination address translation policies that use IVI prefixes or general prefixes.

	Restrictions and guidelines for configuring an IPv4-to-IPv6 destination address translation policy
	Configuring an AFT mapping for an IPv6 internal server
	1. Enter system view.
	2. Configure an AFT mapping for an IPv6 internal server.

	Configuring an IPv6-to-IPv4 source address static mapping
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure an IPv6-to-IPv4 source address static mapping.


	Configuring an IPv4-to-IPv6 destination address translation policy based on IVI or general prefix
	1. Enter system view.
	2. Configure an IVI prefix or general prefix. Choose one option as needed:
	3. Configure an IPv4-to-IPv6 destination address translation policy that uses an IVI prefix or a general prefix.


	Configuring an IPv4-to-IPv6 source address translation policy
	About IPv4-to-IPv6 source address translation policies
	1. IPv4-to-IPv6 source address static mappings.
	2. IPv4-to-IPv6 source address translation policies that use NAT64 prefixes or general prefixes.
	3. The first NAT64 prefix.

	Restrictions and guidelines for configuring an IPv4-to-IPv6 source address translation policy
	Configuring an IPv4-to-IPv6 source address static mapping
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure an IPv4-to-IPv6 source address static mapping.


	Configuring an IPv4-to-IPv6 source address translation policy based on NAT64 or general prefix
	1. Enter system view.
	2. Configure a NAT64 prefix or general prefix. Choose one option as needed:
	3. Configure an IPv4-to-IPv6 source address translation policy that uses a NAT64 prefix or general prefixes.

	Configuring a NAT64 prefix
	1. Enter system view.
	2. Configure a NAT64 prefix.


	Setting the ToS field to 0 for translated IPv4 packets
	About this task
	Procedure
	1. Enter system view.
	2. Set the ToS field to 0 for IPv4 packets translated from IPv6 packets.


	Setting the Traffic Class field to 0 for translated IPv6 packets
	About this task
	Procedure
	1. Enter system view.
	2. Set the Traffic Class field to 0 for IPv6 packets translated from IPv4 packets.


	Configuring AFT ALG
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable AFT ALG for a protocol or all protocols.


	Configuring AFT high availability
	About AFT high availability
	Enabling AFT port halving for IRF hot backup
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable AFT port halving.


	Associating an AFT address group with a VRRP group
	About this task
	Procedure (dual-active mode)
	1. Enter system view.
	2. Enter AFT address group view.
	3. Bind the AFT address group to a VRRP group.
	4. Return to system view.
	5. Specify AFT port ranges for the two devices in the HA group.

	Procedure (active/standby mode)
	1. Enter system view.
	2. Enter AFT address group view.
	3. Bind the AFT address group to a VRRP group.



	Configuring AFT logging
	About this task
	Procedure
	1. Enter system view.
	2. Enable AFT logging.
	3. (Optional.) Enabling AFT session establishment and removal logging.


	Display and maintenance commands for AFT
	AFT configuration examples
	Example: Allowing IPv4 Internet access from an IPv6 network
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure security policies:
	5. Configure AFT settings:

	Verifying the configuration

	Example: Providing FTP service from an IPv6 network to the IPv4 Internet
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure security policies:
	4. Configure AFT settings:

	Verifying the configuration

	Example: Allowing mutual access between IPv4 and IPv6 networks
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure security policies to allow the device to permit IPv4-to-IPv6 traffic:
	5. Configure security policies to allow the device to permit IPv6-to-IPv4 traffic:
	6. Configure AFT settings:

	Verifying the configuration

	Example: Allowing IPv6 Internet access from an IPv4 network
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure settings for routing.
	4. Configure security policies:
	5. Configure AFT settings:

	Verifying the configuration

	Example: Providing FTP service from an IPv4 network to the IPv6 Internet
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure security policies:
	4. Configure AFT settings:

	Verifying the configuration
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	01-SSL VPN configuration
	Configuring SSL VPN
	About SSL VPN
	SSL VPN operating mechanism
	1. The remote user establishes an HTTPS connection to the SSL VPN gateway.
	2. The remote user enters the username and password.
	3. The SSL VPN gateway authenticates the credentials that the user entered, and authorizes the user to access a range of resources.
	4. The user selects a resource to access.
	5. The SSL VPN gateway resolves the request and forwards the request to the corresponding internal server.
	6. The SSL VPN gateway forwards the server's reply to the user through the SSL connection.

	SSL VPN networking modes
	Gateway mode
	Single-arm mode

	SSL VPN access modes
	Web access
	1. A user uses a browser to log in to an SSL VPN gateway through HTTPS.
	2. The SSL VPN gateway authenticates the user and authorizes the user to access the available URLs.
	3. The user selects a URL to access on the SSL VPN gateway webpage. The browser sends the access request to the SSL VPN gateway through the SSL connection for HTTPS.
	4. The SSL VPN gateway resolves the request and sends the request to the Web server through HTTP or HTTPS.
	5. After receiving the reply from the Web server, the SSL VPN gateway forwards the reply to the user through the SSL connection for HTTPS.

	TCP access
	1. A user uses a browser to log in to an SSL VPN gateway through HTTPS.
	2. The SSL VPN gateway authenticates the user and authorizes the user to access the Telnet service (port forwarding instance).
	3. The user downloads the TCP access client software from the webpage of the SSL VPN gateway, and launches the software. The software opens the authorized local port in the port forwarding instance.
	4. The user tries to access the local IP address and port number. The TCP access client software sends the access request to the SSL VPN gateway through an SSL connection.
	5. The SSL VPN gateway resolves the request and sends the request to the Telnet server according to the port forwarding instance.
	6. After receiving the reply from the Telnet server, the SSL VPN gateway forwards the reply to the user through the SSL connection.

	IP access
	1. The user installs the IP access client software and launches the client software to log in to the SSL VPN gateway.
	2. The SSL VPN gateway performs the following operations:
	a. Authenticates and authorizes the user.
	b. Allocates an IP address to the VNIC of the user.
	c. Issues the authorized IP access resources to the client.

	3. The client specifies the allocated IP address as the VNIC's address and adds the route to the local routing table, using the VNIC as output interface.
	4. The user pings the server address.
	5. The client uses SSL to encapsulate the ping request packet, and then sends the packet to the SSL VPN AC interface through the VNIC.
	6. The SSL VPN gateway de-encapsulates the SSL packet into the IP packet and forwards the IP packet to the corresponding internal server.
	7. The internal server sends a reply to the SSL VPN gateway.
	8. The SSL VPN gateway uses SSL to encapsulate the reply packet and then sends the packet to the client through the SSL VPN AC interface.


	SSL VPN user authentication
	Username/password authentication
	1. The SSL VPN user enters the login username and password on the SSL VPN login page. The username and password are sent to the SSL VPN gateway.
	2. The SSL VPN gateway sends the received username and password to AAA for authentication, authorization, and accounting, or to a custom authentication server for authentication and authorization.

	Certification authentication
	1. The SSL VPN user selects the certificate for login when prompted. The certificate is sent in an SSL connection request to the SSL VPN gateway.
	2. The SSL VPN gateway verifies the validity of the user certificate.
	3. The SSL VPN gateway checks for certificate revocation if CRL checking is enabled.
	4. The SSL VPN gateway extracts the username from the certificate attribute (CN attribute by default). Then, the SSL VPN gateway sends the username to AAA for authorization and accounting, or to a custom authentication server for authorization.

	Combined username/password authentication and certificate authentication
	1. The SSL VPN user selects the certificate for login when prompted. The certificate is sent in an SSL connection request to the SSL VPN gateway.
	2. The SSL VPN gateway verifies the validity of the user certificate.
	3. The SSL VPN gateway checks for certificate revocation if CRL checking is enabled.
	4. The SSL VPN gateway extracts the username from the certificate and compares the extracted username with the username provided by the user:

	SMS authentication
	Custom authentication

	Resource access control
	1. Uses the domain name or virtual host name that the user entered to determine the SSL VPN context to which the user belongs.
	2. Uses the authentication and authorization methods of the ISP domain specified for the context to perform authentication and authorization for the user.

	VRF-aware SSL VPN

	Restrictions: Licensing requirements for SSL VPN
	Restrictions and guidelines: SSL VPN configuration
	1. First, the user accesses the SSL VPN gateway through a Web browser.
	2. Then, the user downloads the IP access client through the Web page and launches the IP access client.

	SSL VPN tasks at a glance
	1. Configuring an SSL VPN gateway
	2. Configuring an SSL VPN context
	3. Configuring SSL VPN user authentication, authorization, and accounting
	a. Configuring user authentication in an SSL VPN context
	b. Configuring the SSL VPN user authentication server

	4. Configuring SSL VPN resource access control as needed
	5. (Optional.) Configuring VRF-aware SSL VPN
	6. (Optional.) Configuring SSL VPN user control
	7. (Optional.) Customizing SSL VPN webpages
	8. (Optional.) Enabling SSL VPN logging

	Prerequisites for SSL VPN
	Configuring an SSL VPN gateway
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an SSL VPN gateway and enter its view.
	3. Configure an IPv4 address and a port number for the SSL VPN gateway.
	4. Configure an IPv6 address and a port number for the SSL VPN gateway.
	5. Apply an SSL server policy to the SSL VPN gateway.
	6. Enable the SSL VPN gateway.


	Configuring an SSL VPN context
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an SSL VPN context and enter its view.
	3. Associate the context with an SSL VPN gateway.
	4. Specify an ISP domain for AAA of SSL VPN users in the context.
	5. Enable the context.
	6. (Optional.) Set the maximum number of sessions (online users) for the context.
	7. (Optional.) Set the idle timeout timer for SSL VPN sessions.
	8. (Optional.) Set the idle-cut traffic threshold for SSL VPN sessions.
	9. (Optional.) Apply an SSL client policy to the SSL VPN context.
	10. (Optional.) Enable URL masking globally.


	Configuring user authentication in an SSL VPN context
	Restrictions and guidelines for user authentication configuration in an SSL VPN context
	User authentication tasks at a glance
	1. Specifying the authentication methods required for user login
	2. Configuring basic authentication methods
	3. (Optional.) Configuring verification code authentication
	4. (Optional.) Configuring IMC SMS authentication
	5. (Optional.) Configuring SMS gateway authentication
	6. (Optional.) Configuring password modification for users

	Specifying the authentication methods required for user login
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Specify the authentication methods required for user login.


	Configuring username/password authentication
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enable username/password authentication.

	Configuring certificate authentication
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enable certificate authentication.
	4. Specify the certificate attribute as the SSL VPN username.

	Configuring verification code authentication
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enable verification code authentication.

	Configuring IMC SMS authentication
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enable IMC SMS authentication.
	4. Create and enter IMC SMS authentication view.
	5. Specify an IMC server.

	Configuring SMS gateway authentication
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enter SSL VPN user view.
	4. Specify the mobile number for the SSL VPN user to receive SMS messages.
	5. Return to SSL VPN context view.
	6. Enable SMS gateway authentication.
	7. Create and enter SMS gateway authentication view.
	8. Specify an SMS gateway.
	9. Enable mobile number binding.
	10. Set the verification code resend interval.
	11. Set the verification code validity period.
	12. Specify the mobile country code.
	13. Configure the SMS content template.


	Configuring password modification for users
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enable SSL VPN users in the SSL VPN context to modify passwords.
	4. Enter SSL VPN user view.
	5. (Optional.) Enable password modification for the SSL VPN user.
	6. Specify an IMC server for password modification.



	Configuring the SSL VPN user authentication server
	Specifying the SSL VPN user authentication server type
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Specify the authentication server type.


	Configuring the custom authentication server
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Configure the URL of the custom authentication server.
	4. Specify the custom authentication timeout.
	5. Configure settings for a custom authentication request:
	a. Configure the HTTP request method.
	b. Configure HTTP request header fields.
	c. Configure the HTTP request template.

	6. Configure settings for a custom authentication response:
	a. Specify the HTTP response format.
	b. Configure the authentication success value in the HTTP response.
	c. Configure field names in the HTTP response.
	d. Configure response templates for the fields in the custom-format HTTP response.




	Configuring a URI ACL
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create a URI ACL and enter its view.
	4. Configure a rule in the URI ACL.


	Configuring the Web access service
	Restrictions and guidelines
	Web access service tasks at a glance
	1. Configuring a URL list
	2. Configuring an SSL VPN policy group for Web access
	3. (Optional.) Configuring a file policy

	Configuring a URL list
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create a URL item and enter its view.
	4. Specify the resource URL in the URL item.
	5. (Optional.) Enable URL masking.
	6. (Optional.) Specify a URI ACL in the URL item.
	7. (Optional.) Configure the URL mapping method.
	8. Return to SSL VPN context view.
	9. Create a URL list and enter its view.
	10. (Optional.) Configure a heading for the URL list.
	11. Add the URL item to the URL list.


	Configuring an SSL VPN policy group for Web access
	About this task
	1. Matches the request against the authorized URL list.
	2. Matches the request against rules in the URI ACL:
	3. Matches the request against rules in the advanced ACL:

	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create an SSL VPN policy group and enter SSL VPN policy group view.
	4. Associate a URL list with the policy group.
	5. (Optional.) Specify the ACLs for Web access filtering:


	Configuring a file policy
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create a file policy and enter its view.
	4. Specify the URL of the file to be rewritten.
	5. Specify the file type that a file is changed to after being rewritten by the file policy.
	6. Create a rewrite rule and enter its view.
	7. Specify the old content to be rewritten.
	8. Specify the new content used to replace the old content.



	Configuring the TCP access service
	TCP access service tasks at a glance
	1. Configuring a port forwarding list
	2. Configuring an SSL VPN policy group for TCP access

	Configuring a port forwarding list
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create a port forwarding item and enter its view.
	4. Configure a port forwarding instance for the port forwarding item.
	5. (Optional.) Configure a resource link for the port forwarding item.
	6. Return to SSL VPN context view.
	7. Create a port forwarding list and enter its view.
	8. Assign the port forwarding item to the port forwarding list.


	Configuring an SSL VPN policy group for TCP access
	About this task
	1. Matches the request against the authorized port forwarding list.
	2. Matches the request against the rules in the URI ACL:
	3. Matches the request against the rules in the advanced ACL:

	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create an SSL VPN policy group and enter SSL VPN policy group view.
	4. Associate a port forwarding list with the policy group.
	5. (Optional.) Specify the ACLs for TCP access filtering:



	Configuring the IP access service
	Restrictions and guidelines for IP access service configuration
	IP access service tasks at a glance
	1. Configuring an SSL VPN AC interface for IP access
	2. Creating an address pool for IP access users
	3. Configuring IP access parameters in an SSL VPN context
	4. Configuring an SSL VPN policy group for IP access
	5. (Optional.) Binding IP addresses to an SSL VPN user

	Configuring an SSL VPN AC interface for IP access
	Configuring an SSL VPN AC interface
	1. Enter system view.
	2. Create an SSL VPN AC interface and enter its view.
	3. Configure an IP address for the interface.
	4. (Optional.) Set the expected bandwidth for the interface.
	5. (Optional.) Configure the description of the interface.
	6. (Optional.) Set the MTU of the interface.
	7. Bring up the interface.

	Restoring the default settings for the SSL VPN AC interface
	1. Enter system view.
	2. Enter SSL VPN AC interface view.
	3. Restore the default settings for the SSL VPN AC interface.


	Creating an address pool for IP access users
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an address pool.


	Configuring IP access parameters in an SSL VPN context
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Specify an SSL VPN AC interface for IP access.
	4. Configure a route list:
	a. Create a route list and enter its view.
	b. Add an included route to the route list.
	c. Add an excluded route to the route list.
	d. Return to SSL VPN context view.

	5. Specify an address pool for IP access.
	6. (Optional.) Set the keepalive interval.
	7. (Optional.) Specify a DNS server for IP access.
	8. (Optional.) Specify a WINS server for IP access.
	9. (Optional.) Enable automatic startup of the IP access client after Web login.
	10. (Optional.) Enable automatic pushing of accessible resources to IP access users through the Web page.
	11. (Optional.) Set a rate limit for IP access upstream or downstream traffic.


	Configuring an SSL VPN policy group for IP access
	About this task
	1. Matches the request against the rules in the URI ACL:
	2. Matches the request against the rules in the advanced ACL:

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create an SSL VPN policy group and enter SSL VPN policy group view.
	4. Specify the routes to be issued to clients.
	5. Specify the ACLs for IP access filtering:
	6. (Optional.) Specify an address pool for IP access.


	Binding IP addresses to an SSL VPN user
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create an SSL VPN user and enter SSL VPN user view.
	4. Bind IP addresses to the SSL VPN user.



	Configuring SSL VPN access for mobile clients
	SSL VPN access for mobile clients tasks at a glance
	1. Specifying an EMO server for mobile clients
	2. (Optional.) Specifying a message server for mobile clients

	Specifying an EMO server for mobile clients
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Specify an EMO server for mobile clients.


	Specifying a message server for mobile clients
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Specify a message server for mobile clients.



	Configuring shortcuts
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create a shortcut and enter its view.
	4. (Optional.) Configure a description for the shortcut.
	5. Configure a resource link for the shortcut.
	6. Return to SSL VPN context view.
	7. Create a shortcut list and enter its view.
	8. Assign the shortcut to the shortcut list.
	9. Return to SSL VPN context view.
	10. Enter SSL VPN policy group view.
	11. Assign the shortcut list to the SSL VPN policy group.


	Configuring redirect resources
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enter SSL VPN policy group view.
	4. Configure the Web resource for SSL VPN users to access after login.


	Configuring HTTP redirection
	About this task
	1. Listen to an HTTP port.
	2. Redirect HTTP requests with the port number to the port used by HTTPS.
	3. Send redirection packets to clients.

	Procedure
	1. Enter system view.
	2. Enter SSL VPN gateway view.
	3. Enable HTTP redirection.


	Configuring the default policy group for an SSL VPN context
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create an SSL VPN policy group and enter SSL VPN policy group view.
	4. Configure accessible resources in the policy group:
	5. (Optional.) Specify the ACLs for Web access filtering:
	6. (Optional.) Specify the ACLs for TCP access filtering:
	7. (Optional.) Specify the ACLs for IP access filtering:
	8. Return to SSL VPN context view.
	9. Specify the policy group as the default policy group for the SSL VPN context.


	Configuring VRF-aware SSL VPN
	Associating an SSL VPN context with a VPN instance
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Associate the SSL VPN context with a VPN instance.


	Specifying a VPN instance for an SSL VPN gateway
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter SSL VPN gateway view.
	3. Specify a VPN instance for the gateway.



	Configuring online SSL VPN user control
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Force online users to log out.
	4. Set the maximum number of concurrent logins for each account.
	5. Enable the force logout feature.
	6. Set the maximum number of connections allowed per session.


	Configuring SSL VPN session rate limit
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Set a rate limit for SSL VPN session upstream or downstream traffic.


	Configuring SSL VPN cracking prevention
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enable IP address freezing for cracking prevention.
	4. (Optional.) Specify the maximum number of consecutive login failures allowed for an IP address and the period of time to freeze an IP address for cracking prevention.
	5. Enable code verification for cracking prevention.
	6. (Optional.) Specify the maximum number of consecutive login failures allowed for an IP address before performing code verification to prevent cracking.
	7. (Optional.) Unfreeze frozen IP addresses.


	Configuring SSL VPN SSO login
	About configuring SSL VPN SSO login
	Restrictions and guidelines
	Configuring SSO login in auto-build method
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create a URL item and enter its view.
	4. Specify the resource URL in the URL item.
	5. Enable Web access SOO and specify the auto-build method.
	6. Specify the HTTP request method for sending SSO login requests.
	7. Specify an encoding method for SSO login requests.
	8. Configure a login parameter for automatic building of SSO login requests.
	9. Configure a custom login parameter for automatic building of SSO login requests.
	10. Specify an encryption file to encrypt the values of parameters in SSO login requests.

	Configuring SSO login through basic authentication
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Create a URL item and enter its view.
	4. Specify the resource URL in the URL item.
	5. Enable Web access SSO and specify the SSO method as basic authentication.
	6. (Optional.) Enable using a custom username and password for SSO login through basic authentication.


	Configuring WeChat Work authentication
	About WeChat Work authentication
	1. A user in a company uses the WeChat Work client to access an internal resource. The client sends the resource access request to the WeChat open platform.
	2. The WeChat open platform redirects the request to the SSL VPN gateway for the gateway to protect the internal resource.
	3. On receiving the packet redirected from the WeChat Work server, the SSL VPN gateway sends a request to the WeChat Work API server to obtain the user ID.
	4. The WeChat Work API server returns the user ID.
	5. The SSL VPN gateway uses the user ID to further obtain the organization information of the user from the WeChat Work API server.
	6. The WeChat Work API server returns the organization information.
	7. Based on the obtained user information, the SSL VPN gateway performs authentication for the user and authorizes the user to access the internal resource.
	8. The SSL VPN gateway constructs a login request with parameters that carry the user information, and sends the request to the internal server.
	9. The internal server returns the response to the SSL VPN gateway.
	10. The SSL VPN gateway forwards the response to the WeChat Work client. The user then can access the internal resource through the client.

	Restrictions and guidelines
	Prerequisites
	Configuring the app homepage redirect link for an app
	1. Enter https://work.weixin.qq.com in the browser.
	2. Use the WeChat Work client to scan the QR code to log in to the WeChat Work management platform.
	3. On the WeChat Work management platform, click App Management and select an app.
	4. In the Workplace App Management area, click Enabled to configure the app homepage redirect link in the format of https://open.weixin.qq.com/connect/oauth2/authorize?appid=CORPID&redirect_uri=https://gateway.com:port/_proxywx/http/80/www.resources.c...

	Configuring the trusted domain name of the SSL VPN gateway for an app
	1. Enter https://work.weixin.qq.com in the browser.
	2. Use the WeChat Work client to scan the QR code to log in to the WeChat Work management platform.
	3. On the WeChat Work management platform, click App Management and select an app.
	4. In the Web Authorization and JS-SDK area, click Apply for domain name verification. In the window that opens, enter the domain name and port number of the SSL VPN gateway in the format of gateway.com:port in the Trustable Domain Names field.
	5. Click Domain name to be verified and download the verification file as instructed. Then, upload the verification file on the SSL VPN Web interface.
	6. Select The domain name ownership verification file has been uploaded., and then click Confirm.


	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Enable WeChat Work authentication.
	4. Specify the URL of the WeChat Work API server.
	5. Specify the WeChat Work authentication timeout.
	6. Specify the company ID for WeChat Work authentication.
	7. Specify the app secret key for WeChat Work authentication.
	8. Specify the user ID field name for the SSL VPN gateway to access the internal server.
	9. Specify the name of the authorization policy group field.
	10. Specify the WeChat open platform URL.


	Customizing SSL VPN webpages
	Restrictions and guidelines
	Customizing SSL VPN webpage elements
	About this task
	Procedure
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Configure a login message.
	4. Hide the password input box on the SSL VPN Web login page.
	5. Configure a title.
	6. Specify a logo.
	7. Configure the notification message to be displayed on the SSL VPN gateway login page or resource page.
	8. Specify a file for users to download on the SSL VPN gateway resource page.
	9. Configure the password complexity message to be displayed on the SSL VPN password modification page.
	10. Rewrite a server reply message.


	Specifying an SSL VPN webpage template
	About this task
	Prerequisites
	Restrictions and guidelines for SSL VPN webpage customization
	Specifying an SSL VPN webpage template in system view
	1. Enter system view.
	2. Specify the global SSL VPN webpage template.

	Specifying an SSL VPN webpage template in an SSL VPN context
	1. Enter system view.
	2. Enter SSL VPN context view.
	3. Specify an SSL VPN webpage template.



	Enabling SSL VPN logging
	About this task
	Procedure
	1. Enter system view.
	2. Enable the SSL VPN global logging feature.
	3. Enter SSL VPN context view.
	4. Enable logging for user login and logoff events.
	5. Enable logging for resource accesses of users.
	6. Enable logging for IP access connection close events.
	7. Enable logging for IP access packet drop events.
	8. Enable logging for IP address allocations and releases for the VNIC of the IP access client.


	Display and maintenance commands for SSL VPN
	SSL VPN configuration examples
	Example: Configuring Web access
	Network configuration
	Procedure
	1. Obtain CA certificate file ca.cer and local certificate file server.pfx for the device. (Details not shown.)
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	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
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	10. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect the traffic on the interface.

	Verifying the configuration

	Example: Configuring an IKEv2-based IPsec tunnel for IPv4 packets between gateways (RSA signature authentication)
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	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	5. Define the data flows to be protected:
	6. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	7. Configure a PKI entity.
	8. Configure a PKI domain for certificate request.
	9. Configure a certificate-based access control policy to control the user access rights.
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	14. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect the traffic on the interface.

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
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	14. Create an IKE-based IPsec policy entry by using IPsec policy template template1, so as to establish the IPsec tunnel to protect the specified data flow.
	15. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect the traffic on the interface.

	Verifying the configuration

	Example: Configuring an IKE-based IPsec NAT traversal tunnel for IPv4 packets between gateways
	Network configuration
	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	5. Define the data flows to be protected:
	6. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	7. Configure an IKE keychain to specify the key information used for IKE communication.
	8. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	9. Configure an IPsec policy to establish an IPsec tunnel to protect the specified data.
	10. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect the traffic on the interface.

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
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	8. Configure an IPsec policy template, which is used to create an IPsec policy.
	9. Create an IKE-based IPsec policy entry by using IPsec policy template template1, so as to establish an IPsec tunnel to protect the specified data.
	10. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect the traffic on the interface.

	Verifying the configuration

	Example: Configuring an IKEv2-based IPsec NAT traversal tunnel for IPv4 packets between gateways
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	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
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	9. Configure an IPsec policy to establish an IPsec tunnel to protect the specified data.
	10. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect the traffic on the interface.

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host B and Host A:

	5. Define the data flows to be protected:
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	11. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect the traffic on the interface.

	Verifying the configuration

	Example: Configuring an IKE-based IPsec tunnel for IPv4 packets between a host and a gateway (remote extended authentication)
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	Configuring the host
	Verifying the configuration

	Example: Configuring an IKE-based IPsec tunnel for IPv4 packets between a host and a gateway (local extended authentication and address pool authorization)
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	Configuring the host
	Verifying the configuration
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	10. Apply the IPsec policy to GigabitEthernet 1/0/2 to protect traffic on the interface.

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
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	Verifying the configuration

	Example: Configuring IPsec tunnels for IPv4 packets between headquarters and branches (IPsec policy template mode)
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	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
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	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms. The IPsec transform set settings at both sides of the IPsec tunnel must be the same.
	6. Configure IKE keychains to specify the keys information used for IKE communication between peers.
	7. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	8. Configure an IPsec policy template, which is used to create an IPsec policy:
	9. Create an IKE-based IPsec policy entry by using IPsec policy template temp1, so as to establish the IPsec tunnel to protect data.
	10. Configure an IKE proposal to specify the security parameters used for IKE negotiation.
	11. Apply the IPsec policy to interface GigabitEthernet 1/0/1 to protect traffic on the interface.

	Configuring Device B
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	2. Configure settings for routing.
	3. Add interfaces to security zones.
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	Configuring Device C
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	3. Add interfaces to security zones.
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	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit traffic between Host C and Host A:

	5. Define the data flows to be protected:
	6. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms. The IPsec transform set settings at both sides of the IPsec tunnel must be the same.
	7. Configure an IKE keychain to specify the key information used for IKE communication.
	8. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	9. Configure an IPsec policy, so as to establish the IPsec tunnel to protect data:
	10. Apply the IPsec policy to interface GigabitEthernet 1/0/1 to protect traffic on the interface.

	Verifying the configuration

	Example: Configuring IPsec for RIPng
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	Requirements analysis
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	6. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data:
	7. Apply the IPsec profile to RIPng process 1 to protect RIPng packets with IPsec.

	Configuring Device B
	1. Assign an IP address to interface GigabitEthernet 1/0/1.
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	4. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	5. Configure basic RIPng.
	6. Configure an IPsec profile, so as to establish the IPsec tunnel to protect data:
	7. Apply the IPsec profile to RIPng process 1 to protect RIPng packets with IPsec.

	Verifying the configuration

	Example: Configuring IPsec RRI
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	Configuring Device A
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	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure an IKE keychain to specify the key information used for IKE communication with peer 2.2.2.2.
	7. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	8. Create an IPsec policy template named temp1. Specify IPsec transform set tran1 and IKE profile profile1 for the IPsec policy template.
	9. Configure IPsec RRI:
	10. Use IPsec policy template temp1 to create an IKE-based IPsec policy to establish an IPsec tunnel to protect the specified data.
	11. Configure an IKE proposal to specify the security parameters used for IKE negotiation.
	12. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect traffic on the interface.

	Configuring Device B
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	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit traffic between Host B and Host A:

	5. Configure an ACL to define the data flows to be protected by IPsec. IPsec RRI generates routes based on this ACL, too.
	6. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	7. Configure an IKE keychain to specify the key information used for IKE communication.
	8. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	9. Configure an IKE-based IPsec policy to establish an IPsec tunnel to protect the specified data.
	10. Configure an IKE proposal to specify the security parameters for IKE negotiation.
	11. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect traffic on the interface.

	Configuring Device C and Device D
	Verifying the configuration
	1. Verify that IPsec RRI can automatically create a static route from Device A to Device B:
	2. Verify that Device A can automatically create static routes to Device C and Device D in the same way that you verify the IPsec RRI feature by using Device A and Device B. (Details not shown.)


	Example: Configuring IPsec smart link selection
	Network configuration
	Configuring Device A
	1. Configure the IP addresses and gateway addresses for GigabitEthernet 1/0/1 and GigabitEthernet 1/0/2:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	4. Configure an IPsec smart link policy, so that the device can select a qualified link to establish an IPsec tunnel with the headquarters.
	5. Configure an ACL to define the data flows to be protected by IPsec.
	6. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	7. Configure an IKE keychain to specify the key information used for IKE communication.
	8. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	9. Configure an IPsec policy, so as to establish the IPsec tunnel to protect data.

	Configuring Device B
	1. Assign an IP address to interface GigabitEthernet 1/0/1, and configure the gateway address. In this example, the gateway address is the direct next hop address 3.3.3.4.
	2. Add interfaces to security zones.
	3. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	4. Configure an ACL to define the data flows to be protected by IPsec.
	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure an IKE keychain to specify the key information used for IKE communication.
	7. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	8. Configure an IPsec policy template, which is used to create IPsec policies.
	9. Create an IKE-based IPsec policy by using IPsec policy template template1, so as to establish the IPsec tunnel to proctect data.
	10. Apply the IPsec policy to GigabitEthernet 1/0/1 to protect traffic on the interface.

	Verifying the configuration

	Example: Configuring IPsec tunnel interface-based IPsec for IPv4 packets (preshared key authentication)
	Network configuration
	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	5. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data.
	6. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec.

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit traffic between Host B and Host A:

	5. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data.
	6. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec.

	Verifying the configuration

	Example: Configuring IPsec tunnel interface-based IPsec for IPv4 packets (RSA signature authentication)
	Network configuration
	Prerequisites
	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure a PKI entity.
	7. Configure a PKI domain for certificate requests.
	8. Configure a certificate-based access control policy to control user access rights.
	9. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	10. Configure an IKE proposal to specify the parameters used for IKE negotiation.
	11. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data:
	12. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec:

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit traffic between Host B and Host A:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure a PKI entity.
	7. Configure a PKI domain for certificate request.
	8. Configure a certificate-based access control policy to control user access rights.
	9. Configure an IKE profile to specify the security parameters used for setting up IKE SAs.
	10. Configure an IKE proposal to specify the security parameters for IKE negotiation.
	11. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data:
	12. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec:

	Verifying the configuration

	Example: Configuring IPsec tunnel interface-based IPsec for IPv4 packets (SM2-DE digital envelop authentication)
	Network configuration
	Prerequisites
	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure a PKI entity.
	7. Configure a PKI domain for certificate requests.
	8. Configure an IKE proposal to specify the parameters for IKE neogitiation.
	9. Configure an IKE profile to specify the security parameters used to establish IKE SAs.
	10. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data:
	11. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec:

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit traffic between Host B and Host A:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure a PKI entity.
	7. Configure a PKI domain for certificate request.
	8. Configure an IKE proposal to specify the parameters for IKE neogitiation.
	9. Configure an IKE profile to specify the security parameters used to establish IKE SAs.
	10. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data:
	11. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec:

	Verifying the configuration

	Example: Configuring IPsec tunnel interface-based IPsec for IPv4 packets (IKEv2 with preshared key authentication)
	Network configuration
	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure an IKEv2 keychain to specify the key information used for IKEv2 communication.
	7. Configure an IKEv2 profile to specify the security parameters used for setting up IKEv2 SAs.
	8. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data:
	9. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec:

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit traffic between Host B and Host A:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure an IKEv2 keychain to specify the key information used for IKEv2 communication.
	7. Configure an IKEv2 profile to specify the security parameters used for setting up IKEv2 SAs.
	8. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data:
	9. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec:

	Verifying the configuration

	Example: Configuring IPsec tunnel interface-based IPsec for IPv4 packets (IKEv2 with RSA signature authentication)
	Network configuration
	Prerequisites
	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit the traffic between Host A and Host B:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure a PKI entity.
	7. Configure a PKI domain for certificate requests.
	8. Configure a certificate-based access control policy to control user access rights.
	9. Configure an IKEv2 profile to specify the security parameters used for setting up IKEv2 SAs.
	10. Configure an IPsec profile to establish an IPsec tunnel to protect the specified data:
	11. Configure an IPsec tunnel interface, which encapsulates the traffic to be protected with IPsec:

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing.
	3. Add interfaces to security zones.
	4. Configure a security policy:
	a. Configure rules to permit traffic between the Untrust and Local security zones, so the devices can set up an IPsec tunnel:
	b. Configure rules to permit traffic between Host B and Host A:

	5. Configure an IPsec transform set to specify the packet encapsulation mode, security protocols, and algorithms.
	6. Configure a PKI entity.
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	Configuring the local ID for the IKE profile
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter IKE profile view.
	3. Configure the local ID.
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	3. Obtaining the GD-quantum keys—After successful login and the IKE phase 1 negotiation, the device obtains the encrypted GD-quantum keys from the GD-quantum server, decrypt them with the GD-quantum decryption keys configured on the device, and finall...
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	Troubleshooting IKE
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	Symptom
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	Analysis
	Solution
	1. Examine the IKE proposal configuration to see whether the two ends have matching IKE proposals.
	2. Modify the IKE proposal configuration to make sure the two ends have matching IKE proposals.
	3. If the problem persists, contact NSFOCUS Support.
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	1. The display ike sa command shows that the IKE SA negotiation succeeded and the IKE SA is in RD state, but the display ipsec sa command shows that the expected IPsec SA has not been negotiated yet.
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	4. If the problem persists, contact NSFOCUS Support.
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	4. Specify a VPN instance for IKEv2 policy matching.
	5. Specify an IKEv2 proposal for the IKEv2 policy.
	6. Specify a priority for the IKEv2 policy.


	Configuring an IKEv2 proposal
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an IKEv2 proposal and enter its view.
	3. Specify the encryption algorithms.
	4. Specify the integrity protection algorithms.
	5. Specify the DH groups.
	6. Specify the PRF algorithms.
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	Analysis
	Solution
	1. Examine the IKEv2 proposal configuration to see whether the two ends have matching IKEv2 proposals.
	2. Modify the IKEv2 proposal configuration to make sure the two ends have matching IKEv2 proposals.
	3. If the problem persists, contact NSFOCUS Support.
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	Solution
	1. Examine the IPsec configuration to see whether the two ends have matching IPsec transform sets.
	2. Modify the IPsec configuration to make sure the two ends have matching IPsec transform sets.
	3. If the problem persists, contact NSFOCUS Support.


	IPsec tunnel establishment failed
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	Solution
	1. Use the display ikev2 sa command to examine whether an IKEv2 SA exists on both ends. If the IKEv2 SA on one end is lost, delete the IKEv2 SA on the other end by using the reset ikev2 sa command and trigger new negotiation. If an IKEv2 SA exists on ...
	2. Use the display ipsec sa command to examine whether IPsec SAs exist on both ends. If the IPsec SAs on one end are lost, delete the IPsec SAs on the other end by using the reset ipsec sa command and trigger new negotiation.
	3. If the problem persists, contact NSFOCUS Support.
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	Creating a tunnel interface
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	2. Create a tunnel interface, specify the tunnel mode, and enter tunnel interface view.
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	7. (Optional.) Set the expected bandwidth for the tunnel interface.
	8. Bring up the tunnel interface.
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	Specifying the tunnel destination VPN instance
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter tunnel interface view.
	3. Specify the VPN instance to which the tunnel destination belongs.


	Restoring the default settings of a tunnel interface
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter tunnel interface view.
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	Tunnel interface not up
	Symptom
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	Solution
	1. To resolve the problem:
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	About IPv6 over IPv4 tunneling
	Implementation
	1. A host in the IPv6 network sends an IPv6 packet to Device A at the tunnel source.
	2. After Device A receives the IPv6 packet, it processes the packet as follows:
	a. Searches the routing table to identify the outgoing interface for the IPv6 packet.
	b. Adds an IPv4 header to the IPv6 packet and forwards the packet through the physical interface of the tunnel.
	3. Upon receiving the packet, Device B de-encapsulates the packet.
	4. If the destination address of the IPv6 packet is itself, Device B forwards it to the upper-layer protocol. If it is not, Device B forwards it according to the routing table.
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	6to4 tunneling
	ISATAP tunneling
	6RD tunneling


	IPv6 over IPv4 tunneling tasks at a glance
	1. Configuring an IPv6 over IPv4 tunnel
	2. (Optional.) Enabling dropping IPv6 packets that use IPv4-compatible IPv6 addresses

	Configuring an IPv6 over IPv4 manual tunnel
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter IPv6 over IPv4 manual tunnel interface view.
	3. Specify an IPv6 address for the tunnel interface.
	4. Configure a source address or source interface for the tunnel.
	5. Configure a destination address for the tunnel.
	6. (Optional.) Set the DF bit for tunneled packets.

	Example: Configuring an IPv6 over IPv4 manual tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration


	Configuring an automatic IPv4-compatible IPv6 tunnel
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter automatic IPv4-compatible IPv6 tunnel interface view.
	3. Specify an IPv6 address for the tunnel interface.
	4. Configure a source address or source interface for the tunnel.
	5. (Optional.) Set the DF bit for tunneled packets.

	Example: Configuring an automatic IPv4-compatible IPv6 tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration


	Configuring a 6to4 tunnel
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter 6to4 tunnel interface view.
	3. Specify an IPv6 address for the tunnel interface.
	4. Configure a source address or source interface for the tunnel.
	5. (Optional.) Set the DF bit for tunneled packets.

	Example: Configuring a 6to4 tunnel
	Network configuration
	Analysis
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration

	Example: Configuring 6to4 relay
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration


	Configuring an ISATAP tunnel
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter ISATAP tunnel interface view.
	3. Specify an IPv6 address for the tunnel interface.
	4. Configure a source address or source interface for the tunnel.
	5. (Optional.) Set the DF bit for tunneled packets.

	Example: Configuring an ISATAP tunnel
	Network configuration
	Procedure
	1. Configure the device:
	2. Configure the ISATAP host:
	3. On the IPv6 host, configure a route to the ISATAP device.

	Verifying the configuration


	Configuring a 6RD tunnel
	Hardware compatibility with 6RD tunneling
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter 6RD tunnel interface view.
	3. Specify an IPv6 address for the tunnel interface.
	4. Configure a source address or source interface for the tunnel.
	5. Configure the 6RD prefix for the tunnel.
	6. (Optional.) Specify a prefix length and suffix length for the tunnel source address.
	7. (Optional.) Specify a BR address for the tunnel.
	8. (Optional.) Set the DF bit for tunneled packets.

	Display and maintenance commands for 6RD tunneling
	Example: Configuring a 6RD tunnel
	Network configuration
	Requirements analysis
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration

	Example: Configuring 6RD relay
	Network configuration
	Requirements analysis
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration


	Enabling dropping IPv6 packets that use IPv4-compatible IPv6 addresses
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable dropping IPv6 packets that use IPv4-compatible IPv6 addresses.



	IPv4 over IPv4 tunneling
	About IPv4 over IPv4 tunneling
	a. Device A receives an IP packet from an IPv4 host and submits it to the IP protocol stack.
	b. The IPv4 protocol stack determines how to forward the packet according to the destination address in the IP header. If the packet is destined for the IPv4 host connected to Device B, Device A delivers the packet to the tunnel interface.
	c. The tunnel interface adds a new IPv4 header to the IPv4 packet and submits it to the IP protocol stack.
	d. The IP protocol stack uses the destination IP address of the new IP header to look up the routing table, and then sends the packet out.
	a. After receiving the packet, Device B delivers it to the IP protocol stack.
	b. If the protocol number is 4 (indicating an IPv4 packet is encapsulated within the packet), the IP protocol stack delivers the packet to the tunnel module for de-encapsulation.
	c. The tunnel module de-encapsulates the IP packet and sends it back to the IP protocol stack.
	d. The protocol stack forwards the de-encapsulated packet.

	Restrictions and guidelines: IPv4 over IPv4 tunnel configuration
	Configuring an IPv4 over IPv4 tunnel
	1. Enter system view.
	2. Enter IPv4 over IPv4 tunnel interface view.
	3. Configure an IPv4 address for the tunnel interface.
	4. Configure a source address or source interface for the tunnel.
	5. Configure a destination address for the tunnel.
	6. (Optional.) Set the DF bit for tunneled packets.

	IPv4 over IPv4 tunnel configuration examples
	Example: Configuring an IPv4 over IPv4 tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration



	IPv4 over IPv6 tunneling
	About IPv4 over IPv6 tunneling
	Implementation
	a. Upon receiving an IPv4 packet, Device A delivers it to the IPv4 protocol stack.
	b. The IPv4 protocol stack uses the destination address of the packet to determine the egress interface. If the egress interface is the tunnel interface, the IPv4 protocol stack delivers the packet to the tunnel interface.
	c. The tunnel interface adds an IPv6 header to the original IPv4 packet and delivers the packet to the IPv6 protocol stack.
	d. The IPv6 protocol stack uses the destination IPv6 address of the packet to look up the routing table, and then sends it out.
	a. Upon receiving the IPv6 packet from the attached IPv6 network, Device B delivers the packet to the IPv6 protocol stack to examine the protocol type encapsulated in the data portion of the packet.
	b. If the protocol type is IPv4, the IPv6 protocol stack delivers the packet to the tunneling module.
	c. The tunneling module removes the IPv6 header and delivers the remaining IPv4 packet to the IPv4 protocol stack.
	d. The IPv4 protocol stack forwards the IPv4 packet.

	Tunnel modes
	IPv4 over IPv6 manual tunnel
	DS-Lite tunnel
	1. Upon receiving a packet from the private IPv4 network, the B4 router adds an IPv6 header to the packet and sends the IPv6 packet to the AFTR through the tunnel.
	2. The AFTR performs the following operations:
	a. Removes the IPv6 header from the tunneled packet.
	b. Assigns a tunnel ID for the B4 router.
	c. Records the mapping between the IPv6 address of the B4 router (the source IPv6 address of the packet), and the tunnel ID.
	3. After de-encapsulation, the AFTR translates the source private IPv4 address of the packet into a public IPv4 address and sends the packet to the destination IPv4 host. The AFTR also maps the NAT entries to the tunnel ID so that IPv4 networks connec...
	4. Upon receiving the response packet from the public network, the AFTR translates the destination public IPv4 address into the private IPv4 address. The AFTR performs the following operations:
	a. Looks up the IPv6 address-tunnel ID mapping to obtain the IP address of the B4 router.
	b. Uses the address as the destination address of the encapsulated IPv6 packet.
	c. Forwards the packet to the B4 router.



	Configuring an IPv4 over IPv6 manual tunnel
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter IPv6 tunnel interface view.
	3. Configure an IPv4 address for the tunnel interface.
	4. Configure a source address or interface for the tunnel.
	5. Configure a destination address for the tunnel.

	Example: Configuring an IPv4 over IPv6 manual tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration


	Configuring a DS-Lite tunnel
	Restrictions and guidelines for DS-Lite tunnel configuration
	Configuring the B4 router of a DS-Lite tunnel
	1. Enter system view.
	2. Enter IPv6 tunnel interface view.
	3. Specify an IPv4 address for the tunnel interface.
	4. Specify a source address or source interface for the tunnel.
	5. Specify a destination address for the tunnel.

	Configuring the AFTR of a DS-Lite tunnel
	1. Enter system view.
	2. Enter the view of the tunnel interface on the AFTR.
	3. Specify an IPv4 address for the tunnel interface.
	4. Specify a source address or source interface for the tunnel.
	5. Return to system view.
	6. Enter the view of the interface that is connected to the IPv4 public network.
	7. Enable DS-Lite tunneling on the interface.
	8. Display information about the connected B4 routers on the AFTR.

	Example: Configuring a DS-Lite tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:
	3. On host A, specify the IP address for the host as 10.0.0.1 and configure a static route to 20.1.1.0/24 with next hop 10.0.0.2. (Details not shown.)
	4. On host B, specify the IP address for the host as 20.1.1.2. (Details not shown.)

	Verifying the configuration



	IPv6 over IPv6 tunneling
	About IPv6 over IPv6 tunneling
	a. After receiving an IPv6 packet, Device A submits it to the IPv6 protocol stack.
	b. The IPv6 protocol stack uses the destination IPv6 address of the packet to find the egress interface. If the egress interface is the tunnel interface, the stack delivers it to the tunnel interface.
	c. After receiving the packet, the tunnel interface adds an IPv6 header to it and submits it to the IPv6 protocol stack.
	d. The IPv6 protocol stack forwards the packet according to its destination IPv6 address.
	a. Upon receiving the IPv6 packet, Device B delivers it to the IPv6 protocol stack.
	b. The IPv6 protocol stack checks the protocol type of the data portion encapsulated in the IPv6 packet. If the encapsulation protocol is IPv6, the stack delivers the packet to the tunnel module.
	c. The tunnel module de-encapsulates the packet and sends it back to the IPv6 protocol stack.
	d. The IPv6 protocol stack forwards the IPv6 packet.

	Restrictions and guidelines: IPv6 over IPv6 tunnel configuration
	IPv6 over IPv6 tunnel configuration tasks at a glance
	1. Configuring an IPv6 over IPv6 tunnel
	2. (Optional.) Enabling dropping IPv6 packets that use IPv4-compatible IPv6 addresses

	Configuring an IPv6 over IPv6 tunnel
	1. Enter system view.
	2. Enter IPv6 tunnel interface view.
	3. Configure an IPv6 address for the tunnel interface.
	4. Configure a source address or source interface for the tunnel.
	5. Configure a destination address for the tunnel.
	6. (Optional.) Set the maximum number of nested encapsulations of a packet.

	Enabling dropping IPv6 packets that use IPv4-compatible IPv6 addresses
	1. Enter system view.
	2. Enable dropping IPv6 packets that use IPv4-compatible IPv6 addresses.

	IPv6 over IPv6 tunnel configuration examples
	Example: Configuring an IPv6 over IPv6 tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration




	04-GRE configuration
	Configuring GRE
	About GRE
	GRE encapsulation format
	GRE tunnel operating principle
	1. After receiving an IPv6 packet from the interface connected to IPv6 network 1, Device A processes the packet as follows:
	a. Looks up the routing table to identify the outgoing interface for the IPv6 packet.
	b. Submits the IPv6 packet to the outgoing interface—the GRE tunnel interface Tunnel 0.
	2. Upon receiving the packet, the tunnel interface encapsulates the packet with GRE and then with IPv4. In the IPv4 header:
	3. Device A looks up the routing table according to the destination address in the IPv4 header, and forwards the IPv4 packet out of the physical interface (Interface A) of the GRE tunnel.
	4. When the IPv4 arrives at the GRE tunnel destination Device B, Device B checks the destination address. Because the destination is Device B itself and the protocol number in the IP header is 47 (the protocol number for GRE), Device B submits the pac...
	5. GRE first removes the IPv4 header, and then checks the GRE key, checksum, and packet sequence number. After GRE finishes the checking, it removes the GRE header, and submits the payload to the IPv6 protocol for forwarding.

	GRE security mechanisms
	GRE key
	GRE checksum

	GRE application scenarios
	Connecting networks running different protocols over a single backbone
	Enlarging network scope
	Constructing VPN
	Operating with IPsec

	Protocols and standards

	Restrictions and guidelines: GRE configuration
	Configuring a GRE/IPv4 tunnel
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a GRE tunnel interface, and specify the tunnel mode as GRE/IPv4.
	3. Configure an IP address for the tunnel interface based on the passenger protocol.
	4. Configure a source address or source interface for the tunnel.
	5. Configure a destination address for the tunnel.
	6. (Optional.) Enable GRE keepalive, and set the keepalive interval and keepalive number.
	7. (Optional.) Configure GRE security mechanisms.
	8. (Optional.) Set the DF bit for encapsulated packets.


	Configuring a GRE/IPv6 tunnel
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a GRE tunnel interface, and specify the tunnel mode as GRE/IPv6.
	3. Configure an IP address for the tunnel interface based on the passenger protocol.
	4. Configure a source IPv6 address or source interface for the tunnel.
	5. Configure a destination IPv6 address for the tunnel.
	6. (Optional.) Configure GRE security mechanisms.


	Enabling dropping IPv6 packets that use IPv4-compatible IPv6 addresses
	About this task
	Procedure
	1. Enter system view.
	2. Configure the device to discard IPv6 packets with IPv4-compatible IPv6 addresses.


	Display and maintenance commands for GRE
	GRE configuration examples
	Example: Configuring an IPv4 over IPv4 GRE tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration

	Example: Configuring an IPv4 over IPv6 GRE tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration


	Troubleshooting GRE
	Hosts at both ends of a GRE tunnel cannot ping each other
	Symptom
	Solution
	1. Execute the display ip routing-table command on Device A and Device C to view whether Device A has a route over tunnel 0 to 10.2.0.0/16 and whether Device C has a route over tunnel 0 to 10.1.0.0/16.
	2. If such a route does not exist, execute the ip route-static command in system view to add the route. Take Device A as an example:
	3. If the issue persists, contact NSFOCUS Support.




	Configuring GRE P2MP tunnels
	About GRE P2MP tunnels
	Application scenario
	Benefits
	Working mechanisms
	GRE P2MP dynamic tunnel entry learning
	GRE P2MP static tunnel entry configuration

	GRE P2MP tunnel backup
	GRE tunnel backup in branches
	1. The dynamic tunnel entry that does not have a GRE key.
	2. The dynamic tunnel entry that has a GRE key with a lower value.
	3. The latest learned dynamic tunnel entry.

	GRE tunnel backup in the headquarters


	Restrictions: Hardware compatibility with GRE P2MP tunnels
	Restrictions and guidelines: GRE P2MP tunnel configuration
	Restrictions and guidelines for the headquarters end of a P2MP tunnel
	Restrictions and guidelines for the branch ends of a P2MP tunnel
	Restrictions and guidelines for all ends of a P2MP tunnel

	GRE P2MP tunnel interface configuration tasks at a glance
	Configuring a GRE P2MP tunnel interface
	Configuring a GRE P2MP tunnel interface for dynamic entry-based tunnel setup
	1. Enter system view.
	2. Create a GRE P2MP tunnel interface and enter tunnel interface view.
	3. Configure an IP address for the tunnel interface.
	4. Configure a source IP address or source interface for the tunnel.
	5. (Optional.) Enable GRE checksum.
	6. (Optional.) Set an aging timer for dynamic tunnel entries of the GRE P2MP tunnel interface.
	7. (Optional.) Specify a backup interface for the GRE P2MP tunnel interface.
	8. (Optional.) Specify an IPv4 address mask or IPv6 address prefix for the branch networks.
	9. (Optional.) Enable next hop host route learning.
	10. Return to system view.
	11. (Optional.) Enable dropping IPv6 packets that use IPv4-compatible IPv6 addresses.

	Configuring a GRE P2MP tunnel interface for static entry-based tunnel setup
	1. Enter system view.
	2. Create a GRE P2MP tunnel template and enter its view.
	3. Configure a tunnel mapping entry.
	4. Return to system view.
	5. Create a GRE P2MP tunnel interface and enter its view.
	6. Configure an IPv4 address for the tunnel interface.
	7. Configure a source IP address or source interface for the tunnel.
	8. Apply the GRE P2MP tunnel template to the tunnel interface.
	9. (Optional.) Enable GRE checksum.
	10. (Optional.) Enable GRE packets to carry VPC information.
	11. (Optional.) Configure the preference of static routes issued by the tunnel mapping entries in the GRE P2MP tunnel template.


	Display and maintenance commands for GRE P2MP tunnels
	GRE P2MP tunnel configuration examples
	Example: Configuring a GRE P2MP tunnel
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:

	Verifying the configuration

	Example: Configuring GRE P2MP headquarters-side tunnel backup
	Network configuration
	Restrictions and guidelines
	Procedure
	1. Configure Device A:
	2. Configure Device B:
	3. Configure Device C:

	Verifying the configuration

	Example: Configuring GRE P2MP branch-side tunnel backup
	Network configuration
	Procedure
	1. Configure Device A:
	2. Configure Device B:
	3. Configure Device C:

	Verifying the configuration




	05-L2TP configuration
	Configuring L2TP
	About L2TP
	Typical L2TP networking
	L2TP message types and encapsulation structure
	L2TP tunnel and session
	L2TP tunneling modes and tunnel establishment process
	NAS-initiated tunneling mode
	1. A remote system (Host A) initiates a PPP connection to the LAC (Device A).
	2. The remote system and LAC perform PPP LCP negotiation.
	3. The LAC authenticates PPP user information of Host A by using PAP or CHAP.
	4. The LAC sends the authentication information (username and password) to its RADIUS server (RADIUS server A) for authentication.
	5. RADIUS server A authenticates the user and returns the result.
	6. The LAC initiates an L2TP tunneling request to the LNS (Device B) when the following conditions exist:
	7. If tunnel authentication is needed, the LAC and LNS send CHAP challenge messages to authenticate each other before successfully establishing an L2TP tunnel.
	8. The LAC and LNS negotiate to establish L2TP sessions.
	9. The LAC sends PPP user information and PPP negotiation parameters to the LNS.
	10. The LNS sends the authentication information to its RADIUS server (RADIUS server B) for authentication.
	11. RADIUS server B authenticates the user and returns the result.
	12. If the user passes the authentication, the LNS assigns a private IP address to the remote system (Host A).
	13. The PPP user can access internal resources of the enterprise.

	Client-initiated tunneling mode
	LAC-auto-initiated tunneling mode

	L2TP features
	L2TP-based EAD
	1. The iNode client uses L2TP to access the LNS. After the client passes the PPP authentication, the CAMS/IMC server assigns isolation ACLs to the LNS. The LNS uses the isolation ACLs to filter incoming packets.
	2. After the IPCP negotiation, the LNS sends the IP address of the CAMS/IMC server to the iNode client. The server IP address is permitted by the isolation ACLs.
	3. The CAMS/IMC server authenticates the iNode client and performs security check for the iNode client. If the iNode client passes security check, the CAMS/IMC server assigns security ACLs for the iNode client to the LNS. The iNode client can access n...

	Protocols and standards

	Prerequisites for L2TP
	1. Determine the network devices needed according to the networking environment.
	2. Configure the devices based on the intended role (LAC or LNS) on the network.

	L2TP tasks at a glance
	LAC tasks at a glance
	3. (Optional) Configuring optional L2TP parameters

	LNS tasks at a glance
	3. (Optional) Configuring optional L2TP parameters


	Configuring basic L2TP capabilities
	About this task
	Procedure
	1. Enter system view.
	2. Enable L2TP.
	3. Create an L2TP group, specify its mode, and enter its view.
	4. Specify the local tunnel name.


	Configuring an LAC
	Configuring an LAC to initiate tunneling requests for a user
	About this task
	Procedure
	1. Enter system view.
	2. Enter L2TP group view in LAC mode.
	3. Configure the LAC to initiate tunneling requests for a user.


	Specifying LNS IP addresses
	About this task
	Procedure
	1. Enter system view.
	2. Enter L2TP group view in LAC mode.
	3. Specify LNS IP addresses or domain names.


	Configuring the source IP address of L2TP tunnel packets
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter L2TP group view in LAC mode.
	3. Configure the source IP address of L2TP tunnel packets.


	Enabling transferring AVP data in hidden mode
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter L2TP group view in LAC mode.
	3. Enable transferring AVP data in hidden mode.


	Configuring AAA authentication on an LAC
	Configuring an LAC to automatically establish an L2TP tunnel
	1. Enter system view.
	2. Create a virtual PPP interface and enter its view.
	3. Configure the IP address of the virtual PPP interface.
	4. Configure the peer to be authenticated.
	5. (Optional.) Set the description for the interface.
	6. (Optional.) Set the MTU size of the interface.
	7. (Optional.) Set the expected bandwidth for the interface.
	8. (Optional.) Bring up the interface.
	9. Configure the LAC to automatically establish an L2TP tunnel with the LNS.

	Configuring the polling feature
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter virtual PPP interface view.
	3. Set the keepalive interval.
	4. Set the keepalive retry limit.


	Restoring the default settings for a virtual PPP interface
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter virtual PPP interface view.
	3. Restore the default settings for the interface.



	Configuring an LNS
	Creating a VT interface
	Configuring a static VA pool
	About this task
	Restrictions and guidelines
	1. VA interfaces in the static VA pool.
	2. VA interfaces in the dynamic VA pool.

	Procedure
	1. Enter system view.
	2. Create a static VA pool.


	Configuring an LNS to accept L2TP tunneling requests from an LAC
	About this task
	Procedure
	1. Enter system view.
	2. Enter L2TP group view in LNS mode.
	3. Configure the LNS to accept tunneling requests from an LAC and specify the VT interface to be used for tunnel setup.


	Configuring user authentication on an LNS
	About this task
	Restrictions and guidelines for user authentication on an LNS
	Configuring mandatory CHAP authentication
	1. Enter system view.
	2. Enter L2TP group view in LNS mode.
	3. Configure mandatory CHAP authentication.
	4. Return to system view.
	5. Enter VT interface view and set the authentication type of PPP users to CHAP.

	Configuring LCP renegotiation
	1. Enter system view.
	2. Enter L2TP group view in LNS mode.
	3. Configure the LNS to perform LCP renegotiation with users.


	Configuring AAA authentication on an LNS
	Setting the maximum number of ICRQ packets that the LNS can process per second
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the maximum number of ICRQ packets that the LNS can process per second.


	Logging out an old L2TP user when the IP addresses of the old user and new user conflict
	About this task
	Procedure
	1. Enter system view.
	2. Allow a new L2TP user to come online and log out an old L2TP user when the IP addresses of the two user conflict.



	Configuring optional L2TP parameters
	Configuring L2TP tunnel authentication
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter L2TP group view.
	3. Enable L2TP tunnel authentication.
	4. Set the tunnel authentication key.


	Setting the Hello interval
	About this task
	Procedure
	1. Enter system view.
	2. Enter L2TP group view.
	3. Set the Hello interval.


	Enabling session flow control
	About this task
	Procedure
	1. Enter system view.
	2. Enter L2TP group view.
	3. Enable the session flow control feature.


	Setting the DSCP value of L2TP packets
	About this task
	Procedure
	1. Enter system view.
	2. Enter L2TP group view.
	3. Set the DSCP value of L2TP packets.


	Assigning a tunnel peer to a VPN
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter L2TP group view.
	3. Assign the tunnel peer to a VPN.


	Setting the TSA ID of the LTS
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the TSA ID of the LTS and enable L2TP loop detection on the LTS.


	Setting the receiving window size for an L2TP tunnel
	About this task
	1. The device buffers the packet.
	2. The minimum value and maximum value of the receiving window increment by one.
	3. The device continues to check the next arriving packet.
	1. The device processes the packet.
	2. The minimum value and maximum value of the receiving window increment by one.
	3. The device checks buffered packets for a packet with the sequence number equal to the new minimum value of the receiving window.
	4. If no required packet is found, the device checks the next arriving packet.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter L2TP group view.
	3. Set the receiving window size for the L2TP group.


	Setting the sending window size for an L2TP tunnel
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter L2TP group view.
	3. Set the sending window size for the L2TP group.



	Enabling L2TP-based EAD
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create a VT interface and enter its view
	3. Enable L2TP-based EAD.


	Display and maintenance commands for L2TP
	L2TP configuration examples
	Example: Configuring a NAS-initiated L2TP tunnel
	Network requirements
	Configuration guidelines
	Configuration procedure
	1. Configure the LAC:
	2. Configure the LNS:
	3. On the remote system, enter vpdnuser as the username and Hello as the password in the dial-up network window to dial a connection.

	Verifying the configuration

	Example: Configuring a client-initiated L2TP tunnel
	Network requirements
	Configuration guidelines
	Configuration procedure
	1. Configure the LNS:
	2. Configure the remote host:

	Verifying the configuration

	Example: Configuring a LAC-auto-initiated L2TP tunnel
	Network requirements
	Configuration guidelines
	Configuration procedure
	1. Configure the LAC:
	2. Configure the LNS:
	3. On the remote host, configure the LAC as the gateway.

	Verifying the configuration


	Troubleshooting L2TP
	Failure to access the private network
	Symptom
	Solution
	1. Verify the following items to avoid tunnel setup failures:
	2. Verify the following items to avoid PPP negotiation failures:


	Data transmission failure
	Symptom
	Solution
	1. Use the display ip routing-table command on the LAC and LNS to verify that the LAC has a route to the private network behind the LNS, and vice versa. If no route is available, configure a static route or a dynamic routing protocol.
	2. Increase the link bandwidth to enhance the link availability.





	06-ADVPN configuration
	Configuring ADVPN
	About ADVPN
	VAM protocol
	ADVPN structures
	Full-mesh ADVPN
	Hub-spoke ADVPN
	Hub-group ADVPN

	How ADVPN operates
	Connection initialization
	1. The client sends encryption and authentication algorithms to the server in a connection request.
	2. The server compares its algorithms in descending order of priority with the algorithms sent by the client.
	3. The server sends the matching algorithms to the client.
	4. The server and the client generate encryption and authentication keys based on the preshared key.
	5. The server and the client exchange negotiation acknowledgment packets protected by using the keys.
	6. The server and the client use the keys to protect subsequent packets if they can restore the protected negotiation acknowledgment packets.

	Registration
	1. The client sends the server a registration request that includes its public address, private address, and the connected private network.
	2. The server sends the client an identity authentication request that specifies the authentication algorithm.
	3. The client submits its identity information to the server.
	4. The server performs authentication and accounting for the client through the AAA server.
	5. The server sends the client a registration acknowledgement that includes hub information.

	Tunnel establishment
	1. The initiator originates a tunnel establishment request.
	2. The receiver saves tunnel information in the request and sends a response to the sender.

	Route learning and packet forwarding
	a. Locates the private next hop from the routing table.
	b. Uses the private next hop to obtain the corresponding public address from the VAM server.
	c. Sends the packet to the public address over the ADVPN tunnel.
	a. Sends the destination address of the packet to the VAM server.
	b. Queries the VAM server for information about the ADVPN node (public and private addresses of the node) connected to the remote private network.
	c. Generates a route to the remote private network through the ADVPN node.
	d. Sends the packet to the public address of the ADVPN node over the ADVPN tunnel.


	NAT traversal

	ADVPN tasks at a glance
	2. Configuring ADVPN nodes
	a. Configuring the VAM client
	c. Configuring an ADVPN tunnel interface
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	3. The LB device sends the IP address of the selected virtual server in a DNS response to the extranet user.


	Restrictions and guidelines: Inbound link load balancing configuration
	Inbound link load balancing tasks at a glance
	1. Configuring a DNS listener
	2. Configuring a DNS mapping
	3. Configuring a virtual server
	4. Configuring a virtual server pool
	5. Configuring an LB link
	6. (Optional.) Configuring a DNS zone
	7. (Optional.) Configuring a topology
	8. (Optional.) Configuring a region
	9. (Optional.) Configuring ISP information
	10. (Optional.) Enabling load balancing link busy state logging
	11. (Optional.) Performing a load balancing test
	12. (Optional.) Configuring DNS request parse failure settings

	Configuring a DNS listener
	DNS listener tasks at a glance
	1. Creating a DNS listener
	2. Specifying an IP address and a port number for a DNS listener
	3. (Optional.) Specifying a VPN instance
	4. Enabling the DNS listening feature
	5. (Optional.) Specifying the processing method for DNS mapping search failure

	Creating a DNS listener
	1. Enter system view.
	2. Create a DNS listener and enter DNS listener view.

	Specifying an IP address and a port number for a DNS listener
	About this task
	Procedure
	1. Enter system view.
	2. Enter DNS listener view.
	3. Specify an IP address and a port number for the DNS listener.


	Specifying a VPN instance
	1. Enter system view.
	2. Enter DNS listener view.
	3. Specify a VPN instance for the DNS listener.

	Enabling the DNS listening feature
	1. Enter system view.
	2. Enter DNS listener view.
	3. Enable the DNS listening feature.

	Specifying the processing method for DNS mapping search failure
	1. Enter system view.
	2. Enter DNS listener view.
	3. Specify the processing method for DNS mapping search failure.


	Configuring a DNS mapping
	DNS mapping tasks at a glance
	1. Creating a DNS mapping
	2. Specifying a domain name for a DNS mapping
	3. Specifying a virtual server pool for a DNS mapping
	4. (Optional.) Setting the TTL for DNS records
	5. Enabling the DNS mapping feature

	Creating a DNS mapping
	1. Enter system view.
	2. Create a DNS mapping and enter DNS mapping view.

	Specifying a domain name for a DNS mapping
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter DNS mapping view.
	3. Specify a domain name for the DNS mapping.


	Specifying a virtual server pool for a DNS mapping
	1. Enter system view.
	2. Enter DNS mapping view.
	3. Specify a virtual server pool for the DNS mapping.

	Setting the TTL for DNS records
	About this task
	Procedure
	1. Enter system view.
	2. Enter DNS mapping view.
	3. Set the TTL for DNS records.


	Enabling the DNS mapping feature
	1. Enter system view.
	2. Enter DNS mapping view.
	3. Enable the DNS mapping feature.


	Configuring a virtual server
	About this task
	Restrictions and guidelines

	Configuring a virtual server pool
	Virtual server pool tasks at a glance
	1. Creating a virtual server pool
	2. Adding a virtual server or virtual IP address. Choose the options to configure as needed:
	3. (Optional.) Specifying scheduling algorithms for a virtual server pool
	4. (Optional.) Enabling the link protection feature

	Creating a virtual server pool
	1. Enter system view.
	2. Create a virtual server pool enter virtual server pool view.

	Adding a virtual server
	1. Enter system view.
	2. Enter virtual server pool view.
	3. Add a virtual server to the virtual server pool.

	Adding a virtual IP address
	1. Enter system view.
	2. Enter virtual server pool view.
	3. Add a virtual IP address to the virtual server pool.

	Specifying scheduling algorithms for a virtual server pool
	About this task
	Procedure
	1. Enter system view.
	2. Enter virtual server pool view.
	3. Specify a scheduling algorithm for the virtual server pool.


	Enabling the link protection feature
	About this task
	Procedure
	1. Enter system view.
	2. Enter virtual server pool view.
	3. Enable the link protection feature.



	Configuring an LB link
	LB link tasks at a glance
	1. Creating an LB link
	2. Specifying the outbound next hop for the LB link
	3. (Optional.) Configuring health monitoring
	4. (Optional.) Setting the bandwidth ratio and maximum expected bandwidth

	Creating an LB link
	1. Enter system view.
	2. Create an LB link and enter LB link view.

	Specifying the outbound next hop for the LB link
	About this task
	Procedure
	1. Enter system view.
	2. Enter LB link view.
	3. Specify the outbound next hop for the LB link.


	Configuring health monitoring
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter LB link view.
	3. Specify a health monitoring method for the LB link.
	4. Specify the health monitoring success criteria for the LB link.


	Setting the bandwidth ratio and maximum expected bandwidth
	About this task
	Procedure
	1. Enter system view.
	2. Enter LB link view.
	3. Set the bandwidth ratio.
	4. Set the maximum expected bandwidth.



	Configuring a DNS forward zone
	About DNS resource records
	DNS forward zone tasks at a glance
	1. Creating a DNS forward zone
	2. (Optional.) Configuring resource records
	3. (Optional.) Setting the TTL for resource records

	Creating a DNS forward zone
	1. Enter system view.
	2. Create a DNS forward zone and enter DNS forward zone view.

	Configuring a resource record of the specified type
	1. Enter system view.
	2. Enter DNS forward zone view.
	3. Configure a resource record of the specified type.

	Configuring an SOA resource record
	1. Enter system view.
	2. Enter DNS forward zone view.
	3. Create an SOA resource record and enter SOA view.
	4. Configure the host name for the primary DNS server.
	5. Specify the email address of the administrator.
	6. Configure the serial number for the DNS forward zone.
	7. Set the refresh interval.
	8. Set the retry interval.
	9. Set the expiration time.
	10. Set the minimum TTL.

	Setting the TTL for resource records
	1. Enter system view.
	2. Enter DNS forward zone view.
	3. Set the TTL for resource records.


	Configuring a DNS reverse zone
	About this task
	Procedure
	1. Enter system view.
	2. Create a DNS reverse zone and enter DNS reverse zone view.
	3. Configure a PTR resource record.


	Configuring a topology
	About this task
	Procedure
	1. Enter system view.
	2. Configure a topology.


	Configuring a region
	About this task
	Procedure
	1. Enter system view.
	2. Create a region and enter region view.
	3. Add an ISP to the region.


	Configuring ISP information
	Enabling load balancing link busy state logging
	About this task
	Procedure
	1. Enter system view.
	2. Enable load balancing link busy state logging.


	Performing a load balancing test
	About performing a load balancing test
	Performing an IPv4 load balancing test
	Performing an IPv6 load balancing test

	Setting the maximum number of DNS request parse failures to be recorded
	1. Enter system view.
	2. Set the maximum number of DNS request parse failures that can be recorded.

	Configuring the types of DNS request parse failures to be recorded
	1. Enter system view.
	2. Configure the types of DNS request parse failures that can be recorded.

	Displaying and maintaining inbound link load balancing
	Inbound link load balancing configuration examples
	Example: Configuring inbound link load balancing
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces:
	2. Add interfaces to security zones.
	3. Configure a security policy:
	4. Configure LB links:
	5. Create the server farm sf.
	6. Create the real server rs with the IPv4 address 192.168.1.10, and add it to the server farm sf.
	7. Configure virtual servers:
	8. Create the virtual server pool vsp, and add the virtual servers vs1 and vs2 associated with the LB links link1 and link2 to the virtual server pool.
	9. Configure DNS listeners:
	10. Create the DNS mapping dm, specify the domain name www.aaa.com and virtual server pool vsp for the DNS mapping, and enable the DNS mapping feature.
	11. Configure a DNS forward zone:

	Verifying the configuration
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	Associating hot backup with routing protocols
	Enabling hot backup to adjust the link cost for a routing protocol
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter RBM view.
	3. Enable hot backup to adjust the link cost for the specified routing protocol on the standby device.
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	2. The router receives the return packets and broadcasts an ARP request for the destination public IP address.
	3. Device A and Device B receive the ARP request, and Device A (master) replies with the virtual MAC addresses of the uplink VRRP group.
	4. Router A sends the return packets to Device A.
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	1. The host identifies that the destination IP address is on a different subnet and sends an ARP request to obtain the MAC address of the default gateway. In this example, the host does not have the ARP entry for the default gateway.
	2. Switch B broadcasts the ARP request and learns the MAC address of the host.
	3. Device A and Device B receives the ARP request, and Device A (master) replies with the virtual MAC address of VRRP group 2.
	4. Switch B learns the MAC address entry for the virtual MAC address of VRRP group 2 and forwards the ARP reply to the host.
	5. The host learns the virtual MAC address and sends the packets destined for the Internet to the default gateway.
	6. Switch B forwards the packets to Device A (master). The traffic of the host will be processed and forwarded by Device A as long as it is the master.
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	Transparent in-path deployment in dual-active mode

	Display and maintenance commands for hot backup
	Hot backup configuration examples (IPv4)
	Example: Configuring active/standby hot backup in collaboration with VRRP
	Network configuration
	Procedure
	1. Verify that Device A and Device B have software and hardware environment consistency.
	2. Configure Switch A:
	3. Configure Switch B:
	4. Configure the router:
	5. Configure Device A:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure settings for routing. This example configures a static route, and the next hop in the route is 2.1.1.15.
	d. Configure a security policy.
	e. Configure hot backup settings.
	f. Configure security services on Device A. (Details not shown.)

	6. Configure Device B:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure settings for routing. This example configures a static route, and the next hop in the route is 2.1.1.15.
	d. Configure hot backup settings.

	7. On the host, specify 10.1.1.3 (virtual IP address of VRRP group 2) as the default gateway. (Details not shown.)

	Verifying the configuration
	1. Verify the configuration on Device A:
	2. Verify the configuration on Device B:


	Example: Configuring dual-active hot backup in collaboration with VRRP
	Network configuration
	Procedure
	1. Verify that Device A and Device B have software and hardware environment consistency.
	2. Configure Switch A:
	3. Configure Switch B:
	4. Configure the router:
	5. Configure Device A:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure settings for routing. This example configures a static route, and the next hop in the route is 2.1.1.15.
	d. Configure a security policy.
	e. Configure hot backup settings.
	f. Configure security services on Device A. (Details not shown.)

	6. Configure Device B:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure settings for routing. This example configures a static route, and the next hop in the route is 2.1.1.15.
	d. Configure hot backup settings.

	7. On some hosts, specify 10.1.1.3 (virtual IP address of VRRP group 3) as the default gateway. On the other hosts, specify 10.1.1.4 (virtual IP address of VRRP group 4) as the default gateway. (Details not shown.)

	Verifying the configuration
	1. Verify the configuration on Device A:
	2. Verify the configuration on Device B:


	Example: Configuring active/standby hot backup in collaboration with a routing protocol
	Network configuration
	Procedure
	1. Verify that Device A and Device B have software and hardware environment consistency.
	2. Configure Router A:
	3. Configure Router B:
	4. Configure Device A:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure OSPF. Use the default OSPF link cost configuration.
	d. Configure a security policy.
	e. Configure hot backup settings.
	f. Configure security services on Device A. (Details not shown.)

	5. Configure Device B:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure OSPF. Use the default OSPF link cost configuration.

	6. On the host, specify 20.1.1.1 as the default gateway. (Details not shown.)

	Verifying the configuration
	1. Verify the configuration on Device A:
	2. Verify the configuration on Device B:


	Example: Configuring dual-active hot backup in collaboration with a routing protocol
	Network configuration
	Procedure
	1. Verify that Device A and Device B have software and hardware environment consistency.
	2. Configure Router A:
	3. Configure Router B:
	4. Configure Device A:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure OSPF. Use the default OSPF link cost configuration.
	d. Configure a security policy.
	e. Configure hot backup settings.
	f. Configure security services on Device A. (Details not shown.)

	5. Configure Device B:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure OSPF. Use the default OSPF link cost configuration.
	d. Configure hot backup settings.

	6. On the hosts, specify 20.1.1.1 as the default gateway. (Details not shown.)

	Verifying the configuration
	1. Verify the configuration on Device A:
	2. Verify the configuration on Device B:


	Example: Configuring a transparent in-path hot backup system in active/standby mode
	Network configuration
	Procedure
	1. Verify that Device A and Device B have software and hardware environment consistency.
	2. Configure Switch A:
	3. Configure Switch B:
	4. Configure Device A:
	a. Configure VLANs.
	b. Assign an IP address to GigabitEthernet 1/0/3.
	c. Add interfaces to security zones.
	d. Configure a rule named trust-untrust to permit the packets from 10.1.1.0/24 to the Internet.
	e. Configure hot backup settings.
	f. Configure security services on Device A. (Details not shown.)

	5. Configure Device B:
	a. Configure VLANs.
	b. Assign an IP address to GigabitEthernet 1/0/3.
	c. Add interfaces to security zones.
	d. Configure hot backup settings.

	6. On the host, specify 10.1.1.1 as the default gateway. (Details not shown.)

	Verifying the configuration
	1. Verify that the hot backup channels have been set up on Device A.
	2. Verify that the hot backup channels have been set up on Device B.


	Example: Configuring a transparent in-path hot backup system in dual-active mode
	Network configuration
	Procedure
	1. Verify that Device A and Device B have software and hardware environment consistency.
	2. Configure OSPF on Router A for the host to access the Internet and for Device A and Device B to load share the traffic sent to the host.
	3. Configure OSPF on Router B for the host to access the Internet and for Device A and Device B to load share the traffic sent to the Internet.
	4. Configure Device A:
	a. Configure VLANs.
	b. Assign an IP address to GigabitEthernet 1/0/3.
	c. Add interfaces to security zones.
	d. Configure a security policy.
	e. Configure hot backup settings.
	f. Configure security services on Device A. (Details not shown.)

	5. Configure Device B:
	a. Configure VLANs.
	b. Assign an IP address to GigabitEthernet 1/0/3.
	c. Add interfaces to security zones.
	d. Configure hot backup settings.

	6. On the host, specify 10.1.1.1 as the default gateway. (Details not shown.)

	Verifying the configuration
	1. Verify that the hot backup channels have been set up on Device A.
	2. Verify that the hot backup channels have been set up on Device B.


	Example: Configuring interface-based NAT on an active/standby hot backup system in collaboration with VRRP
	Network configuration
	Procedure
	1. Set up the hot backup system as described in "Example: Configuring active/standby hot backup in collaboration with VRRP."
	2. Configure dynamic NAT on Device A (primary):

	Verifying the configuration

	Example: Configuring interface-based NAT on a dual-active hot backup system in collaboration with VRRP
	Network configuration
	Procedure
	1. Set up the hot backup system as described in "Example: Configuring dual-active hot backup in collaboration with VRRP".
	2. Configure dynamic NAT on Device A (primary):

	Verifying the configuration

	Example: Configuring global NAT on an active/standby hot backup system in collaboration with VRRP
	Network configuration
	Procedure
	1. Set up the hot backup system as described in "Example: Configuring active/standby hot backup in collaboration with VRRP."
	2. Configure dynamic NAT globally on Device A (primary):

	Verifying the configuration

	Example: Configuring global NAT on a dual-active hot backup system in collaboration with VRRP
	Network configuration
	Procedure
	1. Set up the hot backup system as described in "Example: Configuring dual-active hot backup in collaboration with VRRP".
	2. Configure dynamic NAT on Device A (primary):

	Verifying the configuration


	Hot backup configuration examples (IPv6)
	Example: Configuring active/standby hot backup in collaboration with VRRP
	Network configuration
	Procedure
	1. Verify that Device A and Device B have software and hardware environment consistency.
	2. Configure Switch A:
	3. Configure Switch B:
	4. Configure the router:
	5. Configure Device A:
	a. Assign IP addresses to interfaces.
	b. Add interfaces to security zones.
	c. Configure settings for routing. This example configures a static route, and the next hop in the route is 3003::15.
	d. Configure a security policy.
	e. Configure hot backup settings.
	f. Configure security services on Device A. (Details not shown.)

	6. Configure Device B:
	a. Assign IP addresses to interfaces.
	b. Add interfaces to security zones.
	c. Configure settings for routing. This example configures a static route, and the next hop in the route is 3003::15.
	d. Configure hot backup settings.

	7. On the host, specify 3001::3 (virtual IP address of VRRP group 2) as the default gateway. (Details not shown.)

	Verifying the configuration
	1. Verify the configuration on Device A:
	2. Verify the configuration on Device B:


	Example: Configuring dual-active hot backup in collaboration with a routing protocol
	Network configuration
	Procedure
	1. Verify that Device A and Device B have software and hardware environment consistency.
	2. Configure Router A:
	3. Configure Router B:
	4. Configure Device A:
	a. Assign an IP address to GigabitEthernet 1/0/1.
	b. Add interfaces to security zones.
	c. Configure OSPFv3. Use the default OSPFv3 link cost configuration.
	d. Configure a security policy.
	e. Configure hot backup settings.
	f. Configure security services on Device A. (Details not shown.)

	5. Configure Device B:
	a. Assign IP addresses to interfaces.
	b. Add interfaces to security zones.
	c. Configure OSPFv3. Use the default OSPFv3 link cost configuration.
	d. Configure hot backup settings.

	6. On the hosts, specify 2002::1 as the default gateway. (Details not shown.)

	Verifying the configuration
	1. Verify the configuration on Device A:
	2. Verify the configuration on Device B:
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	Procedure
	1. Enter system view.
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	Procedure
	1. Enter system view.
	2. Enter management Ethernet interface view.
	3. (Optional.) Set the interface description.
	4. (Optional.) Set the duplex mode for the management Ethernet interface.
	5. (Optional.)_Set the speed for the management Ethernet interface.
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	Procedure
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	2. Enter Ethernet interface view.
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	Configuring basic settings of an Ethernet interface
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Ethernet interface view.
	3. Set the description for the Ethernet interface.
	4. Set the duplex mode for the Ethernet interface.
	5. Set the speed for the Ethernet interface.
	6. Set the expected bandwidth for the Ethernet interface.
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	Enabling LLDP polling
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable LLDP polling and set the polling interval.
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	Setting the source MAC address of LLDP frames
	About this task
	Procedure
	1. Enter system view.
	2. Enter Layer 3 Ethernet interface view.
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	1. The switch performs the following operations:
	a. Learns a new entry to the MAC address table of the switch. The entry contains the MAC address of Host A (0033-0033-0033), the output interface Port A, and VLAN 10.
	b. Broadcasts the request in VLAN 10. Because VLAN 10 is in bridge instance 1, the request enters the firewall through Port C.
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	2. The firewall performs the following operations:
	a. Learns a new entry to the MAC address table of bridge instance 1. The entry contains the MAC address of Host B (0000-0000-0002), the output interface Port D, and VLAN 20.
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	Configuring parameter profiles
	About parameter profiles
	Creating a parameter profile for a 3G modem
	1. Enter system view.
	2. Enter cellular interface view.
	3. Create a parameter profile.

	Creating a parameter profile for a 4G modem
	1. Enter system view.
	2. Create a parameter profile and enter its view.
	3. Specify the PDP data carrying protocol.
	4. Specify an APN for accessing a 4G network.
	5. Specify an authentication mode for accessing a 4G network.
	6. Specify a separator for the IMSI/SN binding authentication information.

	Specifying the primary and backup profiles
	About this task
	Restrictions and guidelines
	Specifying the primary and backup profiles for a 3G modem
	1. Enter system view.
	2. Enter cellular interface view.
	3. Specify the primary and backup profiles for the 3G modem.

	Specifying the primary and backup profiles for a 4G modem
	1. Enter system view.
	2. Enter Eth-channel interface view.
	3. Specify the primary and backup profiles for the 4G modem.



	Specifying the primary or secondary SIM card
	About this task
	Procedure
	1. Enter system view.
	2. Enter cellular interface view.
	3. Specify the primary or secondary SIM card.


	Associating mobile communication link backup with a track entry
	About this task
	Procedure
	1. Enter system view.
	2. Enter cellular interface view.
	3. Associate mobile communication link backup with a track entry


	Configuring PIN verification
	About this task
	Procedure
	1. Enter system view.
	2. Enter cellular interface view.
	3. Enable PIN verification.
	4. Specify the PIN for verification.
	5. (Optional.) Specify a PUK to unlock the SIM/UIM card.
	6. (Optional.) Modify the PIN of the SIM/UIM card.


	Configuring DM
	About this task
	Procedure
	1. Enter system view.
	2. Enter cellular interface view.
	3. Enable DM.


	Setting the RSSI thresholds
	About this task
	Procedure
	1. Enter system view.
	2. Enter cellular interface view.
	3. Set the RSSI thresholds.


	Issuing a configuration directive to a mobile communication modem
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter cellular interface view.
	3. Issue a configuration directive to the mobile communication modem.


	Configuring mobile communication modem reboot
	Configuring automatic reboot
	About this task
	Procedure
	1. Enter system view.
	2. Enter cellular interface view.
	3. Configure the response timeout and the threshold for the number of consecutive timeouts to enable automatic reboot of the mobile communication modem.


	Configuring manual reboot
	About this task
	Procedure
	1. Enter system view.
	2. Enter cellular interface view.
	3. Manually reboot the mobile communication modem.



	Display and maintenance commands for mobile communication modem management
	Troubleshooting
	Symptom
	Solution
	1. Execute the shutdown command and the undo shutdown command on the cellular interface.
	2. If the mobile communication modem still fails to function, execute the modem reboot command on the cellular interface.
	3. If the issue persists, contact NSFOCUS Support.
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	3. If the matching user class has no assignable addresses, the DHCP server compares the client against the next user class. If all the matching user classes have no assignable addresses, the DHCP server selects an IP address from the common address ra...
	4. If the DHCP client does not match any DHCP user class, the DHCP server selects an address in the IP address range specified by the address range command. If the address range has no assignable IP addresses or it is not configured, the address alloc...
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	Specifying gateways for DHCP clients
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Specify gateways.
	4. (Optional.) Specify gateways in secondary subnet view.
	a. Enter secondary subnet view.
	b. Specify gateways.
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	3. Specify the BIMS server IP address, port number, and shared key.


	Specifying the configuration file for DHCP client automatic configuration
	About this task
	Specifying the configuration file on a TFTP file server
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Specify the IP address or the name of a TFTP server.
	4. Specify the configuration file name.

	Specifying the URL of the configuration file on an HTTP file server
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Specify the URL of the configuration file.


	Specifying a server for DHCP clients
	About this task
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Specify the IP address of a server.


	Configuring Option 184 parameters for DHCP clients
	About this task
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Specify the IP address of the primary network calling processor.
	4. (Optional.) Specify the IP address of the backup server.
	5. (Optional.) Configure the voice VLAN.
	6. (Optional.) Specify the failover IP address and dialer string.


	Customizing DHCP options
	DHCP option customization applications
	Common DHCP options
	Restrictions and guidelines
	Customizing a DHCP option in a DHCP address pool
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Customize a DHCP option.

	Customizing a DHCP option in a DHCP option group
	1. Enter system view.
	2. Create a DHCP option group and enter DHCP option group view.
	3. Customize a DHCP option.
	4. Return to system view.
	5. Enter DHCP address pool view.
	6. Specify the DHCP option group for the DHCP user class.


	Applying a DHCP address pool to a VPN instance
	About this task
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Apply the address pool to a VPN instance.


	Configuring the DHCP user class whitelist
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Enable the DHCP user class whitelist.
	4. Add DHCP user classes to the DHCP user class whitelist.


	Binding gateways to DHCP server's MAC address
	About this task
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Bind the gateways to the device's MAC address.


	Advertising subnets that are assigned to clients
	About this task
	Procedure
	1. Enter system view.
	2. Create a DHCP address pool and enter its view.
	3. Advertise subnets assigned to DHCP clients.



	Applying an address pool to an interface
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Apply an address pool to the interface.


	Configuring a DHCP policy for dynamic assignment
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a DHCP policy and enter DHCP policy view.
	3. Specify a DHCP address pool for a DHCP user class.
	4. Specify the default DHCP address pool.
	5. Return to system view.
	6. Enter interface view.
	7. Apply the DHCP policy to the interface.


	Enabling DHCP
	Restrictions and guideline
	Procedure
	1. Enter system view.
	2. Enable DHCP.


	Enabling the DHCP server on an interface
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable the DHCP server on the interface.


	Configuring IP address conflict detection
	About this task
	Procedure
	1. Enter system view.
	2. (Optional.) Set the maximum number of ping packets to be sent for conflict detection.
	3. (Optional.) Set the ping timeout time.


	Enabling handling of Option 82
	About this task
	Procedure
	1. Enter system view.
	2. Enable the server to handle Option 82.


	Configuring DHCP server compatibility
	Configuring the DHCP server to always broadcast responses
	About this task
	Procedure
	1. Enter system view.
	2. Enable the DHCP server to always broadcast all responses.


	Configuring the DHCP server to ignore BOOTP requests
	About this task
	Procedure
	1. Enter system view.
	2. Configure the DHCP server to ignore BOOTP requests.


	Configuring the DHCP server to send BOOTP responses in RFC 1048 format
	About this task
	Procedure
	1. Enter system view.
	2. Enable the DHCP server to send BOOTP responses in RFC 1048 format to the RFC 1048-incompliant BOOTP requests.


	Disabling Option 60 encapsulation in DHCP replies
	About this task
	Procedure
	1. Enter system view.
	2. Disable the DHCP server from encapsulating Option 60 in DHCP replies.



	Setting the DSCP value for DHCP packets sent by the DHCP server
	About this task
	Procedure
	1. Enter system view.
	2. Set the DSCP value for DHCP packets sent by the DHCP server.


	Configuring DHCP binding auto backup
	About this task
	Procedure
	1. Enter system view.
	2. Configure the DHCP server to back up the bindings to a file.
	3. (Optional.) Manually save the DHCP bindings to the backup file.
	4. (Optional.) Set the waiting time after a DHCP binding change for the DHCP server to update the backup file.
	5. (Optional.) Terminate the download of DHCP bindings from the backup file.


	Enabling client offline detection on the DHCP server
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable client offline detection.


	Configuring address pool usage alarming
	About this task
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. (Optional.) Set the threshold for address pool usage alarming.


	Enabling DHCP logging on the DHCP server
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable DHCP logging.


	Display and maintenance commands for DHCP server
	Troubleshooting DHCP server configuration
	Failure to obtain a non-conflicting IP address
	Symptom
	Solution
	1. Disable the client's network adapter or disconnect the client's network cable. Ping the IP address of the client from another host to check whether there is a host using the same IP address.
	2. If a ping response is received, the IP address has been manually configured on a host. Execute the dhcp server forbidden-ip command on the DHCP server to exclude the IP address from dynamic allocation.
	3. Enable the network adapter or connect the network cable, release the IP address, and obtain another one on the client. For example, to release the IP address and obtain another one on a Windows XP DHCP client:
	a. In Windows environment, execute the cmd command to enter the DOS environment.
	b. Enter ipconfig /release to relinquish the IP address.
	c. Enter ipconfig /renew to obtain another IP address.




	Configuring the DHCP relay agent
	About DHCP relay agent
	DHCP relay agent operation
	1. After receiving a DHCP-DISCOVER or DHCP-REQUEST broadcast message from a DHCP client, the DHCP relay agent processes the message as follows:
	a. Fills the giaddr field of the message with its IP address.
	b. Unicasts the message to the designated DHCP server.
	2. Based on the giaddr field, the DHCP server returns an IP address and other configuration parameters in a response.
	3. The relay agent conveys the response to the client.

	DHCP relay agent support for Option 82

	DHCP relay agent tasks at a glance
	4. (Optional.) Specifying a DHCP relay address pool for DHCP clients
	5. (Optional.) Configuring the DHCP relay agent security features
	6. (Optional.) Configuring the DHCP relay agent to release an IP address
	7. (Optional.) Configuring DHCP relay agent support for Option 82
	8. (Optional.) Setting the DSCP value for DHCP packets sent by the DHCP relay agent
	9. (Optional.) Specifying the DHCP relay agent address for the giaddr field
	10. (Optional.) Specifying the source IP address for relayed DHCP requests
	11. (Optional.) Configuring forwarding DHCP replies based on Option 82

	Enabling DHCP
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable DHCP.


	Enabling the DHCP relay agent on an interface
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable the DHCP relay agent.


	Specifying DHCP servers
	Specifying DHCP servers on a relay agent
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify a DHCP server address on the relay agent.


	Specifying DHCP servers in a DHCP relay address pool
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a DHCP relay address pool and enter its view.
	3. Specify gateways in the DHCP relay address pool.
	4. Specify DHCP servers in the DHCP relay address pool.



	Specifying a DHCP relay address pool for DHCP clients
	About this task
	Procedure
	1. Enter system view.
	2. Create a DHCP relay address pool and enter its view.
	3. Specify DHCP servers in the DHCP relay address pool.
	4. Specify gateway addresses for the clients matching the DHCP relay address pool.


	Configuring the DHCP relay agent security features
	Enabling the DHCP relay agent to record relay entries
	About this task
	Rustications and guidelines
	Procedure
	1. Enter system view.
	2. Enable the relay agent to record relay entries.


	Enabling periodic refresh of dynamic relay entries
	About this task
	Procedure
	1. Enter system view.
	2. Enable periodic refresh of dynamic relay entries.
	3. (Optional.) Set the refresh interval.


	Enabling DHCP starvation attack protection
	About this task
	Procedure
	1. Enter system view.
	2. Set the aging time for MAC address check entries.
	3. Enter the interface view.
	4. Enable MAC address check.


	Enabling DHCP server proxy on the DHCP relay agent
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable DHCP relay agent and DHCP server proxy on the interface.


	Enabling client offline detection on the DHCP relay agent
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the relay agent to record relay entries.
	3. Enter interface view.
	4. Enable the DHCP relay agent.
	5. Enable client offline detection.



	Configuring the DHCP relay agent to release an IP address
	About this task
	Procedure
	1. Enter system view.
	2. Configure the DHCP relay agent to release an IP address.


	Configuring DHCP relay agent support for Option 82
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable the relay agent to handle Option 82.
	4. (Optional.) Configure the strategy for handling DHCP requests that contain Option 82.
	5. (Optional.) Configure the padding mode and padding format for the Circuit ID sub-option.
	6. (Optional.) Configure the padding mode and padding format for the Remote ID sub-option.


	Setting the DSCP value for DHCP packets sent by the DHCP relay agent
	About this task
	Procedure
	1. Enter system view.
	2. Set the DSCP value for DHCP packets sent by the DHCP relay agent.


	Specifying the DHCP relay agent address for the giaddr field
	Manually specifying the DHCP relay agent address for the giaddr field
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify the DHCP relay agent address to be encapsulated in relayed DHCP requests.


	Configuring smart relay to specify the DHCP relay agent address for the giaddr field
	About this task
	Procedure
	1. Enter system view.
	2. Enable the DHCP smart relay feature.



	Specifying the source IP address for relayed DHCP requests
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify the source IP address for DHCP requests.


	Configuring forwarding DHCP replies based on Option 82
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable the relay agent to handle Option 82.
	4. Configure the padding mode and padding format for the Circuit ID sub-option.
	5. Configure the DHCP relay agent to forward DHCP replies based on Option 82.


	Display and maintenance commands for DHCP relay agent
	Troubleshooting DHCP relay agent configuration
	Failure of DHCP clients to obtain configuration parameters through the DHCP relay agent
	Symptom
	Solution



	Configuring the DHCP client
	About DHCP client
	Restrictions and guidelines: DHCP client configuration
	DHCP client tasks at a glance
	3. (Optional.) Enabling duplicated address detection
	4. (Optional.) Setting the DSCP value for DHCP packets sent by the DHCP client

	Enabling the DHCP client on an interface
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure an interface to use DHCP for IP address acquisition.


	Configuring a DHCP client ID for an interface
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure a DHCP client ID for the interface.


	Enabling duplicated address detection
	About this task
	Procedure
	1. Enter system view.
	2. Enable duplicate address detection.


	Setting the DSCP value for DHCP packets sent by the DHCP client
	About this task
	Procedure
	1. Enter system view.
	2. Set the DSCP value for DHCP packets sent by the DHCP client.


	Display and maintenance commands for DHCP client

	Configuring the BOOTP client
	About BOOTP client
	BOOTP client application
	Obtaining an IP address dynamically
	1. The BOOTP client broadcasts a BOOTP request, which contains its own MAC address.
	2. Upon receiving the request, the BOOTP server searches the configuration file for the IP address and other information according to the BOOTP client's MAC address.
	3. The BOOTP server returns a BOOTP response to the BOOTP client.
	4. The BOOTP client obtains the IP address from the received response.

	Protocols and standards

	Configuring an interface to use BOOTP for IP address acquisition
	1. Enter system view.
	2. Enter interface view.
	3. Configure an interface to use BOOTP for IP address acquisition.

	Display and maintenance commands for BOOTP client


	08-DHCPv6 configuration
	DHCPv6 overview
	DHCPv6 address/prefix assignment
	Rapid assignment involving two messages
	1. The DHCPv6 client sends to the DHCPv6 server a Solicit message that contains a Rapid Commit option to prefer rapid assignment.
	2. If the DHCPv6 server supports rapid assignment, it responds with a Reply message containing the assigned IPv6 address/prefix and other configuration parameters. If the DHCPv6 server does not support rapid assignment, Assignment involving four messa...

	Assignment involving four messages
	1. The DHCPv6 client sends a Solicit message to request an IPv6 address/prefix and other configuration parameters.
	2. The DHCPv6 server responds with an Advertise message that contains the assignable address/prefix and other configuration parameters if either of the following conditions exists:
	3. The DHCPv6 client might receive multiple Advertise messages offered by different DHCPv6 servers. It selects an offer according to the receiving sequence and server priority, and sends a Request message to the selected server for confirmation.
	4. The DHCPv6 server sends a Reply message to the client, confirming that the address/prefix and other configuration parameters are assigned to the client.


	Address/prefix lease renewal
	Stateless DHCPv6
	1. The DHCPv6 client sends an Information-request message to the multicast address of all DHCPv6 servers and DHCPv6 relay agents. The Information-request message contains an Option Request option that specifies the requested configuration parameters.
	2. The DHCPv6 server returns to the client a Reply message containing the requested configuration parameters.
	3. The client checks the Reply message. If the obtained configuration parameters match those requested in the Information-request message, the client uses these parameters to complete configuration. If not, the client ignores the configuration paramet...

	DHCPv6 options
	Option 18
	Option 37

	Protocols and standards

	Configuring the DHCPv6 server
	About DHCPv6 server
	IPv6 address assignment
	IPv6 prefix assignment
	Concepts
	Multicast addresses used by DHCPv6
	DUID
	IA
	IAID
	PD

	DHCPv6 address pool
	Address allocation mechanisms
	Prefix allocation mechanisms
	Address pool selection
	1. If there is an address pool where an IPv6 address is statically bound to the DUID or IAID of the client, the DHCPv6 server selects this address pool. It assigns the statically bound IPv6 address or prefix and other configuration parameters to the c...
	2. If the receiving interface has a DHCP policy and the DHCP client matches a user class, the DHCP server selects the address pool that is bound to the matching user class. If no matching user class is found, the server assigns an IP address and other...
	3. If the receiving interface has an address pool applied, the DHCP server selects an IPv6 address or prefix and other configuration parameters from this address pool.
	4. If the above conditions are not met, the DHCPv6 server selects an address pool depending on the client location.


	IPv6 address/prefix allocation sequence
	1. IPv6 address/prefix statically bound to the client's DUID and IAID and expected by the client.
	2. IPv6 address/prefix statically bound to the client's DUID and IAID.
	3. IPv6 address/prefix statically bound to the client's DUID and expected by the client.
	4. IPv6 address/prefix statically bound to the client's DUID.
	5. Assignable IPv6 address/prefix in the address pool/prefix pool expected by the client.
	6. IPv6 address/prefix that was ever assigned to the client.
	7. Assignable IPv6 address/prefix in the address pool/prefix pool.
	8. IPv6 address/prefix that was a conflict or passed its lease duration. If no IPv6 address/prefix is assignable, the server does not respond.


	DHCPv6 server tasks at a glance
	1. Configuring the DHCPv6 server to assign IPv6 prefixes, IPv6 addresses, and other network parameters
	2. Modifying the address pool selection method on the DHCPv6 server
	3. (Optional.) Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 server
	4. (Optional.) Configuring DHCPv6 binding auto backup
	5. (Optional.) Advertising subnets assigned to clients
	6. (Optional.) Applying a DHCPv6 address pool to a VPN instance
	7. (Optional.) Enabling DHCPv6 logging on the DHCPv6 server

	Configuring IPv6 prefix assignment
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Specify the IPv6 prefixes excluded from dynamic assignment.
	3. Create a prefix pool.
	4. Enter DHCP address pool view.
	5. Specify an IPv6 subnet for dynamic assignment.
	6. Configure the prefix assignment. Choose the options to configure as needed:


	Configuring IPv6 address assignment
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Specify the IPv6 addresses excluded from dynamic assignment.
	3. Enter DHCPv6 address pool view.
	4. Specify an IPv6 subnet for dynamic assignment.
	5. (Optional.) Specify a non-temporary IPv6 address range.
	6. (Optional.) Specify a temporary IPv6 address range.
	7. (Optional.) Create a static binding.


	Configuring network parameters assignment
	About network parameters assignment
	Configuring network parameters in a DHCPv6 address pool
	1. Enter system view.
	2. Enter DHCPv6 address pool view.
	3. Specify an IPv6 subnet for dynamic assignment.
	4. Specify a DNS server address.
	5. Specify a domain name.
	6. Specify a SIP server address or domain name.
	7. Configure a self-defined DHCPv6 option.

	Configuring network parameters in a DHCPv6 option group
	About this task
	Procedure
	1. Enter system view.
	2. Create a static DHCPv6 option group and enter its view.
	3. Specify a DNS server address.
	4. Specify a domain name suffix.
	5. Specify a SIP server address or domain name.
	6. Configure a self-defined DHCPv6 option.
	7. Return to system view.
	8. Enter DHCPv6 address pool view.
	9. Specify a DHCPv6 option group.



	Configuring the DHCPv6 server on an interface
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable the DHCPv6 server on the interface.
	4. Configure an assignment method.


	Configuring a DHCPv6 policy for IPv6 address and prefix assignment
	About this task
	Procedure
	1. Enter system view.
	2. Create a DHCPv6 user class and enter DHCPv6 user class view.
	3. Configure a match rule for the DHCPv6 user class.
	4. Return to system view.
	5. Create a DHCPv6 policy and enter DHCPv6 policy view.
	6. Specify a DHCPv6 address pool for a DHCPv6 user class.
	7. (Optional.) Specify the default DHCPv6 address pool.
	8. Return to system view.
	9. Enter interface view.
	10. Apply the DHCPv6 policy to the interface.


	Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 server
	About this task
	Procedure
	1. Enter system view.
	2. Set the DSCP value for DHCPv6 packets sent by the DHCPv6 server.


	Configuring DHCPv6 binding auto backup
	About this task
	Procedure
	1. Enter system view.
	2. Configure the DHCPv6 server to back up the bindings to a file.
	3. (Optional.) Manually save the DHCPv6 bindings to the backup file.
	4. (Optional.) Set the waiting time after a DHCPv6 binding change for the DHCPv6 server to update the backup file.
	5. (Optional.) Terminate the download of DHCPv6 bindings from the backup file.


	Advertising subnets assigned to clients
	About this task
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Advertise the subnet that is assigned to DHCPv6 clients.


	Applying a DHCPv6 address pool to a VPN instance
	About this task
	Procedure
	1. Enter system view.
	2. Enter DHCP address pool view.
	3. Apply the address pool to a VPN instance.


	Enabling DHCPv6 logging on the DHCPv6 server
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable DHCPv6 logging.


	Display and maintenance commands for DHCPv6 server

	Configuring the DHCPv6 relay agent
	About DHCPv6 relay agent
	Typical application
	DHCPv6 relay agent operating process

	DHCPv6 relay agent tasks at a glance
	3. (Optional.) Specifying a gateway address for DHCPv6 clients
	4. (Optional.) Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 relay agent
	5. (Optional.) Specifying a padding mode for the Interface-ID option

	Enabling the DHCPv6 relay agent on an interface
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable DHCPv6 relay agent on the interface.


	Specifying DHCPv6 servers on the relay agent
	Specifying DHCPv6 server IP addresses
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify a DHCPv6 server.


	Specifying DHCPv6 servers for a DHCPv6 address pool on the DHCPv6 relay agent
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a DHCPv6 address pool and enter its view.
	3. Specify gateway addresses for the clients matching the DHCPv6 address pool.
	4. Specify DHCPv6 servers for the DHCPv6 address pool.



	Specifying a gateway address for DHCPv6 clients
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify a gateway address for DHCPv6 clients.


	Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 relay agent
	About this task
	Procedure
	1. Enter system view.
	2. Set the DSCP value for DHCPv6 packets sent by the DHCPv6 relay agent.


	Specifying a padding mode for the Interface-ID option
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify a padding mode for the Interface-ID option.


	Display and maintenance commands for DHCPv6 relay agent

	Configuring the DHCPv6 client
	About the DHCPv6 client
	Restrictions and guidelines: DHCPv6 client configuration
	DHCPv6 client tasks at a glance
	1. (Optional.) Configuring the DHCPv6 client DUID
	3. (Optional.) Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 client

	Configuring the DHCPv6 client DUID
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure the DHCPv6 client DUID.


	Configuring IPv6 address acquisition
	1. Enter system view.
	2. Enter interface view.
	3. Configure the interface to use DHCPv6 to obtain an IPv6 address and other configuration parameters.

	Configuring IPv6 prefix acquisition
	1. Enter system view.
	2. Enter interface view.
	3. Configure the interface to use DHCPv6 to obtain an IPv6 prefix and other configuration parameters.

	Configuring IPv6 address and prefix acquisition
	1. Enter system view.
	2. Enter interface view.
	3. Configure the interface to use DHCPv6 to obtain an IPv6 address, an IPv6 prefix, and other configuration parameters.

	Configuring acquisition of configuration parameters except IP addresses and prefixes
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure the interface to support stateless DHCPv6. Choose the options to configure as needed:


	Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 client
	About this task
	Procedure
	1. Enter system view.
	2. Set the DSCP value for DHCPv6 packets sent by the DHCPv6 client.


	Display and maintenance commands for DHCPv6 client


	09-DNS configuration
	Configuring DNS
	About DNS
	Types of DNS services
	Static domain name resolution
	DNS server-based domain name resolution
	Architecture
	Resolution process
	1. A user program sends a name query to the resolver of the DNS client.
	2. The DNS resolver looks up the local domain name cache for a match. If the resolver finds a match, it sends the corresponding IP address back. If not, it sends a query to the DNS server.
	3. The DNS server looks up the corresponding IP address of the domain name in its DNS database. If no match is found, the server sends a query to other DNS servers. This process continues until a result, whether successful or not, is returned.
	4. After receiving a response from the DNS server, the DNS client returns the resolution result to the user program.

	Caching
	DNS suffixes

	DNS proxy
	1. A DNS client considers the DNS proxy as the DNS server, and sends a DNS request to the DNS proxy. The destination address of the request is the IP address of the DNS proxy.
	2. The DNS proxy searches the local static domain name resolution table and dynamic domain name resolution cache after receiving the request. If the requested information is found, the DNS proxy returns a DNS reply to the client.
	3. If the requested information is not found, the DNS proxy forwards the request as follows:
	a. If a matching domain name rule exists, the proxy forwards the request to DNS servers in the DNS server group bound to the rule.
	b. If no matching DNS server group exists but a DNS server is specified, the DNS proxy sends the request to the DNS server for domain name resolution.

	4. After receiving a reply from the DNS server, the DNS proxy records the DNS mapping and forwards the reply to the DNS client.

	DNS spoofing
	1. The host sends a DNS request to the device to resolve the domain name of the HTTP server into an IP address.
	2. Upon receiving the request, the device searches the local static and dynamic DNS entries for a match. Because no match is found, the device spoofs the host by replying a configured IP address. The device must have a route to the IP address with the...
	3. Upon receiving the reply, the host sends an HTTP request to the replied IP address.
	4. When forwarding the HTTP request through the dial-up interface, the device performs the following operations:
	5. Because the DNS entry ages out immediately upon creation, the host sends another DNS request to the device to resolve the HTTP server domain name.
	6. The device operates the same as a DNS proxy. For more information, see "DNS proxy."
	7. After obtaining the IP address of the HTTP server, the host can access the HTTP server.


	DNS tasks at a glance
	1. Configuring the DNS client
	2. (Optional.) Configuring the DNS proxy
	3. (Optional.) Configuring DNS spoofing
	4. (Optional.) Configuring DNS security features
	5. (Optional.) Configuring DNS packet parameters
	6. (Optional.) Configuring DNS filtering

	Configuring the DNS client
	About domain name resolution on the DNS client
	1. Locally saved DNS mappings that have been resolved.
	2. DNS server group-based domain name resolution.
	3. Static domain name resolution.
	4. DNS server-based domain name resolution.

	Configuring static domain name resolution
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure a host name-to-address mapping.


	Configuring DNS server-based domain name resolution
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Set the TTL value for DNS entries.
	3. (Optional.) Configure a DNS suffix.
	4. Specify a DNS server address.



	Configuring the DNS proxy
	Enabling DNS proxy
	1. Enter system view.
	2. Enable DNS proxy.

	Specifying DNS server addresses
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify a DNS server address.



	Configuring the DNS transparent proxy
	About this task
	1. The DNS transparent proxy monitors all received DNS packets. After receiving a DNS request, the DNS transparent proxy specifies a local IP address that can reach the DNS server as the source IP address in the request.
	2. After receiving the DNS reply, the DNS transparent proxy records the DNS mapping and forwards the reply to the DNS client.
	3. The DNS transparent proxy searches the local entries after receiving another request. If the requested information is found, the DNS transparent proxy returns a DNS reply to the client. If the requested information is not found, the DNS proxy forwa...
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	Enabling automatic IPv4 IS-IS cost calculation
	1. Enter system view.
	2. Enter IS-IS view.
	3. Enable automatic IS-IS cost calculation.
	4. (Optional.) Configure a bandwidth reference value for automatic IS-IS cost calculation.
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	Procedure
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	Procedure
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	Procedure
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	1. Enter system view.
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	Enabling the logging of neighbor state changes
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	Procedure
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	Procedure
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	2. Enter IS-IS view.
	3. Enable IPv4 IS-IS ISPF.

	Enabling IPv6 IS-IS ISPF
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	2. Enter IS-IS view.
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	4. Enable IPv6 IS-IS ISPF.
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	2. Configure the source IP address of BFD echo packets.
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	Procedure
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	3. Specify the area authentication mode and key.
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	About this task
	Restrictions and guidelines
	Procedure
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	Configuring BFD for IPv4 IS-IS
	1. Enter system view.
	2. Enter interface view.
	3. Enable BFD on an IPv4 IS-IS interface.
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	1. Enter system view.
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	3. Enable BFD on an IPv6 IS-IS interface.
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	1. Enter system view.
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	Enabling IPv6 IS-IS adjacency establishment and maintenance control based on BFD session state
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	Configuring IPv4 IS-IS FRR to calculate a backup next hop through LFA calculation
	1. Enter system view.
	2. Enter interface view.
	3. (Optional.) Disable LFA calculation on the interface.
	4. Return to system view.
	5. Enter IS-IS IPv4 unicast address family view.
	6. Enable IS-IS FRR to calculate a backup next hop through LFA calculation.

	Configuring IPv4 IS-IS FRR using a routing policy
	1. Enter system view.
	2. Enter interface view.
	3. (Optional.) Disable LFA calculation on the interface.
	4. Return to system view.
	5. Enter IS-IS IPv4 unicast address family view.
	6. Enable IPv4 IS-IS FRR using a routing policy.

	Enabling BFD control packet mode for IPv4 IS-IS FRR
	1. Enter system view.
	2. Enter interface view.
	3. Enable BFD control packet mode for IPv4 IS-IS FRR.

	Enabling BFD echo packet mode for IPv4 IS-IS FRR
	1. Enter system view.
	2. Configure the source IP address of BFD echo packets.
	3. Enter interface view.
	4. Enable BFD echo packet mode for IPv4 IS-IS FRR.

	Configuring IPv6 IS-IS FRR to calculate a backup next hop through LFA calculation
	1. Enter system view.
	2. Enter interface view.
	3. (Optional.) Disable LFA calculation on the interface.
	4. Return to system view.
	5. Enter IS-IS view.
	6. Enter IS-IS IPv6 address family view.
	7. Enable IPv6 IS-IS FRR to calculate a backup next hop through LFA calculation.
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	1. Enter system view.
	2. Enter interface view.
	3. (Optional.) Disable LFA calculation on the interface.
	4. Return to system view.
	5. Enter IS-IS view.
	6. Enter IS-IS IPv6 address family view.
	7. Enable IPv6 IS-IS FRR using a routing policy.

	Enabling BFD control packet mode for IPv6 IS-IS FRR
	1. Enter system view.
	2. Enter interface view.
	3. Enable BFD control packet mode for IPv6 IS-IS FRR.

	Enabling BFD echo packet mode for IPv6 IS-IS FRR
	1. Enter system view.
	2. Configure the source IPv6 address of BFD echo packets.
	3. Enter interface view.
	4. Enable BFD echo packet mode for IPv6 IS-IS FRR.
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	About this task
	Setting the priority for IPv4 IS-IS FRR backup path selection policies
	1. Enter system view.
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	4. Set the priority for the node-protection or lowest-cost backup path selection policy.
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	2. Enter IS-IS view.
	3. Enter IS-IS IPv6 address family view.
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	Procedure
	1. Configure IP addresses for interfaces correctly according to the network diagram above.
	a. Configure an IP address for GigabitEthernet 1/0/1.
	b. Configure IP addresses for other interfaces in the same way GigabitEthernet 1/0/1 is configured. (Details not shown.)

	2. Add each interface on Device B to a security zone.
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	5. Apply the QoS policy.
	6. (Optional.) Display the traffic filtering configuration.


	Configuring priority marking
	About priority marking
	1. Configure a traffic behavior with a priority marking action.
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	Bidirectional RPT building
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	Configuring common PIM timers
	About this task
	Restrictions and guidelines
	Configuring common PIM timers globally
	1. Enter system view.
	2. Enter PIM view.
	3. Set the hello interval.
	4. Set the join/prune interval.
	5. Set the joined or pruned state holdtime.
	6. Set the multicast source lifetime.

	Configuring common PIM timers on an interface
	1. Enter system view.
	2. Enter interface view.
	3. Set the hello interval.
	4. Set the triggered hello delay.
	5. Set the join/prune interval.
	6. Set the joined or pruned state holdtime.


	Setting the maximum size of a join or prune message
	About this task
	Procedure
	1. Enter system view.
	2. Enter PIM view.
	3. Set the maximum size of a join or prune message.


	Enabling PIM prune delay
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable BFD for PIM.


	Enabling BFD for PIM
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable BFD for PIM.
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	Enabling PIM NSR
	About this task
	Procedure
	1. Enter system view.
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	Troubleshooting PIM
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	Symptom
	Solution
	1. Use display ip routing-table to verify that a unicast route to the multicast source or the RP is available.
	2. Use display pim interface to verify PIM information on each interface, especially on the RPF interface. If PIM is not enabled on the interfaces, use pim dm or pim sm to enable PIM-DM or PIM-SM for the interfaces.
	3. Use display pim neighbor to verify that the RPF neighbor is a PIM neighbor.
	4. Verify that PIM and IGMP are enabled on the interfaces that directly connect to the multicast sources or the receivers.
	5. Use display pim interface verbose to verify that the same PIM mode is enabled on the RPF interface on a device and the connected interface of the device's RPF neighbor.
	6. Use display current-configuration to verify that the same PIM mode is enabled on all devices. For PIM-SM, verify that the BSR and C-RPs are correctly configured.
	7. If the problem persists, contact NSFOCUS Support.
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	1. Use display current-configuration to verify the multicast forwarding boundary settings. Use multicast boundary to change the multicast forwarding boundary settings to make the multicast packet able to cross the boundary.
	2. Use display current-configuration to verify the multicast source policy. Change the ACL rule defined in the source-policy command so that the source/group address of the multicast data can pass ACL filtering.
	3. If the problem persists, contact NSFOCUS Support.


	An RP cannot join an SPT in PIM-SM
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	1. Use display ip routing-table to verify that a unicast route to the RP is available on each device.
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	3. Use display pim rp-info to verify that the same static RPs are configured on all devices on the network.
	4. If the problem persists, contact NSFOCUS Support.
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	1. Use display ip routing-table on each device to view routing table information. Verify that unicast routes to the C-RPs and the BSR are available on each device and that a route is available between each C-RP and the BSR.
	2. Use display pim bsr-info to verify that the BSR information exists on each device.
	3. Use display pim rp-info to verify that the RP information is correct on each device.
	4. Use display pim neighbor to verify that PIM neighboring relationship has been correctly established among the devices.
	5. If the problem persists, contact NSFOCUS Support.
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	Procedure
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	2. Enable IPv6 multicast routing and enter IPv6 MRIB view.
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	Procedure
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	Procedure
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	3. Configure IPv6 multicast load splitting.
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	Procedure
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	Setting the maximum number of cached unknown IPv6 multicast packets
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	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Set the maximum number of unknown IPv6 multicast packets that can be cached for an (S, G) entry.
	3. Set the maximum number of unknown IPv6 multicast packets that can be cached in total.


	Configuring an IPv6 MVPN extranet RPF selection policy
	About this task
	Hardware and feature compatibility
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	Procedure
	1. Enter system view.
	2. Enter MRIB view.
	3. Configure an IPv6 MVPN extranet RPF selection policy.
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	Configuring MLD
	About MLD
	MLD versions
	How MLDv1 works
	Electing the MLD querier
	1. Initially, every MLD device assumes itself as the querier. Each device sends MLD general query messages (often called general queries) to all hosts and devices on the local subnet. The destination address of the general queries is FF02::1.
	2. After receiving a general query, every MLD device compares the source IPv6 address of the query with its own link-local interface address. The device with the lowest IPv6 address wins the querier election and becomes the querier. All the other devi...
	3. All the non-queriers start a timer called the "other querier present timer." If a device receives an MLD query from the querier before the timer expires, it resets this timer. Otherwise, it considers that the querier has timed out. In this case, th...

	Joining an IPv6 multicast group
	1. The hosts send unsolicited MLD reports to the IPv6 multicast groups they want to join without having to wait for the MLD queries.
	2. The MLD querier periodically multicasts MLD queries (with the destination address FF02::1) to all hosts and devices on the local subnet.
	3. After receiving a query, the host whose report delay timer expires first sends an MLD report to the IPv6 multicast group G1 to announce its membership for G1. In this example, Host B sends the report. After hearing the report from Host B, Host C, w...
	4. At the same time, because Host A is interested in G2, it sends a report to the IPv6 multicast group G2.
	5. Through the query/report process, the MLD devices determine that G1 and G2 have members on the local subnet. The IPv6 multicast routing protocol (for example, IPv6 PIM) that is running on the devices generates (*, G1) and (*, G2) multicast forwardi...
	6. When the IPv6 multicast data addressed to G1 or G2 reaches an MLD device, the device looks up the IPv6 multicast forwarding table. Based on the (*, G1) and (*, G2) entries, the device forwards the IPv6 multicast data to the local subnet. Then, the ...

	Leaving an IPv6 multicast group
	1. The host sends an MLD done message to all IPv6 multicast devices on the local subnet. The destination address of done messages is FF02::2.
	2. After receiving the MLD done message, the querier sends a configurable number of multicast-address-specific queries to the group that the host is leaving. The IPv6 multicast addresses queried include both the destination address field and the group...
	3. One of the remaining members (if any on the subnet) in the group sends a report within the time of the maximum response time advertised in the multicast-address-specific queries.
	4. If the querier receives a report for the group within the maximum response time, it maintains the memberships of the IPv6 multicast group. Otherwise, the querier assumes that no hosts on the subnet are interested in IPv6 multicast traffic addressed...


	MLDv2 enhancements
	Enhancements in control capability of hosts
	Enhancement in MLD state

	MLD SSM mapping
	MLD proxying
	MLD support for VPNs
	Protocols and standards

	MLD tasks at a glance
	1. Enabling MLD
	2. (Optional.) Configuring basic MLD features
	3. (Optional.) Adjusting MLD performance
	4. (Optional.) Configuring MLD SSM mappings
	5. (Optional.) Configuring MLD proxying
	6. (Optional.) Enabling MLD NSR

	Prerequisites for MLD
	Enabling MLD
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable IPv6 multicast routing and enter IPv6 MRIB view.
	3. Return to system view.
	4. Enter interface view.
	5. Enable MLD.


	Configuring basic MLD features
	Specifying an MLD version
	1. Enter system view.
	2. Enter interface view.
	3. Specify an MLD version on the interface.

	Configuring a static group member
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure a static group member.


	Configuring an IPv6 multicast group policy
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure an IPv6 multicast group policy on the interface.



	Adjusting MLD performance
	Configuring MLD query and response parameters
	About this task
	Restrictions and guidelines
	Configuring the MLD query and response parameters globally
	1. Enter system view.
	2. Enter MLD view.
	3. Set the MLD querier's robustness variable.
	4. Set the MLD startup query interval.
	5. Set the MLD startup query count.
	6. Set the MLD general query interval.
	7. Set the MLD last listener query interval.
	8. Set the MLD last listener query count.
	9. Set the maximum response time for MLD general queries.
	10. Set the MLD other querier present timer.

	Configuring the MLD query and response parameters on an interface
	1. Enter system view.
	2. Enter interface view.
	3. Set the MLD querier's robustness variable.
	4. Set the MLD startup query interval.
	5. Set the MLD startup query count.
	6. Set the MLD general query interval.
	7. Set the MLD last listener query interval.
	8. Set the MLD last listener query count.
	9. Set the maximum response time for MLD general queries.
	10. Set the MLD other querier present timer.


	Enabling fast-leave processing
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable fast-leave processing.



	Configuring MLD SSM mappings
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter MLD view.
	3. Configure an MLD SSM mapping.


	Configuring MLD proxying
	Prerequisites for MLD proxying
	Enabling MLD proxying
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable MLD proxying.


	Enabling IPv6 multicast forwarding on a non-querier interface
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Enable IPv6 multicast forwarding on a non-querier interface.


	Enabling IPv6 multicast load splitting for MLD proxy interfaces
	About this task
	Procedure
	1. Enter system view.
	2. Enter MLD view.
	3. Enable IPv6 multicast load splitting for MLD proxy interfaces.



	Enabling MLD NSR
	About this task
	Procedure
	1. Enter system view.
	2. Enable MLD NSR.


	Display and maintenance commands for MLD
	Troubleshooting MLD
	No member information exists on the receiver-side device
	Symptom
	Solution
	1. Use the display mld interface command to verify that the networking, interface connections, and IP address configuration are correct.
	2. Use the display current-configuration command to verify that the IPv6 multicast routing is enabled. If it is not enabled, use the ipv6 multicast routing command in system view to enable IPv6 multicast routing. In addition, verify that MLD is enable...
	3. Use the display mld interface command to verify that the MLD version on the interface is lower than that on the host.
	4. Use the display current-configuration interface command to verify that no IPv6 multicast group policies have been configured to filter MLD reports for IPv6 multicast group G.
	5. If the problem persists, contact NSFOCUS Support.


	Inconsistent membership information on the devices on the same subnet
	Symptom
	Solution
	1. Use the display current-configuration command to verify the MLD information on the interface. Make sure the devices on the subnet have the same MLD settings on their interfaces.
	2. Use the display mld interface command on all devices on the same subnet to check the MLD timers for inconsistent configurations.
	3. Use the display mld interface command to verify that all devices are running the same MLD version.
	4. If the problem persists, contact NSFOCUS Support.
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	Procedure
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	Procedure
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	Verifying the configuration




	06-Mirroring configuration
	Configuring port mirroring
	About port mirroring
	Terminology
	Mirroring source
	Source device
	Mirroring destination
	Destination device
	Mirroring direction
	Mirroring group

	Local port mirroring

	Restrictions: Hardware compatibility with port mirroring
	Restrictions and guidelines: Port mirroring configuration
	Configuring local port mirroring
	Restrictions and guidelines for local port mirroring configuration
	Local port mirroring tasks at a glance
	Creating a local mirroring group
	1. Enter system view.
	2. Create a local mirroring group.

	Configuring mirroring sources
	Restrictions and guidelines for mirroring source configuration
	Configuring source ports
	a. Enter system view.
	b. Configure source ports for a local mirroring group.
	a. Enter system view.
	b. Enter interface view.
	c. Configure the port as a source port for a local mirroring group.


	Configuring the monitor port
	Restrictions and guidelines
	Procedure
	a. Enter system view.
	b. Configure the monitor port for a local mirroring group.
	a. Enter system view.
	b. Enter interface view.
	c. Configure the port as the monitor port for a mirroring group.



	Display and maintenance commands for port mirroring


	07-Packet capture configuration
	Configuring packet capture
	About packet capture
	1. The device captures a specific number of bytes from a packet and generates a packet capture record, ignoring the remaining part of the packet (if any).
	2. The device saves the packet capture record in memory.
	3. When the maximum number of packet capture records for a file is reached, the device saves the records to a file and clears the records in memory.

	Restrictions and guidelines: Packet capture configuration
	Packet capture tasks at a glance
	1. Configuring packet capture settings
	2. Starting packet capture
	3. Stopping packet capture

	Configuring packet capture settings
	1. Enter system view.
	2. Set the maximum packet size for a packet capture record.
	3. Set the maximum number of packet capture records for a file.
	4. Specify the storage directory for the .cap files.

	Starting packet capture
	1. Enter system view.
	2. Start packet capture.

	Stopping packet capture
	About this task
	Procedure
	1. Enter system view.
	2. Stop packet capture.


	Display and maintenance commands for packet capture
	Packet capture configuration examples
	Example: Configuring packet capture
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces and configure routes, security zones, zone pairs, and interzone policies. Make sure the network connections are available. (Details not shown.)
	2. Configure packet capture:

	Verifying the configuration




	08-NQA configuration
	Configuring NQA
	About NQA
	NQA operating mechanism
	Collaboration with Track
	1. NQA monitors the reachability to 192.168.0.88.
	2. When 192.168.0.88 becomes unreachable, NQA notifies the Track module of the change.
	3. The Track module notifies the static routing module of the state change.
	4. The static routing module sets the static route to invalid according to a predefined action.

	Threshold monitoring
	NQA templates

	Restrictions and guidelines: NQA configuration
	NQA tasks at a glance
	1. Configuring the NQA server
	2. Enabling the NQA client
	3. Configuring NQA operations or NQA templates

	Configuring the NQA server
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the NQA server.
	3. Configure a TCP listening service.
	4. Configure a UDP listening service.


	Enabling the NQA client
	1. Enter system view.
	2. Enable the NQA client.

	Configuring NQA operations on the NQA client
	NQA operations tasks at a glance
	1. Configuring an NQA operation
	2. (Optional.) Configuring optional parameters for the NQA operation
	3. (Optional.) Configuring the collaboration feature
	4. (Optional.) Configuring threshold monitoring
	5. (Optional.) Configuring the NQA statistics collection feature
	6. (Optional.) Configuring the saving of NQA history records
	7. Scheduling the NQA operation on the NQA client

	Configuring the ARP operation
	About this task
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the ARP type and enter its view.
	4. Specify the destination IP address for ARP requests.
	5. Specify the source address for ARP requests.


	Configuring the ICMP echo operation
	About this task
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the ICMP echo type and enter its view.
	4. Specify the destination IP address for ICMP echo requests. Choose one option as needed:
	5. Specify the source address for ICMP echo requests. Choose one option as needed:
	6. Specify the output interface or the next hop IP address for ICMP echo requests. Choose one option as needed:
	7. (Optional.) Set the payload size for each ICMP echo request.
	8. (Optional.) Specify the payload fill string for ICMP echo requests.
	9. (Optional.) Enable link connectivity probing for a redundant Ethernet (Reth) member interface.


	Configuring the ICMP jitter operation
	About this task
	1. The NQA client sends ICMP packets to the destination device.
	2. The destination device time stamps each packet it receives, and then sends the packet back to the NQA client.
	3. Upon receiving the responses, the NQA client calculates the jitter according to the timestamps.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the ICMP jitter type and enter its view.
	4. Specify the destination IP address for ICMP packets.
	5. Set the number of ICMP packets sent per probe.
	6. Set the interval for sending ICMP packets.
	7. Specify how long the NQA client waits for a response from the server before it regards the response times out.
	8. Specify the source IP address for ICMP packets.


	Configuring the DHCP operation
	About this task
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the DHCP type and enter its view.
	4. Specify the IP address of the DHCP server as the destination IP address of DHCP packets.
	5. Specify the output interface for DHCP request packets.
	6. Specify the source IP address of DHCP request packets.


	Configuring the DNS operation
	About this task
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the DNS type and enter its view.
	4. Specify the IP address of the DNS server as the destination IP address of DNS packets.
	5. Specify the domain name to be translated.


	Configuring the FTP operation
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the FTP type and enter its view.
	4. Specify an FTP login username.
	5. Specify an FTP login password.
	6. Specify the source IP address for FTP request packets.
	7. Set the data transmission mode.
	8. Specify the FTP operation type.
	9. Specify the destination URL for the FTP operation.
	10. Specify the name of the file to be uploaded.


	Configuring the HTTP operation
	About this task
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the HTTP type and enter its view.
	4. Specify the destination URL for the HTTP operation.
	5. Specify an HTTP login username.
	6. Specify an HTTP login password.
	7. Specify the HTTP version.
	8. Specify the HTTP operation type.
	9. Configure the HTTP raw request.
	a. Enter raw request view.
	b. Enter or paste the request content.
	c. Save the input and return to HTTP operation view.

	10. Specify the source IP address for the HTTP packets.


	Configuring the UDP jitter operation
	About this task
	1. The NQA client sends UDP packets to the destination port.
	2. The destination device time stamps each packet it receives, and then sends the packet back to the NQA client.
	3. Upon receiving the responses, the NQA client calculates the jitter according to the timestamps.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the UDP jitter type and enter its view.
	4. Specify the destination IP address and destination port number for UDP packets. Choose one option as needed:
	5. Specify the source IP address for UDP packets.
	6. Specify the source port number for UDP packets.
	7. Specify an output interface for UDP packets.
	8. Set the number of UDP packets sent per probe.
	9. Set the interval for sending UDP packets.
	10. Specify how long the NQA client waits for a response from the server before it regards the response times out.
	11. (Optional.) Set the payload size for each UDP packet.
	12. (Optional.) Specify the payload fill string for UDP packets.


	Configuring the SNMP operation
	About this task
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the SNMP type and enter its view.
	4. Specify the destination IP address for SNMP packets.
	5. Specify the destination port number for SNMP packets.
	6. Specify the source IP address for SNMP packets.
	7. Specify the source port number for SNMP packets.
	8. Specify the community name carried in the SNMPv1 and SNMPv2c packets.


	Configuring the TCP operation
	About this task
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the TCP type and enter its view.
	4. Specify the destination address for TCP packets.
	5. Specify the destination port number for TCP packets.
	6. Specify the source IP address for TCP packets.


	Configuring the UDP echo operation
	About this task
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the UDP echo type and enter its view.
	4. Specify the destination address for UDP packets.
	5. Specify the destination port number for UDP packets.
	6. Specify the source IP address for UDP packets.
	7. Specify the source port number for UDP packets.
	8. (Optional.) Set the payload size for each UDP packet.
	9. (Optional.) Specify the payload fill string for UDP packets.


	Configuring the UDP tracert operation
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the UDP tracert operation type and enter its view.
	4. Specify the destination IP address for the UDP packets.
	5. Specify the destination port number for the UDP packets.
	6. Specify an output interface for UDP packets.
	7. Specify the source IP address for UDP packets.
	8. Specify the source port number for UDP packets.
	9. Set the maximum number of consecutive probe failures.
	10. Set the initial TTL value for UDP packets.
	11. (Optional.) Set the payload size for each UDP packet.
	12. (Optional.) Enable the no-fragmentation feature.


	Configuring the voice operation
	About this task
	1. The NQA client sends voice packets at sending intervals to the destination device (NQA server).
	2. The destination device time stamps each voice packet it receives and sends it back to the source.
	3. Upon receiving the packet, the source device calculates the jitter and one-way delay based on the timestamp.

	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the voice type and enter its view.
	4. Specify the destination IP address for voice packets.
	5. Specify the destination port number for voice packets.
	6. Specify the source IP address for voice packets.
	7. Specify the source port number for voice packets.
	8. Configure the basic voice operation parameters.
	9. Configure the probe parameters for the voice operation.
	10. Configure the payload parameters.
	a. Set the payload size.
	b. (Optional.) Specify the payload fill string for voice packets.



	Configuring the DLSw operation
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the DLSw type and enter its view.
	4. Specify the destination IP address for the probe packets.
	5. Specify the source IP address for the probe packets.


	Configuring the path jitter operation
	About this task
	1. Obtains the path from the NQA client to the destination through tracert. A maximum of 64 hops can be detected.
	2. Sends a number of ICMP echo requests to each hop along the path. The number of ICMP echo requests to send is set by using the probe packet-number command.

	Prerequisites
	Procedure
	1. Enter system view.
	2. Create an NQA operation and enter NQA operation view.
	3. Specify the path jitter type and enter its view.
	4. Specify the destination IP address for ICMP echo requests.
	5. Specify the source IP address for ICMP echo requests.
	6. Configure the probe parameters for the path jitter operation.
	a. Set the number of ICMP echo requests to be sent per probe.
	b. Set the interval for sending ICMP echo requests.
	c. Specify how long the NQA client waits for a response from the server before it regards the response times out.

	7. (Optional.) Specify an LSR path.
	8. Configure the NQA client to perform the path jitter operation only on the destination address.
	9. (Optional.) Set the payload size for each ICMP echo request.
	10. (Optional.) Specify the payload fill string for ICMP echo requests.


	Configuring optional parameters for the NQA operation
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the view of an existing NQA operation.
	3. Specify an NQA operation type and enter its view.
	4. Configure a description for the operation.
	5. Set the interval at which the NQA operation repeats.
	6. Specify the probe times.
	7. Set the probe timeout time.
	8. Set the maximum number of hops that the probe packets can traverse.
	9. Set the ToS value in the IP header of the probe packets.
	10. Enable the routing table bypass feature.
	11. Specify the VPN instance where the operation is performed.


	Configuring the collaboration feature
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the view of an existing NQA operation.
	3. Configure a reaction entry.
	4. Return to system view.
	5. Associate Track with NQA.
	6. Associate Track with an application module.


	Configuring threshold monitoring
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the view of an existing NQA operation.
	3. Enable sending traps to the NMS when specific conditions are met.
	4. Configure threshold monitoring. Choose the options to configure as needed:


	Configuring the NQA statistics collection feature
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the view of an existing NQA operation.
	3. Set the statistics collection interval.
	4. Set the maximum number of statistics groups that can be saved.
	5. Set the hold time of statistics groups.


	Configuring the saving of NQA history records
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the view of an existing NQA operation.
	3. Enable the saving of history records for the NQA operation.
	4. Set the lifetime of history records.
	5. Set the maximum number of history records that can be saved.


	Scheduling the NQA operation on the NQA client
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify the scheduling parameters for an NQA operation.



	Configuring NQA templates on the NQA client
	Restrictions and guidelines
	NQA template tasks at a glance
	1. Perform at least one of the following tasks:
	2. (Optional.) Configuring optional parameters for the NQA template

	Configuring the ARP template
	About this task
	Procedure
	1. Enter system view.
	2. Create an ARP template and enter its view.
	3. (Optional.) Specify the destination IP address for the probe packets.
	4. (Optional.) Specify the source IP address for the probe packets.


	Configuring the ICMP template
	About this task
	Procedure
	1. Enter system view.
	2. Create an ICMP template and enter its view.
	3. Specify the destination IP address for the operation.
	4. Specify the source IP address for ICMP echo requests. Choose one option as needed:
	5. Specify the next hop IP address for ICMP echo requests.
	6. Configure the probe result sending on a per-probe basis.
	7. (Optional.) Set the payload size for each ICMP request.
	8. (Optional.) Specify the payload fill string for ICMP echo requests.


	Configuring the IMAP template
	About this task
	Procedure
	1. Enter system view.
	2. Create an IMAP template and enter IMAP template view.
	3. (Optional.) Specify the destination address for the probe packets.
	4. (Optional.) Specify the destination port number for the probe packets.
	5. (Optional.) Specify the source address for the probe packets.
	6. (Optional.) Specify the login username.
	7. (Optional.) Specify the login password.
	8. (Optional.) Specify the mailbox name.


	Configuring the DNS template
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create a DNS template and enter DNS template view.
	3. Specify the destination IP address for the probe packets.
	4. Specify the destination port number for the probe packets.
	5. Specify the source IP address for the probe packets.
	6. Specify the source port number for the probe packets.
	7. Specify the domain name to be translated.
	8. Specify the domain name resolution type.
	9. (Optional.) Specify the IP address that is expected to be returned.
	10. Configure the probe result sending on a per-probe basis.


	Configuring the POP3 template
	About this task
	Procedure
	1. Enter system view.
	2. Create a POP3 template and enter POP3 template view.
	3. (Optional.) Specify the destination address for the probe packets.
	4. (Optional.) Specify the destination port number for the probe packets.
	5. (Optional.) Specify the source address for the probe packets.
	6. Specify the login username.
	7. Specify the login password.


	Configuring the SMTP template
	About the SMTP template
	Procedure
	1. Enter system view.
	2. Create a SMTP template and enter SMTP template view.
	3. (Optional.) Specify the destination address for the probe packets.
	4. (Optional.) Specify the destination port number for the probe packets.
	5. (Optional.) Specify the source address for the probe packets.


	Configuring the TCP template
	About this task
	Procedure
	1. Enter system view.
	2. Create a TCP template and enter its view.
	3. Specify the destination IP address for the probe packets.
	4. Specify the destination port number for the operation.
	5. Specify the source IP address for the probe packets.
	6. (Optional.) Specify the payload fill string for the probe packets. Choose one option as needed:
	7. (Optional.) Configure the expected response string.
	expect { failed-data | hex-failed-data } string [ { offset | strict-offset } number ]

	8. (Optional.) Enable the NQA client to send resource release notifications to the NQA server when the operation is complete.
	9. Set a TCP connection termination mode.


	Configuring the TCP half open template
	About this task
	Procedure
	1. Enter system view.
	2. Create a TCP half open template and enter its view.
	3. (Optional.) Enable port detection.
	4. Specify the destination IP address of the operation.
	5. Specify the destination port number.
	6. Specify the source IP address for the probe packets.
	7. Specify the output interface for the probe packets.
	8. Specify the next hop IP address for the probe packets.
	9. Configure the probe result sending on a per-probe basis.


	Configuring the UDP template
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a UDP template and enter its view.
	3. (Optional.) Enable port detection for the UDP operation.
	4. Specify the destination IP address of the operation.
	5. Specify the destination port number for the probe packets.
	6. Specify the source IP address for the probe packets.
	7. Specify the payload fill string for the probe packets. Choose one option as needed:
	8. (Optional.) Set the payload size for the probe packets.
	9. (Optional.) Configure the expected response string.
	10. (Optional.) Enable the NQA client to send resource release notifications to the NQA server when the operation is complete.


	Configuring the HTTP template
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create an HTTP template and enter its view.
	3. Specify the URL of the HTTP proxy server.
	4. Specify the URL of the destination HTTP server for the HTTP template.
	5. Specify an HTTP login username.
	6. Specify an HTTP login password.
	7. Specify the HTTP version.
	8. Specify the HTTP operation type.
	9. Configure the content of the HTTP raw request.
	a. Enter raw request view.
	b. Enter or paste the request content.
	c. Return to HTTP template view.

	10. Specify the source IP address for the probe packets.
	11. (Optional.) Configure the expected status codes to determine a successful NQA operation.
	12. (Optional.) Configure the expected status codes to determine a failed NQA operation.
	13. (Optional.) Configure the expected response string to determine a successful NQA operation.
	14. (Optional.) Configure the expected response string to determine a failed NQA operation.


	Configuring the HTTPS template
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create an HTTPS template and enter its view.
	3. Specify the URL of the HTTPS proxy server.
	4. Specify the URL of the destination HTTPS server for the HTTPS template.
	5. Specify an HTTPS login username.
	6. Specify an HTTPS login password.
	7. Specify an SSL client policy.
	8. Specify the HTTPS version.
	9. Specify the HTTPS operation type.
	10. Configure the content of the HTTPS raw request.
	a. Enter raw request view.
	b. Enter or paste the request content.
	c. Return to HTTPS template view.

	11. Specify the source IP address for the probe packets.
	12. (Optional.) Configure the expected status codes to determine a successful NQA operation.
	13. (Optional.) Configure the expected status codes to determine a failed NQA operation.
	14. (Optional.) Configure the expected response string to determine a successful NQA operation.
	15. (Optional.) Configure the expected response string to determine a failed NQA operation.


	Configuring the FTP template
	About this task
	Procedure
	1. Enter system view.
	2. Create an FTP template and enter its view.
	3. Specify an FTP login username.
	4. Specify an FTP login password.
	5. Specify the source IP address for the probe packets.
	6. Set the data transmission mode.
	7. Specify the FTP operation type.
	8. Specify the destination URL for the FTP template.
	9. Specify the name of a file to be transferred.


	Configuring the RADIUS authentication template
	About this task
	1. The NQA client sends an authentication request (Access-Request) to the RADIUS server. The request includes the username and the password. The password is encrypted by using the MD5 algorithm and the shared key.
	2. The RADIUS server authenticates the username and password.
	3. The NQA client determines the availability of the authentication service on the RADIUS server based on the response packet it received:

	Prerequisites
	Procedure
	1. Enter system view.
	2. Create a RADIUS authentication template and enter its view.
	3. Specify the destination IP address of the operation.
	4. Specify the destination port number for the operation.
	5. Specify a username.
	6. Specify a password.
	7. Specify a shared key for secure RADIUS authentication.
	8. Specify the source IP address for the probe packets.


	Configuring the RADIUS accounting template
	About this task
	1. The NQA client sends a stop-accounting request (Accounting-Request) to the RADIUS server.
	2. The RADIUS server returns an acknowledgment (Accounting-Response) to the NQA client.
	3. The NQA client determines the availability of the accounting service on the RADIUS server based on whether it can receive the accounting response packet from the RADIUS server.

	Prerequisites
	Procedure
	1. Enter system view.
	2. Create a RADIUS accounting template and enter its view.
	3. Specify the destination IP address of the operation.
	4. Specify the destination port number for the operation.
	5. Specify a username.
	6. Specify a shared key for secure RADIUS accounting.
	7. Specify the source IP address for the probe packets.


	Configuring the RTSP template
	About this task
	Procedure
	1. Enter system view.
	2. Create an RTSP template and enter RTSP template view.
	3. (Optional.) Specify the source address for the probe packets.
	4. (Optional.) Specify the request method.
	5. (Optional.) Configure the expected status codes to determine a successful NQA operation.
	6. (Optional.) Specify the destination URL.


	Configuring the SIP template
	About this task
	Procedure
	1. Enter system view.
	2. Create a SIP template and enter SIP template view.
	3. Specify the transport protocol.
	4. (Optional.) Specify the destination address for the probe packets.
	5. (Optional.) Specify the destination port number for the probe packets.
	6. (Optional.) Specify the source address for the probe packets.
	7. (Optional.) Configure the expected status codes to determine a successful NQA operation.


	Configuring the SNMP template
	About this task
	Procedure
	1. Enter system view.
	2. Create an SNMP template and enter SNMP template view.
	3. (Optional.) Specify the destination address for the probe packets.
	4. (Optional.) Specify the destination port number for the probe packets.
	5. (Optional.) Specify the source address for the probe packets.
	6. (Optional.) Specify the community name for SNMPv1 or SNMPv2c probe packets.


	Configuring the SNMP DCA template
	About this task
	1. The NQA client sends queries to collect SNMP object values from the SNMP agent.
	2. The NQA client determines the performance of the device based on the collected object values and the threshold and weight values configured for the objects. Then, the NQA client reports the information to the associated feature for the feature to a...

	Procedure
	1. Enter system view.
	2. Create an SNMP DCA template and enter its view.
	3. (Optional.) Specify the destination address for the probe packets.
	4. (Optional.) Specify the destination port number for the probe packets.
	5. (Optional.) Specify the source address for the probe packets.
	6. (Optional.) Specify the SNMP community name.
	7. (Optional.) Specify the SNMP agent type.
	8. (Optional.) Specify the SNMP version.
	9. (Optional.) Specify the threshold and weight for the CPU usage object.
	10. (Optional.) Specify the threshold and weight for the memory usage object.
	11. (Optional.) Specify the threshold and weight for the disk usage object.
	12. (Optional.) Configure a custom SNMP object for the SNMP DCA to collect and set the threshold and weight for the object.


	Configuring the SSL template
	About this task
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create an SSL template and enter its view.
	3. Specify the destination IP address of the operation.
	4. Specify the destination port number for the operation.
	5. Specify an SSL client policy.
	6. Specify the source IP address for the probe packets.


	Configuring the WAP template
	About this task
	Procedure
	1. Enter system view.
	2. Create an WAP template and enter its view.
	3. (Optional.) Specify the destination address for the probe packets.
	4. (Optional.) Specify the destination port number for the probe packets.
	5. (Optional.) Specify the source address for the probe packets.
	6. (Optional.) Specify the destination URL.
	7. (Optional.) Configure the expected response string to determine a successful NQA operation.


	Configuring optional parameters for the NQA template
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter the view of an existing NQA template.
	3. Configure a description.
	4. Set the interval at which the NQA operation repeats.
	5. Specify the adjusted interval for NQA to start two consecutive NQA operations after a failed operation.
	6. Set the probe timeout time.
	7. Set the TTL for the probe packets.
	8. Set the ToS value in the IP header of the probe packets.
	9. Specify the VPN instance where the operation is performed.
	10. Set the number of consecutive successful probes to determine a successful operation event.
	11. Set the number of consecutive probe failures to determine an operation failure.



	Display and maintenance commands for NQA

	Configuring TWAMP Light
	About TWAMP Light
	TWAMP Light architecture
	TWAMP Light operating mechanism
	1. The TWAMP Light client constructs TWAMP Light test packets, and sends them to the TWAMP Light responder.
	2. The TWAMP Light responder reflects the test packets to the TWAMP Light client.
	3. Upon receiving the reflected packets, the TWAMP Light client calculates the packet loss ratio and round-trip time to determine the service quality from source to destination.

	Threshold monitoring
	Protocols and standards

	Restrictions: Hardware compatibility with TWAMP Light
	Restrictions and guidelines: TWAMP Light configuration
	TWAMP Light tasks at a glance
	1. Configuring the TWAMP Light server
	2. Configuring the TWAMP Light client
	3. (Optional.) Configuring threshold monitoring
	4. Start the test on the TWAMP Light sender
	5. (Optional.) Stop the test on the TWAMP Light sender

	Configuring the TWAMP Light server
	1. Enter system view.
	2. Enable the TWAMP Light responder on the NQA server and enter its view.
	3. Create a test session on the TWAMP Light responder.
	4. Return to system view.
	5. Enable the NQA server.

	Configuring the TWAMP Light client
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the NQA client.
	3. Enable the TWAMP Light client and enter its view.
	4. Create a test session on the TWAMP Light client and enter the client-session view.
	5. (Optional.) Specify the description for the test.
	6. Specify the IP address and port number for the TWAMP Light test session.
	a. Specify the source IP address for the probe packets.
	b. Specify the destination IP address for the probe packets.
	c. Specify the source interface for the probe packets.
	d. Specify the source port number for the probe packets.
	e. Specify the destination port number for the probe packets.
	f. Specify the source MAC address for the probe packets.
	g. Specify the destination MAC address for the probe packets.
	h. (Optional.) Specify the VPN instance where the test is performed.

	7. Specify the timestamp format for the TWAMP Light test session.
	8. Specify the payload parameters for the TWAMP Light probe packets.
	9. (Optional.) Set the priority for the probe packets.
	10. (Optional.) Specify the ID of the VLAN to which the probe packets belong.


	Configuring threshold monitoring
	1. Enter system view.
	2. Enable the TWAMP Light client and enter its view.
	3. Create a test session on the TWAMP Light client and enter the client-session view.
	4. Configure a reaction entry. Choose the following tasks as needed:

	Start the test on the TWAMP Light sender
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the TWAMP Light sender and enter its view.
	3. Start a TWAMP Light test.


	Stop the test on the TWAMP Light sender
	1. Enter system view.
	2. Enter the TWAMP Light sender view.
	3. Stop the TWAMP Light test.

	Display and maintenance commands for TWAMP Light
	TWAMP Light configuration examples
	Example: Configuring TWAMP Light test
	Network configuration
	Procedure
	1. Assign IP addresses to interfaces, as shown in Figure 3. (Details not shown.)
	2. Configure static routes or a routing protocol to make sure the devices can reach each other. (Details not shown.)
	3. Configure Device B:
	4. Configure Device A:

	Verifying the configuration




	09-Track configuration
	Configuring Track
	About Track
	Collaboration mechanism
	1. The detection module probes specific objects such as interface status, link status, network reachability, and network performance, and informs the Track module of detection results.
	2. The Track module sends the detection results to the application module.
	3. When notified of changes for the tracked object, the application modules can react to avoid communication interruption and network performance degradation.
	Collaboration between the Track module and a detection module
	Collaboration between the Track module and an application module

	Supported detection modules
	Supported application modules

	Restrictions and guidelines: Track configuration
	Collaboration application example
	1. Create an NQA operation to monitor the accessibility of IP address 192.168.0.88.
	2. Create a track entry and associate it with the NQA operation.
	3. Associate the track entry with the static route.

	Track tasks at a glance
	1. Associating Track with a detection module object
	2. Associating Track with a tracked list
	3. Associating the Track module with an application module

	Associating Track with a detection module object
	Associating Track with NQA
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a track entry, associate it with an NQA reaction entry, and enter its view.
	3. Set the delay for notifying the application module of track entry state changes.


	Associating Track with BFD
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create a track entry, associate it with a BFD session, and enter its view.
	3. Set the delay for notifying the application module of track entry state changes.


	Associating Track with interface management
	About this task
	Procedure
	1. Enter system view.
	2. Create a track entry, associate it with an interface, and enter its view.
	3. Set the delay for notifying the application module of track entry state changes.


	Associating Track with route management
	About this task
	Procedure
	1. Enter system view.
	2. Create a track entry, associate it with an IP route, and enter its view.
	3. Set the delay for notifying the application module of track entry state changes.



	Associating Track with a tracked list
	Associating Track with a Boolean list
	About this task
	Procedure
	1. Enter system view.
	2. Create a track entry.
	3. Create a Boolean tracked list and enter its view.
	4. Add the track entry as an object to the tracked list.
	5. (Optional.) Set the delay for notifying the application module of tracked list state changes.


	Associating Track with a percentage threshold list
	About this task
	Procedure
	1. Enter system view.
	2. Create a track entry.
	3. Create a percentage threshold list and enter its view.
	4. Add the track entry as an object to the tracked list.
	5. Configure the threshold values used to determine the state of the percentage threshold list.
	6. (Optional.) Set the delay for notifying the application module of tracked list state changes.


	Associating Track with a weight threshold list
	About this task
	Procedure
	1. Enter system view.
	2. Create a track entry.
	3. Create a weight threshold list and enter its view.
	4. Add the track entry as an object to the tracked list.
	5. Configure the threshold values used to determine the state of the weight threshold list.
	6. (Optional.) Set the delay for notifying the application module of tracked list state changes.



	Associating the Track module with an application module
	Prerequisites for associating the Track module with an application module
	Associating Track with static routing
	About this task
	Restrictions and guidelines
	Associating Track with an IPv4 static route
	1. Enter system view.
	2. Associate an IPv4 static route with a track entry to check the accessibility of the next hop.

	Associating Track with an IPv6 static route
	1. Enter system view.
	2. Associate an IPv6 static route with a track entry to check the accessibility of the next hop.


	Associating Track with PBR
	About this task
	Prerequisites for Track association with PBR
	Associating Track with PBR
	1. Enter system view.
	2. Create a policy node and enter its view.
	3. Set match criteria. Choose the options to configure as needed:
	4. Set actions and associate the policy node with a track entry. Choose the options to configure as needed:

	Associating Track with IPv6 PBR
	1. Enter system view.
	2. Create an IPv6 policy node and enter its view.
	3. Set match criteria. Choose the options to configure as needed:
	4. Set actions and associate the policy node with a track entry. Choose the options to configure as needed:


	Associating Track with interface backup
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Associate the interface with a track entry.


	Associating Track with the redundancy group module
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a redundancy group and enter its view.
	3. Create a redundancy group node and enter its view.
	4. Associate Track with the redundancy group.


	Associating Track with EAA
	About this task
	Procedure
	1. Enter system view.
	2. Create a CLI-defined monitor policy and enter its view, or enter the view of an existing CLI-defined monitor policy.
	3. Configure a track event.


	Associating Track with a security policy rule
	About this task
	Procedure
	1. Enter system view.
	2. Enter IPv4 or IPv6 security policy view.
	3. Enter security policy rule view.
	4. Associate the rule with a track entry.



	Display and maintenance commands for Track
	Track configuration examples
	Example: Configuring static routing-Track-NQA collaboration
	Network configuration
	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Create an NQA operation to test connectivity of path Device A—Device B—Device D.
	6. Associate track entry 1 with reaction entry 1 of the NQA operation.

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing:

	Configuring Device C
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing:

	Configuring Device D
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Create an NQA operation to test connectivity of path Device D—Device B—Device A.
	6. Associate track entry 1 with reaction entry 1 of the NQA operation.

	Verifying the configuration

	Example: Configuring static routing-Track-BFD collaboration
	Network configuration
	Configuring Device A
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Specify 10.10.10.10 as the source address for BFD echo packets.
	6. Configure track entry 1, and associate it with the BFD session to verify the connectivity between Device A and Device B.

	Configuring Device B
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing:
	3. Add interfaces to security zones.
	4. Configure a security policy:
	5. Specify 1.1.1.1 as the source address of BFD echo packets.
	6. Configure track entry 1, and associate it with the BFD session to verify the connectivity between Device B and Device A.

	Configuring Device C
	1. Assign IP addresses to interfaces:
	2. Configure settings for routing:

	Verifying the configuration
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	About BFD
	Single-hop detection and multihop detection
	BFD session modes
	Echo packet mode
	Control packet mode

	Supported features
	Protocols and standards

	Restrictions and guidelines: BFD configuration
	Configuring BFD sessions in echo packet mode
	About this task
	Restrictions and guidelines
	Creating a static BFD session
	About this task
	Restrictions and guidelines
	Creating a static BFD session for single-hop detection
	1. Enter system view.
	2. Configure the source IP address of echo packets.
	3. Create a static BFD session and enter static BFD session view.

	Creating a static BFD session for multihop detection
	1. Enter system view.
	2. Configure the source IP address of echo packets.
	3. Create a static BFD session and enter static BFD session view.


	Configuring BFD session parameters for single-hop detection
	1. Enter system view.
	2. Enter interface view.
	3. Set the minimum interval for receiving BFD echo packets.
	4. Set the detection time multiplier.

	Configuring BFD session parameters for multihop detection
	1. Enter system view.
	2. Set the minimum interval for receiving BFD echo packets.
	3. Set the detection time multiplier.


	Configuring BFD sessions in control packet mode
	About BFD session creation methods
	Restrictions and guidelines
	Configuring a static BFD session
	About this task
	Restrictions and guidelines for static BFD session configuration
	Creating a static BFD session for single-hop detection of network layer connectivity
	1. Enter system view.
	2. Create a static BFD session and enter static BFD session view.

	Creating a static BFD session for single-hop detection of data link layer connectivity
	1. Enter system view.
	2. Create a static BFD session and enter static BFD session view.
	3. (Optional.) Associate the interface state with the static BFD session.
	4. (Optional.) Configure the timer that delays reporting the first static BFD session establishment failure to the data link layer.
	5. (Optional.) Enable special processing for the static BFD session.

	Creating a static BFD session for multihop detection
	1. Enter system view.
	2. Create a static BFD session and enter static BFD session view.


	Configuring BFD session parameters for single-hop detection
	1. Enter system view.
	2. Specify the mode for establishing a BFD session.
	3. Enter interface view or static BFD session view.
	4. (Optional.) Configure the authentication mode for single-hop control packets.
	5. Enable the Demand BFD session mode.
	6. Set the minimum interval for transmitting single-hop BFD control packets.
	7. Set the minimum interval for receiving single-hop BFD control packets.
	8. Set the single-hop detection time multiplier.
	9. (Optional.) Set the delay timer for BFD to notify upper-layer protocols of session establishment failures.

	Configuring BFD session parameters for multihop detection
	1. Enter system view.
	2. Specify the mode for establishing a BFD session.
	3. Configure the authentication mode for multihop BFD control packets.
	4. Configure the destination port number for multihop BFD control packets.
	5. Set the multihop detection time multiplier.
	6. Set the minimum interval for receiving multihop BFD control packets.
	7. Set the minimum interval for transmitting multihop BFD control packets.
	8. (Optional.) Set the delay timer for BFD to notify upper-layer protocols of session establishment failures.


	Enabling the echo function
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view or static BFD session view.
	3. Enable the echo function.


	Associating the interface state with BFD
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Associate the interface state with BFD.
	4. (Optional.) Configure the timer that delays reporting the first BFD session establishment failure to the data link layer.
	5. (Optional.) Enable special processing for BFD sessions.


	Configuring a BFD template
	About this task
	Procedure
	1. Enter system view.
	2. Create a BFD template and enter BFD template view.
	3. (Optional.) Configure the authentication mode for BFD control packets.
	4. Set the detection time multiplier.
	5. Set the minimum interval for receiving BFD echo packets.
	6. Set the minimum interval for receiving BFD control packets.
	7. Set the minimum interval for transmitting BFD control packets.


	Enabling SNMP notifications for BFD
	About this task
	Procedure
	1. Enter system view.
	2. Enable SNMP notifications for BFD.
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	Configuring Monitor Link
	About Monitor Link
	Restrictions and guidelines: Monitor Link configuration
	Monitor Link tasks at a glance
	Enabling Monitor Link globally
	About this task
	Procedure
	1. Enter system view.
	2. Enable Monitor Link globally.


	Creating a monitor link group
	1. Enter system view.
	2. Create a monitor link group and enter monitor link group view.

	Configuring monitor link group member interfaces
	Restrictions and guidelines
	Configuring monitor link group member interfaces in monitor link group view
	1. Enter system view.
	2. Enter monitor link group view.
	3. Configure member interfaces for the monitor link group.

	Configuring monitor link group member interfaces in interface view
	1. Enter system view.
	2. Enter interface view or subinterface view.
	3. Configure the interface as a member of a monitor link group.


	Configuring the switchover delay for the downlink interfaces in a monitor link group
	1. Enter system view.
	2. Enter monitor link group view.
	3. Configure the switchover delay for the downlink interfaces in the monitor link group.

	Display and maintenance commands for Monitor Link
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	Configuring Smart Link
	About Smart Link
	Application scenario
	Terminology
	Smart link group
	Primary/secondary port
	Primary/secondary link
	Flush message
	Protected VLAN
	Transmit control VLAN
	Receive control VLAN

	How Smart Link works
	Link backup
	Topology change
	Preemption mode
	Load sharing

	Collaboration between Smart Link and Monitor Link for port status detection

	Restrictions and guidelines: Smart Link configuration
	Smart Link tasks at a glance
	1. Configuring a Smart Link device
	a. Configuring protected VLANs for a smart link group
	b. Configuring member ports for a smart link group
	c. (Optional.) Configuring a preemption mode for a smart link group
	d. (Optional.) Enabling the sending of flush messages

	2. Enabling an associated device to receive flush messages

	Configuring a Smart Link device
	Prerequisites for Smart Link device configuration
	Configuring protected VLANs for a smart link group
	Prerequisites
	Procedure
	1. Enter system view.
	2. Create a smart link group and enter smart link group view.
	3. Configure protected VLANs for the smart link group.


	Configuring member ports for a smart link group
	Restrictions and guidelines
	In smart link group view
	1. Enter system view.
	2. Create a smart link group and enter smart link group view.
	3. Configure member ports for a smart link group.

	In interface view
	1. Enter system view.
	2. Enter Layer 2 Ethernet interface view or Layer 2 aggregate interface view.
	3. Configure member ports for a smart link group.


	Configuring a preemption mode for a smart link group
	1. Enter system view.
	2. Enter smart link group view.
	3. Configure a preemption mode for the smart link group.
	4. Configure the preemption delay.

	Enabling the sending of flush messages
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter smart link group view.
	3. Enable flush update.



	Enabling an associated device to receive flush messages
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Enter Layer 2 Ethernet interface view or Layer 2 aggregate interface view.
	3. Configure the control VLANs for receiving flush messages.
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	Configuring interface backup
	About interface backup
	Compatible interfaces
	Backup modes
	Strict active/standby mode
	Load sharing mode


	Restrictions and guidelines: Interface backup configuration
	Interface backup tasks at a glance
	Prerequisites for configuring interface backup
	Explicitly specifying backup interfaces without traffic thresholds
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Specify a backup interface.
	4. Set the switchover delay timers.


	Using interface backup with the Track module
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Associate the interface with a track entry.


	Configuring load-shared interface backup
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Configure a backup interface for the interface.
	4. Set backup load sharing thresholds.
	5. Set the traffic polling interval.
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	Configuring interface collaboration
	About interface collaboration
	Typical application
	How interface collaboration works

	Restrictions and guidelines: Interface collaboration configuration
	Interface collaboration tasks at a glance
	Prerequisites for interface collaboration
	Creating a collaboration group
	1. Enter system view.
	2. Create a collaboration group and enter collaboration group view.

	Configuring collaboration group member interfaces
	Restrictions and guidelines
	Configuring a collaboration group member interface in collaboration group view
	1. Enter system view.
	2. Enter collaboration group view.
	3. Configure an interface as a member of the collaboration group.

	Configuring a collaboration group member interface in interface view
	1. Enter system view.
	2. Enter interface view.
	3. Configure the interface as a member of a collaboration group.


	Configuring the delay for the member interfaces in a collaboration group to come up
	About this task
	Procedure
	1. Enter system view.
	2. Enter collaboration group view.
	3. Configure the delay for the member interfaces in a collaboration group to come up.


	Removing ineffective member interfaces from all collaboration groups
	About this task
	Procedure
	1. Enter system view.
	2. Enter collaboration group view.
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	Using ping, tracert, and system debugging
	Ping
	About ping
	1. The source device (Device A) sends an ICMP echo request to the destination device (Device C) with the RR option empty.
	2. The intermediate device (Device B) adds the IP address of its outbound interface (1.1.2.1) to the RR option of the ICMP echo request, and forwards the packet.
	3. Upon receiving the request, the destination device copies the RR option in the request and adds the IP address of its outbound interface (1.1.2.2) to the RR option. Then the destination device sends an ICMP echo reply.
	4. The intermediate device adds the IP address of its outbound interface (1.1.1.2) to the RR option in the ICMP echo reply, and then forwards the reply.
	5. Upon receiving the reply, the source device adds the IP address of its inbound interface (1.1.1.1) to the RR option. The detailed information of routes from Device A to Device C is formatted as: 1.1.1.1 <-> {1.1.1.2; 1.1.2.1} <-> 1.1.2.2.

	Using a ping command to test network connectivity

	Tracert
	About tracert
	6. The source device sends a UDP packet with a TTL value of 1 to the destination device. The destination UDP port is not used by any application on the destination device.
	7. The first hop (Device B, the first Layer 3 device that receives the packet) responds by sending a TTL-expired ICMP error message to the source, with its IP address (1.1.1.2) encapsulated. This way, the source device can get the address of the first...
	8. The source device sends a packet with a TTL value of 2 to the destination device.
	9. The second hop (Device C) responds with a TTL-expired ICMP error message, which gives the source device the address of the second Layer 3 device (1.1.2.2).
	10. This process continues until a packet sent by the source device reaches the ultimate destination device. Because no application uses the destination port specified in the packet, the destination device responds with a port-unreachable ICMP message...
	11. The source device determines that:

	Prerequisites
	Using a tracert command to identify failed or all nodes in a path

	System debugging
	About system debugging
	Configuring debugging
	Restrictions and guidelines
	Procedure
	1. Enable debugging for a module.
	2. (Optional.) Enable the debugging-auto-off feature to automatically disable all types of debugging when the CPU usage reaches or exceeds the lowest CPU usage alarm threshold.


	Display and maintenance commands for debugging



	16-NTP configuration
	Configuring NTP
	About NTP
	NTP application scenarios
	NTP working mechanism
	1. Device A sends Device B an NTP message, which is timestamped when it leaves Device A. The time stamp is 10:00:00 am (T1).
	2. When this NTP message arrives at Device B, Device B adds a timestamp showing the time when the message arrived at Device B. The timestamp is 11:00:01 am (T2).
	3. When the NTP message leaves Device B, Device B adds a timestamp showing the time when the message left Device B. The timestamp is 11:00:02 am (T3).
	4. When Device A receives the NTP message, the local time of Device A is 10:00:03 am (T4).

	NTP architecture
	NTP association modes
	NTP security
	NTP access control
	NTP authentication
	1. The sender uses the key identified by the key ID to calculate a digest for the NTP message through the MD5 authentication algorithm. Then it sends the calculated digest together with the NTP message and key ID to the receiver.
	2. Upon receiving the message, the receiver performs the following actions:
	a. Finds the key according to the key ID in the message.
	b. Uses the key and the MD5 authentication algorithm to calculate the digest for the message.
	c. Compares the digest with the digest contained in the NTP message.


	Protocols and standards

	Restrictions and guidelines: NTP configuration
	NTP tasks at a glance
	1. Enabling the NTP service
	2. Configuring NTP association mode
	3. (Optional.) Configuring the local clock as the reference source
	4. (Optional.) Configuring access control rights
	5. (Optional.) Configuring NTP authentication
	6. (Optional.) Controlling NTP packet sending and receiving
	7. (Optional.) Controlling output of logs and traps during time synchronization

	Enabling the NTP service
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the NTP service.


	Configuring NTP association mode
	Configuring NTP in client/server mode
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify an NTP server for the device.


	Configuring NTP in symmetric active/passive mode
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify a symmetric passive peer for the device.


	Configuring NTP in broadcast mode
	Restrictions and guidelines
	Configuring the broadcast client
	1. Enter system view.
	2. Enter interface view.
	3. Configure the device to operate in broadcast client mode.

	Configuring the broadcast server
	1. Enter system view.
	2. Enter interface view.
	3. Configure the device to operate in NTP broadcast server mode.


	Configuring NTP in multicast mode
	Restrictions and guidelines
	Configuring a multicast client
	1. Enter system view.
	2. Enter interface view.
	3. Configure the device to operate in multicast client mode.

	Configuring the multicast server
	1. Enter system view.
	2. Enter interface view.
	3. Configure the device to operate in multicast server mode.



	Configuring the local clock as the reference source
	About this task
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. Configure the local clock as the reference source.


	Configuring access control rights
	Prerequisites
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure the right for peer devices to access the NTP services on the local device.


	Configuring NTP authentication
	Configuring NTP authentication in client/server mode
	Restrictions and guidelines
	Configuring NTP authentication for a client
	1. Enter system view.
	2. Enable NTP authentication.
	3. Configure an NTP authentication key.
	4. Configure the key as a trusted key.
	5. Associate the specified key with an NTP server.

	Configuring NTP authentication for a server
	1. Enter system view.
	2. Enable NTP authentication.
	3. Configure an NTP authentication key.
	4. Configure the key as a trusted key.


	Configuring NTP authentication in symmetric active/passive mode
	Restrictions and guidelines
	Configuring NTP authentication for an active peer
	1. Enter system view.
	2. Enable NTP authentication.
	3. Configure an NTP authentication key.
	4. Configure the key as a trusted key.
	5. Associate the specified key with a passive peer.

	Configuring NTP authentication for a passive peer
	1. Enter system view.
	2. Enable NTP authentication.
	3. Configure an NTP authentication key.
	4. Configure the key as a trusted key.


	Configuring NTP authentication in broadcast mode
	Restrictions and guidelines
	Configuring NTP authentication for a broadcast client
	1. Enter system view.
	2. Enable NTP authentication.
	3. Configure an NTP authentication key.
	4. Configure the key as a trusted key.

	Configuring NTP authentication for a broadcast server
	1. Enter system view.
	2. Enable NTP authentication.
	3. Configure an NTP authentication key.
	4. Configure the key as a trusted key.
	5. Enter interface view.
	6. Associate the specified key with the broadcast server.


	Configuring NTP authentication in multicast mode
	Restrictions and guidelines
	Configuring NTP authentication for a multicast client
	1. Enter system view.
	2. Enable NTP authentication.
	3. Configure an NTP authentication key.
	4. Configure the key as a trusted key.

	Configuring NTP authentication for a multicast server
	1. Enter system view.
	2. Enable NTP authentication.
	3. Configure an NTP authentication key.
	4. Configure the key as a trusted key.
	5. Enter interface view.
	6. Associate the specified key with a multicast server.
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	Specifying the source interface for NTP messages
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify the source interface for NTP packets.


	Disabling an interface from receiving NTP messages
	About this task
	Procedure
	1. Enter system view.
	2. Enter interface view.
	3. Disable the interface from receiving NTP packets.


	Configuring the maximum number of dynamic associations
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure the maximum number of dynamic sessions.


	Setting a DSCP value for NTP packets
	About this task
	Procedure
	1. Enter system view.
	2. Set a DSCP value for NTP packets.



	Controlling output of logs and traps during time synchronization
	About this task
	Procedure
	1. Enter system view.
	2. Set the time offset thresholds for outputting logs and traps during time synchronization.
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	About SNTP
	SNTP working mode
	Protocols and standards

	Restrictions and guidelines: SNTP configuration
	SNTP tasks at a glance
	1. Enabling the SNTP service
	2. Specifying an NTP server for the device
	3. (Optional.) Configuring SNTP authentication

	Enabling the SNTP service
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the SNTP service.


	Specifying an NTP server for the device
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Specify an NTP server for the device.


	Configuring SNTP authentication
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable SNTP authentication.
	3. Configure an SNTP authentication key.
	4. Specify the key as a trusted key.
	5. Associate the SNTP authentication key with an NTP server.


	Controlling output of logs and traps during time synchronization
	About this task
	Procedure
	1. Enter system view.
	2. Set the time offset thresholds for outputting logs and traps during time synchronization.
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	Configuring a user-defined EAA environment variable
	About this task
	Procedure
	1. Enter system view.
	2. Configure a user-defined EAA environment variable.


	Configuring a monitor policy
	Restrictions and guidelines
	Configuring a monitor policy from the CLI
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Create a CLI-defined policy and enter its view.
	3. Configure an event for the policy.
	4. Configure the actions to take when the event occurs.
	5. (Optional.) Assign a user role to the policy.
	6. (Optional.) Configure the policy action runtime.
	7. Enable the policy.


	Configuring a monitor policy by using Tcl
	About this task
	Restrictions and guidelines
	Procedure
	1. Download the Tcl script file to the device by using FTP or TFTP.
	2. Create and enable a Tcl monitor policy.
	a. Enter system view.
	b. Create a Tcl-defined policy and bind it to the Tcl script file.




	Suspending monitor policies
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Suspend monitor policies.


	Display and maintenance commands for EAA


	18-Process monitoring and maintenance configuration
	Monitoring and maintaining processes
	About monitoring and maintaining processes
	Process monitoring and maintenance tasks at a glance
	Monitoring and maintaining processes
	About this task
	Procedure

	Monitoring and maintaining user processes
	About monitoring and maintaining user processes
	Configuring core dump
	About this task
	Restrictions and guidelines
	Procedure
	1. (Optional.) Specify the directory for saving core dump files.
	2. Enable core dump for a process and specify the maximum number of core dump files, or disable core dump for a process.


	Display and maintenance commands for user processes

	Monitoring and maintaining kernel threads
	Restrictions and guidelines for monitoring and maintaining kernel threads
	Configuring kernel thread deadloop detection
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable kernel thread deadloop detection.
	3. (Optional.) Set the interval for identifying a kernel thread deadloop.
	4. (Optional.) Exclude a kernel thread from kernel thread deadloop detection.
	5. Set kernel thread deadloop protection thresholds.


	Configuring kernel thread starvation detection
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable kernel thread starvation detection.
	3. (Optional.) Set the interval for identifying a kernel thread starvation.
	4. (Optional.) Exclude a kernel thread from kernel thread starvation detection.


	Display and maintenance commands for kernel threads



	19-NETCONF configuration
	Configuring NETCONF
	About NETCONF
	NETCONF structure
	NETCONF message format
	NETCONF
	NETCONF over SOAP

	How to use NETCONF
	Protocols and standards

	NETCONF tasks at a glance
	a. (Optional.) Setting NETCONF session attributes
	3. (Optional.) Retrieving device configuration information
	4. (Optional.) Filtering data
	5. (Optional.) Locking or unlocking the running configuration
	6. (Optional.) Modifying the configuration
	7. (Optional.) Managing configuration files
	8. (Optional.) Performing CLI operations through NETCONF
	9. (Optional.) Subscribing to events
	10. (Optional.) Terminating NETCONF sessions
	11. (Optional.) Returning to the CLI

	Configuring NETCONF to use module-specific namespaces
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Configure NETCONF to use module-specific namespaces.


	Establishing a NETCONF session
	Restrictions and guidelines for NETCONF session establishment
	Setting NETCONF session attributes
	About this task
	Procedure
	1. Enter system view.
	2. Set the NETCONF session idle timeout time.
	3. Enable NETCONF logging.
	4. Configure NETCONF to use module-specific namespaces.


	Establishing NETCONF over SOAP sessions
	About this task
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. (Optional.) Apply an SSL server policy to the NETCONF over SOAP over HTTPS service.
	3. Enable NETCONF over SOAP.
	4. (Optional.) Specify the NETCONF over SOAP over HTTP port number.
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	Restrictions and guidelines
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	Procedure
	1. Enter system view.
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	About this task
	Procedure
	1. Enter system view.
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	3. Configure the username for authentication to the CPE.
	4. (Optional.) Configure the password for authentication to the CPE.
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	About this task
	Procedure
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	About this task
	Procedure
	1. Enter system view.
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	About this task
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	1. Enter system view.
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	1. Enter system view.
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	Setting the maximum number of connection retries
	1. Enter system view.
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	3. Set the maximum number of connection retries.


	Setting the close-wait timer
	About this task
	Procedure
	1. Enter system view.
	2. Enter CWMP view.
	3. Set the close-wait timer.
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	About this task
	Procedure
	1. Enter system view.
	2. Enter CWMP view.
	3. Enable NAT traversal.
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	CWMP configuration examples
	Example: Configuring CWMP
	Network configuration
	Configuring the ACS
	1. Log in to the ACS:
	a. Launch a Web browser on the ACS configuration terminal.
	b. In the address bar of the Web browser, enter the ACS URL and port number. This example uses http://10.185.10.41:8080/imc.
	c. On the login page, enter the ACS login username and password, and then click Login.

	2. Create a CPE group for each equipment room:
	a. Select Service > BIMS > CPE Group from the top navigation bar.
	b. Click Add.
	c. Enter a username, and then click OK.
	d. Repeat the previous two steps to create a CPE group for CPEs in Room B.

	3. Add CPEs to the CPE group for each equipment room:
	a. Select Service > BIMS > Resource Management > Add CPE from the top navigation bar.
	b. On the Add CPE page, configure the following parameters:
	c. Click OK.
	d. Verify that the CPE has been added successfully from the All CPEs page.
	e. Repeat the previous steps to add CPE 2 and CPE 3 to the CPE group for Room A, and add CPEs in Room B to the CPE group for Room B.

	4. Configure a configuration template for each equipment room:
	a. Select Service > BIMS > Configuration Management > Configuration Templates from the top navigation bar.
	b. Click Import.
	c. Select a source configuration file, select Configuration Segment as the template type, and then click OK.
	d. Repeat the previous steps to configure a configuration template for Room B.

	5. Add software library entries:
	a. Select Service > BIMS > Configuration Management > Software Library from the top navigation bar.
	b. Click Import.
	c. Select a source file, and then click OK.
	d. Repeat the previous steps to add software library entries for CPEs of different models.

	6. Create an auto-deployment task for each equipment room:
	a. Select Service > BIMS > Configuration Management > Deployment Guide from the top navigation bar.
	b. Click By CPE from the Auto Deployment Configuration field.
	c. Select a configuration template, select Startup Configuration from the File Type to be Deployed list, and click Select Model to select CPEs in Room A. Then, click OK.
	d. Click OK on the Auto Deploy Configuration page.
	e. Repeat the previous steps to add a deployment task for CPEs in Room B.


	Configuring the DHCP server
	1. Configure an IP address pool to assign IP addresses and DNS server address to the CPEs. This example uses subnet 10.185.10.0/24 for IP address assignment.
	2. Configure DHCP Option 43 to contain the ACS URL, username, and password in hexadecimal format.
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	5. (Optional.) Configuring SNMP logging
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	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enable the SNMP agent.
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	Procedure
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	Procedure
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	Protocols and standards
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	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Ethernet interface view.
	3. Create an RMON Ethernet statistics entry.


	Creating an RMON history control entry
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter Ethernet interface view.
	3. Create an RMON history control entry.



	Configuring the RMON alarm function
	Restrictions and guidelines
	Prerequisites
	Procedure
	1. Enter system view.
	2. (Optional.) Create an RMON event entry.
	3. Create an RMON alarm entry.
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	Configuring the Event MIB global sampling parameters
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	Procedure
	1. Enter system view.
	2. Set the minimum sampling interval.
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	Configuring Event MIB object lists
	About this task
	Procedure
	1. Enter system view.
	2. Configure an Event MIB object list.


	Configuring an event
	Creating an event
	1. Enter system view.
	2. Create an event and enter its view.
	3. (Optional.) Configure a description for the event.

	Configuring a set action for an event
	1. Enter system view.
	2. Enter event view.
	3. Enable the set action and enter set action view.
	4. Specify an object by its OID for the set action.
	5. Enable OID wildcarding.
	6. Set the value for the object.
	7. (Optional.) Specify a context for the object.
	8. (Optional.) Enable context wildcarding.

	Configuring a notification action for an event
	1. Enter system view.
	2. Enter event view
	3. Enable the notification action and enter notification action view.
	4. Specify an object to execute the notification action by its OID.
	5. Specify an object list to be added to the notification triggered by the event.

	Enabling the event
	Restrictions and guidelines
	Procedure
	1. Enter system view.
	2. Enter event view.
	3. Enable the event.
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	Creating a trigger and configuring its basic parameters
	1. Enter system view.
	2. Create a trigger and enter its view.
	3. (Optional.) Configure a description for the trigger.
	4. Set a sampling interval for the trigger.
	5. Specify a sampling method.
	6. Specify an object to be sampled by its OID.
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	1. Enter system view.
	2. Enter trigger view.
	3. Specify a Boolean test for the trigger and enter trigger-Boolean view.
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	8. Enable the event to be triggered when the trigger condition is met at the first sampling.
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	2. Enter trigger view.
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	1. Enter system view.
	2. Enter trigger view.
	3. Specify a threshold test for the trigger and enter trigger-threshold view.
	4. Specify the object list to be added to the notification triggered by the test.
	5. (Optional.) Specify the type of the threshold trigger test for the first sampling.
	6. Specify the delta falling threshold and the falling alarm event triggered when the delta value (difference between the current sampled value and the previous sampled value) is smaller than or equal to the delta falling threshold.
	7. Specify the delta rising threshold and the rising alarm event triggered when the delta value is greater than or equal to the delta rising threshold.
	8. Specify the falling threshold and the falling alarm event triggered when the sampled value is smaller than or equal to the threshold.
	9. Specify the rising threshold and the ring alarm event triggered when the sampled value is greater than or equal to the threshold.

	Enabling trigger sampling
	Restrictions and guidelines
	Procedure
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	2. Enter trigger view.
	3. Enable trigger sampling.
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	Procedure
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	1. Enter system view.
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	Procedure
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	1. Enter system view.
	2. Enter placement process view.
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	Procedure
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	VXLAN overview
	VXLAN benefits
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	1. Discovers remote VTEPs, establishes VXLAN tunnels, and assigns the VXLAN tunnels to VXLANs.
	2. Assigns the frame to its matching VXLAN if the frame is sent between sites.
	3. Performs MAC learning on the VXLAN's VSI.
	4. Forwards the frame through VXLAN tunnels.
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	2. Looks up the destination MAC address in the VSI's MAC address table for the outgoing interface.
	3. Sends the frame out of the matching outgoing interface.
	1. Identifies that the frame belongs to VSI A when the frame arrives at Interface A.
	2. Looks up the destination MAC address (MAC 4) in the MAC address table of VSI A for the outgoing interface.
	3. Sends the frame out of the matching outgoing interface (Interface B) to VM 4 in VLAN 10.

	Inter-site unicast forwarding
	1. The source VTEP encapsulates the Ethernet frame in the VXLAN/UDP/IP header.
	2. The source VTEP forwards the encapsulated packet out of the outgoing VXLAN tunnel interface found in the VSI's MAC address table.
	3. The intermediate transport devices (P devices) forward the frame to the destination VTEP by using the outer IP header.
	4. The destination VTEP removes the headers on top of the inner Ethernet frame. It then performs MAC address table lookup in the VXLAN's VSI to forward the frame out of the matching outgoing interface.
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	3. VTEP 2 and VTEP 3 de-encapsulate the ARP request. The VTEPs create a suppression entry for VM 1, and broadcast the request in the local site.
	4. VM 7 sends an ARP reply.
	5. VTEP 2 creates a suppression entry for VM 7 and forwards the ARP reply to VTEP 1.
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