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Models Command compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080 Yes 

NFNX3-HDB1180, NFNX3-HDB1480 , NFNX3-HDB680, 
NFNX3-HDB1080 No 

 

Default 
Rule ID preemption is disabled.  

Views 
IPv4 basic/advanced ACL view 

IPv6 basic/advanced ACL view 

Layer 2 ACL view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 

 CAUTION: 
When there are a large number of ACLs on the device, executing the undo accelerate 
command might cause the CPU usage of the device to reach the upper threshold and cause service 
processing exceptions. 
 

This feature enables a new rule to preempt an existing rule ID. The existing rule is assigned the next 
rule ID. All continuous rule IDs after the preempted rule ID are assigned their respective next rule IDs. 
For example, if you create rule 1 when rules 1, 2, 3, 6, and 7 exist, rule IDs are rearranged as 1, 2, 3, 
4, 6, and 7. 

After this feature is enabled, you cannot modify existing rules. 

Examples 
# Enable rule ID preemption for ACL 2000.  
<Sysname> system-view 

[Sysname] acl basic 2000 

[Sysname-acl-ipv4-basic-2000] rule insert-only enable 

step 
Use step to set a rule numbering step for an ACL. 

Use undo step to restore the default.  

Syntax 
step step-value 

undo step 

Default 
The rule numbering step is 5, and the start rule ID is 0. 

Views 
IPv4 basic/advanced ACL view 
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IPv6 basic/advanced ACL view 

Layer 2 ACL view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
step-value: Specifies the ACL rule numbering step in the range of 1 to 20. 

Usage guidelines 
The rule numbering step sets the increment by which the system numbers rules automatically. If you 
do not specify a rule ID when creating an ACL rule, the system automatically assigns it a rule ID. This 
rule ID is the nearest higher multiple of the numbering step to the current highest rule ID, starting 
from the start rule ID. For example, if the rule numbering step is 5 and the current highest rule ID is 
12, the rule is numbered 15. 

The wider the numbering step, the more rules you can insert between two rules. Whenever the step 
changes, the rules are renumbered, starting from the start rule ID. For example, if there are five rules 
numbered 0, 5, 9, 10, and 15, changing the step from 5 to 2 causes the rules to be renumbered 0, 2, 
4, 6, and 8. 

Examples 
# Set the rule numbering step to 2 for IPv4 basic ACL 2000.  
<Sysname> system-view 

[Sysname] acl basic 2000 

[Sysname-acl-ipv4-basic-2000] step 2 

Related commands 
display acl 
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QoS policy commands 
Traffic class commands 
display traffic classifier 

Use display traffic classifier to display traffic classes. 

Syntax 
display traffic classifier user-defined [ classifier-name ] [ slot 
slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
user-defined: Specifies user-defined traffic classes.  

classifier-name: Specifies a traffic class by its name, a case-sensitive string of 1 to 31 
characters. If you do not specify a traffic class, this command displays all traffic classes. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays the traffic classes for the master device.  

Examples 
# Display all user-defined traffic classes. 
<Sysname> display traffic classifier user-defined 

 

  User-defined classifier information: 

 

   Classifier: 1 (ID 100) 

     Operator: AND 

     Rule(s) : 

      If-match acl 2000 

 

   Classifier: 2 (ID 101) 

     Operator: AND 

     Rule(s) : 

      If-match protocol ipv6 

 

   Classifier: 3 (ID 102) 

     Operator: AND 

     Rule(s) : 
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      -none- 

Table 1 Command output 

Field Description 

Classifier Traffic class name and its match criteria. 

Operator 
Match operator you set for the traffic class. If the operator is AND, the traffic class 
matches the packets that match all its match criteria. If the operator is OR, the traffic 
class matches the packets that match any of its match criteria. 

Rule(s) Match criteria. 
 

if-match 
Use if-match to define a match criterion. 

Use undo if-match to delete a match criterion. 

Syntax 
if-match [ not ] match-criteria 

undo if-match [ not ] match-criteria 

Default 
No match criterion is configured.  

Views 
Traffic class view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
not: Matches packets that do not conform to the specified criterion. 

match-criteria: Specifies a match criterion. Table 2 shows the available match criteria. 

Table 2 Available match criteria 

Option Description 

acl [ ipv6 ] { acl-number | name 
acl-name } 

Matches an ACL. 

The value range for the acl-number argument is as 
follows: 
• 2000 to 3999 for IPv4 ACLs. 
• 2000 to 3999 for IPv6 ACLs.  
The acl-name argument is a case-insensitive string of 1 to 
63 characters, which must start with an English letter. To 
avoid confusion, make sure the argument is not all. 
If no VPN instance is specified in an ACL rule, the ACL rule 
takes effect on both non-VPN packets and VPN packets. 
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ebs excess-burst-size: Specifies the excess burst size (EBS) in the range of 0 to 1000000000 
bytes. The default EBS is 0.  

pir peak-information-rate: Specifies the peak information rate (PIR) in the range of 8 to 
10000000 kbps. The PIR must be specified in the same unit as the CIR.  

green action: Specifies the action to take on packets that conform to the CIR. The default setting 
is pass. 

red action: Specifies the action to take on packets that conform to neither CIR nor PIR. The 
default setting is discard. 

yellow action: Specifies the action to take on packets that conform to the PIR but not to the CIR. 
The default setting is pass. 

action: Sets the action to take on the packet: 

• discard: Drops the packet. 

• pass: Permits the packet to pass through. 

• remark-dot1p-pass new-cos: Sets the 802.1p priority value of the 802.1p packet to 
new-cos and permits the packet to pass through. The new-cos argument is in the range of 0 
to 7. 

• remark-dscp-pass new-dscp: Sets the DSCP value of the packet to new-dscp and 
permits the packet to pass through. The new-dscp argument is in the range of 0 to 63. 

• remark-mpls-exp-pass new-exp: Sets the EXP field value of the MPLS packet to 
new-exp and permits the packet to pass through. The new-exp argument is in the range of 0 
to 7. 

• remark-prec-pass new-precedence: Sets the IP precedence of the packet to 
new-precedence and permits the packet to pass through. The new-precedence 
argument is in the range of 0 to 7. 

Usage guidelines 
To use two rates for traffic policing, configure the car command with the pir 
peak-information-rate option. To use one rate for traffic policing, configure the car 
command without the pir peak-information-rate option. 

If you execute the car command multiple times in the same traffic behavior, the most recent 
configuration takes effect.  

Examples 
# Configure a CAR action in traffic behavior database: 
• Set the CIR to 200 kbps, CBS to 51200 bytes, and EBS to 0. 
• Transmit the conforming packets, and mark the excess packets with DSCP value 0 and transmit 

them. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] car cir 200 cbs 51200 ebs 0 green pass red remark-dscp-pass 
0 

car percent 
Use car percent to configure a CAR action in percentage in a traffic behavior. 

Use undo car to restore the default. 
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Syntax 
car cir percent cir-percent [ cbs cbs-time [ ebs ebs-time ] ] [ green action 
| red action | yellow action ] * 

car cir percent cir-percent [ cbs cbs-time ] pir percent pir-percent [ ebs 
ebs-time ] [ green action | red action | yellow action ] * 

undo car 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480, NFNX3-HDB680, 
NFNX3-HDB1080 

No 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280 Yes 
 

Default 
No percentage-based CAR action is configured. 

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cir percent cir-percent: Specifies the CIR in percentage, in the range of 1 to 100. The actual 
CIR value is cir-percent × interface bandwidth. 

cbs cbs-time: Specifies the CBS in milliseconds. The actual CBS value is cbs-time × the actual 
CIR value. The value range for the cbs-time argument is 50 to 2000. The default CBS is 500. 

ebs ebs-time: Specifies the EBS in milliseconds. The actual EBS value is ebs-time × the actual 
CIR value. The value range for the ebs-time argument is 0 to 2000. The default EBS is 0. 

pir percent pir-percent: Specifies the PIR in percentage, in the range of 1 to 100. The PIR 
value must be greater than or equal to the CIR value.  

green action: Specifies the action to take on packets that conform to the CIR. The default is 
pass. 

red action: Specifies the action to take on packets that conform to neither CIR nor PIR. The 
default is discard. 

yellow action: Specifies the action to take on packets that conform to the PIR but not to the CIR. 
The default is pass. 

action: Sets the action to take on the packet: 

• discard: Drops the packet. 

• pass: Permits the packet to pass through. 

• remark-dot1p-pass new-cos: Sets the 802.1p priority value of the packet to new-cos 
and permits the packet to pass through. The new-cos argument is in the range of 0 to 7. 

• remark-dscp-pass new-dscp: Sets the DSCP value of the packet to new-dscp and 
permits the packet to pass through. The new-dscp argument is in the range of 0 to 63. 
Alternatively, you can specify the new-dscp argument with af11, af12, af13, af21, af22, 
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af23, af31, af32, af33, af41, af42, af43, cs1, cs2, cs3, cs4, cs5, cs6, cs7, 
default, or ef. 

• remark-mpls-exp-pass new-exp: Sets the EXP field value of the MPLS packet to 
new-exp and permits the packet to pass through. The new-exp argument is in the range of 0 
to 7. 

• remark-prec-pass new-precedence: Sets the IP precedence of the packet to 
new-precedence and permits the packet to pass through. The new-precedence 
argument is in the range of 0 to 7.  

Usage guidelines 
To use two rates for traffic policing, configure the car percent command with the pir percent 
pir-percent option. To use one rate for traffic policing, configure the car percent command 
without the pir percent pir-percent option. 

A QoS policy that uses a traffic behavior configured with percentage-based CAR can be applied in 
the inbound or outbound direction of an interface. 

If you execute the car percent command multiple times in the same traffic behavior, the most 
recent configuration takes effect. 

A QoS policy that uses a behavior configured with percentage-based CAR can be applied only to 
interfaces. 

The actual CIR value is cir-percent × bandwidth. The actual PIR value is pir-percent × 
bandwidth. For a physical interface, the bandwidth is the actual interface bandwidth. For a virtual 
interface(for example, tunnel interface and Layer 3 aggregate interface), you must set its expected 
bandwidth (the default expected bandwidth is 0 kbps). For more information about the expected 
bandwidth, see Ethernet interface commands in Interface Command Reference. In the policy nesting 
case, the bandwidth used for the CIR and PIR calculations is determined by using the following rules:  
• The top policy uses the interface bandwidth.  

Examples 
# Configure a CAR action in percentage in traffic behavior database. The CAR parameters are as 
follows: CIR is 20% and CBS is 100 ms. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] car cir percent 20 cbs 100 

display traffic behavior 
Use display traffic behavior to display traffic behaviors. 

Syntax 
display traffic behavior user-defined [ behavior-name ] [ slot 
slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
user-defined: Specifies user-defined traffic behaviors.  

behavior-name: Specifies a behavior by its name, a case-sensitive string of 1 to 31 characters. If 
you do not specify a traffic behavior, this command displays all traffic behaviors. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays the traffic behaviors for the master device.  

Examples 
# Display all user-defined traffic behaviors. 
<Sysname> display traffic behavior user-defined 

 

  User-defined behavior information: 

 

    Behavior: 1 (ID 100) 

      Committed Access Rate: 

        CIR 2222 (kbps), CBS 22222222 (Bytes), EBS 0 (Bytes) 

        Green action  : pass 

        Yellow action : pass 

        Red action    : discard 

Table 3 Command output 

Field Description 

Behavior Name and contents of a traffic behavior. 

Committed Access Rate Information about the CAR action. 

Green action Action to take on green packets.  

Yellow action Action to take on yellow packets.  

Red action Action to take on red packets.  
 

filter 
Use filter to configure a traffic filtering action in a traffic behavior. 

Use undo filter to restore the default. 

Syntax 
filter { deny | permit } 

undo filter 

Default 
No traffic filtering action is configured.  

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
deny: Drops packets. 

permit: Transmits packets. 

Examples 
# Configure a traffic filtering action as deny in traffic behavior database. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] filter deny 

gts 
Use gts to configure a GTS action in absolute value in a traffic behavior. 

Use undo gts to restore the default. 

Syntax 
gts cir committed-information-rate [ cbs committed-burst-size [ ebs 
excess-burst-size ] ] [ queue-length queue-length ] 

undo gts 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB680, NFNX3-HDB1080 Yes 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

No 

 

Default 
No GTS action is configured. 

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cir committed-information-rate: Sets the CIR in kbps, which specifies the average traffic 
rate. The value range for committed-information-rate is 8 to 10000000. 

cbs committed-burst-size: Sets the CBS in bytes, which specifies the size of bursty traffic 
when the actual average rate is not greater than the CIR. The value range for 
committed-burst-size is 1000 to 1000000000. The default CBS is the product of 62.5 and the 
CIR. 

ebs excess-burst-size: Sets the EBS in bytes. The value range for excess-burst-size is 
0 to 1000000000. The default EBS is 0. 

queue-length queue-length: Sets the maximum number of packets allowed in the queue. The 
default is 50. The value range for queue-length is 1 to 1024. 
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Usage guidelines 
A QoS policy that uses a behavior configured with GTS can be applied only to the outbound direction 
of an interface. 

A QoS policy that uses a behavior configured with GTS overwrites the qos gts command on the 
interface, if both are configured. 

If you execute the gts command multiple times in the same traffic behavior, the most recent 
configuration takes effect. 

To use two rates for traffic shaping, configure the gts command with the pir 
peak-information-rate option. To use one rate for traffic shaping, configure the gts 
command without the pir peak-information-rate option. 

Examples 
# Configure a GTS action in absolute value in traffic behavior database. The GTS parameters are as 
follows: CIR is 200 kbps, CBS is 51200 bytes, EBS is 0, and the maximum queue length is 100. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] gts cir 200 cbs 51200 ebs 0 queue-length 100 

Related commands 
gts percent 

gts percent 
Use gts percent to configure a GTS action in percentage in a traffic behavior. 

Use undo gts to restore the default. 

Syntax 
gts percent cir cir-percent [ cbs cbs-time [ ebs ebs-time ] ] [ queue-length 
queue-length ] 

undo gts 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB680, NFNX3-HDB1080 Yes 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

No 

 

Default 
No percentage-based GTS action is configured. 

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
cir cir-percent: Specifies the CIR in percentage, in the range of 1 to 100. The actual CIR value 
is cir-percent × interface bandwidth. 

cbs cbs-time: Specifies the CBS in milliseconds. The default cbs-time is 500 milliseconds. The 
actual CBS value is cbs-time × the actual CIR value. The value range for cbs-time is 50 to 2000. 
The default CBS is 500. 

ebs ebs-time: Specifies the EBS in milliseconds. The default ebs-time is 0 milliseconds. The 
actual EBS value is ebs-time × the actual CIR value. The value range for ebs-time is 0 to 2000. 
The default EBS is 0. 

queue-length queue-length: Specifies the maximum number of packets allowed in the queue. 
The default is 50. The value range for queue-length is 1 to 1024. 

Usage guidelines 
A QoS policy that uses a behavior configured with percentage-based GTS can be applied only to the 
outbound direction of an interface. 

A QoS policy that uses a behavior configured with percentage-based GTS overwrites the qos gts 
command on the interface, if both configured. 

If you execute the gts percent command multiple times in the same traffic behavior, the most 
recent configuration takes effect. 

Examples 
# Configure a GTS action in percentage in traffic behavior database. The GTS parameters are as 
follows: CIR is 50 and CBS is 200 ms. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] gts percent cir 50 cbs 200 

Related commands 
gts 

remark dot1p 
Use remark dot1p to configure an 802.1p priority marking action or an inner-to-outer tag priority 
copying action in a traffic behavior. 

Use undo remark dot1p to restore the default. 

Syntax 
remark dot1p dot1p-value 

undo remark dot1p 

Default 
No 802.1p priority marking or inner-to-outer tag priority copying action is configured.  

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
flow-id: Specifies a flow ID in the range of 1 to 65535. 

Examples 
# Configure traffic behavior behavior1 to mark matching traffic with flow ID 10. 
<Sysname> system-view 

[Sysname] traffic behavior behavior1 

[Sysname-behavior-behavior1] remark flow-id 10 

remark ip-precedence 
Use remark ip-precedence to configure an IP precedence marking action in a traffic behavior. 

Use undo remark ip-precedence to restore the default. 

Syntax 
remark ip-precedence ip-precedence-value 

undo remark ip-precedence 

Default 
No IP precedence marking action is configured.  

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-precedence-value: Specifies the IP precedence value to be marked for packets, in the 
range of 0 to 7. 

Usage guidelines 
If you execute the remark ip-precedence command multiple times in the same traffic behavior, 
the most recent configuration takes effect. 

Examples 
# Set the IP precedence to 6 for packets. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] remark ip-precedence 6 

remark local-precedence 
Use remark local-precedence to configure a local precedence marking action in a traffic 
behavior. 

Use undo remark local-precedence to restore the default. 

Syntax 
remark local-precedence local-precedence-value 

undo remark local-precedence 
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The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB680, NFNX3-HDB1080 Yes 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

No 

 

Default 
No local precedence marking action is configured.  

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
local-precedence-value: Specifies the local precedence to be marked for packets, in the 
range of 0 to 7. 

Examples 
# Configure traffic behavior database to mark matching traffic with local precedence 2. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] remark local-precedence 2 

remark qos-local-id 
Use remark qos-local-id to configure a local QoS ID marking action in a traffic behavior. 

Use undo remark qos-local-id to restore the default. 

Syntax 
remark qos-local-id local-id-value 

undo remark qos-local-id 

Default 
No local QoS ID marking action is configured.  

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
local-id-value: Specifies the local QoS ID to be marked for packets, in the range of 1 to 4095. 
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Usage guidelines 
You can use one QoS policy to mark the local QoS ID for packets in the inbound direction. Then, you 
can use another QoS policy to apply other QoS features in the outbound direction based on the 
marked local QoS ID. 

If you execute the remark qos-local-id command multiple times in the same traffic behavior, 
the most recent configuration takes effect. 

Examples 
# Configure the action of marking packets with local QoS ID 2. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] remark qos-local-id 2 

traffic behavior 
Use traffic behavior to create a traffic behavior and enter its view, or enter the view of an 
existing traffic behavior. 

Use undo traffic behavior to delete a traffic behavior. 

Syntax 
traffic behavior behavior-name 

undo traffic behavior behavior-name 

Default 
No traffic behaviors exist.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
behavior-name: Specifies a name for the traffic behavior, a case-sensitive string of 1 to 31 
characters.  

Examples 
# Create a traffic behavior named behavior1. 
<Sysname> system-view 

[Sysname] traffic behavior behavior1 

[Sysname-behavior-behavior1] 

Related commands 
display traffic behavior 

traffic-policy 
Use traffic-policy to nest a policy in a traffic behavior. 

Use undo traffic-policy to remove child policies from a traffic behavior. 
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Syntax 
traffic-policy policy-name 

undo traffic-policy 

Default 
No policy is nested in a traffic behavior.  

Views 
Traffic behavior view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
policy-name: Specifies a policy by its name, a string of 1 to 31 characters. If the policy does not 
exist, it is automatically created. 

Usage guidelines 
After you nest a child policy in a behavior of a parent policy, the system performs the following 
operations:  
• Performs the associated behavior defined in the parent policy for a class of traffic. 
• Uses the child policy to further classify the class of traffic and performs the behaviors defined in 

the child policy. 
• Policy nesting is available for IPv4 and IPv6 packets. 
• To delete the child policy after you apply the parent policy to an interface, first remove the child 

policy from the parent policy. 

Examples 
# Nest child policy child in traffic behavior database of the parent policy. 
<Sysname> system-view 

[Sysname] traffic behavior database 

[Sysname-behavior-database] traffic-policy child 

Related commands 
traffic behavior  

traffic classifier 

QoS policy commands 
classifier behavior 

Use classifier behavior to associate a traffic behavior with a traffic class in a QoS policy. 

Use undo classifier to delete a class-behavior association from a QoS policy.  

Syntax 
classifier classifier-name behavior behavior-name [ insert-before 
before-classifier-name ] 

undo classifier classifier-name 
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Default 
No traffic behavior is associated with a traffic class.  

Views 
QoS policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
classifier-name: Specifies a traffic class by its name, a case-sensitive string of 1 to 31 
characters. 

behavior-name: Specifies a traffic behavior by its name, a case-sensitive string of 1 to 31 
characters. 

insert-before before-classifier-name: Inserts the new traffic class before an existing 
traffic class in the QoS policy. The before-classifier-name argument specifies an existing 
traffic class by its name, a case-sensitive string of 1 to 31 characters. If you do not specify the 
insert-before before-classifier-name option, the new traffic class is placed at the end 
of the QoS policy. 

Usage guidelines 
A traffic class can be associated only with one traffic behavior in a QoS policy. 

If the specified traffic class or traffic behavior does not exist, the system defines a null traffic class or 
traffic behavior. 

The undo classifier default-class command performs the following operations: 

• Deletes the existing class-behavior association for the system-defined class 
default-class. 

• Associates the system-defined class default-class with the system-defined behavior be. 

Examples 
# Associate traffic class database with traffic behavior test in QoS policy user1. 
<Sysname> system-view 

[Sysname] qos policy user1 

[Sysname-qospolicy-user1] classifier database behavior test 

# Associate traffic class database with traffic behavior test in QoS policy user1, and insert traffic 
class database before an existing traffic class named class-a. 
<Sysname> system-view 

[Sysname] qos policy user1 

[Sysname-qospolicy-user1] classifier database behavior test insert-before class-a 

Related commands 
qos policy 

control-plane 
Use control-plane to enter control plane view. 

Syntax 
control-plane slot slot-number 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID.  

Examples 
# Enter the control plane view of slot 3.  
<Sysname> system-view 

[Sysname] control-plane slot 3 

[Sysname-cp-slot3] 

control-plane management 
Use control-plane management to enter control-plane management view. 

Syntax 
control-plane management 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
A QoS policy applied in control-plane management view takes effect on the packets sent from the 
management interface to the control plane. 

Examples 
# Enter control-plane management view. 
<Sysname> system-view 

[Sysname] control-plane management 

[Sysname-cp-management] 

display qos policy 
Use display qos policy to display QoS policies. 

Syntax 
display qos policy user-defined [ policy-name [ classifier 
classifier-name ] ] [ slot slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 
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network-operator 

context-admin 

context-operator 

Parameters 
user-defined: Specifies user-defined QoS policies.  

policy-name: Specifies a QoS policy by its name, a case-sensitive string of 1 to 31 characters. If 
you do not specify a QoS policy, this command displays all user-defined QoS policies. 

classifier classifier-name: Specifies a traffic class by its name, a case-sensitive string of 1 
to 31 characters. If you do not specify a traffic class, this command displays all traffic classes. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays the QoS policies for the master device.  

Examples 
# Display all user-defined QoS policies. 
<Sysname> display qos policy user-defined 

 

  User-defined QoS policy information: 

 

  Policy: 1 (ID 100) 

   Classifier: 1 (ID 100) 

     Behavior: 1 

      Marking: 

        Remark dscp 3 

      Committed Access Rate: 

        CIR 112 (kbps), CBS 51200 (Bytes), EBS 512 (Bytes) 

        Green action  : pass 

        Yellow action : pass 

        Red action    : discard 

   Classifier: 2 (ID 101) 

     Behavior: 2 

      Filter enable: Permit 

   Classifier: 3 (ID 102) 

     Behavior: 3 

      -none- 

Table 5 Command output 

Field Description 

User-defined QoS policy 
information Information about a user-defined QoS policy. 

System-defined QoS 
policy information Information about a system-defined QoS policy. 

Policy User-defined QoS policy name. 
 

For the description of other fields, see Table 1 and Table 3.  
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display qos policy advpn 
Use display qos policy advpn to display QoS policies applied to hub-spoke tunnels on a 
tunnel interface. 

Syntax 
display qos policy advpn tunnel number [ ipv4-address | ipv6-address ] 
[ outbound ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
number: Specifies a tunnel interface by its number. The value range for the number argument is 0 
to 1023. 

ipv4-address: Specifies the spoke's private IPv4 address of a hub-spoke tunnel.  

ipv6-address: Specifies the spoke's private IPv6 address of a hub-spoke tunnel. 

outbound: Specifies the QoS policies applied to the outbound direction.  

Usage guidelines 
If you do not specify a spoke's private IP address of a hub-spoke tunnel, this command displays the 
QoS policy information for all hub-spoke tunnels on a tunnel interface. For information about 
hub-spoke tunnels, see ADVPN in VPN Configuration Guide. 

For configuration commands for tunnel interfaces, see tunnel commands in Layer 3—IP Services 
Command Reference. 

Examples 
# Display the QoS policy applied to the outgoing traffic of all hub-spoke tunnels on tunnel interface 1. 
<Sysname> display qos policy advpn tunnel 1 outbound 

Session: Tunnel1 192.168.0.3 

  Direction: Outbound 

  Policy: finance 

   Classifier: default-class 

     Matched : 0 (Packets) 0 (Bytes) 

     Operator: AND 

     Rule(s) : 

      If-match any 

     Behavior: be 

      -none- 

   Classifier: finance 

     Matched : 123713988 (Packets) 13608538380 (Bytes) 

     Operator: AND 

     Rule(s) : 

      If-match any 
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     Behavior: finance 

      Committed Access Rate: 

        CIR 1500 (kbps), CBS 93750 (Bytes), EBS 0 (Bytes) 

        Green action  : pass 

        Yellow action : pass 

        Red action    : discard 

        Green packets : 14980239 (Packets) 1647826290 (Bytes) 

        Yellow packets: 0 (Packets) 0 (Bytes) 

        Red packets   : 108733781 (Packets) 11960715910 (Bytes) 

 

Session: Tunnel1 192.168.0.4 (inactive) 

  Direction: Outbound 

  Policy: business 

Table 6 Command output 

Field Description 

Session 

Hub-spoke tunnel information. 
A hub-spoke tunnel is uniquely identified by a tunnel interface and the spoke's 
private IPv4 or IPv6 address. The word inactive indicates that a QoS policy fails 
to be applied to the hub-spoke tunnel or the applied QoS policy does not exist. 

Direction Direction to which a QoS policy is applied on the hub-spoke tunnel. 
 

For the description of other fields, see Table 1 and Table 3. 

display qos policy control-plane 
Use display qos policy control-plane to display QoS policies applied to a control plane. 

Syntax 
display qos policy control-plane slot slot-number 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID.  

Examples 
# Display the QoS policy applied to the control plane of slot 1. 
<Sysname> display qos policy control-plane slot 1 

 

Control plane slot 1 

 

  Direction: Inbound 
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  Policy: 1 

   Classifier: 1 

     Operator: AND 

     Rule(s) : 

      If-match acl 2000 

     Behavior: 1 

      Marking: 

        Remark dscp 3 

      Committed Access Rate: 

        CIR 112 (kbps), CBS 51200 (Bytes), EBS 512 (Bytes) 

        Green action  : pass 

        Yellow action : pass 

        Red action    : discard 

        Green packets : 0 (Packets) 0 (Bytes) 

        Yellow packets: 0 (Packets) 0 (Bytes) 

        Red packets   : 0 (Packets) 0 (Bytes) 

   Classifier: 2 

     Operator: AND 

     Rule(s) : 

      If-match protocol ipv6 

     Behavior: 2 

      Filter enable: Permit 

      Marking: 

        Remark dscp 3 

   Classifier: 3 

     Operator: AND 

     Rule(s) : 

      -none- 

     Behavior: 3 

      -none- 

Table 7 Command output 

Field Description 

Direction Direction in which the QoS policy is applied. 

Green packets Statistics about green packets. 

Yellow packets Statistics about yellow packets. 

Red packets Statistics about red packets. 
 

For the description of other fields, see Table 1 and Table 3.  

display qos policy control-plane management pre-defined 
Use display qos policy control-plane management pre-defined to display the 
predefined QoS policy applied in control-plane management view. 

Syntax 
display qos policy control-plane management pre-defined 
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Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display the predefined QoS policy applied in control-plane management view. 
<Sysname> display qos policy control-plane management pre-defined 

Pre-defined control plane policy management 

  Protocol          Priority   Bandwidth                 Group 

  Default           N/A        100000 (bps)             N/A 

  ARP               N/A        128 (bps)                normal 

  BGP               N/A        256 (bps)                critical 

  BGPv6             N/A        256 (bps)                critical 

  HTTP              N/A        512 (bps)                management 

  HTTPS             N/A        512 (bps)                management 

  ICMP              N/A        128 (bps)                monitor 

  ICMPv6            N/A        128 (bps)                monitor 

  OSPF Multicast    N/A        256 (bps)                critical 

  OSPF Unicast      N/A        256 (bps)                critical 

  OSPFv3 Multicast  N/A        256 (bps)                critical 

  OSFPv3 Unicast    N/A        256 (bps)                critical 

  RIP               N/A        1024 (bps)               critical 

  RIPng             N/A        256 (bps)                critical 

  SNMP              N/A        512 (bps)                management 

  SSH               N/A        512 (bps)                management 

  TELNET            N/A        512 (bps)                management 

  FTP               N/A        512 (bps)                management 

  TFTP              N/A        512 (bps)                management 

Table 8 Command output 

Field Description 

Pre-defined control plane policy management Predefined QoS policy applied in control-plane 
management view. 

Protocol System-defined protocol packet type. 

Group Protocol group to which the protocol belongs. 
 

display qos policy control-plane pre-defined 
Use display qos policy control-plane pre-defined to display predefined control plane 
QoS policies. 

Syntax 
display qos policy control-plane pre-defined [ slot slot-number ] 
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Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays predefined control plane QoS policies for all member 
devices.  

Examples 
# Display the predefined control plane QoS policy of slot 1. 
<Sysname> display qos policy control-plane pre-defined slot 1 

Pre-defined policy information slot 1 

  Protocol          Priority   Bandwidth (kbps)   Group 

  Default           N/A        100000             N/A 

  ARP               N/A        100000             normal 

  BGP               N/A        100000             critical 

  BGPv6             N/A        100000             critical 

  HTTP              N/A        100000             management 

  HTTPS             N/A        100000             management 

  ICMP              N/A        100000             monitor 

  ICMPv6            N/A        100000             monitor 

  IGMP              N/A        100000             important 

  IS-IS             N/A        100000             critical 

  LDP               N/A        100000             critical 

  LDPv6             N/A        100000             critical 

  MSDP              N/A        100000             critical 

  NTP               N/A        100000             important 

  OSPF Multicast    N/A        100000             critical 

  OSPF Unicast      N/A        100000             critical 

  OSPFv3 Multicast  N/A        100000             critical 

  OSPFv3 Unicast    N/A        100000             critical 

  PIM Multicast     N/A        100000             critical 

  PIM Unicast       N/A        100000             critical 

  PIMv6 Multicast   N/A        100000             critical 

  PIMv6 Unicast     N/A        100000             critical 

  RADIUS            N/A        100000             management 

  RIP               N/A        100000             critical 

  RIPng             N/A        100000             critical 

  RSVP              N/A        100000             critical 

  SNMP              N/A        100000             management 

  TACACS            N/A        100000             management 

  VRRP              N/A        100000             important 

  VRRPv6            N/A        100000             important 
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  SSH               N/A        100000             management 

  TELNET            N/A        100000             management 

  FTP               N/A        100000             management 

  TFTP              N/A        100000             management 

Table 9 Command output 

Field Description 

Pre-defined control plane policy Contents of the predefined control plane QoS policy. 

Group Protocol group of the protocol. 
 

display qos policy interface 
Use display qos policy interface to display the QoS policies applied to interfaces. 

Syntax 
display qos policy interface [ interface-type interface-number ] [ slot 
slot-number ] [ inbound | outbound ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays QoS policies applied to all interfaces except VA 
interfaces. For information about VA interfaces, see PPP in Layer 2—WAN Access Configuration 
Guide. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify an 
IRF member device, this command displays QoS policies on the master device. Only logical 
interfaces support this option.  

inbound: Specifies the QoS policy applied to incoming traffic. 

outbound: Specifies the QoS policy applied to outgoing traffic. 

Usage guidelines 
If you do not specify a direction, this command displays the QoS policy applied to incoming traffic 
and the QoS policy applied to outgoing traffic.  

If you specify a VT interface, this command displays the QoS policies applied to each VA interface of 
the VT interface. It does not display QoS information about the VT interface. 

Examples 
# Display the QoS policy applied to the incoming traffic of GigabitEthernet 1/0/1. 
<Sysname> display qos policy interface gigabitethernet 1/0/1 inbound 

Interface: GigabitEthernet1/0/1 

  Direction: Inbound 
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  Policy: 1 

   Classifier: 1 

     Matched : 0 (Packets) 0 (Bytes) 

     5-minute statistics: 

      Forwarded: 0/0 (pps/bps) 

      Dropped  : 0/0 (pps/bps) 

     Operator: AND 

     Rule(s) : 

      If-match acl 2000 

     Behavior: 1 

      Marking: 

        Remark dscp 3 

      Committed Access Rate: 

        CIR 112 (kbps), CBS 51200 (Bytes), EBS 512 (Bytes) 

        Green action  : pass 

        Yellow action : pass 

        Red action    : discard 

        Green packets : 0 (Packets) 0 (Bytes) 

        Yellow packets: 0 (Packets) 0 (Bytes) 

        Red packets   : 0 (Packets) 0 (Bytes) 

   Classifier: 2 

     Matched : 0 (Packets) 0 (Bytes) 

     5-minute statistics: 

      Forwarded: 0/0 (pps/bps) 

      Dropped  : 0/0 (pps/bps) 

     Operator: AND 

     Rule(s) : 

      If-match protocol ipv6 

     Behavior: 2 

      Filter enable: Permit 

 

   Classifier: 3 

     Matched : 0 (Packets) 0 (Bytes) 

     5-minute statistics: 

      Forwarded: 0/0 (pps/bps) 

      Dropped  : 0/0 (pps/bps) 

     Operator: AND 

     Rule(s) : 

      -none- 

     Behavior: 3 

      -none- 

# Display the QoS policies applied to all interfaces. 
<Sysname> display qos policy interface 

Interface: GigabitEthernet1/0/1 

  Direction: Inbound 

  Policy: a 

   Classifier: a 

     Operator: AND 
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     Rule(s) : 

      If-match any 

     Behavior: a 

      Committed Access Rate: 

        CIR 112 (kbps), CBS 51200 (Bytes), EBS 0 (Bytes) 

        Green action  : pass 

        Yellow action : pass 

        Red action    : discard 

        Green packets : 0 (Packets) 

        Red packets   : 0 (Packets) 

Interface: GigabitEthernet1/0/3 

  Direction: Inbound 

  Policy: b 

   Classifier: b 

     Operator: AND 

     Rule(s) : 

      If-match any 

     Behavior: b 

      Committed Access Rate: 

        CIR 112 (kbps), CBS 51200 (Bytes), EBS 0 (Bytes) 

        Green action  : pass 

        Yellow action : pass 

        Red action    : discard 

        Green packets : 0(Packets) 

        Red packets   : 0 (Packets) 

Interface: GigabitEthernet1/0/3 

  Direction: Inbound 

  Policy: a 

   Classifier: a 

     Operator: AND 

     Rule(s) : 

      If-match any 

     Behavior: a 

      Committed Access Rate: 

        CIR 112 (kbps), CBS 51200 (Bytes), EBS 0 (Bytes) 

        Green action  : pass 

        Yellow action : pass 

        Red action    : discard 

        Green packets : 0 (Packets) 

        Red packets   : 0 (Packets) 

Table 10 Command output 

Field Description 

Direction Direction in which the QoS policy is applied. 

Policy User-defined QoS policy name or system-defined QoS policy name. 

Matched Number of matching packets. 
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Field Description 

Forwarded Average rate of successfully forwarded matching packets in a 
statistics collection period. 

Dropped Average rate of dropped matching packets in a statistics collection 
period. 

Green packets Traffic statistics for green packets. 

Yellow packets Traffic statistics for yellow packets.  

Red packets Traffic statistics for red packets. 
 

For the description of other fields, see Table 1, Table 3, and Table 5. 

qos apply policy (interface view, control plane view, 
control-plane management view) 

Use qos apply policy to apply a QoS policy to an interface or control plane. 

Use undo qos apply policy to remove an applied QoS policy. 

Syntax 
qos apply policy policy-name { inbound | outbound } 

undo qos apply policy policy-name { inbound | outbound } 

Default 
No QoS policy is applied.  

Views 
Control plane view 

Control-plane management view 

Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
policy-name: Specifies a QoS policy by its name, a case-sensitive string of 1 to 31 characters. 

inbound: Applies the QoS policy to incoming traffic.  

outbound: Applies the QoS policy to outgoing traffic.  

Usage guidelines 
When you apply a QoS policy to an interface, follow these rules: 
• The bandwidth assigned to AF and EF queues in the QoS policy must be smaller than the 

available bandwidth of the interface. Otherwise, the QoS policy cannot be successfully applied 
to the interface. 

• If you modify the available bandwidth of the interface to be smaller than the bandwidth for AF 
and EF queues, the applied QoS policy is removed. 

A QoS policy configured with CBQ is not supported in control plane view or control-plane 
management view. 
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Examples 
# Apply QoS policy USER1 to the incoming traffic of GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] qos apply policy USER1 inbound 

qos policy 
Use qos policy to create a QoS policy and enter its view, or enter the view of an existing QoS 
policy. 

Use undo qos policy to delete a QoS policy. 

Syntax 
qos policy policy-name 

undo qos policy policy-name 

Default 
No QoS policies exist.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
policy-name: Specifies a name for the QoS policy, a case-sensitive string of 1 to 31 characters. 

Usage guidelines 
To delete a QoS policy that has been applied to an object, you must first remove the QoS policy from 
the object. 

Examples 
# Create a QoS policy named user1. 
<Sysname> system-view 

[Sysname] qos policy user1 

[Sysname-qospolicy-user1] 

Related commands 
classifier behavior 

qos apply policy 

reset qos policy advpn 
Use reset qos policy advpn to clear the statistics for QoS policies applied to hub-spoke 
tunnels on a tunnel interface. 

Syntax 
reset qos policy advpn tunnel number [ ipv4-address | ipv6-address ] 
[ outbound ] 
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Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies a tunnel interface by its number. The value range for the number argument is 0 
to 1023. 

ipv4-address: Specifies the spoke's private IPv4 address of a hub-spoke tunnel.  

ipv6-address: Specifies the spoke's private IPv6 address of a hub-spoke tunnel. 

outbound: Specifies the QoS policies applied to the outbound direction.  

Usage guidelines 
If you do not specify a spoke's private IP address of a hub-spoke tunnel, this command clears the 
QoS policy statistics for all hub-spoke tunnels on a tunnel interface. For information about hub-spoke 
tunnels, see ADVPN in VPN Configuration Guide. 

For configuration commands for tunnel interfaces, see tunnel commands in VPN Command 
Reference. 

Examples 
# Clear the statistics for the QoS policy applied to the outgoing traffic of the hub-spoke tunnel with 
spoke's IPv4 address 192.168.0.3 on tunnel interface 1.  
<Sysname> reset qos policy advpn tunnel 1 192.168.0.3 outbound 

reset qos policy control-plane 
Use reset qos policy control-plane to clear the statistics of the QoS policy applied to a 
control plane. 

Syntax 
reset qos policy control-plane slot slot-number 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID.  

Examples 
# Clear the statistics of the QoS policy applied to the control plane of slot 1.  
<Sysname> reset qos policy control-plane slot 1 

# Clear the statistics of the QoS policy applied to the control plane of slot 3 in chassis 1. 
<Sysname> reset qos policy control-plane chassis 1 slot 3 
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QoS policy-based traffic rate statistics collection 
period commands 
qos flow-interval 

Use qos flow-interval to set the QoS policy-based traffic rate statistics collection period for an 
interface. 

Use undo qos flow-interval to restore the default. 

Syntax 
qos flow-interval interval 

undo qos flow-interval 

Default 
The QoS policy-based traffic rate statistics collection period is 5 minutes on an interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Sets the QoS policy-based traffic rate statistics collection period in minutes. The value 
range for this argument is 1 to 10. 

Usage guidelines 
You can enable collection of per-class traffic statistics over a period of time, including the average 
forwarding rate and drop rate. For example, if you set the statistics collection period to 10 minutes, 
the system performs the following operations: 
• Collects traffic statistics for the most recent 10 minutes.  
• Refreshes the statistics every 10/5 minutes, 2 minutes. 

The traffic rate statistics collection period of a subinterface is the same as the period configured on 
the main interface. 

Examples 
# Set the QoS policy-based traffic rate statistics collection period to 10 minutes on GigabitEthernet 
1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] qos flow-interval 10 

Related commands 
display qos policy interface 
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Traffic policing commands 
Traffic policing commands 
display qos car interface 

Use display qos car interface to display the CAR configuration and statistics for interfaces. 

Syntax 
display qos car interface [ interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays the CAR configuration and statistics for all interfaces 
except VA interfaces. For information about VA interfaces, see PPP in Layer 2—WAN Access 
Configuration Guide. 

Usage guidelines 
If you specify a VT interface, this command displays the CAR configuration and statistics of each VA 
interface of the VT interface. It does not display QoS information about the VT interface. 

Examples 
# Display the CAR configuration and statistics for GigabitEthernet 1/0/1. 
<Sysname> display qos car interface gigabitethernet 1/0/1 

Interface: GigabitEthernet1/0/1 

 Direction: inbound 

  Rule: If-match any 

   CIR 128 (kbps), CBS 5120 (Bytes), PIR 128 (kbps), EBS 512 (Bytes) 

   Green action  : pass 

   Yellow action : pass 

   Red action    : discard 

   Green packets : 0 (Packets), 0 (Bytes) 

   Yellow packets: 0 (Packets), 0 (Bytes) 

   Red packets   : 0 (Packets), 0 (Bytes) 

# Display the CAR information on GigabitEthernet 1/0/2. 
<Sysname> display qos car interface gigabitethernet 1/0/2 

Interface: GigabitEthernet1/0/2 

 Direction: inbound 

  Rule: If-match any 
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   CIR 50 (%), CBS 600 (ms), EBS 0 (ms), PIR 50 (%) 

   Green action  : pass 

   Yellow action : pass 

   Red action    : discard 

   Green packets : 0 (Packets), 0 (Bytes) 

   Yellow packets: 0 (Packets), 0 (Bytes) 

   Red packets   : 0 (Packets), 0 (Bytes) 

Table 11 Command output 

Field Description 

Interface Interface name, including interface type and interface number. 

Direction Direction in which traffic policing is applied. 

Rule Match criteria.  

CIR CIR in kbps. 

CBS CBS in bytes. 

EBS EBS in bytes. 

PIR PIR in kbps. 

Green action Action to take on green packets. 

Yellow action Action to take on yellow packets. 

Red action Action to take on red packets. 

Overhead 
compensation length Packet compensation length in bytes for outbound traffic policing. 

Online session count Number of current online sessions. 

Current CIR CIR in kbps after dynamic adjustment. 

Current bandwidth 
The actual total traffic rate in kbps for all online sessions. 
This value might be greater than the current CIR multiplied by the number of 
current online sessions. 

Bandwidth utilization 
threshold 

Maximum bandwidth threshold in kbps. 
• If the bandwidth command is not executed on the interface, this value is 

the actual interface bandwidth multiplied by the maximum bandwidth 
percentage. 

• If the bandwidth command is executed on the interface, this value is the 
configured interface bandwidth multiplied by the maximum bandwidth 
percentage. 

 

Related commands 
bandwidth (Interface Command Reference) 

qos car (interface view) 

qos carl 

display qos carl 
Use display qos carl to display CAR lists. 
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Syntax 
display qos carl [ carl-index ] [ slot slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
carl-index: Specifies a CAR list by its number in the range of 1 to 199. If you do not specify a 
CAR list, this command displays all CAR lists. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays the CAR lists for the master device.  

Examples 
# Display all CAR lists. 
<Sysname> display qos carl 

List  Rules 

1     destination-ip-address range 1.1.1.1 to 1.1.1.2 per-address shared-bandwidth 

2     destination-ip-address subnet 1.1.1.1 22 per-address shared-bandwidth 

4     dscp 1 2 3 4 5 6 7 cs1 

5     mac 0000-0000-0000 

6     mpls-exp 0 1 2 

9     precedence 0 1 2 3 4 5 6 7 

10    source-ip-address range 1.1.1.1 to 1.1.1.2 

11    source-ip-address subnet 1.1.1.1 31 

qos car 
Use qos car to configure a CAR policy on an interface. 

Use undo qos car to delete a CAR policy from an interface. 

Syntax 
qos car { inbound | outbound } { any | acl [ ipv6 ] acl-number | carl 
carl-index } cir committed-information-rate [ cbs committed-burst-size 
[ ebs excess-burst-size ] ] [ green action | red action | yellow action ] * 

qos car { inbound | outbound } { any | acl [ ipv6 ] acl-number | carl 
carl-index } cir committed-information-rate [ cbs committed-burst-size ] 
pir peak-information-rate [ ebs excess-burst-size ] [ green action | red 
action | yellow action ] * 

undo qos car { inbound | outbound } { any | acl [ ipv6 ] acl-number | carl 
carl-index } 

Default 
No CAR policy is configured.  
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Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
inbound: Performs CAR for incoming packets on the interface. 

outbound: Performs CAR for outgoing packets on the interface. 

any: Performs CAR for all IP packets in the specified direction. 

acl [ ipv6 ] acl-number: Performs CAR for packets matching an ACL specified by its number. 
The value range for the acl-number argument is 2000 to 2999 for basic ACLs and 3000 to 3999 for 
advanced ACLs. If you do not specify ipv6, this option specifies an IPv4 ACL. If you specify ipv6, 
this option specifies an IPv6 ACL.  

carl carl-index: Performs CAR for packets matching a CAR list specified by its number in the 
range of 1 to 199. 

cir committed-information-rate: Specifies the CIR in kbps. The value range for 
committed-information-rate is 8 to 10000000. 

cbs committed-burst-size: Specifies the CBS in bytes, which is the size of bursty traffic when 
the actual average rate is not greater than the CIR. The value range for committed-burst-size 
is 1875 to 19375000. The default CBS is the product of 62.5 and the CIR.  

ebs excess-burst-size: Specifies the EBS in bytes. The value range for 
excess-burst-size is 0 to 19375000. The default EBS is 0.  

pir peak-information-rate: Specifies the PIR in kbps. The value range for 
peak-information-rate is 8 to 10000000.  

green: Specifies the action to take on packets when the traffic rate conforms to the CIR. The default 
is pass. 

red: Specifies the action to take on packets when the traffic rate conforms to neither CIR nor PIR. 
The default is discard. 

yellow: Specifies the action to take on packets when the traffic rate exceeds the CIR but conforms 
to the PIR. The default is pass. 

action: Specifies the action to take on packets: 

• continue: Continues to process the packet by using the next CAR policy. 

• discard: Drops the packet. 

• pass: Permits the packet to pass through. 

• remark-dot1p-continue new-cos: Sets the 802.1p priority value of the 802.1p packet to 
new-cos and continues to process the packet by using the next CAR policy. The new-cos 
argument is in the range of 0 to 7. 

• remark-dot1p-pass new-cos: Sets the 802.1p priority value of the 802.1p packet to 
new-cos and permits the packet to pass through. The new-cos argument is in the range of 0 
to 7. 

• remark-dscp-continue new-dscp: Remarks the packet with a new DSCP value and 
continues to process the packet by using the next CAR policy. The new-dscp argument is in 
the range of 0 to 63. Alternatively, you can specify the new-dscp argument with af11, af12, 
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af13, af21, af22, af23, af31, af32, af33, af41, af42, af43, cs1, cs2, cs3, cs4, 
cs5, cs6, cs7, default, or ef. 

• remark-dscp-pass new-dscp: Remarks the packet with a new DSCP value and permits 
the packet to pass through. The new-dscp argument is in the range of 0 to 63. Alternatively, 
you can specify the new-dscp argument with af11, af12, af13, af21, af22, af23, af31, 
af32, af33, af41, af42, af43, cs1, cs2, cs3, cs4, cs5, cs6, cs7, default, or ef. 

• remark-mpls-exp-continue new-exp: Sets the EXP field value of the MPLS packet to 
new-exp and continues to process the packet by using the next CAR policy. The new-exp 
argument is in the range of 0 to 7. 

• remark-mpls-exp-pass new-exp: Sets the EXP field value of the MPLS packet to 
new-exp and permits the packet to pass through. The new-exp argument is in the range of 0 
to 7. 

• remark-prec-continue new-precedence: Re-marks the packet with a new IP 
precedence and continues to process the packet by using the next CAR policy. The 
new-precedence argument is in the range of 0 to 7. 

• remark-prec-pass new-precedence: Re-marks the packet with a new IP precedence 
and permits the packet to pass through. The new-precedence argument is in the range of 0 
to 7.  

Usage guidelines 
To use two rates for traffic policing, configure the qos car command with the pir 
peak-information-rate option. To use one rate for traffic policing, configure the qos car 
command without the pir peak-information-rate option. 

You can configure multiple qos car commands on an interface to define multiple CAR policies. 
These CAR policies are executed in their configuration order. 

When you reference an ACL, follow these restrictions and guidelines: 
• If the ACL does not exist or contains no rules, the ACL is not used to match packets. 
• If the vpn-instance vpn-instance option is specified in a rule, the rule takes effect only 

on VPN packets. If the vpn-instance vpn-instance option is not specified in a rule, the 
rule takes effect on both VPN packets and non-VPN packets. 

Dynamic traffic policing allows you to dynamically adjust the bandwidth allowed per IP address on an 
interface to improve bandwidth usage. 

When the following conditions exist, the dynamic traffic policing feature is activated on an interface: 
• A CAR list is used and he per-address parameter is specified in the CAR list. 

• Only one CAR list-based CAR policy is applied to the same direction of an interface, and the 
max-cir parameter is specified. 

Examples 
# Perform CAR for all packets in the outbound direction of GigabitEthernet 1/0/1. The CAR 
parameters are as follows:  
• CIR is 200 kbps.  
• CBS is 5120 bytes.  
• EBS is 0.  
• Conforming packets are transmitted.  
• Excess packets are set with an IP precedence of 0 and transmitted. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 
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[Sysname-GigabitEthernet1/0/1] qos car outbound any cir 200 cbs 5000 ebs 0 green pass red 
remark-prec-pass 0 

Related commands 
display qos car interface 

qos carl 

qos carl 
Use qos carl to create or modify a CAR list. 

Use undo qos carl to delete a CAR list. 

Syntax 
qos carl carl-index { dscp dscp-list | mac mac-address | mpls-exp 
mpls-exp-value | precedence precedence-value | { destination-ip-address | 
source-ip-address } { range start-ip-address to end-ip-address | subnet 
ip-address mask-length } [ per-address [ shared-bandwidth ] ] } 

undo qos carl carl-index 

Default 
No CAR list is configured. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
carl-index: Specifies a CAR list by its number in the range of 1 to 199. 

dscp dscp-list: Specifies a list of DSCP values. A DSCP value can be a number from 0 to 63 or 
any of the following keywords af11, af12, af13, af21, af22, af23, af31, af32, af33, af41, 
af42, af43, cs1, cs2, cs3, cs4, cs5, cs6, cs7, default, or ef. You can configure up to eight 
DSCP values in one command line. If the same DSCP value is specified multiple times, the system 
considers the values to be one value. If a packet matches one of the defined DSCP values, it 
matches the if-match clause. 

mac mac-address: Specifies a MAC address in hexadecimal format. 

mpls-exp mpls-exp-value: Specifies an MPLS EXP value in the range of 0 to 7. You can 
configure up to eight MPLS EXP values in one command line. If the same MPLS EXP value is 
specified multiple times, the system considers the values to be one value. If a packet matches one of 
the defined MPLS EXP values, it matches the if-match clause. 

precedence precedence: Specifies a precedence value in the range of 0 to 7. You can configure 
up to eight IP precedence values in one command line. If the same IP precedence value is specified 
multiple times, the system considers the values to be one value. If a packet matches one of the 
defined IP precedence values, it matches the if-match clause. 

destination-ip-address: Configures a destination IP address-based CAR list. 

source-ip-address: Configures a source IP address-based CAR list. 
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range start-ip-address to end-ip-address: Specifies an IP address range by the start 
address and end address. The value for end-ip-address must be greater than the value for 
start-ip-address.  

subnet ip-address mask-length: Specifies a subnet by the IP subnet address and IP subnet 
address mask length. The value range for mask-length is 22 to 31. 

per-address: Performs per-IP address rate limiting within the network segment. When this 
keyword is specified, the CIR is dedicated bandwidth for each IP address and is not shared by any 
other IP address. If you do not specify this keyword, the following events occur:  
• Rate limiting is performed for the entire network segment.  
• All of the CIR is allocated among all IP addresses in proportion to the traffic load of each IP 

address. 

shared-bandwidth: Specifies that traffic of all IP addresses within the network segment shares 
the remaining bandwidth (the CIR). If you specify this keyword, all of the CIR is allocated evenly 
among all IP addresses with traffic load. 

Usage guidelines 
You can create a CAR list based on IP precedence, MAC address, MPLS EXP, DSCP, or IP network 
segment. 

If you execute this command multiple times for the same CAR list, the most recent configuration 
takes effect. If you execute this command multiple times for different CAR lists, multiple CAR lists are 
created. 

To perform rate limiting for a single IP address, use the qos car acl command in interface view. 

Examples 
# Apply CAR list 1 to the outbound direction of GigabitEthernet 1/0/1 to meet the following 
requirements: 
• The rate of each host on the subnet 1.1.1.0/24 is limited to 512 kbps.  
• Traffic of IP addresses in the subnet does not share the remaining bandwidth. 
<Sysname> system-view 

[Sysname] qos carl 1 source-ip-address subnet 1.1.1.0 24 per-address 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] qos car outbound carl 1 cir 512 cbs 5120 ebs 0 green pass 
red discard 

# Apply CAR list 2 to the outbound direction of GigabitEthernet 1/0/1 to meet the following 
requirements: 
• The rate of each host in the IP address range of 1.1.2.100 to 1.1.2.199 is limited to 5 Mbps.  
• Traffic of IP addresses in the subnet shares the remaining bandwidth. 
<Sysname> system-view 

[Sysname] qos carl 2 source-ip-address range 1.1.2.100 to 1.1.2.199 per-address 
shared-bandwidth 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] qos car outbound carl 2 cir 5120 cbs 51200 ebs 51200 green 
pass red discard 

Related commands 
display qos carl 

qos car 
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GTS commands 
The following compatibility matrixes show the support of hardware platforms for GTS: 
 

Models GTS compatibility 
NFNX5-HD6480, NFNX3-HDB680, NFNX3-HDB1080 Yes 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

No 

 

display qos gts interface 
Use display qos gts interface to display the GTS configuration and statistics for interfaces. 

Syntax 
display qos gts interface [ interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays the GTS configuration and statistics for all interfaces 
except VA interfaces. For information about VA interfaces, see PPP in Layer 2—WAN Access 
Configuration Guide. 

Usage guidelines 
If you specify a VT interface, this command displays the GTS configuration and statistics of each VA 
interface of the VT interface. It does not display QoS information about the VT interface. 

Examples 
# Display the GTS configuration and statistics for all interfaces. 
<Sysname> display qos gts interface 

Interface: GigabitEthernet1/0/1 

 Rule: If-match acl 2001 

  CIR 512 (kbps), CBS 51200 (Bytes), PIR 5120 (kbps), EBS 0 (Bytes) 

  Queue Length: 100 (Packets) 

  Queue Size: 70 (Packets) 

  Passed   : 0 (Packets) 0 (Bytes) 

  Discarded: 0 (Packets) 0 (Bytes) 

  Delayed  : 0 (Packets) 0 (Bytes) 

 

Interface: GigabitEthernet1/0/2 

 Rule: If-match acl 2001 
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  CIR 64 (kbps), CBS 51200 (Bytes), EBS 0 (Bytes) 

  Queue Length: 100 (Packets) 

  Queue Size: 70 (Packets) 

  Passed   : 0 (Packets) 0 (Bytes) 

  Discarded: 0 (Packets) 0 (Bytes) 

  Delayed  : 0 (Packets) 0 (Bytes)  

Table 12 Command output 

Field Description 

Interface Interface name, including the interface type and interface number. 

Rule Match criteria. 

CIR CIR in kbps (if the CIR is specified in absolute value) or in percentage (if the CIR is 
specified in percentage). 

CBS 
CBS in bytes (if the CBS is specified in absolute value) or in ms (if the CBS is specified 
in milliseconds). When the CBS is specified in milliseconds, the actual CBS value is 
cbs-time × the actual CIR value. 

EBS 
EBS in bytes (if the EBS is specified in absolute value) or in ms (if the EBS is specified 
in milliseconds). When the EBS is specified in milliseconds, the actual EBS value is 
ebs-time × the actual CIR value. 

PIR PIR in kbps (if the PIR is specified in absolute value) or in percentage (if the PIR is 
specified in percentage). 

Queue Length Number of packets that the buffer can hold. 

Queue Size Number of packets in the buffer. 

Passed Number and bytes of packets that have been forwarded. 

Discarded Number and bytes of dropped packets. 

Delayed Number and bytes of delayed packets. 
 

qos gts 
Use qos gts to set GTS parameters on an interface. 

Use undo qos gts to delete the GTS configuration on an interface. 

Syntax 
qos gts { any | acl [ ipv6 ] acl-number } cir committed-information-rate 
[ cbs committed-burst-size [ ebs excess-burst-size ] ] [ queue-length 
queue-length ] 

undo qos gts { any | acl [ ipv6 ] acl-number } 

Default 
No GTS parameters are configured. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
any: Shapes all packets. 

acl [ ipv6 ] acl-number: Performs GTS for packets matching an ACL specified by its number. 
The value range for the acl-number argument is 2000 to 3999 for basic ACLs and 3000 to 3999 for 
advanced ACLs. If you do not specify ipv6, this option specifies an IPv4 ACL. If you specify ipv6, 
this option specifies an IPv6 ACL.  

cir committed-information-rate: Specifies the CIR in kbps. The value range for 
committed-information-rate is 8 to 32000000. 

cbs committed-burst-size: Specifies the CBS in bytes. The value range for 
committed-burst-size is 512 to 1000000000. The default CBS is the product of 62.5 and the 
CIR. 

ebs excess-burst-size: Specifies the EBS in bytes, which is the traffic exceeding CBS when 
two token buckets are used. The value range for excess-burst-size is 0 to 1000000000. The 
default EBS is 0. 

queue-length queue-length: Specifies the maximum number of packets allowed in the queue. 
The value range for queue-length is 1 to 1024. The default is 50. 

Usage guidelines 
To use two rates for traffic shaping, configure the qos gts command with the pir 
peak-information-rate option. To use one rate for traffic shaping, configure the qos gts 
command without the pir peak-information-rate option.  

When you reference an ACL, follow these restrictions and guidelines: 
• If the ACL does not exist or contains no rules, the ACL is not used to match packets. 
• If the vpn-instance vpn-instance option is specified in a rule, the rule takes effect only 

on VPN packets. If the vpn-instance vpn-instance option is not specified in a rule, the 
rule takes effect on both VPN packets and non-VPN packets. 

Examples 
# Shape the packets matching ACL 2001 on GigabitEthernet 1/0/1. The GTS parameters are as 
follows:  
• The CIR is 200 kbps.  
• The CBS is 51200 bytes.  
• The EBS is 0.  
• The maximum buffer queue length is 100. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] qos gts acl 2001 cir 200 cbs 51200 ebs 0 queue-length 100 

Rate limit commands 
The following compatibility matrixes show the support of hardware platforms for rate limit: 
 

Models Rate limit compatibility 
NFNX5-HD6480, NFNX3-HDB680, NFNX3-HDB1080 Yes 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

No 
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display qos lr 
Use display qos lr to display the rate limit configuration and statistics for interfaces. 

Syntax 
display qos lr interface [ interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays the rate limit configuration and statistics for all 
interfaces except VA interfaces. For information about VA interfaces, see PPP in Layer 2—WAN 
Access Configuration Guide. 

Usage guidelines 
If you specify a VT interface, this command displays the rate limit configuration and statistics of each 
VA interface of the VT interface. It does not display QoS information about the VT interface. 

Examples 
# Display the rate limit configuration and statistics for all interfaces. 
<Sysname> display qos lr interface 

Interface: GigabitEthernet1/0/1 

 Direction: Outbound 

  CIR 2000 (kbps), CBS 20480 (Bytes), EBS 0 (Bytes) 

  Passed   : 1000 (Packets) 1000 (Bytes) 

  Discarded: 1000 (Packets) 1000 (Bytes) 

  Delayed  : 1000 (Packets) 1000 (Bytes) 

  Active shaping: No 

Interface: GigabitEthernet1/0/2 

 Direction: Outbound 

  CIR 64 (kbps), CBS 512 (Bytes), EBS 0 (Bytes) 

  Passed   : 1000 (Packets) 1000 (Bytes) 

  Discarded: 1000 (Packets) 1000 (Bytes) 

  Delayed  : 1000 (Packets) 1000 (Bytes) 

  Active shaping: No 

Table 13 Command output 

Field Description 

Interface Interface name, including the interface type and interface number. 

Direction Direction in which the rate limit configuration is applied. 

CIR CIR in kbps (if the CIR is specified in absolute value) or in percentage (if the CIR is 
specified in percentage). 
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Field Description 

CBS 
CBS in bytes (if the CBS is specified in absolute value) or in ms (if the CBS is specified 
in milliseconds). When the CBS is specified in milliseconds, the actual CBS value is 
cbs-time × the actual CIR value. 

EBS 
EBS in bytes (if the EBS is specified in absolute value) or in ms (if the EBS is specified 
in milliseconds). When the EBS is specified in milliseconds, the actual EBS value is 
ebs-time × the actual CIR value. 

Passed Number and bytes of packets that have passed. 

Discarded Number and bytes of dropped packets. 

Delayed Number and bytes of delayed packets. 

Active shaping 
Indicates whether the rate limit configuration is activated: 
• Yes—Activated. 
• No—Not activated. 

 

qos lr 
Use qos lr to configure rate limiting on an interface. 

Use undo qos lr to delete the rate limit configuration on an interface. 

Syntax 
qos lr outbound cir committed-information-rate [ cbs committed-burst-size 
[ ebs excess-burst-size ] ] 

undo qos lr outbound 

Default 
No rate limit is configured.  

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
outbound: Limits the rate of outgoing packets. 

cir committed-information-rate: Specifies the CIR in kbps. The value range for 
committed-information-rate is 5 to 1000000. 

cbs committed-burst-size: Specifies the CBS in the range of 100 to 100000 bytes. The 
default CBS is the product of 62.5 and the CIR. 

ebs excess-burst-size: Specifies the EBS in bytes, which is the traffic exceeding CBS when 
two token buckets are used. The value range for excess-burst-size is 0 to 100000. The default 
is 0. 

Examples 
# Limit the rate of outgoing packets on GigabitEthernet 1/0/1, with CIR 256 kbps and CBS 51200 
bytes. 
<Sysname> system-view 
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[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] qos lr outbound cir 256 cbs 51200 

qos overhead layer 
Use qos overhead layer physical to include the physical layer header in calculating the 
packet length for rate limiting. 

Use undo qos overhead layer physical to restore the default. 

Syntax 
qos overhead layer physical 

undo qos overhead layer physical 

Default 
The device calculates the packet length for rate limiting based on the data link layer frame. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command allows the device to include a 24-byte physical layer header in calculating the packet 
length for rate limiting. As a best practice, configure this command in scenarios where packets are 
small and precise rate limiting is required. To save computing resources, do not configure this 
command if the device processes large packets. 

This command takes effect only on Layer 3 Ethernet interfaces and Layer 3 aggregate interfaces. 

Examples 
# Include the physical layer header in calculating the packet length for rate limiting. 
<Sysname> system-view 

[Sysname] qos overhead layer physical 

Related commands 
display qos lr 

qos lr 

qos lr percent 
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Time range commands 
display time-range 

Use display time-range to display time range configuration and status. 

Syntax 
display time-range { time-range-name | all } 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
time-range-name: Specifies a time range name, a case-insensitive string of 1 to 32 characters.  

all: Displays the configuration and status of all existing time ranges. 

Examples 
# Display the configuration and status of time range t4. 
<Sysname> display time-range t4 

Current time is 17:12:34 11/23/2010 Tuesday 

 

Time-range : t4 (Inactive) 

 10:00 to 12:00 Mon 

 14:00 to 16:00 Wed 

 from 00:00:00 1/1/2011 to 00:00:00 1/1/2012 

 from 00:00:00 6/1/2011 to 00:00:00 7/1/2011 

Table 1 Command output 

Field Description 

Current time Current system time. 

Time-range Configuration and status of the time range, including its name, status (active 
or inactive), and start time and end time. 

 

time-range 
Use time-range to create or edit a time range. 

Use undo time-range to delete a time range or a statement in the time range. 

Syntax 
time-range time-range-name { start-time to end-time days [ from time1 date1 ] 
[ to time2 date2 ] | from time1 date1 [ to time2 date2 ] | to time2 date2 } 
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undo time-range time-range-name [ start-time to end-time days [ from time1 
date1 ] [ to time2 date2 ] | from time1 date1 [ to time2 date2 ] | to time2 
date2 ] 

Default 
No time ranges exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time-range-name: Specifies a time range name. The name is a case-insensitive string of 1 to 32 
characters. To avoid confusion, it cannot be all. 

start-time to end-time: Specifies a periodic statement. Both start-time and end-time 
are in hh:mm format (24-hour clock). The value is in the range of 00:00 to 23:59 for the start time, and 
00:00 to 24:00 for the end time. The end time must be greater than the start time. 

days: Specifies the day or days of the week (in words or digits) on which the periodic statement is 
valid. If you specify multiple values, separate each value with a space, and make sure they do not 
overlap. These values can take one of the following forms: 
• A digit in the range of 0 to 6, for Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, and 

Saturday. 
• A day of a week in abbreviated words: Sun, Mon, Tue, Wed, Thu, Fri, and Sat. 

• working-day for Monday through Friday. 

• off-day for Saturday and Sunday. 

• daily for the whole week. 

from time1 date1: Specifies the start time and date of an absolute statement. The time1 
argument specifies the time of the day in hh:mm or hh:mm:ss format (24-hour clock). Its value is in 
the range of 00:00:00 to 23:59:59. The date1 argument specifies a date in MM/DD/YYYY or 
YYYY/MM/DD format, where MM is the month of the year in the range of 1 to 12, DD is the day of the 
month with the range varying by MM, and YYYY is the year in the calendar in the range of 1970 to 
2100. If you do not specify this option, the start time is 01/01/1970 00:00:00 AM, the earliest time 
available in the system. 

to time2 date2: Specifies the end time and date of the absolute time statement. The time2 
argument has the same format as the time1 argument, but its value is in the range of 00:00:00 to 
24:00:00. The date2 argument has the same format and value range as the date1 argument. The 
end time must be greater than the start time. If you do not specify this option, the end time is 
12/31/2100 24:00:00 PM, the maximum time available in the system. 

Usage guidelines 
If an existing time range name is provided, this command adds a statement to the time range. 

You can create multiple statements in a time range. Each time statement can take one of the 
following forms: 
• Periodic statement in the start-time to end-time days format. A periodic statement 

recurs periodically on a day or days of the week. 
• Absolute statement in the from time1 date1 to time2 date2 format. An absolute 

statement does not recur. 
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• Compound statement in the start-time to end-time days from time1 date1 to 
time2 date2 format. A compound statement recurs on a day or days of the week only within 
the specified period. For example, to create a time range that is active from 08:00 to 12:00 on 
Monday between January 1, 2015, 00:00 and December 31, 2015, 23:59, use the 
time-range test 08:00 to 12:00 Mon from 00:00 01/01/2015 to 23:59 
12/31/2015 command. 

You can create a maximum of 1024 time ranges, each with a maximum of 32 periodic statements 
and 12 absolute statements. The active period of a time range is calculated as follows:  
1. Combining all periodic statements. 
2. Combining all absolute statements. 
3. Taking the intersection of the two statement sets as the active period of the time range. 

Examples 
# Create a periodic time range t1, setting it to be active between 8:00 to 18:00 during working days. 
<Sysname> system-view 

[Sysname] time-range t1 08:00 to 18:00 working-day 

# Create an absolute time range t2, setting it to be active in the whole year of 2011. 
<Sysname> system-view 

[Sysname] time-range t2 from 00:00 1/1/2011 to 24:00 12/31/2011 

# Create a compound time range t3, setting it to be active from 08:00 to 12:00 on Saturdays and 
Sundays of the year 2011. 
<Sysname> system-view 

[Sysname] time-range t3 08:00 to 12:00 off-day from 00:00 1/1/2011 to 24:00 12/31/2011 

# Create a compound time range t4, setting it to be active from 10:00 to 12:00 on Mondays and from 
14:00 to 16:00 on Wednesdays in January and June of the year 2011. 
<Sysname> system-view 

[Sysname] time-range t4 10:00 to 12:00 1 from 00:00 1/1/2011 to 24:00 1/31/2011 

[Sysname] time-range t4 14:00 to 16:00 3 from 00:00 6/1/2011 to 24:00 6/30/2011 

# Create an absolute time range t5, setting it to be active between 8:00 to 18:00 on January 1st, 
2018. 
<Sysname> system-view 

[Sysname] time-range t5 from 08:00:00 1/1/2018 to 18:00:00 1/1/2018 

Related commands 
display time-range 
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Preface 
This command reference describes the commands for configuring IP multicast features, including 
multicast routing and forwarding, PIM, IGMP, IPv6 multicast routing and forwarding, and MLD. 

This preface includes the following topics about the documentation: 
• Audience. 
• Conventions. 

Audience 
This documentation is intended for: 
• Network planners. 
• Field technical support and servicing engineers. 
• Network administrators. 

Conventions 
The following information describes the conventions used in the documentation. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select a minimum of one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 

GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window opens; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 



Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
 

Network topology icons 

Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch. 

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

 
Represents a security module, such as a firewall, load balancing, NetStream, SSL 
VPN, IPS, or ACG module. 

 

Examples provided in this document 
Examples in this document might use devices that differ from your device in hardware model, 
configuration, or software version. It is normal that the port numbers, sample output, screenshots, 
and other information in the examples differ from what you have on your device. 

 

TT

TT
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Multicast routing and forwarding 
commands 
delete ip rpf-route-static 

Use delete ip rpf-route-static to delete all static multicast routes. 

Syntax 
delete ip rpf-route-static [ vpn-instance vpn-instance-name ] 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
deletes all static multicast routes on the public network. 

Usage guidelines 
This command deletes all static multicast routes. To delete a specified static multicast route, use the 
undo ip rpf-route-static command. 

Examples 
# Delete all static multicast routes on the public network. 
<Sysname> system-view 

[Sysname] delete ip rpf-route-static 

This will erase all multicast static routes and their configurations, you must reconfigure 
all static routes. 

Are you sure?[Y/N]:y 

Related commands 
ip rpf-route-static 

display mrib interface 
Use display mrib interface to display information about interfaces maintained by the MRIB. 

Syntax 
display mrib [ vpn-instance vpn-instance-name ] interface [ interface-type 
interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 



 

2 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays information about interfaces maintained by the MRIB on the public network. 

interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays information about all interfaces maintained by the 
MRIB. 

Examples 
# Display information about interfaces maintained by the MRIB on the public network.  
<Sysname> display mrib interface 

 Interface: GigabitEthernet1/0/1 

     Index: 0x00004444 

     Current state: up 

     MTU: 1500 

     Type: BROADCAST 

     Protocol: PIM-DM 

     PIM protocol state: Enabled 

     Address list: 

          1. Local address : 8.12.0.2/16 

             Remote address: 0.0.0.0 

             Reference     : 1 

             State         : NORMAL 

Table 1 Command output 

Field Description 
Interface Interface name. 

Index Index number of the interface. 

Current state Current status of the interface: up or down. 

MTU MTU value. 

Type 

Interface type: 
• BROADCAST—Broadcast link interface. 
• P2P—P2P interface. 
• LOOP—Loopback interface. 
• REGISTER—Register interface. 
• NBMA—NBMA interface. 
• MTUNNEL—Multicast tunnel interface. 
This field is empty if the interface is Null 0. 

Protocol Protocol running on the interface: PIM-DM, PIM-SM, IGMP, PROXY, or MD. 

PIM protocol state Whether PIM is enabled: Enabled or Disabled. 

Address list Interface address list. 

Local address Local IP address. 

Remote address Remote end IP address. This field is displayed only when the interface is 
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Field Description 
vlink type. 

Reference  Number of times that the address has been referenced. 

State Status of the interface address: NORMAL or DEL. 
 

display multicast boundary 
Use display multicast boundary to display multicast boundary information. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] boundary 
[ group-address [ mask-length | mask ] ] [ interface interface-type 
interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays multicast boundary information on the public network. 

group-address: Specifies a multicast group by its IP address in the range of 224.0.0.0 to 
239.255.255.255. If you do not specify a multicast group, this command displays multicast boundary 
information for all multicast groups. 

mask-length: Specifies an address mask length in the range of 4 to 32. The default is 32. 

mask: Specifies an address mask. The default is 255.255.255.255. 

interface interface-type interface-number: Specifies an interface by its type and 
number. If you do not specify an interface, this command displays multicast boundary information for 
all interfaces. 

Examples 
# Display information about all multicast boundaries on the public network.  
<Sysname> display multicast boundary 

 Boundary            Interface 

 224.1.1.0/24        GE1/0/1 

 239.2.2.0/24        GE1/0/2 

Table 2 Command output 

Field Description 
Boundary Multicast group associated with the multicast boundary.  

Interface Boundary interface associated with the multicast boundary.  
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Related commands 
multicast boundary 

display multicast fast-forwarding cache 
Use display multicast fast-forwarding cache to display multicast fast forwarding 
entries. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] fast-forwarding 
cache [ source-address | group-address ] * [ slot slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays multicast fast forwarding entries on the public network. 

source-address: Specifies a multicast source address. 

group-address: Specifies a multicast group address in the range of 224.0.1.0 to 
239.255.255.255.  

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays multicast fast forwarding entries for the master device.  

Examples 
# Display multicast fast forwarding entries on the public network.  
<Sysname> display multicast fast-forwarding cache 

Total 1 entries, 1 matched 

 

 (60.1.1.200, 225.0.0.2) 

    Status     : Enabled 

    Source port: 2001                   Destination port: 2002 

    Protocol   : 2                      Flag            : 0x2 

    Incoming interface: GigabitEthernet1/0/3 

    List of 1 outgoing interfaces: 

        GigabitEthernet1/0/2 

          Status: Enabled               Flag: 0x14 

Table 3 Command output 

Field Description 

Total 1 entries, 1 matched Total number of (S, G) entries in the multicast fast forwarding table, and 
the total number of matching (S, G) entries. 
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Field Description 
(60.1.1.200, 225.0.0.2) (S, G) entry. 

Protocol Protocol number. 

Flag 

Flag of the (S, G) entry or the outgoing interface in the entry. 
This field displays one flag or the sum of multiple flags. In this example, 
the value 0x2 means that the entry has only one flag 0x2. The value 
0x14 means that the interface has flags 0x4 and 0x10. 
The following flags are available for an entry: 
• 0x1—The entry is created because of packets passed through 

between cards. 
• 0x2—The entry is added by multicast forwarding. 
The following flags are available for an outgoing interface: 
• 0x1—The interface is added to the entry because of packets 

passed through between cards. 
• 0x2—The interface is added to an existing entry. 
• 0x4—The MAC address of the interface is needed for fast 

forwarding. 
• 0x8—The interface is an outgoing interface associated with the 

incoming VLAN interface.  
• 0x10—The interface is associated with the entry. 
• 0x20—The interface is to be deleted. 

Status 
Status of the (S, G) entry or the outgoing interface: 
• Enabled—Available.  
• Disabled—Unavailable. 

Incoming interface Incoming interface of the (S, G) entry. 

List of 1 outgoing interfaces Outgoing interface list of the (S, G) entry. 
 

Related commands 
reset multicast fast-forwarding cache all 

display multicast forwarding df-info 
Use display multicast forwarding df-info to display DF information. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] forwarding df-info 
[ rp-address ] [ verbose ] [ slot slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays DF 
information on the public network. 

rp-address: Specifies a BIDIR-PIM RP by its IP address. 

verbose: Specifies detailed information. If you do not specify this keyword, the command displays 
brief information about DFs. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays DF information for the master device.  

Usage guidelines 
In a BIDIR-PIM domain, only the DF on each subnet can forward multicast data destined for a 
multicast group toward the RP of the group. For more information about the DF, see IP Multicast 
Configuration Guide. 

Examples 
# Display brief information about DFs on an ADVPN network. 
<Sysname> display multicast forwarding df-info 

Total 1 RPs, 1 matched 

 

00001. RP address: 1.1.1.1 

     Flags: 0x0 

     Uptime: 00:00:53 

     RPF interface: Tunnel2, 192.168.0.1 

     List of 2 DF interfaces: 

       1: LoopBack0 

       2: Tunnel2, 192.168.0.3 

# Display brief information about DFs on the public network.  
<Sysname> display multicast forwarding df-info 

Total 1 RPs, 1 matched 

 

00001. RP address: 7.11.0.2 

     Flags: 0x0 

     Uptime: 04:14:40 

     RPF interface: GigabitEthernet1/0/1 

     List of 1 DF interfaces: 

       1: GigabitEthernet1/0/2 

# Display detailed information about DFs on the public network.  
<Sysname> display multicast forwarding df-info verbose 

Total 1 RPs, 1 matched 

 

00001. RP address: 7.11.0.2 

     MID: 2, Flags: 0x0 

     Uptime: 03:37:22 

       Product information: 0x7a2f762f, 0x718fee9f, 0x4b82f137, 0x71c32184 

     RPF interface: GigabitEthernet1/0/1 

       Product information: 0xa567d6fc, 0xadeb03e3 

       Tunnel  information: 0xdfb107d4, 0x7aa5d510 

     List of 1 DF interfaces: 
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       1: GigabitEthernet1/0/2 

          Product information: 0xa986152b, 0xb74a9a2f 

          Tunnel  information: 0x297ca208, 0x76985b89 

Table 4 Command output 

Field Description 
Total 1 RPs, 1 matched Total number of RPs, and the total number of matching RPs. 

00001 Sequence number of the entry to which the RP is designated. 

RP address IP address of the RP. 

MID ID of the entry to which the RP is designated. Each entry to which the RP is 
designated has a unique MID. 

Flags 

Entry flag. 
This field displays one flag or the sum of multiple flags. In this example, the 
value 0x0 means that the entry has only one flag 0x0. 
The following flags are available for an entry: 
• 0x0—The entry is in correct state. 
• 0x4—The entry fails to update. 
• 0x8—DF interface information fails to update for the entry. 
• 0x40—The entry is to be deleted. 
• 0x100—The entry is being deleted. 
• 0x200—The entry is in GR state.  

Uptime Length of time for which the entry has been up. 

RPF interface RPF interface to the RP. 

List of 1 DF interfaces DF interface list. 

Tunnel2, 192.168.0.3 ADVPN tunnel interface, and the IP address of the remote end. 
 

display multicast forwarding event 
Use display multicast forwarding event to display statistics of multicast forwarding 
events. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] forwarding event 
[ slot slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays statistics of the multicast forwarding events on the public network. 
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slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays statistics of multicast forwarding events for the master 
device.  

Examples 
# Display statistics of multicast forwarding events on the public network. 
<Sysname> display multicast forwarding event 

Total active events sent: 0 

Total inactive events sent: 0 

Total NoCache events sent: 2 

Total NoCache events dropped: 0 

Total WrongIF events sent: 0 

Total WrongIF events dropped: 0 

Total SPT switch events sent: 0 

NoCache rate limit: 1024 packets/s 

WrongIF rate limit: 1 packets/10s 

Total timer of register suppress timeout: 0 

Table 5 Command output 

Field Description 
Total active events sent Number of times that entry-active events have been sent. 

Total inactive events sent Number of times that entry-inactive events have been sent. 

Total NoCache events sent Number of times that NoCache events have been sent. 

Total NoCache events dropped Number of times that NoCache events have been dropped. 

Total WrongIF events sent Number of times that WrongIF events have been sent. 

Total WrongIF events dropped Number of times that WrongIF events have been dropped. 

Total SPT switch events sent Number of times that SPT-switch events have been sent. 

NoCache rate limit Rate limit for sending NoCache events, in pps. 

WrongIF rate limit Rate limit for sending WrongIF events, in packets per 10 seconds. 

Total timer of register suppress 
timeout Number of times that the registration suppression has timed out in total. 

 

Related commands 
reset multicast forwarding event 

display multicast forwarding-table 
Use display multicast forwarding-table to display multicast forwarding entries. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] forwarding-table 
[ source-address [ mask { mask-length | mask } ] | group-address [ mask 
{ mask-length | mask } ] | incoming-interface interface-type 
interface-number | outgoing-interface { exclude | include | match } 
interface-type interface-number | slot slot-number | statistics ] * 

Views 
Any view 
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Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays multicast forwarding entries on the public network. 

source-address: Specifies a multicast source address. 

group-address: Specifies a multicast group address in the range of 224.0.0.0 to 
239.255.255.255. 

mask-length: Specifies an address mask length. The default value is 32. For a multicast group 
address, the value range for this argument is 4 to 32. For a multicast source address, the value range 
for this argument is 0 to 32. 

mask: Specifies an address mask. The default value is 255.255.255.255. 

incoming-interface: Specifies the multicast forwarding entries that contain the specified 
incoming interface. 

interface-type interface-number: Specifies an incoming interface by its type and number. 

outgoing-interface: Specifies the multicast forwarding entries that contain the specified 
outgoing interface. 

exclude: Specifies the multicast forwarding entries that do not contain the specified interface in the 
outgoing interface list. 

include: Specifies the multicast forwarding entries that contain the specified interface in the 
outgoing interface list. 

match: Specifies the forwarding entries that contain only the specified interface in the outgoing 
interface list. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays multicast forwarding entries for the master device.  

statistics: Displays statistics for the multicast forwarding table. 

Examples 
# Display multicast forwarding entries on an ADVPN network. 
<Sysname> display multicast forwarding-table 

Total 1 entries, 1 matched 

  

00001. (172.168.0.2, 227.0.0.1) 

     Flags: 0x0 

     Uptime: 00:08:32, Timeout in: 00:03:26 

     Incoming interface: Tunnel1, 12.1.1.3 

     List of 2 outgoing interface: 

             1:  Tunnel1, 12.1.1.1 

             2:  Tunnel1, 12.1.1.2 

     Matched 19648 packets(20512512 bytes), Wrong If 0 packet 

     Forwarded 19648 packets(20512512 bytes) 
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# Display multicast forwarding entries on the public network. 
<Sysname> display multicast forwarding-table 

Total 1 entries, 1 matched 

 

00001. (172.168.0.2, 227.0.0.1) 

     Flags: 0x0 

     Uptime: 00:08:32, Timeout in: 00:03:26 

     Incoming interface: Vlan-interface10 

          Incoming sub-VLAN: VLAN 11 

          Outgoing sub-VLAN: VLAN 12 

                             VLAN 13 

     List of 1 outgoing interfaces: 

       1: Vlan-interface20 

          Sub-VLAN: VLAN 21 

                    VLAN 22 

     Matched 19648 packets(20512512 bytes), Wrong If 0 packet 

     Forwarded 19648 packets(20512512 bytes)  

Table 6 Command output 

Field Description 

Total 1 entries, 1 matched Total number of (S, G) entries, and the total number of matching (S, G) 
entries. 

00001 Sequence number of the (S, G) entry. 

(172.168.0.2,227.0.0.1) (S, G) entry. 

Flags 

Entry flag. 
This field displays one flag or the sum of multiple flags. In this example, 
the value 0x0 means that the entry has only one flag 0x0. 
The following entries are available for an entry: 
• 0x0—The entry is in correct state. 
• 0x1—The entry is in inactive state. 
• 0x2—The entry is null. 
• 0x4—The entry fails to update. 
• 0x8—Outgoing interface information fails to update for the entry. 
• 0x10—Data-group information fails to update for the entry. 
• 0x20—A register outgoing interface is available. 
• 0x40—The entry is to be deleted. 
• 0x80—The entry is in registration suppression state. 
• 0x100—The entry is being deleted. 
• 0x200—The entry is in GR state. 
• 0x800—The entry has the associated ARP entry for the multicast 

source address. 
• 0x400000—The entry is created by the IGMP proxy. 
• 0x2000000—The entry is a BIDIR-PIM forwarding entry. 

Uptime Length of time for which the (S, G) entry has been up. 

Timeout in Length of time in which the (S, G) entry will expire. 

Incoming interface Incoming interface of the (S, G) entry. 

List of 1 outgoing interfaces Outgoing interface list of the (S, G) entry. 

Tunnel1, 12.1.1.1 ADVPN tunnel interface, and the IP address of the remote end. 
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Field Description 

Matched 19648 
packets(20512512 bytes), 
Wrong If 0 packet 

Number of packets (bytes) that match the (S, G) entry, and number of 
packets with incoming interface errors. 
The numbers are displayed as 0 if an outgoing interface of the (S, G) 
entry is on the specified slot. 

Forwarded 19648 
packets(20512512 bytes) 

Number of packets (bytes) that have been forwarded. 
The numbers are displayed as 0 if an outgoing interface of the (S, G) 
entry is on the specified slot. 

 

Related commands 
reset multicast forwarding-table 

display multicast forwarding-table df-list 
Use display multicast forwarding-table df-list to display information about the DF 
list in multicast forwarding entries. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] forwarding-table 
df-list [ group-address ] [ verbose ] [ slot slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays information 
about the DF list in multicast forwarding entries on the public network. 

group-address: Specifies a multicast group address in the range of 224.0.0.0 to 
239.255.255.255. 

verbose: Specifies detailed information about the DF list in multicast forwarding entries. If you do 
not specify this keyword, the command displays brief information about the DF list in multicast 
forwarding entries. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays information about the DF list in multicast forwarding entries 
for the master device.  

Examples 
# Display brief information about the DF list in multicast forwarding entries on the public network.  
<Sysname> display multicast forwarding-table df-list 

Total 1 entries, 1 matched 

 

00001. (0.0.0.0, 225.0.0.1) 

     List of 1 DF interfaces: 
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       1: GigabitEthernet1/0/1 

# Display detailed information about the DF list in multicast forwarding entries on the public network.  
<Sysname> display multicast forwarding-table df-list verbose 

Total 1 entries, 1 matched 

 

00001. (0.0.0.0, 225.0.0.1) 

       List of 1 DF interfaces: 

         1: GigabitEthernet1/0/1 

            Product information: 0x347849f6, 0x14bd6837 

            Tunnel  information: 0xc4857986, 0x128a9c8f 

Table 7 Command output 

Field Description 
Total 1 entries, 1 matched Total number of forwarding entries, and the total number of matching entries. 

00001 Sequence number of the entry. 

(0.0.0.0, 225.0.0.1) (*, G) entry. 

List of 1 DF interfaces DF interface list. 
 

display multicast routing-table 
Use display multicast routing-table to display multicast routing entries. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] routing-table 
[ source-address [ mask { mask-length | mask } ] | group-address [ mask 
{ mask-length | mask } ] | incoming-interface interface-type 
interface-number | outgoing-interface { exclude | include | match } 
interface-type interface-number ] * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays multicast routing entries on the public network. 

source-address: Specifies a multicast source address. 

group-address: Specifies a multicast group address in the range of 224.0.0.0 to 
239.255.255.255. 

mask-length: Specifies an address mask length. The default value is 32. For a multicast group 
address, the value range for this argument is 4 to 32. For a multicast source address, the value range 
for this argument is 0 to 32. 
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mask: Specifies an address mask. The default is 255.255.255.255. 

incoming-interface: Specifies the multicast routing entries that contain the specified incoming 
interface. 

interface-type interface-number: Specifies an interface by its type and number. 

outgoing-interface: Specifies the multicast routing entries that contain the specified outgoing 
interface. 

exclude: Specifies the multicast routing entries that do not contain the specified interface in the 
outgoing interface list. 

include: Specifies the multicast routing entries that contain the specified interface in the outgoing 
interface list. 

match: Specifies the multicast routing entries that contain only the specified interface in the 
outgoing interface list. 

Usage guidelines 
Multicast routing entries are the basis of multicast forwarding. You can use this command to view the 
establishment state of (S, G) entries. 

Examples 
# Display multicast routing entries on an ADVPN network. 
<Sysname> display multicast routing-table 

 Total 1 entries 

  

 00001. (172.168.0.2, 227.0.0.1) 

       Uptime: 00:00:28 

       Upstream Interface: Tunnel1, 12.1.1.3 

       List of 2 downstream interfaces 

           1:  Tunnel1, 12.1.1.1 

           2:  Tunnel1, 12.1.1.2 

# Display multicast routing entries on the public network.  
<Sysname> display multicast routing-table 

 Total 1 entries 

 

 00001. (172.168.0.2, 227.0.0.1) 

       Uptime: 00:00:28 

       Upstream Interface: GigabitEthernet1/0/1 

       List of 2 downstream interfaces 

           1:  GigabitEthernet1/0/2 

           2:  GigabitEthernet1/0/3 

Table 8 Command output 

Field Description 
Total 1 entries Total number of (S, G) entries. 

00001 Sequence number of the (S, G) entry. 

(172.168.0.2, 227.0.0.1) (S, G) entry. 

Uptime Length of time for which the (S, G) entry has been up. 

Upstream Interface Upstream interface at which (S, G) packets should arrive. 
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Field Description 
List of 2 downstream interfaces List of downstream interfaces that need to forward (S, G) packets. 

Tunnel1, 12.1.1.1 ADVPN tunnel interface, and the IP address of the remote end. 
 

Related commands 
reset multicast routing-table 

display multicast routing-table static 
Use display multicast routing-table static to display static multicast routing entries. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] routing-table static 
[ source-address { mask-length | mask } ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays static multicast routing entries on the public network. 

source-address: Specifies a multicast source address. 

mask-length: Specifies an address mask length in the range of 0 to 32. 

mask: Specifies an address mask. 

Usage guidelines 
This command displays only valid static multicast routing entries. 

Examples 
# Display static multicast routing entries on the public network.  
<Sysname> display multicast routing-table static 

Destinations: 3        Routes: 4 

 

Destination/Mask   Pre  RPF neighbor    Interface 

1.1.0.0/16         10   7.12.0.1        GE1/0/1 

                        7.11.0.1        GE1/0/2 

2.2.2.0/24         20   7.11.0.1        GE1/0/3 

3.3.3.3/32         50   7.12.0.1        GE1/0/4 
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Table 9 Command output 

Field Description 
Destinations Number of the multicast destination addresses. 

Routes Number of routes. 

Destination/Mask Destination address and its mask length. 

Pre Route preference.  

RPF neighbor IP address of the RPF neighbor to the reachable destination.  

Interface Outgoing interface to the reachable destination. 
 

display multicast rpf-info 
Use display multicast rpf-info to display RPF information for a multicast source. 

Syntax 
display multicast [ vpn-instance vpn-instance-name ] rpf-info 
source-address [ group-address ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays RPF information for a multicast source on the public network. 

source-address: Specifies a multicast source address. 

group-address: Specifies a multicast group address in the range of 224.0.1.0 to 
239.255.255.255. 

Examples 
# Display RPF information for multicast source 192.168.1.55 on the public network.  
<Sysname> display multicast rpf-info 192.168.1.55 

 RPF information about source 192.168.1.55: 

     RPF interface: GigabitEthernet1/0/1, RPF neighbor: 10.1.1.1 

     Referenced route/mask: 192.168.1.0/24 

     Referenced route type: igp 

     Route selection rule: preference-preferred 

     Load splitting rule: disable 

     Source AS: 0 

     C-multicast route target: 0x0000000000000000 
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Table 10 Command output 

Field Description 
RPF neighbor IP address of the RPF neighbor. 

Referenced route/mask Referenced route and its mask length. 

Referenced route type 

Type of the referenced route: 
• igp—IGP unicast route. 
• egp—EGP unicast route. 
• unicast (direct)—Directly connected unicast route. 
• unicast—Other unicast routes, such as static unicast route. 
• multicast static—Static multicast route. 
• mbgp—MBGP route. 

Route selection rule 
Rule for RPF route selection: 
• Route preference. 
• Longest prefix match. 

Load splitting rule Status of the load splitting rule: enable or disable. 

Source AS AS number of the source-side PE. 

C-multicast route target Route target attribute value of the C-multicast route. 
 

Related commands 
display multicast forwarding-table 

display multicast routing-table 

ip rpf-route-static 
Use ip rpf-route-static to configure a static multicast route. 

Use undo ip rpf-route-static to delete a static multicast route. 

Syntax 
ip rpf-route-static [ vpn-instance vpn-instance-name ] source-address 
{ mask-length | mask } { rpf-nbr-address | interface-type interface-number } 
[ preference preference ] 

undo ip rpf-route-static [ vpn-instance vpn-instance-name ] 
source-address { mask-length | mask } { rpf-nbr-address | interface-type 
interface-number } 

Default 
No static multicast routes exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
configures a static multicast route on the public network. 

source-address: Specifies a multicast source address. 

mask-length: Specifies an address mask length in the range of 0 to 32. 

mask: Specifies an address mask. 

rpf-nbr-address: Specifies an RPF neighbor by its IP address. 

interface-type interface-number: Specifies an interface by its type and number. The 
interface connects the RPF neighbor. 

preference: Sets a route preference in the range of 1 to 255. The default value is 1. 

Usage guidelines 
If the interface connected to an RPF neighbor is a point-to-point interface, you must specify the 
interface by its type and number. 

If the interface connected to an RPF neighbor is not a point-to-point interface, you must specify the 
interface by its IP address. This type of interfaces includes Layer 3 Ethernet, Layer 3 aggregate, 
Loopback, and VLAN interfaces. 

The configured static multicast route might not take effect when one of the following conditions 
exists: 
• The outgoing interface iteration fails. 
• The specified interface is not in the public network or the same VPN instance as the current 

interface. 
• The specified interface is not a point-to-point interface. 
• The specified interface is down. 

If multiple static multicast routes within the same multicast source address range are available, only 
the one with the highest route preference can become active. You can use the display 
multicast routing-table static command to verify that the configured static multicast 
route has taken effect. 

The undo ip rpf-route-static command deletes the specified static multicast route, but the 
delete ip rpf-route-static command deletes all static multicast routes. 

Examples 
# Configure a static multicast route to multicast source 10.1.1.0/24 and specify the interface with IP 
address 192.168.1.23 as the RPF neighbor on the public network. 
<Sysname> system-view 

[Sysname] ip rpf-route-static 10.1.1.0 24 192.168.1.23 

Related commands 
delete ip rpf-route-static 

display multicast routing-table static 

load-splitting (MRIB view) 
Use load-splitting to enable multicast load splitting. 

Use undo load-splitting to restore the default. 
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Syntax 
load-splitting { source | source-group } 

undo load-splitting 

Default 
Multicast load splitting is disabled. 

Views 
MRIB view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
source: Enables multicast load splitting based on multicast source. 

source-group: Enables multicast load splitting based on multicast source and group. 

Usage guidelines 
This command does not take effect on BIDIR-PIM. 

Examples 
# Enable multicast load splitting based on multicast source on the public network. 
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] load-splitting source 

longest-match (MRIB view) 
Use longest-match to specify the longest prefix match principle for RPF route. The device will 
use the matching route with the longest prefix as the RPF route. 

Use undo longest-match to restore the default. 

Syntax 
longest-match 

undo longest-match 

Default 
Route preference is used for RPF route selection. The route with the highest preference is used as 
the RPF route. 

Views 
MRIB view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Specify the longest prefix match principle for RPF route selection on the public network. 
<Sysname> system-view 

[Sysname] multicast routing 
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[Sysname-mrib] multicast longest-match 

multicast boundary 
Use multicast boundary to configure a multicast forwarding boundary. 

Use undo multicast boundary to delete a multicast forwarding boundary. 

Syntax 
multicast boundary group-address { mask-length | mask } 

undo multicast boundary { group-address { mask-length | mask } | all } 

Default 
No multicast forwarding boundaries are configured on an interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-address: Specifies a multicast group address in the range of 224.0.0.0 to 
239.255.255.255. 

mask-length: Specifies an address mask length in the range of 4 to 32. 

mask: Specifies an address mask. 

all: Specifies all forwarding boundaries configured on the interface. 

Usage guidelines 
A multicast forwarding boundary sets the boundary condition for the multicast groups in the specified 
address range. If the destination address of a multicast packet matches the set boundary condition, 
the packet is not forwarded. 

You can configure an interface as a multicast forwarding boundary for different multicast group 
ranges by executing this command multiple times on the interface. 

You do not need to enable IP multicast routing before you execute this command. 

Assume that Set A and Set B are multicast forwarding boundary sets with different address ranges, 
and B is a subset of A. A takes effect on the interface no matter whether A is configured earlier or 
later than B. 

Examples 
# Configure GigabitEthernet 1/0/1 as the forwarding boundary of multicast groups in the range of 
239.2.0.0/16.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] multicast boundary 239.2.0.0 16 

Related commands 
display multicast boundary 
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multicast forwarding-table cache-unknown per-entry 
Use multicast forwarding-table cache-unknown per-entry to set the maximum 
number of unknown multicast packets that can be cached for an (S, G) entry. 

Use undo multicast forwarding-table cache-unknown per-entry to restore the 
default. 

Syntax 
multicast forwarding-table cache-unknown per-entry per-entry-limit 

undo multicast forwarding-table cache-unknown per-entry 

Default 
The device can cache only one unknown multicast packet for an (S, G) entry. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
per-entry-limit: Specifies the maximum number of unknown multicast packets that can be 
cached for an (S, G) entry. The value range for this argument is 0 to 256. If you set the value to 0, the 
device cannot cache unknown multicast packets. 

Examples 
# Set the maximum number to 20 for unknown multicast packets that can be cached for an (S, G) 
entry. 
<Sysname> system-view 

[Sysname] multicast forwarding-table cache-unknown per-entry 20 

Related commands 
multicast forwarding-table cache-unknown total 

multicast forwarding-table cache-unknown total 
Use multicast forwarding-table cache-unknown total to set the maximum number 
of all unknown multicast packets that can be cached. 

Use undo multicast forwarding-table cache-unknown total to restore the default. 

Syntax 
multicast forwarding-table cache-unknown total total-limit 

undo multicast forwarding-table cache-unknown total 

Default 
The device can cache 1024 unknown multicast packets in total. 

Views 
System view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
total-limit: Specifies the maximum number of all unknown multicast packets that can be 
cached. The value range for this argument is 0 to 65535. If you set the value to 0, the device cannot 
cache unknown multicast packets. 

Usage guidelines 
As a best practice, set the value in this command to be far greater than the value set in the 
multicast forwarding-table cache-unknown per-entry command. 

Examples 
# Set the maximum number to 10000 for all unknown multicast packets that can be cached. 
<Sysname> system-view 

[Sysname] multicast forwarding-table cache-unknown total 10000 

Related commands 
multicast forwarding-table cache-unknown per-entry 

multicast routing 
Use multicast routing to enable IP multicast routing and enter MRIB view. 

Use undo multicast routing to disable IP multicast routing. 

Syntax 
multicast routing [ vpn-instance vpn-instance-name ] 

undo multicast routing [ vpn-instance vpn-instance-name ] 

Default 
IP multicast routing is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
enables IP multicast routing on the public network. 

Usage guidelines 
Other Layer 3 multicast commands take effect only when IP multicast routing is enabled on the public 
network or for a VPN instance. 

The device does not forward multicast packets before IP multicast routing is enabled. 

Examples 
# Enable IP multicast routing on the public network, and enter MRIB view. 
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] 
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# Enable IP multicast routing for the VPN instance mvpn, and enter MRIB view. 
<Sysname> system-view 

[Sysname] multicast routing vpn-instance mvpn 

[Sysname-mrib-mvpn] 

reset multicast fast-forwarding cache 
Use reset multicast fast-forwarding cache to clear multicast fast forwarding entries. 

Syntax 
reset multicast [ vpn-instance vpn-instance-name ] fast-forwarding cache 
{ { source-address | group-address } * | all } [ slot slot-number ] 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears multicast fast forwarding entries on the public network. 

source-address: Specifies a multicast source address.  

group-address: Specifies a multicast group address in the range of 224.0.0.0 to 
239.255.255.255.  

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command clears multicast fast forwarding entries for the master device.  

all: Specifies all multicast fast forwarding entries. 

Examples 
# Clear all multicast fast forwarding entries on the public network. 
<Sysname> reset multicast fast-forwarding cache all 

# Clear the multicast fast forwarding entry for multicast source and group (20.0.0.2, 225.0.0.2) on the 
public network. 
<Sysname> reset multicast fast-forwarding cache 20.0.0.2 225.0.0.2 

Related commands 
display multicast fast-forwarding cache 

reset multicast forwarding event 
Use reset multicast forwarding event to clear statistics for multicast forwarding events. 

Syntax 
reset multicast [ vpn-instance vpn-instance-name ] forwarding event 

Views 
User view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears statistics for the multicast forwarding events on the public network. 

Examples 
# Clear statistics for multicast forwarding events on the public network. 
<Sysname> reset multicast forwarding event 

Related commands 
display multicast forwarding event 

reset multicast forwarding-table 
Use reset multicast forwarding-table to clear multicast forwarding entries. 

Syntax 
reset multicast [ vpn-instance vpn-instance-name ] forwarding-table 
{ { source-address [ mask { mask-length | mask } ] | group-address [ mask 
{ mask-length | mask } ] | incoming-interface { interface-type 
interface-number } } * | all } 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears multicast forwarding entries on the public network. 

source-address: Specifies a multicast source address. 

group-address: Specifies a multicast group address in the range of 224.0.0.0 to 
239.255.255.255. 

mask-length: Specifies an address mask length. The default value is 32. For a multicast group 
address, the value range for this argument is 4 to 32. For a multicast source address, the value range 
for this argument is 0 to 32. 

mask: Specifies an address mask. The default is 255.255.255.255. 

incoming-interface: Specifies the multicast forwarding entries that contain the specified 
incoming interface. 

interface-type interface-number: Specifies an incoming interface by its type and number. 

all: Specifies all multicast forwarding entries. 

Usage guidelines 
When you clear a multicast forwarding entry, the associated multicast routing entry is also cleared. 
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Examples 
# Clear multicast forwarding entries for multicast group 225.5.4.3 on the public network. 
<Sysname> reset multicast forwarding-table 225.5.4.3 

Related commands 
display multicast forwarding-table 

reset multicast routing-table 
Use reset multicast routing-table to clear multicast routing entries. 

Syntax 
reset multicast [ vpn-instance vpn-instance-name ] routing-table 
{ { source-address [ mask { mask-length | mask } ] | group-address [ mask 
{ mask | mask-length } ] | incoming-interface interface-type 
interface-number } * | all } 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears multicast routing entries on the public network. 

source-address: Specifies a multicast source address. 

group-address: Specifies a multicast group address in the range of 224.0.0.0 to 
239.255.255.255. 

mask-length: Specifies an address mask length. The default value is 32. For a multicast group 
address, the value range for this argument is 4 to 32. For a multicast source address, the value range 
for this argument is 0 to 32. 

mask: Specifies an address mask. The default is 255.255.255.255. 

incoming-interface: Specifies the routing entries that contain the specified incoming interface. 

interface-type interface-number: Specifies an incoming interface by its type and number. 

all: Specifies all multicast routing entries. 

Usage guidelines 
When you clear a multicast routing entry, the associated multicast forwarding entry is also cleared. 

Examples 
# Clear multicast routing entries for multicast group 225.5.4.3 on the public network. 
<Sysname> reset multicast routing-table 225.5.4.3 

Related commands 
display multicast routing-table 
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IGMP commands 
display igmp group 

Use display igmp group to display information about IGMP multicast groups (multicast groups 
that hosts have joined through IGMP). 

Syntax 
display igmp [ vpn-instance vpn-instance-name ] group [ group-address | 
interface interface-type interface-number ] [ static | verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays information about IGMP multicast groups on the public network. 

group-address: Specifies a multicast group by its IP address in the range of 224.0.1.0 to 
239.255.255.255. If you do not specify a multicast group, this command displays information about 
all IGMP multicast groups. 

interface interface-type interface-number: Specifies an interface by its type and 
number. If you do not specify an interface, this command displays information about IGMP multicast 
groups for all interfaces. 

static: Specifies IGMP multicast groups that hosts have joined statically. If you do not specify this 
keyword, the command displays information about IGMP multicast groups that hosts have joined 
dynamically. 

verbose: Displays detailed information. 

Examples 
# Display information about IGMP multicast groups that hosts have dynamically joined on the public 
network.  
<Sysname> display igmp group 

IGMP groups in total: 3 

 GigabitEthernet1/0/1(10.10.1.20): 

  IGMP groups reported in total: 3 

   Group address   Last reporter   Uptime      Expires 

   225.1.1.1       10.10.1.10      00:02:04    00:01:15 

   225.1.1.2       10.10.1.10      00:02:04    00:01:15 

   225.1.1.3       10.10.1.10      00:02:04    00:01:15 
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Table 1 Command output 

Field Description 
IGMP groups in total Total number of IGMP multicast groups. 

IGMP groups reported in total Total number of IGMP multicast groups that hosts attached to the 
interface have joined dynamically. 

Group address Multicast group address. 

Last reporter Address of the last host that reported its membership to the 
multicast group. 

Uptime Length of time since the multicast group was reported. 

Expire Remaining lifetime for the multicast group. This field displays Off if 
the timer is disabled. 

 

# Display detailed information about IGMP multicast group 232.1.1.1 that hosts have dynamically 
joined on the public network. In this example, the router is configured with IGMP SSM mappings.  
<Sysname> display igmp group 232.1.1.1 verbose 

GigabitEthernet1/0/1(10.10.1.20): 

  IGMP groups reported in total: 3 

   Group: 232.1.1.1 

     Uptime: 00:00:34 

     Exclude expires: 00:04:16 

     Mapping expires: 00:02:16 

     Last reporter: 10.10.1.10 

     Last-member-query-counter: 0 

     Last-member-query-timer-expiry: Off 

     Mapping last-member-query-counter: 0 

     Mapping last-member-query-timer-expiry: Off 

     Group mode: Exclude 

     Version1-host-present-timer-expiry: Off 

     Version2-host-present-timer-expiry: 00:02:11 

     Mapping version1-host-present-timer-expiry: Off 

     Source list (sources in total: 1): 

       Source: 10.1.1.1 

          Uptime: 00:00:03 

          V3 expires: 00:04:16 

          Mapping expires: 00:02:16 

          Last-member-query-counter: 0 

          Last-member-query-timer-expiry: Off 

Table 2 Command output 

Field Description 

IGMP groups reported in total Total number of IGMP multicast groups that hosts attached to the 
interface have joined dynamically. 

Group Multicast group address. 

Uptime Length of time since the multicast group was reported. 

Exclude expires Remaining lifetime for the multicast group in Exclude mode. This 
field displays Off if the timer is disabled. 
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Field Description 

Mapping expires 

Remaining time for the multicast group specified in IGMP SSM 
mappings.  
This field is displayed only when the device is configured with IGMP 
SSM mappings. 

Last reporter Address of the last host that reported its membership to this 
multicast group. 

Last-member-query-counter Number of IGMP group-specific queries or IGMP 
source-and-group-specific queries sent for the multicast group. 

Last-member-query-timer-expiry Remaining time for the last member query timer for the multicast 
group. This field displays Off if the timer is disabled. 

Mapping last-member-query-counter 

Number of IGMP group-specific queries or IGMP 
source-and-group-specific queries sent for the multicast group 
specified in IGMP SSM mappings.  
This field is displayed only when the device is configured with IGMP 
SSM mappings. 

Mapping 
last-member-query-timer-expiry 

Remaining time for the last member query timer of the multicast 
group specified in IGMP SSM mappings. 
This field displays Off if the timer is disabled. 
This field is displayed only when the device is configured with IGMP 
SSM mappings. 

Group mode 

Multicast source filtering mode: 
• Include—Include mode. 
• Exclude—Exclude mode. 
For a device that runs IGMPv1 or IGMPv2: 
• If IGMP SSM mappings are not configured, this field displays 

Exclude. 
• If IGMP SSM mappings are configured, this field displays 

Include or Exclude depending on the SSM mappings and the 
multicast groups that the host joins. 

Version1-host-present-timer-expiry 

Remaining time for the IGMPv1 host present timer. 
This field displays Off if the timer is disabled. 
This field is displayed only when the device runs IGMPv2 or 
IGMPv3. 

Version2-host-present-timer-expiry 
Remaining time for the IGMPv2 host present timer. 
This field displays Off if the timer is disabled. 
This field is displayed only when the device runs IGMPv3. 

Mapping 
version1-host-present-timer-expiry 

Remaining time for the IGMPv1 host present timer when the device 
is configured with IGMP SSM mappings. 
This field displays Off if the timer is disabled. 
This field is displayed only when the device is configured with IGMP 
SSM mappings. 

Source list (sources in total) 
List of multicast sources and total number of multicast sources.  
This field is displayed only when the device runs IGMPv3 or when 
the device is configured with IGMP SSM mappings. 

Source 
Multicast source address.  
This field is displayed only when the device runs IGMPv3 or when 
the device is configured with IGMP SSM mappings. 

Uptime Length of time since the multicast source was reported.  
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Field Description 
This field is displayed only when the device runs IGMPv3 or when 
the device is configured with IGMP SSM mappings. 

V3 expires 

Remaining time for the multicast source when the device runs 
IGMPv3. 
This field displays Off if the timer is disabled and displays three 
hyphens (---) if the multicast source is specified in IGMP SSM 
mappings. 
This field is displayed only when the device runs IGMPv3 or when 
the device is configured with IGMP SSM mappings. 

Mapping expires 

Remaining time for the multicast source specified in IGMP SSM 
mappings.  
This field is displayed only when the device is configured with IGMP 
SSM mappings. 

Last-member-query-counter 

Number of IGMP group-specific queries or IGMP 
group-and-source-specific queries sent for the multicast source 
and group.  
This field is displayed only when the device runs IGMPv3 or is 
configured with IGMP SSM mappings. 

Last-member-query-timer-expiry 

Remaining time for the last member query timer for the multicast 
source and group. 
This field displays Off if the timer is disabled.  
This field is displayed only when the device runs IGMPv3 or is 
configured with IGMP SSM mappings. 

 

# Display information about IGMP multicast groups that hosts have statically joined on the public 
network.  
<Sysname> display igmp group static 

 Entries in total: 2 

   Group address   Source address  Interface           Expires 

   225.1.1.1       0.0.0.0         GE1/0/1             Never 

   225.2.2.2       1.1.1.1         GE1/0/1             Never 

Table 3 Command output 

Field Description 

Entries in total Total number of the multicast groups that hosts have joined 
statically. 

Group address Multicast group address. 

Source address Multicast source address. 

Interface Interface name. 

Expires Remaining lifetime for the multicast group. This field always 
displays Never because the multicast group never expires. 

 

Related commands 
reset igmp group 

display igmp interface 
Use display igmp interface to display IGMP information for interfaces. 
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Syntax 
display igmp [ vpn-instance vpn-instance-name ] interface [ interface-type 
interface-number ] [ proxy ] [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays IGMP information for interfaces on the public network. 

interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays IGMP information for all IGMP-enabled interfaces. 

proxy: Displays the IGMP proxy interface information. If you do not specify this keyword, the 
command displays IGMP information about all interfaces. 

verbose: Displays detailed IGMP information. 

Examples 
# Display detailed IGMP information for GigabitEthernet 1/0/1 (non-proxy interface) on the public 
network.  
<Sysname> display igmp interface gigabitethernet 1/0/1 verbose 

 GigabitEthernet1/0/1(10.10.1.20): 

   IGMP is enabled. 

   IGMP version: 2 

   Query interval for IGMP: 125s 

   Other querier present time for IGMP: 255s 

   Maximum query response time for IGMP: 10s 

   Last member query interval: 1s 

   Last member query count: 2 

   Startup query interval: 31s 

   Startup query count: 2 

   General query timer expiry (hh:mm:ss): 00:00:54 

   Querier for IGMP: 10.10.1.20 (This router) 

   IGMP activity: 1 join(s), 0 leave(s) 

   Multicast routing on this interface: Enabled 

   Robustness: 2 

   Require-router-alert: Disabled 

   Fast-leave: Disabled 

   Startup-query: Off 

   Other-querier-present-timer-expiry (hh:mm:ss): Off 

  IGMP groups reported in total: 1 

# Display detailed IGMP information for all IGMP proxy interfaces on the public network.  
<Sysname> display igmp interface proxy verbose 
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 GigabitEthernet1/0/2(20.10.1.20): 

   IGMP proxy is enabled. 

   IGMP version: 2 

   Multicast routing on this interface: Enabled 

   Require-router-alert: Disabled 

   Version1-querier-present-timer-expiry (hh:mm:ss): Off 

Table 4 Command output 

Field Description 
GigabitEthernet1/0/1(10.10.1.20) Interface and its IP address.  

IGMP is enabled IGMP is enabled on the interface. 

IGMP version Version of IGMP that the interface runs. 

Query interval for IGMP IGMP general query interval, in seconds. 

Other querier present time for IGMP IGMP other querier present interval, in seconds. 

Maximum query response time for IGMP Maximum response time for IGMP general queries, in seconds. 

Last member query interval Interval for sending IGMP group-specific queries or IGMP 
group-and-source-specific queries, in seconds. 

Last member query count Number of IGMP group-specific queries or IGMP 
group-and-source-specific queries sent for the multicast group. 

Startup query interval Interval for sending IGMP general queries on startup, in 
seconds. 

Startup query count Number of IGMP general queries that the device sends on 
startup. 

General query timer expiry Remaining time for the IGMP general query timer. This field 
displays Off if the timer is disabled. 

Querier for IGMP 

IP address of the IGMP querier.  
This field is not displayed when the device runs IGMPv1 and the 
device is not the IGMP querier.  
NOTE: 
In IGMPv1, the PIM DR acts as the IGMP querier. You can use 
the display pim interface command to display PIM 
information. 

No querier elected 

No IGMP querier election is performed. 
This field is displayed when the device runs IGMPv1 and is not 
the IGMP querier. 
NOTE: 
In IGMPv1, the PIM DR acts as the IGMP querier. You can use 
the display pim interface command to display PIM 
information. 

IGMP activity: 1 join(s), 0 leave(s) 

Statistics of IGMP activities: 
• join(s)—Total number of multicast groups that this 

interface has joined. 
• leave(s)—Total number of multicast groups that this 

interface has left. 

Multicast routing on this interface Whether IP multicast routing is enabled: Enabled or Disabled. 

Robustness Robustness variable of the IGMP querier. 

Require-router-alert Whether the feature of dropping IGMP messages without 
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Field Description 
Router-Alert is enabled: Enabled or Disabled, 

Fast-leave Whether the fast-leave processing feature is enabled: Enabled 
or Disabled. 

Startup-query 

Whether the IGMP querier sends IGMP general queries at the 
startup query interval on startup: 
• On—The IGMP querier performs the above action. 
• Off—The IGMP querier does not perform the above 

action. 

Other-querier-present-timer-expiry Remaining time for the other querier present timer. This field 
displays Off if the timer is disabled. 

IGMP groups reported in total 

Total number of multicast groups that the interface has joined 
dynamically.  
This field is not displayed if the interface does not join multicast 
groups. 

IGMP proxy is enabled IGMP proxying is enabled on the interface. 

Version1-querier-present-timer-expiry Remaining time for the IGMPv1 querier present timer. This field 
displays Off if the timer is disabled. 

 

display igmp proxy group 
Use display igmp proxy group to display information about multicast groups maintained by the 
IGMP proxy. 

Syntax 
display igmp [ vpn-instance vpn-instance-name ] proxy group [ group-address 
| interface interface-type interface-number ] [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays information 
about multicast groups maintained by the IGMP proxy on the public network. 

group-address: Specifies a multicast group by its IP address in the range of 224.0.1.0 to 
239.255.255.255. If you do not specify a multicast group, this command displays information about 
all multicast groups maintained by the IGMP proxy. 

interface interface-type interface-number: Specifies an interface by its type and 
number. If you do not specify an interface, this command displays information about multicast groups 
maintained by the IGMP proxy for all interfaces. 

verbose: Displays detailed information. 
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Examples 
# Display information about multicast groups maintained by the IGMP proxy on the public network.  
<Sysname> display igmp proxy group 

IGMP proxy group records in total: 2 

 GigabitEthernet1/0/1(1.1.1.20): 

  IGMP proxy group records in total: 2 

   Group address      Member state      Expires 

   225.1.1.1          Delay             00:00:02 

   225.1.1.2          Idle              Off 

# Display detailed information about multicast group 225.1.1.1 maintained by the IGMP proxy on the 
public network.  
<Sysname> display igmp proxy group 225.1.1.1 verbose 

 GigabitEthernet1/0/1(1.1.1.20): 

  IGMP proxy group records in total: 2 

   Group: 225.1.1.1 

     Group mode: Include 

     Member state: Delay 

     Expires: 00:00:02 

     Source list (sources in total: 1): 

       1.1.1.1 

Table 5 Command output 

Field Description 

IGMP groups records in total Total number of multicast groups maintained by the IGMP 
proxy. 

GigabitEthernet1/0/1(1.1.1.20) IGMP proxy interface and its IP address.  

Pending proxy group Pending multicast groups maintained by the IGMP proxy. 

Group address/Group Multicast group address. 

Member state 

Member host states: 
• Delay—The member host has joined a group and started a 

delay timer. 
• Idle—The member host has joined a group, but didn't start 

a delay timer. 

Expires Remaining delay time for the member host to send a 
responding report. This field displays Off if the timer is disabled. 

Group mode Multicast source filtering mode: Include or Exclude. 

Source list Multicast source list for the multicast group maintained by the 
IGMP proxy. 

sources in total Total number of multicast sources. 
 

display igmp proxy routing-table 
Use display igmp proxy routing-table to display multicast routing entries maintained by 
the IGMP proxy. 
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Syntax 
display igmp [ vpn-instance vpn-instance-name ] proxy routing-table 
[ source-address [ mask { mask-length | mask } ] | group-address [ mask 
{ mask-length | mask } ] ] * [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays multicast 
routing entries maintained by the IGMP proxy on the public network. 

source-address: Specifies a multicast source by its IP address. If you do not specify a multicast 
source, this command displays multicast routing entries for all multicast sources maintained by the 
IGMP proxy. 

group-address: Specifies a multicast group address by its IP address in the range of 224.0.1.0 to 
239.255.255.255. If you do not specify a multicast group, this command displays multicast routing 
entries for all multicast groups maintained by the IGMP proxy. 

mask-length: Specifies a mask length of the multicast group address or multicast source address. 
For a multicast source address, the value range for this argument is 0 to 32. For a multicast group 
address, the value range for this argument is 4 to 32. The default value is 32 in both cases. 

mask: Specifies a mask of the multicast group address or multicast source address. The default 
value is 255.255.255.255. 

verbose: Displays detailed information about multicast routing entries maintained by the IGMP 
proxy. 

Examples 
# Display multicast routing entries maintained by the IGMP proxy on the public network.  
<Sysname> display igmp proxy routing-table 

 Total 1 (*, G) entries, 2 (S, G) entries. 

 

 (172.168.0.12, 227.0.0.1) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: IGMP 

 

(*, 225.1.1.1) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: STATIC 

 

  (2.2.2.2, 225.1.1.1) 
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     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (2 in total): 

         1: LoopBack1 

             Protocol: STATIC 

         2: GigabitEthernet1/0/2 

             Protocol: PROXY 

# Display detailed information about multicast routing entries maintained by the IGMP proxy on the 
public network.  
<Sysname> display igmp proxy routing-table verbose 

 Total 1 (*, G) entries, 2 (S, G) entries. 

 

 (172.168.0.12, 227.0.0.1) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: IGMP 

             Querier state: Querier 

             Join/Prune state:Join 

 

     Non-downstream interfaces: None 

 

 (*, 225.1.1.1) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: STATIC 

             Querier state: Querier 

             Join/Prune state:Join 

 

     Non-downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: IGMP 

             Querier state: Non-querier 

             Join/Prune state:Join 

 

(2.2.2.2, 225.1.1.1) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (2 in total): 

         1: LoopBack1 

             Protocol: STATIC 

             Querier state: Querier 

             Join/Prune state: Join 

         2: GigabitEthernet1/0/2 

             Protocol: PROXY 

             Querier state: Querier 

             Join/Prune state: Join 

 

     Non-downstream interfaces: None 
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Table 6 Command output 

Field Description 

Total 1 (*, G) entries, 2 (S, G) entries Total number of (*, G) entries, and the total number of (S, G) 
entries. 

(172.168.0.12, 227.0.0.1) (S, G) entry. 

Upstream interface Incoming interface of the (S, G) entry. 

Downstream interfaces (1 in total) Outgoing interfaces of the (S, G) entry, and the total number of 
outgoing interfaces. 

Non-downstream interfaces (1 in total) Non-outgoing interfaces of the (S, G) entry, and the total 
number of non-outgoing interfaces. 

1: GigabitEthernet1/0/2 Index of an interface, and the interface.  

Protocol 

Protocol type: 
• IGMP—Dynamic IGMP. 
• PROXY—IGMP proxy. 
• STATIC—Static IGMP. 

Querier state 
Querier state: 
• Querier. 
• Non-querier. 

Join/Prune state 

Joined or pruned state of the interface: 
• NI—Default state. 
• Join—Joined state. 
• Prune—Pruned state. 

 

display igmp ssm-mapping 
Use display igmp ssm-mapping to display IGMP SSM mappings. 

Syntax 
display igmp [ vpn-instance vpn-instance-name ] ssm-mapping group-address 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays information 
about the IGMP SSM mappings on the public network. 

group-address: Specifies a multicast group by its IP address in the range of 224.0.1.0 to 
239.255.255.255. 

Examples 
# Display IGMP SSM mappings for multicast group 232.1.1.1 on the public network. 
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<Sysname> display igmp ssm-mapping 232.1.1.1 

 Group: 232.1.1.1 

 Source list: 

        1.2.3.4 

        5.5.5.5 

        10.1.1.1 

        100.1.1.10 

Table 7  Command output 

Field Description 
Group Multicast group address. 

Source list List of multicast source addresses. 
 

igmp 
Use igmp to enter IGMP view. 

Use undo igmp to delete the configurations in IGMP view. 

Syntax 
igmp [ vpn-instance vpn-instance-name ] 

undo igmp [ vpn-instance vpn-instance-name ] 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command applies to the public 
network. 

Examples 
# Enter IGMP view for the public network.  
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] 

# Enter IGMP view for the VPN instance mvpn. 
<Sysname> system-view 

[Sysname] igmp vpn-instance mvpn 

[Sysname-igmp-mvpn] 

igmp enable 
Use igmp enable to enable IGMP on an interface. 

Use undo igmp enable to disable IGMP on an interface. 
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Syntax 
igmp enable 

undo igmp enable 

Default 
IGMP is disabled on an interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when IP multicast routing is enabled on the public network or for the 
VPN instance to which the interface belongs. 

Other IGMP configurations on the interface take effects only when IGMP is enabled on the interface. 

Examples 
# Enable IP multicast routing on the public network, and enable IGMP on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp enable 

Related commands 
multicast routing 

igmp fast-leave 
Use igmp fast-leave to enable fast-leave processing on an interface. 

Use undo igmp fast-leave to disable fast-leave processing on an interface. 

Syntax 
igmp fast-leave [ group-policy ipv4-acl-number ] 

undo igmp fast-leave 

Default 
Fast-leave processing is disabled. The IGMP querier sends IGMP group-specific or 
group-and-source-specific queries after receiving a leave message. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999. If you 
specify an ACL, the fast-leave processing feature takes effect only on the multicast groups that the 
ACL permits. The feature takes effect on all multicast groups when one of the following conditions 
exists: 
• You do not specify an ACL. 
• The specified ACL does not exist. 
• The specified ACL does not have valid rules. 

Usage guidelines 
The fast-leave processing feature enables an IGMP querier to suppress IGMP group-specific or 
group-and-source-specific queries upon receiving IGMP leave messages permitted by the ACL. 

When you configure a rule in the IPv4 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies a multicast group 
address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

Examples 
# Enable fast-leave processing on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp fast-leave 

igmp group-policy 
Use igmp group-policy to configure a multicast group policy on an interface to control the 
multicast groups that hosts attached to the interface can join. 

Use undo igmp group-policy to delete the multicast group policy on an interface. 

Syntax 
igmp group-policy ipv4-acl-number [ version-number ] 

undo igmp group-policy 

Default 
No multicast group policy exists on an interface. Hosts attached to the interface can join any 
multicast groups. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-acl-number: Specifies an IPv4 basic or advanced ACL by its number in the range of 2000 
to 3999. Hosts can join only the multicast groups that the ACL permits. If the ACL does not exist or 
does not have valid rules, hosts cannot join any multicast groups. 
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version-number: Specifies an IGMP version in the range of 1 to 3. By default, this command 
takes effect on IGMP reports of all versions. 

Usage guidelines 
A multicast group policy filters IGMP reports to control the multicast groups that the hosts can join. 

This command does not take effect on static member interfaces because static member interfaces 
do not send IGMP reports. 

When you configure a rule in the IPv4 ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• In a basic ACL, the source source-address source-wildcard option specifies a 
multicast group address. 

• In an advanced ACL, the source source-address source-wildcard option specifies a 
multicast source address. The destination dest-address dest-wildcard option 
specifies a multicast group address. 
To match the following IGMP reports, set the source source-address 
source-wildcard option to 0.0.0.0: 
 IGMPv1 and IGMPv2 reports. 
 IGMPv3 IS_EX and IGMPv3 TO_EX reports that do not carry multicast source addresses. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure a multicast group policy on GigabitEthernet 1/0/1 so that hosts attached to the interface 
can join only multicast group 225.1.1.1.  
<Sysname> system-view 

[Sysname] acl basic 2005 

[Sysname-acl-ipv4-basic-2005] rule permit source 225.1.1.1 0 

[Sysname-acl-ipv4-basic-2005] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp group-policy 2005 

igmp last-member-query-count 
Use igmp last-member-query-count to set the IGMP last member query count on an 
interface. 

Use undo igmp last-member-query-count to restore the default. 

Syntax 
igmp last-member-query-count count 

undo igmp last-member-query-count 

Default 
The IGMP last member query count equals the IGMP querier's robustness variable. 

Views 
Interface view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
count: Specifies an IGMP last member query count in the range of 1 to 255. 

Usage guidelines 
You can set the IGMP last member query count for an interface in interface view or globally for all 
interfaces in IGMP view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the IGMP last member query count to 6 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp last-member-query-count 6 

Related commands 
last-member-query-count (IGMP view) 

igmp last-member-query-interval 
Use igmp last-member-query-interval to set the IGMP last member query interval on an 
interface. 

Use undo igmp last-member-query-interval to restore the default. 

Syntax 
igmp last-member-query-interval interval 

undo igmp last-member-query-interval 

Default 
The IGMP last member query interval is 1 second. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an IGMP last member query interval in the range of 1 to 25 seconds. 

Usage guidelines 
You can set the IGMP last member query interval for an interface in interface view or globally for all 
interfaces in IGMP view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the IGMP last member query interval to 6 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp last-member-query-interval 6 



 

17 

Related commands 
last-member-query-interval (IGMP view) 

igmp max-response-time 
Use igmp max-response-time to set the maximum response time for IGMP general queries on 
an interface. 

Use undo igmp max-response-time to restore the default. 

Syntax 
igmp max-response-time time 

undo igmp max-response-time 

Default 
The maximum response time for IGMP general queries is 10 seconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies the maximum response time for IGMP general queries, in the range of 1 to 3174 
seconds. 

Usage guidelines 
You can set the maximum response time for an interface in interface view or globally for all interfaces 
in IGMP view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the maximum response time for IGMP general queries to 25 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp max-response-time 25 

Related commands 
max-response-time (IGMP view) 

igmp non-stop-routing 
Use igmp non-stop-routing to enable IGMP NSR. 

Use undo igmp non-stop-routing to disable IGMP NSR. 

Syntax 
igmp non-stop-routing 

undo igmp non-stop-routing 

Default 
IGMP NSR is disabled. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable IGMP NSR. 
<Sysname> system-view 

[Sysname] igmp non-stop-routing 

igmp other-querier-present-interval 
Use igmp other-querier-present-interval to set the IGMP other querier present timer on 
an interface. 

Use undo igmp other-querier-present-interval to restore the default. 

Syntax 
igmp other-querier-present-interval interval 

undo igmp other-querier-present-interval 

Default 
The IGMP other querier present timer is calculated by using the following formula: 

[ IGMP general query interval ] × [ IGMP querier's robustness variable ] + [ maximum response 
time for IGMP general queries ] / 2. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an IGMP other querier present timer in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the IGMP other querier present timer for an interface in interface view or globally for all 
interfaces in IGMP view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the IGMP other querier present timer to 125 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp other-querier-present-interval 125 

Related commands 
other-querier-present-interval (IGMP view) 
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igmp proxy enable 
Use igmp proxy enable to enable IGMP proxying on an interface. 

Use to undo igmp proxy enable to disable IGMP proxying on an interface. 

Syntax 
igmp proxy enable 

undo igmp proxy enable 

Default 
IGMP proxying is disabled on an interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when IP multicast routing is enabled on the public network or for the 
VPN instance to which the interface belongs. 

Examples 
# Enable IP multicast routing on the public network, and enable IGMP proxying on GigabitEthernet 
1/0/1.  
<Sysname> system-view 

[Sysname] multicast routing-enable 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp proxy enable 

Related commands 
multicast routing 

igmp proxy forwarding 
Use igmp proxy forwarding to enable multicast forwarding on a non-querier interface. 

Use undo igmp proxy forwarding to disable multicast forwarding on a non-querier interface. 

Syntax 
igmp proxy forwarding 

undo igmp proxy forwarding 

Default 
Multicast forwarding is disabled for a non-querier interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 
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Usage guidelines 
Typically, only IGMP queriers can forward multicast traffic but non-queriers cannot. This mechanism 
prevents multicast data from being repeatedly forwarded. If a router interface on the IGMP proxy 
failed the querier election, enable multicast forwarding on the interface to forward multicast data to 
attached receivers. 

Examples 
# Enable multicast forwarding on GigabitEthernet 1/0/1. (GigabitEthernet 1/0/1 is a non-querier 
interface on the IGMP proxy device.)  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp proxy forwarding 

igmp query-interval 
Use igmp query-interval to set the IGMP general query interval on an interface. 

Use undo igmp query-interval to restore the default. 

Syntax 
igmp query-interval interval 

undo igmp query-interval 

Default 
The IGMP general query interval is 125 seconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an IGMP general query interval in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the IGMP general query interval for an interface in interface view or globally for all 
interfaces in IGMP view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the IGMP general query interval to 60 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp query-interval 60 

Related commands 
query-interval (IGMP view) 

igmp robust-count 
Use igmp robust-count to set the IGMP querier's robustness variable on an interface. 
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Use undo igmp robust-count to restore the default. 

Syntax 
igmp robust-count count 

undo igmp robust-count 

Default 
The IGMP querier's robustness variable is 2. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies an IGMP querier's robustness variable in the range of 1 to 255. 

Usage guidelines 
The IGMP querier's robustness variable defines the number of times to retransmit queries if packet 
loss occurs. A higher robustness variable makes the IGMP querier more robust, but it increases 
timeout time for multicast groups. 

You can set the IGMP querier's robustness variable for an interface in interface view or globally for all 
interfaces in IGMP view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the IGMP querier's robustness variable to 5 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp robust-count 5 

Related commands 
robust-count (IGMP view) 

igmp startup-query-count 
Use igmp startup-query-count to set the IGMP startup query count on an interface. 

Use undo igmp startup-query-count to restore the default. 

Syntax 
igmp startup-query-count count 

undo igmp startup-query-count 

Default 
The IGMP startup query count equals the IGMP querier's robustness variable. 

Views 
Interface view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
count: Specifies an IGMP startup query count in the range of 1 to 255. 

Usage guidelines 
You can set the IGMP startup query count for an interface in interface view or globally for all 
interfaces in IGMP view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the IGMP startup query count to 5 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp startup-query-count 5 

Related commands 
startup-query-count (IGMP view) 

igmp startup-query-interval 
Use igmp startup-query-interval to set the IGMP startup query interval on an interface. 

Use undo igmp startup-query-interval to restore the default. 

Syntax 
igmp startup-query-interval interval 

undo igmp startup-query-interval 

Default 
The IGMP startup query interval equals one quarter of the IGMP general query interval. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an IGMP startup query interval in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the IGMP startup query interval for an interface in interface view or globally for all 
interfaces in IGMP view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the IGMP startup query interval to 100 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp startup-query-interval 100 
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Related commands 
startup-query-interval (IGMP view) 

igmp static-group 
Use igmp static-group to configure an interface as a static group member of a multicast group. 

Use undo igmp static-group to restore the default. 

Syntax 
igmp static-group group-address [ source source-address ] 

undo igmp static-group { all | group-address [ source source-address ] 

Default 
An interface is not a static group member of multicast groups. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-address: Specifies a multicast group by its IP address in the range of 224.0.1.0 to 
239.255.255.255. 

source source-address: Specifies a multicast source by its IP address. If you do not specify a 
multicast source, this command configures an interface as a static member of the multicast groups 
with all multicast source addresses. 

all: Specifies all multicast groups that the interface has statically joined. 

Usage guidelines 
For multicast routing entries to be created, you must specify a multicast source if the specified 
multicast group is in the SSM group range. 

Examples 
# Configure GigabitEthernet 1/0/1 as a static group member of multicast group 224.1.1.1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp static-group 224.1.1.1 

# Configure GigabitEthernet 1/0/1 as a static group member of multicast source and group 
(192.168.1.1, 232.1.1.1).  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp static-group 232.1.1.1 source 192.168.1.1 

igmp version 
Use igmp version to specify an IGMP version on an interface. 

Use undo igmp version to restore the default. 
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Syntax 
igmp version version-number 

undo igmp version 

Default 
The IGMP version on an interface is 2. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
version-number: Specifies an IGMP version in the range of 1 to 3. 

Usage guidelines 

 CAUTION: 
For IGMP to operate correctly, specify the same IGMP version for all devices on the same subnet. 
 

Examples 
# Specify IGMP version 1 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] igmp version 1 

last-member-query-count (IGMP view) 
Use last-member-query-count to set the IGMP last member query count globally. 

Use undo last-member-query-count to restore the default. 

Syntax 
last-member-query-count count 

undo last-member-query-count 

Default 
The IGMP last member query count equals the IGMP querier's robustness variable. 

Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies an IGMP last member query count in the range of 1 to 255. 
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Usage guidelines 
You can set the IGMP last member query count globally for all interfaces in IGMP view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global IGMP last member query count to 6 on the public network. 
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] last-member-query-count 6 

Related commands 
igmp last-member-query-count 

last-member-query-interval (IGMP view) 
Use last-member-query-interval to set the IGMP last member query interval globally. 

Use undo last-member-query-interval to restore the default. 

Syntax 
last-member-query-interval interval 

undo last-member-query-interval 

Default 
The IGMP last member query interval is 1 second. 

Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an IGMP last member query interval in the range of 1 to 25 seconds. 

Usage guidelines 
You can set the IGMP last member query interval globally for all interfaces in IGMP view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global IGMP last member query interval to 6 seconds on the public network. 
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] last-member-query-interval 6 

Related commands 
igmp last-member-query-interval 
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max-response-time (IGMP view) 
Use max-response-time to set the maximum response time for IGMP general queries globally. 

Use undo max-response-time to restore the default. 

Syntax 
max-response-time time 

undo max-response-time 

Default 
The maximum response time for IGMP general queries is 10 seconds. 

Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies the maximum response time for IGMP general queries in the range of 1 to 3174 
seconds. 

Usage guidelines 
You can set the maximum response time globally for all interfaces in IGMP view or for an interface in 
interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
#Set the global maximum response time for IGMP general queries to 25 seconds on the public 
network. 
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] max-response-time 25 

Related commands 
igmp max-response-time 

other-querier-present-interval (IGMP view) 
Use other-querier-present-interval to set the IGMP other querier present timer globally. 

Use undo other-querier-present-interval to restore the default. 

Syntax 
other-querier-present-interval interval 

undo other-querier-present-interval 

Default 
The IGMP other querier present timer is calculated by using the following formula: 

[ IGMP general query interval ] × [ IGMP querier's robustness variable ] + [ maximum response 
time for IGMP general queries ] / 2. 
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Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an IGMP other querier present timer in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the IGMP other querier present timer globally for all interfaces in IGMP view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global IGMP other querier present timer to 125 seconds on the public network. 
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] other-querier-present-interval 125 

Related commands 
igmp other-querier-present-interval 

proxy multipath (IGMP view) 
Use proxy multipath to enable load splitting on an IGMP proxy device. 

Use undo proxy multipath to disable load splitting on an IGMP proxy device. 

Syntax 
proxy multipath 

undo proxy multipath 

Default 
The load splitting feature is disabled on the IGMP proxy device. 

Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Use this feature when the IGMP proxy device has multiple proxy interfaces. All proxy interfaces on 
the IGMP proxy device share multicast traffic on a per-group basis. If you do not enable this feature, 
only the proxy interface with the highest IP address forwards multicast data. 

Examples 
# Enable load splitting on the IGMP proxy device on the public network. 
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] proxy multipath 
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query-interval (IGMP view) 
Use query-interval to set the IGMP general query interval globally. 

Use undo query-interval to restore the default. 

Syntax 
query-interval interval 

undo query-interval 

Default 
The IGMP general query interval is 125 seconds. 

Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an IGMP general query interval in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the IGMP general query interval globally for all interfaces in IGMP view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global IGMP general query interval to 60 seconds on the public network. 
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] query-interval 60 

Related commands 
igmp query-interval 

reset igmp group 
Use reset igmp group to clear dynamic IGMP multicast group entries. 

Syntax 
reset igmp [ vpn-instance vpn-instance-name ] group { all | interface 
interface-type interface-number { all | group-address [ mask { mask | 
mask-length } ] [ source-address [ mask { mask | mask-length } ] ] } } 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears dynamic IGMP multicast group entries on the public network. 

all: Specifies all interfaces (the first all), or all IGMP multicast groups (the second all). 

interface-type interface-number: Specifies an interface by its type and number. 

group-address: Specifies a multicast group by its IP address in the range of 224.0.0.0 to 
239.255.255.255. 

source-address: Specifies a multicast source address. If you do not specify a multicast source, 
this command clears dynamic IGMP multicast group entries for all multicast source addresses. 

mask: Specifies an address mask. The default is 255.255.255.255. 

mask-length: Specifies an address mask length. The default is 32. For a multicast group address, 
the value range for this argument is 4 to 32. For a multicast source address, the value range for this 
argument is 0 to 32.  

Usage guidelines 

 CAUTION: 
This command might interrupt the multicast information transmission. 
 

Examples 
# Clear dynamic IGMP multicast group entries for all interfaces on the public network.  
<Sysname> reset igmp group all 

# Clear all dynamic IGMP multicast group entries for GigabitEthernet 1/0/1 on the public network.  
<Sysname> reset igmp group interface gigabitethernet 1/0/1 all 

# Clear the dynamic IGMP multicast group entry of group 225.0.0.1 for GigabitEthernet 1/0/1 on the 
public network.  
<Sysname> reset igmp group interface gigabitethernet 1/0/1 225.0.0.1 

Related commands 
display igmp group 

robust-count (IGMP view) 
Use robust-count to set the IGMP querier's robustness variable globally. 

Use undo robust-count to restore the default. 

Syntax 
robust-count count 

undo robust-count 

Default 
The IGMP querier's robustness variable is 2. 

Views 
IGMP view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
count: Specifies an IGMP querier's robustness variable in the range of 1 to 255. 

Usage guidelines 
The IGMP querier's robustness variable defines the number of times to retransmit queries if packet 
loss occurs. A higher robustness variable makes the IGMP querier more robust, but it increases the 
timeout time for multicast groups. 

You can set the IGMP querier's robustness variable globally for all interfaces in IGMP view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global IGMP querier's robustness variable to 5 on the public network.  
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] robust-count 5 

Related commands 
igmp robust-count 

ssm-mapping (IGMP view) 
Use ssm-mapping to configure an IGMP SSM mapping. 

Use undo ssm-mapping to delete IGMP SSM mappings. 

Syntax 
ssm-mapping source-address ipv4-acl-number 

undo ssm-mapping { source-address | all } 

Default 
No IGMP SSM mappings exist. 

Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
source-address: Specifies a multicast source by its IP address. 

ipv4-acl-number: Specifies a basic ACL number in the range of 2000 to 2999. Multicast groups 
in IGMP reports permitted by the ACL are associated with the multicast source. If the ACL does not 
exist or does not have valid rules, no multicast groups are associated with the multicast source. 

all: Specifies all IGMP SSM mappings. 

Usage guidelines 
When you configure a rule in the IPv4 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 
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• The source source-address source-wildcard option specifies a multicast group 
address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

Examples 
# Configure an IGMP SSM mapping with multicast source 125.1.1.1 and multicast group range 
232.1.1.0/24 on the public network. 
<Sysname> system-view 

[Sysname] acl basic 2001 

[Sysname-acl-ipv4-basic-2001] rule permit source 232.1.1.1 0.0.0.255 

[Sysname-acl-ipv4-basic-2001] quit 

[Sysname] igmp 

[Sysname-igmp] ssm-mapping 125.1.1.1 2001 

Related commands 
display igmp ssm-mapping 

startup-query-count (IGMP view) 
Use startup-query-count to set the IGMP startup query count globally. 

Use undo startup-query-count to restore the default. 

Syntax 
startup-query-count count 

undo startup-query-count 

Default 
The IGMP startup query count equals the IGMP querier's robustness variable. 

Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies an IGMP startup query count in the range of 1 to 255. 

Usage guidelines 
You can set the IGMP startup query count globally for all interfaces in IGMP view or for an interface in 
interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the global IGMP startup query count to 5 on the public network. 
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] startup-query-count 5 
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Related commands 
igmp startup-query-count 

startup-query-interval (IGMP view) 
Use startup-query-interval to set the IGMP startup query interval globally. 

Use undo startup-query-interval to restore the default. 

Syntax 
startup-query-interval interval 

undo startup-query-interval 

Default 
The IGMP startup query interval equals one quarter of the IGMP general query interval. 

Views 
IGMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an IGMP startup query interval in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the IGMP startup query interval globally for all interfaces in IGMP view or for an interface 
in interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the global IGMP startup query interval to 100 seconds on the public network. 
<Sysname> system-view 

[Sysname] igmp 

[Sysname-igmp] startup-query-interval 100 

Related commands 
igmp startup-query-interval 
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PIM commands 
anycast-rp (PIM view) 

Use anycast-rp to add an anycast RP member to an Anycast RP set. 

Use undo anycast-rp to remove an anycast RP member from an Anycast RP set. 

Syntax 
anycast-rp anycast-rp-address member-address 

undo anycast-rp anycast-rp-address member-address 

Default 
No Anycast RP sets exist. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
anycast-rp-address: Specifies an Anycast RP address. It must be a legal unicast IP address 
that is not in the range of 127.0.0.0/8. 

member-address: Specifies an Anycast RP member address. It must be a legal unicast IP 
address that is not in the range of 127.0.0.0/8 and must be different from the Anycast RP address. 

Usage guidelines 
To add multiple RP member addresses to an Anycast RP set, execute this command multiple times 
with the same Anycast RP address but different RP member addresses. 

To configure multiple Anycast RP sets, execute this command multiple times with different Anycast 
RP addresses. 

Examples 
# Add Anycast RP members 1.1.0.1 and 1.2.0.1 to Anycast RP set 1.1.0.0 on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] anycast-rp 1.1.0.0 1.1.0.1 

[Sysname-pim] anycast-rp 1.1.0.0 1.2.0.1 

Related commands 
display pim rp-info 

auto-rp enable (PIM view) 
Use auto-rp enable to enable Auto-RP listening. 

Use undo auto-rp enable to disable Auto-RP listening. 



2 

Syntax 
auto-rp enable 

undo auto-rp enable 

Default 
Auto-RP listening is disabled. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
After Auto-RP listening is enabled, the device can receive and forward Auto-RP announcement and 
discovery messages, but it cannot send these messages unsolicitedly. 

Examples 
# Enable Auto-RP listening on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] auto-rp enable 

bidir-pim enable (PIM view) 
Use bidir-pim enable to enable BIDIR-PIM.  

Use undo bidir-pim enable to disable BIDIR-PIM.  

Syntax 
bidir-pim enable 

undo bidir-pim enable 

Default 
BIDIR-PIM is disabled.  

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when IP multicast routing is enabled on the public network or for a 
VPN instance to which the device belongs. 

Examples 
# Enable IP multicast routing on the public network, and enable BIDIR-PIM.  
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] quit 
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[Sysname] pim 

[Sysname-pim] bidir-pim enable 

Related commands 
multicast routing 

bidir-rp-limit (PIM view) 
Use bidir-rp-limit to set the maximum number of BIDIR-PIM RPs. 

Use undo bidir-rp-limit to restore the default. 

Syntax 
bidir-rp-limit limit 

undo bidir-rp-limit 

Default 
The maximum number of BIDIR-PIM RPs is 128. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
limit: Specifies the maximum number of BIDIR-PIM RPs, in the range of 1 to 128. 

Usage guidelines 
In a BIDIR-PIM domain, one DF election per RP is implemented on all PIM interfaces. To avoid 
unnecessary DF elections, do not configure multiple BIDIR-PIM RPs. 

This command sets a limit on the number of BIDIR-PIM RPs. If the number of RPs exceeds the limit, 
excess RPs can be used only for DF election rather than multicast data forwarding.  

Examples 
# Set the maximum number of BIDIR-PIM RPs to 3 on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] bidir-rp-limit 3 

bsm-fragment enable (PIM view) 
Use bsm-fragment enable to enable bootstrap message (BSM) semantic fragmentation. 

Use undo bsm-fragment enable to disable BSM semantic fragmentation. 

Syntax 
bsm-fragment enable 

undo bsm-fragment enable 

Default 
BSM semantic fragmentation is enabled. 
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Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Disable BSM semantic fragmentation if the PIM-SM or BIDIR-PIM domain contains a device that 
does not support BSM semantic fragmentation. 

Examples 
# Disable BSM semantic fragmentation on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] undo bsm-fragment enable 

bsm-reflection enable (PIM view) 
Use bsm-reflection enable to enable the device to forward BSMs out of their incoming 
interfaces. 

Use undo bsm-reflection enable to disable the device from forwarding BSMs out of their 
incoming interfaces. 

Syntax 
bsm-reflection enable 

undo bsm-reflection enable 

Default 
The device forwards BSMs out of their incoming interfaces.  

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Disable this feature if all the devices in the PIM-SM or BIDIR-PIM domain have consistent routing 
information. 

Examples 
# Disable the device from forwarding BSMs out of their incoming interfaces on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] undo bsm-reflection enable 

bsr-policy (PIM view) 
Use bsr-policy to configure a BSR policy. 



5 

Use undo bsr-policy to restore the default. 

Syntax 
bsr-policy ipv4-acl-number 

undo bsr-policy 

Default 
No BSR policy exists, and all bootstrap messages are regarded as legal. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999.  

Usage guidelines 
A BSR policy filters bootstrap messages to guard against BSR spoofing. 

When you configure a rule in the IPv4 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies a BSR address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure a BSR policy on the public network so that only the devices on subnet 10.1.1.0/24 can 
act as the BSR. 
<Sysname> system-view 

[Sysname] acl basic 2000 

[Sysname-acl-ipv4-basic-2000] rule permit source 10.1.1.0 0.0.0.255 

[Sysname-acl-ipv4-basic-2000] quit 

[Sysname] pim 

[Sysname-pim] bsr-policy 2000 

Related commands 
c-bsr (PIM view) 

c-bsr (PIM view) 
Use c-bsr to configure a candidate-BSR (C-BSR). 

Use undo c-bsr to remove the configuration of a C-BSR. 

Syntax 
c-bsr ip-address [ scope group-address { mask-length | mask } ] [ hash-length 
hash-length | priority priority ] * 

undo c-bsr ip-address [ scope group-address { mask-length | mask } ] 
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Default 
No C-BSRs exist. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the IP address of a C-BSR. You must specify the IP address of a local PIM 
interface. 

scope group-address: Specifies a multicast group by its IP address in the range of 239.0.0.0 to 
239.255.255.255. If you do not specify a multicast group, this command designates the C-BSR to the 
global-scoped zone. 

mask-length: Specifies an address mask length in the range of 8 to 32. 

mask: Specifies an address mask. 

hash-length hash-length: Specifies a hash mask length in the range of 0 to 32. The default 
setting is 30. 

priority priority: Specifies a C-BSR priority in the range of 0 to 255. The default setting is 64. 
The greater the value, the higher the priority. 

Usage guidelines 
If you execute this command for a zone multiple times, the most recent configuration takes effect. 

You can configure the same C-BSR for different zones. 

Examples 
# Configure the interface with IP address 1.1.1.1 as a C-BSR for the global-scoped zone on the 
public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] c-bsr 1.1.1.1 

c-rp (PIM view) 
Use c-rp to configure a candidate-RP (C-RP). 

Use undo c-rp to remove the configuration of a C-RP. 

Syntax 
c-rp ip-address [ advertisement-interval adv-interval | group-policy 
ipv4-acl-number | holdtime hold-time | priority priority ] * [ bidir ] 

undo c-rp ip-address 

Default 
No C-RPs exist. 

Views 
PIM view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the IP address of a C-RP. You must specify the IP address of a local PIM 
interface. 

advertisement-interval adv-interval: Specifies a C-RP advertisement interval in the 
range of 1 to 65535 seconds. The default value is 60 seconds. 

group-policy ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 
2000 to 2999. If you specify an ACL, this command designates the C-RP to IPv4 multicast groups in 
C-RP advertisement messages that the ACL permits. The C-RP is designated to all IPv4 multicast 
groups when one of the following conditions exists: 
• You do not specify an ACL. 
• The specified ACL does not exist. 
• The specified ACL does not have valid rules. 

holdtime hold-time: Specifies a C-RP lifetime in the range of 1 to 65535 seconds. The default 
value is 150 seconds. 

priority priority: Specifies a C-RP priority in the range of 0 to 255. The default setting is 192. 
The greater the value, the lower the priority. 

bidir: Specifies BIDIR-PIM to which the C-RP is designated. If you do not specify this keyword, the 
C-RP provides services for PIM-SM. 

Usage guidelines 
To designate a C-RP to multiple multicast group ranges, create multiple rules that specify different 
multicast group ranges in the ACL. 

When you configure a rule in the IPv4 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies a multicast group 
range. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command by using the same C-RP address multiple times, the most recent 
configuration takes effect. 

Examples 
# Configure the interface with IP address 1.1.1.1 as a C-RP for multicast group ranges 225.1.0.0/16 
and 226.2.0.0/16 and set its priority to 10 on the public network. 
<Sysname> system-view 

[Sysname] acl basic 2000 

[Sysname-acl-ipv4-basic-2000] rule permit source 225.1.0.0 0.0.255.255 

[Sysname-acl-ipv4-basic-2000] rule permit source 226.2.0.0 0.0.255.255 

[Sysname-acl-ipv4-basic-2000] quit 

[Sysname] pim 

[Sysname-pim] c-rp 1.1.1.1 group-policy 2000 priority 10 
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crp-policy (PIM view) 
Use crp-policy to configure a C-RP policy. 

Use undo crp-policy to restore the default. 

Syntax 
crp-policy ipv4-acl-number 

undo crp-policy 

Default 
No C-RP policy exists, and all C-RP messages are regarded as legal. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-acl-number: Specifies an IPv4 advanced ACL number in the range of 3000 to 3999.  

Usage guidelines 
A C-RP policy filters C-RP advertisement messages to guard against C-RP spoofing. 

The device uses only the prefixes of the multicast group ranges in advertisement messages to match 
the destination field in ACL rules. For example, the multicast group range in an advertisement 
message is 224.1.0.0/16. If the prefix 224.1.0.0 is in the range specified by the destination field of an 
ACL rule, the specified C-RPs are designated to this multicast group range. 

When you configure a rule in the IPv4 advanced ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies an RP address. 

• The destination dest-address dest-wildcard option specifies a multicast group 
address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure a C-RP policy on the public network so that only devices in the range of 1.1.1.1/24 can 
be C-RPs for the groups in the range of 225.1.1.0/24. 
<Sysname> system-view 

[Sysname] acl advanced 3000 

[Sysname-acl-ipv4-adv-3000] rule permit ip source 1.1.1.1 0.0.0.255 destination 225.1.1.0 
0.0.0.255 

[Sysname-acl-ipv4-adv-3000] quit 

[Sysname] pim 

[Sysname-pim] crp-policy 3000 

Related commands 
c-rp (PIM view) 
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display interface register-tunnel 
Use display interface register-tunnel to display register-tunnel interface information. 

Syntax 
display interface [ register-tunnel [ interface-number ] ] [ brief 
[ description | down ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
register-tunnel [ interface-number ]: Specifies a register-tunnel interface by its number. 
The device has only one register-tunnel interface, Register-Tunnel 0. If you specify the 
register-tunnel keyword, this command displays information about Register-Tunnel 0 
regardless of whether you specify an interface number. If you do not specify the 
register-tunnel keyword, this command displays information about all interfaces. 

brief: Displays brief information. If you do not specify this keyword, the command displays detailed 
information. 

description: Displays the full interface description. If you do not specify this keyword, the 
command displays only the first 27 characters of the interface description. 

down: Displays information about the interfaces in down state and the reasons why the interfaces 
are down. If you do not specify this keyword, the command displays information about interfaces in 
all states. 

Usage guidelines 
The register-tunnel interface is a virtual interface that is automatically created by the system. You 
cannot configure it or delete it, but you can display the interface information by using this command. 

In the initial stage of multicast source registration, the register-tunnel interface is used to establish a 
channel between the source-side DR and the RP to transmit multicast register messages. The 
process of initial source registration is as follows: 
1. After receiving the first multicast data from the source, the source-side DR encapsulates the 

multicast data into a register message. Then, it forwards the message to the RP through the 
register-tunnel interface. 

2. The register message reaches RP on the register-tunnel interface on the RP. The RP 
decapsulates the register message and forwards the multicast data to the receiver hosts. At the 
same time, the RP learns the IP address of the multicast source. 

3. The RP sends a join message toward the multicast source to build an SPT. 
4. After the SPT is built, the multicast data travels to the RP along the SPT rather than through the 

register-tunnel interface. 

Examples 
# Display detailed information about Register-Tunnel 0. 
<Sysname> display interface register-tunnel 0 

Register-Tunnel0 



10 

Current state: UP 

Line protocol state: DOWN 

Description: Register-Tunnel0 Interface 

Maximum transmission unit: 1536 

Internet protocol processing: Disabled 

Physical: Unknown 

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Input: 0 packets, 0 bytes, 0 drops 

Output: 0 packets, 0 bytes, 0 drops 

# Display brief information about Register-Tunnel 0. 
<Sysname> display interface register-tunnel 0 brief 

Brief information on interfaces in route mode: 

Link: ADM - administratively down; Stby - standby 

Protocol: (s) - spoofing 

Interface            Link Protocol Primary IP         Description 

REG0                 UP   --       -- 

Table 1 Command output 

Field Description 

Current state Physical link state of the interface. This field always displays UP. 

Line protocol state Data link layer state of interface. This field always displays DOWN. 

Description Description of the interface. It is not configurable. 

Maximum transmission unit MTU of the register-tunnel interface. It is not configurable. 

Internet protocol processing: 
Disabled 

The interface is not assigned an IP address and cannot process IP 
packets. 

Physical Physical type of the interface. This field always displays Unknown, 
because the physical type of the interface is unknown. 

Last 300 seconds input rate Average incoming rate in the last 300 seconds. This field always displays 
0. 

Last 300 seconds output rate Average outgoing rate in the last 300 seconds. This field always displays 0. 

Input Number of incoming packets, incoming bytes, and discarded packets. This 
field always displays 0. 

Output Number of outgoing packets, outgoing bytes, and discarded packets. This 
field always displays 0. 

Brief information on interfaces 
in route mode Brief information about Layer 3 interfaces. 

Link Physical link state of the interface. This field always displays UP. 

Protocol 
Data link layer protocol state of the interface. This field always displays two 
hyphens (--) because the interface does not support a data link layer 
protocol. 

Primary IP Primary IP address of the interface. This field always displays two hyphens 
(--) because the interface does not have a primary IP address. 

Cause Cause for the physical link state of an interface to be DOWN. This field 
always displays Not connected because no physical connection exists. 

Description Description of the interface. This field is empty because the interface 
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Field Description 
cannot be configured with a description. 

 

Related command 
reset counters interface register-tunnel 

display pim bsr-info 
Use display pim bsr-info to display BSR information. 

Syntax 
display pim [ vpn-instance vpn-instance-name ] bsr-info 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays BSR information on the public network. 

Examples 
# Display BSR information on the public network. 
<Sysname> display pim bsr-info 

 Scope: non-scoped 

     State: Accept Preferred 

     Bootstrap timer: 00:01:44 

     Elected BSR address: 12.12.12.1 

       Priority: 64 

       Hash mask length: 30 

       Uptime: 00:21:56 

 

 Scope: 239.4.0.0/16 

     State: Accept Any 

     Scope-zone expiry timer: 00:21:12 

 

 Scope: 239.1.0.0/16 

     State: Elected 

     Bootstrap timer: 00:00:26 

     Elected BSR address: 17.1.11.1 

       Priority: 64 

       Hash mask length: 30 

       Uptime: 02:53:37 
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     Candidate BSR address: 17.1.11.1 

       Priority: 64 

       Hash mask length: 30 

 

 Scope: 239.2.2.0/24 

     State: Candidate 

     Bootstrap timer: 00:01:56 

     Elected BSR address: 61.2.37.1 

       Priority: 64 

       Hash mask length: 30 

       Uptime: 02:53:32 

     Candidate BSR address: 17.1.12.1 

       Priority: 64 

       Hash mask length: 30 

 

 Scope: 239.3.3.0/24 

     State: Pending 

     Bootstrap timer: 00:00:07 

     Candidate BSR address: 17.1.13.1 

       Priority: 64 

       Hash mask length: 30 

Table 2 Command output 

Field Description 

Bootstrap timer Aging timer for the BSR. 

Scope-zone expiry timer Aging timer for the scoped zone. 

Elected BSR address Address of the elected BSR. 

Candidate BSR address Address of the C-BSR. 

Priority BSR priority. 

Uptime Length of time the BSR has been up. 
 

display pim claimed-route 
Use display pim claimed-route to display information about all routes that PIM uses. 

Syntax 
display pim [ vpn-instance vpn-instance-name ] claimed-route 
[ source-address ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays information about all routes that PIM uses on the public network. 

source-address: Specifies a multicast source by its IP address. If you do not specify a multicast 
source, this command displays information about all routes that PIM uses. 

Examples 
# Display information about all routes that PIM uses on the public network.  
<Sysname> display pim claimed-route 

 RPF-route selecting rule: longest-match 

 

 Route/mask: 7.11.0.0/16 (unicast (direct)) 

     RPF interface: GigabitEthernet1/0/1, RPF neighbor: 8.0.0.2 

     Total number of (S,G) or (*,G) dependent on this route entry: 4 

     (7.11.0.10, 225.1.1.1) 

     (7.11.0.10, 226.1.1.1) 

     (7.11.0.10, 227.1.1.1) 

     (*, 228.1.1.1) 

 Route/mask: 7.12.0.0/16 (multicast static) 

     RPF interface: GigabitEthernet1/0/2, RPF neighbor: 8.0.0.3, 

     Config NextHop: 8.0.0.5 

     Total number of (S,G) or (*,G) dependent on this route entry: 2 

     (7.12.0.10, 226.1.1.1) 

     (7.12.0.10, 225.1.1.1) 

Table 3 Command output 

Field Description 

Route/mask 

Route entry. Route types in parentheses include: 
• igp—IGP unicast route. 
• egp—EGP unicast route. 
• unicast (direct)—Direct unicast route.  
• unicast—Other unicast route, such as static unicast 

route. 
• mbgp—MBGP route. 
• multicast static—Static multicast route. 

RPF interface Name of the RPF interface. 

RPF neighbor IP address of the RPF neighbor. 

Config NextHop 
Address of the configured next hop. This field is displayed 
only when the static multicast route is configured with a next 
hop. 

Total number of (S,G) or (*,G) dependent on 
this route entry 

Total number of (S, G) or (*, G) entries associated with the 
RPF route and the entry list. 

 

display pim c-rp 
Use display pim c-rp to display C-RP information. 
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Syntax 
display pim [ vpn-instance vpn-instance-name ] c-rp [ local ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays information about learned C-RPs on the public network. 

local: Specifies local C-RPs. If you do not specify this keyword, the command displays information 
about all C-RPs. 

Usage guidelines 
You can view information about learned C-RPs only on the BSR. On other devices, you can view 
information about the locally configured C-RPs. 

Examples 
# Display information about learned C-RPs on the public network. 
<Sysname> display pim c-rp 

 Scope: non-scoped 

     Group/MaskLen: 224.0.0.0/4 

       C-RP address             Priority  HoldTime  Uptime    Expires 

       1.1.1.1 (local)          192       150       03:01:36  00:02:29 

       2.2.2.2                  192       150       1d:13h    00:02:02 

     Group/MaskLen: 226.1.1.0/24 [B] Expires: 00:00:33 

     Group/MaskLen: 225.1.0.0/16 [B] 

       C-RP Address             Priority  HoldTime  Uptime    Expires 

       3.3.3.3                  192       150       12w:5d    00:02:05 

# Display information about the locally configured C-RPs. 
<Sysname> display pim c-rp local 

 Candidate RP: 12.12.12.9(Loop1) 

     Priority: 192 

     HoldTime: 150 

     Advertisement interval: 60 

     Next advertisement scheduled at: 00:00:48 

Table 4 Command output 

Field Description 

Group/MaskLen Multicast group to which the C-RP is designated. 

[B] 
BIDIR-PIM C-RP. 
This field is not displayed if the C-RP is a PIM-SM C-RP. 

C-RP address IP address of the C-RP. If the C-RP resides on the device where the 
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Field Description 
command is executed, this field displays (local) after the address. 

Priority Priority of the C-RP. 

HoldTime Lifetime of the C-RP. 

Uptime 

Length of time the C-RP has been up: 
• w—Weeks. 
• d—Days. 
• h—Hours. 

Expires Remaining lifetime for the C-RP and the multicast group. 

Candidate RP IP address of the locally configured C-RP. 

Advertisement interval Interval between two advertisement messages sent by the locally 
configured C-RP. 

Next advertisement scheduled at Remaining time for the locally configured C-RP to send the next 
advertisement message. 

 

display pim df-info 
Use display pim df-info to display BIDIR-PIM DF information. 

Syntax 
display pim [ vpn-instance vpn-instance-name ] df-info [ rp-address ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays BIDIR-PIM DF information on the public network. 

rp-address: Specifies a BIDIR-PIM RP by its IP address.  

Examples 
# Display BIDIR-PIM DF information on the public network.  
<Sysname> display pim df-info 

RP address: 12.12.12.12 

  Interface: GigabitEthernet1/0/4 

    State     : Win        DF preference: 10 

    DF metric : 1562       DF uptime    : 00:06:59 

    DF address: 30.1.1.11 (local) 

  Interface: Tunnel2, 100.1.1.12 

    State     : Lose       DF preference: 0 
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    DF metric : 0          DF uptime    : 00:06:59 

    DF address: 100.1.1.12 

Table 5 Command output 

Field Description 

RP address IP address of the BIDIR-PIM RP. 

Interface 

DF interface. 
If the interface is an NBMA mode-enabled ADVPN tunnel 
interface, this field also displays the IP address of the remote 
end. 

State 

DF election state: 
• Win—The interface wins the DF election. 
• Lose—The interface loses the DF election. 
• Offer—The interface is in the initial state of the DF 

election. 
• Backoff—The interface is acting as the DF, but there 

are more appropriate devices running for the DF. 
This field displays a hyphen (-) if the interface does not 
participate in the DF election. 

DF preference Advertised route preference for DF election. 

DF metric Advertised route metric for DF election. 

DF uptime Length of time the DF has been up. 

DF address 
IP address of DF. If the DF resides on the device where the 
command is executed, this field displays (local) after the IP 
address. 

 

display pim interface 
Use display pim interface to display PIM information for interfaces. 

Syntax 
display pim [ vpn-instance vpn-instance-name ] interface [ interface-type 
interface-number ] [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays PIM information for interfaces on the public network. 

interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays PIM information for all interfaces. 
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verbose: Displays detailed PIM information. If you do not specify this keyword, the command 
displays brief PIM information. 

Examples 
# Display brief PIM information for all interfaces on the public network.  
<Sysname> display pim interface 

 Interface         NbrCnt  HelloInt  DR-Pri     DR-Address 

 GE1/0/1           1       30        1          10.1.1.2 

 GE1/0/2           0       30        1          172.168.0.2    (local) 

 GE1/0/3           1       30        1          20.1.1.2 

Table 6 Command output 

Field Description 

NbrCnt Number of PIM neighbors. 

HelloInt Interval for sending hello messages. 

DR-Pri Priority for DR election. 

DR-Address IP address of the DR. If the DR resides on the device where the 
command is executed, this field displays (local) after the address. 

 

# Display detailed PIM information for GigabitEthernet 1/0/1 on the public network.  
<Sysname> display pim interface gigabitethernet 1/0/1 verbose 

 Interface: GigabitEthernet1/0/1, 10.1.1.1 

     PIM version: 2 

     PIM mode: Sparse 

     PIM DR: 10.1.1.2 

     PIM DR Priority (configured): 1 

     PIM neighbors count: 1 

     PIM hello interval: 30 s 

     PIM LAN delay (negotiated): 500 ms 

     PIM LAN delay (configured): 500 ms 

     PIM override interval (negotiated): 2500 ms 

     PIM override interval (configured): 2500 ms 

     PIM neighbor tracking (negotiated): disabled 

     PIM neighbor tracking (configured): disabled 

     PIM generation ID: 0xF5712241 

     PIM require generation ID: disabled 

     PIM hello hold interval: 105 s 

     PIM assert hold interval: 180 s 

     PIM triggered hello delay: 5 s 

     PIM J/P interval: 60 s 

     PIM J/P hold interval: 210 s 

     PIM state-refresh capable (negotiated): enabled 

     PIM state-refresh capable (configured): enabled 

     PIM state-refresh interval: 60 s 

     PIM state-refresh rate limit: 30 s 

     PIM state-refresh TTL: 255 

     PIM graft retry interval: 3 s 

     PIM BSR domain border: disabled 
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     PIM BFD: disabled  

     PIM passive: disabled 

     PIM prune-pending: disabled 

     Number of routers on network not using DR priority: 0 

     Number of routers on network not using LAN delay: 0 

     Number of routers on network not using neighbor tracking: 2 

Table 7 Command output 

Field Description 

PIM version Version of the PIM protocol. 

PIM mode PIM mode: dense or sparse. 

PIM DR IP address of the DR. 

PIM DR Priority (configured) Configured priority for DR election. 

PIM neighbors count Total number of PIM neighbors. 

PIM hello interval Interval between two hello messages. 

PIM LAN delay (negotiated) Negotiated PIM message propagation delay. 

PIM LAN delay (configured) Configured PIM message propagation delay. 

PIM override interval (negotiated) Negotiated interval for overriding prune messages. 

PIM override interval (configured) Configured interval for overriding prune messages. 

PIM neighbor tracking (negotiated) Negotiated neighbor tracking status: enabled or disabled. 

PIM neighbor tracking (configured) Configured neighbor tracking status: enabled or disabled. 

PIM require generation ID Whether the feature of discarding hello messages without 
Generation_ID is enabled. 

PIM hello hold interval PIM neighbor lifetime. 

PIM assert hold interval Assert holdtime timer. 

PIM triggered hello delay Maximum delay for sending hello messages. 

PIM J/P interval Interval between two join or prune messages. 

PIM J/P hold interval Joined/pruned state holdtime timer. 

PIM state-refresh capable (negotiated) Negotiated state refresh status. 

PIM state-refresh capable (configured) Configured state refresh status. 

PIM state-refresh rate limit Waiting time for accepting a new state refresh message. 

PIM state-refresh TTL TTL value in state refresh messages. 

PIM BSR domain border Whether a PIM domain border is configured. 

PIM BFD Whether PIM is enabled to work with BFD. 

PIM passive Whether PIM passive mode is enabled on the interface. 

PIM prune-pending Whether PIM prune delay is enabled on the interface. 

Number of routers on network not using DR 
priority 

Number of routers that do not use the DR priority field on the 
subnet where the interface resides. 

Number of routers on network not using 
LAN delay 

Number of routers that do not use the LAN delay field on the 
subnet where the interface resides. 

Number of routers on network not using Number of routers that are not enabled with neighbor tracking 
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Field Description 
neighbor tracking on the subnet where the interface resides. 

 

display pim nbma-link 
Use display pim nbma-link to display remote end information maintained by PIM for ADVPN 
tunnel interfaces. 

Syntax 
display pim [ vpn-instance vpn-instance-name ] nbma-link [ interface 
{ interface-type interface-number } ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays remote end information maintained by PIM for ADVPN tunnel interfaces on the public 
network. 

interface interface-type interface-number: Specifies an interface by its type and 
number. If you do not specify an interface, this command displays remote end information 
maintained by PIM for all ADVPN tunnel interfaces. 

Examples 
# Display remote end information maintained by PIM for ADVPN tunnel interfaces on the public 
network. 
<Sysname> display pim nbma-link 

Interface: Tunnel1 

Number of links: 1 

    Remote address: 10.0.0.1 

      Private index    : 0XCC000000 

      Private interface: Multicast-NBMA0 

Interface: Tunnel2 

Number of links: 1 

    Remote address: 20.0.0.2 

      Private index    : 0XCC000001 

      Private interface: Multicast-NBMA1 

# Display remote end information maintained by PIM for ADVPN interface tunnel1 on the public 
network. 
<Sysname> display pim nbma-link interface tunnel 1 

Interface: Tunnel1 

Number of links: 1 

    Remote address: 10.0.0.1 
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      Private index    : 0XCC000000 

      Private interface: Multicast-NBMA0 

Table 8 Command output 

Field Description 

Interface Local ADVPN tunnel interface. 

Number of links Number of remote ends. 

Remote address IP address of the remote end. 

Private index Index of the remote end. 

Private interface Interface name of the remote end. 
 

display pim neighbor 
Use display pim neighbor to display PIM neighbor information. 

Syntax 
display pim [ vpn-instance vpn-instance-name ] neighbor [ neighbor-address 
| interface interface-type interface-number | verbose ] * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays PIM neighbor information on the public network. 

neighbor-address: Specifies a PIM neighbor by its IP address. If you do not specify a PIM 
neighbor, this command displays information about all PIM neighbors. 

interface interface-type interface-number: Specifies an interface by its type and 
number. If you do not specify an interface, this command displays PIM neighbor information on all 
interfaces. 

verbose: Displays detailed PIM neighbor information. If you do not specify this keyword, the 
command displays brief PIM neighbor information. 

Examples 
# Display brief information about all PIM neighbors on the public network.  
<Sysname> display pim neighbor 

 Total Number of Neighbors = 2 

 

 Neighbor        Interface           Uptime   Expires  DR-Priority Mode 

 10.1.1.2        GE1/0/1             02:50:49 00:01:31 1           B 

 20.1.1.2        GE1/0/2             02:49:39 00:01:42 1           P 
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# Display detailed information about the PIM neighbor with IP address 11.110.0.20 on the public 
network.  
<Sysname> display pim neighbor 11.110.0.20 verbose 

 Neighbor: 11.110.0.20 

     Interface: GigabitEthernet1/0/3 

     Uptime: 00:00:10 

     Expiry time: 00:00:30 

     DR Priority: 1 

     Generation ID: 0x2ACEFE15 

     Holdtime: 105 s 

     LAN delay: 500 ms 

     Override interval: 2500 ms 

     State refresh interval: 60 s 

     Neighbor tracking: Disabled 

     Bidirectional PIM: Disabled 

Table 9 Command output 

Field Description 

Total Number of Neighbors Total number of PIM neighbors. 

Neighbor IP address of the PIM neighbor. 

Interface Interface that connects to the PIM neighbor. 

Uptime Length of time the PIM neighbor has been up. 

Expires/Expiry time Remaining lifetime for the PIM neighbor. If the PIM neighbor is always 
up and reachable, this field displays never. 

DR-Priority/DR Priority Priority of the PIM neighbor. 

Mode 

PIM mode: 
• B—The PIM mode is BIDIR-PIM. 
• P—The RPF proxy vector is enabled. 
This field is empty if the PIM mode is not BIDIR-PIM and the RPF vector 
is disabled. 

Generation ID Generation ID of the PIM neighbor. (A random value represents a status 
change of the PIM neighbor.) 

Holdtime Lifetime of the PIM neighbor. If the PIM neighbor is always up and 
reachable, this field displays forever. 

LAN delay PIM message propagation delay on a shared-media LAN. 

Override interval Interval for overriding prune messages. 

State refresh interval 
Interval for refreshing state. This field is displayed only when the PIM 
neighbor operates in the PIM-DM mode and the state refresh capability 
is enabled. 

Neighbor tracking Neighbor tracking status: enabled or disabled. 

Bidirectional PIM Whether BIDIR-PIM is enabled. 
 

display pim routing-table 
Use display pim routing-table to display PIM routing entries. 
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Syntax 
display pim [ vpn-instance vpn-instance-name ] routing-table 
[ group-address [ mask { mask-length | mask } ] | source-address [ mask 
{ mask-length | mask } ] | flags flag-value | fsm | incoming-interface 
interface-type interface-number | mode mode-type | outgoing-interface 
{ exclude | include | match } interface-type interface-number | extranet 
{ source-vpn-instance source-vpn-instance-name | source-public-instance 
| receive-vpn-instance receive-vpn-instance-name | 
receive-public-instance } ] * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays PIM routing entries on the public network. 

group-address: Specifies a multicast group by its IP address in the range of 224.0.0.0 to 
239.255.255.255. If you do not specify a multicast group, this command displays PIM routing entries 
for all multicast groups. 

source-address: Specifies a multicast source by its IP address. 

mask-length: Specifies an address mask length in the range of 0 to 32. The default value is 32. 

mask: Specifies an address mask. The default value is 255.255.255.255. 

flags flag-value: Specifies a flag. If you do not specify a flag, this command displays PIM 
routing entries that contain all flags. The following lists the values for the flag-value argument 
and their meanings: 
• act: Specifies PIM routing entries that have been used for routing data. 

• del: Specifies PIM routing entries to be deleted. 

• exprune: Specifies PIM routing entries containing outgoing interfaces pruned by other 
multicast routing protocols. 

• ext: Specifies PIM routing entries containing outgoing interfaces provided by other multicast 
routing protocols. 

• loc: Specifies PIM routing entries on the devices that reside on the same subnet as the 
multicast source. 

• niif: Specifies PIM routing entries containing unknown incoming interfaces. 

• nonbr: Specifies PIM routing entries with PIM neighbor lookup failure. 

• rpt: Specifies PIM routing entries on the RPT branches where (S, G) prunes have been sent to 
the RP. 

• rq: Specifies PIM routing entries of the receiving side of the data-MDT switchover. 

• spt: Specifies PIM routing entries on the SPT. 

• sq: Specifies PIM routing entries of the originator side of data-MDT switchover. 
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• swt: Specifies PIM routing entries in the process of RPT-to-SPT switchover. 

• wc: Specifies PIM routing entries with wildcards. 

fsm: Displays detailed information about the finite state machine. 

incoming-interface interface-type interface-number: Specifies an incoming 
interface. If you do not specify an incoming interface, this command displays PIM routing entries that 
contain all incoming interfaces. 

mode mode-type: Specifies a PIM mode. If you do not specify a PIM mode, this command displays 
PIM routing entries in all PIM modes. The available PIM modes include: 
• bidir: Specifies BIDIR-PIM. 

• dm: Specifies PIM-DM. 

• sm: Specifies PIM-SM.  

• ssm: Specifies PIM-SSM.  

outgoing-interface { exclude | include | match } interface-type 
interface-number: Specifies an outgoing interface. If you do not specify an outgoing interface, 
this command displays PIM routing entries that contain all outgoing interfaces. Whether an outgoing 
interface is contained in the PIM routing table depends on the following conditions: 
• If you specify an excluded interface, this command displays PIM routing entries that do not 

contain the specified outgoing interface.  
• If you specify an included interface, this command displays PIM routing entries that contain the 

specified outgoing interface.  
• If you specify a matching interface, this command displays PIM routing entries that contain only 

the specified outgoing interface. 

extranet: Displays information about the PIM routing entries for MVPN extranet. 

• source-vpn-instance source-vpn-instance-name: Specifies the MPLS L3VPN 
instance to which the multicast source belongs. The source-vpn-instance-name 
argument is a case-sensitive string of 1 to 31 characters. 

• source-public-instance: Specifies the public network where the multicast source 
resides. 

• receive-vpn-instance receive-vpn-instance-name: Specifies the MPLS L3VPN 
instance to which the multicast receiver belongs. The receive-vpn-instance-name 
argument is a case-sensitive string of 1 to 31 characters. 

• receive-public-instance: Specifies the public network where the multicast receiver 
resides. 

Examples 
# Display PIM routing entries on an ADVPN network. 
<Sysname> display pim routing-table 

 Total 0 (*, G) entries; 1 (S, G) entries 

  

 (172.168.0.12, 227.0.0.1) 

     RP: 2.2.2.2 

     Protocol: pim-sm, Flag: SPT LOC ACT 

     UpTime: 02:54:43 

     Upstream interface: Tunnel2, 13.1.1.1 

         Upstream neighbor: 12.1.1.1 

         RPF prime neighbor: 12.1.1.1 

     Downstream interface information: 
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     Total number of downstream interfaces: 1 

         1: Tunnel2, 13.1.1.2 

             Protocol: pim-sm, UpTime: 02:54:43, Expires: 00:02:47 

# Display PIM routing entries on the public network.  
<Sysname> display pim routing-table 

 Total 0 (*, G) entries; 1 (S, G) entries 

 

 (172.168.0.12, 227.0.0.1) 

     RP: 2.2.2.2 

     Protocol: pim-sm, Flag: SPT LOC ACT 

     UpTime: 02:54:43 

     Upstream interface: GigabitEthernet1/0/1 

         Upstream neighbor: NULL 

         RPF prime neighbor: NULL 

     Downstream interface information: 

     Total number of downstream interfaces: 1 

         1: GigabitEthernet1/0/2 

             Protocol: pim-sm, UpTime: 02:54:43, Expires: 00:02:47 

# Display PIM routing entries for MVPN extranet.  
<Sysname> display pim vpn-instance vpn1 routing-table extranet receive-vpn-instance vpn2 
 Total 1 (*, G) entries; 1 (S, G) entries 

 (*, 225.0.0.2) 

     RP: 1.2.2.2 

     Protocol: pim-sm, Flag: WC 

     UpTime: 07:06:11 

     Upstream interface: Register-Tunnel0 

         Upstream neighbor: NULL 

         RPF prime neighbor: NULL 

     Downstream interface information: 

     Total number of downstream interfaces: 2 

         1: GigabitEthernet1/0/1 

             Protocol: pim-sm, UpTime: 07:06:11, Expires: - 

         2: Extranet (VPN: vpn2) 

             Protocol: MD, UpTime: 01:12:52, Expires: - 

 

(11.1.1.53, 225.0.0.2) 

     RP: 1.2.2.2 

     Protocol: pim-sm, Flag: SPT LOC ACT 

     UpTime: 07:06:10 

     Upstream interface: MTunnel0 

         Upstream neighbor: 1.1.1.1 

         RPF prime neighbor: 1.1.1.1 

     Downstream interface information: 

     Total number of downstream interfaces: 2 

         1: GigabitEthernet1/0/1 

             Protocol: pim-sm, UpTime: 07:06:11, Expires: - 

         2: Extranet (VPN: vpn2) 

             Protocol: MD, UpTime: 01:29:07, Expires: - 
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Table 10 Command output 

Field Description 

Total 0 (*, G) entries; 1 (S, G) 
entries Total number of (*, G) entries, and the total number of (S, G) entries. 

(172.168.0.12, 227.0.0.1) (S, G) entry. 

Protocol PIM mode. 

Flag 

Flag of the (S, G) entry or (*, G) entry: 
• ACT—The entry has been used for routing data. 
• DEL—The entry is to be removed. 
• EXPRUNE—Some outgoing interfaces are pruned by other 

multicast routing protocols.  
• EXT—The entry contains outgoing interfaces provided by other 

multicast routing protocols. 
• LOC—The entry is on a router directly connected to the same 

subnet with the multicast source. 
• NIIF—The entry contains unknown incoming interfaces. 
• NONBR—The entry has a PIM neighbor lookup failure.  
• RPT—The entry is on an RPT branch where (S, G) prunes have 

been sent to the RP. 
• SPT—The entry is on the SPT. 
• SQ—The entry triggers the default-MDT to data-MDT switchover. 
• SWT—The entry is in the process of RPT-to-SPT switchover. 
• WC—The entry contains a wildcard. 

Uptime Length of time for which the (S, G) entry or (*, G) entry has been up. 

Upstream interface 
Upstream (incoming) interface of the (S, G) entry or (*, G) entry. 
If the upstream interface is an NBMA mode-enabled ADVPN tunnel 
interface, this field also displays the IP address of the remote end. 

Upstream neighbor Upstream neighbor of the (S, G) entry or (*, G) entry. 

RPF prime neighbor 

RPF neighbor of the (S, G) or (*, G) entry: 
• For a (*, G) entry, if the RPF neighbor is the RP, the field displays 

NULL. 
• For an (S, G) entry, if the RPF neighbor is a router that directly 

connects to the multicast source, this field displays NULL. 

Downstream interface 
information 

Information about the downstream interfaces:  
• Total number of downstream interfaces. 
• Names of the downstream interfaces. 
• Protocol type on the downstream interfaces. 
• Uptime of the downstream interfaces. 
• Expiration time of the downstream interfaces. 
• IP addresses of the remote ends associated with the downstream 

ADVPN tunnel interfaces. 

Extranet 

PIM routing entry for MVPN extranet. 
• In the upstream interface list, the source VPN is displayed after 

Extranet. 
• In the downstream interface list, the receiver VPN is displayed after 

Extranet. 
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display pim rp-info 
Use display pim rp-info to display PIM RP information. 

Syntax 
display pim [ vpn-instance vpn-instance-name ] rp-info [ group-address ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays RP information on the public network. 

group-address: Specifies a multicast group by its IP address in the range of 224.0.1.0 to 
239.255.255.255. If you do not specify a multicast group, this command displays RP information for 
all multicast groups. 

Examples 
# Display RP information for multicast group 224.0.1.1 on the public network. 
<Sysname> display pim rp-info 224.0.1.1 

 BSR RP address is: 2.2.2.2 

     Priority: 192 

     HoldTime: 180 

     Uptime: 03:01:10 

     Expires: 00:02:30 

 

 Static RP address is: 3.3.3.5 

     Preferred: Yes 

     Configured ACL: 2003 

 

 RP mapping for this group is: 3.3.3.5 

 

 Anycast-RP 3.3.3.5 members: 

     Member address           State 

     1.1.0.1                  Active 

     1.2.0.2                  Local 

     1.2.0.1                  Remote 

# Display RP information for all multicast groups on the public network. 
<Sysname> display pim rp-info 

 BSR RP information: 

   Scope: non-scoped 

     Group/MaskLen: 224.0.0.0/4 

       RP address               Priority  HoldTime  Uptime    Expires 
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       1.1.1.1 (local)          192       180       03:01:36  00:02:29 

       2.2.2.2                  192       180       1d:13h    00:02:02 

     Group/MaskLen: 225.1.0.0/16 [B] 

       RP address               Priority  HoldTime  Uptime    Expires 

       3.3.3.3                  192       180       12w:5d    00:02:05 

 

 Static RP information: 

       RP address               ACL   Mode    Preferred 

       3.3.3.1                  2000  pim-sm  No 

       3.3.3.2                  2001  pim-sm  Yes 

       3.3.3.3                  2002  pim-sm  No 

       3.3.3.4                        pim-sm  No 

       3.3.3.5                  2002  pim-sm  Yes 

 

 Anycast-RP information: 

       RP address               Member address           State 

       3.3.3.5                  1.1.0.1                  Active 

       3.3.3.5                  1.1.0.2                  Local 

       3.3.3.5                  1.2.0.1                  Remote 

Table 11 Command output 

Field Description 

BSR RP address is IP address of the RP. 

BSR RP information Information about the RP. 

Group/MaskLen Multicast group to which the RP is designated. 

[B] 
The RP is a BIDIR-PIM RP. 
This field is not displayed if the RP is a PIM-SM RP. 

RP address IP address of the RP. If the RP resides on the device where the command is 
executed, this field displays (local) after the address. 

Priority Priority of the RP. 

HoldTime RP lifetime. 

Uptime Length of time the RP has been up. 

Expires Remaining lifetime for the RP. 

Preferred Whether the static RP is preferred. 

Configured ACL/ACL ACL defining the multicast groups to which the static RP is designated. 

Mode RP service mode: PIM-SM or BIDIR-PIM. 

RP mapping for this group IP address of the RP that provides services for the multicast group. 

Anycast-RP 3.3.3.5 
members Members of Anycast RP 3.3.3.5. 

Member address IP address of the Anycast RP member. 

State 

State of the interface from which the member address originates: 
• Active—Activated local interface. 
• Local—Inactivated local interface. 
• Remote—Remote interface. 
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display pim statistics 
Use display pim statistics to display statistics for PIM packets. 

Syntax 
display pim statistics 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display statistics for PIM packets.  
<Sysname> display pim statistics 

 Received PIM packets: 3295 

 Sent PIM packets    : 5975 

                Valid       Invalid        Succeeded   Failed 

     Hello    : 3128        0              4333        0 

     Reg      : 14          0              0           0 

     Reg-stop : 0           0              0           0 

     JP       : 151         0              561         0 

     BSM      : 0           0              1081        0 

     Assert   : 0           0              0           0 

     Graft    : 0           0              0           0 

     Graft-ACK: 0           0              0           0 

     C-RP     : 0           0              0           0 

     SRM      : 0           0              0           0 

     DF       : 0           0              0           0 

     AutoRP   : 0           0              0           0 

Table 12 Command output 

Field Description 

Received PIM packets Total number of received PIM protocol packets.  

Sent PIM packets Total number of sent PIM protocol packets.  

Valid Number of received legal PIM protocol packets. 

Invalid Number of received illegal PIM protocol packets. 

Succeeded Number of PIM protocol packets that were sent successfully. 

Failed Number of PIM protocol packets that failed to be sent. 

Hello Hello message statistics. 

Reg Register message statistics. 

Reg-stop Register-stop message statistics. 
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Field Description 

JP Join or prune message statistics. 

BSM Bootstrap message statistics. 

Assert Assert message statistics. 

Graft Graft message statistics. 

Graft-ACK Graft-ACK message statistics. 

C-RP C-RP message statistics. 

SRM State refresh message statistics. 

DF Designated forwarder statistics. 

AutoRP Auto-RP message statistics. 
 

hello-option dr-priority (PIM view) 
Use hello-option dr-priority to set the DR priority globally. 

Use undo hello-option dr-priority to restore the default. 

Syntax 
hello-option dr-priority priority 

undo hello-option dr-priority 

Default 
The DR priority is 1. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
priority: Specifies a DR priority in the range of 0 to 4294967295. The greater the value, the 
higher the priority. 

Usage guidelines 
You can set the DR priority globally for all interfaces in PIM view or for an interface in interface view. 
For an interface, the interface-specific configuration takes priority over the global configuration. 

Examples 
# Set the global DR priority to 3 on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] hello-option dr-priority 3 

Related commands 
pim hello-option dr-priority 
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hello-option holdtime (PIM view) 
Use hello-option holdtime to set the PIM neighbor lifetime globally. 

Use undo hello-option holdtime to restore the default. 

Syntax 
hello-option holdtime time 

undo hello-option holdtime 

Default 
The PIM neighbor lifetime is 105 seconds. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies a PIM neighbor lifetime in the range of 1 to 65535 seconds. If you set the value to 
65535 seconds, PIM neighbors are always reachable. 

Usage guidelines 
You can set the PIM neighbor lifetime globally for all interfaces in PIM view or for an interface in 
interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the global PIM neighbor lifetime to 120 seconds on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] hello-option holdtime 120 

Related commands 
pim hello-option holdtime 

hello-option lan-delay (PIM view) 
Use hello-option lan-delay to set the PIM message propagation delay on a shared-media 
LAN globally. 

Use undo hello-option lan-delay to restore the default. 

Syntax 
hello-option lan-delay delay 

undo hello-option lan-delay 

Default 
The PIM message propagation delay on a shared-media LAN is 500 milliseconds. 

Views 
PIM view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
delay: Specifies a PIM message propagation delay on a shared-media LAN, in the range of 1 to 
32767 milliseconds. 

Usage guidelines 
You can set the PIM message propagation delay globally for all interfaces in PIM view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global PIM message propagation delay on a shared-media LAN to 200 milliseconds on the 
public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] hello-option lan-delay 200 

Related commands 
hello-option override-interval (PIM view) 

pim hello-option lan-delay 

pim hello-option override-interval 

hello-option neighbor-tracking (PIM view) 
Use hello-option neighbor-tracking to enable neighbor tracking globally. 

Use undo hello-option neighbor-tracking to disable neighbor tracking globally. 

Syntax 
hello-option neighbor-tracking 

undo hello-option neighbor-tracking 

Default 
Neighbor tracking is disabled. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
You can enable neighbor tracking globally for all interfaces in PIM view or for an interface in interface 
view. For an interface, the interface-specific configuration takes priority over the global configuration. 

Examples 
# Enable neighbor tracking globally on the public network. 
<Sysname> system-view 

[Sysname] pim 
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[Sysname-pim] hello-option neighbor-tracking 

Related commands 
pim hello-option neighbor-tracking 

hello-option override-interval (PIM view) 
Use hello-option override-interval to set the override interval globally. 

Use undo hello-option override-interval to restore the default. 

Syntax 
hello-option override-interval interval 

undo hello-option override-interval 

Default 
The override interval is 2500 milliseconds. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an override interval in the range of 1 to 65535 milliseconds. 

Usage guidelines 
You can set the override interval globally for all interfaces in PIM view or for an interface in interface 
view. For an interface, the interface-specific configuration takes priority over the global configuration. 

Examples 
# Set the global override interval to 2000 milliseconds on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] hello-option override-interval 2000 

Related commands 
hello-option lan-delay (PIM view) 

pim hello-option lan-delay 

pim hello-option override-interval 

holdtime join-prune (PIM view) 
Use holdtime join-prune to set the joined or pruned state holdtime globally. 

Use undo holdtime join-prune to restore the default. 

Syntax 
holdtime join-prune time 

undo holdtime join-prune 
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Default 
The joined or pruned state holdtime is 210 seconds. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies a joined or pruned state holdtime in the range of 1 to 65535 seconds. 

Usage guidelines 
You can set the joined or pruned state holdtime globally for all interfaces in PIM view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

To prevent the upstream neighbors from aging out, you must set the join or prune interval to be less 
than the joined or pruned state holdtime. 

Examples 
# Set the global joined or pruned state holdtime to 280 seconds on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] holdtime join-prune 280 

Related commands 
pim holdtime join-prune 

timer join-prune (PIM view) 

jp-pkt-size (PIM view) 
Use jp-pkt-size to set the maximum size of a join or prune message. 

Use undo jp-pkt-size to restore the default. 

Syntax 
jp-pkt-size size 

undo jp-pkt-size 

Default 
The maximum size of a join or prune message is 1200 bytes. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
size: Specifies the maximum size of a join or prune message, in the range of 100 to 8100 bytes. 
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Examples 
# Set the maximum size of a join or prune message to 1500 bytes on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] jp-pkt-size 1500 

pim 
Use pim to enter PIM view. 

Use undo pim to remove all configurations in PIM view. 

Syntax 
pim [ vpn-instance vpn-instance-name ] 

undo pim [ vpn-instance vpn-instance-name ] 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, you enter public 
network PIM view. 

Examples 
# Enable IP multicast routing on the public network and enter PIM view of the public network. 
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] quit 

[Sysname] pim 

[Sysname-pim] 

# Enable IP multicast routing for VPN instance mvpn and enter PIM view of VPN instance mvpn. 
<Sysname> system-view 

[Sysname] multicast routing vpn-instance mvpn 

[Sysname-mrib-mvpn] quit 

[Sysname] pim vpn-instance mvpn 

[Sysname-pim-mvpn] 

Related commands 
multicast routing-enable 

pim bfd enable 
Use pim bfd enable to enable BFD for PIM. 

Use undo pim bfd enable to disable BFD for PIM. 
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Syntax 
pim bfd enable 

undo pim bfd enable 

Default 
BFD is disabled for PIM. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when PIM-DM or PIM-SM is enabled on the interface. 

Examples 
# Enable IP multicast routing on the public network. Then, enable PIM-DM on Tunnel 10, and enable 
BFD for PIM on the interface.  
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] quit 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim dm 
[Sysname-Tunnel10] pim bfd enable 

Related commands 
pim dm 

pim sm 

pim bsr-boundary 
Use pim bsr-boundary to configure a PIM-SM domain border (a bootstrap message boundary). 

Use undo pim bsr-boundary to restore the default. 

Syntax 
pim bsr-boundary 

undo pim bsr-boundary 

Default 
An interface is not a PIM-SM domain border. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Configure Tunnel 10 as a PIM-SM domain border.  
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<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim bsr-boundary 

Related commands 
c-bsr (PIM view) 

multicast boundary 

pim dm 
Use pim dm to enable PIM-DM. 

Use undo pim dm to disable PIM-DM. 

Syntax 
pim dm 

undo pim dm 

Default 
PIM-DM is disabled. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when IP multicast routing is enabled on the public network or for the 
VPN instance to which the interface belongs. 

Examples 
# Enable IP multicast routing on the public network, and enable PIM-DM on Tunnel 10.  
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] quit 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim dm 

Related commands 
multicast routing 

pim hello-option dr-priority 
Use pim hello-option dr-priority to set the DR priority on an interface. 

Use undo pim hello-option dr-priority to restore the default. 

Syntax 
pim hello-option dr-priority priority 

undo pim hello-option dr-priority 
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Default 
The DR priority is 1. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
priority: Specifies a DR priority in the range of 0 to 4294967295. The greater the value, the 
higher the priority. 

Usage guidelines 
You can set the DR priority for an interface in interface view or globally for all interfaces in PIM view. 
For an interface, the interface-specific configuration takes priority over the global configuration. 

Examples 
# Set the DR priority to 3 on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim hello-option dr-priority 3 

Related commands 
hello-option dr-priority (PIM view) 

pim hello-option holdtime 
Use pim hello-option holdtime to set the PIM neighbor lifetime on an interface. 

Use undo pim hello-option holdtime to restore the default. 

Syntax 
pim hello-option holdtime time 

undo pim hello-option holdtime 

Default 
The PIM neighbor lifetime is 105 seconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies a PIM neighbor lifetime in the range of 1 to 65535 seconds. If you set the value to 
65535 seconds, the PIM neighbor is always reachable. 
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Usage guidelines 
You can set the PIM neighbor lifetime for an interface in interface view or globally for all interfaces in 
PIM view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the PIM neighbor lifetime to 120 seconds on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim hello-option holdtime 120 

Related commands 
hello-option holdtime (PIM view) 

pim hello-option lan-delay 
Use pim hello-option lan-delay to set the PIM message propagation delay on a 
shared-media LAN for an interface. 

Use undo pim hello-option lan-delay to restore the default. 

Syntax 
pim hello-option lan-delay delay 

undo pim hello-option lan-delay 

Default 
The PIM message propagation delay on a shared-media LAN is 500 milliseconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
delay: Specifies a PIM message propagation delay on a shared-media LAN in the range of 1 to 
32767 milliseconds. 

Usage guidelines 
You can set the PIM message propagation delay for an interface in interface view or globally for all 
interfaces in PIM view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the PIM message propagation delay on a shared-media LAN to 200 milliseconds on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim hello-option lan-delay 200 

Related commands 
hello-option lan-delay (PIM view) 

hello-option override-interval (PIM view) 
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pim hello-option override-interval 

pim hello-option neighbor-tracking 
Use pim hello-option neighbor-tracking to enable neighbor tracking on an interface. 

Use pim hello-option neighbor-tracking disable to disable neighbor tracking on an 
interface when neighbor tracking is enabled globally. 

Use undo pim hello-option neighbor-tracking to restore neighbor tracking setting on an 
interface to be consistent with the global setting. 

Syntax 
pim hello-option neighbor-tracking 

pim hello-option neighbor-tracking disable 

undo pim hello-option neighbor-tracking 

Default 
Neighbor tracking is disabled on an interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
You can enable neighbor tracking for an interface in interface view or globally for all interfaces in PIM 
view. For an interface, the interface-specific configuration takes priority over the global configuration. 

Examples 
# Enable neighbor tracking on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim hello-option neighbor-tracking 

# Disable neighbor tracking on Tunnel 10 when neighbor tracking is enabled globally on the public 
network.  
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] hello-option neighbor-tracking 

[Sysname-pim] quit 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim hello-option neighbor-tracking disable 

Related commands 
hello-option neighbor-tracking (PIM view) 

pim hello-option override-interval 
Use pim hello-option override-interval to set the override interval on an interface. 

Use undo pim hello-option override-interval to restore the default. 
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Syntax 
pim hello-option override-interval interval 

undo pim hello-option override-interval 

Default 
The override interval is 2500 milliseconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an override interval in the range of 1 to 65535 milliseconds. 

Usage guidelines 
You can set the override interval for an interface in interface view or globally for all interfaces in PIM 
view. For an interface, the interface-specific configuration takes priority over the global configuration. 

Examples 
# Set the override interval to 2000 milliseconds on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim hello-option override-interval 2000 

Related commands 
hello-option lan-delay (PIM view) 

hello-option override-interval (PIM view) 

pim hello-option lan-delay 

pim holdtime join-prune 
Use pim holdtime join-prune to set the joined or pruned state holdtime on an interface. 

Use undo pim holdtime join-prune to restore the default. 

Syntax 
pim holdtime join-prune time 

undo pim holdtime join-prune 

Default 
The joined or pruned state holdtime is 210 seconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
time: Specifies a joined or pruned state holdtime in the range of 1 to 65535 seconds. 

Usage guidelines 
You can set the joined or pruned state holdtime for an interface in interface view or globally for all 
interfaces in PIM view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

To prevent the upstream neighbors from aging out, you must configure the join or prune interval to be 
less than the joined or pruned state holdtime. 

Examples 
# Set the joined or pruned state holdtime to 280 seconds on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim holdtime join-prune 280 

Related commands 
holdtime join-prune (PIM view) 

pim timer join-prune 

pim nbma-mode 
Use pim nbma-mode to enable NBMA mode for an ADVPN tunnel interface. 

Use undo pim nbma-mode to disable NBMA mode on an ADVPN tunnel interface. 

Syntax 
pim nbma-mode 

undo pim nbma-mode 

Default 
NBMA mode is disabled for an ADVPN tunnel interface. 

Views 
Tunnel interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command is not available for PIM-DM. 

This command takes effect only when PIM-SM is enabled on the interface on the public network or 
for the VPN instance to which the device belongs. 

Examples 
# Enable IP multicast routing on the public network, and enable NBMA mode on ADVPN tunnel 
interface tunnel2. 
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] quit 

[Sysname] interface tunnel 2 mode advpn gre 
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[Sysname-Tunnel2] pim sm 

[Sysname-Tunnel2] pim nbma-mode 

pim neighbor-policy 
Use pim neighbor-policy to configure a PIM hello policy. 

Use undo pim neighbor-policy to restore the default. 

Syntax 
pim neighbor-policy ipv4-acl-number 

undo pim neighbor-policy 

Default 
No PIM hello policy exists on an interface, and all PIM hello messages are regarded as legal. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-acl-number: Specifies an IPv4 basic ACL number in the range of 2000 to 2999.  

Usage guidelines 
A PIM hello policy filters PIM hello messages to guard against hello message spoofing. 

When you configure a rule in the IPv4 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies a source IP address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure a PIM hello policy on Tunnel 10 so that only the devices on subnet 10.1.1.0/24 can 
become PIM neighbors of this router.  
<Sysname> system-view 

[Sysname] acl basic 2000 

[Sysname-acl-ipv4-basic-2000] rule permit source 10.1.1.0 0.0.0.255 

[Sysname-acl-ipv4-basic-2000] quit 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim neighbor-policy 2000 

pim non-stop-routing 
Use pim non-stop-routing to enable PIM NSR. 

Use undo pim non-stop-routing to disable PIM NSR. 
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Syntax 
pim non-stop-routing 

undo pim non-stop-routing 

Default 
PIM NSR is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable PIM NSR. 
<Sysname> system-view 

[Sysname] pim non-stop-routing 

pim passive 
Use pim passive to enable PIM passive mode on an interface. 

Use undo pim passive to disable PIM passive mode on an interface. 

Syntax 
pim passive 

undo pim passive 

Default 
PIM passive mode is disabled on an interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when PIM-DM or PIM-SM is enabled on the interface. 

Examples 
# Enable IP multicast routing on the public network. Then, enable PIM-DM and enable PIM passive 
mode on Tunnel 10.  
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] quit 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim dm 
[Sysname-Tunnel10] pim passive 
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pim prune-pending 
Use pim prune-pending to enable PIM prune delay on an interface. 

Use undo pim prune-pending to disable PIM prune delay on an interface. 

Syntax 
pim prune-pending 

undo pim prune-pending 

Default 
PIM prune delay is disabled on an interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when PIM-DM or PIM-SM is enabled on the interface. 

By default, an interface determines whether to starts the prune delay timer when it receives a prune 
message based on the number of PIM neighbors it. An interface starts the prune delay timer only 
when it has more than one PIM neighbor. When the prune delay timer expires, the device remove the 
receiving interface from the output interface list of the (S, G) entry. 

In a DRNI-capable Layer 3 multicast network, the IP addresses of the two DR interfaces on DR 
devices are the same, the upstream device will consider the DR devices as one PIM neighbor and 
will not start the prune delay timer. When one DR device sends a prune message to the upstream 
device, the upstream device immediately remote the DR interface from the output interface list of the 
(S, G) entry. If the other DR device has receivers connected and the network is complex, the 
upstream device need to wait a long time to receive prune messages from the DR device. This 
situation causes multicast traffic interruption for a long time. 

This feature allows the device to enable PIM prune delay and start the prune delay timer regardless 
of the number of PIM neighbors on an interface. The value of the timer is the sum of the override 
interval (configured by using the pim hello-option override-interval command) and the 
PIM message propagation delay (configured by using the pim hello-option lan-delay 
command). 

Examples 
# Enable PIM prune delay on the public network. Then, enable PIM-DM and enable PIM passive 
mode on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] multicast routing 

[Sysname-mrib] quit 

[Sysname] interface gigabitethernet 1/0/1 
[Sysname-GigabitEthernet1/0/1] pim dm 
[Sysname-GigabitEthernet1/0/1] pim prune-pending 

Related commands 
pim hello-option lan-delay 

pim hello-option override-interval 
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pim require-genid 
Use pim require-genid to enable dropping hello messages without the generation ID options. 

Use undo pim require-genid to restore the default. 

Syntax 
pim require-genid 

undo pim require-genid 

Default 
Hello messages without the generation ID options are accepted. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable Tunnel 10 to drop hello messages without the generation ID options.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim require-genid 

pim sm 
Use pim sm to enable PIM-SM. 

Use undo pim sm to disable PIM-SM. 

Syntax 
pim sm 

undo pim sm 

Default 
PIM-SM is disabled. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when IP multicast routing is enabled on the public network or for the 
VPN instance to which the interface belongs. 

Examples 
# Enable IP multicast routing on the public network, and enable PIM-SM on Tunnel 10.  
<Sysname> system-view 

[Sysname] multicast routing 
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[Sysname-mrib] quit 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim sm 

Related commands 
multicast routing 

pim state-refresh-capable 
Use pim state-refresh-capable to enable the state refresh feature on an interface. 

Use undo pim state-refresh-capable to disable the state refresh feature. 

Syntax 
pim state-refresh-capable 

undo pim state-refresh-capable 

Default 
The state refresh feature is enabled. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Disable the state refresh feature on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] undo pim state-refresh-capable 

Related commands 
state-refresh-interval (PIM view) 

state-refresh-rate-limit (PIM view) 

state-refresh-ttl (PIM view) 

pim timer graft-retry 
Use pim timer graft-retry to set a graft retry timer. 

Use undo pim timer graft-retry to restore the default. 

Syntax 
pim timer graft-retry interval 

undo pim timer graft-retry 

Default 
The graft retry timer is 3 seconds. 

Views 
Interface view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a graft retry timer in the range of 1 to 65535 seconds. 

Examples 
# Set the graft retry timer to 80 seconds on Tunnel 10  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim timer graft-retry 80 

pim timer hello 
Use pim timer hello to set the hello interval on an interface. 

Use undo pim timer hello to restore the default. 

Syntax 
pim timer hello interval 

undo pim timer hello 

Default 
The hello interval is 30 seconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a hello interval in the range of 0 to 18000 seconds. If you set the value to 0 
seconds, the interface does not send hello messages. 

Usage guidelines 
You can set the hello interval for an interface in interface view or globally for all interfaces in PIM view. 
For an interface, the interface-specific configuration takes priority over the global configuration. 

Examples 
# Set the hello interval to 40 seconds on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim timer hello 40 

Related commands 
timer hello (PIM view) 

pim timer join-prune 
Use pim timer join-prune to set the join or prune interval on an interface. 
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Use undo pim timer join-prune to restore the default. 

Syntax 
pim timer join-prune interval 

undo pim timer join-prune 

Default 
The join or prune interval is 60 seconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a join or prune interval in the range of 0 to 18000 seconds. If you set the value 
to 0 seconds, the interface does not send join or prune messages. 

Usage guidelines 
You can set the join or prune interval for an interface in interface view or globally for all interfaces in 
PIM view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

The configuration takes effect after the current interval ends. 

To prevent the upstream neighbors from aging out, you must set the join or prune interval to be less 
than the joined or pruned state holdtime. 

Examples 
# Set the join or prune interval to 80 seconds on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim timer join-prune 80 

Related commands 
pim holdtime join-prune 

timer join-prune (PIM view) 

pim triggered-hello-delay 
Use pim triggered-hello-delay to set the triggered hello delay (maximum delay for sending 
a hello message). 

Use undo pim triggered-hello-delay to restore the default. 

Syntax 
pim triggered-hello-delay delay 

undo pim triggered-hello-delay 

Default 
The triggered hello delay is 5 seconds. 
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Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
delay: Specifies a triggered hello delay in the range of 1 to 60 seconds. 

Examples 
# Set the triggered hello delay to 3 seconds on Tunnel 10.  
<Sysname> system-view 

[Sysname] interface Tunnel 10 
[Sysname-Tunnel10] pim triggered-hello-delay 3 

register-policy (PIM view) 
Use register-policy to configure a PIM register policy. 

Use undo register-policy to restore the default. 

Syntax 
register-policy ipv4-acl-number 

undo register-policy 

Default 
No PIM register policy exists, and all PIM register messages are regarded as legal. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-acl-number: Specifies an IPv4 advanced ACL number in the range of 3000 to 3999.  

Usage guidelines 
A PIM register policy enables an RP to filter PIM register messages so that the RP is designated only 
to multicast groups permitted by the ACL. 

When you configure a rule in the IPv4 advanced ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies a multicast source 
address. 

• The destination dest-address dest-wildcard option specifies a multicast group 
range. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command multiple times, the most recent configuration takes effect. 
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Examples 
# Configure a PIM register policy on the public network. Then, the device accepts only register 
messages from the sources on the subnet 10.10.0.0/16 to the groups on the subnet 225.1.0.0/16. 
<Sysname> system-view 

[Sysname] acl advanced 3000 

[Sysname-acl-ipv4-adv-3000] rule permit ip source 10.10.0.0 0.0.255.255 destination 
225.1.0.0 0.0.255.255 

[Sysname-acl-ipv4-adv-3000] quit 

[Sysname] pim 

[Sysname-pim] register-policy 3000 

register-suppression-timeout (PIM view) 
Use register-suppression-timeout to set the register suppression time. 

Use undo register-suppression-timeout to restore the default. 

Syntax 
register-suppression-timeout interval 

undo register-suppression-timeout 

Default 
The register suppression time is 60 seconds. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a register suppression time in the range of 1 to 65535 seconds. 

Examples 
# Set the register suppression time to 70 seconds on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] register-suppression-timeout 70 

register-whole-checksum (PIM view) 
Use register-whole-checksum to configure the device to calculate the checksum based on an 
entire register message. 

Use undo register-whole-checksum to restore the default. 

Syntax 
register-whole-checksum 

undo register-whole-checksum 

Default 
The device calculates the checksum based on the register message header. 
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Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Configure the device to calculate the checksum based on an entire register message on the public 
network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] register-whole-checksum 

snmp-agent trap enable pim 
Use snmp-agent trap enable pim to enable SNMP notifications for PIM. 

Use undo snmp-agent trap enable pim to disable SNMP notifications for PIM. 

Syntax 
snmp-agent trap enable pim [ candidate-bsr-win-election | 
elected-bsr-lost-election | neighbor-loss ] * 

undo snmp-agent trap enable pim [ candidate-bsr-win-election | 
elected-bsr-lost-election | neighbor-loss ] * 

Default 
SNMP notifications for PIM are enabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
candidate-bsr-win-election: Specifies notifications about winning the BSR election. 

elected-bsr-lost-election: Specifies notifications about losing the BSR election. 

neighbor-loss: Specifies notifications about losing neighbors. 

Usage guidelines 
If you do not specify an optional keyword, this command enables or disables PIM to generate SNMP 
notifications. 

To report critical PIM events to an NMS, enable SNMP notifications for PIM. For PIM event 
notifications to be sent correctly, you must also configure SNMP as described in Network 
Management and Monitoring Configuration Guide. 

Examples 
# Disable SNMP notifications for PIM. 
<Sysname> system-view 

[Sysname] undo snmp-agent trap enable pim 
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source-lifetime (PIM view) 
Use source-lifetime to set the multicast source lifetime. 

Use undo source-lifetime to restore the default. 

Syntax 
source-lifetime time 

undo source-lifetime 

Default 
The multicast source lifetime is 210 seconds. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies a multicast source lifetime in the range of 0 to 31536000 seconds. If you set the 
value to 0 seconds, multicast sources never age out. 

Examples 
# Set the multicast source lifetime to 200 seconds on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] source-lifetime 200 

source-policy (PIM view) 
Use source-policy to configure a multicast source policy. 

Use undo source-policy to restore the default. 

Syntax 
source-policy ipv4-acl-number 

undo source-policy 

Default 
No multicast source policy exists. The device does not filter multicast data packets. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-acl-number: Specifies an IPv4 basic or advanced ACL number in the range of 2000 to 
3999. 
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Usage guidelines 
A multicast source policy filters multicast data packets to control information available to downstream 
receivers. 

When you configure a rule in the IPv4 ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• In a basic ACL, the source source-address source-wildcard option specifies a 
source IP address. 

• In an advanced ACL, the source source-address source-wildcard option specifies a 
source IP address. The destination dest-address dest-wildcard option specifies a 
multicast group address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure a multicast source policy on the public network to accept multicast data from source 
10.10.1.2 and to deny multicast data from source 10.10.1.1. 
<Sysname> system-view 

[Sysname] acl basic 2000 

[Sysname-acl-ipv4-basic-2000] rule permit source 10.10.1.2 0 

[Sysname-acl-ipv4-basic-2000] rule deny source 10.10.1.1 0 

[Sysname-acl-ipv4-basic-2000] quit 

[Sysname] pim 

[Sysname-pim] source-policy 2000 

spt-switch-threshold (PIM view) 
Use spt-switch-threshold to configure a criterion for an RPT-to-SPT switchover. 

Use undo spt-switch-threshold to remove criteria for RPT-to-SPT switchovers. 

Syntax 
spt-switch-threshold { traffic-rate | immediacy | infinity } [ group-policy 
ipv4-acl-number ] 

undo spt-switch-threshold [ traffic-rate | immediacy | infinity ] 
[ group-policy ipv4-acl-number ] 

Default 
The first multicast packet triggers an RPT-to-STP switchover. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
traffic-rate: Specifies a traffic rate threshold for triggering an RPT-to-STP switchover, in the 
range of 1 to 4194304 kbps. 

immediacy: Triggers an RPT-to-STP switchover immediately. 
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infinity: Disables RPT-to-STP switchover. 

group-policy ipv4-acl-number: Specifies an IPv4 basic ACL number in the range of 2000 to 
2999. If you specify an ACL, the configuration applies to the multicast groups that the ACL permits. 
The configuration applies to all multicast groups when one of the following conditions exists: 
• You do not specify an ACL. 
• The specified ACL does not exist. 
• The specified ACL does not have valid rules. 

Usage guidelines 
When you configure a rule in the IPv4 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies a multicast group 
address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

You can configure multiple traffic rate thresholds by executing this command multiple times. However, 
if you specify the same ACL in the command, the most recent configuration takes effect. If the 
configured traffic rate thresholds are applied to the same multicast group, the first configuration takes 
effect.  

The source-side DR cannot encapsulate multicast packets in register packets sent to the RP. To 
avoid multicast traffic forwarding failure, do not disable RPT-to-STP switchover on the devices that 
might become an RP. 

Examples 
# Set the traffic rate threshold to 4 kbps for triggering an RPT-to-STP switchover on the public 
network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] spt-switch-threshold 4 

# Disable RPT-to-STP switchover on a receiver-side DR on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] spt-switch-threshold infinity 

ssm-policy (PIM view) 
Use ssm-policy to configure the SSM group range.  

Use undo ssm-policy to restore the default.  

Syntax 
ssm-policy ipv4-acl-number 

undo ssm-policy 

Default 
The SSM group range is 232.0.0.0/8. 

Views 
PIM view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-acl-number: Specifies an IPv4 basic ACL number in the range of 2000 to 2999.  

Usage guidelines 
This command defines a multicast group range that is used by PIM-SSM. For multicast packets that 
are permitted by the ACL, the PIM-SSM mode is used. For multicast packets that are not permitted 
by the ACL, the PIM-SM mode is used. 

When you configure a rule in the IPv4 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies a multicast group 
range. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure the SSM group range as 232.1.0.0/16.  
<Sysname> system-view 

[Sysname] acl basic 2000 

[Sysname-acl-ipv4-basic-2000] rule permit source 232.1.0.0 0.0.255.255 

[Sysname-acl-ipv4-basic-2000] quit 

[Sysname] pim 

[Sysname-pim] ssm-policy 2000 

state-refresh-interval (PIM view) 
Use state-refresh-interval to set the state refresh interval. 

Use undo state-refresh-interval to restore the default. 

Syntax 
state-refresh-interval interval 

undo state-refresh-interval 

Default 
The state refresh interval is 60 seconds. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a state refresh interval in the range of 1 to 255 seconds. 
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Examples 
# Set the state refresh interval to 70 seconds on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] state-refresh-interval 70 

Related commands 
pim state-refresh-capable 

state-refresh-rate-limit (PIM view) 

state-refresh-ttl (PIM view) 

state-refresh-rate-limit (PIM view) 
Use state-refresh-rate-limit to set the waiting time to accept a new state refresh 
message. 

Use undo state-refresh-rate-limit to restore the default. 

Syntax 
state-refresh-rate-limit time 

undo state-refresh-rate-limit 

Default 
The device waits 30 seconds before it accepts a new state refresh message. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies the waiting time to accept a new refresh message, in the range of 1 to 65535 
seconds. 

Examples 
# Set the waiting time to 45 seconds to accept a new state refresh message on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] state-refresh-rate-limit 45 

Related commands 
pim state-refresh-capable 

state-refresh-interval (PIM view) 

state-refresh-ttl (PIM view) 

state-refresh-ttl (PIM view) 
Use state-refresh-ttl to set the TTL value for state refresh messages. 
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Use undo state-refresh-ttl to restore the default. 

Syntax 
state-refresh-ttl ttl-value 

undo state-refresh-ttl 

Default 
The TTL value for state refresh messages is 255. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ttl-value: Specifies the TTL value for state refresh messages, in the range of 1 to 255. 

Examples 
# Set the TTL value to 45 for state refresh messages on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] state-refresh-ttl 45 

Related commands 
pim state-refresh-capable (PIM view) 

state-refresh-interval (PIM view) 

state-refresh-rate-limit (PIM view) 

static-rp (PIM view) 
Use static-rp to configure a static RP. 

Use undo static-rp to delete a static RP. 

Syntax 
static-rp rp-address [ ipv4-acl-number | bidir | preferred ] * 

undo static-rp rp-address 

Default 
No static RPs exist. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
rp-address: Specifies the IP address of the static RP. The IP address must be valid and cannot be 
on the subnet 127.0.0.0/8. For a static PIM-SM RP, you must specify a used IP address. For a static 
BIDIR-PIM RP, you can specify an unused IP address. 

ipv4-acl-number: Specifies an IPv4 basic ACL number in the range of 2000 to 2999. If you 
specify an ACL, the static RP is designated only to multicast groups that the ACL permits. The static 
RP is designated to all multicast groups when one of the following conditions exists: 
• You do not specify an ACL. 
• The specified ACL does not exist. 
• The specified ACL does not have valid rules. 

bidir: Configures the static RP as a BIDIR-PIM RP. If you do not specify this keyword, this 
command configures the static RP as a PIM-SM RP. 

preferred: Gives priority to the static RP if a dynamic RP also exists on the network. The dynamic 
RP takes effect only when the static RP fails. If you do not specify this keyword, the dynamic RP has 
priority, and the static RP takes effect only when the dynamic RP fails. 

Usage guidelines 
You do not need to enable PIM on an interface that acts as a static RP. 

When you configure a rule in the IPv4 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-wildcard option specifies a multicast group 
address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

When rules in the ACL used by a static RP change, new RPs are dynamically elected for all multicast 
groups. 

You can configure multiple static RPs by using this command multiple times. However, if you specify 
the same static RP address or use the same ACL in the command, the most recent configuration 
takes effect. If you configure multiple static RPs for the same multicast group, the static RP with the 
highest IP address is used. 

Examples 
# Configure the interface with IP address 11.110.0.6 as a static RP for multicast group range 
225.1.1.0/24 and give priority to this static RP on the public network. 
<Sysname> system-view 

[Sysname] acl basic 2001 

[Sysname-acl-ipv4-basic-2001] rule permit source 225.1.1.0 0.0.0.255 

[Sysname-acl-ipv4-basic-2001] quit 

[Sysname] pim 

[Sysname-pim] static-rp 11.110.0.6 2001 preferred 

Related commands 
display pim rp-info 

timer hello (PIM view) 
Use timer hello to set the hello interval globally. 

Use undo timer hello to restore the default. 
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Syntax 
timer hello interval 

undo timer hello 

Default 
The hello interval is 30 seconds. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a hello interval in the range of 0 to 18000 seconds. If you set the value to 0 
seconds, the device does not send hello messages.  

Usage guidelines 
You can set the hello interval globally for all interfaces in PIM view or for an interface in interface view. 
For an interface, the interface-specific configuration takes priority over the global configuration. 

Examples 
# Set the global hello interval to 40 seconds on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] timer hello 40 

Related commands 
pim timer hello 

timer join-prune (PIM view) 
Use timer join-prune to set the join or prune interval globally.  

Use undo timer join-prune to restore the default.  

Syntax 
timer join-prune interval 

undo timer join-prune 

Default 
The join or prune interval is 60 seconds. 

Views 
PIM view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a join or prune interval in the range of 0 to 18000 seconds. If you set the value 
to 0 seconds, the device does not send join or prune messages.  
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Usage guidelines 
You can set the join or prune interval globally for all interfaces in PIM view or for an interface in 
interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

The configuration takes effect after the current interval ends. 

To prevent the upstream neighbors from expiring, you must set the join or prune interval to be less 
than the joined or pruned state holdtime. 

Examples 
# Set the global join or prune interval to 80 seconds on the public network. 
<Sysname> system-view 

[Sysname] pim 

[Sysname-pim] timer join-prune 80 

Related commands 
holdtime join-prune (PIM view) 

pim timer join-prune 
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IPv6 multicast routing and forwarding 
commands 
display ipv6 mrib interface 

Use display ipv6 mrib interface to display information about interfaces maintained by the 
IPv6 MRIB. 

Syntax 
display ipv6 mrib [ vpn-instance vpn-instance-name ] interface 
[ interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays information about interfaces maintained by the IPv6 MRIB on the public network. 

interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays information about all interfaces maintained by the 
IPv6 MRIB. 

Examples 
# Display information about interfaces maintained by the IPv6 MRIB on the public network.  
<Sysname> display ipv6 mrib interface 

 Interface: GigabitEthernet1/0/1 

     Index: 0x00004444 

     Current state: up 

     MTU: 1500 

     Type: BROADCAST 

     Protocol: MLD/PROXY 

     PIM protocol state: Disabled 

     Address list: 

          1. Local address : FE80:7:11::1/10 

             Remote address: :: 

             Reference     : 1 

             State         : NORMAL 
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Table 1 Command output 

Field Description 
Interface Interface name. 

Index Index number of the interface. 

Current state Current status of the interface: up or down. 

MTU MTU value. 

Type 

Interface type: 
• BROADCAST—Broadcast link interface. 
• P2P—P2P interface. 
• LOOP—Loopback interface. 
• REGISTER—Register interface. 
• NBMA—NBMA interface. 
• MTUNNEL—Multicast tunnel interface. 
This field is empty if the interface is Null 0. 

Protocol Protocol running on the interface:  MLD or PROXY. 

PIM protocol state Whether IPv6 PIM is enabled: Enabled or Disabled. 

Address list Interface address list. 

Local address Local IP address. 

Remote address Remote end IP address. This field is displayed only when the interface is vlink 
type. 

Reference  Number of times that the address has been used. 

State Status of the interface address: NORMAL or DEL. 
 

display ipv6 multicast boundary 
Use display ipv6 multicast boundary to display IPv6 multicast boundary information. 

Syntax 
display ipv6 multicast [ vpn-instance vpn-instance-name ] boundary { group 
[ ipv6-group-address [ prefix-length ] ] | scope [ scope-id ] } [ interface 
interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays IPv6 multicast boundary information on the public network. 

group: Displays the IPv6 multicast boundary information for the specified groups. 
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ipv6-group-address: Specifies an IPv6 multicast group address in the range of FFxy::/16, 
where "x" and "y" represent any hexadecimal numbers in the range of 0 to F. If you do not specify an 
IPv6 multicast group, this command displays IPv6 multicast boundary information for all IPv6 
multicast groups. 

prefix-length: Specifies an address prefix length in the range of 8 to 128. The default is 128. 

scope: Displays the IPv6 multicast group boundary information in the admin-scoped zone. 

scope-id: Specifies an admin-scope zone by its ID in the range of 3 to 15, which is identified by the 
scope field in the IPv6 multicast group address. If you do not specify an admin-scoped zone, this 
command displays IPv6 multicast boundary information for all IPv6 admin-scoped zones. 

interface interface-type interface-number: Specifies an interface by its type and 
number. If you do not specify an interface, this command displays IPv6 multicast boundary 
information for all interfaces. 

Examples 
# Display IPv6 multicast boundary information of all IPv6 multicast groups for all interfaces on the 
public network.  
<Sysname> display ipv6 multicast boundary group 

 Boundary                                                 Interface 

 FF1E::/64                                                GE1/0/1 

# Display IPv6 multicast boundary information in all IPv6 admin-scope zones for all interfaces on the 
public network.  
<Sysname> display ipv6 multicast boundary scope 

 Boundary            Interface 

        3            GigabitEthernet1/0/1 

Table 2 Command output 

Field Description 

Boundary IPv6 multicast group or IPv6 admin-scoped zone associated with the IPv6 multicast 
boundary. 

Interface Boundary interface associated with the IPv6 multicast boundary. 
 

Related commands 
ipv6 multicast boundary 

display ipv6 multicast fast-forwarding cache 
Use display ipv6 multicast fast-forwarding cache to display IPv6 multicast fast 
forwarding entries. 

Syntax 
display ipv6 multicast [ vpn-instance vpn-instance-name ] fast-forwarding 
cache [ ipv6-source-address | ipv6-group-address ] * [ slot slot-number ]  

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 
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context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays IPv6 multicast fast forwarding entries on the public network. 

ipv6-source-address: Specifies an IPv6 multicast source address. 

ipv6-group-address: Specifies an IPv6 multicast group address. The value range for this 
argument is FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any 
hexadecimal numbers in the range of 0 to F. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays IPv6 multicast fast forwarding entries for the master device.  

Examples 
# Display IPv6 multicast fast forwarding entries on the public network.  
<Sysname> display ipv6 multicast fast-forwarding cache 

Total 1 entries, 1 matched 

 

(FE1F:60::200, FF0E::1) 

     Status     : Enabled 

     Source port: 2001                   Destination port: 2002 

     Protocol   : 2                      Flag            : 0x2 

     Incoming interface: GigabitEthernet1/0/3 

     List of 1 outgoing interfaces: 

     GigabitEthernet1/0/2 

          Status: Enabled               Flag: 0x14 

Table 3 Command output 

Field Description 

Total 1 entries, 1 matched Total number of (S, G) entries, and the total number of matching (S, G) 
entries. 

(FE1F:60::200, FF0E::1) (S, G) entry. 

Protocol Protocol number. 

Flag 

Flag for the (S, G) entry or the outgoing interface of the entry. 
This field displays one flag or the sum of multiple flags. In this example, 
the value 0x2 means that the entry has only one flag 0x2. The value 
0x14 means that the outgoing interface has flags 0x10 and 0x4. 
The following flags are available for an entry: 
• 0x1—The entry is created because of packets passed through 

between cards. 
• 0x2—The entry is added by IPv6 multicast forwarding. 
The following flags are available for an outgoing interface: 
• 0x1—The interface is added to the entry because of packets 

passed through between cards. 
• 0x2—The interface is added to an existing entry. 
• 0x4—The MAC address of the interface is needed for fast 

forwarding. 
• 0x8—The interface is an outgoing interface associated with the 

incoming VLAN interface. 
• 0x10—The interface is associated with the entry. 
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Field Description 
• 0x20—The interface is to be deleted. 

Status 
Status of the (S, G) entry or the outgoing interface: 
• Enabled—Available. 
• Disabled—Unavailable. 

Incoming interface Incoming interface of the (S, G) entry. 

List of 1 outgoing interfaces Outgoing interface list of the (S, G) entry. 
 

Related commands 
reset ipv6 multicast fast-forwarding cache all 

display ipv6 multicast forwarding df-info 
Use display ipv6 multicast forwarding df-info to display DF information. 

Syntax 
display ipv6 multicast [ vpn-instance vpn-instance-name ] forwarding 
df-info [ ipv6-rp-address ] [ verbose ] [ slot slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays information 
about DFs on the public network. 

ipv6-rp-address: Specifies an IPv6 BIDIR-PIM RP by its IPv6 address. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
brief information about DFs. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays DF information for the master device.  

Usage guidelines 
In an IPv6 BIDIR-PIM domain, only the DF on each subnet can forward IPv6 multicast data destined 
for an IPv6 multicast group toward the RP of the group. For more information about DFs, see IP 
Multicast Configuration Guide. 

Examples 
# Display brief DF information on an ADVPN network.  
<Sysname> display ipv6 multicast forwarding df-info 

Total 1 RPs, 1 matched 

 

00001. RP address: 2::2 
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     Flags: 0x0 

     Uptime: 00:00:14 

     RPF interface: LoopBack0 

     List of 2 DF interfaces: 

       1: Tunnel2, FE80::1 

       2: Tunnel2, FE80::3 

# Display brief information about DFs on the public network.  
<Sysname> display ipv6 multicast forwarding df-info 

Total 1 RPs, 1 matched 

 

00001. RP address: 7:11::1 

     Flags: 0x0 

     Uptime: 01:46:40 

     RPF interface: GigabitEthernet1/0/1 

     List of 1 DF interface: 

       1: GigabitEthernet1/0/2 

# Display detailed information about DFs on the public network.  
<Sysname> display ipv6 multicast forwarding df-info verbose 

Total 1 RPs, 1 matched 

 

00001. RP address: 7:11::1 

     MID: 2, Flags: 0x0 

     Uptime: 00:03:53 

       Product information: 0x7a2f762f, 0x718fee9f, 0x4b82f137, 0x71c32184 

     RPF interface: GigabitEthernet1/0/1 

       Product information: 0xa567d6fc, 0xadeb03e3 

       Tunnel  information: 0xdfb107d4, 0x7aa5d510 

     List of 1 DF interface: 

       1: GigabitEthernet1/0/2 

          Product information: 0xa986152b, 0xb74a9a2f 

          Tunnel  information: 0x297ca208, 0x76985b89 

Table 4 Command output 

Field Description 
Total 1 RPs, 1 matched Total number of RPs, and the total number of matching RPs. 

00001 Sequence number of the entry to which the RP is designated. 

RP address IPv6 address of the RP. 

MID ID of the entry to which the RP is designated. Each entry to which the RP is 
designated has a unique MID. 

Flags 

Entry flag. 
This field displays one flag or the sum of multiple flags. In this example, the 
value 0x0 means that the entry has only one flag 0x0. 
The following flags are available for an entry: 
• 0x0—The entry is in correct state. 
• 0x4—The entry fails to update. 
• 0x8—DF interface information fails to update for the entry. 
• 0x40—The entry is to be deleted. 
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Field Description 
• 0x100—The entry is being deleted. 
• 0x200—The entry is in GR state. 

Uptime Length of time for which the entry has been up. 

RPF interface RPF interface to the RP. 

List of 1 DF interfaces DF interface list. 

Tunnel2, FE80::1 ADVPN tunnel interface, and the IPv6 link-local address of the remote end. 
 

display ipv6 multicast forwarding event 
Use display ipv6 multicast forwarding event to display statistics of IPv6 multicast 
forwarding events. 

Syntax 
display ipv6 multicast [ vpn-instance vpn-instance-name ] forwarding 
event [ slot slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays statistics of IPv6 multicast forwarding events on the public network. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays statistics of IPv6 multicast forwarding events for the master 
device.  

Examples 
# Display statistics of IPv6 multicast forwarding events on the public network. 
<Sysname> display ipv6 multicast forwarding event 

Total active events sent: 0 

Total inactive events sent: 0 

Total NoCache events sent: 2 

Total NoCache events dropped: 0 

Total WrongIF events sent: 0 

Total WrongIF events dropped: 0 

Total SPT switch events sent: 0 

NoCache rate limit: 1024 packets/s 

WrongIF rate limit: 1 packets/10s 

Total timer of register suppress timeout: 0 
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Table 5 Command output 

Field Description 
Total active events sent Number of times that entry-active events have been sent. 

Total inactive events sent Number of times that entry-inactive events have been sent. 

Total NoCache events sent Number of times that NoCache events have been sent. 

Total NoCache events dropped Number of times that NoCache events have been dropped. 

Total WrongIF events sent Number of times that WrongIF events have been sent. 

Total WrongIF events dropped Number of times that WrongIF events have been dropped. 

Total SPT switch events sent Number of times that SPT-switch events have been sent. 

NoCache rate limit Rate limit for sending NoCache events, in pps. 

WrongIF rate limit Rate limit for sending WrongIF events, in packets per 10 
seconds. 

Total timer of register suppress timeout Number of times that the registration suppression has timed 
out in total. 

 

Related commands 
reset ipv6 multicast forwarding event 

display ipv6 multicast forwarding-table 
Use display ipv6 multicast forwarding-table to display IPv6 multicast forwarding 
entries. 

Syntax 
display ipv6 multicast [ vpn-instance vpn-instance-name ] 
forwarding-table [ ipv6-source-address [ prefix-length ] | 
ipv6-group-address [ prefix-length ] | incoming-interface interface-type 
interface-number | outgoing-interface { exclude | include | match } 
interface-type interface-number | slot slot-number | statistics ] * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays IPv6 multicast forwarding entries on the public network. 

ipv6-source-address: Specifies an IPv6 multicast source address. 

ipv6-group-address: Specifies an IPv6 multicast group address in the range of FFxy::/16, 
where "x" and "y" represent any hexadecimal numbers in the range of 0 to F. 
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prefix-length: Specifies an address prefix length. The default value is 128. For an IPv6 
multicast group address, the value range for this argument is 8 to 128. For an IPv6 multicast source 
address, the value range for this argument is 0 to 128. 

incoming-interface: Specifies the IPv6 forwarding entries that contain the specified incoming 
interface. 

interface-type interface-number: Specifies an interface by its type and number. 

outgoing-interface: Specifies the IPv6 forwarding entries that contain the specified outgoing 
interface. 

exclude: Specifies the IPv6 forwarding entries that do not contain the specified interface in the 
outgoing interface list. 

include: Specifies the IPv6 forwarding entries that contain the specified interface in the outgoing 
interface list. 

match: Specifies the IPv6 forwarding entries that contain only the specified interface in the outgoing 
interface list. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays IPv6 multicast forwarding entries for the master device.  

statistics: Displays statistics for the IPv6 multicast forwarding table. 

Examples 
# Display IPv6 multicast forwarding entries on an ADVPN network. 
<Sysname> display ipv6 multicast forwarding-table 

Total 1 entries, 1 matched 

 

00001. (1::1, ff0e::1) 

     Flags: 0x0 

     Uptime: 00:08:32, Timeout in: 00:03:26 

     Incoming interface: Tunnel1, FE80::20:11 

     List of 1 outgoing interfaces: 

             1:  Tunnel1, FE80::20:12 

             2:  Tunnel1, FE80::20:13 

     Matched 19648 packets(20512512 bytes), Wrong If 0 packet 

     Forwarded 19648 packets(20512512 bytes) 

# Display IPv6 multicast forwarding entries on the public network. 
<Sysname> display ipv6 multicast forwarding-table 

Total 1 entries, 1 matched 

 

00001. (1::1, ff0e::1) 

     Flags: 0x0 

     Uptime: 00:08:32, Timeout in: 00:03:26 

     Incoming interface: Vlan-interface10 

          Incoming sub-VLAN: VLAN 11 

          Outgoing sub-VLAN: VLAN 12 

                             VLAN 13 

     List of 1 outgoing interface: 

       1: Vlan-interface20 

          Sub-VLAN: VLAN 21 

                    VLAN 22 
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     Matched 19648 packets(20512512 bytes), Wrong If 0 packet 

     Forwarded 19648 packets(20512512 bytes) 

Table 6 Command output 

Field Description 

Total 1 entries, 1 matched Total number of (S, G) entries, and the total number of matching 
(S, G) entries. 

00001 Sequence number of the (S, G) entry. 

(1::1, ff0e::1) (S, G) entry. 

Flags 

Entry flag. 
This field displays one flag or the sum of multiple flags. In this 
example, the value 0x0 means that the entry has only one flag 
0x0. 
The following flags are available for an entry: 
• 0x0—The entry is in correct state. 
• 0x1—The entry is in inactive state. 
• 0x2—The entry is null. 
• 0x4—The entry fails to update. 
• 0x8—The outgoing interface information fails to update for 

the entry. 
• 0x20—A register outgoing interface is available. 
• 0x40—The entry is to be deleted. 
• 0x80—The entry is in registration suppression state. 
• 0x100—The entry is being deleted. 
• 0x200—The entry is in GR state. 
• 0x800—The entry has the associated ND entry for the IPv6 

multicast source address. 
• 0x4000000—The entry is created by the MLD proxy. 

Uptime Length of time for which the (S, G) entry has been up. 

Timeout in Length of time in which the (S, G) entry will time out. 

Incoming interface Incoming interface of the (S, G) entry. 

List of 1 outgoing interfaces Outgoing interface list of the (S, G) entry. 

Tunnel1, FE80::20:12 ADVPN tunnel interface, and the IPv6 link-local address of the 
remote end. 

Matched 19648 packets (20512512 
bytes), Wrong If 0 packet 

Number of packets (bytes) that match the (S, G) entry, and 
number of packets with incoming interface errors. 
The numbers are displayed as 0 if an outgoing interface of the (S, 
G) entry is on the specified slot. 

Forwarded 19648 packets (20512512 
bytes) 

Number of packets (bytes) that have been forwarded. 
The numbers are displayed as 0 if an outgoing interface of the (S, 
G) entry is on the specified slot. 

 

Related commands 
reset ipv6 multicast forwarding-table 
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display ipv6 multicast forwarding-table df-list 
Use display ipv6 multicast forwarding-table df-list to display information about 
the DF list in IPv6 multicast forwarding entries. 

Syntax 
display ipv6 multicast [ vpn-instance vpn-instance-name ] 
forwarding-table df-list [ ipv6-group-address ] [ verbose ] [ slot 
slot-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays information 
about the DF list in IPv6 multicast forwarding entries on the public network. 

ipv6-group-address: Specifies an IPv6 multicast address. The value range for this argument is 
FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any hexadecimal 
numbers in the range of 0 to F. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
brief information. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays information about the DF list in IPv6 multicast forwarding 
entries for the master device.  

Examples 
# Display brief information about the DF list in IPv6 multicast forwarding entries on the public 
network.  
<Sysname> display ipv6 multicast forwarding-table df-list 

Total 1 entries, 1 matched 

 

00001. (::, FF1E::1) 

     List of 1 DF interfaces: 

       1: GigabitEthernet1/0/1 

# Display detailed information about the DF list in IPv6 multicast forwarding entries on the public 
network.  
<Sysname> display ipv6 multicast forwarding-table df-list verbose 

Total 1 entries, 1 matched 

 

00001. (::, FF1E::1) 

       List of 1 DF interfaces: 

         1: GigabitEthernet1/0/1 

            Product information: 0x347849f6, 0x14bd6837 
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            Tunnel  information: 0xc4857986, 0x128a9c8f 

Table 7 Command output 

Field Description 
Total 1 entries, 1 matched Total number of entries, and the total number of matching entries. 

00001 Sequence number of the entry. 

(::, FF1E::1) (*, G) entry. 

List of 1 DF interfaces DF interface list. 
 

display ipv6 multicast routing-table 
Use display ipv6 multicast routing-table to display IPv6 multicast routing entries. 

Syntax 
display ipv6 multicast [ vpn-instance vpn-instance-name ] routing-table 
[ ipv6-source-address [ prefix-length ] | ipv6-group-address 
[ prefix-length ] | incoming-interface interface-type interface-number | 
outgoing-interface { exclude | include | match } interface-type 
interface-number ] * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays IPv6 multicast routing entries on the public network. 

ipv6-source-address: Specifies an IPv6 multicast source address. 

ipv6-group-address: Specifies an IPv6 multicast group address in the range of FFxy::/16, 
where "x" and "y" represent any hexadecimal numbers in the range of 0 to F. 

prefix-length: Specifies an address prefix length. The default is 128. For an IPv6 multicast 
group address, the value range for this argument is 8 to 128. For an IPv6 multicast source address, 
the value range for this argument is 0 to 128. 

incoming-interface: Displays the IPv6 routing entries that contain the specified incoming 
interface. 

interface-type interface-number: Specifies an interface by its type and number. 

outgoing-interface: Displays the IPv6 routing entries that contain the specified outgoing 
interface. 

exclude: Displays the IPv6 routing entries that do not contain the specified interface in the 
outgoing interface list. 
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include: Displays the IPv6 routing entries that contain the specified interface in the outgoing 
interface list. 

match: Displays the IPv6 routing entries that contain only the specified interface in the outgoing 
interface list. 

Usage guidelines 
IPv6 multicast routing entries are the basis of IPv6 multicast forwarding. You can use this command 
to view the establishment state of (S, G) entries. 

Examples 
# Display IPv6 multicast routing entries on an ADVPN network.  
<Sysname> display ipv6 multicast routing-table 

 Total 1 entries 

  

00001. (2001::2, FFE3::101) 

       Uptime: 00:00:14 

       Upstream Interface: Tunnel1, FE80::20:11 

       List of 2 downstream interfaces 

           1:  Tunnel1, FE80::20:12 

           2:  Tunnel1, FE80::20:13 

# Display IPv6 multicast routing entries on the public network.  
<Sysname> display ipv6 multicast routing-table 

 Total 1 entries 

 

 00001. (2001::2, FFE3::101) 

       Uptime: 00:00:14 

       Upstream Interface: GigabitEthernet1/0/1 

       List of 2 downstream interfaces 

           1:  GigabitEthernet1/0/2 

           2:  GigabitEthernet1/0/3 

Table 8 Command output 

Field Description 
Total 1 entries Total number of (S, G) entries. 

00001 Sequence number of the (S, G) entry.  

(2001::2, FFE3::101) (S, G) entry.  

Uptime Length of time for which the (S, G) entry has been up. 

Upstream Interface Upstream interface at which the (S, G) packets should arrive.  

List of 2 downstream interfaces List of downstream interfaces that forward (S, G) packets. 

Tunnel11, FE80::20:12 ADVPN tunnel interface, and the IPv6 link-local address of the 
remote end. 

 

Related commands 
reset ipv6 multicast routing-table 
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display ipv6 multicast rpf-info 
Use display ipv6 multicast rpf-info to display RPF information for an IPv6 multicast 
source. 

Syntax 
display ipv6 multicast [ vpn-instance vpn-instance-name ] rpf-info 
ipv6-source-address [ ipv6-group-address ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays RPF information for an IPv6 multicast source on the public network. 

ipv6-source-address: Specifies an IPv6 multicast source address. 

ipv6-group-address: Specifies an IPv6 multicast group address in the range of FFxy::/16 
(excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any hexadecimal numbers in the 
range of 0 to F. 

Examples 
# Display RPF information for IPv6 multicast source 2001::101 on the public network.  
<Sysname> display ipv6 multicast rpf-info 2001::101 

 RPF information about source 2001::101: 

     RPF interface: GigabitEthernet1/0/1, RPF neighbor: FE80::A01:101:1 

     Referenced prefix/prefix length: 2001::/64 

     Referenced route type: igp 

     Route selection rule: preference-preferred 

     Load splitting rule: disable 

     Source AS: 0 

     C-multicast route target: 0x0000000000000000 

Table 9 Command output 

Field Description 
RPF information about source 2001::101 RPF information of the IPv6 multicast source 2001::101.  

RPF interface Type and number of the RPF interface. 

RPF neighbor IPv6 address (link-local address) of the RPF neighbor. 

Referenced prefix/prefix length Referenced route and its prefix length. 

Referenced route type 

Type of the referenced route: 
• igp—IPv6 IGP unicast route. 
• egp—IPv6 EGP unicast route. 
• unicast (direct) —IPv6 directly connected unicast 



 

15 

Field Description 
route. 

• unicast—Other IPv6 unicast route, such as IPv6 
unicast static route. 

• mbgp—IPv6 MBGP route. 

Route selection rule 
RPF route selection rule: 
• Route preference. 
• Longest prefix match. 

Load splitting rule Whether load splitting is enabled. 

Source AS AS number of the source-side PE. 

C-multicast route target Route target attribute value of the C-multicast route. 
 

Related commands 
display ipv6 multicast forwarding-table 

display ipv6 multicast routing-table 

ipv6 multicast boundary 
Use ipv6 multicast boundary to configure an IPv6 multicast forwarding boundary. 

Use undo ipv6 multicast boundary to delete an IPv6 multicast forwarding boundary. 

Syntax 
ipv6 multicast boundary { ipv6-group-address prefix-length | scope 
{ scope-id | admin-local | global | organization-local | site-local } } 

undo ipv6 multicast boundary { ipv6-group-address prefix-length| all | 
scope { scope-id | admin-local | global | organization-local | site-local } } 

Default 
An interface is not an IPv6 multicast forwarding boundary. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-group-address: Specifies an IPv6 multicast group address in the range of FFxy::/16, 
where "x" and "y" represent any hexadecimal numbers in the range of 0 to F. 

prefix-length: Specifies the address prefix length in the range of 8 to 128. 

all: Specifies all IPv6 multicast boundaries configured on the interface. 

scope-id: Specifies the ID of an admin-scoped zone, in the range of 3 to 15, which is identified by 
the scope field in the IPv6 multicast group address. 

admin-local: Specifies the scoped zone as admin-local, which has a scope ID of 4. 

global: Specifies the scoped zone as global, which has a scope ID of 14. 
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organization-local: Specifies the scoped zone as organization-local, which has a scope ID of 
8. 

site-local: Specifies the scoped zone as site-local, which has a scope ID of 5. 

Usage guidelines 
A multicast forwarding boundary sets the boundary condition for the IPv6 multicast groups in the 
specified address range. If the destination address of an IPv6 multicast packet matches the set 
boundary condition, the packet is not forwarded. 

An interface can act as a forwarding boundary for multiple IPv6 multicast groups in different address 
ranges. You can implement this by using this command on the interface for each multicast address 
range. These multicast groups must be in the same scope. The latest configuration of a scope 
overwrites the previous one. 

You do not need to enable IPv6 multicast routing before you execute this command. 

Assume that Set A and Set B are both IPv6 multicast forwarding boundary sets with different address 
ranges, and that B is a subset of A. A takes effect on the interface no matter whether A is configured 
earlier or later than B. 

Examples 
# Configure GigabitEthernet 1/0/1 as the forwarding boundary of IPv6 multicast groups in the range 
of FF03::/16.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ipv6 multicast boundary ff03:: 16 

# Configure GigabitEthernet 1/0/1 as the forwarding boundary of IPv6 multicast groups in the 
admin-local scope.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ipv6 multicast boundary scope 4 

Related commands 
display ipv6 multicast boundary 

ipv6 multicast forwarding-table cache-unknown per-entry 
Use ipv6 multicast forwarding-table cache-unknown per-entry to set the 
maximum number of unknown IPv6 multicast packets that can be cached for an (S, G) entry. 

Use undo ipv6 multicast forwarding-table cache-unknown per-entry to restore 
the default. 

Syntax 
ipv6 multicast forwarding-table cache-unknown per-entry per-entry-limit 

undo ipv6 multicast forwarding-table cache-unknown per-entry 

Default 
The device can cache only one unknown IPv6 multicast packet for an (S, G) entry. 

Views 
System view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
per-entry-limit: Specifies the maximum number of unknown IPv6 multicast packets that can 
be cached for an (S, G) entry. The value range for this argument is 0 to 256. If you set the value to 0, 
the device cannot cache unknown IPv6 multicast packets. 

Examples 
# Set the maximum number to 20 for unknown IPv6 multicast packets that can be cached for an (S, 
G) entry. 
<Sysname> system-view 

[Sysname] ipv6 multicast forwarding-table cache-unknown per-entry 20 

Related commands 
ipv6 multicast forwarding-table cache-unknown total 

ipv6 multicast forwarding-table cache-unknown total 
Use ipv6 multicast forwarding-table cache-unknown total to set the maximum 
number of all unknown IPv6 multicast packets that can be cached. 

Use undo multicast forwarding-table cache-unknown total to restore the default. 

Syntax 
ipv6 multicast forwarding-table cache-unknown total total-limit 

undo ipv6 multicast forwarding-table cache-unknown total 

Default 
The device can cache 1024 unknown IPv6 multicast packets in total. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
total-limit: Specifies the maximum number of all unknown IPv6 multicast packets that can be 
cached. The value range for this argument is 0 to 65535. If you set the value to 0, the device cannot 
cache unknown IPv6 multicast packets. 

Usage guidelines 
As a best practice, set the value in this command to be far greater than the value set in the ipv6 
multicast forwarding-table cache-unknown per-entry command. 

Examples 
# Set the maximum number to 10000 for all unknown IPv6 multicast packets that can be cached. 
<Sysname> system-view 

[Sysname] ipv6 multicast forwarding-table cache-unknown total 10000 

Related commands 
ipv6 multicast forwarding-table cache-unknown per-entry 
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ipv6 multicast routing 
Use ipv6 multicast routing to enable IPv6 multicast routing and enter IPv6 MRIB view. 

Use undo ipv6 multicast routing to disable IPv6 multicast routing. 

Syntax 
ipv6 multicast routing [ vpn-instance vpn-instance-name ] 

undo ipv6 multicast routing [ vpn-instance vpn-instance-name ] 

Default 
IPv6 multicast routing is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
enables IPv6 multicast routing on the public network. 

Usage guidelines 
Other Layer 3 IPv6 multicast commands take effect only when IPv6 multicast routing is enabled on 
the public network or for the VPN instance to which the device belongs. 

The device does not forward any IPv6 multicast packets before IPv6 multicast routing is enabled. 

Examples 
# Enable IPv6 multicast routing on the public network, and enter IPv6 MRIB view. 
<Sysname> system-view 

[Sysname] ipv6 multicast routing 

[Sysname-mrib6] 

# Enable IPv6 multicast routing for VPN instance mvpn, and enter IPv6 MRIB view. 
<Sysname> system-view 

[Sysname] ipv6 multicast routing vpn-instance mvpn 

[Sysname-mrib6-mvpn] 

load-splitting (IPv6 MRIB view) 
Use load-splitting to enable IPv6 multicast load splitting. 

Use multicast load-splitting to restore the default. 

Syntax 
load-splitting { source | source-group } 

undo load-splitting 

Default 
IPv6 multicast load splitting is disabled. 
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Views 
IPv6 MRIB view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
source: Enables IPv6 multicast load splitting based on IPv6 multicast source. 

source-group: Enables IPv6 multicast load splitting based on IPv6 multicast source and group. 

Examples 
# Enable IPv6 multicast load splitting based on IPv6 multicast source on the public network. 
<Sysname> system-view 

[Sysname] ipv6 multicast routing 

[Sysname-mrib6] load-splitting source 

longest-match (IPv6 MRIB view) 
Use longest-match to specify the longest prefix match principle for RPF route selection. 

Use undo longest-match to restore the default. 

Syntax 
longest-match 

undo longest-match 

Default 
Route preference is used for RPF route selection. The route with the highest route preference is 
used as the RPF route. 

Views 
IPv6 MRIB view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command enables the device to use the matching route with the longest prefix as the RPF 
route. 

Examples 
# Specify the longest prefix match principle for RPF route selection on the public network. 
<Sysname> system-view 

[Sysname] ipv6 multicast routing 

[Sysname-mrib6] longest-match 

reset ipv6 multicast fast-forwarding cache 
Use reset ipv6 multicast fast-forwarding cache to clear IPv6 multicast fast forwarding 
entries. 
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Syntax 
reset ipv6 multicast [ vpn-instance vpn-instance-name ] fast-forwarding 
cache { { ipv6-source-address | ipv6-group-address } * | all } [ slot 
slot-number ]  

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears IPv6 multicast fast forwarding entries on the public network. 

ipv6-source-address: Specifies an IPv6 multicast source address. 

ipv6-group-address: Specifies an IPv6 multicast group address. The value range for this 
argument is FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any 
hexadecimal numbers in the range of 0 to F. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command clears IPv6 multicast fast forwarding entries for the master device.  

all: Specifies all IPv6 multicast fast forwarding entries. 

Examples 
# Clear all IPv6 multicast fast forwarding entries on the public network. 
<Sysname> reset ipv6 multicast fast-forwarding cache all 

# Clear the IPv6 multicast fast forwarding entry for IPv6 multicast source and group (FE1F:20::2, 
FF0E::1) on the public network. 
<Sysname> reset ipv6 multicast fast-forwarding cache fe1f:20::2 ff0e::1 

Related commands 
display ipv6 multicast fast-forwarding cache 

reset ipv6 multicast forwarding event 
Use reset ipv6 multicast forwarding event to clear statistics for IPv6 multicast 
forwarding events. 

Syntax 
reset ipv6 multicast [ vpn-instance vpn-instance-name ] forwarding event 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears statistics for the IPv6 multicast forwarding events on the public network. 

Examples 
# Clear statistics for the IPv6 multicast forwarding events on the public network. 
<Sysname> reset ipv6 multicast forwarding event 

Related commands 
display ipv6 multicast forwarding event 

reset ipv6 multicast forwarding-table 
Use reset ipv6 multicast forwarding-table to clear IPv6 multicast forwarding entries. 

Syntax 
reset ipv6 multicast [ vpn-instance vpn-instance-name ] forwarding-table 
{ { ipv6-source-address [ prefix-length ] | ipv6-group-address 
[ prefix-length ] | incoming-interface { interface-type interface-number } } 
* | all } 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears IPv6 multicast forwarding entries on the public network. 

ipv6-source-address: Specifies an IPv6 multicast source address. 

ipv6-group-address: Specifies an IPv6 multicast group address in the range of FFxy::/16, 
where "x" and "y" represent any hexadecimal numbers in the range of 0 to F. 

prefix-length: Specifies the address prefix length. The default value is 128. For an IPv6 
multicast group address, the value range for this argument is 8 to 128. For an IPv6 multicast source 
address, the value range for this argument is 0 to 128. 

incoming-interface: Specifies the IPv6 multicast forwarding entries that contain the specified 
incoming interface. 

interface-type interface-number: Specifies an interface by its type and number. 

all: Specifies all IPv6 multicast forwarding entries. 

Usage guidelines 
When you clear an IPv6 multicast forwarding entry, the associated IPv6 multicast routing entry is 
also cleared. 

Examples 
# Clear IPv6 multicast forwarding entries for IPv6 multicast group FF0E::1 on the public network. 
<Sysname> reset ipv6 multicast forwarding-table ff0e::1 
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Related commands 
display ipv6 multicast forwarding-table 

reset ipv6 multicast routing-table 
Use reset ipv6 multicast routing-table to clear IPv6 multicast routing entries. 

Syntax 
reset ipv6 multicast [ vpn-instance vpn-instance-name ] routing-table 
{ { ipv6-source-address [ prefix-length ] | ipv6-group-address 
[ prefix-length ] | incoming-interface interface-type interface-number } * 
| all } 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears IPv6 multicast routing entries on the public network. 

ipv6-source-address: Specifies an IPv6 multicast source address. 

ipv6-group-address: Specifies an IPv6 multicast group address in the range of FFxy::/16, 
where "x" and "y" represent any hexadecimal numbers in the range of 0 to F. 

prefix-length: Specifies an address prefix length. The default is 128. For an IPv6 multicast 
group address, the value range for this argument is 8 to 128. For an IPv6 multicast source address, 
the value range for this argument is 0 to 128. 

incoming-interface: Specifies the IPv6 multicast routing entries that contain the specified 
incoming interface. 

interface-type interface-number: Specifies an interface by its type and number. 

all: Specifies all IPv6 multicast routing entries. 

Usage guidelines 
When you clear an IPv6 multicast routing entry, the associated IPv6 multicast forwarding entry is 
also cleared. 

Examples 
# Clear IPv6 multicast routing entries for IPv6 multicast group FF03::101 on the public network. 
<Sysname> reset ipv6 multicast routing-table ff03::101 

Related commands 
display ipv6 multicast routing-table 
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MLD commands 
display mld group 

Use display mld group to display information about MLD multicast groups (IPv6 multicast 
groups that hosts have joined through MLD). 

Syntax 
display mld [ vpn-instance vpn-instance-name ] group [ ipv6-group-address | 
interface interface-type interface-number ] [ static | verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays information about MLD multicast groups on the public network. 

ipv6-group-address: Specifies an IPv6 multicast group address. The value range for this 
argument is FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any 
hexadecimal numbers in the range of 0 to F. If you do not specify an IPv6 multicast group, this 
command displays information about all MLD multicast groups. 

interface interface-type interface-number: Specifies an interface by its type and 
number. If you do not specify an interface, this command displays information about MLD multicast 
groups for all interfaces. 

static: Specifies MLD multicast groups that hosts have joined statically. If you do not specify this 
keyword, the command displays information about MLD multicast groups that hosts have joined 
dynamically. 

verbose: Displays detailed information about MLD multicast groups. 

Examples 
# Display information about MLD multicast groups that hosts have dynamically joined on the public 
network.  
<Sysname> display mld group 

MLD groups in total: 1 

 GigabitEthernet1/0/1(FE80::101): 

  MLD groups reported in total: 1 

   Group address: FF03::101 

    Last reporter: FE80::10 

    Uptime: 00:02:04 

    Expires: 00:01:15 
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Table 1 Command output 

Field Description 

MLD groups in total Total number of MLD multicast groups. 

MLD groups reported in total Total number of MLD multicast groups that the hosts attached to 
the interface have joined dynamically. 

Group address IPv6 multicast group address. 

Last reporter IPv6 address of the receiver host that last reported membership 
for the group. 

Uptime Length of time since the IPv6 multicast group was joined. 

Expires Remaining lifetime for the IPv6 multicast group. This field displays 
Off if the timer is disabled. 

 

# Display detailed information about MLD multicast group FF3E::101 that hosts have statically joined 
on the public network. In this example, the router is configured with MLD SSM mappings.  
<Sysname> display mld group ff3e::101 verbose 

 GigabitEthernet1/0/1(FE80::101): 

  MLD groups reported in total: 1 

   Group: FF3E::101 

     Uptime: 00:01:46 

     Exclude expires: 00:04:16 

     Mapping expires: 00:02:16 

     Last reporter: FE80::10 

     Last-listener-query-counter: 0 

     Last-listener-query-timer-expiry: Off 

     Mapping last-listener-query-counter: 0 

     Mapping last-listener-query-timer-expiry: Off 

     Group mode: Exclude 

     Version1-host-present-timer-expiry: Off 

     Source list (sources in total: 1): 

       Source: 10::10 

          Uptime: 00:00:09 

          V2 expires: 00:04:11 

          Mapping expires: 00:02:16 

          Last-listener-query-counter: 0 

          Last-listener-query-timer-expiry: Off 

Table 2 Command output 

Field Description 

MLD groups reported in total Total number of MLD multicast groups that the hosts attached to 
the interface have joined dynamically. 

Group IPv6 multicast group address. 

Uptime Length of time since the IPv6 multicast group was reported. 

Exclude expires Remaining time for the IPv6 multicast group in Exclude mode. 
This field displays Off if the timer is disabled. 

Mapping expires Remaining time for the IPv6 multicast group specified in MLD 
SSM mappings.  
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Field Description 

This field is displayed only when the device is configured with 
MLD SSM mappings. 

Last reporter IPv6 address of the receiver host that last reported membership 
for this group. 

Last-listener-query-counter Number of MLD multicast-address-specific queries or MLD 
multicast-address-and-source-specific queries sent for the group. 

Last-listener-query-timer-expiry Remaining time for the MLD last listener query timer for the 
multicast group. This field displays Off if the timer is disabled. 

Mapping last-listener-query-counter 

Number of MLD multicast-address-specific queries or MLD 
multicast-address-and-source-specific queries sent for the IPv6 
multicast group specified in MLD SSM mappings.  
This field is displayed only when the device is configured with 
MLD SSM mappings. 

Mapping 
last-listener-query-timer-expiry 

Remaining time for the last listener query timer of the IPv6 
multicast group specified in MLD SSM mappings. 
This field displays Off if the timer is disabled. 
This field is displayed only when the device is configured with 
MLD SSM mappings. 

Group mode 

IPv6 multicast source filtering mode: 
• Include—Include mode. 
• Exclude—Exclude mode. 
For a device that runs MLDv1: 
• If MLD SSM mappings are not configured, this field displays 

Exclude. 
• If MLD SSM mappings are configured, this field displays 

Include or Exclude depending on the SSM mappings and 
the IPv6 multicast groups that the host joins. 

Version1-host-present-timer-expiry 
Remaining time for the MLDv1 host present timer.  
This field displays Off if the timer is disabled. 
This field is displayed only when the device runs MLDv2. 

Source list (sources in total 1) 

List of IPv6 multicast sources and total number of IPv6 multicast 
sources.  
This field is displayed only when the device runs MLDv2 or is 
configured with MLD SSM mappings. 

Source 
IPv6 multicast source address.  
This field is displayed only when the device runs MLDv2 or the 
device is configured with MLD SSM mappings. 

Uptime 
Length of time since the IPv6 multicast source was reported.  
This field is displayed only when the device runs MLDv2 or is 
configured with MLD SSM mappings. 

V2 expires 

Remaining time for the IPv6 multicast source when the device 
runs MLDv2.  
This field displays Off if the timer is disabled. 
This field displays three hyphens (---) if the IPv6 multicast source 
is specified in MLD SSM mappings. 
This field is displayed only when the device runs MLDv2 or is 
configured with MLD SSM mappings. 

Mapping expires Remaining time for the IPv6 multicast sources specified in MLD 
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Field Description 
SSM mappings. 

Last-listener-query-counter 

Number of MLD multicast-address-specific queries or MLD 
multicast-address-and-source-specific queries sent for the IPv6 
multicast source and group.  
This field is displayed only when the device runs MLDv2 or is 
configured with MLD SSM mappings. 

Last-listener-query-timer-expiry 

Remaining time for the last listener query timer for the IPv6 
multicast source and group.  
This field displays Off if the timer is disabled. 
This field is displayed only when the device runs MLDv2 or is 
configured with MLD SSM mappings. 

 

# Display information about the MLD multicast groups that hosts have statically joined on the public 
network.  
<Sysname> display mld group static 

 Entries in total: 2 

  (*, FF03::101) 

   Interface: GE1/0/1 

   Expires: Never 

 

  (2001::101, FF3E::202) 

   Interface: GE1/0/1 

   Expires: Never 

Table 3 Command output 

Field Description 

Entries in total Total number of the IPv6 multicast groups that hosts have joined 
statically. 

(*, FF03::101) (*, G) entry. 

(2001::101, FF3E::202) (S, G) entry. 

Expires 
Remaining lifetime for the IPv6 multicast group.  
This field always displays Never, which means that the IPv6 
multicast group never expires. 

 

Related commands 
reset mld group 

display mld interface 
Use display mld interface to display MLD information for interfaces. 

Syntax 
display mld [ vpn-instance vpn-instance-name ] interface [ interface-type 
interface-number ] [ proxy ] [ verbose ] 

Views 
Any view 
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Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
displays MLD information for interfaces on the public network. 

interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays MLD information for all interfaces. 

proxy: Displays the MLD proxy interface information. If you do not specify this keyword, the 
command displays MLD information for all interfaces. 

verbose: Displays detailed MLD information. 

Examples 
# Display detailed MLD information for GigabitEthernet 1/0/1 (non-proxy interface) on the public 
network.  
<Sysname> display mld interface gigabitethernet 1/0/1 verbose 

 GigabitEthernet1/0/1(FE80::200:AFF:FE01:101): 

   MLD is enabled. 

   MLD version: 1 

   Query interval for MLD: 125s 

   Other querier present time for MLD: 255s 

   Maximum query response time for MLD: 10s 

   Last listener query interval: 1s 

   Last listener query count: 2 

   Startup query interval: 31s 

   Startup query count: 2 

   General query timer expiry (hh:mm:ss): 00:00:23 

   Querier for MLD: FE80::200:AFF:FE01:101 (This router) 

   MLD activity: 1 join(s), 0 done(s) 

   IPv6 multicast routing on this interface: Enabled 

   Robustness: 2 

   Require-router-alert: Disabled 

   Fast-leave: Disabled 

   Startup-query: Off 

   Other-querier-present-timer-expiry (hh:mm:ss): Off 

  MLD groups reported in total: 1 

# Display detailed MLD information for all MLD proxy interfaces on the public network.  
<Sysname> display mld interface proxy verbose 

 GigabitEthernet1/0/2(FE80::100:CEF:FE01:101): 

   MLD proxy is enabled. 

   MLD version: 1 

   IPv6 multicast routing on this interface: Enabled 

   Require-router-alert: Disabled 

   Version1-querier-present-timer-expiry (hh:mm:ss): Off  
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Table 4 Command output 

Field Description 

GigabitEthernet1/0/1(FE80::200:AFF:FE01:101) Interface and its IPv6 link-local address.  

MLD is enabled MLD is enabled on the interface. 

MLD version Version of MLD that the interface runs. 

Query interval for MLD MLD query interval, in seconds. 

Other querier present time for MLD MLD other querier present interval, in seconds. 

Maximum query response time for MLD Maximum response time for MLD general query 
messages, in seconds. 

Last listener query interval 

Interval for sending MLD multicast-address-specific 
queries or MLD 
multicast-address-and-source-specific queries, in 
seconds. 

Last listener query count 
Number of MLD multicast-address-specific queries or 
MLD multicast-address-and-source-specific queries 
sent for the group. 

Startup query interval MLD startup query interval, in seconds. 

Startup query count Number of MLD general queries sent on startup. 

General query timer expiry Remaining time for the MLD general query timer. This 
field displays Off if the timer is disabled. 

Querier for MLD IPv6 link-local address of the MLD querier. 

MLD activity: 1 join(s), 0 done(s) 

MLD activity statistics: 
• join(s)—Total number of IPv6 multicast groups 

that the interface has joined. 
• done(s)—Total number of IPv6 multicast groups 

that the interface has left. 

IPv6 multicast routing on this interface Whether IPv6 multicast routing is enabled: Enabled or 
Disabled. 

Robustness Robustness variable of the MLD querier. 

Require-router-alert Whether the feature of dropping MLD messages 
without Router-Alert is enabled: Enabled or Disabled. 

Fast-leave Whether fast-leave processing is enabled: Enabled or 
Disabled. 

Startup-query 

Whether the MLD querier sends MLD general queries 
at the startup query interval on startup: 
• On—The MLD querier performs the above 

action. 
• Off—The MLD querier does not perform the 

above action. 

Other-querier-present-timer-expiry Remaining time for MLD other querier present timer. 
This field displays Off if the timer is disabled. 

MLD groups reported in total 

Total number of IPv6 multicast groups that the 
interface has joined dynamically. 
This field is not displayed if the interface does not join 
IPv6 multicast groups. 

MLD proxy is enabled MLD proxying is enabled. 
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Field Description 

Version1-querier-present-timer-expiry Remaining time for the MLDv1 querier present timer. 
This field displays Off if the timer is disabled. 

 

display mld proxy group 
Use display mld proxy group to display information about IPv6 multicast groups maintained by 
the MLD proxy. 

Syntax 
display mld [ vpn-instance vpn-instance-name ] proxy group 
[ ipv6-group-address | interface interface-type interface-number ] 
[ verbose ] 

Views 
Any view  

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays information 
about IPv6 multicast groups maintained by the MLD proxy on the public network. 

ipv6-group-address: Specifies an IPv6 multicast group by its IPv6 address. The value range 
for this argument is FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any 
hexadecimal numbers in the range of 0 to F. If you do not specify an IPv6 multicast group, this 
command displays IPv6 multicast group membership entries for all IPv6 multicast groups. 

interface interface-type interface-number: Specifies an interface by its type and 
number. If you do not specify an interface, this command displays information about IPv6 multicast 
groups maintained by the MLD proxy for all interfaces. 

verbose: Displays detailed information. 

Examples 
# Display information about IPv6 multicast groups maintained by the MLD proxy on the public 
network.  
<Sysname> display mld proxy group 

MLD proxy group records in total: 2 

 GigabitEthernet1/0/1(FE80::16:1): 

  MLD proxy group records in total: 2 

   Group address: FF1E::1 

    Member state: Idle 

    Expires: Off 

 

   Group address: FF1E::2 

    Member state: Idle 
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    Expires: Off 

# Display detailed information about IPv6 multicast group FF1E::1 maintained by the MLD proxy on 
the public network.  
<Sysname> display mld proxy group ff1e::1 verbose 

 GigabitEthernet1/0/1(FE80::16:1): 

  MLD proxy group records in total: 2 

   Group: FF1E::1 

     Group mode: Include 

     Member state: Idle 

     Expires: Off 

     Source list (sources in total: 1): 

       100::1 

Table 5 Command output 

Field Description 

MLD proxy group records in total Total number of IPv6 multicast group membership entries 
maintained by the MLD proxy. 

GigabitEthernet1/0/1(FE80::16:1) Interface and its IPv6 address.  

Pending proxy group Pending IPv6 multicast group membership entries 
maintained by the MLD proxy. 

Group address/Group IPv6 multicast group address. 

Member state 

Member host states: 
• Delay—The member host has joined a group and 

started a delay timer. 
• Idle—The member host has joined a group, but 

didn't start a delay timer. 

Expires 
Remaining delay time for a member host to send a 
responding report. This field displays Off if the timer is 
disabled. 

Group mode 
IPv6 multicast source filtering mode: 
• Include. 
• Exclude. 

Source list (sources in total: 1) 
List of IPv6 multicast sources in the group membership 
database maintained by the MLD proxy, and the total 
number of the IPv6 multicast sources. 

 

display mld proxy routing-table 
Use display mld proxy routing-table to display IPv6 multicast routing entries maintained 
by the MLD proxy. 

Syntax 
display mld [ vpn-instance vpn-instance-name ] proxy routing-table 
[ ipv6-source-address [ prefix-length ] | ipv6-group-address 
[ prefix-length ] ] * [ verbose ] 

Views 
Any view  
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Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays IPv6 
multicast routing entries maintained by the MLD proxy on the public network. 

ipv6-source-address: Specifies an IPv6 multicast source by its IPv6 address. If you do not 
specify an IPv6 multicast source, this command displays IPv6 multicast routing entries maintained 
by the MLD proxy for all IPv6 multicast sources. 

ipv6-group-address: Specifies an IPv6 multicast group by its IPv6 address. The value range 
for this argument is FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any 
hexadecimal numbers in the range of 0 to F. If you do not specify an IPv6 multicast group, this 
command displays IPv6 multicast routing entries for all IPv6 multicast groups maintained by the MLD 
proxy. 

prefix-length: Specifies an address prefix length. For an IPv6 multicast source address, the 
value range for this argument is 0 to 128. For an IPv6 multicast group address, the value range for 
this argument is 8 to 128. The default value is 128. 

verbose: Displays detailed information about IPv6 multicast routing entries maintained by the MLD 
proxy. 

Examples 
# Display IPv6 multicast routing entries maintained by the MLD proxy on the public network.  
<Sysname> display mld proxy routing-table 

 Total 1 (*, G) entries, 2 (S, G) entries. 

 

 (100::1, FF1E::1) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: MLD 

 

 (*, FF1E::2) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: STATIC 

 

 (2::2, FF1E::2) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (2 in total): 

         1: LoopBack1 

             Protocol: STATIC 

         2: GigabitEthernet1/0/2 

             Protocol: PROXY 
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# Display detailed information about IPv6 multicast routing entries maintained by the MLD proxy on 
the public network.  
<Sysname> display mld proxy routing-table verbose 

 Total 1 (*, G) entries, 2 (S, G) entries. 

 

 (100::1, FF1E::1) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: MLD 

             Querier state: Querier 

             Join/Prune state: Join 

 

     Non-downstream interfaces: None 

 

 (*, FF1E::2) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/2 

             Protocol: STATIC 

             Querier state: Querier 

             Join/Prune state: Join 

 

     Non-downstream interfaces (1 in total): 

         1: GigabitEthernet1/0/3 

             Protocol: MLD 

             Querier state: Non-querier 

             Join/Prune state: Join 

 

 (2::2, FF1E::2) 

     Upstream interface: GigabitEthernet1/0/1 

     Downstream interfaces (2 in total): 

         1: LoopBack1 

             Protocol: STATIC 

             Querier state: Querier 

             Join/Prune state: Join 

         2: GigabitEthernet1/0/2 

             Protocol: PROXY 

             Querier state: Querier 

             Join/Prune state: Join 

 

     Non-downstream interfaces: None 

Table 6 Command output 

Field Description 

Total 1 (*, G) entries, 2 (S, G) entries Total number of (*, G ), and the total number of (S, G) entries. 

(100::1, FF1E::1) (S, G) entry. 
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Field Description 

Upstream interface Incoming interface of a forwarding entry. 

Downstream interfaces (1 in total) Outgoing interfaces, and the total number of outgoing interfaces. 

Non-downstream interfaces (1 in total) Non-outgoing interfaces, and the total number of non-outgoing 
interfaces. 

1: GigabitEthernet1/0/2 Index of an outgoing interface and the outgoing interface.  

Protocol 

Protocol type: 
• MLD—Dynamic MLD. 
• PROXY—MLD proxy. 
• STATIC—Static MLD. 

Querier state 
Querier state: 
• Querier. 
• Non-querier. 

Join/Prune state 

Joined or pruned state of the interface: 
• NI—Default state. 
• Join—Joined state. 
• Prune—Pruned state. 

 

display mld ssm-mapping 
Use display mld ssm-mapping to display MLD SSM mappings. 

Syntax 
display mld [ vpn-instance vpn-instance-name ] ssm-mapping 
ipv6-group-address 

Views 
Any view  

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays MLD SSM 
mappings on the public network. 

ipv6-group-address: Specifies an IPv6 multicast group by its IPv6 address. The value range 
for this argument is FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any 
hexadecimal numbers in the range of 0 to F.  

Examples 
# Display MLD SSM mappings for IPv6 multicast group FF3E::101 on the public network. 
<Sysname> display mld ssm-mapping ff3e::101 

 Group: FF3E::101 

 Source list: 
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        1::1 

        1::2 

        10::1 

        100::10 

Table 7 Command output 

Field Description 

Group IPv6 multicast group address. 

Source list List of IPv6 multicast source addresses. 
 

last-listener-query-count (MLD view) 
Use last-listener-query-count to set the MLD last listener query count globally. 

Use undo last-listener-query-count to restore the default. 

Syntax 
mld last-member-query-count count 

undo mld last-member-query-count 

Default 
The MLD last listener query count equals the MLD querier's robustness variable. 

Views 
MLD view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies an MLD last listener query count in the range of 1 to 255. 

Usage guidelines 
You can set the MLD last listener query count globally for all interfaces in MLD view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global MLD last listener query count to 6 on the public network. 
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] last-listener-query-count 6 

Related commands 
mld last-listener-query-count 

last-listener-query-interval (MLD view) 
Use last-listener-query-interval to set the MLD last listener query interval globally. 

Use undo last-listener-query-interval to restore the default. 
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Syntax 
last-listener-query-interval interval 

undo last-listener-query-interval 

Default 
The MLD last listener query interval is 1 second. 

Views 
MLD view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an MLD last listener query interval in the range of 1 to 25 seconds. 

Usage guidelines 
You can set the MLD last listener query interval globally for all interfaces in MLD view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global MLD last listener query interval to 6 seconds on the public network. 
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] last-listener-query-interval 6 

Related commands 
mld last-listener-query-interval 

max-response-time (MLD view) 
Use max-response-time to set the maximum response time for MLD general queries globally. 

Use undo max-response-time to restore the default. 

Syntax 
max-response-time time 

undo max-response-time 

Default 
The maximum response time for MLD general queries is 10 seconds. 

Views 
MLD view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies the maximum response time for MLD general queries in the range of 1 to 3174 
seconds. 
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Usage guidelines 
You can set the maximum response time globally for all interfaces in MLD view or for an interface in 
interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the global maximum response time for MLD general queries to 25 seconds on the public 
network. 
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] max-response-time 25 

Related commands 
mld max-response-time 

mld 
Use mld to enter MLD view. 

Use undo mld to delete the configurations in MLD view. 

Syntax 
mld [ vpn-instance vpn-instance-name ] 

undo mld [ vpn-instance vpn-instance-name ] 

Views 
System view  

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN by its name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command takes effect on the 
public network. 

Examples 
# Enter MLD view of the public network. 
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] 

# Enter MLD view of VPN instance mvpn. 
<Sysname> system-view 

[Sysname] mld vpn-instance mvpn 

[Sysname-mld-mvpn] 

mld enable 
Use mld enable to enable MLD on an interface. 

Use undo mld enable to disable MLD on an interface. 
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Syntax 
mld enable 

undo mld enable 

Default 
MLD is disabled on an interface. 

Views 
Interface view  

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when IPv6 multicast routing is enabled on the public network or for 
the VPN instance to which the interface belongs. 

Other MLD configurations on the interface take effect only when MLD is enabled on the interface. 

Examples 
# Enable IPv6 multicast routing on the public network, and enable MLD for GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] ipv6 multicast routing 

[Sysname-mrib6] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld enable 

Related commands 
ipv6 multicast routing 

mld fast-leave 
Use mld fast-leave to enable fast-leave processing on an interface. 

Use undo mld fast-leave to disable fast-leave processing on an interface. 

Syntax 
mld fast-leave [ group-policy ipv6-acl-number ] 

undo mld fast-leave 

Default 
Fast-leave processing is disabled. The MLD querier sends MLD multicast-address-specific or 
multicast-address-and-source-specific queries after receiving a done message. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 2999. If you 
specify an ACL, the fast-leave processing feature takes effect only on the IPv6 multicast groups that 
the ACL permits. The feature takes effect on all IPv6 multicast groups when one of the following 
conditions exists: 
• You do not specify an ACL. 
• The specified ACL does not exist. 
• The specified ACL does not have valid rules. 

Usage guidelines 
The fast-leave processing feature enables an MLD querier to suppress MLD 
multicast-address-specific or multicast-address-and-source-specific queries upon receiving MLD 
done messages permitted by the ACL. 

When you configure a rule in the IPv6 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• The source source-address source-prefix option specifies an IPv6 multicast group 
address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

Examples 
# Enable fast-leave processing on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld fast-leave 

mld group-policy 
Use mld group-policy to configure an IPv6 multicast group policy on an interface to control the 
IPv6 multicast groups that hosts attached to the interface can join. 

Use undo mld group-policy to delete the IPv6 multicast group policy on an interface. 

Syntax 
mld group-policy ipv6-acl-number [ version-number ] 

undo mld group-policy 

Default 
No IPv6 multicast group policy exists. Hosts attached to the interface can join any IPv6 multicast 
groups. 

Views 
Interface view  

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-acl-number: Specifies an IPv6 basic or advanced ACL by its number in the range of 2000 
to 3999. Receiver hosts can join only the IPv6 multicast groups that the ACL permits. If the ACL does 
not exist or have valid rules, receiver hosts cannot join IPv6 multicast groups. 
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version-number: Specifies an MLD version number, 1 or 2. By default, this command takes 
effect on both MLDv1 reports and MLDv2 reports. 

Usage guidelines 
An IPv6 multicast group policy filters MLD reports to control the IPv6 multicast groups that hosts can 
join. 

This command does not take effect on static member interfaces because static member interfaces 
do not send MLD reports. 

When you configure a rule in the IPv6 ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 

• In a basic ACL, the source source-address source-prefix option specifies an IPv6 
multicast group address. 

• In an advanced ACL, the source source-address source-prefix option specifies an 
IPv6 multicast source address. The destination dest-address dest-prefix option 
specifies an IPv6 multicast group address. 
To match the following MLD reports, set the source source-address source-prefix 
option to 0::0: 
 MLDv1 reports. 
 MLDv2 IS_EX and MLDv2 TO_EX reports that do not carry multicast source addresses. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure an IPv6 multicast group policy on GigabitEthernet 1/0/1 so that hosts attached to the 
interface can join only IPv6 multicast group FF03::101.  
<Sysname> system-view 

[Sysname] acl ipv6 basic 2005 

[Sysname-acl-ipv6-basic-2005] rule permit source ff03::101 128 

[Sysname-acl-ipv6-basic-2005] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld group-policy 2005 

mld last-listener-query-count 
Use mld last-listener-query-count to set the MLD last member query count on an 
interface. 

Use undo mld last-listener-query-count to restore the default. 

Syntax 
mld last-listener-query-count count 

undo mld last-listener-query-count 

Default 
The MLD last listener query count equals the MLD querier's robustness variable. 

Views 
Interface view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies an MLD last listener query count in the range of 1 to 255. 

Usage guidelines 
You can set the MLD last listener query count for an interface in interface view or globally for all 
interfaces in MLD view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the MLD last listener query count to 6 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld last-listener-query-count 6 

Related commands 
last-listener-query-count (MLD view) 

mld last-listener-query-interval 
Use mld last-listener-query-interval to set the MLD last listener query interval on an 
interface. 

Use undo mld last-listener-query-interval to restore the default. 

Syntax 
mld last-listener-query-interval interval 

undo mld last-listener-query-interval 

Default 
The MLD last listener query interval is 1 second. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an MLD last listener query interval in the range of 1 to 25 seconds. 

Usage guidelines 
You can set the MLD last listener query interval for an interface in interface view or globally for all 
interfaces in MLD view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the MLD last listener query interval to 6 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 
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[Sysname-GigabitEthernet1/0/1] mld last-listener-query-interval 6 

Related commands 
last-listener-query-interval (MLD view) 

mld max-response-time 
Use mld max-response-time to set the maximum response time for MLD general queries on an 
interface. 

Use undo mld max-response-time to restore the default. 

Syntax 
mld max-response-time time 

undo mld max-response-time 

Default 
The maximum response time for MLD general queries is 10 seconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies the maximum response time for MLD general queries, in the range of 1 to 3174 
seconds. 

Usage guidelines 
You can set the maximum response time for an interface in interface view or globally for all interfaces 
in MLD view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the maximum response time for MLD general queries to 25 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld max-response-time 25 

Related commands 
max-response-time (MLD view) 

mld non-stop-routing 
Use mld non-stop-routing to enable MLD NSR. 

Use undo mld non-stop-routing to disable MLD NSR. 

Syntax 
mld non-stop-routing 

undo mld non-stop-routing 
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Default 
MLD NSR is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable MLD NSR. 
<Sysname> system-view 

[Sysname] mld non-stop-routing 

mld other-querier-present-timeout 
Use mld other-querier-present-timeout to set the MLD other querier present timer on an 
interface. 

Use undo mld other-querier-present-timeout to restore the default. 

Syntax 
mld other-querier-present-timeout time 

undo mld other-querier-present-timeout 

Default 
The MLD other querier present timer is calculated by using the following formula: 

[ MLD general query interval ] × [ MLD querier's robustness variable ] + [ maximum response 
time for MLD general queries ] / 2. 

Views 
Interface view  

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies an MLD other querier present timer in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the MLD other querier present timer for an interface in interface view or globally for all 
interfaces in MLD view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the MLD other querier present timer to 125 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld other-querier-present-timeout 125 
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Related commands 
other-querier-present-timeout (MLD view) 

mld proxy enable 
Use mld proxy enable to enable MLD proxying on an interface. 

Use undo mld proxy enable to disable MLD proxying on an interface. 

Syntax 
mld proxy enable 

undo mld proxy enable 

Default 
MLD proxying is disabled on an interface. 

Views 
Interface view  

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only when IPv6 multicast routing is enabled on the public network or for 
the VPN instance to which the interface belongs. 

Examples 
# Enable IPv6 multicast routing on the public network, and enable MLD proxying on GigabitEthernet 
1/0/1.  
<Sysname> system-view 

[Sysname] ipv6 multicast routing 

[Sysname-mrib6] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld proxy enable 

Related commands 
ipv6 multicast routing 

mld proxy forwarding 
Use mld proxy forwarding to enable IPv6 multicast forwarding on a non-querier interface. 

Use undo mld proxy forwarding to disable IPv6 multicast forwarding on a non-querier 
interface. 

Syntax 
mld proxy forwarding 

undo mld proxy forwarding 

Default 
IPv6 multicast forwarding is disabled for a non-querier interface. 
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Views 
Interface view  

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Typically, only MLD queriers can forward IPv6 multicast traffic and non-queriers cannot. This 
prevents IPv6 multicast data from being repeatedly forwarded. If a router interface on the MLD proxy 
device failed the querier election, enable multicast forwarding capability on this interface to forward 
multicast data to attached receivers. 

Examples 
# Enable IPv6 multicast forwarding on GigabitEthernet 1/0/1 (non-querier interface).  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld proxy forwarding 

mld query-interval 
Use mld query-interval to set the MLD general query interval on an interface. 

Use undo mld query-interval to restore the default. 

Syntax 
mld query-interval interval 

undo mld query-interval 

Default 
The MLD general query interval is 125 seconds. 

Views 
Interface view  

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an MLD general interval in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the MLD general interval for an interface in interface view or globally for all interfaces in 
MLD view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the MLD general query interval to 60 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld query-interval 60 
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Related commands 
query-interval (MLD view) 

mld robust-count 
Use mld robust-count to set the MLD querier's robustness variable on an interface. 

Use undo mld robust-count to restore the default. 

Syntax 
mld robust-count count 

undo mld robust-count 

Default 
The MLD querier's robustness variable is 2. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies an MLD querier's robustness variable in the range of 1 to 255. 

Usage guidelines 
The MLD querier's robustness variable defines the number of times to retransmit MLD queries if 
packet loss occurs. A higher robustness variable makes the MLD querier more robust, but it 
increases the timeout time for IPv6 multicast groups. 

You can set the MLD querier's robustness variable for an interface in interface view or globally for all 
interfaces in MLD view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the MLD querier's robustness variable to 5 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld robust-count 5 

Related commands 
robust-count (MLD view) 

mld startup-query-count 
Use mld startup-query-count to set the MLD startup query count on an interface. 

Use undo mld startup-query-count to restore the default. 

Syntax 
mld startup-query-count count 

undo mld startup-query-count 
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Default 
The MLD startup query count equals the MLD querier's robustness variable. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies an MLD startup query count in the range of 1 to 255. 

Usage guidelines 
You can set the MLD startup query count for an interface in interface view or globally for all interfaces 
in MLD view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the MLD startup query count to 5 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld startup-query-count 5 

Related commands 
startup-query-count (MLD view) 

mld startup-query-interval 
Use mld startup-query-interval to set the MLD startup query interval on an interface. 

Use undo mld startup-query-interval to restore the default. 

Syntax 
mld startup-query-interval interval 

undo mld startup-query-interval 

Default 
The MLD startup query interval equals one quarter of the MLD general query interval. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an MLD startup query interval in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the MLD startup query interval for an interface in interface view or globally for all 
interfaces in MLD view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 



 

25 

Examples 
# Set the MLD startup query interval to 100 seconds on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld startup-query-interval 100 

Related commands 
startup-query-interval (MLD view) 

mld static-group 
Use mld static-group to configure an interface as a static group member of an IPv6 multicast 
group. 

Use undo mld static-group to restore the default. 

Syntax 
mld static-group ipv6-group-address [ source ipv6-source-address ]  

undo mld static-group { all | ipv6-group-address [ source 
ipv6-source-address ] } 

Default 
An interface is not a static member of IPv6 multicast groups. 

Views 
Interface view  

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-group-address: Specifies an IPv6 multicast group by its IPv6 address. The value range 
for this argument is FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any 
hexadecimal numbers in the range of 0 to F. 

ipv6-source-address: Specifies an IPv6 multicast source by its IPv6 address. If you do not 
specify an IPv6 multicast source, this command configures an interface as a static group member of 
the multicast groups with all IPv6 multicast source addresses. 

all: Specifies all IPv6 multicast groups that the interface has statically joined. 

Usage guidelines 
For IPv6 multicast routing entries to be created, specify an IPv6 multicast source address if the 
specified IPv6 multicast group address is in the SSM group range. 

Examples 
# Configure GigabitEthernet 1/0/1 as a static group member of IPv6 multicast group FF03::101.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld static-group ff03::101 

# Configure GigabitEthernet 1/0/1 as a static group member of IPv6 multicast source and group 
(2001::101, FF3E::202).  
<Sysname> system-view 
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[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld static-group ff3e::202 source 2001::101 

mld version 
Use mld version to specify an MLD version for an interface. 

Use undo mld version to restore the default. 

Syntax 
mld version version-number 

undo mld version 

Default 
The MLD version is 1. 

Views 
Interface view  

Predefined user roles 
network-admin 

context-admin 

Parameters 
version-number: Specifies an MLD version, 1 or 2. 

Usage guidelines 

 CAUTION: 
For MLD to operate correctly, specify the same MLD version for all devices on the same subnet. 

 

Examples 
# Specify MLD version 2 for GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mld version 2 

other-querier-present-timeout (MLD view) 
Use other-querier-present-timeout to set the MLD other querier present timer globally. 

Use undo other-querier-present-timeout to restore the default. 

Syntax 
other-querier-present-timeout time 

undo other-querier-present-timeout 

Default 
The MLD other querier present timer is calculated by using the following formula: 

[ MLD general query interval ] × [ MLD querier's robustness variable ] + [ maximum response 
time for MLD general queries ] / 2. 
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Views 
MLD view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies an MLD other querier present timer in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the MLD other querier present timer globally for all interfaces in MLD view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global MLD other querier present timer to 125 seconds on the public network.  
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] other-querier-present-timeout 125 

Related commands 
mld other-querier-present-timeout 

proxy multipath (MLD view) 
Use proxy multipath to enable load splitting on the MLD proxy. 

Use undo proxy multipath to disable load splitting on the MLD proxy. 

Syntax 
proxy multipath 

undo proxy multipath 

Default 
The load splitting feature is disabled on the MLD proxy. 

Views 
MLD view  

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Use this feature when the MLD proxy has multiple proxy interfaces. All proxy interfaces on the MLD 
proxy share IPv6 multicast traffic on a per-group basis. If you do not enable this feature, only the 
proxy interface with the highest IPv6 address forwards IPv6 multicast traffic. 

Examples 
# Enable load splitting on the MLD proxy device on the public network. 
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] proxy multipath 
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query-interval (MLD view) 
Use query-interval to set the MLD general query interval globally. 

Use undo query-interval to restore the default. 

Syntax 
query-interval interval 

undo query-interval 

Default 
The MLD general query interval is 125 seconds. 

Views 
MLD view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an MLD general query interval in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the MLD general query interval globally for all interfaces in MLD view or for an interface 
in interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the global MLD general query interval to 60 seconds on the public network.  
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] query-interval 60 

Related commands 
mld query-interval 

reset mld group 
Use reset mld group to clear dynamic MLD multicast group entries. 

Syntax 
reset mld [ vpn-instance vpn-instance-name ] group { all | interface 
interface-type interface-number { all | ipv6-group-address 
[ prefix-length ] [ ipv6-source-address [ prefix-length ] ] } } 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify a VPN instance, this command 
clears dynamic MLD multicast group entries on the public network. 

all: The first all specifies all interfaces, and the second all specifies all MLD multicast groups. 

interface-type interface-number: Specifies an interface by its type and number. 

ipv6-group-address: Specifies an IPv6 multicast group by its IPv6 address. The value range 
for this argument is FFxy::/16 (excluding FFx1::/16 and FFx2::/16), where "x" and "y" represent any 
hexadecimal numbers in the range of 0 to F. 

ipv6-source-address: Specifies an IPv6 multicast source by its IPv6 address. If you do not 
specify an IPv6 multicast source, this command clears dynamic MLD multicast group entries for all 
IPv6 multicast sources. 

prefix-length: Specifies an address prefix length. The default is 128. For a multicast source 
address, the value range for this argument is 0 to 128. For a multicast group address, the value 
range for this argument is 8 to 128.  

Usage guidelines 

 CAUTION: 
This command might interrupt the IPv6 multicast information transmission. 
 

Examples 
# Clear dynamic MLD multicast groups for all interfaces on the public network.  
<Sysname> reset mld group all 

# Clear all dynamic MLD multicast group entries for GigabitEthernet 1/0/1 on the public network.  
<Sysname> reset mld group interface gigabitethernet 1/0/1 all 

# Clear the dynamic entry of the MLD multicast group FF03::101:10 for GigabitEthernet 1/0/1 on the 
public network.  
<Sysname> reset mld group interface gigabitethernet 1/0/1 ff03::101:10 

Related commands 
display mld group 

robust-count (MLD view) 
Use robust-count to set the MLD querier's robustness variable globally. 

Use undo robust-count to restore the default. 

Syntax 
robust-count count 

undo robust-count 

Default 
The MLD querier's robustness variable is 2. 

Views 
MLD view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
count: Specifies an MLD querier's robustness variable in the range of 1 to 255. 

Usage guidelines 
The MLD querier's robustness variable defines the number of times to retransmit MLD queries if 
packet loss occurs. A higher robustness variable makes the MLD querier more robust, but it 
increases the timeout time for IPv6 multicast groups. 

You can set the MLD querier's robustness variable globally for all interfaces in MLD view or for an 
interface in interface view. For an interface, the interface-specific configuration takes priority over the 
global configuration. 

Examples 
# Set the global MLD querier's robustness variable to 5 on the public network. 
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] robust-count 5 

Related commands 
mld robust-count 

ssm-mapping (MLD view) 
Use ssm-mapping to configure an MLD SSM mapping. 

Use undo ssm-mapping to delete MLD SSM mappings. 

Syntax 
ssm-mapping ipv6-source-address ipv6-acl-number 

undo ssm-mapping { ipv6-source-address | all } 

Default 
No MLD SSM mappings exist. 

Views 
MLD view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-source-address: Specifies an IPv6 multicast source by its IPv6 address. 

ipv6-acl-number: Specifies an IPv6 basic ACL number in the range of 2000 to 2999. IPv6 
multicast groups in MLD reports permitted by the ACL are associated with the IPv6 multicast source. 
If the ACL does not exist or does not have valid rules, no IPv6 multicast groups are associated with 
the IPv6 multicast source. 

all: Specifies all MLD SSM mappings. 

Usage guidelines 
When you configure a rule in the IPv6 basic ACL, follow these restrictions and guidelines: 
• If the vpn-instance vpn-instance option is specified, the rule does not take effect. 
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• The source source-address source-prefix option specifies an IPv6 multicast 
group address. 

• Among the other optional parameters, only the fragment keyword and the time-range 
time-range-name option take effect. 

Examples 
# Configure an MLD SSM mapping with IPv6 multicast source 1::1 and IPv6 multicast group range 
FF3E::/64 on the public network. 
<Sysname> system-view 

[Sysname] acl ipv6 basic 2001 

[Sysname-acl-ipv6-basic-2001] rule permit source ff3e:: 64 

[Sysname-acl-ipv6-basic-2001] quit 

[Sysname] mld 

[Sysname-mld] ssm-mapping 1::1 2001 

Related commands 
display mld ssm-mapping 

startup-query-count (MLD view) 
Use startup-query-count to set the MLD startup query count globally. 

Use undo startup-query-count to restore the default. 

Syntax 
startup-query-count count 

undo startup-query-count 

Default 
The MLD startup query count equals the MLD querier's robustness variable. 

Views 
MLD view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies an MLD startup query count in the range of 1 to 255. 

Usage guidelines 
You can set the MLD startup query count globally for all interfaces in MLD view or for an interface in 
interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the global MLD startup query count to 5 on the public network.  
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] startup-query-count 5 



 

32 

Related commands 
mld startup-query-count 

startup-query-interval (MLD view) 
Use startup-query-interval to set the MLD startup query interval globally. 

Use undo startup-query-interval to restore the default. 

Syntax 
startup-query-interval interval 

undo startup-query-interval 

Default 
The MLD startup query interval equals one quarter of the MLD general query interval. 

Views 
MLD view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an MLD startup query interval in the range of 1 to 31744 seconds. 

Usage guidelines 
You can set the MLD startup query interval globally for all interfaces in MLD view or for an interface in 
interface view. For an interface, the interface-specific configuration takes priority over the global 
configuration. 

Examples 
# Set the global MLD startup query interval to 100 seconds on the public network. 
<Sysname> system-view 

[Sysname] mld 

[Sysname-mld] startup-query-interval 100 

Related commands 
mld startup-query-interval 
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Preface 
This command reference describes the commands for configuring network management and 
monitoring features, including system maintenance and debugging (ping, tracert, and system 
debugging), NQA, NTP, EAA, process monitoring and maintenance, NETCONF, information center, 
SNMP, NetStream, RMON, flow log, event MIB, fast log output, mirroring, and CWMP. 

This preface includes the following topics about the documentation: 
• Audience. 
• Conventions. 

Audience 
This documentation is intended for: 
• Network planners. 
• Field technical support and servicing engineers. 
• Network administrators. 

Conventions 
The following information describes the conventions used in the documentation. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select a minimum of one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 

GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window opens; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 



 

Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
 

Network topology icons 

Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch. 

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

 
Represents a security module, such as a firewall, load balancing, NetStream, SSL 
VPN, IPS, or ACG module. 

 

Examples provided in this document 
Examples in this document might use devices that differ from your device in hardware model, 
configuration, or software version. It is normal that the port numbers, sample output, screenshots, 
and other information in the examples differ from what you have on your device. 

TT

TT
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Information center commands 
diagnostic-logfile save 

Use diagnostic-logfile save to manually save diagnostic logs from the diagnostic log file 
buffer to the diagnostic log file. 

Syntax 
diagnostic-logfile save 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
You can specify the directory to save the diagnostic log file by using the info-center 
diagnostic-logfile directory command. 

The system clears the diagnostic log file buffer after saving the buffered diagnostic logs to the 
diagnostic log file. 

If the diagnostic log file buffer is empty, this command displays a success message event though no 
logs are saved to the diagnostic log file. 

Examples 
# Manually save diagnostic logs from the diagnostic log file buffer to the diagnostic log file. 
<Sysname> diagnostic-logfile save 

The contents in the diagnostic log file buffer have been saved to the file 
flash:/diagfile/diagfile.log. 

Related commands 
info-center diagnostic-logfile enable 

info-center diagnostic-logfile directory 

display character-set 
Use display character-set to display the character set encoding used on the device or the 
login terminal. 

Syntax 
display character-set [ terminal ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 
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context-operator 

Parameters 
terminal: Displays the character set encoding used on the login terminal. If you do not specify this 
keyword, this command displays the character set encoding used on the device. By default, the 
device uses the GB18030 encoding and the encoding cannot be changed. 

Usage guidelines 
For the user' login terminal to correctly display Chinese characters in log messages received from 
the device, the device and the terminal must use the same character set encoding. 

Use the display character-set terminal command to identify the character set encoding 
used on the login terminal. The device will send test characters in both UTF-8 and GB18030 
encodings to the terminal. The test characters will be displayed as 中文 for the character set 
encoding used on the terminal. 

Examples 
# Display the character set encoding used on the device.  
<Sysname> system-view 

[Sysname] display character-set 

Current character set encoding: GB18030 

# Display the character set encoding used on the login terminal. 
<Sysname> system-view 

[Sysname] display character-set terminal 

Character set           Test characters 

UTF-8                   涓枃 

GB18030                 中文 

Table 1 Command output 

Field Description 

Current character set encoding Character set encoding used on the device. 

Character set Character set encoding used by the device to send test strings to the 
terminal. Options are UTF-8 and GB18030. 

Test characters 
Parsing result of the test characters.  
The test characters will be displayed as 中文 for the character set 
encoding used on the login terminal. 

 

Related commands 
info-center syslog utf-8 enable 

display diagnostic-logfile summary 
Use display diagnostic-logfile summary to display the diagnostic log file configuration. 

Syntax 
display diagnostic-logfile summary 

Views 
Any view 

Predefined user roles 
network-admin 
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network-operator 

context-admin 

context-operator 

Examples 
# Display the diagnostic log file configuration. 
<Sysname> display diagnostic-logfile summary 

  Diagnostic log file: Enabled. 

  Diagnostic log file size quota: 10 MB 

  Diagnostic log file directory: flash:/diagfile 

  Writing frequency: 24 hour 0 min 0 sec 

Table 2 Command output 

Field Description 

Diagnostic log file 

Status of the diagnostic log file: 
• Enabled—Diagnostic logs can be output to the diagnostic 

log file. 
• Disabled—Diagnostic logs cannot be output to the 

diagnostic log file. 

Diagnostic log file size quota Maximum size for the diagnostic log file, in MB. 

Log file directory Directory where the diagnostic log file is saved. 

Writing frequency Interval at which the system saves diagnostic logs from the 
buffer to the diagnostic log file. 

 

display info-center 
Use display info-center to display information center configuration. 

Syntax 
display info-center 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display information center configuration. 
<Sysname> display info-center 

Information Center: Enabled 

Console: Enabled 

Monitor: Enabled 

Log host: Enabled 

    192.168.0.1, log output filter: loghost1 
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    port number: 5000, host facility: local7 

Log buffer: Enabled 

    Max buffer size 1024, current buffer size 512, 

    Current messages 0, dropped messages 0, overwritten messages 0 

Log file: Enabled 

Security log file: Enabled 

Information timestamp format: 

    Log host: Date 

    Other output destination: Date 

display info-center filter 
Use display info-center filter to display information about log output filters.  

Syntax 
display info-center filter [ filtername ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
filter-name: Specifies an existing log output filter by its name. If you do not specify a log output 
filter, this command display information about all log output filters.  

Examples 
# Display information about log output filter loghost1. 
<Sysname> display info-center filter loghost1 

 Log output filter: loghost1 

 Module                       Rule 

 ARP                          Debugging 

 CFGLOG                       Deny 

 Default                      Informational 

Table 3 Command output 

Field Description 

Log output filter: Name of the log output filter. 

Module Module to which the log output filter applies. 

Rule Rules in the log output filter. 
 

Related commands 
info-center filter 
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display info-center source 
Use display info-center source to display the log output rules by source modules. 

Syntax 
display info-center source [ module module-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
module module-name: Specifies a module. The module-name argument is a case insensitive 
string that represents the complete module name. To view the names of supported modules, 
execute the display info-center source module ? command. If you do not specify a 
module, this command displays the log output rules for all modules. 

Usage guidelines 
By default, the information center outputs logs of different modules according to the default log 
output rules (see Table 10). You can use the info-center source command to change the log 
output rules. The display info-center source command displays the current log output rules 
of log source modules. 

Examples 
# Display the current log output rules for all modules.  
<Sysname> display info-center source 

 Module   Console       Monitor       Loghost       Logbuffer     Logfile 

 ACL      DEBUG         DEBUG         INFO          INFO          INFO 

 ADJ4     DEBUG         DEBUG         INFO          INFO          INFO 

 ADJ6     DEBUG         DEBUG         INFO          INFO          INFO 

… 

# Display the current log output rules for the EDEV module. 
<Sysname> display info-center source module EDEV 

 Module   Console       Monitor       Loghost       Logbuffer     Logfile 

 EDEV     DEBUG         DEBUG         INFO          INFO          INFO 

Table 4 Command output 

Field Description 

Module Module name. 

Console 
Lowest level of logs that can be output to the console. 
This field displays deny if no logs of the module can be output to the console.  

Monitor 
Lowest level of logs that can be output to the monitor terminal. 
This field displays deny if no logs of the module can be output to the monitor terminal. 

Loghost Lowest level of logs that can be output to the log host. 
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This field displays deny if no logs of the module can be output to the log host. 

Logbuffer 
Lowest level of logs that can be output to the log buffer. 
This field displays deny if no logs of the module can be output to the log buffer. 

Logfile 
Lowest level of logs that can be output to the log file. 
This field displays deny if no logs of the module can be output to the log file. 

 

Related commands 
info-center source 

display logbuffer 
Use display logbuffer to display log buffer information and buffered logs. 

Syntax 
display logbuffer [ module module-name [ submodule submodule-name ] ] 
[ reverse ] [ level severity | size buffersize | slot slot-number ] * 
[ last-mins mins ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
module module-name: Displays information for the log buffer of a module. The module-name 
argument is a case-insensitive string that represents the complete module name. To view the names 
of supported modules, execute the display logbuffer module ? command. If you do not 
specify a module, this command displays the information for the general log buffer. 

submodule submodule-name: Displays log buffer information for a submodule of the specified 
module. The submodule--name argument is a case-insensitive string that represents the complete 
submodule name. To view the names of supported submodules, execute the display 
logbuffer module module-name submodule ? command. If you do not specify a submodule, 
this command displays log buffer information for all submodules of the specified module. 

reverse: Displays log entries chronologically, with the most recent entry at the top. If you do not 
specify this keyword, the command displays log entries chronologically, with the oldest entry at the 
top. 

level severity: Specifies a severity level in the range of 0 to 7. If you do not specify a severity 
level, this command displays log information for all levels. 

Table 5 Log levels 

Severity value Level Description 

0 Emergency The system is unusable. For example, the system authorization 
has expired. 

1 Alert Action must be taken immediately. For example, traffic on an 
interface exceeds the upper limit. 
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Severity value Level Description 

2 Critical Critical condition. For example, the device temperature exceeds 
the upper limit, the power module fails, or the fan tray fails. 

3 Error Error condition. For example, the link state changes. 

4 Warning Warning condition. For example, an interface is disconnected, or 
the memory resources are used up. 

5 Notification Normal but significant condition. For example, a terminal logs in 
to the device, or the device reboots. 

6 Informational Informational message. For example, a command or a ping 
operation is executed. 

7 Debugging Debugging message. 
 

size buffersize: Specifies the number of latest logs to be displayed. The value range is 1 to 
1024. If you do not specify this option, the command displays all logs in the log buffer. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays information for all member devices.  

last-mins mins: Displays logs buffered over the last specified period of time. The mins 
argument specifies a time period in the range of 1 to 43200 minutes. If you do not specify a time 
period, the command displays all logs in the log buffer. 

Examples 
# Display log buffer information and buffered logs. 
<Sysname> display logbuffer 

Log buffer: Enabled 

Max buffer size: 1024 

Actual buffer size: 512 

Dropped messages: 0 

Overwritten messages: 718 

Current messages: 512 

Some messages might not be displayed due to permission issues. 

%Jun 17 15:57:09:578 2017 Sysname SYSLOG/7/SYS_RESTART:System restarted -- 

… 

# Display log buffer information and logs buffered over the last 5 minutes. 
<Sysname> display logbuffer last-mins 5 

Log buffer: Enabled 

Max buffer size: 1024 

Actual buffer size: 512 

Dropped messages: 0 

Overwritten messages: 0 

Current messages: 191 

%Jan  1 01:00:06:784 2018 Sysname SHELL/6/SHELL_CMD: 
-Line=vty0-IPAddr=192.168.1.242-User=**; Command is display current-configuration 

%Jan  1 01:03:19:691 2018 Sysname SHELL/5/SHELL_LOGIN: VTY logged in from 192.168.1.33. 

%Jan  1 01:03:21:269 2018 Sysname SHELL/6/SHELL_CMD: 
-Line=vty1-IPAddr=192.168.1.33-User=**; Command is display logbuffer last-mins 5 
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Table 6 Command output 

Field Description 

Log buffer 
Status of the log buffer: 
• Enabled—Logs can be output to the log buffer. 
• Disabled—Logs cannot be output to the buffer. 

Max buffer size Maximum buffer size supported by the device. 

Actual buffer size Maximum buffer size configured by using the info-center 
logbuffer size command. 

Dropped messages Number of dropped messages.  

Overwritten messages Number of overwritten messages.  

Current messages Number of current messages. 

Some messages might not be 
displayed due to permission issues. 

The log information displayed by the display logbuffer 
command varies by user role. For information about user roles, see 
RBAC configuration in Fundamentals Configuration Guide. 

 

Related commands 
info-center logbuffer 

reset logbuffer 

display logbuffer summary 
Use display logbuffer summary to display the log buffer summary. 

Syntax 
display logbuffer summary [ level severity | slot slot-number ] * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
level severity: Specifies a severity level in the range of 0 to 7. If you do not specify a severity 
level, this command displays log information of all levels in the log buffer. For more information about 
log levels, see Table 5. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays information for all member devices.  

Usage guidelines 
This command displays only the summary of the general log buffer. 

Examples 
# Display the summary of the log buffer. 
<Sysname> display logbuffer summary 
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  Slot EMERG ALERT  CRIT ERROR  WARN NOTIF  INFO DEBUG 

     1     0     0     0     7     0    34    38     0 

Table 7 Command output 

Field Description 

EMERG Represents emergency. For more information, see Table 5. 

ALERT Represents alert. For more information, see Table 5. 

CRIT Represents critical. For more information, see Table 5. 

ERROR Represents error. For more information, see Table 5. 

WARN Represents warning. For more information, see Table 5. 

NOTIF Represents notification. For more information, see Table 5. 

INFO Represents informational. For more information, see Table 5. 

DEBUG Represents debug. For more information, see Table 5. 
 

display logfile summary 
Use display logfile summary to display the log file configuration. 

Syntax 
display logfile summary 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Usage guidelines 
This command displays only the general log file configuration. 

Examples 
# Display the log file configuration. 
<Sysname> display logfile summary 

  Log file: Enabled. 

  Log file size quota: 10 MB 

  Log file directory: flash:/logfile 

  Writing frequency: 24 hour 0 min 10 sec 

Table 8 Command output 

Field Description 

Log file  
Log file status: 
• Enabled—Logs can be output to the log file. 
• Disabled—Logs cannot be output to the log file. 
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Field Description 

Log file size quota Maximum log file size, in MB. 

Log file directory Log file directory. 

Writing frequency Log file writing frequency. 
 

display security-logfile summary 
Use display security-logfile summary to display the summary of the security log file. 

Syntax 
display security-logfile summary 

Views 
Any view 

Predefined user roles 
security-audit 

Usage guidelines 
To use this command, a local user must have the security-audit user role. For information about 
configuring the security-audit user role, see AAA commands in Security Command Reference. 

Examples 
# Display the summary of the security log file. 
<Sysname> display security-logfile summary 

  Security log file: Enabled 

  Security log file size quota: 10 MB 

  Security log file directory: flash:/seclog 

  Alarm threshold: 80% 

  Current usage: 30% 

  Writing frequency: 24 hour 0 min 0 sec 

Table 9 Command output 

Field Description 

Security log file 
Status of the security log file: 
• Enabled—Security logs can be output to the security log file. 
• Disabled—Security logs cannot be output to the security log file. 

Security log file size quota Maximum storage space reserved for the security log file. 

Security log file directory Security log file directory. 

Alarm threshold Alarm threshold of the security log file usage. 

Current usage Current usage of the security log file. 

Writing frequency Security log file writing frequency. 
 

Related commands 
authorization-attribute (Security Command Reference) 
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enable log updown 
Use enable log updown to enable an interface to generate link up or link down logs when the 
interface state changes. 

Use undo enable log updown to disable an interface from generating link up or link down logs 
when the interface state changes. 

Syntax 
enable log updown 

undo enable log updown 

Default 
All interfaces are allowed to generate link up and link down logs. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Disable GigabitEthernet 1/0/1 from generating link up or link down logs. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] undo enable log updown 

info-center diagnostic-logfile directory 
Use info-center diagnostic-logfile directory to configure the directory to save the 
diagnostic log file. 

Syntax 
info-center diagnostic-logfile directory dir-name 

Default 
The diagnostic log file is saved in the diagfile folder under the root directory of the default file 
system. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
dir-name: Specifies a directory by its name, a string of 1 to 64 characters. 

Usage guidelines 
The specified directory must have been created. 

This command cannot survive an IRF reboot or a master/subordinate switchover. 
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Examples 
# Set the diagnostic log file directory to flash:/test. 
<Sysname> mkdir test 

Creating directory flash:/test... Done. 

<Sysname> system-view 

[Sysname] info-center diagnostic-logfile directory flash:/test 

info-center diagnostic-logfile enable 
Use info-center diagnostic-logfile enable to enable saving of diagnostic logs to the 
diagnostic log file. 

Use undo info-center diagnostic-logfile enable to disable saving of diagnostic logs 
to the diagnostic log file. 

Syntax 
info-center diagnostic-logfile enable 

undo info-center diagnostic-logfile enable 

Default 
Saving of diagnostic logs to the diagnostic log file is enabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command enables saving diagnostic logs to the diagnostic log file for centralized management. 
You can view the diagnostic logs to monitor device activities and to troubleshoot problems. 

Examples 
# Enable saving diagnostic logs to the diagnostic log file. 
<Sysname> system-view 

[Sysname] info-center diagnostic-logfile enable 

info-center diagnostic-logfile frequency 
Use info-center diagnostic-logfile frequency to configure the interval at which the 
system saves diagnostic logs from the diagnostic log file buffer to the diagnostic log file. 

Use undo info-center diagnostic-logfile frequency to restore the default. 

Syntax 
info-center diagnostic-logfile frequency freq-sec 

undo info-center diagnostic-logfile frequency 

Default 
The diagnostic log file saving interval is 86400 seconds. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
freq-sec: Specifies the diagnostic log file saving interval in seconds. The value range is 10 to 
86400.  

Usage guidelines 
The system outputs diagnostic logs to the diagnostic log file buffer, and then saves the buffered logs 
to the diagnostic log file at the specified interval. 

Examples 
# Set the diagnostic log file saving interval to 600 seconds. 
<Sysname> system-view 

[Sysname] info-center diagnostic-logfile frequency 600 

Related commands 
info-center diagnostic-logfile enable 

info-center diagnostic-logfile quota 
Use info-center diagnostic-logfile quota to set the maximum size for the diagnostic 
log file. 

Use undo info-center diagnostic-logfile quota to restore the default. 

Syntax 
info-center diagnostic-logfile quota size 

undo info-center diagnostic-logfile quota 

Default 
The maximum size for the diagnostic log file is 10 MB.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
size: Specifies the maximum size for the diagnostic log file, in MB. The value range is 1 to 10. 

Examples 
# Set the maximum size to 6 MB for the diagnostic log file. 
<Sysname> system-view 

[Sysname] info-center diagnostic-logfile quota 6 
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info-center enable 
Use info-center enable to enable the information center. 

Use undo info-center enable to disable the information center. 

Syntax 
info-center enable 

undo info-center enable 

Default 
The information center is enabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable the information center. 
<Sysname> system-view 

[Sysname] info-center enable 

Information center is enabled. 

info-center filter 
Use info-center filter to create a log output filter. 

Use undo info-center filter to delete a log output filter. 

Syntax 
info-center filter filter-name { module-name | default } { deny | level 
severity } 

undo info-center filter filter-name [ module-name | default ] 

Default 
No log output filters exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
filter-name: Specifies a name for the log output filter, a case-insensitive string of 1 to 8 
characters.  

module-name: Specifies a module by its name. To view the names of supported modules, execute 
the info-center filter filter-name ? command.  

default: Specifies all supported modules. 



 

15 

deny: Disables log output. 

level severity: Specifies a log severity level by its name. Supported severity levels are alert, 
critical, debugging, emergency, error, informational, notification, and 
warning. See Table 5 for more information about the log severity levels. The log output filter 
applies to logs of the specified severity level and all higher levels. 

Usage guidelines 
A log output filter contains a set of log output filter rules for modules. You can create multiple log 
output filters. When specifying a log host, you can apply a log output filter to control log output to the 
log host. 

You can also use the info-center source command to configure log output rules for the log 
host output destination. The system chooses the settings to control log output to a log host in the 
following order: 
1. Log output filter specified for the log host by using the info-center loghost command. 
2. Log output rules configured for the log host output destination by using the info-center 

source command. 
3. Default log output rules (see Table 10). 

Follow these restrictions and guidelines when you configure a log output filter: 
• To set a log output filter rule for a module, use the module-name argument to specify the 

module name. 
If you set log output filter rules for the same module multiple times, the most recent 
configuration takes effect. 

• To set a general log output filter rule for all modules, use the default keyword. The general 
log output filter rule applies to all modules that do not have module-specific filter rules. 
If you set a general log output filter rule multiple times, the most recent configuration takes 
effect. 

• If no general log output filter rule is set, the system outputs logs with severity levels 
informational through alert for modules that do not have module-specific filter rules. 

• To remove a module-specific log output filter rule, you must use the module-name argument. 
You cannot use the default keyword to remove module-specific log output filter rules. If you 
do not specify any parameters, the entire log output filter is deleted. 

Examples 
# Create log output filter loghost1. In the log output filter, enable the ARP module to output logs with 
severity levels notification through alert, enable the SNMP module to output logs with severity 
levels warning through alert, and disable log output of all other modules. 
<Sysname> system-view 

[Sysname] info-center filter loghost1 arp level notification 

[Sysname] info-center filter loghost1 snmp level warning 

[Sysname] info-center filter loghost1 default deny 

Related commands 
display info-center filter 

info-center loghost 
info-center source 

info-center format 
Use info-center format to set the format for logs sent to log hosts. 
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Use undo info-center format to restore the default. 

Syntax 
info-center format { cmcc | sgcc | unicom } 

undo info-center format 

Default 
Logs are sent to log hosts in non-customized format. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cmcc: Specifies the China Mobile Communications Corporation (CMCC) format. 

sgcc: Specifies the State Grid Corporation of China (SGCC) format.  

unicom: Specifies the China Unicom format. 

Usage guidelines 
Logs can be sent to log hosts in non-customized, China Unicom, SGCC, or CMCC format. For more 
information about log formats, see information center configuration in Network Management and 
Monitoring Configuration Guide. 

Examples 
# Set the log format to China Unicom for logs sent to log hosts. 
<Sysname> system-view 

[Sysname] info-center format unicom 

info-center logbuffer 
Use info-center logbuffer to enable log output to the log buffer. 

Use undo info-center logbuffer to disable log output to the log buffer. 

Syntax 
info-center logbuffer 

undo info-center logbuffer 

Default 
Log output to the log buffer is enabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command enables log output to log buffers based on the log source modules. 
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• Logs generated by modules or submodules that have separate log buffers are saved to their 
respective log buffers. 
For example, session logs are saved to the session log buffer. 

• Logs generated by other modules are saved to the general log buffer. 

To view log buffer information and buffered logs, use the display logbuffer command. 

To set the log buffer size, use the info-center logbuffer size command. 

Examples 
# Enable log output to the log buffer. 
<Sysname> system-view 

[Sysname] info-center logbuffer 

Related commands 
display logbuffer 

info-center enable 

info-center logbuffer size 
Use info-center logbuffer size to set the maximum number of logs that can be buffered. 

Use undo info-center logbuffer size to restore the default. 

Syntax 
info-center logbuffer [ module module-name ] size buffersize 

undo info-center logbuffer [ module module-name ] size 

Default 
A maximum of 512 logs can be buffered. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
module module-name: Sets the size for the log buffer of a module. The module-name argument is a 
case-insensitive string that represents the complete module name. To view the names of supported 
modules, execute the info-center logbuffer module ? command. If you do not specify a 
module, this command sets the size for the general log buffer.  

buffersize: Specifies the maximum log buffer size. The value range is 0 to 1024. 

Examples 
# Set the maximum log buffer size to 50. 
<Sysname> system-view 

[Sysname] info-center logbuffer size 50 

# Restore the default maximum log buffer size. 
<Sysname> system-view 

[Sysname] undo info-center logbuffer size 
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Related commands 
display logbuffer 

info-center enable 

info-center logfile directory 
Use info-center logfile directory to specify the directory to save the log file. 

Syntax 
info-center logfile directory dir-name 

Default 
The log file is saved in the logfile folder under the root directory of the default file system. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
dir-name: Specifies a directory by its name, a string of 1 to 64 characters. 

Usage guidelines 
The specified log file directory must have been created. 

The log file uses the .log extension. 

This command cannot survive an IRF reboot or a master/subordinate switchover.  

Examples 
# Set the log file directory to flash:/test. 
<Sysname> mkdir test 

Creating directory flash:/test... Done. 

<Sysname> system-view 

[Sysname] info-center logfile directory flash:/test 

Related commands 
info-center logfile enable 

info-center logfile enable 
Use info-center logfile enable to enable the log file feature. 

Use undo info-center logfile enable to disable the log file feature. 

Syntax 
info-center logfile enable 

undo info-center logfile enable 

Default 
The log file feature is enabled. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
After you configure this command, the system outputs logs to log files according to the log source 
modules. 
• Logs generated by modules or submodules that have separate log files are output to their 

respective log files. 
For example, session logs are output to the log file named session.log.  
The modules and submodules that have separate log files are predefined and they cannot be 
changed. 

• Logs generated by other modules are output to the general log file. 

Examples 
# Enable log output to the log file. 
<Sysname> system-view 

[Sysname] info-center logfile enable 

info-center logfile frequency 
Use info-center logfile frequency to configure the interval at which the system saves 
logs from the log file buffer to the log file. 

Use undo info-center logfile frequency to restore the default. 

Syntax 
info-center logfile frequency freq-sec 

undo info-center logfile frequency 

Default 
The log file saving interval is 86400 seconds. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
freq-sec: Specifies the log file saving interval in seconds. The value range is 1 to 86400. 

Usage guidelines 
This command enables the system to automatically save logs in the log file buffer to the log file at the 
specified interval. 

Examples 
# Set the log file saving interval to 60000 seconds. 
<Sysname> system-view 



 

20 

[Sysname] info-center logfile frequency 60000 

Related commands 
info-center logfile enable 

info-center logfile module alarm-threshold 
Use info-center logfile module alarm-threshold to set the log file usage alarm 
threshold for a module. 

Use undo info-center logfile module alarm-threshold to restore the default. 

Syntax 
info-center logfile module module-name alarm-threshold usage 

undo info-center logfile module module-name alarm-threshold 

Default 
The log file usage alarm threshold is 80% of the log file size. When the log file usage ratio of a 
module reaches 80%, the system outputs a message to inform the user. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
module module-name: Specifies a module. The module-name argument is a case insensitive 
string that represents the complete module name. To view the names of supported modules, 
execute the info-center logfile module ? command. 

usage: Specifies an alarm threshold in percentage in the range of 0 to 100. Set the value to 0 to 
disable the log file usage alarm feature. 

Usage guidelines 
After you set the alarm threshold for the log file usage of a module, the system outputs a message to 
inform the user when the threshold is reached. The user can then back up the log file to avoid loss of 
log data. 

Examples 
# Set the log file usage alarm threshold to 90% of the log file size for the session module. 
<Sysname> system-view 

[Sysname] info-center logfile module SESSION alarm-threshold 90 

info-center logfile size-quota 
Use info-center logfile size-quota to set the maximum log file size. 

Use undo info-center logfile size-quota to restore the default. 

Syntax 
info-center logfile [ module module-name ] size-quota size 

undo info-center logfile [ module module-name ] size-quota 
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Default 
The maximum log file size for the general log file and module-specific log file is 10 MB and 1 MB, 
respectively.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
module module-name: Sets the maximum log file size for a module. The module-name 
argument is a case-insensitive string that represents the complete module name. To view the names 
of supported modules, execute the info-center logfile module ? command. If you do not 
specify a module, this command sets the size for the general log file.  

size: Specifies the maximum log file size in MB. The value range is 1 to 10. 

Examples 
# Set the maximum log file size to 2 MB. 
<Sysname> system-view 

[Sysname] info-center logfile size-quota 2 

Related commands 
info-center logfile enable 

info-center logging suppress duplicates 
Use info-center logging suppress duplicates to enable duplicate log suppression. 

Use undo info-center logging suppress duplicates to disable duplicate log 
suppression. 

Syntax 
info-center logging suppress duplicates 

undo info-center logging suppress duplicates 

Default 
Duplicate log suppression is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Outputting consecutive duplicate logs wastes system and network resources and increases device 
maintenance costs. You can enable this feature to suppress output of consecutive duplicate logs. 

Examples 
# Enable duplicate log suppression on device A. 
<Sysname> system-view 
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[Sysname] info-center logging suppress duplicates 

info-center logging suppress module 
Use info-center logging suppress module to configure a log suppression rule for a 
module. 

Use undo info-center logging suppress module to delete a log suppression rule. 

Syntax 
info-center logging suppress module module-name mnemonic { all | 
mnemonic-value } 

undo info-center logging suppress module module-name mnemonic { all | 
mnemonic-value } 

Default 
The device does not suppress output of any logs from any modules. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
module-name: Specifies a log source module by its name, a case-insensitive string of 1 to 8 
characters. To view the list of available log source modules, use the info-center logging 
suppress module ? command. 

mnemonic { all | mnemonic-value }: Configures a mnemonic filter for log suppression. 

• all: Suppresses output of all logs of the module. 

• mnemonic-value: Suppresses output of logs with the specified mnemonic value. The 
mnemonic-value argument is a case-insensitive string of 1 to 32 characters, which must be 
the complete value contained in the mnemonic field of the log message. Log suppression will 
fail if a partial mnemonic value is specified. 

Usage guidelines 
You can configure log suppression rules to filter out the logs that you are not concerned with. A log 
suppression rule suppresses output of all logs or only logs with a specific mnemonic value for a 
module. 

Examples 
# Configure a log suppression rule to suppress output of logs with the shell_login mnemonic value 
for the shell module.  
<Sysname> system-view 

[Sysname] info-center logging suppress module shell mnemonic shell_login 

Related commands 
info-center source 

info-center loghost 
Use info-center loghost to specify a log host and to configure output parameters. 
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Use undo info-center loghost to remove a log host. 

Syntax 
info-center loghost [ vpn-instance vpn-instance-name ] { hostname | 
ipv4-address | ipv6 ipv6-address } [ facility local-number | filter 
filter-name | format { cmcc | default | sgcc | unicom } | port port-number 
| source-ip source-ip-address ] * 

undo info-center loghost [ vpn-instance vpn-instance-name ] { hostname | 
ipv4-address | ipv6 ipv6-address } 

Default 
No log hosts are specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If the log host is on the public network, do not specify this 
option. 

hostname: Specifies a log host by its name, a case-insensitive string of 1 to 253 characters. The 
host name can contain letters, digits, and special characters including hyphen (-), underscore (_), 
and dot (.). 

ipv4-address: Specifies a log host by its IPv4 address. 

ipv6 ipv6-address: Specifies a log host by its IPv6 address. 

facility local-number: Specifies a logging facility from local0 to local7 for the log host. The 
default value is local7. Logging facilities are used to mark different logging sources, and query and 
filer logs. 

filter filter-name: Specifies a log output filter to control log output to the log host. The 
filter-name argument represents the filter name, a case-insensitive string of 1 to 8 characters. If 
you do not specify a log output filter, the log output rules configured by using the info-center 
source command for the log host destination are used. 

format { cmcc | default | unicom | sgcc }: Specifies a format for logs sent to log hosts. 
If you do not specify this keyword, the format specified by the info-center format command is 
used. 
• cmcc: Specifies the China Mobile Communications Corporation (CMCC) format. 

• default: Specifies the non-customized format. 

• sgcc: Specifies the State Grid Corporation of China (SGCC) format.  

• unicom: Specifies the China Unicom format.  

port port-number: Specifies the port number of the log host, in the range of 1 to 65535. The 
default is 514. It must be the same as the value configured on the log host. Otherwise, logs cannot be 
sent to the log host. 

source-ip source-ip-address: Specifies the source IP address for logs sent to the specified 
log hosts. If you do not specify this option, the source IP address specified by the info-center 
loghost source command is used. 
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Usage guidelines 
The info-center loghost command takes effect only after the information center is enabled by 
using info-center enable command. 

Examples 
# Output logs to the log host at 1.1.1.1. 
<Sysname> system-view 

[Sysname] info-center loghost 1.1.1.1 

Related commands 
info-center filter 

info-center format 

info-center source 

info-center loghost locate-info with-sn 
Use info-center loghost locate-info with-sn to add the device serial number to the 
location field of logs sent to log hosts. 

Use undo info-center loghost locate-info with-sn to restore the default. 

Syntax 
info-center loghost locate-info with-sn 

undo info-center loghost locate-info with-sn 

Default 
The device does not add the device serial number to the location field of logs sent to log hosts. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Add the device serial number to the location field of logs sent to log hosts. 
<Sysname> system-view 

[Sysname] info-center loghost locate-info with-sn 

info-center loghost source 
Use info-center loghost source to specify a source IP address for logs sent to log hosts. 

Use undo info-center loghost source to restore the default. 

Syntax 
info-center loghost source interface-type interface-number 

undo info-center loghost source 

Default 
The source IP address of logs sent to log hosts is the primary IP address of the outgoing interface. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies an interface by its type and number.  

Usage guidelines 
The system uses the primary IP address of the specified interface as the source IP address of the 
logs sent to log hosts. 

The info-center loghost source command takes effect only after the information center is 
enabled by using info-center enable command. 

The source IP address specified by the info-center loghost source command applies to all 
log hosts and that specified by the info-center loghost command applies to the specified log 
hosts. For a log host, the source IP address specified by the info-center loghost command 
takes precedence over that specified by the info-center loghost source command. 

Examples 
# Use the IP address of interface Loopback 0 as the source IP address of the logs sent to log hosts. 
<Sysname> system-view 

[Sysname] interface loopback 0 

[Sysname-LoopBack0] ip address 2.2.2.2 32 

[Sysname-LoopBack0] quit 

[Sysname] info-center loghost source loopback 0 

Related commands 
info-center loghost 

info-center security-logfile alarm-threshold 
Use info-center security-logfile alarm-threshold to set the alarm threshold for 
security log file usage. 

Use undo info-center security-logfile alarm-threshold to restore the default. 

Syntax 
info-center security-logfile alarm-threshold usage 

undo info-center security-logfile alarm-threshold 

Default 
The alarm threshold for security log file usage is 80. When the usage of the security log file reaches 
80%, the system outputs a message to inform the administrator. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
usage: Specifies an alarm threshold. The value must be an integer in the range of 1 to 100. 

Usage guidelines 
When the security log file is full, the system deletes the oldest logs and then writes new logs to the 
security log file. This feature helps avoid security log loss by setting an alarm threshold for the 
security log file usage. When the threshold is reached, the system outputs log information to inform 
the administrator. The administrator can log in to the device with the security-audit user role and 
back up the security log file. 

Examples 
# Set the alarm threshold for security log file usage to 90. 
<Sysname> system-view 

[Sysname] info-center security-logfile alarm-threshold 90 

Related commands 
info-center security-logfile size-quota 

info-center security-logfile directory 
Use info-center security-logfile directory to specify the security log file directory. 

Syntax 
info-center security-logfile directory dir-name 

Default 
The security log file is saved in the seclog folder under the root directory of the default file system. 

Views 
System view 

Predefined user roles 
security-audit 

Parameters 
dir-name: Specifies a directory by its name, a string of 1 to 64 characters. 

Usage guidelines 
The specified directory must have been created. 

To use this command, a local user must have the security-audit user role. 

This command cannot survive an IRF reboot or a master/subordinate switchover.  

Examples 
# Set the security log file directory to flash:/test. 
<Sysname> mkdir test 

Creating directory flash:/test... Done. 

<Sysname> system-view 

[Sysname] info-center security-logfile directory flash:/test 

info-center security-logfile enable 
Use info-center security-logfile enable to enable saving of security logs to the 
security log file. 



 

27 

Use undo info-center security-logfile enable to restore the default. 

Syntax 
info-center security-logfile enable 

undo info-center security-logfile enable 

Default 
Saving of security logs to the security log file is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This feature enables the system to output security logs to the security log file buffer, and then saves 
the buffered logs to the security log file regularly. 

Examples 
# Enable saving security logs to the security log file. 
<Sysname> system-view 

[Sysname] info-center security-logfile enable 

info-center security-logfile frequency 
Use info-center security-logfile frequency to configure the interval for saving 
security logs to the security log file. 

Use undo info-center security-logfile frequency to restore the default. 

Syntax 
info-center security-logfile frequency freq-sec 

undo info-center security-logfile frequency 

Default 
The security log file saving interval is 86400 seconds. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
freq-sec: Specifies the security log file saving interval in seconds. The value range is 10 to 86400 
seconds. 

Usage guidelines 
The system outputs security logs to the security log file buffer, and then saves the buffered logs to 
the security log file at the specified interval. 
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Examples 
# Set the security log file saving interval to 600 seconds. 
<Sysname> system-view 

[Sysname] info-center security-logfile frequency 600 

Related commands 
info-center security-logfile enable 

info-center security-logfile size-quota 
Use info-center security-logfile size-quota to set the maximum size for the security 
log file. 

Use undo info-center security-logfile size-quota to restore the default. 

Syntax 
info-center security-logfile size-quota size 

undo info-center security-logfile size-quota 

Default 
The maximum size for the security log file is 10 MB. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
size: Sets the maximum size for the security log file, in MB. The value range is 1 to 10. 

Examples 
# Set the maximum size to 6 MB for the security log file. 
<Sysname> system-view 

[Sysname] info-center security-logfile size-quota 6 

Related commands 
info-center security-logfile alarm-threshold 

info-center source 
Use info-center source to configure a log output rule for a module. 

Use undo info-center source to restore the default. 

Syntax 
info-center source { module-name | default } { console | logbuffer | logfile 
| loghost | monitor } { deny | level severity } 

undo info-center source { module-name | default } { console | logbuffer | 
logfile | loghost | monitor } 
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Default 
Table 10 lists the default log output rules. 

Table 10 Default output rules 

Destination Log source modules Output switch Severity 

Console All supported modules Enabled Debugging 

Monitor terminal All supported modules Disabled Debugging 

Log host All supported modules Enabled Informational 

Log buffer All supported modules Enabled Informational 

Log file All supported modules Enabled Informational 
 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
module-name: Specifies a module by its name. You can use the info-center source ? 
command to view the modules supported by the device. 

default: Specifies all supported modules. 

console: Outputs logs to the console. 

logbuffer: Outputs logs to the log buffer. 

logfile: Outputs logs to the log file. 

loghost: Outputs logs to the log host. 

monitor: Outputs logs to the monitor terminal. 

deny: Disables log output. 

level severity: Specifies a severity level in the range of 0 to 7. The smaller the severity value, 
the higher the severity level. See Table 5 for more information. Logs at the specified severity level 
and higher levels are allowed to be output. 

Usage guidelines 
If you do not set an output rule for a module, the module uses the output rule set by using the 
default keyword. If no rule is set by using the default keyword, the module uses the default 
output rule. 

To modify or remove an output rule set for a module, you must use the module-name argument. A 
new output rule configured by using the default keyword does not take effect on the module. 

If you execute this command for a module multiple times, the most recent configuration takes effect. 

If you execute this command for the default modules multiple times, the most recent configuration 
takes effect. 

Examples 
# Output only VLAN module's information with the emergency level to the console. 
<Sysname> system-view 

[Sysname] info-center source default console deny 
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[Sysname] info-center source vlan console level emergency 

# Based on the previous configuration, disable output of VLAN module's information to the console 
so no system information is output to the console. 
<Sysname> system-view 

[Sysname] undo info-center source vlan console 

info-center synchronous 
Use info-center synchronous to enable synchronous information output. 

Use undo info-center synchronous to disable synchronous information output. 

Syntax 
info-center synchronous 

undo info-center synchronous 

Default 
Synchronous information output is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
System log output interrupts ongoing configuration operations, including obscuring previously 
entered commands. Synchronous information output shows the obscured commands. It also 
provides a command prompt in command editing mode, or a [Y/N] string in interaction mode so you 
can continue your operation from where you were stopped. 

Examples 
# Enable synchronous information output, and then execute the display 
current-configuration command to view the current configuration of the device. 
<Sysname> system-view 

[Sysname] info-center synchronous 

Info-center synchronous output is on 

[Sysname] display current- 

At this time, the system receives log information. It displays the log information first, and then 
displays your previous input, which is display current- in this example. 
%May 21 14:33:19:425 2007 Sysname SHELL/5/SHELL_LOGIN: VTY logged in from 192.168.1.44 

[Sysname] display current- 

Enter configuration to complete the display current-configuration command, and press 
the Enter key to execute the command. 

# Enable synchronous information output, and then save the current configuration (enter interactive 
information). 
<Sysname> system-view 

[Sysname] info-center synchronous 

Info-center synchronous output is on 

[Sysname] save 
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The current configuration will be written to the device. Are you sure? [Y/N]: 

At this time, the system receives the log information. It displays the log information first and then 
displays [Y/N]. 
%May 21 14:33:19:425 2007 Sysname SHELL/5/SHELL_LOGIN: VTY logged in from 192.168.1.44 

[Y/N]: 

Enter Y or N to complete your input. 

info-center syslog min-age 
Use info-center syslog min-age to set the minimum storage period for logs in the log buffer 
and log file.  

Use undo info-center syslog min-age to restore the default. 

Syntax 
info-center syslog [ module module-name ] min-age min-age 

undo info-center syslog [ module module-name ] min-age 

Default 
The minimum storage period is not set. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
module module-name: Sets the minimum storage period for logs in the log buffer and log file of a 
module. The module-name argument is a case-insensitive string that represents the complete 
module name. To view the names of supported modules, execute the info-center syslog 
module ? command. If you do not specify a module, this command sets the minimum storage 
period for logs in the general log buffer and general log file. 

min-age: Sets the minimum storage period in hours. The value range is 1 to 8760. 

Examples 
# Set the minimum storage period to 168 hours.  
<Sysname> system-view 

[Sysname] info-center syslog min-age 168 

info-center syslog trap buffersize 
Use info-center syslog trap buffersize to set the maximum number of log traps that can 
be stored in the log trap buffer. 

Use undo info-center syslog trap buffersize to restore the default. 

Syntax 
info-center syslog trap buffersize buffersize 

undo info-center syslog trap buffersize 
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Default 
The log trap buffer can store a maximum of 1024 traps. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
buffersize: Specifies the maximum number of log traps that can be stored in the log trap buffer. 
The value range is 0 to 65535. Value 0 indicates that the device does not buffer log traps. 

Usage guidelines 
Log traps are SNMP notifications stored in the log trap buffer. After the snmp-agent trap 
enable syslog command is configured, the device sends log messages in SNMP notifications to 
the log trap buffer. You can view the log traps by accessing the MIB corresponding to the trap buffer. 

The default buffer size is usually used. You can adjust the buffer size according to your network 
condition. New traps overwrite the oldest traps when the log trap buffer is full. 

Examples 
# Set the log trap buffer size to 2048. 
<Sysname> system-view 

[Sysname] info-center syslog trap buffersize 2048 

Related commands 
snmp-agent trap enable syslog 

info-center syslog utf-8 enable 
Use info-center syslog utf-8 enable to enable the information center to use the UTF-8 
encoding. 

Use undo info-center syslog utf-8 enable to restore the default. 

Syntax 
info-center syslog utf-8 enable 

undo info-center syslog utf-8 enable 

Default 
The information center uses the GB18030 encoding. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
For the user' login terminal to correctly display Chinese characters in log messages received from 
the information center, the information center and the terminal must use the same character set 
encoding. 
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The information center supports both GB18030 and UTF-8 encodings. By default, the GB18030 
encoding is used. 

If the login terminal uses the UTF-8 encoding, you can use this command to enable the information 
center to use the UTF-8 encoding. 

Examples 
# Enable the information center to use the UTF-8 encoding. 
<Sysname> system-view 

[Sysname] info-center syslog utf-8 enable 

Related commands 
display character-set 

info-center timestamp 
Use info-center timestamp to set the timestamp format for logs sent to the console, monitor 
terminal, log buffer, and log file. 

Use undo info-center timestamp to restore the default. 

Syntax 
info-center timestamp { boot | date | none } 

undo info-center timestamp 

Default 
The timestamp format for logs sent to the console, monitor terminal, log buffer, and log file is date. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
boot: Sets the timestamp format to xxx.yyy, where xxx is the most significant 32 bits (in milliseconds) 
and yyy is the least significant 32 bits. For example, 0.21990989 equals Jun 25 14:09:26:881 2007. 
The boot time shows the time since system startup. 

date: Sets the timestamp format to MMM DD hh:mm:ss:ms YYYY, such as Dec  8 10:12:21:708 
2007. The date time shows the current system time. 
• MMM: Abbreviations of the months in English, which could be Jan, Feb, Mar, Apr, May, Jun, Jul, 

Aug, Sep, Oct, Nov, or Dec. 
• DD: Date, starting with a space if it is less than 10, for example " 7". 
• hh:mm:ss:ms: Local time, with hh in the range of 00 to 23, mm and ss in the range of 00 to 59, 

and ms in the range of 0 to 999. 
• YYYY: Year. 

none: Indicates no time information is provided. 

Examples 
# Set the timestamp format to boot for logs sent to the console, monitor terminal, log buffer, and log 
file. 
<Sysname> system-view 
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[Sysname] info-center timestamp boot 

Related commands 
info-center timestamp loghost 

info-center timestamp loghost 
Use info-center timestamp loghost to set the timestamp format for logs sent to log hosts. 

Use undo info-center timestamp loghost to restore the default. 

Syntax 
info-center timestamp loghost { date [ with-milliseconds ] | iso 
[ with-milliseconds ] | no-year-date | none } 

undo info-center timestamp loghost 

Default 
The timestamp format for logs sent to log hosts is date. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
date: Sets the timestamp format to mmm dd hh:mm:ss yyyy, such as Dec  8 10:12:21 2007. The 
date time shows the current system time. 

iso: Sets the ISO 8601 timestamp format, for example, 2009-09-21T15:32:55. 

with-milliseconds: Sets the timestamp to be accurate to milliseconds for logs output to log 
hosts in date or ISO 8601 format. The millisecond value is appended to the time information in the 
timestamp with a dot as the separator. If you do not specify this keyword, the timestamp in date or 
ISO 8601 format is accurate to seconds. 
• Example of a timestamp in date format with millisecond accuracy: Dec 8 10:12:21.708 2018. 
• Example of a timestamp in ISO 8601 format with millisecond accuracy: 

2018-09-21T15:32:55.708. 

no-year-date: Sets the timestamp format to the current system date and time without year. 

none: Indicates that no timestamp information is provided. 

Examples 
# Set the timestamp format to no-year-date for logs sent to log hosts. 
<Sysname> system-view 

[Sysname] info-center timestamp loghost no-year-date 

Related commands 
info-center timestamp 

info-center trace-logfile quota 
Use info-center trace-logfile quota to set the maximum size for the trace log file. 
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Use undo info-center trace-logfile quota to restore the default. 

Syntax 
info-center trace-logfile quota size 

undo info-center trace-logfile quota 

Default 
The maximum trace log file size is 1 MB.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
size: Sets the maximum size for the trace log file, in MB.The value range is 1 to 10. 

Examples 
# Set the maximum size to 6 MB for the trace log file. 
<Sysname> system-view 

[Sysname] info-center trace-logfile quota 6 

logfile save 
Use logfile save to manually save logs in the log file buffer to the log file. 

Syntax 
logfile save 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
You can specify the directory to save the log file by using the info-center logfile 
directory command. 

The system clears the log file buffer after saving the buffered logs to the log file automatically or 
manually. 

If the log file buffer is empty, this command displays a success message event though no logs are 
saved to the log file. 

Examples 
# Manually save logs from the log file buffer to the log file. 
<Sysname> logfile save 

The contents in the log file buffer have been saved to the file flash:/logfile/logfile.log. 

Related commands 
info-center logfile enable 
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info-center logfile directory 

reset logbuffer 
Use reset logbuffer to clear the log buffer. 

Syntax 
reset logbuffer [ module module-name [ submodule submodule-name ] ] 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
module module-name: Clears the log buffer of a module. The module-name argument is a 
case-insensitive string that represents the complete module name. To view the names of supported 
modules, execute the reset logbuffer module ? command. If you do not specify a module, 
this command clears the general log buffer.  

submodule submodule-name: Clears the log buffer of a submodule of the specified module. The 
submodule--name argument is a case-insensitive string that represents the complete submodule 
name. To view the names of supported submodules, execute the display logbuffer module 
module-name submodule ? command. If you do not specify a submodule, this command clears 
the log buffers of all submodules of the specified module. 

 

Examples 
# Clear the log buffer. 
<Sysname> reset logbuffer 

Related commands 
display logbuffer 

security syslog rate-limit 
Use security syslog rate-limit to set the maximum number of security logs that can be 
sent per second. 

Use undo security syslog rate-limit to restore the default. 

Syntax 
security syslog rate-limit max-value 

undo security syslog rate-limit 

Default 
The device can send a maximum of 1000 security logs per second to the information center. 

Views 
System view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
max-value: Sets the maximum number of security logs that can be sent per second. The value 
range for this argument is 0 to 10000. Value 0 indicates that the device does not send security logs to 
the information center. 

Usage guidelines 
When the device processes the following security services, a large number of security logs will be 
generated and sent to the information center, which will cause overload of the information center: 
• AFT. 
• ASPF. 
• Data filtering. 
• File filtering. 
• URL filtering. 
• NAT. 
• Session management. 
• Anti-virus. 
• Application audit and management. 
• IPS. 
• NetShare Control. 
• Server connection detection. 
• Attack detection and prevention. 

This feature allows you to set the maximum number of security logs that can be sent per second to 
the information center. With this feature configured, the device will discard the subsequent security 
logs when the maximum number of security logs that can be sent per second is reached. Please 
configure the maximum number of security logs that can be sent per second as required. 

Examples 
# Set 1000 as the maximum number of security logs that can be sent per second. 
<Sysname> system-view 

[Sysname] security syslog rate-limit 1000 

security-logfile save 
Use security-logfile save to manually save security logs from the security log file buffer to 
the security log file. 

Syntax 
security-logfile save 

Views 
Any view 

Predefined user roles 
security-audit 

Usage guidelines 
The system clears the security log file buffer after saving the buffered security logs to the security log 
file automatically or manually. 
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If the security log file buffer is empty, this command displays a success message event though no 
security logs are saved to the security log file. 

To use this command, a local user must have the security-audit user role. 

Examples 
# Manually save the security logs in the security log file buffer to the security log file. 
<Sysname> security-logfile save 

The contents in the security log file buffer have been saved to the file 
flash:/seclog/seclog.log. 

Related commands 
info-center security-logfile directory 

authorization-attribute (Security Command Reference) 

snmp-agent trap enable syslog 
Use snmp-agent trap enable syslog to enable SNMP notifications for log messages. 

Use undo snmp-agent trap enable syslog to disable SNMP notifications for log messages. 

Syntax 
snmp-agent trap enable syslog 

undo snmp-agent trap enable syslog 

Default 
The device does not send SNMP notifications for log messages. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command enables the device to send an SNMP notification for each log message it outputs. 
The device encapsulates logs in SNMP notifications and then sends them to the SNMP module and 
the log trap buffer. 

For the SNMP module to send the received SNMP notifications correctly, you must also configure 
SNMP on the device. For more information about SNMP configuration, see the network 
management and monitoring configuration guide for the device. 

To view the traps in the log trap buffer, access the MIB corresponding to the log trap buffer. The log 
trap buffer size can be set by using the info-center syslog trap buffersize command. 

Examples 
# Enable the device to send SNMP notifications for log messages. 
<Sysname> system-view 

[Sysname] snmp-agent trap enable syslog 

Related commands 
info-center syslog trap buffersize 
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terminal debugging 
Use terminal debugging to enable output of debugging messages to the current terminal. 

Use undo terminal debugging to disable output of debugging messages to the current 
terminal. 

Syntax 
terminal debugging 

undo terminal debugging 

Default 
Output of debugging messages to the current terminal is disabled. 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command enables output of debugging-level log messages to the current terminal. 

To enable output of debugging messages to the console, perform the following tasks: 
1. Execute the terminal debugging command. 
2. Enable the information center. The information center is enabled by default. 
3. Use a debugging command to enable the related debugging. 

To enable output of debugging messages to the monitor terminal, perform the following tasks: 
1. Execute the terminal monitor and terminal debugging commands. 
2. Enable the information center. The information center is enabled by default. 
3. Use a debugging command to enable the related debugging. 

This command takes effect only for the current connection between the terminal and the device. If a 
new connection is established, the default is restored. 

You can also enable output of debugging messages to the current terminal by executing the 
terminal logging level 7 command. The terminal logging level 7 command and 
the terminal debugging command have the following differences: 

• The terminal logging level 7 command enables log output for all log severity levels 
(levels 0 through 7). 

• The terminal debugging command enables log output for the following log severity levels: 
 Debugging level (level 7). 
 Severity level higher than or equal to the level specified in the terminal logging level 

command. 

Examples 
# Enable output of debugging messages to the current terminal. 
<Sysname> terminal debugging 

The current terminal is enabled to display debugging logs. 

Related commands 
terminal logging level 
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terminal monitor 

terminal logging level 
Use terminal logging level to set the lowest level of logs that can be output to the current 
terminal. 

Use undo terminal logging level to restore the default. 

Syntax 
terminal logging level severity 

undo terminal logging level 

Default 
The lowest level of logs that can be output to the current terminal is 6 (Informational). 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
severity: Specifies a log severity level. Valid values are alert, critical, debugging, emergency, 
error, informational, notification, warning, and digits from 0 to 7. 

Usage guidelines 
This command enables the device to output logs with a severity level higher than or equal to the 
specified level to the current terminal. For example, if you set the severity argument to 6, logs 
with a severity value from 0 to 6 are output to the current terminal. 

This command takes effect only for the current connection between the terminal and the device. If a 
new connection is established, the default is restored. 

Examples 
# Configure the device to output logs with the debugging level and higher levels to the current 
terminal. 
<Sysname> terminal logging level 7 

terminal monitor 
Use terminal monitor to enable log output to the current terminal. 

Use undo terminal monitor to disable log output to the current terminal. 

Syntax 
terminal monitor 

undo terminal monitor 

Default 
Log output to the console is enabled, and log output to the monitor terminal is disabled. 

Views 
User view 
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Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only for the current connection between the terminal and the device. If a 
new connection is established, the default is restored. 

Examples 
# Enable log output to the current terminal. 
<Sysname> terminal monitor 

The current terminal is enabled to display logs. 
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Flow log commands 
display userlog export 

Use display userlog export to display flow log configuration and statistics. 

Syntax 
display userlog export 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display flow log configuration and statistics. 
<Sysname> display userlog export 

Flow: 

  Export flow log as UDP Packet. 

  Version: 3.0 

  Source ipv4 address: 2.2.2.2 

  Source ipv6 address: 

  Log load balance function: Disabled 

  Local time stamp: Disabled 

  Number of log hosts: 2 

 

  Log host 1: 

    Host/Port: 1.2.3.6/2000 

    Total logs/UDP packets exported: 112/87 

 

  Log host 2: 

    VPN instance:abc 

    Host/Port:1.1.1.1/2000 

    Total logs/UDP packets exported: 6553665536/409597846 

Table 1 Command output 

Field Description 
Flow Flow log configuration and statistics. 

Export flow log as UDP Packet Flow log entries were sent to log hosts in UDP. 

Version Flow log feature version. 

Source ipv4/ipv6 address Source IP address of the flow log packets. 
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Field Description 

Log load balance function 

Load balancing status for flow log packets: 
• Enabled—Flow log packets are distributed 

among available log hosts. 
• Disabled—Every flow log packet is copied and 

sent to all available log hosts. 

Local time stamp Whether the use of the local time in the flow log 
timestamp is enabled or disabled. 

Number of log hosts Total number of log hosts. 

Log host Information about the log host. 

VPN instance VPN instance to which the log host belongs. 

Host/port IP address and port number of the log host. 

Total logs 
Total number of flow log entries successfully 
exported and those failed to be exported to the log 
hosts. 

UDP packets exported 

Total number of UDP packets successfully sent and 
those failed to be sent to the log hosts. 
The UDP packets are used to export flow log 
entries. A UDP packet can contain multiple flow log 
entries. 

 

Related commands 
userlog flow export 

display userlog host-group 
Use display userlog host-group to display flow log host group information. 

Syntax 
display userlog host-group [ ipv6 ] [ host-group-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
ipv6: Specifies an IPv6 flow log host group. Do not configure this keyword if you want to specify an 
IPv4 flow log host group. 

host-group-name: Specify a flow log host group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify a log host group, this command displays information about all log 
host groups. 

Examples 
# Display information about IPv4 flow log host group test. 
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<Sysname> display userlog host-group test 

Userlog host-group test: 

  ACL number: 2000 

 

  Flow log host numbers: 1 

 

    Log host 1: 

      VPN-instance: test 

      Host/port: 1.1.1.2/2000 

# Display information about all IPv4 flow log host groups. 
<Sysname> display userlog host-group 

There are 2 IPv4 host groups. 

 

Userlog host-group test: 

  ACL number: 2000 

 

  Flow log host numbers: 1 

 

    Log host 1: 

      VPN-instance: test 

      Host/Port: 1.2.3.6/0 

 

Userlog host-group test2: 

  ACL name: test 

 

  Flow log host numbers: 1 

 

    Log host 1: 

      Host/Port: 1.1.1.1/0 

Table 2 Command output 

Field Description 
Userlog host-group test Information about a flow log host group. 

ACL number/ACL name ACL used by the log host group to match flow log entries. 

Flow log host numbers Number of flow log hosts in the group. 

Log host Information about a flow log host. 

VPN-instance 
VPN instance to which the log host belongs. 
This field is not displayed if no VPN instance is specified for the log host. 

Host/Port IP address and port number of the log host. 
 

Related commands 
userlog host-group 

userlog host-group host flow 
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reset userlog flow export 
Use reset userlog flow export to clear flow log statistics. 

Syntax 
reset userlog flow export 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Clear flow log statistics.  
<Sysname> reset userlog flow export 

Related commands 
userlog flow export 

userlog flow export host 
Use userlog flow export host to specify a log host to receive flow log entries. 

Use undo userlog flow export host to remove a log host. 

Syntax 
userlog flow export [ vpn-instance vpn-instance-name ] host { hostname | 
ipv4-address | ipv6 ipv6-address } port udp-port 

undo userlog flow export [ vpn-instance vpn-instance-name ] host { hostname 
| ipv4-address | ipv6 ipv6-address } 

Default 
No log hosts are specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If the log host is on the public network, do not specify this 
option.  

hostname: Specifies a log host by its name, a case-insensitive string of 1 to 253 characters. The 
host name can contain letters, digits, and special characters including hyphen (-), underscore (_), 
and dot (.). 

ipv4-address: Specifies a log host by its IPv4 address. The address must be a valid unicast 
address and cannot be a loopback address. 

ipv6 ipv6-address: Specifies a log host by its IPv6 address.  
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port udp-port: Specifies the UDP port number of the log host, in the range of 1 to 65535. As a 
best practice, use UDP port numbers in the range 1025 to 65535 to avoid collision with well-known 
UDP port numbers. 

Examples 
# Export flow log entries to UDP port 2000 on the log host at 1.2.3.6. 
<Sysname> system-view 

[Sysname] userlog flow export host 1.2.3.6 port 2000 

Related commands 
display userlog export 

userlog flow export load-balancing 
Use userlog flow export load-balancing to enable load balancing for flow log entries. 

Use undo userlog flow export load-balancing to restore the default. 

Syntax 
userlog flow export load-balancing 

undo userlog flow export load-balancing 

Default 
Load balancing is disabled. The device sends a copy of each flow log entry to all available log 
hosts. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
In load balancing mode, flow log entries are distributed among log hosts based on the source IP 
addresses (before NAT) that are recorded in the entries. The flow log entries generated for the 
same source IP address are sent to the same log host. If a log host goes down, the flow logs sent to 
it will be lost. 

Examples 
# Enable load balancing for flow logging. 
<Sysname> system-view 

[Sysname] userlog flow export load-balancing 

Related commands 
userlog flow export host 

userlog flow export source-ip 
Use userlog flow export source-ip to specify a source IP address for flow log packets. 

Use undo userlog flow export source-ip to restore the default. 

Syntax 
userlog flow export source-ip { ipv4-address | ipv6 ipv6-address } 
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undo userlog flow export source-ip [ ipv6 ] 

Default 
The source IP address of flow log packets is the IP address of their outgoing interface. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-address: Specifies an IPv4 address. 

ipv6 ipv6-address: Specifies an IPv6 address. 

Examples 
# Specify 1.2.1.2 as the source IP address for flow log packets. 
<Sysname> system-view 

[Sysname] userlog flow export source-ip 1.2.1.2 

Related commands 
userlog flow export host 

userlog flow export timestamp localtime 
Use userlog flow export timestamp localtime to configure the device to use the local 
time in the timestamp of flow logs. 

Use undo userlog flow export timestamp localtime to restore the default. 

Syntax 
userlog flow export timestamp localtime 

undo userlog flow export timestamp localtime 

Default 
The device uses the UTC time in the timestamp of flow logs. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
The device uses either the local time or the UTC time in the timestamp of flow logs. 
• UTC time—Standard Greenwich Mean Time (GMT). 
• Local time—Standard GMT plus or minus the time zone offset.  

The time zone offset can be configured by using the clock timezone command. For more 
information, see Fundamentals Command Reference. 
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Examples 
# Configure the device to use the local time in the timestamp of flow logs. 
<Sysname> system-view 

[Sysname] userlog flow export timestamp localtime 

userlog flow export version 
Use userlog flow export version to set the flow log version. 

Use undo userlog flow export version to restore the default. 

Syntax 
userlog flow export version version-number 

undo userlog flow export version 

Default 
The flow log version is 1.0. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
version-number: Specifies a flow log version. Available options are 1, 3, and 5, which represent 
version 1.0, version 3.0, and version 5.0. 

Usage guidelines 
If you execute this command multiple times, the most recent configuration takes effect.  

Examples 
# Set the flow log version to 3.0. 
<Sysname> system-view 

[Sysname] userlog flow export version 3 

Related commands 
userlog flow export host 

userlog flow syslog 
Use userlog flow syslog to specify the information center as the destination for flow log 
export. 

Use undo userlog flow syslog to restore the default. 

Syntax 
userlog flow syslog 

undo userlog flow syslog 

Default 
Flow log entries are not exported. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 

 CAUTION: 
The device might generate a lot of session logs in a short time. If the session logs are exported to 
the information center for processing, the information center might consume too much 
performance, affecting normal operations of the device.  
 

You can export flow log entries to log hosts or the information center, but not both. If both methods 
are configured, the system exports flow log entries to the information center. 

Flow log entries are converted to the syslog format when they are exported to the information center. 
Their severity level is informational. With the information center, you can specify multiple log output 
destinations, including the console, log host, and log file.  

Log entries in ASCII format are human readable. However, the log data volume is higher in ASCII 
format than in binary format. 

Examples 
# Specify the information center as the destination for flow log export. 
<Sysname> system-view 

[Sysname] userlog flow syslog 

Related commands 
userlog flow export host 

userlog host-group 
Use userlog host-group to create a flow log host group and enter its view, or enter the view of 
an existing flow log host group. 

Use undo userlog host-group to delete a flow log host group. 

Syntax 
userlog host-group [ ipv6 ] host-group-name acl { name acl-name | number 
acl-number } 

undo userlog host-group [ ipv6 ] host-group-name 

Default 
No flow log host groups exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
ipv6: Creates an IPv6 flow log host group. Do not configure this keyword if you want to create an 
IPv4 flow log host group. 

host-group-name: Specify a name for the flow log host group, a case-sensitive string of 1 to 63 
characters. 

acl: Specify an ACL to match the flow log entries to be sent to the flow log host group. 

name acl-name: Specifies the ACL name, a case-insensitive string of 1 to 63 characters. The 
ACL name must start with a letter and cannot be all. 

number acl-number: Specifies the ACL number, in the range of 2000 to 3999. 

Usage guidelines 
The flow log host group feature enables the device to send specific flow logs to specific group of log 
hosts. This facilitates log filtering and reduces the log sending and processing workload of the 
device. 

A flow log host group uses an ACL to match the flow logs to be sent to it. Make sure the ACL exists 
and the ACL rules can identify the designated flow logs. 

A flow log matches a log host group if it matches the group's ACL, and it is sent only to the log hosts 
in the matching group. 

If a flow log matches multiple log host groups, the device sends the log to the group that comes first 
in alphabetical order of the matching group names. 

If a flow log does not match any log host groups, the device ignores the log host group configuration 
and sends the log to all configured log hosts. 

Examples 
# Create an IPv4 flow log host group named test and specify ACL 2000 for it.  
<Sysname> system-view 

[Sysname] userlog host-group test acl number 2000 

[Sysname-userlog-host-group-test] 

Related commands 
display userlog host-group 

userlog host-group host flow 

userlog host-group host flow 
Use userlog host-group host flow to assign a log host to a flow log host group. 

Use undo userlog host-group host flow to remove a log host from a flow log host group. 

Syntax 
IPv4 flow log host group view: 

userlog host-group [ vpn-instance vpn-instance-name ] host flow { hostname 
| ipv4-address } 

undo userlog host-group [ vpn-instace vpn-instance-name ] host flow 
{ hostname | ipv4-address } 

IPv6 flow log host group view: 

userlog host-group [ vpn-instance vpn-instance-name ] host flow ipv6 
{ hostname | ipv6-address } 
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undo userlog host-group [ vpn-instance vpn-instance-name ] host flow ipv6 
{ hostname | ipv6-address } 

Default 
No log hosts exist in a flow log host group. 

Views 
IPv4 flow log host group view 

IPv6 flow log host group view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If the log host is on the public network, do not specify this 
option.  

hostname: Specifies a log host by its name, a case-insensitive string of 1 to 253 characters. The 
host name can contain letters, digits, hyphens (-), underscores (_), and dots (.). 

ipv4-address: Specifies a log host by its IPv4 address. The address must be a valid IPv4 
unicast address and cannot be a loopback address. 

ipv6 ipv6-address: Specifies a log host by its IPv6 address. The address must be a valid IPv6 
unicast address and cannot be a loopback address or all zeros. 

Usage guidelines 
A flow log host group can contain multiple log hosts, and a log host can be assigned to multiple flow 
log host groups. 

Before you assign a log host to a flow log host group, make sure the log host has been configured 
on the device by using userlog flow export host the command. 

Examples 
# Assign a log host to flow log host group test. 
<Sysname> system-view 

[Sysname] userlog host-group test acl number 2000 

[Sysname-userlog-host-group-test] userlog host-group host flow 1.2.3.6 

Related commands 
display userlog host-group 

userlog flow export host 

userlog host-group 
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Fast log output commands 
customlog character-encoding utf-8 

Use customlog character-encoding utf-8 to configure fast log output to use the UTF-8 
encoding. 

Use undo customlog character-encoding to restore the default. 

Syntax 
customlog character-encoding utf-8 

undo customlog character-encoding 

Default 
Fast log output uses the GB18030 encoding. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
For the log host to correctly display Chinese characters in received log messages, make sure the 
fast log output module uses the same character set encoding as the log host. Fast log output 
supports using GB18030 and UTF-8 encodings. 

Examples 
# Configure fast log output to use the UTF-8 encoding. 
<Sysname> system-view 

[Sysname] customlog character-encoding utf-8 

customlog format 
Use customlog format to enable fast log output. 

Use undo customlog format to restore the default. 

Syntax 
customlog format { aft | aft-cmcc | aft-telecom | aft-unicom | 
attack-defense | cntm | dns | dpi [ anti-virus | audit | data-filter | 
file-filter | ips [ sgcc { policy-hit | signature-update } ] | netshare | 
sandbox | terminal | traffic-policy | url-filter [ unicom ] ] | keepalive 
sgcc | lb [ dns-proxy | gslb | inbound | outbound ] | nat { cmcc | telecom 
| unicom } | packet-filter [ sgcc ] | scd | security-policy sgcc | session | 
trusted-access { csap | iam [ authorization | notification ] } } 

undo customlog format { aft | aft-cmcc | aft-telecom | aft-unicom | 
attack-defense | cntm | dns | dpi [ anti-virus | audit | data-filter | 
file-filter | ips | netshare | sandbox | terminal | traffic-policy | 
url-filter [ unicom ] ] * | keepalive | lb [ dns-proxy | gslb | inbound | 
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outbound ] * | nat | packet-filter | scd | security-policy | session | 
trusted-access { csap | iam [ authorization | notification ] } } * 

Default 
Fast log output is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
aft: Enables fast log output for the AFT module. 

attack-defense: Enables fast log output for the attack defense module. 

dns: Enables fast log output for the DNS module. 

dpi: Enables fast log output for a DPI-related module. If you do not specify a DPI module keyword, 
this command enables fast log output for all the DPI-related modules. 

anti-virus: Specifies the anti-virus module. 

audit: Specifies the application audit and management module. 

ips: Specifies the intrusion protection system module. 

sgcc: Specifies the SGCC format for the specified type of IPS logs. If you do not specify this 
keyword, the standard format is used for fast output of the IPS logs. 

policy-hit: Specifies the IPS policy hit logs. 

signature-update: Specifies the IPS signature update logs. 

netshare: Specifies the netshare control module. 

sandbox: Specifies the sandbox module. 

traffic-policy: Specifies the bandwidth management module. 

url-filter: Specifies the URL filtering module. 

unicom: Specifies the UNICOM format for fast output URL filtering logs. If you do not specify this 
keyword, the standard format is used to output the logs. 

keepalive: Enables fast log output of keepalive logs. After this keyword is specified, the device 
sends keepalive logs to the log host periodically. If the log host cannot receive the keepalive logs in 
a specific period of time, the log host determines that the device is down.  

lb: Enables fast log output for a load balancing module. If you do not specify a load balancing 
module, this command enables fast log output for all load balancing modules. 
• dns-proxy: Specifies the transparent DNS proxy module. 

• gslb: Specifies the global load balancing module. 

• inbound: Specifies the inbound link load balancing module. 

• outbound: Specifies the outbound link load balancing module. 

nat: Enables fast log output in a specific format for the NAT module. 

• cmcc: Specifies the CMCC format. 

• telecom: Specifies the TELECOM format. 
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• unicom: Specifies the UNICOM format. 

packet-filter: Enables fast output of packet matching logs for the packet filter and security 
policy modules. 

scd: Enables fast log output for the service connection detection module. 

security-policy: Enables fast output of security policy configuration logs for the security policy 
module.   

session: Enables fast log output for the session management module. 

sgcc: Specifies the SGCC format for the specified type of logs. If you do not specify this keyword, 
the standard format is used for fast output of the logs.  

Usage guidelines 
The fast log output feature enables fast output of logs to log hosts. 

Typically, logs generated by a service module are first sent to the information center, which then 
outputs the logs to the specified destination (such as to log hosts). When fast log output is configured, 
logs of service modules are sent directly to log hosts instead of to the information center. Compared 
to outputting logs to the information center, fast log output saves system resources.  

Fast log output, flow log, and information center are exclusive from one another. When the 
customlog format command is configured, the specified service module uses only the fast log 
output method. For more information about flow log, see "Configuring flow log." For more information 
about the information center, see "Configuring the information center."  

To output logs of the NAT module to a log host, you must specify the log format required by the log 
host in the customlog format and customlog host commands. Logs of other modules can 
be output only in one format. You do not need to specify the format for these logs. 

Examples 
# Enable fast log output for the session management module. 
<Sysname> system 

[Sysname] customlog format session 

customlog host 
Use customlog host to configure fast log output parameters. 

Use undo customlog host to remove the fast log output configuration. 

Syntax 
customlog host [ vpn-instance vpn-instance-name ] { hostname | ipv4-address 
| ipv6 ipv6-address } [ port port-number ] export { aft | attack-defense | 
cmcc-sessionlog | cmcc-userlog | dns | dpi [ anti-virus | audit | ips | 
netshare | sandbox | traffic-policy | url-filter ] * | keepalive | lb 
[ dns-proxy | gslb | inbound | outbound ] *| packet-filter | scd | 
security-policy | session | telecom-sessionlog | telecom-userlog | 
unicom-sessionlog | unicom-userlog } * 

undo customlog host [ vpn-instance vpn-instance-name ] { hostname | 
ipv4-address | ipv6 ipv6-address } [ port port-number ] 

Default 
Fast log output parameters are not configured. 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the log 
host belongs. The vpn-instance-name argument is a case-sensitive string of 1 to 31 characters. 
If the log host is on the public network, do not specify this option. 

hostname: Specifies a log host by its name, a case-insensitive string of 1 to 253 characters. The 
host name can contain letters, digits, hyphens (-), underscores (_), and dots (.). 

ipv4-address: Specifies a log host by its IPv4 address. 

ipv6 ipv6-address: Specifies a log host by its IPv6 address. 

port port-number: Specifies the port number of the log host. The value range is 1 to 65535, and 
the default is 514. The setting must be the same as the port number configured on the log host. 
Otherwise, the log host cannot receive logs. 

export: Specifies a source module for fast log output. 

aft: Outputs logs of the AFT module to the log host. 

attack-defense: Outputs logs of the attack defense module to the log host. 

cmcc-sessionlog: Outputs NAT session logs in CMCC format to the log host. 

cmcc-userlog: Outputs NAT444 user logs in CMCC format to the log host. 

dns: Outputs DNS logs to the log host. 

dpi: Outputs logs of a DPI-related module to the log host. If you specify the dpi keyword without a 
DPI module keyword, this command outputs logs of all the DPI-related modules to the log host. 

anti-virus: Specifies the anti-virus module. 

audit: Specifies the application audit and management module. 

ips: Specifies the intrusion protection system module. 

netshare: Specifies the netshare control module. 

sandbox: Specifies the sandbox module. 

traffic-policy: Specifies the bandwidth management module. 

url-filter: Specifies the URL filtering module. 

keepalive: Outputs keepalive logs to the log host.  

lb: Outputs logs of a load balancing module to the log host. If you do not specify a load balancing 
module, this command outputs logs of all load balancing modules to the log host. 
• dns-proxy: Specifies the transparent DNS proxy module. 

• gslb: Specifies the global load balancing module. 

• inbound: Specifies the inbound link load balancing module. 

• outbound: Specifies the outbound link load balancing module. 

packet-filter: Outputs packtet matching logs of the packet filter and security policy modules to 
the log host. 

scd: Outputs logs of the server connection detection module to the log host. 

security-policy: Outputs security policy configuration logs of the security policy module to the 
log host.  
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session: Outputs logs of the session management module to the log host. 

telecom-sessionlog: Outputs NAT session logs in TELECOM format to the log host. 

telecom-userlog: Outputs NAT444 user logs in TELECOM format to the log host. 

unicom-sessionlog: Outputs NAT session logs in UNICOM format to the log host. 

unicom-userlog: Outputs NAT444 user logs in UNICOM format to the log host. 

Usage guidelines 
The customlog host command takes effect only after the customlog format command is 
configured. 

To output NAT logs to a log host, you must specify the log format required by the log host in the 
customlog format and customlog host commands. 

Examples 
# Output logs of the session management module to the log host at 1.1.1.1. 
<Sysname> system-view 

[Sysname] customlog host 1.1.1.1 port 1000 export session 

customlog host source 
Use customlog host source to specify a source IP address for fast log output. 

Use undo customlog host source to restore the default. 

Syntax 
customlog host source interface-type interface-number 

undo customlog host source 

Default 
The source IP address of fast output logs is the primary IP address of the outgoing interface. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies a source interface by its type and number. 
The interface's primary IP address will be used as the source IP address of fast output logs. 

Usage guidelines 
Configure this command when you need to filter logs according to their source IP addresses on the 
log host. 

The customlog host source command takes effect only after the customlog format and 
customlog host commands are configured. 

Examples 
# Use the IP address of Loopback 0 as the source IP address of fast output logs. 
<Sysname> system-view 

[Sysname] interface loopback 0 
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[Sysname-LoopBack0] ip address 2.2.2.2 32 

[Sysname-LoopBack0] quit 

[Sysname] customlog host source loopback 0 

customlog timestamp 
Use customlog timestamp localtime to configure the timestamp of fast output logs to show 
the system time. 

Use undo customlog timestamp localtime to restore the default. 

Syntax 
customlog timestamp localtime 

undo customlog timestamp localtime 

Default 
The timestamp of fast output logs shows the Greenwich Mean Time (GMT). 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Configure the timestamp of fast output logs to show the system time. 
<Sysname> system-view 

[Sysname] customlog timestamp localtime 

customlog with-sn 
Use customlog with-sn to configure the device to carry its serial number in fast output logs. 

Use undo customlog with-sn to restore the default.  

Syntax 
customlog with-sn 

undo customlog with-sn 

Default 
The device does not carry its serial number in fast output logs.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This feature enables a device to add a serial number (SN) field to fast output log messages, helping 
users to identify the devices that sent the log messages. 
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This feature is not applicable to fast output logs in TELECOM, CMCC, and UNICOM formats. 

Examples 
# Configure the device to carry its serial number in fast output logs. 
<Sysname> system-view 

[Sysname] customlog with-sn 
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Session-based NetStream commands 
display session-based netstream aggregation-cache 

Use display session-based netstream aggregation-cache to display session-based 
NetStream statistics. 

Syntax 
display session-based netstream aggregation-cache { app | app-profile | 
app-user } * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
app: Specifies the app aggregation mode. 

app-profile: Specifies the app-profile aggregation mode. 

app-user: Specifies the app-user aggregation mode. 

Usage guidelines 
To display session-based NetStream statistics in an aggregation mode, you must enable the 
aggregation mode by using the session-based netstream aggregation command. 

Examples 
# Display statistics about session-based NetStream in app aggregation mode. 
<Sysname> display session-based netstream aggregation-cache app 

Active entries                                   :1 

Timeout time for session-based NetStream entries :10 

------------------------------------------------------------------------------ 

AppID      InPkts     InBytes    OutPkts    OutBytes 

------------------------------------------------------------------------------ 

22742      4          240        4          240 

Total   Sessions : 1 

Current Sessions : 1 

SubsCribers      : 1 

# Display statistics about session-based NetStream in app-profile aggregation mode. 
<Sysname> display session-based netstream aggregation-cache app-profile 

Active entries                                   :1 

Timeout time for session-based NetStream entries :10 

------------------------------------------------------------------------------ 

AppID      ProfileID  InPkts     InBytes    OutPkts    OutBytes 

------------------------------------------------------------------------------ 
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22742      0          4          240        4          240 

Current Sessions : 1 

New     Sessions : 0 

# Display statistics about session-based NetStream in app-user aggregation mode. 
<Sysname> display session-based netstream aggregation-cache app-user 

Active entries                                   :1 

Timeout time for session-based NetStream entries :10 

------------------------------------------------------------------------------ 

AppID      UserIp           InPkts     InBytes    OutPkts    OutBytes 

------------------------------------------------------------------------------ 

22742      8.8.8.8          4          240        4          240 

Total   Sessions : 1 

Current Sessions : 1 

Table 1 Command output 

Field Description 
Active entries Number of active session-based NetStream entries. 

Timeout time for session-based 
NetStream entries 

Maximum period of time in minutes a session-based NetStream 
entry can be cached before being exported to NetStream servers. 

App ID Application layer protocol ID. 

UserIP User IP address. 

ProfileID Traffic rule ID in bandwidth management. 

InPkts Number of upstream packets. 

InBytes   Number of upstream bytes. 

OutPkts Number of downstream packets. 

OutBytes Number of downstream bytes. 

Total sessions Total number of sessions. 

New sessions Number of new sessions established in the current statistics 
collection interval. 

Current sessions 
Number of concurrent sessions at the time the display 
session-based netstream aggregation-cache 
command was executed. 

SubsCribers Total number of users in the current statistics collection interval. 
 

Related commands 
session-based netstream aggregation 

session-based netstream aggregation 
Use session-based netstream aggregation to enable session-based NetStream 
aggregation modes. 

Use undo session-based netstream aggregation to disable session-based NetStream 
aggregation modes. 
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Syntax 
session-based netstream aggregation { app | app-profile | app-user } * 

undo session-based netstream aggregation { app | app-profile | app-user } 
* 

Default 
All session-based NetStream aggregation modes are disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
app: Specifies the app aggregation mode, which aggregates traffic by application layer protocol ID. 

app-profile: Specifies the app-profile aggregation mode, which aggregates traffic by application 
layer protocol ID and profile ID. 

app-user: Specifies the app-user aggregation mode, which aggregates traffic by application layer 
protocol ID and user IP address. 

Examples 
# Enable the app aggregation mode for session-based NetStream aggregation. 
<Sysname> system-view 

[Sysname] session-based netstream aggregation app 

Related commands 
display session-based netstream aggregation-cache 

session-based netstream enable 
Use session-based netstream enable to enable session-based NetStream. 

Use undo session-based netstream enable to disable session-based NetStream. 

Syntax 
session-based netstream enable 

undo session-based netstream enable 

Views 
System view 

Default 
Session-based NetStream is disabled. 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable session-based NetStream. 
<Sysname> system-view 
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[Sysname] session-based netstream enable 

session-based netstream export host 
Use session-based netstream export host to specify a destination host for session-based 
NetStream data export. 

Use undo session-based netstream export host to restore the default. 

Syntax 
session-based netstream export host ip-address udp-port [ vpn-instance 
vpn-instance-name ] 

undo session-based netstream export host 

Default 
No destination host is specified for session-based NetStream data export. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the IP address of the destination host. 

udp-port: Specifies the destination UDP port number in the range of 0 to 65535. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance to which the 
destination host belongs. The vpn-instance-name argument is a case-sensitive string of 1 to 31 
characters. If the destination host is on the public network, do not specify this option. 

Examples 
# Export session-based NetStream data to UDP port 9020 on host 172.16.1.1. 
<Sysname> system-view 

[Sysname] session-based netstream export host 172.16.1.1 9020 

session-based netstream export source ip 
Use session-based netstream export source ip to specify a source IP address for 
session-based NetStream packets. 

Use undo session-based netstream export source ip to restore the default. 

Syntax 
session-based netstream export source ip ip-address 

undo session-based netstream export source ip 

Default 
The source IP address of session-based NetStream packets is the primary IP address of the output 
interface. 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies an IP address. 

Examples 
# Specify 172.16.1.1 as the source IP address for session-based NetStream packets. 
<Sysname> system-view 

[Sysname] session-based netstream export source ip 172.16.1.1 

session-based netstream timeout 
Use session-based netstream timeout to set the aging timer for session-based NetStream 
entries. 

Use undo session-based netstream timeout to restore the default. 

Syntax 
session-based netstream timeout minutes 

undo session-based netstream timeout 

Default 
A session-based NetStream entry is automatically aged out and exported after being cached for 5 
minutes. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
minutes: Sets the aging timer in minutes. The value range is 1 to 10. 

Usage guidelines 
When the aging timer for a session-based NetStream entry expires, statistics about the entry is 
cleared from the cache and exported to the NetStream servers. 

Examples 
# Set the aging timer for session-based NetStream entries to 5 minutes. 
<Sysname> system-view 

[Sysname] session-based netstream timeout 10 
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Cloud connection commands 
The following compatibility matrixes show the support of hardware platforms for cloud connections: 
 

Model Cloud connection compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, 
NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

cloud-management backup-server domain 
Use cloud-management backup-server domain to specify a backup cloud server by its 
domain name. 

Use undo cloud-management backup-server domain to remove one or all backup cloud 
servers. 

Syntax 
cloud-management backup-server domain domain-name [ vpn-instance 
vpn-instance-name ] [ source-ip ipv4-address ] 

undo cloud-management backup-server domain [ domain-name ] 

Default 
No backup cloud server is specified.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
domain-name: Specifies a backup cloud server by its domain name, a case-sensitive string of 1 to 
253 characters. If you do not specify this parameter in the undo cloud-management 
backup-server domain command, all backup cloud servers will be deleted. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the backup cloud server 
is on the public network. 

source-ip ipv4-address: Specifies the source IPv4 address for the device that connects to the 
backup cloud server. It must be the same as the IPv4 address configured on the device. If you do not 
specify this option, the device uses the primary IPv4 address of the egress interface to connect to the 
backup cloud server. 

Usage guidelines 
Before configuring this command, make sure a DNS server is configured to translate domain names. 

If you execute this command multiple times to configure a backup cloud server with the same domain 
name, the most recent configuration takes effect. 
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You can specify one primary server by using the cloud-management server domain 
command and a maximum of eight backup servers by repeating the cloud-management 
backup-server domain command. 

When establishing a cloud connection, the device connects to one of the primary and backup servers 
according to the sequence in which they are specified. The first specified server has the highest 
priority. When the connected server fails, the device switches to another server and does not switch 
back to the original server even if the original server recovers. 

To view the connected server, execute the display cloud-management state command. 

Examples 
# Specify the server with domain name 123.com as a backup cloud server. 
<Sysname> system-view 

[Sysname] cloud-management backup-server domain 123.com 

Related commands 
display cloud-management state 

cloud-management keepalive 
Use cloud-management keepalive to set the keepalive interval for the local device to send 
keepalive packets to the cloud server. 

Use undo cloud-management keepalive to restore the default. 

Syntax 
cloud-management keepalive interval 

undo cloud-management keepalive 

Default 
The keepalive interval is 180 seconds. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the keepalive interval in the range of 10 to 600 seconds. 

Usage guidelines 
If the device does not receive a response from the cloud server within three keepalive intervals, the 
device sends a registration request to re-establish the cloud connection. 

Examples 
# Set the keepalive interval to 360 seconds. 
<Sysname> system-view 

[Sysname] cloud-management keepalive 360 
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cloud-management ping 
Use cloud-management ping to set the interval at which the local device sends ping packets to 
the cloud server. 

Use undo cloud-management ping to restore the default. 

Syntax 
cloud-management ping interval 

undo cloud-management ping 

Default 
The local device sends ping packets to the cloud server at intervals of 60 seconds. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the interval at which the local device sends ping packets to the cloud server, in 
the range of 10 to 600 seconds. 

Usage guidelines 
After the connection to the cloud server is established, the local device sends ping packets to the 
server periodically to prevent NAT entry aging. Reduce the interval value if the network condition is 
poor or the NAT entry aging time is short. 

The cloud server does not respond to ping packets. 

Examples 
# Configure the local device to send ping packets to the cloud server at intervals of 120 seconds. 
<Sysname> system-view 

[Sysname] cloud-management ping 120 

cloud-management server domain 
Use cloud-management server domain to specify the primary cloud server by its domain 
name. 

Use undo cloud-management server domain to restore the default. 

Syntax 
cloud-management server domain domain-name [ vpn-instance 
vpn-instance-name ] [ source-ip ipv4-address ] 

undo cloud-management server domain 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
domain-name: Specifies the primary cloud server by its domain name, a case-sensitive string of 1 
to 253 characters. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the primary cloud server 
is on the public network. 

source-ip ipv4-address: Specifies the source IPv4 address for the device that connects to the 
primary cloud server. It must be the same as the IPv4 address configured on the device. If you do not 
specify this option, the device uses the primary IPv4 address of the egress interface to connect to the 
primary cloud server. 

Usage guidelines 
Before configuring this command, make sure a DNS server is configured to translate domain names. 

If you execute the command multiple times, the most recent configuration takes effect. 

Examples 
# Specify the server with domain name lvzhouv3.nsfocus.com.cn as the primary cloud server. 
<Sysname> system-view 

[Sysname] cloud-management server domain lvzhouv3.nsfocus.com.cn 

Related commands 
display cloud-management state 

cloud-management server password 
Use cloud-management server password to set the password for establishing cloud 
connections to the ADWAN server. 

Use cloud-management server password to restore the default. 

Syntax 
cloud-management server password { cipher | simple } string 

undo cloud-management server password 

Default 
No password is set for establishing cloud connections to the ADWAN server. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cipher: Specifies the password in encrypted form. 

simple: Specifies the password in plaintext form. For security purposes, the password specified in 
plaintext form will be stored in encrypted form. 

string: Specifies the password. The plaintext form is a case-sensitive string of 1 to 63 characters. 
The encrypted form is a case-sensitive string of 1 to 117 characters. 
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Usage guidelines 
After you change the password, the device terminates the cloud connections that have been 
established (if any) and uses the new password to establish cloud connections. 

Examples 
# Set the password for establishing cloud connections to the ADWAN server to 12345678 in plaintext 
format. 
<Sysname> system-view 

[Sysname] cloud-management server password simple 12345678 

cloud-management server port 
Use cloud-management server port to specify the TCP port number used to establish cloud 
connections. 

Use undo cloud-management server port to restore the default. 

Syntax 
cloud-management server port port-number 

undo cloud-management server port 

Default 
TCP port number 19443 is used to establish cloud connections. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies a TCP port number in the range of 1 to 65535. 

Usage guidelines 
After you change the port number, the device terminates the cloud connections that have been 
established (if any) and uses the new port number to establish cloud connections. 

Examples 
# Specify the TCP port number used to establish cloud connections as 80. 
<Sysname> system-view 

[Sysname] cloud-management server port 80 

cloud-management unbinding-code 
Use cloud-management unbinding-code to send the verification code for device unbinding to 
the cloud server. 

Syntax 
cloud-management unbinding-code code 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
code: Specifies the verification code obtained from the cloud server. The verification code is a 
case-sensitive string of 16 characters. 

Usage guidelines 
A device can be registered on the cloud server by only one user. 

To register a device that has been registered by another user, you need to take the following steps: 
1. Obtain a verification code for device unbinding from the cloud server. 
2. Execute this command on the device to send the verification code to the cloud server. 
3. Register the device on the cloud server. 

Examples 
# Send the verification code for device unbinding to the cloud server. 
[Sysname] cloud-management unbinding-code A6B9C3C2D5A8Z1S7 

Related commands 
cloud-management server domain 

display cloud-management state 
Use display cloud-management state to display cloud connection state information. 

Syntax 
display cloud-management state 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display cloud connection state information. 
<Sysname> display cloud-management state 

Cloud connection state                      : Established 

Device state                                : Request_success 

Cloud server address                        : 10.1.1.1 

Cloud server domain name                    : ops.seccloud.nsfocus.com.cn 

Cloud connection mode                       : Https 

Cloud server port                           : 19443 

Connected at                                : Wed Jan 27 14:18:40 2018 

Duration                                    : 00d 00h 02m 01s 

Process state                               : Message received 
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Failure reason                              : N/A 

Last down reason                            : socket connection error (Details:N/A) 

Last down at                                : Wed Jan 27 13:18:40 2018 

Last report failure reason                  : N/A 

Last report failure at                      : N/A 

Dropped packets after reaching buffer limit : 0 

Total dropped packets                       : 1 

Last report incomplete reason               : N/A 

Last report incomplete at                   : N/A 

Buffer full count                           : 0 

Table 1 Command output 

Field Description 

Cloud connection state Cloud connection state: Unconnected, Request, and Established. 

Device state 

Local device state: 
• Idle—In idle state. 
• Connecting—Connecting to the cloud server. 
• Request_CAS_url—Sent a central authentication service (CAS) URL 

request. 
• Request_CAS_url_success—Requesting CAS URL succeeded. 
• Request_CAS_TGT—Sent a ticket granting ticket (TGT) request. 
• Request_CAS_TGT_success—Requesting TGT succeeded. 
• Request_CAS_ST—Sent a service ticket (ST) request. 
• Request_CAS_ST_success—Requesting ST succeeded. 
• Request_cloud_auth—Sent an authentication request. 
• Request_cloud_auth_success—Authentication succeeded. 
• Register—Sent a registration request. 
• Register_success—Registration succeeded. 
• Request—Sent a handshake request. 
• Request_success—Handshake succeeded. 

Cloud server address IP address of the cloud server. 

Cloud server domain 
name Domain name of the cloud server. 

Cloud server port TCP port number used to establish cloud connections. 

Connected at Time when the cloud connection was established. 

Duration Duration since the establishment of the cloud connection. 

Process state 

Cloud connection processing state: 
• DNS not parsed. 
• DNS parsed. 
• Message not sent. 
• Message sent. 
• Message not received. 
• Message received. 

Failure reason 

Cloud connection failure reason: 
• DNS parse failed. 
• Socket connection failed. 
• SSL creation failed. 
• Sending CAS url request failed. 
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Field Description 
• Sending CAS TGT failed. 
• Sending CAS ST failed. 
• Sending cloud auth failed. 
• Sending register failed. 
• Processing CAS url response failed. 
• Processing CAS TGT response failed. 
• Processing CAS ST response failed. 
• Processing cloud auth response failed. 
• Processing register response failed. 
• Sending handshake request failed. 
• Processing handshake failed. 
• Sending websocket request failed. 
• Processing websocket packet failed. 

Last down reason 

Reason for the most recent cloud connection interruption: 
• Device or process rebooted. 
• Socket connection error. 
• Configuration changed. 
• Received websocket close packet from cloud. 
• Keepalive expired. 
• Packet processing failed. 
• Main connection went down. 
• Cloud reset connection. 
• Memory reached threshold. 

Last down at Time when the cloud connection went down most recently. 

Last report failure 
reason 

Reason for the most recent cloud connection packet sending failure: 
• Tunnel is being deleted. 
• Tunnel socket is invalid. 
• Failed to convert string to json. 
• Failed to convert json to string. 
• Failed to create message node. 
• Tunnel is not ready. 
• Failed to create packet buffer. 
• SSL sending failure. 
If the reason is SSL sending failure, one of the following detailed reason will be 
displayed: 
• ssl error none. 
• ssl error ssl. 
• ssl error read. 
• ssl error write. 
• ssl error x509 lookup. 
• ssl error syscall. 
• ssl error zero return. 
• ssl error connect. 
• ssl error accept. 

Last report failure at Time when the most recent cloud connection packet sending failure occurred. 

Dropped packets after 
reaching buffer limit Number of packets that are dropped because the CMTNL buffer limit is reached. 

Total dropped packets Total number of dropped packets. 
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Field Description 

Last report incomplete 
reason 

Reason for the most recent unfinished packet sending: 
• Interrupted system call. 
• Socket buffer is full. 

Last report incomplete at Time when the most recent unfinished packet sending occurred. 

Buffer full count Number of times that the buffer becomes full. 
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Port mirroring commands 
The following compatibility matrixes show the support of hardware platforms for port mirroring: 
 

Models Feature compatibility 

NFNX5-HD6480 
Yes only on GE 1/0/0 through GE 1/0/13, XGE 1/0/18, 
XGE 1/0/19, GE 1/0/22 through GE 1/0/29, and 
interfaces on cards in four interface card slots 

NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280 

Yes only on GE 1/0/0 through GE 1/0/23, XGE 1/0/24, 
and XGE 1/0/25 

NFNX3-HDB1780, NFNX3-HDB3080 Yes only on GE 1/0/0 through GE1/0/23, GE 1/0/25, 
XGE 1/0/26, and XGE 1/0/27 

NFNX3-HDB1180, NFNX3-HDB1480, 
NFNX3-HDB680, NFNX3-HDB1080 No 

 

display mirroring-group 
Use display mirroring-group to display mirroring group information. 

Syntax 
display mirroring-group { group-id | all | local } 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
group-id: Specifies a mirroring group by its ID.  

The following compatibility matrixes show the value ranges for the mirroring group ID: 

 

Models Value range 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB680, NFNX3-HDB1080 1 and 2 

NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 1 

 

all: Specifies all mirroring groups. 

local: Specifies local mirroring groups. 

Usage guidelines 
Mirroring group information includes the type, status, and content of a mirroring group. It is sorted by 
mirroring group number. 
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Examples 
# Display information about all mirroring groups. 
<Sysname> display mirroring-group all 

Mirroring group 1: 

    Type: Local 

    Status: Active 

    Mirroring port: 

        GigabitEthernet1/0/1  Inbound 

    Monitor port: GigabitEthernet1/0/2 

Table 1 Command output 

Field Description 

Mirroring group ID of the mirroring group. 

Type Type of the mirroring group: Local. 

Status 

Status of the mirroring group: 
• Active—The mirroring group has taken effect. 
• Incomplete—The mirroring group configuration is not complete and 

does not take effect. 

Mirroring port Source port. 

Monitor port Destination port. 
 

mirroring-group 
Use mirroring-group to create a mirroring group. 

Use undo mirroring-group to delete mirroring groups. 

Syntax 
mirroring-group group-id local 

undo mirroring-group { group-id | all | local } 

Default 
No mirroring groups exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a mirroring group ID. 

The following compatibility matrixes show the value ranges for the mirroring group ID: 

 

Models Value range 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 1 and 2 
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Models Value range 
NFNX5-HD5280, NFNX3-HDB680, NFNX3-HDB1080 

NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 1 

 

local: Specifies local mirroring groups. 

all: Specifies all mirroring groups. 

Examples 
# Create local mirroring group 1. 
<Sysname> system-view 

[Sysname] mirroring-group 1 local 

mirroring-group mirroring-port (interface view) 
Use mirroring-group mirroring-port to configure a port as a source port for a mirroring 
group. 

Use undo mirroring-group mirroring-port to restore the default. 

Syntax 
mirroring-group group-id mirroring-port { both | inbound | outbound } 

undo mirroring-group group-id mirroring-port 

Default 
A port does not act as a source port for any mirroring groups. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a mirroring group by its ID.  

The following compatibility matrixes show the value ranges for the mirroring group ID: 

 

Models Value range 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB680, NFNX3-HDB1080 1 and 2 

NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 1 

 

both: Mirrors both received and sent packets. 

inbound: Mirrors only received packets. 

outbound: Mirrors only sent packets. 
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Usage guidelines 
A Layer 2 or Layer 3 aggregate interface cannot be configured as a source port for a mirroring group. 

A source port cannot be used as a monitor port. 

Examples 
# Create local mirroring group 1 to monitor the bidirectional traffic of port GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] mirroring-group 1 local 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mirroring-group 1 mirroring-port both 

Related commands 
mirroring-group 

mirroring-group mirroring-port (system view) 
Use mirroring-group mirroring-port to configure source ports for a mirroring group. 

Use undo mirroring-group mirroring-port to remove source ports from a mirroring 
group. 

Syntax 
mirroring-group group-id mirroring-port interface-list { both | inbound | 
outbound } 

undo mirroring-group group-id mirroring-port interface-list 

Default 
No source port is configured for a mirroring group. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a mirroring group by its ID.  

The following compatibility matrixes show the value ranges for the mirroring group ID: 

 

Models Value range 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB680, 
NFNX3-HDB1080 

1 and 2 

NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 1 

 

interface-list: Specifies a space-separated list of up to eight interface items. Each item 
specifies an interface by its type and number or specifies a range of interfaces in the form of 
interface-type interface-number1 to interface-type interface-number2. 
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When you specify a range of interfaces, the interfaces must be of the same type and on the same 
slot. The start interface number must be identical to or lower than the end interface number. 

both: Mirrors both received and sent packets. 

inbound: Mirrors only received packets. 

outbound: Mirrors only sent packets. 

Usage guidelines 
A Layer 2 or Layer 3 aggregate interface cannot be configured as a source port for a mirroring group. 

A source port cannot be used as a monitor port. 

Examples 
# Create local mirroring group 1 to monitor the bidirectional traffic of GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] mirroring-group 1 local 

[Sysname] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 both 

Related commands 
mirroring-group 

mirroring-group monitor-port (interface view) 
Use mirroring-group monitor-port to configure a port as the monitor port for a mirroring 
group. 

Use undo mirroring-group monitor-port to restore the default. 

Syntax 
mirroring-group group-id monitor-port 

undo mirroring-group group-id monitor-port 

Default 
A port does not act as the monitor port for any mirroring groups. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a mirroring group by its ID.  

The following compatibility matrixes show the value ranges for the mirroring group ID: 

 

Models Value range 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB680, NFNX3-HDB1080 1 and 2 

NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 1 
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Usage guidelines 
Do not enable the spanning tree feature on the monitor port of a mirroring group. 

A Layer 2 or Layer 3 aggregate interface cannot be configured as the monitor port for a mirroring 
group.  

Use a monitor port only for port mirroring, so the data monitoring device receives and analyzes only 
the mirrored traffic. 

The member port of an existing mirroring group cannot be configured as a monitor port.  

Examples 
# Create local mirroring group 1 and configure GigabitEthernet 1/0/1 as its monitor port. 
<Sysname> system-view 

[Sysname] mirroring-group 1 local 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mirroring-group 1 monitor-port 

Related commands 
mirroring-group 

mirroring-group monitor-port (system view) 
Use mirroring-group monitor-port to configure the monitor ports for a mirroring group. 

Use undo mirroring-group monitor-port to remove the monitor ports from a mirroring 
group. 

Syntax 
mirroring-group group-id monitor-port interface-type interface-number  

undo mirroring-group group-id monitor-port interface-type 
interface-number  

Default 
No monitor port is configured for a mirroring group. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a mirroring group by its ID.  

The following compatibility matrixes show the value ranges for the mirroring group ID: 

 

Models Value range 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB680, NFNX3-HDB1080 1 and 2 

NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 1 
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interface-type interface-number: Specifies an interface by its type and number. 

Usage guidelines 
Do not enable the spanning tree feature on the monitor port of a mirroring group. 

Use a monitor port only for port mirroring, so the data monitoring device receives only the mirrored 
traffic. 

The member port of an existing mirroring group cannot be configured as a monitor port. 

Examples 
# Create local mirroring group 1 and configure GigabitEthernet 1/0/1 as its monitor port. 
<Sysname> system-view 

[Sysname] mirroring-group 1 local 

[Sysname] mirroring-group 1 monitor-port gigabitethernet 1/0/1 

Related commands 
mirroring-group 
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Packet capture commands 
display packet-capture status 

Use display packet-capture status to display packet capture settings and status 
information. 

Syntax 
display packet-capture status 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display packet capture settings and status information. 
<Sysname> display packet-capture status 

  Capture status: Started 

  Filter: ACL 3000 

          Interface GigabitEthernet 1/0/1 

Table 1 Command output 

Field Description 

Capture status 

Packet capture status: 
• Started—Packet capture is started. 
• Stopped—Packet capture is stopped. 
• Saving—The device is saving captured packets to a file. 

Filter 

Filtering settings: 
• ACL—Captures packets permitted by an advanced ACL. 
• ACL IPv6—Captures packets permitted by an IPv6 advanced ACL. 
• Interface—Captures packets received or sent by an interface. 
If packet capture is not started, the command does not display this field. 

 

Related commands 
packet-capture start 

packet-capture stop 

packet-capture max-bytes 
Use packet-capture max-bytes to set the maximum packet size for a packet capture record. 

Use undo packet-capture max-bytes to restore the default. 
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Syntax 
packet-capture max-bytes bytes 

undo packet-capture max-bytes 

Default 
The maximum packet size is 1600 bytes for a packet capture record. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
bytes: Specifies the maximum packet size for a packet capture record in bytes. The value range is 
512 to 4096. 

Usage guidelines 
The device captures only the specified maximum number of bytes from a packet. The remaining part 
of the packet is ignored. To capture all bytes of packets, make sure the maximum packet size for a 
packet capture record is equal to or greater than the interface MTU. 

You can configure packet capture parameters only when packet capture is not started. 

Examples 
# Set the maximum packet size to 1500 bytes for a packet capture record. 
<Sysname> system-view 

[Sysname] packet-capture max-bytes 1500 

packet-capture max-file-packets 
Use packet-capture max-file-packets to set the maximum number of packet capture 
records for a file. 

Use undo packet-capture max-file-packets to restore the default. 

Syntax 
packet-capture max-file-packets number 

undo packet-capture max-file-packets 

Default 
The maximum number of packet capture records for a file is 100. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies the maximum number of packet capture records for a file. The value range is 100 
to 1000. 
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Usage guidelines 
The system first saves packet capture records to memory. After the maximum number of packet 
capture records for a file is reached, the system saves the records to a file and clears the records in 
memory. 

A greater value for this argument requires more memory space. If the available memory space is 
limited, decrease the value. 

You can configure packet capture parameters only when packet capture is not started. 

Examples 
# Set the maximum number of packet capture records for a file to 500. 
<Sysname> system-view 

[Sysname] packet-capture max-file-packets 500 

packet-capture start 
Use packet-capture start to start packet capture. 

Syntax 
packet-capture start [ acl { acl-number | ipv6 acl-number } | interface 
interface-type interface-number ] * 

Default 
Packet capture is not started. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
acl: Captures packets permitted by an advanced ACL. 

acl-number: Specifies an IPv4 advanced ACL by its number in the range of 3000 to 3900. 

ipv6 acl-number: Specifies an IPv6 advanced ACL by its number in the range of 3000 to 3900. 

interface interface-type interface-number: Captures packets received or sent by an 
interface.  

Usage guidelines 
Start packet capture only when necessary. Packet capture affects device performance. 

To save .cap files on the device, back up existing .cap files on the device before starting packet 
capture. The system automatically deletes existing .cap files in the same .cap file directory after you 
start packet capture. 

If you do not specify any options, the device captures all received and sent packets. 

On a non-default context, you cannot start packet capture on a shared interface. 

Examples 
# Start packet capture. Use ACL 3000 to identify the packets to be captured. 
<Sysname> system-view 

[Sysname] packet-capture start acl 3000 
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The operation will delete .cap files in storage path,continue?[y/n] 

packet-capture stop 
Use packet-capture stop to stop packet capture. 

Syntax 
packet-capture stop [ immediately ] 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
immediately: Stops packet capture and captured-packet saving. If you do not specify this 
keyword, the device saves captured packets to a file before stopping packet capture. 

Usage guidelines 
Saving packet capture records to a file takes time. The packet-capture stop command without 
the immediately keyword saves all packet capture records to a file before stopping packet 
capture. If you do not want to use the packet capture records in memory, execute the 
packet-capture stop immediately command. 

Examples 
# Stop packet capture. 
<Sysname> system-view 

[Sysname] packet-capture stop 

# Stop packet capture immediately. 
<Sysname> system-view 

[Sysname] packet-capture stop immediately 

packet-capture storage 
Use packet-capture storage to specify the storage directory for the .cap files. 

Use undo packet-capture storage to restore the default. 

Syntax 
packet-capture storage { local [ limit limit-space ] | remote serverpath 
[ vpn-instance vpn-instance-name ] [ user username [ password { cipher | 
simple } string ] ] } 

undo packet-capture storage 

Default 
The storage directory is the pcap directory of the default file system on the master.  

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
local: Saves the .cap files on the device. 

limit limit-space: Specifies the maximum storage space for .cap files in KB. The value range 
is 1024 to 10240. The default is 4096. After the maximum storage space is reached, the system 
stops capturing packets. 

remote: Saves the .cap files to a remote file server. 

serverpath: Specifies a directory on an FTP or TFTP server, a case-sensitive string of up to 253 
characters. Valid characters include letters, digits, hyphens (-), underscores (_), colons (:), forward 
slashes (/), and dots (.). 

vpn-instance vpn-instance-name: Specifies the VPN instance to which the FTP or TFTP 
server belongs. The vpn-instance-name argument specifies the VPN instance name, a 
case-sensitive string of 1 to 31 characters. If the FTP or TFTP server belongs to the public network, 
do not specify this option. 

user username: Specifies the username used to access the FTP server, a case-sensitive string of 
up to 255 characters. It cannot contain forward slashes (/), backward slashes (\), vertical bars (|), 
colons (:), asterisks (*), question marks (?), left angle brackets (<), right angle brackets (>), or at 
signs (@). This option is required if an FTP server is used to save the .cap files. 

password: Specifies the password used to access the FTP server. 

cipher: Specifies a password in encrypted form. 

simple: Specifies a password in plaintext form. For security purposes, the password specified in 
plaintext form will be stored in encrypted form. 

string: Specifies the password string, case sensitive. A password in encrypted form can have up 
to 255 characters. A password in plaintext form can have up to 373 characters. 

Usage guidelines 
The storage space of the storage media on the device is limited. As a best practice, use a remote file 
server to save the .cap files. 

You can configure packet capture parameters only when packet capture is not started. 

Examples 
# Set the storage directory for the .cap files to ftp://1.1.1.2. Specify the username and password for 
accessing the FTP server 
<Sysname> system-view 

[Sysname] packet-capture storage remote ftp://1.1.1.2 user user123 password simple 123 
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NQA commands 
NQA client commands 
advantage-factor 

Use advantage-factor to set the advantage factor to be used for calculating Mean Opinion 
Scores (MOS) and Calculated Planning Impairment Factor (ICPIF) values. 

Use undo advantage-factor to restore the default. 

Syntax 
advantage-factor factor 

undo advantage-factor 

Default 
The advantage factor is 0. 

Views 
Voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
factor: Specifies the advantage factor in the range of 0 to 20. 

Usage guidelines 
The evaluation of voice quality depends on users' tolerance for voice quality. For users with higher 
tolerance for voice quality, use the advantage-factor command to set an advantage factor. 
When the system calculates the ICPIF value, it subtracts the advantage factor to modify ICPIF and 
MOS values for voice quality evaluation. 

Examples 
# Set the advantage factor to 10 for the voice operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type voice 

[Sysname-nqa-admin-test-voice] advantage-factor 10 

agent-type 
Use agent-type to specify the SNMP agent type for the SNMP DCA operation. 

Use undo agent-type to restore the default. 

Syntax 
agent-type { net-snmp | user-defined | windows } 

undo agent-type 
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Default 
The default SNMP agent type is Net-SNMP.  

Views 
SNMP DCA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
net-snmp: Specifies the Net-SNMP agent type. 

user-defined: Specifies the user-defined agent type. 

windows: Specifies the Windows agent type. 

Usage guidelines 
The SNMP DCA operation monitors the performance of a device running an SNMP agent. It collects 
the CPU, memory, and disk usage from the SNMP agent and determines the device performance 
based on the collected object values and their associated thresholds and weights. 

Different SNMP agent types use different OIDs for the CPU, memory, and disk usage objects. Make 
sure the SNMP agent type specified in the SNMP DCA template matches the type of the SNMP 
agent to be monitored. 

For Net-SNMP or Windows SNMP agents, the NQA client has built-in OIDs to collect the CPU, 
memory, and disk usage objects. You can use the cpu, memory, and disk commands to set the 
thresholds and weights for these objects. You can also use the oid command to configure custom 
SNMP objects. 

For SNMP agents of the user-defined type, the NQA client does not have predefined SNMP objects 
to collect. You must use the oid command to configure the interested SNMP objects and their 
associated thresholds and weights. 

Examples 
# Set the SNMP agent type to Windows for SNMP DCA template test. 
<Sysname> system-view 

[Sysname] nqa template snmpdca test 

[Sysname-nqatplt-snmpdca-test] agent-type windows 

Related commands 
cpu 

disk 

memory 

oid 

codec-type 
Use codec-type to configure the codec type for the voice operation. 

Use undo codec-type to restore the default. 

Syntax 
codec-type { g711a | g711u | g729a } 

undo codec-type 
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Default 
The codec type for the voice operation is G.711 A-law. 

Views 
Voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
g711a: Specifies G.711 A-law codec type. 

g711u: Specifies G.711 µ-law codec type 

g729a: Specifies G.729 A-law codec type. 

Examples 
# Set the codec type to g729a for the voice operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type voice 

[Sysname-nqa-admin-test-voice] codec-type g729a 

community read 
Use community read to specify the community name for the SNMP operation. 

Use undo community read to restore the default. 

Syntax 
community read { cipher | simple } community-name 

undo community read 

Default 
The SNMP operation uses the community name public. 

Views 
SNMP operation view 

SNMP template view 

SNMP DCA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cipher: Specifies a community name in encrypted form. 

simple: Specifies a community name in plaintext form. For security purposes, the community name 
specified in plaintext form will be stored in encrypted form. 

community-name: Specifies the community name. Its plaintext form is a case-sensitive string of 1 
to 32 characters. Its encrypted form is a case-sensitive string of 33 to 73 characters. 
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Usage guidelines 
You must specify the community name for the SNMP operation when both of the following conditions 
exist: 
• The SNMP operation uses the SNMPv1 or SNMPv2c agent. 
• The SNMPv1 or SNMPv2c agent is configured with a read-only or read-write community name. 

The specified community name must be the same as the community name configured on the SNMP 
agent. 

The community name configuration is not required if the SNMP operation uses the SNMPv3 agent. 

For more information about SNMP, see "Configuring SNMP." 

Examples 
# Specify readaccess as the community name for the SNMP operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type snmp 

[Sysname-nqa-admin-test-snmp] community read simple readaccess 

cpu 
Use cpu to specify the threshold and weight for the CPU usage object. 

Use undo cpu to restore the default. 

Syntax 
cpu { threshold threshold-value | weight weight-value } * 

undo cpu 

Default 
The CPU usage threshold is 80 and the weight is 3. 

Views 
SNMP DCA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
threshold threshold-value: Specifies the CPU usage threshold in the range of 0 to 100. A 
threshold of 0 means that CPU usage is not used as a metric for measuring the SNMP agent 
performance. 

weight weight-value: Specifies the weight of the CPU usage object. The value range is 0 to 
100. A weight of 0 means that CPU usage is not used as a metric for measuring the SNMP agent 
performance. 

Usage guidelines 
This command takes effect only on SNMP agents of the Net-SNMP or Windows agent type. 

The NQA client automatically obtains the CPU usage from the SNMP agent of the Net-SNMP or 
Windows type in the SNMP DCA operation. 
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Examples 
# Set both the threshold and weight of the CPU usage object to 90. 
<Sysname> system-view 

[Sysname] nqa template snmpdca test 

[Sysname-nqatplt-snmpdca-test] cpu threshold 90 weight 90 

Related commands 
agent-type 

data-fill 
Use data-fill to configure the payload fill string for probe packets. 

Use undo data-fill to restore the default. 

Syntax 
data-fill string [ raw ] 

undo data-fill 

Default 
The default payload fill string is the hexadecimal string 00010203040506070809.  

Views 
ICMP/UDP echo operation view 

Path jitter/UDP jitter/voice operation view 

ICMP/TCP/UDP template view 

TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
string: Specifies a case-sensitive string of 1 to 200 characters. 

raw: Fills the packet payload with the specified payload fill string without truncation or repetition to fit 
the payload size. This keyword is available only in UDP template view. 

Usage guidelines 
How the string is filled depends on the operation type. 
• For the ICMP echo operation, the string fills the whole payload of an ICMP echo request. 
• For the UDP echo operation, the first five bytes in the payload of a UDP packet are for special 

purpose. The string fills the remaining part of payload. 
• For the UDP jitter operation, the first 68 bytes in the payload of a UDP packet are for special 

purpose. The string fills the remaining part of the payload. 
• For the voice operation, the first 16 bytes in the payload of a UDP packet are for special 

purpose. The string fills the remaining part of the payload. 
• For the path jitter operation, the first four bytes in the payload of an ICMP echo request are for 

special purpose. The string fills the remaining part of payload. 

With the raw keyword specified, the payload fill string will be used exactly as specified to fill the 
packet payload. 
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Without the raw keyword, the payload fill string will be truncated at the end or cyclically repeated to 
fit the payload size of the probe packet. 

For example, if you configure the payload fill string as abcd: 
• Probe packet with a payload size of 3 bytes will be filled with abc. 
• Probe packet with a payload size of 6 bytes will be filled with adcdab. 

In UDP template view, the probe packets without the raw keyword specified contain special 
characters. For a destination device other than an NSFOCUS device, provide the raw keyword 
because it can identify only probe packets without any special characters contained. Make sure the 
payload fill string specified on the client can be identified by the destination device. 

If the destination device is an NSFOCUS device, the raw keyword is not a must because the 
NSFOCUS device can identify the probe packets that contain special characters. As a best practice, 
do not specify the raw keyword. 

Examples 
# Specify abcd as the payload fill string for ICMP echo requests. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] data-fill abcd 

# In TCP template view, specify abcd as the payload fill string for probe packets. 
<Sysname> system-view 

[Sysname] nqa template tcp tcptplt 

[Sysname-nqatplt-tcp-tcptplt] data-fill abcd 

data-size 
Use data-size to set the payload size for each probe packet. 

Use undo data-size to restore the default. 

Syntax 
data-size size 

undo data-size 

Default 
The default payload size of a probe packet for different operations is described in Table 1. 

Table 1 Default payload size of a probe packet 

Operation type Codec type Default size (bytes) 

ICMP echo N/A 100 

UDP echo N/A 100 

UDP jitter N/A 100 

UDP tracert N/A 100 

Path jitter N/A 100 

Voice G.711 A-law 172 

Voice G.711 µ-law 172 

Voice G.729 A-law 32 
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Operation type Codec type Default size (bytes) 

TWAMP Light N/A 142 
 

Views 
ICMP/UDP echo operation view 

UDP tracert operation view 

Path jitter/UDP jitter/voice operation view 

ICMP/UDP template view 

TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
size: Specifies the payload size in bytes. The value range for the size argument varies by 
operation type. 
• For the ICMP echo, UDP echo, or UDP tracert operation, the value range is 20 to 65507. 
• For the UDP jitter or path jitter operation, the value range is 68 to 65507. 
• For the voice operation, the value range is 16 to 65507. 
• 44 to 1518 for TWAMP Light tests.  

Usage guidelines 
In ICMP echo and path jitter operations, the command sets the payload size for each ICMP echo 
request. 

In UDP echo, UDP jitter, UDP tracert, and voice operations, the command sets the payload size for 
each UDP packet.  

In TWAMP Light tests, the payload size cannot be larger than the MTU size of any interface on the 
test link.  

Examples 
# Set the payload size to 80 bytes for each ICMP echo request. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] data-size 80 

# In ICMP template view, set the payload size to 80 bytes for each probe packet. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] data-size 80 

description 
Use description to configure a description for an NQA operation, such as the operation type or 
purpose. 

Use undo description to restore the default. 
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Syntax 
description text 

undo description 

Default 
No description is configured for an NQA operation. 

Views 
ICMP echo/UDP echo/TCP operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

ICMP jitter/UDP jitter/path jitter/voice operation view 

TWAMP Light client-session view 

Any NQA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
text: Specifies a description, a case-sensitive string of 1 to 200 characters. 

Examples 
# Configure the description as icmp-probe for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] description icmp-probe 

# In ICMP template view, configure the description as icmp-probe for the NQA operation. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] description icmp-probe 

destination ip 
Use destination ip to configure the destination IPv4 address for the operation. 

Use undo destination ip to restore the default. 

Syntax 
destination ip ip-address 

undo destination ip 

Default 
No destination IPv4 address is configured for an operation. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/SNMP operation view 

UDP tracert operation view 



 

9 

ICMP jitter/path jitter/UDP jitter/voice operation view 

ARP/DNS/ICMP/IMAP/POP3/RADIUS authentication/RADIUS accounting/SMTP/SNMP/SNMP 
DCA/SSL/TCP/TCP half open/UDP/WAP template view 

TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the destination IPv4 address for the operation. 

Examples 
# Specify 10.1.1.1 as the destination IPv4 address for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] destination ip 10.1.1.1 

# In ICMP template view, specify 10.1.1.1 as the destination IPv4 address for the ICMP echo 
operation. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] destination ip 10.1.1.1 

destination ipv6 
Use destination ipv6 to configure the destination IPv6 address for the operation. 

Use undo destination ipv6 to restore the default. 

Syntax 
destination ipv6 ipv6-address 

undo destination ipv6 

Default 
No destination IPv6 address is configured for an operation. 

Views 
ICMP echo/TCP/UDP echo/UDP jitter operation view 

DNS/ICMP/IMAP/POP3/RADIUS authentication/RADIUS accounting/SMTP/SIP/SNMP/SNMP 
DCA/SSL/TCP/TCP half open/UDP/WAP template view 

TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-address: Specifies the destination IPv6 address for the operation. IPv6 link-local addresses 
are not supported. 
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Examples 
# Specify 1::1 as the destination IPv6 address for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] destination ipv6 1::1 

# In ICMP template view, specify 1::1 as the destination IPv6 address for the operation. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] destination ipv6 1::1 

destination mac 
Use destination mac to specify the destination MAC address for the operation. 

Use undo destination mac to restore the default. 

Syntax 
destination mac mac-address 

undo destination mac 

Default 
No destination MAC address is specified. 

Views 
TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
mac-address: Specifies the destination MAC address in the format of H-H-H. For example, to use 
000f-00e2-0001 as the destination MAC address, set this argument to f-e2-1. 

Usage guidelines 
# In TWAMP Light client-session view, specify 0001-0002-0003 as the destination MAC address for 
the TWAMP Light test. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 
[Sysname-nqa-twamp-light-client] test-session 1 
[Sysname-nqa-twamp-light-client-session1] destination mac 1-2-3 

destination port 
Use destination port to configure the destination port number for the operation. 

Use undo destination port to restore the default. 

Syntax 
destination port port-number 

undo destination port 
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Default 
The destination port numbers for NQA operations are as follows: 
• 33434 for the UDP tracert operation. 
• 161 for the SNMP operation. 

No destination port number is configured for other types of operations. 

The destination port numbers for NQA templates are as follows: 
• 53 for the DNS template. 
• 143 for the IMAP template. 
• 110 for the POP3 template. 
• 1812 for the RADIUS authentication template. 
• 1813 for the RADIUS accounting template. 
• 5060 for the SIP template. 
• 25 for the SMTP template. 
• 161 for the SNMP template. 
• 161 for the SNMP DCA template. 
• 9201 for the WAP template.  

No destination port number is configured for other types of NQA templates. 

Views 
TCP/UDP echo operation view 

SNMP operation view 

UDP tracert operation view 

UDP jitter/voice operation view 

DNS/IMAP/POP3/RADIUS authentication/RADIUS accounting/SIP/SMTP/SNMP/SNMP 
DCA/SSL/TCP/TCP half open /UDP/WAP template view 

TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies the destination port number for the operation, in the range of 1 to 65535. 

Usage guidelines 
For a TCP half open template, this command is required only if the port-detect enable 
command is configured. 

Examples 
# Set the destination port number to 9000 for the UDP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-echo 

[Sysname-nqa-admin-test-udp-echo] destination port 9000 

# In TCP template view, set the destination port number to 9000 for the NQA operation. 
<Sysname> system-view 
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[Sysname] nqa template tcp tcptplt 

[Sysname-nqatplt-tcp-tcptplt] destination port 9000 

Related commands 
port-detect enable 

disconnect-mode 
Use disconnect-mode to set a TCP connection termination mode. 

Use undo disconnect-mode to restore the default. 

Syntax 
disconnect-mode { fin | rst } 

undo disconnect-mode 

Default 
The TCP operation uses the RST mode to terminate TCP connections. 

Views 
TCP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
fin: Sets the FIN mode for TCP connection termination. 

rst: Sets the RST mode for TCP connection termination. 

Usage guidelines 
A TCP operation includes two processes: establishing a TCP connection through the three-way 
handshake and terminating the TCP connection. When both processes complete, the TCP operation 
succeeds. 

You can use the command to set the connection termination mode for the TCP operation: 
• RST mode—The server terminates the TCP connection after receiving the RST request from 

the client. 
• FIN mode—The server terminates the TCP connection after the four-way handshake between 

the client and the server. 
Use the FIN mode when the RST mode is not supported on the client. 

Examples 
# In TCP template view, set the FIN mode for TCP connection termination. 
<Sysname> system-view 

[Sysname] nqa template tcp test 
[Sysname-nqatplt-tcp-test] disconnect-mode fin 

disk 
Use disk to specify the threshold and weight for the disk usage object. 

Use undo disk to restore the default. 
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Syntax 
disk { threshold threshold-value | weight weight-value } * 

undo disk 

Default 
The disk usage threshold is 90 and the weight is 4. 

Views 
SNMP DCA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
threshold threshold-value: Specifies the disk usage threshold in the range of 0 to 100. A 
threshold of 0 means that disk usage is not used as a metric for measuring the SNMP agent 
performance. 

weight weight-value: Specifies the weight of the disk usage object in the range of 0 to 100. A 
weight of 0 means that disk usage is not used as a metric for measuring the SNMP agent 
performance. 

Usage guidelines 
This command takes effect only on SNMP agents of the Net-SNMP or Windows agent type.  

The NQA client automatically obtains the disk usage from the SNMP agent of the Net-SNMP or 
Windows type in the SNMP DCA operation. 

Examples 
# Set both the threshold and weight of the disk usage object to 90. 
<Sysname> system-view 

[Sysname] nqa template snmpdca test 

[Sysname-nqatplt-snmpdca-test] disk threshold 90 weight 90 

Related commands 
agent-type 

display nqa history 
Use display nqa history to display the history records of NQA operations. 

Syntax 
display nqa history [ admin-name operation-tag ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
admin-name operation-tag: Specifies an NQA operation by its administrator name and 
operation tag. The admin-name argument represents the name of the administrator who creates 
the NQA operation. The operation-tag argument represents the operation tag. Each of the 
arguments is a case-insensitive string of 1 to 32 characters that cannot contain hyphens (-). If you do 
not specify an NQA operation, the command displays the history records of all NQA operations. 

Usage guidelines 
The display nqa history command does not display the results or statistics of the following 
operations: 
• ICMP jitter. 
• Path jitter. 
• UDP jitter. 
• Voice. 

To view the results or statistics of the ICMP jitter, path jitter, UDP jitter, and voice operations, use the 
display nqa result or display nqa statistics command. 

Examples 
# Display the history records of the UDP tracert operation with administrator name administrator 
and operation tag tracert. 
<Sysname> display nqa history administrator tracert 

NQA entry (admin administrator, tag tracert) history records: 

Index      TTL  Response  Hop IP          Status          Time 

1          2    328       4.1.1.1         Succeeded       2013-09-09 14:46:06.2 

1          2    328       4.1.1.1         Succeeded       2013-09-09 14:46:05.2 

1          2    328       4.1.1.1         Succeeded       2013-09-09 14:46:04.2 

1          1    328       3.1.1.2         Succeeded       2013-09-09 14:46:03.2 

1          1    328       3.1.1.1         Succeeded       2013-09-09 14:46:02.2 

1          1    328       3.1.1.1         Succeeded       2013-09-09 14:46:01.2 

# Display the history records of the NQA operation with administrator name administrator and 
operation tag test. 
<Sysname> display nqa history administrator test 

NQA entry (admin administrator, tag test) history records: 

  Index      Response     Status           Time 

  10         329          Succeeded        2011-04-29 20:54:26.5 

  9          344          Succeeded        2011-04-29 20:54:26.2 

  8          328          Succeeded        2011-04-29 20:54:25.8 

  7          328          Succeeded        2011-04-29 20:54:25.5 

  6          328          Succeeded        2011-04-29 20:54:25.1 

  5          328          Succeeded        2011-04-29 20:54:24.8 

  4          328          Succeeded        2011-04-29 20:54:24.5 

  3          328          Succeeded        2011-04-29 20:54:24.1 

  2          328          Succeeded        2011-04-29 20:54:23.8 

  1          328          Succeeded        2011-04-29 20:54:23.4 
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Table 2 Command output 

Field Description 

Index 
History record ID. 
The history records in one UDP tracert operation have the same ID. 

TTL  

If the routing table bypass feature is not enabled in the operation, this field displays 
the TTL value in the probe packet.  
If the routing table bypass feature is enabled, the value of this field varies by the 
init-ttl command. However, the actual TTL value in the probe packet is fixed 
at 1. 

Response Round-trip time if the operation succeeds, timeout time upon timeout, or 0 if the 
operation cannot be completed, in milliseconds. 

Hop IP IP address of the node that sent the reply packet. 

Status 

Status of the operation result: 
• Succeeded. 
• Unknown error. 
• Internal error. 
• Timeout. 

Time Time when the operation was completed. 
 

display nqa reaction counters 
Use display nqa reaction counters to display the current monitoring results of reaction 
entries. 

Syntax 
display nqa reaction counters [ admin-name operation-tag [ item-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
admin-name operation-tag: Specifies an NQA operation by its administrator name and 
operation tag. The admin-name argument represents the name of the administrator who creates 
the NQA operation. The operation-tag argument represents the operation tag. Each of the 
arguments is a case-insensitive string of 1 to 32 characters that cannot contain hyphens (-). If you do 
not specify an NQA operation, the command displays the current monitoring results of reaction 
entries for all NQA operations. 

item-number: Specifies a reaction entry by its ID in the range of 1 to 10. If you do not specify a 
reaction entry, the command displays the results of all reaction entries. 

Usage guidelines 
The result fields display hyphens (-) if the threshold type is the average value or if the monitored 
performance metric is ICPIF or MOS of the voice operation.  



 

16 

The monitoring results of an operation are accumulated, and are not cleared after the operation 
completes. 

Examples 
# Display the monitoring results of all reaction entries of the ICMP echo operation with administrator 
name admin and operation tag test. 
<Sysname> display nqa reaction counters admin test 

NQA entry (admin admin, tag test) reaction counters: 

  Index  Checked Element  Threshold Type  Checked Num  Over-threshold Num 

  1      probe-duration   accumulate      12           4 

  2      probe-duration   average         -            - 

  3      probe-duration   consecutive     160          56 

  4      probe-fail       accumulate      12           0 

  5      probe-fail       consecutive     162          2 

Table 3 Command output 

Field Description 

Index ID of a reaction entry. 

Checked Element 
Monitored performance metric.  
The available performance metrics vary by NQA operation 
type. For more information, see Table 4 and Table 5. 

Threshold Type Threshold type. 

Checked Num Number of targets that have been monitored for data 
collection.  

Over-threshold Num Number of threshold violations. 
 

Table 4 Monitored performance metrics for ARP/DHCP/DLSw/DNS/FTP/HTTP/ICMP 
echo/SNMP/TCP/UDP echo operations 

Monitored 
performance 
metric 

Threshold 
type Collect data in Checked Num Over-threshold Num 

probe-duration 

accumulate Probes after the 
operation starts. 

Number of 
completed probes. 

Number of probes with 
duration exceeding the 
threshold. 

average N/A N/A N/A 

consecutive Probes after the 
operation starts. 

Number of 
completed probes. 

Number of probes with 
duration exceeding the 
threshold. 

probe-fail 
accumulate Probes after the 

operation starts. 
Number of 
completed probes. Number of probe failures. 

consecutive Probes after the 
operation starts. 

Number of 
completed probes. Number of probe failures. 
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Table 5 Monitored performance metrics for ICMP jitter/UDP jitter/voice operations 

Monitored 
performance 
metric 

Threshold 
type Collect data in Checked Num Over-threshold Num 

RTT 
accumulate 

Packets sent 
after the 
operation starts. 

Number of sent 
packets. 

Number of packets with 
round-trip time exceeding 
threshold. 

average N/A N/A N/A 

jitter-DS/jitter-SD 
accumulate 

Packets sent 
after the 
operation starts. 

Number of sent 
packets. 

Number of packets with 
the one-way jitter 
exceeding the threshold. 

average N/A N/A N/A 

OWD-DS/OWD-SD N/A 
Packets sent 
after the 
operation starts. 

Number of sent 
packets. 

Number of packets with 
the one-way delay 
exceeding the threshold.  

packet-loss accumulate 
Packets sent 
after the 
operation starts. 

Number of sent 
packets. Total packet loss. 

ICPIF/MOS 
(available only for 
the voice operation) 

N/A N/A N/A N/A 

 

display nqa result 
Use display nqa result to display the most recent result of an NQA operation. 

Syntax 
display nqa result [ admin-name operation-tag ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
admin-name operation-tag: Specifies an NQA operation by its administrator name and 
operation tag. The admin-name argument represents the name of the administrator who creates 
the NQA operation. The operation-tag argument represents the operation tag. Each of the 
arguments is a case-insensitive string of 1 to 32 characters that cannot contain hyphens (-). If you do 
not specify an NQA operation, the command displays the most recent results of all NQA operations. 

Examples 
# Display the most recent result of the ARP operation with administrator name admin and operation 
tag test. 
<Sysname> display nqa result admin test 

NQA entry (admin admin, tag test) test results: 
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    Send operation times: 1              Receive response times: 1 

    Min/Max/Average round trip time: 35/35/35  

    Square-Sum of round trip time: 1225  

    Last succeeded probe time: 2011-05-29 10:50:33.2 

  Extended results: 

    Packet loss ratio: 0% 

    Failures due to timeout: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

# Display the most recent result of the TCP operation with administrator name admin and operation 
tag test. 
<Sysname> display nqa result admin test 

NQA entry (admin admin, tag test) test results: 

    Send operation times: 1              Receive response times: 1 

    Min/Max/Average round trip time: 35/35/35 

    Square-Sum of round trip time: 1225 

    Last succeeded probe time: 2011-05-29 10:50:33.2 

  Extended results: 

    Packet loss ratio: 0% 

    Failures due to timeout: 0 

    Failures due to disconnect: 0 

    Failures due to no connection: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

# Display the most recent result of the ICMP jitter operation with administrator name admin and 
operation tag test. 
<Sysname> display nqa result admin test 

NQA entry (admin admin, tag test) test results: 

    Send operation times: 10             Receive response times: 10 

    Min/Max/Average round trip time: 1/2/1 

    Square-Sum of round trip time: 13 

    Last packet received time: 2015-03-09 17:40:29.8 

  Extended results: 

    Packet loss ratio: 0.0% 

    Failures due to timeout: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

    Packets out of sequence: 0 

    Packets arrived late: 0 

  ICMP-jitter results: 

   RTT number: 10 

    Min positive SD: 0                     Min positive DS: 0 

    Max positive SD: 0                     Max positive DS: 0 

    Positive SD number: 0                  Positive DS number: 0 

    Positive SD sum: 0                     Positive DS sum: 0 

    Positive SD average: 0                 Positive DS average: 0 

    Positive SD square-sum: 0              Positive DS square-sum: 0 

    Min negative SD: 1                     Min negative DS: 2 
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    Max negative SD: 1                     Max negative DS: 2 

    Negative SD number: 1                  Negative DS number: 1 

    Negative SD sum: 1                     Negative DS sum: 2 

    Negative SD average: 1                 Negative DS average: 2 

    Negative SD square-sum: 1              Negative DS square-sum: 4 

    SD average: 1                          DS average: 2 

  One way results: 

    Max SD delay: 1                        Max DS delay: 2 

    Min SD delay: 1                        Min DS delay: 2 

    Number of SD delay: 1                  Number of DS delay: 1 

    Sum of SD delay: 1                     Sum of DS delay: 2 

    Square-Sum of SD delay: 1              Square-Sum of DS delay: 4 

    Lost packets for unknown reason: 0 

# Display the most recent result of the UDP jitter operation with administrator name admin and 
operation tag test. 
<Sysname> display nqa result admin test 

NQA entry (admin admin, tag test) test results: 

    Send operation times: 10             Receive response times: 10 

    Min/Max/Average round trip time: 15/46/26 

    Square-Sum of round trip time: 8103 

    Last packet received time: 2011-05-29 10:56:38.7 

  Extended results: 

    Packet loss ratio: 0.0% 

    Failures due to timeout: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

    Packets out of sequence: 0 

    Packets arrived late: 0 

  UDP-jitter results: 

   RTT number: 10 

    Min positive SD: 8                     Min positive DS: 8 

    Max positive SD: 18                    Max positive DS: 8 

    Positive SD number: 5                  Positive DS number: 2 

    Positive SD sum: 75                    Positive DS sum: 32 

    Positive SD average: 15                Positive DS average: 16 

    Positive SD square-sum: 1189           Positive DS square-sum: 640 

    Min negative SD: 8                     Min negative DS: 1 

    Max negative SD: 24                    Max negative DS: 30 

    Negative SD number: 4                  Negative DS number: 7 

    Negative SD sum: 56                    Negative DS sum: 99 

    Negative SD average: 14                Negative DS average: 14 

    Negative SD square-sum: 946            Negative DS square-sum: 1495 

    SD average: 14                         DS average: 14 

  One way results: 

    Max SD delay: 22                       Max DS delay: 23 

    Min SD delay: 7                        Min DS delay: 7 

    Number of SD delay: 10                 Number of DS delay: 10 

    Sum of SD delay: 125                   Sum of DS delay: 132 
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    Square-Sum of SD delay: 1805           Square-Sum of DS delay: 1988 

    SD lost packets: 0                     DS lost packets: 0 

    Lost packets for unknown reason: 0 

# Display the most recent result of the voice operation with administrator name admin and operation 
tag test. 
<Sysname> display nqa result admin test 

NQA entry (admin admin, tag test) test results: 

    Send operation times: 1000           Receive response times: 0 

    Min/Max/Average round trip time: 0/0/0 

    Square-Sum of round trip time: 0 

    Last packet received time: 0-00-00 00:00:00.0 

  Extended results: 

    Packet loss ratio: 100.0% 

    Failures due to timeout: 1000 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

    Packets out of sequence: 0 

    Packets arrived late: 0 

  Voice results: 

   RTT number: 0 

    Min positive SD: 0                     Min positive DS: 0 

    Max positive SD: 0                     Max positive DS: 0 

    Positive SD number: 0                  Positive DS number: 0 

    Positive SD sum: 0                     Positive DS sum: 0 

    Positive SD average: 0                 Positive DS average: 0 

    Positive SD square-sum: 0              Positive DS square-sum: 0 

    Min negative SD: 0                     Min negative DS: 0 

    Max negative SD: 0                     Max negative DS: 0 

    Negative SD number: 0                  Negative DS number: 0 

    Negative SD sum: 0                     Negative DS sum: 0 

    Negative SD average: 0                 Negative DS average: 0 

    Negative SD square-sum: 0              Negative DS square-sum: 0 

    SD average: 0                          DS average: 0 

  One way results: 

    Max SD delay: 0                        Max DS delay: 0 

    Min SD delay: 0                        Min DS delay: 0 

    Number of SD delay: 0                  Number of DS delay: 0 

    Sum of SD delay: 0                     Sum of DS delay: 0 

    Square-Sum of SD delay: 0              Square-Sum of DS delay: 0 

    SD lost packets: 0                     DS lost packets: 0 

    Lost packets for unknown reason: 1000 

  Voice scores: 

    MOS value: 0.99                        ICPIF value: 87 

# Display the most recent result of the path jitter operation with administrator name admin and 
operation tag test. 
<Sysname> display nqa result admin test 

NQA entry (admin admin, tag test) test results: 

  Hop IP 192.168.40.210 
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    Basic Results: 

      Send operation times: 10 

      Receive response times: 10 

      Min/Max/Average round trip time: 1/1/1 

      Square-Sum of round trip time: 10 

    Extended Results: 

      Packet loss ratio: 0% 

      Failures due to timeout: 0 

      Failures due to internal error: 0 

      Failures due to other errors: 0 

      Packets out of sequence: 0 

      Packets arrived late: 0 

    Path-Jitter Results: 

      Jitter number: 9 

        Min/Max/Average jitter: 0/0/0 

      Positive jitter number: 0 

        Min/Max/Average positive jitter: 0/0/0 

        Sum/Square-Sum positive jitter: 0/0 

      Negative jitter number: 0 

        Min/Max/Average negative jitter: 0/0/0 

        Sum/Square-Sum negative jitter: 0/0 

  Hop IP 192.168.50.209 

    Basic Results: 

      Send operation times: 10 

      Receive response times: 10 

      Min/Max/Average round trip time: 1/1/1 

      Square-Sum of round trip time: 10 

    Extended Results: 

      Packet loss ratio: 0% 

      Failures due to timeout: 0 

      Failures due to internal error: 0 

      Failures due to other errors: 0 

      Packets out of sequence: 0 

      Packets arrived late: 0 

    Path-Jitter Results: 

      Jitter number: 9 

        Min/Max/Average jitter: 0/0/0 

      Positive jitter number: 0 

        Min/Max/Average positive jitter: 0/0/0 

        Sum/Square-Sum positive jitter: 0/0 

      Negative jitter number: 0 

        Min/Max/Average negative jitter: 0/0/0 

        Sum/Square-Sum negative jitter: 0/0 

# Display the most recent result of the UDP tracert operation with administrator name admin and 
operation tag test. 
<Sysname> display nqa result admin test 

NQA entry (admin admin, tag test) test results: 

    Send operation times: 6              Receive response times: 6 
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    Min/Max/Average round trip time: 35/35/35 

    Square-Sum of round trip time: 1225 

    Last succeeded probe time: 2013-09-09 14:23:24.5 

  Extended results: 

    Packet loss ratio: 0% 

    Failures due to timeout: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

  UDP-tracert results: 

    TTL    Hop IP             Time 

    1      3.1.1.1            2013-09-09 14:23:24.5 

    2      4.1.1.1            2013-09-09 14:23:24.5 

# Display the most recent result of the throughput operation with administrator name admin and 
operation tag test. 
<Sysname> display nqa result admin test 

NQA entry (admin admin, tag test) test results: 

  Basic results     : 

    Initial speed(Kbps)    : 100000 

    Speed granularity(Kbps): 1000 

    Probe duration(s)      : 60 

    Probe interval(s)      : 4 

    Allowed-loss-ratio     : 1/10000 

 

  Throughput results: 

    Frame size(Byte): 64 

      Current speed(Kbps): - 

      Frame-loss(Loss/Tx): - 

      Status             : Failed 

      Time               : 2022-01-01 07:20:40.8 

    Frame size(Byte): 512  

      Current speed(Kbps): 4000 

      Frame-loss(Loss/Tx): 0/10000 

      Status             : Succeeded 

      Time               : 2022-01-01 07:21:40.8 

    Frame size(Byte): 1024 

      Current speed(Kbps): 8000 

      Frame-loss(Loss/Tx): 0/10000 

      Status             : Succeeded 

      Time               : 2022-01-01 07:22:52.8 

    Frame size(Byte): 1280 

      Current speed(Kbps): 10000 

      Frame-loss(Loss/Tx): 0/10000 

      Status             : Succeeded 

      Time               : 2022-01-01 07:23:45.8 

    Frame size(Byte): 1518 

      Current speed(Kbps): 10000 

      Frame-loss(Loss/Tx): 0/10000 

      Status             : Succeeded 
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      Time               : 2022-01-01 07:24:45.8 

Table 6 Command output 

Field Description 

NQA entry (admin admin, tag test) 
test results NQA operation results. 

Data collecting in progress The operation is in progress. 

Path jitter result is not available No result is generated for the operation. 

Send operation times Number of operations. 

Receive response times Number of response packets received. 

Min/Max/Average round trip time Minimum/maximum/average round-trip time in milliseconds. 

Square-Sum of round trip time Square sum of round-trip time. 

Last succeeded probe time 

Time when the last successful probe was completed. If no probes 
are successful in an operation, the field displays 0. 
This field is not available for UDP jitter, path jitter, and voice 
operations.  

Last packet received time 
Time when the last response packet was received. If no response 
packets in a probe were received, the field displays 0. 
This field is available only for UDP jitter and voice operations.  

Extended results Results of extended items. 

Packet loss ratio Average packet loss ratio. For ICMP jitter, UDP jitter, and voice 
operations, the accuracy of the field value is 0.1%. 

Failures due to timeout Number of timeout occurrences in an operation. 

Failures due to disconnect Number of disconnections by the peer. 

Failures due to no connection Number of failures to connect with the peer. 

Failures due to internal error Number of failures due to internal errors. 

Failures due to other errors Failures due to other errors. 

Packets out of sequence Number of failures due to out-of-sequence packets. 

ICMP-jitter results 
ICMP jitter operation results. 
This field is available only for the ICMP jitter operation. 

Packets arrived late Number of response packets received after a probe times out. 

UDP-jitter results 
UDP jitter operation results. 
This field is available only for the UDP jitter operation. 

Voice results 
Voice operation results. 
This field is available only for the voice operation. 

RTT number Number of response packets received. 

Min positive SD Minimum positive jitter from source to destination. 

Min positive DS Minimum positive jitter from destination to source. 

Max positive SD Maximum positive jitter from source to destination. 

Max positive DS Maximum positive jitter from destination to source. 

Positive SD number Number of positive jitters from source to destination. 

Positive DS number Number of positive jitters from destination to source. 
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Field Description 

Positive SD sum Sum of positive jitters from source to destination. 

Positive DS sum Sum of positive jitters from destination to source. 

Positive SD average Average positive jitters from source to destination. 

Positive DS average Average positive jitters from destination to source. 

Positive SD square-sum Square sum of positive jitters from source to destination. 

Positive DS square-sum Square sum of positive jitters from destination to source. 

Min negative SD Minimum absolute value among negative jitters from source to 
destination. 

Min negative DS Minimum absolute value among negative jitters from destination to 
source. 

Max negative SD Maximum absolute value among negative jitters from source to 
destination. 

Max negative DS Maximum absolute value among negative jitters from destination to 
source. 

Negative SD number Number of negative jitters from source to destination. 

Negative DS number Number of negative jitters from destination to source. 

Negative SD sum Sum of absolute values of negative jitters from source to 
destination. 

Negative DS sum Sum of absolute values of negative jitters from destination to 
source. 

Negative SD average Average absolute value of negative jitters from source to 
destination. 

Negative DS average Average absolute value of negative jitters from destination to 
source. 

Negative SD square-sum Square sum of negative jitters from source to destination. 

Negative DS square-sum Square sum of negative jitters from destination to source. 

SD average Average value of jitters from source to destination. 

DS average Average value of jitters from destination to source. 

One way results 
Unidirectional delay. 
This field is available only for the ICMP jitter, UDP jitter, and voice 
operations.  

Max SD delay Maximum delay from source to destination. 

Max DS delay Maximum delay from destination to source. 

Min SD delay Minimum delay from source to destination. 

Min DS delay Minimum delay from destination to source. 

Number of SD delay Number of delays from source to destination. 

Number of DS delay Number of delays from destination to source. 

Sum of SD delay Sum of delays from source to destination. 

Sum of DS delay Sum of delays from destination to source. 

Square-Sum of SD delay Square sum of delays from source to destination. 
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Field Description 

Square-Sum of DS delay Square sum of delays from destination to source. 

SD lost packets Number of lost packets from the source to the destination. 

DS lost packets Number of lost packets from the destination to the source. 

Lost packets for unknown reason Number of lost packets for unknown reasons. 

Voice scores 
Voice parameters. 
This field is available only for the voice operation. 

MOS value MOS value calculated for the voice operation. 

ICPIF value ICPIF value calculated for the voice operation. 

Hop IP 
IP address of the hop. 
This field is available only for the path jitter operation. 

Path-jitter results 
Path jitter operation results. 
This field is available only for the path jitter operation. 

Jitter number 
Number of jitters. 
This field is available only for the path jitter operation. 

Min/Max/Average jitter 
Minimum/maximum/average jitter in milliseconds. 
This field is available only for the path jitter operation. 

Positive jitter number 
Number of positive jitter. 
This field is available only for the path jitter operation. 

Min/Max/Average positive jitter 
Minimum/maximum/average positive jitter in milliseconds. 
This field is available only for the path jitter operation. 

Sum/Square-Sum positive jitter 
Sum/square sum of the positive jitter. 
This field is available only for the path jitter operation. 

Negative jitter number 
Number of negative jitter. 
This field is available only for the path jitter operation. 

Min/Max/Average negative jitter 
Minimum/maximum/average negative jitter in milliseconds. 
This field is available only for the path jitter operation. 

Sum/Square-Sum negative jitter 
Sum/square sum of the negative jitter. 
This field is available only for the path jitter operation. 

TTL 

If the routing table bypass feature is not enabled in the operation, 
this field displays the TTL value in the probe packet.  
If the routing table bypass feature is enabled, the value of this field 
varies by the init-ttl command. However, the actual TTL 
value in the probe packet is fixed at 1. 

Hop IP IP address of the node that sent the reply packet. 

Time Time when the NQA client received the reply packet. 
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Field Description 

Status 

Status of the Y.1564 operation or a test in the Y.1564 operation. 
The value can be: 
• Succeeded. 
• Failed. 
• In progress.  
• Aborted—The test was manually aborted. 
• Timeout. 
• Unknown error. 
This field displays two hyphens (--) for a test whose status is 
meaningless.. 

Last test 

Last completed test. The value can be: 
• CIR test 
• PIR test 
• Traffic policing test 
• Service performance test 

Estimated total time Total time that the Y.1564 operation was estimated to take, in 
seconds. 

Actual test time used 

Actual time taken to complete the Y.1564 operation, in seconds.  
NOTE: 
The timer used to measure the test start time and end time is 
accurate to 1 second. Therefore, a difference of up to 1 second 
might exist between the value displayed in this field and the time 
duration between the start and end of the test. 

CIR test (with the step of 1) 
Information about the CIR test with a step count of 1. 
The number of steps in a CIR test can be set to any value in the 
range of 1 to 1000.  

Start time Start time of the test. 

End time End time of the test. 

Min/Max/Average IR(Kbps) Minimum, maximum, and average information rates in kbps. 

Min/Max/Average FTD(us) Minimum, maximum, and average frame transfer delays, in μs. 

Min/Max/Average FDV(us) Minimum, maximum, and average frame delay variations, in μs. 

FL count/FLR Number of lost frames and the frame loss ratio. 

Packets out of order Number of out-of-order packets. 

Severely Err Secs/AVAIL 

Total number of severely errored seconds (SESs) and the network 
availability ratio (AVAIL). 
A severely errored second occurs when the ratio of lost frames 
during a one-second interval exceeds 50%. 
AVAIL is calculated as follows: AVAIL = Total seconds in available 
periods / total seconds taken by the test. 
• The network is in an unavailable period after 10 consecutive 

SESs are recorded. The unavailable period ends when 10 
consecutive non-SESs are recorded. 

• The network is in an available period after 10 consecutive 
non-SESs. The available period ends when 10 consecutive 
SESs are recorded.  

By default, the test is considered to start in an available period. 

PIR test (color green) Statistics about the green frames in the PIR test. 
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Field Description 

PIR test (color yellow) Statistics about the yellow frames in the PIR test. 

PIR test (total) Summary statistics about the PIR test. 

PIR test (color-blind) Statistics about the PIR test in non-color-aware mode. 

Traffic policing test (color green) Statistics about the green frames in the traffic policing test. 

Traffic policing test (color yellow) Statistics about the yellow frames in the traffic policing test. 

Traffic policing test (total) Summary statistics about the traffic policing test. 

Traffic policing test (color-blind) Statistics about the traffic policing test in non-color-aware mode. 

Service performance test Statistics about the service performance test. 

Basic results Results of basic items. 

Throughput results Throughput operation results. 

Frame-loss results Frame loss operation results. 

Latency results Latency operation results. 

Initial speed(Kbps) Initial rate for sending probe packets, in kbps. 

Speed granularity(Kbps) Granularity of rate adjustment, in kbps. 

Probe duration(s) Duration of a probe, in seconds. 

Probe interval(s) Intervals at which probes are performed, in seconds. 

Allowed-loss-ratio Maximum packet loss rate supported. 

Frame size(Byte) Frame size in bytes. 

Current speed(Kbps) Current rate in kbps. 

Frame-loss(Loss/Tx) Frame loss rate. 

Min-latency(us) Minimum latency in microseconds. 

Max-latency(us) Maximum latency in microseconds. 

Avg-latency(us) Average latency in microseconds. 

Min-jitter(ns) Minimum jitter in nanoseconds. 

Max-jitter(ns) Maximum jitter in nanoseconds. 

Avg-jitter(ns) Average jitter in nanoseconds. 

Sent packets Number of packets sent. 

Received packets Number of packets received. 

Status 
Probe result: 
• Succeeded. 
• Failed. 

Time Time when the probe was completed. 
 

display nqa statistics 
Use display nqa statistics to display NQA operation statistics. 
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Syntax 
display nqa statistics [ admin-name operation-tag ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
admin-name operation-tag: Specifies an NQA operation by its administrator name and 
operation tag. The admin-name argument represents the name of the administrator who creates 
the NQA operation. The operation-tag argument represents the operation tag. Each of the 
arguments is a case-insensitive string of 1 to 32 characters that cannot contain hyphens (-). 

Usage guidelines 
The statistics are generated after the NQA operation completes. If you execute the display nqa 
statistics command before the operation completes, the statistics are displayed as all 0s. 

If a reaction entry is configured, the command displays the monitoring results of the reaction entry in 
the period specified by the statistics internal command. The result fields display hyphens (-) 
if the threshold type is average value or if the monitored performance metric is ICPIF or MOS for the 
voice operation. 

If you do not specify an NQA operation, this command displays statistics for all NQA operations. 

Examples 
# Display the statistics for the ARP operation with administrator name admin and operation tag test. 
<Sysname> display nqa statistics admin test 

NQA entry (admin admin, tag test) test statistics: 

  NO. : 1 

    Start time: 2007-01-01 09:30:20.0  

    Life time: 2 seconds 

    Send operation times: 1              Receive response times: 1  

    Min/Max/Average round trip time: 13/13/13  

    Square-Sum of round trip time: 169  

  Extended results: 

    Packet loss ratio: 0%  

    Failures due to timeout: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

# Display the statistics for the TCP operation with administrator name admin and operation tag test. 
<Sysname> display nqa statistics admin test 

NQA entry (admin admin, tag test) test statistics: 

  NO. : 1 

    Start time: 2007-01-01 09:30:20.0 

    Life time: 2 seconds 

    Send operation times: 1              Receive response times: 1 

    Min/Max/Average round trip time: 13/13/13 
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    Square-Sum of round trip time: 169 

  Extended results: 

    Packet loss ratio: 0% 

    Failures due to timeout: 0 

    Failures due to disconnect: 0 

    Failures due to no connection: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

# Display the statistics for the ICMP jitter operation with administrator name admin and operation tag 
test. 
<Sysname> display nqa statistics admin test 

NQA entry (admin admin, tag test) test statistics: 

  NO. : 1 

    Start time: 2015-03-09 17:42:10.7 

    Life time: 156 seconds 

    Send operation times: 1560           Receive response times: 1560 

    Min/Max/Average round trip time: 1/2/1 

    Square-Sum of round trip time: 1563 

  Extended results: 

    Packet loss ratio: 0.0% 

    Failures due to timeout: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

    Packets out of sequence: 0 

    Packets arrived late: 0 

  ICMP-jitter results: 

   RTT number: 1560 

    Min positive SD: 1                     Min positive DS: 1 

    Max positive SD: 1                     Max positive DS: 2 

    Positive SD number: 18                 Positive DS number: 46 

    Positive SD sum: 18                    Positive DS sum: 49 

    Positive SD average: 1                 Positive DS average: 1 

    Positive SD square-sum: 18             Positive DS square-sum: 55 

    Min negative SD: 1                     Min negative DS: 1 

    Max negative SD: 1                     Max negative DS: 2 

    Negative SD number: 24                 Negative DS number: 57 

    Negative SD sum: 24                    Negative DS sum: 58 

    Negative SD average: 1                 Negative DS average: 1 

    Negative SD square-sum: 24             Negative DS square-sum: 60 

   SD average: 1                          DS average: 1 

  One way results: 

    Max SD delay: 1                        Max DS delay: 2 

    Min SD delay: 1                        Min DS delay: 1 

    Number of SD delay: 4                  Number of DS delay: 4 

    Sum of SD delay: 4                     Sum of DS delay: 5 

    Square-Sum of SD delay: 4              Square-Sum of DS delay: 7 

    Lost packets for unknown reason: 0 

  Reaction statistics: 
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    Index  Checked Element  Threshold Type  Checked Num  Over-threshold Num 

    1      jitter-DS        accumulate      1500         10 

    2      jitter-SD        average         -            - 

    3      OWD-DS           -               1560         2 

    4      OWD-SD           -               1560         0 

    5      packet-loss      accumulate      0            0 

    6      RTT              accumulate      1560         0 

# Display the statistics for the UDP jitter operation with administrator name admin and operation tag 
test. 
<Sysname> display nqa statistics admin test 

NQA entry (admin admin, tag test) test statistics: 

  NO. : 1 

    Start time: 2007-01-01 09:33:22.3 

    Life time: 23 seconds 

    Send operation times: 100            Receive response times: 100 

    Min/Max/Average round trip time: 1/11/5 

    Square-Sum of round trip time: 24360 

  Extended results: 

    Packet loss ratio: 0.0% 

    Failures due to timeout: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

    Packets out of sequence: 0 

    Packets arrived late: 0 

  UDP-jitter results: 

   RTT number: 550 

    Min positive SD: 1                     Min positive DS: 1 

    Max positive SD: 7                     Max positive DS: 1 

    Positive SD number: 220                Positive DS number: 97 

    Positive SD sum: 283                   Positive DS sum: 287 

    Positive SD average: 1                 Positive DS average: 2 

    Positive SD square-sum: 709            Positive DS square-sum: 1937 

    Min negative SD: 2                     Min negative DS: 1 

    Max negative SD: 10                    Max negative DS: 1 

    Negative SD number: 81                 Negative DS number: 94 

    Negative SD sum: 556                   Negative DS sum: 191 

    Negative SD average: 6                 Negative DS average: 2 

    Negative SD square-sum: 4292           Negative DS square-sum: 967 

    SD average: 2                          DS average: 2 

  One way results: 

    Max SD delay: 5                        Max DS delay: 5 

    Min SD delay: 1                        Min DS delay: 1 

    Number of SD delay: 550                Number of DS delay: 550 

    Sum of SD delay: 1475                  Sum of DS delay: 1201 

    Square-Sum of SD delay: 5407           Square-Sum of DS delay: 3959 

    SD lost packets: 0                     DS lost packets: 0 

    Lost packets for unknown reason: 0 

  Reaction statistics: 
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    Index  Checked Element  Threshold Type  Checked Num  Over-threshold Num 

    1      jitter-DS        accumulate      90           25 

    2      jitter-SD        average         -            - 

    3      OWD-DS           -               100          24 

    4      OWD-SD           -               100          13 

    5      packet-loss      accumulate      0            0 

    6      RTT              accumulate      100          52 

# Display the statistics for the voice operation with administrator name admin and operation tag test. 
<Sysname> display nqa statistics admin test 

NQA entry (admin admin, tag test) test statistics: 

  NO. : 1 

    Start time: 2007-01-01 09:33:45.3 

    Life time: 120 seconds 

    Send operation times: 10             Receive response times: 10 

    Min/Max/Average round trip time: 1/12/7 

    Square-Sum of round trip time: 620 

  Extended results: 

    Packet loss ratio: 0.0% 

    Failures due to timeout: 0 

    Failures due to internal error: 0 

    Failures due to other errors: 0 

    Packets out of sequence: 0 

    Packets arrived late: 0 

  Voice results: 

   RTT number: 10 

    Min positive SD: 3                     Min positive DS: 1 

    Max positive SD: 10                    Max positive DS: 1 

    Positive SD number: 3                  Positive DS number: 2 

    Positive SD sum: 18                    Positive DS sum: 2 

    Positive SD average: 6                 Positive DS average: 1 

    Positive SD square-sum: 134            Positive DS square-sum: 2 

    Min negative SD: 3                     Min negative DS: 1 

    Max negative SD: 9                     Max negative DS: 1 

    Negative SD number: 4                  Negative DS number: 2 

    Negative SD sum: 25                    Negative DS sum: 2 

    Negative SD average: 6                 Negative DS average: 1 

    Negative SD square-sum: 187            Negative DS square-sum: 2 

    SD average: 6                          DS average: 1 

  One way results: 

    Max SD delay: 0                        Max DS delay: 0 

    Min SD delay: 0                        Min DS delay: 0 

    Number of SD delay: 0                  Number of DS delay: 0 

    Sum of SD delay: 0                     Sum of DS delay: 0 

    Square-Sum of SD delay: 0              Square-Sum of DS delay: 0 

    SD lost packets: 0                     DS lost packets: 0 

    Lost packets for unknown reason: 0 

  Voice scores: 

    Max MOS value: 4.40                    Min MOS value: 4.40 



 

32 

    Max ICPIF value: 0                     Min ICPIF value: 0 

  Reaction statistics: 

    Index  Checked Element  Threshold Type  Checked Num  Over-threshold Num 

    1      ICPIF            -               -            - 

    2      MOS              -               -            - 

# Display the statistics for the path jitter operation with administrator name admin and operation tag 
test. 
<Sysname> display nqa statistics admin test 

NQA entry (admin admin, tag test) test statistics: 

  NO. : 1 

  Path 1: 

  Hop IP 192.168.40.210 

    Basic Results: 

      Send operation times: 10 

      Receive response times: 10 

      Min/Max/Average round trip time: 1/1/1 

      Square-Sum of round trip time: 10 

    Extended Results: 

      Packet loss ratio: 0% 

      Failures due to timeout: 0 

      Failures due to internal error: 0 

      Failures due to other errors: 0 

      Packets out of sequence: 0 

      Packets arrived late: 0 

    Path-Jitter Results: 

      Jitter number: 9 

        Min/Max/Average jitter: 0/0/0 

      Positive jitter number: 0 

        Min/Max/Average positive jitter: 0/0/0 

        Sum/Square-Sum positive jitter: 0/0 

      Negative jitter number: 0 

        Min/Max/Average negative jitter: 0/0/0 

        Sum/Square-Sum negative jitter: 0/0 

  Hop IP 192.168.50.209 

    Basic Results: 

      Send operation times: 10 

      Receive response times: 10 

      Min/Max/Average round trip time: 1/1/1 

      Square-Sum of round trip time: 10 

    Extended Results: 

      Packet loss ratio: 0% 

      Failures due to timeout: 0 

      Failures due to internal error: 0 

      Failures due to other errors: 0 

      Packets out of sequence: 0 

      Packets arrived late: 0 

    Path-Jitter Results: 

      Jitter number: 9 
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        Min/Max/Average jitter: 0/0/0 

      Positive jitter number: 0 

        Min/Max/Average positive jitter: 0/0/0 

        Sum/Square-Sum positive jitter: 0/0 

      Negative jitter number: 0 

        Min/Max/Average negative jitter: 0/0/0 

        Sum/Square-Sum negative jitter: 0/0 

Table 7 Command output 

Field Description 

No. Statistics group ID. 

Start time Time when the operation started. 

Life time Duration of the operation in seconds. 

Send operation times Number of probe packets sent. 

Receive response times Number of response packets received. 

Min/Max/Average round trip time Minimum/maximum/average round-trip time in milliseconds. 

Square-Sum of round trip time Square sum of round-trip time. 

Packet loss ratio Average packet loss ratio. For ICMP jitter, UDP jitter, and voice 
operations, the accuracy of the field value is 0.1%. 

Failures due to timeout Number of timeout occurrences in an operation. 

Failures due to disconnect Number of disconnections by the peer. 

Failures due to no connection Number of failures to connect with the peer. 

Failures due to internal error Number of failures due to internal errors. 

Failures due to other errors Failures due to other errors. 

Packets out of sequence Number of failures due to out-of-sequence packets. 

Packets arrived late Number of response packets received after a probe times out. 

ICMP-jitter results 
ICMP jitter operation results. 
This field is available only for the ICMP jitter operation. 

UDP-jitter results 
UDP jitter operation results. 
This field is available only for the UDP jitter operation. 

Voice results 
Voice operation results. 
This field is available only for the voice operation.  

RTT number Number of response packets received. 

Min positive SD Minimum positive jitter from source to destination. 

Min positive DS Minimum positive jitter from destination to source. 

Max positive SD Maximum positive jitter from source to destination. 

Max positive DS Maximum positive jitter from destination to source. 

Positive SD number Number of positive jitters from source to destination. 

Positive DS number Number of positive jitters from destination to source. 
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Field Description 

Positive SD sum Sum of positive jitters from source to destination. 

Positive DS sum Sum of positive jitters from destination to source. 

Positive SD average Average positive jitters from source to destination. 

Positive DS average Average positive jitters from destination to source. 

Positive SD square-sum Square sum of positive jitters from source to destination. 

Positive DS square-sum Square sum of positive jitters from destination to source. 

Min negative SD Minimum absolute value among negative jitters from source to 
destination. 

Min negative DS Minimum absolute value among negative jitters from 
destination to source. 

Max negative SD Maximum absolute value among negative jitters from source to 
destination. 

Max negative DS Maximum absolute value among negative jitters from 
destination to source. 

Negative SD number Number of negative jitters from source to destination. 

Negative DS number Number of negative jitters from destination to source. 

Negative SD sum Sum of absolute values of negative jitters from source to 
destination. 

Negative DS sum Sum of absolute values of negative jitters from destination to 
source. 

Negative SD average Average absolute value of negative jitters from source to 
destination. 

Negative DS average Average absolute value of negative jitters from destination to 
source. 

Negative SD square-sum Square sum of negative jitters from source to destination. 

Negative DS square-sum Square sum of negative jitters from destination to source. 

SD average Average value of jitters from source to destination. 

DS average Average value of jitters from destination to source. 

One way results 
Unidirectional delay result. 
This field is available only for the ICMP jitter, UDP jitter, and 
voice operations.  

Max SD delay Maximum delay from source to destination. 

Max DS delay Maximum delay from destination to source. 

Min SD delay Minimum delay from source to destination. 

Min DS delay Minimum delay from destination to source. 

Number of SD delay Number of delays from source to destination. 

Number of DS delay Number of delays from destination to source. 

Sum of SD delay Sum of delays from source to destination. 
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Field Description 

Sum of DS delay Sum of delays from destination to source. 

Square-Sum of SD delay Square sum of delays from source to destination. 

Square-Sum of DS delay Square sum of delays from destination to source. 

SD lost packets Number of lost packets from the source to the destination. 

DS lost packets Number of lost packets from the destination to the source. 

Lost packets for unknown reason Number of lost packets for unknown reasons. 

Voice scores 
Voice parameters. 
This field is available only for the voice operation. 

Max MOS value Maximum MOS value. 

Min MOS value Minimum MOS value. 

Max ICPIF value Maximum ICPIF value. 

Min ICPIF value Minimum ICPIF value. 

Reaction statistics Statistics about the reaction entry in the counting interval. 

Index ID of a reaction entry. 

Checked Element Monitored element. 

Threshold Type Threshold type. 

Checked Num Number of targets that have been monitored for data 
collection.  

Over-threshold Num Number of threshold violations. 

Path 
Serial number for the path in the path jitter operation. 
This field is available only for the path jitter operation. 

Hop IP 
IP address of the hop. 
This field is available only for the path jitter operation. 

Path-jitter results 
Path jitter operation results. 
This field is available only for the path jitter operation. 

Jitter number 
Number of jitters. 
This field is available only for the path jitter operation. 

Min/Max/Average jitter 
Minimum/maximum/average positive jitter in milliseconds. 
This field is available only for the path jitter operation. 

Positive jitter number 
Number of positive jitters. 
This field is available only for the path jitter operation. 

Min/Max/Average positive jitter 
Minimum/maximum/average positive jitter in milliseconds. 
This field is available only for the path jitter operation. 

Sum/Square-Sum positive jitter 
Sum/square sum of positive jitters. 
This field is available only for the path jitter operation. 

Negative jitter number 
Number of negative jitters. 
This field is available only for the path jitter operation. 
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Field Description 

Min/Max/Average negative jitter 
Minimum/maximum/average negative jitter in milliseconds. 
This field is available only for the path jitter operation. 

Sum/Square-Sum negative jitter 
Sum/square sum of negative jitters. 
This field is available only for the path jitter operation. 

 

Table 8 Monitored performance metrics for ARP/DHCP/DLSw/DNS/FTP/HTTP/ICMP 
echo/SNMP/TCP/UDP echo operations 

Monitored 
performance 
metric 

Threshold 
type Collect data in Checked Num Over-threshold Num 

probe-duration 

accumulate Probes in the 
counting interval. 

Number of 
completed probes. 

Number of probes of 
which the duration 
exceeds the threshold. 

average N/A N/A N/A 

consecutive Probes in the 
counting interval. 

Number of 
completed probes. 

Number of probes of 
which the duration 
exceeds the threshold. 

probe-fail 
accumulate Probes in the 

counting interval. 
Number of 
completed probes. Number of probe failures. 

consecutive Probes in the 
counting interval. 

Number of 
completed probes. Number of probe failures. 

 

Table 9 Monitored performance metrics for ICMP jitter/UDP jitter/voice operations 

Monitored 
performance 
metric 

Threshold 
type Collect data in Checked Num Over-threshold Num 

RTT 
accumulate 

Packets sent in 
the counting 
interval. 

Number of sent 
packets. 

Number of packets of 
which the round-trip time 
exceeds the threshold. 

average N/A N/A N/A 

jitter-DS/jitter-SD 
accumulate 

Packets sent in 
the counting 
interval. 

Number of sent 
packets. 

Number of packets of 
which the one-way jitter 
exceeds the threshold. 

average N/A N/A N/A 

OWD-DS/OWD-SD N/A 
Packets sent in 
the counting 
interval. 

Number of sent 
packets. 

Number of packets of 
which the one-way delay 
exceeds the threshold. 

packet-loss accumulate 
Packets sent in 
the counting 
interval. 

Number of sent 
packets. Number of packet loss. 

ICPIF/MOS 
(available only for 
the voice operation) 

N/A N/A N/A N/A 

 

Related commands 
statistics interval 
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display nqa twamp-light client 
Use display nqa twamp-light client to display test session information on the TWAMP 
Light client. 

Syntax 
display nqa twamp-light client [ test-session session-id | verbose ] 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
test-session session-id: Displays detailed information about a test session by its ID. The 
value range is 1 to 256. 

verbose: Displays detailed information about all TWAMP Light test sessions. 

Usage guidelines 
If you do not specify any keywords, this command displays brief information about all test sessions. 

Examples 
# Display brief information about all test sessions. 
<Sysname> display nqa twamp-light client 

Brief information about all test sessions: 

Total sessions: 1 

Active sessions: 1 

------------------------------------------------------------------------------------ 

ID    Status     Source IP/Port         Destination IP/Port 

1     Active     10.2.2.1/10000         10.2.2.2/20000 

# Display detailed information about all test sessions. 
<Sysname> display nqa twamp-light client verbose 

Session ID                           : 1 

  Status                             : Active 

  Session type                       : Permanent 

  Source interface                   : - 

  Service instance                   : - 

  Source IP                          : 10.2.2.1 
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  Source IPv6                        : - 

  Destination IP                     : 10.2.2.2 

  Destination IPv6                   : - 

  Source port                        : 10000 

  Destination port                   : 20000 

  Source MAC                         : - 

  Destination MAC                    : - 

  VLAN ID                            : - 

  Service VLAN ID                    : - 

  Customer VLAN ID                   : - 

  ToS                                : 0 

  Padding length                     : 142 

  Timestamp format                   : PTP 

  VPN instance                       : - 

  Priority 802.1p                    : 0 

  Last start time                    : 2020-01-14 10:57:10.1 

  Last stop time                     : Never 

  Packet sending interval(ms)        : 100 

  Timeout(sec)                       : 5 

  Duration(sec)                      : - 

  Packets sent                       : - 

  Statistics interval(ms)            : 10000 

  Monitor time(ms)                   : 20000 

Table 10 Command output 

Field Description 

Total sessions Total number of test sessions. 

Active sessions Number of active sessions. 

Session ID Session ID. 

Status 
Test status: 
• Active—The TWAMP Light test is active. 
• Inactive—The TWAMP Light test is not active. 

Session type 
Test session type: 
• On-demand. 
• Permanent. 

Source interface Source AC interface of the test session. 

Service instance 
Ethernet service instance bound to source interface. 
The Ethernet service instance on the client must be consistent 
with that on the server. 

Source IP Source IPv4 address of the test session. 

Source IPv6 Source IPv6 address of the test session. 

Destination IP Destination IPv4 address of the test session. 

Destination IPv6 Destination IPv6 address of the test session. 

Source port Source port number of the test session. 

Destination port Destination port number of the test session. 
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Field Description 

Source MAC Source MAC address of the test session. 

Destination MAC Destination MAC address of the test session. 

VLAN ID VLAN ID of the test session. 

Service VLAN ID Outer VLAN ID of the test session. 

Customer VLAN ID Inner VLAN ID of the test session. 

ToS Type of Service of the test session. 

Padding length Padding length of the test session. 

Timestamp format Timestamp format: NTP or PTP. 

VPN instance MPLS L3VPN instance name. 

Priority 802.1p 802.1p priority. 

Last start time Start time of the most recent TWAMP Light test. If the test does 
not start, this field displays Never. 

Last stop time Stop time of the most recent TWAMP Light test. If the test does 
not complete, this field displays Never. 

Packet sending interval(ms) Packet sending interval of the TWAMP Light test, in 
milliseconds. 

Timeout(sec) Timeout time of the reflected packet within a TWAMP Light 
test, in seconds. 

Duration(sec) 
Duration of the TWAMP Light test, in seconds. 
This field is available only for the on-demand test that is 
configured with test duration. 

Packets sent 
Number of sent packets in the TWAMP Light test. 
This field is available only for the on-demand test that is 
configured with the number of packets to be sent. 

Statistics interval(ms) Statistics collection interval of the TWAMP Light test, in 
milliseconds. 

Monitor time(ms) 

Packet monitoring time of the TWAMP Light test, in 
milliseconds. 

The value of this field is specified by the start command in 
TWAMP Light sender view. 

 

Related commands 
test-session 

display nqa twamp-light client statistics 
Use display nqa twamp-light client statistics to display test session statistics on the 
TWAMP Light client, including two-way delay, two-way jitter, and two-way packet loss. 

Syntax 
display nqa twamp-light client statistics { two-way-delay | two-way-loss } 
test-session session-id 

The following compatibility matrixes show the support of hardware platforms for this command: 
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Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
two-way-delay: Displays statistics about two-way delay and two-way jitter. 

two-way-loss: Displays statistics about two-way packet loss. 

session-id: Specifies a session ID. The value must be an integer, in the range of 1 to 256. 

Examples 
# Display statistics about two-way delay and two-way jitter for the specified TWAMP Light test 
session. 
<Sysname> display nqa twamp-light client statistics two-way-delay test-session 1 

Latest two-way delay statistics(us): 

    Index        Delay(Avg)   Jitter(Avg)   SD-jitter(Avg)   DS-jitter(Avg) 

    98           3930         941           2992             3054 

    99           4184         1550          3136             2969 

    100          3799         1273          3135             3103 

    101          3881         1345          2932             2906 

    102          3850         1310          3290             3226 

    103          4202         1579          3694             3703 

    104          3893         1033          2999             3000 

    105          3891         1206          2935             2982 

    106          3861         1076          2947             2906 

    107          3911         1246          3011             2886 

    108          4088         1617          3083             2890 

    109          3832         1380          3041             2976 

    110          4332         1478          3610             3784 

    111          3908         1115          2953             2943 

    112          4111         1646          3391             3028 

    113          3982         1215          2905             2885 

    114          3799         1207          2951             2902 

    115          4824         2107          3952             3343 

    116          4137         1433          3658             3625 

    117          3986         1337          2914             2904 

    118          3904         1087          3873             3883 

    119          3737         1337          4612             4539 
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    120          4285         1621          3910             3949 

    121          4390         1886          3211             3065 

    122          3756         1338          2967             2956 

    123          4200         1181          3190             3087 

    124          4674         1769          2938             3103 

    125          4248         1333          2841             2898 

    126          4074         1314          2965             2897 

    127          4010         1156          2997             2906 

-------------------------------------------------------------------------------- 

Average delay    : 4056           Average jitter   : 1372 

Maximum delay    : 28999          Maximum jitter   : 25000 

Minimum delay    : 952            Minimum jitter   : 1 

Average SD jitter: 3234           Average DS jitter: 3177 

Maximum SD jitter: 28115          Maximum DS jitter: 16996 

Minimum SD jitter: 0              Minimum DS jitter: 0 

Table 11 Command output 

Field Description 

Latest two-way delay statistics(μs) Most recent statistics of two-way delay in microseconds. 

Index Serial number of the statistics data. 

Delay(Avg) Average delay. 

Jitter(Avg) Average jitter. 

SD jitter(Avg) Average jitter from source to destination. 

DS jitter(Avg) Average jitter from destination to source. 

Average delay Average delay. 

Average jitter Average jitter. 

Maximum delay Maximum delay. 

Maximum jitter Maximum jitter. 

Minimum delay Minimum delay. 

Minimum jitter Minimum jitter. 

Average SD jitter Average jitter from source to destination. 

Average DS jitter Average jitter from destination to source. 

Maximum SD jitter Maximum jitter from source to destination. 

Maximum DS jitter Maximum jitter from destination to source. 

Minimum SD jitter Minimum jitter from source to destination. 

Minimum DS jitter Minimum jitter from destination to source. 
 

# Display the two-way packet loss statistics for the specified TWAMP Light test session. 
<Sysname> display nqa twamp-light client statistics two-way-loss test-session 1 

Latest two-way loss statistics: 

    Index         Loss count    Loss ratio    Error count    Error ratio 

    104           0             0.0000%       0              0.0000% 

    105           0             0.0000%       0              0.0000% 
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    106           0             0.0000%       0              0.0000% 

    107           0             0.0000%       0              0.0000% 

    108           0             0.0000%       0              0.0000% 

    109           0             0.0000%       0              0.0000% 

    110           0             0.0000%       0              0.0000% 

    111           0             0.0000%       0              0.0000% 

    112           0             0.0000%       0              0.0000% 

    113           0             0.0000%       0              0.0000% 

    114           0             0.0000%       0              0.0000% 

    115           0             0.0000%       0              0.0000% 

    116           0             0.0000%       0              0.0000% 

    117           0             0.0000%       0              0.0000% 

    118           0             0.0000%       0              0.0000% 

    119           0             0.0000%       0              0.0000% 

    120           0             0.0000%       0              0.0000% 

    121           0             0.0000%       0              0.0000% 

    122           0             0.0000%       0              0.0000% 

    123           0             0.0000%       0              0.0000% 

    124           0             0.0000%       0              0.0000% 

    125           0             0.0000%       0              0.0000% 

    126           0             0.0000%       0              0.0000% 

    127           0             0.0000%       0              0.0000% 

    128           0             0.0000%       0              0.0000% 

    129           0             0.0000%       0              0.0000% 

    130           0             0.0000%       0              0.0000% 

    131           0             0.0000%       0              0.0000% 

    132           0             0.0000%       0              0.0000% 

    133           0             0.0000%       0              0.0000% 

-------------------------------------------------------------------------------- 

Average loss count  : 0               Average loss ratio  : 0.0000% 

Maximum loss count  : 0               Maximum loss ratio  : 0.0000% 

Minimum loss count  : 0               Minimum loss ratio  : 0.0000% 

Average error count : 0               Average error ratio : 0.0000% 

Maximum error count : 0               Maximum error ratio : 0.0000% 

Minimum error count : 0               Minimum error ratio : 0.0000% 

Table 12 Command output 

Field Description 

Latest two-way loss statistics Most recent statistics of two-way packet loss. 

Loss count Number of lost packets. 

Loss ratio Packet loss rate. 

Error count Number of error packets. 

Error ratio Packet error rate. 

Average loss count Average number of lost packets. 

Average loss ratio Average packet loss rate. 

Maximum loss count Maximum number of lost packets. 
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Field Description 

Maximum loss ratio Maximum packet loss rate. 

Minimum loss count Minimum number of lost packets. 

Minimum loss ratio Minimum packet loss rate. 

Average error count Average number of error packets. 

Average error ratio Average packet error rate. 

Maximum error count Maximum number of error packets. 

Maximum error ratio Maximum packet error rate. 

Minimum error count Minimum number of error packets. 

Minimum error ratio Minimum packet error rate. 

Index ID of a reaction entry. 
 

Related commands 
reset nqa twamp-light statistics 

test-session (Twamp Light client view) 

display nqa twamp-light client test-session reaction counters 
Use display nqa twamp-light client test-session reaction counters to display 
the current monitoring results of reaction entries for the TWAMP Light test sessions. 

Syntax 
display nqa twamp-light client test-session reaction counters 
[ session-id [ item-number ] ] 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
session-id: Specifies a session by its ID. The value range is 1 to 256. If you do not specify this 
argument, the command displays all statistics information about the specified session. 
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item-number: Specifies a reaction entry ID in the range of 1 to 10. If you do not specify a reaction 
entry, the command displays the current monitoring results of all reaction entries. 

Usage guidelines 
If you do not specify any parameters, this command displays the monitoring results of reaction 
entries for all TWAMP Light test sessions. 

Examples 
# Display the current monitoring results of the reaction entries for TWAMP Light test session 1. 
<Sysname> display nqa twamp-light client test-session reaction counters 1 

Reaction counters for session 1: 

Index: 1 

  Checked element: two-way-delay 

  Lower-threshold: 5 

  Upper-threshold: 50 

  Action type: trap-only 

  Check-objects: 1 

  Threshold violations: 1 

Table 13 Command output 

Field Description 

Index ID of a reaction entry. 

Checked element Monitored performance metric. 

Lower-threshold Lower limit of the threshold. 

Upper-threshold Upper limit of the threshold. 

Action type 

Action for the threshold violation event: 
• Trap-only—Displays results on the terminal display and 

meanwhile sends SNMP trap messages to the NMS. 
• none—Displays results on the terminal display. 

Checked-objects Number of packets that have been monitored. 

Threshold violations Number of threshold violations. 
 

Related commands 
reaction checked-element two-way-delay 

reaction checked-element two-way-loss 

reaction checked-element two-way-jitter 

expect { data | hex-data } 
Use expect { data | hex-data } to configure the expected response string to determine a 
successful NQA operation. 

Use undo expect { data | hex-data } to restore the default. 

Syntax 
expect { data | hex-data } string [ { offset | strict-offset } number ] 

undo expect { data | hex-data } 
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Default 
No expected response string is configured to determine a successful NQA operation. 

Views 
HTTP/HTTPS/TCP/UDP/WAP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
data: Specifies a data string. 

hex-data: Specifies a hexadecimal string. This keyword is available only in TCP, UDP and WAP 
template views. 

string: Specifies the string. 
• If the data keyword is specified, the string is case-sensitive and can contain 1 to 200 

characters. 
• If the hex-data keyword is specified, the string is case-insensitive and can contain any even 

number of characters in the range of 2 to 200. 

offset number: Specifies the offset in bytes after which the first match operation starts. The value 
range for the number argument is 0 to 1000, and the default value is 0. 

strict-offset number: Specifies the strict offset in bytes. The value range for the number 
argument is 0 to 1000, and the default value is 0. 

Usage guidelines 
Upon receiving a response packet, the NQA client searches the packet payload for the expected 
string. In whichever cases, the NQA client marks the NQA operation as successful if a match is found. 
If no match is found, it marks the NQA operation as failed.  
• If both the offset and the strict offset are not configured, the NQA client starts the first match 

operation from the beginning byte of the payload. If no match is found, it starts another match 
operation from the second byte of the payload. The process continues until a match is found or 
the last payload byte is tried. 

• If an offset is configured, the NQA client starts the first match operation after the specified offset 
bytes. If no match is found, it continues the match operation as if no offset was configured. 

• If a strict offset is configured, the NQA client starts the first match operation after the specified 
strict offset bytes. If no match is found, it starts another match operation from the second byte 
after the strict offset bytes. The process continues until a match is found or the last payload byte 
is tried. 

Expected string check takes place in the following conditions: 
• For features that use the HTTP or HTTPS template, the NQA client checks for the expected 

string if the response contains the Content-Length header. The expected string check starts 
from the Content-Length header field. 

• For features that use the TCP or UDP template, the NQA client checks for the expected string if 
the data-fill command is configured. 

For features that use the UDP template, the start byte of the offset depends on whether the raw 
keyword is specified in the data-fill command: 

• If the raw keyword is specified, the start byte of the offset is the first byte of the packet payload. 

• If the raw keyword is not specified, the start byte of the offset is the sixth byte of the packet 
payload. The first five bytes of the UDP packet payload identify the probe packet type.  
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For the WAP template that has a destination URL specified, you must configure the expected 
response data. The system checks for the expected string in the WSP replies (starting from the 
Headers field) to determine whether the WAP operation is successful.  

An NQA operation result varies by the configuration of the expected status code and string that 
determine a successful NQA operation: 
• If both these settings are configured, the NQA operation is successful when the NQA response 

packet matches both the criteria. Otherwise, the operation fails. 
• If either the expected status code or string is configured, the NQA operation is successful when 

the NQA response packet matches the configured criterion. Otherwise, the operation fails. 

For the HTTP or HTTPS template, do not configure both this command and the expect 
{ failed-data | hex-failed-data } command. 

For the TCP or UDP template, you can also use the expect { failed-data | 
hex-failed-data } command to configure the expected string in the response of a failed NQA 
operation. If both the expect { data | hex-data } and expect { failed-data | 
hex-failed-data } commands are configured, only the expect { failed-data | 
hex-failed-data } command takes effect. 

Examples 
# In HTTP template view, specify welcome! as expected response string to determine a successful 
NQA operation. 
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] expect data welcome! 

expect { failed-data | hex-failed-data } 
Use expect { failed-data | hex-failed-data } to configure the expected response string 
to determine a failed NQA operation. 

Use undo expect { failed-data | hex-failed-data } to restore the default. 

Syntax 
expect { failed-data | hex-failed-data } string [ { offset | strict-offset } 
number ] 

undo expect { failed-data | hex-failed-data } 

Default 
No expected response string is configured to determine a failed NQA operation. 

Views 
HTTP template view 

HTTPS template view 

TCP template view 

UDP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
failed-data: Specifies a data string. 



 

47 

hex-failed-data: Specifies a hexadecimal string. 

string: Specifies the string. 

• If the failed-data keyword is specified, the string is case-sensitive and can contain 1 to 200 
characters. 

• If the hex-failed-data keyword is specified, the string is case-insensitive and can contain 
any even number of characters in the range of 2 to 200. 

offset number: Specifies the offset in bytes after which the first match operation starts. The value 
range for the number argument is 0 to 1000, and the default value is 0. If you do not specify an offset, 
the match operation starts from the beginning byte of the payload. 

strict-offset number: Specifies the strict offset in bytes. The value range for the number 
argument is 0 to 1000, and the default value is 0. 

Usage guidelines 
Upon receiving a response packet, the NQA client performs the match process as follows: 
1. It first compares expected failed string with the search scope in the packet payload. 

 If the string is longer than the search scope, the operation is marked as failed. 
 If the string is shorter than the search scope, the NQA client goes to the following step. 

2. The client searches for the expected string in the search scope. 
 If a match is found, the operation is marked as failed. 
 If no match is found, the operation is marked as successful. 

The NQA client performs the match process only once if no offset is specified or the strict offset is 
specified. If the offset is specified, the client will start another match process for the whole payload if 
no match is found for the first round. 

This command takes effect only if the data-fill command is also configured. 

For features that use the UDP template, the start byte of the offset depends on whether the raw 
keyword is specified in the data-fill command: 

• If the raw keyword is specified, the start byte of the offset is the first byte of the packet payload. 

• If the raw keyword is not specified, the start byte of the offset is the sixth byte of the packet 
payload. The first five bytes of the UDP packet payload identify the probe packet type.  

An NQA operation result varies by the configuration of the expected status code and string that 
determine a failed NQA operation: 
• If both these settings are configured, the NQA operation fails when the NQA response packet 

matches both the criteria. Otherwise, the operation is successful. 
• If either the expected status code or string is configured, the NQA operation fails when the NQA 

response packet matches the configured criterion. Otherwise, the operation is successful. 

For the HTTP or HTTPS template, do not configure both this command and the expect 
{ failed-data | hex-failed-data } command. 

For the TCP or UDP template, you can also use the expect { data | hex-data } command to 
configure the expected string in the response of a successful NQA operation. If both the expect 
{ data | hex-data } and expect { failed-data | hex-failed-data } commands are 
configured, only the expect { failed-data | hex-failed-data } command takes effect. 

Examples 
# In TCP template view, specify error as expected response string to determine a failed NQA 
operation. 
<Sysname> system-view 

[Sysname] nqa template tcp tcptplt 
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[Sysname-nqatplt-tcp-tcptplt] expect failed-data error 

expect failed-status 
Use expect failed-status to configure the expected status code to determine a failed NQA 
operation. 

Use undo expect failed-status to restore the default. 

Syntax 
expect failed-status status-list 

undo expect failed-status [ status-list ] 

Default 
No expected status code is configured to determine a failed NQA operation. 

Views 
HTTP/HTTPS template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
status-list: Specifies a space-separated list of up to 10 status code items. Each item specifies 
a status code or a range of status codes in the form of status-number1 to status-number2. 
The value ranges for both the status-number1 and status-number2 arguments are 0 to 999. 
The value for the status-number2 argument must be equal to or greater than the value for the 
status-number1 argument. 

Usage guidelines 
The status code in the probe packet is a three-digit field in decimal notation which includes the server 
status information. The first digit defines the class of response. 

An NQA operation result varies by the configuration of the expected status code and string that 
determine a failed NQA operation: 
• If both these settings are configured, the NQA operation fails when the NQA response packet 

matches both the criteria. Otherwise, the operation is successful. 
• If either the expected status code or string is configured, the NQA operation fails when the NQA 

response packet matches the configured criterion. Otherwise, the operation is successful. 

Do not configure both this command and the expect status command. 

Examples 
# In HTTP template view, set the expected status codes to 300, and 400 to 500. 
<Sysname> system-view 

[Sysname] nqa template http tplt 
[Sysname-nqatplt-http-tplt] expect failed-status 300 400 to 500 

expect ip 
Use expect ip to specify the expected IPv4 address. 

Use undo expect ip to restore the default. 
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Syntax 
expect ip ip-address 

undo expect ip 

Default 
No expected IPv4 address is specified. 

Views 
DNS template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the expected IPv4 address for a DNS echo request. 

Usage guidelines 
During a DNS operation, the NQA client compares the expected IPv4 address with the IPv4 address 
resolved by the DNS server. If they are the same, it considers the DNS server legal. 

Examples 
# In DNS template view, specify 1.1.1.1 as the expected IPv4 address. 
<Sysname> system-view 

[Sysname] nqa template dns dnstplt 

[Sysname-nqatplt-dns-dnstplt] expect ip 1.1.1.1 

expect ipv6 
Use expect ipv6 to specify the expected IPv6 address. 

Use undo expect ipv6 to restore the default. 

Syntax 
expect ipv6 ipv6-address 

undo expect ipv6 

Default 
No expected IPv6 address is specified. 

Views 
DNS template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the expected IPv6 address for a DNS echo request. 

Usage guidelines 
During a DNS operation, the NQA client compares the expected IPv6 address with the IPv6 address 
resolved by the DNS server. If they are the same, it considers the DNS server legal. 
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Examples 
# In DNS template view, specify 1::1 as the expected IPv6 address. 
<Sysname> system-view 

[Sysname] nqa template dns dnstplt 

[Sysname-nqatplt-dns-dnstplt] expect ipv6 1::1 

expect status 
Use expect status to configure the expected status code to determine a successful NQA 
operation. 

Use undo expect status to restore the default. 

Syntax 
expect status status-list 

undo expect status [ status-list ] 

Default 
No expected status code is configured to determine a successful NQA operation. 

Views 
HTTP/HTTPS/RTSP/SIP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
status-list: Specifies a space-separated list of up to 10 status code items. Each item specifies 
a status code or a range of status codes in the form of status-num 1 to status-num 2. The 
value ranges for both the status-num 1 and status-num 2 arguments are 0 to 999. The value 
for the status-num 2 argument must be equal to or greater than the value for the status-num 1 
argument. 

Usage guidelines 
The status code in the probe packet is a three-digit field in decimal notation which includes the server 
status information. The first digit defines the class of response. 

An NQA operation result varies by the configuration of the expected status code and string that 
determine a successful NQA operation: 
• If both these settings are configured, the NQA operation is successful when the NQA response 

packet matches both the criteria. Otherwise, the operation fails. 
• If either the expected status code or string is configured, the NQA operation is successful when 

the NQA response packet matches the configured criterion. Otherwise, the operation fails. 

For the HTTP or HTTPS template, do not configure both this command and the expect status 
command. 

Examples 
# In HTTP template view, set the expected status codes to 200, 300, and 400 to 500. 
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] expect status 200 300 400 to 500 
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filename 
Use filename to specify a file to be transferred between the FTP server and the FTP client. 

Use undo filename to restore the default. 

Syntax 
filename filename 

undo filename 

Default 
No file is specified. 

Views 
FTP operation view 

FTP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
filename: Specifies the name of a file, a case-insensitive string of 1 to 200 characters that cannot 
contain slashes (/). 

Examples 
# Specify config.txt as the file to be transferred between the FTP server and the FTP client for the 
FTP operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type ftp 

[Sysname-nqa-admin-test-ftp] filename config.txt 

# In FTP template view, specify config.txt as the file to be transferred between the FTP server and 
the FTP client. 
<Sysname> system-view 

[Sysname] nqa template ftp ftptplt 

[Sysname-nqatplt-ftp-ftptplt] filename config.txt 

frequency 
Use frequency to specify the interval at which the NQA operation repeats. 

Use undo frequency to restore the default. 

Syntax 
frequency interval 

undo frequency 

Default 
In NQA operation view, the interval between two consecutive voice or path jitter operations is 60000 
milliseconds. The interval between two consecutive operations of other types is 0 milliseconds.  

In NQA template view, the interval for two consecutive operations is 5000 milliseconds. 
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Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

ICMP jitter/path jitter/UDP jitter/voice operation view 

Any NQA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the interval between two consecutive operations, in the range of 0 to 
604800000 milliseconds. An interval of 0 milliseconds configures NQA to perform the operation only 
once, and not to generate any statistics. 

Usage guidelines 
After an NQA operation starts, it repeats at the specified interval. However, when the interval is 
reached, but the current operation is not completed or not timed out, the next operation does not 
start. 

Examples 
# Configure the ICMP echo operation to repeat every 1000 milliseconds. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] frequency 1000 

# In DNS template view, configure the DNS operation to repeat every 1000 milliseconds. 
<Sysname> system-view 

[Sysname] nqa template dns dnstplt 

[Sysname-nqatplt-dns-dnstplt] frequency 1000 

Related commands 
probe timeout 

frequency-adjustment 
Use frequency-adjustment to specify the adjusted interval for NQA to start two consecutive 
NQA operations after a failed operation. 

Use undo frequency-adjustment to restore the default. 

Syntax 
frequency-adjustment adj-interval 

undo frequency-adjustment 

Default 
No adjusted interval is specified. 

Views 
Any NQA template view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
adj-interval: Specifies the adjusted interval in the range of 0 to 604800000 milliseconds. 

Usage guidelines 
By default, the operation interval is determined by the frequency command and does not change 
regardless of the operation result. This command enables the device to adjust the interval for the 
next two operations after an NQA operation fails. This mechanism allows for detecting the server 
status in a timely manner. 

The next operation starts only when the last operation is completed and the interval is reached. 

Examples 
# In HTTP template view, set the adjusted interval to 1000 milliseconds. 
<Sysname> system-view 

[Sysname] nqa template http tplt 
[Sysname-nqatplt-http-tplt] frequency-adjustment 1000 

hex-data-fill 
Use hex-data-fill to configure a hexadecimal string to fill the probe packet payload. 

Use undo hex-data-fill to restore the default. 

Syntax 
hex-data-fill hex [ raw ] 

undo hex-data-fill 

Default 
The default hexadecimal packet payload fill string is 00010203040506070809. 

Views 
TCP template view 

UDP template view 

TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
hex: Specifies a hexadecimal string, which is case-insensitive and can contain any even number of 
characters in the range of 2 to 200. 

raw: Fills the payload with the specified hexadecimal string without truncation or repetition to fit the 
payload size. This keyword is available only in UDP template view. 

Usage guidelines 
With the raw keyword specified, the hexadecimal string will be used exactly as specified to fill the 
packet payload. 
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Without the raw keyword, the hexadecimal string will be truncated at the end or cyclically repeated 
to fit the payload size of the probe packet. 

For example, if you configure the hexadecimal payload fill string as abcd: 
• Probe packet with a payload size of 3 bytes will be filled with abc.  
• Probe packet with a payload size of 6 bytes will be filled with adcdab. 

In UDP template view, the probe packets without the raw keyword specified contain special 
characters. For a destination device other than an NSFOCUS device, provide the raw keyword 
because it can identify only probe packets without any special characters contained. Make sure the 
payload fill string specified on the client can be identified by the destination device. 

If the destination device is an NSFOCUS device, the raw keyword is not a must because the 
NSFOCUS device can identify the probe packets that contain special characters. As a best practice, 
do not specify the raw keyword. 

Examples 
# In TCP template view, specify abcd as the hexadecimal payload fill string. 
<Sysname> system-view 

[Sysname] nqa template tcp tcptplt 

[Sysname-nqatplt-tcp-tcptplt] hex-data-fill abcd 

history-record enable 
Use history-record enable to enable the saving of history records for the NQA operation. 

Use undo history-record enable to disable the saving of history records. 

Syntax 
history-record enable 

undo history-record enable 

Default 
The saving of history records is enabled only for the UDP tracert operation. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
To display the history records of the NQA operation, use the display nqa history command. 

The undo form of the command also removes existing history records of an NQA operation. 

Examples 
# Enable the saving of history records for the NQA operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] history-record enable 
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Related commands 
display nqa history 

history-record keep-time 
Use history-record keep-time to set the lifetime of history records for an NQA operation. 

Use undo history-record keep-time to restore the default. 

Syntax 
history-record keep-time keep-time 

undo history-record keep-time 

Default 
The history records of an NQA operation are kept for 120 minutes. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
keep-time: Specifies how long the history records can be saved. The value range is 1 to 1440 
minutes. 

Usage guidelines 
When an NQA operation completes, the timer starts. All records are removed when the lifetime is 
reached. 

Examples 
# Set the lifetime of the history records to 100 minutes for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] history-record keep-time 100 

history-record number 
Use history-record number to set the maximum number of history records that can be saved 
for an NQA operation. 

Use undo history-record number to restore the default. 

Syntax 
history-record number number 

undo history-record number 

Default 
A maximum of 50 history records can be saved for an NQA operation. 
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Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies the maximum number of history records that can be saved for an NQA operation. 
The value range is 0 to 50. 

Usage guidelines 
If the number of history records for an NQA operation exceeds the maximum number, earliest history 
records are removed. 

Examples 
# Set the maximum number of history records to 10 for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] history-record number 10 

init-ttl 
Use init-ttl to set the TTL value for UDP packets in the start round of the UDP tracert 
operation. 

Use undo init-ttl to restore the default. 

Syntax 
init-ttl value 

undo init-ttl 

Default 
The NQA client sends a UDP packet with the TTL value 1 to start the UDP tracert operation. 

Views 
UDP tracert operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
value: Specifies the TTL value in the range of 1 to 255. 

Examples 
# Set the TTL value to 5 for the UDP packets in the start round. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-tracert 
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[Sysname-nqa-admin-test-udp-tracert] init-ttl 5 

key 
Use key to set the shared key for secure RADIUS authentication and accounting. 

Use undo key to restore the default. 

Syntax 
key { cipher | simple } string 

undo key 

Default 
No shared key is configured for secure RADIUS authentication or accounting. 

Views 
RADIUS authentication template view 

RADIUS accounting template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cipher: Specifies a key in encrypted form. 

simple: Specifies a key in plaintext form. For security purposes, the key specified in plaintext form 
will be stored in encrypted form. 

string: Specifies the shared key string. Its plaintext form is a case-sensitive string of 1 to 64 
characters. Its encrypted form is a case-sensitive string of 1 to 117 characters. 

Usage guidelines 
Make sure the NQA client and the RADIUS authentication and accounting server have the same 
shared key. 

Examples 
# In RADIUS template view, set the shared key to abc in plain text for secure RADIUS 
authentication. 
<Sysname> system-view 

[Sysname] nqa template radius radiustplt 

[Sysname-nqatplt-radius-radiustplt] key simple abc 

lsr-path 
Use lsr-path to specify a loose source routing (LSR) path. 

Use undo lsr-path to restore the default. 

Syntax 
lsr-path ip-address&<1-8> 

undo lsr-path 

Default 
No LSR path is configured. 
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Views 
Path jitter operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address&<1-8>: Specifies a space-separated list of up to eight IP addresses. Each IP 
address represents a hop on the path. 

Usage guidelines 
The path jitter operation first uses tracert to detect each hop to the destination. It then sends ICMP 
echo requests to measure the delay and jitters from the source to each node. If multiple routes exist 
between the source and destination, the operation uses the path specified by using lsr-path 
command. 

Examples 
# Specify 10.1.1.20 and 10.1.2.10 as the hops on the LSR path for the path jitter operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type path-jitter 

[Sysname-nqa-admin-test- path-jitter] lsr-path 10.1.1.20 10.1.2.10 

mailbox 
Use mailbox to specify the mailbox name to be used in the IMAP operation. 

Use undo mailbox to restore the default. 

Syntax 
mailbox mailbox-name 

undo mailbox 

Default 
The IMAP operation uses the mailbox name INBOX. 

Views 
IMAP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
mailbox-name: Specifies the mailbox name, a case-sensitive string of 1 to 64 characters. 

Examples 
# Set the mailbox name to fortest1 for IMAP template imaptplt. 
<Sysname> system-view 

[Sysname] nqa template imap imaptplt 

[Sysname-nqatplt-imap-imaptplt] mailbox fortest1 
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max-failure 
Use max-failure to set the maximum number of consecutive probe failures in a UDP tracert 
operation. 

Use undo max-failure to restore the default. 

Syntax 
max-failure times 

undo max-failure 

Default 
A UDP tracert operation stops and fails when it detects five consecutive probe failures. 

Views 
UDP tracert operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
times: Specifies the maximum number in the range of 0 to 255. When this argument is set to 0 or 
255, the UDP tracert operation does not stop when consecutive probe failures occur. 

Usage guidelines 
When a UDP tracert operation detects the maximum number of consecutive probe failures, the 
operation fails and stops probing the path. 

Examples 
# Set the maximum number of consecutive probe failures to 20 in a UDP tracert operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-tracert 

[Sysname-nqa-admin-test-udp-tracert] max-failure 20 

memory 
Use memory to specify the threshold and weight for the memory usage object. 

Use undo memory to restore the default. 

Syntax 
memory { threshold threshold-value | weight weight-value } * 

undo memory 

Default 
The memory usage threshold is 70 and the weight is 2. 

Views 
SNMP DCA template view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
threshold threshold-value: Specifies the memory usage threshold in the range of 0 to 100. 
A threshold of 0 means that memory usage is not used as a metric for measuring the SNMP agent 
performance. 

weight weight-value: Specifies the weight of the memory usage object in the range of 0 to 100. 
A weight of 0 means that memory usage is not used as a metric for measuring the SNMP agent 
performance. 

Usage guidelines 
This command takes effect only on SNMP agents of the Net-SNMP or Windows agent type.  

The NQA client automatically obtains the memory usage from the SNMP agent of the Net-SNMP or 
Windows type in the SNMP DCA operation. 

Examples 
# Set both the threshold and weight of the memory usage object to 90. 
<Sysname> system-view 

[Sysname] nqa template snmpdca test 

[Sysname-nqatplt-snmpdca-test] memory threshold 90 weight 90 

Related commands 
agent-type 

mode 
Use mode to set the data transmission mode for the FTP operation. 

Use undo mode to restore the default. 

Syntax 
mode { active | passive } 

undo mode 

Default 
The FTP operation uses the data transmission mode active. 

Views 
FTP operation view 

FTP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
active: Sets the data transmission mode to active. The FTP server initiates a connection request. 

passive: Sets the data transmission mode to passive. The FTP client initiates a connection 
request. 

Examples 
# Set the data transmission mode to passive for the FTP operation. 
<Sysname> system-view 
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[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type ftp 

[Sysname-nqa-admin-test-ftp] mode passive 

# In FTP template view, set the data transmission mode to passive for the FTP operation. 
<Sysname> system-view 

[Sysname] nqa template ftp ftptplt 

[Sysname-nqatplt-ftp-ftptplt] mode passive 

next-hop ip 
Use next-hop ip to specify the next hop IPv4 address for probe packets. 

Use undo next-hop ip to restore the default. 

Syntax 
next-hop ip ip-address 

undo next-hop ip 

Default 
No next hop IPv4 address is specified for probe packets. 

Views 
ICMP echo operation view 

DNS/ICMP/TCP half open template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the IPv4 address of the next hop. 

Usage guidelines 
If the next hop IPv4 address is not configured, the device searches the routing table to determine the 
next hop IPv4 address for the probe packets. 

Examples 
# Specify 10.1.1.1 as the next hop IPv4 address for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] next-hop ip 10.1.1.1 

next-hop ipv6 
Use next-hop ipv6 to specify the next hop IPv6 address for probe packets. 

Use undo next-hop ipv6 to restore the default. 

Syntax 
next-hop ipv6 ipv6-address 

undo next-hop ipv6 
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Default 
No next hop IPv6 address is specified for probe packets. 

Views 
ICMP echo operation view 

DNS/ICMP/TCP half open template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-address: Specifies the IPv6 address of the next hop. IPv6 link-local addresses are not 
supported. 

Usage guidelines 
If the next hop IPv6 address is not configured, the device searches the routing table to determine the 
next hop IPv6 address for the probe packets. 

Examples 
# Specify 10::1 as the next hop IPv6 address for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] next-hop ipv6 10::1 

no-fragment enable 
Use no-fragment enable to enable the no-fragmentation feature. 

Use undo no-fragment enable to disable the no-fragmentation feature. 

Syntax 
no-fragment enable 

undo no-fragment enable 

Default 
The no-fragmentation feature is disabled. 

Views 
UDP tracert operation view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
The no-fragmentation feature sets the DF field to 1. Packets with the DF field set cannot be 
fragmented during the forwarding process. 

You can use this command to test the path MTU of a link. 

Examples 
# Enable the no-fragmentation feature for the UDP tracert operation. 
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<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-tracert 

[Sysname-nqa-admin-test-udp-tracert] no-fragment enable 

nqa 
Use nqa to create an NQA operation and enter its view, or enter the view of an existing NQA 
operation. 

Use undo nqa to remove the operation. 

Syntax 
nqa entry admin-name operation-tag 

undo nqa { all | entry admin-name operation-tag } 

Default 
No NQA operations exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
admin-name operation-tag: Specifies an NQA operation by its administrator name and 
operation tag. The admin-name argument represents the name of the administrator who creates 
the NQA operation. The operation-tag argument represents the operation tag. Each of the 
arguments is a case-insensitive string of 1 to 32 characters that cannot contain hyphens (-). 

all: Removes all NQA operations, NQA templates, and Y.1564 operation groups that do not 
contain any Y.1564 operations. 

Examples 
# Create an NQA operation with administrator name admin and operation tag test, and enter NQA 
operation view. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] 

nqa agent enable 
Use nqa agent enable to enable the NQA client. 

Use undo nqa agent enable to disable the NQA client and stop all operations being performed. 

Syntax 
nqa agent enable 

undo nqa agent enable 

Default 
The NQA client is enabled. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable the NQA client. 
<Sysname> system-view 

[Sysname] nqa agent enable 

Related commands 
nqa server enable 

nqa schedule 
Use nqa schedule to configure scheduling parameters for an NQA operation. 

Use undo nqa schedule to stop the operation. 

Syntax 
nqa schedule admin-name operation-tag start-time { hh:mm:ss [ yyyy/mm/dd | 
mm/dd/yyyy ] | now } lifetime { lifetime | forever } [ recurring ] 

undo nqa schedule admin-name operation-tag 

Default 
No schedule is configured for an NQA operation. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
admin-name operation-tag: Specifies an NQA operation by its administrator name and 
operation tag. The admin-name argument represents the name of the administrator who creates 
the NQA operation. The operation-tag argument represents the operation tag. Each of the 
arguments is a case-insensitive string of 1 to 32 characters that cannot contain hyphens (-).  

start-time: Specifies the start time and date of the NQA operation. 

hh:mm:ss: Specifies the start time of an NQA operation. 

yyyy/mm/dd: Specifies the start date of an NQA operation. The default value is the current system 
time, and the value for the yyyy argument is in the range of 2000 to 2035. 

mm/dd/yyyy: Specifies the start date of an NQA operation. The default value is the current system 
time, and the value for the yyyy argument is in the range of 2000 to 2035. 

now: Starts the operation immediately. 

lifetime: Specifies the duration of an operation. 

lifetime: Specifies the duration of an operation in seconds. The value range is 1 to 2147483647. 
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forever: Performs the operation until you stop it by using the undo nqa schedule command. 

recurring: Runs the operation automatically at the start time and for the specified duration. If you 
do not specify this keyword, the NQA operation is performed only once at the specified date and 
time. 

Usage guidelines 
You cannot enter the view of a scheduled NQA operation. If you want to enter such a view, use the 
undo nqa schedule command to stop the NQA operation first.  

The NQA operation works between the specified start time and the end time (the start time plus 
operation duration). If the specified start time is ahead of the system time, the operation starts 
immediately. If both the specified start time and end time are ahead of the system time, the operation 
does not start. To display the current system time, use the display clock command. 

Specify a lifetime long enough for an operation to complete. 

Examples 
# Schedule the operation with administrator name admin and operation tag test to start on 08:08:08 
2008/08/08 and last 1000 seconds. 
<Sysname> system-view 

[Sysname] nqa schedule admin test start-time 08:08:08 2008/08/08 lifetime 1000 recurring 

Related commands 
destination ip 

display clock (Fundamentals Command Reference) 

nqa entry 

type 

nqa template 
Use nqa template to create an NQA template and enter its view, or enter the view of an existing 
NQA template. 

Use undo nqa template to remove an NQA template. 

Syntax 
nqa template { arp | dns | ftp | http | https | icmp | imap | pop3 | radius | 
radius-account | rtsp | sip | smtp | snmp | snmpdca | ssl | tcp | tcphalfopen 
| udp | wap } name 

undo nqa template { arp | dns | ftp | http | https | icmp | imap | pop3 | radius 
| radius-account | rtsp | sip | smtp | snmp | snmpdca | ssl | tcp | 
tcphalfopen | udp | wap } name 

Default 
No NQA templates exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
arp: Specifies the ARP template. 

dns: Specifies the DNS template. 

ftp: Specifies the FTP template. 

http: Specifies the HTTP template. 

https: Specifies the HTTPS template. 

icmp: Specifies the ICMP template. 

imap: Specifies the IMAP template. 

pop3: Specifies the POP3 template. 

radius: Specifies the RADIUS authentication template. 

radius-account: Specifies the RADIUS accounting template. 

rtsp: Specifies the RTSP template. 

sip: Specifies the SIP template. 

smtp: Specifies the SMTP template. 

snmp: Specifies the SNMP template. 

snmpdca: Specifies the SNMP DCA template. 

ssl: Specifies the SSL template. 

tcp: Specifies the TCP template. 

tcphalfopen: Specifies the TCP half open template. 

udp: Specifies the UDP template. 

wap: Specifies the WAP template. 

name: Specifies the name of the NQA template, a case-insensitive string of 1 to 32 characters. 

Examples 
# Create an ICMP template named icmptplt, and enter its view. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] 

nqa twamp-light client 
Use nqa twamp-light client to enable the TWAMP Light client and enter its view, or enter the 
view of the enabled TWAMP Light client. 

Use undo nqa twamp-light client to disable the TWAMP Light client. 

Syntax 
nqa twamp-light client 

undo nqa twamp-light client 

The following compatibility matrixes show the support of hardware platforms for this command: 
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Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
The TWAMP Light client is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
The Two-Way Active Measurement Protocol (TWAMP) measures network performance in the 
complex networks. To create test sessions, you must first use the nqa twamp-light client 
command to enter TWAMP Light client view.  

The undo nqa twamp-light client command disables the TWAMP Light client and deletes 
the test sessions on the TWAMP Light client. 

Examples 
# Enable the TWAMP Light client and enter its view. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 

[Sysname-nqa-twamp-light-client] 

nqa twamp-light sender 
Use nqa twamp-light sender to enable the TWAMP Light sender and enter its view, or enter 
the view of the enabled TWAMP Light sender. 

Use undo nqa twamp-light sender to disable the TWAMP Light sender. 

Syntax 
nqa twamp-light sender 

undo nqa twamp-light sender 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
The TWAMP Light sender is disabled. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
In the TWAMP Light sender view, you can start or stop a TWAMP Light test. 

Examples 
# Enable the TWAMP Light sender and enter its view. 
<Sysname> system-view 

[Sysname] nqa twamp-light sender 

[Sysname-nqa-twamp-light-sender] 

oid 
Use oid to configure a custom SNMP object and set the threshold and weight for the object. 

Use undo oid to remove an SNMP object. 

Syntax 
oid oid threshold threshold-value weight weight-value 

undo oid oid 

Default 
No custom SNMP object is configured. 

Views 
SNMP DCA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
oid: Specifies the OID. The value is a string of 1 to 255 characters.  

threshold threshold-value: Specifies the threshold for the object. The value range is 0 to 
100. A threshold of 0 means that the object is not used as a metric for measuring the performance of 
the SNMP agent. 

weight weight-value: Specifies the weight for the object. The value range is 0 to 100. A weight 
of 0 means that the object is not used as a metric for measuring the performance of the SNMP agent. 

Usage guidelines 
For SNMP agents of the user-defined type, the SNMP DCA does not have any predefined SNMP 
objects to collect. You must use the oid command to configure the interested SNMP objects and 
their associated thresholds and weights. A maximum of eight SNMP objects can be configured. 

For SNMP agents of the Net-SNMP and Windows types, the NQA client automatically obtains the 
values for CPU, memory, and disk usage objects from the SNMP agent during the SNMP DCA 
operation. 
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Examples 
# In SNMP DCA template view, configure an SNMP object and set the threshold and weight for the 
object. 
<Sysname> system-view 

[Sysname] nqa template snmpdca test 

[Sysname-nqatplt-snmpdca-test] oid 1.3.6.1.4.1.2021.11.11.0 threshold 90 weight 90 

Related commands 
agent-type 

operation (FTP operation view) 
Use operation to specify the operation type for the FTP operation. 

Use undo operation to restore the default. 

Syntax 
operation { get | put } 

undo operation 

Default 
The FTP operation type is get. 

Views 
FTP operation view 

FTP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
get: Gets a file from the FTP server. 

put: Transfers a file to the FTP server. 

Usage guidelines 
When you perform the put operation with the filename command configured, make sure the file 
exists on the NQA client. 

If you get a file from the FTP server, make sure the file specified in the URL exists on the FTP server. 
The NQA client does not save the file obtained from the FTP server. 

Use a small file for the FTP operation. A big file might result in transfer failure because of timeout, or 
might affect other services for occupying much network bandwidth. 

Examples 
# Set the operation type to put for the FTP operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type ftp 

[Sysname-nqa-admin-test-ftp] operation put 

# In FTP template view, set the operation type to put for the FTP operation. 
<Sysname> system-view 
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[Sysname] nqa template ftp ftptplt 

[Sysname-nqatplt-ftp-ftptplt] operation put 

Related commands 
password 

username 

operation (HTTP operation view) 
Use operation to specify the operation type for the HTTP operation. 

Use undo operation to restore the default. 

Syntax 
operation { get | post | raw } 

undo operation 

Default 
The HTTP operation type is get. 

Views 
HTTP operation view 

HTTP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
get: Gets data from the HTTP server. 

post: Transfers data to the HTTP server. 

raw: Sends the RAW request to the HTTP server. 

Usage guidelines 
The HTTP operation uses HTTP requests as probe packets. 

For the get or post operation, the content in the request is obtained from the URL specified by the 
url command. 

For the raw operation, the content in the request is configured in raw request view. You can use the 
raw-request command to enter the raw request view. 

Examples 
# Set the operation type to raw for the HTTP operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type http 

[Sysname-nqa-admin-test-http] operation raw 

# In HTTP template view, set the operation type to raw for the HTTP operation. 
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] operation raw 
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Related commands 
password 

raw-request 

username 

operation (HTTPS template view) 
Use operation to specify the operation type for the HTTPS operation. 

Use undo operation to restore the default. 

Syntax 
operation { get | post | raw } 

undo operation 

Default 
The HTTPS operation type is get. 

Views 
HTTPS template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
get: Gets data from the HTTPS server. 

post: Transfers data to the HTTPS server. 

raw: Sends the RAW request to the HTTPS server. 

Usage guidelines 
The HTTPS operation uses HTTPS requests as probe packets. 

For the get or post operation, the content in the request is obtained from the URL specified by the 
url command. 

For the raw operation, the content in the request is configured in raw request view. You can use the 
raw-request command to enter the raw request view. 

Examples 
# In HTTPS template view, set the operation type to raw for the HTTPS operation. 
<Sysname> system-view 

[Sysname] nqa template https httptplt 

[Sysname-nqatplt-https-httptplt] operation raw 

Related commands 
password 

raw-request 

username 
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out interface 
Use out interface to specify the output interface for probe packets. 

Use undo out interface to restore the default. 

Syntax 
out interface interface-type interface-number 

undo out interface 

Default 
The output interface for probe packets is not specified. The NQA client determines the output 
interface based on the routing table lookup. 

Views 
ICMP echo operation view 

DHCP operation view 

UDP tracert operation view 

UDP jitter operation view 

DNS/ICMP/TCP half open template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

Usage guidelines 
For successful operation, the specified output interface must be up. 

The out interface command does not take effect if the next-hop command is configured in 
the ICMP echo operation, DNS template, ICMP template, or TCP half open template. 

Examples 

password 
Use password to specify a password. 

Use undo password to restore the default. 

Syntax 
password { cipher | simple } string 

undo password 

Default 
No password is specified. 

Views 
FTP/HTTP operation view 

FTP/HTTP/HTTPS/IMAP/POP3/RADIUS authentication template view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
cipher: Specifies a password in encrypted form. 

simple: Specifies a password in plaintext form. For security purposes, the password specified in 
plaintext form will be stored in encrypted form. 

string: Specifies the password. The value of the argument varies as follows: 

• For FTP, HTTP, and HTTPS operations, the plaintext form of the password is a case-sensitive 
string of 1 to 32 characters. The encrypted form of the password is a case-sensitive string of 1 
to 73 characters. 

• For RADIUS templates, the plaintext form of the password is a case-sensitive string of 1 to 64 
characters. The encrypted form of the password is a case-sensitive string of 1 to 117 
characters. 

• For IMAP and POP3 templates, the plaintext form of the password is a string of 1 to 40 
characters. The encrypted form of the password is a string of 1 to 85 characters. 

Examples 
# Set the FTP login password to ftpuser. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type ftp 

[Sysname-nqa-admin-test-ftp] password simple ftpuser 

# Set the FTP login password to ftpuser in FTP template view. 
<Sysname> system-view 

[Sysname] nqa template ftp ftptplt 

[Sysname-nqatplt-ftp-ftptplt] password simple ftpuser 

Related commands 
operation 

username 

port-detect enable 
Use port-detect enable to enable port detection. 

Use undo port-detect enable to disable port detection. 

Syntax 
port-detect enable 

undo port-detect enable 

Default 
Port detection is disabled. 

Views 
TCP half open/UDP template view 

Predefined user roles 
network-admin 
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context-admin 

Usage guidelines 
In the TCP half open operation, port detection probes whether the listening port of the TCP service 
on the destination device is available. If the NQA client receives the SYN-ACK packet from the 
destination device within the probe timeout time after sending a SYN packet, the TCP half open 
operation succeeds. If the NQA client does not receive the SYN-ACK packet from the destination 
device within the probe timeout time, the TCP half open operation fails. 

In the UDP operation, port detection probes whether the listening port of the UDP service on the 
destination device is available. If the NQA client does not receive any ICMP port unreachable 
messages within the probe timeout time, the UDP operation succeeds. If the client receives an ICMP 
port unreachable message, the UDP operation fails. 

If the destination device is an NSFOCUS device, you must also perform the following tasks for the 
UDP operation: 
• Execute the ip unreachables enable command on the destination device to enable 

sending ICMP destination unreachable messages. 
• Execute the data-fill or hex-data-fill command on the NQA client with the raw 

keyword specified. 

To set the probe timeout time, execute the probe timeout command. 

For port detection to take effect, you must use the destination port command to configure the 
destination port. 

Examples 
# Enable port detection in TCP half open template tplt. 
<Sysname> system-view 

[Sysname] nqa template tcphalfopen tplt 

[Sysname-nqatplt-tcphalfopen-tplt] port-detect enable 

Related commands 
data-fill 

destination port 

hex-data-fill 

ip unreachables enable (Layer 3—IP Services Command Reference) 

priority 8021p 
Use priority 8021p to set the 802.1p priority for probe packets.  

Use undo priority 8021p to restore the default. 

Syntax 
priority 8021p value 

undo priority 8021p 

Default 
The 802.1p priority of probe packets is 0.  

Views 
TWAMP Light client-session view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
value: Specifies the 802.1p priority value in the range of 0 to 7. 

Usage guidelines 
To test the service quality for specific packet priorities in a congested Layer 2 network, you can use 
this command to specify the priorities. 

For more information about 802.1p priority, see QoS in ACL and QoS Configuration Guide. 

Examples 
# Set the 802.1p priority to 1 for probe packets in the TWAMP Light test. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 

[Sysname-nqa-twamp-light-client] test-session 1 

[Sysname-nqa-twamp-light-client-session1] priority 8021p 1 

probe count 
Use probe count to specify the probe times. 

Use undo probe count to restore the default. 

Syntax 
probe count times 

undo probe count 

Default 
In an UDP tracert operation, the NQA client sends three probe packets to each hop along the path. In 
other types of operations, the NQA client performs one probe to the destination per operation.  

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

ICMP jitter/UDP jitter operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
times: Specifies the probe times. 

• For the UDP tracert operation, this argument specifies the times of probes to each hop along 
the path. The value range for this argument is 1 to 10. 

• For other types of operations, this argument specifies the times of probes to the destination per 
operation. The value range for this argument is 1 to 15.  
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Usage guidelines 
The following describes how NQA performs different types of operations: 
• A TCP or DLSw operation sets up a connection. 
• An ICMP jitter or UDP jitter operation sends a number of probe packets. The number of probe 

packets is set by using the probe packet-number command. 

• An FTP, HTTP, DHCP, or DNS operation completes an independent task in each probe. For 
example, an FTP operation uploads or downloads a file in each probe, and an HTTP operation 
gets a Web page in each probe. 

• An ICMP echo operation sends an ICMP echo request. 
• An ARP operation sends an ARP request. 
• A UDP echo operation sends a UDP packet. 
• An SNMP operation sends one SNMPv1 packet, one SNMPv2c packet, and one SNMPv3 

packet. 
• A path jitter operation is accomplished in the following steps: 

a. The operation uses tracert to obtain the path from the NQA client to the destination. A 
maximum of 64 hops can be detected. 

b. The NQA client sends ICMP echo requests to each hop along the path. The number of 
ICMP echo requests is set by using the probe packet-number command. 

• A UDP tracert operation determines the routing path from the source to the destination. The 
number of probe packets sent to each hop is set by using the probe count command. 

If an operation is to perform multiple probes, the NQA client starts a new probe in one of the following 
conditions: 
• The NQA client receives responses to packets sent in the last probe. 
• The probe timeout time expires. 

This command is not available for the voice or path jitter operations. Each of these operations 
performs only one probe. 

Examples 
# Configure the ICMP echo operation to perform 10 probes. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] probe count 10 

probe packet-interval 
Use probe packet-interval to configure the packet sending interval in the probe. 

Use undo probe packet-interval to restore the default. 

Syntax 
probe packet-interval interval 

undo probe packet-interval 

Default 
The packet sending interval is 20 milliseconds. 

Views 
ICMP jitter/path jitter/UDP jitter/voice operation view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the sending interval in the range of 10 to 60000 milliseconds. 

Examples 
# Configure the UDP jitter operation to send packets every 100 milliseconds. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] probe packet-interval 100 

probe packet-number 
Use probe packet-number to set the number of packets to be sent in a UDP jitter, path jitter, or 
voice probe. 

Use undo probe packet-number to restore the default. 

Syntax 
probe packet-number number 

undo probe packet-number 

Default 
An ICMP jitter, UDP jitter, or path jitter operation sends 10 packets probe and a voice operation 
sends 1000 packets per probe.  

Views 
ICMP jitter/path jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies the number of packets to be sent per probe. Available value ranges include: 

• 10 to 1000 for the ICMP jitter, UDP jitter, and path jitter operations. 
• 10 to 60000 for the voice operation.  

Examples 
# Configure the UDP jitter probe to send 100 packets. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] probe packet-number 100 

probe packet-timeout 
Use probe packet-timeout to set the timeout time for waiting for a response in the UDP jitter, 
path jitter, or voice operation. 
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Use undo probe packet-timeout to restore the default. 

Syntax 
probe packet-timeout timeout 

undo probe packet-timeout 

Default 
The response timeout time for the UDP jitter or path jitter operation is 3000 milliseconds. 

The response timeout time for the voice operation is 5000 milliseconds.  

Views 
ICMP jitter/path jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
timeout: Specifies the timeout time in milliseconds. The value range is 10 to 3600000. 

Examples 
# Set the response timeout time to 100 milliseconds in the UDP jitter operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] probe packet-timeout 100 

probe timeout 
Use probe timeout to set the probe timeout time. 

Use undo probe timeout to restore the default. 

Syntax 
probe timeout timeout 

undo probe timeout 

Default 
The timeout time of a probe is 3000 milliseconds. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

Any NQA template view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
timeout: Specifies the probe timeout time in milliseconds. The value range for this argument varies 
as follows: 
• For FTP and HTTP operations, the value range is 10 to 86400000. 
• For DHCP, DNS, DLSw, ICMP echo, SNMP, TCP, UDP echo, and UDP tracert operations, the 

value range is 10 to 3600000. 
• For FTP, HTTP, and HTTPS templates, the value range is 10 to 86400000. 
• For other types of NQA templates, the value range is 10 to 3600000.  

Usage guidelines 
If a probe does not complete within the period, the probe is timed out. 

To make this command to take effect, the interval specified in the frequency command must be 
greater than that specified in this command. 

Examples 
# Set the probe timeout time to 10000 milliseconds for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] probe timeout 10000 

# In HTTP template view, set the probe timeout time to 10000 milliseconds for the HTTP operation. 
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] probe timeout 10000 

Related commands 
frequency 

proxy-url 
Use proxy-url to specify the URL of the HTTP or HTTPS proxy server. 

Use undo proxy-url to restore the default. 

Syntax 
proxy-url url 

undo proxy-url 

Default 
The URL of the HTTP or HTTPS proxy server is not specified. 

Views 
HTTP template view 

HTTPS template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
url: Specifies the proxy server URL, a case-sensitive string of 1 to 255 characters.  
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• The URL of the HTTP proxy server is in the format of http://host or http://host:port.  
• The URL of the HTTPS proxy server is in the format of https://host or https://host:port.  

The host parameter in the URL represents the host name of the server, which must meet the 
following requirements: 
• Case sensitive. 
• Valid characters are letters, digits, hyphens (-), underscores (_), and dots (.), but consecutive 

dots (.) are not allowed.  
• Must be a dot-separated series of labels. Each label can contain 1 to 63 characters. 

Usage guidelines 
After the HTTP or HTTPS proxy server URL is specified, the NQA client will send probe packets to 
the HTTP or HTTPS proxy server, which acts on behalf of the HTTP or HTTPS server. 

If proxy servers are required for Internet access, you must specify the URL of the HTTP or HTTPS 
proxy server for successful HTTP or HTTPS operations. 

Examples 
# In HTTP template view, specify http://www.company.com as the URL of the HTTP proxy server.  
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] proxy-url http://www.company.com 

raw-request 
Use raw-request to enter raw request view and specify the content of an HTTP or HTTPS 
request. 

Use undo raw-request to restore the default. 

Syntax 
raw-request 

undo raw-request 

Default 
The contents of an HTTP or HTTPS raw request are not specified. 

Views 
HTTP operation view 

HTTP/HTTPS template view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command places you in raw request view and deletes the previously configured request 
content.  

If the HTTP or HTTPS operation type is set to raw, you must configure this command. In raw request 
view, use the text command to configure the request content to be sent to the HTTP or HTTPS 
server. For successful HTTP or HTTPS operations, make sure the raw request content is valid and 
does not contain aliases set by using the alias command. For more information about the 
command, see CLI in Fundamentals Command Reference. 
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Examples 
# Enter raw request view and specify the content of a GET request for the HTTP operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type http 

[Sysname-nqa-admin-test-http] raw-request 

[Sysname-nqa-admin-test-http-raw-request] GET /sdn/ui/app/index HTTP/1.0\r\nHost: 
172.0.0.2\r\n\r\n 

# In HTTP template view, enter raw request view and specify the content of a POST request for the 
HTTP operation. 
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] raw-request 

[Sysname-nqatplt-http-httptplt-raw-request] POST /sdn/ui/app/index HTTP/1.0\r\nHost: 

 172.0.0.2\r\nAuthorization: Basic cm9vdDoxMjM0NTY=\r\n\r\n 

reaction checked-element { jitter-ds | jitter-sd } 
Use reaction checked-element { jitter-ds | jitter-sd } to configure a reaction entry 
for monitoring one-way jitter in the NQA operation. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element { jitter-ds | jitter-sd } 
threshold-type { accumulate accumulate-occurrences | average } 
threshold-value upper-threshold lower-threshold [ action-type { none | 
trap-only } ] 

undo reaction item-number 

Default 
No reaction entries for monitoring one-way jitter exist. 

Views 
ICMP jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

jitter-ds: Specifies the destination-to-source jitter of each probe packet as the monitored 
element (or performance metric). 

jitter-sd: Specifies source-to-destination jitter of each probe packet as the monitored element. 

threshold-type: Specifies a threshold type. 

accumulate accumulate-occurrences: Checks the total number of threshold violations in 
the operation. The value range is 1 to 14999 for the ICMP jitter and UDP jitter operations, and 1 to 
59999 for the voice operation. 

average: Checks the average one-way jitter. 
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threshold-value: Specifies threshold range in milliseconds. 

upper-threshold: Specifies the upper limit in the range of 0 to 3600000. 

lower-threshold: Specifies the lower limit in the range of 0 to 3600000. It must not be greater 
than the upper limit. 

action-type: Specifies the action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and meanwhile 
sending SNMP trap messages to the NMS. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Only successful probe packets are monitored. Statistics about failed probe packets are not collected. 

Examples 
# Create reaction entry 1 for monitoring the average destination-to-source jitter of UDP jitter packets, 
and set the upper limit to 50 milliseconds and the lower limit to 5 milliseconds. Before the NQA 
operation starts, the initial state of the reaction entry is invalid. After the operation, the average 
destination-to-source jitter is checked against the threshold range. If it exceeds the upper limit, the 
state of the reaction entry is set to over-threshold. If it is below the lower limit, the state is set to 
below-threshold. Once the state of the reaction entry changes, a trap message is generated and sent 
to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] reaction 1 checked-element jitter-ds threshold-type 
average threshold-value 50 5 action-type trap-only 

# Create reaction entry 2 for monitoring the destination-to-source jitter of UDP jitter probe packets, 
and set the upper limit to 50 milliseconds, and the lower limit to 5 milliseconds. Before the NQA 
operation starts, the initial state of the reaction entry is invalid. After the operation, the 
destination-to-source jitter is checked against the threshold range. If the total number of threshold 
violations reaches or exceeds 100, the state of the entry is set to over-threshold. Otherwise, the state 
of the entry is set to below-threshold. Once the state of the reaction entry changes, a trap message is 
generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] reaction 2 checked-element jitter-ds threshold-type 
accumulate 100 threshold-value 50 5 action-type trap-only 

reaction checked-element { owd-ds | owd-sd } 
Use reaction checked-element { owd-ds | owd-sd } to configure a reaction entry for 
monitoring the one-way delay. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element { owd-ds | owd-sd } threshold-value 
upper-threshold lower-threshold 

undo reaction item-number 
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Default 
No reaction entries for monitoring the one-way delay exist.  

Views 
ICMP jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

owd-ds: Specifies the destination-to-source delay of each probe packet as the monitored element. 

owd-sd: Specifies the source-to-destination delay of each probe packet as the monitored element. 

threshold-value: Specifies threshold range in milliseconds. 

upper-threshold: Specifies the upper limit in the range of 0 to 3600000. 

lower-threshold: Specifies the lower limit in the range of 0 to 3600000. It must not be greater 
than the upper limit. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Only successful probe packets are monitored. Statistics about failed probe packets are not collected.  

No actions can be configured for a reaction entry of monitoring one-way delays. To display the 
monitoring results and statistics, use the display nqa reaction counters and display nqa 
statistics commands. 

Examples 
# Create reaction entry 1 for monitoring the destination-to-source delay of every UDP jitter packet, 
and set the upper limit to 50 milliseconds and lower limit to 5 milliseconds. Before the NQA operation 
starts, the initial state of the reaction entry is invalid. The destination-to-source delay is calculated 
after the response to the probe packet arrives. If the delay exceeds the upper limit, the state of the 
reaction entry is set to over-threshold. If it is below the lower limit, the state is set to below-threshold. 
Once the state of the reaction entry changes, a trap message is generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] reaction 1 checked-element owd-ds threshold-value 50 
5 

reaction checked-element icpif 
Use reaction checked-element icpif to configure a reaction entry for monitoring the ICPIF 
value in the voice operation. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element icpif threshold-value 
upper-threshold lower-threshold [ action-type { none | trap-only } ] 

undo reaction item-number 
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Default 
No reaction entries for monitoring ICPIF values exist. 

Views 
Voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-value: Specifies threshold range. 

upper-threshold: Specifies the upper limit in the range of 1 to 100. 

lower-threshold: Specifies the lower limit in the range of 1 to 100. It must not be greater than 
the upper limit. 

action-type: Specifies what action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display.  

trap-only: Specifies the action of displaying results on the terminal display and meanwhile 
sending SNMP trap messages to the NMS. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Examples 
# Create reaction entry 1 for monitoring the ICPIF value in the voice operation, and set the upper limit 
to 50 and lower limit to 5. Before the voice operation starts, the initial state of the reaction entry is 
invalid. After the operation, the ICPIF value is checked against the threshold range. If it exceeds the 
upper limit, the state of the reaction entry is set to over-threshold. If it is below the lower limit, the 
state is set to below-threshold. Once the state of the reaction entry changes, a trap message is 
generated and sent to the NMS.  
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type voice 

[Sysname-nqa-admin-test-voice] reaction 1 checked-element icpif threshold-value 50 5 
action-type trap-only 

reaction checked-element mos 
Use reaction checked-element mos to configure a reaction entry for monitoring the MOS 
value in the voice operation. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element mos threshold-value upper-threshold 
lower-threshold [ action-type { none | trap-only } ] 

undo reaction item-number 
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Default 
No reaction entries for monitoring the MOS value exist. 

Views 
Voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-value: Specifies threshold range. 

upper-threshold: Specifies the upper limit in the range of 1 to 500. 

lower-threshold: Specifies the lower limit in the range of 1 to 500. It must not be greater than 
the upper limit. 

action-type: Specifies what action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and meanwhile 
sending SNMP trap messages to the NMS. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

For the MOS threshold, the number is expressed in three digits representing ones, tenths, and 
hundredths. For example, to express a MOS threshold of 1, enter 100. 

Examples 
# Create reaction entry 1 for monitoring the MOS value of the voice operation, and set the upper limit 
to 2 and lower limit to 1. Before the NQA operation starts, the initial state of the reaction entry is 
invalid. After the operation, the MOS value is checked against the threshold range. If it exceeds the 
upper limit, the state of the reaction entry is set to over-threshold. If it is below the lower limit, the 
state is set to below-threshold. Once the state of the reaction entry changes, a trap message is 
generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type voice 

[Sysname-nqa-admin-test-voice] reaction 1 checked-element mos threshold-value 200 100 
action-type trap-only 

reaction checked-element packet-loss 
Use reaction checked-element packet-loss to configure a reaction entry for monitoring 
packet loss in UDP jitter or voice operation. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element packet-loss threshold-type 
accumulate accumulate-occurrences [ action-type { none | trap-only } ] 

undo reaction item-number 
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Default 
No reaction entries for monitoring packet loss exist. 

Views 
ICMP jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-type: Specifies a threshold type. 

accumulate accumulate-occurrences: Specifies the total number of lost packets in the 
operation. The value range is 1 to 15000 for the ICMP jitter and UDP jitter operations and 1 to 60000 
for the voice operation. 

action-type: Specifies what action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and meanwhile 
sending SNMP trap messages to the NMS. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Examples 
# Create reaction entry 1 for monitoring packet loss in the UDP jitter operation. Before the NQA 
operation starts, the initial state of the reaction entry is invalid. After the operation, the total number of 
the lost packets is checked against the threshold. If the number reaches or exceeds 100, the state of 
the reaction entry is set to over-threshold. Otherwise, the state is set to below-threshold. Once the 
state of the reaction entry changes, a trap message is generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] reaction 1 checked-element packet-loss 
threshold-type accumulate 100 action-type trap-only 

reaction checked-element probe-duration 
Use reaction checked-element probe-duration to configure a reaction entry for 
monitoring the probe duration. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element probe-duration threshold-type 
{ accumulate accumulate-occurrences | average | consecutive 
consecutive-occurrences } threshold-value upper-threshold 
lower-threshold [ action-type { none | trap-only } ] 

undo reaction item-number 
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Default 
No reaction entries for monitoring the probe duration exist. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-type: Specifies a threshold type. 

accumulate accumulate-occurrences: Checks the total number of threshold violations. The 
value range is 1 to 15. 

average: Checks the average probe duration. 

consecutive consecutive-occurrences: Specifies the number of consecutive threshold 
violations after the NQA operation starts. The value range is 1 to 16. 

threshold-value: Specifies threshold range in milliseconds. 

upper-threshold: Specifies the upper limit in the range of 0 to 3600000. 

lower-threshold: Specifies the lower limit in the range of 0 to 3600000. It must not be greater 
than the upper threshold. 

action-type: Specifies what action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and meanwhile 
sending SNMP trap messages to the NMS. This keyword is not available for the DNS operation. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Only successful probe packets are monitored. Statistics about failed probe packets are not collected. 

Examples 
# Create reaction entry 1 for monitoring the average probe duration of ICMP echo operation, and set 
the upper limit to 50 milliseconds and lower limit to 5 milliseconds. Before the NQA operation starts, 
the initial state of the reaction entry is invalid. After the operation, the average probe duration is 
checked. If it exceeds the upper limit, the state is set to over-threshold. If it is below the lower limit, 
the state of the reaction entry is set to below-threshold. Once the state of the reaction entry changes, 
a trap message is generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] reaction 1 checked-element probe-duration 
threshold-type average threshold-value 50 5 action-type trap-only 

# Create reaction entry 2 for monitoring the probe duration of ICMP echo operation, and set the 
upper limit to 50 milliseconds and the lower limit to 5 milliseconds. Before the NQA operation starts, 
the initial state of the reaction entry is invalid. After the operation, the accumulated probe duration is 
checked against the threshold range. If the total number of threshold violations reaches or exceeds 
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10, the state of the entry is set to over-threshold. If it is below the lower threshold, the state of the 
entry is set to below-threshold. Once the state of the reaction entry changes, a trap message is 
generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] reaction 2 checked-element probe-duration 
threshold-type accumulate 10 threshold-value 50 5 action-type trap-only 

# Create reaction entry 3 for monitoring the probe duration time of ICMP echo operation, and set the 
upper limit to 50 milliseconds and the lower limit to 5 milliseconds. Before the NQA operation starts, 
the initial state of the reaction entry is invalid. After the operation, the consecutive probe duration is 
checked against the threshold range. If the total number of consecutive threshold violations reaches 
or exceeds 10, the state of the entry is set to over-threshold. If it is below the lower threshold, the 
state of the entry is set to below-threshold. Once the state of the reaction entry changes, a trap 
message is generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] reaction 3 checked-element probe-duration 
threshold-type consecutive 10 threshold-value 50 5 action-type trap-only 

reaction checked-element probe-fail (for trap) 
Use reaction checked-element probe-fail to configure a reaction entry for monitoring the 
probe failures of the operation. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element probe-fail threshold-type 
{ accumulate accumulate-occurrences | consecutive 
consecutive-occurrences } [ action-type { none | trap-only } ] 

undo reaction item-number 

Default 
No reaction entries for monitoring probe failures exist. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-type: Specifies a threshold type. 

accumulate accumulate-occurrences: Checks the total number of probe failures. The value 
range is 1 to 15. 

consecutive consecutive-occurrences: Checks the maximum number of consecutive 
probe failures. The value range is 1 to 16. 
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action-type: Specifies what action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and meanwhile 
sending SNMP trap messages to the NMS. This keyword is not available for the DNS operation. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Examples 
# Create reaction entry 1 for monitoring the probe failures in ICMP echo operation. Before the NQA 
operation starts, the initial state of the reaction entry is invalid. If the total number of probe failures 
reaches or exceeds 10, the state of the entry is set to over-threshold. If it is below the threshold, the 
state of the entry is set to below-threshold. Once the state of the reaction entry changes, a trap 
message is generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type 
accumulate 10 action-type trap-only 

# Create reaction entry 2 for monitoring the probe failures in ICMP echo operation. Before the NQA 
operation starts, the initial state of the reaction entry is invalid. If the number of consecutive probe 
failures reaches or exceeds 10, the state of the entry is set to over-threshold. If it is below the 
threshold, the state of the entry is set to below-threshold. Once the state of the reaction entry 
changes, a trap message is generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] reaction 2 checked-element probe-fail threshold-type 
consecutive 10 action-type trap-only 

reaction checked-element probe-fail (for trigger) 
Use reaction checked-element probe-fail to configure a reaction entry for monitoring 
probe failures. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element probe-fail threshold-type 
consecutive consecutive-occurrences action-type trigger-only 

undo reaction item-number 

Default 
No reaction entries for monitoring probe failures exist. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-type: Specifies a threshold type. 

consecutive consecutive-occurrences: Checks the maximum number of consecutive 
probe failures, in the range of 1 to 16. 

action-type: Specifies what action to be triggered. 

trigger-only: Triggers other modules to react to certain conditions. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Examples 
# Create reaction entry 1. If the number of consecutive probe failures reaches 3, collaboration is 
triggered. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type tcp 

[Sysname-nqa-admin-test-tcp] reaction 1 checked-element probe-fail threshold-type 
consecutive 3 action-type trigger-only 

Related commands 
track 

reaction checked-element rtt 
Use reaction checked-element rtt to configure a reaction entry for monitoring packet 
round-trip time. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element rtt threshold-type { accumulate 
accumulate-occurrences | average } threshold-value upper-threshold 
lower-threshold [ action-type { none | trap-only } ] 

undo reaction item-number 

Default 
No reaction entries for monitoring packet round-trip time exist. 

Views 
ICMP jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-type: Specifies a threshold type. 
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accumulate accumulate-occurrences: Checks the total number of threshold violations.  

The value range for the accumulate-occurrences argument varies by operation type: 

• 1 to 15000 for the ICMP jitter and UDP jitter operations. 
• 1 to 60000 for the voice operation.  

average: Checks the packet average round-trip time. 

threshold-value: Specifies threshold range in milliseconds. 

upper-threshold: Specifies the upper limit in the range of 0 to 3600000. 

lower-threshold: Specifies the lower limit in the range of 0 to 3600000. It must not be greater 
than the upper limit. 

action-type: Specifies what action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and meanwhile 
sending SNMP trap messages to the NMS. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Only successful probe packets are monitored. Statistics about failed probe packets are not collected. 

Examples 
# Create reaction entry 1 for monitoring the average round-trip time of UDP jitter probe packets, and 
set the upper limit to 50 milliseconds and lower limit to 5 milliseconds. Before the NQA operation 
starts, the initial state of the reaction entry is invalid. After the operation, the average packet 
round-trip time is checked. If it exceeds the upper limit, the state is set to over-threshold. If it is below 
the lower limit, the state is set to below-threshold. Once the reaction entry state changes, a trap 
message is generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] reaction 1 checked-element rtt threshold-type 
average threshold-value 50 5 action-type trap-only 

# Create reaction entry 2 for monitoring the round-trip time of UDP jitter probe packets, and set the 
upper limit to 50 milliseconds and lower limit to 5 milliseconds. Before the NQA operation starts, the 
initial state of the reaction entry is invalid. After the operation, the packet round-trip time is checked. 
If the total number of threshold violations reaches or exceeds 100, the state of the entry is set to 
over-threshold. Otherwise, the state of the entry is set to below-threshold. Once the state of the 
reaction entry changes, a trap message is generated and sent to the NMS. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-jitter 

[Sysname-nqa-admin-test-udp-jitter] reaction 1 checked-element rtt threshold-type 
accumulate 100 threshold-value 50 5 action-type trap-only 

reaction checked-element two-way-delay 
Use reaction checked-element two-way-delay to configure a reaction entry for 
monitoring the two-way delay in the TWAMP Light tests. 

Use undo reaction trap to delete a reaction entry. 
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Syntax 
reaction item-number checked-element two-way-delay threshold-value 
upper-threshold lower-threshold [ action-type { none | trap-only } ] 

undo reaction item-number 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
No reaction entries for monitoring two-way delay exist. 

Views 
TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-value: Specifies threshold range in microseconds. 

upper-threshold: Specifies the upper limit in the range of 2 to 1000000. 

lower-threshold: Specifies the lower limit in the range of 1 to 999999. It must not be greater 
than the upper limit. 

action-type: Specifies the action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and sending SNMP 
trap messages to the NMS. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Only successful probe packets are monitored. Statistics about failed probe packets are not collected. 

In a TWAMP test, the device monitors the test result, and starts the monitoring time when either of 
the following conditions is met: 
• The monitoring result goes beyond the threshold upper limit. 
• The monitoring result drops below the threshold lower limit from a monitoring result higher than 

the lower limit. 

If either condition is always true during the monitoring time, a threshold violation occurs. To set the 
monitoring time, use the monitor-time keyword in the start command. 

Examples 
# Create reaction entry 1 for monitoring the two-way delay of probe packets, and set the upper limit 
to 50 microseconds and the lower limit to 5 microseconds. 
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<Sysname> system-view 

[Sysname] nqa twamp-light client 

[Sysname-nqa-twamp-light-client] test-session 1 

[Sysname-nqa-twamp-light-client-session1] reaction 1 checked-element two-way-delay 
threshold-value 50 5 action-type trap-only 

Related commands 
start (Twamp Light sender view) 

reaction checked-element two-way-jitter 
Use reaction checked-element two-way-jitter to configure a reaction entry for 
monitoring the two-way jitter in the TWAMP Light tests. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element two-way-jitter threshold-value 
upper-threshold lower-threshold [ action-type { none | trap-only } ] 

undo reaction item-number 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
No reaction entries for monitoring two-way jitter exist. 

Views 
TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-value: Specifies threshold range in microseconds. 

upper-threshold: Specifies the upper limit in the range of 2 to 1000000. 

lower-threshold: Specifies the lower limit in the range of 1 to 999999. It must not be greater 
than the upper limit. 

action-type: Specifies the action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and sending SNMP 
trap messages to the NMS. 
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Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

Only successful probe packets are monitored. Statistics about failed probe packets are not collected. 

In a TWAMP test, the device monitors the test result, and starts the monitoring time when either of 
the following conditions is met: 
• The monitoring result goes beyond the threshold upper limit. 
• The monitoring result drops below the threshold lower limit from a monitoring result higher than 

the lower limit. 

If either condition is always true during the monitoring time, a threshold violation occurs. To set the 
monitoring time, use the monitor-time keyword in the start command. 

Examples 
# Create reaction entry 1 for monitoring the two-way jitter of probe packets, and set the upper limit to 
20 microseconds and the lower limit to 3 microseconds. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 

[Sysname-nqa-twamp-light-client] test-session 1 

[Sysname-nqa-twamp-light-client-session1] reaction 1 checked-element two-way-jitter 
threshold-value 20 3 action-type trap-only 

Related commands 
start (Twamp Light sender view) 

reaction checked-element two-way-loss 
Use reaction checked-element two-way-loss to configure a reaction entry for monitoring 
the two-way packet loss in the TWAMP Light tests. 

Use undo reaction to delete a reaction entry. 

Syntax 
reaction item-number checked-element two-way-loss threshold-value 
upper-threshold lower-threshold [ action-type { none | trap-only } ] 

undo reaction item-number 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
No reaction entries for monitoring two-way packet loss exist. 

Views 
TWAMP Light client-session view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
item-number: Assigns an ID to the reaction entry, in the range of 1 to 10. 

threshold-value: Specifies threshold range. 

upper-threshold: Specifies the upper limit in the range of 2 to 1000000. 

lower-threshold: Specifies the lower limit in the range of 1 to 999999. It must not be greater 
than the upper limit. 

action-type: Specifies the action to be triggered. The default action is none. 

none: Specifies the action of displaying results on the terminal display. 

trap-only: Specifies the action of displaying results on the terminal display and sending SNMP 
trap messages to the NMS. 

Usage guidelines 
You cannot edit a reaction entry after it is created. To change the attributes in a reaction entry, use 
the undo reaction command to delete the entry, and then configure a new one. 

In a TWAMP test, the device monitors the test result, and starts the monitoring time when either of 
the following conditions is met: 
• The monitoring result goes beyond the threshold upper limit. 
• The monitoring result drops below the threshold lower limit from a monitoring result higher than 

the lower limit. 

If either condition is always true during the monitoring time, a threshold violation occurs. To set the 
monitoring time, use the monitor-time keyword in the start command. 

Examples 
# Create reaction entry 1 for monitoring the two-way packet loss of probe packets, and set the upper 
limit to 1000 and the lower limit to 500. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 

[Sysname-nqa-twamp-light-client] test-session 1 

[Sysname-nqa-twamp-light-client-session1] reaction 1 checked-element two-way-loss 
threshold-value 1000 500 action-type trap-only 

Related commands 
start (Twamp Light sender view) 

reaction trap 
Use reaction trap to configure the sending of traps to the NMS under specific conditions. 

Use undo reaction trap to restore the default. 

Syntax 
reaction trap { path-change | probe-failure consecutive-probe-failures | 
test-complete | test-failure [ accumulate-probe-failures ] } 

undo reaction trap { path-change | probe-failure | test-complete | 
test-failure } 
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Default 
No traps are sent to the NMS. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

ICMP jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
path-change: Sends a trap when the UDP tracert operation detects a different path to the 
destination. 

probe-failure consecutive-probe-failures: Sends a trap to the NMS if the number of 
consecutive probe failures in an operation is greater than or equal to 
consecutive-probe-failures. The value range for the 
consecutive-probe-failures argument is 1 to 15. The system counts the number of 
consecutive probe failures for each operation, so multiple traps might be sent. 

test-complete: Sends a trap to indicate that the operation is completed. A UDP tracert operation 
is considered completed when the path to the destination is determined. 

test-failure: Sends a trap when an operation fails. For operations other than UDP tracert 
operation, the system counts the total number of probe failures in an operation. If the number 
reaches or exceeds the value for the accumulate-probe-failures argument, a trap is sent for 
the operation failure. 

accumulate-probe-failures: Specifies the total number of probe failures in an operation. 
The value range is 1 to 15. This argument is not supported by the UDP tracert operation.  

Usage guidelines 
The ARP operation supports the probe-failure, test-complete, and test-failure 
keywords. 

The ICMP jitter, UDP jitter, and voice operations support only the test-complete keyword.  

The following parameters are not available for the UDP tracert operation: 
• The probe-failure consecutive-probe-failures option. 

• The accumulate-probe-failures argument. 

Examples 
# Configure the system to send a trap if five or more consecutive probe failures occur in an ICMP 
echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] reaction trap probe-failure 5 

reaction trigger per-probe 
Use reaction trigger per-probe to configure the probe result sending on a per-probe basis. 
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Use undo reaction trigger per-probe to restore the default. 

Syntax 
reaction trigger per-probe 

undo reaction trigger per-probe 

Default 
The probe result is sent to the feature that uses the template after three consecutive failed or 
successful probes. 

Views 
DNS/ICMP/TCP half open template view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
The feature enables the NQA client to send the probe result to the feature that uses the NQA 
template every time a probe is completed. 

If you execute this command and the reaction trigger probe-fail command multiple times, 
the most recent configuration takes effect. 

If you execute this command and the reaction trigger probe-pass command multiple times, 
the most recent configuration takes effect. 

Examples 
# In ICMP template view, configure the probe result sending on a per-probe basis. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] reaction trigger per-probe 

Related commands 
reaction trigger probe-fail 

reaction trigger probe-pass 

reaction trigger probe-fail 
Use reaction trigger probe-fail to set the number of consecutive probe failures to 
determine an operation failure. 

Use undo reaction trigger probe-fail to restore the default. 

Syntax 
reaction trigger probe-fail count 

undo reaction trigger probe-fail 

Default 
The NQA client notifies the feature of the operation failure when the number of consecutive probe 
failures reaches 3. 

Views 
Any NQA template view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies the number of consecutive probe failures, in the range of 1 to 15. 

Usage guidelines 
If the number of consecutive probe failures is reached, the NQA client notifies the feature that uses 
the NQA template of the operation failure. 

If you execute this command and the reaction trigger per-probe command multiple times, 
the most recent configuration takes effect. 

Examples 
# In HTTP template view, configure the NQA client to notify the feature of the operation failure when 
the number of consecutive probe failures reaches 5. 
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] reaction trigger probe-fail 5 

Related commands 
reaction trigger per-probe 

reaction trigger probe-pass 

reaction trigger probe-pass 
Use reaction trigger probe-pass to set the number of consecutive successful probes to 
determine a successful operation event. 

Use undo reaction trigger probe-pass to restore the default. 

Syntax 
reaction trigger probe-pass count 

undo reaction trigger probe-pass 

Default 
The NQA client notifies the feature of the successful operation event if the number of consecutive 
successful probes reaches 3. 

Views 
Any NQA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count: Specifies the number of consecutive successful probes, in the range of 1 to 15. 

Usage guidelines 
If number of consecutive successful probes is reached, the NQA client notifies the feature that uses 
the template of the successful operation event. 
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If you execute this command and the reaction trigger per-probe command multiple times, 
the most recent configuration takes effect. 

Examples 
# In HTTP template view, configure the NQA client to notify the feature of the successful operation 
event if the number of consecutive successful probes reaches 5. 
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] reaction trigger probe-pass 5 

Related commands 
reaction trigger per-probe 

reaction trigger probe-fail 

request-method 
Use request-method to specify the request method for the RTSP operation. 

Use undo request-method to restore the default. 

Syntax 
request-method { describe | options } 

undo request-method 

Default 
The options request method is used.  

Views 
RTSP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
describe: Specifies the DESCRIBE request method. A DESCRIBE request returns information on 
a particular object identified by a URL. 

options: Specifies the OPTIONS request method. An OPTIONS request returns the request types 
that the RTSP server will accept. 

Usage guidelines 
For an RTSP template that uses the DESCRIBE request method, you must use the url command to 
specify the path of a file located on the RTSP server. 

Examples 
# In RTSP template view, set the RTSP request method to DESCRIBE. 
<Sysname> system-view 

[Sysname] nqa template rtsp rtsptplt 

[Sysname-nqatplt-rtsp-rtsptplt] request method describe 

Related commands 
url 
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reset nqa twamp-light statistics 
Use reset nqa twamp-light statistics to clear the TWAMP Light test sessions. 

Syntax 
reset nqa twamp-light statistics { all | test-session session-id } 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
all: Clears statistics about all TWAMP Light test sessions. 

test-session session-id: Specifies a session by its ID. The value range is 1 to 256. 

Usage guidelines 
Use the command with caution. Once being cleared, the test session cannot be recovered. 

Examples 
# Clear statistics about all TWAMP Light test sessions. 
<Sysname> reset nqa twamp-light statistics all 

Related commands 
display nqa twamp-light client statistic 

resolve-target 
Use resolve-target to specify the domain name to be resolved in the DNS operation. 

Use undo resolve-target to restore the default. 

Syntax 
resolve-target domain-name 

undo resolve-target 

Default 
The domain name to be resolved in the DNS operation is not specified. 

Views 
DNS operation view 

DNS template view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
domain-name: Specifies the domain name to be resolved. It is a dot-separated case-sensitive 
string of 1 to 255 characters including letters, digits, hyphens (-), and underscores (_) (for example, 
aabbcc.com). Each part consists of 1 to 63 characters, and consecutive dots (.) are not allowed. 

Examples 
# Specify domain1 as the domain name to be resolved. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type dns 

[Sysname-nqa-admin-test-dns] resolve-target domain1 

# In DNS template view, specify domain1 as the domain name to be resolved. 
<Sysname> system-view 

[Sysname] nqa template dns dnstplt 

[Sysname-nqatplt-dns-dnstplt] resolve-target domain1 

resolve-type 
Use resolve-type to configure the domain name resolution type. 

Use undo resolve-type to restore the default. 

Syntax 
resolve-type { A | AAAA } 

undo resolve-type 

Default 
The domain name resolution type is type A. 

Views 
DNS template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
A: Specifies the type A queries. A type A query resolves a domain name to a mapped IPv4 address. 

AAAA: Specifies the type AAAA queries. A type AAAA query resolves a domain name to a mapped 
IPv6 address. 

Examples 
# In DNS template view, set the domain name resolution type to A. 
<Sysname> system-view 

[Sysname] nqa template dns dnstplt 

[Sysname-nqatplt-dns-dnstplt] resolve-type A 
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resource-release { data-fill | hex-data-fill } 
Use to resource-release { data-fill | hex-data-fill } to enable the NQA client to 
send a resource release notification packet to the NQA server when an NQA operation is complete. 

Use undo resource-release to restore the default.  

Syntax 
resource-release { data-fill | hex-data-fill } string 

undo resource-release 

Default 
The NQA client does not send resource release notifications to the NQA server when an NQA 
operation is complete. 

Views 
TCP/UDP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
data-fill: Specifies a payload fill string. 

hex-data-fill: Specifies a hexadecimal payload fill string. 

string: Specifies the payload fill string. 
• If the data-fill keyword is specified, the payload fill string is case-sensitive and can contain 

1 to 200 characters. 
• If the hex-data-fill keyword is specified, the payload fill string is case-insensitive and can 

contain any even number of characters in the range of 2 to 200. 

Usage guidelines 
With this command configured, the NQA client sends a resource release notification packet 
containing the specified payload to the NQA server when the NQA operation is complete. The NQA 
server will then terminate the connection for the NQA operation and release the resources assigned 
to the operation. 

Examples 
# In TCP template view, enable the NQA client to send a resource release notification packet 
containing payload abcd to the NQA server. 
<Sysname> system-view 

[Sysname] nqa template tcp tcptplt 

[Sysname-nqatplt-tcp-tcptplt] resource-release data-fill abcd 

reth-member probe enable 
Use reth-member probe enable to enable link connectivity probing for a redundant Ethernet 
(Reth) member interface. 

Use undo reth-member probe enable to disable link connectivity probing for a Reth member 
interface. 
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Syntax 
reth-member probe enable 

undo reth-member probe enable 

Default 
The link connectivity probing is disabled for Reth member interfaces. 

Views 
ICMP echo operation view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
If you configure an ICMP echo operation for a Reth interface, only Reth interfaces can be configured 
as the output interface for probe packets by default. 

With this command configured, both Reth interfaces and Reth member interfaces can be configured 
as output interface for probe packets. 
• If you configure a Reth interface as the output interface, the device send probe packets out of 

the Reth interface. The operation tests the link connectivity between the Reth interface and the 
peer device. 

• If you configure a Reth member interface, whatever it is active or inactive, as the output 
interface, the device sends probe packets out of the configured member interface. The 
operation tests the link connectivity between the member interface and the peer. 

To probe the link connectivity for two Reth member interfaces with their peers respectively, you can 
configure two ICMP echo operations, each using one Reth member interface as the output interface. 

Examples 
# Enable link connectivity probing between a Reth member interface and its peer. 
<Sysname> system-view 

[Sysname] nqa entry admin test 
[Sysname-nqa-admin-test] type icmp-echo 
[Sysname-nqa-admin-test-icmp-echo] reth-member probe enable 

Related commands 
out interface 

route-option bypass-route 
Use route-option bypass-route to enable the routing table bypass feature to test the 
connectivity to the direct destination. 

Use undo route-option bypass-route to disable the routing table bypass feature. 

Syntax 
route-option bypass-route 

undo route-option bypass-route 

Default 
The routing table bypass feature is disabled. 
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Views 
ICMP echo/TCP/UDP echo operation view 

DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

ICMP jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
When the routing table bypass feature is enabled, the following events occur: 
• The routing table is not searched. Packets are sent to the destination on a directly connected 

network. 
• The TTL value in the probe packet is set to 1. The TTL set in the ttl command does not take 

effect. 

This command does not take effect if the destination address of the NQA operation is an IPv6 
address. 

Examples 
# Enable the routing table bypass feature. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] route-option bypass-route 

source interface (TWAMP Light client-session view) 
Use source interface to specify the source AC interface for probe frames. 

Use undo source interface to restore the default. 

Syntax 
source interface interface-type interface-number [ service-instance 
instance-id ] 

undo source interface 

Default 
No source AC interface is specified for probe frames.  

Views 
TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies a Layer 2 interface by its type and number. 
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service-instance instance-id: Specifies an Ethernet service instance by its ID in the range 
of 1 to 4096. The AC interface is identified by the combination of the Layer 2 interface and the 
Ethernet service instance.  

Usage guidelines 
On an L2VPN network, you can execute this command to bind an Ethernet service instance to the 
Layer 2 Ethernet interface to create a source AC interface for sending probe packets. 

On a Layer 3 network, you can execute this command to use the Layer 3 Ethernet interface as the 
source interface for sending probe packets. 

Follow these guidelines when you configure this command: 
• The specified interface must be up. 
• If the interface-type interface-number argument represents a Layer 2 interface, the 

service-instance instance-id option is required. 

• If the interface-type interface-number argument represents a Layer 3 interface, the 
following rules apply: 
 In an MPLS L3VPN network, do not specify the service-instance instance-id 

option. 
 In an MPLS L2VPN network, the service-instance instance-id option is optional. 

This option takes effect if the Layer 3 interface switches to a Layer 2 interface. In this case, 
you do not have to stop the operation and reconfigure this command. The operation restarts 
automatically by using the new source AC after the MPLS L2VPN configuration is modified. 

Examples 
# In TWAMP Light client-session view, specify GigabitEthernet 1/0/1 as the source AC interface. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 
[Sysname-nqa-twamp-light-client] test-session 1 
[Sysname-nqa-twamp-light-client-session1] source interface gigabitethernet 1/0/1 

Related commands 
source ip 

source interface 
Use source interface to specify the IP address of an interface as the source IP address of 
probe packets. 

Use undo source interface to restore the default. 

Syntax 
source interface interface-type interface-number 

undo source interface 

Default 
The probe packets take the primary IP address of the outgoing interface as their source IP address. 

Views 
ICMP echo operation view 

UDP tracert operation view 

ICMP template view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

Usage guidelines 
The specified interface must be up. If the interface is down, no probe requests can be sent out. 

If you execute this command and the source ip or source ipv6 command for an ICMP echo 
operation or ICMP template multiple times, the most recent configuration takes effect. 

If you execute this command and the source ip command for a UDP tracert operation multiple 
times, the most recent configuration takes effect.  

Examples 
# Specify the IP address of interface GigabitEthernet 1/0/1 as the source IP address of ICMP echo 
request packets.  
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] source interface gigabitethernet 1/0/1 

# In ICMP template view, specify the IP address of the interface GigabitEthernet 1/0/1 as the source 
IP address of ICMP echo request packets.  
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] source interface gigabitethernet 1/0/1 

Related commands 
source ip 

source ipv6 

source ip 
Use source ip to configure the source IPv4 address for probe packets. 

Use undo source ip to restore the default. 

Syntax 
source ip ip-address 

undo source ip 

Default 
The probe packets take the primary IP address of their output interface as the source IPv4 address. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

ICMP jitter/path jitter/UDP jitter/voice operation view 

TWAMP Light client-session view 



 

107 

Any NQA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the source IPv4 address for probe packets. 

Usage guidelines 
The specified source IP address must be the IPv4 address of a local interface, and the local interface 
must be up. Otherwise, no probe packets can be sent out.  

For an NQA template, if the source and destination addresses have different IP versions, the source 
address does not take effect. 

If you execute the source interface and source ip commands multiple times for the following 
types of NQA operations or templates, the most recent configuration takes effect: 
• ICMP echo operation. 
• UDP tracert operation. 
• ICMP template. 

Examples 
# Specify 10.1.1.1 as the source IPv4 address for ICMP echo requests. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] source ip 10.1.1.1 

# In ICMP template view, specify 10.1.1.1 as the source IPv4 address for ICMP echo requests. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] source ip 10.1.1.1 

Related commands 
source interface 

source ipv6 
Use source ipv6 to configure the source IPv6 address for probe packets. 

Use undo source ipv6 to restore the default. 

Syntax 
source ipv6 ipv6-address 

undo source ipv6 

Default 
For the TWAMP Light test, no source IPv6 address is specified. For NQA operations, the probe 
packets take the IPv6 address of their output interface as the source IPv6 address. 

Views 
ICMP echo/TCP/UDP echo/UDP jitter operation view 
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DNS/FTP/HTTP/HTTPS/ICMP/IMAP/POP3/RADIUS authentication/RADIUS 
accounting/RTSP/SMTP/SNMP/SNMP DCA/SSL/TCP/TCP half open/UDP/WAP template view 

TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-address: Specifies the source IPv6 address for probe packets. IPv6 link-local addresses 
are not supported. 

Usage guidelines 
The specified source IPv6 address must be the IPv6 address of a local interface. The local interface 
must be up. Otherwise, no probe packets can be sent out. 

For an NQA template, if the source and destination addresses have different IP versions, the source 
address does not take effect. 

If you execute the source interface and source ipv6 commands multiple times for an ICMP 
echo operation or ICMP template, the most recent configuration takes effect. 

Examples 
# Specify 1::1 as the source IPv6 address for the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] source ipv6 1::1 

# In ICMP template view, specify 1::1 as the source IPv6 address for ICMP echo requests. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] source ipv6 1::1 

Related commands 
source interface 

source mac 
Use source mac to specify the source MAC address for probe frames. 

Use undo source mac to restore the default. 

Syntax 
source mac mac-address 

undo source mac 

Default 
For the TWAMP Light test, no source MAC address is specified. 

For supported NQA operations, the probe packets take the MAC address of the egress interface as 
the source MAC address. 

Views 
TWAMP Light client-session view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
mac-address: Specifies the source MAC address in the format of H-H-H. For example, to use 
000f-00e2-0001 as the source MAC address, set this argument to f-e2-1. 

Examples 
# In TWAMP Light client-session view, set the source MAC address of probe frames to 1-1-1. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 
[Sysname-nqa-twamp-light-client] test-session 1 
[Sysname-nqa-twamp-light-client-session1] source mac 1-1-1 

source port 
Use source port to configure the source port number for probe packets. 

Use undo source port to restore the default. 

Syntax 
source port port-number 

undo source port 

Default 
The system automatically selects an unused port number as the source port number. 

Views 
UDP echo operation view 

SNMP operation view 

UDP tracert operation view 

UDP jitter/voice operation view 

TWAMP Light client-session view 

DNS template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies the source port number in the range of 1 to 65535. 

Usage guidelines 
For TWAMP Light tests, you must configure this command. For other operation types, as a best 
practice, use the default setting. 

For the operation to succeed, make sure the specified port number is not used by any services on 
the device. 
• To obtain the IPv4 addresses and the port numbers in use on this device, see the Local 

Addr:port field in the output from the display tcp and display udp commands.  
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• To obtain the IPv6 addresses and the port numbers in use on this device, see the LAddr->port 
field in the output from the display ipv6 tcp and display ipv6 udp commands.  

Examples 
# Set the source port number to 8000 for probe packets in the UDP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type udp-echo 

[Sysname-nqa-admin-test-udp-echo] source port 8000 

# In DNS template view, set the source port number to 8000 for probe packets in the DNS operation. 
<Sysname> system-view 

[Sysname] nqa template dns dnstplt 

[Sysname-nqatplt-dns-dnstplt] source port 8000 

Related commands 
display ipv6 tcp (Layer 3—IP Services Command Reference) 

display ipv6 udp (Layer 3—IP Services Command Reference) 

display tcp (Layer 3—IP Services Command Reference) 

display udp (Layer 3—IP Services Command Reference) 

ssl-client-policy 
Use ssl-client-policy to specify an SSL client policy for an HTTPS or SSL template. 

Use undo ssl-client-policy to restore the default. 

Syntax 
ssl-client-policy policy-name 

undo ssl-client-policy 

Default 
No SSL client policy is specified for an HTTPS or SSL template. 

Views 
HTTPS/SSL template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
policy-name: Specifies an SSL client policy by its name, a case-insensitive string of 1 to 31 
characters. 

Usage guidelines 
In the HTTPS or SSL operation, the NQA client uses the specified SSL client policy to establish an 
SSL connection to the server. 

Examples 
# Specify SSL client policy policy for SSL template ssltplt. 
<Sysname> system-view 

[Sysname] nqa template ssl ssltplt 
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[Sysname-nqatplt-ssl-ssltplt] ssl-client-policy policy 

start (TWAMP Light sender view) 
Use start to start the TWAMP Light test. 

Syntax 
start test-session session-id { permanent | duration duration | 
packet-count count } [ tx-interval { 10 | 100 | 1000 | 30000 } ] [ time-out 
timeout ] [ [ statistics-interval statistics-interval ] monitor-time 
time ] 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
The TWAMP Light test is not started. 

Views 
TWAMP Light sender view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
test-session session-id: Specifies a TWAMP Light test session by its ID. The value range is 
1 to 256. 

permanent: Runs a TWAMP Light test permanently. 

duration duration: Specifies the duration for a TWAMP Light test, in the range of 60 to 300 in 
seconds. 

packet-count count: Specifies the number of packets to be sent, in the range of 100 to 30000. 

tx-interval { 10 | 100 | 1000 | 30000 }: Specifies a list of up to four packet sending 
intervals. Valid intervals are 10, 100, 1000, and 30000 milliseconds. The default packet sending 
interval is 100 milliseconds. 

time-out timeout: Specifies the timeout time of the reflected packet within a TWAMP Light test, 
in seconds. The value range is 1 to 10. The default timeout time is 5 seconds. 

statistics-interval interval: Specifies a statistics collection interval for the TWAMP 
Light test in milliseconds. The value must be an integer multiple of 10 milliseconds. The value range 
is 1000 to 6000000. The default statistics collection interval varies by packet sending interval. For 
more information, see Table 14. 

monitor-time time: Specifies the packet monitoring time for the TWAMP Light test in 
milliseconds. The packet monitoring time must be an integer multiple of the statistics collection 
interval. The value range is 1000 to 86400000. 
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Usage guidelines 
The TWAMP Light test includes on-demand test and permanent test. 
• The on-demand test is manually scheduled. It allows a single performance measurement. 
• A permanent test, once being started, does not stop unless you execute the stop command in 

the Twamp Light sender view to stop it manually. 

In a TWAMP test, the device monitors the test result, and starts the monitoring time when either of 
the following conditions is met: 
• The monitoring result goes beyond the threshold upper limit. 
• The monitoring result drops below the threshold lower limit from a monitoring result higher than 

the lower limit. 

If either condition is always true during the monitoring time, a threshold violation occurs. 

The monitoring time varies by the monitor-time time option in this command: 

• If you specify this option, the monitoring time for packet loss, delay, and jitter uses the specified 
value. 

• If you do not specify this option, the default monitoring time for packet loss, delay, and jitter is 
used. The default monitoring time varies by the packet sending interval. For more information, 
see Table 14. 

To set the upper and lower limits, use the reaction entry threshold monitoring commands for the 
TWAMP Light test. 

In the TWAMP Light test, a test session is identified by the combination of source IP address, source 
port number, destination IP address, and destination port number. To ensure the test result, do not 
specify the same combination for multiple test sessions. 

With the data-fill command configured, the packet sending interval cannot be 10 or 100 
milliseconds. 

To prevent empty reported test statistics, set the test interval no less than the packet sending 
interval. 

Table 14 Default values for the statistics collection interval and monitoring time 

Packet sending 
interval 
(milliseconds) 

Default test 
interval (seconds) 

Default monitoring 
time for two-way 
packet loss (seconds) 

Default monitoring 
time for two-way delay 
and jitter (seconds) 

10 2 60 2 

100 20 60 20 

1 s 200 200 200 

30 s 600 600 600 
 

Examples 
# Start the TWAMP Light test and allow the device to send 3000 packets. 
<Sysname> system-view 

[Sysname] nqa twamp-light sender 

[Sysname-nqa-twamp-light-sender] start test-session 1 packet-count 3000 

Related commands 
data-fill 

stop (Twamp Light sender view) 

reaction checked-element two-way-delay 
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reaction checked-element two-way-loss 

reaction checked-element two-way-jitter 

statistics hold-time 
Use statistics hold-time to set the hold time of statistics groups for an NQA operation. 

Use undo statistics hold-time to restore the default. 

Syntax 
statistics hold-time hold-time 

undo statistics hold-time 

Default 
The hold time of statistics groups for an NQA operation is 120 minutes. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

ICMP jitter/path jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
hold-time: Specifies the hold time in minutes, in the range of 1 to 1440. 

Usage guidelines 
A statistics group is deleted when its hold time expires. 

Examples 
# Set the hold time to 3 minutes for statistics groups of the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] statistics hold-time 3 

statistics interval 
Use statistics interval to set the statistics collection interval for an NQA operation. 

Use undo statistics interval to restore the default. 

Syntax 
statistics interval interval 

undo statistics interval 

Default 
The statistics collection interval is 60 minutes. 

Views 
ICMP echo/TCP/UDP echo operation view 
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ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

ICMP jitter/path jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the interval in minutes, in the range of 1 to 35791394. 

Usage guidelines 
NQA forms statistics within the same collection interval as a statistics group. To display information 
about the statistics groups, use the display nqa statistics command. 

Examples 
# Configure NQA to collect the ICMP echo operation statistics every 2 minutes. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] statistics interval 2 

statistics max-group 
Use statistics max-group to set the maximum number of statistics groups that can be saved. 

Use undo statistics max-group to restore the default. 

Syntax 
statistics max-group number 

undo statistics max-group 

Default 
A maximum of two statistics groups can be saved. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

ICMP jitter/path jitter/UDP jitter/voice operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies the maximum number of statistics groups, in the range of 0 to 100. To disable 
statistics collection, set the value to 0. 

Usage guidelines 
When the maximum number of statistics groups is reached and a new statistics group is to be saved, 
the earliest statistics group is deleted. 

Examples 
# Configure NQA to save a maximum of five statistics groups for the ICMP echo operation. 
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<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] statistics max-group 5 

stop (TWAMP Light sender view) 
Use stop to stop the TWAMP Light test. 

Syntax 
stop { all | test-session session-id } 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Views 
TWAMP Light sender view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
all: Stops the all TWAMP Light test sessions. 

test-session session-id: Specifies the ID of a TWAMP Light test session. The value range is 
1 to 256. 

Examples 
# Stop the TWAMP Light test of the session 1. 
<Sysname> system-view 

[Sysname] nqa twamp-light sender 

[Sysname-nqa-twamp-light-sender] stop test-session 1 

Related commands 
start (TWAMP Light sender view) 

target-only 
Use target-only to perform the path jitter operation only on the destination address. 

Use undo target-only to restore the default. 

Syntax 
target-only 

undo target-only 
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Default 
NQA performs the path jitter operation to the destination hop by hop. 

Views 
Path jitter operation view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Perform the path jitter operation only on the destination address. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type path-jitter 

[Sysname-nqa-admin-test-path-jitter] target-only 

test-accuracy 
Use test-accuracy to set the timing precision level on the TWAMP Light client. 

Use undo test-accuracy to restore the default. 

Syntax 
test-accuracy { microsecond | millisecond } 

undo test-accuracy 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
The TWAMP Light client uses the microsecond precision. 

Views 
TWAMP Light client view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
microsecond: Specifies the microsecond precision. 

millisecond: Specifies the millisecond precision. 
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Usage guidelines 
This command controls the timing precision for TWAMP Light client tests. If a device does not 
support the microsecond precision due to hardware limitation, a measurement error might occur. In 
this case, you can use this command to adjust the timing precision level. 

Before you execute this command, make sure the TWAMP Light client is not performing any 
TWAMP Light test sessions. 

Examples 
# Set the millisecond precision on the TWAMP Light client.  
<Sysname> system-view 

[Sysname] nqa twamp-light client 

[Sysname-nqa-twamp-light-client] test-accuracy millisecond 

test-session (TWAMP Light client view) 
Use test-session to create a test session on TWAMP Light client and enter the client-session 
view, or enter the client-session view of an existing test session on the TWAMP Light client. 

Use undo test-session to delete a test session on the TWAMP Light client. 

Syntax 
test-session session-id 

undo test-session session-id 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
No test sessions exist on the TWAMP Light client. 

Views 
TWAMP Light client view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
session-id: Specifies a test session by its ID. The value range is 1 to 256. 

Usage guidelines 
To start a TWAMP Light test, perform the following tasks in sequence: 
1. Create a test session on the TWAMP Light client and complete the settings. 
2. Use the nqa twamp-light sender command to enter the TWAMP Light sender view, and 

start the test session. 
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Examples 
# Specify a test session test-session 1 on the TWAMP Light client and enter the client-session view. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 

[Sysname-nqa-twamp-light-client] test-session 1 

[Sysname-nqa-twamp-light-client-session1] 

timestamp-format 
Use timestamp-format to specify the timestamp format for probe packets in the TWAMP Light 
test. 

Use undo timestamp-format to restore the default. 

Syntax 
timestamp-format { ntp | ptp } 

undo timestamp-format 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
The timestamp format for probe packets in the TWAMP Light test is PTP. 

Views 
TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ntp: Specifies the NTP format. 

ptp: Specifies the PTP format. 

Usage guidelines 
This command allows you to specify a timestamp format for the probe packet in the TWAMP Light 
test. The time accuracy in the PTP format is higher than that in the NTP format. This makes the 
TWAMP Light test result more accurate.  

If the time is not synchronized through NTP or PTP, or the TWAMP Light test sender and responder 
use different timestamp formats, the TWAMP Light test can still be performed, but the test result 
accuracy might be affected. 

Examples 
# Specify the timestamp format as NTP for the TWAMP Light test. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 
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[Sysname-nqa-twamp-light-client] test-session 1 

[Sysname-nqa-twamp-light-client-session1] timestamp-format ntp 

tos 
Use tos to set the ToS value in the IP header for probe packets. 

Use undo tos to restore the default. 

Syntax 
tos value 

undo tos 

Default 
The ToS value in the IP header of probe packets is 0. 

Views 
Any operation view 

DNS/FTP/HTTP/HTTPS/ICMP/IMAP/POP3/RADIUS authentication/RADIUS 
accounting/RTSP/SIP/SMTP/SNMP/SNMP DCA/SSL/TCP/TCP half open/UDP/WAP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
value: Specifies the ToS value in the range of 0 to 255. 

Examples 
# In ICMP echo operation view, set the ToS value to 1 in the IP header for probe packets. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] tos 1 

# In ICMP template view, set the ToS value to 1 in the IP header for probe packets. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] tos 1 

transport-protocol 
Use transport-protocol to specify the transport protocol used by the SIP operation. 

Use undo transport-protocol to restore the default. 

Syntax 
transport-protocol { tcp | udp } 

undo transport-protocol 

Default 
UDP is used. 
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Views 
SIP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
tcp: Specifies TCP as the transport protocol. 

udp: Specifies UDP as the transport protocol. 

Usage guidelines 
After you change the transport protocol for a SIP template, the system stops the ongoing SIP 
operation that uses the template and starts a new SIP operation by using the new transport protocol. 

Examples 
# Specify TCP as the transport protocol for SIP template siptplt. 
<Sysname> system-view 

[Sysname] nqa template sip siptplt 

[Sysname-nqatplt-sip-siptplt] transport-protocol tcp 

ttl 
Use ttl to set the maximum number of hops that the probe packets can traverse. 

Use undo ttl to restore the default. 

Syntax 
ttl value 

undo ttl 

Default 
The maximum number of hops is 30 for probe packets of the UDP tracert operation, and is 20 for 
probe packets of other types of operations.  

Views 
ICMP echo/TCP/UDP echo operation view 

DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

ICMP jitter/UDP jitter/voice operation view 

DNS/FTP/HTTP/HTTPS/ICMP/IMAP/POP3/RADIUS authentication/RADIUS 
accounting/RTSP/SIP/SMTP/SNMP/SNMP DCA/SSL/TCP/TCP half open/UDP/WAP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
value: Specifies the TTL value in the range of 1 to 255. For the UDP tracert operation, this setting 
represents the maximum TTL value that can be carried in the probe packets. For other type of 
operations, this setting determines the maximum number of hops that the probe packets can 
traverse.  
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Usage guidelines 
The route-option bypass-route command sets the TTL to 1 for probe packets. If you 
configure both the route-option bypass-route and ttl commands for an operation, the ttl 
command does not take effect. 

For a successful UDP tracert operation, make sure the specified TTL value is not smaller than the 
value set in the init-ttl command. 

Examples 
# Set the maximum number of hops to 16 for probe packets in the ICMP echo operation. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] ttl 16 

# In ICMP template view, set the maximum number of hops to 16 for probe packets. 
<Sysname> system-view 

[Sysname] nqa template icmp icmptplt 

[Sysname-nqatplt-icmp-icmptplt] ttl 16 

type 
Use type to specify an NQA operation type and enter its view. 

Syntax 
type { arp | dhcp | dlsw | dns | ftp | http | icmp-echo | icmp-jitter | 
path-jitter | snmp | tcp | udp-echo | udp-jitter | udp-tracert | voice } 

Default 
No operation type is specified. 

Views 
NQA operation view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
arp: Specifies the ARP operation type. 

dhcp: Specifies the DHCP operation type. 

dlsw: Specifies the DLSw operation type. 

dns: Specifies the DNS operation type. 

ftp: Specifies the FTP operation type. 

http: Specifies the HTTP operation type. 

icmp-echo: Specifies the ICMP echo operation type. 

icmp-jitter: Specifies the ICMP jitter operation type. 

path-jitter: Specifies the path jitter operation type. 

snmp: Specifies the SNMP operation type. 
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tcp: Specifies the TCP operation type. 

udp-echo: Specifies the UDP echo operation type. 

udp-jitter: Specifies the UDP jitter operation type. 

udp-tracert: Specifies the UDP tracert operation type. 

voice: Specifies the voice operation type. 

Usage guidelines 
You can specify only one type for an NQA operation. After that, you can configure the operation 
type-related settings for the NQA operation. To change the type of the NQA operation, remove the 
NQA operation in system view, and then re-create the NQA operation. 

Examples 
# Specify FTP as the NQA operation type and enter FTP operation view. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type ftp 

[Sysname-nqa-admin-test-ftp] 

url 
Use url to specify the URL of the destination. 

Use undo url to restore the default. 

Syntax 
url url 

undo url 

Default 
The destination URL is not specified. 

Views 
FTP/HTTP operation view 

ICMP echo operation view 

UDP jitter operation view 

FTP/HTTP/HTTPS/RTSP/WAP template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
url: Specifies the destination URL, a case-sensitive string of 1 to 255 characters. 

Usage guidelines 
The following table shows the URL format requirement for different NQA operations: 
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Operation URL format Default port 
number 

HTTP operation 
http://host/resource 
http://host:port/resource 

80 

HTTPS operation 
https://host/resource 
https://host:port/resource 

443 

FTP operation 
ftp://host/filename 
ftp://host:port/filename 

21 

ICMP echo operation 

protocol://host:port 
The host paramter is required. 
The protocol and port parameters can be 
unspecified or any values. 

N/A 

UDP jitter operation 

protocol://host:port  
The host and port parameters are required. 
The protocol parameter can be unspecified or 
any value. 

N/A 

RTSP operation 
rtsp://host/resource 
rtsp://host:port/resource 

554 

WAP operation 

http://host/filename 
http://host:port /filename 
https://host/resource 
https://host:port/resource 

N/A 

 

The host parameter in the URL represents the host name of the destination server, which must meet 
the following requirements: 
• Case sensitive. 
• Valid characters are letters, digits, hyphens (-), underscores (_), and dots (.), but consecutive 

dots (.) are not allowed.  
• Must be a dot-separated series of labels. Each label can contain 1 to 63 characters. 

The port parameter in the URL, if specified, represents the port number on the destination server that 
provides the service. 

For description about the filename parameter, see Fundamentals Configuration Guide. 

For the url command to take effect in the WAP operation, you must configured the expect 
{ data | hex-data } command in WAP template view. 

For the ICMP echo operation, the url command and the destination ip command are mutually 
exclusive. 

For the UDP jitter operation, the url command is mutually exclusive with the destination ip 
command and the destination port command. 

Examples 
# Configure the URL that the HTTP operation visits as http://www.company.com/index.html. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type http 

[Sysname-nqa-admin-test-http] url http://www.company.com/index.html 
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# In HTTP template view, configure the URL that the HTTP operation visits as 
http://www.company.com/index.html. 
<Sysname> system-view 

[Sysname] nqa template http httptplt 

[Sysname-nqatplt-http-httptplt] url http://www.company.com/index.html 

username 
Use username to specify a username. 

Use undo username to restore the default. 

Syntax 
username username 

undo username 

Default 
No username is configured. 

Views 
FTP/HTTP operation view 

FTP/HTTP/HTTPS/IMAP/POP3/RADIUS authentication/RADIUS accounting template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
username: Specifies the case-sensitive username. 

• The FTP, HTTP, or HTTPS username is a string of 1 to 32 characters. 
• The POP3 or IMAP username is a string of 1 to 40 characters in the format of 

username@domain.com. 
• The RADIUS authentication or accounting username is a string of 1 to 253 characters. 

Examples 
# Set the FTP login username to administrator. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type ftp 

[Sysname-nqa-admin-test-ftp] username administrator 

# Set the FTP login username to administrator in FTP template view. 
<Sysname> system-view 

[Sysname] nqa template ftp ftptplt 

[Sysname-nqatplt-ftp-ftptplt] username administrator 

Related commands 
operation 

password 
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version (HTTP/HTTPS operation view/HTTPS template view) 
Use version to specify the version used in the HTTP or HTTPS operation. 

Use undo version to restore the default. 

Syntax 
version { v1.0 | v1.1 }  

undo version 

Default 
Version 1.0 is used in the HTTP operation or HTTPS operation. 

Views 
HTTP operation view 

HTTP/HTTPS template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
v1.0: Uses version 1.0. 

v1.1: Uses version 1.1. 

Examples 
# Configure the HTTP operation to use the HTTP version 1.1. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type http 

[Sysname-nqa-admin-test-http] version v1.1 

version (SNMP DCA template view) 
Use version to specify the SNMP version used in the SNMP DCA operation.  

Use undo version to restore the default.  

Syntax 
version { v1 | v2c } 

undo version 

Default 
SNMPv1 is used. 

Views 
SNMP DCA template view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
v1: Specifies SNMPv1. 

v2c: Specifies SNMPv2c. 

Usage guidelines 
For the SNMP DCA operation to work correctly, the specified SNMP version must match the version 
of the SNMP agent to be monitored.  

Examples 
# In SNMP DCA template view, set the SNMP version to SNMPv2c. 
<Sysname> system-view 

[Sysname] nqa template snmpdca test 

[Sysname-nqatplt-snmpdca-test] version v2c 

vlan 
Use vlan to specify a VLAN for probe frames. 

Use undo vlan to restore the default. 

Syntax 
vlan { vlan-id | s-vid vlan-id c-vid vlan-id } 

undo vlan 

Default 
No VLAN is specified for probe frames. 

Views 
TWAMP Light client-session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vlan-id: Specifies a VLAN for the probe packet by its ID in the range of 1 to 4094. 

s-vid: Specifies an inner VLAN ID. 

c-vid: Specifies an outer VLAN ID. 

Usage guidelines 
After you specify a VLAN for the frame loss, throughput, or latency operation, the operation sends 
probe frames in the specified VLAN. 

You can use this command to specify an inner VLAN ID or outer VLAN ID as needed. 

Examples 
# Configure the TWAMP Light test to send probe frames in VLAN 3. 
<Sysname> system-view 

[Sysname] nqa twamp-light client 
[Sysname-nqa-twamp-light-client] test-session 1 
[Sysname-nqa-twamp-light-client-session1] vlan 3 
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vpn-instance 
Use vpn-instance to apply the operation to a VPN instance. 

Use undo vpn-instance to restore the default. 

Syntax 
vpn-instance vpn-instance-name 

undo vpn-instance 

Default 
The operation is performed on  the public network. 

Views 
ICMP echo/TCP/UDP echo operation view 

ARP/DHCP/DLSw/DNS/FTP/HTTP/SNMP operation view 

UDP tracert operation view 

ICMP jitter/path jitter/UDP jitter/voice operation view 

TWAMP Light client-session view 

Any NQA template view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a case-sensitive string of 
1 to 31 characters. 

Usage guidelines 
After you specify a VPN instance, the NQA operation is performed in the specified VPN instance. 

Examples 
# Apply the ICMP echo operation to vpn1. 
<Sysname> system-view 

[Sysname] nqa entry admin test 

[Sysname-nqa-admin-test] type icmp-echo 

[Sysname-nqa-admin-test-icmp-echo] vpn-instance vpn1 

# In FTP template view, apply the FTP operation to vpn1. 
<Sysname> system-view 

[Sysname] nqa template ftp ftptplt 

[Sysname-nqatplt-ftp-ftptplt] vpn-instance vpn1 

NQA server commands 

 IMPORTANT: 
Configure the NQA server only for UDP jitter, TCP, UDP echo, and voice operations. 
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display nqa server 
Use display nqa server status to display NQA server status. 

Syntax 
display nqa server 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display NQA server status. 
<Sysname> display nqa server 

NQA server status: Enabled 

TCP connect: 

   IP address: 2.2.2.2 

   Port: 2000 

   ToS:200 

   VPN instance: - 

UDP echo: 

   IP address: 3.3.3.3 

   Port: 3000 

   ToS: 255 

   VPN instance: - 

Table 15 Command output 

Field Description 

NQA server status Whether the NQA server is enabled. 

TCP connect Information about the TCP listening service on the NQA server. 

UDP echo Information about the UDP listening service on the NQA server. 

IP address IP address specified for the TCP/UDP listening service on the NQA server. 

Port Port number specified for the TCP/UDP listening service on the NQA server. 

ToS ToS value in reply packets sent by the NQA server. 

VPN instance 

 
Name of the VPN instance to which the IP address that the NQA server 
listens on belongs. This field displays a hyphen (-) if the NQA server listens 
on a public IP address. 
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display nqa twamp-light responder 
Use display nqa twamp-light responder to display test sessions on the TWAMP Light 
responder. 

Syntax 
display nqa twamp-light responder [ test-session session-id ] 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 
NFNX3-HDB1080 

Yes 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
test-session session-id: Specifies a test session by its ID in the range of 1 to 256. If you do 
not specify this option, the command displays all test sessions on the TWAMP Light responder. 

Examples 
# Display all test sessions on the TWAMP Light responder. 
<Sysname> display nqa twamp-light responder 

Session ID                       : 1 

  Status                         : Active 

  Interface                      : - 

  Service instance               : - 

  Destination IP                 : 1.1.1.1 

  Destination IPv6               : - 

  Source IP                      : 2.2.2.2 

  Source IPv6                    : - 

  Destination port               : 2001 

  Source port                    : 2010 

  VPN instance                   : - 

  Destination MAC                : 1-1-2 

  Source MAC                     : 1-1-1 

  VLAN ID                        : - 

  Service VLAN ID                : - 

  Customer VLAN ID               : - 

  Timestamp format               : PTP 

  Description                    : - 
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Session ID                       : 2 

  Status                         : Active 

  Interface                      : - 

  Service instance               : - 

  Destination IP                 : 1.1.1.1 

  Destination IPv6               : - 

  Source IP                      : 3.3.3.3 

  Source IPv6                    : - 

  Destination port               : 2001 

  Source port                    : 2020 

  VPN instance                   : - 

  Destination MAC                : 1-1-2 

  Source MAC                     : 1-1-1 

  VLAN ID                        : - 

  Service VLAN ID                : - 

  Customer VLAN ID               : - 

  Timestamp format               : NTP 

  Description                    : - 

Table 16 Command output 

Field Description 

Session ID Test session ID. 

Status 
TWAMP Light responder status: 
• Active—The TWAMP Light responder is active. 
• Inactive—The TWAMP Light responder is not active. 

Interface Interface that reflects the test packets. 

Service instance 
Ethernet service instance bound to the interface. 
The Ethernet service instance on the responder must be consistent with that on the 
client. 

Destination IP Destination IP address in the reflected packet. 

Destination IPv6 Destination IPv6 address in the reflected packet. 

Source IP Source IP address in the reflected packet. 

Source IPv6 Source IPv6 address in the reflected packet. 

Destination port Destination port number in the reflected packet. 

Source port Source port number in the reflected packet. 

VPN instance MPLS L3VPN instance name. 

Destination MAC Destination MAC address in the reflected packet. 

Source MAC Source MAC address in the reflected packet. 

VLAN ID VLAN ID in the reflected packet. 

Service VLAN ID Outer VLAN ID or VLAN ID range in the reflected packet. 

Customer VLAN ID Inner VLAN ID or VLAN ID range in the reflected packet. 

Timestamp format Timestamp format: 
• AUTO—The TWAMP Light responder selects a timestamp format 
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automatically if you do not set a timestamp format by using the 
test-session command. 

• NTP. 
• PTP. 

Description Description about the test session. 
 

Related commands 
nqa reflector 

test-session (TWAMP Light responder view) 

nqa server enable 
Use nqa server enable to enable the NQA server. 

Use undo nqa server enable to disable the NQA server. 

Syntax 
nqa server enable 

undo nqa server enable 

Default 
The NQA server is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable the NQA server. 
<Sysname> system-view 

[Sysname] nqa server enable 

nqa server tcp-connect 
Use nqa server tcp-connect to configure a TCP listening service to enable the NQA server to 
listen to a port on an IP address. 

Use undo nqa server tcp-connect to remove a TCP listening service. 

Syntax 
nqa server tcp-connect { ipv4-address | ipv6 ipv6-address } port-number 
[ vpn-instance vpn-instance-name ] [ tos tos ] 

undo nqa server tcp-connect { ipv4-address | ipv6 ipv6-address } 
port-number [ vpn-instance vpn-instance-name ] 

Default 
No TCP listening services exist. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-address: Specifies the IPv4 address for the TCP listening service.  

ipv6 ipv6-address: Specifies the IPv6 address for the TCP listening service. 

port-number: Specifies the port number for the TCP listening service, in the range of 1 to 65535. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the NQA server listens on 
a public IP address. 

tos tos: Specifies the ToS value in the IP header for reply packets. The value range is 0 to 255, 
and the default value is 0. 

Usage guidelines 
Use this command on the NQA server only for the TCP and DLSw operations. For the DLSw 
operation, the port number for the TCP listening service on the NQA server must be 2065. Otherwise, 
the DLSw operation fails. 

When you configure the IP address and port number for a TCP listening service on the NQA server, 
follow these restrictions and guidelines: 
• The IP address, port number, and VPN instance must be unique on the NQA server and match 

the configuration on the NQA client. 
• The IP address must be the address of an interface on the NQA server. 
• To ensure successful NQA operations and avoid affecting existing services, do not configure 

the TCP listening service on well-known ports from 1 to 1023. 

Examples 
# Configure a TCP listening service to enable the NQA server to listen to port 9000 on the IP address 
169.254.10.2. 
<Sysname> system-view 

[Sysname] nqa server tcp-connect 169.254.10.2 9000 

Related commands 
destination ip 

destination port 

vpn-instance 

nqa server udp-echo 
Use nqa server udp-echo to configure a UDP listening service to enable the NQA server to 
listen to a port on an IP address. 

Use undo nqa server udp-echo to remove the UDP listening service created. 

Syntax 
nqa server udp-echo { ipv4-address | ipv6 ipv6-address } port-number 
[ vpn-instance vpn-instance-name ] [ tos tos ] 
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undo nqa server udp-echo { ipv4-address | ipv6 ipv6-address } port-number 
[ vpn-instance vpn-instance-name ] 

Default 
No UDP listening services exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-address: Specifies the IPv4 address for the UDP listening service.  

ipv6 ipv6-address: Specifies the IPv6 address for the UDP listening service. 

port-number: Specifies the port number for the UDP listening service, in the range of 1 to 65535. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the NQA server listens on 
a public IP address. 

tos tos: Specifies the ToS value in the IP header for reply packets. The value range for this 
argument is 0 to 255, and the default value is 0. 

Usage guidelines 
Use this command on the NQA server only for the UDP jitter, UDP echo, and voice operations. 

When you configure the IP address and port number for a UDP listening service on the NQA server, 
follow these restrictions and guidelines: 
• The IP address, port number, and VPN instance must be unique on the NQA server and match 

the configuration on the NQA client. 
• The IP address must be the address of an interface on the NQA server. 
• To ensure successful NQA operations and avoid affecting existing services, do not configure 

the UDP listening service on well-known ports from 1 to 1023. 

The high performance mode greatly increases the speed at which the NQA server replies to probe 
packets of the UDP jitter operation. However, the NQA server cannot process probe packets 
exceeding 100 bytes in this mode. UDP jiiter operations to the NQA server might fail if the probe 
packet size exceeds 100 bytes. 

Examples 
# Configure a UDP listening service to enable the NQA server to listen to port 9000 on IP address 
169.254.10.2. 
<Sysname> system-view 

[Sysname] nqa server udp-echo 169.254.10.2 9000 

Related commands 
destination ip 

destination ipv6 

destination port 

vpn-instance 
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nqa twamp-light responder 
Use nqa twamp-light responder to enable the TWAMP Light responder and enter its view, or 
enter the view of the enabled TWAMP Light responder. 

Use undo nqa twamp-light responder to disable the TWAMP Light responder. 

Syntax 
nqa twamp-light responder 

undo nqa twamp-light responder 

Default 
The TWAMP Light responder is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
In TWAMP Light responder view, you can create a test session to interact with the test session on 
the TWAMP Light client. 

The undo nqa twamp-light responder command disables the responder and deletes all test 
sessions on the responder. 

Examples 
# Enable the TWAMP Light responder and enter its view. 
<Sysname> system-view 

[Sysname] nqa twamp-light responder 

[Sysname-nqa-twamp-light-responder] 

test-session (TWAMP Light responder view) 
Use test-session to create a test session on the TWAMP Light responder. 

Use undo test-session to delete a test session on the TWAMP Light responder. 

Syntax 
test-session session-id [ interface interface-type interface-number 
[ service-instance instance-id ] ] { { ip | ipv6 } destination address 
source address destination-port port-number source-port port-number 
[ vpn-instance vpn-instance-name ] | destination-mac mac-address 
source-mac mac-address } * [ vlan { vlan-id | s-vid vlan-id c-vid vlan-id } 
| timestamp-format { ntp | ptp } | description text ] * 

undo test-session session-id 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 

NFNX3-HDB3280, NFNX5-T6280, NFNX5-HD5280, 
NFNX3-HDB1780, NFNX3-HDB3080, NFNX3-HDB680, 

Yes 
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Models Command compatibility 
NFNX3-HDB1080 

NFNX3-HDB1180, NFNX3-HDB1480 No 
 

Default 
No test sessions exist on the TWAMP Light responder. 

Views 
TWAMP Light responder view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
session-id: Specifies a test session by its ID. The value range is 1 to 256. 

interface interface-type interface-number: Specifies a reflecting interface by its type 
and number. 

service-instance instance-id: Specifies an Ethernet service instance by its ID, in the 
range of 1 to 4096. 

ip: Specifies an IPv4 address. 

ipv6: Specifies an IPv6 address. 

destination: Specifies a destination address for the packets to be reflected. 

source: Specifies a source address for the packets to be reflected. 

destination-port port-number: Specifies a destination UDP port number  for the packets to 
be reflected, in the range of 1 to 65535. 

source-port port-number: Specifies a source UDP port number for the packets to be reflected, 
in the range of 1 to 65535. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the operation is 
performed on the public network. 

destination-mac: Specifies a destination MAC address for the packets to be reflected. 

source-mac: Specifies a source MAC address for the packets to be reflected. 

mac-address: Specifies a MAC address in the format H-H-H. For example, to use 000f-00e2-0001 
as the destination MAC address, set this argument to f-e2-1. 

vlan: Specifies a VLAN, service VLAN ID, or customer VLAN ID for the packets to be reflected. 

• vlan-id: Specifies a VLAN ID, in the range of 1 to 4094. 

• s-vid: Specifies a service VLAN ID. 

• c-vid: Specifies a customer VLAN ID. 

timestamp-format: Specifies the timestamp format for the TWAMP Light responder. If you do 
not specify a timestamp format, the default value AUTO is used and the TWAMP Light responder 
selects a timestamp format automatically. 
• ntp: Specifies the NTP format. 

• ptp: Specifies the PTP format. 
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timestamp-format: Specifies the timestamp format for the TWAMP Light responder. 

• ntp: Specifies the NTP format. 

• ptp: Specifies the PTP format. 

description text: Specifies a description for the test session, a case-sensitive string of 1 to 200 
characters. 

Usage guidelines 
The test session on the TWAMP Light responder interacts with the test session on the TWAMP Light 
client. 

The following settings specified in this command must be consistent with those on the TWAMP Light 
client: 
• Source IP address. 
• Destination IP address. 
• Source UDP port number. 
• Destination UDP port number. 
• VPN instance name. 

If the specified test session ID does not exist, this command creates a new test session. If you 
specify an existing session ID, you are modifying the test session. 

You can specify the same interface or Ethernet service instance for different test sessions.  

If you want to edit or delete the interface or Ethernet service instance in an existing reflector, you 
must delete the reflector and reconfigure it.  

Except for the interface and Ethernet service instance, you can edit or delete other parameters. 

If you do not specify any optional parameters in the undo command, you are deleting the test 
session. If all configurations about the session are deleted, the test session will be deleted. 

Examples 
# Create a test session test-session 1 on the TWAMP Light responder. Specify source IPv4 
address 1.1.1.1, destination IPv4 address 2.2.2.2, source port 3000, destination port 3001, and VPN 
instance vpn1 for the test session. 
<Sysname> system-view 

[Sysname] nqa twamp-light responder 

[Sysname-nqa-twamp-light-responder] test-session 1 ip destination 2.2.2.2 source 1.1.1.1 
destination-port 3001 source-port 3000 vpn-instance vpn1 
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Track commands 
delay 

Use delay to set the period of time that the Track module must wait before notifying the application 
module of track entry state changes. 

Use undo delay to remove the notification delay configuration. 

Syntax 
delay { negative negative-time | positive positive-time } * 

undo delay 

Default 
The Track module notifies the application module immediately when the track entry state changes. 

Views 
Track view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
negative negative-time: Specifies the delay for notifying the application module that the track 
entry state has changed to Negative. The negative-time argument represents the negative state 
notification delay in the range of 1 to 300 seconds. 

positive positive-time: Specifies the delay for notifying the application module that the track 
entry state has changed to Positive. The positive-time argument represents the positive state 
notification delay in the range of 1 to 300 seconds. 

Usage guidelines 
If the Track module immediately notifies the application module of a track entry state change but the 
route convergence is not complete, a communication failure might occur. In such cases, you can set 
a notification delay to avoid immediate notification of track entry state changes.  

The notification delay settings do not take effect if the track entry is not associated with an application 
module. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Set the negative state notification delay to 50 seconds and the positive state notification delay to 30 
seconds for Boolean OR tracked list 101. 
<Sysname> system-view 

[Sysname] track 101 list boolean or 

[Sysname-track-101] delay negative 50 positive 30 

Related commands 
track bfd 

track interface 

track interface physical 
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track interface protocol 

track ip route reachability 

track list boolean 

track list threshold percentage 

track list threshold weight 

track nqa 

display track 
Use display track to display track entry information. 

Syntax 
display track { track-entry-number | all [ negative | positive ] } [ brief ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
track-entry-number: Specifies a track entry by its ID in the range of 1 to 1024. 

all: Specifies all track entries. 

negative: Displays information about track entries in Negative state. 

positive: Displays information about track entries in Positive state. 

brief: Displays brief information about track entries. 

Examples 
# Display information about all track entries.  
<Sysname> display track all 

Track ID: 1 

  State: Positive 

  Duration: 0 days 0 hours 0 minutes 7 seconds 

  Tracked object type: NQA 

  Notification delay: Positive 20, Negative 30 (in seconds) 

  Tracked object: 

    NQA entry: admin test  

    Reaction: 10 

    Remote IP/URL: 2.2.2.2 

    Local IP: 1.1.1.1 

    Interface: GigabitEthernet1/0/1 

  Tracked by: 

    Track-list 6 

    Track-list 7 
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Track ID: 2 

  State: NotReady 

  Duration: 0 days 0 hours 0 minutes 32 seconds 

  Tracked object type: BFD 

  Notification delay: Positive 20, Negative 30 (in seconds) 

  Tracked object: 

    BFD session mode: Echo 

    Outgoing interface: GigabitEthernet1/0/1 

    VPN instance name: -- 

    Remote IP: 192.168.40.1 

    Local IP: 192.168.40.2 

Track ID: 3 

  State: Negative 

  Duration: 0 days 0 hours 0 minutes 32 seconds 

  Tracked object type: Interface 

  Notification delay: Positive 20, Negative 30 (in seconds) 

  Tracked object: 

    Interface: GigabitEthernet1/0/2 

    Protocol: IPv4 

  Tracked by: 

    Track-list 6 

    Track-list 7 

Track ID: 5 

  State: Positive 

  Duration: 0 days 0 hours 0 minutes 32 seconds 

  Tracked object type: Route 

  Notification delay: Positive 20, Negative 30 (in seconds) 

  Tracked object: 

    IP route: 0.0.0.0/0 reachability 

    VPN instance name: -- 

    Protocol: Static 

    Nexthop interface : GigabitEthernet1/0/3 

Track ID: 6 

  State: Positive 

  Duration: 0 days 0 hours 0 minutes 32 seconds 

  Tracked object type: Percentage threshold list 

  Notification delay: Positive 20, Negative 30 (in seconds) 

  Threshold: Positive 40, Negative 30 

  Percentage of positive objects: 50% 

  Tracked objects: 

    Object 1: Positive 

    Object 3: Negative 

Track ID: 7 

  State: Positive 

  Duration: 0 days 0 hours 0 minutes 32 seconds 

  Tracked object type: Weight threshold list 

  Notification delay: Positive 20, Negative 30 (in seconds) 

  Threshold: Positive 50, Negative 30 
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  Positive weight/total weight: 50/80 

  Tracked objects: 

    Object 1: Positive, Weight: 50 

Object 3: Negative, Weight: 30 

Track ID: 8 

  State: Positive 

  Duration: 0 days 0 hours 0 minutes 32 seconds 

  Tracked object type: Boolean and list 

  Notification delay: Positive 20, Negative 30 (in seconds) 

  Tracked objects: 

    Object 1: Positive 

    Object 3: Negative(not) 

    Object 10: NotReady(not) 

# Display brief information about track entries in Negative state.   
<Sysname> display track all negative brief 

ID   Status   Type      Remote IP/URL   Local IP        Interface 

1    Negative Interface --              --              GE1/0/1 

10   Negative Interface --              --              GE1/0/2 

12   Negative List      --              --              -- 

Table 1 Command output 

Field Description 

Track ID ID of a track entry. 

ID ID of a track entry. 

State 

States of a track entry: 
• Positive—The tracked object operates correctly. 
• NotReady—The tracked object is invalid. 
• Negative—The tracked object is abnormal. 

Duration Time period during which the track entry stays in the state. 

Type 

Tracked object type: 
• BFD Echo—Echo-mode BFD. 
• BFDStatic—Static BFD. 
• Interface. 
• Route. 
• NQA. 
• List—Tracked list. 

This field is displayed only when the display track brief 
command is executed. 
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Field Description 

Tracked object type 

Tracked object type: 
• BFD—Dynamic BFD. 
• BFD static—Static BFD. 
• Interface. 
• Route. 
• NQA. 
• Boolean and list—Boolean AND list. 
• Boolean or list—Boolean OR list. 
• Percentage threshold list. 
• Weight threshold list. 

Notification delay: Positive 20, 
Negative 30 (in seconds) 

• The Track module notifies the application modules that the 
status of the track entry changes to Positive after a delay time 
of 20 seconds. 

• The Track module notifies the application modules that the 
status of the track entry changes to Negative after a delay 
time of 30 seconds. 

Threshold: Positive 40, Negative 30 
Positive and negative state thresholds. 
This field is displayed only when the tracked object type is 
Percentage threshold list or Weight threshold list. 

Percentage of positive objects 
Percentage of Positive objects in the tracked list. 
This field is displayed only when the tracked object type is 
Percentage threshold list. 

Positive weight/total weight: 50/80 

Weight of Positive objects to the total weight of all objects in the 
tracked list. 
This field is displayed only when the tracked object type is Weight 
threshold list. 

Tracked object Tracked object associated with the track entry. 

NQA entry NQA operation associated with the track entry. 

Reaction Reaction entry associated with the track entry. 

BFD session mode BFD session mode. Only echo mode is supported. 

Outgoing interface Outgoing interface of the packets. 

VPN instance name 
Name of the VPN instance to which the packets belong. If the 
packets belong to the public network, two consecutive hyphens (--) 
are displayed.  

Remote IP/URL Remote IP address or URL. If no remote IP address or URL exists, 
two consecutive hyphens (--) are displayed. 

Local IP Local IP address. If no local IP address exists, two consecutive 
hyphens (--) are displayed. 

Interface Interface to be monitored. If no interface is to be monitored, two 
consecutive hyphens (--) are displayed. 

Protocol 

Link states or Layer 3 protocol states of the monitored interface: 
• None—Link status of the monitored interface. 
• IPv4—IPv4 protocol status of the monitored Layer 3 interface. 
• IPv6—IPv6 protocol status of the monitored Layer 3 interface. 

IP route Route associated with the track entry. 
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Field Description 

Protocol Protocol type of the route. If the route does not exist, N/A is 
displayed. 

Nexthop interface Next hop of the route. If the route does not exist, N/A is displayed. 

Object 10 : Positive  

State of a tracked object: Positive, NotReady, or Negative. 
If the tracked object type is Weight threshold list, the weight of 
the object is also displayed. 
If the (not) attribute is displayed, the tracked list will negate the 
state of the object. 

Tracked by Track entries that are tracking the track entry (tracked object).  

Track-list 6 Tracked list that is tracking the track entry (tracked object). 
 

Related commands 
track bfd 

track interface 

track interface physical 

track interface protocol 

track ip route reachability 

track nqa 

object 
Use object to add a track entry as an object to a tracked list. 

Use undo object to remove the object from a tracked list. 

Syntax 
object track-entry-number [ not ] [ weight weight ] 

undo object track-entry-number 

Default 
A tracked list does not contain any objects. 

Views 
Track view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies a track entry by its ID in the range of 1 to 1024. 

not: Negates the state of the object. For example, the tracked list regards the object as Negative 
when the object is in Positive state. This keyword is supported only by a Boolean list. 

weight weight: Assigns a weight in the range of 1 to 255 to the object. This keyword is supported 
only by a weight threshold list. The default weight is 10.  
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Usage guidelines 
The track entry ID of the object cannot be the same as the ID of the tracked list to which the object is 
added. 

You can add a maximum of 16 objects to a tracked list. 

Loops between track entries are not allowed. For example, after you add track entry 1 (object 1) to 
tracked list 2 and track entry 2 (object 2) to tracked list 3, you cannot add track entry 3 (object 3) to 
tracked list 1 because a loop will be created. 

Examples 
# Create Boolean AND list 100 and add track entries 1 and 2 as tracked objects to the list.  
<Sysname> system-view 

[Sysname] track 100 list boolean and 

[Sysname-track-100] object 1 

[Sysname-track-100] object 2 not 

Related commands 
track list boolean 

track list threshold percentage 

track list threshold weight 

threshold percentage 
Use threshold percentage to set the threshold values used to determine the state of a 
percentage threshold list. 

Use undo threshold percentage to restore the default. 

Syntax 
threshold percentage { negative negative-threshold | positive 
positive-threshold } * 

undo threshold percentage 

Default 
The negative state threshold is 0% and the positive state threshold is 1%. 

Views 
Track view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
negative negative-threshold: Specifies the negative state threshold in the range of 0 to 100. 
The percentage of Positive objects must be equal to or smaller than the configured negative state 
threshold for the tracked list to be set to the Negative state. 

positive positive-threshold: Specifies the positive state threshold in the range of 0 to 100. 
The percentage of Positive objects must be equal to or greater than the configured positive state 
threshold for the tracked list to be set to the Positive state. The positive-threshold must be 
greater than the negative-threshold. 
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Usage guidelines 
The state of a percentage threshold list remains unchanged if the percentage of Positive objects is 
below the positive state threshold and above the negative state threshold. 

This command is supported only by a percentage threshold list. 

Examples 
# Set the negative state threshold to 30% and the positive state threshold to 50% for percentage 
threshold list 1. 
<Sysname> system-view 

[Sysname] track 1 list threshold percentage 

[Sysname-track-1] threshold percentage negative 30 positive 50 

Related commands 
track list threshold percentage 

threshold weight 
Use threshold weight to set the threshold values used to determine the state of a weight 
threshold list. 

Use undo threshold weight to restore the default. 

Syntax 
threshold weight { negative negative-threshold | positive 
positive-threshold } * 

undo threshold weight 

Default 
The negative state threshold is 0 and the positive state threshold is 1. 

Views 
Track view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
negative negative-threshold: Specifies the negative state threshold in the range of 0 to 255. 
The total weight of Positive objects must be equal to or smaller than the configured negative state 
threshold for the tracked list to be set to the Negative state. 

positive positive-threshold: Specifies the positive state threshold in the range of 0 to 255. 
The total weight of Positive objects must be equal to or greater than the configured positive state 
threshold for the tracked list to be set to the Positive state. The positive-threshold must be 
greater than the negative-threshold. 

Usage guidelines 
The state of a weight threshold list remains unchanged if the total weight of Positive objects is below 
the positive state threshold and above the negative state threshold. 

This command is supported only by a weight threshold list. 
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Examples 
# Set the negative state threshold to 30 and the positive state threshold to 50 for weight threshold list 
1. 
<Sysname> system-view 

[Sysname] track 1 list threshold weight 

[Sysname-track-1] threshold weight negative 30 positive 50 

Related commands 
track list threshold weight 

track bfd 
Use track bfd to create a track entry associated with a BFD session and enter track entry view, or 
enter the view of an existing track entry. 

Use undo track to remove the track entry and all configurations from its view. 

Syntax 
track track-entry-number bfd echo interface interface-type 
interface-number remote ip remote-ip-address local ip local-ip-address 

undo track track-entry-number 

Default 
No track entries exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies the track entry ID in the range of 1 to 1024. 

interface interface-type interface-number: Specifies the outgoing interface by its 
type and number of the BFD echo packets. 

remote ip remote-ip-address: Specifies the destination IP address of the BFD echo packets. 

local ip local-ip-address: Specifies the source IP address of the BFD echo packets. 

Usage guidelines 
To create a track entry, you must specify the tracked object type, which is bfd in this command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

To modify the settings of a track entry, execute the undo track command to remove the track entry, 
and then create the track entry again. 

When you associate Track with BFD, the virtual IP address of a VRRP group cannot be the local or 
remote address of a BFD session. 

Examples 
# Associate track entry 1 with BFD to monitor the link between local IP address 192.168.40.2 and 
remote IP address 192.168.40.1 by sending BFD echo packets through GigabitEthernet 1/0/1.  
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<Sysname> system-view 

[Sysname] track 1 bfd echo interface gigabitethernet 1/0/1 remote ip 192.168.40.1 local 
ip 192.168.40.2 

[Sysname-track-1] 

Related commands 
delay 

display track 

track interface 
Use track interface to create a track entry associated with the link state of an interface and 
enter track entry view, or enter the view of an existing track entry. 

Use undo track to remove the track entry and all configurations from its view. 

Syntax 
track track-entry-number interface interface-type interface-number 

undo track track-entry-number 

Default 
No track entries exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies the track entry ID in the range of 1 to 1024. 

interface-type interface-number: Specifies an interface by its type and number. 

Usage guidelines 
To create a track entry, you must specify the tracked object type, which is interface in this 
command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

When you associate Track with interface management to monitor the link status of an interface, the 
track entry state changes as follows:  
• The track entry state is Positive if the link state of the interface is up.  
• The track entry state is Negative if the link state of the interface is down.  

To display the link state of an interface, use the display ip interface brief command. 

To modify the settings of a track entry, execute the undo track command to remove the track entry, 
and then create the track entry again. 

Examples 
# Create track entry 1 and associate it with the link state of interface GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] track 1 interface gigabitethernet 1/0/1 
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[Sysname-track-1] 

Related commands 
delay 

display ip interface brief (Layer 3—IP Services Command Reference) 

display track 

track interface physical 
Use track interface physical to create a track entry associated with the physical state of an 
interface and enter track entry view, or enter the view of an existing track entry. 

Use undo track to remove the track entry and all configurations from its view. 

Syntax 
track track-entry-number interface interface-type interface-number 
physical 

undo track track-entry-number 

Default 
No track entries exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies the track entry ID in the range of 1 to 1024. 

interface-type interface-number: Specifies an interface by its type and number. 

Usage guidelines 
To create a track entry, you must specify the tracked object type, which is interface physical in 
this command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

To modify the settings of a track entry, execute the undo track command to remove the track entry, 
and then create the track entry again. 

Examples 
# Create track entry 1 and associate it with the physical state of GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] track 1 interface gigabitethernet 1/0/1 physical 

[Sysname-track-1] 

track interface protocol 
Use track interface protocol to create a track entry associated with the protocol state of an 
interface and enter track entry view, or enter the view of an existing track entry. 
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Use undo track to remove the track entry and all configurations from its view. 

Syntax 
track track-entry-number interface interface-type interface-number 
protocol { ipv4 | ipv6 }  

undo track track-entry-number 

Default 
No track entries exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies the track entry ID in the range of 1 to 1024. 

interface-type interface-number: Specifies an interface by its type and number. 

ipv4: Monitors the IPv4 protocol state. When the IPv4 protocol state of an interface is up, the state 
of the track object is Positive. When the IPv4 protocol state of an interface is down, the state of the 
track object is Negative. To display the IPv4 protocol state of an interface, use the display ip 
interface brief command. 

ipv6: Monitors the IPv6 protocol state. When the IPv6 protocol state of an interface is up, the state 
of the track object is Positive. When the IPv6 protocol state of an interface is down, the state of the 
track object is Negative. To display the IPv6 protocol state of an interface, use the display ipv6 
interface brief command. 

Usage guidelines 
To create a track entry, you must specify the tracked object type, which is interface protocol 
in this command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

To modify the settings of a track entry, execute the undo track command to remove the track entry, 
and then create the track entry again. 

Examples 
# Create track entry 1 and associate it with the IPv4 protocol state of interface GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] track 1 interface gigabitethernet 1/0/1 protocol ipv4 

[Sysname-track-1] 

Related commands 
delay 

display ip interface brief (Layer 3—IP Services Command Reference) 

display ipv6 interface brief (Layer 3—IP Services Command Reference)  

display track 
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track ip route reachability 
Use track ip route reachability to create a track entry associated with a route entry and 
enter track entry view, or enter the view of an existing track entry. 

Use undo track to remove the track entry and all configurations from its view. 

Syntax 
track track-entry-number ip route [ vpn-instance vpn-instance-name ] 
ip-address { mask-length | mask } reachability 

undo track track-entry-number 

Default 
No track entries exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies the track entry ID in the range of 1 to 1024. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, this command creates the 
track entry for routes on the public network. 

ip-address: Specifies the IP address of the route entry associated with the track entry in dotted 
decimal notation. 

mask-length: Specifies the mask length in the range of 0 to 32. 

mask: Specifies the mask of the IP address, in dotted decimal notation. 

Usage guidelines 
To create a track entry, you must specify the tracked object type, which is ip route 
reachability in this command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

To modify the settings of a track entry, execute the undo track command to remove the track entry, 
and then create the track entry again. 

Route management does not immediately notify the Track module of the route status changes when 
the following conditions are met: 
• An active/standby device switchover or a RIB process switchover has occurred. 
• The status of the monitored route entry is changed before the routing protocol completes the 

graceful restart. 

You can resolve the problem by configuring the nonstop routing feature. 

Examples 
# Create track entry 1 to monitor the status of the route entry 10.1.1.0/24. 
<Sysname> system-view 

[Sysname] track 1 ip route 10.1.1.0 24 reachability 
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[Sysname-track-1] 

Related commands 
delay 

display ip routing-table (Layer 3—IP Routing Command Reference) 

display track 

track list boolean 
Use track list boolean to create a Boolean tracked list and enter its view, or enter the view of 
an existing tracked list. 

Use undo track to remove the tracked list and all configurations from its view. 

Syntax 
track track-entry-number list boolean { and | or } 

undo track track-entry-number 

Default 
No tracked lists exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies an ID for the tracked list in the range of 1 to 1024. 

and: Calculates the tracked list state by using the Boolean AND operation. 

or: Calculates the tracked list state by using the Boolean OR operation. 

Usage guidelines 
The state of a Boolean list is determined by the tracked object states based on the Boolean AND or 
Boolean OR operation. 
• Boolean AND list—The tracked list is set to the Positive state only when all objects are in 

Positive state. If one or more objects are in Negative state, the tracked list is set to the Negative 
state. 

• Boolean OR list—The tracked list is set to the Positive state if any object is in Positive state. If 
all objects are in Negative state, the tracked list is set to the Negative state. 

To create a track entry, you must specify the tracked object type, which is list boolean in this 
command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

To modify the settings of a track entry, execute the undo track command to remove the track entry, 
and then create the track entry again. 

Examples 
# Create Boolean OR list 101 and enter its view. 
<Sysname> system-view 
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[Sysname] track 101 list boolean or 

[Sysname-track-101] 

Related commands 
delay 

object 

track list threshold percentage 
Use track list threshold percentage to create a percentage threshold tracked list and 
enter its view, or enter the view of an existing tracked list. 

Use undo track to remove the tracked list and all configurations from its view. 

Syntax 
track track-entry-number list threshold percentage 

undo track track-entry-number 

Default 
No tracked lists exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies an ID for the tracked list in the range of 1 to 1024. 

Usage guidelines 
The state of a percentage threshold list is determined by comparing the percentage of Positive 
objects in the list with the percentage thresholds configured for the list. 

To configure the threshold values used to determine the state of a percentage threshold list, use the 
threshold percentage command. 

To create a track entry, you must specify the tracked object type, which is list threshold 
percentage in this command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

To modify the settings of a track entry, execute the undo track command to remove the track entry, 
and then create the track entry again. 

Examples 
# Create percentage threshold list 101 and enter its view. 
<Sysname> system-view 

[Sysname] track 101 list threshold percentage 

[Sysname-track-101] 

Related commands 
delay 

object 
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threshold percentage 

track list threshold weight 
Use track list threshold weight to create a weight threshold tracked list and enter its view, 
or enter the view of an existing tracked list. 

Use undo track to remove the tracked list and all configurations from its view. 

Syntax 
track track-entry-number list threshold weight 

undo track track-entry-number 

Default 
No tracked lists exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies an ID for the tracked list in the range of 1 to 1024. 

Usage guidelines 
The state of a weight threshold list is determined by comparing the weight of Positive objects in the 
list with the weight thresholds configured for the list.  

To configure the threshold values used to determine the state of a weight threshold list, use the 
threshold weight command. 

To create a track entry, you must specify the tracked object type, which is list threshold 
weight in this command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

To modify the settings for a track entry, execute the undo track command to remove the track 
entry, and then execute the track list threshold weight command again. 

Examples 
# Create weight threshold tracked list 101 and enter its view. 
<Sysname> system-view 

[Sysname] track 101 list threshold weight 

[Sysname-track-101] 

Related commands 
delay 

object 

threshold weight 
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track nqa 
Use track nqa to create a track entry associated with the reaction entry of an NQA operation and 
enter track entry view, or enter the view of an existing track entry. 

Use undo track to remove the track entry and all configurations from its view. 

Syntax 
track track-entry-number nqa entry admin-name operation-tag reaction 
item-number 

undo track track-entry-number 

Default 
No track entries exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies the track entry ID in the range of 1 to 1024. 

entry admin-name operation-tag: Specifies the NQA operation to be associated with the 
track entry. The admin-name argument specifies the name of the NQA operation administrator who 
creates the NQA operation, and is a case-insensitive string of 1 to 32 characters. The 
operation-tag argument specifies the NQA operation tag, and is a case-insensitive string of 1 to 
32 characters. 

reaction item-number: Specifies the reaction entry to be associated with the track entry. The 
item-number argument is the reaction entry ID in the range of 1 to 10. 

Usage guidelines 
To create a track entry, you must specify the tracked object type, which is nqa in this command. 

To enter the view of an existing track entry, use the track track-entry-number command. The 
tracked object type is not required. 

To modify the settings of a track entry, execute the undo track command to remove the track entry, 
and then create the track entry again. 

Examples 
# Create track entry 1 and associate it with reaction entry 3 of NQA operation admin-test. 
<Sysname> system-view 

[Sysname] track 1 nqa entry admin test reaction 3 

[Sysname-track-1] 

Related commands 
delay 

display track 



i 

Contents 

BFD commands ····························································································· 1 

Basic BFD commands········································································································································ 1 
bfd authentication-mode ····························································································································· 1 
bfd demand enable ···································································································································· 2 
bfd detect-interface first-fail-timer ··············································································································· 3 
bfd detect-interface source-ip ····················································································································· 4 
bfd detect-interface special-processing······································································································ 5 
bfd detect-multiplier ···································································································································· 6 
bfd echo enable ·········································································································································· 7 
bfd echo-source-ip ····································································································································· 8 
bfd echo-source-ipv6 ·································································································································· 9 
bfd init-fail timer ········································································································································ 10 
bfd min-echo-receive-interval ··················································································································· 10 
bfd min-receive-interval ···························································································································· 11 
bfd min-transmit-interval ··························································································································· 12 
bfd multi-hop authentication-mode ··········································································································· 13 
bfd multi-hop destination-port ··················································································································· 14 
bfd multi-hop detect-multiplier ·················································································································· 15 
bfd multi-hop min-echo-receive-interval ··································································································· 16 
bfd multi-hop min-receive-interval ············································································································ 16 
bfd multi-hop min-transmit-interval ··········································································································· 17 
bfd session init-mode ······························································································································· 18 
bfd static ··················································································································································· 18 
bfd template ············································································································································· 22 
display bfd session ··································································································································· 23 
first-fail-timer ············································································································································ 29 
process-interface-status ··························································································································· 31 
reset bfd session statistics ······················································································································· 31 
snmp-agent trap enable bfd ····················································································································· 32 
special-processing ··································································································································· 32 

 



 

1 

BFD commands 
Basic BFD commands 
bfd authentication-mode 

Use bfd authentication-mode to configure the BFD authentication mode for single-hop BFD 
control packets. 

Use undo bfd authentication-mode to restore the default.  

Syntax 
bfd authentication-mode { hmac-md5 | hmac-mmd5 | hmac-msha1 | hmac-sha1 
| m-md5 | m-sha1 | md5 | sha1 | simple } key-id { cipher | plain } string 

undo bfd authentication-mode 

Default 
Single-hop BFD control packets are not authenticated.  

Views 
Interface view 

BFD template view 

Static BFD session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
hmac-md5: Specifies the HMAC MD5 algorithm. 

hmac-mmd5: Specifies the HMAC Meticulous MD5 algorithm. 

hmac-msha1: Specifies the HMAC Meticulous SHA1 algorithm. 

hmac-sha1: Specifies the HMAC SHA1 algorithm. 

m-md5: Specifies the Meticulous MD5 algorithm.  

m-sha1: Specifies the Meticulous SHA1 algorithm. 

md5: Specifies the MD5 algorithm. 

sha1: Specifies the SHA1 algorithm. 

simple: Specifies the simple authentication mode.  

key-id: Sets the authentication key ID in the range of 1 to 255.  

cipher: Specifies a key in encrypted form. 

plain: Specifies a key in plaintext form. For security purposes, the key specified in plaintext form 
will be stored in encrypted form. 

string: Specifies the key. Its plaintext form is a case-sensitive string of 1 to 16 characters. Its 
encrypted form is a case-sensitive string of 33 to 53 characters.  
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Usage guidelines 
Use this command to enhance BFD session security. 

If this command is executed in static BFD session view, it takes effect only on static BFD sessions 
used for single-hop detection. 

BFD version 0 does not support this command. The configuration does not take effect.  

Examples 
# Configure GigabitEthernet 1/0/1 to perform simple authentication for single-hop BFD control 
packets, setting the authentication key ID to 1 and plaintext key to 123456.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd authentication-mode simple 1 plain 123456 

Related commands 
bfd static 

bfd demand enable 
Use bfd demand enable to enable the Demand BFD session mode.  

Use undo bfd demand enable to restore the default.  

Syntax 
bfd demand enable 

undo bfd demand enable 

Default 
The BFD session is in Asynchronous mode.  

Views 
Interface view 

Static BFD session view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
In Demand mode, the device periodically sends BFD control packets. If the peer end is operating in 
Asynchronous mode (default), the peer end stops sending BFD control packets. If the peer end is 
operating in Demand mode, both ends stop sending BFD control packets. As a best practice, 
configure the bfd echo enable command together with this command to detect connectivity by 
sending Echo packets. If the device does not receive any Echo packets from the peer end, it 
considers the session down. 

In Asynchronous mode, the device periodically sends BFD control packets. The device considers 
that the session is down if it does not receive any BFD control packets within a specific interval. 

If this command is executed in static BFD session view, it takes effect only on static BFD sessions 
used for single-hop detection. 

BFD version 0 does not support this command. The configuration does not take effect.  

Examples 
# Enable the Demand BFD session mode on GigabitEthernet 1/0/1.  
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<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd demand enable 

Related commands 
bfd echo enable 

bfd detect-interface first-fail-timer 
Use bfd detect-interface first-fail-timer to configure the timer that delays reporting 
the first BFD session establishment failure to the data link layer.  

Use undo bfd detect-interface first-fail-timer to restore the default.  

Syntax 
bfd detect-interface first-fail-timer seconds 

undo bfd detect-interface first-fail-timer 

Default 
The first BFD session establishment failure is not reported to the data link layer.  

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
seconds: Specifies the timeout time that reports the first BFD session establishment failure to the 
data link layer. The value range for this argument is 1 to 10000 seconds. 

Usage guidelines 
If the BFD session fails to be established when the timer expires, BFD reports the failure to the data 
link layer and sets the data link layer state of the interface to DOWN(BFD). This behavior rapidly 
identifies the interfaces for which BFD sessions fail to be established. In this case, the BFD session 
state is displayed as Down in the display bfd session command output. The line protocol state 
of the interface is displayed as DOWN(BFD) in the display interface command output. 

If you execute the bfd detect-interface source-ip command on the local end, the BFD 
session for detecting the local interface state fails to be established when the following conditions 
exist:  
• The bfd detect-interface source-ip command is not executed on the remote end. 

• The local and remote ends have mismatching BFD authentication settings. 

Examples 
# Configure the timer that delays reporting the first BFD session establishment failure as 10 seconds 
for GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd detect-interface first-fail-timer 10 

Related commands 
bfd detect-interface source-ip 
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display interface (Interface Command Reference) 

bfd detect-interface source-ip 
Use bfd detect-interface source-ip to associate the interface state with BFD and specify 
the source IP address for BFD control packets.  

Use undo bfd detect-interface to remove the association between the interface state and 
BFD.  

Syntax 
bfd detect-interface source-ip ip-address [ discriminator local 
local-value remote remote-value ] [ template template-name ] 

undo bfd detect-interface 

Default 
The interface state is not associated with BFD. BFD does not set the link layer protocol of the 
interface to DOWN(BFD) state when detecting a failure.  

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the source IP address for BFD control packets, in dotted decimal notation.  

discriminator: Specifies BFD session discriminators. If you do not specify discriminators, the 
device obtains BFD session discriminators through autonegotiation. 

local local-value: Specifies the local discriminator. The value range for the local-value 
argument is 1 to 32768. 

remote remote-value: Specifies the remote discriminator in the range of 1 to 4294967295. 

template template-name: Specifies a template by its name, a case-sensitive string of 1 to 63 
characters. If you specify a nonexistent template or do not specify a template, the BFD session uses 
the BFD parameters configured in interface view. If you first specify a nonexistent template and then 
create the template, the BFD session uses the parameters configured in the template. 

Usage guidelines 
By creating a BFD session for single-hop detection through exchange of BFD control packets, this 
feature implements fast link detection. When BFD detects a link fault, it sets the link layer protocol 
state to DOWN(BFD). This behavior helps applications relying on the link layer protocol state 
achieve fast convergence. 

The source IP address of control packets is specified manually, and the destination IP address is 
fixed at 224.0.0.184. As a best practice, specify the IP address of the interface as the source IP 
address. If the interface does not have an IP address, specify a unicast IP address other than 0.0.0.0 
as the source IP address. 

You can associate the state of the following interfaces with BFD: 
• Layer 3 Ethernet interfaces and subinterfaces. For BFD detection to take effect, do not execute 

this command on both a Layer 3 Ethernet interface and its subinterface. 
• Layer 3 aggregate interfaces, Layer 3 aggregate subinterfaces, and member ports (Layer 3 

Ethernet interfaces only) in a Layer 3 aggregation group.  



 

5 

To configure this command on the preceding interfaces at the same time, you must manually 
specify the local and remote discriminators on each of the interfaces. As a best practice, do not 
configure this command on these interfaces at the same time. 

• VLAN interfaces.  

If the peer device does not support obtaining BFD session discriminators through autonegotiation, 
you must specify the discriminators on both the local and peer devices. Without the discriminators, 
the BFD session cannot come up. 

The BFD session discriminators must match on the local and peer devices. For example, if you 
configure bfd detect-interface source-ip 20.1.1.1 discriminator local 513 
remote 514 on the local device, you must configure bfd detect-interface source-ip 
20.1.1.2 discriminator local 514 remote 513 on the peer device. 

The local discriminators of BFD sessions for interfaces on the same device must be different. 

To modify your configuration, remove it by using the undo form of the command and then execute 
the bfd detect-interface source-ip command again. 

The echo function does not take effect on BFD sessions associated with interface states. 

If you specify an existing template for this command, the bfd demand enable command cannot 
take effect. 

Examples 
# Associate GigabitEthernet 1/0/1 with BFD to detect the interface state, and specify the source IP 
address as 20.1.1.1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd detect-interface source-ip 20.1.1.1 

Related commands 
bfd demand enable 

bfd echo enable 

bfd template 

bfd detect-interface special-processing 
Use bfd detect-interface special-processing to enable special processing for BFD 
sessions.  

Use undo bfd detect-interface special-processing to disable special processing for 
BFD sessions. 

Syntax 
bfd detect-interface special-processing [ admin-down | 
authentication-change | session-up ] * 

undo bfd detect-interface special-processing [ admin-down | 
authentication-change | session-up ] * 

Default 
All types of special processing for BFD sessions are disabled.  

Views 
Interface view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
admin-down: Notifies a session down event to the data link layer upon receipt of a BFD packet with 
the State field as AdminDown. This keyword helps rapidly discover interfaces on which BFD 
sessions are manually shut down. If you do not specify this keyword, the device sets the BFD 
session state to Down, but does not notify the session down event to the data link layer. 

authentication-change: Immediately sets the session to down state upon a local 
authentication information change. This keyword helps rapidly discover interfaces with 
authentication information changes. If you do not specify this keyword, the device sets the session to 
down state if authentication information inconsistency still persists after a period of time.  

session-up: Ignores authentication information inconsistency when the local session is up. If a 
large number of BFD sessions exist, examining authentication information consistency affects 
device performance. If you do not specify this keyword, the device examines authentication 
information in incoming BFD packets when the local session state is up. If the authentication 
information does not match on the two ends, the BFD session is declared down. 

Usage guidelines 
If you do not specify any parameters, this command enables or disables all types of special 
processing. 

Examples 
# Enable all types of special processing for BFD sessions on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd detect-interface special-processing admin-down 
authentication-change session-up 

bfd detect-multiplier 
Use bfd detect-multiplier to set the single-hop detection time multiplier for control packet 
mode and echo packet mode.  

Use undo bfd detect-multiplier to restore the default.  

Syntax 
bfd detect-multiplier value 

undo bfd detect-multiplier 

Default 
The single-hop detection time multiplier is 5 for control packet mode and echo packet mode. 

Views 
Interface view 

BFD template view 

Static BFD session view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
value: Specifies a detection time multiplier. The value range for this argument is 3 to 50. 

Usage guidelines 
The detection time multiplier determines the maximum number of concurrent BFD packets (including 
control packets and echo packets) that can be discarded. 

Table 1 Detection interval calculation method 

Mode Detection interval 

Echo packet mode Detection time multiplier of the sender × actual 
packet sending interval of the sender 

Control packet mode BFD session in asynchronous 
mode 

Detection time multiplier of the receiver × actual 
packet sending interval of the receiver 

Control packet mode BFD session in demand mode Detection time multiplier of the sender × actual 
packet sending interval of the sender 

 

If this command is executed in static BFD session view, it takes effect only on static BFD sessions 
used for single-hop detection. 

Examples 
# Set the single-hop detection time multiplier for control packet mode and the detection time 
multiplier for echo packet mode to 6 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd detect-multiplier 6 

bfd echo enable 
Use bfd echo enable to enable the echo function. 

Use undo bfd echo enable to disable the echo function.  

Syntax 
bfd echo [ receive | send ] enable 

undo bfd echo [ receive | send ] enable 

Default 
The echo function is disabled. 

Views 
Interface view 

Static BFD session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
receive: Specifies the echo packet receiving capability.  

send: Specifies the echo packet sending capability.  
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Usage guidelines 
If you enable the echo function for a BFD session in which control packets are sent and the session 
comes up, BFD performs the following operations: 
• Periodically sends echo packets to detect link connectivity.  
• Decreases the control packet receiving rate at the same time.  

To enable only the echo packet receiving capability, use the bfd echo receive enable 
command. 

To enable only the echo packet sending capability, use the bfd echo send enable command. 

If you do not specify the receive or send keyword, the command enables both the echo packet 
receiving and sending capabilities.  

The echo function does not take effect on BFD sessions associated with interface states.  

The echo function does not take effect on control-mode BFD sessions established with IPv6 
link-local addresses. 

If this command is executed in static BFD session view, it takes effect only on static BFD sessions 
used for single-hop detection. 

BFD version 0 does not support this command. The configuration does not take effect.  

Examples 
# Enable the echo function on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd echo enable 

bfd echo-source-ip 
Use bfd echo-source-ip to configure the source IP address of BFD echo packets.  

Use undo bfd echo-source-ip to remove the configured source IP address of BFD echo 
packets.  

Syntax 
bfd echo-source-ip ip-address 

undo bfd echo-source-ip 

Default 
No source IP address is configured for BFD echo packets. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the source IP address of BFD echo packets. The source IP address must 
be a valid unicast IPv4 address in dotted decimal notation. 

Usage guidelines 
Make sure the source IP address is not on the same network segment as any local interfaces. This 
avoids the following situations:  
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• A large number of ICMP redirect packets might be sent from the peer, resulting in link 
congestion.  

• With malformed packet attack detection and prevention enabled, the local end might filter echo 
packets sent from the peer as malformed packets, resulting in BFD session establishment 
failure. For more information about malformed packet attack detection and prevention, see 
attack detection and prevention in Security Configuration Guide. 

Examples 
# Configure the source IP address of BFD echo packets as 8.8.8.8.  
<Sysname> system-view 

[Sysname] bfd echo-source-ip 8.8.8.8 

bfd echo-source-ipv6 
Use bfd echo-source-ipv6 to configure the source IPv6 address of BFD echo packets.  

Use undo bfd echo-source-ipv6 to remove the configured source IPv6 address of BFD echo 
packets. 

Syntax 
bfd echo-source-ipv6 ipv6-address 

undo bfd echo-source-ipv6 

Default 
No source IPv6 address is configured for BFD echo packets. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-address: Specifies the source IPv6 address for BFD echo packets. 

Usage guidelines 
The source IPv6 address of echo packets can only be a global unicast address.  

Make sure the source IPv6 address is not on the same network segment as any local interfaces. This 
avoids the following situations:  
• A large number of ICMPv6 redirect packets might be sent from the peer, resulting in link 

congestion.  
• With malformed packet attack detection and prevention enabled, the local end might filter echo 

packets sent from the peer as malformed packets, resulting in BFD session establishment 
failure. For more information about malformed packet attack detection and prevention, see 
attack detection and prevention in Security Configuration Guide. 

Examples 
# Configure the source IPv6 address of BFD echo packets as 80::2.  
<Sysname> system-view 

[Sysname] bfd echo-source-ipv6 80::2 
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bfd init-fail timer 
Use bfd init-fail-timer to set the delay timer for BFD to notify upper-layer protocols of 
session establishment failures. 

Use undo bfd init-fail-timer to restore the default. 

Syntax 
bfd init-fail-timer seconds 

undo bfd init-fail-timer 

Default 
BFD does not notify upper-layer protocols of session establishment failures.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
seconds: Specifies the delay time in the range of 5 to 600 seconds. After the delay time, BFD 
notifies the upper-layer protocol of session establishment failures. 

Usage guidelines 

 CAUTION: 
For session establishment failures caused by configuration mismatches at the two ends, this 
command can cause the upper-layer protocol to act incorrectly. Therefore, use this command with 
caution. BFD status mismatch and BFD authentication configuration mismatch are examples of 
configuration mismatches. 
 

This command takes effect only for control packet mode. 

In some cases, for an upper-layer protocol to act correctly, BFD must notify the upper-layer protocol 
of session establishment failures.  

Examples 
# Set the delay timer to 10 seconds for BFD to notify upper-layer protocols of session establishment 
failures.  
<Sysname> system-view 

[Sysname] bfd init-fail-timer 10 

bfd min-echo-receive-interval 
Use bfd min-echo-receive-interval to set the minimum interval for receiving BFD echo 
packets. 

Use undo bfd min-echo-receive-interval to restore the default. 

Syntax 
bfd min-echo-receive-interval interval 

undo bfd min-echo-receive-interval 
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Default 
The minimum interval for receiving BFD echo packets is 400 milliseconds.  

Views 
Interface view 

BFD template view 

Static BFD session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the minimum interval for receiving BFD echo packets, in milliseconds. The 
value takes 0 or is in the range of 100 to 1000.  

Usage guidelines 
This command sets the BFD echo packet receiving interval, which is the actual BFD echo packet 
sending interval.  

The local end stops sending echo packets after autonegotiation with the remote end if the following 
conditions are met: 
• The echo function is enabled on the local end. 
• The minimum interval for receiving BFD echo packets is set to 0 milliseconds on the remote 

end.  

If this command is executed in static BFD session view, it takes effect only on static BFD sessions 
used for single-hop detection. 

Examples 
# Set the minimum interval for receiving BFD echo packets to 500 milliseconds on GigabitEthernet 
1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd min-echo-receive-interval 500 

bfd min-receive-interval 
Use bfd min-receive-interval to set the minimum interval for receiving single-hop BFD 
control packets.  

Use undo bfd min-receive-interval to restore the default. 

Syntax 
bfd min-receive-interval interval 

undo bfd min-receive-interval 

Default 
The minimum interval for receiving single-hop BFD control packets is 400 milliseconds.  

Views 
Interface view 

BFD template view 
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Static BFD session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the minimum interval for receiving single-hop BFD control packets, in 
milliseconds. The value range for this argument is 100 to 1000. 

Usage guidelines 
Use this command to prevent the control packet sending rate of the peer end from exceeding the 
control packet receiving rate of the local end.  

The actual control packet sending interval of the peer end takes the greater value between the 
following values: 
• Minimum interval for transmitting BFD control packets on the peer end.  
• Minimum interval for receiving BFD control packets on the local end.  

If this command is executed in static BFD session view, it takes effect only on static BFD sessions 
used for single-hop detection. 

Examples 
# Set the minimum interval for receiving single-hop BFD control packets to 500 milliseconds on 
GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd min-receive-interval 500 

bfd min-transmit-interval 
Use bfd min-transmit-interval to set the minimum interval for transmitting single-hop BFD 
control packets.  

Use undo bfd min-transmit-interval to restore the default. 

Syntax 
bfd min-transmit-interval interval 

undo bfd min-transmit-interval 

Default 
The minimum interval for transmitting single-hop BFD control packets is 400 milliseconds.  

Views 
Interface view 

BFD template view 

Static BFD session view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
interval: Specifies the minimum interval for transmitting single-hop BFD control packets, in 
milliseconds. The value range for this argument is 100 to 1000.  

Usage guidelines 
Use this command to prevent the BFD packet sending rate from exceeding the device capability.  

The actual BFD control packet transmitting interval on the local end is the greater value between the 
following values: 
• Minimum interval for transmitting BFD control packets on the local end.  
• Minimum interval for receiving BFD control packets on the peer end.  

If this command is executed in static BFD session view, it takes effect only on static BFD sessions 
used for single-hop detection. 

Examples 
# Set the minimum interval for transmitting single-hop BFD control packets to 500 milliseconds on 
GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] bfd min-transmit-interval 500 

bfd multi-hop authentication-mode 
Use bfd multi-hop authentication-mode to configure the authentication mode for multihop 
BFD control packets.  

Use undo bfd multi-hop authentication-mode to restore the default.  

Syntax 
bfd multi-hop authentication-mode { hmac-md5 | hmac-mmd5 | hmac-msha1 | 
hmac-sha1 | m-md5 | m-sha1 | md5 | sha1 | simple } key-id { cipher | plain } 
string 

undo bfd multi-hop authentication-mode 

Default 
No authentication is performed. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
hmac-md5: Specifies the HMAC MD5 algorithm. 

hmac-mmd5: Specifies the HMAC Meticulous MD5 algorithm. 

hmac-msha1: Specifies the HMAC Meticulous SHA1 algorithm. 

hmac-sha1: Specifies the HMAC SHA1 algorithm. 

m-md5: Specifies the Meticulous MD5 algorithm.  

m-sha1: Specifies the Meticulous SHA1 algorithm. 
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md5: Specifies the MD5 algorithm. 

sha1: Specifies the SHA1 algorithm. 

simple: Specifies the simple authentication mode.  

key-id: Sets the authentication key ID in the range of 1 to 255.  

cipher: Specifies a key in encrypted form. 

plain: Specifies a key in plaintext form. For security purposes, the key specified in plaintext form 
will be stored in encrypted form. 

string: Specifies the key. Its plaintext form is a case-sensitive string of 1 to 16 characters. Its 
encrypted form is a case-sensitive string of 33 to 53 characters.  

Usage guidelines 
Use this command to enhance BFD session security.  

BFD version 0 does not support this command. The configuration does not take effect.  

Examples 
# Configure the simple authentication mode for multihop BFD control packets, setting the 
authentication key ID to 1 and key to 123456.  
<Sysname> system-view 

[Sysname] bfd multi-hop authentication-mode simple 1 plain 123456 

bfd multi-hop destination-port 
Use bfd multi-hop destination-port to configure the destination port number for multihop 
BFD control packets. 

Use undo bfd multi-hop destination-port to restore the default.  

Syntax 
bfd multi-hop destination-port port-number 

undo bfd multi-hop destination-port 

Default 
The destination port number for multihop BFD control packets is 4784.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies the destination port number of multihop BFD control packets, 3784 or 
4784.  

Usage guidelines 
IANA assigned port number 4784 to BFD for multihop BFD detection in control packet mode. By 
default, NSFOCUS devices use 4784 as the destination port number for multihop BFD control 
packets, while devices from other vendors might use 3784. To avoid BFD session establishment 
failures, make sure the devices on both ends of the BFD session use the same destination port 
number for multihop BFD control packets. 
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This command applies to only new multihop BFD sessions in control packet mode.  

Examples 
# Specify the destination port number for multihop BFD control packets as 3784.  
<Sysname> system-view 

[Sysname] bfd multi-hop destination-port 3784 

bfd multi-hop detect-multiplier 
Use bfd multi-hop detect-multiplier to set the multihop detection time multiplier for 
control packet mode and echo packet mode. 

Use undo bfd multi-hop detect-multiplier to restore the default.  

Syntax 
bfd multi-hop detect-multiplier value 

undo bfd multi-hop detect-multiplier 

Default 
The multihop detection time multiplier is 5 for control packet mode and echo packet mode. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
value: Specifies the multihop detection time multiplier in the range of 3 to 50.  

Usage guidelines 
The detection time multiplier determines the maximum number of concurrent BFD control packets 
that can be discarded. 

Table 2 Detection interval calculation method 

Mode Detection interval 

Echo packet mode Detection time multiplier of the sender × actual 
packet sending interval of the sender 

Control packet mode BFD session in asynchronous 
mode 

Detection time multiplier of the receiver × actual 
packet sending interval of the receiver 

Control packet mode BFD session in demand mode Detection time multiplier of the sender × actual 
packet sending interval of the sender 

 

Examples 
# Set the multihop detection time multiplier to 6.  
<Sysname> system-view 

[Sysname] bfd multi-hop detect-multiplier 6 
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bfd multi-hop min-echo-receive-interval 
Use bfd multi-hop min-echo-receive-interval to set the minimum interval for receiving 
multihop BFD echo packets. 

Use undo bfd multi-hop min-echo-receive-interval to restore the default. 

Syntax 
bfd multi-hop min-echo-receive-interval interval 

undo bfd multi-hop min-echo-receive-interval 

Default 
The minimum interval for receiving multihop BFD echo packets is 400 milliseconds. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the minimum interval for receiving multihop BFD echo packets, in milliseconds. 
The value takes 0 or is in the range of 100 to 1000. 

Usage guidelines 
The interval for receiving multihop BFD echo packets is also the interval for sending multihop BFD 
echo packets. By executing this command, you can control both the receiving interval and sending 
interval for multihop BFD echo packets. 

This command takes effect only on static BFD sessions for multihop detection with echo packets. 

Examples 
# Set the minimum interval for receiving multihop BFD echo packets to 500 milliseconds. 
<Sysname> system-view 

[Sysname] bfd multi-hop min-echo-receive-interval 500 

Related commands 
bfd static 

bfd multi-hop min-receive-interval 
Use bfd multi-hop min-receive-interval to set the minimum interval for receiving 
multihop BFD control packets. 

Use undo bfd multi-hop min-receive-interval to restore the default. 

Syntax 
bfd multi-hop min-receive-interval interval 

undo bfd multi-hop min-receive-interval 

Default 
The minimum interval for receiving multihop BFD control packets is 400 milliseconds.  
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the minimum interval for receiving multihop BFD control packets, in 
milliseconds. The value range for this argument is 100 to 1000. 

Usage guidelines 
Use this command to prevent the packet sending rate of the peer end from exceeding the packet 
receiving capability (minimum control packet receiving interval) of the local end. If the receiving 
capability is exceeded, the peer end dynamically adjusts the BFD control packet sending interval to 
the minimum control packet receiving interval of the local end.  

Examples 
# Set the minimum interval for receiving multihop BFD control packets to 500 milliseconds. 
<Sysname> system-view 

[Sysname] bfd multi-hop min-receive-interval 500 

bfd multi-hop min-transmit-interval 
Use bfd multi-hop min-transmit-interval to set the minimum interval for transmitting 
multihop BFD control packets. 

Use undo bfd multi-hop min-transmit-interval to restore the default. 

Syntax 
bfd multi-hop min-transmit-interval interval 

undo bfd multi-hop min-transmit-interval 

Default 
The minimum interval for transmitting multihop BFD control packets is 400 milliseconds.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies the minimum interval for transmitting multihop BFD control packets, in 
milliseconds. The value range for this argument is 100 to 1000. 

Usage guidelines 
Use this command to prevent the BFD packet sending rate from exceeding the device capability.  

The actual BFD control packet transmitting interval on the local end is the greater value between the 
following values: 
• Minimum interval for transmitting BFD control packets on the local end. 
• Minimum interval for receiving BFD control packets on the peer end.  
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Examples 
# Set the minimum interval for transmitting multihop BFD control packets to 500 milliseconds. 
<Sysname> system-view 

[Sysname] bfd multi-hop min-transmit-interval 500 

bfd session init-mode 
Use bfd session init-mode to configure the mode for establishing a BFD session.  

Use undo bfd session init-mode to restore the default.  

Syntax 
bfd session init-mode { active | passive } 

undo bfd session init-mode 

Default 
BFD uses the active mode.  

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
active: Specifies the active mode. In active mode, BFD actively transmits BFD control packets to 
the remote device, regardless of whether it receives a BFD control packet from the remote device.  

passive: Specifies the passive mode. In passive mode, BFD does not actively transmit a BFD 
control packet to the remote end; it transmits a BFD control packet only after receiving a BFD control 
packet from the remote end.  

Usage guidelines 
A minimum of one end must operate in active mode for a BFD session to be established.  

BFD version 0 does not support this command. The configuration does not take effect.  

Examples 
# Configure the session establishment mode as passive.  
<Sysname> system-view 

[Sysname] bfd session init-mode passive 

bfd static 
Use bfd static to create a static BFD session and enter its view, or enter the view of an existing 
static BFD session. 

Use undo bfd static to delete a static BFD session and all its settings. 

Syntax 
Static BFD session for single-hop detection with IPv4 control packets: 

bfd static session-name [ peer-ip ipv4-address interface interface-type 
interface-number source-ip ipv4-address discriminator local local-value 
remote remote-value ] 
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undo bfd static session-name 

Static BFD session for multihop detection with IPv4 control packets: 

bfd static session-name [ peer-ip ipv4-address [ vpn-instance 
vpn-instance-name ] source-ip ipv4-address discriminator local 
local-value remote remote-value ] 

undo bfd static session-name 

Static BFD session for single-hop detection with IPv4 echo packets: 

bfd static session-name [ peer-ip ipv4-address interface interface-type 
interface-number destination-ip ipv4-address [ source-ip ipv4-address ] 
one-arm-echo discriminator { local local-value | auto } ] 

undo bfd static session-name 

Static BFD session for multihop detection with IPv4 echo packets: 

bfd static session-name [ peer-ip ipv4-address [ vpn-instance 
vpn-instance-name ] destination-ip ipv4-address [ source-ip ipv4-address ] 
one-arm-echo discriminator { local local-value | auto } ] 

undo bfd static session-name 

Static BFD session for single-hop detection with IPv6 control packets: 

bfd static session-name [ peer-ipv6 ipv6-address interface interface-type 
interface-number source-ipv6 ipv6-address discriminator local 
local-value remote remote-value ] 

undo bfd static session-name 

Static BFD session for multihop detection with IPv6 control packets: 

bfd static session-name [ peer-ipv6 ipv6-address [ vpn-instance 
vpn-instance-name ] source-ipv6 ipv6-address discriminator local 
local-value remote remote-value ] 

undo bfd static session-name 

Static BFD session for single-hop detection with IPv6 echo packets: 

bfd static session-name [ peer-ipv6 ipv6-address interface interface-type 
interface-number  destination-ipv6 ipv6-address [ source-ipv6 
ipv6-address ] one-arm-echo discriminator { local local-value | auto } ] 

undo bfd static session-name 

Static BFD session for multihop detection with IPv6 echo packets: 

bfd static session-name [ peer-ipv6 ipv6-address [ vpn-instance 
vpn-instance-name ] destination-ipv6 ipv6-address [ source-ipv6 
ipv6-address ] one-arm-echo discriminator { local local-value | auto } ] 

undo bfd static session-name 

Static BFD session for single-hop detection with IPv4 echo packets (the peer address is fixed at 
224.0.0.184): 

bfd static session-name [ peer-ip default-ip interface interface-type 
interface-number source-ip ip-address discriminator local discr-value 
remote discr-value ] 

undo bfd static session-name 

Default 
No static BFD sessions exist. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
session-name: Specifies a static BFD session name, a case-sensitive string of 1 to 64 characters.  

peer-ip ipv4-address: Specifies the peer IPv4 address in dotted decimal notation. It must be a 
valid unicast IPv4 address. For a static BFD session in control packet mode, the peer IPv4 address 
and the source IPv4 address determine the path to be detected. For a static BFD session in echo 
packet mode, the peer IPv4 address and the destination IPv4 address determine the path to be 
detected. 

peer-ipv6 ipv6-address: Specifies the peer IPv6 address. For a static BFD session in control 
packet mode, the peer IPv6 address and the source IPv6 address determine the path to be detected. 
For a static BFD session in echo packet mode, the peer IPv6 address and the destination IPv6 
address determine the path to be detected. 

default-ip: Specifies the peer IPv4 address as 224.0.0.184. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the static BFD session 
belongs to the public network. 

interface interface-type interface-number: Specifies an interface by its type and 
number. BFD uses the specified interface as the outgoing interface for outgoing packets. 

destination-ip ipv4-address: Specifies the destination IPv4 address for echo packets, in 
dotted decimal notation. It must be a valid unicast IPv4 address of the local end. 

destination-ipv6 ipv6-address: Specifies the destination IPv6 address for echo packets. It 
must be the IPv6 address of the local end. 

source-ip ipv4-address: Specifies the source IPv4 address for BFD packets, in dotted 
decimal notation. It must be a valid unicast IPv4 address. 

source-ipv6 ipv6-address: Specifies the source IPv6 address for BFD packets. 

one-arm-echo: Specifies the static BFD session mode as echo packet mode. 

discriminator: Specifies BFD session discriminators. 

local local-value: Specifies the local discriminator in the range of 1 to 32768. 

remote remote-value: Specifies the remote discriminator in the range of 1 to 4294967295. 

auto: Enables the device to automatically assign local discriminator values to static BFD sessions. 

Usage guidelines 
By working with Track, a static BFD session can provide fast failure detection. For more information 
about Track association with BFD, see Track in Network Management and Monitoring Configuration 
Guide. 

If a static BFD session in control packet mode is created on the peer device, you must use this 
command to create a static BFD session on the local device. The BFD session discriminators must 
match on the local and peer devices. For example, if you configure bfd static abc peer-ip 
20.1.1.1 vpn-instance vpn1 source-ip 20.1.1.2 discriminator local 513 remote 514 
on the local device, you must configure bfd static bcd peer-ip 20.1.1.2 vpn-instance 
vpn1 source-ip 20.1.1.1 discriminator local 514 remote 513 on the peer device. 
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When creating a static BFD session, you must specify a peer IP address. The system checks only 
the format of the IP address but not its correctness. If the peer IPv4 or IPv6 address is incorrect, the 
static BFD session cannot be established. 

You need to create a static BFD session on only the local device if you use the echo packet mode to 
perform detection. As a best practice, specify the source IP address for echo packets when creating 
a static BFD session. Make sure the specified source IP address does not belong to the subnet 
where a local interface resides. Without a source IP address specified, the device uses the IP 
address specified in the bfd echo-source-ip or bfd echo-source-ipv6 command as the 
source IP address of echo packets. 

To use a static BFD session in control packet for single-hop detection, you must perform the 
following configuration: 
• Specify the IP address of the peer interface for the peer-ip/peer-ipv6 parameter. 

• Specify the IP address of the local interface for the source-ip/source-ipv6 parameter. 

The bfd static session-name command without any parameters specified can only be used 
to enter the view of an existing static BFD session. 

To modify a static BFD session, delete it and then configure a new static BFD session. 

If you do not specify a VPN instance or an interface, the device performs multihop detection in the 
public network. 

To detect network layer connectivity, execute the following commands: 
• bfd static session-name peer-ip ipv4-address interface interface-type 

interface-number source-ip ipv4-address discriminator local 
local-value remote remote-value 
For the static BFD session to be successfully established, make sure the IPv4 addresses of the 
local and peer interfaces where the static BFD session resides are used as the source and peer 
IPv4 addresses, respectively. 

• bfd static session-name peer-ipv6 ipv6-address interface 
interface-type interface-number source-ipv6 ipv6-address 
discriminator local local-value remote remote-value 
For the static BFD session to be successfully established, make sure the IPv6 addresses of the 
local and peer interfaces where the static BFD session resides are used as the source and peer 
IPv6 addresses, respectively. 

To detect data link layer connectivity, execute the following command: 
• bfd static session-name peer-ip default-ip interface interface-type 

interface-number source-ip ip-address discriminator local discr-value 
remote discr-value 
If the process-interface-status command is also executed, BFD sets the interface 
state to DOWN(BFD) when detecting a link failure. Specify the IP address of the interface as the 
source IP address. If the interface does not have an IP address, specify a unicast IP address 
other than 0.0.0.0 as the source IP address. An interface can use only one static BFD session 
to detect data link layer connectivity. 

For a static BFD session in control packet mode, the source IP address of BFD packets is the IP 
address specified for the source-ip/source-ipv6 keyword, and the destination IP address is 
the IP address specified for the peer-ip/peer-ipv6 keyword. 

For a static BFD session in echo packet mode, the source IP address of BFD packets is the IP 
address specified for the source-ip/source-ipv6 keyword, and the destination IP address is 
the IP address specified for the destination-ip/destination-ipv6 keyword. 

BFD supports detecting data link connectivity for the following interface types: 
• Layer 3 Ethernet interfaces and subinterfaces. For BFD detection to take effect, do not execute 

this command on both a Layer 3 Ethernet interface and its subinterface. 
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• Layer 3 aggregate interfaces, Layer 3 aggregate subinterfaces, and member ports in a Layer 3 
aggregation group. For BFD detection to take effect, do not execute this command on any two 
of the interface types at the same time. 

• VLAN interfaces.  

Different static BFD sessions cannot have the same local discriminator. 

Examples 
# Create a static BFD session and enter its view. The static BFD session detects the path between 
1.1.1.1 and 1.1.1.2 and uses GigabitEthernet 1/0/1 to send BFD packets with source IP address 
1.1.1.1 and destination IP address is 1.1.1.2. The local discriminator is 1537, and the remote 
discriminator is 2048.  
<Sysname> system-view 

[Sysname] bfd static aaaa peer-ip 1.1.1.2 interface gigabitethernet 1/0/1 source-ip 
1.1.1.1 discriminator local 1537 remote 2048 

[Sysname-bfd-static-session-abc] 

# Create a static BFD session and enter its view. The static BFD session detects the path between 
1.1.1.1 and 1.1.1.2 and uses GigabitEthernet 1/0/1 to send BFD packets with source IP address 
9.9.9.9 and destination IP address is 1.1.1.2.  
<Sysname> system-view 

[Sysname] bfd static abc peer-ip 1.1.1.1 interface gigabitethernet 1/0/1 destination-ip 
1.1.1.2 source-ip 9.9.9.9 one-arm-echo discriminator auto 

[Sysname-bfd-static-session-abc] 

Related commands 
bfd echo-source-ip 

process-interface-status 

bfd template 
Use bfd template to create a BFD template and enter its view, or enter the view of an existing 
BFD template.  

Use undo bfd template to delete the BFD template.  

Syntax 
bfd template template-name 

undo bfd template template-name 

Default 
No BFD templates exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
template-name: Specifies the template name, a case-sensitive string of 1 to 63 characters. 

Examples 
# Create BFD template bfd1 and enter BFD template view.  
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<Sysname> system-view 

[Sysname] bfd template bfd1 

[Sysname-bfd-template-bfd1] 

display bfd session 
Use display bfd session to display BFD session information. 

Syntax 
display bfd session [ discriminator local local-value | static name 
session-name | verbose ] 

display bfd session [ [ dynamic ] [ control | echo ] [ ip ] [ state { down 
| admin-down | init | up } ] [ discriminator remote remote-value ] [ peer-ip 
ipv4-address [ vpn-instance vpn-instance-name ] ] [ verbose ] ] 

display bfd session [ [ dynamic ] [ control | echo ] [ ipv6 ] [ state { down 
| admin-down | init | up } ] [ discriminator remote remote-value ] 
[ peer-ipv6 ipv6-address [ vpn-instance vpn-instance-name ] ] [ verbose ] ] 

display bfd session [ [ dynamic ] [ control | echo ] [ state { down | 
admin-down | init | up } ] [ discriminator remote remote-value ] [ [ peer-ip 
ipv4-address [ vpn-instance vpn-instance-name ] ] | [ peer-ipv6 
ipv6-address [ vpn-instance vpn-instance-name ] ] ] [ verbose ] ] 

display bfd session [ [ static ] [ ip ] [ state { down | admin-down | init 
| up } ] [ discriminator remote remote-value ] [ peer-ip ipv4-address 
[ vpn-instance vpn-instance-name ] ] [ verbose ] 

display bfd session [ [ static ] [ ipv6 ] [ state { down | admin-down | init 
| up } ] [ discriminator remote remote-value ] [ peer-ipv6 ipv6-address 
[ vpn-instance vpn-instance-name ] ] [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
discriminator local local-value: Specifies a BFD session by its local discriminator in the 
range of 1 to 4294967295.  

name session-name: Specifies a static BFD session by its name, a case-sensitive string of 1 to 64 
characters. 

dynamic: Specifies dynamic BFD sessions. 

static: Specifies static BFD sessions. 

control: Specifies BFD sessions in control mode. 

echo: Specifies BFD sessions in echo mode. 

ip: Specifies BFD sessions used to detect IPv4 links. 

ipv6: Specifies BFD sessions used to detect IPv6 links. 
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state: Displays BFD sessions by session state. 

down: Specifies BFD sessions in Down state. 

admin-down: Specifies BFD sessions in AdminDown state. 

init: Specifies BFD sessions in Init state. 

up: Specifies BFD sessions in Up state. 

discriminator remote remote-value: Specifies a BFD session by its remote discriminator 
in the range of 1 to 4294967295. 

peer-ip ipv4-address: Specifies a BFD session by the peer IPv4 address in dotted decimal 
notation. 

peer-ipv6 ipv6-address: Specifies a BFD session by the peer IPv6 address. 

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the command displays 
information for the BFD sessions of the public network. 

verbose: Displays detailed BFD session information. 

Usage guidelines 
If you do not specify the dynamic or static keyword, this command displays all dynamic and 
static BFD sessions. 

Examples 
# Display brief information about all BFD sessions.  
<Sysname> display bfd session 

 Total sessions: 9        Up sessions: 9        Init mode: Active 

 

 IPv4 session working in control packet mode: 

 

 LD/RD           SourceIP        DestinationIP   State   Holdtime    Interface 

 513/513         1.1.1.1         1.1.1.2         Up      2297ms      GE1/0/1 

 

 IPv6 session working in control packet mode: 

 

       Local discr: 513                  Remote discr: 513 

         Source IP: FE80::20C:29FF:FED4:7171 

    Destination IP: FE80::20C:29FF:FE72:AC4D 

     Session state: Up                      Interface: GE1/0/1 

         Hold time: 2142ms 

 

 IPv4 static session working in control packet mode: 

 

 LD/RD           SourceIP        DestinationIP   State   Holdtime    Interface 

 1017/7101       2.1.1.1         2.1.1.2         Up      4988ms      GE1/0/1 

 

 IPv6 static session working in control packet mode: 

 

       Local discr: 1226                 Remote discr: 6221 

         Source IP: 12::1 

    Destination IP: 12::2 
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     Session state: Up                      Interface: GE1/0/1 

         Hold time: 4812ms 

 

IPv4 static session working in echo mode: 

 

 LD              SourceIP        DestinationIP   State   Holdtime    Interface 

 1226            192.168.51.1    192.168.51.5    Up      4238ms      GE1/0/1 

 

 IPv6 static session working in echo mode: 

 

       Local discr: 2012 

         Source IP: 15::1 

    Destination IP: 15::5 

     Session state: Up                      Interface: GE1/0/1 

         Hold time: 4626ms 

Table 3 Command output 

Field Description 

Total sessions Total number of BFD sessions. 

Up sessions Total number of active BFD sessions. 

Init mode BFD operating mode: Active or Passive. 

IPv4 session working in control 
packet mode 

BFD session type and operating mode: 
• IPv4 session working in control packet mode. 
• IPv4 session working in echo mode. 
• IPv6 session working in control packet mode. 
• IPv6 session working in echo mode. 
• IPv4 static session working in control packet mode. 
• IPv4 static session working in echo mode. 
• IPv6 static session working in control packet mode. 
• IPv6 static session working in echo mode. 

LD/RD Local discriminator/Remote discriminator of the session. 

Source IP Source IPv4 address of the session. 

Destination IP Destination IPv4 address of the session. 

State Session state: Down, Init, Adown, or Up. 

Holdtime 
Length of time before session detection timer expires. 
For a BFD session in Down state, this field displays 0ms. 

Interface Name of the interface of the session. 

Local discr Local discriminator of the session. 

Remote discr Remote discriminator of the session. 

Session state Session state: Down, Adown, Init, or Up. 

Hold time 
Length of time before session detection timer expires. 
For a BFD session in Down state, this field displays 0ms. 

 

# Display detailed information about all BFD sessions.  
<Sysname> display bfd session verbose 
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 Total sessions: 9        Up sessions: 9        Init mode: Active 

 

 IPv4 session working in control packet mode: 

          Local discr: 33793                      Remote discr: 33793 

            Source IP: 23.1.1.2                 Destination IP: 23.1.1.3 

        Session state: Up 

            Interface: GigabitEthernet1/0/1 

      Min Tx interval: 1000ms               Actual Tx interval: 1000ms 

      Min Rx interval: 1000ms                   Detection time: 5000ms 

             Rx count: 133                            Tx count: 142 

      Connection type: Direct                      Up duration: 00:02:01 

            Hold time: 4571ms                        Auth mode: None 

       Detection mode: Async                              Slot: 0 

             Protocol: OSPF 

              Version: 1 

            Diag info: No Diagnostic 

 

 

 IPv6 session working in control packet mode: 

          Local discr: 33794                      Remote discr: 33794 

            Source IP: FE80::5457:A5FF:FE0F:306 

       Destination IP: FE80::5457:A1FF:FEB5:206 

        Session state: Up 

            Interface: GigabitEthernet1/0/1 

      Min Tx interval: 1000ms               Actual Tx interval: 1000ms 

      Min Rx interval: 1000ms                   Detection time: 5000ms 

             Rx count: 3262                           Tx count: 3048 

      Connection type: Direct                      Up duration: 00:44:26 

            Hold time: 4409ms                        Auth mode: None 

       Detection mode: Async                              Slot: 0 

             Protocol: OSPFv3 

              Version: 1 

            Diag info: No Diagnostic 

 

 

 IPv4 static session working in control packet mode: 

         Session name: abc 

          Local discr: 1017                       Remote discr: 7101 

            Source IP: 2.1.1.1                  Destination IP: 2.1.1.2 

        Session state: Up 

            Interface: GigabitEthernet1/0/1 

      Min Tx interval: 1000ms               Actual Tx interval: 1000ms 

      Min Rx interval: 1000ms                   Detection time: 5000ms 

             Rx count: 1012                           Tx count: 1064 

      Connection type: Direct                      Up duration: 00:14:41 

            Hold time: 4438ms                        Auth mode: None 

       Detection mode: Async                              Slot: 0 

             Protocol: STATIC_IPv4 
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              Version: 1 

            Diag info: No Diagnostic 

 

 

 IPv6 static session working in control packet mode: 

         Session name: blue 

          Local discr: 1226                       Remote discr: 6221 

            Source IP: 12::1 

       Destination IP: 12::2 

        Session state: Up 

            Interface: GigabitEthernet1/0/1 

      Min Tx interval: 1000ms               Actual Tx interval: 1000ms 

      Min Rx interval: 1000ms                   Detection time: 5000ms 

             Rx count: 225                            Tx count: 266 

      Connection type: Direct                      Up duration: 00:03:13 

            Hold time: 4371ms                        Auth mode: None 

       Detection mode: Async                              Slot: 0 

             Protocol: STATIC_IPv6 

              Version: 1 

            Diag info: No Diagnostic 

 

 

 IPv4 static session working in echo mode: 

         Session name: aa 

          Local discr: 1226 

            Source IP: 192.168.51.1             Destination IP: 192.168.51.5 

        Session state: Up 

            Interface: GigabitEthernet1/0/1 

            Hold time: 4965ms               Actual Tx interval: 1000ms 

      Min Rx interval: 1000ms                   Detection time: 5000ms 

             Rx count: 308                            Tx count: 308 

      Connection type: Direct                      Up duration: 00:04:28 

       Detection mode: Async                              Slot: 0 

             Protocol: STATIC_IPv4 

              Version: 1 

            Diag info: No Diagnostic 

 

 

 IPv6 static session working in echo mode: 

         Session name: bb 

          Local discr: 2012 

            Source IP: 15::1                    Destination IP: 15::5 

        Session state: Up 

            Interface: GigabitEthernet1/0/1 

            Hold time: 4426ms               Actual Tx interval: 1000ms 

      Min Rx interval: 1000ms                   Detection time: 5000ms 

             Rx count: 193                            Tx count: 193 

      Connection type: Direct                      Up duration: 00:02:46 
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       Detection mode: Async                              Slot: 0 

             Protocol: STATIC_IPv6 

              Version: 1 

            Diag info: No Diagnostic 

Table 4 Command output 

Field Description 

Total sessions Total number of BFD sessions. 

Up sessions Total number of active BFD sessions. 

Init mode BFD operating mode: Active or Passive. 

IPv4 session working in control 
packet mode 

BFD session type and operating mode: 
• IPv4 session working in control packet mode. 
• IPv4 session working in echo mode. 
• IPv6 session working in control packet mode. 
• IPv6 session working in echo mode. 
• IPv4 static session working in control packet mode. 
• IPv4 static session working in echo mode. 
• IPv6 static session working in control packet mode. 
• IPv6 static session working in echo mode. 

Local discr Local ID of the session. 

Remote discr Remote ID of the session. 

Source IP Source IP address of the session. 

Destination IP Destination IP address of the session. 

Session state Session state: Down, Init, or Up. 

Interface Name of the interface of the session. 

Min Tx interval Minimum transmit interval. 

Min Rx interval Minimum receive interval. 

Actual Tx interval Actual transmit interval. 

Detection time Actual session detection timer. 

Rx count Number of packets received. 

Tx count Number of packets sent. 

Connection type Connection type of the interface: Direct or indirect. 

Up duration Time period for which the session has been up. 

Hold time 
Length of time before session detection timer expires. 
For a BFD session in down state, this field displays 0ms. 

Auth mode Session authentication mode. 

Connect type Connection type of the interface: Direct or indirect. 

Up duration Time period for which the session has been up. 
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Field Description 

Detection mode 

Detection mode: 
• Async—Asynchronous mode. 
• Demand—Demand mode. 
• Async/Echo—Asynchronous mode with echo function 

enabled. 
• Demand/Echo—Demand mode with echo function enabled. 

Slot Slot number of the card where the BFD session resides. 

Protocol 

Protocol associated with BFD: 
• OSPF. 
• ISIS_BR_L1—IS-IS with the network type as broadcast and the 

router type as Level 1. 
• ISIS_BR_L2—IS-IS with the network type as broadcast and the 

router type as Level 2. 
• ISIS_P2P—IS-IS with the network type as P2P. 
• ISIS6_BR_L1—IPv6 IS-IS with the network type as broadcast 

and the router type as Level 1. 
• ISIS6_BR_L2—IPv6 IS-IS with the network type as broadcast 

and the router type as Level 2. 
• ISIS6_P2P—IPv6 IS-IS with the network type as P2P. 
• BGP. 
• STATIC4—IPv4 static routing. 
• TRACK—Track. 
• RIP. 
• IPFRR—FIB IP FRR. 
• MAD. 
• OSPFv3. 
• BGP4+. 
• PIM. 
• STATIC6—IPv6 static routing. 
• RIPNG—RIPng. 
• Interface—Interface state. 
• TUNNEL. 
• STATIC_IPv4—IPv4 static BFD session. 
• STATIC_IPv6—IPv6 static BFD session.  

Diag info 

Diagnostic information about the session: 
• No Diagnostic. 
• Control Detection Time Expired—A control-mode BFD 

session goes down because local detection times out. 
• Echo Function Failed—An echo-mode BFD session goes 

down, because local detection times out or the source IP 
address of echo packets is deleted. 

• Neighbor Signaled Session Down—The remote end notifies 
the local end of BFD session down. 

• Administratively Down—The local system prevents a BFD 
session from being established. 

 

first-fail-timer 
Use first-fail-timer to configure the timer that delays reporting the first BFD session 
establishment failure to the data link layer.  
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Use undo first-fail-timer to restore the default.  

Syntax 
first-fail-timer seconds 

undo first-fail-timer 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080 No 

NFNX3-HDB1180, NFNX3-HDB1480, NFNX3-HDB680, 
NFNX3-HDB1080 Yes 

 

Default 
The first BFD session establishment failure is not reported to the data link layer.  

Views 
Static BFD session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
seconds: Specifies the timeout time that reports the first BFD session establishment failure to the 
data link layer. The value range for this argument is 1 to 10000 seconds. 

Usage guidelines 
This command takes effect only on static BFD sessions after you configure the 
process-interface-status command. 

If the static BFD session fails to be established when the timer expires, BFD reports the failure to the 
data link layer and sets the data link layer state of the interface to DOWN(BFD). This behavior rapidly 
identifies the interfaces for which BFD sessions fail to be established. In this case, the BFD session 
state is displayed as Down in the display bfd session command output. The line protocol state 
of the interface is displayed as DOWN(BFD) in the display interface command output. 

If you execute the command on the local end, the BFD session for detecting the local interface state 
fails to be established when the following conditions exist:  
• The command is not executed on the remote end. 
• The local and remote ends have mismatching BFD authentication settings. 

Examples 
# Configure the timer that delays reporting the first BFD session establishment failure as 100 
seconds.  
<Sysname> system-view 

[Sysname] bfd static abc peer-ip default-ip interface gigabitethernet 1/0/1 source-ip 
10.1.1.1 discriminator local 1 remote 1 

[Sysname-bfd-static-session-1] first-fail-timer 100 

Related commands 
bfd static 

display interface (Interface Command Reference) 
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processing-interface-status 

process-interface-status 
Use process-interface-status to associate the interface state with a static BFD session.  

Use undo process-interface-status to restore the default.  

Syntax 
process-interface-status 

undo process-interface-status 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080 No 

NFNX3-HDB1180, NFNX3-HDB1480, NFNX3-HDB680, 
NFNX3-HDB1080 Yes 

 

Default 
The state of a static BFD session does not affect the state of the data link layer of the interface. 

Views 
Static BFD session view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command enables a static BFD session with peer address 224.0.0.184 to set the link layer 
protocol of the interface to DOWN(BFD) when detecting a link failure. To display information about 
the link layer protocol state, use the display interface command. 

Examples 
# Associate the state of GigabitEthernet 1/0/1 with static BFD session abc.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname] bfd static abc peer-ip default-ip interface gigabitethernet 1/0/1 source-ip 
10.1.1.1 discriminator local 1 remote 1 

[Sysname-bfd-static-session-abc] process-interface-status 

Related commands 
bfd static 

display interface 

reset bfd session statistics 
Use reset bfd session statistics to clear the BFD session statistics.  

Syntax 
reset bfd session statistics 
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Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Clear the BFD session statistics.  
<Sysname> reset bfd session statistics 

snmp-agent trap enable bfd 
Use snmp-agent trap enable bfd to enable SNMP notifications for BFD.  

Use undo snmp-agent trap enable bfd to disable SNMP notifications for BFD.  

Syntax 
snmp-agent trap enable bfd 

undo snmp-agent trap enable bfd 

Default 
All SNMP notifications are enabled for BFD. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
To report critical BFD events to an NMS, enable SNMP notifications for BFD. For BFD event 
notifications to be sent correctly, you must also configure SNMP as described in the network 
management and monitoring configuration guide for the device. 

Examples 
# Disable SNMP notifications for BFD.  
<Sysname> system-view 

[Sysname] undo snmp-agent trap enable bfd 

special-processing 
Use special-processing to enable special processing for a static BFD session used to detect 
data link layer connectivity.  

Use undo special-processing to disable special processing for the static BFD session. 

Syntax 
special-processing [ admin-down | authentication-change | session-up ] 
* 

undo special-processing [ admin-down | authentication-change | 
session-up ] * 
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The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080 No 

NFNX3-HDB1180, NFNX3-HDB1480, NFNX3-HDB680, 
NFNX3-HDB1080 Yes 

 

Default 
All types of special processing are disabled for a static BFD session used to detect data link layer 
connectivity.  

Views 
Static BFD session view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
admin-down: Notifies a session down event to the data link layer upon receipt of a BFD packet with 
the State field as AdminDown. This keyword helps rapidly discover interfaces on which BFD 
sessions are manually shut down. If you do not specify this keyword, the device sets the BFD 
session state to Down, but does not notify the session down event to the data link layer. 

authentication-change: Immediately sets the session to down state upon a local 
authentication information change. This keyword helps rapidly discover interfaces with 
authentication information changes. If you do not specify this keyword, the device sets the session to 
down state if authentication information inconsistency still persists after a period of time.  

session-up: Ignores authentication information inconsistency when the local session is up. If a 
large number of BFD sessions exist, examining authentication information consistency affects 
device performance. If you do not specify this keyword, the device examines authentication 
information in incoming BFD packets when the local session state is up. If the authentication 
information does not match on the two ends, the BFD session is declared down. 

Usage guidelines 
If you do not specify any parameters, this command enables or disables all types of special 
processing. 

Examples 
# Enable all types of special processing for a static BFD session whose outgoing interface is 
GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] bfd static abc peer-ip default-ip interface gigabitethernet 1/0/1 source-ip 
10.1.1.1 discriminator local 1 remote 1 

[Sysname-bfd-static-session-1] special-processing 

Related commands 
bfd static 

process-interface-status 
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Monitor Link commands 
display monitor-link group 

Use display monitor-link group to display information about monitor link groups. 

Syntax 
display monitor-link group { group-id | all } 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
group-id: Specifies a monitor link group by its ID. The value range for this argument is 1 to 16.  

all: Specifies all monitor link groups. 

Usage guidelines 
This command does not display information about ports that belong to a link aggregation group. 

Examples 
# Display information about all monitor link groups. 
<Sysname> display monitor-link group all 

Monitor link protocol status: Disabled 

Monitor link group 1 information: 

  Group status     : N/A 

  Downlink up-delay: 0(s) 

  Last-up-time     : - 

  Last-down-time   : - 

 

  Member                    Role       Status 

  ------------------------------------------------ 

  GE1/0/1                   UPLINK     UP 

  GE1/0/2                   DOWNLINK   UP 

Table 1 Command output 

Field Description 

Monitor link protocol status 
Whether Monitor Link is enabled: 
• Enabled. 
• Disabled. 
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Field Description 

Group status 

Monitor link group status: 
• DOWN. 
• UP. 
• N/A—Monitor Link is disabled globally. The monitor link 

group does not operate. 

Downlink up-delay Switchover delay of the downlink interfaces in the monitor link 
group, in seconds. 

Last-up-time Last time when the monitor link group came up. 

Last-down-time Last time when the monitor link group went down. 

Member Member interfaces of the monitor link group. 

Role Interface role, which can be uplink interface or downlink 
interface. 

Status 

Member interface state: 
• DOWN. 
• DOWN (Monitor Link)—The member interface is shut 

down by Monitor Link. 
• UP. 

 

downlink up-delay 
Use downlink up-delay to set the switchover delay for the downlink interfaces in a monitor link 
group. 

Use undo downlink up-delay to restore the default. 

Syntax 
downlink up-delay delay 

undo downlink up-delay 

Default 
The switchover delay is 0 seconds. The downlink interfaces come up as soon as an uplink interface 
in the monitor link group comes up. 

Views 
Monitor link group view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
delay: Sets the switchover delay in the range of 1 to 300 seconds. 

Usage guidelines 
To avoid frequent state changes of downlink interfaces in the event that the uplink interfaces in the 
monitor link group flap, you can configure a switchover delay. The switchover delay is the time that 
the downlink interfaces wait before they come up following an uplink interface. 

Examples 
# Set the switchover delay to 50 seconds for the downlink interfaces in monitor link group 1. 
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<Sysname> system-view 

[Sysname] monitor-link group 1 

[Sysname-mtlk-group1] downlink up-delay 50 

monitor-link disable 
Use monitor-link disable to disable Monitor Link globally. 

Use undo monitor-link disable to enable Monitor Link globally. 

Syntax 
monitor-link disable 

undo monitor-link disable 

Default 
Monitor Link is enabled globally. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
All monitor link groups can operate only after you enable Monitor Link globally. When you disable 
Monitor Link globally, all monitor link groups cannot operate and the downlink interfaces brought 
down by the monitor link groups resume their original states. 

Examples 
# Disable Monitor Link globally. 
<Sysname> system-view 

[Sysname] monitor-link disable 

monitor-link group 
Use monitor-link group to create a monitor link group and enter its view, or enter the view of 
an existing monitor link group. 

Use undo monitor-link group to remove a monitor link group. 

Syntax 
monitor-link group group-id 

undo monitor-link group group-id 

Default 
No monitor link groups exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
group-id: Specifies a monitor link group ID. The value range for this argument is 1 to 16.  

Examples 
# Create monitor link group 1 and enter its view. 
<Sysname> system-view 

[Sysname] monitor-link group 1 

[Sysname-mtlk-group1] 

port 
Use port to assign an interface to a monitor link group. 

Use undo port to remove an interface from a monitor link group. 

Syntax 
port interface-type { interface-number | interface-number.subnumber } 
{ downlink | uplink } 

undo port interface-type interface-number 

Default 
No member interfaces exist in a monitor link group. 

Views 
Monitor link group view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type: Specifies an interface by its type.  

interface-number: Specifies an interface by its number. 

interface-number.subnumber: Specifies an existing subinterface by its number.  

downlink: Specifies a downlink interface. 

uplink: Specifies an uplink interface. 

Usage guidelines 
You can assign an interface to only one monitor link group. 

You can also assign an interface to a monitor link group by using the port monitor-link group 
command in interface view. 

If you have configured an interface as the downlink interface of a monitor link group, do not configure 
its subinterfaces as the uplink interfaces of any monitor link group.  

Because the state of subinterfaces is associated with the state of the interface, do not add them to 
the same monitor link group. 

If you have configured a Selected port of an aggregation group as the downlink interface of a monitor 
link group, do not configure an Unselected port of the aggregation group as the uplink interface of the 
monitor link group. 

Do not assign an aggregate interface and member ports of the aggregate group to the same monitor 
link group. 
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Examples 
# Configure GigabitEthernet 1/0/1 as an uplink interface and GigabitEthernet 1/0/2 as a downlink 
interface for monitor link group 1. 
<Sysname> system-view 

[Sysname] monitor-link group 1 

[Sysname-mtlk-group1] port gigabitethernet 1/0/1 uplink 

[Sysname-mtlk-group1] port gigabitethernet 1/0/2 downlink 

Related commands 
port monitor-link group 

port monitor-link group 
Use port monitor-link group to assign an interface to a monitor link group. 

Use undo port monitor-link group to remove an interface from a monitor link group. 

Syntax 
port monitor-link group group-id { downlink | uplink } 

undo port monitor-link group group-id 

Default 
An interface is not a monitor link group member. 

Views 
Layer 2 Ethernet interface view 

Layer 3 Ethernet interface/subinterface view 

Layer 2 aggregate interface view 

Layer 3 aggregate interface/subinterface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a monitor link group by its ID. The value range for this argument is 1 to 16.  

downlink: Specifies a downlink interface. 

uplink: Specifies an uplink interface. 

Usage guidelines 
You can assign an interface to only one monitor link group. 

You can also assign an interface to a monitor link group by using the port command in monitor link 
group view. 

If you have configured an interface as the downlink interface of a monitor link group, do not configure 
its subinterfaces as the uplink interfaces of any monitor link group.  

Because the state of subinterfaces is associated with the state of the interface, do not add the 
interface and its subinterfaces to the same monitor link group. 

If you have configured a Selected port of an aggregation group as the downlink interface of a monitor 
link group, do not configure an Unselected port of the aggregation group as the uplink interface of the 
monitor link group. 
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Do not assign an aggregate interface and member ports of the aggregate group to the same monitor 
link group. 

Examples 
# Configure GigabitEthernet 1/0/1 as an uplink interface and GigabitEthernet 1/0/2 as a downlink 
interface for monitor link group 1. 
<Sysname> system-view 

[Sysname] monitor-link group 1 

[Sysname-mtlk-group1] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] port monitor-link group 1 uplink 

[Sysname-GigabitEthernet1/0/1] quit 

[Sysname] interface gigabitethernet 1/0/2 

[Sysname-GigabitEthernet1/0/2] port monitor-link group 1 downlink 

Related commands 
port 
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Smart Link commands 
display smart-link flush 

Use display smart-link flush to display information about the received flush messages. 

Syntax 
display smart-link flush 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display information about the received flush messages. 
<Sysname> display smart-link flush 

 Received flush packets                             : 10 

 Receiving interface of the last flush packet       : GigabitEthernet1/0/1 

 Receiving time of the last flush packet            : 19:19:03 2012/04/21 

 Device ID of the last flush packet                 : 000f-e200-8500 

 Control VLAN of the last flush packet              : 1 

Table 1 Command output 

Field Description 

Received flush packets Total number of received flush messages. 

Receiving interface of the last flush packet Port that received the last flush message. 

Receiving time of the last flush packet Time when the last flush message was received. 

Device ID of the last flush packet Device ID carried in the last flush message. 

Control VLAN of the last flush packet Control VLAN ID carried in the last flush message. 
 

Related commands 
reset smart-link statistics 

display smart-link group 
Use display smart-link group to display information about the specified or all smart link 
groups. 

Syntax 
display smart-link group { group-id | all } 
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Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
group-id: Specifies a smart link group by its ID. The value range for this argument is 1 to 48. 

all: Displays information about all smart link groups. 

Examples 
# Display information about smart link group 1. 
<Sysname> display smart-link group 1 

Smart link group 1 information: 

  Device ID       : 0011-2200-0001 

  Preemption mode : None 

  Preemption delay: 1(s) 

  Control VLAN    : 1 

  Protected VLAN  : Reference Instance 2, 4 

 

  Member                  Role      State   Flush-count     Last-flush-time 

  ----------------------------------------------------------------------------- 

  GE1/0/1                 PRIMARY   ACTIVE  1               16:45:20 2012/04/21 

  GE1/0/2                 SECONDARY STANDBY 2               16:37:20 2012/04/21 

Table 2 Command output 

Field Description 

Preemption mode 

Preemption mode: 
• None—Preemption disabled. 
• Role—Role preemption mode. 
• Speed—Speed preemption mode. 

Preemption delay Preemption delay time, in seconds. 

Control-VLAN Control VLAN ID. 

Protected VLAN 
Protected VLANs of the smart link group. Referenced Multiple Spanning 
Tree Instances (MSTIs) are displayed. To view the VLANs mapped to the 
referenced MSTIs, use the display stp region-configuration command.  

Member Member port of the smart link group. 

Role Port role: primary or secondary. 

State Port state: active, down, or standby. 

Flush-count Number of transmitted flush messages. 

Last-flush-time Time when the last flush message was transmitted (NA indicates that no 
flush message has been transmitted). 
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flush enable 
Use flush enable to enable flush update. 

Use undo flush enable to disable flush update. 

Syntax 
flush enable [ control-vlan vlan-id ] 

undo flush enable 

Default 
Flush update is enabled for smart link groups, and VLAN 1 is used for flush message transmission. 

Views 
Smart link group view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
control-vlan vlan-id: Specifies the control VLAN used for transmitting flush messages. The 
vlan-id argument represents the control VLAN ID and is in the range of 1 to 4094.  

Usage guidelines 
You must configure different control VLANs for different smart link groups. 
• Make sure the configured control VLAN already exists, and assign the smart link group member 

ports to the control VLAN. 
• The control VLAN of a smart link group must also be one of its protected VLANs. Do not remove 

the control VLAN. Otherwise, flush messages cannot be sent correctly. 

Examples 
# Disable flush update for smart link group 1. 
<Sysname> system-view 

[Sysname] smart-link group 1 

[Sysname-smlk-group1] undo flush enable 

Related commands 
smart-link flush enable 

port 
Use port to assign a port to a smart link group and specify the port role. 

Use undo port to remove a port from a smart link group. 

Syntax 
port interface-type interface-number { primary | secondary } 

undo port interface-type interface-number 

Default 
No member ports exist in a smart link group. 
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Views 
Smart link group view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies a port by its type and number, which can be a 
Layer 2 Ethernet interface or Layer 2 aggregate interface. 

primary: Specifies a port as the primary port. 

secondary: Specifies a port as the secondary port. 

Usage guidelines 
Before configuring member ports for a smart link group, you must configure protected VLANs for the 
smart link group. 

Disable the spanning tree feature on the ports you want to add to the smart link group. You cannot 
enable the spanning tree feature on a smart link group member port. 

If you configure a port as both an aggregation group member and a smart link group member, only 
the aggregation group member configuration takes effect. The port is not shown in the output from 
the display smart-link group command. The smart link group member configuration takes 
effect after the port leaves the aggregation group. 

You can also assign a port to a smart link group by using the port smart-link group command 
in interface view. 

Examples 
# Configure GigabitEthernet 1/0/1 as the secondary port of smart link group 1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] undo stp enable 

[Sysname-GigabitEthernet1/0/1] quit 

[Sysname] smart-link group 1 

[Sysname-smlk-group1] protected-vlan reference-instance 0 

[Sysname-smlk-group1] port gigabitethernet 1/0/1 secondary 

Related commands 
port smart-link group 

port smart-link group 
Use port smart-link group to assign a port to a smart link group and specify the port role. 

Use undo port smart-link group to remove a port from a smart link group. 

Syntax 
port smart-link group group-id { primary | secondary } 

undo port smart-link group group-id 

Default 
A port is not a smart link group member. 



 

5 

Views 
Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a smart link group by its ID. The value range for this argument is 1 to 48. 

primary: Specifies the port as the primary port. 

secondary: Specifies the port as the secondary port. 

Usage guidelines 
Before configuring member ports for a smart link group, you must configure protected VLANs for the 
smart link group. 

Disable the spanning tree feature on the ports you want to add to the smart link group. You cannot 
enable the spanning tree feature on a smart link group member port. 

If you configure a port as both an aggregation group member and a smart link group member, only 
the aggregation group member configuration takes effect. The port is not shown in the output from 
the display smart-link group command. The smart link group member configuration takes 
effect after the port leaves the aggregation group. 

You can assign a port to a smart link group by using the port command in smart link group view. 

Examples 
# Configure GigabitEthernet 1/0/1 as the primary port of smart link group 1. 
<Sysname> system-view 

[Sysname] smart-link group 1 

[Sysname-smlk-group1] protected-vlan reference-instance 0 

[Sysname-smlk-group1] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] undo stp enable 

[Sysname-GigabitEthernet1/0/1] port smart-link group 1 primary 

# Configure Layer 2 aggregate interface 1 as the primary port of smart link group 1. 
<Sysname> system-view 

[Sysname] smart-link group 1 

[Sysname-smlk-group1] protected-vlan reference-instance 0 

[Sysname-smlk-group1] quit 

[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] undo stp enable 

[Sysname-Bridge-Aggregation1] port smart-link group 1 primary 

Related commands 
port 

preemption delay 
Use preemption delay to set the preemption delay. 

Use undo preemption delay to restore the default. 



 

6 

Syntax 
preemption delay delay 

undo preemption delay 

Default 
The preemption delay is 1 second. 

Views 
Smart link group view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
delay: Specifies the preemption delay in the range of 0 to 300 seconds. 

Usage guidelines 
Preemption delay is the period of time that the primary port waits before taking over to collaborate 
with the switchover of upstream devices. 

The preemption delay configuration takes effect only after a preemption mode is configured. 

Examples 
# Enable role preemption and set the preemption delay to 10 seconds. 
<Sysname> system-view 

[Sysname] smart-link group 1 

[Sysname-smlk-group1] preemption mode role 

[Sysname-smlk-group1] preemption delay 10 

Related commands 
preemption mode 

preemption mode 
Use preemption mode to configure a preemption mode for a smart link group. 

Use undo preemption mode to restore the default. 

Syntax 
preemption mode { role | speed [ threshold threshold-value ] } 

undo preemption mode 

Default 
No preemption mode is configured for a smart link group. 

Views 
Smart link group view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
role: Specifies the role preemption mode, which enables the primary port to transition to forwarding 
state after the primary link recovers. 

speed: Specifies the speed preemption mode.  

threshold threshold-value: Specifies the speed preemption threshold in percentage. The 
value range for the threshold-value argument is 1 to 10000. 

Usage guidelines 
If you specify the speed preemption mode, the following conditions occur when the primary link 
recovers: 
• If you specify the threshold threshold-value option, the primary port transitions to 

forwarding state when the following condition is met: 
The difference between the primary port speed and the secondary port speed equals or 
exceeds the threshold value (in percentage) of the secondary port speed. 

• If you do not specify the threshold threshold-value option, the primary port transitions 
to forwarding state when the primary port speed exceeds the secondary port speed. 

Examples 
# Configure the role preemption mode. 
<Sysname> system-view 

[Sysname] smart-link group 1 
[Sysname-smlk-group1] preemption mode role 

# Configure the speed preemption mode and specify the speed preemption threshold as 1000. 
<Sysname> system-view 

[Sysname] smart-link group 1 

[Sysname-smlk-group1] preemption mode speed threshold 1000 

protected-vlan 
Use protected-vlan to configure protected VLANs for a smart link group. 

Use undo protected-vlan to remove the protected VLAN of a smart link group. 

Syntax 
protected-vlan reference-instance instance-id-list 

undo protected-vlan [ reference-instance instance-id-list ] 

Default 
A smart link group does not have protected VLANs. 

Views 
Smart link group view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
reference-instance instance-id-list: Specifies a space-separated list of up to 10 MSTI 
items. Each item specifies an MSTI ID or a range of MSTI IDs in the form of instance-id 1 to 
instance-id 2. The value range for MSTI IDs is 0 to 4094. 0 represents the common internal 
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spanning tree (CIST). The instance-id 2 must be equal to or greater than instance-id 1. 
You can use the display stp region-configuration command to display instance-to-VLAN 
mappings. 

Usage guidelines 
You must configure all VLANs to which the member ports of a smart link group belongs as protected 
VLANs.   

If the VLAN-to-MSTI mappings change, the protected VLANs change. 

To remove protected VLAN configuration, follow these restrictions and guidelines: 
• If you specify the reference-instance instance-id-list option, the undo 

protected-vlan command removes configuration of VLANs mapped to the specified 
MSTIs. If you do not specify the reference-instance instance-id-list option, the 
command removes configuration of all protected VLANs. 

• If a smart link group has member ports, you cannot remove protected VLAN configuration. If a 
smart link group does not have member ports, you can remove protected VLAN configuration. 

Examples 
# Map VLANs 1 through 30 to MSTI 1, and activate the MST region configuration. Configure the 
VLANs mapped to MSTI 1 as the protected VLANs of smart link group 1. 
<Sysname> system-view 

[Sysname] stp region-configuration 

[Sysname-mst-region] instance 1 vlan 1 to 30 

[Sysname-mst-region] active region-configuration 

[Sysname-mst-region] quit 

[Sysname] smart-link group 1 

[Sysname-smlk-group1] protected-vlan reference-instance 1 

Related commands 
display stp region-configuration (Layer 2—LAN Switching Command Reference) 

smart-link group 

reset smart-link statistics 
Use reset smart-link statistics to clear statistics about flush messages. 

Syntax 
reset smart-link statistics 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Clear statistics about flush messages. 
<Sysname> reset smart-link statistics 

Related commands 
display smart-link flush 
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smart-link flush enable 
Use smart-link flush enable to enable flush message receiving. 

Use undo smart-link flush enable to disable flush message receiving. 

Syntax 
smart-link flush enable [ control-vlan vlan-id-list ] 

undo smart-link flush enable [ control-vlan vlan-id-list ] 

Default 
Flush message receiving is disabled. 

Views 
Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
control-vlan vlan-id-list: Specifies a space-separated list of up to 10 control VLAN items. 
Each item specifies a control VLAN ID or a range of control VLAN IDs in the form of vlan-id1 to 
vlan-id2. The value range for the vlan-id argument is 1 to 4094. The vlan-id2 must be 
greater than or equal to vlan-id1. The default value for the vlan-id-list argument is 1. 

Examples 
# Enable GigabitEthernet 1/0/1 to receive flush messages. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] smart-link flush enable 

# Enable Layer 2 aggregate interface 1 to receive flush messages. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] smart-link flush enable 

Related commands 
flush enable 

smart-link group 
Use smart-link group to create a smart link group and enter its view, or enter the view of an 
existing smart link group. 

Use undo smart-link group to remove a smart link group. 

Syntax 
smart-link group group-id 

undo smart-link group group-id 

Default 
No smart link groups exist. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a smart link group ID. The value range for this argument is 1 to 48. 

Usage guidelines 
You cannot remove a smart link group with member ports. 

Examples 
# Create smart link group 1 and enter its view. 
<Sysname> system-view 

[Sysname] smart-link group 1 

[Sysname-smlk-group1] 
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Interface backup commands 
backup interface 

Use backup interface to specify a backup interface for an interface. 

Use undo backup interface to remove a backup interface. 

Syntax 
backup interface interface-type interface-number [ priority ] 

undo backup interface interface-type interface-number 

Default 
An interface does not have backup interfaces. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies a backup interface by its type and number. 

priority: Assigns a priority to the backup interface. The value range is 0 to 255, and the default is 
0. The greater the value, the higher the priority. 

Usage guidelines 
Use this command on the primary interface to specify its backup interfaces. If you also configure the 
traffic thresholds, the primary and backup interfaces operate in load balancing mode. If you do not 
configure the traffic thresholds, the primary and backup interfaces operate in strict active/standby 
mode. 

Backup interface priority is used for interface backup to make interface activation or deactivation 
decisions when the primary interface fails or is overloaded. Backup interfaces are activated in 
descending order of priority, with the highest-priority interface deactivated first. In contrast, they are 
deactivated in ascending order of priority, with the lowest-priority interface deactivated first. 

Once a backup interface is activated to forward traffic, only the primary interface can preempt it. A 
higher-priority backup interface cannot preempt a lower-priority backup interface that has taken over 
the primary interface. 

Use Table 1 when you configure primary and backup interfaces. 

Table 1 Restrictions on the primary and backup interfaces 

Item Restrictions 
Maximum number of primary 
interfaces/device 10. 

Backup interfaces/primary interface 3. 
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Item Restrictions 

Configuration restrictions 

• An interface can only be the backup of one interface. 
• A primary interface cannot be configured as a backup interface 

at the same time. 
• A main interface and its subinterfaces cannot be the backup of 

each other. 
• The primary and backup interfaces cannot be members of a 

logical link. For example, they cannot be members of a Layer 3 
aggregation group. 

 

This command and the backup track command are mutually exclusive. 

• If you have configured the backup interface command on the primary interface, you 
cannot configure the backup track command on the primary or backup interface. 

• If you have associated a backup interface with a track entry, you cannot configure the backup 
interface command on it or specify it as a backup interface by using the backup 
interface command. 

Examples 
# Specify GigabitEthernet 1/0/2 as a backup interface of GigabitEthernet 1/0/1, with a priority of 50. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] backup interface gigabitethernet 1/0/2 50 

Related commands 
backup track 

backup threshold 
Use backup threshold to configure traffic thresholds on a primary interface for load sharing. 

Use undo backup threshold to restore the default. 

Syntax 
backup threshold upper-threshold lower-threshold 

undo backup threshold 

Default 
No traffic thresholds are configured. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
upper-threshold: Specifies the upper threshold as a percentage of bandwidth available on the 
primary interface. The value range is 1 to 99. 

lower-threshold: Specifies the lower threshold as a percentage of bandwidth available on the 
primary interface. The value range is 1 to 99. 
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 NOTE: 
To set the bandwidth used for load sharing calculation in this command, use the bandwidth 
command on the primary interface. 
 

Usage guidelines 
Before you can use this command on an interface, you must specify a minimum of one backup 
interface for the interface. 

This command enables a primary interface and its backup interfaces to be load shared. In load 
sharing mode, interface backup regularly compares the amount of traffic with the thresholds. 
• When the amount of traffic on the primary interface exceeds the upper threshold, the backup 

interfaces are activated to share load in descending order of backup priority. 
• When the total amount of traffic on all the load-shared interfaces drops below the lower 

threshold, the backup interfaces are deactivated in ascending order of priority. As a best 
practice, configure the lower threshold smaller than half of the upper threshold to prevent link 
flapping from causing frequent interface switchovers. 

• When the primary interface goes down, the active/standby mode applies. Only the 
highest-priority interface is activated. 

You can configure the traffic polling interval by using the backup timer flow-check command. 
 

 NOTE: 
• "Traffic" on an interface refers to the amount of incoming or outgoing traffic, whichever is higher. 
• If two backup interfaces have the same priority, the one configured first has preference. 
 

Examples 
# On GigabitEthernet 1/0/1, set the upper and lower traffic thresholds to 80 and 20, respectively. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] backup threshold 80 20 

Related commands 
backup interface 

backup timer flow-check 

backup timer delay 
Use backup timer delay to set interface state switchover delay timers on a primary interface. 

Use undo backup timer delay to restore the default. 

Syntax 
backup timer delay up-delay down-delay 

undo backup timer delay 

Default 
Both up and down delay timers are 5 seconds. 

Views 
Interface view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
up-delay: Specifies the number of seconds that the primary or backup interface must wait before it 
can come up. The value range is 1 to 65535 seconds. 

down-delay: Specifies the number of seconds that the active primary or backup interface must 
wait before it is set to down state. The value range is 1 to 65535 seconds. 

Usage guidelines 
Before you can use this command on an interface, you must specify at least one backup interface for 
the interface. 

The switchover delay mechanism prevents link flapping from causing frequent interface switchovers. 
When the link of the active interface fails, the interface state does not change immediately. Instead, a 
down delay timer starts. If the link recovers before the timer expires, the interface state does not 
change. If the link is still down when the timer expires, the interface state changes to down. 

Examples 
# Specify GigabitEthernet 1/0/2 as a backup of GigabitEthernet 1/0/1, and set both up and down 
delay timers to 10 seconds. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] backup interface gigabitethernet 1/0/2 

[Sysname-GigabitEthernet1/0/1] backup timer delay 10 10 

Related commands 
backup interface 

backup timer flow-check 
Use backup timer flow-check to configure the traffic polling interval on a primary interface.  

Use undo backup timer flow-check to restore the default. 

Syntax 
backup timer flow-check interval 

undo backup timer flow-check 

Default 
The traffic polling interval is 30 seconds. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a traffic polling interval in the range of 30 to 600 seconds. 
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Usage guidelines 
Before you can use this command on an interface, you must specify at least one backup interface for 
the interface. 

This command takes effect when the primary and backup interfaces operate in load sharing mode. 
Interface backup compares the amount of traffic with the thresholds at this interval to determine 
whether to activate or deactivate a backup interface. 

Examples 
# Set the traffic polling interval to 60 seconds on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] backup timer flow-check 60 

Related commands 
backup interface 

backup track 
Use backup track to associate a backup interface with a track entry. 

Use undo backup track to restore the default. 

Syntax 
backup track track-entry-number 

undo backup track 

Default 
An interface is not associated with a track entry. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-entry-number: Specifies a track entry ID in the range of 1 to 1024. 

Usage guidelines 
To change the state of a backup interface response to the link state of the primary interface, use this 
command. For the setting to work, you must configure the track entry to monitor the state of the 
primary link. For more information about configuring a track entry, see Network Management and 
Monitoring Configuration Guide. 

You can associate an interface with only one track entry. If you execute this command multiple times, 
the most recent configuration takes effect. 

You can create the associated track entry before or after the association. The association takes 
effect after the track entry is created. 

To maintain performance, limit the number of associations to 64. 

This command and the backup interface command are mutually exclusive. 

• If you have configured the backup interface command on the primary interface, you 
cannot configure the backup track command on the primary or backup interface. 
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• If you have associated a backup interface with a track entry, you cannot configure the backup 
interface command on it or specify it as a backup interface by using the backup 
interface command. 

Examples 
# Associate GigabitEthernet 1/0/1 with track entry 1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] backup track 1 

Related commands  
backup interface 

display interface-backup state 
Use display interface-backup state to display state information for primary and backup 
interfaces. 

Syntax 
display interface-backup state 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display state information for primary and backup interfaces. 
<Sysname> display interface-backup state 

Interface: GE1/0/1 

  UpDelay: 10 s 

  DownDelay: 5 s 

  Upper threshold: 80 

  Lower threshold: 20 

State: DOWN 

  Backup interfaces: 

    GE1/0/2             Priority: 30   State: UP_DELAY 

    GE1/0/3             Priority: 20   State: STANDBY 

 

IB Track Information: 

  GE1/0/4              Track: 1  State: STANDBY 

  GE1/0/5              Track: 2  State: UP 

Table 2 Command output 

Field Description 
Interface Name of the primary interface. 
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Field Description 

UpDelay The number of seconds that elapse after the primary interface goes down 
before the backup interface is activated. 

DownDelay The number of seconds that elapse after the primary interface comes up 
before the backup interface is deactivated. 

Upper threshold 

The upper traffic threshold specified as a percentage of bandwidth available 
on the primary interface. 
When the traffic on the primary interface exceeds the upper threshold, the 
backup interfaces are activated to share load in descending order of backup 
priority. 

Lower threshold 

The lower traffic threshold specified as a percentage of bandwidth available 
on the primary interface. 
When the total amount of traffic on all the load-shared interfaces drops 
below the lower threshold, the backup interfaces are deactivated in 
ascending order of priority. 

State 

State of the primary interface: 
• UP—The interface is both administratively and physically up. 
• DOWN—The interface is administratively up, but its physical state is 

down (possibly because no physical link exists or the link has failed). 
• UP_DELAY—The interface has recovered, and it is waiting to preempt 

the active backup interface. 
• DOWN_DELAY—The interface has failed, and it is waiting to be taken 

over by a backup interface. During this period, packet loss occurs on 
the primary interface. 

The interface can forward traffic only when it is in UP state. 

Backup interfaces Backup interfaces assigned to the primary interface. 

Priority Priority of the backup interface. 

State 

State of the backup interface: 
• UP—The interface is both administratively and physically up. 
• DOWN—The interface is administratively up, but its physical state is 

down (possibly because no physical link exists or the link has failed). 
• UP_DELAY—The backup interface is waiting to take over the primary 

interface. 
• DOWN_DELAY—The interface is waiting to be preempted by the 

primary interface that has recovered. 
• STANDBY—The interface is on standby while the primary interface is 

operating correctly. 
The interface can forward traffic only when it is in UP state. 

IB Track Information Associations of backup interfaces and track entries. 

Track Track entry ID associated with the backup interface. 

State 

State of the backup interface associated with a track entry: 
• INVALID—The backup role of the interface has not taken effect, for 

example, because the track entry has not been created. 
• UP—The interface is both administratively and physically up. 
• DOWN—The interface is administratively up, but its physical state is 

down (possibly because no physical link exists or the link has failed). 
• STANDBY—The backup interface is on standby while the primary link 

is operating correctly. 
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display interface-backup statistics 
Use display interface-backup statistics to display traffic statistics for load-shared 
interfaces. 

Syntax 
display interface-backup statistics 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display traffic statistics for load-shared interfaces. 
<Sysname> display interface-backup statistics 

Interface: GigabitEthernet1/0/2  

  Statistics interval: 30 s 

  Bandwidth: 100000000 bps 

  ActiveTotalIn: 102 bytes 

  ActiveTotalOut: 108 bytes 

  ActiveIntervalIn: 102 bytes 

  ActiveIntervalOut: 108 bytes 

  Active used bandwidth: 28 bps 

  TotalIn: 102 bytes 

  TotalOut: 108 bytes 

  TotalIntervalIn: 102 bytes 

  TotalIntervalOut: 108 bytes 

  Total used bandwidth: 28 bps 

Table 3 Command output 

Field Description 
Interface Name of the primary interface. 

Statistics interval Traffic polling interval, in seconds. 

Bandwidth 
Expected bandwidth (in bps) of the primary interface. This bandwidth is used 
for load sharing computation. You can use the bandwidth command in 
interface view to set its value. 

PrimaryTotalIn Cumulative sum of incoming bytes on the primary interface at the most recent 
traffic polling. 

PrimaryTotalOut Cumulative sum of outgoing bytes on the primary interface at the most recent 
traffic polling. 

PrimaryIntervalIn Number of incoming bytes on the primary interface for the most recent polling 
interval. 

PrimaryIntervalOut Number of outgoing bytes on the primary interface for the most recent polling 
interval. 
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Field Description 

Primary used bandwidth The primary interface's used bandwidth that was counted in load sharing 
computation. 

TotalIn Cumulative sum of incoming bytes on the load-shared primary and backup 
interfaces at the most recent traffic polling. 

TotalOut Cumulative sum of outgoing bytes on the load-shared primary and backup 
interfaces at the most recent traffic polling. 

TotalIntervalIn Number of incoming bytes on the load-shared primary and backup interfaces 
for the most recent polling interval. 

TotalIntervalOut Number of outgoing bytes on the load-shared primary and backup interfaces 
for the most recent polling interval. 

Total used bandwidth Total used bandwidth (in bps) of the load-shared primary and backup 
interfaces for the most recent polling interval. 
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Interface collaboration commands 
collaboration-group 

Use collaboration-group to create a collaboration group and enter its view, or enter the view 
of an existing collaboration group. 

Use undo collaboration-group to delete a collaboration group. 

Syntax 
collaboration-group group-id 

undo collaboration-group group-id 

Default 
No collaboration groups exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-id: Specifies a collaboration group ID. The value range for this argument is 1 to 16. 

Usage guidelines 
Interface collaboration assigns different interfaces on a device to a collaboration group and 
associates the states of these interfaces. All member interfaces in a collaboration group can or 
cannot transmit packets. 

Collaboration groups take effect only when Monitor Link is enabled globally. 

You must remove all member interfaces from a collaboration group before deleting the collaboration 
group. 

Examples 
# Create collaboration group 1 and enter its view. 
<Sysname> system-view 

[Sysname] collaboration-group 1 

[Sysname-collaboration-group1] 

collaboration-group clean 
Use collaboration-group clean to remove ineffective member interfaces from all 
collaboration groups. 

Syntax 
collaboration-group clean 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
A member interface in a collaboration group becomes ineffective when the card that hosts the 
interface is removed or changed to another slot or the ID of the IRF member device that hosts the 
interface changes. This command prevents an ineffective interface from causing all other member 
interfaces in the same collaboration group to go down. 

An ineffective interface cannot be automatically assigned to the original collaboration group when its 
hosting card is reinstalled or changed back to the original slot or the IRF member ID is changed back 
to the original ID. You must assign it to the original collaboration group manually.  

Examples 
# Remove ineffective member interfaces from all collaboration groups. 
<Sysname> system-view 

[Sysname] collaboration-group clean 

display collaboration-group 
Use display collaboration-group to display information about collaboration groups. 

Syntax 
display collaboration-group { group-id | all } [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
group-id: Specifies a collaboration group by its ID. The value range for this argument is 1 to 16. 

all: Specifies all collaboration groups. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
brief information. 

Examples 
# Display brief information about all collaboration groups. 
<Sysname> display collaboration-group all 

  Group ID                 Group status 

  1                        DOWN 

  2                        DOWN 

# Display detailed information about all collaboration groups. 
<Sysname> display collaboration-group all verbose 

Collaboration group protocol status: Enabled 

Collaboration group 1 information: 
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  Group status     : DOWN 

  Member up delay  : 0 seconds 

  Last up time     : 16:55:34 2017/04/05 

  Last down time   : 16:57:22 2017/04/05 

  Member                    Status 

  GE1/0/1                   DOWN 

  GE1/0/2                   Collaboration-down 

Table 1 Command output 

Field Description 

Group status 

Collaboration group status: 
• DOWN. 
• UP. 
• N/A—Monitor Link is disabled globally. The collaboration 

group does not take effect. 
• UP-Pending—The collaboration group is transitioning 

from DOWN to UP. It takes 10 seconds for the system to 
determine the collaboration group state (DOWN or UP). 

Collaboration group protocol status 
Whether interface collaboration is enabled globally: 
• Enabled. 
• Disabled. 

Member up delay Delay time for the member interfaces in the collaboration group 
to come up after a device restart, in seconds. 

Last up time Last time when the collaboration group came up. 

Last down time Last time when the collaboration group went down. 

Member Member interfaces of the collaboration group. 

Status 

Member interface status: 
• UP—The interface is up. 
• DOWN—The interface is down. To identify cause, use the 

display interface command. 
• Collaboration-down—The interface is shut down by 

interface collaboration. 
• Not available—The interface is ineffective because the 

hosting card is not in position. 
 

port 
Use port to assign an interface to a collaboration group. 

Use undo port to remove an interface from a collaboration group. 

Syntax 
port interface-type interface-number 

undo port interface-type interface-number 

Default 
No member interfaces exist in a collaboration group. 

Views 
Collaboration group view 



 

4 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

Usage guidelines 
You can assign an interface to only one collaboration group. 

For a collaboration group to work correctly, do not assign its member interfaces to a redundancy 
group. 

Do not add both Selected ports and Unselected ports in a dynamic aggregation group to the same 
collaboration group.  

If you have configured a member interface as the uplink/downlink interface of a monitor link group, 
do not configure any other member interface in the same collaboration group as the downlink/uplink 
interface of any monitor link group. 

You can also assign an interface to a collaboration group by using the port 
collaboration-group command in interface view. 

Examples 
# Assign GigabitEthernet 1/0/1 to collaboration group 1. 
<Sysname> system-view 

[Sysname] collaboration-group 1 

[Sysname-collaboration-group1] port gigabitethernet 1/0/1 

Related commands 
port collaboration-group 

port collaboration-group 
Use port collaboration-group to assign the current interface to a collaboration group. 

Use undo port collaboration-group to remove the current interface from a collaboration 
group. 

Syntax 
port collaboration-group group-id 

undo collaboration-group group-id 

Default 
The interface is not a collaboration group member. 

Views 
Layer 2 Ethernet interface view 

Layer 3 Ethernet interface view 

Layer 2 aggregate interface view 

Layer 3 aggregate interface view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
group-id: Specifies a collaboration group by its ID. The value range for this argument is 1 to 16. 

Usage guidelines 
You can assign an interface to only one collaboration group. 

To assign an interface to a collaboration group by using this command, make sure the collaboration 
group have been created. 

For a collaboration group to work correctly, do not assign its member interfaces to a redundancy 
group. 

Do not add both Selected ports and Unselected ports in a dynamic aggregation group to the same 
collaboration group. 

If you have configured a member interface as the uplink/downlink interface of a monitor link group, 
do not configure any other member interface in the same collaboration group as the downlink/uplink 
interface of any monitor link group. 

You can also assign an interface to a collaboration group by using the port command in 
collaboration group view. 

Examples 
# Assign GigabitEthernet 1/0/1 to collaboration group 1. 
<Sysname> system-view 

[Sysname] collaboration-group 1 

[Sysname-collaboration-group1] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] port collaboration-group 1 

Related commands 
port 

up-delay 
Use up-delay to set the delay time for the member interfaces in a collaboration group to come up 
after a device restart. 

Use undo up-delay to restore the default. 

Syntax 
up-delay delay 

undo up-delay 

Default 
The delay time is 0 seconds. The member interfaces come up as soon as the device restarts. 

Views 
Collaboration group view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
delay: Specifies the delay time in the range of 1 to 3600 seconds. 
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Usage guidelines 
This command enables the member interfaces to come up after a configurable delay time upon a 
device restart. 

Examples 
# Set the delay time to 10 seconds for the member interfaces in collaboration group 1. 
<Sysname> system-view 

[Sysname] collaboration-group 1 

[Sysname-collaboration-group1] up-delay 10 
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Ping, tracert, and system debugging 
commands 
debugging 

Use debugging to enable debugging for a module. 

Use undo debugging to disable debugging for a module or for all modules. 

Syntax 
debugging module-name [ option ] 

undo debugging { all | module-name [ option ] } 

Default 
Debugging is disabled for all modules. 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
module-name: Specifies a module by its name, such as arp or device. For a list of supported 
modules, use the debugging ? command. 

option: Specifies the debugging option for a module. Available options vary by module. To display 
the debugging options supported by a module, use the debugging module-name ? command. 

all: Specifies all modules. 

Usage guidelines 

 CAUTION: 
Output of excessive debugging messages increases the CPU usage and downgrades the system 
performance. To guarantee system performance, enable debugging only for modules that are in an 
exceptional condition. 
 

The system sends generated debug messages to the device information center, which then sends 
the messages to appropriate destinations based on the log output configuration. For more 
information about the information center, see Network Management and Monitoring Configuration 
Guide. 

Examples 
# Enable debugging for the device management module. 
<Sysname> debugging dev 

This command is CPU intensive and might affect ongoing services. Are you sure you want 
to continue? [Y/N]:Y 

Related commands 
display debugging 
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debugging-auto-off enable cpu-usage-alarm 
Use debugging-auto-off enable cpu-usage-alarm to enable the debugging-auto-off 
feature to automatically disable all types of debugging when the CPU usage reaches or exceeds the 
lowest CPU usage alarm threshold. 

Use undo debugging enable cpu-usage-alarm to disable the debugging-auto-off feature 
from automatically disabling all types of debugging when the CPU usage reaches or exceeds the 
lowest CPU usage alarm threshold. 

Syntax 
debugging-auto-off enable cpu-usage-alarm 

undo debugging-auto-off enable cpu-usage-alarm 

Default 
The debugging-auto-off feature is disabled. 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Excessive output from debugging commands might affect system performance. To guarantee 
system performance, enable the debugging-auto-off feature to automatically disable all types of 
debugging when the CPU usage reaches or exceeds the lowest CPU usage alarm threshold. The 
CPU usage alarm thresholds are set by using the monitor cpu-usage threshold command. 

The device does not automatically enable all types of debugging after the CPU usage drops to or 
below the CPU usage recovery threshold. To enable debugging for a module or all modules, use the 
debugging command. 

Examples 
# Enable the debugging-auto-off feature to automatically disable all types of debugging when the 
CPU usage reaches or exceeds the lowest CPU usage alarm threshold. 
<Sysname> debugging-auto-off enable cpu-usage-alarm 

Related commands 
display debugging-auto-off 

monitor cpu-usage threshold (Fundamentals Command Reference) 

display debugging 
Use display debugging to display the enabled debugging features for a module or for all 
modules. 

Syntax 
display debugging [ module-name ] 

Views 
Any view 
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Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
module-name: Specifies a module by its name. For a list of supported modules, use the display 
debugging ? command. If you do not specify a module name, this command displays the enabled 
debugging features for all modules. 

Examples 
# Display all enabled debugging features. 
<Sysname> display debugging 

DEV debugging switch is on 

Related commands 
debugging 

display debugging-auto-off 
Use display debugging-auto-off to display the enabling status of the debugging-auto-off 
feature. 

Syntax 
display debugging-auto-off 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Usage guidelines 
To conserve system resources, the device automatically disables all types of debugging in the 
following situations: 
• All users have gone offline. 
• The CPU usage reaches or exceeds the lowest CPU usage alarm threshold. 

The device always automatically disables all types of debugging when all users have gone offline. 
This mechanism is not user configurable. 

To enable the device to automatically disable all types of debugging when the CPU usage reaches or 
exceeds the lowest CPU usage alarm threshold, use the debugging-auto-off enable 
cpu-usage-alarm command. 

Examples 
# Display the enabling status of the debugging-auto-off feature. 
<Sysname> display debugging-auto-off 
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Occasions for the system to automatically turn off all debugging: 

 When all users log out: Enabled 

 When the CPU usage reaches or exceeds the CPU usage alarm threshold: Disabled 

Table 1 Command output 

Field Description 

Occasions for the system to 
automatically turn off all debugging 

Situations where the device automatically disables all types of 
debugging. 

When all users log out: Enabled The debugging-auto-off feature is always enabled for the situation 
where all users have gone offline. 

The CPU usage reaches or 
exceeds the CPU usage alarm 
threshold: Enabled 

The debugging-auto-off feature is enabled for the situation where the 
CPU usage reaches or exceeds the lowest CPU usage alarm 
threshold. 

The CPU usage reaches or 
exceeds the CPU usage alarm 
threshold: Disabled 

The debugging-auto-off feature is disabled for the situation where the 
CPU usage reaches or exceeds the lowest CPU usage alarm 
threshold. 

 

Related commands 
debugging-auto-off enable cpu-usage-alarm 

ping 
Use ping to test the reachability of the destination IP address and display ping statistics. 

Syntax 
ping [ ip ] [ -a source-ip | -c count | -f | -h ttl | -i interface-type 
interface-number | -m interval | -n | -p pad | -q | -r | -s packet-size | -t 
timeout | -tos tos | -v | -vpn-instance vpn-instance-name ] * host 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip: Distinguishes between a destination host name and the ping command keywords if the name of 
the destination host is i, ip, ipv, ipv6, l, ls, or lsp. For example, you must use the command in the 
form of ping ip ip instead of ping ip if the destination host name is ip.  

-a source-ip: Specifies an IP address of the device as the source IP address of ICMP echo 
requests. If you do not specify this option, the source IP address of ICMP echo requests is the 
primary IP address of the outbound interface. 

-c count: Specifies the number of ICMP echo requests that are sent to the destination. The value 
range is 1 to 4294967295, and the default is 5. 

-f: Sets the "Don’t Fragment" bit in the IP header. 

-h ttl: Specifies the TTL value of ICMP echo requests. The value range is 1 to 255, and the default 
is 255. 

-i interface-type interface-number: Specifies the source interface of ICMP echo 
requests. If you do not specify this option, the system looks up the routing table or forwarding table 
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for a matching route and uses the output interface of that route as the source interface of ICMP echo 
requests. 

-m interval: Specifies the interval (in milliseconds) to send ICMP echo requests. The value range 
is 1 to 65535, and the default is 200. 

-n: Disables domain name resolution for the host argument. If the host argument represents the 
host name of the destination, and if this keyword is not specified, the device translates host into an 
address. 

-p pad: Specifies the value of the pad field in an ICMP echo request, in hexadecimal format, 1 to 8 
bits. The pad argument is in the range of 0 to ffffffff. If the specified value is less than 8 bits, 0s are 
added in front of the value to extend it to 8 bits. For example, if pad is configured as 0x2f, then the 
packets are padded with 0x0000002f to make the total length of the packet meet the requirements of 
the device. By default, the padded value starts from 0x01 up to 0xff, where another round starts 
again if necessary, such as 0x010203…feff01…. 

-q: Displays only the summary statistics. If this keyword is not specified, the system displays all the 
ping statistics. 

-r: Records the addresses of the hops (up to 9) the ICMP echo requests passed. If this keyword is 
not specified, the addresses of the hops that the ICMP echo requests passed are not recorded. 

-s packet-size: Specifies the length (in bytes) of ICMP echo requests (excluding the IP packet 
header and the ICMP packet header). The value range for the packet-size argument is 20 to 
8100. The default setting is 56 bytes. 

-t timeout: Specifies the timeout time (in milliseconds) of an ICMP echo reply. The value range is 
0 to 65535, and the default is 2000. If the source does not receive an ICMP echo reply within the 
timeout, it considers the ICMP echo reply timed out. 

-tos tos: Specifies the ToS value of ICMP echo requests. The value range is 0 to 255, and the 
default is 0. 

-v: Displays non-ICMP echo reply packets. If this keyword is not specified, the system does not 
display non-ICMP echo reply packets. 

-vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance to which the 
destination belongs. The vpn-instance-name argument represents the VPN instance name, a 
case-sensitive string of 1 to 31 characters. If the destination is on the public network, do not specify 
this option. 

host: Specifies the IP address or host name of the destination. The host name is a case-insensitive 
string of 1 to 253 characters. It can contain letters, digits, and special characters such as hyphen (-), 
underscore (_), and dot (.). 

Usage guidelines 
To ping a device identified by its host name, configure the DNS settings on the device first. If the 
DNS settings are not configured, the ping operation fails. 

To abort the ping operation during the execution of the command, press Ctrl+C. 

Examples 
# Test whether the device with an IP address of 1.1.2.2 is reachable. 
<Sysname> ping 1.1.2.2 

Ping 1.1.2.2 (1.1.2.2): 56 data bytes, press CTRL+C to break 

56 bytes from 1.1.2.2: icmp_seq=0 ttl=254 time=2.137 ms 

56 bytes from 1.1.2.2: icmp_seq=1 ttl=254 time=2.051 ms 

56 bytes from 1.1.2.2: icmp_seq=2 ttl=254 time=1.996 ms 

56 bytes from 1.1.2.2: icmp_seq=3 ttl=254 time=1.963 ms 

56 bytes from 1.1.2.2: icmp_seq=4 ttl=254 time=1.991 ms 
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--- Ping statistics for 1.1.2.2 --- 

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 1.963/2.028/2.137/0.062 ms 

# Test whether the device with an IP address of 1.1.2.2 in VPN instance vpn1 is reachable. 
<Sysname> ping -vpn-instance vpn1 1.1.2.2 

Ping 1.1.2.2 (1.1.2.2): 56 data bytes, press CTRL+C to break 

56 bytes from 1.1.2.2: icmp_seq=0 ttl=254 time=2.137 ms 

56 bytes from 1.1.2.2: icmp_seq=1 ttl=254 time=2.051 ms 

56 bytes from 1.1.2.2: icmp_seq=2 ttl=254 time=1.996 ms 

56 bytes from 1.1.2.2: icmp_seq=3 ttl=254 time=1.963 ms 

56 bytes from 1.1.2.2: icmp_seq=4 ttl=254 time=1.991 ms 

 

--- Ping statistics for 1.1.2.2 in VPN instance vpn1 --- 

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 1.963/2.028/2.137/0.062 ms 

# Test whether the device with an IP address of 1.1.2.2 is reachable. Only results are displayed. 
<Sysname> ping -q 1.1.2.2 

Ping 1.1.2.2 (1.1.2.2): 56 data bytes, press CTRL+C to break 

 

--- Ping statistics for 1.1.2.2 --- 

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 1.962/2.196/2.665/0.244 ms 

# Test whether the device with an IP address of 1.1.2.2 is reachable. The IP addresses of the hops 
that the ICMP packets passed in the path are displayed. 
<Sysname> ping -r 1.1.2.2 

Ping 1.1.2.2 (1.1.2.2): 56 data bytes, press CTRL+C to break 

56 bytes from 1.1.2.2: icmp_seq=0 ttl=254 time=4.685 ms 

RR:      1.1.2.1 

         1.1.2.2 

         1.1.1.2 

         1.1.1.1 

56 bytes from 1.1.2.2: icmp_seq=1 ttl=254 time=4.834 ms  (same route) 

56 bytes from 1.1.2.2: icmp_seq=2 ttl=254 time=4.770 ms  (same route) 

56 bytes from 1.1.2.2: icmp_seq=3 ttl=254 time=4.812 ms  (same route) 

56 bytes from 1.1.2.2: icmp_seq=4 ttl=254 time=4.704 ms  (same route) 

 

--- Ping statistics for 1.1.2.2 --- 

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 4.685/4.761/4.834/0.058 ms 

The output shows the following information: 
• The destination is reachable. 
• The route is 1.1.1.1 <-> {1.1.1.2; 1.1.2.1} <-> 1.1.2.2. 
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Table 2 Command output 

Field Description 

Ping 1.1.2.2 (1.1.2.2): 56 data 
bytes, press CTRL+C to break 

Test whether the device with IP address 1.1.2.2 is reachable. There 
are 56 bytes in each ICMP echo request.  
Press escape key Ctrl+C to abort the ping operation. The escape key 
is configurable by using the escape-key command. For more 
information about this command, see login management commands 
in Fundamentals Command Reference. 

56 bytes from 1.1.2.2: icmp_seq=0 
ttl=254 time=4.685 ms 

Received ICMP echo replies from the device whose IP address is 
1.1.2.2. If no echo reply is received within the timeout period, no 
information is displayed. 
• bytes—Number of bytes in the ICMP echo reply. 
• icmp_seq—Packet sequence, used to determine whether a 

segment is lost, disordered or repeated. 
• ttl—TTL value in the ICMP echo reply. 
• time—Response time. 

RR: 
Routers through which the ICMP echo request passed. They are 
displayed in inversed order, which means the router with a smaller 
distance to the destination is displayed first. 

--- Ping statistics for 1.1.2.2 --- Statistics on data received and sent in the ping operation. 

--- Ping statistics for 1.1.2.2 in VPN 
instance vpn1 --- Ping statistics for a device in a VPN instance. 

5 packet(s) transmitted Number of ICMP echo requests sent. 

5 packet(s) received Number of ICMP echo replies received. 

0.0% packet loss Percentage of unacknowledged packets to the total packets sent. 

round-trip min/avg/max/std-dev = 
4.685/4.761/4.834/0.058 ms 

Minimum/average/maximum/standard deviation response time, in 
milliseconds. 

 

ping ipv6 
Use ping ipv6 to test the reachability of the destination IPv6 address and display IPv6 ping 
statistics. 

Syntax 
ping ipv6 [ -a source-ipv6 | -c count | -i interface-type interface-number 
| -m interval | -q | -s packet-size | -t timeout | -tc traffic-class| -v | 
-vpn-instance vpn-instance-name ] * host 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
-a source-ipv6: Specifies an IPv6 address of the device as the source IP address of ICMP echo 
requests. If you do not specify this option, the source IPv6 address of ICMP echo requests is the 
IPv6 address of the outbound interface. See RFC 3484 for information about the address selection 
rule. 
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-c count: Specifies the number of ICMPv6 echo requests that are sent to the destination. The 
value range is 1 to 4294967295, and the default is 5. 

-i interface-type interface-number: Specifies the source interface of ICMPv6 echo 
requests. If you do not specify this option, the system looks up the routing table or forwarding table 
for a matching route and uses the output interface of that route as the source interface of ICMPv6 
echo requests. You must specify this option if the destination address is a multicast address or a 
link-local address. 

-m interval: Specifies the interval (in milliseconds) to send an ICMPv6 echo reply. The value 
range is 1 to 65535, and the default is 1000. 

-q: Displays only the summary statistics. If you do not specify this keyword, the system displays all 
the ping statistics. 

-s packet-size: Specifies the length (in bytes) of ICMPv6 echo requests (excluding the IPv6 
packet header and the ICMPv6 packet header). The value range for the packet-size argument is 
20 to 8100. The default setting is 56 bytes. 

-t timeout: Specifies the timeout time (in milliseconds) of an ICMPv6 echo reply. The value range 
is 0 to 65535, and the default is 2000. 

-tc traffic-class: Specifies the traffic class value in an ICMPv6 packet. The value range is 0 
to 255 and the default is 0. 

-v: Displays detailed information (including the dst field and the idx field) about ICMPv6 echo 
replies. If this keyword is not specified, the system only displays brief information (not including the 
dst field and the idx field) about ICMPv6 echo replies. 

-vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance to which the 
destination belongs. The vpn-instance-name argument represents the VPN instance name, a 
case-sensitive string of 1 to 31 characters. If the destination is on the public network, do not specify 
this option. 

host: Specifies the IPv6 address or host name of the destination. The host name is a 
case-insensitive string of 1 to 253 characters. It can contain letters, digits, and special characters 
such as hyphen (-), underscore (_), and dot (.). 

Usage guidelines 
To ping a device identified by its host name, configure the DNS settings on the device first. If the 
DNS settings are not configured, the IPv6 ping operation fails. 

To abort the IPv6 ping operation during the execution of the command, press Ctrl+C. 

Examples 
# Test whether the IPv6 address (2001::2) is reachable. 
<Sysname> ping ipv6 2001::2 

Ping6(56 data bytes) 2001::1 --> 2001::2, press CTRL+C to break 

56 bytes from 2001::2, icmp_seq=0 hlim=64 time=62.000 ms 

56 bytes from 2001::2, icmp_seq=1 hlim=64 time=23.000 ms 

56 bytes from 2001::2, icmp_seq=2 hlim=64 time=20.000 ms 

56 bytes from 2001::2, icmp_seq=3 hlim=64 time=4.000 ms 

56 bytes from 2001::2, icmp_seq=4 hlim=64 time=16.000 ms 

 

--- Ping6 statistics for 2001::2 --- 

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 4.000/25.000/62.000/20.000 ms 

# Test whether the IPv6 address (2001::2) is reachable. Only the statistics are displayed. 
<Sysname> ping ipv6 –q 2001::2 
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Ping6(56 data bytes) 2001::1 --> 2001::2, press CTRL+C to break 

 

--- Ping6 statistics for 2001::2 --- 

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 4.000/25.000/62.000/20.000 ms 

# Test whether the IPv6 address (2001::2) is reachable. Detailed ping information is displayed. 
<Sysname> ping ipv6 –v 2001::2 

Ping6(56 data bytes) 2001::1 --> 2001::2, press CTRL+C to break 

56 bytes from 2001::2, icmp_seq=0 hlim=64 dst=2001::1 idx=3 time=62.000 ms 

56 bytes from 2001::2, icmp_seq=1 hlim=64 dst=2001::1 idx=3 time=23.000 ms 

56 bytes from 2001::2, icmp_seq=2 hlim=64 dst=2001::1 idx=3 time=20.000 ms 

56 bytes from 2001::2, icmp_seq=3 hlim=64 dst=2001::1 idx=3 time=4.000 ms 

56 bytes from 2001::2, icmp_seq=4 hlim=64 dst=2001::1 idx=3 time=16.000 ms 

 

--- Ping6 statistics for 2001::2 --- 

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 4.000/25.000/62.000/20.000 ms 

Table 3 Command output 

Field Description 

Ping6(56 data bytes) 
2001::1 --> 2001::2, press CTRL+C 
to break 

An ICMPv6 echo reply with a data length of 56 bytes is sent from 
2001::1 to 2001::2. 
Press escape key Ctrl+C to abort the IPv6 ping operation. The 
escape key is configurable by using the escape-key command. 
For more information about this command, see login management 
commands in Fundamentals Command Reference. 

56 bytes from 2001::2, 
icmp_seq=1 hlim=64 dst=2001::1 
idx=3 time=62.000 ms 

Received ICMPv6 echo replies from the device whose IPv6 address 
is 2001::2. 
• The number of data bytes is 56. 
• The packet sequence is 1. 
• The hop limit value is 64. 
• The destination address is 2001::1. Specify the -v keyword to 

display this field. 
• The index for the packet inbound interface is 3. Specify the -v 

keyword to display this field. 
• The response time is 62 milliseconds. 

--- Ping6 statistics for 2001::2 ------ Statistics on data received and sent in an IPv6 ping operation. 

5 packet(s) transmitted Number of ICMPv6 echo requests sent. 

5 packet(s) received Number of ICMPv6 echo replies received. 

0.0% packet loss Percentage of unacknowledged packets to the total packets sent. 

round-trip min/avg/max/ std-dev 
=4.000/25.000/62.000/20.000 ms 

Minimum/average/maximum/standard deviation response time, in 
milliseconds. 

 

tracert 
Use tracert to trace the path that the IPv4 packets traverse from source to destination. 
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Syntax 
tracert [ -a source-ip | -f first-ttl | -i interface-type interface-number 
| -m max-ttl | -p port | -q packet-number | -t tos | -vpn-instance 
vpn-instance-name [ -resolve-as { global | none | vpn } ] | -w timeout ] * host 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
-a source-ip: Specifies an IP address of the device as the source IP address of probe packets. If 
you do not specify this option, the source IP address of probe packets is the primary IP address of 
the outbound interface. 

-f first-ttl: Specifies the TTL of the first packet sent to the destination. The value range is 1 to 
255, and the default is 1. It must be no greater than the value of the max-ttl argument. 

-i interface-type interface-number: Specifies the source interface of probe packets. If 
you do not specify this option, the system looks up the routing table or forwarding table for a 
matching route and uses the output interface of that route as the source interface of probe packets. 

-m max-ttl: Specifies the maximum number of hops allowed for a probe packet. The value range 
is 1 to 255, and the default is 30. It must be no smaller than the value of the first-ttl argument. 

-p port: Specifies an invalid UDP port of the destination. The value range is 1 to 65535, and the 
default is 33434.  

-q packet-number: Specifies the number of probe packets to send per hop. The value range is 1 
to 65535, and the default is 3. 

-t tos: Specifies the ToS value of probe packets. The value range is 0 to 255, and the default is 0. 

-vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance to which the 
destination belongs. The vpn-instance-name argument represents the VPN instance name, a 
case-sensitive string of 1 to 31 characters. If the destination is on the public network, do not specify 
this option. 

-resolve-as: Specifies a routing table for autonomous system (AS) resolution. Tracert searches 
the specified routing table for the AS that each hop along the path belongs to. If you do not specify 
this keyword, the global routing table is used. If the AS information is found, this command displays 
the AS number next to the address of the hop in the probe result.  
• global: Specifies the global routing table. 

• none: Disables AS resolution. 

• vpn: Specifies the VPN routing table. 

-w timeout: Specifies the timeout time in milliseconds of the reply packet for a probe packet. The 
value range is 1 to 65535, and the default is 5000. 

host: Specifies the IP address or host name of the destination. The host name is a case-insensitive 
string of 1 to 253 characters. It can contain letters, digits, and special characters such as hyphen (-), 
underscore (_), and dot (.). 

Usage guidelines 
After identifying network failure with the ping command, use the tracert command to locate 
failed nodes. 
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If the destination address is on the public network, you do not need to specify the -resolve-as 
keyword to obtain the AS information. The device automatically uses the global routing table for AS 
resolution.  

If the destination address is on a private network, address information of intermediate hops might be 
stored in either the global routing table or the VPN routing table. To learn the AS path that the 
packets traverse, execute the tracert command twice, once with the -resolve-as global 
keywords and again with the -resolve-as vpn keywords. 

The output from the tracert command includes IP addresses of all the Layer 3 devices that the 
packets traverse from source to destination. Asterisks (* * *) are displayed if the device cannot reply 
with an ICMP error message. The reason might be the destination is unreachable or sending ICMP 
timeout/destination unreachable packets is disabled. 

Before starting a tracert operation, you must enable sending of ICMP destination unreachable 
messages on the intermediate devices between the source and destination. The tracert operation 
stops if any of the following ICMP destination unreachable messages is received: 
• !N—Network unreachable. 
• !H—Destination host unreachable. 
• !P—Protocol unreachable. The protocol number is unknown. 
• !F—Fragmentation needed. This message indicates that packet fragmentation is needed but 

the "Don’t Fragment" bit is set on an immediate device. 
• !W—Destination host unknown. 
• !Q—Network unreachable for ToS. 
• !T—Host unreachable for ToS. 
• !X—Communication administratively prohibited by filtering policies. 
• !V—Host precedence violation.  
• !C—Precedence cutoff in effect. 

To abort the tracert operation during the execution of the command, press Ctrl+C. 

Examples 
# Display the path that the packets traverse from source to destination (1.1.2.2). 
<Sysname> tracert 1.1.2.2 

traceroute to 1.1.2.2 (1.1.2.2), 30 hops at most, 40 bytes each packet, press CTRL+C to 
break 

 1  1.1.1.2 (1.1.1.2) 673 ms 425 ms 30 ms 

 2  1.1.2.2 (1.1.2.2) [AS 100] 580 ms 470 ms 80 ms 

# Display the path that the packets traverse from source to destination (1.1.3.2) in VPN instance 
vpn1, as well as the AS information of the hops along the path. 
<Sysname> tracert –vpn-instance vpn1 –resolve-as vpn 1.1.3.2 

traceroute to 1.1.3.2 (1.1.3.2), 30 hops at most, 40 bytes each packet, press CTRL+C to 
break 

 1  1.1.1.2 (1.1.1.2) 673 ms 425 ms 30 ms 

 2  1.1.2.2 (1.1.2.2) 580 ms 470 ms 80 ms 

 3  1.1.3.2 (1.1.3.2) [AS 65535] 530 ms 472 ms 380 ms 

Table 4 Command output 

Field Description 

traceroute to 1.1.2.2 (1.1.2.2) Display the route that the IP packets traverse from the current device to the 
device whose IP address is 1.1.2.2. 
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Field Description 

hops at most Maximum number of hops of the probe packets, which can be set by the -m 
keyword. 

bytes each packet Number of bytes of a probe packet. 

press CTRL+C to break 

During the execution of the command, press escape key Ctrl+C to abort 
the tracert operation. The escape key is configurable by using the 
escape-key command. For more information about this command, see 
login management commands in Fundamentals Command Reference. 

2  1.1.2.2 (1.1.2.2) [AS 100] 
580 ms 470 ms 80 ms 

Probe result of the probe packets that contain a TTL value of 2, including 
the following information about the second hop: 
• Domain name of the hop. If no domain name is configured, the IP 

address is displayed as the domain name. 
• IP address of the hop. The IP address is displayed in parentheses. 
• Number of the AS that the hop belongs to. The AS number appears 

only when it is found for the hop in the specified routing table. 
• The round-trip time of the probe packets. 
The number of packets that can be sent in each probe can be set by using 
the -q keyword. 

 

tracert ipv6 
Use tracert ipv6 to display the path that the IPv6 packets traverse from source to destination. 

Syntax 
tracert ipv6 [ -f first-hop | -i interface-type interface-number | -m 
max-hops | -p port | -q packet-number | -t traffic-class | -vpn-instance 
vpn-instance-name [ -resolve-as { global | none | vpn } ] | -w timeout ] * host 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
-f first-hop: Specifies the TTL value of the first packet. The value range is 1 to 255, and the 
default is 1. The value must be no greater than the value of the max-hops argument. 

-i interface-type interface-number: Specifies the source interface of probe packets. If 
you do not specify this option, the system looks up the routing table or forwarding table for a 
matching route and uses the output interface of that route as the source interface of probe packets. 
You must specify this option if the destination address is a multicast address or a link-local address. 

-m max-hops: Specifies the maximum number of hops allowed for a packet. The value range is 1 
to 255, and the default is 30. The value must be no smaller than the value of the first-hop 
argument. 

-p port: Specifies an invalid UDP port of the destination. The value range is 1 to 65535, and the 
default is 33434. 

-q packet-number: Specifies the number of probe packets sent each time. The value range is 1 
to 65535, and the default is 3. 
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-t traffic-class: Specifies the traffic class value in an IPv6 probe packet. The value range is 0 
to 255, and the default is 0. 

-vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance to which the 
destination belongs. The vpn-instance-name argument represents the VPN instance name, a 
case-sensitive string of 1 to 31 characters. If the destination is on the public network, do not specify 
this option. 

-resolve-as: Specifies a routing table for AS resolution. Tracert searches the specified routing 
table for the AS that each hop along the path belongs to. If you do not specify this keyword, the global 
routing table is used. If the AS information is found, this command displays the AS number next to 
the address of the hop in the probe result. 
• global: Specifies the global routing table. 

• none: Disables AS resolution. 

• vpn: Specifies the VPN routing table. 

-w timeout: Specifies the timeout time (in milliseconds) of the reply packet of a probe packet. The 
value range is 1 to 65535, and the default is 5000. 

host: Specifies the IPv6 address or host name of the destination. The host name is a 
case-insensitive string of 1 to 253 characters. It can contain letters, digits, and special characters 
such as hyphen (-), underscore (_), and dot (.). 

Usage guidelines 
After identifying network failure with the ping ipv6 command, you can use the tracert ipv6 
command to locate failed nodes. 

If the destination address is on the public network, you do not need to specify the -resolve-as 
keyword to obtain the AS information. The device automatically uses the global routing table for AS 
resolution.  

If the destination address is on a private network, address information of intermediate hops might be 
stored in either the global routing table or the VPN routing table. To learn the AS path that the 
packets traverse, execute the tracert ipv6 command twice, once with the -resolve-as 
global keywords and again with the -resolve-as vpn keywords. 

The output from the tracert ipv6 command includes IPv6 addresses of all the Layer 3 devices 
that the packets traverse from source to destination. Asterisks (* * *) are displayed if the device 
cannot reply with an ICMP error message. The reason might be the destination is unreachable or 
sending ICMP timeout/destination unreachable packets is disabled. 

Before starting an IPv6 tracert operation, you must enable sending of ICMPv6 destination 
unreachable messages on the intermediate devices between the source and destination. The IPv6 
tracert operation stops if any of the following ICMPv6 destination unreachable messages is received: 
• !N—No route to destination. 
• !P—Communication with destination administratively prohibited by filtering policies. 
• !A—Address unreachable. The unreachable reason is unknown. 
• !S—Beyond scope of source address. This message is displayed if the probe packet has a 

link-local source address and a non-link-local destination address. Such a packet cannot be 
delivered to the destination without leaving the scope of the source address. 

To abort the tracert operation during the execution of the command, press Ctrl+C. 

Examples 
# Display the path that the packets traverse from source to destination (2001:3::2). 
<Sysname> tracert ipv6 2001:3::2 

traceroute to 2001:3::2(2001:3::2), 30 hops at most, 60 byte packets, press CTRL+C to break 

 1  2001:1::2  0.661 ms  0.618 ms  0.579 ms 
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 2  2001:2::2 [AS 100]  0.861 ms  0.718 ms  0.679 ms 

 3  2001:3::2 [AS 200]  0.822 ms  0.731 ms  0.708 ms 

# Display the path that the packets traverse from source to destination (2001:3::2) in VPN instance 
vpn1, as well as the AS information of the hops along the path. 
<Sysname> tracert ipv6 –vpn-instance vpn1 –resolve-as vpn 2001:3::2 

traceroute to 2001:3::2(2001:3::2), 30 hops at most, 60 byte packets , press CTRL+C to 
break 

1  2001:1::2  0.661 ms  0.618 ms  0.579 ms 

2  2001:2::2  0.861 ms  0.718 ms  0.679 ms 

3  2001:3::2 [AS 65535]  0.822 ms  0.731 ms  0.708 ms 

Table 5 Command output 

Field Description 

traceroute to 2001:3::2 Display the route that the IPv6 packets traverse from the current device 
to the device whose IP address is 2001:3:2. 

hops at most 
Maximum number of hops of the probe packets, which can be set by the 
-m keyword. 

byte packets Number of bytes of a probe packet. 

press CTRL+C to break 

During the execution of the command, press escape key Ctrl+C to 
abort the IPv6 tracert operation. The escape key is configurable by 
using the escape-key command. For more information about this 
command, see login management commands in Fundamentals 
Command Reference. 

2  2001:2::2 [AS 100]  0.861 ms  
0.718 ms  0.679 ms 

Probe result of the probe packets that contain a hoplimit value of 2, 
including the following information about the second hop: 
• IPv6 address of the hop. 
• Number of the AS the hop belongs to. The AS number appears 

only when it is found for the hop in the specified routing table. 
• The round-trip time of the probe packets.  
The number of packets that can be sent in each probe can be set by 
using the -q keyword. 
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NTP commands 
The device is inadequate in clock precision. As a best practice, do not use the device as a time 
server to synchronize the time of the other devices. 

NTP is supported only on the following Layer 3 interfaces: 
• Layer 3 Ethernet interfaces. 
• Layer 3 Ethernet subinterfaces. 
• Layer 3 aggregate interfaces. 
• Layer 3 aggregate subinterfaces. 
• VLAN interfaces. 
• Tunnel interfaces. 

display ntp-service ipv6 sessions 
Use display ntp-service ipv6 sessions to display information about all IPv6 NTP 
associations. 

Syntax 
display ntp-service ipv6 sessions [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
verbose: Displays detailed information about all IPv6 NTP associations. If you do not specify this 
keyword, the command displays only brief information about the IPv6 NTP associations. 

Examples 
# Display brief information about all IPv6 NTP associations. 
<Sysname> display ntp-service ipv6 sessions 

Notes: 1 source(master), 2 source(peer), 3 selected, 4 candidate, 5 configured. 

 

 Source:   [125]3000::32 

 Reference: 127.127.1.0           Clock stratum: 2 

 Reachabilities: 1                Poll interval: 64 

 Last receive time: 6             Offset: -0.0 

 Roundtrip delay: 0.0             Dispersion: 0.0 

 

 Total sessions : 1 
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Table 1 Command output 

Field Description 

[12345] 

• 1—Clock source selected by the system (the current reference 
source). 

• 2—The stratum level of the clock source is less than or equal to 15. 
• 3—The clock source has survived the clock selection algorithm. 
• 4—The clock source is a candidate clock source. 
• 5—The clock source was created by a command. 

Source IPv6 address of the NTP server. If this field displays ::, the IPv6 address of 
the NTP server has not been resolved successfully. 

Reference 

Reference clock ID of the NTP server: 
• If the reference clock is the local clock, the value of this field is related 

to the value of the Clock stratum field: 
 When the value of the Clock stratum field is 0 or 1, this field 

displays LOCL. 
 When the Clock stratum field has another value, this field displays 

the MD5 digest value of the first 32 bits of the IPv6 address. The 
MD5 digest value is in dotted decimal format. 

• If the reference clock is the clock of another device on the network, this 
field displays the MD5 digest value of the first 32 bits of the IPv6 
address. The MD5 digest value is in dotted decimal format. If this field 
displays INIT, the local device has not established a connection with 
the NTP server. 

Clock stratum 

Stratum level of the NTP server, which determines the clock accuracy. The 
value is in the range of 1 to 16. A lower stratum level represents higher clock 
accuracy. A stratum 16 clock is not synchronized and cannot be used as a 
reference clock. 

Reachabilities Reachability count of the NTP server. 0 indicates that the NTP server is 
unreachable. 

Poll interval Polling interval in seconds. It is the maximum interval between successive 
NTP messages. 

Last receive time 

Length of time from when the last NTP message was received or when the 
local clock was last updated to the current time. 
Time is in seconds by default.  
• If the time length is greater than 2048 seconds, it is displayed in 

minutes (m). 
• If the time length is greater than 300 minutes, it is displayed in hours 

(h). 
• If the time length is greater than 96 hours, it is displayed in days (d). 
• If the time length is greater than 999 days, it is displayed in years (y). 
If the time when the most recent NTP message was received or when the 
local clock was updated most recently is behind the current time, this field 
displays a hyphen (-). 

Offset Offset of the system clock relative to the reference clock, in milliseconds. 

Roundtrip delay Roundtrip delay from the local device to the clock source, in milliseconds. 

Dispersion Maximum error of the system clock relative to the reference source. 

Total sessions Total number of associations. 
 

# Display detailed information about all IPv6 NTP associations. 
<Sysname> display ntp-service ipv6 sessions verbose 
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 Clock source: 1::1 

 Session ID: 36144 

 Clock stratum: 16 

 Clock status:  configured, insane, valid, unsynced 

 Reference clock ID: INIT 

 VPN instance: Not specified 

 Local mode: sym_active, local poll interval: 6 

 Peer mode: unspec, peer poll interval: 10 

 Offset: 0.0000ms, roundtrip delay: 0.0000ms, dispersion:  15937ms 

 Root roundtrip delay: 0.0000ms, root dispersion: 0.0000ms 

 Reachabilities:0, sync distance: 15.938 

 Precision: 2^-18, version: 4, source interface: Not specified 

 Reftime: 00000000.00000000  Thu, Feb  7 2036  6:28:16.000 

 Orgtime: d17cbb21.0f318106  Tue, May 17 2011  9:15:13.059 

 Rcvtime: 00000000.00000000  Thu, Feb  7 2036  6:28:16.000 

 Xmttime: 00000000.00000000  Thu, Feb  7 2036  6:28:16.000 

 Roundtrip delay samples: 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 

 Offset samples: 0.00  0.00  0.00  0.00  0.00  0.00  0.00  0.00 

 Filter order: 0     1     2     3     4     5     6     7 

 

 Total sessions: 1 

Table 2 Command output 

Field Description 

Clock source IPv6 address of the clock source. If this field displays ::, the IPv6 address of 
the NTP server has not been resolved successfully. 

Clock stratum 

Stratum level of the NTP server, which determines the clock precision. The 
value is in the range of 1 to 16. A lower stratum level represents higher clock 
accuracy. A stratum 16 clock is not synchronized and cannot be used as a 
reference clock. 

Clock status 

Status of the clock source corresponding to this association: 
• configured—The association was created at the CLI. 
• dynamic—The association is established dynamically. 
• master—The clock source is the primary NTP server of the current 

system. 
• selected—The clock source has survived the clock selection algorithm. 
• candidate—The clock source is the candidate reference source. 
• sane—The clock source has passed authentication and its clock will be 

used as the reference clock. 
• insane—The clock source has not passed authentication, or it has 

passed authentication but its clock will not be used as the reference 
clock. 

• valid—The clock source is valid, which means the clock source meets 
the following requirements: 
 It has been authenticated and synchronized.  
 Its stratum level is valid. 
 Its root delay and root dispersion values are within their ranges. 

• invalid—The clock source is invalid. 
• unsynced—The clock source has not been synchronized or the value of 

the stratum level is invalid. 
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Field Description 

Reference clock ID 

• If the reference clock is the local clock, the value of this field is related to 
the value of the Clock stratum field: 
 When the value of the Clock stratum field is 0 or 1, this field displays 

LOCL. 
 When the Clock stratum field has another value, this field displays the 

MD5 digest value of the first 32 bits of the IPv6 address. The MD5 
digest value is in dotted decimal format. 

• If the reference clock is the clock of another device on the network, this 
field displays the MD5 digest value of the first 32 bits of the IPv6 address. 
The MD5 digest value is in dotted decimal format. If this field displays 
INIT, the local device has not established a connection with the NTP 
server. 

VPN instance VPN instance of the NTP server. If the NTP server is in a public network, this 
field displays Not specified. 

Local mode 

Operation mode of the local device: 
• unspec—The mode is unspecified. 
• sym_active—Active mode. 
• sym_passive—Passive mode. 
• client—Client mode. 
• server—Server mode. 
• broadcast—Broadcast or multicast server mode. 
• bclient—Broadcast or multicast client mode. 

local poll interval 
Polling interval for the local device, in seconds. The value displayed is a power 
of 2. For example, if the displayed value is 6, the poll interval of the local 
device is 26, or 64 seconds. 

peer mode 

Operation mode of the peer device: 
• unspec—The mode is unspecified. 
• sym_active—Active mode. 
• sym_passive—Passive mode. 
• client—Client mode. 
• server—Server mode. 
• broadcast—Broadcast or multicast server mode. 
• bclient—Broadcast or multicast client mode. 

peer poll interval 
Polling interval for the peer device, in seconds. The value displayed is a power 
of 2. For example, if the displayed value is 6, the polling interval of the local 
device is 26, or 64 seconds. 

Offset Offset of the system clock relative to the reference clock, in milliseconds. 

roundtrip delay Roundtrip delay from the local device to the clock source, in milliseconds. 

dispersion Maximum error of the system clock relative to the reference clock. 

Root roundtrip delay Roundtrip delay from the local device to the primary NTP server, in 
milliseconds. 

root dispersion Maximum error of the system clock relative to the primary reference clock, in 
milliseconds. 

Reachabilities Reachability count of the clock source. 0 indicates that the clock source is 
unreachable. 

sync distance Synchronization distance relative to the upper-level clock, in seconds, and 
calculated from dispersion and roundtrip delay values. 

Precision Accuracy of the system clock. 

version NTP version in the range of 1 to 4. 
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Field Description 

source interface 
Source interface. 
If the source interface is not specified, this field displays Not specified. 

Reftime Reference timestamp in the NTP message. 

Orgtime Originate timestamp in the NTP message. 

Rcvtime Receive timestamp in the NTP message. 

Xmttime Transmit timestamp in the NTP message. 

Filter order Dispersion information. 

Reference clock status 

Status of the local clock. The field is displayed only when you use the 
ntp-service refclock-master command to set the local clock as 
a reference clock. 
When the reach field of the local clock is 255, the field is displayed as working 
normally. Otherwise, the field is displayed as working abnormally. 

Total sessions Total number of associations. 
 

display ntp-service sessions 
Use display ntp-service sessions to display information about all IPv4 NTP associations. 

Syntax 
display ntp-service sessions [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
verbose: Displays detailed information about all IPv4 NTP associations. If you do not specify this 
keyword, the command displays only brief information about the NTP associations. 

Usage guidelines 
When a device is operating in NTP broadcast or multicast server mode, the display 
ntp-service sessions command does not display the IPv4 NTP association information 
corresponding to the broadcast or multicast server. However, the associations are counted in the 
total number of associations. 

Examples 
# Display brief information about all IPv4 NTP associations. 
<Sysname> display ntp-service sessions 

       source          reference       stra reach poll  now offset  delay disper 

******************************************************************************** 

[12345]LOCAL(0)        LOCL               0     1   64    - 0.0000 0.0000 7937.9 

    [5]0.0.0.0         INIT              16     0   64    - 0.0000 0.0000 0.0000 
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Notes: 1 source(master), 2 source(peer), 3 selected, 4 candidate, 5 configured. 

 Total sessions: 1 

Table 3 Command output 

Field Description 

source 

• When the reference clock is the local clock, the field displays LOCAL 
(number). It indicates that the IP address of the local clock is 
127.127.1.number, where number represents the NTP process number in the 
range of 0 to 3. 

• When the reference clock is the clock of another device, the field displays the 
IP address of the NTP server. If this field displays 0.0.0.0, the IP address of the 
NTP server has not been resolved successfully. 

reference 

Reference clock ID of the NTP server: 
• If the reference clock is the local clock, the value of this field is related to the 

value of the stra field: 
 When the value of the stra field is 0 or 1, this field displays LOCL. 
 When the stra field has another value, this field displays the IP address of 

the local clock. 
• If the reference clock is the clock of another device on the network, this field 

displays the IP address of the device. If the device supports IPv6, this field 
displays the MD5 digest of the first 32 bits of the IPv6 address of the device. If 
this field displays INIT, the local device has not established a connection with 
the NTP server. 

stra 

Stratum level of the clock source, which determines the clock accuracy. The value 
is in the range of 1 to 16. The clock accuracy decreases from stratum 1 to stratum 
16. A stratum 1 clock has the highest precision, and a stratum 16 clock is not 
synchronized and cannot be used as a reference clock. 

reach Reachability count of the clock source. 0 indicates that the clock source is 
unreachable. 

poll Polling interval in seconds. It is the maximum interval between successive NTP 
messages. 

now 

Length of time from when the last NTP message was received or when the local 
clock was last updated to the current time. 
Time is in seconds by default.  
• If the time length is greater than 2048 seconds, it is displayed in minutes (m). 
• If the time length is greater than 300 minutes, it is displayed in hours (h). 
• If the time length is greater than 96 hours, it is displayed in days (d). 
• If the time length is greater than 999 days, it is displayed in years (y). 
If the time when the most recent NTP message was received or when the local 
clock was updated most recently is behind the current time, this field displays a 
hyphen (-). 

offset Offset of the system clock relative to the reference clock, in milliseconds. 

delay Roundtrip delay from the local device to the NTP server, in milliseconds. 

disper Maximum error of the system clock relative to the reference source, in milliseconds. 

[12345] 

• 1—Clock source selected by the system (the current reference source). 
• 2—The stratum level of the clock source is less than or equal to 15. 
• 3—The clock source has survived the clock selection algorithm. 
• 4—The clock source is a candidate clock source. 
• 5—The clock source was created by a configuration command. 

Total sessions Total number of associations. 
 

# Display detailed information about all IPv4 NTP associations. 
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<Sysname> display ntp-service sessions verbose 

 Clock source: 192.168.1.40 

 Session ID: 35888 

 Clock stratum: 2 

 Clock status:  configured, master, sane, valid 

 Reference clock ID: 127.127.1.0 

 VPN instance: Not specified 

 Local mode: client, local poll interval: 6 

 Peer mode: server, peer poll interval: 6 

 Offset: 0.2862ms, roundtrip delay: 3.2653ms, dispersion: 4.5166ms 

 Root roundtrip delay: 0.0000ms, root dispersion: 10.910ms 

 Reachabilities:31, sync distance: 0.0194 

 Precision: 2^-18, version: 3, source interface: Not specified 

 Reftime: d17cbba5.1473de1e  Tue, May 17 2011  9:17:25.079 

 Orgtime: 00000000.00000000  Thu, Feb  7 2036  6:28:16.000 

 Rcvtime: d17cbbc0.b1959a30  Tue, May 17 2011  9:17:52.693 

 Xmttime: d17cbbc0.b1959a30  Tue, May 17 2011  9:17:52.693 

 Roundtrip delay samples: 0.007 0.010 0.006 0.011 0.010 0.005 0.007 0.003 

 Offset samples: 5629.55 3913.76 5247.27 6526.92 31.99 148.72 38.27 0.29 

 Filter order: 7     5     2     6     0     4     1     3 

 

 Total sessions: 1 

Table 4 Command output 

Field Description 

Clock source IP address of the NTP server. If this field displays 0.0.0.0, the IP address of the 
NTP server has not been resolved successfully. 

Clock stratum 

Stratum level of the NTP server, which determines the clock accuracy. The 
value is in the range of 1 to 16. A lower stratum level represents greater clock 
accuracy. A stratum 16 clock is not synchronized and cannot be used as a 
reference clock. 

Clock status 

Status of the clock source corresponding to this association: 
• configured—The association was created by a configuration command. 
• dynamic—The association is established dynamically. 
• master—The clock source is the primary NTP server of the current 

system. 
• selected—The clock source has survived the clock selection algorithm. 
• candidate—The clock source is the candidate reference source. 
• sane—The clock source has passed authentication and its clock will be 

used as the reference clock. 
• insane—The clock source has not passed authentication, or it has passed 

authentication but its clock will not be used as the reference clock. 
• valid—The clock source is valid, which means the clock source meets the 

following requirements: 
 It has been authenticated and synchronized. 
 Its stratum level is valid. 
 Its root delay and root dispersion values are within their ranges. 

• invalid—The clock source is invalid. 
• unsynced—The clock source has not been synchronized or the value of 

the stratum level is invalid. 
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Field Description 

Reference clock ID 

Reference clock ID of the NTP server: 
• If the reference clock is the local clock, the value of this field is related to 

the value of the Clock stratum field: 
 When the value of the Clock stratum field is 0 or 1, this field displays 

LOCL. 
 When the Clock stratum field has another value, this field displays the 

IP address of the local clock. 
• If the reference clock is the clock of another device on the network, this 

field displays the IP address of the device. If the device supports IPv6, this 
field displays the MD5 digest of the first 32 bits of the IPv6 address of the 
device. If this field displays INIT, the local device has not established a 
connection with the NTP server. 

VPN instance VPN instance to which the NTP server belongs. If the NTP server is in a public 
network, the field displays Not specified. 

Local mode 

Operation mode of the local device: 
• unspec—The mode is unspecified. 
• active—Active mode. 
• passive—Passive mode. 
• client—Client mode. 
• server—Server mode. 
• broadcast—Broadcast or multicast server mode. 
• bclient—Broadcast or multicast client mode. 

local poll interval 
Polling interval of the local device, in seconds. The value displayed is a power of 
2. For example, if the displayed value is 6, the poll interval of the local device is 
26, or 64 seconds. 

Peer mode 

Operation mode of the peer device: 
• unspec—The mode is unspecified. 
• active—Active mode. 
• passive—Passive mode. 
• client—Client mode. 
• server—Server mode. 
• broadcast—Broadcast or multicast server mode. 
• bclient—Broadcast or multicast client mode. 

peer poll interval 
Polling interval of the peer device, in seconds. The value displayed is a power of 
2. For example, if the displayed value is 6, the poll interval of the local device is 
26, or 64 seconds. 

Offset Offset of the system clock relative to the reference clock, in milliseconds. 

roundtrip delay Roundtrip delay from the local device to the NTP server, in milliseconds. 

dispersion Maximum error of the system clock relative to the reference clock. 

Root roundtrip delay Roundtrip delay from the local device to the primary NTP server, in 
milliseconds. 

root dispersion Maximum error of the system clock relative to the primary reference clock, in 
milliseconds. 

Reachabilities Reachability count of the clock source. 0 indicates that the clock source is 
unreachable. 

sync distance Synchronization distance relative to the upper-level clock, in seconds, and 
calculated from dispersion and roundtrip delay values. 

Precision Accuracy of the system clock. 
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Field Description 
version NTP version in the range of 1 to 4. 

source interface 
Source interface. 
If the source interface is not specified, this field is Not specified. 

Reftime Reference timestamp in the NTP message. 

Orgtime Originate timestamp in the NTP message. 

Rcvtime Receive timestamp in the NTP message. 

Xmttime Transmit timestamp in the NTP message. 

Filter order Sample information order. 

Reference clock status 

Status of the local clock. The field is displayed only when you use the 
ntp-service refclock-master command to set the local clock as a 
reference clock. 
When the reach field of the local clock is 255, the field is displayed as working 
normally. Otherwise, the field is displayed as working abnormally. 

Total sessions Total number of associations. 
 

display ntp-service status 
Use display ntp-service status to display NTP service status. 

Syntax 
display ntp-service status 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display NTP service status after time synchronization. 
<Sysname> display ntp-service status 

 Clock status: synchronized 

 Clock stratum: 2 

 System peer: LOCAL(0) 

 Local mode: client 

 Reference clock ID: 127.127.1.0 

 Leap indicator: 00 

 Clock jitter: 0.000977 s 

 Stability: 0.000 pps 

 Clock precision: 2^-18 

 Root delay: 0.00000 ms 

 Root dispersion: 3.96367 ms 

 Reference time: d0c5fc32.92c70b1e  Wed, Dec 29 2010 18:28:02.573 
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System poll interval: 64 s 

# Display the NTP service status when time is not synchronized. 
<Sysname> display ntp-service status 

 Clock status: unsynchronized 

 Clock stratum: 16 

 Reference clock ID: none 

 Clock jitter: 0.000000 s 

 Stability: 0.000 pps 

 Clock precision: 2^-18 

 Clock precision:  

 Root delay: 0.00000 ms 

 Root dispersion: 0.00002 ms 

 Reference time: d0c5fc32.92c70b1e  Wed, Dec 29 2010 18:28:02.573 

 System poll interval: 8 s 

Table 5 Command output 

Field Description 

Clock status 
Status of the system clock: 
• synchronized—The system clock has been synchronized. 
• unsynchronized—The system clock has not been synchronized. 

Clock stratum Stratum level of the system clock. 

System peer IP address of the selected NTP server. 

Local mode 

Operation mode of the local device: 
• unspec—The mode is unspecified. 
• active—Active mode. 
• passive—Passive mode. 
• client—Client mode. 
• server—Server mode. 
• broadcast—Broadcast or multicast server mode. 
• bclient—Broadcast or multicast client mode. 

Reference clock ID 

For an IPv4 NTP server: 
The field represents the IP address of the remote server when the local device is 
synchronized to a remote NTP server. 
The field represents the local clock when the local device uses the local clock as the 
reference source. 
• When the local clock has a stratum level of 1, this field displays LOCL. 
• When the local clock has any other stratum, this field displays the IP address 

of the local clock. 
For an IPv6 NTP server: 
The field represents the MD5 digest of the first 32 bits of the IPv6 address of the 
remote server when the local device is synchronized to a remote IPv6 NTP server. 
The field represents the local clock when the local device uses the local clock as the 
reference source. 
• When the local clock has a stratum level of 1, this field displays LOCL. 
• When the local clock has any other stratum, this field displays the MD5 digest 

of the first 32 bits of the IPv6 address of the local clock. 
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Field Description 

Leap indicator 

Alarming status: 
• 00—Normal. 
• 01—Leap second, indicates that the last minute in a day has 61 seconds. 
• 10—Leap second, indicates that the last minute in a day has 59 seconds. 
• 11—Time is not synchronized. 

Clock jitter Difference between the system clock and reference clock, in seconds. 

Stability Clock frequency stability. A lower value represents better stability. 

Clock precision Accuracy of the system clock. 

Root delay Roundtrip delay from the local device to the primary NTP server, in milliseconds. 

Root dispersion Maximum error of the system clock relative to the primary NTP server, in 
milliseconds. 

Reference time Reference timestamp. 

System poll interval System polling interval in seconds. 
 

display ntp-service trace 
Use display ntp-service trace to display brief information about each NTP server from the 
local device back to the primary NTP server. 

Syntax 
display ntp-service trace [ source interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
source interface-type interface-number: Specifies the source interface for sending 
NTP packets to trace each NTP server from the local device back to the primary NTP server. The 
source IP address of the NTP packets is the IPv4 address/IPv6 address of the specified source 
interface. If the IP address of an NTP server is a link-local address, the link-local address of the 
outgoing interface of NTP packets is used as the source IP address of the NTP packets. If you do not 
specify this option, the interface that sends the tracing NTP packets acts as the source interface.  

Usage guidelines 
To trace back to the primary NTP server from the source interface, make sure the source interface 
and the NTP servers from the local device to the primary NTP server are reachable to each other.  

Examples 
# Display brief information about each NTP server from the local device back to the primary NTP 
server.  
<Sysname> display ntp-service trace 

Server     127.0.0.1 
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Stratum    3, jitter  0.000, synch distance 0.0000. 

Server     3000::32 

Stratum    2 , jitter 790.00, synch distance 0.0000. 

RefID      127.127.1.0 

The output shows that server 127.0.0.1 is synchronized to server 3000::32, and server 3000::32 is 
synchronized to the local clock. 

Table 6 Command output 

Field Description 
Server IP address of the NTP server. 

Stratum Stratum level of the NTP server. 

jitter Root mean square (RMS) value of the clock offset relative to the upper-level 
clock, in milliseconds. 

synch distance Synchronization distance relative to the upper-level NTP server, in seconds, 
calculated from dispersion and roundtrip delay values. 

RefID 
Identifier of the primary NTP server. When the stratum level of the primary 
reference clock is 0, it is displayed as LOCL. Otherwise, it is displayed as the IP 
address of the primary reference clock. 

 

Related commands 
ntp-service ipv6 source 

ntp-service ipv6 unicast-peer 

ntp-service ipv6 unicast-server 

ntp-service source 

ntp-service unicast-peer 

ntp-service unicast-server 

ntp-service acl 
Use ntp-service acl to configure the right for peer devices to access the IPv4 NTP services on 
the local device. 

Use undo ntp-service to remove the configured IPv4 NTP service access right. 

Syntax 
ntp-service { peer | query | server | synchronization } acl ipv4-acl-number 

undo ntp-service { peer | query | server | synchronization } [ acl 
ipv4-acl-number ] 

Default 
The right for the peer devices to access the IPv4 NTP services on the local device is peer. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
peer: Allows time requests and NTP control queries (such as alarms, authentication status, and 
time server information) from a peer device and allows the local device to synchronize itself to a peer 
device. 

query: Allows only NTP control queries from a peer device to the local device. 

server: Allows time requests and NTP control queries from a peer device, but does not allow the 
local device to synchronize itself to a peer device. 

synchronization: Allows only time requests from a peer device. 

acl ipv4-acl-number: Specifies an IPv4 ACL by its number. The peer devices that match the 
IPv4 ACL have the access right specified in the command. The ipv4-acl-number argument 
represents an IPv4 basic ACL number in the range of 2000 to 2999 or an IPv4 advanced ACL 
number in the range of 3000 to 3999. 

Usage guidelines 
When the device receives an IPv4 NTP request, it matches the request against the access rights in 
order from the least restrictive to the most restrictive: peer, server, synchronization, and query. 
• If no IPv4 NTP access control is configured, the peer access right applies. 
• If the IP address of the peer device matches a permit statement in an IPv4 ACL, the access 

right is granted to the peer device. If a deny statement or no IPv4 ACL is matched, no access 
right is granted. 

• If no IPv4 ACL is specified for an access right or the IPv4 ACL specified for the access right is 
not created, the access right is not granted. 

• If none of the IPv4 ACLs specified for the access rights is created, the peer access right 
applies. 

• If none of the IPv4 ACLs specified for the access rights contains rules, no access right is 
granted. 

The ntp-service acl command provides minimal security for a system running NTP. A more 
secure method is NTP authentication. 

Examples 
# Configure the peer devices on subnet 10.10.0.0/16 to have full access to the local device.  
<Sysname> system-view 

[Sysname] acl basic 2001 

[Sysname-acl-ipv4-basic-2001] rule permit source 10.10.0.0 0.0.255.255 

[Sysname-acl-ipv4-basic-2001] quit 

[Sysname] ntp-service peer acl 2001 

Related commands 
ntp-service authentication enable 

ntp-service authentication-keyid 

ntp-service reliable authentication-keyid 

ntp-service authentication enable 
Use ntp-service authentication enable to enable NTP authentication. 

Use undo ntp-service authentication enable to disable NTP authentication. 

Syntax 
ntp-service authentication enable 
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undo ntp-service authentication enable 

Default 
NTP authentication is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Enable NTP authentication in networks that require time synchronization security to make sure NTP 
clients are synchronized only to authenticated NTP servers. 

To authenticate an NTP server, set an authentication key and specify it as a trusted key. 

Examples 
# Enable NTP authentication. 
<Sysname> system-view 

[Sysname] ntp-service authentication enable 

Related commands 
ntp-service authentication-keyid 

ntp-service reliable authentication-keyid 

ntp-service authentication-keyid 
Use ntp-service authentication-keyid to set an NTP authentication key. 

Use undo ntp-service authentication-keyid to remove an NTP authentication key. 

Syntax 
ntp-service authentication-keyid keyid authentication-mode md5 { cipher | 
simple } string [ acl ipv4-acl-number | ipv6 acl ipv6-acl-number ] * 

undo ntp-service authentication-keyid keyid 

Default 
No NTP authentication key exists. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
keyid: Specifies an authentication key ID in the range of 1 to 4294967295. 

authentication-mode md5: Specifies the MD5 authentication algorithm. 

cipher: Specifies an authentication key in encrypted form. 
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simple: Specifies an authentication key in plaintext form. For security purposes, the authentication 
key specified in plaintext form will be stored in encrypted form. 

string: Specifies a case-sensitive authentication key. Its plaintext form is a string of 1 to 32 
characters. Its encrypted form is a string of 1 to 73 characters. 

acl ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999. 
Only the devices permitted by the ACL can use the key ID for authentication. 

ipv6 acl ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 
2999. Only the devices permitted by the ACL can use the key ID for authentication. 

Usage guidelines 
NTP authentication must be enabled on an NTP network that requires time synchronization security. 
NTP authentication ensures that NTP clients are synchronized only to authenticated NTP time 
servers. 

The key ID in the message from the peer device identifies the key used for authentication. The acl 
ipv4-acl-number or acl ipv6-acl-number option is used to identify the peer device that can 
use the key ID. 
• If the specified IPv4 or IPv6 ACL does not exist, any device can use the key ID for 

authentication. 
• If the specified IPv4 or IPv6 ACL does not contain any rules, no device can use the key ID for 

authentication. 

To ensure a successful NTP authentication, configure the same key ID and key on the time server 
and client. Make sure the peer device is allowed to use the key ID for authentication on the local 
device. 

After you specify an NTP authentication key, use the ntp-service reliable 
authentication-keyid command to configure the key as a trusted key. The key automatically 
changes to untrusted after you delete the key. In this case, you do not need to execute the undo 
ntp-service reliable authentication-keyid command. 

You can set a maximum of 128 authentication keys by executing the command. 

Examples 
# Set a plaintext MD5 authentication key, with the key ID of 10 and key value of BetterKey. 
<Sysname> system-view 

[Sysname] ntp-service authentication enable 

[Sysname] ntp-service authentication-keyid 10 authentication-mode md5 simple BetterKey 

Related commands 
ntp-service authentication enable 

ntp-service reliable authentication-keyid 

ntp-service broadcast-client 
Use ntp-service broadcast-client to configure the device to operate in NTP broadcast 
client mode and use the current interface to receive NTP broadcast packets. 

Use undo ntp-service broadcast-client to remove the configuration. 

Syntax 
ntp-service broadcast-client 

undo ntp-service broadcast-client 
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Default 
The device does not operate in any NTP association mode. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
After you configure the command, the device listens to NTP messages sent by the NTP broadcast 
server and is synchronized based on the received NTP messages. 

If you have configured the device to operate in broadcast client mode on an interface with the 
command, do not add the interface to any aggregate group. To add the interface to an aggregate 
group, remove the configuration of the command. 

Examples 
# Configure the device to operate in broadcast client mode and receive NTP broadcast messages on 
GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ntp-service broadcast-client 

Related commands 
ntp-service broadcast-server 

ntp-service broadcast-server 
Use ntp-service broadcast-server to configure the device to operate in NTP broadcast 
server mode and use the current interface to send NTP broadcast packets. 

Use undo ntp-service broadcast-server to remove the configuration. 

Syntax 
ntp-service broadcast-server [ authentication-keyid keyid | version 
number ] * 

undo ntp-service broadcast-server 

Default 
The device does not operate in any NTP association mode. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
authentication-keyid keyid: Specifies the key ID to be used for sending broadcast 
messages to broadcast clients. The value range for the keyid argument is 1 to 4294967295. If you 
do not specify this option, the local device cannot synchronize broadcast clients enabled with NTP 
authentication. 
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version number: Specifies the NTP version. The value range for the number argument is 1 to 4, 
and the default is 4. 

Usage guidelines 
After you configure the command, the device periodically sends NTP messages to the broadcast 
address 255.255.255.255. 

If you have configured the device to operate in broadcast server mode on an interface with the 
command, do not add the interface to any aggregate group. To add the interface to an aggregate 
group, remove the configuration of the command. 

Examples 
# Configure the device to operate in broadcast server mode and send NTP broadcast messages on 
GigabitEthernet 1/0/1, using key 4 for encryption. Set the NTP version to 4.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ntp-service broadcast-server authentication-keyid 4 
version 4 

Related commands 
ntp-service broadcast-client 

ntp-service dscp 
Use ntp-service dscp to set a DSCP value for IPv4 NTP packets. 

Use undo ntp-service dscp to restore the default. 

Syntax 
ntp-service dscp dscp-value 

undo ntp-service dscp 

Default 
The DSCP value for IPv4 NTP packets is 48. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
dscp-value: Sets a DSCP value in the range of 0 to 63 for IPv4 NTP packets. 

Usage guidelines 
The DSCP value is included in the ToS field of an IPv4 packet to identify the packet priority. 

Examples 
# Set the DSCP value for IPv4 NTP packets to 30. 
<Sysname> system-view 

[Sysname] ntp-service dscp 30 
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ntp-service enable 
Use ntp-service enable to enable the NTP service. 

Use undo ntp-service enable to disable the NTP service. 

Syntax 
ntp-service enable 

undo ntp-service enable 

Default 
The NTP service is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable the NTP service. 
<Sysname> system-view 

[Sysname] ntp-service enable 

ntp-service inbound enable 
Use ntp-service inbound enable to enable an interface to receive NTP messages. 

Use undo ntp-service inbound enable to disable an interface from receiving NTP 
messages. 

Syntax 
ntp-service inbound enable 

undo ntp-service inbound enable 

Default 
An interface receives NTP messages. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Execute the undo ntp-service inbound enable command on an interface in the following 
cases: 
• You do not want the interface to synchronize the peer device in the corresponding subnet. 
• You do not want the device to be synchronized by the peer device in the subnet corresponding 

to the interface. 
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Examples 
# Disable GigabitEthernet 1/0/1 from receiving NTP messages.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] undo ntp-service inbound enable 

ntp-service ipv6 acl 
Use ntp-service ipv6 acl to configure the right for the peer devices to access the IPv6 NTP 
services of the local device. 

Use undo ntp-service ipv6 to remove the configured IPv6 NTP service access right. 

Syntax 
ntp-service ipv6 { peer | query | server | synchronization } acl 
ipv6-acl-number 

undo ntp-service ipv6 { peer | query | server | synchronization } [ acl 
ipv6-acl-number ] 

Default 
The right for the peer devices to access the IPv6 NTP services on the local device is peer. 

Views 
System view 

Predefined user roes 
network-admin 

context-admin 

Parameters 
peer: Allows time requests and NTP control queries (such as alarms, authentication status, and 
time server information) and allows the local device to synchronize itself to a peer device. 

query: Allows only NTP control queries from a peer device to the local device. 

server: Allows time requests and NTP control queries, but does not allow the local device to 
synchronize itself to a peer device. 

synchronization: Allows only time requests from a system whose address passes the access 
list criteria. 

ipv6-acl-number: Specifies an IPv6 ACL by its number. The peer devices that match the IPv6 
ACL have the access right specified in the command. The ipv6-acl-number argument 
represents a basic IPv6 ACL number in the range of 2000 to 2999 or an advanced IPv6 ACL number 
in the range of 3000 to 3999. 

Usage guidelines 
When the device receives an IPv6 NTP request, it matches the request against the access rights in 
order from the least restrictive to the most restrictive: peer, server, synchronization, and query. 
• If no IPv6 NTP access control is configured, the peer access right applies. 
• If the IP address of the peer device matches a permit statement in an IPv6 ACL, the access 

right is granted to the peer device. If a deny statement or no IPv6 ACL is matched, no access 
right is granted. 

• If no IPv6 ACL is specified for an access right or the IPv6 ACL specified for the access right is 
not created, the access right is not granted. 
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• If none of the IPv6 ACLs specified for the access rights is created, the peer access right 
applies. 

• If none of the IPv6 ACLs specified for the access rights contains rules, no access right is 
granted. 

The ntp-service ipv6 acl command provides a minimum security method. NTP authentication 
is more secure. 

Examples 
# Configure the peer devices on subnet 2001::1 to have full access to the local device. 
<Sysname> system-view 

[Sysname] acl ipv6 basic 2001 

[Sysname-acl-ipv6-basic-2001] rule permit source 2001::1 64 

[Sysname-acl-ipv6-basic-2001] quit 

[Sysname] ntp-service ipv6 peer acl 2001 

Related commands 
ntp-service authentication enable 

ntp-service authentication-keyid 

ntp-service reliable authentication-keyid 

ntp-service ipv6 dscp 
Use ntp-service ipv6 dscp to set a DSCP value for IPv6 NTP packets. 

Use undo ntp-service ipv6 dscp to restore the default. 

Syntax 
ntp-service ipv6 dscp dscp-value 

undo ntp-service ipv6 dscp 

Default 
The DSCP value for IPv6 NTP packets is 56. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
dscp-value: Specifies a DSCP value in the range of 0 to 63 for IPv6 NTP packets. 

Usage guidelines 
The DSCP value is included in the Traffic Class field of an IPv6 packet to identify the packet priority. 

Examples 
# Set the DSCP value for IPv6 NTP packets to 30. 
<Sysname> system-view 

[Sysname] ntp-service ipv6 dscp 30 
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ntp-service ipv6 inbound enable 
Use ntp-service ipv6 inbound enable to enable an interface to receive IPv6 NTP 
messages. 

Use undo ntp-service ipv6 inbound enable to disable an interface from receiving IPv6 
NTP messages. 

Syntax 
ntp-service ipv6 inbound enable 

undo ntp-service ipv6 inbound enable 

Default 
An interface receives IPv6 NTP messages. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Execute the undo ntp-service ipv6 inbound enable command on an interface in the 
following cases: 
• You do not want the interface to synchronize the peer devices in the corresponding subnet. 
• You do not want the device to be synchronized by the peer devices in the subnet corresponding 

to the interface. 

Examples 
# Disable GigabitEthernet 1/0/1 from receiving IPv6 NTP messages.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] undo ntp-service ipv6 inbound enable 

ntp-service ipv6 multicast-client 
Use ntp-service ipv6 multicast-client to configure the device to operate in IPv6 NTP 
multicast client mode and use the current interface to receive IPv6 NTP multicast packets. 

Use undo ntp-service ipv6 multicast-client to remove the configuration. 

Syntax 
ntp-service ipv6 multicast-client ipv6-address 

undo ntp-service ipv6 multicast-client ipv6-address 

Default 
The device does not operate in any NTP association mode. 

Views 
Interface view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
ipv6-address: Specifies an IPv6 multicast address. An IPv6 broadcast client and an IPv6 
broadcast server must be configured with the same multicast address. 

Usage guidelines 
After you configure the command, the device listens to IPv6 NTP messages using the specified 
multicast address as the destination address. It is synchronized based on the received IPv6 NTP 
messages. 

If you have configured the device to operate in IPv6 multicast client mode on an interface by using 
the command, do not add the interface to any aggregate group. To add the interface to an aggregate 
group, remove the configuration of the command. 

Examples 
# Configure the device to operate in IPv6 multicast client mode and receive IPv6 NTP multicast 
messages with the destination FF21::1 on GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ntp-service ipv6 multicast-client ff21::1 

Related commands 
ntp-service ipv6 multicast-server 

ntp-service ipv6 multicast-server 
Use ntp-service ipv6 multicast-server to configure the device to operate in IPv6 NTP 
multicast server mode and use the current interface to send IPv6 NTP multicast packets. 

Use undo ntp-service ipv6 multicast-server to remove the configuration. 

Syntax 
ntp-service ipv6 multicast-server ipv6-address [ authentication-keyid 
keyid | ttl ttl-number ] * 

undo ntp-service ipv6 multicast-server ipv6-address 

Default 
The device does not operate in any NTP association mode. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv6-address: Specifies an IPv6 multicast address. An IPv6 multicast client and server must be 
configured with the same multicast address.  

authentication-keyid keyid: Specifies the key ID to be used for sending multicast 
messages to multicast clients. The value range for the keyid argument is 1 to 4294967295. If you 
do not specify this option, the local device cannot synchronize clients enabled with NTP 
authentication. 
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ttl ttl-number: Specifies the TTL of NTP multicast messages. The value range for the 
ttl-number argument is 1 to 255, and the default is 16. 

Usage guidelines 
After you configure the command, the device periodically sends NTP messages to the specified IPv6 
multicast address.  

If you have configured the device to operate in IPv6 multicast server mode on an interface with the 
command, do not add the interface to any aggregate group. To add the interface to an aggregate 
group, remove the configuration of the command. 

Examples 
# Configure the device to operate in IPv6 multicast server mode and send IPv6 NTP multicast 
messages on GigabitEthernet 1/0/1 to the multicast address FF21::1, using key 4 for encryption.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ntp-service ipv6 multicast-server ff21::1 

Related commands 
ntp-service ipv6 multicast-client 

ntp-service ipv6 source 
Use ntp-service ipv6 source to specify a source interface for IPv6 NTP messages. 

Use undo ntp-service ipv6 source to restore the default. 

Syntax 
ntp-service ipv6 source interface-type interface-number 

undo ntp-service ipv6 source 

Default 
No source interface is specified for IPv6 NTP messages. The device automatically selects the 
source IP address for IPv6 NTP messages. For more information, see RFC 3484. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

Usage guidelines 
If you specify a source interface for IPv6 NTP messages, the device uses the IPv6 address of the 
source interface as the source address to send IPv6 NTP messages. Consequently, the destination 
address of the IPv6 NTP response messages is the address of the source interface. 

When the device responds to an IPv6 NTP request, the source IPv6 address of the NTP response is 
always the IPv6 address of the interface that has received the IPv6 NTP request.  

If you do not want the IPv6 address of an interface on the local device to become the destination 
address for response messages, use the command to specify another interface as the source 
interface for IPv6 NTP messages. 
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The source interface for IPv6 NTP messages can also be specified in the following ways: 
• In NTP client/server mode, if you have specified the source interface for IPv6 NTP messages in 

the ntp-service ipv6 unicast-server command, the specified interface acts as the 
source interface for IPv6 NTP messages. 

• In NTP symmetric active/passive mode, if you have specified the source interface for IPv6 NTP 
messages in the ntp-service ipv6 unicast-peer command, the specified interface 
acts as the source interface for IPv6 NTP messages. 

• In NTP multicast mode, if you have configured the ntp-service ipv6 
multicast-server command on an interface, the interface acts as the source interface for 
NTP multicast messages. 

If the specified source interface is down, the device does not send IPv6 NTP messages. 

Examples 
# Specify the source interface of IPv6 NTP messages as GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] ntp-service ipv6 source gigabitethernet 1/0/1 

ntp-service ipv6 unicast-peer 
Use ntp-service ipv6 unicast-peer to specify an IPv6 symmetric-passive peer for the 
device. 

Use undo ntp-service ipv6 unicast-peer to remove the IPv6 symmetric-passive peer 
specified for the device. 

Syntax 
ntp-service ipv6 unicast-peer { peer-name | ipv6-address } [ vpn-instance 
vpn-instance-name ] [ authentication-keyid keyid | maxpoll 
maxpoll-interval | minpoll minpoll-interval | priority | source 
interface-type interface-number ] * 

undo ntp-service ipv6 unicast-peer { peer-name | ipv6-address } 
[ vpn-instance vpn-instance-name ] 

Default 
No IPv6 symmetric-passive peer is specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
peer-name: Specifies a symmetric-passive peer by its host name, a case-insensitive string of 1 to 
253 characters. Valid characters are letters, digits, hyphens (-), underscores (_), and periods (.). 

ipv6-address: Specifies a symmetric-passive peer by its IPv6 address. It must be a unicast 
address, rather than a multicast address. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the 
symmetric-passive peer belongs. The vpn-instance-name argument is a case-sensitive string 
of 1 to 31 characters. If the symmetric-passive peer is on the public network, do not specify this 
option. 
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authentication-keyid keyid: Specifies the key ID to be used for sending NTP messages to 
the peer. The value range for the keyid argument is 1 to 4294967295. If you do not specify this 
option, the local device and the peer do not authenticate each other. 

maxpoll maxpoll-interval: Specifies the maximum polling interval. The value range for the 
maxpoll-interval argument is 4 to 17, to which base 2 is raised to get the interval in seconds. 
The maximum polling interval is in the range of 24 to 217 (16 to 131072) seconds. The default value 
for the maxpoll-interval argument is 6 and the default maximum polling interval is 26 (64) 
seconds. 

minpoll minpoll-interval: Specifies the minimum polling interval. The value range for the 
minpoll-interval argument is 4 to 17, to which base 2 is raised to get the interval in seconds. 
The minimum polling interval is in the range of 24 to 217 (16 to 131072) seconds. The default value for 
the minpoll-interval argument is 6 and the default minimum polling interval is 26 (64) seconds. 

priority: Specifies the peer specified by ipv6-address or peer-name as the first choice 
under the same condition. 

source interface-type interface-number: Specifies the source interface for IPv6 NTP 
messages. If the specified passive peer address is not a link local address, the source IPv6 address 
for IPv6 NTP messages sent by the local device is the IPv6 address of the specified source interface. 
If the specified passive peer address is a link local address, the IPv6 NTP messages are sent from 
the specified source interface, and the source address of the messages is the link local address of 
the interface. The interface-type interface-number argument represents the interface 
type and number. If you do not specify an interface, the device automatically selects the source IPv6 
address of IPv6 NTP messages. For more information, see RFC 3484. 

Usage guidelines 
When you specify an IPv6 passive peer for the device, the device and its IPv6 passive peer can be 
synchronized to each other. If their clocks are in synchronized state, the clock with a high stratum 
level is synchronized to the clock with a lower stratum level. 

To synchronize the PE to a PE or CE in a VPN instance, provide the vpn-instance 
vpn-instance-name option in the command. 

If you include the vpn-instance vpn-instance-name option in the undo ntp-service 
ipv6 unicast-peer command, the command removes the symmetric-passive peer in the 
specified VPN instance. If you do not include the vpn-instance vpn-instance-name option in 
the command, the command removes the symmetric-passive peer on the public network. 

If the specified IPv6 address of the passive peer is a link local address, you must specify the source 
interface for NTP messages and cannot specify a VPN instance for the passive peer. 

If the specified IPv6 address of the passive peer is a link local address, you must specify the source 
interface for NTP messages and cannot specify a VPN instance for the passive peer. 

After you specify an IPv6 symmetric-passive peer for a device, the device polls and synchronize its 
time with the peer device at the minimum polling interval. If the time discrepancy between the two 
remains in the acceptable range, the system gradually increases the polling interval until the 
maximum polling interval is reached. If the time discrepancy exceeds the acceptable range 
repeatedly, the polling interval decreases gradually. 

The polling interval configuration takes effect when the next polling starts. 

Examples 
# Specify the device with the IPv6 address of 2001::1 as the symmetric-passive peer of the local 
device, and specify the source interface for IPv6 NTP messages as GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] ntp-service ipv6 unicast-peer 2001::1 source gigabitethernet 1/0/1 

Related commands 
ntp-service authentication enable 
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ntp-service authentication-keyid 

ntp-service reliable authentication-keyid 

ntp-service ipv6 unicast-server 
Use ntp-service ipv6 unicast-server to specify an IPv6 NTP server for the device. 

Use undo ntp-service ipv6 unicast-server to remove an IPv6 NTP server specified for 
the device. 

Syntax 
ntp-service ipv6 unicast-server { server-name | ipv6-address } 
[ vpn-instance vpn-instance-name ] [ authentication-keyid keyid | maxpoll 
maxpoll-interval | minpoll minpoll-interval | priority | source 
interface-type interface-number ] * 

undo ntp-service ipv6 unicast-server { server-name | ipv6-address } 
[ vpn-instance vpn-instance-name ] 

Default 
No IPv6 NTP server is specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
server-name: Specifies an NTP server by its host name, a case-insensitive string of 1 to 253 
characters. Valid characters are letters, digits, hyphens (-), underscores (_), and periods (.). 

ipv6-address: Specifies an NTP server by its IPv6 address. It must be a unicast address, rather 
than a multicast address. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the NTP 
server belongs. The vpn-instance-name argument is a case-sensitive string of 1 to 31 
characters. If the NTP server is on the public network, do not specify this option. 

authentication-keyid keyid: Specifies the key ID to be used for sending NTP messages to 
the NTP server. The value range for the keyid argument is 1 to 4294967295. If you do not specify 
this option, the local device and NTP server do not authenticate each other. 

maxpoll maxpoll-interval: Specifies the maximum polling interval. The value range for the 
maxpoll-interval argument is 4 to 17, to which base 2 is raised to get the interval in seconds. 
The maximum polling interval is in the range of 24 to 217 (16 to 131072) seconds. The default value 
for the maxpoll-interval argument is 6 and the default maximum polling interval is 26 (64) 
seconds. 

minpoll minpoll-interval: Specifies the minimum polling interval. The value range for the 
minpoll-interval argument is 4 to 17, to which base 2 is raised to get the interval in seconds. 
The minimum polling interval is in the range of 24 to 217 (16 to 131072) seconds. The default value for 
the minpoll-interval argument is 6 and the default minimum polling interval is 26 (64) seconds. 

priority: Specifies this NTP server as the first choice under the same condition. 

source interface-type interface-number: Specifies the source interface for IPv6 NTP 
messages. If the specified IPv6 NTP server address is not a link local address, the source IPv6 
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address for IPv6 NTP messages sent by the local device to the NTP server is the IPv6 address of the 
specified source interface. If the specified IPv6 NTP server address is a link local address, the IPv6 
NTP messages are sent from the specified source interface, and the source address of the 
messages is the link local address of the interface. The interface-type interface-number 
argument represents the interface type and number. If you do not specify an interface, the device 
automatically selects the source IPv6 address of IPv6 NTP messages. For more information, see 
RFC 3484. 

Usage guidelines 
When you specify an IPv6 NTP server for the device, the device is synchronized to the IPv6 NTP 
server, but the IPv6 NTP server is not synchronized to the device. 

To synchronize the PE to a PE or CE in a VPN instance, specify the vpn-instance 
vpn-instance-name option in the command. 

If you include the vpn-instance vpn-instance-name option in the undo ntp-service 
unicast-server command, the command removes the NTP server in the specified VPN. If you 
do not include the vpn-instance vpn-instance-name option in the command, the command 
removes the NTP server on the public network. 

If the specified IPv6 address of the NTP server is a link local address, you must specify the source 
interface for NTP messages and cannot specify a VPN instance for the NTP server. 

After you specify an IPv6 NTP server for a device, the device polls and synchronizes its time with the 
server at the minimum polling interval. If the time discrepancy between the two remains in the 
acceptable range, the system gradually increases the polling interval until the maximum polling 
interval is reached. If the time discrepancy exceeds the acceptable range repeatedly, the polling 
interval decreases gradually. 

The polling interval configuration takes effect when the next polling starts. 

Examples 
# Specify the IPv6 NTP server 2001::1 for the device. 
<Sysname> system-view 

[Sysname] ntp-service ipv6 unicast-server 2001::1 

Related commands 
ntp-service authentication enable 

ntp-service authentication-keyid 

ntp-service reliable authentication-keyid 

ntp-service max-dynamic-sessions 
Use ntp-service max-dynamic-sessions to set the maximum number of dynamic NTP 
sessions. 

Use undo ntp-service max-dynamic-sessions to restore the default. 

Syntax 
ntp-service max-dynamic-sessions number 

undo ntp-service max-dynamic-sessions 

Default 
The maximum number of dynamic NTP sessions is 100. 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Sets the maximum number of dynamic NTP associations, in the range of 0 to 100. 

Usage guidelines 
A device can have a maximum of 128 concurrent associations, including static associations and 
dynamic associations. A static association refers to an association that a user has manually created 
by using an NTP command. A dynamic association is a temporary association created by the system 
during operation. 

This command limits the number of dynamic NTP associations and prevents dynamic NTP 
associations from occupying too many system resources. 

Examples 
# Set the maximum number of dynamic NTP associations to 50. 
<Sysname> system-view 

[Sysname] ntp-service max-dynamic-sessions 50 

Related commands 
display ntp-service sessions 

ntp-service multicast-client 
Use ntp-service multicast-client to configure the device to operate in NTP multicast 
client mode and use the current interface to receive NTP multicast packets. 

Use undo ntp-service multicast-client to remove the configuration. 

Syntax 
ntp-service multicast-client [ ip-address ] 

undo ntp-service multicast-client [ ip-address ] 

Default 
The device does not operate in any NTP association mode. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies a multicast IP address. The default is 224.0.1.1. A multicast server and 
client must be configured with the same multicast IP address.  

Usage guidelines 
After you configure the command, the device listens to NTP messages using the specified multicast 
address as the destination address. 

If you have configured the device to operate in multicast client mode on an interface with the 
command, do not add the interface to any aggregate group. To add the interface to an aggregate 
group, remove the configuration of the command. 
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Examples 
# Configure the device to operate in multicast client mode and receive NTP multicast messages on 
GigabitEthernet 1/0/1, and set the multicast address to 224.0.1.1.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ntp-service multicast-client 224.0.1.1 

Related commands 
ntp-service multicast-server 

ntp-service multicast-server 
Use ntp-service multicast-server to configure the device to operate in NTP multicast 
server mode and use the current interface to send NTP multicast packets. 

Use undo ntp-service multicast-server to remove the configuration. 

Syntax 
ntp-service multicast-server [ ip-address ] [ authentication-keyid keyid 
| ttl ttl-number | version number ] * 

undo ntp-service multicast-server [ ip-address ] 

Default 
The device does not operate in any NTP association mode. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies a multicast IP address. The default is 224.0.1.1. A multicast server and 
client must be configured with the same multicast IP address. 

authentication-keyid keyid: Specifies the key ID to be used for sending multicast 
messages to multicast clients. The value range for the keyid argument is 1 to 4294967295. If you 
do not specify this option, the local device cannot synchronize multicast clients enabled with NTP 
authentication. 

ttl ttl-number: Specifies the TTL of NTP multicast messages. The value range for the 
ttl-number argument is 1 to 255. The default value is 16. 

version number: Specifies the NTP version. The value range for the number argument is 1 to 4. 
The default value is 4. 

Usage guidelines 
After you configure the command, the device periodically sends NTP messages to the specified 
multicast address. 

If you have configured the device to operate in multicast server mode on an interface with the 
command, do not add the interface to any aggregate group. To add the interface to an aggregate 
group, remove the configuration of the command. 
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Examples 
# Configure the device to operate in multicast server mode and send NTP multicast messages on 
GigabitEthernet 1/0/1 to the multicast address 224.0.1.1, using key 4 for encryption. Set the NTP 
version to 4.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ntp-service multicast-server 224.0.1.1 version 4 
authentication-keyid 4 

Related commands 
ntp-service multicast-client 

ntp-service refclock-master 
Use ntp-service refclock-master to configure the local clock as the reference source. 

Use undo ntp-service refclock-master to remove the configuration. 

Syntax 
ntp-service refclock-master [ ip-address ] [ stratum ] 

undo ntp-service refclock-master [ ip-address ] 

Default 
The device does not use its local clock as the reference clock. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: IP address of the local clock, 127.127.1.u, where u is the NTP process ID in the 
range of 0 to 3. The default value is 127.127.1.0. 

stratum: Stratum level of the local clock, in the range of 1 to 15. The default value is 8. A lower 
stratum level represents higher clock accuracy. 

Usage guidelines 
Typically an NTP server that gets its time from an authoritative time source, such as an atomic clock 
has stratum 1 and operates as the primary time server to provide time synchronization for other 
devices in the network. The accuracy of each server is the stratum, with the topmost level (primary 
servers) assigned as one and each level downwards (secondary servers) in the hierarchy assigned 
as one greater than the preceding level. 

If the devices in a network cannot synchronize to an authoritative time source, you can perform the 
following tasks: 
• Select a device that has a relatively accurate clock from the network. 
• Use the local clock of the device as the reference clock to synchronize other devices in the 

network. 

Use the command with caution to avoid time errors. As a best practice, set the local clock time to a 
correct value before you execute the command. 
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Examples 
# Specify the local clock as the reference source, with the stratum level 2. 
<Sysname> system-view 

[Sysname] ntp-service refclock-master 2 

ntp-service reliable authentication-keyid 
Use ntp-service reliable authentication-keyid to specify an authentication key as 
a trusted key. 

Use undo ntp-service reliable authentication-keyid to remove the configuration. 

Syntax 
ntp-service reliable authentication-keyid keyid 

undo ntp-service reliable authentication-keyid keyid 

Default 
No trusted key is specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
keyid: Specifies an authentication key by its ID in the range of 1 to 4294967295. 

Usage guidelines 
When NTP authentication is enabled, a client can be synchronized only to a server that can provide 
a trusted authentication key.  

Before you use the command, make sure NTP authentication is enabled and an authentication key is 
configured. The key automatically changes to untrusted after you delete the key. In this case, you do 
not need to execute the undo ntp-service reliable authentication-keyid command. 

You can set a maximum of 128 keys by executing the command. 

Examples 
# Enable NTP authentication, specify the MD5 algorithm, with the key ID of 37 and key value of 
BetterKey. 
<Sysname> system-view 

[Sysname] ntp-service authentication enable 

[Sysname] ntp-service authentication-keyid 37 authentication-mode md5 simple BetterKey 

# Specify this key as a trusted key. 
[Sysname] ntp-service reliable authentication-keyid 37 

Related commands 
ntp-service authentication enable 

ntp-service authentication-keyid 
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ntp-service source 
Use ntp-service source to specify a source interface for NTP messages. 

Use undo ntp-service source to restore the default. 

Syntax 
ntp-service source interface-type interface-number 

undo ntp-service source 

Default 
No source interface is specified for NTP messages. The device performs the following operations: 
• Searches the routing table for the outbound interface of NTP messages. 
• Uses the primary IP address of the outbound interface as the source IP address for NTP 

messages. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

Usage guidelines 
If you specify a source interface for NTP messages, the device uses the primary IP address of the 
specified interface as the source IP address to send NTP messages. Consequently, the destination 
address of the NTP response messages is the primary IP address of the source interface. 

When the device responds to an NTP request, the source IP address of the NTP response is always 
the IP address of the interface that has received the NTP request. 

If you do not want the IP address of an interface on the local device to become the destination 
address for response messages, use the command to specify another interface as the source 
interface for NTP messages. 

If you have specified the source interface for NTP messages in the ntp-service unicast-server or 
ntp-service unicast-peer command, the specified source interface is used as the source interface 
for NTP messages. 

If you have configured the ntp-service broadcast-server or ntp-service multicast-server 
command in an interface view, the interface is used as the source interface for broadcast or multicast 
NTP messages. 

If the specified source interface is down, the device does not send NTP messages. 

Examples 
# Specify the source interface for NTP messages as GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] ntp-service source gigabitethernet 1/0/1 

ntp-service time-offset-threshold 
Use ntp-service time-offset-threshold to set the time offset thresholds for outputting 
logs and traps during time synchronization. 
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Use undo ntp-service time-offset-threshold to restore the default. 

Syntax 
ntp-service time-offset-threshold { log log-threshold | trap 
trap-threshold } * 

undo ntp-service time-offset-threshold 

Default 
No time offset thresholds are set for outputting logs and traps during time synchronization. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
log log-threshold: Specifies the time offset threshold for outputting logs during time 
synchronization, in the range of 128 to 60000 milliseconds. 

trap trap-threshold: Specifies the time offset threshold for outputting traps during time 
synchronization, in the range of 128 to 60000 milliseconds. 

Usage guidelines 
By default, the system synchronizes the NTP client's time to the server and outputs a log and a trap 
when the time offset exceeds 128 ms for multiple times. 

After you set the thresholds, the system synchronizes the client's time to the server when the time 
offset exceeds 128 ms, but outputs logs and traps only when the time offset exceeds the specified 
thresholds, respectively. 

Examples 
# Set the NTP time-offset thresholds for outputting logs and traps to 500 ms and 600 ms, 
respectively. 
<Sysname> system-view 

[Sysname] ntp-service time-offset-threshold log 500 trap 600 

ntp-service unicast-peer 
Use ntp-service unicast-peer to specify a symmetric-passive peer for the device. 

Use undo ntp-service unicast-peer to remove the symmetric-passive peer specified for the 
device. 

Syntax 
ntp-service unicast-peer { peer-name | ip-address } [ vpn-instance 
vpn-instance-name ] [ authentication-keyid keyid | maxpoll 
maxpoll-interval | minpoll minpoll-interval | priority | source 
interface-type interface-number | version number ] * 

undo ntp-service unicast-peer { peer-name | ip-address } [ vpn-instance 
vpn-instance-name ] 

Default 
No symmetric-passive peer is specified. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
peer-name: Specifies a symmetric-passive peer by its host name, a case-insensitive string of 1 to 
253 characters. Valid characters are letters, digits, hyphens (-), underscores (_), and periods (.). 

ip-address: Specifies a symmetric-passive peer by its IP address. It must be a unicast address, 
rather than a broadcast address, a multicast address, or the IP address of the local clock. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the 
symmetric-passive peer belongs. The vpn-instance-name argument is a case-sensitive string 
of 1 to 31 characters. If the symmetric-passive peer is on the public network, do not specify this 
option. 

authentication-keyid keyid: Specifies the key ID to be used for sending NTP messages to 
the peer. The value range for the keyid argument is 1 to 4294967295. If you do not specify this 
option, the local device and the peer do not authenticate each other. 

maxpoll maxpoll-interval: Specifies the maximum polling interval. The value range for the 
maxpoll-interval argument is 4 to 17, to which base 2 is raised to get the interval in seconds. 
The maximum polling interval is in the range of 24 to 217 (16 to 131072) seconds. The default value 
for the maxpoll-interval argument is 6 and the default maximum polling interval is 26 (64) 
seconds. 

minpoll minpoll-interval: Specifies the minimum polling interval. The value range for the 
minpoll-interval argument is 4 to 17, to which base 2 is raised to get the interval in seconds. 
The minimum polling interval is in the range of 24 to 217 (16 to 131072) seconds. The default value for 
the minpoll-interval argument is 6 and the default minimum polling interval is 26 (64) seconds. 

priority: Specifies the peer specified by ip-address or peer-name as the first choice under 
the same condition. 

source interface-type interface-number: Specifies the source interface for NTP 
messages. In an NTP message the local device sends to its peer, the source IP address is the 
primary IP address of this interface. The interface-type interface-number argument 
represents the interface type and number. If you do not specify this option, the device searches the 
routing table for the outgoing interface and uses the primary IP address of the outgoing interface as 
the source IP address of the NTP messages. 

version number: Specifies the NTP version. The value range for the number argument is 1 to 4. 
The default value is 4. 

Usage guidelines 
When you specify a passive peer for the device, the device and its passive peer can be synchronized 
to each other. If their clocks are in synchronized state, the clock with a high stratum level is 
synchronized to the clock with a lower stratum level. 

To synchronize the PE to a PE or CE in a VPN instance, provide vpn-instance 
vpn-instance-name in your command. 

If you include vpn-instance vpn-instance-name in the undo ntp-service 
unicast-peer command, the command removes the symmetric-passive peer in the specified 
VPN instance. If you do not include vpn-instance vpn-instance-name in the command, the 
command removes the symmetric-passive peer on the public network. 
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After you specify a symmetric-passive peer for a device, the device polls and synchronizes its time 
with the peer device at the minimum polling interval. If the time discrepancy between the two remains 
in the acceptable range, the system gradually increases the polling interval until the maximum polling 
interval is reached. If the time discrepancy exceeds the acceptable range repeatedly, the polling 
interval decreases gradually. 

The polling interval configuration takes effect when the next polling starts. 

Examples 
# Specify the device with the IP address of 10.1.1.1 as the symmetric-passive peer of the local 
device, and configure the local device to run NTP version 4. Specify the source interface of NTP 
messages as GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] ntp-service unicast-peer 10.1.1.1 version 4 source gigabitethernet 1/0/1 

Related commands 
ntp-service authentication enable 

ntp-service authentication-keyid 

ntp-service reliable authentication-keyid 

ntp-service unicast-server 
Use ntp-service unicast-server to specify an NTP server for the device. 

Use undo ntp-service unicast-server to remove an NTP server specified for the device. 

Syntax 
ntp-service unicast-server { server-name | ip-address } [ vpn-instance 
vpn-instance-name ] [ authentication-keyid keyid | maxpoll 
maxpoll-interval | minpoll minpoll-interval | priority | source 
interface-type interface-number | version number ] * 

undo ntp-service unicast-server { server-name | ip-address } [ vpn-instance 
vpn-instance-name ] 

Default 
No NTP server is specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
server-name: Specifies an NTP server by its host name, a case-insensitive string of 1 to 253 
characters. Valid characters are letters, digits, hyphens (-), underscores (_), and periods (.). 

ip-address: Specifies an NTP server by its IP address. It must be a unicast address, rather than a 
broadcast address, a multicast address, or the IP address of the local clock. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the NTP 
server belongs. The vpn-instance-name argument is a case-sensitive string of 1 to 31 
characters. If the NTP server is on the public network, do not specify this option. 
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authentication-keyid keyid: Specifies the key ID to be used for sending NTP messages to 
the NTP server. The value range for the keyid argument is 1 to 4294967295. If you do not specify 
this option, the local device and NTP server do not authenticate each other. 

maxpoll maxpoll-interval: Specifies the maximum polling interval. The value range for the 
maxpoll-interval argument is 4 to 17, to which base 2 is raised to get the interval in seconds. 
The maximum polling interval is in the range of 24 to 217 (16 to 131072) seconds. The default value 
for the maxpoll-interval argument is 6 and the default maximum polling interval is 26 (64) 
seconds. 

minpoll minpoll-interval: Specifies the minimum polling interval. The value range for the 
minpoll-interval argument is 4 to 17, to which base 2 is raised to get the interval in seconds. 
The minimum polling interval is in the range of 24 to 217 (16 to 131072) seconds. The default value for 
the minpoll-interval argument is 6 and the default minimum polling interval is 26 (64) seconds. 

priority: Specifies this NTP server as the first choice under the same condition. 

source interface-type interface-number: Specifies the source interface for NTP 
messages. For an NTP message the local device sends to the NTP server, the source IP address is 
the primary IP address of this interface. The interface-type interface-number argument 
represents the interface type and number. If you do not specify this option, the device searches the 
routing table for the outgoing interface and uses the primary IP address of the outgoing interface as 
the source IP address of the NTP messages. 

version number: Specifies the NTP version. The value range for the number argument is 1 to 4. 
The default value is 4. 

Usage guidelines 
When you specify an NTP server for the device, the device is synchronized to the NTP server, but the 
NTP server is not synchronized to the device. 

To synchronize the PE to a PE or CE in a VPN instance, provide vpn-instance 
vpn-instance-name in your command. 

If you include the vpn-instance vpn-instance-name option in the undo ntp-service 
unicast-server command, the command removes the NTP server in the specified VPN 
instance. If you do not include the vpn-instance vpn-instance-name option in the command, 
the command removes the NTP server on the public network. 

After you specify an NTP server for a device, the device polls and synchronizes its time with the 
server at the minimum polling interval. If the time discrepancy between the two remains in the 
acceptable range, the system gradually increases the polling interval until the maximum polling 
interval is reached. If the time discrepancy exceeds the acceptable range repeatedly, the polling 
interval decreases gradually. 

The polling interval configuration takes effect when the next polling starts. 

Examples 
# Specify NTP server 10.1.1.1 for the device, and configure the device to run NTP version 4. 
<Sysname> system-view 

[Sysname] ntp-service unicast-server 10.1.1.1 version 4 

Related commands 
ntp-service authentication enable 

ntp-service authentication-keyid 

ntp-service reliable authentication-keyid 
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SNTP commands 
display sntp ipv6 sessions 

Use display sntp ipv6 sessions to display information about all IPv6 SNTP associations. 

Syntax 
display sntp ipv6 sessions 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display information about all IPv6 SNTP associations. 
<Sysname> display sntp ipv6 sessions 

SNTP server: 2001::1 

Stratum: 16 

Version: 4 

Last receive time: No packet was received. 

 

SNTP server: 2001::100 

Stratum: 3 

Version: 4 

Last receive time: Fri, Oct 21 2011 11:28:28.058 (Synced) 

Table 7 Command output 

Field Description 

SNTP server SNTP server (NTP server). If this field displays ::, the IPv6 address of the NTP 
server has not been resolved successfully. 

Stratum 
Stratum level of the NTP server, which determines the clock accuracy. It is in the 
range of 1 to 16. A lower stratum level represents a higher clock accuracy. A clock 
with stratum level 16 is not synchronized. 

Version SNTP version. 

Last receive time 

Time when the last message was received: 
• Synced—The local clock is synchronized to the NTP server. 
• No packet was received—The device has not received any SNTP session 

information from the server. 
 

display sntp sessions 
Use display sntp sessions to display information about all IPv4 SNTP associations. 
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Syntax 
display sntp sessions 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display information about all IPv4 SNTP associations. 
<Sysname> display sntp sessions 

SNTP server     Stratum   Version    Last receive time 

1.0.1.11        2         4          Tue, May 17 2011  9:11:20.833 (Synced) 

Table 8 Command output 

Field Description 

SNTP server SNTP server (NTP server). If this field displays 0.0.0.0, the IP address of the NTP 
server has not been resolved successfully. 

Stratum 
Stratum level of the NTP server, which determines the clock accuracy. It is in the 
range of 1 to 16. A lower stratum level represents higher clock accuracy. A clock 
with stratum level 16 is not synchronized. 

Version SNTP version. 

Last receive time Time when the last message was received. Synced means the local clock is 
synchronized to the NTP server. 

 

sntp authentication enable 
Use sntp authentication enable to enable SNTP authentication. 

Use undo sntp authentication enable to disable SNTP authentication. 

Syntax 
sntp authentication enable 

undo sntp authentication enable 

Default 
SNTP authentication is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Usage guidelines 
You need to enable SNTP authentication in networks that require time synchronization security to 
make sure SNTP clients are synchronized only to authenticated NTP servers. 

To authenticate an NTP server, set an authentication key and specify it as a trusted key. 

Examples 
# Enable SNTP authentication. 
<Sysname> system-view 

[Sysname] sntp authentication enable 

Related commands 
sntp authentication-keyid 

sntp reliable authentication-keyid 

sntp authentication-keyid 
Use sntp authentication-keyid to set an SNTP authentication key. 

Use undo sntp authentication-keyid to remove an SNTP authentication key.  

Syntax 
sntp authentication-keyid keyid authentication-mode md5 { cipher | simple } 
string [ acl ipv4-acl-number | ipv6 acl ipv6-acl-number ] * 

undo sntp authentication-keyid keyid 

Default 
No SNTP authentication key exists. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
keyid: Specifies an authentication key ID in the range of 1 to 4294967295. 

authentication-mode md5: Specifies the MD5 authentication algorithm. 

cipher: Specifies an authentication key in encrypted form. 

simple: Specifies an authentication key in plaintext form. For security purposes, the authentication 
key specified in plaintext form will be stored in encrypted form. 

string: Specifies a case-sensitive authentication key. Its plaintext form is a string of 1 to 32 
characters. Its encrypted form is a string of 1 to 73 characters. 

acl ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999. 
Only the devices permitted by the ACL can use the key ID for authentication. 

ipv6 acl ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 
2999. Only the devices permitted by the ACL can use the key ID for authentication. 
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Usage guidelines 
SNTP authentication must be enabled on an SNTP network that requires time synchronization 
security. SNTP authentication ensures that SNTP clients are synchronized only to authenticated 
NTP time servers. 

The key ID in the message from the peer device identifies the key used for authentication. The acl 
ipv4-acl-number or acl ipv6-acl-number option is used to identify the peer device that can 
use the key ID. 
• If the specified IPv4 or IPv6 ACL does not exist, any device can use the key ID for 

authentication. 
• If the specified IPv4 or IPv6 ACL does not contain any rules, no device can use the key ID for 

authentication. 

To ensure a successful authentication, configure the same key ID and key on the time server and 
client. Make sure the peer device is allowed to use the key ID for authentication on the local device. 

After you configure an SNTP authentication key, use the sntp reliable 
authentication-keyid command to set it as a trusted key. The key automatically changes to 
untrusted after you delete the key. In this case, you do not need to execute the undo 
sntp-service reliable authentication-keyid command. 

You can set a maximum of 128 authentication keys by executing the command. 

Examples 
# Set an MD5 authentication key, with the key ID of 10 and key value of BetterKey. Input the key in 
plain text. 
<Sysname> system-view 

[Sysname] sntp authentication enable 

[Sysname] sntp authentication-keyid 10 authentication-mode md5 simple BetterKey 

Related commands 
sntp authentication enable 

sntp reliable authentication-keyid 

sntp enable 
Use sntp enable to enable the SNTP service. 

Use undo sntp enable to disable the SNTP service. 

Syntax 
sntp enable 

undo sntp enable 

Default 
The SNTP service is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Examples 
# Enable the SNTP service. 
<Sysname> system-view 

[Sysname] sntp enable 

sntp ipv6 unicast-server 
Use sntp ipv6 unicast-server to specify an IPv6 NTP server for the device. 

Use undo sntp ipv6 unicast-server to remove the IPv6 NTP server specified for the device. 

Syntax 
sntp ipv6 unicast-server { server-name | ipv6-address } [ vpn-instance 
vpn-instance-name ]  [ authentication-keyid keyid | source interface-type 
interface-number ] * 

undo sntp ipv6 unicast-server { server-name | ipv6-address } [ vpn-instance 
vpn-instance-name ] 

Default 
No IPv6 NTP server is specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
server-name: Specifies an NTP server by its host name, a case-insensitive string of 1 to 253 
characters. Valid characters are letters, digits, hyphens (-), underscores (_), and periods (.). 

ipv6-address: Specifies an NTP server by its IPv6 address. 

vpn-instance vpn-instance-name: Specifies MPLS L3VPN instance to which the NTP 
server belongs. The vpn-instance-name argument is a case-sensitive string of 1 to 31 
characters. If the NTP server is on the public network, do not specify this option. 

authentication-keyid keyid: Specifies the key ID to be used for sending NTP messages to 
the NTP server. The value range for the keyid argument is 1 to 4294967295. If you do not specify 
this option, the local device and NTP server do not authenticate each other. 

source interface-type interface-number: Specifies the source interface for IPv6 NTP 
messages. If the specified IPv6 NTP server address is not a link local address, the source IPv6 
address for IPv6 NTP messages sent by the local device to the NTP server is the IPv6 address of the 
specified source interface. If the specified IPv6 NTP server address is a link local address, the IPv6 
NTP messages are sent from the specified source interface, and the source address of the 
messages is the link local address of the interface. The interface-type interface-number 
argument represents the interface type and number. If you do not specify an interface, the device 
automatically selects the source IPv6 address of IPv6 NTP messages. For more information, see 
RFC 3484. 

Usage guidelines 
When you specify an IPv6 NTP server for the device, the device is synchronized to the NTP server, 
but the NTP server is not synchronized to the device. 
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To synchronize the PE to a PE or CE in a VPN instance, provide the vpn-instance 
vpn-instance-name option in your command. 

If you include the vpn-instance vpn-instance-name option in the undo ntp-service 
unicast-server command, the command removes the NTP server in the specified VPN 
instance. If you do not include the vpn-instance vpn-instance-name option in the command, 
the command removes the NTP server on the public network. 

If the specified IPv6 address of the NTP server is a link local address, you must specify the source 
interface for NTP messages and cannot specify a VPN instance for the NTP server. 

Examples 
# Specify the IPv6 NTP server 2001::1 for the device. 
<Sysname> system-view 

[Sysname] sntp ipv6 unicast-server 2001::1 

Related commands 
sntp authentication enable 

sntp authentication-keyid 

sntp reliable authentication-keyid 

sntp reliable authentication-keyid 
Use sntp reliable authentication-keyid to specify a trusted key. 

Use undo sntp reliable authentication-keyid to remove the trusted key. 

Syntax 
sntp reliable authentication-keyid keyid 

undo sntp reliable authentication-keyid keyid 

Default 
No trusted key is specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
keyid: Specifies an authentication key by its ID in the range of 1 to 4294967295. 

Usage guidelines 
If SNTP is enabled, the SNTP client is synchronized only to an NTP server that provides a trusted 
key. 

Before you use the command, make sure SNTP authentication is enabled and an authentication key 
is configured. The key automatically changes to untrusted after you delete the key. In this case, you 
do not need to execute the undo sntp-service reliable authentication-keyid 
command. 

Examples 
# Enable NTP authentication, and specify the MD5 encryption algorithm, with the key ID of 37 and 
key value of BetterKey. 
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<Sysname> system-view 

[Sysname] sntp authentication enable 

[Sysname] sntp authentication-keyid 37 authentication-mode md5 simple BetterKey 

# Specify this key as a trusted key. 
[Sysname] sntp reliable authentication-keyid 37 

Related commands 
sntp authentication-keyid 

sntp authentication enable 

sntp time-offset-threshold 
Use sntp time-offset-threshold to set the time offset thresholds for outputting logs and 
traps during time synchronization. 

Use undo sntp-service time-offset-threshold to restore the default. 

Syntax 
sntp time-offset-threshold { log log-threshold | trap trap-threshold } * 

undo sntp time-offset-threshold 

Default 
No time offset thresholds are set for outputting logs and traps during time synchronization. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
log log-threshold: Specifies the time offset threshold for outputting logs during time 
synchronization, in the range of 128 to 60000 milliseconds. 

trap trap-threshold: Specifies the time offset threshold for outputting traps during time 
synchronization, in the range of 128 to 60000 milliseconds. 

Usage guidelines 
After you set the thresholds, the system synchronizes the client's time to the server when the time 
offset exceeds 128 ms, but outputs logs and traps only when the time offset exceeds the specified 
thresholds, respectively. 

Examples 
# Set the time offset thresholds for outputting logs and traps during time synchronization of 500 ms 
and 600 ms, respectively. 
<Sysname> system-view 

[Sysname] sntp time-offset-threshold log 500 trap 600 

sntp unicast-server 
Use sntp unicast-server to specify an NTP server for the device. 

Use undo sntp unicast-server to remove an NTP server specified for the device. 
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Syntax 
sntp unicast-server { server-name | ip-address } [ vpn-instance 
vpn-instance-name ] [ authentication-keyid keyid | source interface-type 
interface-number | version number ] * 

undo sntp unicast-server { server-name | ip-address } [ vpn-instance 
vpn-instance-name ] 

Default 
No NTP server is specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
server-name: Specifies an NTP server by its host name, a case-insensitive string of 1 to 253 
characters. Valid characters are letters, digits, hyphens (-), underscores (_), and periods (.). 

ip-address: Specifies an NTP server by its IP address. It must be a unicast address, rather than a 
broadcast address, a multicast address, or the IP address of the local clock. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance VPN to which the 
NTP server belongs. The vpn-instance-name argument is a case-sensitive string of 1 to 31 
characters. If the NTP server is on the public network, do not specify this option. 

authentication-keyid keyid: Specifies the key ID to be used for sending NTP messages to 
the NTP server. The value range for the keyid argument is 1 to 4294967295. If you do not specify 
this option, the local device and NTP server do not authenticate each other. 

source interface-type interface-number: Specifies the source interface for NTP 
messages. In an NTP message the local device sends to the NTP server, the source IP address is 
the primary IP address of this interface. The interface-type interface-number argument 
represents the interface type and number. 

version number: Specifies the NTP version. The value range for the number argument is 1 to 4. 
The default value is 4. 

Usage guidelines 
When you specify an NTP server for the device, the device is synchronized to the NTP server, but the 
NTP server is not synchronized to the device. 

To synchronize the PE to a PE or CE in a VPN instance, provide vpn-instance 
vpn-instance-name in your command. 

If you include the vpn-instance vpn-instance-name option in the undo ntp-service 
unicast-server command, the command removes the NTP server in the specified VPN 
instance. If you do not include the vpn-instance vpn-instance-name option in the command, 
the command removes the NTP server on the public network. 

Examples 
# Specify NTP server 10.1.1.1 for the device, and configure the device to run NTP version 4. 
<Sysname> system-view 

[Sysname] sntp unicast-server 10.1.1.1 version 4 
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Related commands 
sntp authentication enable 

sntp authentication-keyid 

sntp reliable authentication-keyid 
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EAA commands 
action cli 

Use action cli to add a CLI action to a monitor policy. 

Use undo action to remove an action. 

Syntax 
action number cli command-line 

undo action number 

Default 
A monitor policy does not contain any actions. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies an action ID in the range of 0 to 231. 

cli command-line: Specifies the command line to be executed when the event occurs. You can 
enter abbreviated forms of command keywords, but you must make sure the forms can uniquely 
identify the command keywords. For example, you can enter dis cu for the display 
current-configuration command. 

Usage guidelines 
You can configure a series of actions to be executed in response to the event specified in a monitor 
policy. EAA executes the actions in ascending order of action IDs. When you add actions to a policy, 
you must make sure the execution order is correct. If two actions have the same ID, the most recent 
one takes effect. 

To execute a command in a view other than user view, you must define actions required for 
accessing the target view before defining the command execution action. In addition, you must 
number the actions in the order they should be executed, starting with entering system view. 

For example, to shut down an interface, you must create the following actions in order:  
1. Action to enter system view.  
2. Action to enter interface view.  
3. Action to shut down the interface. 

When you define an action, you can specify a value or specify a variable name for an argument. For 
more information about using EAA environment variables, see "rtm environment." 

Examples 
# Configure a CLI action for the CLI-defined policy test to shut down GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] action 1 cli system-view 

[Sysname-rtm-test] action 2 cli interface gigabitethernet 1/0/1 
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[Sysname-rtm-test] action 3 cli shutdown 

action reboot 
Use action reboot to add a reboot action to a monitor policy. 

Use undo action to remove an action. 

Syntax 
action number reboot [ slot slot-number ] 

undo action number 

Default 
A monitor policy does not contain any actions. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies an action ID in the range of 0 to 231. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, the command reboots the IRF fabric.  

Usage guidelines 
The reboot action configured with this command reboots devices or cards without saving the running 
configuration. If you want to save the running configuration, use the action cli command to 
configure reboot actions. 

You can configure a series of actions to be executed in response to the event specified in a monitor 
policy. EAA executes the actions in ascending order of action IDs. When you add actions to a policy, 
you must make sure the execution order is correct. If two actions have the same ID, the most recent 
one takes effect. 

When you define an action, you can specify a value or specify a variable name for an argument. For 
more information about using EAA environment variables, see "rtm environment." 

Examples 
# Configure an action for the CLI-defined policy test to reboot the specified slot. 

<Sysname> system-view 
[Sysname] rtm cli-policy test 

[Sysname-rtm-test] action 3 reboot slot 1 

action switchover 
Use action switchover to add an active/standby switchover action to a monitor policy. 

Use undo action to remove an action. 

Syntax 
action number switchover 
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undo action number 

Default 
A monitor policy does not contain any actions. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies an action ID in the range of 0 to 231. 

Usage guidelines 
You can configure a series of actions to be executed in response to the event specified in a monitor 
policy. EAA executes the actions in ascending order of action IDs. When you add actions to a policy, 
you must make sure the execution order is correct. If two actions have the same ID, the most recent 
one takes effect. 

This command does not trigger a master/subordinate switchover in either of the following situations: 
• No subordinate device is configured. 
• The subordinate device is not in up state. 

Examples 
# Configure an action for the CLI-defined policy test to perform an active/standby switchover. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] action 3 switchover 

action syslog 
Use action syslog to add a Syslog action to a monitor policy. 

Use undo action to remove an action. 

Syntax 
action number syslog priority priority facility local-number msg msg-body 

undo action number 

Default 
A monitor policy does not contain any actions. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
number: Specifies an action ID in the range of 0 to 231. 
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priority priority: Specifies the log severity level in the range of 0 to 7. A lower value 
represents a higher severity level. 

facility local-number: Specifies a logging facility by its facility number in the range of local0 
to local7. Facility numbers are used by a log host to identify log creation facilities for filtering log 
messages.  

msg msg-body: Configures the log message body. 

Usage guidelines 
EAA sends log messages to the information center. You can configure the information center to 
output these messages to certain destinations. For more information about the information center, 
see "Configuring the information center." 

You can configure a series of actions to be executed in response to the event specified in a monitor 
policy. EAA executes the actions in ascending order of action IDs. When you add actions to a policy, 
you must make sure the execution order is correct. If two actions have the same ID, the most recent 
one takes effect. 

When you define an action, you can specify a value or specify a variable name for an argument. For 
more information about using EAA environment variables, see "rtm environment." 

Examples 
# Configure an action for the CLI-defined policy test to send a log message "hello" with a severity of 
7 from the facility device local3. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] action 3 syslog priority 7 facility local3 msg hello 

commit 
Use commit to enable a CLI-defined monitor policy. 

Syntax 
commit 

Default 
No CLI-defined monitor policies are enabled. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
You must execute this command for a CLI-defined monitor policy to take effect. 

After changing the settings in a policy that has been enabled, you must re-execute this command for 
the changes to take effect. 

Examples 
# Enable CLI-defined monitor policy test. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] commit 
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display rtm environment 
Use display rtm environment to display user-defined EAA environment variables and their 
values. 

Syntax 
display rtm environment [ var-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
var-name: Specifies a user-defined EAA environment variable by its name, a case-sensitive string 
of 1 to 63 characters. The name can contain digits, letters, and the underscore sign (_), but its 
leading character cannot be the underscore sign. If you do not specify a variable, this command 
displays all user-defined EAA environment variables. 

Examples 
# Display all user-defined EAA environment variables. 
<Sysname> display rtm environment 

Name             Value 

save_cmd         save main force 

show_run_cmd     display current-configuration 

Table 1 Command output 

Field Description 

Name 
Name of a user-defined EAA environment variable. This field displays a maximum of 
30 characters. To display a user-defined EAA environment variable name of more 
than 30 characters, use the display current-configuration command. 

Value 
Value of the user-defined EAA environment variable. This field displays a maximum of 
30 characters. To display a user-defined EAA environment variable value of more 
than 30 characters, use the display current-configuration command. 

 

display rtm policy 
Use display rtm policy to display information about EAA monitor policies. 

Syntax 
display rtm policy { active | registered [ verbose ] } [ policy-name ] 

Views 
Any view 

Predefined user roles 
network-admin 
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network-operator 

context-admin 

context-operator 

Parameters 
active: Specifies policies that are executing the actions. 

registered: Specifies policies that have been created. 

verbose: Displays detailed information about monitor policies. 

policy-name: Specifies a policy by its name, a case-sensitive string of 1 to 63 characters. If you 
do not specify a policy, the command displays information about all monitor policies. 

Usage guidelines 
To display the running configuration of CLI-defined monitor policies, execute the display 
current-configuration command in any view or execute the display this command in 
CLI-defined monitor policy view. 

Examples 
# Display monitor policies that are executing the actions. 
<Sysname> display rtm policy active 

JID   Type  Event      TimeActive           PolicyName 

507   CLI   INTERFACE  Aug 29 14:55:55 2013 test 

Table 2 Command output 

Field Description 
JID Job ID, displayed only when you specify the active keyword. 

Type 
Policy creation method: 
• TCL—The policy was configured by using Tcl. 
• CLI—The policy was configured from the CLI. 

Event Event type, including CLI, hotplug, interface, process, SNMP, SNMP-Notification, 
Syslog, and track. 

TimeActive Time when the monitor policy was triggered. 

PolicyName Name of the monitor policy. 
 

# Display brief information about all created monitor policies. 
<Sysname> display rtm policy registered 

Total number: 1 

Type  Event      TimeRegistered       PolicyName 

CLI              Aug 29 14:54:50 2013 test 

Table 3 Command output 

Field Description 
Total number Total number of the monitor policies. 

Type 
Policy creation method: 
• TCL—The policy was configured by using Tcl. 
• CLI—The policy was configured from the CLI. 

Event Event type, including CLI, hotplug, interface, process, SNMP, SNMP-Notification, 
Syslog, and track. 
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Field Description 
TimeRegistered Time when the monitor policy was created. 

PolicyName Name of the monitor policy. 
 

# Display detailed information about all monitor policies. 
<Sysname> display rtm policy registered verbose 

  Total number: 1 

 

   Policy Name: test 

   Policy Type: CLI 

    Event Type: 

TimeRegistered: Aug 29 14:54:50 2013 

     User-role: network-operator 

                network-admin 

Table 4 Command output 

Field Description 
Total number Total number of the monitor polices. 

PolicyName Name of the monitor policy. 

Policy Type 
Policy creation method: 
• TCL—The policy was configured by using Tcl. 
• CLI—The policy was configured from the CLI. 

Event Type Event type, including CLI, hotplug, interface, process, SNMP, SNMP-Notification, 
Syslog, and track. 

TimeRegistered Time when the policy was created. 

User-role User roles for executing the monitor policy. To execute the monitor policy, an 
administrator must have a minimum of one of the displayed user roles. 

 

event cli 
Use event cli to configure a CLI event for a CLI-defined monitor policy. 

Use undo event to delete the event in a CLI-defined monitor policy. 

Syntax 
event cli { async [ skip ] | sync } mode { execute | help | tab } pattern 
regular-exp 

undo event 

Default 
No CLI event is configured. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
async [ skip ]: Enables or disables the system to execute the command that triggers the policy. If 
you specify the skip keyword, the system executes the actions in the policy without executing the 
command that triggers the policy. If you do not specify the skip keyword, the system executes both 
the actions in the policy and the command entered at the CLI. 

sync: Enables the system to execute the command that triggers the event only if the policy has 
been executed successfully. 

mode { execute | help | tab }: Specifies the CLI operation to monitor: 

• execute: Triggers the policy when a matching command is entered. 

• help: Triggers the policy when a question mark (?) is entered at a matching command line. 

• tab: Triggers the policy when the Tab key is pressed to complete a parameter in a matching 
command line.  

pattern regular-exp: Specifies a regular expression for matching commands that trigger the 
policy. For more information about using regular expressions, see CLI in Fundamentals 
Configuration Guide. 

Usage guidelines 
Use CLI event monitor policies to monitor operations performed at the CLI. 

You can configure only one event for a monitor policy. If the monitor policy already contains an event, 
the new event replaces the old event. 

Examples 
# Configure a CLI-defined policy to monitor execution of commands that contain the display 
interface brief string. Enable the system to execute the actions in the policy without executing 
the command that triggers the policy. 
<Sysname>system-view 

[Sysname] rtm cli-policy test 

[Sysname-rmt-test] event cli async skip mode execute pattern display interface brief 

# Configure a CLI-defined policy to monitor the use of the Tab key at command lines that contain the 
display interface brief string. Enable the system to execute the actions in the policy and 
display the complete parameter when Tab is pressed at a policy-matching command line. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rmt-test] event cli async mode tab pattern display interface brief 

# Configure a CLI-defined policy to monitor the use of the question mark (?) at command lines that 
contain the display interface brief string. Enable the system to execute a policy-matching 
command line only if the actions in the policy are executed successfully when a question mark is 
entered at the command line. 
<Sysname>system-view 

[Sysname] rtm cli-policy test 

[Sysname-rmt-test] event cli sync mode help pattern display interface brief 

event hotplug 
Use event hotplug to configure an IRF member device join or leave event. 

Use undo event to delete the event in a CLI-defined monitor policy. 

Syntax 
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event hotplug [ insert | remove ] slot slot-number 

undo event 

Default 
No hotplug event is configured. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
insert: Specifies the IRF member device join event. 

remove: Specifies the IRF member device leave event. 

slot slot-number: Specifies an IRF member device by its member ID.  

Usage guidelines 
After you configure the event, the monitor policy is triggered when the member device joins or leaves 
the IRF fabric. If you do not specify the insert or remove keyword, EAA monitors the member 
device for joining or leaving the IRF fabric. 

You can configure only one event entry for a monitor policy. If the monitor policy already contains an 
event entry, the new event entry replaces the old event entry. 

Examples 
# Configure a CLI-defined policy to monitor the member device for joining or leaving the IRF fabric.  
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] event hotplug slot 1 

event interface 
Use event interface to configure an interface event for a CLI-defined monitor policy. 

Use undo event to delete the event in a CLI-defined monitor policy. 

Syntax 
event interface interface-type interface-number monitor-obj monitor-obj 
start-op start-op start-val start-val restart-op restart-op restart-val 
restart-val [ interval interval ] 

undo event 

Default 
No interface event is configured. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

monitor-obj monitor-obj: Specifies the traffic statistic to be monitored on the interface. For 
keywords available for the monitor-obj argument, see Table 5. 

start-op start-op: Specifies the operator for comparing the monitored traffic statistic with the 
start threshold. The start threshold is crossed if the comparison result meets the condition. For 
keywords available for the start-op argument, see Table 6. 

start-val start-val: Specifies the start threshold to be compared with the monitored traffic 
statistic. The value range is 0 to 4294967295. 

restart-op restart-op: Specifies the operator for comparing the monitored traffic statistic 
with the restart threshold. The restart threshold is crossed if the comparison result meets the 
condition. For keywords available for the restart-op argument, see Table 6. 

restart-val restart-val: Specifies the restart threshold to be compared with the monitored 
traffic statistic. The value range is 0 to 4294967295. 

interval interval: Specifies the interval to sample the monitored traffic statistic for a 
comparison. The value range is 1 to 4294967295, in seconds. The default value is 300. 

Table 5 Monitored objects 

Monitored traffic 
statistic Description 

input-drops Number of discarded incoming packets during the sampling interval 

input-errors Number of incoming error packets during the sampling interval 

output-drops Number of discarded outgoing packets during the sampling interval 

output-errors Number of outgoing error packets during the sampling interval 

rcv-bps Receive rate, in bps during the sampling interval 

rcv-broadcasts Number of incoming broadcasts during the sampling interval 

rcv-pps Receive rate, in packets per second 

tx-bps Transmit rate, in bps 

tx-pps Transmit rate, in packets per second 
 

Table 6 Comparison operators 

Comparison operator Description 
eq Equal to 

ge Greater than or equal to 

gt Greater than 

le Less than or equal to 

lt Less than 

ne Not equal to 
 

Usage guidelines 
Use interface event monitor policies to monitor traffic statistics on an interface. 

You can configure only one event for a monitor policy. If the monitor policy already contains an event, 
the new event replaces the old event. 
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EAA executes an interface event policy when the monitored interface traffic statistic crosses the start 
threshold in the following situations: 
• The statistic crosses the start threshold for the first time. 
• The statistic crosses the start threshold each time after it crosses the restart threshold. 

The following is the interface event monitor process of EAA: 
1. Compares the traffic statistic sample with the start threshold at sampling intervals until the start 

threshold is crossed. 
2. Executes the policy. 
3. Compares the traffic statistic sample with the restart threshold at sampling intervals until the 

restart threshold is crossed. 
4. Compares the traffic statistic sample with the start threshold at sampling intervals until the start 

threshold is crossed. 
5. Executes the policy again. 

This process cycles for the monitor policy to be executed and re-executed. 

Examples 
# Configure a CLI-defined policy to monitor the incoming error packet statistic on GigabitEthernet 
1/0/1 every 60 seconds. Set the start threshold to 1000 and the restart threshold to 50. Enable EAA 
to execute the policy when the statistic exceeds 1000 for the first time. Enable EAA to re-execute the 
policy if the statistic exceeds 1000 each time after the statistic has dropped below 50. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] event interface gigabitethernet 1/0/1 monitor-obj input-errors 
start-op gt start-val 1000 restart-op lt restart-val 50 interval 60 

event process 
Use event process to configure a process event for a CLI-defined monitor policy. 

Use undo event to delete the event in a CLI-defined monitor policy. 

Syntax 
event process { exception | restart | shutdown | start } [ name process-name 
[ instance instance-id ] ] [ slot slot-number ] 

undo event 

Default 
No process event is configured. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
exception: Monitors the specified process for exceptional events. EAA executes the policy when 
an exception occurs to the monitored process. 

restart: Monitors the specified process for restart events. EAA executes the policy when the 
monitored process restarts. 
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shutdown: Monitors the specified process for shutdown events. EAA executes the policy when the 
monitored process is shut down. 

start: Monitors the specified process for start events. EAA executes the policy when the monitored 
process starts. 

name process-name: Specifies a user-mode process by its name. The process can be one that is 
running or not running. If you do not specify a name, this command monitors all use-mode 
processes. 

instance instance-id: Specifies a process instance ID in the range of 0 to 4294967295. The 
instance ID can be one that has not been created yet. If you do not specify an instance, EAA 
monitors all instances of the process. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the IRF fabric.  

Usage guidelines 
Use process event monitor policies to monitor process state changes. These changes can result 
from manual operations or automatic system operations. 

You can configure only one event for a monitor policy. If the monitor policy already contains an event, 
the new event replaces the old event. 

Examples 
# Configure a CLI-defined policy to monitor all instances of the process snmpd for restart events. 
<Sysname>system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] event process restart name snmpd 

event snmp oid 
Use event snmp oid to configure an SNMP event for a CLI-defined monitor policy. 

Use undo event to delete the event in a CLI-defined monitor policy. 

Syntax 
event snmp oid oid monitor-obj { get | next } start-op start-op start-val 
start-val restart-op restart-op restart-val restart-val [ interval 
interval ] 

undo event 

Default 
No SNMP event is configured. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
oid oid: Specifies the OID of the monitored MIB variable, a string of 1 to 256 characters. 

monitor-obj { get | next }: Specifies the SNMP operation used for sampling variable values. 
The get keyword represents the SNMP get operation, and the next keyword represents the SNMP 
getNext operation. 
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start-op start-op: Specifies the operator for comparing the sampled value with the start 
threshold. The start threshold is crossed if the comparison result meets the condition. For keywords 
available for the start-op argument, see Table 6. 

start-val start-val: Specifies the start threshold to be compared with the sampled value. The 
start-val argument can be any data type supported by SNMP, including numerals and character 
strings. The  value range for the start-val argument is a string of 1 to 512 characters. If the 
threshold value contains spaces, you must enclose the value in quotation marks (" "). 

restart-op op: Specifies the operator for comparing the sampled value with the restart threshold. 
The restart threshold is crossed if the comparison result meets the condition. For keywords available 
for the start-op argument, see Table 6. 

restart-op restart-val: Specifies the restart threshold to be compared with the sampled 
value. The restart-val argument can be any data type supported by SNMP, including numerals 
and character strings. The value range for the restart-val argument is a string of 1 to 512 
characters. If the threshold value contains spaces, you must enclose the value in quotation marks (" 
"). 

interval interval: Specifies the sampling interval in the range of 1 to 4294967295, in seconds. 
The default value is 300. 

Usage guidelines 
Use SNMP event monitor policy to monitor value changes of MIB variables. 

You can configure only one event for a monitor policy. If the monitor policy already contains an event, 
the new event replaces the old event. 

EAA executes an SNMP event policy when the monitored MIB variable's value crosses the start 
threshold in the following situations: 
• The monitored variable's value crosses the start threshold for the first time. 
• The monitored variable's value crosses the start threshold each time after it crosses the restart 

threshold. 

The following is the SNMP event monitor process of EAA: 
1. Compares the variable sample with the start threshold at sampling intervals until the start 

threshold is crossed. 
2. Executes the policy. 
3. Compares the variable sample with the restart threshold at sampling intervals until the restart 

threshold is crossed. 
4. Compares the variable sample with the start threshold at sampling intervals until the start 

threshold is crossed. 
5. Executes the policy again. 

This process cycles for the monitor policy to be executed and re-executed. 

For the command to take effect, enable SNMP before you execute this command. The device 
automatically deletes this command after you disable SNMP. 

Examples 
# Configure a CLI-defined policy to get the value of the MIB variable 1.3.6.4.9.9.42.1.2.1.6.4 every 
five seconds. Set the start threshold to 1 and the restart threshold to 2. Enable EAA to execute the 
policy when the value changes to 1 for the first time. Enable EAA to re-execute the policy if the value 
changes to 1 each time after the value has changed to 2. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] event snmp oid 1.3.6.4.9.9.42.1.2.1.6.4 monitor-obj get start-op eq 
start-val 1 restart-op eq restart-val 2 interval 5 
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event snmp-notification 
Use event snmp-notification to configure an SNMP-Notification event for a CLI-defined 
policy. 

Use undo event to remove the event in a CLI-defined policy. 

Syntax 
event snmp-notification oid oid oid-val oid-val op op [ drop ] 

undo event 

Default 
No SNMP-Notification event is configured. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
oid oid: Specifies the OID of the monitored MIB variable, a string of 1 to 256 characters. 

oid-val oid-val: Specifies the threshold to be compared with the sampled value. The oid-val 
argument can be any data type supported by SNMP, including numerals and character strings. The 
value range for the oid-val argument is a string of 1 to 512 characters. If the threshold value 
contains spaces, you must enclose the value in quotation marks (" "). 

op op: Specifies the operator for comparing the sampled value with the threshold. The policy is 
executed if the comparison result meets the condition. For keywords available for the start-op 
argument, see Table 6. 

drop: Drops the notification if the comparison result meets the condition. If you do not specify this 
keyword, the system sends the notification. 

Usage guidelines 
Use SNMP-Notification event monitor policies to monitor variables in SNMP notifications.  

EAA executes an SNMP-Notification event monitor policy when the value of the monitored variable 
in an SNMP notification meets the specified condition. 

You can configure only one event for a monitor policy. If the monitor policy already contains an event, 
the new event replaces the old event. 

For the command to take effect, enable SNMP before you execute this command. The device 
automatically deletes this command after you disable SNMP. 

Examples 
# Configure a CLI-defined policy to monitor SNMP notifications that contain the use name variable 
1.3.6.1.4.1.25506.2.2.1.1.2.1.0. Enable the system to execute the policy and drop the SNMP 
notification if the use name variable value is admin. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] event snmp-notification oid 1.3.6.1.4.1.25506.2.2.1.1.2.1.0 oid-val 
admin op eq drop 
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event syslog 
Use event syslog to configure a Syslog event for a CLI-defined monitor policy. 

Use undo event to delete the event in a CLI-defined monitor policy. 

Syntax 
event syslog priority { priority | all } msg msg occurs times period period 

undo event 

Default 
No Syslog event is configured. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
priority { priority | all }: Specifies the severity level for matching log messages. 

• priority: Specifies the lowest severity level for matching log messages. It is an integer in the 
range of 0 to 7. A lower number represents higher severity level. For example, specify a severity 
level of 3 to match log messages from level 3 to level 0. 

• all: Represents any severity level from 0 to 7. 

msg msg: Specifies a regular expression to match the logs. The msg argument represents a regular 
expression, a string of 1 to 255 characters. 

occurs times period period: Executes the policy if the number of log matches over an 
interval exceeds the limit. The times argument specifies the maximum number of log matches in 
the range of 1 to 32. The period argument specifies an interval in the range of 1 to 4294967295 
seconds. 

Usage guidelines 
Use Syslog event monitor policies to monitor log messages. 

EAA executes a Syslog event monitor policy when the number of matching logs over an interval 
reaches the limit.  
 

 NOTE: 
EAA does not count log messages generated by the RTM module when it counts log matches. 
 

You can configure only one event for a monitor policy. If the monitor policy already contains an event, 
the new event replaces the old event. 

A regular expression can contain the special characters described in Table 7. 

Table 7 Special characters supported in a regular expression 

Characters Meaning Examples 

^ Matches the beginning of a line. "^u" matches all lines beginning with "u". A line 
beginning with "Au" is not matched. 

$ Matches the end of a line. "u$" matches all lines ending with "u". A line 
ending with "uA" is not matched. 



 

16 

Characters Meaning Examples 
. (period) Matches any single character. ".s" matches "as" and "bs". 

* Matches the preceding character or 
string zero, one, or multiple times. 

"zo*" matches "z" and "zoo", and "(zo)*" 
matches "zo" and "zozo". 

+ Matches the preceding character or 
string one or multiple times. "zo+" matches "zo" and "zoo", but not "z". 

| Matches the preceding or succeeding 
string. "def|int" matches a line containing "def" or "int". 

( ) 

Matches the string in the 
parentheses, usually used together 
with the plus sign (+) or asterisk sign 
(*). 

"(123A)" matches "123A". 
"408(12)+" matches "40812" and "408121212", 
but not "408". 

\N 
Matches the preceding strings in 
parentheses, with the Nth string 
repeated once.  

"(string)\1" matches a string containing 
"stringstring".  
"(string1)(string2)\2" matches a string containing 
"string1string2string2".  
"(string1)(string2)\1\2" matches a string 
containing " string1string2string1string2". 

[ ] Matches a single character in the 
brackets. 

"[16A]" matches a string containing 1, 6, or A; 
"[1-36A]" matches a string containing 1, 2, 3, 6, 
or A (- is a hyphen). 

To match the character "]", put it immediately 
after "[", for example, []abc]. There is no such 
limit on "[".  

[^] Matches a single character that is not 
in the brackets. 

"[^16A]" matches a string that contains one or 
more characters except for 1, 6, or A, such as 
"abc". A match can also contain 1, 6, or A (such 
as "m16"), but it cannot contain these three 
characters only (such as 1, 16, or 16A). 

{n} 
Matches the preceding character n 
times. The number n must be a 
nonnegative integer. 

"o{2}" matches "food", but not "Bob". 

{n,} 
Matches the preceding character n 
times or more. The number n must be 
a nonnegative integer. 

"o{2,}" matches "foooood", but not "Bob". 

{n,m} 

Matches the preceding character n to 
m times or more. The numbers n and 
m must be nonnegative integers and 
n cannot be greater than m. 

" o{1,3}" matches "fod", "food", and "foooood", 
but not "fd". 

\< 

Matches a string that starts with the 
pattern following \<. A string that 
contains the pattern is also a match if 
the characters preceding the pattern 
are not digits, letters, or underscores. 

"\<do" matches "domain" and "doa". 

\> 

Matches a string that ends with the 
pattern preceding \>. A string that 
contains the pattern is also a match if 
the characters following the pattern 
are not digits, letters, or underscores. 

"do\>" matches "undo" and "cdo". 

\b 
Matches a word that starts with the 
pattern following \b or ends with the 
pattern preceding \b. 

"er\b" matches "never", but not "verb" or "erase". 
"\ber" matches "erase", but not "verb" or "never". 
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Characters Meaning Examples 

\B 
Matches a word that contains the 
pattern but does not start or end with 
the pattern. 

"er\B" matches "verb", but not "never" or "erase". 

\w Same as [A-Za-z0-9_], matches a 
digit, letter, or underscore. "v\w" matches "vlan" and "service". 

\W 
Same as [^A-Za-z0-9_], matches a 
character that is not a digit, letter, or 
underscore. 

"\Wa" matches "-a", but not "2a" or "ba". 

\ 

Escape character. If a special 
character listed in this table follows \, 
the specific meaning of the character 
is removed. 

"\\" matches a string containing "\", "\^" matches a 
string containing "^", and "\\b" matches a string 
containing "\b". 

 

Examples 
# Configure a CLI-defined policy to monitor Syslog messages for level 3 to level 0 messages that 
contain the down string. Enable the policy to execute when five log matches are found within 6 
seconds.  
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] event syslog priority 3 msg down occurs 5 period 6 

event track 
Use event track to configure a track event for a CLI-defined monitor policy. 

Use undo event to delete the event in a CLI-defined monitor policy. 

Syntax 
event track track-list state { negative | positive } [ suppress-time 
suppress-time ] 

undo event 

Default 
A CLI-defined policy does not contain a track event. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
track-list: Specifies a space-separated list of up to 16 track items. Each item specifies a track 
entry number or a range of track entry numbers in the form of track-entry-number to 
track-entry-number. The value range for the track-entry-number argument is 1 to 1024. 

state { negative | positive }: Monitors state change of the track entries. 

• negative: Triggers the policy when the states of the track entries change from Positive to 
Negative.  
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• positive: Triggers the policy when the states of the track entries change from Negative to 
Positive.  

suppress-time suppress-time: Sets a suppress time in the range of 1 to 4294967295, in 
seconds. The default value is 0. 

Usage guidelines 
Use track event monitor policies to monitor state change of track entries. If you specify one track 
entry for a policy, EAA triggers the policy when the state of the track entry changes from Positive to 
Negative or from Negative to Positive. If you specify multiple track entries for a policy, EAA triggers 
the policy only when the state of all the track entries changes from Positive to Negative or Negative 
to Positive. 

If you set a suppress time for a track event monitor policy, the timer starts when the policy is triggered. 
The system does not process the messages that report the track entry positive-to-negative or 
negative-to-positive state change until the timer times out. 

For example, to automatically disconnect the sessions between the local device and its down link 
BGP peers when the sessions between the local device and its uplink BGP peers are disconnected, 
you can configure a track event monitor policy as follows: 
• Configure a track event for the policy and specify track entries to monitor the links between the 

local device and its uplink BGP peers. 
• Add the CLI action peer ignore to the policy to disable BGP session establishment between 

the local device and its downlink BGP peers. 

You can configure only one event entry for a monitor policy. If the monitor policy already contains an 
event entry, the new event entry replaces the old event entry. 

Examples 
# Create CLI-defined monitor policy test. Configure a track event for the policy that occurs when the 
states of track entry 1 to track entry 8 change from Positive to Negative. Set the suppress time to 180 
seconds for the policy. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] event track 1 to 8 state negative suppress-time 180 

rtm cli-policy 
Use rtm cli-policy to create a CLI-defined EAA monitor policy and enter its view, or enter the 
view of an existing CLI-defined EAA monitor policy. 

Use undo rtm cli-policy to delete a CLI-defined monitor policy. 

Syntax 
rtm cli-policy policy-name 

undo rtm cli-policy policy-name 

Default 
No CLI-defined monitor policies exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
policy-name: Specifies the name of a CLI-defined monitor policy, a case-sensitive string of 1 to 
63 characters. 

Usage guidelines 
You must create a CLI-defined monitor policy before you can use the CLI to configure settings in the 
policy. 

For a CLI-defined monitor policy to take effect, you must execute the commit command after you 
complete configuring the policy. 

You can execute this command multiple times to create multiple CLI-defined monitor policies. Make 
sure the CLI-defined monitor policies that are executed at the same time do not have conflicting 
actions. If the actions conflict, the system executes the actions randomly. 

You can assign the same name to a CLI-defined policy and a Tcl-defined policy. 

Examples 
# Create a CLI-defined policy and enter its view. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

Related commands 
commit 

rtm environment 
Use rtm environment to configure an EAA environment variable. 

Use undo rtm environment to delete a user-defined EAA environment variable. 

Syntax 
rtm environment var-name var-value 

undo rtm environment var-name 

Default 
No user-defined EAA environment variables exist. 

The system provides the variables in Table 8. You cannot create, delete, or modify these 
system-defined variables. 

Table 8 System-defined EAA environment variables by event type 

Event Variable name and description 

Any event 

_event_id: Event ID. 
_event_type: Event type. 
_event_type_string: Event type description. 
_event_time: Time when the event occurs. 
_event_severity: Severity level of an event. 

CLI _cmd: Commands that are matched. 

Syslog _syslog_pattern: Log message content. 

Hotplug _slot: ID of the member device that joins or leaves the IRF fabric.  

Interface _ifname: Interface name. 
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Event Variable name and description 

SNMP 
_oid: OID of the MIB variable where an SNMP operation is performed. 
_oid_value: Value of the MIB variable. 

SNMP-Notification _oid: OID that is included in the SNMP notification. 

Process _process_name: Process name. 
 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
var-name: Specifies a user-defined EAA environment variable by its name, a case-sensitive string 
of 1 to 63 characters. The name can contain digits, letters, and the underscore sign (_), but its 
leading character cannot be the underscore sign. 

var-value: Specifies the variable value. 

Usage guidelines 
When you define an action, you can enter a variable name with a leading dollar sign 
($variable_name) instead of entering a value for an argument. EAA will replace the variable name 
with the variable value when it performs the action. 

For an action argument, you can specify a list of variable names in the form of 
$variable_name1$variable_name2...$variable_nameN. 

Examples 
# Create an environment variable: set its name to if and set its value to interface. 
<Sysname> system-view 

[Sysname] rtm environment if interface 

rtm scheduler suspend 
Use rtm scheduler suspend to suspend all monitor policies, including CLI monitor policies and 
Tcl monitor policies. 

Use undo rtm scheduler suspend to resume monitor policies. 

Syntax 
rtm scheduler suspend 

undo rtm scheduler suspend 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
You need to suspend the monitor policies under the following circumstances: 
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• The monitor policies are triggered frequently, affecting the system services and performance. 
• The Tcl script of a policy needs to be revised. 

After you execute this command, EAA will not execute the policies even if the trigger conditions are 
met. 

This command does not suspend a running monitor policy until all its actions are executed. 

Examples 
# Suspend monitor policies. 
<Sysname> system-view 

[Sysname] rtm scheduler suspend 

rtm tcl-policy 
Use rtm tcl-policy to create a Tcl-defined policy and bind it to a Tcl script file. 

Use undo rtm tcl-policy to delete a Tcl policy. 

Syntax 
rtm tcl-policy policy-name tcl-filename 

undo rtm tcl-policy policy-name 

Default 
No Tcl policies exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
policy-name: Specifies a policy name, a case-sensitive string of 1 to 63 characters. 

tcl-filename: Specifies a .tcl script file name. The file name is case sensitive. You must ensure 
that the file is available on a storage medium of the device. 

Usage guidelines 
When you use this command to create a Tcl-defined policy, follow these guidelines: 

Make sure the script file is saved on all IRF member devices. This practice ensures that the policy 
can run correctly after a master/subordinate switchover occurs or the member device where the 
script file resides leaves the IRF. 

This command both creates and enables the specified Tcl-defined monitor policy. To revise the Tcl 
script of a Tcl-defined policy, you must suspend all monitor policies first, and then resume the 
policies after you finish revising the script. The system cannot execute a Tcl-defined policy if you edit 
its Tcl script without suspending all monitor policies. 

To bind a Tcl-defined policy to a different Tcl script file: 
1. Execute the undo rtm tcl-policy command to delete the Tcl policy. 
2. Create the Tcl policy again, and then bind it to the new Tcl script file. 

You can assign the same policy name to a CLI-defined policy and a Tcl-defined policy. However, you 
cannot assign the same name to policies that are the same type. 
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Examples 
# Create a Tcl policy and bind it to a Tcl script file.  
<Sysname> system-view 

[Sysname] rtm tcl-policy test test.tcl 

running-time 
Use running-time to configure the action runtime of a CLI-defined policy. 

Use undo running-time to restore the default. 

Syntax 
running-time time 

undo running-time 

Default 
The action runtime of a CLI-defined policy is 20 seconds. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies the action runtime in the range of 0 to 31536000 seconds. If you specify 0, the policy 
runs its actions forever once the policy is triggered. 

Usage guidelines 
The action runtime limits the amount of time that the monitor policy runs its actions from the time it is 
triggered. When the runtime is reached, the system stops executing the actions even if the execution 
is not finished. 

This setting prevents an incorrectly defined policy from running its actions permanently to occupy 
resources. 

Examples 
# Set the action runtime to 60 seconds for CLI-defined policy test. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] running-time 60 

user-role 
Use user-role to assign a user role to a CLI-defined policy. 

Use undo user-role to remove a user role from a CLI-defined policy. 

Syntax 
user-role role-name 

undo user-role role-name 
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Default 
A monitor policy contains user roles that its creator had at the time of policy creation. 

Views 
CLI-defined policy view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
role-name: Specifies a user role by its name, a case-sensitive string of 1 to 63 characters. 

Usage guidelines 
For EAA to execute an action in a monitor policy, you must assign the policy the user role that has 
access to the action-specific commands and resources. If EAA lacks access to an action-specific 
command or resource, EAA does not perform the action and all the subsequent actions. 

For example, a monitor policy has four actions numbered from 1 to 4. The policy has user roles that 
are required for performing actions 1, 3, and 4, but it does not have the user role required for 
performing action 2. When the policy is triggered, EAA executes only action 1. 

A monitor policy supports a maximum of 64 valid user roles. User roles added after this limit is 
reached do not take effect. 

An EAA policy cannot have both the security-audit user role and any other user roles. Any 
previously assigned user roles are automatically removed when you assign the security-audit user 
role to the policy. The previously assigned security-audit user role is automatically removed when 
you assign any other user roles to the policy. 

Examples 
# Assign user roles to a CLI-defined policy. 
<Sysname> system-view 

[Sysname] rtm cli-policy test 

[Sysname-rtm-test] user-role network-admin 

[Sysname-rtm-test] user-role admin 
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Process monitoring and maintenance 
commands 

The display memory, display process, display process cpu, monitor process and 
monitor thread commands display information about both user processes and kernel threads. In 
these commands, "process" refers to both user processes and kernel threads. 

display exception context 
Use display exception context to display context information of process exceptions. 

Syntax 
display exception context [ count value ] [ slot slot-number [ cpu 
cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
count value: Specifies the number of context information entries, in the range of 1 to 20. The 
default value is 1. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays context information of process exceptions on the IRF master 
device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
The system generates a context information entry for each process exception. A context information 
entry includes the process ID, the crash time, the core dump file directory, stack information, and 
register information.  

Examples 
# Display the exception context information on the x86-based 32-bit terminal. 
<Sysname> display exception context 

Index 1 of 1 

------------------------------ 

Crashed PID: 120 (routed) 

Crash signal: SIGBUS 

Crash time: Tue Apr  9 17:14:30 2013 

Core file path: 

flash:/core/node0_routed_120_7_20130409-171430_1365527670.core 

#0  0xb7caba4a 

#1  0x0804cb79 

#2  0xb7cd77c4 

#3  0x08049f45 
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Backtrace stopped. 

                          Registers' content 

  eax:0xfffffffc   ebx:0x00000003   ecx:0xbfe244ec   edx:0x0000000a 

  esp:0xbfe244b8   ebp:0xbfe244c8   esi:0xffffffff   edi:0xbfe24674 

  eip:0xb7caba4a eflag:0x00000292    cs:0x00000073    ss:0x0000007b 

   ds:0x0000007b    es:0x0000007b    fs:0x00000000    gs:0x00000033 

# Display the exception context information on the x86-based 64-bit terminal. 
<Sysname> display exception context 

Index 1 of 1 

------------------------------ 

Crashed PID: 121 (routed) 

Crash signal: SIGBUS 

Crash time: Sun Mar 31 11:12:21 2013 

Core file path: 

flash:/core/node0_routed_121_7_20130331-111221_1364728341.core 

#0  0x00007fae7dbad20c 

#1  0x00000000004059fa 

#2  0x00007fae7dbd96c0 

#3  0x0000000000402b29 

Backtrace stopped. 

                          Registers' content 

       rax:0xfffffffffffffffc       rbx:0x00007fff88a5dd10 

       rcx:0xffffffffffffffff       rdx:0x000000000000000a 

       rsi:0x00007fff88a5dd10       rdi:0x0000000000000003 

       rbp:0x00007fff88a5dcf0       rsp:0x00007fff88a5dcf0 

        r8:0x00007fae7ea587e0        r9:0x0000000000000079 

       r10:0xffffffffffffffff       r11:0x0000000000000246 

       r12:0x0000000000405b18       r13:0x00007fff88a5ff7a 

       r14:0x00007fff88a5de30       r15:0x0000000000000000 

       rip:0x00007fae7dbad20c      flag:0x0000000000000246 

        cs:0x0000000000000033        ss:0x000000000000002b 

        ds:0x0000000000000000        es:0x0000000000000000 

        fs:0x0000000000000000        gs:0x0000000000000000 

   fs_base:0x00007fae80a5d6a0   gs_base:0x0000000000000000 

   orig_ax:0x00000000000000e8 

# Display the exception context information on the PowerPC-based 32-bit terminal. 
<Sysname> display exception context 

Index 1 of 1 

------------------------------ 

Crashed PID: 133 (routed) 

Crash signal: SIGBUS 

Crash time: Wed Apr 10 15:47:49 2013 

Core file path: 

flash:/core/node0_routed_133_7_20130410-154749_1365608869.core 

#0  0x184720bc 

#1  0x10006b4c 

Backtrace stopped. 

                          Registers' content 
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grp00: 0x000000ee 0x7ffd6ad0 0x1800f440 0x00000004 

grp04: 0x7ffd6af8 0x0000000a 0xffffffff 0x184720bc 

grp08: 0x0002d200 0x00000003 0x00000001 0x1847209c 

grp12: 0x10006b4c 0x10020534 0xd6744100 0x00000000 

grp16: 0x00000000 0xa0203ff0 0xa028b12c 0xa028b13c 

grp20: 0xa028b148 0xa028b168 0xa028b178 0xa028b190 

grp24: 0xa028b1a8 0xa028b1b8 0x00000000 0x7ffd6c08 

grp28: 0x10006cac 0x7ffd6f92 0x184c1b84 0x7ffd6ae0 

 

  nip:0x184720bc    lr:0x10006b4c    cr:0x38000022   ctr:0x1847209c 

  msr:0x0002db00   xer:0x00000000   ret:0xfffffffc dsisr:0x08000000 

  gr3:0x00000003    mq:0x00000000  trap:0x00000c00   dar:0x1833114c 

# Display the exception context information on the PowerPC-based 64-bit terminal.  
<Sysname> display exception context 

Index 1 of 1 

------------------------------ 

Crashed PID: 172 (routed) 

Crash signal: SIGBUS 

Crash time: Sat Sep 15 16:53:16 2007 

Core file path: 

flash:/core/node1_routed_172_7_20070915-165316_1189875196.core 

#0  0x00000fff803c66b4 

#1  0x0000000010009b94 

#2  0x00000fff80401814 

Backtrace stopped. 

                          Registers' content 

     grp00: 0x00000000000000ee 0x00000fffffd04840 

     grp02: 0x00000fff80425c28 0x0000000000000004 

     grp04: 0x00000fffffd048c0 0x000000000000000a 

     grp06: 0xffffffffffffffff 0x00000fff803c66b4 

     grp08: 0x000000008002d000 0x0000000000000000 

     grp10: 0x0000000000000000 0x0000000000000000 

     grp12: 0x0000000000000000 0x00000fff80a096b0 

     grp14: 0x000000007b964c00 0x000000007b7d0000 

     grp16: 0x0000000000000001 0x000000000000000b 

     grp18: 0x0000000000000031 0x0000000000a205b8 

     grp20: 0x0000000000a20677 0x0000000000000000 

     grp22: 0x000000007bb91014 0x0000000000000000 

     grp24: 0xc0000000005ae1c8 0x0000000000000000 

     grp26: 0xc0000001f00bff20 0xc0000001f00b0000 

     grp28: 0x00000fffffd04a30 0x000000001001aed8 

     grp30: 0x00000fffffd04fae 0x00000fffffd04840 

 

       nip:0x00000fff803c66b4        lr:0x0000000010009b94 

        cr:0x0000000058000482       ctr:0x00000fff803c66ac 

       msr:0x000000008002d000       xer:0x0000000000000000 

       ret:0xfffffffffffffffc     dsisr:0x0000000000000000 

       gr3:0x0000000000000003     softe:0x0000000000000001 
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      trap:0x0000000000000c00       dar:0x00000fff8059d14c 

# Display the exception context information on the MIPS-based 32-bit terminal.  
<Sysname> display exception context 

Index 1 of 1 

------------------------------ 

Crashed PID: 182 (routed) 

Crash signal: SIGBUS 

Crash time: Sun Jan  2 08:11:38 2013 

Core file path: 

flash:/core/node4_routed_182_10_20130102-081138_1293955898.core 

#0  0x2af2faf4 

#1  0x00406d8c 

Backtrace stopped. 

                          Registers' content 

 zero:0x00000000   at:0x1000dc00   v0:0x00000004   v1:0x00000003 

   a0:0x00000003   a1:0x7fd267e8   a2:0x0000000a   a3:0x00000001 

   t0:0x00000000   t1:0xcf08fa14   t2:0x80230510   t3:0xfffffff8 

   t4:0x69766520   t5:0x00000000   t6:0x63cc6000   t7:0x44617461 

   s0:0x7fd26f81   s1:0x00401948   s2:0x7fd268f8   s3:0x803e1db0 

   s4:0x803e1da0   s5:0x803e1d88   s6:0x803e1d70   s7:0x803e1d60 

   t8:0x00000008   t9:0x2af2fae0   k0:0x00000000   k1:0x00000000 

   gp:0x2af9a3a0   sp:0x7fd267c0   s8:0x7fd267c0   ra:0x00406d8c 

   sr:0x0000dc13   lo:0xef9db265   hi:0x0000003f  bad:0x2add2010 

cause:0x00800020   pc:0x2af2faf4 

# Display the exception context information on the MIPS-based 64-bit terminal.  
<Sysname> display exception context 

Index 1 of 1 

------------------------------ 

Crashed PID: 270 (routed) 

Crash signal: SIGBUS 

Crash time: Wed Mar 27 12:39:12 2013 

Core file path: 

flash:/core/node16_routed_270_10_20130327-123912_1364387952.core 

#0  0x0000005555a3bcb4 

#1  0x0000000120006c1c 

Backtrace stopped. 

                          Registers' content 

      zero:0x0000000000000000        at:0x0000000000000014 

        v0:0x0000000000000004        v1:0x0000000000000003 

        a0:0x0000000000000003        a1:0x000000ffff899d90 

        a2:0x000000000000000a        a3:0x0000000000000001 

        a4:0x0000005555a9b4e0        a5:0x0000000000000000 

        a6:0xffffffff8021349c        a7:0x20696e206368616e 

        t0:0x0000000000000000        t1:0xffffffff80105068 

        t2:0xffffffff80213890        t3:0x0000000000000008 

        s0:0x0000005555a99c40        s1:0x000000ffff89af5f 

        s2:0x0000000120007320        s3:0x0000005555a5f470 

        s4:0x000000ffff899f80        s5:0xffffffff803cc6c0 
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        s6:0xffffffff803cc6a8        s7:0xffffffff803cc690 

        t8:0x0000000000000002        t9:0x0000005555a3bc98 

        k0:0x0000000000000000        k1:0x0000000000000000 

        gp:0x0000000120020460        sp:0x000000ffff899d70 

        s8:0x000000ffff899d80        ra:0x0000000120006c1c 

        sr:0x000000000400fff3        lo:0xdf3b645a1cac08c9 

        hi:0x000000000000007f       bad:0x000000555589ba84 

     cause:0x0000000000800020        pc:0x0000005555a3bcb4 

Table 1 Command output  

Filed Description 
Crashed PID ID of the crashed process. 

Crash signal 

Signals that led to the crash: 
• SIGABRT—Abort. 
• SIGBUS—Bus error. 
• SIGFPE—Erroneous arithmetic operation. 
• SIGILL—Illegal hardware instructions. 
• SIGQUIT—Quit signal sent by the controlling 

terminal. 
• SIGSEGV—Invalid memory access. 
• SIGSYS—Invalid system call. 
• SIGTRAP—Trap message. 
• SIGXCPU—CPU usage limit exceeded. 
• SIGXFSZ—File size limit exceeded. 
• SIGUNKNOW—Unknown reason. 

Crash time Time when the crash occurred. 

Core file path Directory where the core dump file is saved. 

Backtrace stopped All stack information has been displayed.  
 

Related commands 
reset exception context 

display exception filepath 
Use display exception filepath to display the core dump file directory. 

Syntax 
display exception filepath [ slot slot-number [ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays the core dump file directory on the master device.  
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cpu cpu-number: Specifies a CPU by its number. 

Examples 
# Display the core dump file directory on the specified slot. 
<Sysname> display exception filepath slot 1 

The exception filepath on slot 1 is flash:. 

display kernel deadloop 
Use display kernel deadloop to display kernel thread deadloop information. 

Syntax 
display kernel deadloop show-number [ offset ] [ verbose ] [ slot 
slot-number [ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

Parameters 
show-number: Specifies the number of deadloops to display, in the range of 1 to 20. 

offset: Specifies the offset between the starting deadloop and the most recent deadloop, in the 
range of 0 to 19. The default value is 0. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
brief information. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays kernel thread deadloop information on the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Examples 
# Display brief information about the most recent kernel thread deadloop.  
<Sysname> display kernel deadloop 1 

----------------- Deadloop record 1 ----------------- 

Description          : BUG: soft lockup - CPU#0 stuck for 61! [comsh: 16306] 

Recorded at          : 2013-05-01  11:16:00.823018 

Occurred at          : 2013-05-01  11:16:00.823018 

Instruction address  : 0x4004158c 

Thread               : comsh (TID: 16306) 

Context              : thread context 

Slot                 : 1 

Cpu                  : 0 

VCPU ID              : 0 

Kernel module info   : module name (mrpnc) module address (0xe332a000) 

# Display detailed information about the most recent kernel thread deadloop.  
<Sysname> display kernel deadloop 1 verbose 

----------------- Deadloop record 1 ----------------- 
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Description          : BUG: soft lockup - CPU#0 stuck for 61! [comsh: 16306] 

Recorded at          : 2013-05-01  11:16:00.823018 

Occurred at          : 2013-05-01  11:16:00.823018 

Instruction address  : 0x4004158c 

Thread               : comsh (TID: 16306) 

Context              : thread context 

Slot                 : 1 

Cpu                  : 0 

VCPU ID              : 0 

Kernel module info   : module name (mrpnc) module address (0xe332a000) 

 

Last 5 thread switches : migration/0 (11:16:00.823018)-->  

                         swapper (11:16:00.833018)-->  

                         kthreadd (11:16:00.833518)-->  

                         swapper (11:16:00.833550)-->  

                         disk (11:16:00.833560) 

 

Register content: 

Reg:       r0, Val = 0x00000000 ; Reg:       r1, Val = 0xe2be5ea0 ; 

Reg:       r2, Val = 0x00000000 ; Reg:       r3, Val = 0x77777777 ; 

Reg:       r4, Val = 0x00000000 ; Reg:       r5, Val = 0x00001492 ; 

Reg:       r6, Val = 0x00000000 ; Reg:       r7, Val = 0x0000ffff ; 

Reg:       r8, Val = 0x77777777 ; Reg:       r9, Val = 0x00000000 ; 

Reg:      r10, Val = 0x00000001 ; Reg:      r11, Val = 0x0000002c ; 

Reg:      r12, Val = 0x057d9484 ; Reg:      r13, Val = 0x00000000 ; 

Reg:      r14, Val = 0x00000000 ; Reg:      r15, Val = 0x02000000 ; 

Reg:      r16, Val = 0xe2be5f00 ; Reg:      r17, Val = 0x00000000 ; 

Reg:      r18, Val = 0x00000000 ; Reg:      r19, Val = 0x00000000 ; 

Reg:      r20, Val = 0x024c10f8 ; Reg:      r21, Val = 0x057d9244 ; 

Reg:      r22, Val = 0x00002000 ; Reg:      r23, Val = 0x0000002c ; 

Reg:      r24, Val = 0x00000002 ; Reg:      r25, Val = 0x24000024 ; 

Reg:      r26, Val = 0x00000000 ; Reg:      r27, Val = 0x057d9484 ; 

Reg:      r28, Val = 0x0000002c ; Reg:      r29, Val = 0x00000000 ; 

Reg:      r30, Val = 0x0000002c ; Reg:      r31, Val = 0x00000000 ; 

Reg:       cr, Val = 0x84000028 ; Reg:      nip, Val = 0x057d9550 ; 

Reg:      xer, Val = 0x00000000 ; Reg:       lr, Val = 0x0186eff0 ; 

Reg:      ctr, Val = 0x682f7344 ; Reg:      msr, Val = 0x00784b5c ; 

Reg:     trap, Val = 0x0000b030 ; Reg:      dar, Val = 0x77777777 ; 

Reg:    dsisr, Val = 0x40000000 ; Reg:   result, Val = 0x00020300 ; 

 

Dump stack (total 1024 bytes, 16 bytes/line): 

0xe2be5ea0: 02 be 5e c0 24 00 00 24 00 00 00 00 05 7d 94 84 

0xe2be5eb0: 00 00 00 04 00 00 00 00 00 00 00 28 05 8d 34 c4 

0xe2be5ec0: 02 be 60 a0 01 86 ef f0 00 00 00 00 00 00 00 00 

0xe2be5ed0: 02 04 05 b4 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5ee0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5ef0: 95 47 73 35 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f00: a0 e1 64 21 00 00 00 00 00 00 00 00 00 00 00 00 
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0xe2be5f10: 00 00 00 00 00 00 00 00 00 00 00 00 01 e9 00 00 

0xe2be5f20: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f30: 00 00 00 00 00 00 00 00 02 be 66 c0 02 be 66 d0 

0xe2be5f40: 02 be 61 e0 00 00 00 02 00 00 00 00 02 44 b3 a4 

0xe2be5f50: 02 be 5f 90 00 00 00 08 02 be 5f e0 00 00 00 08 

0xe2be5f60: 02 be 5f 80 00 ac 1b 14 00 00 00 00 00 00 00 00 

0xe2be5f70: 05 b4 5f 90 02 be 5f e0 00 00 00 30 02 be 5f e0 

0xe2be5f80: 02 be 5f c0 00 ac 1b f4 00 00 00 00 02 45 00 00 

0xe2be5f90: 00 03 00 00 00 00 00 00 02 be 5f e0 00 00 00 30 

0xe2be5fa0: 02 be 5f c0 00 ac 1b 14 61 f1 2e ae 02 45 00 00 

0xe2be5fb0: 02 44 b3 74 02 be 5f d0 00 00 00 30 02 be 5f e0 

0xe2be5fc0: 02 be 60 60 01 74 ff f8 00 00 00 00 00 00 08 00 

0xe2be5fd0: 02 be 5f f0 00 e8 93 7e 02 be 5f f8 02 be 5f fc 

0xe2be5fe0: 00 00 00 00 00 00 00 00 00 00 00 00 02 be 60 18 

0xe2be5ff0: 02 be 60 10 00 e9 65 98 00 00 00 58 00 00 2a 4f 

0xe2be6000: 02 be 60 10 00 00 00 00 00 00 00 00 02 be 60 68 

0xe2be6010: 02 be 60 40 00 e8 c6 a0 00 00 11 17 00 00 00 00 

0xe2be6020: 02 be 60 40 00 00 00 00 00 00 00 00 02 be 60 98 

0xe2be6030: 02 27 00 00 00 00 00 00 00 00 00 00 02 be 60 68 

0xe2be6040: 02 be 60 60 00 00 00 01 00 00 b0 30 02 be 60 98 

0xe2be6050: 00 00 00 04 02 21 00 00 00 00 00 00 01 e9 00 00 

0xe2be6060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be6070: 00 00 00 00 00 00 00 00 02 be 66 c0 02 be 66 d0 

0xe2be6080: 02 be 61 e0 00 00 00 02 00 00 00 00 02 be 61 70 

0xe2be6090: 00 00 00 00 02 21 00 00 05 8d 34 c4 05 7d 92 44 

 

Call trace: 

Function Address = 0x8012a4b4 

Function Address = 0x8017989c 

Function Address = 0x80179b30 

Function Address = 0x80127438 

Function Address = 0x8012d734 

Function Address = 0x80100a00 

Function Address = 0xe0071004 

Function Address = 0x8016ce0c 

Function Address = 0x801223a0 

    

Instruction dump: 

41a2fe9c 812300ec 800200ec 7f890000 409efe8c 80010014 540b07b9 40a2fe80 

4bfffe6c 80780290 7f64db78 4804ea35 <807f002c> 38800000 38a00080 3863000c 

Table 2 Command output 

Field Description 

Description Description for the kernel thread deadloop, including the CPU number, 
thread running time, thread name, and thread number. 

Recorded at Time when the kernel thread deadloop was recorded, with microsecond 
precision. 

Occurred at Time when the kernel thread deadloop occurred, with microsecond 
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Field Description 
precision. 

Instruction address Instruction address for the kernel thread deadloop. 

Thread Name and number of the kernel thread deadloop. 

Context Context for the kernel thread deadloop. 

Cpu Number of the CPU where the kernel thread ran. 

VCPU ID Number of the CPU core where the kernel thread ran. 

Kernel module info 

Information about kernel modules that had been loaded when the kernel 
thread deadloop was detected, including: 
• Module name—Kernel module name. 
• Module address—Memory address of the module. 

Last 5 thread switches 
Last five kernel thread switches on the CPU before the kernel thread 
deadloop was detected, including kernel thread name and kernel thread 
switching time with microsecond precision. 

Register content 
Register information: 
• Reg—Name of a register. 
• Val—Value saved in a register. 

Dump stack Stack information. 

Call trace Function call stack information, which shows the instruction address of a 
called function at each level. 

Instruction dump Instruction code when the kernel thread deadloop was detected. ffffffff 
indicates an illegitimate instruction code. 

No information to display No kernel thread deadloop information. 
 

Related commands 
reset kernel deadloop 

display kernel deadloop configuration 
Use display kernel deadloop configuration to display kernel thread deadloop detection 
configuration. 

Syntax 
display kernel deadloop configuration [ slot slot-number [ cpu 
cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays the kernel thread deadloop detection configuration for the 
master device.  

cpu cpu-number: Specifies a CPU by its number. 



10 

Usage guidelines 
This command is supported only on the default context.  

Examples 
# Display kernel thread deadloop detection configuration. 
<Sysname> display kernel deadloop configuration 

Thread dead loop detection: Enabled 

Dead loop timer (in seconds): 20 

Cores with dead loop detection enabled: 0-1 

Dead loop action threshold: 2 consecutive dead loops 

Threads excluded from monitoring: 1 

  TID:     15   Name: co0     

Table 3 Command output 

Field Description 

Dead loop timer (in seconds): n 
Time interval (in seconds) to identify a kernel thread deadloop. A 
kernel thread deadloop occurs if a kernel thread runs more than n 
seconds. 

Threads excluded from monitoring 
Kernel threads excluded from kernel thread deadloop detection. This 
field appears only if the monitor kernel deadloop 
exclude-thread command is configured. 

Name Kernel thread name. 

TID Kernel thread number. 

No thread is excluded from 
monitoring All kernel threads are monitored by kernel thread deadloop detection. 

 

display kernel exception 
Use display kernel exception to display kernel thread exception information. 

Syntax 
display kernel exception show-number [ offset ] [ verbose ] [ slot 
slot-number [ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

Parameters 
show-number: Specifies the number of kernel exceptions to display, in the range of 1 to 20. 

offset: Specifies the offset between the starting exception and the most recent exception, in the 
range of 0 to 19. The default value is 0. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
brief information. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays kernel thread exception information of the master device.  

cpu cpu-number: Specifies a CPU by its number. 
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Usage guidelines 
This command is supported only on the default context.  

If an exception occurs to a running kernel thread, the system automatically records the exception 
information. 

Examples 
# Display brief information about the most recent kernel thread exception.  
<Sysname> display kernel exception 1 

----------------- Exception record 1 ----------------- 

Description          : Oops[#0] 

Recorded at          : 2017-05-01  11:16:00.823018 

Occurred at          : 2017-05-01  11:16:00.823018 

Instruction address  : 0x4004158c 

Thread               : comsh (TID: 16306) 

Context              : thread context 

Slot                 : 1 

Cpu                  : 0 

VCPU ID              : 0 

Kernel module info   : module name (mrpnc) module address (0xe332a000) 

                       module name (disk) module address (0xe00bd000) 

# Display detailed information about the most recent kernel thread exception.  
<Sysname> display kernel exception 1 verbose 

----------------- Exception record 1 ----------------- 

Description          : Oops[#0] 

Recorded at          : 2017-05-01  11:16:00.823018 

Occurred at          : 2017-05-01  11:16:00.823018 

Instruction address  : 0x4004158c 

Thread               : comsh (TID: 16306) 

Context              : thread context 

Slot                 : 1 

Cpu                  : 0 

VCPU ID              : 0 

Kernel module info   : module name (mrpnc) module address (0xe332a000) 

                       module name (12500) module address (0xe00bd000) 

 

Last 5 thread switches : migration/0 (11:16:00.823018)-->  

                         swapper (11:16:00.833018)-->  

                         kthreadd (11:16:00.833518)-->  

                         swapper (11:16:00.833550)-->  

                         disk (11:16:00.833560) 

 

Register content: 

Reg:       r0, Val = 0x00000000 ; Reg:       r1, Val = 0xe2be5ea0 ; 

Reg:       r2, Val = 0x00000000 ; Reg:       r3, Val = 0x77777777 ; 

Reg:       r4, Val = 0x00000000 ; Reg:       r5, Val = 0x00001492 ; 

Reg:       r6, Val = 0x00000000 ; Reg:       r7, Val = 0x0000ffff ; 

Reg:       r8, Val = 0x77777777 ; Reg:       r9, Val = 0x00000000 ; 

Reg:      r10, Val = 0x00000001 ; Reg:      r11, Val = 0x0000002c ; 
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Reg:      r12, Val = 0x057d9484 ; Reg:      r13, Val = 0x00000000 ; 

Reg:      r14, Val = 0x00000000 ; Reg:      r15, Val = 0x02000000 ; 

Reg:      r16, Val = 0xe2be5f00 ; Reg:      r17, Val = 0x00000000 ; 

Reg:      r18, Val = 0x00000000 ; Reg:      r19, Val = 0x00000000 ; 

Reg:      r20, Val = 0x024c10f8 ; Reg:      r21, Val = 0x057d9244 ; 

Reg:      r22, Val = 0x00002000 ; Reg:      r23, Val = 0x0000002c ; 

Reg:      r24, Val = 0x00000002 ; Reg:      r25, Val = 0x24000024 ; 

Reg:      r26, Val = 0x00000000 ; Reg:      r27, Val = 0x057d9484 ; 

Reg:      r28, Val = 0x0000002c ; Reg:      r29, Val = 0x00000000 ; 

Reg:      r30, Val = 0x0000002c ; Reg:      r31, Val = 0x00000000 ; 

Reg:       cr, Val = 0x84000028 ; Reg:      nip, Val = 0x057d9550 ; 

Reg:      xer, Val = 0x00000000 ; Reg:       lr, Val = 0x0186eff0 ; 

Reg:      ctr, Val = 0x682f7344 ; Reg:      msr, Val = 0x00784b5c ; 

Reg:     trap, Val = 0x0000b030 ; Reg:      dar, Val = 0x77777777 ; 

Reg:    dsisr, Val = 0x40000000 ; Reg:   result, Val = 0x00020300 ; 

 

Dump stack (total 1024 bytes, 16 bytes/line): 

0xe2be5ea0: 02 be 5e c0 24 00 00 24 00 00 00 00 05 7d 94 84 

0xe2be5eb0: 00 00 00 04 00 00 00 00 00 00 00 28 05 8d 34 c4 

0xe2be5ec0: 02 be 60 a0 01 86 ef f0 00 00 00 00 00 00 00 00 

0xe2be5ed0: 02 04 05 b4 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5ee0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5ef0: 95 47 73 35 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f00: a0 e1 64 21 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f10: 00 00 00 00 00 00 00 00 00 00 00 00 01 e9 00 00 

0xe2be5f20: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f30: 00 00 00 00 00 00 00 00 02 be 66 c0 02 be 66 d0 

0xe2be5f40: 02 be 61 e0 00 00 00 02 00 00 00 00 02 44 b3 a4 

0xe2be5f50: 02 be 5f 90 00 00 00 08 02 be 5f e0 00 00 00 08 

0xe2be5f60: 02 be 5f 80 00 ac 1b 14 00 00 00 00 00 00 00 00 

0xe2be5f70: 05 b4 5f 90 02 be 5f e0 00 00 00 30 02 be 5f e0 

0xe2be5f80: 02 be 5f c0 00 ac 1b f4 00 00 00 00 02 45 00 00 

0xe2be5f90: 00 03 00 00 00 00 00 00 02 be 5f e0 00 00 00 30 

0xe2be5fa0: 02 be 5f c0 00 ac 1b 14 61 f1 2e ae 02 45 00 00 

0xe2be5fb0: 02 44 b3 74 02 be 5f d0 00 00 00 30 02 be 5f e0 

0xe2be5fc0: 02 be 60 60 01 74 ff f8 00 00 00 00 00 00 08 00 

0xe2be5fd0: 02 be 5f f0 00 e8 93 7e 02 be 5f f8 02 be 5f fc 

0xe2be5fe0: 00 00 00 00 00 00 00 00 00 00 00 00 02 be 60 18 

0xe2be5ff0: 02 be 60 10 00 e9 65 98 00 00 00 58 00 00 2a 4f 

0xe2be6000: 02 be 60 10 00 00 00 00 00 00 00 00 02 be 60 68 

0xe2be6010: 02 be 60 40 00 e8 c6 a0 00 00 11 17 00 00 00 00 

0xe2be6020: 02 be 60 40 00 00 00 00 00 00 00 00 02 be 60 98 

0xe2be6030: 02 27 00 00 00 00 00 00 00 00 00 00 02 be 60 68 

0xe2be6040: 02 be 60 60 00 00 00 01 00 00 b0 30 02 be 60 98 

0xe2be6050: 00 00 00 04 02 21 00 00 00 00 00 00 01 e9 00 00 

0xe2be6060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be6070: 00 00 00 00 00 00 00 00 02 be 66 c0 02 be 66 d0 

0xe2be6080: 02 be 61 e0 00 00 00 02 00 00 00 00 02 be 61 70 
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0xe2be6090: 00 00 00 00 02 21 00 00 05 8d 34 c4 05 7d 92 44 

 

Call trace: 

Function Address = 0x8012a4b4 

Function Address = 0x8017989c 

Function Address = 0x80179b30 

Function Address = 0x80127438 

Function Address = 0x8012d734 

Function Address = 0x80100a00 

Function Address = 0xe0071004 

Function Address = 0x8016ce0c 

Function Address = 0x801223a0 

    

Instruction dump: 

41a2fe9c 812300ec 800200ec 7f890000 409efe8c 80010014 540b07b9 40a2fe80 

4bfffe6c 80780290 7f64db78 4804ea35 <807f002c> 38800000 38a00080 3863000c 

For more information about the command output, see Table 2. 

Related commands 
reset kernel exception 

display kernel reboot 
Use display kernel reboot to display reboot information of member devices. 

Syntax 
display kernel reboot show-number [ offset ] [ verbose ] [ slot slot-number 
[ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

Parameters 
show-number: Specifies the number of reboots to display, in the range of 1 to 20. 

offset: Specifies the offset between the starting reboot and the most recent reboot, in the range of 
0 to 19. The default value is 0. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
brief information. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays reboot information of the master device. Reboot information 
of member devices is recorded in the memory of the master device. If the master device is powered 
off, the reboot information is lost.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 
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Examples 
# Display brief information about the most recent reboot. 
<Sysname> display kernel reboot 1 

----------------- Reboot record 1 ----------------- 

Recorded at          : 2013-05-01  11:16:00.823018 

Occurred at          : 2013-05-01  11:16:00.823018 

Reason               : 0x31 

Thread               : comsh (TID: 16306) 

Context              : thread context 

Slot                 : 1 

Target Slot          : 0 

Cpu                  : 0 

Target CPU           : 0 

VCPU ID              : 0 

Kernel module info   : module name (mrpnc) module address (0xe332a000) 

                       module name (12500) module address (0xe00bd000) 

# Display detailed information about the most recent reboot.  
<Sysname> display kernel reboot 1 verbose 

----------------- Reboot record 1 ----------------- 

Recorded at          : 2013-05-01  11:16:00.823018 

Occurred at          : 2013-05-01  11:16:00.823018 

Reason               : 0x31 

Thread               : comsh (TID: 16306) 

Context              : thread context 

Slot                 : 1 

Target Slot          : 0 

Cpu                  : 0 

Target CPU           : 0 

VCPU ID              : 0 

Kernel module info   : module name (mrpnc) module address (0xe332a000) 

                       module name (12500) module address (0xe00bd000) 

 

Last 5 thread switches : migration/0 (11:16:00.823018)-->  

                         swapper (11:16:00.833018)-->  

                         kthreadd (11:16:00.833518)-->  

                         swapper (11:16:00.833550)-->  

                         disk (11:16:00.833560) 

 

Dump stack (total 1024 bytes, 16 bytes/line): 

0xe2be5ea0: 02 be 5e c0 24 00 00 24 00 00 00 00 05 7d 94 84 

0xe2be5eb0: 00 00 00 04 00 00 00 00 00 00 00 28 05 8d 34 c4 

0xe2be5ec0: 02 be 60 a0 01 86 ef f0 00 00 00 00 00 00 00 00 

0xe2be5ed0: 02 04 05 b4 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5ee0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5ef0: 95 47 73 35 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f00: a0 e1 64 21 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f10: 00 00 00 00 00 00 00 00 00 00 00 00 01 e9 00 00 

0xe2be5f20: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 



15 

0xe2be5f30: 00 00 00 00 00 00 00 00 02 be 66 c0 02 be 66 d0 

0xe2be5f40: 02 be 61 e0 00 00 00 02 00 00 00 00 02 44 b3 a4 

0xe2be5f50: 02 be 5f 90 00 00 00 08 02 be 5f e0 00 00 00 08 

0xe2be5f60: 02 be 5f 80 00 ac 1b 14 00 00 00 00 00 00 00 00 

0xe2be5f70: 05 b4 5f 90 02 be 5f e0 00 00 00 30 02 be 5f e0 

0xe2be5f80: 02 be 5f c0 00 ac 1b f4 00 00 00 00 02 45 00 00 

0xe2be5f90: 00 03 00 00 00 00 00 00 02 be 5f e0 00 00 00 30 

0xe2be5fa0: 02 be 5f c0 00 ac 1b 14 61 f1 2e ae 02 45 00 00 

0xe2be5fb0: 02 44 b3 74 02 be 5f d0 00 00 00 30 02 be 5f e0 

0xe2be5fc0: 02 be 60 60 01 74 ff f8 00 00 00 00 00 00 08 00 

0xe2be5fd0: 02 be 5f f0 00 e8 93 7e 02 be 5f f8 02 be 5f fc 

0xe2be5fe0: 00 00 00 00 00 00 00 00 00 00 00 00 02 be 60 18 

0xe2be5ff0: 02 be 60 10 00 e9 65 98 00 00 00 58 00 00 2a 4f 

0xe2be6000: 02 be 60 10 00 00 00 00 00 00 00 00 02 be 60 68 

0xe2be6010: 02 be 60 40 00 e8 c6 a0 00 00 11 17 00 00 00 00 

0xe2be6020: 02 be 60 40 00 00 00 00 00 00 00 00 02 be 60 98 

0xe2be6030: 02 27 00 00 00 00 00 00 00 00 00 00 02 be 60 68 

0xe2be6040: 02 be 60 60 00 00 00 01 00 00 b0 30 02 be 60 98 

0xe2be6050: 00 00 00 04 02 21 00 00 00 00 00 00 01 e9 00 00 

0xe2be6060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be6070: 00 00 00 00 00 00 00 00 02 be 66 c0 02 be 66 d0 

0xe2be6080: 02 be 61 e0 00 00 00 02 00 00 00 00 02 be 61 70 

0xe2be6090: 00 00 00 00 02 21 00 00 05 8d 34 c4 05 7d 92 44 

 

Call trace: 

Function Address = 0x8012a4b4 

Function Address = 0x8017989c 

Function Address = 0x80179b30 

Function Address = 0x80127438 

Function Address = 0x8012d734 

Function Address = 0x80100a00 

Function Address = 0xe0071004 

Function Address = 0x8016ce0c 

Function Address = 0x801223a0 

Table 4 Command output 

Field Description 
Recorded at Time when the reboot was recorded, with microsecond precision. 

Occurred at Time when the reboot occurred, with microsecond precision. 

Reason Reboot reason. 

Thread Name and number of the kernel thread that was running when the reboot 
occurred. 

Context Context where the reboot occurred. 

Slot Number of the slot that triggered the reboot. 

Target Slot Number of the rebooted slot. 

Cpu Number of the CPU that triggered the reboot. 
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Field Description 
Target CPU Number of the CPU that rebooted. 

VCPU ID Number of the CPU core that triggered the reboot. 

Kernel module info Information about kernel modules that had been loaded when the reboot 
occurred, including the kernel module names and memory addresses. 

Last 5 thread switches 
Last five kernel thread switches that occurred on the CPU before the reboot, 
including the kernel thread names and kernel thread switching time points, with 
microsecond precision. 

Dump stack Stack information for the threads that were running when the reboot occurred. 

Call trace Function call stack information. 

No information to display No reboot information exists. 
 

Related commands 
reset kernel reboot 

display kernel starvation 
Use display kernel starvation to display kernel thread starvation information. 

Syntax 
display kernel starvation show-number [ offset ] [ verbose ] [ slot 
slot-number [ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

Parameters 
show-number: Specifies the number of thread starvations to display, in the range of 1 to 20. 

offset: Specifies the offset between the starting starvation and the most recent starvation, in the 
range of 0 to 19. The default value is 0. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
brief information. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays kernel thread starvation information of the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Examples 
# Display brief information about the most recent kernel thread starvation.  
<Sysname> display kernel starvation 1 

----------------- Starvation record 1 ----------------- 

Description          : INFO: task comsh: 16306 blocked for more than 10 seconds. 

Recorded at          : 2013-05-01  11:16:00.823018 

Occurred at          : 2013-05-01  11:16:00.823018 
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Instruction address  : 0x4004158c 

Thread               : comsh (TID: 16306) 

Context              : thread context 

Slot                 : 1 

Cpu                  : 0 

VCPU ID              : 0 

Kernel module info   : module name (mrpnc) module address (0xe332a000) 

                       module name (12500) module address (0xe00bd000) 

# Display detailed information about the most recent kernel thread starvation.  
<Sysname> display kernel starvation 1 verbose 

----------------- Starvation record 1 ----------------- 

Description          : INFO: task comsh: 16306 blocked for more than 10 seconds. 

Recorded at          : 2013-05-01  11:16:00.823018 

Occurred at          : 2013-05-01  11:16:00.823018 

Instruction address  : 0x4004158c 

Thread               : comsh (TID: 16306) 

Context              : thread context 

Slot                 : 1 

Cpu                  : 0 

VCPU ID              : 0 

Kernel module info   : module name (mrpnc) module address (0xe332a000) 

                       module name (12500) module address (0xe00bd000) 

 

Last 5 thread switches : migration/0 (11:16:00.823018)-->  

                         swapper (11:16:00.833018)-->  

                         kthreadd (11:16:00.833518)-->  

                         swapper (11:16:00.833550)-->  

                         disk (11:16:00.833560) 

 

Register content: 

Reg:       r0, Val = 0x00000000 ; Reg:       r1, Val = 0xe2be5ea0 ; 

Reg:       r2, Val = 0x00000000 ; Reg:       r3, Val = 0x77777777 ; 

Reg:       r4, Val = 0x00000000 ; Reg:       r5, Val = 0x00001492 ; 

Reg:       r6, Val = 0x00000000 ; Reg:       r7, Val = 0x0000ffff ; 

Reg:       r8, Val = 0x77777777 ; Reg:       r9, Val = 0x00000000 ; 

Reg:      r10, Val = 0x00000001 ; Reg:      r11, Val = 0x0000002c ; 

Reg:      r12, Val = 0x057d9484 ; Reg:      r13, Val = 0x00000000 ; 

Reg:      r14, Val = 0x00000000 ; Reg:      r15, Val = 0x02000000 ; 

Reg:      r16, Val = 0xe2be5f00 ; Reg:      r17, Val = 0x00000000 ; 

Reg:      r18, Val = 0x00000000 ; Reg:      r19, Val = 0x00000000 ; 

Reg:      r20, Val = 0x024c10f8 ; Reg:      r21, Val = 0x057d9244 ; 

Reg:      r22, Val = 0x00002000 ; Reg:      r23, Val = 0x0000002c ; 

Reg:      r24, Val = 0x00000002 ; Reg:      r25, Val = 0x24000024 ; 

Reg:      r26, Val = 0x00000000 ; Reg:      r27, Val = 0x057d9484 ; 

Reg:      r28, Val = 0x0000002c ; Reg:      r29, Val = 0x00000000 ; 

Reg:      r30, Val = 0x0000002c ; Reg:      r31, Val = 0x00000000 ; 

Reg:       cr, Val = 0x84000028 ; Reg:      nip, Val = 0x057d9550 ; 

Reg:      xer, Val = 0x00000000 ; Reg:       lr, Val = 0x0186eff0 ; 
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Reg:      ctr, Val = 0x682f7344 ; Reg:      msr, Val = 0x00784b5c ; 

Reg:     trap, Val = 0x0000b030 ; Reg:      dar, Val = 0x77777777 ; 

Reg:    dsisr, Val = 0x40000000 ; Reg:   result, Val = 0x00020300 ; 

 

Dump stack (total 1024 bytes, 16 bytes/line): 

0xe2be5ea0: 02 be 5e c0 24 00 00 24 00 00 00 00 05 7d 94 84 

0xe2be5eb0: 00 00 00 04 00 00 00 00 00 00 00 28 05 8d 34 c4 

0xe2be5ec0: 02 be 60 a0 01 86 ef f0 00 00 00 00 00 00 00 00 

0xe2be5ed0: 02 04 05 b4 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5ee0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5ef0: 95 47 73 35 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f00: a0 e1 64 21 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f10: 00 00 00 00 00 00 00 00 00 00 00 00 01 e9 00 00 

0xe2be5f20: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be5f30: 00 00 00 00 00 00 00 00 02 be 66 c0 02 be 66 d0 

0xe2be5f40: 02 be 61 e0 00 00 00 02 00 00 00 00 02 44 b3 a4 

0xe2be5f50: 02 be 5f 90 00 00 00 08 02 be 5f e0 00 00 00 08 

0xe2be5f60: 02 be 5f 80 00 ac 1b 14 00 00 00 00 00 00 00 00 

0xe2be5f70: 05 b4 5f 90 02 be 5f e0 00 00 00 30 02 be 5f e0 

0xe2be5f80: 02 be 5f c0 00 ac 1b f4 00 00 00 00 02 45 00 00 

0xe2be5f90: 00 03 00 00 00 00 00 00 02 be 5f e0 00 00 00 30 

0xe2be5fa0: 02 be 5f c0 00 ac 1b 14 61 f1 2e ae 02 45 00 00 

0xe2be5fb0: 02 44 b3 74 02 be 5f d0 00 00 00 30 02 be 5f e0 

0xe2be5fc0: 02 be 60 60 01 74 ff f8 00 00 00 00 00 00 08 00 

0xe2be5fd0: 02 be 5f f0 00 e8 93 7e 02 be 5f f8 02 be 5f fc 

0xe2be5fe0: 00 00 00 00 00 00 00 00 00 00 00 00 02 be 60 18 

0xe2be5ff0: 02 be 60 10 00 e9 65 98 00 00 00 58 00 00 2a 4f 

0xe2be6000: 02 be 60 10 00 00 00 00 00 00 00 00 02 be 60 68 

0xe2be6010: 02 be 60 40 00 e8 c6 a0 00 00 11 17 00 00 00 00 

0xe2be6020: 02 be 60 40 00 00 00 00 00 00 00 00 02 be 60 98 

0xe2be6030: 02 27 00 00 00 00 00 00 00 00 00 00 02 be 60 68 

0xe2be6040: 02 be 60 60 00 00 00 01 00 00 b0 30 02 be 60 98 

0xe2be6050: 00 00 00 04 02 21 00 00 00 00 00 00 01 e9 00 00 

0xe2be6060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0xe2be6070: 00 00 00 00 00 00 00 00 02 be 66 c0 02 be 66 d0 

0xe2be6080: 02 be 61 e0 00 00 00 02 00 00 00 00 02 be 61 70 

0xe2be6090: 00 00 00 00 02 21 00 00 05 8d 34 c4 05 7d 92 44 

 

Call trace: 

Function Address = 0x8012a4b4 

Function Address = 0x8017989c 

Function Address = 0x80179b30 

Function Address = 0x80127438 

Function Address = 0x8012d734 

Function Address = 0x80100a00 

Function Address = 0xe0071004 

Function Address = 0x8016ce0c 

Function Address = 0x801223a0 
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Instruction dump: 

41a2fe9c 812300ec 800200ec 7f890000 409efe8c 80010014 540b07b9 40a2fe80 

4bfffe6c 80780290 7f64db78 4804ea35 <807f002c> 38800000 38a00080 3863000c 

For detailed information about the command output, see Table 2. 

Related commands 
reset kernel starvation 

display kernel starvation configuration 
Use display kernel starvation configuration to display kernel thread starvation 
detection configuration. 

Syntax 
display kernel starvation configuration [ slot slot-number [ cpu 
cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays kernel thread starvation detection configuration on the 
master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Examples 
# Display kernel thread starvation detection configuration. 
<Sysname> display kernel starvation configuration 

Thread starvation detection: Disabled 

Starvation timer (in seconds): 10 

Threads excluded from monitoring: 1 

  TID:    123   Name: co0 

Table 5 Command output 

Field Description 

Starvation timer (in seconds): n 
Time interval (in seconds) to identify a kernel thread starvation. A 
kernel thread starvation occurs if a kernel thread does not run 
within n seconds. 

Threads excluded from monitoring Kernel threads excluded from kernel thread starvation detection. 

Name Kernel thread name. 

TID Kernel thread number. 
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Related commands 
monitor kernel starvation enable 

monitor kernel starvation exclude-thread 

monitor kernel starvation time 

display process 
Use display process to display process state information. 

Syntax 
display process [ all | job job-id | name process-name ] [ slot slot-number 
[ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
all: Specifies all processes. With the all keyword or without any parameters, the command 
displays state information for all processes. 

job job-id: Specifies a process by its job ID, in the range of 1 to 2147483647. Each process has 
a fixed job ID. 

name process-name: Specifies a process by its name, a case-insensitive string of 1 to 15 
characters that must not contain question marks or spaces. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays process state information on the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Examples 
# Display state information for the process scmd. 
<Sysname> display process name scmd 

                             Job ID: 1 

                                PID: 1 

                         Parent JID: 0 

                         Parent PID: 0 

                    Executable path: /sbin/scmd 

                           Instance: 0 

                            Respawn: OFF 

                      Respawn count: 1 

             Max. spawns per minute: 0 

                       Last started: Wed Jun  1 14:45:46 2013 

                      Process state: sleeping 

                          Max. core: 0 

                               ARGS: - 
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    TID  LAST_CPU    Stack      PRI    State   HH:MM:SS:MSEC  Name 

      1      0          0K      120      S     0:0:5:220      scmd 

Table 6 Command output 

Field Description 
Job ID Job ID of the process. The job ID never changes. 

PID Number of the process. The number identifies the process, and it might 
change as the process restarts. 

Parent JID Job ID of the parent process. 

Parent PID Number of the parent process. 

Executable path Executable path of the process. For a kernel thread, this field displays a 
hyphen (-). 

Instance Instance number of the process. Whether a process can run multiple instances 
depends on the software implementation. 

Respawn 
Indicates whether the process restarts when an error occurs: 
• ON—The process automatically restarts. 
• OFF—The process does not automatically restarts. 

Respawn count Times that the process has restarted. The starting value is 1. 

Max. spawns per minute Maximum number of times that the process can restart within one minute. If the 
threshold is reached, the system automatically shuts down the process. 

Last started Time when the most recent restart occurred.  

Process state 

State of the process: 
• running—Running or waiting in the queue. 
• sleeping—Interruptible sleep. 
• traced or stopped—Stopped. 
• uninterruptible sleep—Uninterruptible sleep. 
• zombie—The process has quit, but some resources are not released. 

Max. core 

Maximum number of core dump files that the process can create. 0 indicates 
that the process never creates a core dump file. A process creates a core 
dump file after it abnormally restarts. If the number of core dump files reaches 
the maximum value, no more core dump files are created. Core dump files are 
helpful for troubleshooting. 

ARGS Parameters carried by the process during startup. If the process carries no 
parameters, this field displays a hyphen (-). 

TID Thread ID. 

LAST_CPU Number of the CPU on which the process is last scheduled. 

Stack Stack size. 

PRI Thread priority. 

State 

Thread state: 
• R—Running. 
• S—Sleeping. 
• T—Traced or stopped. 
• D—Uninterruptible sleep. 
• Z—Zombie. 

HH:MM:SS:MSEC Running time since the most recent start. 
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Name Process name. 
 

# Display state information for all processes. 
<Sysname> display process all 

    JID    PID %CPU %MEM STAT PRI TTY HH:MM:SS COMMAND 

      1      1  0.0  0.0   S  120  -  00:00:04 scmd 

      2      2  0.0  0.0   S  115  -  00:00:00 [kthreadd] 

      3      3  0.0  0.0   S   99  -  00:00:00 [migration/0] 

      4      4  0.0  0.0   S  115  -  00:00:05 [ksoftirqd/0] 

      5      5  0.0  0.0   S   99  -  00:00:00 [watchdog/0] 

      6      6  0.0  0.0   S  115  -  00:00:00 [events/0] 

      7      7  0.0  0.0   S  115  -  00:00:00 [khelper] 

      8      8  0.0  0.0   S  115  -  00:00:00 [kblockd/0] 

      9      9  0.0  0.0   S  115  -  00:00:00 [ata/0] 

     10     10  0.0  0.0   S  115  -  00:00:00 [ata_aux] 

     11     11  0.0  0.0   S  115  -  00:00:00 [kseriod] 

     12     12  0.0  0.0   S  120  -  00:00:00 [vzmond] 

     13     13  0.0  0.0   S  120  -  00:00:00 [pdflush] 

     14     14  0.0  0.0   S  120  -  00:00:00 [pdflush] 

     15     15  0.0  0.0   S  115  -  00:00:00 [kswapd0] 

     16     16  0.0  0.0   S  115  -  00:00:00 [aio/0] 

     17     17  0.0  0.0   S  115  -  00:00:00 [scsi_eh_0] 

     18     18  0.0  0.0   S  115  -  00:00:00 [scsi_eh_1] 

     19     19  0.0  0.0   S  115  -  00:00:00 [scsi_eh_2] 

     35     35  0.0  0.0   D  100  -  00:00:00 [lipc_topology]  

---- More ----                

Table 7 Command output 

Field Description 
JID Job ID of a process. It never changes. 

PID Number of a process. 

%CPU CPU usage in percentage (%). 

%MEM Memory usage in percentage (%). 

STAT 

State of a process: 
• R—Running. 
• S—Sleeping. 
• T—Traced or stopped. 
• D—Uninterruptible sleep. 
• Z—Zombie. 

PRI Priority of a process for scheduling.  

TTY TTY used by a process. It displays a hyphen (-) for non-default contexts. 

HH:MM:SS Running time since the most recent start. If the running time reaches or exceeds 100 
hours, this field displays only the number of hours. 

COMMAND Name and parameters of a process. If square brackets ([ ]) exist in a process name, 
the process is a kernel thread. 
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display process cpu 
Use display process cpu to display CPU usage of all processes. 

Syntax 
display process cpu [ slot slot-number [ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays CPU usage of all processes on the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Examples 
# Display CPU usage for all processes. 
<Sysname> display process cpu 

CPU utilization in 5 secs: 16.8%; 1 min: 4.7%; 5 mins: 4.7% 

    JID      5Sec      1Min      5Min    Name 

      1      0.0%      0.0%      0.0%    scmd 

      2      0.0%      0.0%      0.0%    [kthreadd] 

      3      0.1%      0.0%      0.0%    [ksoftirqd/0] 

... 

Table 8 Command output 

Field Description 
CPU utilization in 5 secs: 16.8%; 
1 min: 4.7%; 5 mins: 4.7% System CPU usage within the last 5 seconds, 1 minute, and 5 minutes. 

JID Job ID of a process. It never changes. 

5Sec CPU usage of the process within the last 5 seconds. 

1Min CPU usage of the process within the last minute. 

5Min CPU usage of the process within the last 5 minutes. 

Name Name of the process. If square brackets ([ ]) exist in a process name, the 
process is a kernel thread. 

 

display process log 
Use display process log to display log information for all user processes. 

Syntax 
display process log [ slot slot-number [ cpu cpu-number ] ] 
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Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays log information for all user processes on the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Examples 
# Display log information for all user processes. 
<Sysname> display process log 

Process       JobID  PID    Abort Core Exit Kill StartTime      EndTime          

knotify       92     92     N     N    0    36   12-17 07:10:27 12-17 07:10:27   

knotify       93     93     N     N    0    --   12-17 07:10:27 12-17 07:10:27   

automount     94     94     N     N    0    --   12-17 07:10:27 12-17 07:10:28   

knotify       111    111    N     N    0    --   12-17 07:10:28 12-17 07:10:28   

comsh         121    121    N     N    0    --   12-17 07:10:30 12-17 07:10:30   

knotify       152    152    N     N    0    --   12-17 07:10:31 12-17 07:10:31   

autocfgd      155    155    N     N    0    --   12-17 07:10:31 12-17 07:10:31   

pkg_update    122    122    N     N    0    --   12-17 07:10:30 12-17 07:10:31 

Table 9 Command output 

Field Description 
Process Name of a user process. 

JobID Job ID of a user process. 

PID ID of a user process. 

Abort 
Indicates whether the process exited abnormally: 
• Y—Yes. 
• N—No. 

Core 
Indicates whether the process can generate core dump files: 
• Y—Yes. 
• N—No. 

Exit Process exit code. This field displays two hyphens (--) if the process was killed 
by a signal. 

Kill Code of the signal that killed the process. This field displays two hyphens (--) if 
the process exited instead of being killed. 

StartTime Time when the user process started. 

EndTime Time when the user process ended. 
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display process memory 
Use display process memory to display memory usage of all user processes. 

Syntax 
display process memory [ slot slot-number [ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays memory usage of all user processes on the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
When a user process starts, it requests the following types of memory from the system: 
• Text memory—Stores code for the user process. 
• Data memory—Stores data for the user process. 
• Stack memory—Stores temporary data. 
• Dynamic memory—Heap memory dynamically assigned and released by the system 

according to the needs of the user process. To view dynamic memory information, execute the 
display process memory heap command.  

Examples 
# Display memory usage for all user processes. 
<Sysname> display process memory 

   JID       Text      Data      Stack    Dynamic    Name 

     1        384      1800         16         36    scmd 

     2          0         0          0          0    [kthreadd] 

     3          0         0          0          0    [ksoftirqd/0] 

     4          0         0          0          0    [watchdog/0] 

     5          0         0          0          0    [events/0] 

     6          0         0          0          0    [khelper] 

    29          0         0          0          0    [kblockd/0] 

    49          0         0          0          0    [vzmond] 

    52          0         0          0          0    [pdflush] 

---- More ---- 

Table 10 Command output 

Field Description 
JID Job ID of a process. It never changes. 

Text Text memory used by the user process, in KB. The value for a kernel thread is 0. 
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Field Description 
Data Data memory used by the user process, in KB. The value for a kernel thread is 0. 

Stack Stack memory used by the user process, in KB. The value for a kernel thread is 0. 

Dynamic Dynamic memory used by the user process, in KB. The value for a kernel thread is 0. 

Name Name of the user process. If square brackets ([ ]) exist in a process name, the process is 
a kernel thread. 

 

Related commands 
display process memory heap 

display process memory heap address 

display process memory heap size 

display process memory heap 
Use display process memory heap to display the heap memory usage of a user process. 

Syntax 
display process memory heap job job-id [ verbose ] [ slot slot-number [ cpu 
cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
job job-id: Specifies a user process by its job ID, in the range of 1 to 2147483647. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
brief information. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays the heap memory usage of the user process on the master 
device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
Heap memory comprises fixed-sized blocks such as 16-byte or 64-byte blocks. It stores data and 
variables used by the user process. When a user process starts, the system dynamically allocates 
heap memory to the process.  

Each memory block has an address represented in hexadecimal format, which can be used to 
access the memory block. You can view memory block addresses by using the display process 
memory heap size command, and view memory block contents by using the display process 
memory heap address command. 
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Examples 
# Display brief information about heap memory usage for the process identified by job ID 1. 
<Sysname> display process memory heap job 1 

Total virtual memory heap space(in bytes) :  2228224 

Total physical memory heap space(in bytes) :  262144 

Total allocated memory(in bytes)          :  161576 

# Display detailed information about heap memory usage for the process identified by job ID 1. 
<Sysname> display process memory heap job 1 verbose 

Heap usage: 

Size       Free      Used     Total     Free Ratio 

16         8         52       60        13% 

64         3         1262     1265      0.2% 

128        2         207      209       1% 

512        3         55       58        5.1% 

4096       3         297      300       1% 

8192       1         19       20        5% 

81920      0         1        1         0% 

Summary: 

Total virtual memory heap space (in bytes)  :  2293760 

Total physical memory heap space (in bytes) :  58368 

Total allocated memory (in bytes)           :  42368 

Table 11 Command output 

Field Description 
Size Size of each memory block, in bytes. 

Free Number of free memory blocks. 

Used Number of used memory blocks. 

Total Total number of memory blocks. 

Free Ratio Ratio of free memory to total memory. It helps identify fragment information. 
 

Related commands 
display process memory 

display process memory heap address 

display process memory heap size 

display process memory heap address 
Use display process memory heap address to display heap memory content starting from 
a specified memory block for a process. 

Syntax 
display process memory heap job job-id address starting-address length 
memory-length [ slot slot-number [ cpu cpu-number ] ] 

Views 
Any view 
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Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
job job-id: Specifies a user process by its job ID, in the range of 1 to 2147483647. 

address starting-address: Specifies the starting memory block by its address. 

length memory-length: Specifies the memory block length in the range of 1 to 1024 bytes. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays heap memory content information on the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
When a user process runs abnormally, the command helps locate the problem. 

Examples 
# Display 128-byte memory block content starting from the memory block 0xb7e30580 for the 
process job 1. 
<Sysname> display process memory heap job 1 address b7e30580 length 128 

B7E30580:  14 00 EF FF 00 00 00 00 E4 39 E2 B7 7C 05 E3 B7  .........9..|...     

B7E30590:  14 00 EF FF 2F 73 62 69 6E 2F 73 6C 62 67 64 00  ..../sbin/slbgd.     

B7E305A0:  14 00 EF FF 00 00 00 00 44 3B E2 B7 8C 05 E3 B7  ........D;......     

B7E305B0:  14 00 EF FF 2F 73 62 69 6E 2F 6F 73 70 66 64 00  ..../sbin/ospfd.     

B7E305C0:  14 00 EF FF 00 00 00 00 A4 3C E2 B7 AC 05 E3 B7  .........<......     

B7E305D0:  14 00 EF FF 2F 73 62 69 6E 2F 6D 73 74 70 64 00  ..../sbin/mstpd.     

B7E305E0:  14 00 EF FF 00 00 00 00 04 3E E2 B7 CC 05 E3 B7  .........>......     

B7E305F0:  14 00 EF FF 2F 73 62 69 6E 2F 6E 74 70 64 00 00  ..../sbin/ntpd.. 

Related commands 
display process memory heap 

display process memory heap size 

display process memory heap size 
Use display process memory heap size to display the addresses of heap memory blocks 
with a specified size used by a process. 

Syntax 
display process memory heap job job-id size memory-size [ offset 
offset-size ] [ slot slot-number [ cpu cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 



29 

context-admin 

context-operator 

Parameters 
job job-id: Specifies a process by its job ID, in the range of 1 to 2147483647. 

size memory-size: Specifies the memory block size in the range of 1 to 4294967295. 

offset offset-size: Specifies an offset in the range of 0 to 4294967295. The default value is 
128. For example, suppose the system allocates 100 16-byte memory blocks to process job 1, and 
the process has used 66 blocks. Then if you execute the display process memory heap job 
1 size 16 offset 50 command, the output shows the addresses of the 51st through 66th 16-byte 
blocks used by the process. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays heap memory block address information on the master 
device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
The command displays memory block addresses in hexadecimal format. To view memory block 
content, execute the display process memory heap address command. 

Examples 
# Display the addresses of 16-byte memory blocks used by process job 1. 
<Sysname> display process memory heap job 1 size 16 

0xb7e300c0  0xb7e300d0  0xb7e300e0  0xb7e300f0 

0xb7e30100  0xb7e30110  0xb7e30120  0xb7e30130 

0xb7e30140  0xb7e30150  0xb7e30160  0xb7e30170 

0xb7e30180  0xb7e30190  0xb7e301a0  0xb7e301b0 

0xb7e301c0  0xb7e301d0  0xb7e301e0  0xb7e301f0 

0xb7e30200  0xb7e30210  0xb7e30220  0xb7e30230 

# Display the addresses of 16-byte memory blocks starting from the fifth block used by process job 1. 
<Sysname> display process memory heap job 1 size 16 offset 4 

0xb7e30100  0xb7e30110  0xb7e30120  0xb7e30130 

0xb7e30140  0xb7e30150  0xb7e30160  0xb7e30170 

0xb7e30180  0xb7e30190  0xb7e301a0  0xb7e301b0 

0xb7e301c0  0xb7e301d0  0xb7e301e0  0xb7e301f0 

0xb7e30200  0xb7e30210  0xb7e30220  0xb7e30230 

Related commands 
display process memory heap 

display process memory heap address 

exception filepath 
Use exception filepath to specify the directory for saving core dump files. 

Use undo exception filepath to remove the specified directory. 

Syntax 
exception filepath directory 

undo exception filepath directory 
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Default 
The directory for saving core dump files is the root directory of the default file system. For more 
information about the default file system, see file system management in Fundamentals 
Configuration Guide. 

Views 
User view 

Predefined user roles 
network-admin 

Parameters 
directory: Specifies the directory for saving core dump files. The directory must be the root 
directory of a file system. 

Usage guidelines 
This command is supported only on the default context. 

The system will save core dump files to the core folder in the specified directory on the master. If the 
core folder does not exist in the specified directory, the system creates the core folder before saving 
core dump files. 

You can use the command to change the directory if there are different types of storage media on the 
device. 

If no directory is specified or the specified directory is not accessible, the system cannot save core 
dump files. 

Examples 
# Set the directory for saving core dump files. 
<Sysname> exception filepath flash:/ 

Related commands 
display exception filepath 

process core 

monitor kernel deadloop action threshold 
Use monitor kernel deadloop action threshold to set kernel thread deadloop protection 
thresholds. 

Use undo monitor kernel deadloop action threshold to restore default settings. 

Syntax 
monitor kernel deadloop action threshold threshold [ slot slot-number [ cpu 
cpu-number ] ] 

undo monitor kernel deadloop action threshold [ slot slot-number [ cpu 
cpu-number ] ] 

Default 
The kernel thread deadloop protection threshold is 1. The device takes protection actions 
immediately after detecting a kernel thread deadloop. 

Views 
System view 
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Predefined user roles 
network-admin 

Parameters 
threshold: Specifies the number of kernel thread deadloops for triggering protection actions, in 
the range of 1 to 20. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

When the number of detected kernel thread deadloops reaches the kernel thread deadloop 
protection threshold, the device takes protection actions to remove the deadloops.  

Examples 
# Set the kernel thread deadloop protection threshold to 5. 
<Sysname> system-view 

[Sysname] monitor kernel deadloop action threshold 5 

Related commands 
display kernel deadloop configuration 

monitor kernel deadloop enable 

monitor kernel deadloop enable 
Use monitor kernel deadloop enable to enable kernel thread deadloop detection. 

Use undo monitor kernel deadloop enable to disable kernel thread deadloop detection. 

Syntax 
monitor kernel deadloop enable [ slot slot-number [ cpu cpu-number [ core 
core-number&<1-64> ] ] ] 

undo monitor kernel deadloop enable [ slot slot-number [ cpu cpu-number ] ] 

Default 
Kernel thread deadloop detection is enabled.  

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the master device.  

cpu cpu-number: Specifies a CPU by its number. 

core core-number&<1-64>: Specifies a maximum of 64 cores by their numbers. If you do not 
specify this option, all cores on the CPU are specified. 
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Usage guidelines 

 CAUTION: 
Use this command only under the guidance of NSFOCUS Support. Inappropriate configuration can 
cause system breakdown. As a best practice, leave the default unchanged. 
 

This command is supported only on the default context. 

Kernel threads share resources in kernel space. If a kernel thread monopolizes the CPU for a long 
time, other threads cannot run, resulting in a deadloop. 

This command enables the device to detect deadloops. If a thread occupies the CPU regularly, the 
device determines that a deadloop has occurred, logs the event, and reboots to resolve the issue. 

Examples 
# Enable kernel thread deadloop detection. 
<Sysname> system-view 

[Sysname] monitor kernel deadloop enable 

Related commands 
display kernel deadloop 

display kernel deadloop configuration 

monitor kernel deadloop exclude-thread 

monitor kernel deadloop time 

monitor kernel deadloop exclude-thread 
Use monitor kernel deadloop exclude-thread to exclude a kernel thread from kernel 
thread deadloop detection. 

Use undo monitor kernel deadloop exclude-thread to include a kernel thread in kernel 
thread deadloop detection. 

Syntax 
monitor kernel deadloop exclude-thread tid [ slot slot-number [ cpu 
cpu-number ] ] 

undo monitor kernel deadloop exclude-thread [ tid ] [ slot slot-number [ cpu 
cpu-number ] ] 

Default 
Kernel thread deadloop detection monitors all kernel threads. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
tid: Specifies a kernel thread by its ID, in the range of 1 to 2147483647. If you do not specify a 
kernel thread, the undo command restores the default.  

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the master device.  

cpu cpu-number: Specifies a CPU by its number. 



33 

Usage guidelines 
This command is supported only on the default context. 

Use this command only under the guidance of NSFOCUS Support. Inappropriate configuration can 
cause system breakdown. As a best practice, leave the default unchanged. 

You can exclude up to 128 kernel threads from kernel thread deadloop detection. 

Examples 
# Exclude kernel thread 15 from kernel thread deadloop detection. 
<Sysname> system-view 

[Sysname]monitor kernel deadloop exclude-thread 15 

Related commands 
display kernel deadloop configuration 

display kernel deadloop 

monitor kernel deadloop enable 

monitor kernel deadloop time 
Use monitor kernel deadloop time to set the interval for identifying a kernel thread 
deadloop. 

Use undo monitor kernel deadloop time to restore the default. 

Syntax 
monitor kernel deadloop time time [ slot slot-number [ cpu cpu-number ] ] 

undo monitor kernel deadloop time [ slot slot-number [ cpu cpu-number ] ] 

Default 
The interval for identifying a kernel thread deadloop is 28 seconds. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
time time: Specifies the interval for identifying a kernel thread deadloop, in the range of 1 to 65535 
seconds. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Use this command only under the guidance of NSFOCUS Support. Inappropriate configuration can 
cause system breakdown. As a best practice, leave the default unchanged. 

If a kernel thread runs for the specified interval, kernel thread deadloop detection determines that a 
deadloop has occurred. 
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Examples 
# Set the interval for identifying a kernel thread deadloop to 8 seconds. 
<Sysname> system-view 

[Sysname] monitor kernel deadloop time 8 

Related commands 
display kernel deadloop configuration 

display kernel deadloop 

monitor kernel deadloop enable 

monitor kernel starvation enable 
Use monitor kernel starvation enable to enable kernel thread starvation detection. 

Use undo monitor kernel starvation enable to disable kernel thread starvation detection. 

Syntax 
monitor kernel starvation enable [ slot slot-number [ cpu cpu-number ] ] 

undo monitor kernel starvation enable [ slot slot-number [ cpu 
cpu-number ] ] 

Default 
Kernel thread starvation detection is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 

 CAUTION: 
Use this command only under the guidance of NSFOCUS Support. Inappropriate configuration can 
cause system breakdown. As a best practice, leave the default unchanged. 
 

This command is supported only on the default context. 

Starvation occurs when a thread is unable to access shared resources. 

The command enables the system to detect and report thread starvation. If a thread is not executed 
within an interval, the system considers that a starvation has occurred, and outputs a starvation 
message.  

Thread starvation does not impact system operation. A starved thread can automatically run when 
certain conditions are met. 

Examples 
# Enable kernel thread starvation detection. 
<Sysname> system-view 
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[Sysname] monitor kernel starvation enable 

Related commands 
display kernel starvation configuration 

display kernel starvation 

monitor kernel starvation time 

monitor kernel starvation exclude-thread 

monitor kernel starvation exclude-thread 
Use monitor kernel starvation exclude-thread to exclude a kernel thread from kernel 
thread starvation detection. 

Use undo monitor kernel starvation exclude-thread to include a kernel thread in 
kernel thread starvation detection. 

Syntax 
monitor kernel starvation exclude-thread tid [ slot slot-number [ cpu 
cpu-number ] ] 

undo monitor kernel starvation exclude-thread [ tid ] [ slot slot-number 
[ cpu cpu-number ] ] 

Default 
Kernel thread starvation detection, if enabled, monitors all kernel threads. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
tid: Specifies a kernel thread by its ID, in the range of 1 to 2147483647. If you do not specify a 
kernel thread, the undo command restores the default. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Use this command only under the guidance of NSFOCUS Support. Inappropriate configuration can 
cause system breakdown. As a best practice, leave the default unchanged. 

You can exclude up to 128 kernel threads from kernel thread starvation detection. 

Examples 
# Exclude kernel thread 15 from kernel thread starvation detection. 
<Sysname> system-view 

[Sysname] monitor kernel starvation exclude-thread 15 

Related commands 
display kernel starvation 

display kernel starvation configuration 
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monitor kernel starvation enable 

monitor kernel starvation time 
Use monitor kernel starvation time to set the interval for identifying a kernel thread 
starvation. 

Use undo monitor kernel starvation time to restore the default. 

Syntax 
monitor kernel starvation time time [ slot slot-number [ cpu cpu-number ] ] 

undo monitor kernel starvation time [ slot slot-number [ cpu cpu-number ] ] 

Default 
The interval for identifying a kernel thread starvation is 120 seconds. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
time time: Specifies the interval for identifying a kernel thread starvation, in the range of 1 to 
65535 seconds. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context.  

Use this command only under the guidance of NSFOCUS Support. Inappropriate configuration can 
cause system breakdown. As a best practice, leave the default unchanged. 

If a thread is not executed within the specified interval, the system considers that a starvation has 
occurred, and outputs a starvation message. 

Examples 
# Set the interval for identifying a kernel thread starvation to 120 seconds. 
<Sysname> system-view 

[Sysname] monitor kernel starvation time 120 

Related commands 
display kernel starvation 

display kernel starvation configuration 

monitor kernel starvation enable 

monitor process 
Use monitor process to display process statistics. 
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Syntax 
monitor process [ dumbtty ] [ iteration number ] [ slot slot-number [ cpu 
cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
dumbtty: Specifies dumbtty mode. In this mode, the command displays process statistics in 
descending order of CPU usage without refreshing statistics. If you do not specify this keyword, the 
command displays statistics for the top 10 processes in descending order of CPU usage in an 
interactive mode, and refreshes statistics every 5 seconds by default. 

iteration number: Specifies the number of display times, in the range of 1 to 4294967295. If you 
specify the dumbtty keyword, the number argument is 1 by default. If neither the dumbtty 
keyword nor the number argument is specified, there is no limit to the display times and process 
statistics are refreshed every 5 seconds. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays process statistics for the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
If you do not specify the dumbtty keyword, the command displays process statistics in an 
interactive mode. In this mode, the system automatically determines the number of displayed 
processes according to the screen size, and does not display exceeding processes. You can also 
input interactive commands as shown in Table 12 to perform relevant operations. 

Table 12 Interactive commands 

Commands Description 
? or h Displays help information that includes available interactive commands. 

1 

Displays state information for physical CPUs. For example, if you enter 1 for the first time, 
the state of each physical CPU is displayed in a separate row. If you enter 1 again, the 
average value of all CPU states is displayed. If you enter 1 for the third time, separate 
states are displayed. 
By default, the average value of all CPU states is displayed. 

c Sorts processes by CPU usage in descending order, which is the default setting. 

d Sets the interval for refreshing process statistics, in the range of 1 to 2147483647 
seconds. The default value is 5 seconds. 

f Sorts processes by the number of open files in descending order. Files are identified by 
file descriptors (FDs). 

k Kills a process. Because the command can impact system operation, be cautious to use it. 

l Refreshes the screen. 

m Sorts processes by memory usage in descending order. 

n 
Changes the maximum number of processes displayed within a screen, in the range of 0 
to 2147483647. The default value is 10. A value of 0 means no limit. Only processes not 
exceeding the screen size can be displayed.  
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Commands Description 
q Quits the interactive mode. 

t Sorts processes by running time in descending order. 

< Moves sort field to the next left column. 

> Moves sort field to the next right column. 
 

Examples 
# Display process statistics in dumbtty mode. In this mode, the system displays process statistics 
once, and then returns to command view. 
<Sysname> monitor process dumbtty 

428 processes; 561 threads; 2336 fds                                             

Thread states: 18 running, 543 sleeping, 0 stopped, 0 zombie                     

CPU0: 89.53% idle, 0.00% user, 7.14% kernel, 3.33% interrupt, 0.00% steal        

CPU1: 94.81% idle, 0.47% user, 2.36% kernel, 2.36% interrupt, 0.00% steal        

Memory: 31775M total, 26159M available, page size 4K                             

        JID        PID  PRI  State  FDs     MEM  HH:MM:SS    CPU   Name 

        404        404  120    S    16   16432K  03:22:57   0.68%  diagd 

          1          1  120    S    18   11136K  00:08:21   0.27%  scmd 

        348        348  115    R     0       0K  05:54:40   0.15%  [kdrvfwd20] 

        349        349  115    R     0       0K  05:57:55   0.14%  [kdrvfwd21] 

        350        350  115    R     0       0K  05:52:45   0.14%  [kdrvfwd22] 

        352        352  115    R     0       0K  05:47:38   0.14%  [kdrvfwd24] 

        354        354  115    R     0       0K  05:38:52   0.14%  [kdrvfwd26] 

        344        344  115    R     0       0K  05:41:15   0.13%  [kdrvfwd16] 

        345        345  115    R     0       0K  05:34:40   0.13%  [kdrvfwd17] 

        346        346  115    R     0       0K  05:33:35   0.13%  [kdrvfwd18] 

        347        347  115    R     0       0K  05:22:29   0.13%  [kdrvfwd19] 

        351        351  115    R     0       0K  05:39:24   0.13%  [kdrvfwd23] 

        353        353  115    R     0       0K  05:29:42   0.13%  [kdrvfwd25] 

        355        355  115    R     0       0K  05:26:17   0.13%  [kdrvfwd27] 

        356        356  115    R     0       0K  05:28:52   0.13%  [kdrvfwd28] 

        357        357  115    R     0       0K  05:26:31   0.13%  [kdrvfwd29] 

... 

# Display process statistics twice in dumbtty mode. 
<Sysname> monitor process dumbtty iteration 2 

428 processes; 561 threads; 2336 fds                                             

Thread states: 18 running, 543 sleeping, 0 stopped, 0 zombie                     

CPU0: 89.53% idle, 0.00% user, 7.14% kernel, 3.33% interrupt, 0.00% steal        

CPU1: 94.81% idle, 0.47% user, 2.36% kernel, 2.36% interrupt, 0.00% steal        

Memory: 31775M total, 26159M available, page size 4K                             

        JID        PID  PRI  State  FDs     MEM  HH:MM:SS    CPU   Name 

        404        404  120    S    16   16432K  03:22:57   0.68%  diagd 

          1          1  120    S    18   11136K  00:08:21   0.27%  scmd 

        348        348  115    R     0       0K  05:54:40   0.15%  [kdrvfwd20] 

        349        349  115    R     0       0K  05:57:55   0.14%  [kdrvfwd21] 

        350        350  115    R     0       0K  05:52:45   0.14%  [kdrvfwd22] 

        352        352  115    R     0       0K  05:47:38   0.14%  [kdrvfwd24] 
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        354        354  115    R     0       0K  05:38:52   0.14%  [kdrvfwd26] 

        344        344  115    R     0       0K  05:41:15   0.13%  [kdrvfwd16] 

        345        345  115    R     0       0K  05:34:40   0.13%  [kdrvfwd17] 

        346        346  115    R     0       0K  05:33:35   0.13%  [kdrvfwd18] 

        347        347  115    R     0       0K  05:22:29   0.13%  [kdrvfwd19] 

        351        351  115    R     0       0K  05:39:24   0.13%  [kdrvfwd23] 

        353        353  115    R     0       0K  05:29:42   0.13%  [kdrvfwd25] 

        355        355  115    R     0       0K  05:26:17   0.13%  [kdrvfwd27] 

        356        356  115    R     0       0K  05:28:52   0.13%  [kdrvfwd28] 

        357        357  115    R     0       0K  05:26:31   0.13%  [kdrvfwd29] 

... 

Five seconds later, the system refreshes process statistics as follows (which is the same as 
executing the monitor process dumbtty command twice at a 5-second interval): 
428 processes; 561 threads; 2338 fds                                             

Thread states: 19 running, 542 sleeping, 0 stopped, 0 zombie                     

CPU0: 86.26% idle, 1.05% user, 8.99% kernel, 3.70% interrupt, 0.00% steal        

CPU1: 90.44% idle, 1.06% user, 4.78% kernel, 3.72% interrupt, 0.00% steal        

Memory: 31775M total, 26158M available, page size 4K                             

        JID        PID  PRI  State  FDs     MEM  HH:MM:SS    CPU   Name 

        404        404  120    R    18   16460K  03:23:03   0.50%  diagd 

          1          1  120    S    18   11136K  00:08:21   0.24%  scmd 

        344        344  115    R     0       0K  05:41:25   0.13%  [kdrvfwd16] 

        348        348  115    R     0       0K  05:54:51   0.13%  [kdrvfwd20] 

        349        349  115    R     0       0K  05:58:06   0.13%  [kdrvfwd21] 

        350        350  115    R     0       0K  05:52:56   0.13%  [kdrvfwd22] 

        352        352  115    R     0       0K  05:47:49   0.13%  [kdrvfwd24] 

        345        345  115    R     0       0K  05:34:51   0.12%  [kdrvfwd17] 

        346        346  115    R     0       0K  05:33:45   0.12%  [kdrvfwd18] 

        347        347  115    R     0       0K  05:22:39   0.12%  [kdrvfwd19] 

        351        351  115    R     0       0K  05:39:34   0.12%  [kdrvfwd23] 

        353        353  115    R     0       0K  05:29:52   0.12%  [kdrvfwd25] 

        354        354  115    R     0       0K  05:39:02   0.12%  [kdrvfwd26] 

        356        356  115    R     0       0K  05:29:02   0.12%  [kdrvfwd28] 

        357        357  115    R     0       0K  05:26:41   0.12%  [kdrvfwd29] 

... 

<Sysname> 

# Display process statistics in interactive mode. 
<Sysname> monitor process 

428 processes; 561 threads; 2336 fds                                             

Thread states: 20 running, 541 sleeping, 0 stopped, 0 zombie                     

CPU: 98.21% idle, 0.17% user, 1.57% kernel, 0.05% interrupt, 0.00% steal         

Memory: 31775M total, 26158M available, page size 4K                             

        JID        PID  PRI  State  FDs     MEM  HH:MM:SS    CPU   Name 

        348        348  115    R     0       0K  05:55:08   0.09%  [kdrvfwd20] 

        349        349  115    R     0       0K  05:58:22   0.09%  [kdrvfwd21] 

        350        350  115    R     0       0K  05:53:12   0.09%  [kdrvfwd22] 

        352        352  115    R     0       0K  05:48:05   0.09%  [kdrvfwd24] 

        344        344  115    R     0       0K  05:41:41   0.09%  [kdrvfwd16] 
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        351        351  115    R     0       0K  05:39:50   0.09%  [kdrvfwd23] 

        404        404  120    S    16   16468K  03:23:12   0.09%  diagd 

        353        353  115    R     0       0K  05:30:07   0.09%  [kdrvfwd25] 

        354        354  115    R     0       0K  05:39:18   0.09%  [kdrvfwd26] 

        345        345  115    R     0       0K  05:35:07   0.08%  [kdrvfwd17] 

The system refreshes process statistics every 5 seconds. You can enter interactive commands to 
perform operation as follows: 
• Enter h or a question mark (?) to display help information as follows: 

Help for interactive commands: 

      ?,h    Show the available interactive commands 

        1    Toggle SMP view: '1' single/separate states 

        c    Sort by the CPU field(default) 

        d    Set the delay interval between screen updates 

        f    Sort by number of open files 

        k    Kill a job 

        l    Refresh the screen 

        m    Sort by memory used 

        n    Set the maximum number of processes to display 

        q    Quit the interactive display 

        t    Sort by run time of processes since last restart 

        <    Move sort field to the next left column 

        >    Move sort field to the next right column 

Press any key to continue 

• Enter d, and then enter a number to modify the refresh interval. If you enter 3, statistics are 
refreshed every 3 seconds. 
Enter the delay interval between updates(1~2147483647): 3 

• Enter n, and then enter a number to modify the maximum number of displayed processes. If 
you enter 5, statistics for five processes are displayed. 
Enter the max number of processes to display(0 means unlimited): 5 

428 processes; 561 threads; 2336 fds                                             

Thread states: 18 running, 543 sleeping, 0 stopped, 0 zombie                     

CPU: 97.24% idle, 0.28% user, 2.41% kernel, 0.07% interrupt, 0.00% steal         

Memory: 31775M total, 26158M available, page size 4K                             

        JID        PID  PRI  State  FDs     MEM  HH:MM:SS    CPU   Name 

        349        349  115    R     0       0K  05:59:31   0.14%  [kdrvfwd21] 

        348        348  115    R     0       0K  05:56:16   0.14%  [kdrvfwd20] 

        350        350  115    R     0       0K  05:54:20   0.14%  [kdrvfwd22] 

        352        352  115    R     0       0K  05:49:12   0.14%  [kdrvfwd24] 

        404        404  120    S    16   16480K  03:24:25   0.14%  diagd 

• Enter f to sort processes by FDs in descending order. (You can also enter command c, m, or t to 
sort processes.) 
428 processes; 561 threads; 2336 fds                                             

Thread states: 18 running, 543 sleeping, 0 stopped, 0 zombie                     

CPU: 97.39% idle, 0.19% user, 2.04% kernel, 0.38% interrupt, 0.00% steal         

Memory: 31775M total, 26158M available, page size 4K                             

        JID        PID  PRI  State  FDs     MEM  HH:MM:SS    CPU   Name 

        526        526  120    S   360   64180K  00:25:14   0.01%  stamgrd 

        426        426  120    S   329  167272K  04:50:26   0.11%  apmgrd 
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        398        398  100    S   181   52472K  00:00:59   0.00%  dbmd 

        424        424  120    S   123  298916K  00:08:37   0.00%  ofcd 

        601        601  125    S    87   25108K  00:00:12   0.00%  ipstackd 

        620        620  120    S    84   54176K  00:01:42   0.00%  portald 

        430        430  120    S    64   18340K  00:00:21   0.00%  aaad 

        406        406  105    S    55    2192K  00:00:00   0.00%  had 

        436        436  120    S    47   29212K  00:00:06   0.00%  aclmgrd 

        600        600  125    S    41   30320K  00:01:54   0.00%  dhcpd 

• Enter k and then enter a JID to kill a process. If you enter 406, the process with the JID of 406 is 
killed. 
Enter the JID to kill: 406 

427 processes; 560 threads; 2280 fds                                             

Thread states: 18 running, 542 sleeping, 0 stopped, 0 zombie                     

CPU: 97.11% idle, 0.34% user, 2.46% kernel, 0.09% interrupt, 0.00% steal         

Memory: 31775M total, 26158M available, page size 4K                             

        JID        PID  PRI  State  FDs     MEM  HH:MM:SS    CPU   Name 

        526        526  120    S   360   64180K  00:25:14   0.03%  stamgrd 

        426        426  120    S   329  167272K  04:50:31   0.13%  apmgrd 

        398        398  100    S   180   52472K  00:00:59   0.00%  dbmd 

        424        424  120    S   123  298916K  00:08:37   0.00%  ofcd 

        601        601  125    S    87   25108K  00:00:12   0.00%  ipstackd 

        620        620  120    S    84   54176K  00:01:42   0.00%  portald 

        430        430  120    S    64   18340K  00:00:21   0.00%  aaad 

        436        436  120    S    47   29212K  00:00:06   0.00%  aclmgrd 

        600        600  125    S    41   30320K  00:01:54   0.00%  dhcpd 

        505        505  120    S    40   28196K  00:00:00   0.00%  qosd 

• Enter q to quit interactive mode. 

Table 13 Command output 

Field Description 
84 processes; 107 
threads; 683 fds Numbers of processes, threads, and open files. 

JID Job ID of a process, which never changes. 

PID ID of a process. 

PRI Priority level of a process. 

State 

State of a process: 
• R—Running. 
• S—Sleeping. 
• T—Traced or stopped. 
• D—Uninterruptible sleep. 
• Z—Zombie. 

FDs Number of open files for a process. 

MEM Memory usage. It displays 0 for a kernel thread. 

HH:MM:SS Running time of a process since last restart. 

CPU CPU usage of a process. 

Name Name of a process. If square brackets ([ ]) exist in a process name, the process 
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is a kernel thread. 

 

monitor thread 
Use monitor thread to display thread statistics. 

Syntax 
monitor thread [ dumbtty ] [ iteration number ] [ slot slot-number [ cpu 
cpu-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
dumbtty: Specifies dumbtty mode. In this mode, the command displays all thread statistics in 
descending order of CPU usage without refreshing statistics. If you do not specify the keyword, the 
command displays statistics for top 10 processes in descending order of CPU usage in an interactive 
mode, and refreshes statistics every 5 seconds by default. 

iteration number: Specifies the number of display times, in the range of 1 to 4294967295. If you 
specify the dumbtty keyword, the number argument is 1 by default. If neither the dumbtty 
keyword nor the number argument is specified, there is no limit to the display times. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays thread statistics for the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
If you do not specify the dumbtty keyword, the command displays thread statistics in an interactive 
mode. In this mode, the system automatically determines the number of displayed thread processes 
according to the screen size and does not display exceeding processes. You can also input 
interactive commands as shown in Table 14 to perform relevant operations. 

Table 14 Interactive commands 

Commands Description 
? or h Displays help information that includes available interactive commands. 

1 

Displays one of the following items in turn when you press 1 again and again: 
• Values of parameters of physical CPUs. 
• Average values of parameters of all CPUs. 
By default, the command displays the average values of parameters of all CPUs. 

c Sorts statistics by CPU usage in descending order. By default, the command sorts 
statistics by CPU usage in descending order. 

d Sets the interval for refreshing statistics. The default interval is 5 seconds. 

k Kills a process. Because the command can impact system operation, be cautious when 
you use it. 

l Refreshes the screen. 

n Changes the maximum number of threads displayed within a screen, in the range of 0 
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to 2147483647. The default value is 10. A value of 0 means no limit. Only threads not 
exceeding the screen size can be displayed. 

q Quits interactive mode. 

t Sorts statistics by the running time since the latest startup. 

< Moves sort field to the next left column. 

> Moves sort field to the next right column. 
 

Examples 
# Display thread statistics in dumbtty mode. 
<Sysname> monitor thread dumbtty 

84 processes; 107 threads 

Thread states: 1 running, 106 sleeping, 0 stopped, 0 zombie 

CPU states: 83.19% idle, 1.68% user, 10.08% kernel, 5.04% interrupt 

Memory: 755M total, 417M available, page size 4K 

    JID    TID  LAST_CPU  PRI  State  HH:MM:SS   MAX    CPU    Name 

   1175   1175      0     120    R    00:00:00     1  10.75%   top 

      1      1      0     120    S    00:00:06     1   2.68%   scmd 

    881    881      0     120    S    00:00:09     1   2.01%   diagd 

    776    776      0     120    S    00:00:01     0   0.67%   [DEVD] 

    866    866      0     120    S    00:00:11     1   0.67%   devd 

      2      2      0     115    S    00:00:00     0   0.00%   [kthreadd] 

      3      3      0     115    S    00:00:01     0   0.00%   [ksoftirqd/0] 

      4      4      0      99    S    00:00:00     1   0.00%   [watchdog/0] 

      5      5      0     115    S    00:00:00     0   0.00%   [events/0] 

      6      6      0     115    S    00:00:00     0   0.00%   [khelper] 

    796    796      0     115    S    00:00:00     0   0.00%   [kip6fs/1] 

 

<Sysname> 

# Display thread statistics in interactive mode. 
<Sysname> monitor thread 

84 processes; 107 threads 

Thread states: 1 running, 106 sleeping, 0 stopped, 0 zombie 

CPU states: 94.43% idle, 0.76% user, 3.64% kernel, 1.15% interrupt 

Memory: 755M total, 417M available, page size 4K 

    JID    TID  LAST_CPU  PRI  State  HH:MM:SS   MAX    CPU    Name 

   1176   1176      0     120    R    00:00:01     1   3.42%   top 

    866    866      0     120    S    00:00:12     1   0.85%   devd 

    881    881      0     120    S    00:00:09     1   0.64%   diagd 

      1      1      0     120    S    00:00:06     1   0.42%   scmd 

   1160   1160      0     120    S    00:00:01     1   0.21%   sshd 

      2      2      0     115    S    00:00:00     0   0.00%   [kthreadd] 

      3      3      0     115    S    00:00:01     0   0.00%   [ksoftirqd/0] 

      4      4      0      99    S    00:00:00     1   0.00%   [watchdog/0] 

      5      5      0     115    S    00:00:00     0   0.00%   [events/0] 

      6      6      0     115    S    00:00:00     0   0.00%   [khelper] 

• Enter h or a question mark (?) to display help information as follows: 
Help for interactive commands: 
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        ?,h      Show the available interactive commands 

          1      Toggle SMP view: '1' single/separate states 

          c      Sort by the CPU field(default) 

          d      Set the delay interval between screen updates 

          k      Kill a job 

          l      Refresh the screen 

          n      Set the maximum number of threads to display 

          q      Quit the interactive display 

          t      Sort by run time of threads since last restart 

          <      Move sort field to the next left column 

          >      Move sort field to the next right column 

Press any key to continue 

• Enter d, and then enter a number to modify the refresh interval. If you enter 3, statistics are 
refreshed every 3 seconds. 
Enter the delay interval between screen updates (1~2147483647): 3 

• Enter n, and then enter a number to modify the maximum number of displayed threads. If you 
enter 5, statistics for five threads are displayed. 
Enter the max number of threads to display(0 means unlimited): 5 

84 processes; 107 threads 

Thread states: 1 running, 106 sleeping, 0 stopped, 0 zombie 

CPU states: 93.26% idle, 0.99% user, 4.23% kernel, 1.49% interrupt 

Memory: 755M total, 417M available, page size 4K 

    JID    TID  LAST_CPU  PRI  State  HH:MM:SS   MAX    CPU    Name 

   1176   1176      0     120    R    00:00:02     1   3.71%   top 

      1      1      0     120    S    00:00:06     1   0.92%   scmd 

    866    866      0     120    S    00:00:13     1   0.69%   devd 

    881    881      0     120    S    00:00:10     1   0.69%   diagd 

    720    720      0     115    D    00:00:01     0   0.23%   [TMTH] 

• Enter k and then enter a JID to kill a thread. If you enter 881, the thread with the JID of 881 is 
killed. 
Enter the JID to kill: 881 

83 processes; 106 threads 

Thread states: 1 running, 105 sleeping, 0 stopped, 0 zombie 

CPU states: 96.26% idle, 0.54% user, 2.63% kernel, 0.54% interrupt 

Memory: 755M total, 418M available, page size 4K 

    JID    TID  LAST_CPU  PRI  State  HH:MM:SS   MAX    CPU    Name 

   1176   1176      0     120    R    00:00:04     1   1.86%   top 

    866    866      0     120    S    00:00:14     1   0.87%   devd 

      1      1      0     120    S    00:00:07     1   0.49%   scmd 

    730    730      0       0    S    00:00:04     1   0.12%   [DIBC] 

    762    762      0     120    S    00:00:22     1   0.12%   [MNET] 

• Enter q to quit interactive mode. 

Table 15 Command output 

Field Description 
84 processes; 107 
threads Numbers of processes and threads. 

JID Job ID of a thread, which never changes. 
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TID ID of a thread. 

LAST_CPU Number of the CPU on which the most recent thread scheduling occurs. 

PRI Priority level of a thread. 

State 

State of a thread: 
• R—Running. 
• S—Sleeping. 
• T—Traced or stopped. 
• D—Uninterruptible sleep. 
• Z—Zombie. 

HH:MM:SS Running time of a thread since last restart. 

MAX Longest time that a single thread scheduling occupies the CPU, in milliseconds. 

CPU CPU usage of a thread. 

Name Name of a thread. If square brackets ([ ]) exist in a thread name, the thread is a 
kernel thread. 

 

 

process core 
Use process core to enable or disable a process to generate core dump files for exceptions and 
set the maximum number of core dump files. 

Syntax 
process core { maxcore value | off } { job job-id | name process-name } [ slot 
slot-number [ cpu cpu-number ] ] 

Views 
User view 

Default 
A process generates a core dump file for the first exception and does not generate any core dump 
files for subsequent exceptions.  

Predefined user roles 
network-admin 

context-admin 

Parameters 
off: Disables core dump file generation. 

maxcore value: Enables core dump file generation and sets the maximum number of core dump 
files, in the range of 1 to 10.  

name process-name: Specifies a process by its name, a case-insensitive string of 1 to 15 
characters.  

job job-id: Specifies a process by its job ID, in the range of 1 to 2147483647. The job ID does not 
change after the process restarts. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command applies to the master device.  

cpu cpu-number: Specifies a CPU by its number. 
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Usage guidelines 
The command applies to all instances of a process. 

The command enables the system to generate a core dump file each time the specified process 
crashes until the maximum number of core dump files is reached. A core dump file records the 
exception information. 

Because core dump files consume system storage resources, you can disable core dump file 
generation for processes for which you do not need to review exception information.  

Examples 
# Disable core dump file generation for process routed. 
<Sysname> process core off name routed 

# Enable core dump file generation for process routed and set the maximum number of core dump 
files to 5. 
<Sysname> process core maxcore 5 name routed 

Related commands 
display exception context 

exception filepath 

reset exception context 
Use reset exception context to clear context information for process exceptions. 

Syntax 
reset exception context [ slot slot-number [ cpu cpu-number ] ] 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command clears context information for process exceptions on the IRF master 
device.  

cpu cpu-number: Specifies a CPU by its number. 

Examples 
# Clear context information for exceptions. 
<Sysname> reset exception context 

Related commands 
display exception context 

reset kernel deadloop 
Use reset kernel deadloop to clear kernel thread deadloop information. 
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Syntax 
reset kernel deadloop [ slot slot-number [ cpu cpu-number ] ] 

Views 
User view 

Predefined user roles 
network-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command clears kernel thread deadloop information for the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Examples 
# Clear kernel thread deadloop information. 
<Sysname> reset kernel deadloop 

Related commands 
display kernel deadloop 

reset kernel exception 
Use reset kernel exception to clear kernel thread exception information. 

Syntax 
reset kernel exception [ slot slot-number [ cpu cpu-number ] ] 

Views 
User view 

Predefined user roles 
network-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command clears kernel thread exception information for the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Examples 
# Clear kernel thread exception information. 
<Sysname> reset kernel exception 

Related commands 
display kernel exception 
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reset kernel reboot 
Use reset kernel reboot to clear kernel thread reboot information. 

Syntax 
reset kernel reboot [ slot slot-number [ cpu cpu-number ] ] 

Views 
User view 

Predefined user roles 
network-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command clears kernel thread reboot information for the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Examples 
# Clear kernel thread reboot information. 
<Sysname> reset kernel reboot 

Related commands 
display kernel reboot 

reset kernel starvation 
Use reset kernel starvation to clear kernel thread starvation information. 

Syntax 
reset kernel starvation [ slot slot-number [ cpu cpu-number ] ] 

Views 
User view 

Predefined user roles 
network-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command clears kernel thread starvation information for the master device.  

cpu cpu-number: Specifies a CPU by its number. 

Usage guidelines 
This command is supported only on the default context. 

Examples 
# Clear kernel thread starvation information. 
<Sysname> reset kernel starvation 
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Related commands 
display kernel starvation 

 



i 

Contents 

NETCONF commands ··················································································· 1 

display netconf service ······························································································································· 1 
display netconf session ······························································································································ 2 
netconf capability specific-namespace ······································································································· 3 
netconf idle-timeout ···································································································································· 4 
netconf log ·················································································································································· 5 
netconf soap acl ········································································································································· 6 
netconf soap domain ·································································································································· 7 
netconf soap enable ··································································································································· 8 
netconf soap http port ································································································································ 9 
netconf soap https ssl-server-policy ··········································································································· 9 
netconf ssh acl ········································································································································· 10 
netconf ssh server enable ························································································································ 11 
netconf ssh server port ····························································································································· 12 
reset netconf service statistics ················································································································· 12 
reset netconf session statistics ················································································································ 13 
xml ···························································································································································· 13 

 



 

1 

NETCONF commands 
display netconf service 

Use display netconf service to display current NETCONF service status and global 
NETCONF service statistics. 

Syntax 
display netconf service 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display the current NETCONF service status and global NETCONF service statistics. 
<Sysname> display netconf service 

NETCONF over SOAP over HTTP: Enabled (port 80) 

NETCONF over SOAP over HTTPS: Enabled (port 443) 

NETCONF over SSH: Enabled (port 830) 

NETCONF over Telnet: Enabled 

NETCONF over Console: Enabled 

SOAP timeout: 10 minutes    Agent timeout: 10 minutes 

Active sessions: 1 

Service statistics: 

NETCONF start time: 2015-10-10T08:08:08 

Output notifications: 50 

Output RPC errors: 20 

Dropped sessions: 0 

Sessions: 100   

Received bad hellos: 0   

Received RPCs: 1000   

Received bad RPCs: 20 

Table 1 Command output 

Field Description 

SOAP timeout 
NETCONF session idle timeout time for NETCONF over SOAP 
over HTTP sessions and NETCONF over SOAP over HTTPS 
sessions. 

Agent timeout 
NETCONF session idle timeout time for NETCONF over SSH 
sessions, NETCONF over Telnet sessions, and NETCONF over 
console sessions. 

Active sessions Number of active NETCONF sessions. 
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NETCONF start time Time when the NETCONF service was started. 

Output notifications Number of subscribed notifications output by the device. 

Output RPC errors Number of erroneous RPC requests output by the device. 

Dropped sessions Number of NETCONF sessions dropped due to timeout or 
abnormal network disconnection. 

Sessions Number of established NETCONF sessions. 

Received bad hellos Number of received erroneous hello messages. 

Received RPCs Total number of RPC requests received by the device. 

Received bad RPCs Number of received erroneous RPC requests. 
 

display netconf session 
Use display netconf session to display NETCONF session status and statistics. 

Syntax 
display netconf session 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display NETCONF session status and statistics. 
<Sysname> display netconf session 

Session ID: 1 Session type: Agent 

Username: test 

Login time: 2015-10-10T08:08:08 

Client IP address: 192.168.1.1 

Session statistics: 

Received RPCs    : 10          Received bad RPCs   : 0 

    Output RPC errors: 10          Output notifications: 0 

Session ID: 2 Session type: SOAP 

Username: test 

Login time: 2015-10-10T08:08:08 

Client IP address: 192.168.1.1 

Session statistics: 

    Received RPCs    : 10         Received bad RPCs   : 0 

    Output RPC errors: 10         Output notifications: 0 
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Table 2 Command output 

Field Description 
Session ID ID of the NETCONF session. 

Session type 

NETCONF session type: 
• soap—NETCONF over SOAP over HTTP or NETCONF over SOAP over 

HTTPS. 
• agent—NETCONF over SSH, NETCONF over Telnet, or NETCONF over 

console. 

Username 
Username used by the NETCONF client to establish the session. 

If the session type is agent and login authentication was not performed, this field 
displays a hyphen (-). 

Login time Time when the NETCONF session was established. 

Client IP address 
IP address of the NETCONF client. 
This field displays a hyphen (-) for NETCONF over console sessions. 

Received RPCs Number of received RPC requests. 

Received bad 
RPCs Number of received erroneous RPC requests. 

Output RPC errors Number of erroneous RPC requests output by the device. 

Output notifications Number of subscribed notifications output by the device. 
 

netconf capability specific-namespace 
Use netconf capability specific-namespace to configure the device to use 
module-specific namespaces. 

Use undo netconf capability specific-namespace to restore the default. 

Syntax 
netconf capability specific-namespace 

undo netconf capability specific-namespace 

Default 
The device uses the common namespace. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
NETCONF supports both the common namespace and module-specific namespaces. The common 
namespace is incompatible with module-specific namespaces. To set up a NETCONF session, the 
device and the client must use the same type of namespaces. By default, the common namespace is 
used. If the client does not support the common namespace, use this command to configure the 
device to use module-specific namespaces. 

For this command to take effect, you must reestablish the NETCONF session. 
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Examples 
# Configure the device to use module-specific namespaces. 
<Sysname> system-view 

[Sysname] netconf capability specific-namespace 

netconf idle-timeout 
Use netconf idle-timeout to set the NETCONF session idle timeout time. 

Use undo netconf idle-timeout to restore the default. 

Syntax 
netconf { soap | agent } idle-timeout minute 

undo netconf { soap | agent } idle-timeout 

Default 
The NETCONF session idle timeout time is 10 minutes for NETCONF over SOAP over HTTP 
sessions and NETCONF over SOAP over HTTPS sessions. 

The NETCONF session idle timeout time is 0 minutes for NETCONF over SSH sessions, NETCONF 
over Telnet sessions, and NETCONF over console sessions. The sessions never time out. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
soap: Specifies the NETCONF over SOAP over HTTP sessions and NETCONF over SOAP over 
HTTPS sessions. 

agent: Specifies the NETCONF over SSH sessions, NETCONF over Telnet sessions, and 
NETCONF over console sessions. 

minute: Specifies the NETCONF session idle timeout time in minutes. The value range is as 
follows: 
• 1 to 999 for NETCONF over SOAP over HTTP sessions and NETCONF over SOAP over 

HTTPS sessions. 
• 0 to 999 for NETCONF over SSH sessions, NETCONF over Telnet sessions, and NETCONF 

over console sessions. To disable the timeout feature, set this argument to 0. 

Usage guidelines 
If no NETCONF packets are exchanged on a NETCONF session within the NETCONF session idle 
timeout time, the device tears down the session. 

Examples 
# Set the NETCONF session idle timeout time to 20 minutes for NETCONF over SOAP over HTTP 
sessions and NETCONF over SOAP over HTTPS sessions. 
<Sysname> system-view 

[Sysname] netconf soap idle-timeout 20 
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netconf log 
Use netconf log to enable NETCONF logging. 

Use undo netconf log to remove the configuration for the specified NETCONF operation 
sources and NETCONF operations. 

Syntax 
netconf log source { all | { agent | soap | web } * } { protocol-operation 
{ all | { action | config | get | session | set | syntax | others } * } | 
row-operation | verbose } 

undo netconf log source { all | { agent | soap | web } * } 
{ protocol-operation { all | { action | config | get | session | set | syntax 
| others } * } | row-operation | verbose } 

Default 
NETCONF logging is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
source: Specifies a NETCONF operation source that represents clients that use a protocol. 

• all: Specifies NETCONF clients that use all protocols. 

• agent: Specifies clients that use Telnet, SSH, NETCONF over console, or NETCONF over 
SSH. 

• soap: Specifies clients that use SOAP over HTTP, or SOAP over HTTPS. 

• web: Specifies clients that use Web. 

protocol-operation: Logs requests and replies for specific types of NETCONF operations. 

• all: Specifies all types of NETCONF operations. 

• action: Specifies the <action> operation. 

• config: Specifies the configuration-related NETCONF operations, including the <CLI>, 
<save>, <load>, <rollback>, <lock>, <unlock>, and <save-point> operations. 

• get: Specifies the data retrieval-related NETCONF operations, including the <get>, 
<get-config>, <get-bulk>, <get-bulk-config>, and <get-sessions> operations. 

• session: Specifies session-related NETCONF operations, including the <kill-session> and 
<close-session> operations, and capability exchanges by hello messages. 

• set: Specifies all <edit-config> operations. 

• syntax: Specifies the requests that include XML and schema errors. 

• others: Specifies NETCONF operations except for those specified by keywords action, 
config, get, set, session, and syntax. 

row-operation: Logs row operations for <action> and <edit-config> operations. 

verbose: Logs detailed information about requests and replies for types of NETCONF operations, 
including packet contents of format-correct requests and error information about failed <edit-config> 
operations. 
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Usage guidelines 
If you specify the protocol-operation keyword, the device logs each of the matching operation 
and the operation result.  

For example, if you perform a NETCONF operation to create VLANs 3 through 5, the device outputs 
the following log messages: 
%Mar 21 17:11:34:479 2017 Sysname XMLSOAP/6/XML_REQUEST: test from 192.168.100.198, 
session id 2,message-id 100, receive edit-config request. 

%Mar 21 17:11:34:483 2017 Sysname XMLSOAP/6/EDIT-CONFIG: test from 192.168.100.198, 
session id 2,message-id 100, execute success. 

If you specify the row-operation keyword, the device logs each row operation and the operation 
result for an <action> or <edit-config> operation. For example, if you perform a NETCONF operation 
to create VLANs 3 through 5, the device outputs the following log messages: 
%Mar 31 17:50:02:608 2017 Sysname XMLSOAP/6/EDIT-CONFIG: User (test, 192.168.100.20, 
session ID 1), message ID=100, operation=create VLAN/VLANs (ID=3), result=Succeeded. No 
attributes. 

%Mar 31 17:50:02:609 2017 Sysname XMLSOAP/6/EDIT-CONFIG: User (test, 192.168.100.20, 
session ID 1), message ID=100, operation=create VLAN/VLANs (ID=4), result=Succeeded. No 
attributes. 

%Mar 31 17:50:02:611 2017 Sysname XMLSOAP/6/EDIT-CONFIG: User (test, 192.168.100.20, 
session ID 1), message ID=100, operation=create VLAN/VLANs (ID=5), result=Succeeded. No 
attributes. 

For NETCONF to correctly send the generated logs to the information center, you must also 
configure the information center. For information about information center configuration, see 
Network Management and Monitoring Configuration Guide. 

Examples 
# Configure the device to log NETCONF edit-config information sourced from agent clients. 
<Sysname> system-view 

[Sysname] netconf log source agent protocol-operation set 

netconf soap acl 
Use netconf soap acl to apply an ACL to control NETCONF over SOAP access. 

Use undo netconf soap acl to restore the default. 

Syntax 
netconf soap { http | https } [ ipv6 ] acl { acl-number | name acl-name } 

undo netconf soap { http | https } [ ipv6 ] acl 

Default 
No ACL is applied to control NETCONF over SOAP access. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
http: Applies an ACL to control NETCONF over SOAP over HTTP access. 
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https: Applies an ACL to control NETCONF over SOAP over HTTPS access. 

ipv6: Specifies an IPv6 ACL. To specify an IPv4 ACL, do not specify this keyword. This keyword is 
supported only if you have specified the http keyword. 

acl-number: Specifies an ACL by its number in the range of 2000 to 2999. 

name acl-name: Specifies an ACL by its name. The acl-name argument is a case-insensitive 
string of 1 to 63 characters. It must start with an English letter. To avoid confusion, it cannot be all.  

Usage guidelines 
To control NETCONF over SOAP access, specify an ACL that exists and has rules. 
• If the specified ACL exists and has rules, only clients permitted by the ACL can establish 

NETCONF over SOAP sessions. 
• If no ACL is applied or the applied ACL does not exist or does not have rules, all NETCONF 

clients can establish NETCONF over SOAP sessions. 

If you execute the netconf soap http acl command multiple times, the most recent 
configuration takes effect. The same is true for the netconf soap https acl command. 

Examples 
# Use IPv4 ACL 2001 to allow only NETCONF clients from subnet 10.10.0.0/16 to establish 
NETCONF over SOAP over HTTP sessions. 
<Sysname> system-view 

[Sysname] acl basic 2001 

[Sysname-acl-ipv4-basic-2001] rule permit source 10.10.0.0 0.0.255.255 

[Sysname-acl-ipv4-basic-2001] quit 

[Sysname] netconf soap http acl 2001 

# Use IPv6 ACL 2002 to allow only NETCONF clients from subnet 6::2/64 to establish NETCONF 
over SOAP over HTTP sessions. 
<Sysname> system-view 

[Sysname] acl ipv6 basic 2002 

[Sysname-acl-ipv6-basic-2002] rule deny source 6::2 64 

[Sysname-acl-ipv6-basic-2002] quit 

[Sysname] netconf soap http ipv6 acl 2002 

netconf soap domain 
Use netconf soap domain to specify a mandatory authentication domain for NETCONF users. 

Use undo netconf soap domain to restore the default. 

Syntax 
netconf soap domain domain-name 

undo netconf soap domain 

Default 
No mandatory authentication domain is specified for NETCONF users. 

Views 
System view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
domain-name: Specifies an ISP domain by its name, a case-insensitive string of 1 to 255 
characters. For information about ISP domains, see AAA in Security Configuration Guide. 

Usage guidelines 
You can use either of the following methods to specify an authentication domain: 
• Execute the netconf soap domain command to specify a mandatory authentication domain. 

After this command is executed, all NETCONF users are placed in the domain for 
authentication. 

• Add an authentication domain to the <UserName> parameter of a SOAP request. The 
authentication domain takes effect only on the current request. 

The authentication domain specified by using this command takes precedence over the 
authentication domain specified by the <UserName> parameter of a SOAP request. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Specify mandatory authentication domain my-domain for NETCONF users. 
<Sysname> system-view 

[Sysname] netconf soap domain my-domain 

netconf soap enable 
Use netconf soap enable to enable NETCONF over SOAP.  

Use undo netconf soap enable to disable NETCONF over SOAP.  

Syntax 
netconf soap { http | https } enable 

undo netconf soap { http | https } enable 

Default 
NETCONF over SOAP is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
http: Specifies NETCONF over SOAP over HTTP. 

https: Specifies NETCONF over SOAP over HTTPS. 

Usage guidelines 
This command enables the device to resolve NETCONF messages that are encapsulated with 
SOAP in HTTP or HTTPS packets.  

Examples 
# Enable NETCONF over SOAP over HTTP. 
<Sysname> system-view 
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[Sysname] netconf soap http enable 

netconf soap http port 
Use netconf soap http port to specify a port to listen for NETCONF over SOAP over HTTP 
session requests. 

Use undo netconf soap http port to restore the default. 

Syntax 
netconf soap http port port-number 

undo netconf soap http port 

Default 
The device uses port 80 to listen for NETCONF over SOAP over HTTP session requests. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies a port by its number in the range of 1 to 65535. 

Usage guidelines 
Executing this command causes existing NETCONF over SOAP sessions to become ineffective. 
You must re-establish the sessions again. 

Examples 
# Use port 1000 to listen for NETCONF over SOAP over HTTP session requests. 
<Sysname> system-view 

[Sysname] netconf soap http port 1000 

netconf soap https ssl-server-policy 
Use netconf soap https ssl-server-policy to apply an SSL server policy to the 
NETCONF over SOAP over HTTPS service. 

Use undo netconf soap https ssl-server-policy to restore the default. 

Syntax 
netconf soap https ssl-server-policy policy-name 

undo netconf soap https ssl-server-policy 

Default 
No SSL server policy is applied to the NETCONF over SOAP over HTTPS service. 

Views 
System view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
policy-name: Specifies an SSL server policy name, a string of 1 to 31 characters. 

Usage guidelines 
The NETCONF over SOAP over HTTPS service will use the SSL server policy to enhance service 
security. For more information about SSL server policies, see SSL configuration in Security 
Configuration Guide. 

You can configure this command only when NETCONF over SOAP over HTTPS is disabled.  

This command takes effect after you enable NETCONF over SOAP over HTTPS. 

If you execute this command multiple times, the most recent configuration takes effect. 

After NETCONF over SOAP over HTTPS is enabled, changes to the applied SSL server policy do 
not affect established NETCONF over SOAP over HTTPS sessions. The changes affect only 
NETCONF over SOAP over HTTPS sessions established after the changes are made. 

Examples 
# Apply SSL server policy myssl to the NETCONF over SOAP over HTTPS service. 
<Sysname> system-view 

[Sysname] netconf soap https ssl-server-policy myssl 

Related commands 
netconf soap enable 

ssl server-policy (Security Command Reference) 

netconf ssh acl 
Use netconf ssh acl to apply an IPv4 ACL to control NETCONF over SSH access. 

Use undo netconf ssh acl to restore the default. 

Syntax 
netconf ssh acl { ipv4-acl-number | name ipv4-acl-name } 

undo netconf ssh acl 

Default 
No IPv4 ACL is applied to control NETCONF over SSH access. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-acl-number: Specifies an IPv4 ACL by its number in the range of 2000 to 2999. 

name ipv4-acl-name: Specifies an IPv4 ACL by its name. The ipv4-acl-name argument is a 
case-insensitive string of 1 to 63 characters. It must start with an English letter. To avoid confusion, it 
cannot be all. 
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Usage guidelines 
To control NETCONF over SSH access, specify an ACL that exists and has rules. 
• If the specified ACL exists and has rules, only clients permitted by the ACL can establish 

NETCONF over SSH sessions. 
• If no ACL is applied, all NETCONF clients can establish NETCONF over SSH sessions. 
• If the applied ACL does not exist or does not have rules, no NETCONF clients can establish 

NETCONF over SSH sessions. 

For more information about ACL configuration, see ACL and QoS Configuration Guide.  

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Use IPv4 ACL 2001 to allow only NETCONF clients from subnet 10.10.0.0/16 to establish 
NETCONF over SSH sessions. 
<Sysname> system-view 

[Sysname] acl basic 2001 

[Sysname-acl-ipv4-basic-2001] rule permit source 10.10.0.0 0.0.255.255 

[Sysname-acl-ipv4-basic-2001] quit 

[Sysname] netconf ssh acl 2001 

Related commands 
netconf soap acl 

netconf ssh server enable 
Use netconf ssh server enable to enable NETCONF over SSH. 

Use undo netconf ssh server enable to disable NETCONF over SSH. 

Syntax 
netconf ssh server enable 

undo netconf ssh server enable 

Default 
NETCONF over SSH is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This feature allows you to use an SSH client to invoke NETCONF as an SSH subsystem. Then, you 
can directly use XML messages to perform NETCONF operations without using the xml command. 

Before you execute this command, configure the authentication mode for users as scheme on the 
device. Then, the NETCONF-over-SSH-enabled user terminals can access the device through 
NETCONF over SSH. 

Only capability set urn:ietf:params:netconf:base:1.0 is available. It is supported by both the device 
and user terminals. 
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Examples 
# Enable NETCONF over SSH. 
<Sysname> system-view 

[Sysname] netconf ssh server enable 

netconf ssh server port 
Use netconf ssh server port to specify a port to listen for NETCONF over SSH session 
requests. 

Use undo netconf ssh server port to restore the default. 

Syntax 
netconf ssh server port port-number 

undo netconf ssh server port 

Default 
The device uses port 830 to listen for NETCONF over SSH session requests. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies a port by its number in the range of 1 to 65535. 

Usage guidelines 
Make sure the specified port is not being used by other services.  

Examples 
# Use port 800 to listen for NETCONF over SSH session requests. 
<Sysname> system-view 

[Sysname] netconf ssh server port 800 

reset netconf service statistics 
Use reset netconf service statistics to clear current global NETCONF service statistics. 

Syntax 
reset netconf service statistics 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Clear current global NETCONF service statistics. 



 

13 

<Sysname> reset netconf service statistics 

Related commands 
display netconf service 

reset netconf session statistics 
Use reset netconf session statistics to clear current NETCONF session statistics. 

Syntax 
reset netconf session statistics 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Clear current NETCONF session statistics. 
<Sysname> reset netconf session statistics 

Related commands 
display netconf session 

xml 
Use xml to enter XML view.  

Syntax 
xml 

Views 
User view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Usage guidelines 
In XML view, use NETCONF messages to configure the device or obtain data from the device. The 
NETCONF operations you can perform depend on the user roles you have, as shown in Table 3. 

Table 3 NETCONF operations available for the predefined user roles 

User role NETCONF operations 
network-admin 
context-admin 

All NETCONF operations 

network-operator • Get 
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User role NETCONF operations 
Context-operator • Get-bulk 

• Get-bulk-config 
• Get-config 
• Get-sessions 
• Close-session 

 

To ensure the format correctness of NETCONF messages in XML view, do not enter NETCONF 
messages manually. Copy and paste the messages. 

While the device is performing a NETCONF operation, do not perform any other operations, such as 
pasting a NETCONF message or pressing Enter. 

For the device to identify NETCONF messages, you must add end mark ]]>]]> at the end of each 
NETCONF message. 

After you enter XML view, the device automatically advertises its NETCONF capabilities to the client. 
In response, you must configure the client to notify the device of its supported NETCONF capabilities. 
After the capability exchange, you can use the client to configure the device. 

NETCONF messages must comply with the XML format requirements and semantic and syntactic 
requirements in the NETCONF XML API reference for the device. As a best practice, use third-party 
software to generate NETCONF messages to ensure successful configuration. 

To quit XML view, use a NETCONF message instead of the quit command. 

If you have configured a shortcut key (Ctrl + C, by default) by using the escape-key command in 
user line/user line class view, the NETCONF message should not contain the shortcut key string. If 
the NETCONF message contains the shortcut key string, relevant configurations in XML view might 
be affected. For example, in user line view, you configured "a" as the shortcut key by using the 
escape-key a command. When a NETCONF message includes the character "a," only the 
contents after the last "a" in the message can be processed. 

Examples 
# Enter XML view. 
<Sysname> xml 

<?xml version="1.0" encoding="UTF-8"?><hello 
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><capabilities><capability>urn:ietf:pa
rams:netconf:base:1.1</capability><capability>urn:ietf:params:netconf:writable-runnin
g</capability><capability>urn:ietf:params:netconf:capability:notification:1.0</capabi
lity><capability>urn:ietf:params:netconf:capability:validate:1.1</capability><capabil
ity>urn:ietf:params:netconf:capability:interleave:1.0</capability><capability>urn:nsf
ocus:params:netconf:capability:nsfocus-netconf-ext:1.0</capability></capabilities><se
ssion-id>1</session-id></hello>]]>]]> 

# Notify the device of the NETCONF capabilities supported on the client. 
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <capabilities> 

    <capability> 

            urn:ietf:params:netconf:base:1.0 

    </capability> 

  </capabilities> 

</hello>]]>]]> 

# Quit XML view. 
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <close-session/> 

</rpc>]]>]]> 
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<Sysname> 
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SNMP commands 
The SNMP agent sends notifications (traps and informs) to inform the NMS of significant events, 
such as link state changes and user logins or logouts. Unless otherwise stated, the trap keyword in 
the command line includes both traps and informs. 

display snmp-agent community 
Use display snmp-agent community to display information about SNMPv1 or SNMPv2c 
communities. 

Syntax 
display snmp-agent community [ read | write ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
read: Specifies SNMP read-only communities. 

write: Specifies SNMP read and write communities. 

Usage guidelines 
If you do not specify the read or write keyword, this command displays information about all 
SNMPv1 and SNMPv2c communities. 

SNMPv1 and SNMPv2c communities can be created in the following ways: 
• Created by using the snmp-agent community command. 

• Automatically created by the system for SNMPv1 and SNMPv2c users that have been assigned 
to an existing SNMP group. 

This command displays information only about communities created and saved in plaintext form. 

Examples 
# Display information about all SNMPv1 and SNMPv2c communities. 
<Sysname> display snmp-agent community 

   Community name: aa 

       Group name: aa 

       ACL:2001 

       Storage-type: nonVolatile 

       Context name: con1 

 

   Community name: bb 

       Role name: bb 

       Storage-type: nonVolatile 
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   Community name: userv1 

       Group name: testv1 

       Storage-type: nonvolatile 

Community name: cc 

       Group name: cc 

       ACL name: testacl 

       Storage-type: nonVolatile 

Table 1 Command output 

Field Description 

Community name 
Community name created by using the snmp-agent community command or 
username created by using the snmp-agent usm-user { v1 | v2c } 
command. 

Group name 

SNMP group name. 
• If the community is created by using the snmp-agent community 

command in VACM mode, the group name is the same as the community name. 
• If the community is created by using the snmp-agent usm-user { v1 | 

v2c } command, the name of the group that has the user is displayed. 

Role name 
User role name for the community. 

If the community is created by using the snmp-agent community command in 
RBAC mode, a user role can be bound to the community name. 

ACL 
Number of the IPv4 ACL. 
This field appears only when an IPv4 ACL number is specified for the SNMPv1 or 
SNMPv2c community. 

ACL name 
Name of the IPv4 ACL. 
This field appears only when an IPv4 ACL name is specified for the SNMPv1 or 
SNMPv2c community. 

IPV6 ACL 
Number of the IPv6 ACL. 
This field appears only when an IPv6 ACL number is specified for the SNMPv1 or 
SNMPv2c community. 

IPV6 ACL name 
Name of the IPv6 ACL. 
This field appears only when an IPv6 ACL name is specified for the SNMPv1 or 
SNMPv2c community. 

Storage-type 

Storage type: 
• volatile—Settings are lost when the system reboots. 
• nonVolatile—Settings remain after the system reboots. 
• permanent—Settings remain after the system reboots and can be modified but 

not deleted. 
• readOnly—Settings remain after the system reboots and cannot be modified or 

deleted. 
• other—Any other storage type. 

Context name 

SNMP context: 
• If a mapping between the SNMP community and an SNMP context is 

configured, the SNMP context is displayed. 
• If no mapping between the SNMP community and an SNMP context exists, this 

field is empty. 
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Related commands 
snmp-agent community 

snmp-agent usm-user { v1 | v2c } 

display snmp-agent context 
Use display snmp-agent context to display SNMP contexts. 

Syntax 
display snmp-agent context [ context-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
context-name: Specifies an SNMP context by its name, a case-sensitive string of 1 to 32 
characters. If you do not specify this argument, the command displays all SNMP contexts. 

Examples 
# Display all SNMP contexts. 
<Sysname> display snmp-agent context 

   testcontext    

Related commands 
snmp-agent context 

display snmp-agent group 
Use display snmp-agent group to display information about SNMP groups. 

Syntax 
display snmp-agent group [ group-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
group-name: Specifies an SNMPv1, SNMPv2c, or SNMPv3 group name. It is a case-sensitive 
string of 1 to 32 characters. If you do not specify a group, this command displays information about 
all SNMP groups. 

Examples 
# Display information about all SNMP groups. 
<Sysname> display snmp-agent group 

   Group name: groupv3 

       Security model: v3 noAuthnoPriv 

       Readview: ViewDefault 

       Writeview: <no specified> 

       Notifyview: <no specified> 

       Storage-type: nonvolatile 

ACL name: testacl 

Table 2 Command output 

Field Description 

Group name SNMP group name. 

Security model 

Security model of the SNMP group: 
• authPriv—Authentication with privacy. 
• authNoPriv—Authentication without privacy. 
• noAuthNoPriv—No authentication, no privacy. 
Security model of an SNMPv1 or SNMPv2c group can only be noAuthNoPriv. 

Readview Read-only MIB view accessible to the SNMP group. 

Writeview Write MIB view accessible to the SNMP group. 

Notifyview Notify MIB view for the SNMP group. The SNMP users in the group can send 
notifications only for the nodes in the notify MIB view. 

Storage-type Storage type, including volatile, nonvolatile, permanent, readOnly, and other. For 
more information, see Table 1.  

ACL 
Number of the IPv4 ACL. 
This field appears only when an IPv4 ACL number is specified for the SNMP group. 

ACL name 
Name of the IPv4 ACL. 
This field appears only when an ACL name is specified for the SNMP group. 

IPv6 ACL 
Number of the IPv6 ACL. 
This field appears only when an IPv6 ACL number is specified for the SNMP group.  

IPV6 ACL name 
Name of the IPv6 ACL. 
This field appears only when an IPv6 ACL name is specified for the SNMP group. 

 

Related commands 
snmp-agent group 

display snmp-agent local-engineid 
Use display snmp-agent local-engineid to display the local SNMP engine ID. 
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Syntax 
display snmp-agent local-engineid 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Usage guidelines 
Every SNMP entity has one SNMP engine to provide services for sending and receiving messages, 
authenticating and encrypting messages, and controlling access to managed objects. 

An SNMP engine ID uniquely identifies an SNMP entity in an SNMP domain. 

Examples 
# Display the local SNMP engine ID. 
<Sysname> display snmp-agent local-engineid 

   SNMP local engine ID: 800063A2800084E52BED7900000001 

Related commands 
snmp-agent local-engineid 

display snmp-agent mib-node 
Use display snmp-agent mib-node to display SNMP MIB node information. 

Syntax 
display snmp-agent mib-node [ details | index-node | trap-node | verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
details: Specifies detailed MIB node information, including node name, last octet of an OID string, 
and name of the next leaf node. 

index-node: Specifies SNMP MIB tables, and node names and OIDs of MIB index nodes. 

trap-node: Specifies node names and OIDs of MIB notification nodes, and node names and OIDs 
of notification objects. 

verbose: Specifies detailed information about SNMP MIB nodes, including node names, OIDs, 
node types, permissions to MIB nodes, data types, MORs, and parent, child, and sibling nodes. 
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Usage guidelines 
If you do not specify any keywords, this command displays information about all SNMP MIB nodes, 
including node name, OID, and permissions to MIB nodes. 

The SNMP software package includes different MIB files. Support for MIBs varies by SNMP software 
versions.  

Examples 
# Display SNMP MIB node information. 
<Sysname> display snmp-agent mib-node 

 

iso<1>(NA) 

  |-std<1.0>(NA) 

   |-iso8802<1.0.8802>(NA) 

    |-ieee802dot1<1.0.8802.1>(NA) 

     |-ieee802dot1mibs<1.0.8802.1.1>(NA) 

      ... 

Table 3 Command output 

Field Description 

-std MIB node name 

<1.0> MIB node OID 

(NA) 

Access right to the MIB node: 
• NA—Not accessible 
• NF—Notifications 
• RO—Read-only access 
• RW—Read and write access 
• RC—Read-write-create access 
• WO—Write-only access 

* Leaf node or MIB table node 
 

# Display detailed MIB node information. 
<Sysname> display snmp-agent mib-node details 

 

 iso(1)(dot1xPaeSystemAuthControl)                                               

  |-std(0)(dot1xPaeSystemAuthControl)                                            

   |-iso8802(8802)(dot1xPaeSystemAuthControl)                                    

    |-ieee802dot1(1)(dot1xPaeSystemAuthControl)                                  

     |-ieee802dot1mibs(1)(dot1xPaeSystemAuthControl) 

      ... 

Table 4 Command output 

Field Description 

-std MIB node name 

(0) Last bit of the MIB OID string 

(lldpMessageTxInterval) Name of the leaf node 

* Leaf node or MIB table node 
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# Display MIB table names, and node names and OIDs of MIB index nodes. 
<Sysname> display snmp-agent mib-node index-node 

 

Table          |dot1xPaePortTable                                                

Index          ||dot1xPaePortNumber                                              

OID            |||  1.0.8802.1.1.1.1.1.2.1.1 

... 

Table 5 Command output 

Field Description 

Table MIB table name 

Index MIB index node name 

OID MIB index node OID 
 

# Display names and OIDs of MIB notification nodes, and names and OIDs of notification objects. 
<Sysname> display snmp-agent mib-node trap-node 

 

 

Name          |lldpRemTablesChange 

OID           ||1.0.8802.1.1.2.0.0.1 

Trap Object 

Name          |||lldpStatsRemTablesInserts 

OID           ||||1.0.8802.1.1.2.1.2.2 

Name          |||lldpStatsRemTablesDeletes 

OID           ||||1.0.8802.1.1.2.1.2.3 

Name          |||lldpStatsRemTablesDrops 

OID           ||||1.0.8802.1.1.2.1.2.4 

Name          |||lldpStatsRemTablesAgeouts 

OID           ||||1.0.8802.1.1.2.1.2.5 

... 

Table 6 Command output 

Field Description 

Name MIB notification node name 

OID MIB notification node OID 

Trap Object Name and OID of a notification object 
 

# Display detailed information about SNMP MIB nodes, including node names, OIDs, node types, 
permissions to MIB nodes, data types, MORs, and parent, child, and sibling nodes. 
<Sysname> display snmp-agent mib-node verbose 

 

 

Name          |iso                                                               

OID           ||1                                                                

Properties    ||NodeType:   Other                                                
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              ||AccessType: NA                                                   

              ||DataType:   NA                                                   

              ||MOR:        0x00000000                                           

Parent        ||                                                                 

First child   ||std                                                              

Next leaf     ||dot1xPaeSystemAuthControl                                        

Next sibling  || 

... 

Table 7 Command output 

Field Description 

Name MIB node name. 

OID MIB node OID. 

Properties MIB node properties. 

NodeType 

MIB node types: 
• Table—Table node. 
• Row—Row node in a MIB table. 
• Column—Column node in a MIB table. 
• Leaf—Leaf node. 
• Group—Group node (parent node of a leaf node). 
• Trapnode—Notification node. 
• Other—Other node types. 

AccessType 

Access right to the MIB node: 
• NA—Not accessible. 
• NF—Supports notifications. 
• RO—Supports read-only access. 
• RW—Supports read and write access. 
• RC—Supports read-write-create access. 
• WO—Supports write-only access. 

DataType 

Data type of the MIB node: 
• Integer—An integer. 
• Integer32—A 32-bit integer. 
• Unsigned32—A 32-bit integer with no mathematical sign. 
• Gauge—A non-negative integer that might increase or decrease. 
• Gauge32—A 32-bit non-negative integer that might increase or decrease. 
• Counter—A non-negative integer that might increase but not decrease. 
• Counter32—A 32-bit non-negative integer that might increase but not decrease. 
• Counter64—A 64-bit non-negative integer that might increase but not decrease. 
• Timeticks—A non-negative integer for time keeping. 
• Octstring—An octal string. 
• OID—Object identifier. 
• IPaddress—A 32-bit IP address. 
• Networkaddress—A network IP address. 
• Opaque—Any data. 
• Userdefined—User-defined data. 
• BITS—Bit enumeration. 
• NA—Other data type. 

MOR MOR for the MIB node. 
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Field Description 

Parent Name of the parent node. 

First child Name of the first leaf node. 

Next leaf Name of the next leaf node. 

Next sibling Name of the next sibling node. 

Allow 

Operation types allowed: 
• get/set/getnext—All operations. 
• get—Get operation. 
• set—Set operation. 
• getnext—GetNext operation. 

Value range Value range of the MIB node. 

Index Table index. This field appears only for a table node. 
 

display snmp-agent mib-view 
Use display snmp-agent mib-view to display MIB views. 

Syntax 
display snmp-agent mib-view [ exclude | include | viewname view-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
exclude: Displays the subtrees excluded from any MIB view. 

include: Displays the subtrees included in any MIB view. 

viewname view-name: Displays information about the specified MIB view. The view-name 
argument is a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
If you do not specify any parameters, this command displays all MIB views. 

Examples 
# Display all MIB views. 
<Sysname> display snmp-agent mib-view 

   View name: ViewDefault 

       MIB Subtree: iso 

       Subtree mask: 
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       Storage-type: nonVolatile 

       View Type: included 

       View status: active 

 

   View name: ViewDefault 

       MIB Subtree: snmpUsmMIB 

       Subtree mask: 

       Storage-type: nonVolatile 

       View Type: excluded 

       View status: active 

 

   View name: ViewDefault 

       MIB Subtree: snmpVacmMIB 

       Subtree mask: 

       Storage-type: nonVolatile 

       View Type: excluded 

       View status: active 

 

   View name: ViewDefault 

       MIB Subtree: snmpModules.18 

       Subtree mask: 

       Storage-type: nonVolatile 

       View Type: excluded 

       View status: active 

ViewDefault is the default MIB view. The output shows that except for the MIB objects in the 
snmpUsmMIB, snmpVacmMIB, and snmpModules.18 subtrees, all the MIB objects in the iso 
subtree are accessible. 

Table 8 Command output 

Field Description 

View name MIB view name. 

MIB Subtree MIB subtree covered by the MIB view. 

Subtree mask MIB subtree mask. 

Storage-type Type of the medium (see Table 1) where the subtree view is stored. 

View Type 
Access privilege for the MIB subtree in the MIB view: 
• Included—All objects in the MIB subtree are accessible in the MIB view. 
• Excluded—None of the objects in the MIB subtree is accessible in the MIB view. 

View status 

Status of the MIB view: 
• active—MIB view is effective. 
• inactive—MIB view is ineffective. The objects in the MIB view are not accessible, 

but they can send notifications. 
 

Related commands 
snmp-agent mib-view 
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display snmp-agent remote 
Use display snmp-agent remote to display engine IDs of the remote SNMP entities. 

Syntax 
display snmp-agent remote [ { ipv4-address | ipv6 ipv6-address } 
[ vpn-instance vpn-instance-name ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
ipv4-address: Specifies a remote SNMP entity by its IPv4 address. 

ipv6 ipv6-address: Specifies a remote SNMP entity by its IPv6 address. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the remote 
SNMP entity belongs. The vpn-instance-name argument represents the VPN instance name, a 
case-sensitive string of 1 to 31 characters. If the remote SNMP entity belongs to the public network, 
do not specify this option. 

Usage guidelines 
Every SNMP entity has one SNMP engine to provide services for sending and receiving messages, 
authenticating and encrypting messages, and controlling access to managed objects. 

An SNMP engine ID uniquely identifies an SNMP entity in an SNMP domain. 

If you do not specify a remote SNMP entity, this command displays the engine IDs of all remote 
SNMP entities. 

Examples 
# Display engine IDs of all remote SNMP entities. 
<Sysname> display snmp-agent remote 

   Remote engineID: 800063A28000A0FC00580400000001 

       IPv4 address: 1.1.1.1 

       VPN instance: vpn1 

Table 9 Command output 

Field Description 

Remote 
engineID 

Remote SNMP engine ID you have configured using the snmp-agent remote 
command. 

IPv4 address IPv4 address of the remote SNMP entity. 

IPv6 address IPv6 address of the remote SNMP entity. This field is displayed if the remote SNMP 
entity is configured with an IPv6 address. 

VPN instance 
This field is available only if a VPN instance has been specified for the remote SNMP 
entity in the snmp-agent remote command. 
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Related commands 
snmp-agent remote 

display snmp-agent statistics 
Use display snmp-agent statistics to display SNMP message statistics. 

Syntax 
display snmp-agent statistics 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display SNMP message statistics. 
<Sysname> display snmp-agent statistics 

  1684 messages delivered to the SNMP entity. 

  5 messages were for an unsupported version. 

  0 messages used an unknown SNMP community name. 

  0 messages represented an illegal operation for the community supplied. 

  0 ASN.1 or BER errors in the process of decoding. 

  1679 messages passed from the SNMP entity. 

  0 SNMP PDUs had badValue error-status. 

  0 SNMP PDUs had genErr error-status. 

  0 SNMP PDUs had noSuchName error-status. 

  0 SNMP PDUs had tooBig error-status (Maximum packet size 1500). 

  16544 MIB objects retrieved successfully. 

  2 MIB objects altered successfully. 

  7 GetRequest-PDU accepted and processed. 

  7 GetNextRequest-PDU accepted and processed. 

  1653 GetBulkRequest-PDU accepted and processed. 

  1669 GetResponse-PDU accepted and processed. 

  2 SetRequest-PDU accepted and processed. 

  0 Trap PDUs accepted and processed. 

  0 alternate Response Class PDUs dropped silently. 

  0 forwarded Confirmed Class PDUs dropped silently. 

Table 10 Command output 

Field Description 

messages delivered to the SNMP entity Number of messages that the SNMP agent has 
received. 

messages were for an unsupported version Number of messages that are not supported by the 
SNMP agent version. 
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Field Description 

messages used an unknown SNMP community name Number of messages that used an unknown 
SNMP community name. 

messages represented an illegal operation for the 
community supplied 

Number of messages carrying an operation that 
the community has no right to perform. 

ASN.1 or BER errors in the process of decoding Number of messages that had ASN.1 or BER 
errors during decoding. 

messages passed from the SNMP entity Number of messages sent by the SNMP agent. 

SNMP PDUs had badValue error-status Number of PDUs with a BadValue error. 

SNMP PDUs had genErr error-status Number of PDUs with a genErr error. 

SNMP PDUs had noSuchName error-status Number of PDUs with a NoSuchName error. 

SNMP PDUs had tooBig error-status Number of PDUs with a TooBig error (the 
maximum packet size is 1500 bytes). 

MIB objects retrieved successfully Number of MIB objects that have been 
successfully retrieved. 

MIB objects altered successfully Number of MIB objects that have been 
successfully modified. 

GetRequest-PDU accepted and processed Number of GetRequest requests that have been 
received and processed. 

GetNextRequest-PDU accepted and processed Number of getNext requests that have been 
received and processed. 

GetBulkRequest-PDU accepted and processed Number of getBulk requests that have been 
received and processed. 

GetResponse-PDU accepted and processed Number of get responses that have been received 
and processed. 

SetRequest-PDU accepted and processed Number of set requests that have been received 
and processed. 

Trap PDUs accepted and processed Number of notifications that have been received 
and processed. 

alternate Response Class PDUs dropped silently Number of dropped response packets. 

forwarded Confirmed Class PDUs dropped silently Number of forwarded packets that have been 
dropped. 

 

display snmp-agent sys-info 
Use display snmp-agent sys-info to display SNMP agent system information. 

Syntax 
display snmp-agent sys-info [ contact | location | version ] * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 
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context-admin 

context-operator 

Parameters 
contact: Displays the system contact. 

location: Displays the physical location of the device. 

version: Displays the SNMP agent version. 

Usage guidelines 
If you do not specify any keywords, this command displays all SNMP agent system information. 

Examples 
# Display all SNMP agent system information. 
<Sysname> display snmp-agent sys-info 

   The contact information of the agent: 

       NSFOCUS 

 

   The location information of the agent: 

       Beijing, China 

 

   The SNMP version of the agent: 

       SNMPv3 

Related commands 
snmp-agent sys-info 

display snmp-agent trap queue 
Use display snmp-agent trap queue to display basic information about the trap queue. 

Syntax 
display snmp-agent trap queue 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display the trap queue configuration and usage status. 
<Sysname> display snmp-agent trap queue 

   Queue size: 100 

   Message number: 6 

Related commands 
snmp-agent trap life 
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snmp-agent trap queue-size 

display snmp-agent trapbuffer drop 
Use display snmp-agent trapbuffer drop to display SNMP notifications drop records. 

Syntax 
display snmp-agent trapbuffer drop 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Usage guidelines 
When an SNMP notification is dropped from the SNMP trap queue, information about the notification 
is recorded in the SNMP trap buffer. 

Examples 
# Display SNMP notifications drop records. 
<Sysname> display snmp-agent trapbuffer drop 

Current messages:1 

Wed Dec 14 10:49:52:656 2019 Notification 
nsfocusCfgManEventlog(1.3.6.1.4.1.25506.2.4.2.1) dropped. 

Current messages in the command output indicates the total number of SNMP notifications drop 
records in the SNMP trap buffer. 

Related commands 
reset snmp-agent trapbuffer 

display snmp-agent trapbuffer send 
Use display snmp-agent trapbuffer send to display SNMP notifications sending records. 

Syntax 
display snmp-agent trapbuffer send 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Usage guidelines 
After an SNMP notification is sent, information about the notification is recorded in the SNMP trap 
buffer. The information includes the content, destination IP address, and sending result of the 
notification. 

Examples 
# Display SNMP notifications sending records. 
<Sysname> display snmp-agent trapbuffer send 

Current messages:2  

Fri Jul 31 10:31:17 2020 Notification nsfocusLogOut(1.3.6.1.4.1.25506.2.2.1.1.3.0.2) 
failed to be sent to 19.16.11.89.  

Fri Jul 31 10:31:17 2020 Notification nsfocusLogOut(1.3.6.1.4.1.25506.2.2.1.1.3.0.2) sent 
to 192.168.11.89 successfully.  

Current messages in the command output indicates the total number of SNMP notifications 
sending records in the SNMP trap buffer. 

Related commands 
reset snmp-agent trapbuffer 

display snmp-agent trap-list 
Use display snmp-agent trap-list to display SNMP notifications enabling status for 
modules. 

Syntax 
display snmp-agent trap-list 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Usage guidelines 
If a module has multiple sub-modules and SNMP notifications are enabled for one of its sub-modules, 
the command output shows that the module is SNMP notifications-enabled. 

To determine whether a module supports SNMP notifications, execute the snmp-agent trap 
enable ? command. 

The display snmp-agent trap-list command output varies by the snmp-agent trap 
enable command configuration and the module configuration. 

Examples 
# Display SNMP notifications enabling status for modules. 
<Sysname> display snmp-agent trap-list 

   arp notification is disabled. 

… 
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Related commands 
snmp-agent trap enable 

display snmp-agent usm-user 
Use display snmp-agent usm-user to display SNMPv3 user information. 

Syntax 
display snmp-agent usm-user [ engineid engineid | group group-name | 
username user-name ] * 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
engineid engineid: Specifies an SNMP engine ID. The engine ID is case insensitive. When an 
SNMPv3 user is created, the system records the local SNMP entity engine ID. The user becomes 
invalid when the engine ID changes, and it becomes valid again when the recorded engine ID is 
restored. 

group group-name: Specifies an SNMP group by its name. The group name is case sensitive. 

username user-name: Specifies an SNMPv3 user by its name. The username is case sensitive. 

Usage guidelines 
This command displays only SNMPv3 users that you have created by using the snmp-agent 
usm-user v3 command. To display SNMPv1 or SNMPv2c users created by using the 
snmp-agent usm-user { v1 | v2c } command, use the display snmp-agent community 
command. 

Examples 
# Display information about all SNMPv3 users. 
<Sysname> display snmp-agent usm-user 

   Username: userv3 

   Group name: mygroupv3 

       Engine ID: 800063A203000FE240A1A6 

       Storage-type: nonVolatile 

       UserStatus: active 

       ACL: 2000 

 

   Username: userv3 

   Group name: mygroupv3 

       Engine ID: 8000259503000BB3100A508 

       Storage-type: nonVolatile 

       UserStatus: active 

       ACL name: testacl 
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   Username: userv3code 

   Role name: groupv3code 

              network-operator 

       Engine ID: 800063A203000FE240A1A6 

       Storage-type: nonVolatile 

       UserStatus: active 

 

   Username: userv3code 

   Role name: snmprole 

              network-operator 

       Engine ID: 800063A280000002BB0001 

       Storage-type: nonVolatile 

       UserStatus: active 

Table 11 Command output 

Field Description 

Username SNMP username. 

Group name SNMP group name. 

Role name SNMP user role name. 

Engine ID Engine ID that the SNMP agent used when the SNMP user was created. 

Storage-type 

Storage type: 
• volatile. 
• nonvolatile. 
• permanent. 
• readOnly. 
• other. 
For more information about these storage types, see Table 1. 

UserStatus 

SNMP user status: 
• active—The SNMP user is effective. 
• notInService—The SNMP user is correctly configured but not activated. 
• notReady—The SNMP user configuration is incomplete. 
• other—Any other status. 

ACL 
Number of the IPv4 ACL. 
This field appears only when an IPv4 ACL is specified for the SNMPv3 user. 

ACL name 
Name of the IPv4 ACL. 
This field appears only when an IPv4 ACL is specified for the SNMPv3 user. 

IPv6 ACL 
Number of the IPv6 ACL. 
This field appears only when an IPv6 ACL number is specified for the SNMPv3 user.  

IPV6 ACL name 
Name of the IPv6 ACL. 
This field appears only when an IPv6 ACL name is specified for the SNMPv3 user. 

 

Related commands 
snmp-agent usm-user v3 
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enable snmp trap updown 
Use enable snmp trap updown to enable link state notifications on an interface. 

Use undo enable snmp trap updown to disable link state notifications on an interface. 

Syntax 
enable snmp trap updown 

undo enable snmp trap updown 

Default 
Link state notifications are enabled. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
For an interface to generate linkUp/linkDown notifications when its state changes, you must also 
enable the linkUp/linkDown notification function globally by using the snmp-agent trap enable 
standard [ linkdown | linkup ] * command. 

Examples 
# Enable GigabitEthernet 1/0/1 to send linkUp/linkDown SNMP traps to 10.1.1.1 in the community 
public. 
<Sysname> system-view 

[Sysname] snmp-agent trap enable 

[Sysname] snmp-agent target-host trap address udp-domain 10.1.1.1 params securityname 
public 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] enable snmp trap updown 

Related commands 
snmp-agent target-host 

snmp-agent trap enable 

reset snmp-agent trapbuffer 
Use reset snmp-agent trapbuffer to clear all records from the SNMP trap buffer. 

Syntax 
reset snmp-agent trapbuffer 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 
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Examples 
# Clear all records from the SNMP trap buffer. 
<Sysname> reset snmp-agent trapbuffer 

Related commands 
display snmp-agent trapbuffer drop 

display snmp-agent trapbuffer send 

snmp virtual-access visible 
Use snmp virtual-access visible to enable virtual access (VA) interface query and 
configuration by using MIB objects. 

Use undo snmp virtual-access visible to restore the default. 

Syntax 
snmp virtual-access visible 

undo snmp virtual-access visible 

Default 
VA interfaces cannot be queried and configured by using MIB objects. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
By default, VA interfaces cannot be queried and configured by using MIB objects. The device ignores 
the query and configuration requests from the NMS for VA interfaces. This not only enhances the 
device efficiency to obtain other interface information and improves user experiences, but also 
reduces the device workload and avoids waster of CPU resources. 

For more information about VA interfaces, see PPP configuration in Layer 2—WAN Access 
Configuration Guide.  

To enable VA interface query and configuration by using MIB objects, execute this command. 

Examples 
# Enable VA interface query and configuration by using MIB objects. 
<Sysname> system-view 

[Sysname] snmp virtual-access visible 

snmp-agent 
Use snmp-agent to enable the SNMP agent. 

Use undo snmp-agent to disable the SNMP agent. 

Syntax 
snmp-agent 

undo snmp-agent 
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Default 
The SNMP agent is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
The SNMP agent is automatically enabled when you execute any command that begins with 
snmp-agent except for the snmp-agent calculate-password command. 

The SNMP agent will fail to be enabled when the port that the agent will listen on is used by another 
service. You can use the snmp-agent port command to specify a listening port. To view the UDP 
port use information, execute the display udp verbose command. 

If you disable the SNMP agent, the SNMP settings do not take effect. The display 
current-configuration command does not display the SNMP settings and the SNMP 
settings will not be saved in the configuration file. For the SNMP settings to take effect, enable the 
SNMP agent. 

Examples 
# Enable the SNMP agent. 
<Sysname> system-view 

[Sysname] snmp-agent 

Related commands 
display udp verbose (see IP performance optimization commands in Layer 3—IP Services 
Configuration Guide) 

snmp-agent port 

snmp-agent { inform | trap } source 
Use snmp-agent { inform | trap } source to specify a source IP address for the informs or 
traps sent by the SNMP agent. 

Use undo snmp-agent { inform | trap } source to restore the default. 

Syntax 
snmp-agent { inform | trap } source interface-type { interface-number | 
interface-number.subnumber } 

undo snmp-agent { inform | trap } source 

Default 
The SNMP agent uses the IP address of the outgoing interface as the source IP address of 
notifications. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
inform: Specifies informs. 

trap: Specifies traps. 

interface-type { interface-number | interface-number.subnumber }: Specifies 
an interface by its type and number. The interface-number argument specifies a main interface 
number. The subnumber argument specifies a subinterface number in the range of 1 to 4094. 

Usage guidelines 
The snmp-agent source command enables the SNMP agent to use the primary IP address of an 
interface or subinterface as the source IP address in all its SNMP informs or traps, regardless of their 
outgoing interfaces. An NMS can use this IP address to filter all the informs or traps sent by the 
SNMP agent. 

The source IP address configured by using this command will be used for notifications sent to all 
NMSs. The source IP address configured by using the snmp-agent target-host command will 
be used for notifications sent to the specified NMS. For a notification sent to a particular NMS, the 
source IP address specified by using the snmp-agent target-host command overrides that 
specified by using this command. 

Make sure the specified interface has been created and assigned a valid IP address. The 
configuration will fail if the interface has not been created and will take effect only after a valid IP 
address is assigned to the specified interface. 

Examples 
# Configure the primary IP address of GigabitEthernet 1/0/1 as the source address of SNMP traps.  
<Sysname> system-view 

[Sysname] snmp-agent trap source gigabitethernet 1/0/1 

# Configure the primary IP address of GigabitEthernet 1/0/2 as the source address of SNMP informs.  
<Sysname> system-view 

[Sysname] snmp-agent inform source gigabitethernet 1/0/2 

Related commands 
snmp-agent target-host 

snmp-agent trap enable 

snmp-agent calculate-password 
Use snmp-agent calculate-password to calculate the encrypted form for a key in plaintext 
form. 

Syntax 
snmp-agent calculate-password plain-password mode { 3desmd5 | 3dessha | md5 
| sha } { local-engineid | specified-engineid engineid } 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
plain-password: Specifies a key in plaintext form. The plain-password argument is a 
case-sensitive string of 1 to 64 characters. 

mode: Specifies an authentication algorithm and encryption algorithm. The device supports the 
HMAC-MD5 and HMAC-SHA1 authentication algorithms. The HMAC-MD5 algorithm is faster than 
the HMAC-SHA1 algorithm. The HMAC-SHA1 algorithm provides more security than the 
HMAC-MD5 algorithm. The AES, 3DES, and DES encryption algorithms (in descending order of 
security strength) are available for the device. A more secure algorithm calculates slower. DES is 
enough to meet general security requirements. 
• 3desmd5: Calculates the encrypted form for the encryption key by using the 3DES encryption 

algorithm and HMAC-MD5 authentication algorithm. 
• 3dessha: Calculates the encrypted form for the encryption key by using the 3DES encryption 

algorithm and HMAC-SHA1 authentication algorithm. 
• md5: Calculates the encrypted form for the authentication key or encryption key by using the 

HMAC-MD5 authentication algorithm and AES or DES encryption algorithm. When the 
HMAC-MD5 authentication algorithm is used, you can get the same authentication key or 
encryption key in encrypted form regardless of whether the AES or DES encryption algorithm is 
used. 

• sha: Calculates the encrypted form for the authentication key or encryption key by using 
HMAC-SHA1 authentication algorithm and AES or DES encryption algorithm. When the 
HMAC-SHA1 authentication algorithm is used, you can get the same authentication key or 
encryption key in encrypted form regardless of whether the AES or DES encryption algorithm is 
used. 

local-engineid: Uses the local engine ID to calculate the encrypted form for the key. You can 
configure the local engine ID by using the snmp-agent local-engineid command. 

specified-engineid engineid: Uses a user-defined engine ID to calculate the encrypted 
form for the key. The engineid argument is an even number of case-insensitive hexadecimal 
characters. All-zero and all-F strings are invalid. The even number is in the range of 10 to 64. 

Usage guidelines 
Make sure the SNMP agent is enabled before you execute the snmp-agent 
calculate-password command. 

For security purposes, use the encrypted-form key generated by using this command when you 
create SNMPv3 users by specifying the cipher keyword in the snmp-agent usm-user v3 
command. 

The encrypted form of the key is valid only under the engine ID specified for key conversion. 

Examples 
# Use the local engine ID and the HMAC-SHA1 algorithm to calculate the encrypted form for key 
authkey. 
<Sysname> system-view 

[Sysname] snmp-agent calculate-password authkey mode sha local-engineid 

The encrypted key is: 09659EC5A9AE91BA189E5845E1DDE0CC 

Related commands 
snmp-agent local-engineid 

snmp-agent usm-user v3 
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snmp-agent community 
Use snmp-agent community to configure an SNMPv1 or SNMPv2c community. 

Use undo snmp-agent community to delete an SNMPv1 or SNMPv2c community. 

Syntax 
In VACM mode: 

snmp-agent community { read | write } [ simple | cipher ] community-name 
[ mib-view view-name ] [ acl { ipv4-acl-number | name ipv4-acl-name } | acl 
ipv6 { ipv6-acl-number | name ipv6-acl-name } ] * 

undo snmp-agent community [ cipher ] community-name 

In RBAC mode: 

snmp-agent community [ simple | cipher ] community-name user-role role-name 
[ acl { ipv4-acl-number | name ipv4-acl-name } | acl ipv6 { ipv6-acl-number 
| name ipv6-acl-name } ] * 

undo snmp-agent community [ cipher ] community-name 

Default 
No SNMPv1 or SNMPv2c communities exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
read: Assigns the specified community read-only access to MIB objects. A read-only community 
can only inquire MIB information. 

write: Assigns the specified community read and write access to MIB objects. A read and write 
community can configure MIB information. 

simple: Specifies a community name in plaintext form. For security purposes, the community name 
specified in plaintext form will be stored in encrypted form. 

cipher: Specifies a community name in encrypted form. 

community-name: Specifies the community name. The plaintext form is a case-sensitive string of 
1 to 32 characters. The encrypted form is a case-sensitive string of 33 to 73 characters. Input a string 
as escape characters after a backslash (\). 

mib-view view-name: Specifies the MIB view available for the community. The view-name 
argument represents a MIB view name, a case-sensitive string of 1 to 32 characters. A MIB view 
represents a set of accessible MIB objects. If you do not specify a view, the specified community can 
access the MIB objects in the default MIB view ViewDefault. 

user-role role-name: Specifies a user role name for the community, a case-sensitive string of 1 
to 63 characters. 

acl: Specifies a basic or advanced IPv4 ACL for the community. 

ipv4-acl-number: Specifies a basic or advanced IPv4 ACL by its number. The basic IPv4 ACL 
number is in the range of 2000 to 2999. The advanced IPv4 ACL number is in the range of 3000 to 
3999. 
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name ipv4-acl-name: Specifies a basic or advanced IPv4 ACL by its name, a case-insensitive 
string of 1 to 63 characters. 

acl ipv6: Specifies a basic or advanced IPv6 ACL for the community. 

ipv6-acl-number: Specifies a basic or advanced IPv6 ACL by its number. The basic IPv6 ACL 
number is in the range of 2000 to 2999. The advanced IPv6 ACL number is in the range of 3000 to 
3999. 

name ipv6-acl-name: Specifies a basic or advanced IPv6 ACL by its name, a case-insensitive 
string of 1 to 63 characters. 

Usage guidelines 
Only users with the network-admin, context-admin, or level-15 user role can execute this command. 
Users with other user roles cannot execute this command even if these roles are granted access to 
commands of the SNMP feature or this command. 

An SNMP community is identified by a community name. It contains a set of NMSs and SNMP 
agents. Devices in an SNMP community authenticate each other by using the community name. An 
NMS and an SNMP agent can communicate only when they use the same community name. 

Typically, public is used as the read-only community name and private is used as the read and write 
community name. To enhance security, you can assign your SNMP communities a name other than 
public and private. 

The snmp-agent community command allows you to use either of the following modes to control 
SNMP community access to MIB objects: 
• View-based access control model—The VACM mode controls access to MIB objects by 

assigning MIB views to SNMP communities. 
• Role based access control—The RBAC mode controls access to MIB objects by assigning 

user roles to SNMP communities.  
 The network-admin, context-admin, and level-15 user roles have the read and write access 

to all MIB objects. 
 The network-operator user role and context-operator user role have the read-only access to 

all MIB objects.  
For more information about user roles, see Fundamentals Configuration Guide. 

RBAC mode controls access on a per MIB object basis, and VACM mode controls access on a MIB 
view basis. As a best practice to enhance MIB security, use RBAC mode. 

You can create a maximum of 10 SNMP communities by using the snmp-agent community 
command.  

If you execute the command multiple times to specify the same community name but different other 
settings each time, the most recent configuration takes effect.  

To set and save a community name in plain text, do not specify the simple or cipher keyword. 

The ACL is used to filter illegitimate NMSs. 
• If the specified ACL does not exist, or the specified ACL does not contain any rule, all NMSs can 

access the device. 
• If a VPN instance is specified in an ACL rule, the rule applies only to the packets of the VPN 

instance. If no VPN instance is specified in an ACL rule, the rule applies only to the packets on 
the public network. 

• If you specify an ACL and the ACL has rules, only NMSs permitted by the ACL can access the 
device. 

For more information about ACL, see ACL and QoS Configuration Guide.  

You can also create an SNMP community by using the snmp-agent usm-user { v1 | v2c } and 
snmp-agent group { v1 | v2c } commands. These two commands create an SNMPv1 or 
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SNMPv2c user and the group to which the user is assigned. The system automatically creates an 
SNMP community by using the SNMPv1 or SNMPv2c username. 

The display snmp-agent community command displays information only about communities 
created and saved in plaintext form. 

Examples 
# Create the read-only community with the plaintext form name readaccess so an SNMPv1 or 
SNMPv2c NMS can use the community name readaccess to read the MIB objects in the default 
view ViewDefault. 
<Sysname> system-view 

[Sysname] snmp-agent sys-info version v1 v2c 

[Sysname] snmp-agent community read simple readaccess 

# Create the read and write community with the plaintext form name writeaccess so only the 
SNMPv2c NMS at 1.1.1.1 can use the community name writeaccess to read or set the MIB objects 
in the default view ViewDefault. 
<Sysname> system-view 

[Sysname] acl basic 2001 

[Sysname-acl-ipv4-basic-2001] rule permit source 1.1.1.1 0.0.0.0 

[Sysname-acl-ipv4-basic-2001] rule deny source any 

[Sysname-acl-ipv4-basic-2001] quit 

[Sysname] snmp-agent sys-info version v2c 

[Sysname] snmp-agent community write simple writeaccess acl 2001 

# Create the read and write community with the plaintext form name writeaccess so only the 
SNMPv2c NMS at 1.1.1.2 can use the community name writeaccess to read or set the MIB objects 
in the default view ViewDefault. 
<Sysname> system-view 

[Sysname] acl basic name testacl 

[Sysname-acl-ipv4-basic-testacl] rule permit source 1.1.1.2 0.0.0.0 

[Sysname-acl-ipv4-basic-testacl] rule deny source any 

[Sysname-acl-ipv4-basic-testacl] quit 

[Sysname] snmp-agent sys-info version v2c 

[Sysname] snmp-agent community write simple writeaccess acl name testacl 

# Create the read and write community with the plaintext form name wr-sys-acc so an SNMPv1 or 
SNMPv2c NMS can use the community name wr-sys-acc to read or set the MIB objects in the 
system subtree (OID 1.3.6.1.2.1.1). 
<Sysname> system-view 

[Sysname] snmp-agent sys-info version v1 v2c 

[Sysname] undo snmp-agent mib-view ViewDefault 

[Sysname] snmp-agent mib-view included test system 

[Sysname] snmp-agent community write simple wr-sys-acc mib-view test 

Related commands 
display snmp-agent community 

snmp-agent mib-view 

snmp-agent community-map 
Use snmp-agent community-map to map an SNMP community to an SNMP context. 

Use undo snmp-agent community-map to delete the mapping between an SNMP community 
and an SNMP context. 
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Syntax 
snmp-agent community-map community-name context context-name 

undo snmp-agent community-map community-name context context-name 

Default 
No mapping exists between an SNMP community and an SNMP context. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
community-name: Specifies an SNMP community, a case-sensitive string of 1 to 32 characters. 

context-name: Specifies an SNMP context, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
This command enables a module on an agent to obtain the context mapped to a community name 
when an NMS accesses the agent by using SNMPv1 or SNMPv2c. 

You can configure a maximum of 10 community-context mappings on the device. 

Examples 
# Map SNMP community private to SNMP context trillcontext. 
<Sysname> system-view 

[Sysname] snmp-agent community-map private context testcontext 

Related commands 
display snmp-agent community 

snmp-agent context 
Use snmp-agent context to create an SNMP context. 

Use undo snmp-agent context to delete an SNMP context. 

Syntax 
snmp-agent context context-name 

undo snmp-agent context context-name 

Default 
No SNMP contexts exist. 

Views 
System view 

Predefined use roles 
network-admin 

context-admin 

Parameters 
context-name: Specifies an SNMP context, a case-sensitive string of 1 to 32 characters. 
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Usage guidelines 
For an NMS and an SNMP agent to communicate, configure the same SNMP context for them or do 
not configure a context for the NMS. 

You can create a maximum of 20 SNMP contexts. 

Examples 
# Create SNMP context trillcontext. 
<Sysname> system-view 

[Sysname] snmp-agent context testcontext 

Related commands 
display snmp-agent context 

snmp-agent group 
Use snmp-agent group to create an SNMP group. 

Use undo snmp-agent group to delete an SNMP group. 

Syntax 
• SNMPv1 and SNMP v2c: 

snmp-agent group { v1 | v2c } group-name [ notify-view view-name | 
read-view view-name | write-view view-name ] * [ acl { ipv4-acl-number | 
name ipv4-acl-name } | acl ipv6 { ipv6-acl-number | name 
ipv6-acl-name } ] * 
undo snmp-agent group { v1 | v2c } group-name 

• SNMPv3: 
snmp-agent group v3 group-name [ authentication | privacy ] 
[ notify-view view-name | read-view view-name | write-view view-name ] * 
[ acl { ipv4-acl-number | name ipv4-acl-name } | acl ipv6 
{ ipv6-acl-number | name ipv6-acl-name } ] * 
undo snmp-agent group v3 group-name [ authentication | privacy ] 

Default 
No SNMP groups exist. 

Views 
System view 

Predefined use roles 
network-admin 

context-admin 

Parameters 
v1: Specifies SNMPv1. 

v2c: Specifies SNMPv2c. 

v3: Specifies SNMPv3. 

group-name: Specifies an SNMP group name, a case-sensitive string of 1 to 32 characters. 

authentication: Specifies the authentication without privacy security model for the SNMPv3 
group. 
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privacy: Specifies the authentication with privacy security model for the SNMPv3 group. 

notify-view view-name: Specifies a notify MIB view. The view-name represents a MIB view 
name, a case-sensitive string of 1 to 32 characters. The SNMP agent sends notifications to the users 
in the specified group only for the MIB objects included in the notify view. If you do not specify a notify 
view, the SNMP agent does not send any notification to the users in the specified group. 

read-view view-name: Specifies a read-only MIB view. The view-name represents a MIB view 
name, a case-sensitive string of 1 to 32 characters. If you do not specify a read-only MIB view, the 
SNMP group has read access to the default view ViewDefault. 

write-view view-name: Specifies a read and write MIB view. The view-name represents a 
MIB view name, a case-sensitive string of 1 to 32 characters. If you do not specify a read and write 
view, the SNMP group cannot set any MIB object on the SNMP agent. 

acl: Specifies a basic or advanced IPv4 ACL for the group. 

ipv4-acl-number: Specifies a basic or advanced IPv4 ACL by its number. The basic IPv4 ACL 
number is in the range of 2000 to 2999. The advanced IPv4 ACL number is in the range of 3000 to 
3999. 

name ipv4-acl-name: Specifies a basic or advanced IPv4 ACL by its name, a case-insensitive 
string of 1 to 63 characters. 

acl ipv6: Specifies a basic or advanced IPv6 ACL for the group. 

ipv6-acl-number: Specifies a basic or advanced IPv6 ACL by its number. The basic IPv6 ACL 
number is in the range of 2000 to 2999. The advanced IPv6 ACL number is in the range of 3000 to 
3999. 

name ipv6-acl-name: Specifies a basic or advanced IPv6 ACL by its name, a case-insensitive 
string of 1 to 63 characters. 

Usage guidelines 
Only users with the network-admin, context-admin, or level-15 user role can execute this command. 
Users with other user roles cannot execute this command even if these roles are granted access to 
commands of the SNMP feature or this command. 

All users in an SNMP group share the security model and access rights of the group. 

You can create a maximum of 20 SNMP groups, including SNMPv1, SNMPv2c, and SNMPv3 
groups. 

All SNMPv3 users in a group share the same security model, but can use different authentication 
and encryption key settings. To implement a security model for a user and avoid SNMP 
communication failures, make sure the security model configuration for the group and the security 
key settings for the user are compliant with Table 12 and match the settings on the NMS. 

Table 12 Basic security setting requirements for different security models 

Security model 
Security model 
keyword for the 
group 

Security key 
settings for the 
user 

Remarks 

Authentication with 
privacy privacy Authentication key, 

encryption key 

If the authentication key 
or the encryption key is 
not configured, SNMP 
communication will fail. 

Authentication without 
privacy authentication Authentication key 

If no authentication key is 
configured, SNMP 
communication will fail. 
The encryption key (if 
any) for the user does not 
take effect. 
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Security model 
Security model 
keyword for the 
group 

Security key 
settings for the 
user 

Remarks 

No authentication, no 
privacy 

Neither 
authentication 
nor privacy 

None 
The authentication and 
encryption keys, if 
configured, do not take 
effect. 

 

You can specify an ACL for the user and group, respectively, to filter illegitimate NMSs. Only the 
NMSs permitted by the ACLs for both the user and group can access the SNMP agent. The following 
rules apply to the ACLs for the user and group: 
• If the specified ACL does not exist, or the specified ACL does not contain any rule, all NMSs can 

access the device. 
• If a VPN instance is specified in an ACL rule, the rule applies only to the packets of the VPN 

instance. If no VPN instance is specified in an ACL rule, the rule applies only to the packets on 
the public network. 

• If you specify an ACL and the ACL has rules, only NMSs permitted by the ACL can access the 
device. 

For more information about ACL, see ACL and QoS Configuration Guide.  

Examples 
# Create the SNMPv3 group group1. 
<Sysname> system-view 

[Sysname] snmp-agent group v3 group1 

Related commands 
display snmp-agent group 

snmp-agent mib-view 

snmp-agent usm-user 

snmp-agent local-engineid 
Use snmp-agent local-engineid to set an SNMP engine ID. 

Use undo snmp-agent local-engineid to restore the default. 

Syntax 
snmp-agent local-engineid engineid 

undo snmp-agent local-engineid 

Default 
The SNMP engine ID of the device is the company ID plus the device ID. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
engineid: Specifies an SNMP engine ID, a case-insensitive hexadecimal string. Its length is an 
even number in the range of 10 to 64. All-zero and all-F strings are invalid. 

Usage guidelines 
An SNMP engine ID uniquely identifies a device in an SNMP managed network. Make sure the local 
SNMP engine ID is unique within your SNMP managed network to avoid communication problems. 

If you have configured SNMPv3 users, change the local SNMP engine ID only when necessary. The 
change can void the SNMPv3 usernames and encrypted keys you have configured. 

You can use the default engine ID or configure an easy-to-remember engine ID based on the 
network plan. For example, you can set the engine ID for device 1 on the first floor of building A to 
000Af0010001 and device 2 to 000Af0010002. 

Examples 
# Set the local SNMP engine ID to 123456789A. 
<Sysname> system-view 

[Sysname] snmp-agent local-engineid 123456789A 

Related commands 
display snmp-agent local-engineid 

snmp-agent usm-user 

snmp-agent log 
Use snmp-agent log to enable SNMP logging. 

Use undo snmp-agent log to disable SNMP logging. 

Syntax 
snmp-agent log { all | authfail | get-operation | set-operation } 

undo snmp-agent log { all | authfail | get-operation | set-operation } 

Default 
SNMP logging operations are disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
all: Enables logging SNMP authentication failures, Get operations,  and Set operations. 

authfail: Enables logging SNMP authentication failures. 

get-operation: Enables logging SNMP Get operations. 

set-operation: Enables logging SNMP Set operations. 

Usage guidelines 
Use SNMP logging to record the SNMP operations performed on the SNMP agent or authentication 
failures from the NMS to the agent for auditing NMS behaviors. The SNMP agent sends log data to 
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the information center. You can configure the information center to output the data to a destination as 
needed. 

Examples 
# Enable logging SNMP Get operations. 
<Sysname> system-view 

[Sysname] snmp-agent log get-operation 

# Enable logging SNMP Set operations. 
<Sysname> system-view 

[Sysname] snmp-agent log set-operation 

# Enable logging SNMP authentication failures. 
<Sysname> system-view 

[Sysname] snmp-agent log authfail 

snmp-agent mib-view 
Use snmp-agent mib-view to create or update a MIB view. 

Use undo snmp-agent mib-view to delete a MIB view. 

Syntax 
snmp-agent mib-view { excluded | included } view-name oid-tree [ mask 
mask-value ] 

undo snmp-agent mib-view view-name 

Default 
The system creates the ViewDefault view when the SNMP agent is enabled. In this default MIB view, 
all MIB objects in the iso subtree but the snmpUsmMIB, snmpVacmMIB, and snmpModules.18 
subtrees are accessible. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
excluded: Denies access to any node in the specified MIB subtree. 

included: Permits access to all the nodes in the specified MIB subtree. 

view-name: Specifies a view name, a case-sensitive string of 1 to 32 characters. 

oid-tree: Specifies a MIB subtree by its root node's OID (for example, 1.3.6.1.2.1.1) or object 
name (for example, system). The oid-tree argument is a case-sensitive string of 1 to 255 
characters. An OID is a dotted numeric string that uniquely identifies an object in the MIB tree. 

mask mask-value: Sets a MIB subtree mask, a case-insensitive hexadecimal string. Its length is 
an even number in the range of 1 to 32. 

Usage guidelines 
A MIB view represents a set of MIB objects (or MIB object hierarchies) with certain access privilege. 
The MIB objects included in the MIB view are accessible while those excluded from the MIB view are 
inaccessible. 
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Each view-name oid-tree pair represents a view record. If you specify the same record with 
different MIB subtree masks multiple times, the most recent configuration takes effect. 

Be cautious with deleting the default MIB view. The operation blocks the access to any MIB object on 
the device from NMSs that use the default view. 

Examples 
# Include the mib-2 (OID 1.3.6.1.2.1) subtree in the mibtest view and exclude the system subtree 
from this view. 
<Sysname> system-view 

[Sysname] snmp-agent sys-info version v1 

[Sysname] snmp-agent mib-view included mibtest 1.3.6.1.2.1 

[Sysname] snmp-agent mib-view excluded mibtest system 

[Sysname] snmp-agent community read public mib-view mibtest 

An SNMPv1 NMS in the public community can query the objects in the mib-2 subtree but not any 
object (for example, the sysDescr or sysObjectID node) in the system subtree. 

Related commands 
display snmp-agent mib-view 

snmp-agent group 

snmp-agent packet max-size 
Use snmp-agent packet max-size to set the maximum size (in bytes) of SNMP packets that 
the SNMP agent can receive or send. 

Use undo snmp-agent packet max-size to restore the default. 

Syntax 
snmp-agent packet max-size byte-count 

undo snmp-agent packet max-size 

Default 
An SNMP agent can process SNMP packets with a maximum size of 1500 bytes. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
byte-count: Sets the maximum size (in bytes) of SNMP packets that the SNMP agent can receive 
or send. The value range is 484 to 17940. 

Usage guidelines 
If any device on the path to the NMS does not support packet fragmentation, limit the SNMP packet 
size to prevent large-sized packets from being discarded. For most networks, the default value is 
sufficient. 

Examples 
# Set the maximum SNMP packet size to 1024 bytes. 
<Sysname> system-view 
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[Sysname] snmp-agent packet max-size 1024 

snmp-agent port 
Use snmp-agent port to specify an SNMP listening port. 

Use undo snmp-agent port to restore the default. 

Syntax 
snmp-agent port port-number 

undo snmp-agent port 

Default 
The SNMP listening port is UDP port 161. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies an SNMP listening port by its number in the range of 1 to 65535. 

Usage guidelines 
The SNMP agent will fail to be enabled when the port that the agent will listen on is used by another 
service. You can use the snmp-agent port command to change the SNMP listening port. As a 
best practice, execute the display udp verbose command to view the UDP port use information 
before specifying a new SNMP listening port. 

After changing the SNMP listening port, the NMS can perform SNMP set and get operations on the 
device only after reconnecting the device by using the new port number. 

Examples 
# Specify 5555 as the SNMP listening port. 
<Sysname> system-view 

[Sysname] snmp-agent port 5555 

Related commands 
display udp verbose (see IP performance optimization commands in Layer 3—IP Services 
Configuration Guide) 

snmp-agent remote 
Use snmp-agent remote to set an SNMP engine ID for a remote SNMP entity. 

Use undo snmp-agent remote to delete the SNMP engine ID of a remote SNMP entity. 

Syntax 
snmp-agent remote { ipv4-address | ipv6 ipv6-address } [ vpn-instance 
vpn-instance-name ] engineid engineid 

undo snmp-agent remote { ipv4-address | ipv6 ipv6-address } [ vpn-instance 
vpn-instance-name ]  
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Default 
No SNMP engine IDs are configured for remote SNMP entities. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-address: Specifies a remote SNMP entity by its IPv4 address. 

ipv6 ipv6-address: Specifies a remote SNMP entity by its IPv6 address. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the remote 
SNMP entity belongs. The vpn-instance-name argument represents the VPN instance name. a 
case-sensitive string of 1 to 31 characters. If the SNMP entity belongs to the public network, do not 
specify this option. 

engineid: Specifies the SNMP engine ID of the remote SNMP entity. This argument is a 
case-insensitive hexadecimal string. Its length is an even number in the range of 10 to 64. All-zero 
and all-F strings are invalid. 

Usage guidelines 
To send informs to an NMS, you must configure the SNMP engine ID of the NMS on the SNMP 
agent. 

The NMS accepts the SNMPv3 informs from the SNMP agent only if the engine ID in the informs is 
the same as its local engine ID. 

You can configure a maximum of 20 remote SNMP engine IDs. 

Examples 
# Set the SNMP engine ID to 123456789A for the remote entity 10.1.1.1. 
<Sysname> system-view 

[Sysname] snmp-agent remote 10.1.1.1 engineid 123456789A 

Related commands 
display snmp-agent remote 

snmp-agent sys-info contact 
Use snmp-agent sys-info contact to configure the system contact. 

Use undo snmp-agent sys-info contact to restore the default contact. 

Syntax 
snmp-agent sys-info contact sys-contact 

undo snmp-agent sys-info contact 

Default 
The system contact is NSFOCUS. 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
sys-contact: Specifies the system contact, a case-sensitive string of 1 to 255 characters. 

Usage guidelines 
Configure the system contact for system maintenance and management. 

Examples 
# Configure the system contact as Dial System Operator # 27345. 
<Sysname> system-view 

[Sysname] snmp-agent sys-info contact Dial System Operator # 27345 

Related commands 
display snmp-agent sys-info 

snmp-agent sys-info location 
Use snmp-agent sys-info location to configure the system location. 

Use undo snmp-agent sys-info location to restore the default location. 

Syntax 
snmp-agent sys-info location sys-location 

undo snmp-agent sys-info location 

Default 
The system location is Hangzhou, China. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
sys-location: Specifies the system location, a case-sensitive string of 1 to 255 characters. 

Usage guidelines 
Configure the location of the device for system maintenance and management. 

Examples 
# Configure the system location as Room524-row1-3. 
<Sysname> system-view 

[Sysname] snmp-agent sys-info location Room524-row1-3 

Related commands 
display snmp-agent sys-info 
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snmp-agent sys-info version 
Use snmp-agent sys-info version to specify the SNMP version. 

Use undo snmp-agent sys-info version to restore the default. 

Syntax 
snmp-agent sys-info contact version { all | { v1 | v2c | v3 } * } 

undo snmp-agent sys-info version { all | { v1 | v2c | v3 } * } 

Default 
SNMPv3 is enabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
all: Specifies SNMPv1, SNMPv2c, and SNMPv3. 

v1: Specifies SNMPv1. 

v2c: Specifies SNMPv2c. 

v3: Specifies SNMPv3. 

Usage guidelines 
Configure the SNMP agent with the same SNMP version as the NMS for successful communications 
between them. 

The community name and data carried in SNMPv1 and SNMPv2c messages are in plaintext form, 
putting the SNMP communication at risks. As a best practice, use SNMPv3. 

SNMP notifications over IPv6 is supported only when you specify SNMPv2c or SNMPv3. 

Examples 
# Enable SNMPv3. 
<Sysname> system-view 

[Sysname] snmp-agent sys-info version v3 

Related commands 
display snmp-agent sys-info 

snmp-agent target-host 
Use snmp-agent target-host to configure an SNMP notification target host. 

Use undo snmp-agent target-host to remove an SNMP notification target host. 

Syntax 
snmp-agent target-host inform address udp-domain { ipv4-target-host | ipv6 
ipv6-target-host } [ source-ip source-ip-address | udp-port port-number | 
vpn-instance vpn-instance-name ] * params securityname security-string 
{ v2c | v3 [ authentication | privacy ] } 
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snmp-agent target-host trap address udp-domain { ipv4-target-host | ipv6 
ipv6-target-host } [ source-ip source-ip-address | udp-port port-number | 
vpn-instance vpn-instance-name ] * [ params securityname security-string 
[ v1 | v2c | v3 [ authentication | privacy ] ] 

undo snmp-agent target-host { trap | inform } address udp-domain 
{ ipv4-target-host | ipv6 ipv6-target-host } params securityname 
security-string [ vpn-instance vpn-instance-name ] 

Default 
No SNMP notification target hosts exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
inform: Specifies a host that receives informs. 

trap: Specifies a host that receives traps. 

address: Specifies the destination address of SNMP notifications. 

udp-domain: Specifies UDP as the transport protocol. 

ipv4-target-host: Specifies a target host by its IPv4 address or host name. The host name is a 
case-insensitive string of 1 to 253 characters. The string can only contain letters, numbers, hyphens 
(-), underscores (_), and dots (.). If you specify a host name, the IPv4 address of the target host can 
be obtained. 

ipv6 ipv6-target-host: Specifies a target host by its IPv6 address or host name. The host 
name is a case-insensitive string of 1 to 253 characters, which only contains letters, numbers, 
hyphens (-), underscores (_), and dots (.). If you specify a host name, the IPv6 address of the target 
host can be obtained. If you specify an IPv6 address, the address cannot be a link local address. 

source-ip source-ip-address: Specifies the source IP address for SNMP notifications. If you 
do not specify this option, SNMP notifications uses the source IP address configured by using the 
snmp-agent { inform | trap } source command. 

udp-port port-number: Specifies the UDP port for SNMP notifications. The default port number 
is 162. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the target 
host belongs. The vpn-instance-name argument represents the VPN instance name, a 
case-sensitive string of 1 to 31 characters. If the target host belongs to the public network, do not 
specify this option. 

params securityname security-string: Specifies the authentication parameter. The 
security-string argument specifies an SNMPv1 or SNMPv2c community name or an SNMPv3 
username, a case-sensitive string of 1 to 32 characters. 

v1: Specifies SNMPv1. 

v2c: Specifies SNMPv2c. 

v3: Specifies SNMPv3. 

• authentication: Specifies the security model to be authentication without privacy. You 
must specify the authentication key when you create the SNMPv3 user. 
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• privacy: Specifies the security model to be authentication with privacy. You must specify the 
authentication key and encryption key when you create the SNMPv3 user. 

Usage guidelines 
You can specify multiple SNMP notification target hosts.  

Make sure the SNMP agent uses the same UDP port for SNMP notifications as the target host. 
Typically, NMSs, for example, IMC and MIB Browser, use port 162 for SNMP notifications as defined 
in the SNMP protocols. 

If none of the keywords v1, v2c, or v3 is specified, SNMPv1 is used. Make sure the SNMP agent 
uses the same SNMP version as the target host so the host can receive the notification. 

If neither authentication nor privacy is specified, the security model is no authentication, no 
privacy. 

Examples 
# Configure the SNMP agent to send SNMPv3 traps to 10.1.1.1 by using the username public. 
<Sysname> system-view 

[Sysname] snmp-agent trap enable standard 

[Sysname] snmp-agent target-host trap address udp-domain 10.1.1.1 params securityname 
public v3 

Related commands 
snmp-agent { inform | trap } source 

snmp-agent trap enable 

snmp-agent trap life 

snmp-agent trap enable 
Use snmp-agent trap enable to enable SNMP notifications. 

Use undo snmp-agent trap enable to disable SNMP notifications. 

Syntax 
snmp-agent trap enable [ configuration | protocol | standard 
[ authentication | coldstart | linkdown | linkup | warmstart ] * | system ] 

undo snmp-agent trap enable [ configuration | protocol | standard 
[ authentication | coldstart | linkdown | linkup | warmstart ] * | system ] 

Default 
SNMP configuration notifications, standard notifications, and system notifications are enabled. 
Whether other SNMP notifications are enabled varies by module. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
configuration: Specifies configuration notifications. If configuration notifications are enabled, 
the system checks the running configuration and the startup configuration every 10 minutes for any 
change and generates a notification for the most recent change. 
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protocol: Specifies protocol module notifications. You can use the snmp-agent trap enable ? 
command to obtain the value of this argument. For more information about this argument, see the 
command reference for each module. 

standard: Specifies SNMP standard notifications. 

Table 13 Standard SNMP notifications 

Keyword Definition 

authentication Authentication failure notification sent when an NMS fails to be authenticated by 
the SNMP agent. 

coldstart Notification sent when the device restarts. 

linkdown Notification sent when the link of a port goes down. 

linkup Notification sent when the link of a port comes up. 

warmstart Notification sent when the SNMP agent restarts. 
 

system: Specifies system notifications sent when the system time is modified, the system reboots, 
or the main system software image is not available. 

Usage guidelines 
To enable the device to send SNMP notifications for a protocol, first enable the protocol and then 
enable SNMP notifications for the protocol. For SNMP notifications to be sent correctly, you must 
also configure the notification sending parameters as required. 

If no optional parameters are specified, this command or its undo form enables or disables all SNMP 
notifications supported by the device. 

SNMP notifications over IPv6 is supported only when you specify SNMPv2c or SNMPv3. 

Examples 
# Enable the SNMP agent to send SNMP authentication failure notifications. 
<Sysname> system-view 

[Sysname] snmp-agent trap enable standard authentication 

Related commands 
snmp-agent target-host 

snmp-agent sys-info version 

snmp-agent trap if-mib link extended 
Use snmp-agent trap if-mib link extended to configure the SNMP agent to send 
extended linkUp/linkDown notifications. 

Use undo snmp-agent trap if-mib link extended to restore the default. 

Syntax 
snmp-agent trap if-mib link extended 

undo snmp-agent trap if-mib link extended 

Default 
The SNMP agent sends standard linkUp/linkDown notifications. 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Extended linkUp and linkDown notifications add interface name, interface type, and interface 
description to the standard linkUp/linkDown notifications for fast failure identification. 

When you use this command, make sure the NMS supports the extended linkup and linkDown 
notifications. 

Examples 
# Enable extended linkUp/linkDown notifications. 
<Sysname> system-view 

[Sysname] snmp-agent trap if-mib link extended 

snmp-agent trap life 
Use snmp-agent trap life to set the lifetime of notifications in the SNMP notification queue. 

Use undo snmp-agent trap life to restore the default notification lifetime. 

Syntax 
snmp-agent trap life seconds 

undo snmp-agent trap life 

Default 
The SNMP notification lifetime is 120 seconds. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
seconds: Sets a lifetime in the range of 1 to 2592000, in seconds. 

Usage guidelines 
When congestion occurs, the SNMP agent buffers notifications in a queue. The notification lifetime 
sets how long a notification can stay in the queue. A notification is deleted when its lifetime expires. 

Examples 
# Set the SNMP notification lifetime to 60 seconds. 
<Sysname> system-view 

[Sysname] snmp-agent trap life 60 

Related commands 
snmp-agent target-host 

snmp-agent trap enable 

snmp-agent trap queue-size 
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snmp-agent trap log 
Use snmp-agent trap log to enable SNMP notification logging. 

Use undo snmp-agent trap log to disable SNMP notification logging. 

Syntax 
snmp-agent trap log 

undo snmp-agent trap log 

Default 
SNMP notification logging is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Use SNMP notification logging to record SNMP notifications sent by the SNMP agent for notification 
tracking. The SNMP agent sends the logs to the information center. You can configure the 
information center to output the logs to a destination as needed. 

Examples 
# Enable SNMP notification logging. 
<Sysname> system-view 

[Sysname] snmp-agent trap log 

snmp-agent trap queue-size 
Use snmp-agent trap queue-size to set the SNMP notification queue size. 

Use undo snmp-agent trap queue-size to restore the default queue size. 

Syntax 
snmp-agent trap queue-size size 

undo snmp-agent trap queue-size 

Default 
The SNMP notification queue can store a maximum of 100 notifications. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
size: Specifies the maximum number of notifications that the SNMP notification queue can hold. 
The value range is 1 to 1000. 
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Usage guidelines 
When congestion occurs, the SNMP agent buffers notifications in a queue. SNMP notification queue 
size sets the maximum number of notifications that this queue can hold. When the queue size is 
reached, the oldest notifications are dropped for new notifications. 

Examples 
# Set the SNMP notification queue size to 200. 
<Sysname> system-view 

[Sysname] snmp-agent trap queue-size 200 

Related commands 
snmp-agent target-host 

snmp-agent trap enable 

snmp-agent trap life 

snmp-agent usm-user { v1 | v2c } 
Use snmp-agent usm-user { v1 | v2c } to create an SNMPv1 or SNMPv2c user. 

Use undo snmp-agent usm-user { v1 | v2c } to delete an SNMPv1 or SNMPv2c user. 

Syntax 
snmp-agent usm-user { v1 | v2c } user-name group-name [ acl { ipv4-acl-number 
| name ipv4-acl-name } | acl ipv6 { ipv6-acl-number | name ipv6-acl-name } ] 
* 

undo snmp-agent usm-user { v1 | v2c } user-name  

Default 
No SNMPv1 or SNMPv2c users exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
v1: Specifies SNMPv1. 

v2c: Specifies SNMPv2c. 

user-name: Specifies an SNMP username, a case-sensitive string of 1 to 32 characters. 

group-name: Specifies an SNMPv1 or SNMPv2c group name, a case-sensitive string of 1 to 32 
characters. The group can be one that has been created or not. The user takes effect only after you 
create the group. 

acl: Specifies a basic or advanced IPv4 ACL for the user. 

ipv4-acl-number: Specifies a basic or advanced IPv4 ACL by its number. The basic IPv4 ACL 
number is in the range of 2000 to 2999. The advanced IPv4 ACL number is in the range of 3000 to 
3999. 

name ipv4-acl-name: Specifies a basic or advanced IPv4 ACL by its name, a case-insensitive 
string of 1 to 63 characters. 
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acl ipv6: Specifies a basic or advanced IPv6 ACL for the user. 

ipv6-acl-number: Specifies a basic or advanced IPv6 ACL by its number. The basic IPv6 ACL 
number is in the range of 2000 to 2999. The advanced IPv6 ACL number is in the range of 3000 to 
3999. 

name ipv6-acl-name: Specifies a basic or advanced IPv6 ACL by its name, a case-insensitive 
string of 1 to 63 characters. 

Usage guidelines 
Only users with the network-admin, context-admin, or level-15 user role can execute this command. 
Users with other user roles cannot execute this command even if these roles are granted access to 
commands of the SNMP feature or this command. 

On an SNMPv1 or SNMPv2c network, NMSs and agents authenticate each other by using the 
community name. On an SNMPv3 network, NMSs and agents authenticate each other by using the 
username. 

You can create an SNMPv1 or SNMPv2c community by using either of the following ways: 
• Execute the snmp-agent community command. 

• Execute the snmp-agent usm-user { v1 | v2c } and snmp-agent group { v1 | v2c } 
commands to create an SNMPv1 or SNMPv2c user and the group that the user is assigned to. 
The system automatically creates an SNMP community by using the SNMPv1 or SNMPv2c 
username.  

The display snmp-agent community command displays information only about communities 
created and saved in plaintext form. 

You can specify an ACL for the user and group, respectively, to filter illegitimate NMSs. Only the 
NMSs permitted by the ACLs for both the user and group can access the SNMP agent. The following 
rules apply to the ACLs for the user and group: 
• If the specified ACL does not exist, or the specified ACL does not contain any rule, all NMSs can 

access the device. 
• If a VPN instance is specified in an ACL rule, the rule applies only to the packets of the VPN 

instance. If no VPN instance is specified in an ACL rule, the rule applies only to the packets on 
the public network. 

• If you specify an ACL and the ACL has rules, only NMSs permitted by the ACL can access the 
device. 

For more information about ACL, see ACL and QoS Configuration Guide.  

Examples 
# Add the user userv2c to the SNMPv2c group readCom so an NMS can use the protocol SNMPv2c 
and the read-only community name userv2c to access the device. 
<Sysname> system-view 

[Sysname] snmp-agent sys-info version v2c 

[Sysname] snmp-agent group v2c readCom 

[Sysname] snmp-agent usm-user v2c userv2c readCom 

# Add the user userv2c in the SNMPv2c group readCom so only the NMS at 1.1.1.1 can use the 
protocol SNMPv2c and read-only community name userv2c to access the device. 
<Sysname> system-view 

[Sysname] acl basic 2001 

[Sysname-acl-ipv4-basic-2001] rule permit source 1.1.1.1 0.0.0.0 

[Sysname-acl-ipv4-basic-2001] rule deny source any 

[Sysname-acl-ipv4-basic-2001] quit 

[Sysname] snmp-agent sys-info version v2c 

[Sysname] snmp-agent group v2c readCom 
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[Sysname] snmp-agent usm-user v2c userv2c readCom acl 2001 

# Add the user userv2c in the SNMPv2c group readCom so only the NMS at 1.1.1.2 can use the 
protocol SNMPv2c and read-only community name userv2c to access the device. 
[Sysname] acl basic name testacl 

[Sysname-acl-ipv4-basic-testacl] rule permit source 1.1.1.2 0.0.0.0 

[Sysname-acl-ipv4-basic-testacl] rule deny source any 

[Sysname-acl-ipv4-basic-testacl] quit 

[Sysname] snmp-agent sys-info version v2c 

[Sysname] snmp-agent group v2c readCom 

[Sysname] snmp-agent usm-user v2c userv2c readCom acl name testacl 

Related commands 
display snmp-agent community 

snmp-agent community 

snmp-agent group 

snmp-agent usm-user v3 
Use snmp-agent usm-user v3 to create an SNMPv3 user. 

Use undo snmp-agent usm-user v3 to delete an SNMPv3 user. 

Syntax 
• In VACM mode: 

snmp-agent usm-user v3 user-name group-name [ remote { ipv4-address | 
ipv6 ipv6-address } [ vpn-instance vpn-instance-name ] ] [ { cipher | 
simple } authentication-mode { md5 | sha } auth-password [ privacy-mode 
{ 3des | aes128 | des56 } priv-password ] ] [ acl { ipv4-acl-number | name 
ipv4-acl-name } | acl ipv6 { ipv6-acl-number | name ipv6-acl-name } ] 
* 
undo snmp-agent usm-user v3 user-name { local | engineid 
engineid-string | remote { ipv4-address | ipv6 ipv6-address } 
[ vpn-instance vpn-instance-name ] } 

• In RBAC mode: 
snmp-agent usm-user v3 user-name user-role role-name [ remote 
{ ipv4-address | ipv6 ipv6-address } [ vpn-instance vpn-instance-name ] ] 
[ { cipher | simple } authentication-mode { md5 | sha } auth-password 
[ privacy-mode { 3des | aes128 | des56 } priv-password ] ] [ acl 
{ ipv4-acl-number | name ipv4-acl-name } | acl ipv6 { ipv6-acl-number 
| name ipv6-acl-name } ] * 
undo snmp-agent usm-user v3 user-name { local | engineid 
engineid-string | remote { ipv4-address | ipv6 ipv6-address } 
[ vpn-instance vpn-instance-name ] } 

Default 
No SNMPv3 users exist. 

Views 
System view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
user-name: Specifies an SNMPv3 username, a case-sensitive string of 1 to 32 characters. 

group-name: Specifies an SNMPv3 group name, a case-sensitive string of 1 to 32 characters. The 
group can be one that has been created or not. The user takes effect only after you create the group. 

user-role role-name: Specifies a user role name, a case-sensitive string of 1 to 63 characters. 

remote { ipv4-address | ipv6 ipv6-address }: Specifies a target host by its IPv4 or IPv6 
address, typically the NMS, to receive the informs. To send SNMPv3 informs to a target host, you 
must specify this option and use the snmp-agent remote command to bind the IPv4 or IPv6 
address to the remote engine ID. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the target 
host belongs to. The vpn-instance-name argument represents the VPN instance name, a 
case-sensitive string of 1 to 31 characters. If the target host belongs to the public network, do not 
specify this option. 

cipher: Specifies an authentication key and an encryption key in encrypted form. The keys will be 
converted to a digest in encrypted form and stored in the device. 

simple: Specifies an authentication key and an encryption key in plaintext from. The keys will be 
converted to a digest in encrypted form and stored in the device. 

authentication-mode: Specifies an authentication algorithm. If you do not specify the keyword, 
the system does not perform authentication. 
• md5: Specifies the HMAC-MD5 authentication algorithm. For more information about this 

authentication algorithm, see IPSec configuration in Security Configuration Guide. 
• sha: Specifies the HMAC-SHA1 authentication algorithm. For more information about this 

authentication algorithm, see IPSec configuration in Security Configuration Guide. 

auth-password: Specifies an authentication key. This argument is case sensitive. 

• The plaintext form of the key is a string of 1 to 64 characters. 
• The encrypted form of the key can be calculated by using the snmp-agent 

calculate-password command. 

privacy-mode: Specifies an encryption algorithm. If you do not specify this keyword, the system 
does not perform encryption. 
• 3des: Specifies the 3DES encryption algorithm that uses a 168-bit key.  

• aes128: Specifies the AES encryption algorithm that uses a 128-bit key. 

• des56: Specifies the DES encryption algorithm that uses a 56-bit key. 

priv-password: Specifies an encryption key. This argument is case sensitive. 

• The plaintext form of the key is a string of 1 to 64 characters. 
• The encrypted form of the key can be calculated by using the snmp-agent 

calculate-password command. 

acl: Specifies a basic or advanced IPv4 ACL for the user. 

ipv4-acl-number: Specifies a basic or advanced IPv4 ACL by its number. The basic IPv4 ACL 
number is in the range of 2000 to 2999. The advanced IPv4 ACL number is in the range of 3000 to 
3999. 

name ipv4-acl-name: Specifies a basic or advanced IPv4 ACL by its name, a case-insensitive 
string of 1 to 63 characters. 

acl ipv6: Specifies a basic or advanced IPv6 ACL for the user. 
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ipv6-acl-number: Specifies a basic or advanced IPv6 ACL by its number. The basic IPv6 ACL 
number is in the range of 2000 to 2999. The advanced IPv6 ACL number is in the range of 3000 to 
3999. 

name ipv6-acl-name: Specifies a basic or advanced IPv6 ACL by its name, a case-insensitive 
string of 1 to 63 characters. 

local: Specifies the local SNMP engine. By default, an SNMPv3 user is associated with the local 
SNMP engine. 

engineid engineid-string: Specifies an SNMP engine ID. The engineid-string 
argument is an even number of hexadecimal characters. All-zero and all-F strings are invalid. The 
even number is in the range of 10 to 64. If you change the local engine ID, the existing SNMPv3 
users and keys become invalid. To delete an invalid username, specify the engine ID associated with 
the username in the undo snmp-agent usm-user v3 command. 

Usage guidelines 
Only users with the network-admin, context-admin, or level-15 user role can execute this command. 
Users with other user roles cannot execute this command even if these roles are granted access to 
commands of the SNMP feature or this command. 

You can use either of the following modes to control SNMPv3 user access to MIB objects. 
• VACM—Controls user access to MIB objects by assigning the user to an SNMP group. To make 

sure the user takes effect, make sure the group has been created. An SNMP group contains 
one or multiple users and specifies the MIB views and security model for the users. The 
authentication and encryption algorithms for each user are specified when they are created. 

• RBAC—Controls user access to MIB objects by assigning user roles to the user. A user role 
specifies the MIB objects accessible to the user and the operations that the user can perform on 
the objects. After you create a user in RBAC mode, you can use the snmp-agent usm-user 
v3 user-role command to assign more user roles to the user. You can assign a maximum 
of 64 user roles to a user.  

RBAC mode controls access on a per MIB object basis, and VACM mode controls access on a MIB 
view basis. As a best practice to enhance MIB security, use RBAC mode. 

You can execute the snmp-agent usm-user v3 command multiple times to create different 
SNMPv3 users in VACM mode. If you do not change the username each time, the most recent 
configuration takes effect. 

You can execute the snmp-agent usm-user v3 command in RBAC mode multiple times to 
assign different user roles to an SNMPv3 user. The following restrictions and guidelines apply: 
• If you specify only user roles but do not change any other settings each time, the snmp-agent 

usm-user v3 command assigns different user roles to the user. Other settings remain 
unchanged. 

• If you specify user roles and also change other settings each time, the snmp-agent 
usm-user v3 command assigns different user roles to the user. The most recent configuration 
for other settings takes effect. 

You can specify an ACL for the user and group, respectively, to filter illegitimate NMSs from 
accessing the agent. Only the NMSs permitted by the ACLs for both the user and group can access 
the SNMP agent. The following rules apply to the ACLs for the user and group: 
• If the specified ACL does not exist, or the specified ACL does not contain any rule, all NMSs can 

access the device. 
• If a VPN instance is specified in an ACL rule, the rule applies only to the packets of the VPN 

instance. If no VPN instance is specified in an ACL rule, the rule applies only to the packets on 
the public network. 

• If you specify an ACL and the ACL has rules, only NMSs permitted by the ACL can access the 
device. 
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For more information about ACL, see ACL and QoS Configuration Guide.  

Examples 
In VACM mode: 

# Add user testUser to SNMPv3 group testGroup, and enable authentication for the group. Specify 
authentication algorithm HMAC-SHA1 and plaintext-form authentication key 123456TESTplat&! for 
the user. 
<Sysname> system-view 

[Sysname] snmp-agent group v3 testGroup authentication 

[Sysname] snmp-agent usm-user v3 testUser testGroup simple authentication-mode sha 
123456TESTplat&! 

# For an NMS to access the MIB objects in the default view ViewDefault, make sure the following 
configurations on the NMS are the same as the SNMP agent: 
• SNMPv3 username. 
• SNMP protocol version. 
• Authentication algorithm and key. 

# Add user testUser to SNMPv3 group testGroup, and enable authentication and encryption for the 
group. Specify authentication algorithm HMAC-SHA1, encryption algorithm AES, plaintext-form 
authentication key 123456TESTauth&!, and plaintext-form encryption key 123456TESTencr&! for 
the user. 
<Sysname> system-view 

[Sysname] snmp-agent group v3 testGroup privacy 

[Sysname] snmp-agent usm-user v3 testUser testGroup simple authentication-mode sha 
123456TESTauth&! privacy-mode aes128 123456TESTencr&! 

# For an NMS to access the MIB objects in the default view ViewDefault, make sure the following 
configurations on the NMS are the same as the SNMP agent: 
• SNMPv3 username. 
• SNMP protocol version. 
• Authentication algorithm. 
• Privacy algorithm. 
• Plaintext authentication and encryption keys. 

# Add user remoteUser for the SNMP remote engine at 10.1.1.1 to SNMPv3 group testGroup, and 
enable authentication and encryption for the group. Specify authentication algorithm HMAC-SHA1, 
encryption algorithm AES, plaintext-form authentication key 123456TESTauth&!, and plaintext-form 
encryption key 123456TESTencr&! for the user. 
<Sysname> system-view 

[Sysname] snmp-agent remote 10.1.1.1 engineid 123456789A 

[Sysname] snmp-agent group v3 testGroup privacy 

[Sysname] snmp-agent usm-user v3 remoteUser testGroup remote 10.1.1.1 simple 
authentication-mode sha 123456TESTauth&! privacy-mode aes128 123456TESTencr&! 

In RBAC mode: 

# Create SNMPv3 user testUser with user role network-operator and enable authentication for the 
user. Specify authentication algorithm HMAC-SHA1 and plaintext-form authentication key 
123456TESTplat&! for the user. 
<Sysname> system-view 

[Sysname] snmp-agent usm-user v3 testUser user-role network-operator simple 
authentication-mode sha 123456TESTplat&! 

For an NMS to have read-only access to all MIB objects, make sure the following configurations on 
the NMS are the same as the SNMP agent: 
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• SNMPv3 username. 
• SNMP protocol version. 
• Authentication algorithm and key. 

Related commands 
display snmp-agent usm-user 

snmp-agent calculate-password 

snmp-agent group 

snmp-agent remote 

snmp-agent usm-user v3 user-role 

snmp-agent usm-user v3 user-role 
Use snmp-agent usm-user v3 user-role to assign a user role to an SNMPv3 user created in 
RBAC mode. 

Use undo snmp-agent usm-user user-role to remove a user role. 

Syntax 
snmp-agent usm-user v3 user-name user-role role-name 

undo snmp-agent usm-user v3 user-name user-role role-name 

Default 
An SNMPv3 user has the user role assigned to it at its creation. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
user-name: Specifies an SNMPv3 username, a case-sensitive string of 1 to 32 characters. 

user-role role-name: Specifies a user role name, a case-sensitive string of 1 to 63 characters. 

Usage guidelines 
You can assign a maximum of 64 user roles to an SNMPv3 user. 

An SNMPv3 user must have a minimum of one user role. 

Examples 
# Assign the user role network-admin to the SNMPv3 user testUser. 
<Sysname> system-view 

[Sysname] snmp-agent usm-user v3 testUser user-role network-admin 

Related commands 
snmp-agent usm-user v3 
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RMON commands 
display rmon alarm 

Use display rmon alarm to display information about RMON alarm entries. 

Syntax 
display rmon alarm [ entry-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
entry-number: Specifies an alarm entry by its index in the range of 1 to 65535. If you do not 
specify an entry, the command displays all RMON alarm entries. 

Examples 
# Display information about all RMON alarm entries. 
<Sysname> display rmon alarm 

AlarmEntry 1 owned by user1 is VALID. 

  Sample type                    : absolute 

  Sampled variable               : 1.3.6.1.2.1.16.1.1.1.4.1<etherStatsOctets.1> 

  Sampling interval (in seconds) : 10 

  Rising threshold               : 50(associated with event 1) 

  Falling threshold              : 5(associated with event 2) 

  Alarm sent upon entry startup  : risingOrFallingAlarm 

  Latest value                   : 0 

Table 1 Command output 

Field Description 

AlarmEntry entry-number 
owned by owner is status. 

Alarm entry owner and status: 
• entry-number—Alarm entry index. 
• owner—Entry owner. 
• status—Entry status: 

 VALID—The entry is valid.  
 UNDERCREATION—The entry is invalid.  

The status field is not configurable at the CLI. All alarm entries created from 
the CLI are valid by default. 

The display rmon alarm command can display invalid entries, but the 
display current-configuration and display this 
commands do not display their settings.  



 

2 

Field Description 

Sample type 
Sample type: 
• absolute. 
• delta. 

Sampled variable Monitored variable. 

Sampling interval Interval (in seconds) at which data is sampled. 

Rising threshold Alarm rising threshold. 

associated with event Event index associated with the alarm.. 

Falling threshold Alarm falling threshold. 

Alarm sent upon entry 
startup 

Alarm that can be generated at the first sampling: 
• risingAlarm. 
• fallingAlarm. 
• risingOrFallingAlarm. 
The default is risingOrFallingAlarm. 

Latest value Most recent sampled value. 
 

Related commands 
rmon alarm 

display rmon event 
Use display rmon event to display information about RMON event entries. 

Syntax 
display rmon event [ entry-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
entry-number: Specifies an event entry by its index in the range of 1 to 65535. If you do not 
specify an entry, the command displays all event entries. 

Usage guidelines 
An event entry includes the following information: 
• Event index.  
• Event owner.  
• Event description.  
• Action triggered by the event (such as logging the event or sending an SNMP notification).  
• Last time when the event occurred (seconds that elapsed since the system startup). 
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Examples 
# Display information about all RMON event entries. 
<Sysname> display rmon event 

EventEntry 1 owned by user1 is VALID. 

  Description: N/A 

  Community: Security 

  Take the action log-trap when triggered, last triggered at 0days 00h:02m:27s uptime. 

Table 2 Command output 

Field Description 

EventEntry entry-number 
owned by owner is status. 

Event entry owner and status: 
• entry-number—Event entry index. 
• owner—Entry owner. 
• status—Entry status: 

 VALID—The entry is valid. 
 UNDERCREATION—The entry is invalid.  

The status field is not configurable at the CLI. All alarm entries created from 
the CLI are valid by default. 

The display rmon event command can display invalid entries, but the 
display current-configuration and display this 
commands do not display their settings.  

Description Event description. 

Community SNMP community name for the RMON event. 

Take the action action 
when triggered 

Actions that the system takes when the event is triggered: 
• none—Takes no action. 
• log—Logs the event. 
• trap—Sends an SNMP notification. 
• log-trap—Logs the event and sends an SNMP notification. 

last triggered at 
time uptime 

Last time when the event occurred, which is represented as the amount of 
time that elapsed since the system startup. 

 

Related commands 
rmon event 

display rmon eventlog 
Use display rmon eventlog to display information about event log entries. 

Syntax 
display rmon eventlog [ entry-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 
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context-operator 

Parameters 
entry-number: Specifies an event entry by its index in the range of 1 to 65535. If you do not 
specify an entry, the command displays log entries for all event entries. 

Usage guidelines 
If the log action is specified for an event, the system adds a record in the event log table each time 
the event occurs. Each record contains the log entry index, time when the event was logged (the 
amount of time that elapsed since system startup), and event description.  

The system can maintain a maximum of 10 records for an event. The most recent record replaces 
the oldest record if the number of records reaches 10. 

Examples 
# Display the RMON log for event entry 99. 
<Sysname> display rmon eventlog 99 

EventEntry 99 owned by ww is VALID. 

  LogEntry 99.1 created at 50days 08h:54m:44s uptime. 

  Description: The 1.3.6.1.2.1.16.1.1.1.4.5 defined in alarmEntry 77, 

     uprise 16760000 with alarm value 16776314. Alarm sample type is absolute. 

  LogEntry 99.2 created at 50days 09h:11m:13s uptime. 

  Description: The 1.3.6.1.2.1.16.1.1.1.4.5 defined in alarmEntry 77, 

     less than(or =) 20000000 with alarm value 16951648. Alarm sample type is absolute. 

  LogEntry 99.3 created at 50days 09h:18m:43s uptime. 

  Description: The alarm formula defined in prialarmEntry 777, 

     less than(or =) 15000000 with alarm value 14026493. Alarm sample type is absolute. 

  LogEntry 99.4 created at 50days 09h:23m:28s uptime. 

  Description: The alarm formula defined in prialarmEntry 777, 

     uprise 17000000 with alarm value 17077846. Alarm sample type is absolute. 

This example shows that the event log table has four records for event 99:  
• Two records were created when event 99 was triggered by alarm entry 77. 
• Two records were created when event 99 was triggered by private alarm entry 777. 

Table 3 Command output 

Field Description 

EventEntry 
entry-number 
owned by owner 
is status. 

Event log entry owner and status: 
• entry-number—Event log entry index, which is the same as the event entry index 

for which this log entry is generated. 
• owner—Entry owner. 
• status—Entry status: 

 VALID—The entry is valid (default value). 
 UNDERCREATION—The entry is invalid.  

The status field is not configurable at the CLI. All event log entries are valid by default. 

The display rmon eventlog command can display invalid entries, but the 
display current-configuration and display this commands do not 
display their settings. 
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Field Description 

LogEntry 
entry-number 
created at 
created-time 
uptime. 

Time when an event record was created: 
• entry-number—Event record index, represented as logEventIndex.logIndex, 

where logEventIndex and logIndex are MIB objects. A record index uniquely 
identifies a record among all records for the event. 

• created-time—Time when the event entry was created. 

Description Record description. 
 

Related commands 
rmon event 

display rmon history 
Use display rmon history to display RMON history control entries and history samples of 
Ethernet statistics for Ethernet interfaces. 

Syntax 
display rmon history [ interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, the command displays history samples for all interfaces that have an RMON 
history control entry. 

Usage guidelines 
RMON uses the etherHistoryTable object to store the history samples of Ethernet statistics for 
Ethernet interfaces.  

To collect history samples for an Ethernet interface, you must first create a history control entry on 
the interface.  

To configure the number of history samples that can be displayed and the history sampling interval, 
use the rmon history command. 

Examples 
# Display the RMON history control entry and history samples for GigabitEthernet 1/0/1. 
<Sysname> display rmon history gigabitethernet 1/0/1 

HistoryControlEntry 6 owned by user1 is VALID. 

  Sampled interface     : GigabitEthernet1/0/1<ifIndex.117> 

  Sampling interval     : 8(sec) with 3 buckets max 

  Sampling record 1 : 

    dropevents        : 0         , octets               : 5869 

    packets           : 54        , broadcast packets    : 9 
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    multicast packets : 23        , CRC alignment errors : 0 

    undersize packets : 0         , oversize packets     : 0 

    fragments         : 0         , jabbers              : 0 

    collisions        : 0         , utilization          : 0  

Table 4 Command output 

Field Description 

HistoryControlEntry 
entry-number owned by 
owner is status. 

Status and owner of the history control entry: 
• entry-number—History control entry index. 
• owner—Entry owner. 
• status—Entry status: 

 VALID—The entry is valid. 
 UNDERCREATION—The entry is invalid.  

The status field is not configurable at the CLI. All history control entries created 
from the CLI are valid by default. 

The display rmon history command can display invalid entries, but 
the display current-configuration and display this 
commands do not display their settings. 

Sampled Interface Sampled interface. 

Sampling interval Sampling interval in seconds. 

buckets max 

Maximum number of samples that can be saved for the history control entry.  

If the expected bucket size specified with the rmon history command 
exceeds the available history table size, RMON sets the bucket size as closely 
to the expected bucket size as possible. 
If the bucket has been full, RMON overwrites the oldest sample with the new 
sample. 

Sampling record  History sample index. 

dropevents 

Total number of events in which packets were dropped during the sampling 
interval. 
NOTE: 
This statistic is the number of times that a drop condition occurred. It is not 
necessarily the total number of dropped packets. 

octets Total number of octets received during the sampling interval. 

packets Total number of packets (including bad packets) received during the sampling 
interval. 

broadcast packets Number of broadcast packets received during the sampling interval. 

multicast packets Number of multicast packets received during the sampling interval. 

CRC alignment errors Number of packets received with CRC alignment errors during the sampling 
interval. 

undersize packets 
Number of undersize packets received during the sampling interval. 
Undersize packets are shorter than 64 octets (excluding framing bits but 
including FCS octets). 

oversize packets 
Number of oversize packets received during the sampling interval. 
Oversize packets are longer than 1518 octets (excluding framing bits but 
including FCS octets). 

fragments Number of undersize packets with CRC errors received during the sampling 
interval. 
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Field Description 

jabbers Number of oversize packets with CRC errors received during the sampling 
interval. 

collisions Number of colliding packets received during the sampling interval. 

utilization Bandwidth utilization (in hundreds of a percent) during the sampling period. 
 

Related commands 
rmon history 

display rmon prialarm 
Use display rmon prialarm to display information about RMON private alarm entries. 

Syntax 
display rmon prialarm [ entry-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
entry-number: Specifies an alarm entry index in the range of 1 to 65535. If you do not specify an 
entry, the command displays all private alarm entries. 

Examples 
# Display information about all RMON private alarm entries. 
<Sysname> display rmon prialarm 

PrialarmEntry 1 owned by user1 is VALID. 

  Sample type                   : absolute 

  Variable formula              : (.1.3.6.1.2.1.16.1.1.1.6.1*100/.1.3.6.1.2.1.16.1.1.1.5.1) 

  Description                    : ifUtilization.GigabitEthernet1/0/1 

  Sampling interval (in seconds) : 10 

  Rising threshold               : 80(associated with event 1) 

  Falling threshold              : 5(associated with event 2) 

  Alarm sent upon entry startup  : risingOrFallingAlarm 

  Entry lifetime                 : forever 

  Latest value                   : 85 



 

8 

Table 5 Command output 

Field Description 

PrialarmEntry entry-number 
owned by owner is status. 

Alarm entry owner and status: 
• entry-number—Alarm entry index. 
• owner—Entry owner. 
• status—Entry status: 

 VALID—The entry is valid. 
 UNDERCREATION—The entry is invalid.  

The status field is not configurable at the CLI. All alarm entries created from 
the CLI are valid by default. 

The display rmon prialarm command can display invalid entries, 
but the display current-configuration and display 
this commands do not display their settings.  

Sample type 
Sample type: 
• absolute. 
• delta. 

Variable formula Variable formula. 

Description Description of the alarm. 

Sampling interval Interval (in seconds) at which data is sampled. 

Rising threshold Alarm rising threshold. 

Falling threshold Alarm falling threshold. 

associated with event Event index associated with the alarm.. 

Alarm sent upon entry 
startup 

Alarm that can be generated at the first sampling: 
• risingAlarm. 
• fallingAlarm. 
• risingOrFallingAlarm. 
The default is risingOrFallingAlarm. 

Entry lifetime 

Lifetime of the entry. 
• If the lifetime is set to forever, the entry never expires. 
• If the lifetime is set to an amount of time, the entry is removed when the 

timer expires. 

Latest value Most recent sampled value. 
 

Related commands 
rmon prialarm 

display rmon statistics 
Use display rmon statistics to display RMON statistics. 

Syntax 
display rmon statistics [ interface-type interface-number ] 

Views 
Any view 
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Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, the command displays RMON statistics for all interfaces. 

Usage guidelines 
This command displays the cumulative interface statistics for the period from the time the statistics 
entry was created to the time the command was executed. The statistics are cleared when the 
device reboots. 

Examples 
# Display RMON statistics for GigabitEthernet 1/0/1. 
<Sysname> display rmon statistics gigabitethernet 1/0/1 

EtherStatsEntry 1 owned by user1 is VALID. 

  Interface : GigabitEthernet1/0/1<ifIndex.3> 

  etherStatsOctets         : 43393306  , etherStatsPkts          : 619825 

  etherStatsBroadcastPkts  : 503581    , etherStatsMulticastPkts : 44013 

  etherStatsUndersizePkts  : 0         , etherStatsOversizePkts  : 0 

  etherStatsFragments      : 0         , etherStatsJabbers       : 0 

  etherStatsCRCAlignErrors : 0         , etherStatsCollisions    : 0 

  etherStatsDropEvents (insufficient resources): 0 

  Incoming packets by size: 

  64     : 0         ,  65-127  : 0         ,  128-255  : 0 

  256-511: 0         ,  512-1023: 0         ,  1024-1518: 0 

Table 6 Command output 

Field Description 

EtherStatsEntry 
entry-number owned by 
owner is status. 

Statistics entry owner and status: 
• entry-number—Statistics entry index. 
• owner—Entry owner. 
• status—Entry status: 

 VALID—The entry is valid. 
 UNDERCREATION—The entry is invalid.  

The status field is not configurable at the CLI. All alarm entries created from 
the CLI are valid by default. 

The display rmon statistics command can display invalid 
entries, but the display current-configuration and 
display this commands do not display their settings.  

Interface Interface on which statistics are gathered. 

etherStatsOctets Total number of octets received on the interface. 

etherStatsPkts Total number of packets received on the interface. 

etherStatsBroadcastPkts Total number of broadcast packets received on the interface. 

etherStatsMulticastPkts Total number of multicast packets received on the interface. 
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Field Description 

etherStatsUndersizePkts Total number of undersize packets received on the interface. 

etherStatsOversizePkts Total number of oversize packets received on the interface. 

etherStatsFragments Total number of undersize packets received with CRC errors on the 
interface. 

etherStatsJabbers Total number of oversize packets received with CRC errors on the interface. 

etherStatsCRCAlignErrors Total number of packets received with CRC errors on the interface. 

etherStatsCollisions Total number of colliding packets received on the interface. 

etherStatsDropEvents 

Total number of events in which packets were dropped. 
NOTE: 
This statistic is the number of times that a drop condition occurred. It is not 
necessarily the total number of dropped packets. 

Incoming packets by size:  

Incoming-packet statistics by packet length: 
• 64—Number of packets with a length less than or equal to 64 bytes. 
• 65-127—Number of 65- to 127-byte packets. 
• 128-255—Number of 128- to 255-byte packets. 
• 256-511—Number of 256- to 511-byte packets. 
• 512-1023—Number of 512- to 1023-byte packets. 
• 1024-1518—Number of 1024- to 1518-byte packets. 

 

Related commands 
rmon statistics 

rmon alarm 
Use rmon alarm to create an RMON alarm entry. 

Use undo rmon alarm to remove an RMON alarm entry. 

Syntax 
rmon alarm entry-number alarm-variable sampling-interval { absolute | 
delta } [ startup-alarm { falling | rising | rising-falling } ] 
rising-threshold threshold-value1 event-entry1 falling-threshold 
threshold-value2 event-entry2 [ owner text ] 

undo rmon alarm entry-number 

Default 
No RMON alarm entries exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
entry-number: Specifies an alarm entry index in the range of 1 to 65535. 
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alarm-variable: Specifies an alarm variable, a string of 1 to 255 characters. You can only specify 
variables that can be parsed as an ASN.1 INTEGER value (INTEGER, INTEGER32, Unsigned32, 
Counter32, Counter64, Gauge, or TimeTicks) for the alarm-variable argument. The alarm 
variables must use one of the formats in Table 7. 

Table 7 Alarm variable formats 

Format Examples 

Dotted OID format: 
entry.integer.instance 

1.3.6.1.2.1.2.1.10.1 

Object name.instance 

etherStatsOctets.1 
etherStatsPkts.1 
etherStatsBroadcastPkts.1 
ifInOctets.1 
ifInUcastPkts.1 
ifInNUcastPkts.1 

 

sampling-interval: Sets the sampling interval in the range of 5 to 65535 seconds. 

absolute: Specifies absolute sampling. RMON compares the value of the variable with the rising 
and falling thresholds. 

delta: Specifies delta sampling. RMON subtracts the value of the variable at the previous sample 
from the current sampled value, and then compares the difference with the rising and falling 
thresholds. 

startup-alarm: Specifies alarms that can be generated at the first sampling when a rising or 
falling threshold is reached or exceeded. By default, a rising-falling alarm is generated. 

rising: Generates a rising alarm. 

falling: Generates a falling alarm. 

rising-falling: Generates a rising or falling alarm. 

rising-threshold threshold-value1 event-entry1: Sets the rising threshold. The 
threshold-value1 argument represents the rising threshold in the range of –2147483648 to 
2147483647. The event-entry1 argument represents the index of the event that is triggered 
when the rising threshold is crossed. The value range for the event-entry1 argument is 0 to 
65535. If 0 is specified, the alarm does not trigger any event. 

falling-threshold threshold-value2 event-entry2: Sets the falling threshold. The 
threshold-value2 argument represents the falling threshold in the range of –2147483648 to 
2147483647. The event-entry2 argument represents the index of the event that is triggered 
when the falling threshold is crossed. The value range for the event-entry2 argument is 0 to 
65535. If 0 is specified, the alarm does not trigger any event. 

owner text: Specifies the entry owner, a case-sensitive string of 1 to 127 characters. 

Usage guidelines 
You can create a maximum of 60 RMON alarm entries.  

Each alarm entry must have a unique alarm variable, sampling interval, sample type, rising threshold, 
or falling threshold. You cannot create an alarm entry if all these parameters for the entry are the 
same as an existing entry. 

To trigger the event associated with an alarm condition, you must create the event with the rmon 
event command. 



 

12 

RMON samples the monitored alarm variable at the specified sampling interval, compares the 
sampled value with the predefined thresholds, and performs one of the following operations: 
• Triggers the event associated with the rising alarm if the sampled value is equal to or greater 

than the rising threshold. 
• Triggers the event associated with the falling alarm if the sampled value is equal to or less than 

the falling threshold. 

Examples 
# Create an alarm entry to perform absolute sampling on the number of octets received on 
GigabitEthernet 1/0/1 (object instance 1.3.6.1.2.1.16.1.1.1.4.1) at 10-seconds intervals. If the 
sampled value reaches or exceeds 5000, log the rising alarm event. If the sampled value is equal to 
or less than 5, take no actions. 
<Sysname> system-view 

[Sysname] rmon event 1 log 

[Sysname] rmon event 2 none 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] rmon statistics 1 

[Sysname-GigabitEthernet1/0/1] quit 

[Sysname] rmon alarm 1 1.3.6.1.2.1.16.1.1.1.4.1 10 absolute rising-threshold 5000 1 
falling-threshold 5 2 owner user1 

In this example, you can replace 1.3.6.1.2.1.16.1.1.1.4.1 with etherStatsOctets.1, where 1 is the 
statistics entry index for the interface. If you execute the rmon statistics 5 command, you can 
use etherStatsOctets.5 to replace 1.3.6.1.2.1.16.1.1.1.4.5. 

Related commands 
display rmon alarm 

rmon event 

rmon event 
Use rmon event to create an RMON event entry. 

Use undo rmon event to remove an RMON event entry. 

Syntax 
rmon event entry-number [ description string ] { log | log-trap 
security-string | none | trap security-string } [ owner text ] 

undo rmon event entry-number 

Default 
No RMON event entries exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
entry-number: Specifies an event entry index in the range of 1 to 65535. 
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description string: Configures an event description, a case-sensitive string of 1 to 127 
characters. 

log: Logs the event . 

log-trap: Logs the event and sends an SNMP notification.  

security-string: Specifies the SNMP community name carried in the SNMP notifications. The 
security-string argument is a case-sensitive string of 1 to 127 characters and is determined 
by the SNMP configuration. This argument is supported but does not take effect in the current 
software version.  

none: Performs no action. 

trap: Sends an SNMP notification. 

owner text: Specifies the entry owner, a case-sensitive string of 1 to 127 characters. 
 

 NOTE: 
The SNMP community name setting for the security-string argument does not take effect even 
though you can configure it with the command. Instead, the system uses the settings you configure 
with SNMP when it sends RMON SNMP notifications. For more information about SNMP 
notifications, see Network Management and Monitoring Configuration Guide. 
 

Usage guidelines 
You can create a maximum of 60 event entries. 

You can associate an event entry with a standard or private alarm entry to specify the action to take 
when an alarm condition occurs. Depending on your configuration, the system logs the event, sends 
an SNMP notification, does both, or does neither. 

You can associate an event with multiple alarm entries. 

Examples 
# Create an RMON log event entry. Specify its index as 10 and the entry owner as user1. 
<Sysname> system-view 

[Sysname] rmon event 10 log owner user1 

Related commands 
display rmon event 

rmon alarm 

rmon prialarm 

rmon history 
Use rmon history to create an RMON history control entry. 

Use undo rmon history to remove an RMON history control entry. 

Syntax 
rmon history entry-number buckets number interval interval [ owner text ] 

undo rmon history entry-number 

Default 
No RMON history control entries exist. 
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Views 
Ethernet interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
entry-number: Specifies a history control entry index in the range of 1 to 65535. 

buckets number: Specifies the expected maximum number of samples to be retained for the entry, 
in the range of 1 to 65535. RMON can retain a maximum of 50 samples for each history control entry. 
If the expected bucket size exceeds the available history table size, RMON sets the bucket size as 
closely to the expected bucket size as is possible. However, the granted bucket size will not exceed 
50. For example, the bucket size for a history control entry will be 30 if the expected bucket size is set 
to 55, but the available bucket size is only 30. 

interval interval: Specifies the sampling interval in the range of 5 to 3600 seconds. 

owner text: Specifies the entry owner, a case-sensitive string of 1 to 127 characters. 

Usage guidelines 
The system supports a maximum of 100 history control entries. 

If an Ethernet interface has a history control entry, RMON periodically samples packet statistics on 
the interface and stores the samples to the history table. When the bucket size for the history control 
entry is reached, RMON overwrites the oldest sample with the most recent sample. 

You can create multiple RMON history control entries for an Ethernet interface. 

Examples 
# Create RMON history control entry 1 for GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] rmon history 1 buckets 10 interval 5 owner user1 

Related commands 
display rmon history 

rmon prialarm 
Use rmon prialarm to create an RMON private alarm entry. 

Use undo rmon prialarm to remove an RMON private alarm entry. 

Syntax 
rmon prialarm entry-number prialarm-formula prialarm-des 
sampling-interval { absolute | delta } [ startup-alarm { falling | rising 
| rising-falling } ] rising-threshold threshold-value1 event-entry1 
falling-threshold threshold-value2 event-entry2 entrytype { forever | 
cycle cycle-period } [ owner text ] 

undo rmon prialarm entry-number 

Default 
No RMON private alarm entries exist. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
entry-number: Specifies a private alarm entry index in the range of 1 to 65535. 

prialarm-formula: Configures a private alarm variable formula, a string of 1 to 255 characters. 
The variables in the formula must be represented in OID format that starts with a dot (.), for example, 
(.1.3.6.1.2.1.2.1.10.1)*8. You can configure a formula to perform the basic math operations of 
addition, subtraction, multiplication, and division on these variables. To get a correct calculation 
result, make sure the following conditions are met: 
• The values of the variables in the formula are positive integers.  
• The result of each calculating step is in the value range for long integers. 

prialarm-des: Configures an entry description, a case-sensitive string of 1 to 127 characters. 

sampling-interval: Sets the sampling interval in the range of 10 to 65535 seconds. 

absolute: Specifies absolute sampling. RMON compares the value of the variable with the rising 
and falling thresholds. 

delta: Specifies delta sampling. RMON subtracts the value of the variable at the previous sample 
from the current sampled value, and then compares the difference with the rising and falling 
thresholds. 

startup-alarm: Specifies alarms that can be generated at the first sampling when a rising or 
falling threshold is reached or exceeded. By default, a rising-falling alarm is generated. 

rising: Generates a rising alarm. 

falling: Generates a falling alarm. 

rising-falling: Generates a rising or falling alarm. 

rising-threshold threshold-value1 event-entry1: Sets the rising threshold. The 
threshold-value1 argument represents the rising threshold in the range of –2147483648 to 
2147483647. The event-entry1 argument represents the index of the event that is triggered 
when the rising threshold is crossed. The value range for the event-entry1 argument is 0 to 
65535. If 0 is specified, the alarm does not trigger any event. 

falling-threshold threshold-value2 event-entry2: Sets the falling threshold. The 
threshold-value2 argument represents the falling threshold in the range of –2147483648 to 
2147483647. The event-entry2 argument represents the index of the event that is triggered 
when the falling threshold is crossed. The value range for the event-entry2 argument is 0 to 
65535. If 0 is specified, the alarm does not trigger any event. 

forever: Configures the entry as a permanent entry. RMON retains a permanent private alarm 
entry until it is manually deleted. 

cycle cycle-period: Sets the lifetime of the entry, in the range of 0 to 4294967 seconds. RMON 
deletes the entry when its lifetime expires. 

owner text: Specifies the entry owner, a case-sensitive string of 1 to 127 characters. 

Usage guidelines 
You can create a maximum of 50 private alarm entries. 



 

16 

Each alarm entry must have a unique alarm variable, sampling interval, sample type, rising threshold, 
or falling threshold. You cannot create an alarm entry if all these parameters for the entry are the 
same as an existing entry. 

To trigger the event associated with an alarm condition, you must create the event with the rmon 
event command. 

The RMON agent samples variables and takes an alarm action based on a private alarm entry as 
follows: 
1. Periodically samples the variables specified in the private alarm formula. 
2. Processes the sampled values with the formula. 
3. Compares the calculation result with the predefined thresholds, and then takes one of the 

following actions: 
 Triggers the event associated with the rising alarm event if the result is equal to or greater 

than the rising threshold. 
 Triggers the event associated with the falling alarm event if the result is equal to or less than 

the falling threshold. 

Examples 
# Add a permanent private alarm entry to monitor the ratio of incoming broadcasts to the total 
number of incoming packets on GigabitEthernet 1/0/1. Log the rising alarm event when the ratio 
exceeds 80%, and take no actions when the ratio drops to 5%. The formula is 
(1.3.6.1.2.1.16.1.1.1.6.1*100/.1.3.6.1.2.1.16.1.1.1.5.1), where 1.3.6.1.2.1.16.1.1.1.6.1 is the OID of 
the object instance etherStatsBroadcastPkts.1, and 1.3.6.1.2.1.16.1.1.1.5.1 is the OID of the object 
instance etherStatsPkts.1. 
<Sysname> system-view 

[Sysname] rmon event 1 log 

[Sysname] rmon event 2 none 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] rmon statistics 1 

[Sysname-GigabitEthernet1/0/1] quit 

[Sysname] rmon prialarm 1 (.1.3.6.1.2.1.16.1.1.1.6.1*100/.1.3.6.1.2.1.16.1.1.1.5.1) 
BroadcastPktsRatioOfGE1/0/1 10 absolute rising-threshold 80 1 falling-threshold 5 2 
entrytype forever owner user1 

The last number in the OID forms of variables must be the same as the statistics entry index for the 
interface. For example, if you execute the rmon statistics 5 command, you must replace 
1.3.6.1.2.1.16.1.1.1.6.1 and 1.3.6.1.2.1.16.1.1.1.5.1 with 1.3.6.1.2.1.16.1.1.1.6.5 and 
1.3.6.1.2.1.16.1.1.1.5.5, respectively. 

Related commands 
display rmon prialarm 

rmon event 

rmon statistics 
Use rmon statistics to create an RMON statistics entry. 

Use undo rmon statistics to remove an RMON statistics entry. 

Syntax 
rmon statistics entry-number [ owner text ] 

undo rmon statistics entry-number 
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Default 
No RMON statistics entries exist. 

Views 
Ethernet interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
entry-number: Specifies a statistics entry index in the range of 1 to 65535. 

owner text: Specifies the entry owner, a case-sensitive string of 1 to 127 characters. 

Usage guidelines 
Each RMON statistics entry provides a set of cumulative traffic statistics collected up to the present 
time for an interface. Statistics include number of collisions, CRC alignment errors, number of 
undersize or oversize packets, number of broadcasts, number of multicasts, number of bytes 
received, and number of packets received. The statistics are cleared at a reboot. 

The index of an RMON statistics entry must be globally unique. If the index has been used by 
another interface, the creation operation fails. 

You can create only one RMON statistics entry for an Ethernet interface. 

To display the RMON statistics table, use the display rmon statistics command. 

Examples 
# Create an RMON statistics entry for GigabitEthernet 1/0/1. The index is 20 and the owner is user1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] rmon statistics 20 owner user1 

Related commands 
display rmon statistics 
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Event MIB commands 
action 

Use action to set an action for an event. 

Use undo action to remove an action. 

Syntax 
action { notification | set } 

undo action { notification | set } 

Default 
An event does not have an action. 

Views 
Event view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
notification: Specifies the notification action. The system sends a notification to the NMS when 
the event is triggered. 

set: Specifies the set action. The system sets a value for the specified MIB object when the event is 
triggered. 

Usage guidelines 
You can set both set and notification actions for an event. 
• When you specify the set action, the system automatically creates a set entry and enters 

action-set view. You can configure the set action in this view. For more information, see the 
configuration in action-set view. 

• When you specify the notification action, the system automatically creates a notification entry 
and enters action-notification view. You can configure the notification action in this view. For 
more information, see the configuration in action-notification view. 

Examples 
# Set the notification action for an event and specify notification OID mteEventSetFailure for the 
action. Set the set action for the event and set the value for the ipForwarding.0 object to 2. 
<Sysname> system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] action notification 

[Sysname-event-owner1-EventA-notification] oid mteEventSetFailure  

[Sysname-event-owner1-EventA-notification] quit 

[Sysname-event-owner1-EventA] action set 

[Sysname-event-owner1-EventA-set] oid ipForwarding.0 

[Sysname-event-owner1-EventA-set] value 2 

Related commands 
event enable 
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snmp mib event  

comparison 
Use comparison to specify a Boolean comparison type for the sampled value and the reference 
value. 

Use undo comparison to restore the default. 

Syntax 
comparison { equal | greater | greaterorequal | less | lessorequal | 
unequal } 

undo comparison 

Default 
The Boolean comparison type is unequal. 

Views 
Trigger-Boolean view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
equal: Specifies the Boolean comparison type as equal. When the sampled value equals the 
reference value, the trigger condition is met. 

greater: Specifies the Boolean comparison type as greater than. When the sampled value is 
greater than the reference value, the trigger condition is met.  

greaterorequal: Specifies the Boolean comparison type as greater than or equal to. When the 
sampled value is greater than or equal to the reference value, the trigger condition is met.  

less: Specifies the Boolean comparison type as smaller than. When the sampled value is smaller 
than the reference value, the trigger condition is met.  

lessorequal: Specifies the Boolean comparison type as smaller than or equal to. When the 
sampled value is smaller than or equal to the reference value, the trigger condition is met. 

unequal: Specifies the Boolean comparison type as unequal. When the sampled value is unequal 
to the reference value, the trigger condition is met. 

Usage guidelines 
If the sampled value meets the trigger condition at two or more samplings in succession, an event is 
triggered only at the first sampling. 

For an event to be triggered at the first sampling, execute the startup enable command. 

Examples 
# Specify the Boolean comparison type as unequal. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test boolean 

[Sysname-trigger-owner1-triggerA-boolean] comparison unequal 

Related commands 
snmp mib event trigger 
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test 

context (action-set view) 
Use context to configure a context for the set-action object. 

Use undo context to restore the default. 

Syntax 
context context-name 

undo context 

Default 
A set-action object does not have a context. 

Views 
Action-set view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
context-name: Specifies a context, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
To uniquely identify a set-action object, configure a context for it. 

Examples 
# Configure context contextname1 for the set-action object. 
<Sysname>system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] action set 

[Sysname-event-owner1-EventA-set] context contextname1 

Related commands 
action 

snmp mib event owner 

wildcard context 

context (trigger view) 
Use context to configure a context for a monitored object. 

Use undo context to restore the default. 

Syntax 
context context-name 

undo context 

Default 
A monitored object does not have a context. 
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Views 
Trigger view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
context-name: Specifies a context, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
To uniquely identify a monitored object, configure a context for it. 

Examples 
# Configure context contextname1 for a monitored object. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] context contextname1 

Related commands 
snmp mib event trigger 

wildcard context 

delta falling 
Use delta falling to set a delta falling threshold and specify a falling event. 

Use undo delta falling to restore the default. 

Syntax 
delta falling { event owner event-owner name event-name | value 
integer-value } 

undo delta falling { event | value } 

Default 
The delta falling threshold is 0, and no falling event is specified. 

Views 
Trigger-threshold view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
event owner event-owner name event-name: Specifies an event by its owner and its name. 
Use the trigger owner as the event owner. The event-name argument is a case-sensitive string of 
1 to 32 characters. 

value integer-value: Specifies a delta falling threshold in the range of –2147483648 to 
2147483647. The value must be smaller than or equal to the delta rising threshold. 
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Usage guidelines 
A falling event is triggered if the delta value (difference between the current sampled value and the 
previous sampled value) is smaller than or equal to the delta falling threshold. 

If the delta value crosses the delta falling threshold multiple times in succession, a falling event is 
triggered only for the first crossing. 

Examples 
# Set the delta falling threshold to 20. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test threshold 

[Sysname-trigger-owner1-triggerA-threshold] delta falling value 20 

Related commands 
sample 

snmp mib event trigger 

test  

delta rising 
Use delta rising to set a delta rising threshold and specify a rising event. 

Use undo delta rising to restore the default. 

Syntax 
delta rising { event owner event-owner name event-name | value 
integer-value } 

undo delta rising { event | value } 

Default 
The delta rising threshold is 0, and no rising event is specified. 

Views 
Trigger-threshold view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
event owner event-owner name event-name: Specifies an event by its owner and its name. 
Use the trigger owner as the event owner. The event-name argument is a case-sensitive string of 
1 to 32 characters. 

value integer-value: Specifies a delta rising threshold in the range of –2147483648 to 
2147483647. The value must be greater than or equal to the delta falling threshold.  

Usage guidelines 
A rising event is triggered if the delta value is greater than or equal to the delta rising threshold. 

If the delta value of the monitored object crosses the delta rising threshold multiple times in 
succession, a rising event is triggered only for the first crossing. 
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Examples 
# Set the delta rising threshold to 50, and specify the event identified by owner owner1 and name 
event1 as the rising event. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test threshold 

[Sysname-trigger-owner1-triggerA-threshold] delta rising value 50 

[Sysname-trigger-owner1-triggerA-threshold] delta rising event owner owner1 name event1 

Related commands 
sample 

snmp mib event trigger 

test 

description (event view) 
Use description to configure a description for an event. 

Use undo description to restore the default. 

Syntax 
description text 

undo description 

Default 
An event does not have a description. 

Views 
Event view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
text: Specifies a description, a case-sensitive string of 1 to 255 characters. 

Examples 
# Configure a description of EventA is an RMON event for the event identified by owner owner1 
and name eventA. 
<Sysname> system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] description EventA is an RMON event 

Related commands 
snmp mib event owner 

description (trigger view) 
Use description to configure a description for a trigger. 

Use undo description to restore the default. 
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Syntax 
description text 

undo description 

Default 
A trigger does not have a description. 

Views 
Trigger view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
text: Specifies a description, a case-sensitive string of 1 to 255 characters. 

Examples 
# Configure a description of triggerA is configured for configured for network management 
events for the trigger identified by owner owner1 and name triggerA. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] description triggerA is configured for network 
management events 

Related commands 
snmp mib event trigger 

display snmp mib event 
Use display snmp mib event to display Event MIB configuration and statistics. 

Syntax 
display snmp mib event 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display Event MIB configuration and statistics. 
<Sysname> display snmp mib event 

TriggerFailures               : 0 

EventFailures                 : 0 

SampleMinimum                 : 1 

SampleInstanceMaximum         : 0 

SampleInstance                : 0 
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SampleInstancesHigh           : 0 

SampleInstanceLacks           : 0 

Trigger entry triggerA owned by owner1: 

  TriggerComment              : triggerA is to monitor the state of the interface 

  TriggerTest                 : boolean 

  TriggerSampleType           : absoluteValue 

  TriggerValueID              : 1.3.6.1.2.1.2.2.1.7.3<ifAdminStatus.3> 

  TriggerValueIDWildcard      : false 

  TriggerTargetTag            : N/A 

  TriggerContextName          : context1 

  TriggerContextNameWildcard  : true 

  TriggerFrequency(in seconds): 600 

  TriggerEnabled              : true 

  Boolean entry: 

   BoolCmp                    : unequal 

   BoolValue                  : 1 

   BoolStartUp                : true 

   BoolObjOwner               : owner1 

   BoolObjName                : Objects1 

   BoolEvtOwner               : N/A 

   BoolEvtName                : N/A 

Event entry eventA owned by owner2: 

  EvtComment                  : event is to set ifAdminStatus 

  EvtAction                   : notification | set 

  EvtEnabled                  : true 

  Notification entry: 

   NotifyOID                  : 1.3.6.1.2.1.88.2.0.1<mteTriggerFired> 

   NotifyObjOwner             : N/A 

   NotifyObjName              : N/A 

  Set entry:  

   SetObj                     : 1.3.6.1.2.1.2.2.1.7<ifAdminStatus> 

   SetObjWildcard             : true 

   SetValue                   : 2  

   SetTargetTag               : N/A 

   SetContextName             : context1 

   SetContextNameWildcard     : false 

Object list objectA owned by owner3: 

  ObjIndex                    : 1 

  ObjID                       : 1.3.6.1.2.1.2.1.0<ifNumber.0> 

  ObjIDWildcard               : false 

Object list objectA owned by owner3: 

  ObjIndex                    : 2 

  ObjID                       : 1.3.6.1.2.1.2.2.1.2.0<ifDescr.0> 

  ObjIDWildcard               : false 

For more information about the command output, see Table 1 to Table 4. 

Related commands 
snmp mib event  
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snmp mib event object list 

snmp mib event trigger 

display snmp mib event event 
Use display snmp mib event event to display information about an event and the event 
actions. 

Syntax 
display snmp mib event event [ owner event-owner name event-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
owner event-owner name event-name: Specifies an event by its owner and name. The 
event-owner argument must be an existing SNMPv3 user.  The event-name argument is a 
case-sensitive string of 1 to 32 characters. If you do not specify an event, this command displays 
information about all events and event actions. 

Examples 
# Display information about the event identified by owner owner2 and name eventA and the event 
actions. 
<Sysname>display snmp mib event event owner owner2 name eventA 

Event entry eventA owned by owner2: 

  EvtComment                  : event is to set ifAdminStatus  

  EvtAction                   : notification | set 

  EvtEnabled                  : true 

  Notification entry: 

   NotifyOID                  : 1.3.6.1.2.1.88.2.0.1<mteTriggerFired> 

   NotifyObjOwner             : N/A 

   NotifyObjName              : N/A 

  Set entry: 

   SetObj                     : 1.3.6.1.2.1.2.2.1.7<ifAdminStatus> 

   SetObjWildcard             : true 

   SetValue                   : 2 

   SetTargetTag               : N/A 

   SetContextName             : context1 

   SetContextNameWildcard     : false 

Table 1 Command output 

Field Description 
Event entry 

EvtComment Description for the event. 
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Field Description 

EvtAction 
Event actions: 
• Set action. 
• Notification action. 

EvtEnabled 
Event status: 
• Enabled. 
• Disabled. 

Notification entry 

NotifyOID Notification OID. 

NotifyObjOwner Owner of the notification-action object. 

NotifyObjName Name of the object list to be added to the notification. 

Set entry 

SetObj OID of the set-action object.  

SetObjWildcard 
Wildcarding option for the OID: 
• false—Specifies an object by its OID. 
• true—Enables a wildcard search for OIDs. 

SetValue Value of the set-action object. 

SetTargetTag Remote tag for the set-action object.  

SetContextName Context for the set-action object.  

SetContextNameWildcard 
Wildcarding option for the context 
• false—Specifies a context. 
• true—Enables wildcard search for contexts. 

 

Related commands 
snmp mib event 

display snmp mib event object list 
Use display snmp mib event event to display information about object lists. 

Syntax 
display snmp mib event object list [ owner group-owner name group-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
owner group-owner name group-name: Specifies an object list by its owner and name. The 
objects -owner argument must be an existing SNMPv3 user. The objects name argument is 
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a case-sensitive string of 1 to 32 characters. If you do not specify an object list, this command 
displays information about all object lists. 

Examples 
# Display information about the object list identified by owner owner3 and name objectA. 
<Sysname> display snmp mib event object list owner owner3 name objectA 

Object list objectA owned by owner3: 

ObjIndex                    : 1 

ObjID                       : 1.3.6.1.2.1.2.1.0<ifNumber.0> 

ObjIDWildcard               : false 

Object list objectA owned by owner3: 

ObjIndex                    : 2 

ObjID                       : 1.3.6.1.2.1.2.2.1.2.0<ifDescr.0> 

ObjIDWildcard               : false 

Table 2 Command output 

Field Description 
ObjIndex Index of the object. 

ObjID OID of the object.  

ObjIDWildcard 
Wildcarding option for the OID: 
• false—Specifies the OID. 
• true—Enables wildcard search for OIDs. 

 

Related commands 
snmp mib event object list 

display snmp mib event summary 
Use display snmp mib event summary to display Event MIB brief information. 

Syntax 
display snmp mib event summary 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display Event MIB brief information. 
<Sysname> display snmp mib event summary 

TriggerFailures               : 0 

EventFailures                 : 0 

SampleMinimum                 : 1 

SampleInstanceMaximum         : 0 
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SampleInstance                : 0 

SampleInstancesHigh           : 0 

SampleInstanceLacks           : 0 

Table 3 Command output 

Field Description 
TriggerFailures Number of trigger test failures. 

EventFailures Number of notification or set action failures. 

SampleMinimum Minimum sampling interval. 

SampleInstanceMaximum Maximum number of sampled instances. 

SampleInstance Number of current sampled instances. 

SampleInstancesHigh Maximum number of sampled instances. 

SampleInstanceLacks Number of sampling failures after the maximum number of sampled instances 
is reached. 

 

Related commands 
display snmp mib event 

display snmp mib event trigger 
Use display snmp mib event trigger to display information about a trigger and the trigger 
tests. 

Syntax 
display snmp mib event trigger [ owner trigger-owner name trigger-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
owner trigger-owner name trigger name: Specifies a trigger by its owner and name. The 
trigger-owner argument must be an existing SNMPv3 user. The trigger-name argument is 
case-sensitive string of 1 to 32 characters. If you do not specify a trigger, this command displays 
information about all triggers and trigger tests. 

Examples 
# Display information about the trigger identified by owner owner1 and name triggerA and the 
trigger tests. 
<Sysname> display snmp mib event trigger owner owner1 name triggerA 

Trigger entry triggerA owned by owner1:  

  TriggerComment              : triggerA is to monitor the state of the interface 

  TriggerTest                 : existence | boolean | threshold 

  TriggerSampleType           : absoluteValue 
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  TriggerValueID              : 1.3.6.1.2.1.2.2.1.7.3<ifAdminStatus.3> 

  TriggerValueIDWildcard      : false 

  TriggerTargetTag            : N/A 

  TriggerContextName          : context1 

  TriggerContextNameWildcard  : true 

  TriggerFrequency(in seconds): 600 

  TriggerObjOwner             : owner1  

  TriggerObjName              : obj1 

  TriggerEnabled              : true 

  Existence entry: 

   ExiTest                    : present | absent 

   ExiStartUp                 : present | absent 

   ExiObjOwner                : owner1 

   ExiObjName                 : object1 

   ExiEvtOwner                : owner1 

   ExiEvtName                 : event1 

  Boolean entry:  

   BoolCmp                    : unequal 

   BoolValue                  : 1 

   BoolStartUp                : true  

   BoolObjOwner               : owner1 

   BoolObjName                : Objects1 

   BoolEvtOwner               : N/A 

   BoolEvtName                : N/A 

  Threshold entry: 

   ThresStartUp               : falling 

   ThresRising                : 40 

   ThresFalling               : 20 

   ThresDeltaRising           : 40 

   ThresDeltaFalling          : 20 

   ThresObjOwner              : N/A 

   ThresObjName               : N/A 

   ThresRisEvtOwner           : owner1 

   ThresRisEvtName            : event1 

   ThresFalEvtOwner           : owner1 

   ThresFalEvtName            : event1 

   ThresDeltaRisEvtOwner      : owner1 

   ThresDeltaRisEvtName       : event1 

   ThresDeltaFalEvtOwner      : owner1 

   ThresDeltaFalEvtName       : event1 

Table 4 Command output 

Field Description 
Trigger entry 

TriggerComment Description for the trigger. 
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Field Description 

TriggerTest 

Trigger test type: 
• Existence. 
• Boolean. 
• Threshold. 

TriggerSampleType 
Trigger sampling method: 
• absoluteValue—Absolute sampling. 
• deltaValue—Delta sampling. 

TriggerValueID OID of the monitored object. 

TriggerValueIDWildcard 
Wildcarding option for the object OIDs: 
• false—Object OIDs are fully specified 
• true—Object OIDs are wildcarded. 

TriggerTargetTag Remote tag for the monitored object. 

TriggerContextName Context for an object.  

TriggerContextNameWildcard 
Wildcarding option for the contexts 
• false—Contexts are fully specified. 
• true—Contexts are wildcarded. 

TriggerFrequency Trigger sampling interval. 

TriggerObjOwner Owner of the trigger object. 

TriggerObjName Name of the trigger object. 

TriggerEnabled 
Trigger status: 
• true—The trigger is enabled. 
• false—The trigger is disabled.. 

Existence entry 

ExiTest 

Type of the existence trigger test: 
• present. 
• absent. 
• changed. 

ExiStartUp 

Type of the existence trigger test for the first sampling: 
• present. 
• absent. 
• changed. 

ExiObjOwner Owner of the existence trigger test object. 

ExiObjName Name of the existence trigger test object. 

ExiEvtOwner Owner of the existence trigger test event. 

ExiEvtName Name of the existence trigger test event. 

Boolean entry 

BoolCmp 

Boolean trigger test type: 
• unequal. 
• equal. 
• less. 
• lessOrEqual. 
• greater. 
• greaterOrEqual. 
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Field Description 
BoolValue Reference value for the Boolean trigger test. 

BoolStartUp 
Whether the event is enabled for the first sampling: 
• true—The event is enabled for the first sampling. 
• false—The event is disabled for the first sampling. 

BoolObjOwner Owner of the Boolean trigger test object. 

BoolObjName Name of the Boolean trigger test object. 

BoolEvtOwner Owner of the Boolean event. 

BoolEvtName Name of the Boolean event. 

Threshold entry 

ThresStartUp 

Threshold trigger test for the first sampling: 
• rising. 
• falling. 
• risingOrFalling. 

ThresRising Rising threshold. 

ThresFalling Falling threshold. 

ThresDeltaRising Delta rising threshold. 

ThresDeltaFalling Delta falling threshold. 

ThresObjOwner Owner of the threshold test object. 

ThresObjName Name of the threshold test object. 

ThresRisEvtOwner Owner of the rising event. 

ThresRisEvtName Name of the rising event. 

ThresFalEvtOwner Owner of the falling event. 

ThresFalEvtName Name of the falling event. 

ThresDeltaRisEvtOwner Owner of the Delta rising event. 

ThresDeltaRisEvtName Name of the Delta rising event. 

ThresDeltaFalEvtOwner Owner of the Delta falling event. 

ThresDeltaFalEvtName Name of the Delta falling event. 
 

Related commands 
snmp mib event trigger 

event (trigger-Boolean view) 
Use event to specify an event for a Boolean trigger test. 

Use undo event to restore the default. 

Syntax 
event owner event-owner name event-name 

undo event 
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Default 
No event is specified for a Boolean trigger test. 

Views 
Trigger-Boolean view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
owner event-owner: Specifies the owner of an event. Use the trigger owner as the event owner. 

name event-name: Specifies the name of an event, a case-sensitive string of 1 to 32 characters. 

Examples 
# Specify an event for a Boolean trigger test.  
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test boolean 

[Sysname-trigger-owner1-triggerA-boolean] event owner owner1 name event1 

Related commands 
snmp mib event trigger 

test 

event (trigger-existence view) 
Use event to specify an event for an existence trigger test. 

Use undo event to restore the default. 

Syntax 
event owner event-owner name event-name 

undo event 

Default 
No event is specified for an existence trigger test. 

Views 
Trigger-existence view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
owner event-owner: Specifies the owner of an event. Use the trigger owner as the event owner. 

name event-name: Specifies the name of an event, a case-sensitive string of 1 to 32 characters.  

Examples 
# Specify an event for an existence trigger test.  
<Sysname> system-view 
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[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test existence 

[Sysname-trigger-owner1-triggerA-existence] event owner owner1 name event1 

Related commands 
snmp mib event trigger 

test 

event enable 
Use event enable to enable an event. 

Use undo event enable to disable an event. 

Syntax 
event enable 

undo event enable 

Default 
An event is disabled. 

Views 
Event view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
For an event to be triggered when the trigger condition is met, execute the event enable 
command. 

Examples 
# Enable the event identified by owner owner1 and name EventA.  
<Sysname> system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] event enable 

Related commands 
action  

snmp mib event 

falling 
Use falling to set a falling threshold and specify a falling event. 

Use undo falling to restore the default. 

Syntax 
falling { event owner event-owner name event-name | value integer-value } 

undo falling { event | value } 
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Default 
The falling threshold is 0, and no falling event is specified. 

Views 
Trigger-threshold view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
event owner event-owner: Specifies the owner of an event. Use the trigger owner as the event 
owner. 

name event-name: Specifies the name of an event, a case-sensitive string of 1 to 32 characters.  

value integer-value: Specifies a falling threshold in the range of –2147483648 to 2147483647. 
The value must be smaller than or equal to the rising threshold. 

Usage guidelines 
A falling event is triggered if the value of the monitored object is smaller than or equal to the falling 
threshold.  

If the value of the monitored object crosses the falling threshold at two or more samplings in 
succession, the event is triggered only at the first sampling. 

Examples 
# Set the falling threshold to 20. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test threshold 

[Sysname-trigger-owner1-triggerA-threshold] falling value 20 

Related commands 
sample 

snmp mib event trigger 

test  

frequency 
Use frequency to set a sampling interval. 

Use undo event to restore the default. 

Syntax 
frequency interval 

undo frequency 

Default 
The sampling interval is 600 seconds. 

Views 
Trigger view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies a sampling interval in the range of 1 to 4294967295 seconds. The sampling 
interval must be greater than or equal to the minimum sampling interval. 

Usage guidelines 
To set the minimum sampling interval, execute the snmp mib event sample minimum 
command. 

To avoid sampling failure, do not set the sampling interval too small when there are a large number of 
sampled objects. 

Examples 
# Set the sampling interval for a trigger to 360 seconds. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] frequency 360 

Related commands 
snmp mib event sample minimum 

snmp mib event trigger 

object list (action-notification view) 
Use object list to specify an object list for a notification action. The objects in the list will be 
added to the notification when the notification action is triggered. 

Use undo object list to restore the default. 

Syntax 
object list owner group-owner name group-name 

undo object list 

Default 
No object list is specified for a notification action. 

Views 
Action-notification view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
owner group-owner: Specifies an object list owner. Use the event owner as the object list owner. 

name group-name: Specifies an object list name, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
If you do not specify an object list for a notification action or the specified object list does not contain 
objects, no objects will be added to the triggered notification. 
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For more information, see "object list (trigger view)." 

Examples 
# Specify the object list identified by owner owner1 and name listA for the event identified by owner 
owner1 and name EventA. 
<Sysname> system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] action notification 

[Sysname-event-owner1-EventA-notification] object list owner owner1 name listA 

Related commands 
action 

snmp mib event owner 

object list (trigger view) 
Use object list to specify an object list for a trigger. The objects in the list will be added to the 
triggered notification. 

Use undo object list to restore the default. 

Syntax 
object list owner group-owner name group-name 

undo object list 

Default 
No object list is specified for a trigger. 

Views 
Trigger view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
owner group-owner: Specifies an object list owner. Use the trigger owner as the object list owner. 

name group-name: Specifies an object list name, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
An object list is identified by its owner and name. After you specify a list of objects for a trigger, the 
objects in the list are added to the notification when the notification action is triggered. 

You can configure the object list command in trigger view, trigger-test view (including 
trigger-Boolean view, trigger existence view, and trigger threshold view), and action-notification view. 
If the command is configured in any two of the views or all the three views, the object lists are added 
to the notification in the sequence: trigger view, trigger-test view, and action-notification view. 

Examples 
# Specify the object list identified by owner owner1 and name objectA for a trigger. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] object list owner owner1 name objectA 
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Related commands 
snmp mib event trigger 

object list (trigger-Boolean view) 
Use object list to specify an object list for a Boolean trigger test. The objects in the list will be 
added to the notification triggered by the test. 

Use undo object list to restore the default. 

Syntax 
object list owner group-owner name group-name 

undo object list 

Default 
No object list is specified for a Boolean trigger test. 

Views 
Trigger-Boolean view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
owner group-owner: Specifies an object list owner. Use the trigger owner as the object list owner. 

name group-name: Specifies an object list name, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
For more information, see "object list (trigger view)." 

Examples 
# Specify the object list identified by owner owner1 and name objectA for the trigger-Boolean trigger 
test. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test boolean 

[Sysname-trigger-owner1-triggerA-boolean] object list owner owner1 name objectA 

Related commands 
snmp mib event trigger 

test  

object list (trigger-existence view) 
Use object list to specify an object list for an existence trigger test. The objects in the list will be 
added to the notification triggered by the test. 

Use undo object list to restore the default. 

Syntax 
object list owner group-owner name group-name 
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undo object list 

Default 
No object list is specified for an existence trigger test. 

Views 
Trigger- existence view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
owner group-owner: Specifies an object list owner. Use the trigger owner as the object list owner 

name group-name: Specifies an object list name, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
For more information, see "object list (trigger view)." 

Examples 
# Specify the object list identified by owner owner1 and name objectA for the existence trigger test. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test existence 

[Sysname-trigger-owner1-triggerA-existence] object list owner owner1 name objectA 

Related commands 
snmp mib event trigger 

test  

object list (trigger-threshold view) 
Use object list to specify an object list for a trigger-threshold test. The objects in the list will be 
added to the notification triggered by the test. 

Use undo object list to restore the default. 

Syntax 
object list owner group-owner name group-name 

undo object list 

Default 
No object list is specified for a trigger-threshold test. 

Views 
Trigger-threshold view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
owner group-owner: Specifies an object list owner. Use the trigger owner as the object list owner. 



 

23 

name group-name: Specifies an object list name, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
For more information, see "object list (trigger view)." 

Examples 
# Specify the object list identified by owner owner1 and name objectA for the trigger-threshold test. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test threshold 

[Sysname-trigger-owner1-triggerA-threshold] object list owner owner1 name objectA 

Related commands 
snmp mib event trigger 

test  

oid (action-notification view) 
Use oid to specify a notification to be sent when the notification action is triggered. 

Use undo oid to restore the default. 

Syntax 
oid object-identifier 

undo oid  

Default 
The OID is 0.0. No notification is specified for a notification action. 

Views 
Action-notification view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
object-identifier: Specifies a notification by its OID, a case-sensitive string of 1 to 255 
characters. It must be a trap node.  

Examples 
# Specify the notification identified by OID 1.3.6.1.2.1.14.16.2.1 for the event identified by owner 
owner1 and name EventA. 
<Sysname> system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] action notification 

[Sysname-event-owner1-EventA-notification] oid 1.3.6.1.2.1.14.16.2.1 

Related commands 
action 

snmp mib event owner  
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oid (action-set view) 
Use oid to specify a set-action object. 

Use undo oid to restore the default. 

Syntax 
oid object-identifier 

undo oid  

Default 
The OID is 0.0. No object is specified for a set action. 

Views 
Action-set view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
object-identifier: Specifies an object by its OID or name, a case-sensitive string of 1 to 255 
characters. The object can be a table node, conceptual row node, table column node, leaf node, or 
parent leaf node. 

Examples 
# Specify the object identified by OID 1.3.6.1.2.1.2.2.1.7.3 for the set action of an event identified by 
owner owner1 and name EventA. 
<Sysname> system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] action set 

[Sysname-event-owner1-EventA-set] oid 1.3.6.1.2.1.2.2.1.7.3 

Related commands 
action 

snmp mib event owner 

wildcard oid (action-set view) 

oid (trigger view) 
Use oid to specify a MIB object for trigger sampling. 

Use undo oid to restore the default. 

Syntax 
oid object-identifier 

undo oid  

Default 
The OID is 0.0. No MIB object is specified for trigger sampling. 

Views 
Trigger view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
object-identifier: Specifies an object by its OID or name, a case-sensitive string of 1 to 255 
characters. The object can be a table node, conceptual row node, table column node, leaf node, or 
parent leaf node. 

Examples 
# Specify the object identified by OID 1.3.6.1.2.1.2.2.1.1.3 for trigger sampling. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] oid 1.3.6.1.2.1.2.2.1.1.3 

Related commands 
snmp mib event trigger 

rising 
Use rising to specify a rising threshold. 

Use undo rising to restore the default. 

Syntax 
rising { event owner event-owner name event-name | value integer-value } 

undo rising { event | value } 

Default 
The rising threshold is 0, and no rising event is specified. 

Views 
Trigger-threshold view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
event owner event-owner: Specifies an event owner. Use the trigger owner as the event 
owner. 

name event-name: Specifies an event name, a case-sensitive string of 1 to 32 characters.  

value integer-value: Specifies a rising threshold in the range of –2147483648 to 2147483647. 
The value must be greater than or equal to the falling threshold. 

Usage guidelines 
If the value of the monitored object crosses the rising threshold at two or more samplings in 
succession, an event is triggered only at the first sampling. 

Examples 
# Set the rising threshold to 50 and specify the rising event identified by owner owner1 and name 
event1 for the threshold test. 
<Sysname> system-view 
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[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test threshold 

[Sysname-trigger-owner1-triggerA-threshold] rising value 50  

[Sysname-trigger-owner1-triggerA-threshold] rising event owner owner1 name event1 

Related commands 
sample 

snmp mib event trigger 

test  

sample 
Use sample to specify a sampling method. 

Use undo sample to restore the default. 

Syntax 
sample { absolute | delta } 

undo sample  

Default 
The sampling method is absolute. 

Views 
Trigger view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
absolute: Specifies the absolute sampling method. Use the current sampled value. 

delta: Specifies the delta sampling method. Use the difference between the current sampled value 
and previous sampled value. 

Usage guidelines 
For delta sampling, obtain the difference between the current sampled value and previous sampled 
value as follows: 
• If the object value is UINT type, use the larger value to subtract the smaller value. 
• If the object value is INT type, use the present sampled value to subtract the previous sampled 

value. 

Examples 
# Specify the absolute sampling method. 
<Sysname>system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] sample absolute 

Related commands 
snmp mib event trigger 
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snmp mib event 
Use snmp mib event to create an event and enter its view, or enter the view of an existing event. 

Use undo snmp mib event to remove an event. 

Syntax 
snmp mib event owner event-owner name event-name  

undo snmp mib event owner event-owner name event-name 

Default 
No event exists. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
event-owner: Specifies an event owner. The event owner must be an existing SNMPv3 user. 

event-name: Specifies an event name, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
An event is identified by its owner and name.  

Examples 
# Create an event identified by owner owner1 and name EventA and enter its view. 
<Sysname> system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] 

Related commands 
action 

description 

event enable 

snmp mib event 

snmp mib event object list 
Use snmp mib event object list to configure an Event MIB object list. 

Use undo snmp mib event object list to restore the default. 

Syntax 
snmp mib event object list owner group-owner name group-name object-index 
oid object-identifier [ wildcard ] 

undo snmp mib event object list owner group-owner name group-name 
object--index 
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Default 
No Event MIB object list is configured. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
owner group-owner: Specifies an object list owner. The object list owner must be an existing 
SNMPv3 user. 

name group-name: Specifies an object list name, a case-sensitive string of 1 to 32 characters. 

object-index argument: Specifies an object list index in the range of 1 to 4294967295. 

oid object-identifier: Specifies an object by its OID or name, a case-sensitive string of 1 to 
255 characters. The object can be a table node, a conceptual row node, a table column node, a leaf 
mode, or a parent leaf node. 

wildcard: Enables wildcard search for objects. If you do not specify this keyword, the object is 
specified. 

Usage guidelines 
An object list is identified by its owner, name, and index. The specified objects in the object list will be 
carried in the triggered notification to the NMS. 

Examples 
# Configure an object list identified by owner owner1, name objectA, and index 10. Specify the 
object identified by OID 1.3.6.1.2.1.2.2.1.1.3 to be carried in the triggered notification. 
<Sysname> system-view 

[Sysname] snmp mib event object list owner owner1 name objectA 10 oid 1.3.6.1.2.1.2.2.1.1.3 

Related commands 
snmp mib event 

snmp mib event trigger 

snmp mib event sample instance maximum 
Use snmp mib event sample instance maximum to specify the maximum number of object 
instances that can be concurrently sampled. 

Use undo snmp mib event sample instance maximum to restore the default. 

Syntax 
snmp mib event sample instance maximum max-number 

undo snmp mib event sample instance maximum 

Default 
The maximum number of object instances that can be concurrently sampled is limited by the 
available resources. The value is 0. 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Parameters 
max-number: Specifies the maximum number of object instances that can be concurrently sampled. 
The value is in the range of 0 to 4294967295. 

Usage guidelines 
If you use the wildcard option for an object, Event MIB also samples the wildcarded object instances. 
Include the wildcarded object instances when you calculate the number of the concurrently sampled 
instances. 

Changing the maximum number of object instances that can be concurrently sampled does not 
affect the existing instances. If the maximum number of object instances that can be concurrently 
sampled is changed to a value smaller than the number of existing instances, the existing instances 
will continue to be sampled. 

Examples 
# Set the maximum number to 10 for the object instances that can be concurrently sampled. 
<Sysname> system-view 

[Sysname] snmp mib event sample instance maximum 10 

Related commands 
snmp mib event sample minimum 

snmp mib event sample minimum 
Use snmp mib event sample minimum to specify the minimum sampling interval. 

Use undo snmp mib event sample minimum to restore the default. 

Syntax 
snmp mib event sample minimum min-number 

undo snmp mib event sample minimum 

Default 
The minimum sampling interval is 1 second. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
min-number: Specifies the minimum sampling interval in the range of 1 to 2147483647, in 
seconds. 

Usage guidelines 
After you configure the minimum sampling interval, make sure the trigger sampling interval is greater 
than or equal to the minimum sampling interval. 
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Changing the minimum sampling interval does not affect the existing instances. If the minimum 
sampling interval is changed to a value smaller than the sampling interval of a trigger, the existing 
instances of the trigger will continue to be sampled at its interval. 

Examples 
# Set the minimum sampling interval to 50 seconds. 
<Sysname> system-view 

[Sysname] snmp mib event sample minimum 50 

Related commands 
frequency 

snmp mib event trigger 

snmp mib event trigger 
Use snmp mib event trigger to create a trigger and enter its view, or enter the view of an 
existing trigger. 

Use undo snmp mib event trigger to remove a trigger. 

Syntax 
snmp mib event trigger owner trigger-owner name trigger-name 

undo snmp mib event trigger owner trigger-owner name trigger-name 

Default 
No trigger exists. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
trigger-owner: Specifies a trigger owner, which must be an existing SNMPv3 user. 

trigger-name: Specifies a trigger name, a case-sensitive string of 1 to 32 characters. 

Usage guidelines 
A trigger is identified by its owner and name. In trigger view, you can specify a monitored object and 
set an interval for sampling the object. An event is triggered when the sampled object meets the 
trigger condition.  

If the trigger owner has no read access to the monitored object configured in trigger view, sampling 
on the object cannot be performed. For more information about SNMPv3 user access rights, see 
Network Management and Monitoring Configuration Guide. 

Examples 
# Create a trigger identified by owner owner1 and name triggerA. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA]  
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snmp-agent trap enable event-mib 
Use snmp-agent trap enable event-mib to enable the Event MIB trap feature. 

Use undo snmp-agent trap enable event-mib to disable the Event MIB trap feature. 

Syntax 
snmp-agent trap enable event-mib 

undo snmp-agent trap enable event-mib 

Default 
The Event MIB trap feature is enabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
After you enable the Event MIB trap feature, traps are generated when object sampling fails or a 
trigger condition is met and sent to the SNMP module. Traps include trigger trap, rising threshold 
break trap, falling threshold break trap, trigger-condition detection failure trap, and set-action trigger 
failure trap.  

For the traps to be sent correctly, you must also configure SNMP on the device. For more information 
about SNMP configuration, see Network Management and Monitoring Configuration Guide. 

Examples 
# Enable the event MIB trap feature. 
<Sysname> system-view 

[Sysname] snmp-agent trap enable event-mib 

startup (trigger-existence view) 
Use startup to specify existence trigger test types for the first sampling. 

Use undo startup to remove the existence trigger test types for the first sampling. 

Syntax 
startup { absent | present } 

undo startup { absent | present } 

Default 
The existence trigger test types for the first sampling are present and absent. 

Views 
Trigger-existence view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
absent: Monitors the absence of a MIB object.  

present: Monitors the presence of a MIB object. 

Usage guidelines 
For the first sampling, an event is triggered when the following conditions are met: 
• Both the startup and type commands specify the existence test type as present and the 

state of the monitored object changes to present at the first sampling. If the monitored objects 
are wildcarded, the event is triggered independently for each wildcarded object. 

• Both the startup command and type commands specify the existence trigger test type as 
absent and the state of the monitored object changes to absent at the first sampling. If the 
monitored objects are wildcarded, no event is triggered. 

Examples 
# Remove the present test configuration for the first sampling. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test existence 

[Sysname-trigger-owner1-triggerA-existence] undo startup present  

Related commands 
type 

startup (trigger-threshold view) 
Use startup to specify a threshold trap type for the first sampling. 

Use undo startup to restore the default. 

Syntax 
startup { falling | rising | rising-or-falling } 

undo startup 

Default 
The threshold trap type for the first sampling is rising-or-falling. 

Views 
Trigger-threshold view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
falling: Specifies the falling trap. 

rising: Specifies the rising trap. 

rising-or-falling: Specifies the rising or falling trap. 

Usage guidelines 
If the trap type for the first sampling is rising or rising-or-falling, a rising trap is triggered 
when the first sample value is greater than or equal to the rising threshold. 



 

33 

If the trap type for the first sampling is rising or rising-or-falling, a falling trap is triggered 
when the first sample value is smaller than or equal to the rising threshold. 

If the first sampling fails or the monitored object does not exist at the first sampling, the second 
sampling is considered the first sampling. 

Examples 
# Specify the rising trap for the first sampling. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test threshold 

[Sysname-trigger-owner1-triggerA-threshold] startup rising 

Related commands 
sample 

snmp mib event trigger 

test  

startup enable 
Use startup enable to enable an event to be triggered for the first Boolean sampling. 

Use undo startup enable to disable an event to be triggered for the first Boolean sampling. 

Syntax 
startup enable 

undo startup enable 

Default 
An event is triggered for the first Boolean sampling. 

Views 
Trigger-Boolean view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
For an event to be triggered when a trigger condition is met at the first Boolean sampling, execute the 
startup enable command. 

If the first sampling fails or the monitored object does not exist at the first sampling, the second 
sampling is considered the first sampling. 

Examples 
# Trigger an event for the first Boolean sampling. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test boolean 

[Sysname-trigger-owner1-triggerA-boolean] startup enable 

Related commands 
comparison 
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value 

test 
Use test to specify a trigger test type and enter its view. 

Use undo test to remove a trigger test type. 

Syntax 
test { boolean | existence | threshold } 

undo test { boolean | existence | threshold } 

Default 
No test type is specified for a trigger. 

Views 
Trigger view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
boolean: Specifies a Boolean trigger test. This test compares the value of the monitored object 
with the reference value. 

existence: Specifies an existence trigger test. This test monitors the absence, presence, and 
change of the monitored object. 

threshold: Specifies a threshold test. This test compares the value of the monitored object with 
the specified thresholds, such as rising threshold and falling threshold. 

Usage guidelines 
For more information about the trigger tests, see the commands in the trigger-Boolean view, 
trigger-existence view, and trigger-threshold view . 

Examples 
# Specify the existence test for a trigger. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test existence 

Related commands 
snmp mib event trigger 

trigger enable 
Use trigger enable to enable a trigger. 

Use undo trigger enable to disable a trigger. 

Syntax 
trigger enable 

undo trigger enable 
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Default 
A trigger is disabled. 

Views 
Trigger view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Before you enable a trigger, make sure the trigger meets the following conditions: 
• A monitored object is specified for the trigger. 
• The trigger sampling interval is greater than or equal to the minimum sampling interval. 

Examples 
# Create and enable a trigger. 
<Sysname>system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] oid 1.3.6.1.2.1.2.2.1.1.3 

[Sysname-trigger-owner1-triggerA] frequency 360 

[Sysname-trigger-owner1-triggerA] trigger enable 

Related commands 
snmp mib event trigger 

type 
Use type to specify existence trigger test types. 

Use undo type to remove the existence trigger test types. 

Syntax 
type { absent | changed | present } 

undo type { absent | changed | present } 

Default 
The existence trigger test types are present and absent. 

Views 
Trigger-existence view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
absent: Monitors the absence of an object. 

changed: Monitors the change of the value of an object. If the last sampling does not obtain a value, 
the event is not triggered. 

present: Monitors the presence of an object. 
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Usage guidelines 
For the first sampling, see "startup (trigger-existence view)". 

The existence trigger tests also apply to the wildcarded instances of the monitor object. 

Examples 
# Specify the existence trigger test type as present. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test existence 

[Sysname-trigger-owner1-triggerA-existence] type present 

Related commands 
snmp mib event trigger 

startup 

test 

value (action-set view) 
Use value to set a value for a set-action object. 

Use undo value to restore the default. 

Syntax 
value integer-value 

undo value 

Default 
The value of a set-action object is 0. 

Views 
Action-set view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
integer-value: Specifies a value for a set-action object. The value is in the range of –
2147483648 to +2147483647. 

Examples 
# Set the value to 2 for the set-action object identified by OID 1.3.6.1.2.1.2.2.1.7.3. 
<Sysname> system-view  

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] action set 

[Sysname-event-owner1-EventA-set] oid 1.3.6.1.2.1.2.2.1.7.3 

[Sysname-event-owner1-EventA-set] value 2 

Related commands 
action 

mib event owner 
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oid 

value (trigger-Boolean view) 
Use value to set a reference value for a Boolean trigger test. 

Use undo value to restore the default. 

Syntax 
value integer-value 

undo value 

Default 
The reference value is 0. 

Views 
Trigger-Boolean view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
integer-value: Specifies a reference value in the range of –2147483648 to +2147483647. 

Usage guidelines 
A Boolean trigger test compares the sampled value with the reference value. 

Examples 
# Set the reference value to 5 for the Boolean trigger test. 
<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] test boolean 

[Sysname-trigger-owner1-triggerA-boolean] value 5 

Related commands 
snmp mib event trigger 

startup 

test 

wildcard context (action-set view) 
Use wildcard context to enable wildcard search for the contexts of a set-action object. 

Use undo wildcard context to restore the default. 

Syntax 
wildcard context 

undo wildcard context 

Default 
The context of a set-action object is fully specified. 
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Views 
Action-set view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command must be used with the context command. A wildcarded context has two parts: the 
context specified by the context command and the wildcarded part. 

Examples 
# Specify the context for the set-action object as contextname1 and enable wildcard search for the 
contexts. 
<Sysname>system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] action set 

[Sysname-event-owner1-EventA-set] context contextname1 

[Sysname-event-owner1-EventA-set] wildcard context 

Related commands 
action set 

context 

snmp mib event owner 

wildcard context (trigger view) 
Use wildcard context to enable wildcard search for the contexts of a monitored object. 

Use undo wildcard context to restore the default. 

Syntax 
wildcard context 

undo wildcard context 

Default 
The context of a monitored object is fully specified. 

Views 
Trigger view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command must be used with the context command. A wildcarded context has two parts: the 
context specified by the context command and the wildcarded part. 

Examples 
# Specify the contexts for the monitored object as contextname and enable wildcard search for the 
contexts. 
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<Sysname> system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] context contextname 

[Sysname-trigger-owner1-triggerA] wildcard context 

Related commands 
context 

snmp mib event trigger 

wildcard oid (action-set view) 
Use wildcard oid to enable wildcard search for the set-action object OIDs. 

Use undo wildcard oid to restore the default. 

Syntax 
wildcard oid 

undo wildcard oid 

Default 
The set-action object OID is fully specified. 

Views 
Action-set view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command must be used in conjunction with the oid command. A wildcarded OID has two parts: 
the OID specified by the oid command and the wildcarded part. 

Examples 
# Specify the set-action object by its OID 1.3.6.1.2.1.2.2.1.7 for the event identified by owner owner1 
and name EventA. Enable wildcard search for the sec-action object OIDs. 
<Sysname> system-view 

[Sysname] snmp mib event owner owner1 name EventA 

[Sysname-event-owner1-EventA] action set 

[Sysname-event-owner1-EventA-set] oid 1.3.6.1.2.1.2.2.1.7 

[Sysname-event-owner1-EventA-set] wildcard oid 

Related commands 
action set 

oid 

snmp mib event owner 

wildcard oid (trigger view) 
Use wildcard oid to enable wildcard search for the monitored object OIDs. 

Use undo wildcard oid to restore the default. 
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Syntax 
wildcard oid 

undo wildcard oid 

Default 
A monitored object OID is fully specified. 

Views 
Trigger view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command must be used in conjunction with the oid command.  

A wildcarded OID has two parts: the OID specified by the oid command and the wildcarded part. 

For example, to specify interface description nodes of all interfaces, execute the oid ifDescr and 
wildcard oid commands. 

Examples 
# Specify the sampled object by its OID 1.3.6.1.2.1.1.6 for a trigger and enable wildcard search for 
the monitored object OIDs. 
<Sysname>system-view 

[Sysname] snmp mib event trigger owner owner1 name triggerA 

[Sysname-trigger-owner1-triggerA] oid 1.3.6.1.2.1.1.6  

[Sysname-trigger-owner1-triggerA] wildcard oid  

Related commands 
oid 

snmp mib event trigger 
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CWMP commands 
cwmp 

Use cwmp to enter CWMP view. 

Syntax 
cwmp 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enter CWMP view. 
<Sysname> system-view 

[Sysname] cwmp 

Related commands 
cwmp enable 

cwmp acs default password 
Use cwmp acs default password to configure a password for authentication to the default ACS 
URL. 

Use undo cwmp acs default password to restore the default. 

Syntax 
cwmp acs default password { cipher | simple } string 

undo cwmp acs default password 

Default 
No password is configured for authentication to the default ACS URL. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cipher: Specifies a password in encrypted form. 

simple: Specifies a password in plaintext form. For security purposes, the password specified in 
plaintext form will be stored in encrypted form. 

string: Specifies the password. Its plaintext form is a case-sensitive string of 1 to 255 characters. 
Its encrypted form is a case-sensitive string of 33 to 373 characters. 
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Usage guidelines 
You can configure only one password for authentication to the default ACS URL. If you execute this 
command multiple times, the most recent configuration takes effect. 

For a successful connection, make sure the CPE has the same username and password settings as 
the ACS. 

Examples 
# Configure the password used for authentication to the default ACS URL. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp acs default password simple newpsw 

Related commands 
cwmp acs default url 

cwmp acs default username 

cwmp acs default url 
Use cwmp acs default url to specify a default ACS URL. 

Use undo cwmp acs default url to restore the default. 

Syntax 
cwmp acs default url url 

undo cwmp acs default url 

Default 
No default ACS URL is specified. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
url: Specifies the default ACS URL, a string of 8 to 255 characters. The URL must use the 
http://host[:port]/path or https://host[:port]/path format. 

Usage guidelines 
The CPE attempts to connect to the default ACS URL if no ACS URL has been assigned to it 
through the cwmp acs url command or DHCP. 

You can configure only one default ACS URL. If you execute this command multiple times, the most 
recent configuration takes effect. 

Examples 
# Specify the default ACS URL. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp acs default url http://www.acs.com:9090 
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Related commands 
cwmp acs default password 

cwmp acs default username 

cwmp acs default username 
Use cwmp acs default username to configure the username for authentication to the default 
ACS URL. 

Use undo cwmp acs default username to restore the default. 

Syntax 
cwmp acs default username username 

undo cwmp acs default username 

Default 
No username is configured for authentication to the default ACS URL. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
username: Specifies a username, a case-sensitive string of 1 to 255 characters. 

Usage guidelines 
You can configure only one username for authentication to the default ACS URL. If you execute this 
command multiple times, the most recent configuration takes effect. 

For a successful connection, make sure the CPE has the same username and password settings as 
the ACS. 

Examples 
# Configure the username for authentication to the default ACS URL. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp acs default username newname 

Related commands 
cwmp acs default password 

cwmp acs default url 

cwmp acs password 
Use cwmp acs password to configure the password for authentication to the preferred ACS URL. 

Use undo cwmp acs password to restore the default. 

Syntax 
cwmp acs password { cipher | simple } string 
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undo cwmp acs password 

Default 
No password is configured for authentication to the preferred ACS URL. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cipher: Specifies a password in encrypted form. 

simple: Specifies a password in plaintext form. For security purposes, the password specified in 
plaintext form will be stored in encrypted form. 

string: Specifies the password. Its plaintext form is a case-sensitive string of 1 to 255 characters. 
Its encrypted form is a case-sensitive string of 33 to 373 characters. 

Usage guidelines 
You can configure only one password for authentication to the preferred ACS URL. If you execute 
this command multiple times, the most recent configuration takes effect. 

For a successful connection, make sure the CPE has the same username and password settings as 
the ACS. 

Examples 
# Configure the password used for authentication to the preferred ACS URL. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp acs password simple newpsw 

Related commands 
cwmp acs url 

cwmp acs username 

cwmp acs url 
Use cwmp acs url to specify a preferred ACS URL. 

Use undo cwmp acs url to restore the default. 

Syntax 
cwmp acs url url 

undo cwmp acs url 

Default 
No preferred ACS URL is specified. 

Views 
CWMP view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
url: Specifies the preferred ACS URL, a string of 8 to 255 characters. The URL must use the 
http://host[:port]/path or https://host[:port]/path format. 

Usage guidelines 
The device supports only one preferred ACS URL. If you execute this command multiple times, the 
most recent configuration takes effect. 

The preferred ACS URL is configurable from the CPE's CLI, the DHCP server, and the ACS. The 
CLI- and ACS-assigned URLs have higher priority than the DHCP-assigned URL. The CLI- and 
ACS-assigned URLs overwrite each other. 

The CPE uses the default ACS attributes for connection establishment only when it is not assigned 
a preferred ACS URL from the CLI, ACS, or DHCP server. 

Examples 
# Specify the ACS URL. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp acs url http://www.acs.com:9090 

cwmp acs username 
Use cwmp acs username to configure the username for authentication to the preferred ACS URL. 

Use undo cwmp acs username to restore the default. 

Syntax 
cwmp acs username username 

undo cwmp acs username 

Default 
No username is configured for authentication to the preferred ACS URL. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
username: Specifies a username, a case-sensitive string of 1 to 255 characters. 

Usage guidelines 
You can configure only one username for authentication to the preferred ACS URL. If you execute 
this command multiple times, the most recent configuration takes effect. 

For a successful connection, make sure the CPE has the same username and password settings as 
the ACS. 

Examples 
# Configure the username used for authentication to the preferred ACS URL. 
<Sysname> system-view 

[Sysname] cwmp 
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[Sysname-cwmp] cwmp acs username newname 

Related commands 
cwmp acs password 

cwmp cpe connect interface 
Use cwmp cpe connect interface to specify the CWMP connection interface. 

Use undo cwmp cpe connect interface to restore the default. 

Syntax 
cwmp cpe connect interface interface-type interface-number 

undo cwmp cpe connect interface 

Default 
No CWMP connection interface is specified. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface-type interface-number: Specifies the type and number of the CWMP 
connection interface. 

Usage guidelines 
A CWMP connection interface is the interface that the CPE uses to communicate with the ACS. To 
establish a CWMP connection, the CPE sends the IP address of this interface in the Inform 
message, and the ACS replies to this IP address. 

Typically, the CPE selects the CWMP connection interface automatically. If the CWMP connection 
interface is not the interface that connects the CPE to the ACS, the CPE fails to establish a CWMP 
connection with the ACS. For example, an incorrect CWMP connection interface selection occurs 
when the following conditions exist: 
• The CPE has multiple Layer 3 interfaces. 
• The IP addresses of the CWMP connection interface and the ACS are not in the same subnet. 

In this case, you need to use this command to manually specify the CWMP connection interface. 

Examples 
# Specify GigabitEthernet 1/0/1 as the CWMP connection interface.  
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe connect interface gigabitethernet 1/0/1 

cwmp cpe connect retry 
Use cwmp cpe connect retry to set the maximum number of attempts the CPE can make to 
retry a failed CWMP connection. 

Use undo cwmp cpe connect retry to restore the default. 
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Syntax 
cwmp cpe connect retry retries 

undo cwmp cpe connect retry 

Default 
The CPE retries a failed connection until the connection is established with the ACS. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
retries: Specifies the maximum number of CWMP connection retries. The value range is 0 to 
100. To disable the CPE to retry a CWMP connection, set this argument to 0. 

Usage guidelines 
The CPE retries connecting to the ACS when its initial connection attempt fails or the CWMP 
session is ended before the CPE receives a session closed message from the ACS. The CPE does 
not stop its connection retry attempts until the connection is established or the number of 
connection retries reaches the upper limit. 

Examples 
# Set the maximum number of CWMP connection retries to 5. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe connect retry 5 

cwmp cpe inform interval 
Use cwmp cpe inform interval to set the periodic Inform interval. 

Use undo cwmp cpe inform interval to restore the default. 

Syntax 
cwmp cpe inform interval interval 

undo cwmp cpe inform interval 

Default 
The periodic Inform interval is 600 seconds. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Sets the periodic Inform interval in the range of 10 to 86400 seconds. 
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Usage guidelines 
This command sets the interval for the CPE to send Inform messages automatically to the ACS. For 
the command to take effect, you must configure the cwmp cpe inform interval enable 
command. 

Examples 
# Set the periodic Inform interval to 3600 seconds. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe inform interval enable 

[Sysname-cwmp] cwmp cpe inform interval 3600 

Related commands 
cwmp cpe inform interval enable 

cwmp cpe inform interval enable 
Use cwmp cpe inform interval enable to enable the periodic Inform feature. 

Use undo cwmp cpe inform interval enable to disable the periodic Inform feature. 

Syntax 
cwmp cpe inform interval enable 

undo cwmp cpe inform interval enable 

Default 
The CPE does not send Inform messages periodically. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
If this command is configured, the CPE sends Inform messages regularly to establish a CWMP 
session with the ACS. To set the periodic Inform interval, use the cwmp cpe inform interval 
command. 

Examples 
# Enable the periodic Inform feature. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe inform interval enable 

Related commands 
cwmp cpe inform interval 

cwmp cpe inform time 
Use cwmp cpe inform time to schedule a connection initiation for the CPE to connect to the 
ACS. 
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Use undo cwmp cpe inform time to restore the default. 

Syntax 
cwmp cpe inform time time 

undo cwmp cpe inform time 

Default 
No connection initiation has been scheduled. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
time: Specifies the time at which the CPE sends an Inform message. The time format is 
yyyy-mm-ddThh:mm:ss, and the value range is 1970-01-01T00:00:00 to 2035-12-31T23:59:59. The 
specified time must be greater than the current system time. 

Examples 
# Configure the CPE to send an Inform message at 2007-12-01T20:00:00. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe inform time 2012-12-01T20:00:00 

cwmp cpe password 
Use cwmp cpe password to configure the password for the CPE to authenticate the ACS. 

Use undo cwmp cpe password to restore the default. 

Syntax 
cwmp cpe password { cipher | simple } string 

undo cwmp cpe password 

Default 
No password is configured for authenticating the ACS. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
cipher: Specifies a password in encrypted form. 

simple: Specifies a password in plaintext form. For security purposes, the password specified in 
plaintext form will be stored in encrypted form. 

string: Specifies the password. Its plaintext form is a case-sensitive string of 1 to 255 characters. 
Its encrypted form is a case-sensitive string of 33 to 373 characters. 
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Usage guidelines 
You can configure only one password for the ACS to authenticate to the CPE when it initiates a 
connection. If you execute this command multiple times, the most recent configuration takes effect. 

For a successful connection, make sure the ACS has the same username and password settings as 
the CPE. 

If a password is configured, the ACS must provide the correct password when it initiates a 
connection to the CPE. If the password is incorrect, the CPE denies the connection request from 
the ACS. 

You do not need to configure this command if you want to authenticate the ACS only based on its 
username. 

Examples 
# Configure the password used for authenticating the ACS. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe password simple newpsw 

Related commands 
cwmp cpe username 

cwmp cpe provision-code 
Use cwmp cpe provision-code to configure the provision code of the CPE. 

Use undo cwmp cpe provision-code to restore the default. 

Syntax 
cwmp cpe provision-code provision-code 

undo cwmp cpe provision-code 

Default 
The provision code is PROVISIONINGCODE. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
provision-code: Specifies a provision code, a string of 1 to 64 characters. The string can 
contain uppercase letters, digits, and the full stop (.). 

Usage guidelines 
The ACS can use the provision code to identify services assigned to each CPE. For correct 
configuration deployment, make sure the same provision code is configured on the CPE and the 
ACS. For information about the support of your ACS for provision codes, see the ACS 
documentation. 

The CPE can have only one provision code. If you execute this command multiple times, the most 
recent configuration takes effect. 
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Examples 
# Set the provision code to ABC20150714. 
<Sysname> system 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe provision-code ABC20150714 

cwmp cpe stun enable 
Use cwmp cpe stun enable to enable NAT traversal for the connection requests from the ACS 
to reach the CPE through a NAT gateway. 

Use undo cwmp cpe stun enable to disable NAT traversal for the connection requests from the 
ACS to reach the CPE through a NAT gateway. 

Syntax 
cwmp cpe stun enable 

undo cwmp cpe stun enable 

Default 
NAT traversal is disabled for CWMP. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Connection requests initiated from the CPE can reach the ACS through a NAT gateway without NAT 
traversal. However, for the connection request initiated from the ACS to reach the CPE, you must 
enable NAT traversal on the CPE when a NAT gateway resides between the CPE and the ACS. 

The NAT traversal feature complies with Simple Traversal of UDP Through NATs (STUN), RFC 
3489. The feature enables the CPE to do the following: 
• Discovers the NAT gateway.  
• Obtains an open NAT binding (a public IP address and port binding) through which the ACS 

can send unsolicited packets. 

The CPE sends the binding to the ACS when it initiates a connection to the ACS. For the connection 
requests sent by the ACS at any time to reach the CPE, the CPE maintains the open NAT binding. 

For more information about NAT, see NAT Configuration Guide. 

Examples 
# Enable NAT traversal for the CPE. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe stun enable 

cwmp cpe username 
Use cwmp cpe username to configure the username for the CPE to authenticate the ACS. 

Use undo cwmp cpe username to restore the default. 
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Syntax 
cwmp cpe username username 

undo cwmp cpe username 

Default 
No username is configured for authenticating the ACS. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
username: Specifies a username, a case-sensitive string of 1 to 255 characters. 

Usage guidelines 
You can configure only one username for the ACS to authenticate to the CPE when it initiates a 
connection. If you execute this command multiple times, the most recent configuration takes effect. 

For a successful connection, make sure the ACS has the same username setting as the CPE. If a 
password is required, you must also make sure the ACS has the same password setting as the 
CPE. 

The ACS must provide the correct username when it initiates a connection to the CPE. If the 
username is incorrect, the CPE denies the connection request from the ACS. 

Examples 
# Configure the username used for authenticating the ACS. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe username newname 

Related commands 
cwmp cpe password 

cwmp cpe wait timeout 
Use cwmp cpe wait timeout to set the close-wait timer for the CPE to close an idle connection. 

Use undo cwmp cpe wait timeout to restore the default. 

Syntax 
cwmp cpe wait timeout seconds 

undo cwmp cpe wait timeout 

Default 
The close-wait timer is 30 seconds. 

Views 
CWMP view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
seconds: Sets the close-wait timer, in the range of 30 to 1800 seconds. 

Usage guidelines 
The close-wait timer has the following functions: 
• It specifies the amount of time the connection to the ACS can be idle before it is terminated. 

The CPE terminates the connection to the ACS if no traffic is transmitted before the timer 
expires. 

• It also specifies the amount of time the CPE waits for the response to a session request. The 
CPE determines that its session attempt has failed when the timer expires. By default, the CPE 
retries a failed session until the session is established with the ACS. To limit the number of 
retries, use the cwmp cpe connect retry command. 

Examples 
# Set the close-wait time to 60 seconds. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp cpe wait timeout 60 

Related commands 
cwmp cpe connect retry 

cwmp enable 
Use cwmp enable to enable CWMP. 

Use undo cwmp enable to disable CWMP. 

Syntax 
cwmp enable 

undo cwmp enable 

Default 
CWMP is disabled. 

Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
CWMP configuration takes effect only after CWMP is enabled. 

Examples 
# Enable CWMP. 
<Sysname> system-view 

[Sysname] cwmp 

[Sysname-cwmp] cwmp enable 
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Related commands 
cwmp 

display cwmp configuration 
Use display cwmp configuration to display the CWMP configuration. 

Syntax 
display cwmp configuration 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display the CWMP configuration after CWMP is enabled. 
<Sysname> display cwmp configuration 

CWMP state                           : Enabled 

ACS URL                               : http://www.acs.com:9090 

ACS username                         : newname 

ACS default URL                     : Null 

ACS default username               : defname 

Periodic inform                     : Disabled 

Inform interval                     : 600s 

Inform time                          : None 

Wait timeout                         : 30s 

Connection retries                  : Unlimited 

Source IP interface                 : None 

STUN state                            : Disabled 

SSL policy name                      : Null 

Table 1 Command output 

Field Description 
CWMP state Status of CWMP: Enabled or Disabled. 

ACS URL 
Preferred ACS URL. 
This field displays Null if no preferred ACS URL has been specified. 

ACS username 
Username for the CPE to authenticate to the ACS. This field displays Null if 
no username has been configured for authentication to the preferred ACS 
URL. 

ACS default URL 
Default ACS URL. 
This field displays Null if no default ACS URL has been configured. 
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Field Description 

ACS default username 
Username for the CPE to authenticate to the default ACS URL.  
This field displays Null if no username has been configured for authentication 
to the default ACS URL. 

Periodic inform Status of the periodic Inform feature: Enabled or Disabled. 

Inform interval Periodic Inform interval. The default interval is 600 seconds. 

Inform time Date and time at which an Inform message is scheduled to be sent. If you do 
not schedule an Inform sending, this field displays None. 

Wait timeout Close-wait timer. This timer is configurable with the cwmp cpe wait 
timeout command. 

Connection retries 
Number of attempts the CPE can make to retry a failed CWMP connection. 
This field displays Unlimited if the default setting is used. The CPE retries a 
failed session until the session is established with the ACS. 

Source IP interface IP address of the specified CWMP connection interface. This field displays 
None if you have not specified a CWMP connection interface. 

STUN state Status of NAT traversal for CWMP: Enabled or Disabled. 

SSL policy name 

SSL client policy specified for the CPE to authenticate the ACS for 
establishing an HTTPS connection. You must specify an SSL client policy 
when HTTPS is used.  
This field displays Null if you have not specified an SSL client policy. 

 

Related commands 
display cwmp status 

display cwmp status 
Use display cwmp status to display CWMP state information. 

Syntax 
display cwmp status 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display CWMP state information. 
<Sysname> display cwmp status 

CWMP state                                          : Enabled 

ACS URL of most recent connection              : http://www.acs.com:9090 

ACS information source                            : User 

ACS username of most recent connection         : newname 

Connection status                                  : Disconnected 
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Data transfer status                               : None 

Most recent successful connection attempt      : None 

Length of time before next connection attempt : 1096832s 

Table 2 Command output 

Field Description 
CWMP state Status of CWMP: Enabled or Disabled. 

ACS URL of most recent 
connection 

ACS URL used for the most recent connection attempt. 
This field displays Null if no ACS URL was available. 

ACS information source 

Source from which the CPE obtained the ACS URL: 
• User—ACS URL assigned by using the cwmp acs url command or 

by ACS. 
• DHCP—ACS URL assigned by the DHCP server. 
• Default—ACS URL assigned by using the cwmp acs default url 

command. 
This field displays None if no ACS URL was available. 

ACS username of most 
recent connection 

Username used for the most recent connection to the ACS. 
This field displays Null if no ACS username was available. 

Connection status 

Current CWMP session status: 
• Connected—A CWMP session has been established to the ACS. 
• Disconnected—No CWMP session has been established to the ACS. 
• Waiting response—The CPE is waiting for the connection response 

from the ACS. 

Data transfer status 

Data transfer status of the CPE: 
• Uploading—The CPE is uploading data. 
• Downloading—The CPE is downloading data. 
• None—No data is transferred. 

Most recent successful 
connection attempt 

Time of the most recent successful CWMP connection. This field displays 
None if no CWMP session was established. 

Length of time before next 
connection attempt 

Amount of time (in seconds) that the CPE must wait before it initiates the next 
connection. This field displays None if the CPE does not detect an event that 
will trigger a connection attempt. 

 

Related commands 
display cwmp configuration 

ssl client-policy 
Use ssl client-policy to specify an SSL client policy for CWMP. 

Use undo ssl client-policy to restore the default. 

Syntax 
ssl client-policy policy-name 

undo ssl client-policy 

Default 
No SSL client policy is specified for CWMP. 
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Views 
CWMP view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
policy-name: Specifies the name of an SSL client policy, a string of 1 to 31 characters. 

Usage guidelines 
CWMP uses HTTP or HTTPS for data transmission. If the ACS uses HTTPS for secure access, its 
URL begins with https://. You must configure an SSL client policy for the CPE to authenticate the 
ACS for establishing an HTTPS connection. For more information about configuring SSL client 
policies, see Security Configuration Guide. 

Examples 
# Specify the SSL client policy test for CWMP. 
<Sysname> system 

[Sysname] cwmp 

[Sysname-cwmp] ssl client-policy test 



i 

Contents 

Process placement commands ······································································ 1 

affinity location-set ····································································································································· 1 
affinity location-type ··································································································································· 2 
affinity program ·········································································································································· 3 
affinity self ·················································································································································· 3 
display ha service-group ···························································································································· 4 
display placement location ························································································································· 6 
display placement policy ···························································································································· 6 
display placement program ························································································································ 7 
display placement reoptimize ····················································································································· 8 
placement program ···································································································································· 9 
placement reoptimize ······························································································································· 10 

 



1 

Process placement commands 
The following compatibility matrixes showsthe support of hardware platforms for process placement: 
 

Models Process placement compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, 
NFNX3-HDB3080, NFNX3-HDB1180, 
NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

affinity location-set 
Use affinity location-set to set the affinity of a process to a set of CPUs. 

Use undo affinity location-set to remove the affinity setting for the specified CPUs for a 
process. 

Syntax 
affinity location-set { slot slot-number }&<1-5> { attract strength | 
default | none | repulse strength } 

undo affinity location-set { slot slot-number }&<1-5> 

Default 
No location affinity is set for any process. 

Views 
Placement process view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
slot slot-number: Specifies an IRF member device by its member ID.  

&<1-5>: Indicates that you can specify a maximum of five CPUs. 

attract strength: Sets a positive affinity in the range of 1 to 100000. The higher the value, the 
stronger the preference for the process to run on the specified CPUs. 

default: Sets the affinity to the default, a positive affinity of 200.  

none: Sets the affinity to 0, which means the active process has no preference for any location and 
the system determines its location.  

repulse strength: Sets a negative affinity in the range of 1 to 100000. The higher the value, the 
weaker the preference for the process to run on the specified CPUs.  

Examples 
# Set a positive affinity of 500 to the specified slot for the staticroute process. 
<Sysname> system-view 

[Sysname] placement program staticroute 
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[Sysname-program-staticroute] affinity location-set slot 1 attract 500 

affinity location-type 
Use affinity location-type to set the affinity of a process to a location type.  

Use undo affinity location-type to remove the affinity setting for the specified location 
type for a process.  

Syntax 
affinity location-type { current | paired | primary } { attract strength | 
default | none | repulse strength } 

undo affinity location-type { current | paired | primary } 

Default 
No location type affinity is set for any process. 

Views 
Placement process view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
current: Specifies the affinity to the current location of the active process. You can use the 
display placement program command to view the current location of an active process. 

paired: Specifies the affinity to the locations of all standby processes. 

primary: Specifies the affinity to the master device.  

attract strength: Sets a positive affinity in the range of 1 to 100000. The higher the value, the 
stronger the preference of the process to run on the specified location type. 

default: Sets the affinity to the default, a positive affinity of 200. 

none: Sets the affinity to 0, which means the active process does not have any preference for any 
location type and the system determines its location.  

repulse strength: Sets a negative affinity in the range of 1 to 100000. The higher the value, the 
weaker the preference for the process to run on the specified location type. 

Examples 
# Set a positive affinity of 500 to the current location for the staticroute process. 
<Sysname> system-view 

[Sysname] placement program staticroute 

[Sysname-program-staticroute] affinity location-type current attract 500 

Related commands 
affinity location-set 

affinity program 
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affinity program 
Use affinity program to set the affinity for one process to run on the same location as another 
process.  

Use undo affinity program to remove the affinity setting for one process to run on the same 
location as the specified process. 

Syntax 
affinity program program-name { attract strength | default | none | repulse 
strength } 

undo affinity program program-name 

Default 
No process affinity is set for any process. 

Views 
Placement process view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
program-name: Specifies the name of a process running on the device. The process name is a 
case-insensitive string of 1 to 15 characters. You can use the display placement program 
all command to view information about all processes running on the device.  

attract strength: Sets a positive affinity in the range of 1 to 100000. The higher the value, the 
stronger the preference for the current process to run on the same location as the specified process. 

default: Sets the affinity to the default, a positive affinity of 200. 

none: Sets the affinity to 0, which means the active process has no preference for any other process 
and the system determines its location. 

repulse strength: Sets a negative affinity in the range of 1 to 100000. The higher the value, the 
weaker the preference for the current process to run on the same location as the specified process. 

Examples 
# Set a negative affinity of 200 for the staticroute process to run on the same location as the syslog 
process. 
<Sysname> system-view 

[Sysname] placement program staticroute 

[Sysname-program-staticroute] affinity program syslog repulse 200 

Related commands 
affinity location-set 

affinity location-type 

affinity self 
Use affinity self to set the affinity of all instances of a process to run on the same location.  

Use undo affinity self to restore the default.  
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Syntax 
affinity self { attract strength | default | none | repulse strength } 

undo affinity self 

Default 
No self affinity is set for any process. 

Views 
Placement process view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
attract strength: Specifies a positive affinity in the range of 1 to 100000. The higher the value, 
the stronger the preference for all the instances of the current process to run on the same location. 

default: Sets the affinity to the default, a positive affinity of 200. 

none: Sets the affinity to 0, which means the instances of the process have no preference to run on 
the same location and the system determines their locations. 

repulse strength: Sets a negative affinity in the range of 1 to 100000. The higher the value, the 
weaker the preference for all the instances of the current process to run on the same location. 

Usage guidelines 
This command sets the preference for a process to run all its instances on the same location or 
different locations. If the process has only one instance, the command does not take effect.  

The self affinity set in the placement process view of a process or any of its instances takes effect on 
all the instances of the process. If you execute this command multiple times, the most recent 
configuration takes effect. 

To view the instances of a process, use the display placement program all command.  

Examples 
# Set a negative self affinity of 200 for the staticroute process. 
<Sysname> system-view 

[Sysname] placement program staticroute 

[Sysname-program-staticroute] affinity self repulse 200 

Related commands 
affinity location-set 

affinity location-type 

display ha service-group 
Use display ha service-group to display service group information.  

Syntax 
display ha service-group { service-group-name [ instance instance-name ] | 
all } 

Views 
Any view 
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Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
service-group-name: Specifies a service group running on the device. The service group name 
is a case-insensitive string of 1 to 15 characters.  

instance instance-name: Specifies a service group instance by its name, a case-insensitive 
string of 1 to 31 characters. 

all: Specifies all service groups running on the device. 

Usage guidelines 
A service group is a collection of processes. Typically, a service group contains only one process. If a 
process has instances, the corresponding service group also has instances. 

Examples 
# Display information about all service groups. 
<Sysname> display ha service-group all 

Service Group                     Current Location      State 

------------------------------------------------------------------------------- 

syslog                            1/0                   Realtime Backup 

...  

# Display information about the staticroute service group. 
<Sysname> display ha service-group staticroute 

Service Group                     Current Location      State 

------------------------------------------------------------------------------ 

staticroute                       1/0 (Active)          Realtime Backup 

  Detailed information about services of the program: 

  Service           PID    Type      Location   State 

  ------------------------------------------------------------- 

  ifm               200    Active    1/0        Realtime Backup 

  staticroute       200    Active    1/0        Realtime Backup 

Table 1 Command output 

Field Description 

Service Group Service group name. 

Current Location Current location of the active processes for a service group. 

State Backup state of the active and standby processes for a service group. 

Detailed information 
about services of the 
program 

Detailed information about all active and standby processes in a service group. 

Service Service name. 

PID Process ID. 

Type Process type: Active or Standby.  
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Field Description 

Location Location of the active process of a service. 

State 

Process status: 
• Realtime Backup. 
• Batch Backup. 
• Stopping. 
• Degrading. 
• Upgrading. 

 

display placement location 
Use display placement location to display the processes running on the specified location.  

Syntax 
display placement location { all | slot slot-number } 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
all: Displays all processes running on the device. 

slot slot-number: Specifies an IRF member device by its member ID.  

Examples 
# Display all processes running on the device. 
<Sysname> display placement location all 

Program(s) placed at location: 1/0 

  syslog 

... 

 

display placement policy 
Use display placement policy to display process placement policy information.  

Syntax 
display placement policy program { program-name | all | default } 

Views 
Any view 

Predefined user roles 
network-admin 
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network-operator 

context-admin 

context-operator 

Parameters 
program-name: Specifies a process by its name, a case-insensitive string of 1 to 15 characters.  

all: Displays all process placement policies.  

default: Displays the default process placement policy. If no default process placement policy is 
configured by using the placement program default command, the display placement 
policy program default command does not display any information.  

Usage guidelines 
The information about a placement policy is displayed only when the placement policy is configured 
for the specified process.  

Examples 
# Display the default process placement policy. 
<Sysname> display placement policy program default 

Program: [default]                                : source 

---------------------------------------------------------- 

  affinity location-set slot 1 attract 500        : system [default]  

Table 2 Command output 

Field Description 

Program 
Process name and the placement policy for the process. If you execute the 
display placement policy program default command, the 
process name is displayed as [default]. 

source 

Source of the setting. If a default placement setting is configured in the view you 
enter with the placement program default command, this field 
displays system [default]. If a placement setting for the staticroute process is 
configured in the view you enter with the placement program 
program-name command, this field displays system staticroute. 

 

display placement program 
Use display placement program to display the location of an active process.  

Syntax 
display placement program { program-name | all } 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
program-name: Specifies a process by its name, a case-insensitive string of 1 to 15 characters. 

all: Specifies all processes running on the device. 

Examples 
# Display the location of the staticroute active process. 
<Sysname> display placement program staticroute 

Program                           Placed at location 

---------------------------------------------------- 

staticroute                       1/0 

Table 3 Command output 

Field Description 

Program Process name. 

Placed at location 
Location of the active process. 
If the active process is abnormal or is starting up, this field displays NA.  

 

display placement reoptimize 
Use display placement reoptimize to display the predicted location changes that will occur 
after you execute the placement reoptimize command.  

Syntax 
display placement reoptimize program { program-name [ instance 
instance-name ] | all } 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
program-name: Specifies a process (that supports process optimization) by its name, a 
case-insensitive string of 1 to 15 characters. 

instance instance-name: Specifies an instance of the specified process. The instance name is 
a case-insensitive string of 1 to 31 characters. Whether a process has multiple instances depends on 
the system software. 

all: Specifies all processes that are running on the device and that support process optimization.  

Examples 
# Display the predicted location changes for all processes. 
<Sysname> display placement reoptimize program all 

Predicted changes to the placement 

Program                           Current location       New location 
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--------------------------------------------------------------------- 

staticroute                       1/0                    1/0 

... 

The output shows the process name, current location of the active process, and new location of the 
active process after optimization. 

placement program 
Use placement program to enter placement process view. 

Use undo placement program to delete the placement policy for a process.  

Syntax 
placement program { program-name [ instance instance-name ] | default } 

undo placement program { program-name [ instance instance-name ] | default } 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
program-name: Specifies a process name, a case-insensitive string of 1 to 15 characters.  

instance instance-name: Specifies the name of an instance of the specified process. The 
instance name is a case-insensitive string of 1 to 31 characters. If you do not specify this option, this 
command enters process placement policy view and the settings in process placement policy view 
take effect on all instances. Whether a process has multiple instances depends on the system 
software. 

default: Configures the default placement policy for all processes. 

Usage guidelines 
You configure a process placement policy to optimize the distribution of processes in your system for 
optimal distribution of CPU and memory resources. 

For an instance of a process, the priorities of the settings in placement policy view of an instance, 
placement policy view of a process, and the default placement policy view are in descending order. 
For a process, the settings in placement policy view of the process take precedence over the settings 
in the default placement policy view. 

A process placement policy contains the affinity location-type, affinity 
location-set, affinity program, and affinity self commands. The commands 
describe the preferences of the process for a specific location.  

You can configure all the affinity commands in the placement policy for a process. Based on the 
placement policy and hardware resources, the system automatically determines the location for 
running the active process. Before you apply the policy, you can use the display placement 
reoptimize command to view the predicted location for the process. When a process switchover 
occurs, the process on the predicted location is selected as the active process. 

Examples 
# Enter the placement process view of the staticroute process. 
<Sysname> system-view 

[Sysname] placement program staticroute 
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[Sysname-program-staticroute] 

# Enter the default placement process view. 
<Sysname> system-view 

[Sysname] placement program default 

[Sysname-program-default] 

placement reoptimize 
Use placement reoptimize to apply configured process placement policies for optimizing 
process placement.  

Syntax 
placement reoptimize 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 

 CAUTION: 
To avoid neighbor flapping of related protocols, make sure HA features such as NSR or GR are 
configured for the processes and are stable before optimizing process placement. 
 

After you execute this command, the system bases its placement decisions on the new process 
placement policies, hardware resources, and locations and states of active processes. The process 
on the new location is selected as the active process. If the new location for an active process is 
different from its current location, a process switchover is triggered. The system changes the state of 
the original active process to standby and the state of the standby process on the new location to 
active. You can use the display placement program command to view the new location of the 
active process. 

To keep the system stable, do not perform any tasks that require process restart when you execute 
this command. 

Examples 
# Reoptimize process placement. 
<Sysname> system-view 

[Sysname] placement reoptimize 

Predicted changes to the placement 

Program                           Current location       New location 

--------------------------------------------------------------------- 

staticroute                       1/0                    1/0                     

Continue? [y/n]:y 

Re-optimization of the placement start. You will be notified on completion 

Re-optimization of the placement complete. Use 'display placement' to view the new 
placement 

This example uses only the staticroute process. 
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Preface 
This command reference describes the commands for configuring VPN instance features. 

This preface includes the following topics about the documentation: 
• Audience. 
• Conventions. 

Audience 
This documentation is intended for: 
• Network planners. 
• Field technical support and servicing engineers. 
• Network administrators. 

Conventions 
The following information describes the conventions used in the documentation. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select a minimum of one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 

GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window opens; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 



Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
 

Network topology icons 

Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch. 

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

 
Represents a security module, such as a firewall, load balancing, NetStream, SSL 
VPN, IPS, or ACG module. 

 

Examples provided in this document 
Examples in this document might use devices that differ from your device in hardware model, 
configuration, or software version. It is normal that the port numbers, sample output, screenshots, 
and other information in the examples differ from what you have on your device. 

 

TT

TT
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VPN instance commands 
description (VPN instance view) 

Use description to configure a description for a VPN instance. 

Use undo description to restore the default. 

Syntax 
description text 

undo description 

Default 
No description is configured for a VPN instance. 

Views 
VPN instance view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
text: Configures the description for the VPN instance, a case-sensitive string of 1 to 79 characters. 

Usage guidelines 
If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Set the description for VPN instance vpn1 to This is vpn1. 
<Sysname> system-view 

[Sysname] ip vpn-instance vpn1 

[Sysname-vpn-instance-vpn1] description This is vpn1 

display ip vpn-instance 
Use display ip vpn-instance to display VPN instance information. 

Syntax 
display ip vpn-instance [ instance-name vpn-instance-name ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
instance-name vpn-instance-name: Specifies a VPN instance by its name, a case-sensitive string 
of 1 to 31 characters. If you do not specify a VPN instance, this command displays brief information 
about all VPN instances. 

Examples 
# Display brief information about all VPN instances. 
<Sysname> display ip vpn-instance 

  Total VPN-Instances configured : 1 

  VPN-Instance Name               RD                     Create time 

  management                      1000000000:1           2016/10/31 

Table 1 Command output 

Field Description 

VPN-Instance Name Name of the VPN instance. 

RD Route distinguisher of the VPN instance. 

Create time Time when the VPN instance was created. 
 

ip binding vpn-instance 
Use ip binding vpn-instance to associate an interface with a VPN instance. 

Use undo ip binding vpn-instance to restore the default. 

Syntax 
ip binding vpn-instance vpn-instance-name 

undo ip binding vpn-instance 

Default 
An interface is not associated with a VPN instance and belongs to the public network. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance-name: Specifies a VPN instance by its name, a case-sensitive string of 1 to 31 
characters. 

Usage guidelines 
This command or its undo form clears the IP address and routing protocol configuration on the 
interface. You must reconfigure the IP address and routing protocol for the interface after executing 
this command. To view the configuration of an interface, execute the display this command in 
interface view. 

The specified VPN instance must have been created by using the ip vpn-instance command in 
system view. 

To associate a new VPN instance with an interface, first execute the undo ip binding vpn-instance 
command to remove the existing association. 
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Examples 
# Associate interface GigabitEthernet 1/0/1 with VPN instance vpn1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ip binding vpn-instance vpn1 

Related commands 
ip vpn-instance (system view) 

ip vpn-instance (system view) 
Use ip vpn-instance to create a VPN instance and enter its view, or enter the view of an existing 
VPN instance. 

Use undo ip vpn-instance to delete a VPN instance. 

Syntax 
ip vpn-instance vpn-instance-name 

undo ip vpn-instance vpn-instance-name 

Default 
No VPN instances exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vpn-instance-name: Specifies a name for the VPN instance, a case-sensitive string of 1 to 31 
characters. 

Examples 
# Create VPN instance vpn1 and enter its view. 
<Sysname> system-view 

[Sysname] ip vpn-instance vpn1 

[Sysname-vpn-instance-vpn1] 
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Preface 
This command reference describes the commands for configuring VXLAN instance features. 

This preface includes the following topics about the documentation: 
• Audience. 
• Conventions. 

Audience 
This documentation is intended for: 
• Network planners. 
• Field technical support and servicing engineers. 
• Network administrators. 

Conventions 
The following information describes the conventions used in the documentation. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select a minimum of one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 

GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window opens; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 



Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
 

Network topology icons 

Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch. 

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

 
Represents a security module, such as a firewall, load balancing, NetStream, SSL 
VPN, IPS, or ACG module. 

 

Examples provided in this document 
Examples in this document might use devices that differ from your device in hardware model, 
configuration, or software version. It is normal that the port numbers, sample output, screenshots, 
and other information in the examples differ from what you have on your device. 
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VXLAN commands 
Basic VXLAN commands 
ac statistics enable 

Use ac statistics enable to enable packet statistics for a Layer 3 interface that acts as an AC. 

Use undo ac statistics enable to disable packet statistics for a Layer 3 interface that acts as 
an AC. 

Syntax 
ac statistics enable 

undo ac statistics enable 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
The packet statistics feature is disabled for a Layer 3 interface that acts as an AC. 

Views 
Layer 3 aggregate interface view 

Layer 3 Ethernet interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
For this command to take effect, you must map the Layer 3 interface to a VSI. If you modify the VSI 
mapping, packet statistics of the interface are cleared. 

Examples 
# Map GigabitEthernet 1/0/1 to VSI vsia and enable packet statistics on the interface. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] xconnect vsi vsia 

[Sysname-GigabitEthernet1/0/1] ac statistics enable 

Related commands 
display l2vpn interface verbose 

reset l2vpn statistics ac 
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arp suppression enable 
Use arp suppression enable to enable ARP flood suppression. 

Use undo arp suppression enable to disable ARP flood suppression. 

Syntax 
arp suppression enable 

undo arp suppression enable 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 Yes 
 

Default 
ARP flood suppression is disabled. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
ARP flood suppression reduces ARP request broadcasts by enabling the VTEP to reply to ARP 
requests on behalf of VMs.  

This feature snoops ARP packets to populate the ARP flood suppression table with local and remote 
MAC addresses. If an ARP request has a matching entry, the VTEP replies to the request on behalf 
of the VM. If no match is found, the VTEP floods the request to both local and remote sites. 

Examples 
# Enable ARP flood suppression for VSI vsi1. 
<Sysname> system-view 

[Sysname] vsi vsi1 

[Sysname-vsi-vsi1] arp suppression enable 

Related commands 
display arp suppression vsi 

reset arp suppression vsi 

description 
Use description to configure a description for a VSI. 

Use undo description to restore the default. 

Syntax 
description text 
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undo description 

Default 
A VSI does not have a description. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
text: Specifies a description, a case-sensitive string of 1 to 80 characters. 

Examples 
# Configure a description for VSI vpn1. 
<Sysname> system-view 

[Sysname] vsi vpn1 

[Sysname-vsi-vpn1] description vsi for vpn1 

Related commands 
display l2vpn vsi 

display arp suppression vsi 
Use display arp suppression vsi to display ARP flood suppression entries. 

Syntax 
display arp suppression vsi [ name vsi-name ] [ slot slot-number ] [ count ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
name vsi-name: Specifies a VSI by its name, a case-sensitive string of 1 to 31 characters. If you 
do not specify a VSI, this command displays entries for all VSIs. 

slot slot-number: Specifies an IRF member device by its member ID. If you do not specify a 
member device, this command displays entries on the master device.  

count: Displays the number of ARP flood suppression entries that match the command. 

Examples 
# Display ARP flood suppression entries. 
<Sysname> display arp suppression vsi 

IP address      MAC address    Vsi Name                        Link ID    Aging 

1.1.1.2         000f-e201-0101 vsi1                            0x70000    14 
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1.1.1.3         000f-e201-0202 vsi1                            0x80000    18 

1.1.1.4         000f-e201-0203 vsi2                            0x90000    10 

# Display the number of ARP flood suppression entries. 
<Sysname> display arp suppression vsi count 

Total entries: 3 

Table 1 Command output 

Field Description 
Link ID Link ID that uniquely identifies an AC or a VXLAN tunnel on a VSI. 

Aging Remaining lifetime (in minutes) of the ARP flood suppression entry. When 
the timer expires, the entry is deleted. 

 

Related commands 
arp suppression enable 

reset arp suppression vsi 

display l2vpn interface 
Use display l2vpn interface to display L2VPN information for Layer 3 interfaces that are 
mapped to VSIs. 

Syntax 
display l2vpn interface [ vsi vsi-name | interface-type interface-number ] 
[ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vsi vsi-name: Specifies a VSI name, a case-sensitive string of 1 to 31 characters.  

interface-type interface-number: Specifies an interface by its type and number. 

verbose: Displays detailed information about Layer 3 interfaces. If you do not specify this keyword, 
the command displays brief information about Layer 3 interfaces. 

Usage guidelines 
If you do not specify any parameters, this command displays brief L2VPN information for all Layer 3 
interfaces that are mapped to VSIs. 

Examples 
# Display brief L2VPN information for all Layer 3 interfaces that are mapped to VSIs.  
<Sysname> display l2vpn interface  

Total number of interfaces: 2, 1 up, 1 down 
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Interface                Owner                           Link ID   State    Type 

GE1/0/1                  vxlan3                          1         Up       VSI 

GE1/0/2                  vxlan4                          2         Down     VSI 

Table 2 Command output 

Field Description 
Interface Layer 3 interface name. 

Owner VSI name. 

Link ID The interface's link ID on the VSI. 

State 
Physical state of the interface: 
• Up—The interface is physically up. 
• Down—The interface is physically down. 

Type L2VPN type of the interface. This field displays VSI for the VXLAN feature. 
 

# Display detailed L2VPN information for all Layer 3 interfaces that are mapped to VSIs.  
<Sysname> display l2vpn interface verbose 

Interface: GE1/0/1 

    Owner         : vsi1 

    Link ID       : 0 

    State         : Up 

    Type          : VSI 

    Statistics    : Enabled 

    Input Statistics: 

      Octets   :994496 

      Packets  :15539 

    Output Statistics: 

      Octets   :0 

      Packets  :0 

 

Interface: GE1/0/2 

    Owner         : vsi2 

    Link ID       : 0 

    State         : Down 

    Type          : VSI 

    Statistics    : Enabled 

    Input Statistics: 

      Octets   :0 

      Packets  :0 

    Output Statistics: 

      Octets   :0 

      Packets  :0 

Table 3 Command output 

Field Description 
Interface Layer 3 interface name. 

Owner VSI name. 
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Field Description 
Link ID The interface's link ID on the VSI. 

State 
Physical state of the interface: 
• Up—The interface is physically up. 
• Down—The interface is physically down. 

Type L2VPN type of the interface. This field displays VSI for the VXLAN feature. 

Statistics 
Packet statistics state: 
• Enabled—The packet statistics feature is enabled for the interface. 
• Disabled—The packet statistics feature is disabled for the interface. 

Input Statistics 
Incoming traffic statistics: 
• Octets—Number of incoming bytes. 
• Packets—Number of incoming packets. 

Output Statistics 
Outgoing traffic statistics: 
• Octets—Number of outgoing bytes. 
• Packets—Number of outgoing packets. 

 

display l2vpn mac-address 
Use display l2vpn mac-address to display MAC address entries for VSIs. 

Syntax 
display l2vpn mac-address [ vsi vsi-name ] [ dynamic ] [ count ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vsi vsi-name: Specifies a VSI name, a case-sensitive string of 1 to 31 characters. If you do not 
specify a VSI, this command displays MAC address entries for all VSIs. 

dynamic: Specifies dynamic MAC address entries learned in the data plane. If you do not specify 
this keyword, the command displays all MAC address entries, including: 
• Dynamic remote- and local-MAC entries. 
• Manually added static remote-MAC entries. 

VXLAN does not support static local-MAC entries. 

count: Displays the number of MAC address entries. If you do not specify this keyword, the 
command displays detailed information about MAC address entries. 

Examples 
# Display MAC address entries for all VSIs. 
<Sysname> display l2vpn mac-address 

MAC Address      State    VSI Name                        Link ID/Name  Aging 



 

7 

0000-0000-000b   Static   vpn1                            Tunnel10      NotAging 

0000-0000-000c   Dynamic  vpn1                            Tunnel60      Aging 

0000-0000-000d   Dynamic  vpn1                            Tunnel99      Aging 

--- 3 mac address(es) found  --- 

# Display the total number of MAC address entries in all VSIs. 
<Sysname> display l2vpn mac-address count 

3 mac address(es) found 

Table 4 Command output 

Field Description 

State 
Entry state: 
• Dynamic—Local- or remote-MAC entry dynamically learned in the data plane. 
• Static—Static remote-MAC entry. 

Link ID/Name 
For a local MAC address, this field displays the AC's link ID on the VSI.  
For a remote MAC address, this field displays the tunnel interface name. 

Aging 
Entry aging state: 
• Aging. 
• NotAging. 

 

Related commands 
reset l2vpn mac-address 

display l2vpn service-instance 
Use display l2vpn service-instance to display information about Ethernet service 
instances. 

Syntax 
display l2vpn service-instance [ interface interface-type 
interface-number [ service-instance instance-id ] ] [ verbose ] 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
interface interface-type interface-number: Specifies a Layer 2 Ethernet interface or 
Layer 2 aggregate interface by its interface type and number. If you do not specify an interface, this 
command displays Ethernet service instance information for all Layer 2 Ethernet interfaces and 
Layer 2 aggregate interfaces. 

service-instance instance-id: Specifies an Ethernet service instance by its ID in the range 
of 1 to 4096. If you do not specify an Ethernet service instance, this command displays information 
about all Ethernet service instances on the specified Layer 2 Ethernet interface or Layer 2 aggregate 
interface. 

verbose: Displays detailed information about Ethernet service instances. If you do not specify this 
keyword, the command displays brief information about Ethernet service instances. 

Examples 
# Display brief information about all Ethernet service instances. 
<Sysname> display l2vpn service-instance 

Total number of service-instances: 4, 4 up, 0 down 

Total number of ACs: 2, 2 up, 0 down 

 

Interface                SrvID Owner                           LinkID State Type 

GE1/0/1                  3     vsi12                           1      Up    VSI 

GE1/0/1                  4     vsi13                           1      Up    VSI 

Table 5 Command output 

Field Description 

Total number of ACs Total number of attachment circuits (ACs) and the number of ACs in each state 
(up or down). 

Interface Name of a Layer 2 Ethernet interface or Layer 2 aggregate interface. 

SrvID  Ethernet service instance ID. 

Owner VSI name. This field is empty if an Ethernet service instance is not mapped to 
any VSI. 

LinkID Ethernet service instance's link ID on the VSI. 

State 
Ethernet service instance state: 
• Up. 
• Down. 

Type 
L2VPN type of the Ethernet service instance: 
• VSI. 
• VPWS. 

 

# Display detailed information about all Ethernet service instances on GigabitEthernet 1/0/1. 
<Sysname> display l2vpn service-instance interface gigabitethernet 1/0/1 verbose 

Interface: GE1/0/1 

  Service Instance: 1 

    Encapsulation : s-vid 16 

    VSI Name      : vsi10 

    Link ID       : 1 

    State         : Up 

    Statistics    : Enabled 

    Input Statistics: 
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      Octets   :0 

      Packets  :0 

    Output Statistics: 

      Octets   :0 

      Packets  :0 

Table 6 Command output 

Field Description 
Interface Name of a Layer 2 Ethernet interface or Layer 2 aggregate interface. 

Service Instance Ethernet service instance ID. 

Encapsulation Frame match criterion of the Ethernet service instance. If the Ethernet service 
instance does not contain a match criterion, the command does not display this field. 

Link ID Ethernet service instance's link ID on the VSI. 

State 
Ethernet service instance state: 
• Up. 
• Down. 

Statistics 

Packet statistics state: 
• Enabled—The packet statistics feature is enabled for the Ethernet service 

instance. 
• Disabled—The packet statistics feature is disabled for the Ethernet service 

instance. 

Input Statistics 
Incoming traffic statistics: 
• Octets—Number of incoming bytes. 
• Packets—Number of incoming packets. 

Output Statistics 
Outgoing traffic statistics: 
• Octets—Number of outgoing bytes. 
• Packets—Number of outgoing packets. 

 

Related commands 
service-instance 

display l2vpn vsi 
Use display l2vpn vsi to display information about VSIs. 

Syntax 
display l2vpn vsi [ name vsi-name ] [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 
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Parameters 
name vsi-name: Specifies a VSI by its name, a case-sensitive string of 1 to 31 characters. If you 
do not specify a VSI, this command displays information about all VSIs. 

verbose: Displays detailed information about VSIs. If you do not specify this keyword, the 
command displays brief information about VSIs. 

Examples 
# Display brief information about all VSIs. 
<Sysname> display l2vpn vsi 

Total number of VSIs: 1, 1 up, 0 down, 0 admin down 

 

VSI Name                        VSI Index       MTU    State 

vpna                            0               1500   Up 

Table 7 Command output 

Field Description 
MTU MTU on the VSI.  

State 

VSI state: 
• Up—The VSI is up. 
• Down—The VSI is down. 
• Admin down—The VSI has been manually shut down by using the 

shutdown command. 
 

# Display detailed information about all VSIs.  
<Sysname> display l2vpn vsi verbose 

VSI Name: vpna 

  VSI Index               : 0 

  VSI State               : Up 

  MTU                     : 1500 

  Bandwidth               : - 

  Broadcast Restrain      : - 

  Multicast Restrain      : - 

  Unknown Unicast Restrain: - 

  MAC Learning            : Enabled 

  MAC Table Limit         : - 

  MAC Learning rate       : - 

  Drop Unknown            : Disabled 

  PW Redundancy           : Slave 

  Flooding                : Enabled 

  Service Class           : - 

  Gateway Interface       : VSI-interface 100 

  VXLAN ID                : 10 

  Tunnel Statistics       : Disabled 

  Tunnels: 

    Tunnel Name          Link ID    State  Type      Flood Proxy  Split horizon 

    Tunnel1              0x5000001  Up     Manual    Disabled     Enabled 

    Tunnel2              0x5000002  Up     Manual    Disabled     Enabled 

  ACs: 

    AC                               Link ID    State 
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    GE1/0/1                          0          Up 

Table 8 Command output 

Field Description 

VSI Description Description of the VSI. If the VSI does not have a description, the command does 
not display this field. 

VSI State 

VSI state: 
• Up—The VSI is up. 
• Down—The VSI is down. 
• Administratively down—The VSI has been manually shut down by using 

the shutdown command. 

MTU MTU on the VSI.  

Bandwidth Maximum bandwidth (in kbps) for known unicast traffic on the VSI. This field 
displays a hyphen (-) if it is not available in the current software version. 

Broadcast Restrain Broadcast restraint bandwidth (in kbps). This field displays a hyphen (-) if it is not 
available in the current software version. 

Multicast Restrain Multicast restraint bandwidth (in kbps). This field displays a hyphen (-) if it is not 
available in the current software version. 

Unknown Unicast 
Restrain 

Unknown unicast restraint bandwidth (in kbps). This field displays a hyphen (-) if it 
is not available in the current software version. 

MAC Learning State of the MAC learning feature.  

MAC Table Limit Maximum number of MAC address entries on the VSI. This field displays a 
hyphen (-) if it is not available in the current software version. 

MAC Learning Rate MAC address entry learning rate of the VSI. 

Drop Unknown Action on source MAC-unknown frames received after the maximum number of 
MAC entries is reached. 

Service Class Service class value of outgoing VXLAN packets. 

Gateway Interface VSI interface name. 

Tunnel Statistics 

Packet statistics state: 
• Enabled—The packet statistics feature is enabled for the VXLAN tunnels of 

the VSI. 
• Disabled—The packet statistics feature is disabled for the VXLAN tunnels 

of the VSI. 

State 

Tunnel state: 
• Up—The tunnel is operating correctly. 
• Blocked—The tunnel is a backup proxy tunnel. Its tunnel interface is up, but 

the tunnel is blocked because the primary proxy tunnel is operating 
correctly.  

• Defect—The tunnel interface is up, but BFD cannot detect the remote 
VTEP. This state is not supported in the current software version. 

• Down—The tunnel interface is down. 

Type Tunnel assignment method. Manual indicates that the tunnel was manually 
assigned to the VXLAN. 

Flood Proxy 

Flood proxy state: 
• Enabled—Flood proxy is enabled. The VTEP sends broadcast, multicast, 

and unknown unicast traffic to a flood proxy server through the tunnel. The 
flood proxy server replicates and forwards flood traffic to remote VTEPs. 

• Disabled—Flood proxy is disabled.  
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Field Description 

Split horizon 

State of split horizon: 
• Enabled—Split horizon is enabled on the VXLAN tunnel. The VXLAN tunnel 

does not forward the traffic that is received on other VXLAN tunnels. 
• Disabled—Split horizon is disabled on the VXLAN tunnel. The VXLAN 

tunnel forwards the traffic that is received on other VXLAN tunnels. 

ACs ACs that are bound to the VSI. 

Link ID AC's link ID on the VSI. 

State 
AC state: 
• Up. 
• Down. 

 

display vxlan tunnel 
Use display vxlan tunnel to display VXLAN tunnel information for VXLANs. 

Syntax 
display vxlan tunnel [ vxlan-id vxlan-id [ tunnel tunnel-number ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vxlan-id: Specifies a VXLAN ID in the range of 0 to 16777215. If you do not specify a VXLAN, this 
command displays VXLAN tunnel information for all VXLANs. 

tunnel tunnel-number: Specifies a VXLAN tunnel. The tunnel-number argument 
represents the tunnel interface number. The value range for the tunnel-number argument is 0 to 
1023. If you do not specify a VXLAN tunnel, this command displays information about all VXLAN 
tunnels associated with the specified VXLAN. 

 

Examples 
# Display VXLAN tunnel information for all VXLANs. 
<Sysname> display vxlan tunnel 

Total number of VXLANs: 1 

 

VXLAN ID: 10, VSI name: vpna, Total tunnels: 3 (3 up, 0 down, 0 defect, 0 blocked) 

Tunnel name          Link ID    State  Type         Flood proxy  Split horizon 

Tunnel1              0x5000001  Up     Manual       Disabled     Enabled 

Tunnel2              0x5000002  Up     Manual       Disabled     Enabled 

# Display VXLAN tunnel information for VXLAN 10. 
<Sysname> display vxlan tunnel vxlan-id 10 

VXLAN ID: 10, VSI name: vpna, Total tunnels: 3 (3 up, 0 down, 0 defect, 0 blocked) 

Tunnel name          Link ID    State  Type         Flood proxy  Split horizon 
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Tunnel1              0x5000001  Up     Manual       Disabled     Enabled 

Tunnel2              0x5000002  Up     Manual       Disabled     Enabled 

# Display information about VXLAN tunnel 0 for VXLAN 10. 
<Sysname> display vxlan tunnel vxlan-id 10 tunnel 0 

Interface: Tunnel0 

  Link ID    : 0x5000000 

  State      : Up 

  Type       : Auto 

  Flood Proxy: Disabled 

  Statistics : Enabled 

    Input statistics: 

      Octets : 994496 

      Packets: 15539 

    Output statistics: 

      Octets : 0 

      Packets: 0 

Table 9 Command output 

Field Description 
Link ID Tunnel's link ID in the VXLAN. 

State 

Tunnel state: 
• Up—The tunnel is operating correctly. 
• Blocked—The tunnel is a backup proxy tunnel. Its tunnel interface is up, but the 

tunnel is blocked because the primary proxy tunnel is operating correctly.  
• Defect—The tunnel interface is up, but BFD cannot detect the remote VTEP. 

This state is not supported in the current software version. 
• Down—The tunnel interface is down. 

Type Tunnel assignment method. Manual indicates that tunnel was manually assigned to 
the VXLAN. 

Flood proxy 

Flood proxy state: 
• Enabled—Flood proxy is enabled. The VTEP sends broadcast, multicast, and 

unknown unicast traffic to a flood proxy server through the tunnel. The flood 
proxy server replicates and forwards flood traffic to remote VTEPs. 

• Disabled—Flood proxy is disabled.  

Split horizon 

State of split horizon: 
• Enabled—Split horizon is enabled on the VXLAN tunnel. The VXLAN tunnel 

does not forward the traffic that is received on other VXLAN tunnels. 
• Disabled—Split horizon is disabled on the VXLAN tunnel. The VXLAN tunnel 

forwards the traffic that is received on other VXLAN tunnels. 

Statistics 
Packet statistics state: 
• Enabled—The packet statistics feature is enabled for the VXLAN tunnel. 
• Disabled—The packet statistics feature is disabled for the VXLAN tunnel. 

Input statistics 
Incoming traffic statistics: 
• Octets—Number of incoming bytes. 
• Packets—Number of incoming packets. 

Output statistics 
Outgoing traffic statistics: 
• Octets—Number of outgoing bytes. 
• Packets—Number of outgoing packets. 
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Related commands 
tunnel 

vxlan 

encapsulation 
Use encapsulation to configure a frame match criterion for an Ethernet service instance. 

Use undo encapsulation to restore the default. 

Syntax 
encapsulation s-vid vlan-id-list [ only-tagged ] 

encapsulation s-vid vlan-id c-vid { vlan-id-list | all } 

encapsulation c-vid vlan-id-list 

encapsulation { default | tagged | untagged } 

undo encapsulation 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
An Ethernet service instance does not contain a frame match criterion. 

Views 
Ethernet service instance view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
s-vid: Matches frames that are tagged with the specified outer 802.1Q VLAN IDs. 

c-vid: Matches frames that are tagged with the specified inner 802.1Q VLAN IDs. 

vlan-id: Specifies an 802.1Q VLAN ID in the range of 1 to 4094. 

vlan-id-list: Specifies a space-separated list of up to eight VLAN items. Each item specifies a 
VLAN ID or a range of VLAN IDs in the format of vlan-id1 to vlan-id2. The value range for 
VLAN IDs is 1 to 4094.  

only-tagged: Matches tagged frames. If the outer 802.1Q VLAN is not the PVID, the matching 
result does not differ, whether or not you specify the only-tagged keyword. If the outer 802.1Q 
VLAN is the PVID, the matching result depends on whether or not the only-tagged keyword is 
specified. 
• To match only PVID-tagged frames, specify the only-tagged keyword. 

• To match both untagged frames and PVID-tagged frames, do not specify the only-tagged 
keyword. 
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all: Specifies all 802.1Q VLAN IDs.  

default: Matches frames that do not match any other Ethernet service instance on the interface. 
On an interface, you can configure this criterion only in one Ethernet service instance. The Ethernet 
service instance matches any frames if it is the only instance on the interface. 

tagged: Matches any frames that have an 802.1Q VLAN tag.  

untagged: Matches any frames that do not have an 802.1Q VLAN tag.  

Usage guidelines 
An Ethernet service instance can contain only one match criterion. To change the match criterion, 
first execute the undo encapsulation command to remove the original criterion. When you 
remove the match criterion in an Ethernet service instance, the mapping between the service 
instance and the VSI is removed automatically. 

Examples 
# Configure Ethernet service instance 1 on GigabitEthernet 1/0/1 to match frames that have an outer 
802.1Q VLAN ID of 111. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] service-instance 1 

[Sysname-GigabitEthernet1/0/1-srv1] encapsulation s-vid 111 

Related commands 
display l2vpn service-instance 

flooding disable 
Use flooding disable to disable flooding for a VSI. 

Use undo flooding disable to enable flooding for a VSI. 

Syntax 
flooding disable 

undo flooding disable 

Default 
Flooding is enabled for a VSI. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
By default, the device floods unknown unicast frames received from the local site to the following 
interfaces in the frame's VXLAN: 
• All site-facing interfaces except for the incoming interface. 
• All VXLAN tunnel interfaces. 

To confine unknown unicast traffic to the site-facing interfaces, use this command to disable flooding 
for the VSI bound to the VXLAN. The VSI will not flood unknown unicast frames to VXLAN tunnel 
interfaces. 
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Examples 
# Disable flooding for VSI vsi1. 
<Sysname> system-view 

[Sysname] vsi vsi1 

[Sysname-vsi-vsi1] flooding disable 

l2vpn enable 
Use l2vpn enable to enable L2VPN. 

Use undo l2vpn enable to disable L2VPN. 

Syntax 
l2vpn enable 

undo l2vpn enable 

Default 
L2VPN is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
You must enable L2VPN before you can configure L2VPN settings. 

Examples 
# Enable L2VPN. 
<Sysname> system-view 

[Sysname] l2vpn enable 

l2vpn rewrite inbound tag 
Use l2vpn rewrite inbound tag to configure the VLAN tag processing rule for incoming traffic.  

Use undo l2vpn rewrite inbound to restore the default. 

Syntax 
l2vpn rewrite inbound tag { nest { c-vid vlan-id | s-vid vlan-id [ c-vid 
vlan-id ] } | remark 1-to-2 s-vid vlan-id c-vid vlan-id } [ symmetric ] 

undo l2vpn rewrite inbound 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command 
compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
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Default 
VLAN tags of incoming traffic are not processed. 

Views 
Layer 3 aggregate interface view 

Layer 3 Ethernet interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
nest: Adds VLAN tags. 

c-vid: Specifies an inner VLAN tag. 

s-vid: Specifies an outer VLAN tag. 

vlan-id: Specifies a VLAN ID in the range of 1 to 4094. 

remark: Maps VLAN tags. 

1-to-2: Performs one-to-two mapping to replace the VLAN tag of single tagged packets with the 
specified outer and inner VLAN tags. 

symmetric: Applies the reverse VLAN tag processing rule to outgoing traffic. If you do not specify 
this keyword, VLAN tags of outgoing traffic are not processed. 

Usage guidelines 
To modify the VLAN tag processing rule for incoming traffic, first execute the undo l2vpn 
rewrite inbound command to remove the existing rule, and then execute the l2vpn rewrite 
inbound command. 

When you use this command, follow these restrictions:  
• The l2vpn rewrite inbound tag nest s-vid vlan-id c-vid vlan-id command 

takes effect only on untagged packets. 
• The l2vpn rewrite inbound tag remark 1-to-2 command takes effect only on single 

tagged packets. 

Examples 
# Configure Layer 3 Ethernet interface GigabitEthernet 1/0/1 to add outer VLAN tag 100 to incoming 
frames and remove outer VLAN tag 100 from outgoing frames. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] l2vpn rewrite inbound tag nest s-vid 100 symmetric 

l2vpn statistics interval 
Use l2vpn statistics interval to set the VXLAN statistics collection interval. 

Use undo l2vpn statistics interval to restore the default. 

Syntax 
l2vpn statistics interval interval 

undo l2vpn statistics interval 
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The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
The VXLAN statistics collection interval is 15 minutes. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interval: Specifies an interval value in the range of 30 to 65535 seconds. 

Examples 
# Set the VXLAN statistics collection interval to 30 seconds. 
<Sysname> system-view 

[Sysname] l2vpn statistics interval 30 

mac-address static vsi 
Use mac-address static vsi to add a static remote-MAC address entry for a VXLAN VSI. 

Use undo mac-address static vsi to remove static remote-MAC address entries for a VXLAN 
VSI. 

Syntax 
mac-address static mac-address interface tunnel tunnel-number vsi 
vsi-name 

undo mac-address static [ mac-address ] [ interface tunnel tunnel-number ] 
vsi vsi-name 

Default 
VXLAN VSIs do not have static remote-MAC address entries. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
mac-address: Specifies a MAC address in H-H-H format. Do not specify a multicast MAC address 
or an all-zeros MAC address. You can omit the consecutive zeros at the beginning of each segment. 
For example, you can enter f-e2-1 for 000f-00e2-0001. 
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interface tunnel tunnel-number: Specifies a VXLAN tunnel interface by its tunnel interface 
number. The value range for the tunnel-number argument is 0 to 1023. 

 

vsi vsi-name: Specifies a VSI name, a case-sensitive string of 1 to 31 characters. 

Usage guidelines 
A remote MAC address is the MAC address of a VM in a remote site. Remote MAC entries can be 
manually added or dynamically learned. 

When you add a remote MAC address entry, make sure the specified VSI's VXLAN has been 
assigned the specified VXLAN tunnel. 

The undo mac-address static vsi vsi-name command removes all static MAC address 
entries for a VSI. 

Examples 
# Add MAC address 000f-e201-0101 to VSI vsi1. Specify Tunnel-interface 1 as the outgoing 
interface. 
<Sysname> system-view 

[Sysname] mac-address static 000f-e201-0101 interface tunnel 1 vsi vsi1 

Related commands 
vxlan tunnel mac-learning disable 

mtu 
Use mtu to set the MTU for a VSI. 

Use undo mtu to restore the default. 

Syntax 
mtu size 

undo mtu 

Default 
The default MTU of a VSI is 1500 bytes.  

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
size: Specifies an MTU value. The value range for this argument is 300 to 65535. 

Usage guidelines 
The MTU set by using this command limits the maximum length of the packets that a VSI receives 
from ACs and forwards through VXLAN tunnels. The MTU does not limit the maximum length of 
other packets in the VXLAN VSI. 

Fragmentation is disabled for a VSI that uses the default MTU. If you set a MTU for a VSI, the 
packets longer than the MTU are fragmented. 

Examples 
# Set the MTU to 1400 bytes for VSI vxlan1. 
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<Sysname> system-view 

[Sysname] vsi vxlan1 

[Sysname-vsi-vxlan1] mtu 1400 

Related commands 
display l2vpn vsi 

reserved vxlan 
Use reserved vxlan to specify a reserved VXLAN. 

Use undo reserved vxlan to restore the default. 

Syntax 
reserved vxlan vxlan-id 

undo reserved vxlan 

Default 
No VXLAN has been reserved. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vxlan-id: Specifies a VXLAN ID in the range of 0 to 16777215. 

Usage guidelines 
You can specify only one reserved VXLAN on the VTEP. The reserved VXLAN cannot be the VXLAN 
created on any VSI. 

Examples 
# Specify VXLAN 10000 as the reserved VXLAN. 
<Sysname> system-view 

[Sysname] reserved vxlan 10000 

reset arp suppression vsi 
Use reset arp suppression vsi to clear ARP flood suppression entries on VSIs. 

Syntax 
reset arp suppression vsi [ name vsi-name ] 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 
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Parameters 
name vsi-name: Specifies a VSI by its name, a case-sensitive string of 1 to 31 characters. If you 
do not specify a VSI, this command clears ARP flood suppression entries on all VSIs. 

Examples 
# Clear ARP flood suppression entries on all VSIs. 
<Sysname> reset arp suppression vsi 

This command will delete all entries. Continue? [Y/N]:y 

Related commands 
arp suppression enable 

display arp suppression vsi 

reset l2vpn mac-address 
Use reset l2vpn mac-address to clear dynamic MAC address entries on VSIs. 

Syntax 
reset l2vpn mac-address [ vsi vsi-name ] 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vsi vsi-name: Specifies a VSI by its name, a case-sensitive string of 1 to 31 characters. If you do 
not specify a VSI, this command clears all dynamic MAC address entries on all VSIs. 

Usage guidelines 
Use this command when the number of dynamic MAC address entries reaches the limit or the device 
learns incorrect MAC addresses. 

Examples 
# Clear the dynamic MAC address entries on VSI vpn1. 
<Sysname> reset l2vpn mac-address vsi vpn1 

Related commands 
display l2vpn mac-address vsi 

reset l2vpn statistics ac 
Use reset l2vpn statistics ac to clear packet statistics on ACs. 

Syntax 
reset l2vpn statistics ac [ interface interface-type interface-number 
[ service-instance instance-id ] ] 

The following compatibility matrixes show the support of hardware platforms for this command: 
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Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
interface interface-type interface-number: Specifies an interface by its type and 
number.  

service-instance instance-id: Specifies an Ethernet service instance ID in the range of 1 
to 4096. You must specify this option if the interface interface-type interface-number 
option specifies a Layer 2 interface. You cannot specify this option if the interface 
interface-type interface-number option specifies a Layer 3 interface. 

Usage guidelines 
If you do not specify any parameters, this command clears packet statistics on all ACs. 

Examples 
# Clear packet statistics for Layer 3 interface GigabitEthernet 1/0/1.  
<Sysname> reset l2vpn statistics ac interface gigabitethernet 1/0/1 

Related commands 
ac statistics enable 

display l2vpn interface 

display l2vpn service-instance verbose 

statistics enable (Ethernet service instance view) 

reset l2vpn statistics tunnel 
Use reset l2vpn statistics tunnel to clear packet statistics on VXLAN tunnel interfaces. 

Syntax 
reset l2vpn statistics tunnel [ vsi vsi-name ] 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
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Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vsi vsi-name: Specifies a VSI by its name, a case-sensitive string of 1 to 31 characters. If you do 
not specify a VSI, this command clears packet statistics on VXLAN tunnel interfaces of all VSIs.  

Examples 
# Clear packet statistics on VXLAN tunnel interfaces of all VSIs. 
<Sysname> reset l2vpn statistics tunnel 

Related commands 
tunnel statistics enable 

reset l2vpn statistics vsi 
Use reset l2vpn statistics vsi to clear packet statistics on VSIs. 

Syntax 
reset l2vpn statistics vsi [ name vsi-name ] 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
name vsi-name: Specifies a VSI by its name, a case-sensitive string of 1 to 31 characters. If you 
do not specify a VSI, this command clears packet statistics on all VSIs. 

Examples 
# Clear packet statistics on all VSIs. 
<Sysname> reset l2vpn statistics vsi 

Related commands 
statistics enable (VSI view) 
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selective-flooding mac-address 
Use selective-flooding mac-address to enable selective flood for a MAC address. 

Use undo selective-flooding mac-address to disable selective flood for a MAC address. 

Syntax 
selective-flooding mac-address mac-address 

undo selective-flooding mac-address mac-address 

Default 
Selective flood is disabled for all MAC addresses. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
mac-address: Specifies a MAC address. The MAC address cannot be all Fs. 

Usage guidelines 
This command excludes a remote MAC address from the flood suppression done by using the 
flooding disable command. The VTEP will flood the frames destined for the specified MAC 
address to remote sites when unknown-unicast floods are confined to the local site. 

Examples 
# Enable selective flood for 000f-e201-0101 on VSI vsi1. 
<Sysname> system-view 

[Sysname] vsi vsi1 

[Sysname-vsi-vsi1] selective-flooding mac-address 000f-e201-0101 

Related commands 
flooding disable 

service-class 
Use service-class to set a service class value for outgoing VXLAN packets. 

Use undo service-class to restore the default. 

Syntax 
service-class service-class-value 

undo service-class 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 
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NFNX3-HDB680, NFNX3-HDB1080 No 
  

Default 
No service class value is set for outgoing VXLAN packets. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
service-class-value: Specifies a service class value. The value range for this argument is 0 
to 15. 

Usage guidelines 
Class Based Tunnel Selection (CBTS) compares the service class value of VXLAN packets with the 
service class values of MPLS TE tunnels. CBTS uses the following rules to select a tunnel to forward 
the traffic: 
• If the packets match only one MPLS TE tunnel, CBTS uses this tunnel. 
• If the packets match multiple MPLS TE tunnels, CBTS randomly selects one tunnel from them. 
• If the packets do not match any MPLS TE tunnel, CBTS selects the MPLS TE tunnel that meets 

the following requirements: 
 Its service class value is smaller than the service class value of the traffic. 
 Its service class value is the nearest to the service class value of the traffic. 
If multiple qualified tunnels exist, CBTS randomly selects one of them to forward the packets. If 
an MPLS TE tunnel is not configured with a service class value, this tunnel has the smallest 
service class value. 

The service class value is used only when MPLS TE tunnels are used to forward the VXLAN packets. 
This value is meaningless if any other tunnel is used to forward the VXLAN packets. 

To set the service class value for an MPLS TE tunnel, use the mpls te service-class 
command. For more information about this command, see MPLS TE commands in MPLS Command 
Reference. 

If you execute the service-class command multiple times for a VSI, the most recent 
configuration takes effect. 

Examples 
# Set the service class value to 2 for outgoing VXLAN packets. 
<Sysname> system-view 

[Sysname] vsi vpna 

[Sysname-vsi-vpna] service-class 2  

Related commands 
display l2vpn vsi 

service-instance 
Use service-instance to create an Ethernet service instance and enter its view, or enter the 
view of an existing Ethernet service instance. 
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Use undo service-instance to delete an Ethernet service instance. 

Syntax 
service-instance instance-id 

undo service-instance instance-id 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
No Ethernet service instances exist. 

Views 
Layer 2 aggregate interface view 

Layer 2 Ethernet interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
instance-id: Specifies an Ethernet service instance ID in the range of 1 to 4096. 

Examples 
# On Layer 2 Ethernet interface GigabitEthernet 1/0/1, create Ethernet service instance 1 and enter 
Ethernet service instance view. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] service-instance 1 

[Sysname-GigabitEthernet1/0/1-srv1] 

Related commands 
display l2vpn service-instance 

shutdown 
Use shutdown to shut down a VSI. 

Use undo shutdown to bring up a VSI. 

Syntax 
shutdown 

undo shutdown 

Default 
VSIs are not manually shut down. 
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Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
Use this command to temporarily disable a VSI to provide Layer 2 switching services. The shutdown 
action does not change settings on the VSI. You can continue to configure the VSI. After you bring up 
the VSI again, the VSI provides services based on the latest settings. 

Examples 
# Shut down VSI vpn1. 
<Sysname> system-view 

[Sysname] vsi vpn1 

[Sysname-vsi-vpn1] shutdown 

Related commands 
display l2vpn vsi 

statistics enable (Ethernet service instance view) 
Use statistics enable to enable packet statistics for an Ethernet service instance. 

Use undo statistics enable to disable packet statistics for an Ethernet service instance. 

Syntax 
statistics enable 

undo statistics enable 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
The packet statistics feature is disabled for an Ethernet service instance. 

Views 
Ethernet service instance view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
For this command to take effect, you must configure a frame match criterion for the Ethernet service 
instance and map it to a VSI. If you modify the frame match criterion or VSI mapping, packet 
statistics of the instance is cleared. 
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Examples 
# Enable packet statistics for Ethernet service instance 200 on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] service-instance 200 

[Sysname-GigabitEthernet1/0/1-srv200] statistics enable 

Related command 
display l2vpn service-instance verbose 

reset l2vpn statistics ac 

statistics enable (VSI view) 
Use statistics enable to enable packet statistics for a VSI. 

Use undo statistics enable to disable packet statistics for a VSI. 

Syntax 
statistics enable 

undo statistics enable 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
The packet statistics feature is disabled for a VSI. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable packet statistics for VSI vsi1. 
<Sysname> system-view 

[Sysname] vsi vsi1 

[Sysname-vsi-vsi1] statistics enable 

Related commands 
display l2vpn vsi verbose 

reset l2vpn statistics vsi 
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tunnel 
Use tunnel to assign a VXLAN tunnel to a VXLAN.  

Use undo tunnel to remove a VXLAN tunnel from a VXLAN. 

Syntax 
tunnel tunnel-number  

undo tunnel tunnel-number  

Default 
A VXLAN does not contain VXLAN tunnels. 

Views 
VXLAN view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
tunnel-number: Specifies a tunnel interface number. The value range for this argument is 0 to 
1023. The tunnel must be a VXLAN tunnel. 

 
 

remote-vni vxlan-id: Specifies a remote VXLAN ID. The value range for the vxlan-id 
argument varies by device model. You can specify this option only for a VXLAN-DCI tunnel. 

Usage guidelines 
This command assigns a VXLAN tunnel to a VXLAN to provide Layer 2 connectivity for the VXLAN 
between two sites. In unicast mode, the system floods unknown unicast, multicast, and broadcast 
traffic to each tunnel in the VXLAN. 

You can assign multiple VXLAN tunnels to a VXLAN, and configure a VXLAN tunnel to trunk multiple 
VXLANs.  

Examples 
# Assign VXLAN tunnels 1 and 2 to VXLAN 10000. 
<Sysname> system-view 

[Sysname] vsi vpna 

[Sysname-vsi-vpna] vxlan 10000 

[Sysname-vsi-vpna-vxlan-10000] tunnel 1 

[Sysname-vsi-vpna-vxlan-10000] tunnel 2 

Related commands 
display vxlan tunnel 

tunnel bfd enable 
Use tunnel bfd enable to enable BFD on a VXLAN tunnel interface. 

Use undo tunnel bfd enable to disable BFD on a VXLAN tunnel interface. 

Syntax 
tunnel bfd enable destination-mac mac-address 

undo tunnel bfd enable 
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The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
BFD is disabled on a VXLAN tunnel interface. 

Views 
VXLAN tunnel interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
destination-mac mac-address: Specifies a destination MAC address in H-H-H format for 
BFD control packets. The MAC address can be a remote VTEP address or a multicast address. You 
can omit the consecutive zeros at the beginning of each segment. For example, you can enter f-e2-1 
for 000f-00e2-0001. 

Usage guidelines 
Enable BFD on both ends of a VXLAN tunnel for quick link connectivity detection. The VTEPs 
periodically send BFD single-hop control packets to each other through the VXLAN tunnel. A VTEP 
sets the tunnel state to Defect if it has not received control packets from the remote end for 5 
seconds. In this situation, the tunnel interface state is still Up. The tunnel state will change from 
Defect to Up if the VTEP can receive BFD control packets again. 

Examples 
# Enable BFD on VXLAN tunnel interface Tunnel 9, and specify 1-1-1 as the destination MAC 
address for BFD control packets. 
<Sysname> system-view 

[Sysname] interface tunnel 9 mode vxlan 

[Sysname-Tunnel9] tunnel bfd enable destination-mac 1-1-1 

tunnel statistics enable 
Use tunnel statistics enable to enable packet statistics for all VXLAN tunnels associated 
with a VSI. 

Use undo tunnel statistics enable to disable packet statistics for all VXLAN tunnels 
associated with a VSI.  

Syntax 
tunnel statistics enable 

undo tunnel statistics enable 

The following compatibility matrixes show the support of hardware platforms for this command: 
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Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
The packet statistics feature is disabled for the VXLAN tunnels associated with a VSI. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command enables packet statistics only for VXLAN tunnels. It does not take effect on 
VXLAN-DCI tunnels. 

Examples 
# Enable packet statistics for all VXLAN tunnels associated with VSI vpna.  
<Sysname> system-view 

[Sysname] vsi vpna 

[Sysname-vsi-vpna] tunnel statistics enable 

Related commands 
display vxlan tunnel 

vsi 
Use vsi to create a VSI and enter its view, or enter the view of an existing VSI. 

Use undo vsi to delete a VSI. 

Syntax 
vsi vsi-name 

undo vsi vsi-name 

Default 
No VSIs exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vsi-name: Specifies a VSI name, a case-sensitive string of 1 to 31 characters. 
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Usage guidelines 
A VSI acts as a virtual switch to provide Layer 2 switching services for a VXLAN on a VTEP. A VSI 
has all functions of a physical Ethernet switch, including source MAC address learning, MAC 
address aging, and flooding.  

A VSI can provide services only for one VXLAN. 

Examples 
# Create VSI vxlan10 and enter VSI view. 
<Sysname> system-view 

[Sysname] vsi vxlan10 

[Sysname-vsi-vxlan10]  

Related commands 
display l2vpn vsi 

vxlan 
Use vxlan to create a VXLAN and enter its view, or enter the view of an existing VXLAN. 

Use undo vxlan to restore the default. 

Syntax 
vxlan vxlan-id 

undo vxlan 

Default 
No VXLANs exist. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vxlan-id: Specifies a VXLAN ID in the range of 0 to 16777215. 

Usage guidelines 
You can create only one VXLAN for a VSI. The VXLAN ID for each VSI must be unique. 

Examples 
# Create VXLAN 10000 for VSI vpna and enter VXLAN view. 
<Sysname> system-view 

[Sysname] vsi vpna 

[Sysname-vsi-vpna] vxlan 10000 

[Sysname-vsi-vpna-vxlan-10000] 

Related commands 
vsi 
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vxlan fast-forwarding enable 
Use vxlan fast-forwarding enable to enable VXLAN fast forwarding. 

Use undo vxlan fast-forwarding enable to disable VXLAN fast forwarding. 

Syntax 
vxlan fast-forwarding enable 

undo vxlan fast-forwarding enable 

Default 
VXLAN fast forwarding is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
VXLAN fast forwarding enables the device to bypass QoS and security services when the device 
forwards data traffic over VXLAN tunnels based on the software. As a best practice, enable this 
feature to improve forwarding speed only when QoS and security services are not configured on the 
following interfaces: 
• VSI interfaces. 
• Traffic outgoing interfaces for VXLAN tunnels. 

When VXLAN fast forwarding is enabled, a VXLAN tunnel cannot use ECMP routes to load share 
traffic. Instead, it selects one route from the ECMP routes to forward VXLAN packets. 

Examples 
# Enable VXLAN fast forwarding. 
<Sysname> system 

[Sysname] vxlan fast-forwarding enable 

vxlan invalid-udp-checksum discard 
Use vxlan invalid-udp-checksum discard to enable the device to drop the VXLAN 
packets that fail UDP checksum check. 

Use undo vxlan invalid-udp-checksum discard to restore the default. 

Syntax 
vxlan invalid-udp-checksum discard 

undo vxlan invalid-udp-checksum discard 

Default 
The device does not check the UDP checksum of VXLAN packets. 

Views 
System view 
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Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command enables the device to check the UDP checksum of VXLAN packets.  

The device always sets the UDP checksum of VXLAN packets to 0. For compatibility with third-party 
devices, a VXLAN packet can pass the check if its UDP checksum is 0 or correct. If its UDP 
checksum is incorrect, the VXLAN packet fails the check and is dropped. 

Examples 
# Enable the device to drop the VXLAN packets that fail UDP checksum check. 
<Sysname> system-view 

[Sysname] vxlan invalid-udp-checksum discard 

vxlan ip-forwarding 
Use vxlan ip-forwarding to enable Layer 3 forwarding for all VXLANs. 

Use undo vxlan ip-forwarding to enable Layer 2 forwarding for all VXLANs. 

Syntax 
vxlan ip-forwarding 

undo vxlan ip-forwarding 

The following compatibility matrixes show the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
Layer 3 forwarding is enabled for all VXLANs. 

Views. 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
If the device is a VTEP, enable Layer 2 forwarding for VXLANs. If the device is a VXLAN IP gateway, 
enable Layer 3 forwarding for VXLANs.  

In Layer 3 forwarding mode, the VTEP uses the ARP table (IPv4 network) or ND table (IPv6 network) 
to forward traffic for VXLANs. In Layer 2 forwarding mode, the VTEP uses the MAC address table to 
forward traffic for VXLANs. 

You must delete all VSIs, VSI interfaces, and VXLAN tunnel interfaces before you can change the 
forwarding mode. 



 

35 

Examples 
# Enable Layer 3 forwarding for all VXLANs. 
<Sysname>system-view  

[Sysname] vxlan ip-forwarding 

vxlan local-mac report 
Use vxlan local-mac report to enable local-MAC logging. 

Use undo vxlan local-mac report to disable local-MAC logging. 

Syntax 
vxlan local-mac report 

undo vxlan local-mac report 

Default 
Local-MAC logging is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
When the local-MAC logging feature is enabled, the VXLAN module immediately sends a log 
message with its local MAC addresses to the information center. When a local MAC address is 
added or removed, a log message is also sent to the information center to notify the local-MAC 
change. 

With the information center, you can set log message filtering and output rules, including output 
destinations. For more information about configuring the information center, see Network 
Management and Monitoring Configuration Guide. 

Examples 
# Enable local-MAC logging. 
<Sysname> system-view 

[Sysname] vxlan local-mac report 

vxlan source udp-port acl 
Use vxlan source udp-port acl to configure an ACL match criterion and specify the source 
UDP port number in the VXLAN encapsulation for matching frames. 

Use undo vxlan source udp-port to restore the default. 

Syntax 
vxlan source udp-port port-number acl acl-number 

undo vxlan source udp-port 

The following compatibility matrix shows the support of hardware platforms for this command: 
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Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
The source UDP port number in the VXLAN encapsulation is generated based on the source and 
destination MAC addresses of the inner Ethernet frame. 

Views 
VXLAN tunnel interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies a UDP port number in the range of 1024 to 65535. As a best practice, 
specify a port number in the range of 1024 to 49151. 

acl-number: Specifies an ACL by its number in the range of 3000 to 3999. The ACL must be an 
advanced ACL. 

Usage guidelines 
This command takes effect only on IPv4-based VXLAN. Only manually created VXLAN tunnel 
interfaces support this command. 

This command enables a VXLAN tunnel interface to filter frames by using an ACL and encapsulate a 
specific source UDP port number for matching frames. This allows IPsec to identify the VXLAN 
packets to encrypt by the source UDP port number in the VXLAN encapsulation. 

If the ACL specified by using this command does not exist or does not contain an IP address-related 
rule, frames are encapsulated based on the default setting. 

This command has a higher priority than the vxlan source udp-port five-tuple command. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure VXLAN tunnel interface Tunnel 1 to encapsulate source UDP port number 50001 for the 
frames that match ACL 3001. 
<Sysname> system-view 

[Sysname] interface tunnel 1 mode vxlan 

[Sysname-Tunnel1] vxlan source udp-port 50001 acl 3001 

Related commands 
acl (ACL and QoS Command Reference) 

vxlan source udp-port five-tuple 

vxlan source udp-port five-tuple 
Use vxlan source udp-port five-tuple to configure a VXLAN tunnel interface to generate 
the source UDP port number in the VXLAN encapsulation based on the IP five-tuple of the inner 
Ethernet frame. 
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Use undo vxlan source udp-port five-tuple to restore the default. 

Syntax 
vxlan source udp-port five-tuple 

undo vxlan source udp-port five-tuple 

The following compatibility matrix shows the support of hardware platforms for this command: 
 

Models Command compatibility 
NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 

NFNX3-HDB680, NFNX3-HDB1080 No 
 

Default 
The source UDP port number in the VXLAN encapsulation is generated based on the source and 
destination MAC addresses of the inner Ethernet frame. 

Views 
VXLAN tunnel interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
This command takes effect only on IPv4-based VXLAN. Only manually created VXLAN tunnel 
interfaces support this command. 

This command has a lower priority than the vxlan source udp-port acl command. If you use 
both commands on a VXLAN tunnel interface, the vxlan source udp-port five-tuple 
command takes effect only on the frames that fail to match the ACL specified by using the vxlan 
source udp-port acl command. 

Examples 
# Configure VXLAN tunnel interface Tunnel 1 to generate the source UDP port number in the 
VXLAN encapsulation based on the IP five-tuple of the inner Ethernet frame. 
<Sysname> system-view 

[Sysname] interface tunnel 1 mode vxlan 

[Sysname-Tunnel1] vxlan source udp-port five-tuple 

Related commands 
vxlan source udp-port acl 

vxlan tunnel mac-learning disable 
Use vxlan tunnel mac-learning disable to disable remote-MAC address learning. 

Use undo vxlan tunnel mac-learning disable to enable remote-MAC address learning. 

Syntax 
vxlan tunnel mac-learning disable 

undo vxlan tunnel mac-learning disable 
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Default 
Remote-MAC address learning is enabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
When network attacks occur, use this command to prevent the device from learning incorrect remote 
MAC addresses in the data plane. 

Examples 
# Disable remote-MAC address learning. 
<Sysname> system-view 

[Sysname] vxlan tunnel mac-learning disable 

vxlan udp-port 
Use vxlan udp-port to set the destination UDP port number for VXLAN packets. 

Use undo vxlan udp-port to restore the default. 

Syntax 
vxlan udp-port port-number 

undo vxlan udp-port 

Default 
The destination UDP port number is 4789 for VXLAN packets. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies a UDP port number in the range of 1 to 65535. As a best practice, specify 
a port number in the range of 1024 to 65535 to avoid conflict with well-known ports. 

Usage guidelines 
You must configure the same destination UDP port number on all VTEPs in a VXLAN. 

Examples 
# Set the destination UDP port number to 6666 for VXLAN packets. 
<Sysname> system-view 

[Sysname] vxlan udp-port 6666 
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xconnect vsi 
Use xconnect vsi to map an AC to a VSI. 

Use undo xconnect vsi to restore the default. 

Syntax 
xconnect vsi vsi-name [ track track-entry-number&<1-3> ] 

undo xconnect vsi 

Default 
An AC is not mapped to any VSI. 

Views 
Interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vsi-name: Specifies the VSI name, a case-sensitive string of 1 to 31 characters. 

track track-entry-number&<1-3>: Specifies a space-separated list of up to three track 
entry numbers in the range of 1 to 1024. The AC is up only if a minimum of one associated track entry 
is in positive state. 

Usage guidelines 
For traffic that matches a Layer 3 interface, the system uses the VSI's MAC address table to make a 
forwarding decision. 

Examples 
# Map GigabitEthernet 1/0/1 to VSI vpn1.  
<Sysname> system-view 

[Sysname] vsi vpn1 

[Sysname-vsi-vpn1] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] xconnect vsi vpn1 

Related commands 
display l2vpn interface 

vsi 

VXLAN IP gateway commands 
arp distributed-gateway dynamic-entry synchronize 

Use arp distributed-gateway dynamic-entry synchronize to enable dynamic ARP 
entry synchronization for distributed VXLAN IP gateways. 

Use undo arp distributed-gateway dynamic-entry synchronize to disable dynamic 
ARP entry synchronization for distributed VXLAN IP gateways. 
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Syntax 
arp distributed-gateway dynamic-entry synchronize 

undo arp distributed-gateway dynamic-entry synchronize 

Default 
Dynamic ARP entry synchronization is disabled for distributed VXLAN IP gateways. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
When local proxy ARP is enabled on distributed VXLAN IP gateways, each gateway learns ARP 
information independently. A gateway does not forward ARP packets destined for its local VSI 
interfaces to other gateways. For distributed VXLAN IP gateways to have the same ARP entries, you 
must enable dynamic ARP entry synchronization. 

A controller can also synchronize ARP entries among distributed VXLAN IP gateways. When you 
use a controller, do not enable dynamic ARP entry synchronization. 

Examples 
# Enable dynamic ARP entry synchronization for distributed VXLAN IP gateways. 
<Sysname> system-view 

[Sysname] arp distributed-gateway dynamic-entry synchronize 

Related commands 
distributed-gateway local 

local-proxy-arp enable (Layer 3—IP Services Command Reference) 

bandwidth 
Use bandwidth to set the expected bandwidth for a VSI interface. 

Use undo bandwidth to restore the default. 

Syntax 
bandwidth bandwidth-value 

undo bandwidth 

Default 
The expected bandwidth (in kbps) equals the interface baudrate divided by 1000. 

Views 
VSI interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
bandwidth-value: Specifies the expected bandwidth, in the range of 1 to 400000000 kbps. 
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Usage guidelines 
The expected bandwidth is an informational parameter used only by higher-layer protocols for 
calculation. You cannot adjust the actual bandwidth of an interface by using this command. 

Examples 
# Set the expected bandwidth to 10000 kbps for VSI-interface 100. 
<Sysname> system-view 

[Sysname] interface vsi-interface 100 

[Sysname-Vsi-interface100] bandwidth 10000 

default 
Use default to restore the default settings for a VSI interface. 

Syntax 
default 

Views 
VSI interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 

 CAUTION: 
The default command might interrupt ongoing network services. Make sure you are fully aware of 
the impact of this command when you use it on a live network. 
 

This command might fail to restore the default settings for some commands for reasons such as 
command dependencies and system restrictions.  

To resolve this problem:  
1. Use the display this command in interface view to identify these commands.  
2. Use their undo forms or follow the command reference to restore their default settings.  
3. If the restoration attempt still fails, follow the error message instructions to resolve the problem. 

Examples 
# Restore the default settings for VSI-interface 100. 
<Sysname> system-view 

[Sysname] interface vsi-interface 100 

[Sysname-Vsi-interface100] default 

This command will restore the default settings. Continue? [Y/N]:y 

description 
Use description to configure the description of a VSI interface. 

Use undo description to restore the default. 

Syntax 
description text 
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undo description 

Default 
The description of a VSI interface is interface-name plus Interface (for example, Vsi-interface100 
Interface). 

Views 
VSI interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
text: Specifies a description, a case-sensitive string of 1 to 255 characters. 

Examples 
# Configure the description as gateway for VXLAN 10 for VSI-interface 100. 
<Sysname> system-view 

[Sysname] interface vsi-interface 100 

[Sysname-Vsi-interface100] description gateway for VXLAN 10 

display interface vsi-interface 
Use display interface vsi-interface to display information about VSI interfaces. 

Syntax 
display interface [ vsi-interface [ vsi-interface-id ] ] [ brief 
[ description | down ] ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
vsi-interface [ vsi-interface-id ]: Specifies a VSI interface by its number. Make sure 
the specified VSI interface has been created on the device. If you do not specify the 
vsi-interface [ vsi-interface-id ] option, this command displays information about all 
interfaces. If you specify only the vsi-interface keyword, this command displays information 
about all VSI interfaces. If you specify a VSI interface, this command displays information about the 
specified interface. 

brief: Display brief interface information. If you do not specify this keyword, the command displays 
detailed interface information. 

description: Displays complete interface descriptions. If you do not specify this keyword, the 
command displays only the first 27 characters of interface descriptions. 

down: Displays interfaces that are physically down as well as the down reason. If you do not specify 
this keyword, the command does not filter output by physical interface state. 
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Examples 
# Display information about VSI-interface 100. 
<Sysname> display interface vsi-interface 100 

Vsi-interface100 

Current state: UP 

Line protocol state: UP 

Description: Vsi-interface100 Interface 

Bandwidth: 1000000 kbps 

Maximum transmission unit: 1500 

Internet address: 10.1.1.1/24 (primary) 

IP packet frame type: Ethernet II, hardware address: 0011-2200-0102 

IPv6 packet frame type: Ethernet II, hardware address: 0011-2200-0102 

Physical: Unknown, baudrate: 1000000 kbps 

Last clearing of counters: Never 

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Input: 0 packets, 0 bytes, 0 drops 

Output: 0 packets, 0 bytes, 0 drops 

Table 10 Command output 

Field Description 

Current state 

Physical link state of the interface: 
• Administratively DOWN—The interface has been shut down 

by using the shutdown command. 
• DOWN—The interface is administratively up, but its physical 

state is down. 
• UP—The interface is both administratively and physically up. 

Line protocol state 

Data link layer state of the interface: 
• UP—The data link layer protocol is up. 
• UP(spoofing)—The data link layer protocol is up, but the link 

is an on-demand link or does not exist. 
• DOWN—The data link layer protocol is down. 

Description Description of the interface. 

Bandwidth Expected bandwidth of the interface. 

Maximum transmission unit MTU of the interface. 

Internet protocol processing: Disabled The interface is not assigned an IP address and cannot process IP 
packets. 

Internet address: 
ip-address/mask-length (Type) 

IP address of the interface and type of the address in parentheses.  
Possible IP address types include: 
• Primary—Manually configured primary IP address.  
• Sub—Manually configured secondary IP address. If the 

interface has both primary and secondary IP addresses, the 
primary IP address is displayed. If the interface has only 
secondary IP addresses, the lowest secondary IP address is 
displayed.  

• DHCP-allocated—DHCP allocated IP address. For more 
information, see DHCP client configuration in Layer 3—IP 
Services Configuration Guide.  

• BOOTP-allocated—BOOTP allocated IP address. For more 
information, see BOOTP client configuration in Layer 3—IP 
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Field Description 
Services Configuration Guide.  

• PPP-negotiated—IP address assigned by a PPP server 
during PPP negotiation. For more information, see PPP 
configuration in PPP and PPPoE Configuration Guide.  

• Unnumbered—IP address borrowed from another interface.  
• MAD—IP address assigned to an IRF member device for MAD 

on the interface. For more information, see IRF configuration 
in Virtual Technologies Configuration Guide. 

IP packet frame type IPv4 packet framing format. 

hardware address MAC address. 

IPv6 packet frame type IPv6 packet framing format. 

Physical Physical type of the interface, which is fixed at Unknown. 

baudrate Interface baudrate in kbps. 

Last clearing of counters 

Last time when the reset counters interface 
vsi-interface command was used to clear interface 
statistics. 

This field displays Never if the reset counters interface 
vsi-interface command has never been used on the 
interface since the device startup.  

Last 300 seconds input rate Average input rate for the last 300 seconds. 

Last 300 seconds output rate Average output rate for the last 300 seconds. 

Input: 0 packets, 0 bytes, 0 drops 

Incoming traffic statistics on the interface: 
• Number of incoming packets. 
• Number of incoming bytes. 
• Number of dropped incoming packets. 

Output: 0 packets, 0 bytes, 0 drops 

Outgoing traffic statistics on the interface: 
• Number of outgoing packets. 
• Number of outgoing bytes. 
• Number of dropped outgoing packets. 

 

# Display brief information about all VSI interfaces. 
<Sysname> display interface vsi-interface brief 

Brief information on interfaces in route mode: 

Link: ADM - administratively down; Stby - standby 

Protocol: (s) - spoofing 

Interface            Link Protocol Primary IP      Description 

Vsi100               DOWN DOWN     -- 

# Display brief information and complete description for VSI-interface 100. 
<Sysname> display interface vsi-interface 100 brief description 

Brief information on interfaces in route mode: 

Link: ADM - administratively down; Stby - standby 

Protocol: (s) - spoofing 

Interface            Link Protocol Primary IP      Description 

Vsi100               UP    UP      1.1.1.1         VSI-interface100 

# Displays interfaces that are physically down and the down reason. 
<Sysname> display interface brief down 
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Brief information on interfaces in route mode: 

Link: ADM - administratively down; Stby - standby 

Interface            Link   Cause 

Vsi100               DOWN   Administratively 

Vsi200               DOWN   Administratively 

Table 11 Command output 

Field Description 

Interface Abbreviated interface name. 

Link 

Physical link state of the interface: 
• UP—The interface is physically up. 
• DOWN—The interface is physically down. 
• ADM—The interface has been shut down by using the shutdown 

command. To restore the physical state of the interface, use the 
undo shutdown command. 

• Stby—The interface is a backup interface in standby state. To see the 
primary interface, use the display interface-backup 
state command. 

Protocol 

Data link layer protocol state of the interface: 
• UP—The data link layer protocol of the interface is up. 
• UP (s)—The data link layer protocol of the interface is up, but the link 

is an on-demand link or does not exist. The (s) attribute represents 
the spoofing flag. 

• DOWN—The data link layer protocol of the interface is down. 

Primary IP Primary IP address of the interface. This field displays two hyphens (--) if 
the interface does not have an IP address. 

Description Description of the interface. 

Cause 

Cause for the physical link state of an interface to be DOWN: 
• Administratively—The interface has been manually shut down by 

using the shutdown command. To restore the physical state of the 
interface, use the undo shutdown command. 

• Not connected—The interface is not mapped to any VSI, or the 
mapped VSI does not have any AC or VXLAN tunnel. 

 

Related commands 
reset counters interface vsi-interface 

distributed-gateway local 
Use distributed-gateway local to specify a VSI interface as a distributed gateway to 
provide services for the local site. 

Use undo distributed-gateway local to restore the default. 

Syntax 
distributed-gateway local 

undo distributed-gateway local 

Default 
A VSI interface is not a distributed gateway. 
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Views 
VSI interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
If a VXLAN uses distributed gateway services, you must assign the same IP address to the VXLAN's 
VSI interfaces on different VTEPs. To avoid IP address conflicts, you must specify the VSI interface 
on each VTEP as a distributed gateway. 

Examples 
# Specify VSI-interface 100 as a distributed gateway. 
<Sysname> system-view 

[Sysname] interface vsi-interface 100 

[Sysname-Vsi-interface100] distributed-gateway local 

gateway subnet 
Use gateway subnet to assign a subnet to a VSI. 

Use undo gateway subnet to remove a subnet from a VSI. 

Syntax 
gateway subnet { ipv4-address wildcard-mask | ipv6-address 
prefix-length } 

undo gateway subnet { ipv4-address wildcard-mask | ipv6-address 
prefix-length } 

Default 
No subnet is assigned to a VSI. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ipv4-address: Specifies an IPv4 subnet address in dotted-decimal notation. 

wildcard-mask: Specifies a wildcard mask in dotted decimal notation. In contrast to a network 
mask, the 0 bits in a wildcard mask represent "do care" bits, and the 1 bits represent "don't care" bits. 
If the "do care" bits in a packet's IP address are identical to the "do care" bits in the specified subnet 
address, the packet is assigned to the VSI. All "don't care" bits are ignored. The 0s and 1s in a 
wildcard mask can be noncontiguous. For example, 0.255.0.255 is a valid wildcard mask. 

ipv6-address prefix-length: Specifies an IPv6 subnet address and the address prefix 
length in the range of 1 to 128. 

Usage guidelines 
You must configure this command on VSIs that share a gateway interface. This command enables 
the VSI interface to identify the VSI of a packet. 
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You can assign a maximum of eight IPv4 and IPv6 subnets to a VSI.  

You must specify a gateway interface for a VSI before you can assign subnets to the VSI. If you 
remove the gateway interface from the VSI, the VSI's subnet settings are automatically deleted. 

For VSIs that share a gateway interface, the subnets must be unique. 

Examples 
# Assign subnet 100.0.10.0/24 to VSI vxlan. 
<Sysname> system-view 

[Sysname] vsi vxlan 

[Sysname-vsi-vxlan] gateway subnet 100.0.10.0 0.0.0.255 

gateway vsi-interface 
Use gateway vsi-interface to specify a gateway interface for a VSI. 

Use undo gateway vsi-interface to restore the default. 

Syntax 
gateway vsi-interface vsi-interface-id 

undo gateway vsi-interface 

Default 
No gateway interface is specified for a VSI. 

Views 
VSI view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vsi-interface-id: Specifies a VSI interface by its number. The value range for this argument is 
0 to 8191. 

Usage guidelines 
A VSI can have only one gateway interface. Multiple VSIs can share a gateway interface. 

Examples 
# Specify VSI-interface 100 as the gateway interface for VSI vpna. 
<Sysname> system-view 

[Sysname] vsi vpna 

[Sysname-vsi-vpna] gateway vsi-interface 100 

Related commands 
interface vsi-interface 

interface vsi-interface 
Use interface vsi-interface to create a VSI interface and enter its view, or enter the view of 
an existing VSI interface. 

Use undo interface vsi-interface to delete a VSI interface. 
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Syntax 
interface vsi-interface vsi-interface-id 

undo interface vsi-interface vsi-interface-id 

Default 
No VSI interfaces exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vsi-interface-id: Specifies a VSI interface number. The value range for this argument is 0 to 
8191. 

Examples 
# Create VSI-interface 100 and enter VSI interface view. 
<Sysname> system-view 

[Sysname] interface vsi-interface 100 

[Sysname-Vsi-interface100] 

Related commands 
gateway vsi-interface 

mac-address 
Use mac-address to assign a MAC address to a VSI interface. 

Use undo mac-address to restore the default. 

Syntax 
mac-address mac-address 

undo mac-address 

Default 
A VSI interface does not have a MAC address.  

Views 
VSI interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
mac-address: Specifies a MAC address in H-H-H format. 

Examples 
# Assign MAC address 0001-0001-0001 to VSI-interface 100. 
<Sysname> system-view 
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[Sysname] interface vsi-interface 100 

[Sysname-Vsi-interface100] mac-address 1-1-1 

mtu 
Use mtu to set the MTU for a VSI interface. 

Use undo mtu to restore the default. 

Syntax 
mtu size 

undo mtu 

Default 
The MTU is 1500 bytes. 

Views 
VSI interface view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
size: Specifies an MTU value in the range of 46 to 1500 bytes. 

Examples 
# Set the MTU to 1430 bytes for VSI-interface 100. 
<Sysname> system-view 

[Sysname] interface vsi-interface 100 

[Sysname-Vsi-interface100] mtu 1430 

reset counters interface vsi-interface 
Use reset counters interface vsi-interface to clear packet statistics on VSI interfaces. 

Syntax 
reset counters interface [ vsi-interface [ vsi-interface-id ] ] 

Views 
User view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
vsi-interface [ vsi-interface-id ]: Specifies a VSI interface by its number. Make sure 
the specified VSI interface has been created on the device. If you do not specify the 
vsi-interface [ vsi-interface-id ] option, this command clears packet statistics on all 
interfaces. If you specify only the vsi-interface keyword, this command clears packet statistics 
on all VSI interfaces. If you specify a VSI interface, this command clears packet statistics on the 
specified interface. 
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Usage guidelines 
Use this command to clear history statistics before you collect traffic statistics for a time period. 

Examples 
# Clear packet statistics on VSI-interface 100. 
<Sysname> reset counters interface vsi-interface 100 

Related commands 
display interface vsi-interface 

shutdown 
Use shutdown to shut down a VSI interface. 

Use undo shutdown to bring up a VSI interface. 

Syntax 
shutdown 

undo shutdown 

Default 
A VSI interface is not manually shut down. 

Views 
VSI interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 

 CAUTION: 
If you shut down a VSI interface, the VXLAN network using this VSI interface as the gateway will be 
unable to communicate with other networks at Layer 3. Make sure you are fully aware of the impact 
of this command when you use it on a live network. 
 

Examples 
# Shut down VSI-interface 100. 
<Sysname> system-view 

[Sysname] interface vsi-interface 100 

[Sysname-Vsi-interface100] shutdown 

vtep group member local 
Use vtep group member local to assign the local VTEP to a VTEP group. 

Use undo vtep group member local to remove the local VTEP from a VTEP group. 

Syntax 
vtep group group-ip member local member-ip 

undo vtep group group-ip member local 
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Default 
A VTEP is not assigned to any VTEP group. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-ip: Specifies a VTEP group by its group IP address. The IP address must already exist on 
the local VTEP. 

member-ip: Specifies the member VTEP IP address for the local VTEP. The IP address must 
already exist on the local VTEP. 

Usage guidelines 
Member VTEPs in a VTEP group cannot use the group IP address or share an IP address. 

Examples 
# Assign the local VTEP to VTEP group 1.1.1.1, and specify 2.2.2.2 as the member VTEP IP address 
of the local VTEP. 
<Sysname> system-view 

[Sysname] vtep group 1.1.1.1 member local 2.2.2.2 

Related commands 
vtep group member remote 

vtep group member remote 
Use vtep group member remote to specify a VTEP group and its member VTEPs. 

Use undo vtep group member remote to remove a VTEP group and its member VTEPs. 

Syntax 
vtep group group-ip member remote member-ip&<1-8> 

undo vtep group group-ip member remote 

Default 
No VTEP group is specified. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
group-ip: Specifies a VTEP group by its group IP address. 

member-ip&<1-8>: Specifies a space-separated list of up to eight member VTEP IP addresses. 
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Examples 
# Specify VTEP group 1.1.1.1 and its member VTEPs at 2.2.2.2, 3.3.3.3, and 4.4.4.4. 
<Sysname> system-view 

[Sysname] vtep group 1.1.1.1 member remote 2.2.2.2 3.3.3.3 4.4.4.4 

Related commands 
vtep group member local 

vxlan tunnel arp-learning disable 
Use vxlan tunnel arp-learning disable to disable remote ARP learning for VXLANs. 

Use undo vxlan tunnel arp-learning disable to enable remote ARP learning for 
VXLANs. 

Syntax 
vxlan tunnel arp-learning disable 

undo vxlan tunnel arp-learning disable 

Default 
Remote ARP learning is enabled for VXLANs. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
By default, the device learns ARP information of remote VMs from packets received on VXLAN 
tunnel interfaces. To save resources on VTEPs in an SDN transport network, you can temporarily 
disable remote ARP learning when the controller and VTEPs are synchronizing entries. After the 
entry synchronization is completed, use the undo vxlan tunnel arp-learning disable 
command to enable remote ARP learning. 

As a best practice, disable remote ARP learning for VXLANs only when the controller and VTEPs are 
synchronizing entries. 

Examples 
# Disable remote ARP learning for VXLANs. 
<Sysname> system 

[Sysname] vxlan tunnel arp-learning disable 

OVSDB commands 
The following compatibility matrixes show the support of hardware platforms for OVSDB commands: 
 

Models OVSDB compatibility 

NFNX5-HD6480, NFNX3-HDB3280, NFNX5-T6280, 
NFNX5-HD5280, NFNX3-HDB1780, NFNX3-HDB3080, 
NFNX3-HDB1180, NFNX3-HDB1480 

Yes 
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Models OVSDB compatibility 
NFNX3-HDB680, NFNX3-HDB1080 No 

 

 

ovsdb server bootstrap ca-certificate 
Use ovsdb server bootstrap ca-certificate to specify a CA certificate file for 
establishing OVSDB SSL connections. 

Use undo ovsdb server bootstrap ca-certificate to restore the default. 

Syntax 
ovsdb server bootstrap ca-certificate ca-filename 

undo ovsdb server bootstrap ca-certificate 

Default 
SSL uses the CA certificate file in the PKI domain. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ca-filename: Specifies the CA certificate file name, a case-insensitive string. The file name 
cannot contain the slot string, and the file must be stored on the active MPU. 

Usage guidelines 
For the specified certificate to take effect, you must execute the ovsdb server enable command 
to enable the OVSDB server. You must disable and then re-enable the OVSDB server if it has been 
enabled. 

If the specified CA certificate file does not exist, the device obtains a self-signed certificate from the 
controller. The obtained file uses the name specified for the ca-filename argument. 

Examples 
# Specify CA certificate file ca-new for establishing OVSDB SSL connections. 
<Sysname> system-view 

[Sysname] ovsdb server bootstrap ca-certificate ca-new 

Related commands 
ovsdb server enable 

ovsdb server pki domain 

ovsdb server pssl 

ovsdb server ssl 

ovsdb server enable 
Use ovsdb server enable to enable the OVSDB server. 
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Use undo ovsdb server enable to disable the OVSDB server. 

Syntax 
ovsdb server enable 

undo ovsdb server enable 

Default 
The OVSDB server is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
To obtain configuration data from controllers, you must enable the OVSDB server. 

Before you enable the OVSDB server, you must establish an OVSDB SSL or TCP connection with a 
minimum of one controller. 

Examples 
# Enable the OVSDB server. 
<Sysname> system-view 

[Sysname] ovsdb server enable 

ovsdb server pki domain 
Use ovsdb server pki domain to specify a PKI domain for establishing OVSDB SSL 
connections. 

Use undo ovsdb bootstrap server pki domain to restore the default. 

Syntax 
ovsdb server pki domain domain-name 

undo ovsdb server pki domain 

Default 
No PKI domain is specified for establishing OVSDB SSL connections. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
domain-name: Specifies a PKI domain name, a case-sensitive string of 1 to 31 characters. The PKI 
domain must already exist and contain a complete certificate and key. 

Usage guidelines 
To communicate with controllers through SSL, you must specify a PKI domain. 
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For the specified PKI domain to take effect, you must execute the ovsdb server enable 
command to enable the OVSDB server. You must disable and then re-enable the OVSDB server if it 
has been enabled. 

For more information about PKI domains, see PKI in Security Configuration Guide. 

Examples 
# Specify PKI domain ovsdb_test for establishing OVSDB SSL connections. 
<Sysname> system-view 

[Sysname] ovsdb server pki domain ovsdb_test 

Related commands 
ovsdb server bootstrap ca-certificate 

ovsdb server enable 

ovsdb server pssl 

ovsdb server ssl 

ovsdb server pssl 
Use ovsdb server pssl to enable the device to listen for OVSDB SSL connection requests. 

Use undo ovsdb server pssl to restore the default. 

Syntax 
ovsdb server pssl [ port port-number ] 

undo ovsdb server pssl 

Default 
The device does not listen for OVSDB SSL connection requests. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port port-number: Specifies a port to listen for OVSDB SSL connection requests. The value 
range for the port-number argument is 1 to 65535. If you do not specify a port, the device uses the 
port number 6640. 

Usage guidelines 
Before you use this command, you must specify a PKI domain for SSL. 

You can specify only one port to listen for OVSDB SSL connection requests. If you execute this 
command multiple times, the most recent configuration takes effect. 

For the specified port setting to take effect, you must execute the ovsdb server enable 
command to enable the OVSDB server. You must disable and then re-enable the OVSDB server if it 
has been enabled. 

Examples 
# Enable the device to listen for OVSDB SSL connection requests on port 6640. 
<Sysname> system-view 
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[Sysname] ovsdb server pssl 

Related commands 
ovsdb server bootstrap ca-certificate 

ovsdb server enable 

ovsdb server pki domain 

ovsdb server ssl 

ovsdb server ptcp 
Use ovsdb server ptcp to enable the device to listen for OVSDB TCP connection requests. 

Use undo ovsdb server ptcp to restore the default. 

Syntax 
ovsdb server ptcp [ port port-number ] 

undo ovsdb server ptcp 

Default 
The device does not listen for OVSDB TCP connection requests. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
port-number: Specifies a port to listen for OVSDB TCP connection requests. The value range for 
the port-number argument is 1 to 65535. If you do not specify a port, the device uses the port 
number 6640. 

Usage guidelines 
You can specify only one port to listen for OVSDB TCP connection requests. If you execute this 
command multiple times, the most recent configuration takes effect. 

For the specified port setting to take effect, you must execute the ovsdb server enable 
command to enable the OVSDB server. You must disable and then re-enable the OVSDB server if it 
has been enabled. 

Examples 
# Enable the device to listen for OVSDB TCP connection requests on port 6640. 
<Sysname> system-view 

[Sysname] ovsdb server ptcp 

Related commands 
ovsdb server enable 

ovsdb server tcp 

ovsdb server ssl 
Use ovsdb server ssl to set up an active OVSDB SSL connection to a controller. 
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Use undo ovsdb server ssl to remove an OVSDB SSL connection from a controller. 

Syntax 
ovsdb server ssl ip ip-address port port-number 

undo ovsdb server ssl ip ip-address port port-number 

Default 
The device does not have active OVSDB SSL connections to a controller. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip ip-address: Specifies the destination IP address for the SSL connection. 

port port-number: Specifies the destination port for the SSL connection. The value range for the 
port-number argument is 1 to 65535.  

Usage guidelines 
Before you use this command, you must specify a PKI domain for SSL. 

The device can have a maximum of eight active SSL connections.  

To establish the connection, you must execute the ovsdb server enable command. You must 
disable and then re-enable the OVSDB server if it has been enabled. 

Examples 
# Set up an active SSL connection to port 6632 at 192.168.12.2. 
<Sysname> system-view 

[Sysname] ovsdb server ssl ip 192.168.12.2 port 6632 

Related commands 
ovsdb server bootstrap ca-certificate 

ovsdb server enable 

ovsdb server pki domain 

ovsdb server pssl 

ovsdb server tcp 
Use ovsdb server tcp to set up an active OVSDB TCP connection to a controller. 

Use undo ovsdb server tcp to remove an OVSDB TCP connection. 

Syntax 
ovsdb server tcp ip ip-address port port-number 

undo ovsdb server tcp ip ip-address port port-number 

Default 
The device does not have active OVSDB TCP connections. 
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Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip ip-address: Specifies the destination IP address for the TCP connection. 

port port-number: Specifies the destination port for the TCP connection. The value range for 
the port-number argument is 1 to 65535. 

Usage guidelines 
The device can have a maximum of eight active OVSDB TCP connections. 

To establish the connection, you must execute the ovsdb server enable command. You must 
disable and then re-enable the OVSDB server if it has been enabled. 

Examples 
# Set up an active OVSDB TCP connection to port 6632 at 192.168.12.2. 
<Sysname> system-view 

[Sysname] ovsdb server tcp ip 192.168.12.2 port 6632 

Related commands 
ovsdb server enable 

ovsdb server ptcp 

vtep access port 
Use vtep access port to specify a site-facing interface as a VTEP access port. 

Use undo vtep access port to restore the default. 

Syntax 
vtep access port 

undo vtep access port 

Default 
An interface is not a VTEP access port. 

Views 
Layer 2 aggregate interface view 

Layer 2 Ethernet interface view 

Layer 3 interface view 

Predefined user roles 
network-admin 

context-admin 

Usage guidelines 
For controllers to manage a site-facing interface, you must specify the interface as a VTEP access 
port. 
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Examples 
# Specify GigabitEthernet 1/0/1 as a VTEP access port.  
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] vtep access port 

vtep enable 
Use vtep enable to enable the OVSDB VTEP service. 

Use undo vtep enable to disable the OVSDB VTEP service. 

Syntax 
vtep enable 

undo vtep enable 

Default 
The OVSDB VTEP service is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Examples 
# Enable the OVSDB VTEP service.  
<Sysname> system-view 

[Sysname] vtep enable 

vxlan tunnel flooding-proxy 
Use vxlan tunnel flooding-proxy to enable flood proxy on multicast VXLAN tunnels. 

Use undo vxlan tunnel flooding-proxy to disable flood proxy on multicast VXLAN tunnels. 

Syntax 
vxlan tunnel flooding-proxy 

undo vxlan tunnel flooding-proxy 

Default 
Flood proxy is disabled on multicast VXLAN tunnels. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 
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Usage guidelines 
If you use a flood proxy server, you must enable flood proxy globally on multicast tunnels. Then the 
multicast tunnels are converted into flood proxy tunnels. The VTEP sends broadcast, multicast, and 
unknown unicast traffic for a VXLAN to the flood proxy server through the tunnels. The flood proxy 
server then replicates and forwards flood traffic to remote VTEPs. 

The vxlan tunnel flooding-proxy command and its undo form affect only VXLAN tunnels 
that are issued after the vxlan tunnel flooding-proxy command. 

Examples 
# Enable flood proxy on all multicast VXLAN tunnels. 
<Sysname> system 

[Sysname] vxlan tunnel flooding-proxy 
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Preface 
This command reference describes the commands for configuring Service Chain instance features. 

This preface includes the following topics about the documentation: 
• Audience. 
• Conventions. 

Audience 
This documentation is intended for: 
• Network planners. 
• Field technical support and servicing engineers. 
• Network administrators. 

Conventions 
The following information describes the conventions used in the documentation. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select a minimum of one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 

GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window opens; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 



Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
 

Network topology icons 

Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch. 

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

 
Represents a security module, such as a firewall, load balancing, NetStream, SSL 
VPN, IPS, or ACG module. 

 

Examples provided in this document 
Examples in this document might use devices that differ from your device in hardware model, 
configuration, or software version. It is normal that the port numbers, sample output, screenshots, 
and other information in the examples differ from what you have on your device. 

 

TT

TT

 

 

 

 



i 

Contents 

Service chain commands ··············································································· 1 

display service-chain path ·························································································································· 1 
display service-chain statistics ··················································································································· 1 
next-service-node ······································································································································· 2 
previous-service-node ································································································································ 3 
service-chain path ······································································································································ 4 
service function ·········································································································································· 4 
service list ·················································································································································· 5 

 



 

1 

Service chain commands 
display service-chain path 

Use display service-chain path to display service chain information. 

Syntax 
display service-chain path { path-id | all } 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Parameters 
path-id: Specifies a service chain by its path ID in the range of 1 to 8388606. 

all: Displays information for all service chains. 

Examples 
# Display information for all service chains. 
<Sysname> display service-chain path all  

PathID: 22 

  Next service node: 4.4.4.4 

  Previous service node: 5.5.5.5 

  Function: 1 

    Service-list: fw 

Table 1 Command output 

Field Description 
PathID Path ID of the service chain. 

Next service node IP address of the next service node. 

Previous service node IP address of the previous service node. 

Function ID of the service node. 

Service-list Services in the service list. 
 

display service-chain statistics 
Use display service-chain statistics to display service chain statistics. 

Syntax 
display service-chain statistics 
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Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

context-admin 

context-operator 

Examples 
# Display all service chain statistics. 
<Sysname> display service-chain statistics 

 Service-chain statistics 

 Board : all 

  Total receive : 0          Total send : 0 

  Service drop  : 0          Error drop : 0 

Table 2 Command output 

Field Description 

Board 
ID of a card. 
This field displays all in the current software version. 

Total receive Number of received packets. 

Total send Number of sent packets. 

Service drop Number of dropped packets. 

Error drop Number of dropped error packets. 
 

next-service-node 
Use next-service-node to specify the IP address of the next service node in an inter-device 
service chain. 

Use undo next-service-node to restore the default. 

Syntax 
next-service-node ip-address 

undo next-service-node 

Default 
The IP address of the next service node in an inter-device service chain is not specified. 

Views 
Service chain view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the IP address of the next service node. 
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Usage guidelines 
If the service node is the end node, you do not need to specify the IP address of the next service 
node. 

Examples 
# Specify the IP address of the next service node as 2.2.2.2 for service chain 1. 
<Sysname> system-view 

[Sysname] service-chain path 1 

[Sysname-spath1] next-service-node 2.2.2.2 

Related commands 
display service-chain path 

previous-service-node 
Use previous-service-node to specify the IP address of the previous service node in an 
inter-device service chain. 

Use undo previous-service-node to restore the default. 

Syntax 
previous-service-node ip-address 

undo previous-service-node 

Default 
The IP address of the previous service node in an inter-device service chain is not specified. 

Views 
Service chain view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
ip-address: Specifies the IP address of the previous service node. 

Usage guidelines 
If the service node is the head node, you do not need to specify the IP address of the previous 
service node. 

Examples 
# Specify the IP address of the previous service node as 3.3.3.3 for service chain 1. 
<Sysname> system-view 

[Sysname] service-chain path 1 

[Sysname-spath1] previous-service-node 3.3.3.3 

Related commands 
display service-chain path 
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service-chain path 
Use service-chain path to create a service chain and enter its view, or enter the view of an 
existing service chain. 

Use undo service-chain path to delete a service chain or all service chains on a device. 

Syntax 
service-chain path path-id 

undo service-chain path { path-id | all } 

Default 
No service chains exist. 

Views 
System view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
path-id: Specifies the path ID of a service chain, in the range of 1 to 8388606. A path ID uniquely 
identifies a service chain. 

all: Deletes all service chains on the device. 

Examples 
# Create service chain 1 and enter its view. 
<Sysname> system-view 

[Sysname] service-chain path 1 

[Sysname-spath1] 

Related commands 
display service-chain path 

service function 
Use service function to create a service node and enter its view, or enter the view of an 
existing service node. 

Use undo service function to delete a service node or all service nodes on the service chain. 

Syntax 
service function function-number 

undo service function { function-number | all } 

Default 
No service nodes exist. 

Views 
Service chain view 

Predefined user roles 
network-admin 
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context-admin 

Parameters 
function-number: Assigns an ID to the service node. The value for the function-number 
argument is fixed at 1. 

all: Deletes all service nodes on the service chain.  

Usage guidelines 
You can configure only one service node for a service chain.  

Examples 
# Create service node 1 and enter its view. 
<Sysname> system-view 

[Sysname] service-chain path 1 

[Sysname-spath1] service function 1 

[Sysname-spath1-func1] 

Related commands 
display service-chain path 

service list 
Use service list to create a service list. 

Use undo service list to restore the default. 

Syntax 
service list { acg | atk | connect-limit | dpi | fw | ips | ipsec | lb | nat }* 

undo service list 

Default 
No service list exists. 

Views 
Service node view 

Predefined user roles 
network-admin 

context-admin 

Parameters 
acg: Specifies the application control gateway (ACG) service. 

atk: Specifies the attack detection and prevention service. 

connect-limit: Specifies the connection limit service. 

dpi: Specifies the deep packet inspection (DPI) service. 

fw: Specifies the firewall (FW) service. 

ips: Specifies the intelligent protection switching (IPS) service. 

ipsec: Specifies the IP security (IPsec) service. 

lb: Specifies the load balancing (LB) service. 

nat: Specifies the network address translation (NAT) service. 



 

6 

Usage guidelines 
You can configure only one service list for each service node. All services in a service chain must be 
different from each other. 

The services in a service list are applied to the traffic in the order they are specified in a service list. 

Examples 
# Create a service list that contains the FW and LB services for service node 1. 
<Sysname> system-view 

[Sysname] service-chain path 1 

[Sysname-spath1] service function 1 

[Sysname-spath1-func1] service list fw lb 

Related commands 
display service-chain path 
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	4. Use the job command to assign the job to the schedule. You can assign multiple jobs to a schedule. The jobs must already exist.
	5. Use the user-role command to assign user roles to the schedule. You can assign up to 64 user roles to a schedule.
	6. Use the time at, time once, or time repeating command to specify an execution time for the schedule. You can specify only one execution time for a schedule.

	shutdown-interval
	sysid
	sysname
	temperature-limit
	time at
	time once
	time repeating
	usb disable
	user-role


	06-FTP and TFTP commands
	FTP commands
	FTP server commands
	display ftp-server
	display ftp-user
	free ftp user
	free ftp user-ip
	free ftp user-ip ipv6
	ftp server acl
	ftp server acl ipv6
	ftp server acl-deny-log enable
	ftp server dscp
	ftp server enable
	ftp server ipv6 dscp
	ftp server ssl-server-policy
	ftp timeout

	FTP client commands
	?
	append
	ascii
	binary
	bye
	cd
	cdup
	close
	debug
	delete
	dir
	disconnect
	display ftp client source
	ftp
	ftp client ipv6 source
	ftp client source
	ftp ipv6
	get
	help
	lcd
	ls
	mkdir
	newer
	open
	passive
	put
	pwd
	quit
	reget
	rename
	reset
	restart
	rhelp
	rmdir
	rstatus
	status
	system
	user
	verbose


	TFTP commands
	TFTP server commands
	tftp server enable
	tftp server work-directory

	TFTP client commands
	tftp
	tftp client ipv6 source
	tftp client source
	tftp ipv6
	tftp-server acl
	tftp-server ipv6 acl



	07-File system management commands
	File system management commands
	a. Use the cd flash:/ command to change the working directory to the root directory of the file system.
	b. Execute the dir command.
	cd
	copy
	delete
	dir
	fdisk
	file prompt
	fixdisk
	format
	fuser
	gunzip
	1. Before decompressing the file, you can display files whose names start with the system. string.
	2. Decompress the file system.bin.gz.
	3. Verify the decompress operation.

	gzip
	1. Before compressing the file, you can display files whose names start with the system. string.
	2. Compress the file system.bin.
	3. Verify the compress operation.

	md5sum
	mkdir
	more
	mount
	move
	pwd
	rename
	reset recycle-bin
	rmdir
	sha256sum
	tar create
	tar extract
	tar list
	umount
	undelete


	08-Configuration file management commands
	Configuration file management commands
	archive configuration
	archive configuration interval
	archive configuration location
	archive configuration max
	archive configuration server
	archive configuration server password
	archive configuration server user
	backup startup-configuration
	configuration encrypt
	configuration replace file
	configuration replace server
	configuration replace server file
	1. Downloads the replacement configuration file from the remote rollback server.
	2. Saves the downloaded file as a temporary file.
	3. Replaces the running configuration with the configuration in the temporary file.
	4. Deletes the temporary file after the configuration rollback finishes.

	configuration replace server password
	configuration replace server user
	display archive configuration
	display configuration replace server
	display current-configuration
	display current-configuration diff
	1. The .cfg main next-startup configuration file.
	2. The .cfg backup next-startup configuration file if the .cfg main next-startup configuration file is unavailable.

	display default-configuration
	display diff
	1. The .cfg main next-startup configuration file.
	2. The .cfg backup next-startup configuration file if the .cfg main next-startup configuration file is unavailable.

	display saved-configuration
	1. If the main startup configuration file is available, this command displays the contents of the main startup configuration file.
	2. If only the backup startup configuration file is available, this command displays the contents of the backup file.
	3. If both the main and backup startup configuration files are not available, this command does not display anything.

	display startup
	display this
	reset saved-configuration
	restore startup-configuration
	save
	startup saved-configuration


	09-Software upgrade commands
	Software upgrade commands
	boot-loader file
	boot-loader update
	bootrom backup
	bootrom read
	bootrom restore
	bootrom update
	bootrom-update security-check enable
	display boot-loader


	10-ISSU commands
	ISSU commands
	display install active
	display install backup
	display install committed
	display install inactive
	display install ipe-info
	display install job
	display install log
	display install package
	display install rollback
	display install which
	display issu rollback-timer
	display issu state
	display version comp-matrix
	install abort
	install activate
	install add
	install commit
	install deactivate
	install remove
	install rollback to
	install verify
	issu accept
	issu commit
	issu load
	issu quit
	issu rollback
	issu rollback-timer
	issu run switchover
	reset install log-history oldest
	reset install rollback oldest


	11-Automatic configuration commands
	Automatic configuration commands
	autodeploy udisk enable


	12-Tcl commands
	Tcl commands
	cli
	1. Execute a NF command in Tcl configuration view. The output shows that the NF command cannot be executed because it conflicts with a Tcl command.
	2. Configure the cli command to execute the NF command again.

	tclquit
	tclsh


	13-Python commands
	Python commands
	exit()
	python
	python filename
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	01-IRF commands
	IRF commands
	display irf
	display irf configuration
	display irf link
	display irf topology
	display irf-port load-sharing mode
	display mad
	easy-irf
	irf auto-update enable
	irf domain
	irf mac-address persistent
	irf member description
	irf member priority
	irf member renumber
	irf-port
	irf-port global load-sharing mode
	irf-port load-sharing mode
	irf-port-configuration active
	mad arp enable
	mad bfd enable
	mad enable
	mad exclude interface
	mad ip address
	mad nd enable
	mad restore
	port group interface


	02-Context commands
	Context commands
	Context commands for the default context
	allocate interface
	allocate vlan
	capability security-policy-rule maximum
	capability session maximum
	capability session rate
	capability sslvpn-user maximum
	capability throughput
	context
	context start
	context-capability inbound broadcast single
	context-capability inbound broadcast total
	context-capability inbound drop-logging enable
	context-capability inbound multicast single
	context-capability inbound multicast total
	context-capability inbound unicast total
	description
	display context
	display context capability
	display context capability inbound broadcast
	display context capability inbound multicast
	display capability inbound unicast
	display context configuration
	display context interface
	display context online-users sslvpn
	display context reboot
	display context resource
	display context statistics
	display context vlan
	limit-resource cpu
	limit-resource memory
	reset context capability inbound broadcast
	reset context capability inbound multicast
	reset context reboot
	switchto context
	tar context log

	Context commands for non-default contexts
	display context interface
	display context reboot
	reset context reboot



	03-Reth interface and redundancy group commands
	Reth interface commands
	bandwidth
	default
	1. Use the display this command in interface view to identify these commands.
	2. Use their undo forms or follow the command reference to restore their default settings.
	3. If the restoration attempt still fails, follow the error message instructions to resolve the problem.

	description
	display counters interface reth
	display counters rate interface reth
	display interface reth
	display reth interface
	fast-switch enable
	interface reth
	member interface
	mtu
	reset counters interface reth
	reth advertise retransmit
	1. Sends advertisement messages (including gratuitous ARP messages and NA messages) to neighbors immediately.
	2. Retransmits the advertisement messages according to the number of retransmissions and the retransmission interval you have configured.

	shutdown
	sub-interface rate-statistic

	Redundancy group commands
	bind slot
	display redundancy group
	hold-down-interval
	member interface
	node
	node-member interface
	preempt-delay
	priority
	redundancy group
	snmp-agent trap enable rddc
	switchover request
	switchover reset
	track
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	01-Security zone commands
	Security zone commands
	display security-zone
	1. System-defined security zones.
	2. User-defined security zones in alphabetical order of security zone names.

	display zone-pair security
	import interface
	1. Use the undo import interface command to remove the interface from the current security zone.
	2. Use the import interface command to add the interface to the new security zone.

	import interface vlan
	1. Use the undo import interface vlan command to remove the combination from the current security zone.
	2. Use the import interface vlan command to add the combination to the new security zone.

	import ip
	import ipv6
	import vlan
	1. Use the undo import vlan command to remove the VLAN from the current security zone.
	2. Use the import vlan command to add the VLAN to the new security zone.

	manage
	security-zone
	security-zone intra-zone default permit
	zone-pair security
	zone-pair vsip-filter enable


	02-Security policy commands
	Security policy commands
	accelerate enhanced enable
	action
	app-group
	application
	counting enable
	description (security policy rule view)
	description (security policy view)
	destination-ip
	destination-ip-host (IPv4 security policy view)
	destination-ip-host (IPv6 security policy view)
	destination-ip-range (IPv4 security policy view)
	destination-ip-range (IPv6 security policy view)
	destination-ip-subnet (IPv4 security policy view)
	destination-ip-subnet (IPv6 security policy view)
	destination-zone
	disable
	display security-policy
	display security-policy statistics
	group move
	group name
	group rename
	logging enable
	move rule
	move rule name
	parent-group
	profile
	reset security-policy statistics
	rule
	rule rename
	security-policy
	security-policy config-logging send-time
	security-policy disable
	service
	service-port
	session aging-time
	session persistent aging-time
	source-ip
	source-ip-host (IPv4 security policy view)
	source-ip-host (IPv6 security policy view)
	source-ip-range (IPv4 security policy view)
	source-ip-range (IPv6 security policy view)
	source-ip-subnet (IPv4 security policy view)
	source-ip-subnet (IPv6 security policy view)
	source-mac
	source-zone
	time-range
	track
	user
	user-group
	vrf


	03-ASPF commands
	ASPF commands
	aspf apply policy
	aspf icmp-error reply
	aspf policy
	detect
	display aspf all
	display aspf policy
	display aspf session
	icmp-error drop
	reset aspf session
	tcp syn-check


	04-Session management commands
	Session management commands
	display session aging-time application
	display session aging-time state
	display session dual-active transparent statistics
	display session fast-drop statistics
	display session fast-drop table ipv4
	display session fast-drop table ipv6
	display session fast-drop top-statistics
	display session relation-table
	display session statistics
	display session statistics ipv4
	display session statistics ipv6
	display session statistics multicast
	display session table ipv4
	display session table ipv6
	display session table multicast ipv4
	display session table multicast ipv6
	display session top-statistics
	reset session relation-table
	reset session statistics
	reset session statistics multicast
	reset session table
	reset session table ipv4
	reset session table ipv6
	reset session table multicast
	reset session table multicast ipv4
	reset session table multicast ipv6
	session aging-time application
	session aging-time state
	session alarm rate-abrupt enable
	session alarm rate-abrupt threshold
	session alarm try-rate-abrupt enable
	session alarm try-rate-abrupt threshold
	session alarm usage-abrupt enable
	session alarm usage-abrupt threshold
	session alg fragment
	session dual-active create-mode
	session dual-active enable
	session dual-active transparent udp enable
	session fast-drop aging-time
	session fast-drop enable
	session fast-drop resource-ratio
	session fast-drop top-statistics enable
	session log { bytes-active | packets-active }
	session log enable
	session log flow-begin
	session log flow-end
	session log time-active
	session persistent acl
	session state-machine mode
	session statistics enable
	session synchronization { dns | http } *
	session synchronization enable
	session top-statistics enable


	05-Object group commands
	Object group commands
	description
	display object-group
	display object-group host
	mac
	network (IPv4 address object group view)
	network (IPv6 address object group view)
	network exclude (IPv4 address object group view)
	network exclude (IPv6 address object group view)
	object description
	object-group
	object-group dns-aging
	object-group rename
	security-zone
	service (service object group view)


	06-IP source guard commands
	IP source guard commands
	display ip source binding
	display ipv6 source binding
	ip source binding (interface view)
	ip source binding (system view)
	ip verify source
	ipv6 source binding (interface view)
	ipv6 source binding (system view)
	ipv6 verify source


	07-AAA commands
	AAA commands
	General AAA commands
	aaa nas-id profile
	1. NAS-ID bound with VLANs in a NAS-ID profile.
	2. NAS-ID in an ISP domain.

	aaa session-id mode
	aaa session-limit
	accounting advpn
	accounting command
	accounting default
	accounting ipoe
	accounting lan-access
	accounting login
	accounting portal
	accounting ppp
	accounting quota-out
	accounting sslvpn
	accounting start-fail
	accounting update-fail
	authentication advpn
	authentication default
	authentication ike
	authentication ipoe
	authentication lan-access
	authentication login
	authentication portal
	authentication ppp
	authentication sslvpn
	authentication super
	authorization advpn
	authorization command
	authorization default
	authorization ike
	authorization ipoe
	authorization lan-access
	authorization login
	authorization portal
	authorization ppp
	authorization sslvpn
	authorization-attribute (ISP domain view)
	basic-service-ip-type
	dhcpv6-follow-ipv6cp
	display domain
	domain
	domain default enable
	domain if-unknown
	1. The authentication domain specified for the access module.
	2. The ISP domain in the username.
	3. The default ISP domain of the device.

	domain-delimiter
	domain-delimiter search-direction
	local-server log change-password-prompt
	local-server log change-password-prompt
	nas-id
	1. NAS-ID bound with VLANs in a NAS-ID profile.
	2. NAS-ID in an ISP domain.

	nas-id bind vlan
	service-type (ISP domain view)
	session-time include-idle-time
	state (ISP domain view)
	user-address-type

	Local user commands
	access-limit
	access-user email authentication
	access-user email format
	access-user email sender
	access-user email smtp-server
	authorization-attribute (local user view/user group view)
	bind-attribute
	company
	description
	display local-guest waiting-approval
	display local-user
	display user-group
	email
	full-name
	group
	identity-group
	identity-member
	local-guest auto-delete enable
	local-guest email format
	local-guest email sender
	local-guest email smtp-server
	local-guest generate
	local-guest manager-email
	local-guest send-email
	local-guest timer
	local-user
	local-user-export class network
	local-user-export class network guest
	local-user-import class network
	local-user-import class network guest
	password (device management user view)
	password (network access user view)
	phone
	reset local-guest waiting-approval
	service-type (local user view)
	sponsor-department
	sponsor-email
	sponsor-full-name
	state (local user view)
	user-group
	validity-datetime

	RADIUS commands
	aaa device-id
	accounting-on enable
	attribute 15 check-mode
	attribute 17 old-password
	1. If the RADIUS authentication server sends an Access-Challenge packet that includes the Reply-Message attribute when a user passes authentication, the device prompts the user to change its password.
	2. After receiving the password change request from the user, the device sends a RADIUS authentication request to the RADIUS authentication server.
	3. When the device receives a response from the RADIUS authentication server, the online user's password is changed successfully.
	1. After receiving the password change request from the user, the device sends a RADIUS authentication request to a reachable RADIUS server. In the authentication request, the device uses attribute 2 and attribute 17 to carry the new user password and...
	2. When the device receives a response from the selected RADIUS server, the online user's password is changed successfully.

	attribute 18 match
	attribute 25 car
	attribute 30 mac-format
	attribute 31 mac-format
	attribute 182 vendor-id 25506 vlan
	attribute convert (RADIUS DAS view)
	attribute convert (RADIUS scheme view)
	attribute reject (RADIUS DAS view)
	attribute reject (RADIUS scheme view)
	attribute remanent-volume
	attribute translate
	attribute vendor-id 2011 version
	client
	data-flow-format (RADIUS scheme view)
	display radius scheme
	display radius statistics
	exclude
	include
	key (RADIUS scheme view)
	nas-ip (RADIUS scheme view)
	port
	primary accounting (RADIUS scheme view)
	primary authentication (RADIUS scheme view)
	radius attribute extended
	1. Use this command to define the attributes as extended RADIUS attributes.
	2. Use the attribute convert command to map the extended RADIUS attributes to attributes supported by the system.
	3. Use the attribute translate command to enable the RADIUS attribute translation feature for the mappings to take effect.

	radius attribute-test-group
	radius dscp
	radius dynamic-author server
	radius nas-ip
	radius scheme
	radius session-control client
	radius session-control enable
	radius-server test-profile
	reset radius statistics
	retry
	retry realtime-accounting
	secondary accounting (RADIUS scheme view)
	secondary authentication (RADIUS scheme view)
	snmp-agent trap enable radius
	state primary
	state secondary
	test-aaa
	timer quiet (RADIUS scheme view)
	timer realtime-accounting (RADIUS scheme view)
	timer response-timeout (RADIUS scheme view)
	user-name-format (RADIUS scheme view)
	vpn-instance (RADIUS scheme view)

	HWTACACS commands
	data-flow-format (HWTACACS scheme view)
	display hwtacacs scheme
	hwtacacs nas-ip
	hwtacacs scheme
	hwtacacs server-probe track
	1. The NQA operation starts to detect the reachability of the server and obtains the result. NQA sends the detection result to the Track module for the Track module to set the state of the track entry.
	2. AAA sets the status of the server based on the track entry state.

	key (HWTACACS scheme view)
	nas-ip (HWTACACS scheme view)
	primary accounting (HWTACACS scheme view)
	primary authentication (HWTACACS scheme view)
	primary authorization
	reset hwtacacs statistics
	secondary accounting (HWTACACS scheme view)
	secondary authentication (HWTACACS scheme view)
	secondary authorization
	server-block-action
	timer quiet (HWTACACS scheme view)
	timer realtime-accounting (HWTACACS scheme view)
	timer response-timeout (HWTACACS scheme view)
	user-name-format (HWTACACS scheme view)
	vpn-instance (HWTACACS scheme view)

	LDAP commands
	attribute-map
	authentication-server
	authorization-server
	character-encoding
	display ldap scheme
	group-filter
	ip
	ipv6
	ldap attribute-map
	ldap scheme
	ldap server
	login-dn
	login-password
	map
	protocol-version
	search-base-dn
	search-scope
	server-timeout
	source-ip
	user-parameters



	08-802.1X commands
	802.1X commands
	display dot1x
	display dot1x connection
	dot1x
	dot1x authentication-method
	dot1x auth-fail vlan
	dot1x critical vlan
	dot1x domain-delimiter
	dot1x ead-assistant enable
	dot1x ead-assistant free-ip
	dot1x ead-assistant url
	dot1x guest-vlan
	dot1x handshake
	dot1x handshake reply enable
	dot1x handshake secure
	dot1x mandatory-domain
	1. Mandatory domain.
	2. ISP domain specified in the username.
	3. Default ISP domain.

	dot1x max-user
	dot1x multicast-trigger
	dot1x port-control
	dot1x port-method
	dot1x quiet-period
	dot1x re-authenticate
	dot1x re-authenticate server-unreachable keep-online
	dot1x retry
	dot1x smarton
	dot1x smarton password
	dot1x smarton retry
	dot1x smarton switchid
	dot1x smarton timer supp-timeout
	dot1x timer
	dot1x unicast-trigger
	reset dot1x guest-vlan
	reset dot1x statistics


	09-User identification commands
	User identification commands
	account-update-interval
	connection-detect
	connection-detect enable
	display user-identity
	display user-identity active-user-group
	display user-identity all
	display user-identity online-user
	display user-identity restful-server
	display user-identity security-manage-server
	display user-identity user-import-policy
	encryption
	import-type
	ip
	ldap-scheme
	listen-port
	login-name
	reset user-identity dynamic-online-user
	reset user-identity user-account
	reset user-identity user-group
	restful-server
	uri
	user-identity enable
	user-identity online-user import policy
	user-identity online-user-name-match
	user-identity restful-server
	user-identity security-manage-server
	user-identity static-user
	user-identity user-account auto-import policy
	user-identity user-account export url
	user-identity user-account import policy
	user-identity user-account import url
	user-identity user-import-policy
	vpn-instance


	10-Password control commands
	Password control commands
	display password-control
	display password-control blacklist
	password-control { aging | composition | history | length } enable
	password-control aging
	password-control alert-before-expire
	password-control blacklist user-info username-only
	password-control change-password first-login enable
	password-control change-password weak-password enable
	password-control complexity
	password-control composition
	password-control enable
	password-control expired-user-login
	password-control history
	password-control length
	password-control login idle-time
	password-control login-attempt
	password-control per-user blacklist-limit
	password-control super aging
	password-control super composition
	password-control super length
	password-control update-interval
	reset password-control blacklist
	reset password-control history-record


	11-Portal commands
	Portal commands
	aaa-fail nobinding enable
	ad-url
	ad-url-group
	aging-time
	app-id (Facebook authentication server view)
	app-id (QQ authentication server view)
	1. Register as a developer by using a valid QQ account.
	2. Apply the access to the platform for your website. The website is the webpage to which users are redirected after passing QQ authentication.

	app-id (WeChat authentication server view)
	1. Go to the WeChat Official Account Admin Platform (https://mp.weixin.qq.com) to apply a WeChat official account.
	2. Use the account to log in to the platform and enable the WeChat WiFi hotspot feature.
	3. Click the device management tab, add the device: select the shop where the device is deployed, select the portal device type, and enter the deviec settings.

	app-key (Facebook authentication server view)
	app-key (QQ authentication server view)
	1. Register as a developer by using a valid QQ account.
	2. Apply the access to the platform for your website. The website is the webpage to which users are redirected after passing QQ authentication.

	app-key (WeChat authentication server view)
	1. Go to the WeChat Official Account Admin Platform (https://mp.weixin.qq.com) to apply a WeChat official account.
	2. Use the account to log in to the platform and enable the WeChat WiFi hotspot feature.
	3. Click the device management tab, add the device: select the shop where the device is deployed, select the portal device type, and enter the device settings.

	app-secret
	1. Use a WeChat official account to log in to the WeChat Official Account Admin Platform.
	2. From the navigation tree, select Developer Centers.

	authentication-timeout
	auth-url
	binding-retry
	captive-bypass enable
	cloud-binding enable
	cloud-server url
	default-logon-page
	display portal
	display portal ad-push statistics
	display portal auth-error-record
	display portal auth-fail-record
	display portal captive-bypass statistics
	display portal dns free-rule-host
	display portal dns redirect-rule-host
	display portal extend-auth-server
	display portal local-binding mac-address
	display portal logout-record
	display portal mac-trigger user
	display portal mac-trigger-server
	display portal packet statistics
	display portal permit-rule statistics
	display portal redirect session
	display portal redirect session-record
	display portal redirect session-statistics
	display portal redirect statistics
	display portal rule
	display portal safe-redirect statistics
	display portal server
	display portal user
	display portal user-block
	display portal user count
	display portal user dhcp-lease
	display portal user dhcpv6-lease
	display portal web-server
	display web-redirect rule
	exclude-attribute (MAC binding server view)
	exclude-attribute (portal authentication server view)
	free-traffic threshold
	if-match
	if-match temp-pass
	ip (MAC binding server view)
	ip (portal authentication server view)
	ipv6 (portal authentication server view)
	local-binding aging-time
	local-binding enable
	login failed-url
	login success-url
	logon-page bind
	a. The entry that specifies the endpoint name and endpoint type.
	b. The entry that specifies only the endpoint name.
	c. The entry that specifies only the endpoint type.

	logout-notify
	mail-domain-name
	mail-protocol
	nas-port-type
	port (MAC binding server view)
	port (portal authentication server view)
	portal ad-push
	portal ad-push embedded
	portal ad-push enable
	portal ad-push whitelist
	portal ad-url-group
	portal apply mac-trigger-server
	portal apply web-server
	portal auth-error-record enable
	portal auth-error-record export
	portal auth-error-record max
	portal auth-fail-record enable
	portal auth-fail-record export
	portal auth-fail-record max
	portal authorization strict-checking
	portal captive-bypass optimize delay
	portal cloud report interval
	portal delete-user
	portal device-id
	portal domain
	portal dual-ip enable
	portal dual-stack enable
	portal dual-stack traffic-separate enable
	portal enable (interface view)
	portal extend-auth domain
	portal extend-auth-server
	portal fail-permit server
	portal fail-permit web-server
	portal forbidden-rule
	portal free-all except destination
	portal free-rule
	portal free-rule acl
	portal free-rule description
	portal free-rule destination
	portal free-rule source
	portal idle-cut dhcp-capture enable
	portal ipv6 free-all except destination
	portal ipv6 layer3 source
	portal ipv6 user-detect
	portal layer3 source
	portal local-web-server
	portal logout-record enable
	portal logout-record export
	portal logout-record max
	portal mac-trigger-server
	portal max-user
	portal nas-id profile
	portal nas-port-id format
	portal oauth user-sync interval
	portal outbound-filter enable
	portal packet log enable
	portal pre-auth domain
	1. After an unauthenticated user obtains an IP address, the user is assigned with authorization attributes configured for the preauthentication domain.
	2. After the user passes portal authentication, the user is assigned with new authorization attributes from the AAA server.
	3. After the user goes offline, the user is reassigned with the authorization attributes in the preauthentication domain.

	portal pre-auth ip-pool
	portal redirect log enable
	portal redirect max-session per-user
	portal redirect-rule
	portal refresh enable
	portal roaming enable
	portal safe-redirect default-action
	1. Matches the HTTP request methods specified for portal safe-redirect.
	2. Matches the browser types specified for portal safe-redirect.
	3. Matches the forbidden URLs configured for portal safe-redirect.
	4. Matches the forbidden filename extensions configured for portal safe-redirect.
	5. Matches the permitted URLs configured for portal safe-redirect.
	6. Matches the default HTTP request method of portal safe-redirect.
	7. Identifies whether browser types are specified portal safe-redirect.
	8. Matches the portal safe-redirect default action rule.
	9. Matches the default browser types of portal safe-redirect.

	portal safe-redirect enable
	portal safe-redirect forbidden-keyword
	portal safe-redirect forbidden-url
	portal safe-redirect method
	portal safe-redirect permit-url
	portal safe-redirect user-agent
	portal server
	portal temp-pass enable
	portal traffic-accounting disable
	portal traffic-backup threshold
	portal user log enable
	portal user-block failed-times
	portal user-block reactive
	portal user-detect
	portal user-dhcp-only
	portal user-log traffic-separate
	portal web-proxy port
	portal web-server
	portal wifidog user-sync interval
	portal { bas-ip | bas-ipv6 }
	portal { ipv4-max-user | ipv6-max-user }
	redirect-url
	reset portal ad-push statistics
	reset portal auth-error-record
	reset portal auth-fail-record
	reset portal captive-bypass statistics
	reset portal local-binding mac-address
	reset portal logout-record
	reset portal packet statistics
	reset portal redirect session-record
	reset portal redirect session-statistics
	reset portal redirect statistics
	reset portal safe-redirect statistics
	server-detect (portal authentication server view)
	server-detect (portal Web server view)
	server-detect url
	server-register
	server-type (MAC binding server view)
	server-type (portal authentication server view/portal Web server view)
	shop-id
	1. Go to the WeChat Official Account Admin Platform (https://mp.weixin.qq.com) to apply a WeChat official account.
	2. Use the account to log in to the platform and enable the WeChat WiFi hotspot feature.
	3. Click the device management tab, add the device: select the shop where the device is deployed, select the portal device type, and enter the device settings.

	subscribe-required enable
	tcp-port
	url
	url-parameter
	user-agent
	user-password modify enable
	user-sync
	version
	vpn-instance
	web-redirect url


	12-MAC authentication commands
	MAC authentication commands
	display mac-authentication
	display mac-authentication connection
	mac-authentication
	mac-authentication access-user log enable
	mac-authentication critical vlan
	mac-authentication domain
	1. Authentication domain specified on the port.
	2. Global authentication domain specified in system view.
	3. Default authentication domain.

	mac-authentication guest-vlan
	mac-authentication guest-vlan auth-period
	mac-authentication host-mode multi-vlan
	mac-authentication max-user
	mac-authentication re-authenticate server-unreachable keep-online
	mac-authentication timer
	mac-authentication user-name-format
	reset mac-authentication access-user
	reset mac-authentication critical-vlan
	reset mac-authentication guest-vlan
	reset mac-authentication statistics


	13-IPoE commands
	IPoE commands
	IPv4 IPoE commands
	display ip subscriber interface-leased
	display ip subscriber interface-leased statistics
	display ip subscriber offline statistics
	display ip subscriber session
	display ip subscriber session statistics
	display ip subscriber subnet-leased
	display ip subscriber subnet-leased statistics
	ip subscriber 8021p
	ip subscriber access-user log enable
	ip subscriber dhcp domain
	1. Domain specified in Option 60 if the BRAS trusts Option 60 and Option 60 does not include null terminators and non-printable characters.
	2. Domain specified by this command.
	3. Default system domain.

	ip subscriber dhcp max-session
	ip subscriber dhcp password option60
	1. Password configured by this command if the BRAS trusts Option 60 and Option 60 does not contain null terminators or non-printable characters.
	2. Password configured by using the ip subscriber password command.
	3. Default password: vlan.

	ip subscriber dhcp username
	ip subscriber dscp
	ip subscriber enable
	ip subscriber initiator dhcp enable
	ip subscriber initiator unclassified-ip enable
	ip subscriber interface-leased
	ip subscriber nas-port-id format
	ip subscriber nas-port-id nasinfo-insert
	ip subscriber nas-port-type
	ip subscriber password
	ip subscriber service-identify
	ip subscriber session static
	ip subscriber subnet-leased
	ip subscriber timer quiet
	ip subscriber trust
	1. Domain specified in the ip subscriber dhcp domain command.
	2. Default system domain.

	ip subscriber unclassified-ip domain
	1. Service-specific domain.
	2. Domain specified by this command.
	3. Default system domain.

	ip subscriber unclassified-ip max-session
	ip subscriber unclassified-ip username
	ip subscriber user-detect
	ip subscriber vlan
	ip subscriber whitelist enable
	reset ip subscriber offline statistics
	reset ip subscriber session

	IPv6 IPoE commands
	display ipv6 subscriber interface-leased
	display ipv6 subscriber interface-leased statistics
	display ipv6 subscriber offline statistics
	display ipv6 subscriber session
	display ipv6 subscriber session statistics
	display ipv6 subscriber subnet-leased
	display ipv6 subscriber subnet-leased statistics
	ipv6 subscriber 8021p
	ipv6 subscriber access-user log enable
	ipv6 subscriber dhcp domain
	1. Domain specified in Option 16 if the BRAS trusts Option 16 and Option 16 does not include null terminators and non-printable characters.
	2. Domain specified by this command.
	3. Default system domain.

	ipv6 subscriber dhcp max-session
	ipv6 subscriber dhcp password option16
	1. Password configured by using this command if the BRAS trusts Option 16 and Option 16 does not contain null terminators or non-printable characters.
	2. Password configured by using the ipv6 subscriber password command.
	3. Default password: vlan.

	ipv6 subscriber dhcp username
	ipv6 subscriber dscp
	ipv6 subscriber enable
	ipv6 subscriber initiator dhcp enable
	ipv6 subscriber initiator ndrs enable
	ipv6 subscriber initiator unclassified-ip enable
	ipv6 subscriber interface-leased
	ipv6 subscriber nas-port-id format
	ipv6 subscriber nas-port-id nasinfo-insert
	ipv6 subscriber nas-port-type
	ipv6 subscriber ndrs domain
	ipv6 subscriber ndrs max-session
	ipv6 subscriber ndrs username
	ipv6 subscriber password
	ipv6 subscriber service-identify
	ipv6 subscriber session static
	ipv6 subscriber subnet-leased
	ipv6 subscriber timer quiet
	ipv6 subscriber trust
	1. Domain specified in the ipv6 subscriber dhcp domain command.
	2. Default system domain.

	ipv6 subscriber unclassified-ip domain
	1. Service-specific domain.
	2. Domain specified by this command.
	3. Default system domain.

	ipv6 subscriber unclassified-ip max-session
	ipv6 subscriber unclassified-ip username
	ipv6 subscriber user-detect
	ipv6 subscriber vlan
	ipv6 subscriber whitelist enable
	reset ipv6 subscriber offline statistics
	reset ipv6 subscriber session



	14-Public key management commands
	Public key management commands
	display public-key local public
	display public-key peer
	peer-public-key end
	public-key local create
	public-key local destroy
	public-key local export dsa
	1. Save the exported local host public key to a file by using one of the following methods:
	2. Transfer a copy of the file to the peer device, for example, by using FTP in binary mode or TFTP. For more information about FTP and TFTP, see Fundamentals Configuration Guide.
	3. On the peer device, use the public-key peer import sshkey command to import the host public key from the file.

	public-key local export ecdsa
	1. Save the exported ECDSA host public key to a file by using one of the following methods:
	2. Transfer a copy of the file to the peer device, for example, by using FTP in binary mode or TFTP. For more information about FTP and TFTP, see Fundamentals Configuration Guide.
	3. On the peer device, use the public-key peer import sshkey command to import the host public key from the file.

	public-key local export rsa
	1. Save the exported local host public key to a file by using one of the following methods:
	2. Transfer a copy of the file to the peer device, for example, by using FTP in binary mode or TFTP. For more information about FTP and TFTP, see Fundamentals Configuration Guide.
	3. On the peer device, use the public-key peer import sshkey command to import the host public key from the file.

	public-key local export sm2
	1. Save the exported local host public key to a file by using one of the following methods:
	2. Transfer a copy of the file to the peer device, for example, by using FTP in binary mode or TFTP. For more information about FTP and TFTP, see Fundamentals Configuration Guide.
	3. On the peer device, use the public-key peer import sshkey command to import the host public key from the file.

	public-key local import
	public-key peer
	1. Execute the public-key peer command to enter public key view.
	2. Type the public key.
	3. Execute the peer-public-key end command to save the public key and return to system view.

	public-key peer import sshkey


	15-PKI commands
	PKI commands
	attribute
	ca identifier
	certificate request entity
	certificate request from
	certificate request mode
	certificate request polling
	certificate request url
	common-name
	country
	crl check enable
	crl update-period
	crl url
	1. CRL repository specified in the PKI domain by using this command.
	2. CRL repository in the certificate that is being verified.
	3. CRL repository in the CA certificate or CRL repository in the upper-level CA certificate if the CA certificate is the certificate being verified.

	display pki certificate access-control-policy
	display pki certificate attribute-group
	display pki certificate domain
	display pki certificate renew-status
	display pki certificate request-status
	display pki crl domain
	fqdn
	ip
	ldap-server
	locality
	organization
	organization-unit
	pkcs7-encryption-algorithm
	pki abort-certificate-request
	pki certificate access-control-policy
	pki certificate attribute-group
	pki certificate logging enable
	pki delete-certificate
	1. Execute the display pki certificate command to determine the serial number of the peer certificate.
	2. Execute the pki delete-certificate domain domain-name peer serial serial-num command.

	pki domain
	pki entity
	pki export
	pki import
	a. General-purpose key pair.
	b. Signature key pair.
	c. Encryption key pair.
	a. General-purpose key pair.
	b. Signature key pair.

	pki request-certificate
	pki retrieve-certificate
	pki retrieve-crl
	pki storage
	pki validate-certificate
	public-key dsa
	public-key ecdsa
	public-key rsa
	public-key sm2
	revocation-check method
	root-certificate fingerprint
	1. Obtains the CA certificate from the CA server.
	2. Compares the fingerprint contained in the root CA certificate with the fingerprint configured in the PKI domain, if either of the following conditions exists:

	rule
	source
	state
	subject-dn
	usage
	vpn-instance


	16-SSH commands
	SSH commands
	SSH server commands
	display ssh server
	display ssh user-information
	scp server enable
	sftp server enable
	sftp server idle-timeout
	ssh server acl
	ssh server acl-deny-log enable
	ssh server authentication-retries
	ssh server authentication-timeout
	ssh server compatible-ssh1x enable
	ssh server dscp
	ssh server enable
	ssh server ipv6 acl
	ssh server ipv6 dscp
	ssh server pki-domain
	ssh server port
	ssh server rekey-interval
	1. Updates the RSA server key pair.
	2. Uses the updated RSA server key pair for key pair negotiation with the new user.
	3. Resets the interval and starts to count down the interval again.

	ssh user

	SSH client commands
	bye
	cd
	cdup
	delete
	dir
	display sftp client source
	display ssh client source
	exit
	get
	help
	ls
	mkdir
	put
	pwd
	quit
	remove
	rename
	rmdir
	scp
	scp ipv6
	scp ipv6 suite-b
	scp suite-b
	sftp
	sftp client ipv6 source
	sftp client source
	sftp ipv6
	sftp ipv6 suite-b
	sftp suite-b
	ssh client ipv6 source
	ssh client source
	ssh2
	ssh2 ipv6
	ssh2 ipv6 suite-b
	ssh2 suite-b

	SSH2 commands
	display ssh2 algorithm
	ssh2 algorithm cipher
	ssh2 algorithm key-exchange
	ssh2 algorithm mac
	ssh2 algorithm public-key



	17-SSL commands
	SSL commands
	certificate-chain-sending enable
	ciphersuite
	ciphersuite server-preferred enable
	client-verify
	display ssl client-policy
	display ssl server-policy
	pki-domain (SSL client policy view)
	pki-domain (SSL server policy view)
	prefer-cipher
	server-verify enable
	session
	ssl client-policy
	ssl renegotiation disable
	ssl server-policy
	ssl version disable
	version
	version disable
	1. Configuration of the version disable command in SSL server policy view.
	2. Configuration of the ssl version disable command in system view.
	3. Default setting (Enabled).



	18-Connection limit commands
	Connection limit commands
	connection-limit
	connection-limit apply
	connection-limit apply global
	description
	display connection-limit
	display connection-limit ipv6-stat-nodes
	display connection-limit statistics
	display connection-limit stat-nodes
	limit
	1. Configure ACL 3000.
	2. Limit connections that match ACL 3000 by the source and destination IP addresses, with the upper limit 2000, lower limit 1800, and establishment rate 10 per second.
	3. Verify that when the connection number exceeds 2000, new connections cannot be established until the connection number goes below 1800. (Details not shown.)
	1. Configure ACL 3000.
	2. Limit connections that match ACL 3000 by the source and destination IP addresses, with the upper limit 2000, lower limit 1800, and establishment rate 10 per second. Specify the permit-new keyword.
	3. Verify that when the connection number exceeds 2000 or the connection rate exceeds 10 per second, new connections can be established but alarm logs are generated. (Details not shown.)
	1. Configure ACL 2001.
	2. Limit connections that match ACL 2001 by the source and destination IP addresses, with the upper limit 200, lower limit 100, and establishment rate 10 per second.
	3. Verify that when the connection number exceeds 200, new connections cannot be established until the connection number goes below 100. (Details not shown.)
	1. Configure ACL 2001.
	2. Limit connections that match ACL 2001 by the destination IP addresses, with the upper limit 200, lower limit 100, and establishment rate 10 per second. Specify the permit-new keyword.
	3. Verify that when the connection number exceeds 200 or the connection rate exceeds 10 per second, new connections can be established but alarm logs are generated. (Details not shown.)

	reset connection-limit statistics


	19-Attack detection and prevention commands
	Attack detection and prevention commands
	ack-flood action
	ack-flood detect
	ack-flood detect non-specific
	ack-flood threshold
	ack-flood source-threshold
	attack-defense apply policy
	attack-defense cpu-core action
	attack-defense ipcar action
	attack-defense ipcar session-rate-limit enable
	attack-defense login block-timeout
	attack-defense login enable
	attack-defense login max-attempt
	attack-defense login reauthentication-delay
	attack-defense malformed-packet defend enable
	attack-defense policy
	attack-defense signature log non-aggregate
	attack-defense top-attack-statistics enable
	blacklist destination-ip
	blacklist destination-ipv6
	blacklist enable
	blacklist global enable
	blacklist ip
	blacklist ipv6
	blacklist logging enable
	blacklist object-group
	blacklist user
	client-verify dns enable
	client-verify dns-reply enable
	client-verify http enable
	client-verify sip enable
	client-verify protected ip
	client-verify protected ipv6
	client-verify tcp enable
	display attack-defense cpu-core flow info
	display attack-defense flood statistics ip
	display attack-defense flood statistics ipv6
	display attack-defense http-slow-attack statistics ip
	display attack-defense http-slow-attack statistics ip
	display attack-defense http-slow-attack statistics ipv6
	display attack-defense http-slow-attack statistics ipv6
	display attack-defense malformed-packet statistics
	display attack-defense policy
	display attack-defense policy ip
	display attack-defense policy ipv6
	display attack-defense scan attacker ip
	display attack-defense scan attacker ipv6
	display attack-defense statistics security-zone
	display attack-defense top-attack-statistics
	display blacklist destination-ip
	display blacklist destination-ipv6
	display blacklist ip
	display blacklist ipv6
	display blacklist user
	display client-verify protected ip
	display client-verify protected ipv6
	display client-verify trusted ip
	display client-verify trusted ipv6
	display whitelist object-group
	dns-flood action
	dns-flood detect
	dns-flood detect non-specific
	dns-flood port
	dns-flood threshold
	dns-flood source-threshold
	dns-reply-flood action
	dns-reply-flood detect
	dns-reply-flood detect non-specific
	dns-reply-flood port
	dns-reply-flood threshold
	dns-reply-flood source-threshold
	exempt acl
	fin-flood action
	fin-flood detect
	fin-flood detect non-specific
	fin-flood threshold
	fin-flood source-threshold
	http-flood action
	http-flood detect
	http-flood detect non-specific
	http-flood port
	http-flood threshold
	http-flood source-threshold
	http-slow-attack action
	http-slow-attack detect
	http-slow-attack detect non-specific
	http-slow-attack period
	http-slow-attack port
	http-slow-attack threshold
	icmp-flood action
	icmp-flood detect ip
	icmp-flood detect non-specific
	icmp-flood threshold
	icmp-flood source-threshold
	icmpv6-flood action
	icmpv6-flood detect ipv6
	icmpv6-flood detect non-specific
	icmpv6-flood threshold
	icmpv6-flood source-threshold
	reset attack-defense malformed-packet statistics
	reset attack-defense policy flood
	reset attack-defense statistics security-zone
	reset attack-defense top-attack-statistics
	reset blacklist destination-ip
	reset blacklist destination-ipv6
	reset blacklist ip
	reset blacklist ipv6
	reset blacklist statistics
	reset client-verify protected statistics
	reset client-verify trusted
	reset whitelist statistics
	rst-flood action
	rst-flood detect
	rst-flood detect non-specific
	rst-flood threshold
	rst-flood source-threshold
	scan detect
	signature { large-icmp | large-icmpv6 } max-length
	signature detect
	signature level action
	signature level detect
	sip-flood action
	sip-flood detect
	sip-flood detect non-specific
	sip-flood port
	sip-flood threshold
	sip-flood source-threshold
	syn-ack-flood action
	syn-ack-flood detect
	syn-ack-flood detect non-specific
	syn-ack-flood threshold
	syn-ack-flood source-threshold
	syn-flood action
	syn-flood detect
	syn-flood detect non-specific
	syn-flood threshold
	syn-flood source-threshold
	threshold-learn apply
	threshold-learn auto-apply enable
	threshold-learn duration
	threshold-learn enable
	threshold-learn interval
	threshold-learn mode
	threshold-learn tolerance-value
	udp-flood action
	udp-flood detect
	udp-flood detect non-specific
	udp-flood threshold
	udp-flood source-threshold
	whitelist enable
	whitelist global enable
	whitelist object-group


	20-Server connection detection commands
	Server connection detection commands
	auto-learn enable
	display scd auto-learn config
	display scd learning record
	display scd policy
	logging enable
	permit-dest-ip
	1. Enable server connection learning on the device to learn the connections initiated by the server.
	2. Configure SCD rules for legal connections according to the server connection learning results. To view the learned connections, use the display scd learning record command.

	policy enable
	protected-server
	protocol
	reset scd learning record
	rule
	scd learning
	scd policy
	source-ip


	21-ARP attack protection commands
	ARP attack protection commands
	Unresolvable IP attack protection commands
	arp source-suppression enable
	arp source-suppression limit
	display arp source-suppression

	Source MAC-based ARP attack detection commands
	arp source-mac
	arp source-mac aging-time
	arp source-mac exclude-mac
	arp source-mac threshold
	display arp source-mac

	ARP packet source MAC consistency check commands
	arp valid-check enable

	ARP active acknowledgement commands
	arp active-ack enable

	Authorized ARP commands
	arp authorized enable

	ARP attack detection commands
	arp detection enable
	arp detection rule
	arp detection trust
	arp detection validate
	arp restricted-forwarding enable
	display arp detection
	display arp detection statistics
	reset arp detection statistics

	ARP scanning and fixed ARP commands
	arp fixup
	arp scan

	ARP gateway protection commands
	arp filter source

	ARP filtering commands
	arp filter binding



	22-ND attack defense commands
	ND attack defense commands
	Source MAC-based ND attack detection commands
	display ipv6 nd source-mac
	display ipv6 nd source-mac configuration
	ipv6 nd source-mac
	ipv6 nd source-mac threshold
	reset ipv6 nd source-mac

	Interface-based ND attack suppression commands
	display ipv6 nd attack-suppression configuration
	display ipv6 nd attack-suppression per-interface
	display ipv6 nd attack-suppression per-interface interface
	ipv6 nd attack-suppression enable per-interface
	ipv6 nd attack-suppression threshold
	reset ipv6 nd attack-suppression per-interface
	reset ipv6 nd attack-suppression per-interface statistics

	Source MAC consistency check commands
	ipv6 nd check log enable
	ipv6 nd mac-check enable



	23-uRPF commands
	IPv4 uRPF commands
	display ip urpf
	display ip urpf statistics security-zone
	ip urpf
	reset ip urpf statistics security-zone

	IPv6 uRPF commands
	display ipv6 urpf
	display ipv6 urpf statistics security-zone
	ipv6 urpf
	reset ipv6 urpf statistics security-zone


	24-IP-MAC binding commands
	IP-MAC binding commands
	display ip-mac binding ipv4
	display ip-mac binding ipv6
	display ip-mac binding statistics
	display ip-mac binding status
	ip-mac binding enable
	ip-mac binding interface
	ip-mac binding ipv4
	ip-mac binding ipv6
	ip-mac binding no-match action deny
	reset ip-mac binding statistics


	25-APR commands
	APR commands
	app-group
	application statistics enable
	apr protocol detection-threshold application-other
	apr set detectlen
	apr signature auto-update
	apr signature auto-update-now
	apr signature rollback
	apr signature update
	copy app-group
	description (application group view)
	description (NBAR rule view)
	destination
	detection
	direction
	disable
	display app-group
	display application
	display application statistics
	display application statistics top
	display apr protocol detection-threshold-other
	display apr signature library
	display port-mapping pre-defined
	display port-mapping user-defined
	include application
	nbar application
	override-current
	port-mapping
	1. Use the undo port-mapping application command to remove the existing general port mapping.
	2. Use the port-mapping application command to specify a different port number for the application protocol.

	port-mapping acl
	port-mapping host
	port-mapping subnet
	reset application statistics
	risk type
	service-port
	signature
	source
	update schedule
	user-defined-application


	26-Keychain commands
	Keychain commands
	accept-lifetime
	accept-tolerance
	authentication-algorithm
	default-send-key
	display keychain
	key
	keychain
	key-string
	send-lifetime
	tcp-algorithm-id
	tcp-kind


	27-Crypto engine commands
	Crypto engine commands
	display crypto-engine
	display crypto-engine statistics
	reset crypto-engine statistics


	28-MAC learning through a Layer 3 device commands
	MAC learning through a Layer 3 device commands
	display snmp-server arp-sync table
	reset snmp-server arp-sync table
	snmp-server arp-sync { interval | timeout } *
	snmp-server arp-sync enable
	snmp-server arp-sync target-host


	29-SMS commands
	SMS commands
	app id
	display sms-gateway
	secret-key
	1. Parses and converts the SMS data into data that can be recognized by the third-party SMS platform.
	2. Uses the secret key and algorithms to encrypt the SMS data.
	3. Sends the encrypted data to the third-party SMS platform.
	1. Obtains the app ID in the header field of the HTTP request.
	2. Uses the secret key that corresponds to the app ID to decrypt the data to plaintext data.
	3. Sends the data in an SMS message to the user mobile number.

	sms-gateway
	1. A service module sends SMS data to the SMS gateway.
	2. The SMS gateway converts the SMS data to the data that can be recognized by the third-party SMS platform.
	3. The SMS gateway sends the SMS data to the third-party SMS platform through HTTP.
	4. The third-party SMS platform sends the SMS message to the user mobile number.

	sms-platform
	sms-send test-mobile
	vpn-instance
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	00-Preface
	Preface
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	Conventions
	Command conventions
	GUI conventions
	Symbols
	Network topology icons
	Examples provided in this document



	01-DPI engine commands
	DPI engine commands
	app-profile
	authentication enable
	block-period
	capture-limit
	display inspect md5-verify configuration
	display inspect status
	email-limit
	email-server
	export repeating-at
	export url
	import block warning-file
	inspect activate
	inspect auto-bypass
	inspect block-source parameter-profile
	inspect bypass
	inspect bypass protocol
	Related commands

	inspect cache-option maximum
	inspect capture parameter-profile
	inspect cloud-server
	inspect coverage
	inspect cpu-threshold disable
	inspect dual-active enable
	inspect email parameter-profile
	inspect file-fixed-length
	inspect file-fixed-length enable
	inspect file-uncompr-len
	inspect logging parameter-profile
	inspect md5-fixed-length
	inspect md5-fixed-length enable
	inspect md5-verify all-files
	inspect optimization disable
	inspect packet maximum
	inspect real-ip detect-field priority
	Syntax

	inspect real-ip detect-field tcp-option
	inspect real-ip detect-field xff
	inspect real-ip enable
	inspect real-ip record-filename nfs maximum
	inspect redirect parameter-profile
	inspect signature auto-update proxy
	inspect source-port-identify enable
	inspect stream-fixed-length
	inspect stream-fixed-length disable
	inspect tcp-reassemble enable
	inspect tcp-reassemble max-segment
	inspect uncompress maximum
	inspect warning parameter-profile
	log
	log language
	password
	receiver
	redirect-url
	reset block warning-file
	secure-authentication enable
	sender
	username


	02-IPS commands
	IPS commands
	action (IPS policy view)
	action (IPS signature view)
	attack-category
	description (IPS whitelist entry view)
	description (user-defined IPS signature view)
	destination-address
	destination-port
	detection-integer
	detection-keyword
	direction
	display ips policy
	display ips signature
	display ips signature pre-defined
	display ips signature library
	display ips signature user-defined
	display ips signature user-defined parse-failed
	email parameter-profile
	email severity-level
	global-parameter enable
	http-method
	ips apply policy
	ips capture-cache
	ips parameter-profile
	ips policy
	ips signature auto-update
	ips signature auto-update-now
	ips signature import snort
	ips signature remove snort
	ips signature rollback
	ips signature update
	ips signature update-log
	ips signature user-defined
	ips whitelist
	ips whitelist activate
	ips whitelist enable
	log
	object-dir
	override-current
	protect-target
	rule
	rule-logic
	severity-level (IPS policy view)
	severity-level (IPS signature view)
	signature override
	signature override all
	1. Actions configured for the IPS signature in the IPS policy (by using the signature override command).
	2. Actions configured for the IPS policy.
	3. Default actions of the IPS signature.

	signature version-baseline
	1. On the Web interface of the device, obtain the IDs of all ineffective signatures.
	2. Use this command again to change the IPS signature library baseline version to the version that contains the signature.
	3. Execute the signature override command to disable all signatures that were in ineffective state when the previous signature library baseline version was used, except the signature to be activated.

	signature-id
	source-address (IPS whitelist entry view)
	source-address (user-defined IPS signature rule view)
	source-port
	statistics signature-hit enable
	status
	trigger
	update schedule
	url


	03-URL filtering commands
	URL filtering commands
	add
	category action
	cloud-query enable
	default-action
	description
	display url-filter cache
	display url-filter category
	display url-filter signature library
	display url-filter statistics
	https-filter enable
	include pre-defined
	referer-whitelist enable
	rename (URL category view)
	rename (URL filtering policy view)
	reset url-filter statistics
	rule
	update schedule (automatic URL signature library update configuration view)
	url-filter apply policy
	url-filter cache size
	url-filter cache-time
	url-filter category
	url-filter copy category
	url-filter copy policy
	url-filter log directory root
	url-filter log enable
	url-filter log except pre-defined
	url-filter log except user-defined
	url-filter policy
	url-filter signature auto-update
	url-filter signature auto-update-now
	url-filter signature rollback
	url-filter signature update
	whitelist-only enable


	04-Data filtering commands
	Data filtering commands
	action
	application
	data-filter apply policy
	data-filter keyword-group
	data-filter policy
	description (data filtering policy view)
	description (keyword group view)
	direction
	keyword-group
	pattern
	pre-defined-pattern
	rule


	05-File filtering commands
	File filtering commands
	action
	application
	description (file filtering policy view)
	description (file type group view)
	direction
	file-filter apply policy
	file-filter false-extension action
	file-filter filetype-group
	file-filter policy
	filetype-group
	pattern
	rule


	06-Anti-virus commands
	Anti-virus commands
	anti-virus apply policy
	anti-virus cache min-time
	1. Creates an MD5 entry in the cache.
	2. Submits the MD5 value to the cloud server.
	3. Updates the cached MD5 entry with the returned cloud query result.

	anti-virus cache size
	anti-virus policy
	anti-virus parameter-profile
	anti-virus signature auto-update
	anti-virus signature auto-update-now
	anti-virus signature rollback
	anti-virus signature update
	cloud-query enable
	description
	display anti-virus cache
	display anti-virus signature
	display anti-virus signature family-info
	display anti-virus signature library
	display anti-virus statistics
	exception application
	exception md5
	exception signature
	inspect
	signature severity enable
	update schedule
	warning parameter-profile


	07-Data analysis center commands
	Data analysis center commands
	dac email-server client-authentication enable
	dac email-server password
	dac email-server secure-authentication enable
	dac email-server sender
	dac email-server server-address
	dac email-server username
	dac log-collect enable
	dac log-display enable
	dac report
	dac report export
	dac report export template
	dac storage
	dac traffic-statistic enable
	display dac email-server
	display dac log-collect
	display dac log-display
	display dac report
	display dac report export
	display dac report export template
	display dac storage
	display dac traffic-statistic
	export-service
	language
	statistics content (LB link statistics report view)
	statistics content (LB virtual server statistics report view)
	statistics link
	statistics virtual-server


	08-Proxy policy commands
	Proxy policy commands
	action
	app-proxy internal-server-certificate delete
	app-proxy internal-server-certificate import
	1. The device receives an internal server certificate and calculates the MD5 value of the certificate.
	2. The device compares the calculated MD5 value with the MD5 value of the imported internal server certificate:

	app-proxy ssl whitelist activate
	app-proxy ssl whitelist predefined-hostname enable
	app-proxy ssl whitelist user-defined-hostname
	app-proxy ssl-decrypt-certificate delete
	app-proxy ssl-decrypt-certificate import
	a. Enter about:config in the address bar.
	b. In the Search box, enter security.enterprise_roots.enabled.
	c. Locate this entry, and double-click or right-click its value to change false to true.

	app-proxy ssl-decrypt-certificate modify
	app-proxy-policy
	default action
	default ssl-decrypt protect-mode
	destination-ip object-group
	destination-zone
	disable
	display app-proxy imported internal-server-certificate
	display app-proxy server-certificate
	display app-proxy ssl whitelist hostname
	display app-proxy ssl whitelist { ipv4 | ipv6 }
	display app-proxy ssl-decrypt-certificate
	display app-proxy-policy
	reset app-proxy server-certificate
	reset app-proxy ssl whitelist ip
	rule
	rule move id
	rule move name
	service
	source-ip object-group
	source-zone
	ssl-decrypt protect-mode
	user
	user-group
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	01-NAT commands
	NAT commands
	action
	action dnat (NAT64-type rule view)
	action dnat (NAT66-type rule view)
	action dnat (NAT-type rule view)
	action snat (NAT64-type rule view)
	action snat (NAT66-type rule view)
	action snat (NAT-type rule view)
	address
	block-size
	counting enable
	description
	destination-ip
	destination-zone
	disable
	display nat address-group
	display nat alg
	display nat all
	display nat dns-map
	display nat eim
	display nat global-policy
	display nat inbound
	display nat log
	display nat no-pat
	display nat no-pat ip-usage
	display nat outbound
	display nat outbound port-block-group
	display nat periodic-statistics
	display nat policy
	display nat port-block
	display nat port-block-group
	display nat port-block-usage
	display nat probe address-group
	display nat server
	display nat server-group
	display nat session
	display nat static
	display nat statistics
	exclude-ip
	global-ip-pool
	inside ip
	local-ip-address
	nat address-group
	nat alg
	nat configuration-for-new-connection
	nat dns-map
	nat global-policy
	nat hairpin enable
	nat icmp-error reply
	nat inbound
	nat inbound rule move
	nat link-switch recreate-session
	nat log alarm
	nat log enable
	nat log flow-active
	nat log flow-begin
	nat log flow-end
	nat log no-pat ip-usage
	nat log port-block usage threshold
	nat log port-block-assign
	nat log port-block-withdraw
	nat mapping-behavior endpoint-independent
	nat outbound
	nat outbound ds-lite-b4
	nat outbound port-block-group
	nat outbound rule move
	nat periodic-statistics enable
	nat periodic-statistics interval
	nat policy
	nat port-block global-share enable
	nat port-block synchronization enable
	nat port-block-group
	nat port-load-balance enable
	nat redirect reply-route
	nat remote-backup port-alloc
	nat server
	nat server rule
	nat server rule move
	nat server-group
	nat session create-rate enable
	nat static enable
	nat static inbound
	nat static inbound net-to-net
	nat static inbound net-to-net rule move
	nat static inbound object-group
	nat static inbound rule move
	nat static outbound
	nat static outbound net-to-net
	nat static outbound net-to-net rule move
	nat static outbound object-group
	nat static outbound rule move
	nat timestamp delete
	outbound-interface
	port-block
	port-range
	probe
	reset nat count statistics
	reset nat periodic-statistics
	reset nat session
	rule move (interface-based NAT policy view)
	rule move (global NAT policy view)
	rule name
	service
	source-ip
	source-zone
	vrf
	1. The NAT device uses the VPN instance to which the packet belongs to identify matching packets. Only packets with the matching VPN instances are translated. The NAT device records the VPN information in the mapping entry.
	2. When the server in the external network replies to the internal host, the NAT device translates addresses according to the mapping entry and forwards the packets after source address translation to the internal host.
	1. The NAT device uses the VPN instance to which the packet belongs to identify matching packets. Only packets with the matching VPN instances are translated. The NAT device records the VPN information in the mapping entry.
	2. When the internal server replies to the host in the external network, the NAT device translates addresses according to the mapping entry and forwards the packets after destination address translation to the host.

	vrrp vrid (interface-based NAT)


	02-NAT66 commands
	NAT66 commands
	display nat66 all
	display nat66 session
	display nat66 statistics
	nat66 prefix destination
	nat66 prefix source
	reset nat66 session


	03-AFT commands
	AFT commands
	address
	aft address-group
	aft alg
	aft enable
	aft log enable
	aft log flow-begin
	aft log flow-end
	aft port-load-balance enable
	aft prefix-general
	aft prefix-ivi
	aft prefix-nat64
	aft remote-backup port-alloc
	aft turn-off tos
	aft turn-off traffic-class
	aft v4server
	aft v4tov6 destination
	aft v4tov6 source
	aft v6server
	aft v6tov4 source
	display aft address-group
	display aft address-mapping
	display aft configuration
	display aft no-pat
	display aft port-block
	display aft session
	display aft statistics
	reset aft session
	reset aft statistics
	vrrp vrid



	06-VPN Command Reference
	00-Preface
	Preface
	Audience
	Conventions
	Command conventions
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	Network topology icons
	Examples provided in this document



	01-SSL VPN commands
	SSL VPN commands
	aaa domain
	authentication server-type
	authentication use
	bandwidth
	certificate username-attribute
	certificate-authentication enable
	content-type
	country code
	custom-authentication request-header-field
	custom-authentication request-method
	custom-authentication request-template
	custom-authentication response-custom-template
	custom-authentication response-field
	custom-authentication response-format
	custom-authentication response-success-value
	custom-authentication timeout
	custom-authentication url
	default
	default-policy-group
	description (shortcut view)
	description (SSL VPN AC interface view)
	display interface sslvpn-ac
	display sslvpn context
	display sslvpn gateway
	display sslvpn ip-tunnel statistics
	display sslvpn policy-group
	display sslvpn port-forward connection
	display sslvpn prevent-cracking frozen-ip
	display sslvpn session
	display sslvpn webpage-customize template
	emo-server
	exclude
	execution (port forwarding item view)
	execution (shortcut view)
	file-policy
	filter ip-tunnel acl
	1. Matches the request against rules in the URI ACL:
	2. Matches the request against rules in the advanced ACL:

	filter ip-tunnel uri-acl
	1. Matches the request against rules in the URI ACL:
	2. Matches the request against rules in the advanced ACL:

	filter tcp-access acl
	1. Matches the request against the authorized port forwarding list.
	2. Matches the request against the rules in the URI ACL:
	3. Matches the request against the rules in the advanced ACL:

	filter tcp-access uri-acl
	1. Matches the request against the authorized port forwarding list.
	2. Matches the request against the rules in the URI ACL:
	3. Matches the request against the rules in the advanced ACL:

	filter web-access acl
	1. Matches the request against the authorized URL list.
	2. Matches the request against rules in the URI ACL:
	3. Matches the request against rules in the advanced ACL:

	filter web-access uri-acl
	1. Matches the request against the authorized URL list.
	2. Matches the request against rules in the URI ACL:
	3. Matches the request against rules in the advanced ACL:

	force-logout
	force-logout max-onlines enable
	gateway (SMS gateway authentication view)
	gateway (SSL VPN context view)
	heading
	http-redirect
	1. Listen to an HTTP port.
	2. Redirect HTTP requests with the port number to the port used by HTTPS.
	3. Send redirection packets to clients.

	idle-cut traffic-threshold
	include
	interface sslvpn-ac
	ip address
	ip-route-list
	ip-tunnel access-route
	ip-tunnel address-pool (SSL VPN context view)
	ip-tunnel address-pool (SSL VPN policy group view)
	ip-tunnel bind address
	ip-tunnel dns-server
	ip-tunnel interface
	ip-tunnel keepalive
	ip-tunnel log
	ip-tunnel rate-limit
	ip-tunnel web-resource auto-push
	ip-tunnel wins-server
	ipv6 address
	local-port
	1. Create a port forwarding item (tcp1 in this example).
	2. Configure a port forwarding instance for the port forwarding item.

	log resource-access enable
	log user-login enable
	login-message
	logo
	max-onlines
	max-users
	message-server
	mobile-num
	mobile-num-binding enable
	mtu
	new-content
	notify-message
	old-content
	password-authentication enable
	password-box hide
	password-changing enable (SSL VPN context view)
	password-changing enable (SSL VPN user view)
	password-complexity-message
	policy-group
	port-forward
	port-forward-item
	prevent-cracking freeze-ip
	prevent-cracking freeze-ip enable
	pevent-cracking unfreeze-ip
	pevent-cracking verify-code
	pevent-cracking verify-code enable
	rate-limit
	redirect-resource
	reset counters interface sslvpn-ac
	reset sslvpn ip-tunnel statistics
	resources port-forward
	resources port-forward-item
	resources shortcut
	resources shortcut-list
	resources uri-acl
	resources url-item
	resources url-list
	resources-file
	rewrite server-response-message
	rewrite-rule
	rule
	self-service imc address
	server-address
	service enable (SSL VPN context view)
	service enable (SSL VPN gateway view)
	session-connections
	shortcut
	shortcut-list
	shutdown
	sms-auth
	sms-auth type
	sms-content
	ssl client-policy
	ssl server-policy
	sslvpn context
	sslvpn gateway
	sslvpn ip address-pool
	sslvpn log enable
	sslvpn webpage-customize
	sso auto-build code
	sso auto-build custom-login-parameter
	sso auto-build encrypt-file
	sso auto-build login-parameter
	sso auto-build request-method
	sso basic custom-username-password enable
	sso method
	timeout idle
	title
	uri-acl
	url (file policy view)
	url (URL item view)
	url-item
	url-list
	url-mapping
	url-masking enable
	user
	verification-code send-interval
	verification-code validity
	verify-code
	vpn-instance (SSL VPN context view)
	vpn-instance (SSL VPN gateway view)
	web-access ip-client auto-activate
	webpage-customize
	wechat-work-authentication app-secret
	wechat-work-authentication authorize-field
	wechat-work-authentication corp-id
	wechat-work-authentication enable
	wechat-work-authentication open-platform-url
	wechat-work-authentication timeout
	wechat-work-authentication url
	wechat-work-authentication userid-field


	02-IPsec commands
	IPsec commands
	activate link
	ah authentication-algorithm
	description
	display ipsec { ipv6-policy | policy }
	display ipsec { ipv6-policy-template | policy-template }
	display ipsec profile
	display ipsec sa
	display ipsec smart-link policy
	display ipsec statistics
	display ipsec transform-set
	display ipsec tunnel
	encapsulation-mode
	esn enable
	esp authentication-algorithm
	esp encryption-algorithm
	gateway
	ike-profile
	ikev2-profile
	ipsec { ipv6-policy | policy }
	ipsec { ipv6-policy | policy } template
	ipsec { ipv6-policy | policy } local-address
	ipsec { ipv6-policy-template | policy-template }
	ipsec anti-replay check
	ipsec anti-replay window
	ipsec apply
	ipsec decrypt-check enable
	ipsec df-bit
	ipsec flow-overlap check enable
	ipsec fragmentation
	ipsec global-df-bit
	ipsec limit max-tunnel
	ipsec logging negotiation enable
	ipsec logging packet enable
	ipsec netmask-filter
	ipsec profile
	ipsec redundancy enable
	ipsec sa global-duration
	ipsec sa global-soft-duration buffer
	ipsec sa idle-time
	ipsec smart-link policy
	ipsec transform-set
	link
	link-probe
	link-probe source
	link-switch cycles
	link-switch threshold
	local-address
	move link
	pfs
	protocol
	qos pre-classify
	redundancy replay-interval
	remote-address
	reset ipsec sa
	reset ipsec statistics
	reverse-route dynamic
	reverse-route preference
	reverse-route tag
	sa df-bit
	sa duration
	sa hex-key authentication
	sa hex-key encryption
	sa idle-time
	sa soft-duration buffer
	sa spi
	sa string-key
	sa trigger-mode
	security acl
	smart-link enable
	smart-link policy
	snmp-agent trap enable ipsec
	1. Enable SNMP notifications for IPsec globally.
	2. Enable SNMP notifications for the failure type or event type.

	tfc enable
	transform-set
	tunnel protection ipsec

	IKE commands
	aaa authorization
	app-dev-info
	authentication-algorithm
	authentication-method
	auth-key
	certificate domain
	client-authentication
	client-authentication xauth user
	decrypt-quantum-key
	description
	dh
	display ike proposal
	display ike sa
	display ike statistics
	dpd
	encryption-algorithm
	exchange-mode
	ike address-group
	ike compatible-gm-main enable
	ike compatible-sm4 enable
	ike dpd
	ike gd-quantum
	1. Connecting the GD-quantum server—After all commands in IKE GD-quantum view are configured, the device establishes a connection with the specified GD-quantum server.
	2. Logging in to the GD-quantum server—After the connection is established, the device sends a login request to the GD-quantum server, carrying the GD-quantum access ID and the GD-quantum authentication key. Only devices with verified GD-quantum acces...
	3. Obtaining the GD-quantum keys—After successful login and the IKE phase 1 negotiation, the device obtains the encrypted GD-quantum keys from the GD-quantum server, decrypt them with the GD-quantum decryption keys configured on the device, and finall...

	ike gm-main sm4-version
	ike identity
	ike invalid-spi-recovery enable
	ike ipv6-address-group
	ike keepalive interval
	ike keepalive timeout
	ike keychain
	ike limit
	ike logging negotiation enable
	ike nat-keepalive
	ike profile
	ike proposal
	ike signature-identity from-certificate
	inside-vpn
	keychain
	local-identity
	match local address (IKE keychain view)
	match local address (IKE profile view)
	match remote
	pre-shared-key
	priority (IKE keychain view)
	priority (IKE profile view)
	proposal
	reset ike sa
	reset ike statistics
	sa duration
	sa soft-duration buffer
	server-address
	snmp-agent trap enable ike
	1. Enable SNMP notifications for IKE globally.
	2. Enable SNMP notifications for the failure type or event type.


	IKEv2 commands
	aaa authorization
	address
	authentication-method
	certificate domain
	config-exchange
	dh
	display ikev2 policy
	display ikev2 profile
	display ikev2 proposal
	display ikev2 sa
	display ikev2 statistics
	dpd
	encryption
	hostname
	identity
	identity local
	ikev2 address-group
	ikev2 cookie-challenge
	ikev2 dpd
	ikev2 ipv6-address-group
	ikev2 keychain
	ikev2 nat-keepalive
	ikev2 policy
	ikev2 profile
	ikev2 proposal
	inside-vrf
	integrity
	keychain
	match local (IKEv2 profile view)
	match local address (IKEv2 policy view)
	match remote
	match vrf (IKEv2 policy view)
	match vrf (IKEv2 profile view)
	nat-keepalive
	peer
	pre-shared-key
	prf
	priority (IKEv2 policy view)
	priority (IKEv2 profile view)
	proposal
	reset ikev2 sa
	reset ikev2 statistics
	sa duration


	03-ADVPN commands
	ADVPN commands
	VAM server commands
	authentication-algorithm
	authentication-method
	display vam server address-map
	display vam server ipv6 address-map
	display vam server ipv6 private-network
	display vam server private-network
	display vam server statistics
	encryption-algorithm
	hub ipv6 private-address
	hub private-address
	hub-group
	1. The server matches the private address of the client against the private addresses of hubs in different hub groups in lexicographic order.
	2. If a match is found, the server assigns the client to the hub group as a hub.
	3. If no match is found, the server matches the client's private address against the private addresses of spokes in different hub groups in lexicographic order.
	4. If a match is found, the server assigns the client to the hub group as a spoke.
	5. If no match is found, the registration fails.

	keepalive
	pre-shared-key (ADVPN domain view)
	reset vam server address-map
	reset vam server ipv6 address-map
	reset vam server statistics
	retry interval
	server enable
	shortcut interest
	shortcut ipv6 interest
	spoke ipv6 private-address
	spoke private-address
	vam server advpn-domain
	vam server enable
	vam server listen-port

	VAM client commands
	advpn-domain
	client enable
	display vam client fsm
	display vam client shortcut interest
	display vam client shortcut ipv6 interest
	display vam client statistics
	dumb-time
	pre-shared-key (VAM client view)
	reset vam client fsm
	reset vam client ipv6 fsm
	reset vam client statistics
	retry
	server primary
	server secondary
	user
	vam client enable
	vam client name

	ADVPN tunnel commands
	advpn group
	advpn ipv6 network
	advpn logging enable
	advpn map group
	advpn network
	advpn session dumb-time
	advpn session idle-time
	advpn source-port
	display advpn group-qos-map
	display advpn ipv6 session
	display advpn session
	display advpn session count
	keepalive
	reset advpn ipv6 session
	reset advpn ipv6 session statistics
	reset advpn session
	reset advpn session statistics
	vam client
	vam ipv6 client



	04-Tunneling commands
	Tunneling commands
	bandwidth
	default
	description
	destination
	1. Obtains the domain name of the AFTR from the packet.
	2. Sends a name query to the IPv6 DNS server to obtain the AFTR's IPv6 address.

	display 6rd
	display 6rd destination
	display 6rd prefix
	display ds-lite b4 information
	display interface tunnel
	ds-lite enable
	interface tunnel
	mtu
	reset counters interface tunnel
	shutdown
	source
	tunnel 6rd br
	tunnel 6rd ipv4
	tunnel 6rd prefix
	tunnel dfbit enable
	tunnel discard ipv4-compatible-packet
	tunnel tos
	tunnel ttl
	tunnel vpn-instance


	05-GRE commands
	GRE commands
	display gre p2mp tunnel-table interface tunnel
	display gre p2mp tunnel-table statistics
	gre checksum
	gre key
	gre p2mp aging-time
	gre p2mp backup-interface
	gre p2mp branch-network-mask
	gre p2mp nexthop-learning
	gre p2mp-template (system view)
	gre p2mp-template (tunnel interface view)
	keepalive
	map
	reset gre p2mp tunnel-table
	reset gre p2mp tunnel-table statistics
	tunnel route-static


	06-L2TP commands
	L2TP commands
	allow l2tp
	bandwidth
	default
	description
	display interface virtual-ppp
	display l2tp session
	display l2tp session temporary
	display l2tp tunnel
	display l2tp va-pool
	interface virtual-ppp
	ip dscp
	l2tp enable
	l2tp icrq-limit
	l2tp tsa-id
	a. Encapsulates the configured TSA ID into a new TSA ID AVP.
	b. Appends the new TSA ID AVP to the packet.
	c. Sends the packet to the next hop LTS.

	l2tp user-ip-conflict offline
	l2tp virtual-template va-pool
	1. VA interfaces in the static VA pool.
	2. VA interfaces in the dynamic VA pool.

	l2tp-auto-client
	l2tp-group
	lns-ip
	mandatory-chap
	mandatory-lcp
	mtu
	reset counters interface virtual-ppp
	reset l2tp tunnel
	shutdown
	source-ip
	timer-hold
	timer-hold retry
	tunnel authentication
	tunnel avp-hidden
	tunnel flow-control
	tunnel name
	tunnel password
	tunnel timer hello
	tunnel window receive
	3. The device buffers the packet.
	4. The minimum value and maximum value of the receiving window increment by one.
	5. The device continues to check the next arriving packet.
	1. The device processes the packet.
	2. The minimum value and maximum value of the receiving window increment by one.
	3. The device checks buffered packets for a packet with the sequence number equal to the new minimum value of the receiving window.
	4. If no required packet is found, the device checks the next arriving packet.

	tunnel window send
	user
	vpn-instance
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	01-Bandwidth management commands
	Bandwidth management commands
	action
	all-traffic-control enable
	application
	bandwidth
	bandwidth average enable
	bandwidth { per-ip | per-user }
	per-ip total traffic-quota per-ip monthly
	connection-limit count
	connection-limit rate
	destination-address
	destination-zone
	disable
	display traffic-policy statistics bandwidth
	display traffic-policy statistics connection-limit
	display traffic-policy statistics rule-hit
	dscp
	ipv6 extension-header
	ipv6 flow-label
	per-ip bandwidth-threshold max-value
	per-ip bandwidth-threshold min-value
	per-ip bandwidth-threshold-detect enable
	per-ip bandwidth-threshold-learn duration
	per-ip bandwidth-threshold-learn enable
	per-ip bandwidth-threshold-learn tolerance max-value
	per-ip bandwidth-threshold-learn tolerance min-value
	profile name
	profile reference-mode
	profile rename
	remark dscp
	reset traffic-policy statistics bandwidth
	reset traffic-policy statistics connection-limit
	reset traffic-policy statistics rule-hit
	rule
	rule copy
	rule move
	rule rename
	service
	source-address
	source-zone
	statistics bandwidth enable
	statistics connection-limit enable
	statistics rule-hit enable
	tcp mss
	terminal
	terminal-group
	time-range
	traffic-policy
	traffic-priority
	user
	user-group


	02-Application audit and management commands
	Application audit and management commands
	application
	description
	destination-address
	destination-zone
	disable
	keyword
	keyword-group name
	policy copy
	policy default-action
	policy move
	policy name
	policy rename
	rule
	rule default-action
	rule match-method
	service
	source-address
	source-zone
	time-range
	uapp-control
	user
	user-group


	03-NetShare control commands
	NetShare control commands
	action
	application-inspect enable
	description
	destination-address
	destination-zone
	disable
	display netshare-control
	freeze
	ipid-trail enable
	netshare-control
	per-ip-shared max-terminals
	policy name
	source-address
	source-zone
	unfreeze
	user
	user-group
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	01-Load balancing commands
	Load balancing commands
	activate (link group view)
	activate (server farm view)
	application-mode enable
	argument
	arp-nd interface (SNAT address pool view)
	arp-nd interface (virtual server view)
	auto-alloc address
	auto-shutdown recovery-time
	bandwidth busy-protection enable (transparent DNS proxy view)
	bandwidth busy-protection enable (virtual server pool view)
	bandwidth busy-protection enable (virtual server view)
	bandwidth busy-rate
	bandwidth interface statistics enable
	bandwidth weight
	busy-action
	busy-action continue
	case-insensitive
	check all-packet
	check-url
	class
	compression level
	connection-limit max (link group member view)
	connection-limit max (link view)
	connection-limit max (real server view)
	connection-limit max (server farm member view)
	connection-limit max (virtual server view)
	connection-sync enable (transparent DNS proxy view)
	connection-sync enable (virtual server view)
	content (HTTP content sticky group view)
	content (HTTP passive sticky group view)
	content length-threshold
	content maxparse-length
	content request-max-length
	content rewrite
	cookie (protection rule view)
	cookie (sticky group view)
	cookie secondary name
	cost
	cost weight
	customlog content
	default dns-server-pool
	default link-group
	default server-farm
	default-class action
	description
	destination-ip object-group
	display loadbalance action
	display loadbalance alg
	display loadbalance class
	display loadbalance connections
	display loadbalance dns-cache
	display loadbalance dns-listener
	display loadbalance dns-listener statistics
	display loadbalance dns-map
	display loadbalance dns-map statistics
	display loadbalance dns-proxy
	display loadbalance dns-proxy statistics
	display loadbalance dns-query
	display loadbalance dns-server
	display loadbalance dns-server statistics
	display loadbalance dns-server-pool
	display loadbalance external-monitor log
	display loadbalance hot-backup statistics
	display loadbalance isp
	display loadbalance limit-policy
	display loadbalance link
	display loadbalance link out-interface statistics
	display loadbalance link statistics
	display loadbalance link-group
	display loadbalance local-dns-server parse-fail-record
	display loadbalance policy
	display loadbalance probe-template
	display loadbalance process-limit
	display loadbalance protection-policy
	display loadbalance proximity
	display loadbalance reverse-zone
	display loadbalance snat-global-policy
	display loadbalance snat-pool
	display loadbalance virtual-server total-statistics
	display loadbalance virtual-server-pool
	display loadbalance zone
	display parameter-profile
	display real-server
	display real-server statistics
	display server-farm
	display sticky dns-proxy
	display sticky statistics
	display sticky virtual-server
	display sticky-group
	display virtual-server
	display virtual-server statistics
	dns-server (DNS server pool view)
	dns-server-pool (DNS server view)
	dns-server-pool (LB action view)
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	2. ISP domain contained in the username.
	3. ISP domain specified by the domain default enable isp-name option in this command.
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	remote-server
	reset dhcp relay client-information
	reset dhcp relay statistics

	DHCP client commands
	dhcp client dad enable
	dhcp client dscp
	dhcp client identifier
	display dhcp client
	ip address dhcp-alloc

	BOOTP client commands
	display bootp client
	ip address bootp-alloc



	08-DHCPv6 commands
	DHCPv6 commands
	Common DHCPv6 commands
	display ipv6 dhcp duid
	ipv6 dhcp dscp
	ipv6 dhcp log enable
	ipv6 dhcp select

	DHCPv6 server commands
	address range
	class pool
	default pool
	display ipv6 dhcp option-group
	display ipv6 dhcp pool
	display ipv6 dhcp prefix-pool
	display ipv6 dhcp server
	display ipv6 dhcp server conflict
	display ipv6 dhcp server database
	display ipv6 dhcp server expired
	display ipv6 dhcp server ip-in-use
	display ipv6 dhcp server pd-in-use
	display ipv6 dhcp server statistics
	dns-server
	domain-name
	if-match
	ipv6 dhcp apply-policy
	ipv6 dhcp class
	ipv6 dhcp option-group
	ipv6 dhcp policy
	ipv6 dhcp pool
	ipv6 dhcp prefix-pool
	ipv6 dhcp server
	ipv6 dhcp server apply pool
	ipv6 dhcp server database filename
	ipv6 dhcp server database update interval
	ipv6 dhcp server database update now
	ipv6 dhcp server database update stop
	ipv6 dhcp server forbidden-address
	ipv6 dhcp server forbidden-prefix
	network
	option
	option-group
	prefix-pool
	reset ipv6 dhcp server conflict
	reset ipv6 dhcp server expired
	reset ipv6 dhcp server ip-in-use
	reset ipv6 dhcp server pd-in-use
	reset ipv6 dhcp server statistics
	sip-server
	static-bind
	temporary address range
	vpn-instance

	DHCPv6 relay agent commands
	display ipv6 dhcp relay server-address
	display ipv6 dhcp relay statistics
	gateway-list
	ipv6 dhcp relay gateway
	ipv6 dhcp relay interface-id
	ipv6 dhcp relay server-address
	remote-server
	reset ipv6 dhcp relay statistics

	DHCPv6 client commands
	display ipv6 dhcp client
	display ipv6 dhcp client statistics
	ipv6 address dhcp-alloc
	ipv6 dhcp client dscp
	ipv6 dhcp client duid
	ipv6 dhcp client pd
	ipv6 dhcp client stateful
	ipv6 dhcp client stateless enable
	reset ipv6 dhcp client statistics



	09-DNS commands
	DNS commands
	display dns domain
	display dns host
	display dns server
	display ipv6 dns server
	dns cache ttl
	dns domain
	dns dscp
	dns filter
	dns proxy enable
	dns server
	dns snooping enable
	dns snooping log enable
	dns snooping rate-limit
	dns source-interface
	dns spoofing
	dns transparent-proxy enable
	1. The DNS transparent proxy monitors all received DNS packets. After receiving a DNS request, the DNS transparent proxy specifies a local IP address that can reach the DNS server as the source IP address in the request.
	2. After receiving the DNS reply, the DNS transparent proxy records the DNS mapping and forwards the reply to the DNS client.
	3. The DNS transparent proxy searches the local entries after receiving another request. If the requested information is found, the DNS transparent proxy returns a DNS reply to the client. If the requested information is not found, the DNS proxy forwa...

	dns trust-interface
	ip host
	ipv6 dns dscp
	ipv6 dns server
	ipv6 dns spoofing
	ipv6 host
	reset dns host
	reset dns snooping log statistics

	DDNS commands
	ddns apply policy
	ddns dscp
	ddns policy
	display ddns policy
	interval
	method
	password
	ssl-client-policy
	url
	username


	10-IP performance optimization commands
	IP performance optimization commands
	display icmp statistics
	display ip statistics
	display rawip
	display rawip verbose
	display tcp
	display tcp statistics
	display tcp verbose
	display tcp-proxy
	display tcp-proxy port-info
	display udp
	display udp statistics
	display udp verbose
	ip df-bit
	ip forward-broadcast
	ip icmp error-interval
	ip icmp source
	ip mtu
	ip reassemble local enable
	ip redirects enable
	ip ttl-expires enable
	ip unreachables enable
	ip virtual-reassembly centralize
	ip virtual-reassembly enable
	ip virtual-reassembly suppress
	ipv6 virtual-reassembly centralize
	ipv6 virtual-reassembly suppress
	reset ip statistics
	reset tcp statistics
	reset udp statistics
	tcp mss
	tcp path-mtu-discovery
	tcp syn-cookie enable
	1. The sender sends a SYN packet to the server.
	2. The server receives the SYN packet, establishes a TCP semi-connection in SYN_RECEIVED state, and replies with a SYN ACK packet to the sender.
	3. The sender receives the SYN ACK packet and replies with an ACK packet. Then, a TCP connection is established.

	tcp timer fin-timeout
	tcp timer syn-timeout
	tcp timestamps enable
	tcp window


	11-Multi-CPU packet distribution commands
	Multi-CPU packet distribution commands
	forwarding policy


	12-Adjacency table commands
	Adjacency table commands
	IPv4 adjacency table commands
	display adjacent-table

	IPv6 adjacency table commands
	display ipv6 adjacent-table



	13-Web caching commands
	Web caching commands
	backup
	cached-data
	cached-file
	cache-limit
	display web-cache
	file-directory
	file-directory backup
	http enable
	https enable
	https listen-port
	listen-port
	object-group
	web-cache
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	01-Basic IP routing commands
	Basic IP routing commands
	address-family ipv4
	address-family ipv6
	display ip routing-table
	display ip routing-table acl
	display ip routing-table ip-address
	display ip routing-table prefix-list
	display ip routing-table protocol
	display ip routing-table statistics
	display ip routing-table summary
	display ipv6 rib attribute
	display ipv6 rib graceful-restart
	display ipv6 rib nib
	display ipv6 route-direct nib
	display ipv6 routing-table
	display ipv6 routing-table acl
	display ipv6 routing-table ipv6-address
	display ipv6 routing-table prefix-list
	display ipv6 routing-table protocol
	display ipv6 routing-table statistics
	display ipv6 routing-table summary
	display rib attribute
	display rib graceful-restart
	display rib nib
	display route-direct nib
	fib lifetime
	inter-protocol fast-reroute
	ipv6 max-ecmp-num
	max-ecmp-num
	non-stop-routing
	protocol lifetime
	reset ip routing-table statistics protocol
	reset ipv6 routing-table statistics protocol
	rib


	02-Static routing commands
	Static routing commands
	delete static-routes all
	display route-static nib
	display route-static routing-table
	ip route-static
	ip route-static default-preference
	ip route-static fast-reroute auto
	ip route-static primary-path-detect bfd echo
	ip route-static vpn-instance
	ip route-static-group
	prefix


	03-IPv6 static routing commands
	IPv6 static routing commands
	delete ipv6 static-routes all
	display ipv6 route-static nib
	display ipv6 route-static routing-table
	ipv6 route-static
	ipv6 route-static default-preference


	04-RIP commands
	RIP commands
	bfd all-interfaces enable
	checkzero
	default cost
	default-route
	display rip
	display rip database
	display rip graceful-restart
	display rip interface
	display rip neighbor
	display rip non-stop-routing
	display rip route
	fast-reroute
	filter-policy export
	filter-policy import
	graceful-restart
	graceful-restart interval
	host-route
	import-route
	maximum load-balancing
	network
	non-stop-routing
	output-delay
	peer
	preference
	reset rip process
	reset rip statistics
	rip
	rip authentication-mode
	rip bfd
	rip default-route
	rip enable
	rip input
	rip max-packet-length
	rip metricin
	rip metricout
	rip mib-binding
	rip output
	rip output-delay
	rip poison-reverse
	rip primary-path-detect bfd
	rip split-horizon
	rip summary-address
	rip version
	silent-interface
	summary
	timer triggered
	timers
	validate-source-address
	version


	05-RIPng commands
	RIPng commands
	checkzero
	default cost
	display ripng
	display ripng database
	display ripng graceful-restart
	display ripng interface
	display ripng neighbor
	display ripng non-stop-routing
	display ripng route
	enable ipsec-profile
	fast-reroute
	filter-policy export
	filter-policy import
	graceful-restart
	graceful-restart interval
	import-route
	maximum load-balancing
	non-stop-routing
	output-delay
	preference
	reset ripng process
	reset ripng statistics
	ripng
	ripng default-route
	ripng enable
	ripng ipsec-profile
	ripng metricin
	ripng metricout
	ripng output-delay
	ripng poison-reverse
	ripng primary-path-detect bfd echo
	ripng split-horizon
	ripng summary-address
	timer triggered
	timers


	06-OSPF commands
	OSPF commands
	abr-summary
	area
	asbr-summary
	authentication-mode
	1. Obtains a valid send key from the keychain.
	2. Uses the key ID, authentication algorithm, and key string to authenticate the packet.
	1. Uses the key ID carried in the packet to obtain a valid accept key from the keychain.
	2. Uses the authentication algorithm and key string for the valid accept key to authenticate the packet.

	bandwidth-reference
	database-filter peer
	default
	default-cost
	default-route-advertise
	description
	discard-route
	display ospf
	display ospf abr-asbr
	display ospf abr-summary
	display ospf asbr-summary
	display ospf event-log
	display ospf event-log hello
	display ospf fast-reroute lfa-candidate
	display ospf graceful-restart
	display ospf hostname-table
	display ospf interface
	display ospf interface hello
	display ospf lsdb
	display ospf nexthop
	display ospf non-stop-routing status
	display ospf peer
	display ospf peer statistics
	display ospf request-queue
	display ospf retrans-queue
	display ospf routing
	display ospf spf-tree
	display ospf statistics
	display ospf vlink
	display router id
	distribute bgp-ls
	dscp
	ecmp-group enable
	enable link-local-signaling
	enable out-of-band-resynchronization
	event-log
	fast-reroute
	fast-reroute tiebreaker
	filter
	filter-policy export
	filter-policy import
	graceful-restart
	graceful-restart helper enable
	graceful-restart helper strict-lsa-checking
	graceful-restart interval
	host-advertise
	hostname
	import-route
	ispf enable
	log-peer-change
	lsa-arrival-interval
	lsa-generation-interval
	lsdb-overflow-interval
	lsdb-overflow-limit
	maximum load-balancing
	network
	non-stop-routing
	nssa
	opaque-capability enable
	ospf
	ospf area
	ospf authentication-mode
	1. Obtains a valid send key from the keychain.
	2. Uses the key ID, authentication algorithm, and key string to authenticate the packet.
	1. Uses the key ID carried in the packet to obtain a valid accept key from the keychain.
	2. Uses the authentication algorithm and key string for the valid accept key to authenticate the packet.

	ospf bfd enable
	ospf cost (interface view)
	ospf database-filter
	ospf dr-priority
	ospf fast-reroute lfa-backup
	ospf mib-binding
	ospf mtu-enable
	ospf network-type
	ospf prefix-suppression
	ospf primary-path-detect bfd
	ospf timer dead
	ospf timer hello
	ospf timer poll
	ospf timer retransmit
	ospf trans-delay
	ospf ttl-security
	peer
	pic
	preference
	prefix-priority
	prefix-suppression
	reset ospf event-log
	reset ospf event-log hello
	reset ospf process
	reset ospf redistribution
	reset ospf statistics
	rfc1583 compatible
	3. Selects the route with larger originating area ID if two routes have equal cost.

	router id
	silent-interface
	snmp trap rate-limit
	snmp-agent trap enable ospf
	spf-schedule-interval
	stub
	stub-router
	transmit-pacing
	ttl-security
	vlink-peer
	2. Configure the new MD5/HMAC-MD5/HMAC-SHA-256 authentication key on the neighbor device. When the local device receives packets with the new key from the neighbor device, it exits MD5 key rollover.
	1. Obtains a valid send key from the keychain.
	2. Uses the key ID, authentication algorithm, and key string to authenticate the packet.
	1. Uses the key ID carried in the packet to obtain a valid accept key from the keychain.
	2. Uses the authentication algorithm and key string for the valid accept key to authenticate the packet.



	07-OSPFv3 commands
	OSPFv3 commands
	abr-summary
	area
	asbr-summary
	authentication-mode
	1. Obtains a valid send key from the keychain.
	2. Uses the key ID, authentication algorithm, and key string to authenticate the packet.
	1. Uses the key ID carried in the packet to obtain a valid accept key from the keychain.
	2. Uses the authentication algorithm and key string for the valid accept key to authenticate the packet.

	bandwidth-reference
	default tag
	default-cost
	default-route-advertise
	display ospfv3
	display ospfv3 abr-asbr
	display ospfv3 abr-summary
	display ospfv3 asbr-summary
	display ospfv3 event-log
	display ospfv3 graceful-restart
	display ospfv3 interface
	display ospfv3 lsdb
	display ospfv3 nexthop
	display ospfv3 non-stop-routing
	display ospfv3 peer
	display ospfv3 request-queue
	display ospfv3 retrans-queue
	display ospfv3 routing
	display ospfv3 spf-tree
	display ospfv3 statistics
	display ospfv3 vlink
	enable ipsec-profile
	event-log
	fast-reroute
	filter
	filter-policy export
	filter-policy import
	graceful-restart enable
	graceful-restart helper enable
	graceful-restart helper strict-lsa-checking
	graceful-restart interval
	import-route
	log-peer-change
	lsa-generation-interval
	maximum load-balancing
	non-stop-routing
	nssa
	ospfv3
	ospfv3 area
	ospfv3 bfd enable
	ospfv3 cost
	ospfv3 dr-priority
	ospfv3 fast-reroute lfa-backup exclude
	ospfv3 ipsec-profile
	ospfv3 mib-binding
	ospfv3 mtu-ignore
	ospfv3 network-type
	ospfv3 peer
	ospfv3 prefix-suppression
	ospfv3 primary-path-detect bfd
	ospfv3 timer dead
	ospfv3 timer hello
	ospfv3 timer poll
	ospfv3 timer retransmit
	ospfv3 trans-delay
	preference
	prefix-suppression
	reset ospfv3 event-log
	reset ospfv3 process
	reset ospfv3 redistribution
	reset ospfv3 statistics
	router-id
	silent-interface
	snmp context-name
	snmp trap rate-limit
	snmp-agent trap enable ospfv3
	spf-schedule-interval
	stub
	stub-router
	transmit-pacing
	vlink-peer
	1. Obtains a valid send key from the keychain.
	2. Uses the key ID, authentication algorithm, and key string to authenticate the packet.
	1. Uses the key ID carried in the packet to obtain a valid accept key from the keychain.
	2. Uses the authentication algorithm and key string for the valid accept key to authenticate the packet.



	08-IS-IS commands
	IS-IS commands
	address-family ipv4
	address-family ipv6
	area-authentication send-only
	area-authentication-mode
	auto-cost enable
	bandwidth-reference
	circuit-cost
	cost-style
	default-route-advertise
	display isis
	display isis event-log lsp
	display isis event-log spf
	display isis graceful-restart event-log
	display isis graceful-restart status
	display isis interface
	display isis lsdb
	display isis name-table
	display isis non-stop-routing event-log
	display isis non-stop-routing status
	display isis peer
	display isis redistribute
	display isis route
	display isis spf-tree
	display isis statistics
	display osi
	display osi statistics
	distribute bgp-ls
	domain-authentication send-only
	domain-authentication-mode
	ecmp-group enable
	fast-reroute
	fast-reroute tiebreaker
	filter-policy export
	filter-policy import
	flash-flood
	graceful-restart
	graceful-restart suppress-sa
	graceful-restart t1
	graceful-restart t2
	graceful-restart t3
	ignore-att
	import-route
	import-route isis level-1 into level-2
	import-route isis level-2 into level-1
	import-route isisv6 level-1 into level-2
	import-route isisv6 level-2 into level-1
	import-route limit
	isis
	isis authentication send-only
	isis authentication-mode
	isis bfd enable
	isis bfd session-restrict-adj
	isis circuit-level
	isis circuit-type p2p
	isis cost
	isis dis-name
	isis dis-priority
	isis enable
	isis fast-reroute lfa-backup exclude
	isis ipv6 bfd enable
	isis ipv6 bfd session-restrict-adj
	isis ipv6 cost
	isis ipv6 enable
	isis ipv6 fast-reroute lfa-backup exclude
	isis ipv6 prefix-suppression
	isis ipv6 primary-path-detect bfd
	isis ipv6 tag
	isis mib-binding
	isis peer-ip-check
	isis prefix-suppression
	isis primary-path-detect bfd
	isis silent
	isis small-hello
	isis tag
	isis timer csnp
	isis timer hello
	isis timer holding-multiplier
	isis timer lsp
	isis timer retransmit
	is-level
	is-name
	is-name map
	ispf enable
	log-peer-change
	lsp-fragments-extend
	lsp-length originate
	lsp-length receive
	maximum load-balancing
	multi-topology
	network-entity
	non-stop-routing
	pic
	preference
	prefix-priority
	reset isis all
	reset isis event-log lsp
	reset isis graceful-restart event-log
	reset isis non-stop-routing event-log
	reset isis peer
	reset osi statistics
	set-att
	set-overload
	snmp context-name
	snmp-agent trap enable isis
	summary
	timer lsp-generation
	timer lsp-max-age
	timer lsp-refresh
	timer spf
	virtual-system


	09-BGP commands
	BGP commands
	address-family ipv4
	address-family ipv6
	address-family link-state
	advertise-rib-active
	aggregate
	balance
	balance as-path-neglect
	balance as-path-relax
	bestroute as-path-neglect
	bestroute compare-med
	bestroute igp-metric-ignore
	bestroute med-confederation
	bestroute router-id-ignore
	bgp
	bgp update-delay on-startup
	bgp update-delay on-startup prefix-list
	compare-different-as-med
	confederation id
	confederation nonstandard
	confederation peer-as
	dampening
	default local-preference
	default med
	1. MED set by the apply cost command.
	2. MED set by the med keyword in the import-route command.
	3. MED set by the default med command.
	4. Original MED of a BGP route, or MED changed from the metric of a redistributed IGP route.

	default-route imported
	display bgp dampening parameter
	display bgp group
	display bgp instance-info
	display bgp link-state
	display bgp network
	display bgp non-stop-routing status
	display bgp paths
	display bgp peer
	display bgp routing-table dampened
	display bgp routing-table flap-info
	1. ANDs the specified network address with the mask of each route.
	2. Matches a route if the AND result is the same as the network address of the route and the mask of the route is shorter than or equal to the specified mask.
	3. Selects the route with the longest mask among the matching routes.

	display bgp routing-table ipv4 multicast
	1. ANDs the specified network address with the mask of each route.
	2. Matches a route if the AND result is the same as the network address of the route and the mask of the route is shorter than or equal to the specified mask.
	3. Selects the route with the longest mask among the matching routes.

	display bgp routing-table ipv4 rtfilter
	display bgp routing-table ipv4 unicast
	1. ANDs the specified network address with the mask of each route.
	2. Matches a route if the AND result is the same as the network address of the route and the mask of the route is shorter than or equal to the specified mask.
	3. Selects the route with the longest mask among the matching routes.

	display bgp routing-table ipv6 multicast
	display bgp routing-table ipv6 unicast
	display bgp routing-table ipv6 unicast inlabel
	display bgp routing-table ipv6 unicast outlabel
	display bgp update-group
	domain-distinguisher
	ebgp-interface-sensitive
	fast-reroute route-policy
	filter-policy export
	filter-policy import
	flush suboptimal-route
	graceful-restart
	graceful-restart timer purge-time
	graceful-restart timer restart
	2. Starts the GR timer.
	3. If no BGP session is established before the GR timer expires, the GR helper removes the stale routes.

	graceful-restart timer wait-for-rib
	group
	ignore-first-as
	import-route
	import-route-append
	ip vpn-instance (BGP instance view)
	label-allocation-mode
	log-peer-change
	network
	network short-cut
	non-stop-routing
	peer advertise-community
	peer advertise-ext-community
	peer advertise-policy exist-policy
	peer advertise-policy non-exist-policy
	peer allow-as-loop
	peer as-number (for a BGP peer group)
	peer as-number (for a BGP peer)
	peer as-path-acl
	peer bfd
	peer capability-advertise conventional
	peer capability-advertise route-refresh
	peer capability-advertise suppress-4-byte-as
	peer connect-interface
	peer default-route-advertise
	peer description
	peer ebgp-max-hop
	peer enable
	peer fake-as
	peer filter-policy
	peer group
	peer ignore
	peer ignore-first-as
	peer ignore-originatorid
	peer ipsec-profile
	1. Configure an IPsec transform set.
	2. Configure a manual IPsec profile.
	3. Execute this command to apply the IPsec profile to an IPv6 BGP peer or peer group.

	peer keep-all-routes
	peer keychain
	peer label-route-capability
	peer log-change
	peer low-memory-exempt
	peer next-hop-local
	peer password
	peer preferred-value
	peer prefix-list
	peer public-as-only
	peer reflect-client
	peer route-limit
	peer route-policy
	peer route-update-interval
	peer soo
	peer source-address
	peer substitute-as
	peer timer
	peer timer connect-retry
	peer ttl-security
	pic
	preference
	primary-path-detect bfd
	reflect between-clients
	reflector cluster-id
	refresh bgp
	reset bgp
	reset bgp all
	reset bgp dampening
	reset bgp flap-info
	router id
	router-id (BGP instance view)
	router-id (BGP-VPN instance view)
	1. The highest loopback address in the BGP VPN instance as the router ID.
	2. The highest physical interface address in the BGP VPN instance as the router ID, regardless of the interface status.
	3. 0.0.0.0 as the router ID.

	snmp context-name
	snmp-agent trap enable bgp
	summary automatic
	timer
	timer connect-retry
	unicast-route recursive-lookup tunnel


	10-Policy-based routing commands
	Policy-based routing commands
	apply access-vpn
	apply continue
	apply default-next-hop
	apply default-output-interface
	apply ip-df
	apply loadshare
	apply next-hop
	apply output-interface
	apply precedence
	apply remark-vpn
	display ip policy-based-route
	display ip policy-based-route interface
	display ip policy-based-route local
	display ip policy-based-route setup
	if-match acl
	if-match app-group
	if-match object-group
	if-match packet-length
	if-match source-ip
	ip local policy-based-route
	ip policy-based-route
	policy-based-route
	reset ip policy-based-route statistics


	11-IPv6 policy-based routing commands
	IPv6 policy-based routing commands
	apply access-vpn
	apply continue
	apply default-next-hop
	apply default-output-interface
	apply loadshare
	apply next-hop
	apply output-interface
	apply precedence
	apply remark-vpn
	display ipv6 policy-based-route
	display ipv6 policy-based-route interface
	display ipv6 policy-based-route local
	display ipv6 policy-based-route setup
	if-match acl
	if-match packet-length
	ipv6 local policy-based-route
	ipv6 policy-based-route (interface view)
	ipv6 policy-based-route (system view)
	reset ipv6 policy-based-route statistics
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	Routing policy commands
	Common routing policy commands
	apply as-path
	apply comm-list delete
	apply community
	apply cost
	apply cost-type
	apply extcommunity
	apply ip-precedence
	apply isis
	apply local-preference
	apply origin
	apply preference
	apply preferred-value
	apply prefix-priority
	apply qos-local-id
	apply tag
	apply traffic-index
	continue
	description
	display ip as-path
	display ip community-list
	display ip extcommunity-list
	display ip rd-list
	display route tag-list
	display route-policy
	if-match as-path
	if-match community
	if-match cost
	if-match extcommunity
	if-match interface
	if-match local-preference
	if-match rd-list
	if-match route-type
	if-match tag
	if-match tag-list
	ip as-path
	ip community-list
	ip extcommunity-list
	ip rd-list
	route tag-list
	route-policy

	IPv4 routing policy commands
	apply fast-reroute
	apply ip-address next-hop
	display ip prefix-list
	if-match ip
	ip prefix-list
	reset ip prefix-list

	IPv6 routing policy commands
	apply ipv6 fast-reroute
	apply ipv6 next-hop
	display ipv6 prefix-list
	if-match ipv6
	ipv6 prefix-list
	reset ipv6 prefix-list



	13-Guard route commands
	Guard route commands
	ip route-guard
	ipv6 route-guard
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	RIR commands
	client enable
	collaboration peer local
	collaboration peer redirect
	delay threshold
	display tunnel flow-statistics
	expect-bandwidth
	flow
	flow priority-based-schedule bandwidth-threshold
	flow priority-based-schedule enable
	flow priority-based-schedule schedule-period
	jitter threshold
	link-select delay
	link-select suppress-period
	load-balance per-packet enable
	load-balance per-session periodic-adjust adjust-interval
	load-balance per-session periodic-adjust enable
	load-balance per-session periodic-adjust threshold
	log enable
	nqa
	packet-loss threshold
	path link-type index preference
	probe connect
	probe interval
	probe packet-dscp
	probe packet-interval
	probe packet-number
	probe packet-timeout
	probe port
	probe sync-port
	quality-policy
	reset tunnel flow-statistics
	rir
	rir backup
	rir collaboration-link-group
	rir link-type index
	rir role
	server enable
	sla
	tunnel flow-statistics enable
	tunnel flow-statistics interval
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	01-ACL commands
	ACL commands
	accelerate
	acl
	acl copy
	acl logging interval
	acl trap interval
	description
	display acl
	display acl accelerate
	display packet-filter
	display packet-filter statistics
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	display packet-filter verbose
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	packet-filter (zone pair view)
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	Rate limit commands
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	03-Time range commands
	Time range commands
	display time-range
	time-range
	1. Combining all periodic statements.
	2. Combining all absolute statements.
	3. Taking the intersection of the two statement sets as the active period of the time range.




	16-IP Multicast Command Reference
	00-Preface
	Preface
	Audience
	Conventions
	Command conventions
	GUI conventions
	Symbols
	Network topology icons
	Examples provided in this document



	01-Multicast routing and forwarding commands
	Multicast routing and forwarding commands
	delete ip rpf-route-static
	display mrib interface
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	display multicast fast-forwarding cache
	display multicast forwarding df-info
	display multicast forwarding event
	display multicast forwarding-table
	display multicast forwarding-table df-list
	display multicast routing-table
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	display multicast rpf-info
	ip rpf-route-static
	load-splitting (MRIB view)
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	multicast forwarding-table cache-unknown per-entry
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	multicast routing
	reset multicast fast-forwarding cache
	reset multicast forwarding event
	reset multicast forwarding-table
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	IGMP commands
	display igmp group
	display igmp interface
	display igmp proxy group
	display igmp proxy routing-table
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	max-response-time (IGMP view)
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	proxy multipath (IGMP view)
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	reset igmp group
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	bsm-fragment enable (PIM view)
	bsm-reflection enable (PIM view)
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	c-bsr (PIM view)
	c-rp (PIM view)
	crp-policy (PIM view)
	display interface register-tunnel
	1. After receiving the first multicast data from the source, the source-side DR encapsulates the multicast data into a register message. Then, it forwards the message to the RP through the register-tunnel interface.
	2. The register message reaches RP on the register-tunnel interface on the RP. The RP decapsulates the register message and forwards the multicast data to the receiver hosts. At the same time, the RP learns the IP address of the multicast source.
	3. The RP sends a join message toward the multicast source to build an SPT.
	4. After the SPT is built, the multicast data travels to the RP along the SPT rather than through the register-tunnel interface.

	display pim bsr-info
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	display pim df-info
	display pim interface
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	display pim neighbor
	display pim routing-table
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	register-suppression-timeout (PIM view)
	register-whole-checksum (PIM view)
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	state-refresh-ttl (PIM view)
	static-rp (PIM view)
	timer hello (PIM view)
	timer join-prune (PIM view)
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	01-Information center commands
	Information center commands
	diagnostic-logfile save
	display character-set
	Usage guidelines

	display diagnostic-logfile summary
	display info-center
	display info-center filter
	display info-center source
	display logbuffer
	display logbuffer summary
	display logfile summary
	display security-logfile summary
	enable log updown
	info-center diagnostic-logfile directory
	info-center diagnostic-logfile enable
	info-center diagnostic-logfile frequency
	info-center diagnostic-logfile quota
	info-center enable
	info-center filter
	1. Log output filter specified for the log host by using the info-center loghost command.
	2. Log output rules configured for the log host output destination by using the info-center source command.
	3. Default log output rules (see Table 10).

	info-center format
	info-center logbuffer
	info-center logbuffer size
	info-center logfile directory
	info-center logfile enable
	info-center logfile frequency
	info-center logfile module alarm-threshold
	info-center logfile size-quota
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	info-center logging suppress module
	info-center loghost
	info-center loghost locate-info with-sn
	info-center loghost source
	info-center security-logfile alarm-threshold
	info-center security-logfile directory
	info-center security-logfile enable
	info-center security-logfile frequency
	info-center security-logfile size-quota
	info-center source
	info-center synchronous
	info-center syslog min-age
	info-center syslog trap buffersize
	info-center syslog utf-8 enable
	info-center timestamp
	info-center timestamp loghost
	info-center trace-logfile quota
	logfile save
	reset logbuffer
	security syslog rate-limit
	security-logfile save
	snmp-agent trap enable syslog
	terminal debugging
	1. Execute the terminal debugging command.
	2. Enable the information center. The information center is enabled by default.
	3. Use a debugging command to enable the related debugging.
	1. Execute the terminal monitor and terminal debugging commands.
	2. Enable the information center. The information center is enabled by default.
	3. Use a debugging command to enable the related debugging.

	terminal logging level
	terminal monitor


	02-Flow log commands
	Flow log commands
	display userlog export
	display userlog host-group
	reset userlog flow export
	userlog flow export host
	userlog flow export load-balancing
	userlog flow export source-ip
	userlog flow export timestamp localtime
	userlog flow export version
	userlog flow syslog
	userlog host-group
	userlog host-group host flow


	03-Fast log output commands
	Fast log output commands
	customlog character-encoding utf-8
	customlog format
	customlog host
	customlog host source
	customlog timestamp
	customlog with-sn


	04-NetStream commands
	Session-based NetStream commands
	display session-based netstream aggregation-cache
	session-based netstream aggregation
	session-based netstream enable
	session-based netstream export host
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	session-based netstream timeout


	05-Cloud connection commands
	Cloud connection commands
	cloud-management backup-server domain
	cloud-management keepalive
	cloud-management ping
	cloud-management server domain
	cloud-management server password
	cloud-management server port
	cloud-management unbinding-code
	1. Obtain a verification code for device unbinding from the cloud server.
	2. Execute this command on the device to send the verification code to the cloud server.
	3. Register the device on the cloud server.

	display cloud-management state


	06-Mirroring commands
	Port mirroring commands
	display mirroring-group
	mirroring-group
	mirroring-group mirroring-port (interface view)
	mirroring-group mirroring-port (system view)
	mirroring-group monitor-port (interface view)
	mirroring-group monitor-port (system view)


	07-Packet capture commands
	Packet capture commands
	display packet-capture status
	packet-capture max-bytes
	packet-capture max-file-packets
	packet-capture start
	packet-capture stop
	packet-capture storage


	08-NQA commands
	NQA commands
	NQA client commands
	advantage-factor
	agent-type
	codec-type
	community read
	cpu
	data-fill
	data-size
	description
	destination ip
	destination ipv6
	destination mac
	destination port
	disconnect-mode
	disk
	display nqa history
	display nqa reaction counters
	display nqa result
	display nqa statistics
	display nqa twamp-light client
	display nqa twamp-light client statistics
	display nqa twamp-light client test-session reaction counters
	expect { data | hex-data }
	expect { failed-data | hex-failed-data }
	1. It first compares expected failed string with the search scope in the packet payload.
	2. The client searches for the expected string in the search scope.

	expect failed-status
	expect ip
	expect ipv6
	expect status
	filename
	frequency
	frequency-adjustment
	hex-data-fill
	history-record enable
	history-record keep-time
	history-record number
	init-ttl
	key
	lsr-path
	mailbox
	max-failure
	memory
	mode
	next-hop ip
	next-hop ipv6
	no-fragment enable
	nqa
	nqa agent enable
	nqa schedule
	nqa template
	nqa twamp-light client
	nqa twamp-light sender
	oid
	operation (FTP operation view)
	operation (HTTP operation view)
	operation (HTTPS template view)
	out interface
	password
	port-detect enable
	priority 8021p
	probe count
	a. The operation uses tracert to obtain the path from the NQA client to the destination. A maximum of 64 hops can be detected.
	b. The NQA client sends ICMP echo requests to each hop along the path. The number of ICMP echo requests is set by using the probe packet-number command.

	probe packet-interval
	probe packet-number
	probe packet-timeout
	probe timeout
	proxy-url
	raw-request
	reaction checked-element { jitter-ds | jitter-sd }
	reaction checked-element { owd-ds | owd-sd }
	reaction checked-element icpif
	reaction checked-element mos
	reaction checked-element packet-loss
	reaction checked-element probe-duration
	reaction checked-element probe-fail (for trap)
	reaction checked-element probe-fail (for trigger)
	reaction checked-element rtt
	reaction checked-element two-way-delay
	reaction checked-element two-way-jitter
	reaction checked-element two-way-loss
	reaction trap
	reaction trigger per-probe
	reaction trigger probe-fail
	reaction trigger probe-pass
	request-method
	reset nqa twamp-light statistics
	resolve-target
	resolve-type
	resource-release { data-fill | hex-data-fill }
	reth-member probe enable
	route-option bypass-route
	source interface (TWAMP Light client-session view)
	source interface
	source ip
	source ipv6
	source mac
	source port
	ssl-client-policy
	start (TWAMP Light sender view)
	statistics hold-time
	statistics interval
	statistics max-group
	stop (TWAMP Light sender view)
	target-only
	test-accuracy
	test-session (TWAMP Light client view)
	1. Create a test session on the TWAMP Light client and complete the settings.
	2. Use the nqa twamp-light sender command to enter the TWAMP Light sender view, and start the test session.

	timestamp-format
	tos
	transport-protocol
	ttl
	type
	url
	username
	version (HTTP/HTTPS operation view/HTTPS template view)
	version (SNMP DCA template view)
	vlan
	vpn-instance

	NQA server commands
	display nqa server
	display nqa twamp-light responder
	nqa server enable
	nqa server tcp-connect
	nqa server udp-echo
	nqa twamp-light responder
	test-session (TWAMP Light responder view)
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	Track commands
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	threshold weight
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	track interface
	track interface physical
	track interface protocol
	track ip route reachability
	track list boolean
	track list threshold percentage
	track list threshold weight
	track nqa
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	bfd detect-multiplier
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	bfd min-receive-interval
	bfd min-transmit-interval
	bfd multi-hop authentication-mode
	bfd multi-hop destination-port
	bfd multi-hop detect-multiplier
	bfd multi-hop min-echo-receive-interval
	bfd multi-hop min-receive-interval
	bfd multi-hop min-transmit-interval
	bfd session init-mode
	bfd static
	bfd template
	display bfd session
	first-fail-timer
	process-interface-status
	reset bfd session statistics
	snmp-agent trap enable bfd
	special-processing



	11-Monitor Link commands
	Monitor Link commands
	display monitor-link group
	downlink up-delay
	monitor-link disable
	monitor-link group
	port
	port monitor-link group


	12-Smart Link commands
	Smart Link commands
	display smart-link flush
	display smart-link group
	flush enable
	port
	port smart-link group
	preemption delay
	preemption mode
	protected-vlan
	reset smart-link statistics
	smart-link flush enable
	smart-link group


	13-Interface backup commands
	Interface backup commands
	backup interface
	backup threshold
	backup timer delay
	backup timer flow-check
	backup track
	display interface-backup state
	display interface-backup statistics


	14-Interface collaboration commands
	Interface collaboration commands
	collaboration-group
	collaboration-group clean
	display collaboration-group
	port
	port collaboration-group
	up-delay


	15-System maintenance and debugging commands
	Ping, tracert, and system debugging commands
	debugging
	debugging-auto-off enable cpu-usage-alarm
	display debugging
	display debugging-auto-off
	ping
	ping ipv6
	tracert
	tracert ipv6


	16-NTP commands
	NTP commands
	display ntp-service ipv6 sessions
	display ntp-service sessions
	display ntp-service status
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	ntp-service acl
	ntp-service authentication enable
	ntp-service authentication-keyid
	ntp-service broadcast-client
	ntp-service broadcast-server
	ntp-service dscp
	ntp-service enable
	ntp-service inbound enable
	ntp-service ipv6 acl
	ntp-service ipv6 dscp
	ntp-service ipv6 inbound enable
	ntp-service ipv6 multicast-client
	ntp-service ipv6 multicast-server
	ntp-service ipv6 source
	ntp-service ipv6 unicast-peer
	ntp-service ipv6 unicast-server
	ntp-service max-dynamic-sessions
	ntp-service multicast-client
	ntp-service multicast-server
	ntp-service refclock-master
	ntp-service reliable authentication-keyid
	ntp-service source
	ntp-service time-offset-threshold
	ntp-service unicast-peer
	ntp-service unicast-server

	SNTP commands
	display sntp ipv6 sessions
	display sntp sessions
	sntp authentication enable
	sntp authentication-keyid
	sntp enable
	sntp ipv6 unicast-server
	sntp reliable authentication-keyid
	sntp time-offset-threshold
	sntp unicast-server


	17-EAA commands
	EAA commands
	action cli
	1. Action to enter system view.
	2. Action to enter interface view.
	3. Action to shut down the interface.

	action reboot
	action switchover
	action syslog
	commit
	display rtm environment
	display rtm policy
	event cli
	event hotplug
	event interface
	1. Compares the traffic statistic sample with the start threshold at sampling intervals until the start threshold is crossed.
	2. Executes the policy.
	3. Compares the traffic statistic sample with the restart threshold at sampling intervals until the restart threshold is crossed.
	4. Compares the traffic statistic sample with the start threshold at sampling intervals until the start threshold is crossed.
	5. Executes the policy again.

	event process
	event snmp oid
	1. Compares the variable sample with the start threshold at sampling intervals until the start threshold is crossed.
	2. Executes the policy.
	3. Compares the variable sample with the restart threshold at sampling intervals until the restart threshold is crossed.
	4. Compares the variable sample with the start threshold at sampling intervals until the start threshold is crossed.
	5. Executes the policy again.

	event snmp-notification
	event syslog
	event track
	rtm cli-policy
	rtm environment
	rtm scheduler suspend
	rtm tcl-policy
	1. Execute the undo rtm tcl-policy command to delete the Tcl policy.
	2. Create the Tcl policy again, and then bind it to the new Tcl script file.

	running-time
	user-role


	18-Process monitoring and maintenance commands
	Process monitoring and maintenance commands
	display exception context
	display exception filepath
	display kernel deadloop
	display kernel deadloop configuration
	display kernel exception
	display kernel reboot
	display kernel starvation
	display kernel starvation configuration
	display process
	display process cpu
	display process log
	display process memory
	display process memory heap
	display process memory heap address
	display process memory heap size
	exception filepath
	monitor kernel deadloop action threshold
	monitor kernel deadloop enable
	monitor kernel deadloop exclude-thread
	monitor kernel deadloop time
	monitor kernel starvation enable
	monitor kernel starvation exclude-thread
	monitor kernel starvation time
	monitor process
	monitor thread
	process core
	reset exception context
	reset kernel deadloop
	reset kernel exception
	reset kernel reboot
	reset kernel starvation
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	NETCONF commands
	display netconf service
	display netconf session
	netconf capability specific-namespace
	netconf idle-timeout
	netconf log
	netconf soap acl
	netconf soap domain
	netconf soap enable
	netconf soap http port
	netconf soap https ssl-server-policy
	netconf ssh acl
	netconf ssh server enable
	netconf ssh server port
	reset netconf service statistics
	reset netconf session statistics
	xml
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	SNMP commands
	display snmp-agent community
	display snmp-agent context
	display snmp-agent group
	display snmp-agent local-engineid
	display snmp-agent mib-node
	display snmp-agent mib-view
	display snmp-agent remote
	display snmp-agent statistics
	display snmp-agent sys-info
	display snmp-agent trap queue
	display snmp-agent trapbuffer drop
	display snmp-agent trapbuffer send
	display snmp-agent trap-list
	display snmp-agent usm-user
	enable snmp trap updown
	reset snmp-agent trapbuffer
	snmp virtual-access visible
	snmp-agent
	snmp-agent { inform | trap } source
	snmp-agent calculate-password
	snmp-agent community
	snmp-agent community-map
	snmp-agent context
	snmp-agent group
	snmp-agent local-engineid
	snmp-agent log
	snmp-agent mib-view
	snmp-agent packet max-size
	snmp-agent port
	snmp-agent remote
	snmp-agent sys-info contact
	snmp-agent sys-info location
	snmp-agent sys-info version
	snmp-agent target-host
	snmp-agent trap enable
	snmp-agent trap if-mib link extended
	snmp-agent trap life
	snmp-agent trap log
	snmp-agent trap queue-size
	snmp-agent usm-user { v1 | v2c }
	snmp-agent usm-user v3
	snmp-agent usm-user v3 user-role


	21-RMON commands
	RMON commands
	display rmon alarm
	display rmon event
	display rmon eventlog
	display rmon history
	display rmon prialarm
	display rmon statistics
	rmon alarm
	rmon event
	rmon history
	rmon prialarm
	1. Periodically samples the variables specified in the private alarm formula.
	2. Processes the sampled values with the formula.
	3. Compares the calculation result with the predefined thresholds, and then takes one of the following actions:

	rmon statistics


	22-Event MIB commands
	Event MIB commands
	action
	comparison
	context (action-set view)
	context (trigger view)
	delta falling
	delta rising
	description (event view)
	description (trigger view)
	display snmp mib event
	display snmp mib event event
	display snmp mib event object list
	display snmp mib event summary
	display snmp mib event trigger
	event (trigger-Boolean view)
	event (trigger-existence view)
	event enable
	falling
	frequency
	object list (action-notification view)
	object list (trigger view)
	object list (trigger-Boolean view)
	object list (trigger-existence view)
	object list (trigger-threshold view)
	oid (action-notification view)
	oid (action-set view)
	oid (trigger view)
	rising
	sample
	snmp mib event
	snmp mib event object list
	snmp mib event sample instance maximum
	snmp mib event sample minimum
	snmp mib event trigger
	snmp-agent trap enable event-mib
	startup (trigger-existence view)
	startup (trigger-threshold view)
	startup enable
	test
	trigger enable
	type
	value (action-set view)
	value (trigger-Boolean view)
	wildcard context (action-set view)
	wildcard context (trigger view)
	wildcard oid (action-set view)
	wildcard oid (trigger view)


	23-CWMP commands
	CWMP commands
	cwmp
	cwmp acs default password
	cwmp acs default url
	cwmp acs default username
	cwmp acs password
	cwmp acs url
	cwmp acs username
	cwmp cpe connect interface
	cwmp cpe connect retry
	cwmp cpe inform interval
	cwmp cpe inform interval enable
	cwmp cpe inform time
	cwmp cpe password
	cwmp cpe provision-code
	cwmp cpe stun enable
	cwmp cpe username
	cwmp cpe wait timeout
	cwmp enable
	display cwmp configuration
	display cwmp status
	ssl client-policy


	24-Process placement commands
	Process placement commands
	affinity location-set
	affinity location-type
	affinity program
	affinity self
	display ha service-group
	display placement location
	display placement policy
	display placement program
	display placement reoptimize
	placement program
	placement reoptimize
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	01-VPN instance commands
	VPN instance commands
	description (VPN instance view)
	display ip vpn-instance
	ip binding vpn-instance
	ip vpn-instance (system view)



	19-VXLAN Command Reference
	00-Preface
	Preface
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	01-VXLAN commands
	VXLAN commands
	Basic VXLAN commands
	ac statistics enable
	arp suppression enable
	description
	display arp suppression vsi
	display l2vpn interface
	display l2vpn mac-address
	display l2vpn service-instance
	display l2vpn vsi
	display vxlan tunnel
	encapsulation
	flooding disable
	l2vpn enable
	l2vpn rewrite inbound tag
	l2vpn statistics interval
	mac-address static vsi
	mtu
	reserved vxlan
	reset arp suppression vsi
	reset l2vpn mac-address
	reset l2vpn statistics ac
	reset l2vpn statistics tunnel
	reset l2vpn statistics vsi
	selective-flooding mac-address
	service-class
	service-instance
	shutdown
	statistics enable (Ethernet service instance view)
	statistics enable (VSI view)
	tunnel
	tunnel bfd enable
	tunnel statistics enable
	vsi
	vxlan
	vxlan fast-forwarding enable
	vxlan invalid-udp-checksum discard
	vxlan ip-forwarding
	vxlan local-mac report
	vxlan source udp-port acl
	vxlan source udp-port five-tuple
	vxlan tunnel mac-learning disable
	vxlan udp-port
	xconnect vsi

	VXLAN IP gateway commands
	arp distributed-gateway dynamic-entry synchronize
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