












































Figure 8 Creating class class_app

Create Class

Class name

class_app *(1-48 chars)
Match type @ Match any Match all
Match rule (# Create Edit Delete
Match ID Type HTTP entity
1 Applicati... app-group_video
Description
(0-127 chars)
oK Cancel

Configure IPv4 routing policies.
# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Link Load Balancing > Outbound
Link LB.

# In the Global configuration area on the IPv4 Routing Policy tab, enable LB service and

Link protection.
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Figure 9 Global configuration

# In the Policy area on the IPv4 Routing Policy tab, click Create.

# In the dialog box that opens, configure an IPv4 routing policy:

(e]

Select name class-app.

Select forwarding mode Load balance.

Select primary link group link_groupl.

Select Match next rule for the Fallback action field.

Click OK.
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Figure 14 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedures

1. Assign IP addresses to interfaces and add the interfaces to security zones.
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# On the top navigation bar, click the Network tab.

# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.

# In the dialog box that opens, configure the interface:

o Select the Untrust security zone.

o On the IPv4 Address tab, enter the IP address and mask length of the interface. In this

example, enter 30.1.1.1/24.
o Use the default settings for other parameters.
o Click OK.

# Add GE 1/0/2 to the Untrust security zone and set its IP address to 20.1.1.1./24 in the

same way you configure GE 1/0/1.

# Add GE 1/0/3 to the Untrust security zone and set its IP address to 10.1.1.1/24 in the same
way you configure GE 1/0/1.

# Add GE 1/0/4 to the Trust security zone and set its IP address to 192.168.100.82/24 in the

same way you configure GE 1/0/1.
Configure routes:

This section uses static routes as an example. You can also configure a dynamic routing

protocol as needed.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.
# On the IPv4 Static Routing tab, click Create.

# In the dialog box that opens, configure an IPv4 static route with next hop IP address
30.1.1.2:

o Enter destination IP address 0.0.0.0.

o Enter mask length 0.

o Enter next hop IP address 30.1.1.2.

o Use the default settings for other parameters.
o Click OK.

# On the IPv4 Static Routing tab, click Create.
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# In the dialog box that opens, configure an IPv4 static route with next hop IP address
20.1.1.2:

(e]

Enter destination IP address 0.0.0.0.

Enter mask length 0.

Enter next hop IP address 20.1.1.2.

Use the default settings for other parameters.

Click OK.

# On the IPv4 Static Routing tab, click Create.

# In the dialog box that opens, configure an IPv4 static route with next hop IP address
10.1.1.2:

e}

Enter destination IP address 0.0.0.0.

Enter mask length 0.

Enter next hop IP address 10.1.1.2.

Use the default settings for other parameters.

Click OK.

Configure security policies.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.

# Click Create.

# In the dialog box that opens, configure a security policy named Trust-to-Untrust:

e}

e}

Enter policy name Trust-to-Untrust.

Select source zone Trust.

Select destination zone Untrust.

Select type IPv4.

Select action Permit.

Enter source IPv4 addresses 192.168.100.0/24 and 192.168.200.0/24.
Use the default settings for other parameters.

Click OK.

# Configure a security policy named Local-to-Untrust:
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o Enter policy name Local-to-Untrust.

o Select source zone Local.

o Select destination zone Untrust.

o Select type IPv4.

o Select action Permit.

o Enter destination IPv4 addresses 10.1.1.0/24, 20.1.1.0/24, and 30.1.1.0/24.
o Use the default settings for other parameters.

o Click OK.

Configure ICMP probe templates.

# On the top navigation bar, click Objects.

# From the navigation pane, click Health Monitoring.
# Click Create.

# In the dialog box that opens, configure an ICMP probe template named ta, as shown in

Figure 15.
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Figure 15 Creating probe template ta

Create Probe Template

Basic configuration

Template name

*(1-32 chars)

(IPv4/IPvE address)

(0-200 chars)

(20-65507)

(IPv4/IPv6 address)

ms(0-604800000)

ms(10-3600000)

ta
Type ICMP
Destination IP address 30.1.1.2)
Data to pad
Length of data to pad 100
Next hop IP address
Outgoing interface
Probe interval(®) 5000
Probe timeout(® 3000
Description

OK

# Click OK.

Cancel

{0-200 chars)

# Configure an ICMP probe template named tb, as shown in Figure 16.
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Figure 16 Creating probe template tb

Create Probe Template @ X

s

Basic configuration

Template name b *(1-32 chars)

Type ICMP v

Destination IP address 20.1.1.2 (IPv4/IPv6 address)

Data to pad (0-200 chars)

Length of data to pad 100 (20-65507)

Next hop IP address (IPv4/IPv6 address)

Outgoing interface

Probe interval(?)

5000 ms(0-604800000)
Probe timeout(® 3000 ms(10-3600000)
Description (0-200 chars)

OK Cancel

# Click OK.

# Configure an ICMP probe template named tc, as shown in Figure 17.
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Figure 17 Creating probe template tc

Create Probe Template

Basic configuration

Template name

tc *(1-32 chars)
Type ICMP -
Destination IP address 10112 (IPv4/1Pv6 address)

Data to pad (0-200 chars)

Length of data to pad 100 (20-65507)

Next hop IP address (IPv4/IPv6 address)

Outgoing interface

Probe interval(?)

5000 ms(0-604800000)
Probe timeout(® 3000 ms(10-3600000)
Description (0-200 chars)
OK Cancel

# Click OK.

Configure outbound dynamic NAT rules.

# On the top navigation bar, click Policies.

# From the navigation pane, select Interface NAT > IPv4 > Dynamic NAT.

# On the Outbound Dynamic NAT (Object Group-Based) tab, click Create.
# Create an outbound dynamic NAT rule named nat_ra, as shown in Figure 18:
o Enter rule name nat_ra.

o Select output interface GE1/0/1.

o Select action Easy IP.

o Select Enable this rule.

22



) Click OK.

Figure 18 Configuring an outbound dynamic NAT rule named nat_ra

Create Outbound Dynamic NAT @ X
Rule name nat_ra *(1-63 chars)
Rule description (1-62 chars)
Output interface GE1/0/1 -
Source IP Please select an abject group v [Edit]
Destination IP Please select an object group v [Edit]
Service Please select a service v [Edit]
Action PAT NO-PAT @ EasyIP(D  No translation

Use original port preferentially ~ Try to preserve port number for PAT

Enable this rule

OK Cancel

# Create an outbound dynamic NAT rule named nat_rb, as shown in Figure 19:
o Enter rule name nat_rb.

) Select output interface GE1/0/2.

o Select action Easy IP.

o Select Enable this rule.

) Click OK.
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Figure 19 Configuring an outbound dynamic NAT rule named nat_rb

Create Outbound Dynamic NAT

Rule name nat_rb
Rule description

Output interface

Source IP

GE1/0/2

Please select an object group

Destination IP

Please select an object group

Service

Action PAT

Please select a service

NO-PAT @ EasyIP®

*(1-63 chars)
(1-63 chars)
*

[Edit]

[Edit]
o [Edit]

No translation

Use original port preferentially ~ Try to preserve port number for PAT

Enable this rule

OK

Cancel

# Create an outbound dynamic NAT rule named nat_rc, as shown in Figure 20:

(e]

Enter rule name nat_rc.

Select output interface GE1/0/3.
Select action Easy IP.

Select Enable this rule.

Click OK.
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Figure 20 Configuring an outbound dynamic NAT rule named nat_rc

Create Outbound Dynamic NAT

Rule name *(1-63 chars)

nat_rc
Rule description (1-63 chars)
Output interface GE1/0/3 -
Source IP Please select an object group v [Edit]
Destination IP Please select an object group v [Edif]
Service Please select a service v [Edit]
Action PAT NO-PAT @ EasyIP@  No translation

Use original port preferentially ~ Try to preserve port number for PAT

Enable this rule

OK Cancel

Configure links.

# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Common Configuration > Links.
# Click Create.

# In the dialog box that opens, configure a link named link-a as shown in Figure 21.

# Click OK.

25



Figure 21 Creating link link-a

Create Link

Link name

Next hop config method
Next hop IPv4 address(?)

Next hop IPv6 address(?)
Link cost for proximity calculation

Link feature
VRF

VRF inheritance

Description

Weight(®)
Priority(®
Link group

Probe method

Success criteria

Bandwidth ratio(?_}
Total bandwidth

Bandwidth ratio(?)

Bandwidth recovery ratio

Basic configuration
link-a
® Manual

30.1.1.2

0

@ Enable
Public network

@® Enable

*(1-63 chars)

Automatic

(0-10240)

Disable

v

Disable

(0-127 chars)

Advanced configuration

100

Atleast =+ 1

70

60

26

(1-255)

(1-8)

[Edit]

-

probes succeed (1-4294967295)

% (1-100)

% (1-100)

@ X




Inbound bandwidth
Bandwidth ratio(?)

Bandwidth recovery ratio

Outbound bandwidth
Bandwidth ratio(?)

Bandwidth recovery ratio

Maximum bandwidth
Expected bandwidth (7

Inbound expected bandwidth(®

Outbound expected bandwidth(?)

QoS

# Click Create.

# In the dialog box that opens, configure a link named link-b as shown in Figure 22.

# Click OK.
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60

70

60

102400

oK
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% (1-100)
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Figure 22 Creating link link-b

Create Link

Link name

Next hop config method
Next hop IPv4 address(?)

Next hop IPv6 address(?)

Link cost for proximity calculation®

Link feature
VRF

VRF inheritance
Description

Weight(®)
Priority(®

Link group
Probe method

Success criteria

Bandwidth ratio(?)
Total bandwidth

Bandwidth ratio®
Bandwidth recovery ratio

Inbound bandwidth

Basic configuration
link-b
® Manual

20.1.1.2

0

@ Enable
Public network

@® Enable

*(1-63 chars)

Automatic

(0-10240)

Disable

v

Disable

(0-127 chars)

Advanced configuration

100

4

tb

Atleast ~ 1
70

60

OK Cancel

(1-255)

(1-8)

[Edi]

A4

probes succeed (1-4294967295)

% (1-100)

% (1-100)

@ X
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Inbound bandwidth
Bandwidth ratio(?)

Bandwidth recovery ratio

Outbound bandwidth
Bandwidth ratio(?)

Bandwidth recovery ratio

Maximum bandwidth
Expected bandwidth (7

Inbound expected bandwidth(®

Outbound expected bandwidth(?)

QoS

# Click Create.

# In the dialog box that opens, configure a link named link-c as shown in Figure 23.

# Click OK.
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70

60

102400

oK
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Figure 23 Creating link link-c

Create Link
Basic configuration
Link name link-c *(1-63 chars)
Next hop config method @ Manual Automatic
Next hop IPv4 address(?) 10112
Next hop IPv6 address(?)
Link cost for proximity calculation® 0 (0-10240)
Link feature @® Enable Disable
VRF Public network v
VRF inheritance @ Enable Disable
Description (0-127 chars)
Advanced configuration
Weight(® 100 (1-255)
Priority(?) 4 (1-8)
Link group o
Probe method te . [Edit
Success criteria Atleast + 1 probes succeed (1-4294967295)
Bandwidth ratio(?)
Total bandwidth
Bandwidth ratio(® 70 % (1-100)
Bandwidth recovery ratio 60 % (1-100)
Inbound bandwidth
oK Cancel
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Inbound bandwidth

Bandwidth ratio 70 % (1-100)
Bandwidth recovery ratio 60 % (1-100)
Outbound bandwidth
Bandwidth ratio 70 % (1-100)
Bandwidth recovery ratio 60 % (1-100)
Maximum bandwidth
Expected bandwidth 102400 Kbps
Inbound expected bandwidth 0 Kbps
Outbound expected bandwidth 0 Kbps
QoS -
OK Cancel

Configure link groups.
# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Link Load Balancing > Outbound
Link LB.

# On the Link Group tab, click Create.

# In the dialog box that opens, configure a link group named link-group-a as shown in Figure
24,

# Click OK.
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Figure 24 Creating link group link-group-a

Create Link Group

Link group name
Dynamic proximity

Scheduling algorithm

Lower percentage
Upper percentage

Priority scheduling®

Probe method

Success criteria

Member list

NAT

Fault processing method

Description

link-group-a

Enable @ Disable

Hash source IP address

Mask length 1

Prefix length 128

*(1-63 chars) i~

(0-32)
(0-128)
(1-99)

(1-99)

Limit links to participate in scheduling

ta

At least - | 1
® Add Delete

Name  Status  Next hop IPv4 a...

link-a 30.1.1.2

Enable @ Disable

Redirect connections

*(1-1000)
*(1-1000)
[Edit]

-

probes succeed(1-4294967295)

Next hop IPv6 a... Edit

e

(0-127 chars)

0K Cancel

# On the Link Group tab, click Create.

# In the dialog box that opens, configure a link group named link-group-b as shown in Figure

25.

# Click OK.
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Figure 25 Creating link group link-group-b

Create Link Group @ X
Link group name link-group-b *(1-63 chars) -
Dynamic proximity Enable @ Disable
Scheduling algorithm Hash source IP address -

Mask length 0 (0-32)
Prefix length 128 (0-128)
Lower percentage (1-99)
Upper percentage (1-99)
Priority scheduling® Limit links to participate in scheduling
*(1-1000)
*(1-1000)
Probe method th - [Ediy
Success criteria At least -4 probes succeed(1-4294967295)
Member list ) Add Delete
Name  Status  Next hopIPv4 a.. NexthopIPv6a.. Edit
link-b 20112 ’
NAT Enable @ Disable
Fault processing method Redirect connections v
Description (0-127 chars)
oK Cancel

# On the Link Group tab, click Create.

# In the dialog box that opens, configure a link group named link-group-c as shown in Figure
26

# Click OK.
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Figure 26 Creating link group link-group-c

Create Link Group

Link group name link-group-c

Dynamic proximity Enable @ Disable
Scheduling algorithm

Hash source IP address
Mask length 30
Prefix length 128

Lower percentage

Upper percentage

Priority scheduling(®) Limit links to participate in scheduling

Probe method

tc
Success criteria At least .
Member list ®) Add Delete
Name  Status  Next hop IPv4 a... Next hop IPv6 a...
link-c 10.1.1.2
NAT Enable @ Disable

Fault processing method Redirect connections

*(1-63 chars)

(0-32)
(0-128)
(1-99)

(1-99)

*(1-1000)

*(1-1000)

[Edit]

probes succeed(1-4294967295)

Description

(0-127 chars)

OK Cancel

Import ISP information.

# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Common Configuration > ISP.

# Select file Ibispinfo.tp.

# Click Import.
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Figure 27 Importing ISP information

Isp ISP Auto Update

Import/Remove ISP file

File name

C:\fakepath\ibispinfo.tp Select >, Import
Imported files .o bispinfo.tp A Remove
ISP list
() Create iew Delete O Refresh Enter your keywords @, search [, Advanced search
ISP name Source Operation

chinatel Imported from file
cmce Imported from file
n Imported from file =
cnc Imported from file
educn Imported from file
hk Imported from file =
mo Imported from file
w Imported from file

Configure classes.
# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Link Load Balancing > Outbound
Link LB.

# On the Class tab, click Create.
# In the dialog box that opens, configure a class named class-isp-a as shown in Figure 28.

# Click OK.
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Figure 28 Creating class class-isp-a

Create Class @ X
Class name class-isp-a *(1-48 chars)
Match type ® Match any Match all
Match rule () Create Edit Delete

Match ID Type HTTP entity
1 ISP chinatel
Description
(0-127 chars)
OK Cancel

# On the Class tab, click Create.
# In the dialog box that opens, configure a class named class-isp-b as shown in Figure 29.

# Click OK.
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Figure 29 Creating class class-isp-b

Create Class @ X
Class name class-isp-b *(1-48 chars)
Match type ® Match any Match all
Match rule (#) Create Edit Delete

Match ID Type HTTP entity
1 ISP cnc
Description
(0-127 chars)
OK Cancel

# On the Class tab, click Create.
# In the dialog box that opens, configure a class named class-isp-c as shown in Figure 30.

# Click OK.
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Figure 30 Creating class class-isp-c

Create Class @ X
Class name class-isp-c *(1-48 chars)
Match type ® Match any Match all
Match rule () Create Edit Delete

Match ID Type HTTP entity
1 Isp cmecc
Description
(0-127 chars)
OK Cancel

# On the Class tab, click Create.

# In the dialog box that opens, configure a class named class-finance as shown in Figure
31.

# Click OK.
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10.

Figure 31 Creating class class-finance

Create Class @ X
Class name class-finance *(1-48 chars)
Match type ® Match any Match all
Match rule (#) Create Edit Delete

Match ID Type HTTP entity
1 Source IP... 192.168.200.0/24
Description
(0-127 chars)
OK Cancel

Configure IPv4 routing policies.
# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Link Load Balancing > Outbound
Link LB.

# In the Global configuration area on the IPv4 Routing Policy tab, select LB service and
Link protection.
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Figure 32 Global configuration

ISP Link Selection Class Link Group IPv4 Routing Policy IPv6 Routing Policy

Global configuration

LB service Link protection
Session extension information synchronization Sticky entry synchronization
Apply

# In the Policy area on the IPv4 Routing Policy tab, click Create.

# In the dialog box that opens, configure an IPv4 routing policy for class class-finance:

o Select class class-finance.
o Select forwarding mode Load balance.
) Select primary link group link-group-a.

o Select Match next rule for the Fallback action field.

o Click OK.
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Figure 33 Creating a policy for class class-finance

Create Policy

Class class-finance v
Forwarding mode Load balance .
ToS (0-255)
Primary link group e B
Backup link group o
Sticky group v
Fallback action Match next rule
All links are busy Match next rule
Insert before o

oK Cancel

# In the Policy area on the IPv4 Routing Policy tab, click Create.

# In the dialog box that opens, configure an IPv4 routing policy for class class-isp-a:
o Select class class-isp-a.

o Select forwarding mode Load balance.

o Select primary link group link-group-a.

o Select Match next rule for the Fallback action field.

) Click OK.
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Figure 34 Creating a policy for class class-isp-a

Create Policy

Class class-isp-a v *
Forwarding mode Load balance .
ToS (0-255)
Primary link group e B
Backup link group o
Sticky group v
Fallback action Match next rule
All links are busy Match next rule
Insert before o

oK Cancel

# In the Policy area on the IPv4 Routing Policy tab, click Create.

# In the dialog box that opens, configure an IPv4 routing policy for class class-isp-b:
o Select class class-isp-b.

o Select forwarding mode Load balance.

o Select primary link group link-group-b.

o Select Match next rule for the Fallback action field.

o Click OK.
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Figure 35 Creating a policy for class class-isp-b

Create Policy

Class class-isp-b v *
Forwarding mode L oad balance .
ToS (0-255)
Primary link group Tt -
Backup link group o
Sticky group -
Fallback action Match next rule
All links are busy Match next rule
Insert before o

OK Cancel

# In the Policy area on the IPv4 Routing Policy tab, click Create.
# In the dialog box that opens, configure an IPv4 routing policy for class class-isp-c:
o Select class class-isp-c.

o Select forwarding mode Load balance.

o Select primary link group link-group-c.
o Select Match next rule for the Fallback action field.
o Click OK.
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Figure 36 Creating a policy for class class-isp-c

Create Policy

Class class-isp-c v *
Forwarding mode Load balance .
ToS (0-255)
Primary link group e .
Backup link group o
Sticky group v
Fallback action Match next rule
All links are busy Match next rule
Insert before _

OK Cancel

# View the configured IPv4 routing policies as shown in Figure 37.
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Figure 37 IPv4 routing policies

ISP Link Selection Class Link Group IPv4 Routing Policy IPv6 Routing Policy

Global configuration

LB service Link protection
Session extension information synchronization Sticky entry synchronization

Apply

Policy
@ Create Delete Move up Move down Enter your keywords Q) search [7, Advanced search

Class Forwarding mode Primary link group Backup link group Sticky group Edit
class-finance Load balance link-group-a
class-isp-a Load balance link-group-a
class-isp-b Load balance link-group-b #
class-isp-c Load balance link-group-c
Default Forward

Verifying the configuration

# On the top navigation bar, click the Monitor tab.
# From the navigation pane, select Statistics > Outbound Link LB Statistics > Links.

# View the statistics of link link-a as shown in Figure 38. Traffic from subnet
192.168.200.0/24 in the finance department matches class class-finance, and is distributed

to link group link-group-a.

Figure 38 Statistics of traffic from the finance department

O Auto refresh~ O Refresh Clear  Slot No. Show all - Enter your keywords Q) Search [, Advanced search
Connection count Bandwidth (Kbps)
Link name State IPv4 output inte...  IPv6 output inte... Slot No. , Details
Active New Inbound Qutbound
link-a 1 2000 999 3200 3160 =
link-b 1 0 o 0 (1] =
link-c 1 0 o 0 ] =

# View the statistics of link link-a as shown in Figure 39. Traffic destined for ISP-A matches

class class-isp-a, and is distributed to link group link-group-a.
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Figure 39 Statistics of traffic destined for ISP_A

> Auto refresh= O Refresh Clear Slot No. Show all - Enter your keywords ) Search [, Adwanced search
Connection count Bandwidth (Kbps)
Link name State IPv4 output inte... IPv6 output inte... Slot No. . Details
Active New Inbound Qutbound
link-a 1 2071 997 3184 3160
link-b 1 0 0 0 0
link-c 1 0 o 0 1] =

# View the statistics of link link-b as shown in Figure 40. Traffic destined for ISP-B belongs to

class class-isp-b, and is distributed to link group link-group-b.

Figure 40 Statistics of traffic destined for ISP_B

" Auto refresh+ < Refresh Clear  Slot No. Show all v
Link name State IPv4 output inte... [Pv6 outputinte... Slot No.
link-a 1
link-b 1
link-c 1

# View the statistics of link link-c as shown in Figure 41. Traffic destined for ISP_C belongs

to class class-isp-c, and is distributed to link group link-group-c.

Figure 41 Statistics of traffic destined for ISP_C

«» Auto refresh+ < Refresh Clear  Slot No. Show all v
Link name State IPv4 output inte... IPv6 outputinte.. Slot No.
link-a 1
link-b 1
link-c 1
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Server load balancing configuration
examples

Contents

) Introduction
) Prerequisites
) Example: Configuring Layer 4 server load balancing

) Example: Configuring Layer 7 server load balancing

Introduction

The following information provides server load balancing configuration examples.

Server load balancing is classified into Layer 4 server load balancing and Layer 7 server load

balancing.

) Layer 4 server load balancing—Implemented based on streams. It distributes packets in
the same stream to the same server. Layer 4 server load balancing cannot distribute Layer

7 services based on contents.

) Layer 7 server load balancing—Implemented based on contents. It analyzes packet
contents, distributes packets one by one based on the contents, and distributes connections
to the specified server according to the predefined policies. Layer 7 server load balancing

applies load balancing services to a large scope.



Server load balancing supports IPv4 and IPv6, but does not support IPv4-to-IPv6 or IPv6-to-IPv4

translation.

The virtual server types supported by server load balancing include IP, TCP, UDP, HTTP,
Performance (HTTP), HTTPS, and HTTP redirection. IP, TCP, and UDP, are called Layer 4 server
load balancing. HTTP, Performance (HTTP), HTTPS, and HTTP redirection are called Layer 7

server load balancing.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of

the server load balancing feature.



Example: Configuring Layer 4 server load

balancing

Network configuration

As shown in Figure 1, an enterprise uses Server A, Server B, and Server C to provide FTP services.

Configure server load balancing to load balance FTP requests from Host among the servers based
on source address. For example, enable the device to assign FTP requests sourced from
62.159.4.0/24 and 63.159.4.0/24 to Server A and Server B, respectively; enable the device to

assign FTP requests with other source addresses to Server C.

Figure 1 Network diagram

Server A
192.168.1.1:21

VSIP:61.159.4.200/32

GEL1/0/1 GEL/0/2
|:| 61.159.4.100/24 [ 2 23 192.168.1.100/24
— IP network
Tme J

Host Device

Server B
192.168.1.2:21

Server C
192.168.1.3:21

Untrust Trust

whm R



Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedure

1. Assign IP addresses to interfaces and add the interfaces to security zones.
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
o Select the Untrust security zone.

o On the IPv4 Address tab, enter the IP address and mask length of the interface. In this

example, enter 61.159.4.100/24.
o Use the default settings for other parameters.
o Click OK.

# Add GE 1/0/2 to the Trust security zone and set its IP address to 192.168.1.100/24 in the

same way you configure GE 1/0/1.
2. Configure security policies.
# On the top navigation bar, click Policies.
# From the navigation pane, select Security Policies > Security Policies.
# Click Create.

# In the dialog box that opens, configure a security policy named Untrust-to-Trust:



o Enter policy name Untrust-to-Trust.

o Select source zone Untrust.

o Select destination zone Trust.

o Select type IPv4.

o Select action Permit.

o Enter destination IPv4 address 61.159.4.0/24.
o Use the default settings for other parameters.
o Click OK.

# Configure a security policy named Local-to-Trust:

o Enter policy name Local-to-Trust.
o Select source zone Local.
o Select destination zone Trust.

o Select type IPv4.

o Select action Permit.

o Enter destination IPv4 address 192.168.1.0/24.

o Use the default settings for other parameters.

o Click OK.

Create an ICMP-type probe template.

# On the top navigation bar, click Objects.

# From the navigation pane, select Health Monitoring.

# Click Create to configure the probe template t1 as shown in Figure 2.



Figure 2 Creating probe template t1

Create Probe Template

Basic configuration

Template name 1 *(1-32 chars)

Type ICMP -

Destination IP address (IPv4/IPv6 address)

Data to pad (0-200 chars)
Length of data to pad 100 (20-65507)

Mext hop IP address (IPvA4/IPv6 address)
Outgoing interface v

Probe interval @ 5000 ms(0-604800000)
Probe timeout® 3000 ms(10-3600000)
Description (0-200 chars)

QK Cancel

# Click OK.
Create an address- and port-type sticky group.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Common Configuration > Sticky

Groups.

# Click Create to configure the sticky group sticky_group as shown in Figure 3.



Figure 3 Creating sticky group sticky_group (part 1)

Create Sticky Group

Sticky group name sticky _group *(1-63 chars) -

Type Address and port =

Stick Entry Aging @ Enable Disable

Aging time 60 sec (10-604800)

Override limits(? @ Enable Disable

Stickiness-over- Enable @ Disable

busyness(®)

Match Across Enable ® Disable

Virtual Servers(@)

Match Across Enable @ Disable

Services(?

Nacrrintinn -
OK Cancel




Figure 4 Creating sticky group sticky_group (part 2)

Create Sticky Group

N e A A [ TT I LTI W TR T T T

busyness(®)

Match Across Enable @ Disable
Virtual Servers(?)

Match Across Enable @ Disable
Services(?)

Description

{0-127 chars)

Address/port stickiness

IPv4 Source address -

Mask length 29 (0-32)

IPvb

OK Cancel

# Click OK.
Create real servers.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Real

Servers.

# Click Create to configure the real server rs_a as shown in Figure 5.



Figure 5 Creating real server rs_a

Create Real Server

Basic configuration —
Real server name s a *(1-63 chars)
IPv4 address 192 1658 1 1
IPv6 address
Port number 0 (0-65535)
VPN instance Public network -
VPN instance inheritance(®) @ Enable Disable
Probe logging @ Enable Disable
Real server feature @ Enable Disable
Description (0-127 chars)
OK Cancel
# Click OK.

# Configure real server rs_b and set its IP address to 192.168.1.2 in the same way you

configure real server rs_a.

# Configure real server rs_c and set its IP address to 192.168.1.3 in the same way you

configure real server rs_a.

# Display the configured real servers as shown in Figure 6.

Figure 6 Displaying the configured real servers

@ Create Delete Enable | ( Disable Slow offline  C Refresh Enter your keywords | Q Search [ Advanced search
Real server name Status VRF Part number Priority Weight Server farm Real server .. Edit
rs_a Bublic network 192168.1.1 o 4 100 Enable hd #
rsb Public network 192.168.1.2 o 4 100 Enable - 4
rs_c Public network 192.168.1.3 o 4 100 Enable v &



Create server farms.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Server

Farms.

# Click Create to configure the server farm sfl as shown in Figure 7 and Figure 8.

Figure 7 Creating server farm sfl (I)

Create Server Farm @ x
Basic configuration -
Server farm name sF1 *(1-63 chars)
scheduling algorithm® ' yaqh source_IP_address -
Mask length 32 (0-32)
Prefix length 128 (0-128)
Priority scheduling(® Limit real servers to participate in scheduling
*(1-1000)
*(1-1000)
Real server ® Add Delete
Mame St... 0... Pvd...  IPvE.. Port Edit
rs_a - 192.... 0 &
Probe method ) Add Delete
OK Cancel

10



Figure 8 Creating server farm sfl (ll)

Create Server Farm

Probe method (#) Add Delete

Template name

tl

Use template’s port nu... Edit

Mo &

Description

(0-127 chars)

Advanced configuration

Success criteria

Af least =
SNAT pool
NAT @ Enable
RST packet monitoring
Zero-window packet
0K

# Click OK.

1

probes succeed(1-4294957295)

Disable

Cancel

# Configure server farm sf2 and specify real server rs_b in the same way you configure

server farm sf1l.

# Configure server farm sf3 and specify real server rs_c in the same way you configure

server farm sf1l.

# Display the configured server farms as shown in Figure 9.
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Figure 9 Displaying the configured server farms

(@ Create Delete Refresh Enter your keywords @, Search [ Advanced search
Server farm name Status Scheduling algerithm Total real servers Available real servers Edit
sfl Hash source IP address 1 1
sf2 Hash source IP address 1 1
sf3 Hash source IP address 1 1

Create classes.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Advanced

Policies.
# Click the Class tab.

# Click Create to configure the class cls_1 as shown in Figure 10.
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Figure 10 Creating class cls_1

Create Class

Class name

Type
Match type

Match rule

Description

# Click OK.

*(1-63 chars)

cls_1
(Generic -
® Match any Match all
# Create Edit Delete
Rule ID Type Rule content
1 Source [Pvd address 52.1559.4.0/24

(0-127 chars)

Ok Cancel

# Click Create to configure the class cls_2 as shown in Figure 11.
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Figure 11 Creating class cls_2

Create Class

Class name *(1-63 chars)

cls 2
Type Generc v
Match type ® Match any Match all
Match rule (¥ Create Edit Delsts
Rule ID Type Rule content
1 Source IPv4 address 51.159.4.0/24
Description (0-127 chars)
oK Cancel
# Click OK.

Create actions.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Advanced

Policies.
# Click the Action tab.

# Click Create to configure the action act_1 as shown in Figure 12.
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Figure 12 Creating action act_1

Create Action @ x

Basic configuration

Action name act_1 *(1-63 chars)
Type Generic v
Forwarding mode el -
Fallback action(®) e T -
ToS (0-233)
Description (0-127 chars)
Server farms

Primary server farm s -

Backup server farm -

Sticky group sticky_group -

oK Cancel
# Click OK.

# Configure action act_2 and specify primary server farm sf2 in the same way you configure

action act_1.

# Configure action act_3 and specify primary server farm sf3 in the same way you configure

action act_1.

# Display the configured actions as shown in Figure 13.
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Figure 13 Displaying the configured actions

Load Balancing Policy Class Action Connection Limit Policy Protection Policy
D Create Delete O Refresh Enter your keywords | Q) Search  (f, Advanced search
Action name Type Forwarding action Effective server farm Edit
act_1 Generic Load balance
act_2 Generic Load balance
act 3 Generic Load balance

Create a load balancing policy.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Advanced

Policies.
# Click the Load Balancing Policy tab.

# Click Create to configure the load balancing policy loadbalance_policy as shown in

Figure 14.
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10.

Figure 14 Creating load balancing policy loadbalance_policy

Create Load Balancing Policy

Name loadbalance_policy
Type Generic v
Default action act_3 -
Rule® ) Create Edit Delete 4 MoveUp § Move Down
Class Action
cs_ 1 act_1
cls_2 act_2
Description
OK Cancel
# Click OK.

Create a virtual server.

# On the top navigation bar, click Policies.

*(1-63 chars)

(0-127 chars)

@

# From the navigation pane, select Load Balancing > Server Load Balancing > Virtual

Servers.

# Click Create to configure the virtual server vs as shown in Figure 15 and Figure 17.
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Figure 15 Creating virtual server vs (basic configuration, part 1)

Create Virtual Server

Basic configuration a
Virtual server name Vs *(1-63 chars)
Type TCP v
1Pv4 address® £1.159.4.200 I 32
1Pvb address(?) /
Port number® 21 {0-65535)
SSL server policy® -
Server farm -
Sticky group of the server farm -
VRRP-group-associated interface -
(1-255)
VRRP-IPv6-group-associated - h
OK Cancel
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Create Virtual Server

Figure 16 Creating virtual server vs (basic configuration, part 2)

VRRP-IPvb-group-associated
interface

Interfaces for sending gratuitous
ARP/ND packets(®

Operation mode

IP address advertisement
Session extension information
synchronization

Sticky entry synchronization
Sticky entry synchronization type

Virtual server feature(?

Description

GE1/0M1
® Layer 4 Layer 7

Enable @ Disable

@ Enable Disable

@® Enable Disable
Global synchronization

@ Enable Disable

-

F.
{1-253)
[Edif)
0-127 chars)
w

OK Cancel
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Figure 17 Creating virtual server vs (advanced configuration)

Create Virtual Server

Advanced configuration
Scheduling resources
Backup server farm

Load balancing policy @ loadbalance._policy .
Connection limit policy
VRF

Parameter profile
IP parameter profile

TCP parameter profile (client side)
TCP parameter profile (server side)

Service guarantee
Maximum connections(®) 0

Maximum connections per second®@ @ A

oK Cancel

# Click OK.

Verifying the configuration

1.  Verify that Device assigns Sever A the FTP requests sourced from host IP address

62.159.4.1 and destined to virtual server IP address 61.159.4.100.

# Access virtual server IP address 61.159.4.100 on the host with IP address 62.159.4.1.
C:\Users\system>ftp 61.159.4.200

Connected to 61.159.4.200.

220 FTP service ready.

User (61.159.4.200:(none)): admin
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331 Password required for admin.
Password:

230 User logged in.

ftp>

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Virtual Servers.

Figure 18 Displaying virtual server statistics

O Auta refresh = O Refresh Cle. Enter your keywords  Q Search (i, Advanced search

Packet count Connection count

Virtual server name slot Ne. - - - Details
Received Sent Dropped Maximum Active Total

vs 1 30 30 0 rd 0 3 =

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Servers Farms. You

can see that Device assigns FTP requests sourced from 62.159.4.1 to server farm sfl.

Figure 19 Displaying server farm statistics

O Autorefresh= O Refresh Enter your keywords | Q) Search [ Advanced search

Packet count Connection count
Server farm name Slot No. Details

Received Sent Dropped Active Total
sf1 1 30 30 0 0 3 =
) 1 0 0 0 0 0 =

sf3 1 0 0 0 0 0 =

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Real Servers. You

can see that Device assigns FTP requests sourced from 62.159.4.1 to real server rs_a.
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Figure 20 Displaying real server statistics

O Autorefreshv O Refresh Clear Enter your keywords | Q Search  [B Advanced search

Packet count Connection count it
Real server name Slot No. - - - Details
Received Sent Dropped Maximuny Active Total

rsa 1 30 30 0 2 0 3 =
il 1 ] 0 0 0 0 0 =
rsc 1 0 0 0 0 0 0 =

Verify that Device assigns Sever B the FTP requests sourced from host IP address

63.159.4.1 and destined to virtual server IP address 61.159.4.200.
# Access virtual server IP address 61.159.4.200 on the host with IP address 63.159.4.1.
C:\Users\system>ftp 61.159.4.200

Connected to 61.159.4.200.

220 FTP service ready.

User (61.159.4.200:(none)): admin

331 Password required for admin.

Password:

230 User logged in.

ftp>

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Virtual Servers.

Figure 21 Displaying virtual server statistics

O Auto refresh = Refresh Clear Enter your keywords Q, Search [ Advanced search

) Packet count Connec tion coun t .
Virtual server name slot Ne. - - - Details
Received Sent Dropped Maximum Active Total

vs 1 13 14 0 2 ] 1 =

# On the top navigation bar, click Monitor.
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# From the navigation pane, select Statistics > Server LB Statistics > Servers Farms. You

can see that Device assigns FTP requests sourced from 63.159.4.1 to server farm sf2.

Figure 22 Displaying server farm statistics

> Auto refresh » O Refresh Enter your keywords | Q Search [ Advanced search

Packet count Connection count
Server farm name Slot No. = = Details
Received Sent Dropped Active Total

sfl 1 0 0 0 0 0 =
=7 1 13 14 0 it 1 =
sf3 1 [ 0 0 0 0 =

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Real Servers. You

can see that Device assigns FTP requests sourced from 63.159.4.1 to real server rs_b.

Figure 23 Displaying real server statistics

O Autorefreshs O Refresh Clea Enter your keywords | Q Search (@ Advanced search

Packet count Connection count
Real server name Slot No. - - - Details
Received Sent Dropped Maximum Active Total

rs_a 1 0 0 0 0 0 0 =
malb 1 13 14 0 2 0 1 =
rs.c 1 0 0 0 0 0 0 =

Verify that Device assigns Sever C the FTP requests sourced from host IP address

64.159.4.1 and destined to virtual server IP address 61.159.4.200.

# Access virtual server IP address 61.159.4.200 on the host with IP address 64.159.4.1.
C:\Users\system>ftp 61.159.4.200

Connected to 61.159.4.200.

220 FTP service ready.

User (61.159.4.200:(none)): admin

331 Password required for admin.
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Password:
230 User logged in.
ftp>

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Virtual Servers.

Figure 24 Displaying virtual server statistics

O Auto refresh » O Refresh

Packet count
Virtual server name Slot No. .
Received Sent Dropped

Vs 1 28 29 0

# On the top navigation bar, click Monitor.

Enter your keywords Q Search [T} Advanced search

Connection count
5 Details
Active Total

0 2 =

# From the navigation pane, select Statistics > Server LB Statistics > Servers Farms. You

can see that Device assigns FTP requests sourced from 64.159.4.1 to server farm sf3.

Figure 25 Displaying server farm statistics

O Auto refresh» O Refresh

Packet count
Server farm name slot No. -
Received Sent

sfl 1 o ]
sf2 1 0 0
sf3 1 28 29

# On the top navigation bar, click Monitor.

Dropped
1]

0

o

Enter your keywords | Q Search i Advanced search

Connection count
= Details
Active Total

0 0 =
0 0 =
0 2 =

# From the navigation pane, select Statistics > Server LB Statistics > Real Servers. You

can see that Device assigns FTP requests sourced from 64.159.4.1 to real server rs_c.
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Figure 26 Displaying real server statistics

C Autorefresh» O Refresh s Clear Enter your keywords | Q Search [ Advanced search

Packet count Connection count

&
'Y
a
2
i
5
3
E|
i
n
%
z
s
j=
&

Received Sent Dropped Maximum Active Total
rsa 1 0 0 0 0 0 0

b 1 0 0 0 0 0 0

rec 1 28 29 1 0 0 2

Example: Configuring Layer 7 server load

balancing

Network configuration

As shown in Figure 27, an enterprise uses Server A, Server B, and Server C to provide HTTP

services. Configure server load balancing to load balance HTTP requests from Host. The device
assigns requests whose URLs contain sports, government, and news to Server A; assigns
requests whose URLs contain finance, technology, and shopping to Server B; and assigns other

requests to Server C.
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Figure 27 Network diagram

VSIP:61.159.4.200/32

GE1/0/2
192.168.1.100/24

GE1/0/1
] 61.159.4.100/24 [ 2 2 5
— IP network
Eme J

Host Device

Untrust

Trust

R

Server A
192.168.1.1:80

Server B
192.168.1.2:80

Server C
192.168.1.3:80

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedure

1. Assign IP addresses to interfaces and add the interfaces to security zones.

# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.

# Click the Edit icon for GE 1/0/1.

# In the dialog box that opens, configure the interface:

o Select the Untrust security zone.



o On the IPv4 Address tab, enter the IP address and mask length of the interface. In this

example, enter 61.159.4.100/24.
o Use the default settings for other parameters.
o Click OK.

# Add GE 1/0/2 to the Trust security zone and set its IP address to 192.168.1.100/24 in the

same way you configure GE 1/0/1.

Configure security policies.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Click Create.

# In the dialog box that opens, configure a security policy named Untrust-to-Local:

o Enter policy name Untrust-to-Local.
o Select source zone Untrust.
o Select destination zone Local.

o Select type IPv4.

o Select action Permit.

o Enter destination IPv4 address 61.159.4.0/24.
o Use the default settings for other parameters.
o Click OK.

# Configure a security policy named Local-to-Trust:

o Enter policy name Local-to-Trust.
o Select source zone Local.
o Select destination zone Trust.

27



o Select type IPv4.

o Select action Permit.

o Enter destination IPv4 address 192.168.1.0/24.

o Use the default settings for other parameters.

o Click OK.

Create an ICMP-type probe template.

# On the top navigation bar, click Objects.

# From the navigation pane, select Health Monitoring.

# Click Create to configure the probe template t1 as shown in Figure 28.
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Figure 28 Creating probe template t1

Create Probe Template

Basic configuration

Template name 1 *(1-32 chars)

Type ICMP -

Destination IP address (IPv4/IPv6 address)

Data to pad (0-200 chars)
Length of data to pad 100 (20-65507)

Mext hop IP address (IPvA4/IPv6 address)
Qutgaoing interface -

Probe interval @ 5000 ms(0-604800000)
Probe timeout® 3000 ms(10-3600000)
Description (0-200 chars)

QK Cancel

# Click OK.
Create an HTTP cookie sticky group.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Common Configuration > Sticky

Groups.

# Click Create to configure the sticky group sticky_group as shown in Figure 29.
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Figure 29 Creating sticky group sticky _group

Create Sticky Group

Sticky group name

sticky_group *(1-63 chars) .
Type HTTP-Cookie v
Aging time 56400 sec (0-31536000)
Override limits(@) @ Enable Disable
Stickiness-over- Enable @ Disable
busyness(®)
Description

(0-127 chars)

Cookie stickiness

Cookie stickiness

Cookie insertion -
C(}lee name ¥-1 R N-£2 rhare Nafanlt i« ¥-I M
OK Cancel

# Click OK.
Create real servers.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Real

Servers.

# Click Create to configure the real server rs_a as shown in Figure 30.
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6.

Figure 30 Creating real server rs_a

Create Real Server

Real server name
[Pv4 address
IPv6 address
Port number

VPN instance

VPN instance inheritance(?)

Basic configuration

rs_a

192.1658.1.1

0

Public network

*(1-83 chars)

(0-85535)

@ Enable Disable
Probe logging @ Enable Disable
Real server feature @® Enable Disahle
Description (0-127 chars)
QK Cancel
# Click OK.

# Configure real server rs_b and set its IP address to 192.168.1.2 in the same way you

configure real server rs_a.

# Configure real server rs_c and set its IP address to 192.168.1.3 in the same way you

configure real server rs_a.

# Display the configured real servers as shown in Figure 31.

Figure 31 Displaying the configured real servers

@ Create Delete Enable | ( Disable
Real server name Status
rsa
rsb

rs_c

Create server farms.

Slow offline O Refresh

VRF
Public network
Public network

Public network

192.168.1.1

192.168.1.2

192.168.1.3

Part number Priority
0 4
0 4
0 4

31

Enter your keywords | Q Search [ Advanced search

Weight Server farm Real server f...  Edit
100 Enable v #
100 Enable - &
100 Enable v &



# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Server

Farms.

# Click Create to configure the server farm sfl as shown in Figure 32 and Figure 33.

Figure 32 Creating server farm sfl (I)
Create Server Farm @ X

Basic configuration

Server farm name sF1 *(1-63 chars)
Scheduling algorithm® | j55p source IP_address -
Mask length 99 0-32)
Prefix length 128 (0-128)
Priority scheduling(® Limit real servers to participate in scheduling
*(1-1000)
*(1-1000)
Real server ) Add Delste
MName St... 0. IPvd...  IPvé.. Port  Edit
rs_a - 192.... 0 &
Probe method ) Add Delete
oK Cancel
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Figure 33 Creating server farm sfl (ll)

Create Server Farm

Probe method (#) Add Delete

Description

Template name Use template’s port nu... Edit
tl Mo &
(0-127 chars)

Advanced configuration

Success criteria

Af least =
SNAT pool
NAT @ Enable
RST packet monitoring
Zero-window packet
0K

# Click OK.

1

probes succeed(1-4294957295)

Disable

Cancel

# Configure server farm sf2 and specify real server rs_b in the same way you configure

server farm sf1l.

# Configure server farm sf3 and specify real server rs_c in the same way you configure

server farm sfl.

# Display the configured server farms as shown in Figure 34.
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Figure 34 Displaying the configured server farms

(@ Create Delete Refresh Enter your keywords @, Search [ Advanced search
Server farm name Status Scheduling algerithm Total real servers Available real servers Edit
sfl Hash source IP address 1 1
sf2 Hash source IP address 1 1
sf3 Hash source IP address 1 1

Create classes.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Advanced

Policies.
# Click the Class tab.

# Click Create to configure the class cls_1 as shown in Figure 35.
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Figure 35 Creating class cls_1

Create Class

Class name cls 1 *(1-63 chars)
Type HTTP v
Match type @® Match any Match all
Match rule (1) Create Edit Delete
Rule ID Type Rule content

1 URL sports

2 URL government

3 URL news
Description (0-127 chars)

OK Cancel
# Click OK.

# Click Create to configure the class cls_2 as shown in Figure 36.
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Figure 36 Creating class cls_2

Create Class

Class name cls 2 *(1-83 chars)
Type HTTP -
Match type @® Match any Match all
Match rule (*) Create Edit Delete
Rule ID Type Rule content

1 URL finance

2 URL technology

3 URL shopping
Description (0-127 chars)

oK Cancel
# Click OK.

Create actions.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Advanced

Policies.
# Click the Action tab.

# Click Create to configure the action act_1 as shown in Figure 37.
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Figure 37 Creating action act_1

Create Action

Action name
Type

Forwarding mode
Fallback action(®
ToS

Description

Server farms

Primary server farm
Backup server farm

Sticky group

Response content rewrite

Basic configuration
act 1
HTTP
Load balance

Match next rule

*(1-63 chars)

(0-255)

(0-127 chars)

sf1

sticky_group

Advanced configuration

OK Cancel

# Click OK.

# Configure action act_2 and specify primary server farm sf2 in the same way you configure

action act_1.

# Configure action act_3 and specify primary server farm sf3 in the same way you configure

action act_1.

# Display the configured actions as shown in Figure 38.
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Figure 38 Displaying the configured actions

Load Balancing Policy Class Action Connection Limit Policy Protection Policy
+) Create Delete O Refresh Enter your keywords ) Search [0 Advanced search
Action name Type Forwarding action Effective server farm Edit
act 1 HTTP Load balance
act 2 HTTP Load balance
act_3 HTTP Load balance

Create a load balancing policy.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Advanced

Policies.
# Click the Load Balancing Policy tab.

# Click Create to configure the load balancing policy loadbalance_policy as shown in

Figure 39.
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Figure 39 Creating load balancing policy loadbalance_policy

Create Load Balancing Policy @ X
Name loadbalance_policy "(1-63 chars)
Type HTTP v
Default action act_3 -

Rule® () Create Edit Delete ‘& Move Up < Move Down
Class Action
cls_1 act_1
cls 2 act 2
Description (0-127 chars)
OK Cancel
# Click OK.

Create an HTTP-type parameter profile.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Parameter

Profiles.

# Click Create to configure the parameter profile loadbalance_profile as shown in Figure

40.
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Figure 40 Creating parameter profile loadbalance_profile

Create Parameter Profile

Parameter profile name loadbalance_profile *(1-63 chars)

Type HTTP -

Description

(0-127 chars)

HTTP-type parameters

Max header parse length 4096 [1-65535)

Max content parse length 4096 (1-65535)

Max content length(® (1-4294967295)

Secondary cookie delimiter(® I&dts

(1-4 chars)
Seclonldary cookie start 2 {1-2 chars)
delimiter(®
Cookie name(®) (1-62 chars)
Cookie encryption key @ Plaintext Ciphertext v

oK Cancel

# Click OK.
Create a virtual server.
# On the top navigation bar, click Policies.

# From the navigation pane, select Load Balancing > Server Load Balancing > Virtual

Servers.

# Click Create to configure the virtual server vs as shown in Figure 41 and Figure 43.
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Figure 41 Creating virtual server vs (basic configuration, part 1)

Create Virtual Server

Virtual server name

Type

IPv4 address

IPvb address

Port number

Server farm

Sticky group of the server farm

VRRP-group-associated interface

VRRP-IPvb-group-associated
interface

Basic configuration

*(1-63 chars)

Vs
HTTP -
51.159.4.200
a0 {1-65535)
v
v
{1-253)
{1-255)
OK Cancel
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Figure 42 Creating virtual server vs (basic configuration, part 2)

Create Virtual Server

{1-255) a
Interfaces for sending gratuitous GE1/01 v [Edit]
ARP/ND packets(®
IP address advertisement Enable @ Disable
Sticky entry synchronization @ Enable Disable
Sticky entry synchronization type Global synchronization -
Virtual server feature(® @ Enable Disable
Fast log content(®) {1-255 chars)
Description 0-127 chars)
Advanced configuration
Scheduling resources -
QK Cancel
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Figure 43 Creating virtual server vs (advanced configuration)

Create Virtual Server

Load balancing policy® loadbalance._policy . -
Connection limit policy .
Cache policy -
Cookie sticky group -
VRF .
Protection policy

HTTP protection policy .
Parameter profile

IP parameter profile -
TCP parameter profile (client side) -
TCP parameter profile (server side) .
HTTP parameter profile loadbalance_profile -

oK Cancel

# Click OK.

Verifying the configuration

1.  Verify that the device assigns Sever A the HTTP request with URL

http://61.159.4.200/sports/.

# Access http://61.159.4.200/sports/ on Host.
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Figure 44 Accessing the HTTP service

P —
e | ] beep:sB1. 159 4 200/ sports/

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Virtual Servers.

Figure 45 Displaying virtual server statistics

O Auto refresh = O Refresh Cle Enter your keywords | Q, Search [ Advanced search
Packet count Connection count
Virtual server name Slot No. Details
Received Sent Dropped Maximum Active Total
ve 1 14 9 0 3 1 3 =

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Servers Farms. You
can see that the device assigns the HTTP request containing URL

http://61.159.4.200/sports/ to server farm sfl.

Figure 46 Displaying server farm statistics

O Auto refresh~ O Refresh Enter your keywords | Q Search [} Advanced search
Packet count Connection count
Server farm name Slot Ne. Details
Received Sent Dropped Active Total
sfl pk 4 3 [ & 1 =
sf2 1 0 0 0 0 0 =
3 1 0 0 0 0 0 =

# On the top navigation bar, click Monitor.
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# From the navigation pane, select Statistics > Server LB Statistics > Real Servers. You
can see that the device assigns the HTTP request containing URL

http://61.159.4.200/sports/ to real server rs_a.

Figure 47 Displaying real server statistics

 Auto refresh= O Refresh Clear Enter your keywords | Q Search ([ Advanced search

Packet count Connection count
Real server name Slot No. = 7 = Details
Received Sent Dropped Maximu m Active Total

s a 1 4 3 0 1 1 1 =
b 1 (] 0 0 0 0 0 =
rsc 1 0 0 0 0 0 0 =

Verify that the device assigns Sever B the HTTP request with URL

http://61.159.4.200/finance/.

# Access http://61.159.4.200/finance/ on Host.

Figure 48 Accessing the HTTP service

@: @ | http://B1. 159 4. 200/ finance/

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Virtual Servers.

Figure 49 Displaying virtual server statistics

O Auto refresh+ O Refresh Cle. Enter your keywords O, Search [y Advanced search

Packet count Connection count
Virtual server name Slot No. = = = Details
Receive: d Sent Dropped Maximu m Active Total

vs 1 6 5 0 0 1 0 =

# On the top navigation bar, click Monitor.
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# From the navigation pane, select Statistics > Server LB Statistics > Servers Farms. You
can see that the device assigns the HTTP request containing URL

http://61.159.4.200/finance/ to server farm sf2.

Figure 50 Displaying server farm statistics

C Autorefresh» O Refresh Enter your keywords | Q Search [ Advanced search
Packet count Connection count
Server farm name Slot No. Details
Received Sent Dropped Active Total
sfL 1 0 0 0 0 0 =
52 1 6 5 0 1 1 =
sf3 1 0 0 0 0 0 =

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Real Servers. You
can see that the device assigns the HTTP request containing URL

http://61.159.4.200/finance/ to real server rs_b.

Figure 51 Displaying real server statistics

C Autorefreshs O Refresh Clea Enter your keywords | Q Search [ Advanced search
Packet count Connection count
Real server name Slot No. Details
Received Sent Dropped Maximum Active Total
rs.a 1 0 0 0 0 0 0 =
rsb 1 6 5 0 1 1 1 =
1 0 0 0 0 0 0 =

3. Verify that the device assigns Sever C the HTTP request with URL

http://61.159.4.200/education/.

# Access http://61.159.4.200/education/ on Host.
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Figure 52 Accessing the HTTP service

——

K |&] http://61.159. 4 200/ education/

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Virtual Servers.

Figure 53 Displaying virtual server statistics

 Autorefresh v O Refresh Cle Enter your keywords | Q Search (i} Advance d search

. Packet count Connec tion coun t .
Virtual server name Slot Ne. - - - Details
Received Sent Dropped Maxirmum Active Total

1 12 6 0 0 1 0 =

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Servers Farms. You
can see that the device assigns the HTTP request containing URL

http://61.159.4.200/education/ to server farm sf3.

Figure 54 Displaying server farm statistics

> Auto refresh» O Refresh Enter your keywords | G Search (7} Advanced search
Packet count Connection count
Server farm name Slot No. Details
Received Sent Dropped Active Total
sfl 1 0 0 1] 0 0 =
sf2 1 o 0 0 0 0 =
sf3 1 12 12 1] 1 0 =

# On the top navigation bar, click Monitor.

# From the navigation pane, select Statistics > Server LB Statistics > Real Servers. You
can see that the device assigns the HTTP request containing URL

http://61.159.4.200/education/ to real serverrs_c.
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Figure 55 Displaying real server statistics

O Auto refresh = Refresh Clear Enter your keywords @, Search [ Advanced search
Packet count Connection count
Real server name Slot No. = = = Details
Received Sent Dropped Maximum Active Total
rsa 1 0 0 0 0 0 0 =
rs_b 1 1] 1] 0 o 0 0 E
s e 1 12 12 0 0 1 0 =
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Introduction

The following information provides transparent DNS proxy configuration examples.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.



The following information is provided based on the assumption that you have basic knowledge of

the transparent DNS proxy feature.

Restrictions and guidelines

To use this feature, do not deploy DNS servers in the internal network of the enterprise. If you
deploy a DNS server in the internal network, DNS requests will be forwarded to the DNS server

instead of being processed by this feature.

Example: Configuring the transparent DNS proxy

Network configuration

As shown in Figure 1, ISP 1 and ISP 2 provide two links with the same bandwidth to an enterprise:
Link 1 and Link 2. The DNS server IP address of ISP 1 is 10.1.2.100. The DNS server IP address of
ISP 2 is 20.1.2.100. Intranet users use domain name www.abc.com to access Web server A and

Web server B.

Configure a transparent DNS proxy on the device to evenly distribute user traffic to Link 1 and Link
2.



Figure 1 Network diagram

Router A

-

DNS server A
10.1.2.100
Trust
GEL1/0/1 ﬁ
El 192.168.100.83/24 Web Server A
— www.abc.com
B
Host

192.168.100.15/24

-

Web Server B
www.abc.com

ROUTER
Router B

-

DNS server B

Untrust 20.1.2.100

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedures

1. Assign IP addresses to interfaces and add the interfaces to security zones.
# On the top navigation bar, click the Network tab.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:

o Select the Trust security zone.



e}

On the IPv4 Address tab, enter the IP address and mask length of the interface. In this
example, enter 192.168.100.83/24.

Use the default settings for other parameters.

Click OK.

# Add GE 1/0/2 to the Untrust security zone and set its IP address to 10.1.1.1/24 in the same

way you configure GE 1/0/1.

# Add GE 1/0/3 to the Untrust security zone and set its IP address to 20.1.1.1/24 in the same

way you configure GE 1/0/1.

Configure security policies.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.

# Click Create.

# In the dialog box that opens, configure a security policy named Trust-to-Untrust:

(e]

e}

Enter policy name Trust-to-Untrust.

Select source zone Trust.

Select destination zone Untrust.

Select type IPv4.

Select action Permit.

Enter source IPv4 address 192.168.100.0/24.
Use the default settings for other parameters.

Click OK.

# Configure a security policy named Local-to-Untrust:

e}

Enter policy name Local-to-Untrust.

Select source zone Local.

Select destination zone Untrust.

Select type IPv4.

Select action Permit.

Enter destination IPv4 addresses 10.1.1.0/24 and 20.1.1.0/24.

Use the default settings for other parameters.



(e]

Click OK.

Configure an ICMP probe template.

# On the top navigation bar, click Objects.

# From the navigation pane, click Health Monitoring.

# Click Create.

# In the dialog box that opens, configure an ICMP probe template:

(e]

Enter template name t1.

Select type ICMP.

Enter 100 for the Length of data to pad field.
Enter 5000 for the Probe interval field.

Enter 3000 for the Probe timeout field.

Use the default settings for other parameters.

Click OK.



Figure 2 Creating an ICMP probe template

Create Probe Template

Basic configuration

Template name t1] *{1-32 chars)

Type ICMP -

Destination IP address (IPvA/IPv6 address)

Data to pad (0-200 chars)

Length of data to pad 100 (20-65507)

Next hop IP address (IPvA/IPv6 address)

Qutgoing interface

Probe interval(@

5000 ms(0-604800000)
Probe timeout(® 3000 ms(10-3600000)
Description (0-200 chars)
OK Cancel

Configure links.

# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Common Configuration > Links.

# Click Create.

# In the dialog box that opens, configure a link named link1:

(e]

Enter link name link1.

Select Manual for the Next hop config method field.
Enter next hop IPv4 address 10.1.1.2.

Set the link cost for proximity calculation to O.

Enable the link feature.



o Enable VRF inheritance.

o Click OK.

Figure 3 Creating link link1

Create Link
Basic configuration
Link name link1 *(1-63 chars)
Next hop config method @ Manual Automatic
Next hop IPv4 address 10112
Next hop IPvb address
Link cost for proximity calculation(®) 0 (0-10240)
Link feature @ Enable Disable
VRF Public network -
VRF inheritance@ @ Enable Disable
Description (0-127 chars)
OK Cancel

# Configure link link2 in the same way you configure link link1.



Figure 4 Creating link link2

Create Link @ X

Basic configuration

Link name link2 *(1-63 chars)

Next hop config method ® Manual Automatic

MNext hop IPv4 address 20112

Mext hop IPvb address

Link cost for proximity calculation(@ 0 (0-10240)

Link feature ® Enable Disable

VRF Public network -

VRF inheritance(® @ Enable Disable

Description (0-127 chars)
OK Cancel

Configure DNS servers.

# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Link Load Balancing > DNS Proxy.
# On the DNS Server tab, click Create.

# In the dialog box that opens, configure a DNS server named dns_a:
o Enter DNS server name dns_a.

o Select Manual for the IP address config method field.

o Enter IPv4 address 10.1.2.100.

o Enter port number 0.

o Enter weight 100.

o Enter priority 4.

o Select probe method t1.

o Set the success criteria to At least 1.



o Select link link1.

o Click OK.

Figure 5 Creating DNS server dns_a

Create DNS Server

DNS server name dns_a

IP address config @® Manual
method(®)

IPv4 address

1

*(1-83 chars)

Automatic

(0-65535)
(1-255)
(1-8)

- [Edit]

probes succeed(1-4294957295)

(0-127 chars)

10.1.2.100
IPv6 address
Port number® 0
Weight(® 100
Priority(® 4
Probe method t1
Success criteria At least  «
Link link1
Description

OK

Cancel

# Configure DNS server dns_b in the same way you configure DNS server dns_a.



Figure 6 Creating DNS server dns_b

Create DNS Server

DMNS server name

dns_b *(1-63 chars)
IP address config @® Manual Automatic
method(@
IPv4 address 20.1.2.100
IPv6 address
Port number® 0 {0-65535)
Weight(® 100 (1-255)
Priority(® 4 (1-8)
Probe method t1 « [Edit]
Success criteria Atleast |+ | 1 probes succeed(1-4294967295)
Link link2 v-
Description

(0-127 chars)
oK Cancel

Configure a DNS server pool.

# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Link Load Balancing > DNS Proxy.
# On the DNS Server Pool tab, click Create.

# In the dialog box that opens, configure a DNS server pool named dsp:

o Enter DNS server pool name dsp.

o Select scheduling algorithm Round robin.

o Set the success criteria to At least 1.

10



o Add DNS servers dns_a and dns_b to the DNS server pool.

o Click OK.

Figure 7 Creating DNS server pool dsp

Create DNS Server Pool @ X
Pool name dsp *(1-63 chars)
Scheduling Round robin -
algorithm
Priority(® Limit the number of DNS servers to be scheduled

Probe method

Success criteria

DNS server list

Description

Select a probe method v [Edit]

At least « 1 probes succeed(1-4294967295)

* Add Delets
Ma... Sta... IPvd... IPv6.. Por. Edit
dns... 10.1... 0 #
dns... 20.1... 1] &

(0-127 chars)
OK Cancel

Configure IPv4 routing policies.

# On the top navigation bar, click Polices.

# From the navigation pane, select Load Balancing > Link Load Balancing > DNS Proxy.

# In the Common configuration area on the IPv4 Routing Policy tab, select the

Transparent DNS proxy option and click Apply.
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Figure 8 Common configuration

Class DINS Server Poal DNS Server IPvd Proxy Palicy 1Pv6 Proxy Palicy

Common Configuration

Status @ Proxy port 53 *(1-65535)
Transparent DNS proxy Link protection
Session extension information synchronization Sticky entry synchronization
Apply

# In the Policy area on the IPv4 Routing Policy tab, click the Edit icon for the default IPv4
routing policy named Default.

# In the dialog box that opens, configure the default IPv4 routing policy:
o Select forwarding mode Load balance.
) Select DNS server pool dsp.

) Click OK.

Figure 9 Editing the default IPv4 routing policy

Edit Policy
Class Default
Forwarding mode e .
ToS (0-255)
DNS server pool dsp .
Sticky group -
OK Cancel
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Verifying the configuration

Access http://www.abc.com through the browser on the host, and verify that the device distributes

the DNS requests to DNS servers dns_a and dns_b.

1.

View the DNS Server Statistics page.
# On the top navigation bar, click the Monitor tab.
# From the navigation pane, select Statistics > DNS Proxy Statistics > DNS Servers.

The DNS Server Statistics page is as follows:

Figure 10 DNS server statistics

 Autorefresh» O Refresh % Clear Enter your keywords | Q Search (i Advanced search

DNS server name Received requests Dropped requests Sent responses. Drepped respanses Details

dns_a 40 0 40 o

dns_b a0 0 40 [

View the DNS Server Pool Statistics page.
# From the navigation pane, select Statistics > DNS Proxy Statistics > DNS Server Pools.

The DNS Server Pool Statistics page is as follows:

Figure 11 DNS server pool statistics

O Auto refresh - O Refresh Enter your keywords | Q, Search [, Advanced search

DNS server pool statistics Slot number Received requests. Dropped requests Sent responses Dropped responses Details

dsp 1 80 0 20 0 =
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The following information provides high availability (HA) group configuration examples.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of
the HA group, VRRP, and Track features.

Restrictions and guidelines

Verify that the devices to be assigned to the HA group meet the hardware and software

environment consistency requirements in this section.

Hardware environment consistency

Before you configure the HA group, verify that the following hardware settings are the same on the

devices to be assigned to the HA group:

) Device model.

) Location, number, and type of MPUs.

) Location, number, and type of service modules.

. Location, number, and type of switching fabric modules.

) Location, number, and type of interface modules.



Number and type of management interfaces, service interfaces, interfaces for setting up the
control channel, and interfaces for setting up the data channel. Do not use one interface for

multiple purposes.

Location, number, and type of disks. A device without disks installed has small log storage

and does not support some types of logs or reports.

Software environment consistency

Before you configure the HA group, verify that the following software settings are the same on the

devices to be assigned to the HA group:

Software environment and version, including boot packages, system packages, feature

packages, and patches.

Licensed signature libraries and features, such as signature library types, signature library

version, validation time, and number of licensed resources.
Interface numbers.

Type, speed, and number of the interfaces for setting up the control channel. As a best

practice, use aggregate interfaces.

Type, speed, and number of the interfaces for setting up the data channel. As a best practice,

use aggregate interfaces.
Aggregate interface numbers and aggregation member port numbers.

Security zone configuration on the interfaces at the same location.

Feature compatibility restrictions

Compatibility with NAT

If you configure both VRRP and NAT on the HA group, you must associate NAT configuration with

VRRP groups, such as NAT rules, source translation methods, and NAT server mappings. If you

fail to do so, NAT cannot operate correctly.



Compatibility with SSL VPN

For SSL VPN to operate correctly on the HA group, you must configure the port used for

transmitting user data for the HA group on the global setting configuration page of SSL VPN.

You can use SSL VPN only when the HA group is operating in active/standby mode and

collaborating with VRRP. You cannot use SSL VPN in any other scenario.
Compatibility with application security

If asymmetric-path traffic exists on the transparent in-path HA group operating in dual-active mode,
enable DPI services to support the HA group feature on the advanced setting configuration page of
application security. If you fail to do so, application security services cannot identify or process

traffic correctly.
Example: Configuring the HA group in
active/standby mode in collaboration with VRRP

(IPv4)

Network configuration

As shown in Figure 1, set up the HA group at the border between the Internet and the internal

network of an enterprise to ensure service continuity.
) Configure the HA group to collaborate with VRRP.
. Configure the HA group to operate in active/standby mode.

. Configure Device A and Device B as the primary device and the secondary device,

respectively.



Figure 1 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedure

Configuring Switch A

# Create VLAN 10.

# Configure the interfaces attached to the HA group and the router to operate at Layer 2. Assign
them to VLAN 10 as access interfaces.

Configuring Switch B

# Create VLAN 10.

# Configure the interfaces attached to the HA group and the host to operate at Layer 2. Assign
them to VLAN 10 as access interfaces.

Configuring the router

# Assign 2.1.1.15/24 to GigabitEthernet 1/0/7.
# Configure routes as follows:

) Specify 2.1.1.3 (virtual IP address of VRRP group 1) as the next hop of the routes to the
internal network.

. Specify the IP address of the peer interface attached to the traffic outgoing interface as the
next hop of the route to the Internet.



Configuring Device A

Configuring basic network settings

1.

Assign IP addresses to interfaces:

# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.

# In the dialog box that opens, configure the interface:

a. On the Basic Configuration tab, select the Untrust security zone.

b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 2.1.1.1/24.
C. Use the default settings for other parameters.
d. Click OK.

# Add GE 1/0/2 to the Trust security zone and assign 10.1.1.1/24 to it in the same way you
configure GE 1/0/1.

# Assign 10.2.1.1/24 to GE 1/0/3 in the same way you configure GE 1/0/1.
Configure routing:

This step uses static routing as an example. To use dynamic routing, configure a dynamic

routing protocol.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.
# On the IPv4 Static Routing tab, click Create.

# In the dialog box that opens, configure an IPv4 static route:
a. Enter destination IP address 0.0.0.0.

b. Enter mask length 0.

C. Enter next hop address 2.1.1.15.

d. Use the default settings for other parameters.

e. Click OK.



Configure a security policy to permit service traffic:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:

a. Enter security policy name Trust-Untrust.

b. Select source zone Trust.

C. Select destination zone Untrust.

d. Select IP version IPv4.

e. Set the action to Permit.

f. Enter source IP address 10.1.1.0/24.

g. Use the default settings for other parameters.

h. Click OK.

Configure security policies to permit VRRP protocol packets:

This task allows Device A and Device B to exchange VRRP packets and elect a VRRP

master when the HA channels are disconnected.

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Local:

a. Enter security policy name vrrp1.
b. Select source zone Trust.

C. Select destination zone Local.

d. Select IP version IPv4.



Set the action to Permit.
Select policy group vrrp.
Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Trust:

0.

p.

Enter security policy name vrrp2.

Select source zone Local.

Select destination zone Trust.

Select IP version IPv4.

Set the action to Permit.

Select policy group vrrp.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Untrust to zone Local:

W.

X.

Enter security policy name vrrp3.

Select source zone Untrust.

Select destination zone Local.

Select IP version IPv4.

Set the action to Permit.

Select policy group vrrp.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Untrust:

y.

Z.

aa.

bb.

CC.

Enter security policy name vrrp4.
Select source zone Local.
Select destination zone Untrust.
Select IP version IPv4.

Set the action to Permit.



dd. Select policy group vrrp.
ee. Use the default settings for other parameters.

ff. Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 2.
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Figure 2 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode @

Device role®
Local IP

Peer IP

Peer port®

[Data channel

Keepalive Interval
Max Keepalive Retries(@
Fallback@®

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
Interval

Automatic configuration
synchronization

# Click OK.

Associating the HA group with VRRP

® Enable

@ Active/standby

@ Active

10.2.11
10.2.1.2
60064

GE1/0/3

10
@ Enable
2

® Enable

@ Enable
@ Enable
® Enable

24
@ Enable

OK

# On the top navigation bar, click System.

Disable

Dual-active

Standby
(1024-65535. Default: 60064.)
sec (1-60. Default: 1)
(1-255. Default:10)

Disable

minutes (1-1440,)
Disable

Disable
Disable

Disable

hours (1-168. Default: 24.)
Disable

Cancel

# From the navigation pane, select High Availability > VRRP.

# Click Create.

# Configure VRRP groups as shown in the follow figures.
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Figure 3 Creating VRRP group 1

Create VRRP Group

Interface

VRID

IP type

Associate with HA group

Virtual IP/mask length @

Priority
Preemption mode
Preemption delay

Advertisement interval

GE1/0M1 -
1 *(1-255)
@ IPv4 IPv6

Associate and add to active grot =

21.1.3/24 *(Separate multiple addresses with enter)
100 (1-254)
Preemptive -
] centiseconds { 0-180000 )
100 centiseconds { 10-4005)
OK Cancel
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Figure 4 Creating VRRP group 2

Create VRRP Group

Interface GE1/02 .
VRID 2 *(1-255)
IP type @ IPv4 IPv6

Associate with HA group Associate and add to active grol -

Virtual IP/mask Iength@ 10.1.1.3/24 *(Separate multiple addresses with enter]
Priority 100 (1-254)
Preemption mode Breemptive "
Preemption delay ] centiseconds { 0-180000 )
Advertisement interval 100 centiseconds ( 10-4005 )

OK Cancel

# Click OK.
Configuring security services

# Configure security devices on the HA group member devices. If the HA group can back up

configuration for a module, configure the module only on the primary device (Device A).

Configuring Device B

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.

# Click the Edit icon for GE 1/0/1.
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# In the dialog box that opens, configure the interface:

C.

d.

On the Basic Configuration tab, select the Untrust security zone.

On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 2.1.1.2/24.
Use the default settings for other parameters.

Click OK.

# Add GE 1/0/2 to the Trust security zone and assign 10.1.1.2/24 to it in the same way you
configure GE 1/0/1.

# Assign 10.2.1.2/24 to GE 1/0/3 in the same way you configure GE 1/0/1.

2. Configure routing:

This step uses static routing as an example. To use dynamic routing, configure a dynamic

routing protocol.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.

# On the IPv4 Static Routing tab, click Create.

# In the dialog box that opens, configure an IPv4 static route:

a.

b.

Enter destination IP address 0.0.0.0.

Enter mask length 0.

Enter next hop address 2.1.1.15.

Use the default settings for other parameters.

Click OK.

Configuring HA group settings

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > HA Group.

# Click Configure.

# Configure the HA group parameters as shown in Figure 5.
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Figure 5 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode®

Device role @
Local IP

Peer IP

Peer port®

Data channel

Keepalive Interval
Max Keepalive Retries @
Fallback@

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
Interval

Automatic configuration
synchronization

# Click OK.

Associating the HA group with VRRP

@ Enable

@ Active/standby

Active

10.2.1.2
10.2.11
60064

GE1/0/3

10
@ Enable
2

@ Enable

@ Enable
@ Enable
@ Enable

24
@ Enable

OK

# On the top navigation bar, click System.

Disable
Dual-active
® Standby
(1024-65535. Default: 60064.)
sec (1-60. Default: 1)
(1-255. Default:10)
Disable

minutes (1-1440.)
Disable

Disable
Disable
Disable

hours (1-168. Default: 24.)

Disable

Cancel

# From the navigation pane, select High Availability > VRRP.

# Click Create.

# Configure VRRP groups as shown in the follow figures.
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Figure 6 Creating VRRP group 1

Interface

VRID
IP type
Associate with HA group

Virtual IP/mask length (&

Priority
Preemption mode
Preemption delay

Advertisement interval

GE1/0/1 v"
1 *(1-255)
@ IPv4 IPv6

Associate and add to standby gr

21.1.3/24 *(Separate multiple addresses with enter)
100 (1-254)
Preemptive -
0 centiseconds { 0-180000 )
100 centiseconds ( 10-4095 )
OK Cancel
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Figure 7 Creating VRRP group 2

Create VRRP Group
Interface GE1/02 .
VRID 2 " (1-255)
IP type ® IPv4 IPvE

Associate with HA group Assotiate and add to standby gr ~

Virtual IP/mask length® 10.1.1.3/24 "(Separate multiple addresses with enter)
Priority 100 (1-254)
Preemption mode Preemptive -
Preemption delay 0 centiseconds { 0-180000 )
Advertisement interval 100 centiseconds ( 10-4095)

OK Cancel

# Click OK.

Configuring the host

# On the host, specify 10.1.1.3 (virtual IP address of VRRP group 2) as the default gateway.

Verifying the configuration

# Enable logging for the interzone policy that permits communication between security zones
Trust and Untrust. Verity that only Device A generates log messages when the host

communicates with the Internet.
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Example: Configuring the HA group in dual-active

mode in collaboration with VRRP (IPv4)

Network configuration

As shown in Figure 8, set up the HA group at the border between the Internet and the internal
network of an enterprise to ensure service continuity.

. Configure the HA group to collaborate with VRRP.
. Configure the HA group to operate in dual-active mode.

) Configure Device A and Device B to load share traffic.
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Figure 8 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedure

Configuring Switch A

# Create VLAN 10.

# Configure the interfaces attached to the HA group and the router to operate at Layer 2. Assign
them to VLAN 10 as access interfaces.

Configuring Switch B

# Create VLAN 10.

# Configure the interfaces attached to the HA group and the host to operate at Layer 2. Assign
them to VLAN 10 as access interfaces.

Configuring the router

# Assign 2.1.1.15/24 to GigabitEthernet 1/0/7.

# Specify 2.1.1.3 (virtual IP address of VRRP group 1) as the next hop of the routes to some
subnets of the internal network. Specify 2.1.1.4 (virtual IP address of VRRP group 2) as the next
hop of the routes to the other subnets of the internal network.

# Specify the IP address of the peer interface attached to the traffic outgoing interface as the next
hop of the route to the Internet.



Configuring Device A

Configuring basic network settings

1.

Assign IP addresses to interfaces:

# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.

# In the dialog box that opens, configure the interface:

a. On the Basic Configuration tab, select the Untrust security zone.

b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 2.1.1.1/24.
C. Use the default settings for other parameters.
d. Click OK.

# Add GE 1/0/2 to the Trust security zone and assign 10.1.1.1/24 to it in the same way you
configure GE 1/0/1.

# Assign 10.2.1.1/24 to GE 1/0/3 in the same way you configure GE 1/0/1.
Configure routing:

This step uses static routing as an example. To use dynamic routing, configure a dynamic

routing protocol.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.
# On the IPv4 Static Routing tab, click Create.

# In the dialog box that opens, configure an IPv4 static route:
a. Enter destination IP address 0.0.0.0.

b. Enter mask length 0.

C. Enter next hop address 2.1.1.15.

d. Use the default settings for other parameters.

e. Click OK.
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Configure a security policy to permit service traffic:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:

a. Enter security policy name Trust-Untrust.

b. Select source zone Trust.

C. Select destination zone Untrust.

d. Select IP version IPv4.

e. Set the action to Permit.

f. Enter source IP address 10.1.1.0/24.

g. Use the default settings for other parameters.

h. Click OK.

Configure security policies to permit VRRP protocol packets:

This task allows Device A and Device B to exchange VRRP packets and elect a VRRP

master when the HA channels are disconnected.

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Local:

a. Enter security policy name vrrp1l.
b. Select source zone Trust.

C. Select destination zone Local.

d. Select IP version IPv4.
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Set the action to Permit.
Select policy group vrrp.
Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Trust:

0.

p.

Enter security policy name vrrp2.

Select source zone Local.

Select destination zone Trust.

Select IP version IPv4.

Set the action to Permit.

Select policy group vrrp.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Untrust to zone Local:

W.

X.

Enter security policy name vrrp3.

Select source zone Untrust.

Select destination zone Local.

Select IP version IPv4.

Set the action to Permit.

Select policy group vrrp.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Untrust:

y.

Z.

aa.

bb.

CC.

Enter security policy name vrrp4.
Select source zone Local.
Select destination zone Untrust.
Select IP version IPv4.

Set the action to Permit.
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dd. Select policy group vrrp.
ee. Use the default settings for other parameters.

ff. Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 9.
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Figure 9 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode @

Device role®
Local IP

Peer IP

Peer port®

Data channel

Keepalive Interval
Max Keepalive Retries®
Fallback®

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
Interval

Automatic configuration
synchronization

# Click OK.

Associating the HA group with VRRP

® Enable

Active/standby

@ Active

10.2.1.1
10.2.1.2
60064

GE1/0/3

10
@ Enable
2

@ Enable

@ Enable
@ Enable
@ Enable

24
® Enable

OK

# On the top navigation bar, click System.

Disable
@ Dual-active
Standby
(1024-65535. Default: 60064.)
sec (1-60. Default: 1)
(1-255. Default:10)
Disable

minutes (1-1440.)

Disable

Disable
Disable

Disable

hours (1-168. Default: 24.)
Disable

Cancel

# From the navigation pane, select High Availability > VRRP.

# Click Create.

# Configure VRRP groups as shown in the follow figures.
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Figure 10 Creating VRRP group 1

Create VRRP Group

Interface

VRID

IP type

Associate with HA group

Virtual IP/mask length@

Priority
Preemption mode
Preemption delay

Advertisement interval

GE1/0/1 v
1 *(1-255)
@ IPv4 IPvb

Associate and add to active grot ~

21.1.3/24 *{Separate multiple addresses with enter}
100 (1-254}
Preemptive -
0 centisecands { 0-180000 )
100 centiseconds { 10-4095)
OK Cancel
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Figure 11 Creating VRRP group 2

Create VRRP Group
Interface GE1/0/ .
VRID 7 *(1-255)
IP type @ IPv4 IPv6

Associate with HA group Associate and add to standby gr =

Virtual IP/mask |ength® 2.1.1.4/24 *(Separate multiple addresses with enter)
Priority 100 (1-254)
Preemption mode Preemptive N
Preemption delay 0 centiseconds ( 0-180000 )
Advertisement interval 100 centiseconds (10-4093 )

OK Cancel
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Figure 12 Creating VRRP group 3

Create VRRP Group

Interface GE1/02 .
VRID 3 *(1-253)
IP type @ IPv4 IPvb

Associate with HA group Associate and add to active grot =

Virtual IP/mask length ® 10.1.1.3/24 *(Separate multiple addresses with enter)
Priority 100 (1-254)
Preemption mode Preemptive -
Preemption delay 0 centiseconds { 0-180000 )
Advertisement interval 100 centiseconds { 10-4095 )

OK Cancel
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Figure 13 Creating VRRP group 4

Create VRRP Group @x
Interface GE1/0/2 . *
VRID 4 *(1-255)
IP type @ IPvd IPvb

Associate with HA group Associate and add to standby gr

Virtual IP/mask length @ 10.1.1.4/24 "(Separate multiple addresses with enter)
Priarity 100 (1-254)
Preemption mode Preemptive -
Preemption delay 0 centiseconds { 0-180000 )
Advertisement interval 100 centiseconds ( 10-4095 )

0K Cancel

# Click OK.
Configuring security services

# Configure security devices on the HA group member devices. If the HA group can back up

configuration for a module, configure the module only on the primary device (Device A).

Configuring Device B

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
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# In the dialog box that opens, configure the interface:

C.

d.

On the Basic Configuration tab, select the Untrust security zone.

On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 2.1.1.2/24.
Use the default settings for other parameters.

Click OK.

# Add GE 1/0/2 to the Trust security zone and assign 10.1.1.2/24 to it in the same way you
configure GE 1/0/1.

# Assign 10.2.1.2/24 to GE 1/0/3 in the same way you configure GE 1/0/1.

2. Configure routing:

This step uses static routing as an example. To use dynamic routing, configure a dynamic

routing protocol.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.

# On the IPv4 Static Routing tab, click Create.

# In the dialog box that opens, configure an IPv4 static route:

a.

b.

Enter destination IP address 0.0.0.0.

Enter mask length 0.

Enter next hop address 2.1.1.15.

Use the default settings for other parameters.

Click OK.

Configuring HA group settings

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > HA Group.

# Click Configure.

# Configure the HA group parameters as shown in Figure 14.
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Figure 14 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode @

Device role @
Local IP

Peer IP

Peer port®

Data channel

Keepalive Interval
Max Keepalive Retries®
Fallback®

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
Interval

Automatic configuration
synchronization

# Click OK.

Associating the HA group with VRRP

@ Enable

Active/standby

Active

10.2.1.2
10.2.11
60064

GE1/0/3

10
@ Enable
2

@ Enable

@ Enable
@ Enable
@ Enable

24
@ Enable

oK

# On the top navigation bar, click System.

Disable
@ Dual-active
® Standby
(1024-65535. Default: 60064.)
sec (1-60. Default: 1)
(1-255. Default:10)
Disable

minutes {1-1440,)

Disable

Disable
Disable
Disable

hours (1-168. Default: 24.)

Disable

Cancel

# From the navigation pane, select High Availability > VRRP.

# Click Create.

# Configure VRRP groups as shown in the follow figures.
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Figure 15 Creating VRRP group 1

Create VRRP Group

Interface GE1/01 .-
VRID 1 ®(1-235)
IP type @ IPv4 IPvb

Associate with HA group Associate and add to standby gr =

Virtual IP/mask length @ 2113/24 "(Separate multiple addresses with enter)
Priority 100 (1-254)
Preemption mode Preemptive -
Preemption delay 0 centiseconds { 0-180000 )
Advertisement interval 100 centiseconds ( 10-4095 )

OK Cancel
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Figure 16 Creating VRRP group 2

Create VRRP Group

Interface

WVRID

IP type

Associate with HA group

Virtual IP/mask length @

Priority
Preemption mode
Preemption delay

Advertisement interval

GE1/0/1 - *
2 *(1-255)
@ IPv4 IPv6

Associate and add to active grol ~

2114724 *[Separate multiple addresses with enter)
100 [1-254)
Preemptive -
] centiseconds { 0-180000 )
100 centisecands { 10-4095 )
OK Cancel
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Figure 17 Creating VRRP group 3

Create VRRP Group

Interface

VRID

IP type

Associate with HA group

Virtual IP/mask length (@

Priority
Preemption mode
Preemption delay

Advertiserment interval

GE1/0/2 v
3 *(1-255)
@ IPv4 IPvé

Associate and add to standby gr ~

10.1.1.3/24 *(Separate multiple addresses with enter)
100 (1-254)
Preemptive -
0 centiseconds { 0-180000 )
100 centiseconds ( 10-4095 )
OK Cancel

34



Figure 18 Creating VRRP group 4

Create VRRP Group @x
Interface GE1/0/2 -
VRID 1 *(1-255)
IP type @ IPv4 IPvb

Associate with HA group Associate and add to active grot ~

Virtual IP/mask length® 101.14/24 “(Separate multiple addresses with enter)
Priority 100 (1-254)
Preemption mode Preemptive -
Preemption delay 0 centiseconds { 0-180000 )
Advertisement interval 100 centiseconds ( 10-4095)

QK Cancel

# Click OK.

Configuring the hosts

# On some hosts, specify 10.1.1.3 (virtual IP address of VRRP group 3) as the default gateway. On
the other hosts, specify 10.1.1.4 (virtual IP address of VRRP group 4) as the default gateway.

Verifying the configuration

# Enable logging for the interzone policy that permits communication between security zones
Trust and Untrust. Verity that only Device A generates log messages when a host for which
Device A forwards traffic communicates with the Internet. Verity that only Device B generates log

messages when a host for which Device B forwards traffic communicates with the Internet.
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Example: Configuring the HA group in
active/standby mode in collaboration with a

routing protocol (IPv4)

Network configuration

As shown in Figure 19, set up the HA group at the border between the Internet and the internal

network of an enterprise to ensure service continuity.
) Configure the HA group to collaborate with OSPF.
. Configure the HA group to operate in active/standby mode.

. Configure Device A and Device B as the primary device and the secondary device,
respectively.
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Figure 19 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.
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Procedure

Configuring Router A

# Assign 2.1.1.2/24 to GigabitEthernet 1/0/7.
# Assign 2.1.10.2/24 to GigabitEthernet 1/0/8.

# Configure OSPF for Router A to have Layer 3 reachability to other devices.

Configuring Router B

# Assign 10.1.1.2/24 to GigabitEthernet 1/0/7.
# Assign 10.1.10.2/24 to GigabitEthernet 1/0/8.

# Configure OSPF for Router B to have Layer 3 reachability to other devices.

Configuring Device A

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
a. On the Basic Configuration tab, select the Untrust security zone.

b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this
example, enter 2.1.1.1/24.

C. Use the default settings for other parameters.
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d. Click OK.

# Add GE 1/0/2 to the Trust security zone and assign 10.1.1.1/24 to it in the same way you
configure GE 1/0/1.

# Assign 10.2.1.1/24 to GE 1/0/3 in the same way you configure GE 1/0/1.
Configure routing:

This step uses OSPF as an example. You can configure another dynamic routing protocol as

needed.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > OSPF.

# Click Create.

# In the dialog box that opens, configure an OSPF instance:

a. Select version OSPFv2.

b. Enter instance name 1.

C. Enter router ID 2.1.1.1.

d. Use the default settings for other parameters.

e. Click OK.

# Click 0 in the Number of OSPF areas column for the created OSPF instance.
# On the OSPF area configuration page that opens, click Create.
# In the dialog box that opens, configure an area:

f. Enter area ID 0.0.0.0.

g. Add subnets 2.1.1.0/24 and 10.1.1.0/24.

h. Use the default settings for other parameters.

i Click OK.

Configure a security policy to permit service traffic:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.
# On the top navigation bar, click Policies.
# From the navigation pane, select Security Policies > Security Policies.

# Select Create > Create a policy.
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# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:

a. Enter security policy name Trust-Untrust.

b. Select source zone Trust.

C. Select destination zone Untrust.

d. Select IP version IPv4.

e. Set the action to Permit.

f. Enter source IP address 20.1.1.0/24.

g. Use the default settings for other parameters.

h. Click OK.

Configure security policies to permit OSPF protocol packets:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Local:

a. Enter security policy name ospf1l.

b. Select source zone Trust.

C. Select destination zone Local.

d. Select IP version IPv4.

e. Set the action to Permit.

f. Select policy group ospf.

g. Use the default settings for other parameters.
h. Click OK.

# Configure a security policy to permit traffic from zone Local to zone Trust:
i Enter security policy name ospf2.

j- Select source zone Local.
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0.

p.

Select destination zone Trust.

Select IP version IPv4.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Untrust to zone Local:

g.

r.

W.

X.

Enter security policy name ospf3.

Select source zone Untrust.

Select destination zone Local.

Select IP version IPv4.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Untrust:

y.

Z.

aa.

bb.

CC.

dd.

ee.

ff.

Enter security policy name ospf4.

Select source zone Local.

Select destination zone Untrust.

Select IP version IPv4.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.

Configuring HA group settings

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > Track.
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# Click Add.

# Configure a track entry:

1. Enter track entry ID 1.

2. Select the interface module.

3. Select GE 1/0/1 as the monitored interface.

4.  Use the default settings for other parameters.

# Configure track entry 2 to monitor the state of GE 1/0/2. (Details not shown.)
# On the top navigation bar, click System.

# From the navigation pane, select High Availability > HA Group.

# Click Configure.

# Configure the HA group parameters as shown in Figure 20.
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Figure 20 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode @

Device role®
Local IP

Peer IP

Peer port®

[Data channel

Keepalive Interval
Max Keepalive Retries(@
Fallback@®

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
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Automatic configuration
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® Enable Disable “
@ Active/standby Dual-active I
@ Active Standby
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10.2.1.2 ™

60064 (1024-65535. Default: 60064.)

GE1/0/3 .

1 sec (1-60. Default: 1)

10 (1-255. Default:10)
@ Enable Disable

2 minutes (1-1440,)
® Enable Disable
@ Enable Disable
@ Enable Disable
® Enable Disable
24 hours (1-168. Default: 24.)
@ Enable Disable
OK Cancel
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{®Monitoring
Monitored objects Interface VLAN @ Track entry association

® Add Delete
Track entries

1

2

Total entries:2
(¥)Collaboration with routing protocols

This configuration enables the specified routing protocels on the secondary device to advertise only

their respective adjusted link cost. The configuration does not take effect on the primary device.

OSPF @ Set absolute cost 6000| (1-65535)

Set incremental cost (1-65535) -

OK Cancel

# Click OK.
Configuring security services

# Configure security devices on the HA group member devices. If the HA group can back up

configuration for a module, configure the module only on the primary device (Device A).

Configuring Device B

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:

a. On the Basic Configuration tab, select the Untrust security zone.
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b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this
example, enter 2.1.10.1/24.

C. Use the default settings for other parameters.
d. Click OK.

# Add GE 1/0/2 to the Trust security zone and assign 10.1.10.1/24 to it in the same way you
configure GE 1/0/1.

# Assign 10.2.1.2/24 to GE 1/0/3 in the same way you configure GE 1/0/1.
2. Configure routing:

This step uses OSPF as an example. You can configure another dynamic routing protocol as

needed.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > OSPF.

# Click Create.

# In the dialog box that opens, configure an OSPF instance:

a. Select version OSPFv2.

b. Enter instance name 1.

C. Enter router ID 2.1.10.1.

d. Use the default settings for other parameters.

e. Click OK.

# Click 0 in the Number of OSPF areas column for the created OSPF instance.
# On the OSPF area configuration page that opens, click Create.
# In the dialog box that opens, configure an area:

f. Enter area ID 0.0.0.0.

g. Add subnets 2.1.10.0/24 and 10.1.10.0/24.

h. Use the default settings for other parameters.

Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
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# From the navigation pane, select High Availability > Track.

# Click Add.

# Configure a track entry:

1.
2.
3.
4.

# Configure track entry 2 to monitor the state of GE 1/0/2. (Details not shown.)

Enter track entry ID 1.
Select the interface module.
Select GE 1/0/1 as the monitored interface.

Use the default settings for other parameters.

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > HA Group.

# Click Configure.

# Configure the HA group parameters as shown in Figure 21.
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Figure 21 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode @

Device role®
Local IP

Peer IP

Peer port®

Data channel

Keepalive Interval
Max Keepalive Retries(@
Fallback@®

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
Interval

Automatic configuration
synchronization
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@ Active/standby Dual-active I
Active ® Standby
10212 "
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—(¥)Monitoring
Monitored objects Interface VLAN @ Track entry association

® Add Delete

Track entries
1

2

Total entries:2

—(¥)Collaboration with routing protocols

This configuration enables the specified routing protocels on the secondary device to advertise only

their respective adjusted link cost. The configuration does not take effect on the primary device.

OSPF @ Set absolute cost £000| (1-65535)

Set incremental cost P (1-65535) -

OK Cancel

# Click OK.

Configuring the host

# On the host, specify 20.1.1.1 as the default gateway.

Verifying the configuration

# Enable logging for the interzone policy that permits communication between security zones
Trust and Untrust. Verity that only Device A generates log messages when the host

communicates with the Internet.
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Example: Configuring the HA group in dual-active
mode in collaboration with a routing protocol

(IPv4)

Network configuration

As shown in Figure 22, set up the HA group at the border between the Internet and the internal

network of an enterprise to ensure service continuity.
) Configure the HA group to collaborate with OSPF.
. Configure the HA group to operate in dual-active mode.

. Configure Device A and Device B to load share traffic.
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Figure 22 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.
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Procedure

Configuring Router A

# Assign 2.1.1.2/24 to GigabitEthernet 1/0/7.
# Assign 2.1.10.2/24 to GigabitEthernet 1/0/8.
# Configure OSPF for Router A to have Layer 3 reachability to other devices.

# Configure per-flow load sharing for IP forwarding.

Configuring Router B

# Assign 10.1.1.2/24 to GigabitEthernet 1/0/7.
# Assign 10.1.10.2/24 to GigabitEthernet 1/0/8.
# Configure OSPF for Router B to have Layer 3 reachability to other devices.

# Configure per-flow load sharing for IP forwarding.

Configuring Device A

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:

a. On the Basic Configuration tab, select the Untrust security zone.
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b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this
example, enter 2.1.1.1/24.

C. Use the default settings for other parameters.
d. Click OK.

# Add GE 1/0/2 to the Trust security zone and assign 10.1.1.1/24 to it in the same way you
configure GE 1/0/1.

# Assign 10.2.1.1/24 to GE 1/0/3 in the same way you configure GE 1/0/1.
Configure routing:

This step uses OSPF as an example. You can configure another dynamic routing protocol as
needed.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > OSPF.

# Click Create.

# In the dialog box that opens, configure an OSPF instance:

a. Select version OSPFv2.

b. Enter instance name 1.

C. Enter router ID 2.1.1.1.

d. Use the default settings for other parameters.

e. Click OK.

# Click 0 in the Number of OSPF areas column for the created OSPF instance.
# On the OSPF area configuration page that opens, click Create.
# In the dialog box that opens, configure an area:

f. Enter area ID 0.0.0.0.

g. Add subnets 2.1.1.0/24 and 10.1.1.0/24.

h. Use the default settings for other parameters.

i Click OK.

Configure a security policy to permit service traffic:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.
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# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.

# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:

a.

g.
h.

Enter security policy name Trust-Untrust.
Select source zone Trust.

Select destination zone Untrust.

Select IP version IPv4.

Set the action to Permit.

Enter source IP address 20.1.1.0/24.

Use the default settings for other parameters.

Click OK.

Configure security policies to permit OSPF protocol packets:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.

# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Local:

a. Enter security policy name ospf1l.

b. Select source zone Trust.

C. Select destination zone Local.

d. Select IP version IPv4.

e. Set the action to Permit.

f. Select policy group ospf.

g. Use the default settings for other parameters.
h. Click OK.
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# Configure a security policy to permit traffic from zone Local to zone Trust:

0.

p.

Enter security policy name ospf2.

Select source zone Local.

Select destination zone Trust.

Select IP version IPv4.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Untrust to zone Local:

W.

X.

Enter security policy name ospf3.

Select source zone Untrust.

Select destination zone Local.

Select IP version IPv4.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Untrust:

y.

Z.

aa.

bb.

CC.

dd.

ee.

ff.

Enter security policy name ospf4.

Select source zone Local.

Select destination zone Untrust.

Select IP version IPv4.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.
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Configuring HA group settings

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > Track.

# Click Add.

# Configure a track entry:

1. Enter track entry ID 1.

2. Select the interface module.

3. Select GE 1/0/1 as the monitored interface.

4.  Use the default settings for other parameters.

# Configure track entry 2 to monitor the state of GE 1/0/2. (Details not shown.)
# On the top navigation bar, click System.

# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 23.
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Figure 23 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode @
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Local IP
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Peer port®

Data channel
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Max Keepalive Retries®
Fallback®

Traffic reversion
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{®Monitoring
Monitored objects Interface VLAN @ Track entry association

® Add Delete
Track entries

1

2

Total entries:2
(¥)Collaboration with routing protocols

This configuration enables the specified routing protocels on the secondary device to advertise only

their respective adjusted link cost. The configuration does not take effect on the primary device.

OSPF @ Set absolute cost 6000| (1-65535)

Set incremental cost (1-65535) -

OK Cancel

# Click OK.
Configuring security services

# Configure security devices on the HA group member devices. If the HA group can back up

configuration for a module, configure the module only on the primary device (Device A).

Configuring Device B

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:

a. On the Basic Configuration tab, select the Untrust security zone.
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b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this
example, enter 2.1.10.1/24.

C. Use the default settings for other parameters.
d. Click OK.

# Add GE 1/0/2 to the Trust security zone and assign 10.1.10.1/24 to it in the same way you
configure GE 1/0/1.

# Assign 10.2.1.2/24 to GE 1/0/3 in the same way you configure GE 1/0/1.
2. Configure routing:

This step uses OSPF as an example. You can configure another dynamic routing protocol as

needed.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > OSPF.

# Click Create.

# In the dialog box that opens, configure an OSPF instance:

a. Select version OSPFv2.

b. Enter instance name 1.

C. Enter router ID 2.1.10.1.

d. Use the default settings for other parameters.

e. Click OK.

# Click 0 in the Number of OSPF areas column for the created OSPF instance.
# On the OSPF area configuration page that opens, click Create.
# In the dialog box that opens, configure an area:

f. Enter area ID 0.0.0.0.

g. Add subnets 2.1.10.0/24 and 10.1.10.0/24.

h. Use the default settings for other parameters.

Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
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# From the navigation pane, select High Availability > Track.

# Click Add.

# Configure a track entry:

1.
2.
3.
4.

# Configure track entry 2 to monitor the state of GE 1/0/2. (Details not shown.)

Enter track entry ID 1.
Select the interface module.
Select GE 1/0/1 as the monitored interface.

Use the default settings for other parameters.

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > HA Group.

# Click Configure.

# Configure the HA group parameters as shown in Figure 24.
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Figure 24 Configuring HA group parameters
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—(¥)Monitoring
Monitored objects Interface VLAN @ Track entry association

® Add Delete

Track entries
1

2

Total entries:2

—(¥)Collaboration with routing protocols

This configuration enables the specified routing protocels on the secondary device to advertise only

their respective adjusted link cost. The configuration does not take effect on the primary device.

OSPF @ Set absolute cost £000| (1-65535)

Set incremental cost P (1-65535) -

OK Cancel

# Click OK.

Configuring the hosts

# On the hosts, specify 20.1.1.1 as the default gateway.

Verifying the configuration

# Enable logging for the interzone policy that permits communication between security zones
Trust and Untrust. Verity that both Device A and Device B generate log messages when the hosts

communicate with the Internet.
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Example: Configuring a transparent in-path HA

group in active/standby mode (IPv4)

Network configuration

As shown in Figure 25, set up a transparent in-path HA group at the border between the Internet
and the internal network of an enterprise to ensure service continuity.

. Configure the HA group to operate in active/standby mode.
) Connect Switch A and Switch B to Layer 2 interfaces of the HA group.

) Configure Device A and Device B as the primary device and the secondary device,
respectively.
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Figure 25 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.
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Procedure

Configuring Switch A

# Create VLAN 10.

# Configure the interfaces attached to the HA group and the router to operate at Layer 2. Assign

them to VLAN 10 as access interfaces.

Configuring Switch B

# Create VLAN 10.

# Configure the interfaces attached to the HA group and the host to operate at Layer 2. Assign

them to VLAN 10 as access interfaces.

Configuring Device A

Configuring basic network settings

1. Configure Layer 2 service interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Link > VLANS.
# Click Create.
a. Enter VLAN ID 10.
b. Click OK.
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.

# Click the Edit icon for GE 1/0/1.
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# In the dialog box that opens, configure the interface:

C. Select the Layer 2 link mode.

d. Select security zone Untrust.

e. Select VLAN 10.

f. On the VLAN tab, set the link type to Access and enter PVID 10.
g. Use the default settings for other parameters.

h. Click OK.

# Click the Edit icon for GE 1/0/2.

# In the dialog box that opens, configure the interface:

i. Select the Layer 2 link mode.

J- Select security zone Trust.

k. Select VLAN 10.

l. On the VLAN tab, set the link type to Access and enter PVID 10.
m.  Use the default settings for other parameters.

n. Click OK.

Assign IP addresses to interfaces:

# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/3.

# In the dialog box that opens, configure the interface:

a. On the IPv4 Address tab, enter the IP address and mask of the interface. In this
example, enter 10.2.1.1/24.

b. Use the default settings for other parameters.
C. Click OK.
Configure a security policy to permit service traffic:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.
# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
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# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:

a. Enter security policy name Trust-Untrust.

b. Select source zone Trust.

C. Select destination zone Untrust.

d. Select IP version IPv4.

e. Set the action to Permit.

f. Enter source IP address 10.1.1.0/24.

g. Use the default settings for other parameters.

h. Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 26.
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Figure 26 Configuring HA group parameters
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Monitored objects Interface @ VLAN Track entry association
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# Click OK.
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Configuring security services

# Configure security devices on the HA group member devices. If the HA group can back up

configuration for a module, configure the module only on the primary device (Device A).

Configuring Device B

Configuring basic network settings

1. Configure Layer 2 service interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Link > VLANS.
# Click Create.
a. Enter VLAN ID 10.
b. Click OK.
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
C. Select the Layer 2 link mode.
d. Select security zone Untrust.
e. Select VLAN 10.
f. On the VLAN tab, set the link type to Access and enter PVID 10.
g. Use the default settings for other parameters.
h. Click OK.
# Click the Edit icon for GE 1/0/2.
# In the dialog box that opens, configure the interface:
i. Select the Layer 2 link mode.

J- Select security zone Trust.
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k. Select VLAN 10.
l. On the VLAN tab, set the link type to Access and enter PVID 10.
m.  Use the default settings for other parameters.
n. Click OK.
2. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/3.
# In the dialog box that opens, configure the interface:

a. On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 10.2.1.2/24.
b. Use the default settings for other parameters.

C. Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 27.
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Figure 27 Configuring HA group parameters

Configure HA Group

HA Group @® Enable Disable -
Operating mode @ @ Active/standby Dual-active I
Device role® Active @® Standby
Local IP 10212 =
Peer IP 10.2.11 d
Peer port® 60064 (1024-65535. Default: 60064.)
Data channel GE1/0/3 - *
Keepalive Interval 1 sec (1-60. Default: 1)
Max Keepalive Retries @ 10 (1-255. Default:10)
Fallback® @ Enable Disable

Traffic reversion 5 minutes (1-1440,)

delay '
Back up sessions ® Enable Disable

Back up HTTP @® Enable Disable

Back up DNS @ Enable Disable
Configuration consistency ® Enable Disable
check®

Interval 24 hours (1-168. Default: 24)
Automatic configuration @ Enable Disable
synchronization .

OK Cancel
~(®Monitoring
Monitored objects Interface @ VLAN Track entry association
@ Add X Delete
VLAN
10
OK Cancel

# Click OK.
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Configuring the host

# On the host, specify 10.1.1.1 as the default gateway.

Verifying the configuration

# Enable logging for the interzone policy that permits communication between security zones
Trust and Untrust. Verity that only Device A generates log messages when the host
communicates with the Internet.

Example: Configuring a transparent in-path HA

group in dual-active mode (IPv4)

Network configuration

As shown in Figure 28, set up a transparent in-path HA group at the border between the Internet

and the internal network of an enterprise to ensure service continuity.
) Configure the HA group to operate in dual-active mode.
) Connect Router A and Router B to Layer 2 interfaces of the HA group.

. Configure Device A and Device B to load share traffic.



Figure 28 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

72



Procedure

Configuring Router A

# Configure OSPF for the hosts to access the Internet and for Device A and Device B to load share

the traffic sent to the hosts.

Configuring Router B

# Configure OSPF for the hosts to access the Internet and for Device A and Device B to load share

the traffic sent to the hosts.

Configuring Device A

Configuring basic network settings

1. Configure Layer 2 service interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Link > VLANS.
# Click Create.
a. Enter VLAN ID 10.
b. Click OK.
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:

C. Select the Layer 2 link mode.
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d. Select security zone Untrust.

e. Select VLAN 10.

f. On the VLAN tab, set the link type to Access and enter PVID 10.
g. Use the default settings for other parameters.

h. Click OK.

# Click the Edit icon for GE 1/0/2.

# In the dialog box that opens, configure the interface:

i. Select the Layer 2 link mode.

J- Select security zone Trust.

k. Select VLAN 10.

l. On the VLAN tab, set the link type to Access and enter PVID 10.
m.  Use the default settings for other parameters.

n. Click OK.

Assign IP addresses to interfaces:

# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/3.

# In the dialog box that opens, configure the interface:

a. On the IPv4 Address tab, enter the IP address and mask of the interface. In this
example, enter 10.2.1.1/24.

b. Use the default settings for other parameters.
C. Click OK.
Configure a security policy to permit service traffic:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.
# On the top navigation bar, click Policies.
# From the navigation pane, select Security Policies > Security Policies.

# Select Create > Create a policy.
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# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:

a. Enter security policy name Trust-Untrust.

b. Select source zone Trust.

C. Select destination zone Untrust.

d. Select IP version IPv4.

e. Set the action to Permit.

f. Enter source IP address 10.1.1.0/24.

g. Use the default settings for other parameters.

h. Click OK.

Configure security policies to permit OSPF protocol packets:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:

a. Enter security policy name ospf1l.

b. Select source zone Untrust.

C. Select destination zone Local.

d. Select IP version IPv4.

e. Set the action to Permit.

f. Select policy group ospf.

g. Use the default settings for other parameters.
h. Click OK.

# Configure a security policy to permit traffic from zone Untrust to zone Trust:
i Enter security policy name ospf2.

j- Select source zone Untrust.
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k. Select destination zone Trust.

l. Select IP version IPv4.

m.  Set the action to Permit.

n. Select policy group ospf.

0. Use the default settings for other parameters.

p. Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 29.
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Figure 29 Configuring HA group parameters

Configure HA Group

HA Group ® Enable Disable -
Operating mode® Active/standby @® Dual-active I
Device role@ @ Active Standby
Local IP 10.2.1.1 -
Peer IP 10212 i
Peer port® 60064 {1024-65535. Default: 60064.)
Data channel GE1/0/3 - *
Keepalive Interval 1 sec (1-60. Default: 1)
Max Keepalive Retries (@ 10 (1-255. Defaul:10)
Fallback® @ Enable Disable
Traffic reversion 2 minutes (1-1440))
delay
Back up sessions ® Enable Disable
Back up HTTP @ Enable Disable
Back up DNS @® Enable Disable
Configuration consistency @ Enable Disable
check®
Interval 24 hours (1-168. Default: 24
Automatic configuration ® Enable Disable
synchronization -
oK Cancel
—(¥Monitoring
Monitored objects @® Interface VLAN Track entry association
® Add X Delet=
Interface
GEL/0/1
GE1/0/2
oK Cancel

# Click OK.

7



Configuring security services

# Configure security devices on the HA group member devices. If the HA group can back up

configuration for a module, configure the module only on the primary device (Device A).

Configuring Device B

Configuring basic network settings

1. Configure Layer 2 service interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Link > VLANS.
# Click Create.
a. Enter VLAN ID 10.
b. Click OK.
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
C. Select the Layer 2 link mode.
d. Select security zone Untrust.
e. Select VLAN 10.
f. On the VLAN tab, set the link type to Access and enter PVID 10.
g. Use the default settings for other parameters.
h. Click OK.
# Click the Edit icon for GE 1/0/2.
# In the dialog box that opens, configure the interface:
i. Select the Layer 2 link mode.

J- Select security zone Trust.
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k. Select VLAN 10.
l. On the VLAN tab, set the link type to Access and enter PVID 10.
m.  Use the default settings for other parameters.
n. Click OK.
2. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/3.
# In the dialog box that opens, configure the interface:

a. On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 10.2.1.2/24.
b. Use the default settings for other parameters.

C. Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 30.
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Figure 30 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode @

Keepalive Interval
Max Keepalive Retries®
Fallback®

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
Interval

Automatic configuration
synchronization

Keepalive Interval
Max Keepalive Retries®
Fallback®

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
Interval

Automatic configuration
synchronization

® Enable Disable -
Active/standby @ Dual-active I
1 sec (1-80. Default: 1)
10 (1-255. Default:10)
@ Enable Disable
2 minutes (1-1440.)
@ Enable Disable
@ Enable Disable
® Enable Disable
@ Enable Disable
24 hours (1-168. Default: 24.)
@ Enable Disable
oK Cancel
1 sec (1-60. Default: 1)
10 (1-255. Default:10)
@ Enable Disable
2 minutes (1-1440.)
@ Enable Disable
@ Enable Disable
@ Enable Disable
@ Enable Disable
24 hours (1-168. Default: 24.)
® Enable Disable
QK Cancel
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—(¥Monitoring

Monitored objects @ Interface VLAN Track entry association

® Add Delete

Interface
GEL/0/1

GE1/0/2

OK Cancel

# Click OK.

Configuring the hosts

# On the hosts, specify 10.1.1.1 as the default gateway.

Verifying the configuration

# Enable logging for the interzone policy that permits communication between security zones
Trust and Untrust. Verity that both Device A and Device B generate log messages when the hosts

communicate with the Internet.
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Example: Configuring the HA group in
active/standby mode in collaboration with VRRP

(IPv6)

Network configuration

As shown in Figure 31, set up the HA group at the border between the Internet and the internal

network of an enterprise to ensure service continuity.
) Configure the HA group to collaborate with VRRP.
. Configure the HA group to operate in active/standby mode.

. Configure Device A and Device B as the primary device and the secondary device,
respectively.
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Figure 31 Network diagram

Internet

ROUTER

GE1/0/7 A
3003::15/64 !
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Switch A

Untrust VRID 1
3003::3/64
Active group (VRID 1) fe80::3:3 Standby group (VRID 1)
Master (VRRP) Backup(VRRP)
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3003::1/64 3003::2/64
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Device A GET/0/3 A charmel GET/0/3 Device B
3005::1/64 3005::2/64
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Uit 3001::1/64 3001::2/64
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3001::3/64
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)
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Host == =% Backup traffic
1P:3001::0/64 . )
Gateway:3001::3/64 <~ Service traffic

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.
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Procedure

Configuring Switch A

# Create VLAN 10.

# Configure the interfaces attached to the HA group and the router to operate at Layer 2. Assign
them to VLAN 10 as access interfaces.

Configuring Switch B

# Create VLAN 10.

# Configure the interfaces attached to the HA group and the host to operate at Layer 2. Assign
them to VLAN 10 as access interfaces.

Configuring the router

# Assign 3003::15/64 to GigabitEthernet 1/0/7.

# Configure routes as follows:

) Specify 3003::3/64 (virtual IP address of VRRP group 1) as the next hop of the routes to the
internal network.

. Specify the IP address of the peer interface attached to the traffic outgoing interface as the
next hop of the route to the Internet.
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Configuring Device A

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
a. On the Basic Configuration tab, select the Untrust security zone.

b. On the IPv6 Address tab, enter global unicast address 3003::1/64 and link local
address fe80::3:1.

C. Use the default settings for other parameters.

d. Click OK.

# Click the Edit icon for GE 1/0/2.

# In the dialog box that opens, configure the interface:

e. On the Basic Configuration tab, select the Trust security zone.

f. On the IPv6 Address tab, enter global unicast address 3001::1/64 and link local
address fe80::1:1.

g. Use the default settings for other parameters.
h.  Click OK.

# Click the Edit icon for GE 1/0/3.

# In the dialog box that opens, configure the interface:

i. On the IPv6 Address tab, enter global unicast address 3005::1/64 and configure the

interface to use a link local address generated automatically.
j- Use the default settings for other parameters.
k. Click OK.

2. Configure routing:
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This step uses static routing as an example. To use dynamic routing, configure a dynamic

routing protocol.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.
# On the IPv6 Static Routing tab, click Create.

# In the dialog box that opens, configure an IPv6 static route:
a. Enter destination IP address 0::0.

b. Enter mask length 0.

C. Enter next hop address 3003::15.

d. Use the default settings for other parameters.

e. Click OK.

Configure a security policy to permit service traffic:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:

a. Enter security policy name Trust-Untrust.

b. Select source zone Trust.

C. Select destination zone Untrust.

d. Select IP version IPv6.

e. Set the action to Permit.

f. Enter source IP address 3001::0/64.

g. Use the default settings for other parameters.
h. Click OK.

Configure security policies to permit VRRP protocol packets:
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This task allows Device A and Device B to exchange VRRP packets and elect a VRRP

master when the HA channels are disconnected.

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Local:

a. Enter security policy name vrrp1.

b. Select source zone Trust.

C. Select destination zone Local.

d. Select IP version IPv6.

e. Set the action to Permit.

f. Select policy group vrrp.

g. Use the default settings for other parameters.

h. Click OK.

# Configure a security policy to permit traffic from zone Local to zone Trust:
i. Enter security policy name vrrp2.

J- Select source zone Local.

k. Select destination zone Trust.

l. Select IP version IPv6.

m.  Set the action to Permit.

n. Select policy group vrrp.

0. Use the default settings for other parameters.

p. Click OK.

# Configure a security policy to permit traffic from zone Untrust to zone Local:
qg. Enter security policy name vrrp3.

r. Select source zone Untrust.
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W.

X.

Select destination zone Local.

Select IP version IPv6.

Set the action to Permit.

Select policy group vrrp.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Untrust:

Y.

Z.

aa.

bb.

CC.

dd.

ee.

ff.

Enter security policy name vrrp4.

Select source zone Local.

Select destination zone Untrust.

Select IP version IPv6.

Set the action to Permit.

Select policy group vrrp.

Use the default settings for other parameters.

Click OK.

Configuring HA group settings

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > HA Group.

# Click Configure.

# Configure the HA group parameters as shown in Figure 32.
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Figure 32 Configuring HA group parameters

Configure HA Group

HA Group

Operating mode @

Device role®
Local IP

Peer IP

Peer port@

Data channel

Keepalive Interval
Max Keepalive Retries @
Fallback@

Traffic reversion

delay
Back up sessions

Back up HTTP
Back up DNS

Configuration consistency
check®
Interval

Automatic configuration
synchronization

# Click OK.

Associating the HA group with VRRP

® Enable

@ Active/standby

Active

30051

3005:2

60064

GE1/0/3

10
® Enable
2
@ Enable

® Enable
@ Enable
@ Enable

24
@ Enable

OK

# On the top navigation bar, click System.

Disable
Dual-active
@ Standby
(1024-65535. Default: 60064.)
sec (1-60. Default: 1)
(1-255. Default:10)
Disable

minutes (1-1440.)

Disable

Disable
Disable

Disable

hours (1-168. Default: 24.)

Disable

Cancel

# From the navigation pane, select High Availability > VRRP.

# Click Create.

# Configure VRRP groups as shown in the follow figures.
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Figure 33 Creating VRRP group 1

Create VRRP Group

Interface

WVRID

IP type

Associate with HA group

Virtual IP/mask length @

Priority
Preemption mode
Preemption delay

Advertisement interval

GE1/0/1 -
1 *(1-255)

[Pvd @ IPv6

Associate and add to active grot =

fe80:3:3/64 *(Separate multiple addresses with enter}
3003:3/64
100 [1-254)
Preemptive -
0 centiseconds { 0-180000 )
100 centiseconds { 10-4095 )
OK Cancel
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Figure 34 Creating VRRP group 2

Create VRRP Group @ X
Interface GE1/02 -
VRID 2 *(1-255}
IP type IPv4 ® IPvb

Assodiate with HA group Associate and add to active grol ~

Virtual IP/mask Iength@) $280:1:3/64 *(Separate multiple addresses with enter)
3001:3/64
Priority 100 (1-254)
Preemption mode Preemptive -
Preemption delay 0 centisecands { 0-180000 )
Advertisement interval 100 centiseconds ( 10-4095 )
oK Cancel

# Click OK.
Configuring security services

# Configure security devices on the HA group member devices. If the HA group can back up

configuration for a module, configure the module only on the primary device (Device A).

Configuring Device B

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.

# Click the Edit icon for GE 1/0/1.
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# In the dialog box that opens, configure the interface:
a. On the Basic Configuration tab, select the Untrust security zone.

b. On the IPv6 Address tab, enter global unicast address 3003::2/64 and link local
address fe80::3:2.

C. Use the default settings for other parameters.

d. Click OK.

# Click the Edit icon for GE 1/0/2.

# In the dialog box that opens, configure the interface:

e. On the Basic Configuration tab, select the Trust security zone.

f. On the IPv6 Address tab, enter global unicast address 3001::2/64 and link local
address fe80::1:2.

g. Use the default settings for other parameters.
h. Click OK.

# Click the Edit icon for GE 1/0/3.

# In the dialog box that opens, configure the interface:

i. On the IPv6 Address tab, enter global unicast address 3005::2/64 and configure the

interface to use a link local address generated automatically.
J- Use the default settings for other parameters.
k. Click OK.
Configure routing:

This step uses static routing as an example. To use dynamic routing, configure a dynamic

routing protocol.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.
# On the IPv6 Static Routing tab, click Create.

# In the dialog box that opens, configure an IPv6 static route:
a. Enter destination IP address 0::0.

b. Enter mask length O.

C. Enter next hop address 3003::15.
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d. Use the default settings for other parameters.

e. Click OK.

Configuring HA group settings

# On the top navigation bar, click System.
# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 35.

Figure 35 Configuring HA group parameters

Configure HA Group

HA Group ® Enable Disable
Operating mode @ @ Active/standby Dual-active
Device role® Active @ Standby
Local IP 230052 I
PeerIP 3005::1 *
Peer port@ 50064 (1024-65535. Default: 60054.)
Data channel GE1/0/3 - =
Keepalive Interval 1 sec (1-60. Default: 1)
Max Keepalive Retries @ 10 (1-255. Default:10)
Fallback® @ Enable Disable
Traffic reversion 2 minutes (1-1440,)
delay I
Back up sessions @® Enable Disable
Back up HTTP @ Enable Disable
Back up DNS @ Enable Disable
Configuration consistency ® Enable Disable
check@®
Interval 24 hours (1-168. Default: 24)
Automatic configuration @ Enable Disable

synchronization

OK Cancel
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# Click OK.

Associating the HA group with VRRP

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > VRRP.

# Click Create.

# Configure VRRP groups as shown in the follow figures.

Figure 36 Creating VRRP group 1

Create VRRP Group

Interface

VRID

IP type

Associate with HA group

Virtual IP/mask length@

Priority
Preemption mode
Preemption delay

Advertisement interval

GE1/0/1

1
[Pvd

Associate and add to standby gr ~

@ IPvb

*(1-255)

feB0:3:3/64
3003:3/64

*(Separate multiple addresses with enter)

100
Preemptive
0

100

OK

Cancel
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Figure 37 Creating VRRP group 2

Create VRRP Group

Interface GE1/02 -
WVRID 2 *(1-255)
1P type [Pvd @ IPvb

Assodiate with HA group Associate and add to standby gr

Virtual IP/mask length ® fed0:1:3/64 *(Separate multiple addresses with enter)
3001:3/64
Priority 100 (1-254)
Preemption mode Breemptive .
Preemption delay 0 centisecands ( 0-180000)
Advertisement interval 100 centiseconds ( 10-4005 )
OK Cancel

# Click OK.

Configuring the host

# On the host, specify 3001::3 (virtual IP address of VRRP group 2) as the default gateway.

Verifying the configuration

# Enable logging for the interzone policy that permits communication between security zones
Trust and Untrust. Verity that only Device A generates log messages when the host
communicates with the Internet.
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Example: Configuring the HA group in dual-active
mode in collaboration with a routing protocol

(IPv6)

Network configuration

As shown in Figure 38, set up the HA group at the border between the Internet and the internal

network of an enterprise to ensure service continuity.
) Configure the HA group to collaborate with OSPFv3.
. Configure the HA group to operate in dual-active mode.

. Configure Device A and Device B to load share traffic.
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Figure 38 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.
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Procedure

Configuring Router A

# Assign 3003::2/64 to GigabitEthernet 1/0/7.
# Assign 3004::2/64 to GigabitEthernet 1/0/8.
# Configure OSPFv3 for Router A to have Layer 3 reachability to other devices.

# Configure per-flow load sharing for IP forwarding.

Configuring Router B

# Assign 3001::2/64 to GigabitEthernet 1/0/7.
# Assign 3002::2/64 to GigabitEthernet 1/0/8.
# Configure OSPFv3 for Router B to have Layer 3 reachability to other devices.

# Configure per-flow load sharing for IP forwarding.

Configuring Device A

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:

a. On the Basic Configuration tab, select the Untrust security zone.
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b. On the IPv6 Address tab, enter global unicast address 3003::1/64 and configure the

interface to use a link local address generated automatically.
C. Use the default settings for other parameters.
d. Click OK.
# Click the Edit icon for GE 1/0/2.
# In the dialog box that opens, configure the interface:
e. On the Basic Configuration tab, select the Trust security zone.

f. On the IPv6 Address tab, enter global unicast address 3001::1/64 and configure the

interface to use a link local address generated automatically.
g. Use the default settings for other parameters.
h. Click OK.
# Click the Edit icon for GE 1/0/3.
# In the dialog box that opens, configure the interface:

i. On the IPv6 Address tab, enter global unicast address 3005::1/64 and configure the

interface to use a link local address generated automatically.
J- Use the default settings for other parameters.
k. Click OK.
Configure routing:

This step uses OSPF as an example. You can configure another dynamic routing protocol as

needed.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > OSPF.

# Click Create.

# In the dialog box that opens, configure an OSPF instance:
a. Select version OSPFv3.

b. Enter instance name 1.

C. Enter router ID 2.1.1.1.

d. Use the default settings for other parameters.

e. Click OK.
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# Click 0 in the Number of OSPF areas column for the created OSPF instance.

# On the OSPF area configuration page that opens, click Create.

# In the dialog box that opens, configure an area:

f. Enter area ID 0.0.0.0.

g. Click OK.

# Click 0 in the Number of OSPF interfaces column for the created OSPF instance.
# On the OSPF interface configuration page that opens, click Create.

# In the dialog box that opens, configure an area:

h. Enter area ID 0.0.0.0.

i. Select interface GE 1/0/1.

J- Enter interface instance ID 1.

k. Click OK.

# Click 1 in the Number of OSPF interfaces column for the created OSPF instance.
# On the OSPF interface configuration page that opens, click Create.

# In the dialog box that opens, configure an area:

l. Enter area ID 0.0.0.0.

m.  Select interface GE 1/0/2.

n. Enter interface instance ID 1.

0. Click OK.

Configure a security policy to permit service traffic:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Untrust:
a. Enter security policy name Trust-Untrust.

b. Select source zone Trust.
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g.
h.

Select destination zone Untrust.

Select IP version IPv6.

Set the action to Permit.

Enter source IP address 2001::0/64.

Use the default settings for other parameters.

Click OK.

Configure security policies to permit OSPF protocol packets:

Perform this task only on the primary device. The secondary device will synchronize security

policy configuration with the primary device after the HA group is set up.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.

# Select Create > Create a policy.

# In the dialog box that opens, configure a security policy to permit traffic from zone Trust to

zone Local:

a.

b.

Enter security policy name ospf1l.

Select source zone Trust.

Select destination zone Local.

Select IP version IPv6.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Trust:

Enter security policy name ospf2.
Select source zone Local.

Select destination zone Trust.
Select IP version IPv6.

Set the action to Permit.

Select policy group ospf.
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0.

p.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Untrust to zone Local:

q.

r.

W.

X.

Enter security policy name ospf3.

Select source zone Untrust.

Select destination zone Local.

Select IP version IPv6.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.

# Configure a security policy to permit traffic from zone Local to zone Untrust:

y.

Z.

aa.

bb.

CC.

dd.

ee.

ff.

Enter security policy name ospf4.

Select source zone Local.

Select destination zone Untrust.

Select IP version IPv6.

Set the action to Permit.

Select policy group ospf.

Use the default settings for other parameters.

Click OK.

Configuring HA group settings

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > Track.

# Click Add.

# Configure a track entry:

1. Entertrack entry ID 1.

2.  Select the interface module.
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3.  Select GE 1/0/1 as the monitored interface.

4.  Use the default settings for other parameters.

# Configure track entry 2 to monitor the state of GE 1/0/2. (Details not shown.)
# On the top navigation bar, click System.

# From the navigation pane, select High Availability > HA Group.

# Click Configure.

# Configure the HA group parameters as shown in Figure 39.
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Figure 39 Configuring HA group parameters

Configure HA Group

HA Group @ Enable Disable

Operating mode @ Active/standby ® Dual-active

Device rale® Active @® Standby

Local IP 30051 =

Peer IP 230052 *
Peer port@ 50064 (1024-65535. Default: 50064.)

Data channel GE1/0/3

-

Keepalive Interval 1 sec (1-60. Default: 1)
Max Keepalive Retries® 10

(1-255. Default:10)

Fallback @ @ Enable Disable
Traffic reversion 2 minutes (1-1440))
delay

Back up sessions @ Enable Disable
Back up HTTP ® Enable Disable
Back up DNS @® Enable Disable

Configuration consistency @ Enable Disable

check®

Interval 24 hours (1-168. Default: 24)

Automatic configuration @ Enable Disable
synchronization

OK Cancel

-(®Monitoring
Monitored objects Interface VLAN @ Track entry association
@ Add X Delete
Track entries
1

2
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{® Collaboration with routing protocols

This configuration enables the specified routing protocols on the secondary device to advertise only

their respective adjusted link cost. The configuration does not take effect on the primary device,

OSPF {1-65535)
{1-65535)
IS-IS (1-65535)
(1-65533)
BGP {1-65535)
{1-65535)
OSPFv3 @ Set absolute cost 5000 (1-65535)
Set incremental cost (1-65535)

OK Cancel

# Click OK.

Configuring security services

# Configure security devices on the HA group member devices. If the HA group can back up

configuration for a module, configure the module only on the primary device (Device A).

Configuring Device B

Configuring basic network settings

1. Assign IP addresses to interfaces:
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
a. On the Basic Configuration tab, select the Untrust security zone.

b. On the IPv6 Address tab, enter global unicast address 3004::1/64 and configure the

interface to use a link local address generated automatically.
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C. Use the default settings for other parameters.

d. Click OK.

# Click the Edit icon for GE 1/0/2.

# In the dialog box that opens, configure the interface:

e. On the Basic Configuration tab, select the Trust security zone.

f. On the IPv6 Address tab, enter global unicast address 3002::1/64 and configure the

interface to use a link local address generated automatically.
g. Use the default settings for other parameters.
h. Click OK.
# Click the Edit icon for GE 1/0/3.
# In the dialog box that opens, configure the interface:

i. On the IPv6 Address tab, enter global unicast address 3005::2/64 and configure the

interface to use a link local address generated automatically.
J- Use the default settings for other parameters.
k. Click OK.
Configure routing:

This step uses OSPF as an example. You can configure another dynamic routing protocol as

needed.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > OSPF.

# Click Create.

# In the dialog box that opens, configure an OSPF instance:
a. Select version OSPFv3.

b. Enter instance name 1.

C. Enter router ID 2.1.10.1.

d. Use the default settings for other parameters.

e. Click OK.

# Click 0 in the Number of OSPF areas column for the created OSPF instance.

# On the OSPF area configuration page that opens, click Create.
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# In the dialog box that opens, configure an area:

f. Enter area ID 0.0.0.0.

g. Click OK.

# Click 0 in the Number of OSPF interfaces column for the created OSPF instance.
# On the OSPF interface configuration page that opens, click Create.

# In the dialog box that opens, configure an area:

h. Enter area ID 0.0.0.0.

i. Select interface GE 1/0/1.

J- Enter interface instance ID 1.

k. Click OK.

# Click 1 in the Number of OSPF interfaces column for the created OSPF instance.
# On the OSPF interface configuration page that opens, click Create.

# In the dialog box that opens, configure an area:

l. Enter area ID 0.0.0.0.

m.  Select interface GE 1/0/2.

n. Enter interface instance ID 1.

o. Click OK.

Configuring HA group settings

# On the top navigation bar, click System.

# From the navigation pane, select High Availability > Track.

# Click Add.

# Configure a track entry:

Enter track entry ID 1.
Select the interface module.
Select GE 1/0/1 as the monitored interface.

Use the default settings for other parameters.

# Configure track entry 2 to monitor the state of GE 1/0/2. (Details not shown.)
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# On the top navigation bar, click System.
# From the navigation pane, select High Availability > HA Group.
# Click Configure.

# Configure the HA group parameters as shown in Figure 40.
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Figure 40 Configuring HA group parameters

Configure HA Group

HA Group @® Enable Disable -
Operating mode @ Active/standby @® Dual-active I
Device role @ Active @ Standby
Local IP 30052 i
Peer IP 30051 d
Peer port® 50064 {1024-65535. Default: 50064.)
Data channel GE1/0/3 - =
Keepalive Interval 1 sec (1-60. Default: 1)
Max Keepalive Retries(@ 10 (1-255. Default:10)
Fallback® @ Enable Disable
Traffic reversion 2 minutes (1-1440,)
delay
Back up sessions @® Enable Disable
Back up HTTP @ Enable Disable
Back up DNS ® Enable Disable
Configuration consistency ® Enable Disable
check@®
Interval 24 hours (1-168. Default: 24)

Automatic configuration @ Enable Disable
synchronization

OK Cancel

-(¥)Monitoring
Maonitored objects Interface VLAN ® Track entry association
@ Add X Delete
Track entries
1

2
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—(¥)Collaboration with routing protocols

This configuration enables the specified routing protocols on the secondary device to advertise only
their respective adjusted link cost. The configuration does not take effect on the primary device,
OSPF 65500 (1-65535)

(1-65535)
IS-IS 65500 (1-65533)
(1-63533)
BGP 65500 (1-65535)
(1-65535)
OSPFv3 @ Set absolute cost 6000 (1-65535)
Set incremental cost 100 (1-65535)

OK Cancel

# Click OK.

Configuring the hosts

# On the hosts, specify 2002::1 as the default gateway.

Verifying the configuration

# Enable logging for the interzone policy that permits communication between security zones
Trust and Untrust. Verity that both Device A and Device B generate log messages when the hosts

communicate with the Internet.
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Introduction

The following information provides context configuration examples.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.



The following information is provided based on the assumption that you have basic knowledge of

the context feature.

Restrictions and guidelines

When you assign VLANS to contexts, follow these restrictions and guidelines:

) For contexts without the VLAN-unshared attribute, you can only assign VLANs to them and
cannot use the vlan command to create VLANS for them. Before the assignment, you must
create the VLANSs on the default context.

) You cannot assign the following VLANS to a context without the VLAN-unshared attribute:

o VLAN 1.
o Default VLANS of interfaces.
o VLANSs for which you have created VLAN interfaces.

When you assign interfaces to contexts, follow these restrictions and guidelines:

. Subinterfaces, VLAN interfaces, and aggregate interfaces can be assigned to a context only
in shared mode.

. After assigning a subinterface to a context, you cannot assign its primary interface to a
context. After assigning a primary interface to a context, you cannot assign its subinterfaces
to a context.

. Do not assign member interfaces of an aggregate interface to a context in shared mode.

) After assigning an interface to contexts in shared mode, you cannot assign the interface to
contexts in exclusive mode before reclaiming the interface.

. Do not assign IRF physical interfaces to a non-default context.

. If a subinterface of a Layer 3 interface is a member interface of a Reth interface, do not
assign the Layer 3 interface to a non-default context.



Example: Configuring contexts

Network configuration

As shown in Figure 1, configure contexts for the LANs as follows:

LAN 1 has a large number of users and complicated services. Configure context cntl for
LAN 1. Assign 60% disk space and 60% memory space to the context and set the CPU
weight to 8. Assign GigabitEthernet 1/0/1 and GigabitEthernet 1/0/11 to the context.

LAN 2 has a normal scale of users. Configure context cnt2 for LAN 2. Leave the context to
use the default amount of disk space and the default amount of memory space. Assign
GigabitEthernet 1/0/2 and GigabitEthernet 1/0/12 to the context.

LAN 3 has a small number of users. Configure context cnt3 for LAN 3. Assign 30% disk
space and 30% memory space to the context and set the CPU weight to 3. Assign
GigabitEthernet 1/0/3 and GigabitEthernet 1/0/13 to the context.

Figure 1 Network diagram

Device
GE1/0/11 GE1/0/12 GE1/0/13
— - —m—— — -
| Context | | Context | | Context |
L Icltl_ L o2 by Cl‘?_
GE1/0/1 GE1/0/2 GE1/0/3
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedure

1. Configure context cntl:
# On the top navigation bar, click System.

# From the navigation pane, select Virtualization Advanced Settings > Contexts >

Contexts.
# Click Create.
# Configure context cntl as shown in Figure 2.

# Click OK.



Figure 2 Creating a context

Create Context
Name cnt1
Description context-1
VLAN resources @ Shared Unshared

VLANS()

Exclusive interfaces®

GigabitEthernet1/0/6 -
GigabitEthernet1/0/7
GigabitEthernet1/0/8
GigabitEthernet1/0/9
GigabitEthernet1/0/12
GigabitEthernet1/0/13
GigabitEthernet1/0/14

Shared interfaces

Bridge-Aggregationl

Bridge-Aggregation2 .

GigabitEthernet1/0/0 ?

GinahitFthernet1/0/1 +
0K Reset

*{1-15 chars)

(1-255 chars)

GigabitEthernet1/0/1
GigabitEthernet1/0/11

-

Cancel

Create Context

VLANs®

GigabitEthernet1/0/18
GigabitEthernet1/0/19
GigabitEthernet1/0/20
GigabitEthernet1/0/21
GigabitEthernet1/0/22
GigabitEthernet1/0/23
Ten-GigabitEthernet1/0/25
Shared interfaces

Bridge-Aggregationl
Bridge-Aggregation2
GigabitEthernet1/0/0
GigabitEthernet1/0/1
GigabitEthernet1/0/2
GigabitEthernet1/0/2.1
GigabitEthernet1/0/3

CPU weight 10

OK

Reset

GigabitEthernet1/0/1
GigabitEthernet1/0/11

(1-10, defaultis 10)

Cancel

# Select context cntl from the context list and click Start.

Figure 3 Starting context cntl

@) Create Start () Stop Delete @) Collect~ [F) Export this page O Refresh Enier your keywords. | Q Search (& Advanced search
Context Status VLANs Numb..  Numberofe..  Exclusive int.. Number of ..  Shared interf.. CPUw.. Maxc.. Maxs.. Max S..  Throughput Description Edit
GigabitEth
entl Started Shared 2 Exclusive interfe 000 e 8 context-1 &
GigabitEtherne

# From the navigation pane, select Virtualization Advanced Settings > Contexts >

Resource Allocation.



# Click context cntl and edit the resource allocation scheme for the context as shown in

Figure 4.

# Click OK.

Figure 4 Editing the resource allocation scheme

Edit The Resource Allocation Scheme

Context cnti

Memory usage (%) &0 (1-100)%

Maximum disk space usage (%) 50 (1-100)%
OK Cancel

2. Configure context cnt2 and cnt3 in the same way you configure context cntl.

Verifying the configuration

1. On the top navigation bar, click System.

2. From the navigation pane, select Virtualization Advanced Settings > Contexts >

Contexts.

3. Verify that the contexts are listed and their settings are as configured.



Figure 5 Viewing contexts

@ Create Start Stop Delete @) Collect~  [5) Export this page Refresh

Context Status VLANSs Numb...  Numberofe.. Exclusive int.. Number of s... Shared interf.. CPUw.. Maxc...
GigabitEtt

entl Started Shared 2 Exclusive interfe 20 8
GigabitEtherne
GigabitEtherne

2 Started Shared 2 Exclusive interfe 0 10
GigabitEtherne
GigabitEtt

3 Started Shared 2 Exclusive interfe 100 2

GigabitEtherne

Enter your keywords Q Search [ Advanced search

Max s... Max S... Throughput Deseription Edit

context-1

context-2

context-3

From the navigation pane, select Virtualization Advanced Settings > Contexts >

Resource Allocation to view the amounts of memory and disk resources allocated to

contexts.

Figure 6 Viewing context resource allocation

Edit the resource allocation scheme  [F} Export this page
Engine Number of contexts Contexts Total memeory
entl 19680192KB
Slot1 3 n2 32800316KB
3 32800316KB

Enter your keywords  Q, Search (% Advance search
Tl i e
2453084KB
4088468KB
4088468KB

From the navigation pane, select Virtualization Advanced Settings > Contexts >

Resource Usage to view the resource usage of contexts

Figure 7 Viewing resource usage of contexts

View Resource Usage

Z Refresh
Name cpu Memory
® slot1 C—

Admin  a%

entl  E—

cn2  E—

cn3  E—



IRF configuration examples

Contents

) Introduction
. Prerequisites

) Example: Setting up an IRF fabric

Introduction

The following information provides IRF configuration examples.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of

the IRF feature.



Example: Setting up an IRF fabric

Network configuration

As shown in Figure 1, use Device A and Device B to set up an IRF fabric. Assign Device A a higher

priority than Device B so Device A can be the master device.



Figure 1 Network diagram

Internet

X

ROUTER

IRF

Untrust

IRF link

GE1/0/15 GE1/0/15
(IRF-port1/2) ~ (IRF-port2/1
Trust

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.



Procedure

Configuring Device A

# On the top navigation bar, click System.
# From the navigation pane, select Virtualization Advanced Settings > IRF.
# Click the Settings icon for IRF-port 2.

# In the dialog box that opens, configure IRF parameters as shown in Figure 2.

Figure 2 Configuring IRF on Device A

Configure IRF
Domain ID 0 (0-4204967295)
Member ID@ 1 *(1-2)
Priority @ 12 (1-32)
IRF bridge MAC persistence @® 6 minutes Always Not retain
IRF software auto-update
Description (1-127 chars)
IRF port@ 2 (1-2}
IRF physical interfaces @ GigabitEthemet1/0/15 v @
oK Cancel
# Click OK.



Configuring Device B

# On the top navigation bar, click System.
# From the navigation pane, select Virtualization Advanced Settings > IRF.
# Click the Settings icon for IRF-port 1.

# In the dialog box that opens, configure IRF parameters as shown in Figure 3.

Figure 3 Configuring IRF on Device B

Configure IRF
Domain ID 0 (0-4294967295)
Member ID® 2 *(1-2)
Priority @ 1 (1-22)
IRF bridge MAC persistence @ 6 minutes Always Not retain
IRF software auto-update
Description (1-127 chars)
IRF port@ 1 (1-2}
IRF physical interfaces @ GigabitEthemet1/0/15 v @B
OK Cancel
# Click OK.

Device B automatically reboots. The member ID and physical interface numbers of Device B

change after the reboot. The device forms an IRF fabric with Device A.



Verifying the configuration

# Use the management address of the master (Device A) to log in to the Web interface of the IRF

fabric.
# On the top navigation bar, click System.
# From the navigation pane, select Virtualization Advanced Settings > IRF.

# Verify that Device A and Device B are IRF member devices and their IRF ports are up.

Figure 4 IRF information

> Refresh  [7) Export this page Enteryour keywords | Q Search (% Advanced search

Member 1D ~  IRF port IRF physical interfaces

1 1

IRF port status
Disabled
GigabitEthernet1/0/15 Up

GigabitEthernet2/0/15 Up

o0 8g

1
2
2

NN

Disabled
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Introduction

The following information describes DHCP configuration examples.

The Dynamic Host Configuration Protocol (DHCP) provides a framework to assign configuration

information to network devices.

DHCP uses the client-server model for network configuration parameter assignment. DHCP clients
request network configuration parameters from a DHCP server and the DHCP server assigns
network configuration parameters to DHCP clients. This document provides configuration of the

DHCP server.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.



The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of

DHCP.

Example: Configuring DHCP

Network configuration

As shown in Figure 1, clients and internal servers are on different subnets. Create DHCP address

pools on the device to meet the following requirements:

) The internal servers obtain static IP addresses, the DNS server address, and the gateway

from the device.

) Clients dynamically obtain IP addresses from the device.

Figure 1 Network diagram

Mail server Web server
Untrust
D e
GE1/0M1 GE1/0/3 GE1/0/0 N
10.1.1.126/25 10.1.1.4/25 10.1.1.1/25 1.1.1.1/30 Internet 2.2.2.2/30 @
10.1.1.2/25 ROUTER
DMz GE1/0/2
10.1.1.129/25
DNS server Trust
B0
Client Client



Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Restrictions and guidelines

) Make sure the network segment for dynamic allocation is on the same subnet as the DHCP
server-enabled interface. Otherwise, clients cannot obtain IP addresses from the DHCP

Server.

) To ensure the communication between the local security zone and the security zone of the
DHCP server-enabled interface, configure a security policy between the local security zone

and the DHCP server-enabled interface.

Procedure

1. Assign IP addresses to interfaces.
# On the top navigation bar, click Network.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
a. Select the DMZ security zone.

b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 10.1.1.1/25.

Retain the default configuration for the remaining parameters.
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c. Click OK.

# Add GE 1/0/2 to the Trust security zone and set its IP address t0 10.1.1.129/25 in the same

way you configure GE 1/0/1.

# Add GE 1/0/3 to the Untrust security zone and set its IP address to 1.1.1.1/30 in the same

way you configure GE 1/0/1.

Create security policies.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Select Create > Create a policy.

# Create security policy dhcp-a:

o Enter policy name dhcp-a.
o Select source zone Trust.
o Select destination zone Local.

o Select type IPv4.
o Select action Permit.
# Click OK.

# Create security policy dhcp-b:

o Enter policy name dhcp-b.
o Select source zone Local.
o Select destination zone Trust.

o Select type IPv4.
o Select action Permit.
# Click OK.

# Create security policy dhcp-c:



o Enter policy name dhcp-c.

o Select source zone DMZ.

o Select destination zone Local.
o Select type IPv4.

o Select action Permit.

# Click OK.

# Create security policy dhcp-d:

o Enter policy name dhcp-d.
o Select source zone Local.
o Select destination zone DMZ.

o Select type IPv4.

o Select action Permit.

# Click OK.

Configure statically assigned IP addresses.

# On the top navigation bar, click Network.

# From the navigation pane, select DHCP > DHCP service.

# Select Enable for DHCP service.

# From the navigation pane, select DHCP > DHCP Address Pools.
# Click Create address pool.

# Enter the address pool name, and click OK, as shown in Figure 2.



Figure 2 Creating a DHCP address pool

Create DHCP Address Pool

Address pool name test *(1-63 chars)

OK Cancel

# Click the Address Allocation tab.

# Add statically assigned IP addresses, as shown in Figure 3.

Figure 3 Configuring address allocation

test = X Delete () Create address poal
Address Allocation Address Pool Options Assigned Addresses
Subnet for dynamic allocation® /

Static binding list
) Create Delete

IP address Mask Type Hardware address/client ID Edit
10.1.1.2 255.255.255.128 Ethernet 6c45-7b5d-0806 &
10.1.1.4 255.255.255.128 Ethernet 6805-ca21-dda0 &

The mask length is in the range of 1 to 30.
The hardware address is a string of 4 to 39 characters.

oK

# Click the Address Pool Options tab, and configure address pool options as shown in

Figure 4.



Figure 4 Configuring address pool options

test w  » Delete (%) Create address pool
Address Allocation Address Pool Options Assigned Addresses
Lease duration Infinite ® 4 days 0 hours 0 minutes 0 seconds
Domain name suffix(® (1-50 chars)
Gateways (D (F) Create Delete
Gateways Edit
DNS servers (2 ) Create Delete
DMNS servers Edit
101.1.1 &
# Click OK.

Configure dynamic address allocation.

# On the top navigation bar, click Network.

# From the navigation pane, select DHCP > DHCP service.

# Select Enable for DHCP service.

# From the navigation pane, select DHCP > DHCP Address Pools.
# Click Create address pool.

# Enter the address pool name, and click OK, as shown in Figure 5.



Figure 5 Creating a DHCP address pool

Create DHCP Address Pool

Address pool name test] *[1-63 chars)

OK Cancel

# Click the Address Allocation tab.

# Enter a subnet address for dynamic allocation. The configuration is shown in Figure 6.

Figure 6 Configuring address allocation

test1 v X Delete (B Create address poal
Address Allocation Address Pool Options Assigned Addresses
Subnet for dynamic allocation® 10.1.1.128 / 255 955 255,128

Static binding list
(*) Create Delets
IP address Mask Type Hardware address/client ID Edit

The mask length is in the range of 1 to 30.
The hardware address is a string of 4 to 39 characters.

0K

# Click the Address Pool Options tab, add the gateway address and the DNS server

address as shown in Figure 7.



Figure 7 Configuring address pool options

test1 v ¥ Delste (B Create address pool
Address Allocation Address Pool Options Assigned Addresses
Lease duration Infinite ® 4 days 0 hours 0 minutes 0 seconds
Domain name suffix(® (1-50 chars)
Gateways (@ & Create Delete
Gateways Edit
10.1.1.129 &
DNS servers () & Create Delete
DNS servers Edit
82.8.8.8 &
# Click OK.

Verifying the configuration

Verifying statically-bound IP address allocation

# On the top navigation bar, click Network.
# From the navigation pane, select DHCP > DHCP Address Pools.
# Select the DHCP address pool for the static allocation, and click the Assighed Addresses tab.

# Verify that the device has assigned static addresses to internal servers.



Figure 8 Verifying statically assigned IP addresses

test “ X Delete (P Create address pool
Ao Alocaton. Ao oot Opors
C Refresh Delete Enter your keywords | Q, Search [ Advanced search
IP address Hardware address/client ID Lease expiration time
10.1.1.2 6c45-7b5d-0806 12/22/2017 15:37:19
10114 6805-ca2l-ddald 12/22/2017 15:37:19

Verifying dynamic IP address allocation

# On the top navigation bar, click Network.
# From the navigation pane, select DHCP > DHCP Address Pools.
# Select the DHCP address pool for dynamic allocation, and click the Assigned Addresses tab.

# Verify that the device has dynamically assigned addresses to clients.

Figure 9 Verifying dynamically assigned IP addresses

test1 ~ X Delete @) Create address poal
AdbesAlocston A oo s
C Refresh Delete Enter your keywords | Q Search [} Advanced search
IP address Hardware address/client ID Lease expiration time
1011130 0033-3839-372e-6436-6138-2¢31-6232-332d-4745-312f-302f-37 12/23/2017 16:07:36
1011131 0034-3837-612e-6461-3935-2¢39-3362-652d-4745-312f-302f-37 12/23/2017 16:08:39
10.1.1132 0035-3064-612e-3030-3434-2¢65-6631-622d-4745-302f-302§-37 12/23/2017 16:09:48
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Introduction

The following information describes DNS configuration examples.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.



The following information is provided based on the assumption that you have basic knowledge of

DNS.

Example: Configuring DNS proxy

Network configuration

As shown in Figure 1, Device A acts as the DNS proxy to relay DNS packets between DNS clients
and the DNS server. DNS clients access the host with domain name host.com through the DNS
proxy.

Figure 1 Network diagram

DNS client

el Untrust
4.4.41/24
Device A DNS server
192.168.10.10/24 GE1/0/0 GE1/0A
192.168.10.1/24 (% 2 2 3172 16.100.1/24
& Internet

3.3.3.4/24
host.com
DNS client DNS client

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.



Restrictions and guidelines

Clear the DNS cache on the DNS proxy and DNS clients if the IP address of the DNS server

changes or a domain name-to-IP address mapping changes.

Procedure

Configuring Device A

1.

Assign IP addresses to interfaces and add the interfaces to security zones.
# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.

# In the dialog box that opens, configure the interface:

a. Select the Untrust security zone.

b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 172.16.100.1/24.
C. Click OK.

# Add GE 1/0/0 to the Trust security zone and set its IP address to 192.168.10.1/24 in the

same way you configure GE 1/0/1.
Configure security policy dns-a.

# On the top navigation bar, click Policies.
# From the navigation pane, select Security Policies > Security Policies.

# Click Create and click Create a policy.



# In the dialog box that opens, configure policy parameters as follows:

h.

Specify the policy name. In this example, the name is dns-a.

Select the source zone. In this example, the source zone is Trust.

Select the destination zone. In this example, the destination zone is Untrust.
Select IPv4 as the type.

Select Permit as the action.

Specify the IP address of the DNS client as the source IPv4 address. In this example,

the address is 192.168.10.10/24.

Specify the IP address of the external host as the destination IPv4 address. In this

example, the address is 3.3.3.4/24.

Click OK.

Configure security policy dns-b.

a.

Specify the policy name. In this example, the name is dns-b.

Select the source zone. In this example, the source zone is Local.

Select the destination zone. In this example, the destination zone is Untrust.
Select IPv4 as the type.

Select Permit as the action.

Click OK.

Configure DNS proxy.

# On the top navigation bar, click Network.

# From the navigation pane, select DNS > Advanced Settings.

# Select Enable.



Figure 2 Enabling DNS proxy

The DNS advanced sttings apply to both IPv4 DNS and IPV6 DNS.

DNS proxy

Enable

The DNS proxy forwards the request from the DNS client to the designated DNS server, and conveys the reply from the DNS server to

the client.

5.  Specify the IP address of the DNS server.

# On the top navigation bar, click Network.
# From the navigation pane, select DNS > DNS Client.
# Enter the IP address of the DNS server.

# Click the Add icon.

Figure 3 Specifying the DNS server

Domain Name System (DNS) is a distributed database used by TCP/IP applications to translate domain names into IP addresses.

Server type @® IPv4 DNS server IPv6 DNS server
VRF Public network v

Domain server IPv4 address 44.4.1 & ¥
Domain server IPv4 address @

A maximum of 6 DNS server can be specified.

Configuring DNS clients
# Assign IP addresses to DNS clients and specify the IP address of the DNS server on DNS

clients.



Verifying the configuration

1.  Verify that each DNS client can successfully ping the host with domain name host.com.

C:\Users\abc>ping host.com

Pinging host.com [3.3.3.4] with 32 bytes of data:
Reply from 3.3.3.4: bytes=32 time<lms TTL=253
Reply from 3.3.3.4: bytes=32 time<lms TTL=253
Reply from 3.3.3.4: bytes=32 time<lms TTL=253

Reply from 3.3.3.4: bytes=32 time<lms TTL=253

Ping statistics for 3.3.3.4:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
2. Verify that Device A can successfully ping the host with domain name host.com.

# On the top navigation bar, click System.
# From the navigation pane, select Diagnosis Center > Ping.

# In the Destination IP address or hostname field, enter host. com, and click Start.



Figure 4 Ping operation

IP version
VRF instance

Destination IP address or hostname

Result

@ IPv4 IPv6
Public network v

host.com id

Start

Ping host.com (3.3.3.4): 56 data bytes
56 bytes from 3.3.3.4: ICMP_seq=0, TTL=255, time=0.399 ms
56 bytes from 3.3.3.4: ICMP_seq=1, TTL=255, time=0.145 ms
56 bytes from 3.3.3.4: ICMP_seq=2, TTL=255, time=0.241 ms
56 bytes from 3.3.3.4: ICMP_seq=3, TTL=255, time=0.245 ms
56 bytes from 3.3.3.4: ICMP_seq=4, TTL=255, time=0.281 ms

--- Ping host.com statistics ---
5 packets transmitted
5 packets received
0 9% packet loss
round-trip min/avg/max/std-dev = 0.145/0.262/0.399/0.081 ms

Example: Configuring DDNS

Network configuration

As shown in Figure 5, the device is a Web server with domain name whatever.3322.org and uses

an IP address dynamically obtained through DHCP. To make sure the device can always provide

Web services at whatever.3322.org when its IP address changes, perform the following tasks on

the device:

. Configure a DDNS policy to update the device's domain name-to-IP address mapping on the

DDNS server. The DDNS server then updates the mapping on the DNS server.

. Specify the IP address of the DNS server so that the device can access the DDNS server

through domain name.



Figure 5 Network diagram
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Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Prerequisites

Before configuring DDNS on the device, perform the following tasks:
) Register with username hell and password neve at http://www.3322.0rg/.

. Create a mapping between the device's FQDN and IP address on the DNS server.

Procedure

1.  Configure security policy ddns-a.

# On the top navigation bar, click Policies.



# From the navigation pane, select Security Policies > Security Policies.

# Click Create and click Create a policy.

# In the dialog box that opens, configure policy parameters as follows:

a.

f.

Specify the policy name. In this example, the name is ddns-a.

Select the source zone. In this example, the source zone is Local.

Select the destination zone. In this example, the destination zone is Untrust.
Select IPv4 as the type.

Select Permit as the action.

Click OK.

Configure security policy ddns-b.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.

# Click Create and click Create a policy.

# In the dialog box that opens, configure policy parameters as follows:

a.

f.

Specify the policy name. In this example, the name is ddns-b.

Select the source zone. In this example, the source zone is Untrust.
Select the destination zone. In this example, the destination zone is Local.
Select IPv4 as the type.

Select Permit as the action.

Click OK.

Specify the IP address of the DNS server.

# On the top navigation bar, click Network.

# From the navigation pane, select DNS > DNS Client.

# Add the IP address of the DNS server, as shown in Figure 6.

9



Figure 6 Specifying the DNS server

Domain Name System (DNS) is a distributed database used by TCP/IP applications to translate domain names into IP addresses.

Server type @® IPv4 DNS server IPv6 DNS server
VRF Public network -

Domain server IPv4 address 1111 & X
Domain server IPv4 address @

A maximum of 6 DNS server can be specified.

Configure a DDNS policy.

# From the navigation pane, select DNS > DDNS Policies.

# Click Create.

# In the dialog box that opens, create a DDNS policy, as shown in Figure 7.

10



Figure 7 Creating a DDNS policy

Create DDNS Policy @X
Policy name ddns *(1-32 chars)
Service provider www.3322.0rg -

Server address members.3322.0rg (1-240 chars)
Login username () hell (1-32 chars)
Login password (7) eees Show passowrd  (1-32 chars)
Update request sending interval 0 days 1 hours 0 minutes (Default: 1 hour)
Assaciated SSL client policy (7) Please select v
Applied to interfaces (7)

) Create Delete

Interface FQDMN Edit
GE1/0/0 whatever.3322.org #
OK Cancel
# Click OK.

Verifying the configuration

Verify that the device can update its domain name-IP mapping through the DDNS provider
www.3322.0rg when its IP address changes. The Internet users can resolve the correct IP address

through the domain name whatever.3322.org to access the Web service.
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Introduction

The following information provides server connection detection (SCD) configuration examples.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of
the SCD feature.



Example: Configuring SCD

Network configuration

As shown in Figure 1, configure SCD on the device to perform the following tasks:
) Monitor connections initiated by servers in subnet 2.2.1.0/24 for one day.

) Logs all connections initiated by the server except for TCP connections destined for TCP
ports 80 and 443 on host 2.2.3.2/24.

Figure 1 Network diagram

DMZ Untrust

GE1/0M1 GE1/0/2
2.2.1.1/24 222 2.2.2.1/24

Internet

Server Device Host
2.21.2/24 2.2.3.2/24

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedure

1. Assign IP addresses to interfaces and add the interfaces to security zones:
# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.



# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
a. Select the DMZ security zone.

b. Click the IPv4 Address tab, and then enter the IP address and mask of the interface.
In this example, enter 2.2.1.1/24.

C. Click OK.

# Add GE 1/0/2 to the Untrust security zone and set its IP address to 2.2.2.1./24 in the same
way you configure GE 1/0/1.

Configure a route:

This example configures a static route. If dynamic routes are required, configure a dynamic

routing protocol.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.
# On the IPv4 Static Routing tab, click Create.

# In the dialog box that opens, create an IPv4 static route:

o Enter destination address 2.2.3.0.

o Enter mask length 24.

o Enter next hop address 2.2.2.2.

# Click OK.

Create a security policy:

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Click Create.

# In the dialog box that opens, configure a security policy:

o Enter policy name test-a.
o Select source zone DMZ.
o Select destination zone Untrust.

o Select type IPv4.

o Select action Permit.



o Select source IP address 2.2.1.0/24.

# Cilck OK.

Create an internal IP address object group.

# On the top navigation bar, click Objects.

# From the navigation pane, select Object Groups > IPv4 Address Object Groups.
# Click Create.

# In the dialog box that opens, configure the IPv4 address object group:

a. Enter a group name. In this example, enter abc.

b. Enter a description. In this example, enter 2.2.1.0/24.

Figure 2 Creating IPv4 address object group

Create IPv4 Address Object Group

Group name abe *(1-31 chars)
Description 2.21.0/24 (1-127 chars)
Security zone -
) Add Delete
Type Content Excluded addresses Edit
C. Click Add.
d. In the dialog box that opens, select the Network segment object, and enter the IPv4

address and mask 2.2.1.0/24.



Figure 3 Creating object

Create Object

Object® Network segment hd

2910 / 255 955 9550 *(IPv4 address/mask length (0-32))

Excluded addresses(?)

Description (1-127 chars)

OK Cancel

e. Click OK.

Configure server connection learning.

# On the top navigation bar, click Policies.

# From the navigation pane, select Server Connection Detect > SCD learning.
# Enter a server address. In this example, enter abc.

# Select a learning period. In this example, select 24 hours.

# Click Apply.

Figure 4 Configuring server connection learning

Server address abe - [Edit]

Learning period 24 hours B

Apply

Configure an SCD policy.
# On the top navigation bar, click Policies.
# From the navigation pane, select Server Connection Detect > SCD Policy.

# Click Create.



# In the dialog box that opens, create an SCD policy:

a.

b.

e.

f.

Enter a policy name. In this example, enter policy1l.
Enter a server address. In this example, enter 2.2.1.2.
Enable policy.

Enable SCD logging.

Figure 5 Creating an SCD policy

Create SCD Policy

Policy name (@ policy1 *(1-63 chars)
Serveraddress | 5545 *

Enable policy g on Off

SCD logging @® On Off

SCD rules® @ Create Delete

jiv] Destination address  Protocols and ports Edit

Click Create.

In the dialog box that opens, enter the destination address 2.2.3.12 and TCP ports 80
and 443.



Figure 6 Creating an SCD rule

Create SCD Rule

Destination address

22312 i
—Protocols and ports
PO 80,443 (1-65535)
UDP® {1-55535)
ICMP
Configure a minimum of one protocol. Only connections established

OK Cancel

g. Click OK to create the SCD rule.

h. Click OK to create the SCD policy.

Verifying the configuration

To view the logs generated for server connection events, click Monitor on the top navigation bar,

and then select Device Logs > System Logs from the navigation pane.



Figure 7 Viewing the device logs

O Refresh il Clear W Clear all filters

Advanced search:(Module: SCD)

Time

2019-05-20 14:23:18
2019-05-20 14:22:59
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2019-05-20 14:20:32
2019-05-20 14:18:32
2019-05-20 14:17:54
2019-05-20 14:16:32
2019-05-20 14:14:32

2019-05-20 14::

:49

2019-05-20 14:12:32

2019-05-20 14:11:15

2019-05-20 14:10:50

2019-05-20 14:10:50

Severity level

@ Informational
@ Informational
@ Informational
@ Informational
@ Informational
® Informational
@ Informational
@ Informational
@ Informational
@ Informational
@ Informational
@ Informational
® Informational
@ Informational
@ Informational

® Informational

Module
SCD
SCD
SCD
SCD

Mnemonic
SCD_IPV4
SCD_1Pv4
SCD_IPV4
SCD_IPV4
SCD_IPVA
SCD_IPV4
SCD_IPVA
SCD_1Pv4
SCD_IPV4
SCD_IPVA
SCD_IPVA
SCD_IPV4
SCD_IPVA
SCD_IPVA
SCD_IPV4

SCD_IPV4

Enter your keywol

Details

Protocol(1001)=UDP:ServerlPAddr(1003)=2.2.1.2:DstlPAJdr(1007)=2.2.1.255:DstPort{1008)=138:server illegal connection.
Protocol(1001)=TCP:Server PAddr(1003)=2.2.1 2:DstIPAddr(1007) =172.8.30.41,DstPort(1008)=80:server illegal connection.
Protocol(1001)=UDP:ServerlPAddr(1003)=2.2.1.2:DstlPAJdr{1007)=10.153.0.11,DstPort{1008)=137:server illegal connection.

Protocol(1001)=UDP; 1003)=2.2.1.2;D5tPAddr{1007)=2.2.1.255;DstPort(1008)=137;server illegal connection.

Protocol(1001)=UDP:ServerlPAddr(1003)=2.2.1.2:DstlPAJd{1007)=2.2.1. 255 DstPort{1008)=137:server illegal connection.
Protocol(1001)=UDP:ServerIPAddr(1003)=2.2.1.2:DstlPAJd{1007)=2.2.1. 255:D5tPort{1008)=137:server llegal connection.
Protocol(1001)=UDP:ServerlPAddr(1003)=2.2.1.2;DstlPAddr{1007)=10.153.0.11;,DstPort{1008)=137;server illegal connection.
Protocol(1001)=UDP:ServerIPAddr(1003)=2.2.1.2:DstlPAddr{1007)=10.153.0.11,DstPort{1008)=137;server illegal connection.

Protocol(1001) =TCP:ServerlPAddr{1003)=2.2.1.2;DstIPAddr(1007)=172.8.30.41;DstPort(1008) =B0:server illegal connection.

Protocol(1001)=UDP- 1003)=2.2.1.2:D5HPAddr{1007)=10.153.0.11;DstPort{1008)=137;server illegal connection.
Protocol(1001)=UDP:ServerlPAddr(1003)=2.2.1.2:DstlPAddr{1007)=10.153.0.11;DstPort{1008)=137;server illegal connection.
Protacol(1001)=TCP;ServerlPAdr(1003)=2.2.1.2:DstPAddr(1007) =172.8.30.41:DstPort(1008)=80:server illegal connection.

Protocol(1001)=UDP:ServerlPAddr(1003)=2.2.1.2,DstlPAddr{1007)=10.153.0.11,DstPort{1008)=137;server illegal connection.

Protocol(1001)=UDP: ddr(1003)=2.2.1.2:DstiPAddr{1007)=2.2.1.255:DstPort{1008)=138:server illegal connection.

Protocol(1001) =UDP;ServerlPAddr(1003)=2.2.1.2:DstIPAddr{1007)=2.2.1,255:DstPort{1008) =137;server illegal connection.

Protocol(1001)=UDP: 1003)=2.2.1.2:DsPAdd{1007)=2.2.1.255:DstPort{1008}=

server illegal connection.
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Introduction

The following information provides connection limit configuration examples.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of

the connection limit feature.



Example: Configuring connection limits

Network configuration

As shown in Figure 1, a firewall is deployed as the egress device that connects the internal network
to the Internet.

Configure connection limits to meet the following requirements:

. All hosts on 192.168.0.0/24 can establish a total of up to 100000 connections with the
Internet.

. Each host on 192.168.0.0/24 can establish a maximum of 100 connections with the Internet.

Figure 1 Network diagram

Trust Untrust

Host A Host C
192.168.0.2/24 192.168.0.4/24

GE1/0/ GE1/0/2
192.168.0.1/24 1 4o 21202.38 1.1/24 e teret |__:|
J EEa0

Device Host

Host B
192.168.0.3/24

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.



Procedures

Configuring the device

1.

Assign IP addresses to interfaces and add the interfaces to security zones.
# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.

# In the dialog box that opens, configure the interface:

o Select the Trust security zone.

o On the IPv4 Address tab, enter the IP address and mask of the interface. In this
example, enter 192.168.0.1/24.

o Use the default settings for other parameters.
o Click OK.

# Add GE 1/0/2 to the Untrust security zone and set its IP address to 202.38.1.1/24 in the

same way you configure GE 1/0/1.

Configure security policies.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Click Create.

# In the dialog box that opens, configure a security policy:

o Enter policy name test-a.
o Select source zone Trust.
o Select destination zone Untrust.

o Select type IPv4.
o Select action Permit.
o Enter source IPv4 address 192.168.0.0/24.

o Enter destination IPv4 address 202.38.1.0/24.



o Use the default settings for other parameters.

o Click OK.

Configure connection limit policies.

# On the top navigation bar, click Policies.

# From the navigation pane, select Attack Defense > Connection Limit.

# Click Create.

Figure 2 Creating connection limit policy 1

Create Connection Limit Policy

Policy number i *(1-32)
IP version @ [P 1IPvE
Apply to Global » [Edit]
Description
(1-127 chars)

Create rule

OK Cancel

# In the dialog box that opens, configure connection limit policy 1:
o Enter policy number 1.

o Select IP version IPv4.

o Select Global for the Apply to field.

o Select Create rule.

o Click OK to create a connection limit rule.

# In the dialog box that opens, configure connection limit rule 1:

o Enter rule ID 1.



o Select ACL 2000. This ACL matches the source IP addresses on the network segment
192.168.0.0/24..

o Set the upper limit to 200000 and lower limit to 95000.
o Select Source IP for the Limit by field.
o Deselect Create more rule.

o Click OK.

Figure 3 Creating connection limit rule 1

Create IPv4 Connection Limit Rule

Rule ID 1 "(1-258)
ACL 2000 v*
Connection establishment rate limit (3-10000000)
Connection limits: Upper limit 100000 (1-4294967294)

Lower limit 95000 (1-4294967294)
Limit by Source IP

Destination IP

Service port
Action on upper limit exceeding Permit new ® Deny new
connections connections
Create more rule
OK Cancel

# Click Create to create another connection limit policy.



Figure 4 Creating connection limit policy 2

Create Connection Limit Policy

Policy number 9 ~(1-32)
IP version @ IPva IPve
Apply to GE1/0M » [Edit]
Description
(1-127 chars)

Create rule

OK Cancel

# In the dialog box that opens, configure connection limit policy 2:
o Enter policy number 2.

o Select IP version IPv4.

o Select GE1/0/1 for the Apply to field.

o Select Create rule.

o Click OK to create a connection limit rule.

# In the dialog box that opens, configure connection limit rule 1:

o Enter rule ID 1.

o Select ACL 2000. This ACL matches the source IP addresses on the network segment
192.168.0.0/24.

o Set the upper limit to 100 and lower limit to 95.
o Select Source IP for the Limit by field.
o Deselect Create more rule.

o Click OK.



Figure 5 Creating connection limit rule 1

Create IPv4 Connection Limit Rule

Rule ID 1 *(1-256)
ACL 2000 v*
Connection establishment rate limit (5-10000000)
Connection limits: Upper limit 100 (1-4294967294)

Lower limit 95 (1-4294967294)
Limit by Source IP

Destination IP

Service port
Action on upper limit exceeding Permit new ® Deny new
connections connections
Create more rule
OK Cancel

After the configuration, the connection limit policies appear as follows:

@ Create X Delete Enter your keywords | Q Search [} Advanced search

Policy deseription 1P version Policy number Rule count Apply to Edit
1Pva 1 1 Global &

IPvd 2 1 GE1/0/1 s

Verifying the configuration

# Verify that all hosts on 192.168.0.0/24 can establish a total of up to 100000 connections with the
Internet and that each host on 192.168.0.0/24 can establish a maximum of 100 connections with

the Internet.



Public key management configuration
examples

Contents

) Introduction

. Prerequisites

) Restrictions and guidelines

. Example: Entering a peer host public key

) Example: Importing a peer host public key from a public key file

Introduction

The following information provides configuration examples for public key management.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.



The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of

public key management.

Restrictions and guidelines

When you manually enter the peer host public key, make sure the entered key is in the correct
format. To obtain the peer host public key in the correct format, display the public key on the peer
device and record the key. The format of the public key displayed in any other way might be
incorrect. If the key is not in the correct format, the system discards the key and displays an error

message.

As a best practice, import rather than enter the peer host public key if you are not sure whether the

device supports the format of the recorded peer host public key.

Example: Entering a peer host public key

Network configuration

As shown in Figure 1, to prevent illegal access from Device A to Device B, Device B authenticates

Device A through a digital signature. Before configuring authentication parameters on Device B,

use the following procedure to configure the public key of Device A on Device B:

) Create RSA key pairs on Device A and display the public keys of the RSA key pairs.



) Manually specify the RSA host public key of Device A on Device B.

Figure 1 Network diagram

2223 2223
L 2 4
Device A Device B

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedures

Configuring Device A

# On the top navigation bar, click Objects.

# From the navigation pane, select Public Key Management > Local Key Pairs.
# Click Create. The Create Local Key Pair page opens.

# Create an RSA local key pair as follows:

) Enter key pair name devicea-rsa.

) Select the RSA algorithm.

o Enter key length 1800.

# Click OK.

# Click key pair name devicea-rsa to open the Key Pair Details page.

3



# Record the data displayed in the Public key field.

Figure 2 Creating a local key pair

Create Local Key Pair

Name devicea-rsa (1-64 chars)
Algorithm RSA .
Key length 1800 *hits(512-2048)
OK Cancel
Figure 3 Key details
Key Pair Details

MName devicea-rsa
Algarithm RSA
Key strength 1800 bits

Creation time 2018-09-12 10:27:01

Public key 30820100300D06092A864886F70001010105000381EE003081EA0281E200AB93
6D13D22B68A4B720261654DBC5060E7BCSFC20ED0443BTCAAT2C56F 2005COE

C042D5B09869E6A7152B80B8764122799025C4040F 17EAAR43DCE185BA3CO0A
DAE62E3CEDATDCEF348320715EB6600C027C16156A976D37580FOA1CBI74TAF
3BCEDG68IEGF3806162FF27EBFBE6C32AFERGFAA1BABA1533CCRR430DET63825
1ED675F8F72201D950949BCCE1ED3BSFF2CA4E382D8120C80953ED0CA2C3T5

CEF4F12FEAF4AACER17ERSECTRDBEBASTOFS57FCAC305D209B5D158BRFB41572
7DD9811B7C635764A1F887560DFA021205501 DFD15B4339107F9597D6D69EC3
8DDE20203010001

Close

@ X



Configuring Device B

# On the top navigation bar, click Objects.

# From the navigation pane, select Public Key Management > Local Key Pairs.
# Click Import. The Import Peer Host Public Key page opens.

# Configure the peer host public key as follows:

) Enter public key name peer-rsa.

) Select the Type or copy peer public key import method.

) In the Public key data field, type the public key data of Device A, or copy and then paste the

public key data of Device A.

# Click OK.

Figure 4 Entering the peer host public key

Import Peer Host Public Key @ %

Public key name *(1-84 chars)

peer-rsa

Import method Import peer public key from file @ Type or copy peer public key

Public key data | 30820100300D06092A864886F70D01010105000381EE003081EAD281E20048 *(1-2047 chars)
036013022B68A4B720261654DBC5060ETBCSFC20EDO443BTCAATZCS6F200
5COEC042D5B09860E6ATLS2BE0BRTE4122799025C4940F1 TEAABAIDCELE5E
A3CO0ADAESZE3CBDATDCEF34832071 5EBG600C927C16156A976037580F9A
1CB3747AFIBCEDGGRYEGF3806162FF27EBFBB6C32ZAFEBGFAALBABALS33CCES
430DET638251ED675F8FT2201D950940BCCE1IBED3BSFF2CA4E382D8120C8DT
53EDOCB2C375CEFAEL 2FEAFAAACEB1TEBGECTBDB6BABTOFE57FCAC3050209
BSD158BBF8415727009811B7C635764A1F887560DFA0212055010FD15B433
9107F959706D69ECIBDDRI0203010001

OK Cancel



Verifying the configuration

1. Display information about the local public key on Device A.
# On the top navigation bar, click Objects.
# From the navigation pane, Public Key Management > Local Key Pairs.

# Click the Details icon for key pair devicea-rsa to open the Key Pair Details page. The

Public key field displays the content of the public key.

Figure 5 Local host public key information

Key Pair Details @ x

Name devicea-rsa
Algorithm RSA
Key strength 1800 bits

Creation time 2018-09-12 10:27:01
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8DDB80203010001

Close

2.  Display information about the peer public key configured on Device B.

# On the top navigation bar, click Objects.



# From the navigation pane, Public Key Management > Peer Public Keys.

# Click the Details icon for public key peer-rsa.

Figure 6 Manually configured peer host public key

Public Key Information

Public key name peer-rsa

Algorithm
Key strength

Public key

RSA

1800 bits

30820100300006092A864886F70D01010105000381EE003081EAD281E200A
BO36D13D22B68A4B7 202616540 BC5060ETBCSFC20EDO443B7CAATZCS6F20
05COECO42D5B09869E6AT1S2BE0BETE4122799025C4040F17EAABAIDCE1ES
BAZCO0ADAEGZE3CBDAYDCEF348320715EB6600C927C16156A976037580F0
Al1CB3747AF3BCEDRGEOEBF3806162FF27EBFBE6CIZAFEBGF4ATBABALS33CC
88430DE7B38251ED6T75F8F722010950949BCCEIBD3BEFF2CA4E382D8120C
80953EDOCB2C3T5CEF4E12FEAF4AACER1TEBGECTBDEBEABTORGSTFCACINS
D209B50D158BEF8415727DD9811B7C635764A1F887560DFA0212055010FD1
5B4339107F9597D6D6OEC3EDDE20203010001

Close



Example: Importing a peer host public key from a

public key file

Network configuration

As shown in Figure 7, to prevent illegal access from Device Ato Device B, Device B authenticates
Device A through a digital signature. Before configuring authentication parameters on Device B,

use the following procedure to configure the public key of Device A on Device B:
) Create RSA key pairs on Device A and export the RSA host public key to a file.

) Import the RSA host public key of Device A from the public key file to Device B.
Figure 7 Network diagram

2 4

Device A Device B

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.



Procedures

Configuring Device A

# On the top navigation bar, click Objects.
# From the navigation pane, select Public Key Management > Local Key Pairs.

# Click Create. The Create Local Key Pair page opens.

Figure 8 Creating a local key pair

Create Local Key Pair

Name devicea-rsa (1-64 chars)
Algorithm QSA .
Key length 1800 *bits(512-2048)

oK Cancel

# Create an RSA local key pair as follows:
) Enter key pair name devicea-rsa.

) Select the RSA algorithm.

o Enter key length 1800.

# Click OK.

# Select key pair devicea-rsa, and then click Export. The Export Local Key Pair page opens.



Figure 9 Exporting a local host public key

Export Local Key Pair @
Name devicea-rsa
Algorithm RSA
Export format OpenSSH .
Export to @ File Webpage
devicea-rsa *(1-128 chars)

Overwrite existing file

OK Cancel

# Select the OpenSSH export format, export the host public key to a file named devicea-rsa, and

then click OK.

# After the key is exported to file devicea-rsa, transfer the file to the peer device (Device B).

(Details not shown.)

Configuring Device B

# On the top navigation bar, click Objects.

# From the navigation pane, select Public Key Management > Local Key Pairs.
# Click Import. The Import Peer Host Public Key page opens.

# Configure the peer host public key as follows:

) Enter public key name peer-rsa.

) Select the Import peer public key from file import method.

) Select the path of public key file devicea-rsa.

# Click OK.
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Figure 10 Importing the peer host public key from a public key file

Import Peer Host Public Key

Public key name peer-rsa *(1-84 chars)

Import method @) 1mport peer public key from file  Type or copy peer public key

Import file C:\fakepath\devicea-rsa Select file ~

OK Cancel

Verifying the configuration

1. Display information about the local public key on Device A.
# On the top navigation bar, click Objects.
# From the navigation pane, select Public Key Management > Local Key Pairs.

# Click the Details icon for key pair devicea-rsa to open the Key Pair Details page. The

Public key field displays the content of the public key.
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Figure 11 Local host public key information

Key Pair Details

Name devicea-rsa
Algorithm RSA
Key strength 1800 bits

Creation time 2018-09-12 10:27:01

Public key 30820100300D06092A864886F70D01010105000381EE003081EAD281E200AB93
6D13D22B68A4B720261654DBCS060E7BCSFC20EDO443B7CAAT2C56F2005C0E
C042D5B09869EGAT152BB0B8764122799025C4940F 17EAABA3DCH185BA3CO0A
DAEG2E3CBD47DCEF348320715EB6600C927C16156A976D37580FOALCEBI747AF
3BCEDGGB9EGFIB06162FF27EBFBE6C32AFEBGF4A1BARA1533CCRB430DETE3825
1EDG75FEF72201095D949BCCE1BD 3B8FF2CAAE382D8120C8D953ED0CE2C3T5
CEFAE12FE4F4A4CEB1TEBGECTBDB6BASTOF657FCAC3050209B5D158BBF841572

JDD9811B7CA35764A1FE87560DFAD21205501DFD15B4339107F2597D6D6OYECS
8DDES0203010001

Close

Display information about the peer public key configured on Device B.

# On the top navigation bar, click Objects.

# From the navigation pane, select Public Key Management > Peer Public Keys.

# Click the Details icon for public key peer-rsa.
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Figure 12 Peer host public key imported from a public key file

Public Key Information

Public key name peer-rsa

Algorithm
Key strength

Public key

RSA

1800 bits

30820100300006092A864886F70001010105000381EE003081EA0281E200A
B936D13D22B68A4B7202616540BC5060E7BCSFC20EDO443B7CAATICHGF20
05COEC042D5B09869E6AT1S52B80B8Y64122799025C4940F17EAABAIDCE1S5
BAZCODADAEG2EICEDATDCEF348320715EB6600C327C16156A976037580F
A1CB374TAFIBCEDGGEOEGF3806162FF2TEBFRB6CI2ZAFEBEF4A1BABAL533CC
88430DE7638251ED6TSFEF72201D95D949BCCEIBD3BEFF2CAAE3B2D8120C
80953ED0CE2C3THCEFAEL 2FEAFAA4CEBEB1TEBGECTBDEGEBABTORESTFCACINS
D209B5D158BBF8415727DD9811B7C635764A1F887560DFA021205501DFD1
5B4339107F9597D6D69ECIBDDBS0203010001

Close
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SSL decryption configuration examples
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Introduction

The following information provides SSL decryption configuration examples.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedure and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of
SSL decryption.



Restrictions and guidelines

When configuring SSL decryption, make sure the security policies allow the source and destination

security zones to intercommunicate with the Local security zone.
After SSL decryption is configured, the IPS capture action becomes invalid.

SSL decryption supports decrypting HTTPS, SMTPS, IMAPS, and POP3S protocol packets.

Example: Configuring SSL decryption

Network configuration

As shown in Figure 1, the device acts as the security gateway of an enterprise. The device cannot

inspect SSL-encrypted packets (such as HTTPS packets), masking the security threats inside of
the packets. To improve the internal network security, configure SSL decryption on the device to
decrypt HTTPS packets for IPS inspection.

Figure 1 Network diagram

Trust Untrust
GE1/0/1 GE1/0/2
] 1041424 [ 22 201.1.4/24 W
EEE @ J
Host Device Web Server
10.1.1.2/24 5.5.5.5/24

Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.
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Procedure

Assign IP addresses to interfaces:

# On the top navigation bar, click Network.

# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.

# In the dialog box that opens, configure the interface:

a. Select the Trust security zone.

b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this
example, enter 10.1.1.2/24.

C. Use the default settings for other parameters.
d. Click OK.

# Add GE 1/0/2 to the Untrust security zone and set its IP address to 20.1.1.1/24 in the same
way you configure GE 1/0/1.

Configure settings for routing:

This example configures a static route to reach the Web server, and the next hop in the route
is 20.1.1.2.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.

# On the IPv4 Static Routing tab, click Create.

# In the dialog box that opens, configure a static IPv4 route to reach the Web server:
a. Enter destination IP address 5.5.5.0.

b. Enter mask length 24.

C. Enter next hop address 20.1.1.2.

d. Use the default settings for other parameters.

e. Click OK.

Import the trusted SSL decryption certificate:

# On the top navigation bar, click Policies.



# From the navigation pane, select Application Proxy > SSL Decryption Certificates.
# Click Import.

# In the dialog box that opens, configure the following settings, as shown in Figure 2:

a. Select file trust.pem.

b. Enter the password of the file.

C. Set the certificate type to Trusted.

# Click OK.

Figure 2 Importing the trusted SSL decryption certificate

Import SSL Decryption Cerficate @ x
Certificate file C:\fakepathitrust.pem Select file *
Password [ ... *(1-31 chars)
Certificate type @ Trysted Untrusted
oK Cancel

# Import the untrusted SSL decryption certificate in the same way you import the trusted SSL
decryption certificate, as shown in Figure 3.



Figure 3 Importing the untrusted SSL decryption certificate

Import SSL Decryption Cerficate

Certificate file C:\fakepathiuntrust.pem Select file =

Password
............ *(1-31 chars)

Certificate type Trusted @ Untrusted

OK Cancel

Install and trust the trusted SSL decryption certificate on the browser from the internal

network. (Details not shown.)

Configure a proxy policy:

# On the top navigation bar, click Policies.

# From the navigation pane, select Application Proxy > Proxy Policy.
# Click Create.

# In the dialog box that opens, configure a proxy policy:

o Enter policy name policy1.

o Select source security zones Trust and Untrust.

) Select destination security zones Trust and Untrust.

o Select service https.

o Select action SSL-decryption.

o Enable the policy.

o Select Internal client protection as the protection service.

# Click OK. The device performs decryption on HTTPS packets that match the proxy policy.



Figure 4 Creating a proxy policy

Create Proxy Policy

Policy name policy *(1-63 chars)

Src security zones Trust. Untrust - [Edit]

Dst security zones Trust Untrust - [Edit]

Source addresses Select source addresses v  [Edit]

Destination addresses Select destination addresses v [Edit]

User Select or enter users -

Services hitps - [Edit]

Action No-proxy @ SSL-decryption@®  TCP-proxy

Enable policy ® Yes Mo

Protection service ® Internal client protection®  Internal server protection®
OK Cancel

Configure IPS. For more information, see "IPS configuration examples."
Configure security policies:

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Click Create, and then click Create a policy.

# Configure security policy trust-untrust for IPS inspection on the traffic from the internal

network to the external network:

o Enter policy name trust-untrust.
o Select source zone Trust.

o Select destination zone Untrust.
o Select type IPv4.

o Select action Permit.

o Select source IPv4 address 10.1.1.0/24.



o Select IPS profile ips in the Content security area.
o Use the default settings for other parameters.
o Click OK.

# Configure security policy untrust-trust for IPS inspection on the traffic from the external

network to the internal network:

o Enter policy name untrust-trust.
o Select source zone Untrust.
o Select destination zone Trust.

o Select type IPv4.
o Select action Permit.

o Select source IPv4 addresses 10.1.1.0/24.

o Select IPS profile ips in the Content security area.
o Use the default settings for other parameters.
o Click OK.

# Create security policy trust-local to ensure that the device can act as a proxy server to

proxy the traffic from the client to the server:

o Enter policy name trust-local.
o Select source zones Trust and Local.
o Select destination zones Local and Trust.

o Select type IPv4.

o Select action Permit.
o Use the default settings for other parameters.
o Click OK.

# Create security policy untrust-local to ensure that the device can act as a proxy client to

proxy the traffic from the server to the client:

o Enter policy name untrust-local.
o Select source zones Untrust and Local.
o Select destination zones Local and Untrust.

o Select type IPv4.



o Select action Permit.
o Use the default settings for other parameters.
o Click OK.

8.  Activate the configuration.

After you complete the security policy configuration, click Activate to activate security policy

acceleration.

Verifying the configuration

Verify that the device can perform SSL decryption on HTTPS packets, and then perform IPS

inspection on the encrypted packets.
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Introduction

The following information provides configuration examples for MAC address learning through a

Layer 3 device.

Prerequisites

This document is not restricted to specific software or hardware versions. Procedures and
information in the examples might be slightly different depending on the software or hardware

version of the device.

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make

sure you understand the potential impact of every command on your network.



The following information is provided based on the assumption that you have basic knowledge of

the feature of MAC address learning through a Layer 3 device.
Example: Configuring MAC address learning

through a Layer 3 device

Network configuration

As shown in Figure 1, hosts in an internal network are connected to the device through a Layer 3

gateway and the device is connected to the Internet. Configure MAC address learning through a
Layer 3 device to ensure that the device can learn the MAC addresses of the hosts. Configure

security policies to allow only Host A and Host B in the internal network to access the network.

Figure 1 Network diagram

Trust Untrust
Host A Host B
5¢-07-1c—cd-02-06 5c-07-22-3b-03-06
e B
GE1/0M GE1/0M GE1/0/2
' ‘2.2.2.1/24 2222124 R22M 333324
GE1/0/2 J
1149724 Gateway Device

Host C
5¢-07-11-9d-01-06



Software versions used

This configuration example was created and verified on R8560 of the NFNX3-HDB3080 device.

Procedure

Configuring the gateway

1. Assign IP addresses to interfaces and configure routing features to ensure network

reachability. (Details not shown.)

2. Specify SNMPv2 and create a read-only community with the plaintext form name public.

Configuring the device

1. Assign IP addresses to interfaces and add the interfaces to security zones.
# On the top navigation bar, click the Network tab.
# From the navigation pane, select Interface Configuration > Interfaces.
# Click the Edit icon for GE 1/0/1.
# In the dialog box that opens, configure the interface:
a. Select the Trust security zone.

b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this

example, enter 2.2.2.2/24.
Retain the default configuration for the remaining parameters.

c. Click OK.



# Add GE 1/0/2 to the Untrust security zone and set its IP address/mask to 3.3.3.3/24 in the

same way you configure GE 1/0/1.
Configure routing settings.

This example configures a static route. To use dynamic routing, configure dynamic routing

protocols as required.

# On the top navigation bar, click Network.

# From the navigation pane, select Routing > Static Routing.
# Click Create.

# In the dialog box that opens, configure a static route.
a. Enter destination IP address 1.1.1.0.

b. Enter mask length 24.

C. Enter next hop address 2.2.2.1.

d. Retain the default setting for the other parameters.
# Click OK.

Create a Layer 3 device.

# On the top navigation bar, click System.

# From the navigation pane, select Maintenance > MAC Leaning Through L3 Device > L3

Device Access Setting.

# Enable MAC learning through a L3 device and configure the polling interval and idle

timeout for SNMP requests.

# Click Apply.



Figure 2 Enabling MAC learning through a Layer 3 device

MAC learning through L3 device Enable

Polling interval 5 seconds (5-30)
Idle timeout 3 seconds (1-5)
Apply
L3 devices

* Add Delete +_ Refresh
IP address

# In the L3 Devices area, click Add.

# In the dialogue box that opens, enter the Layer 3 device's IP address 2.2.2.1 and

community name public.

# Click OK.

Figure 3 Creating a Layer 3 device

Add L3 Device @ X
SNMP version @ v2c va
IP address 2904 .
Community name public *(1-32 chars)
OK Cancel



Create a MAC address object group groupmac and add MAC addresses of Host A and Host

B to the object group.

# On the top navigation bar, click Objects.

# From the navigation pane, select Object Groups > MAC Address Object Groups.
# Click Create.

# In the dialog box that opens, configure the MAC address object group:

a.  Enter group name groupmac.

b.  Click Add.

C. In the dialog box that opens, select the MAC address type, and then enter Host A's

MAC address 5¢-07-1c-cd-02-06.
d. Click OK.

e. Repeat steps b to d to add Host B's MAC address 5¢-07-22-3b-03-06 to the object
group.

Create a security policy from zone Local to zone Trust to allow the device to access the

gateway.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Click Create.

# In the dialog box that opens, configure a security policy:

o Enter policy name policyl.

o Select source zone Local.

o Select destination zone Trust.
o Select action Permit.

o Select source IPv4 address 2.2.2.0/24.
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o Select destination IPv4 address 2.2.2.0/24.
# Click OK.

6. Create a security policy from zone Trust to zone Untrust to allow Host A and Host B to

access the Internet.

# On the top navigation bar, click Policies.

# From the navigation pane, select Security Policies > Security Policies.
# Click Create.

# In the dialog box that opens, configure a security policy:

) Enter policy name policy?2.

o Select source zone Trust.

o Select destination zone Untrust.

o Select action Permit.

) Select Source IP/MAC address groupmac.
# Click OK.

Verifying the configuration

1. View the ARP entries learned by the device.
# On the top navigation bar, click System.

# From the navigation pane, select Maintenance > MAC Leaning Through L3 Device >

Learned ARP entries.



2.

Figure 4 Learned ARP entries
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	10-IPCAR logs
	IPCAR logs
	Introduction
	Restrictions and guidelines
	Manage IPCAR logs
	Import logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > IPCAR Logs.
	3. Click Import.
	4. In the dialog box that opens, click Yes.
	5. Select a log file, and enter the password for the log file. The password is the one set when the file was exported.

	Export logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > IPCAR Logs.
	3. Click Advanced search.
	4. On the page that opens, specify the search criteria to display the logs to be exported.
	5. Click Export.
	6. On the page that opens, configure the log export settings.
	7. Select one of the following export methods.
	8. Perform one of the following tasks as required:




	11-Sandbox logs
	Sandbox logs
	Introduction
	Restrictions and guidelines
	Appendix


	12-NAT logs
	NAT logs
	Introduction
	Restrictions and guidelines
	Manage NAT logs
	Import logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > NAT Logs.
	3. Click Import.
	4. In the dialog box that opens, click Yes.
	5. Select a log file, and enter the password for the log file. The password was set when the file was exported.

	Export logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > NAT Logs.
	3. Click Advanced search.
	4. On the page that opens, specify the search criteria to display the logs to be exported.
	5. Click Export.
	6. On the page that opens, configure the log export settings.
	7. Select one of the following export methods.
	8. Perform one of the following tasks as required:




	13-SSL VPN user access logs
	SSL VPN user access logs
	Introduction
	Restrictions and guidelines
	Manage SSL VPN user access logs
	Import logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > SSL VPN User Access Logs.
	3. Click Import.
	4. In the dialog box that opens, click Yes.
	5. Select a log file, and enter the password for the log file. The password was set when the file was exported.

	Export logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > SSL VPN User Access Logs.
	3. Click Advanced search.
	4. On the page that opens, specify the search criteria to display the logs to be exported.
	5. Click Export.
	6. On the page that opens, configure the log export settings.
	7. Select one of the following export methods.
	8. Perform one of the following tasks as required:




	14-SSL VPN access resource logs
	SSL VPN access resource logs
	Introduction
	Restrictions and guidelines
	Manage SSL VPN access resource logs
	Import logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > SSL VPN Access Resource Logs.
	3. Click Import.
	4. In the dialog box that opens, click Yes.
	5. Select a log file, and enter the password for the log file. The password was set when the file was exported.

	Export logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > SSL VPN Access Resource Logs.
	3. Click Advanced search.
	4. On the page that opens, specify the search criteria to display the logs to be exported.
	5. Click Export.
	6. On the page that opens, configure the log export settings.
	7. Select one of the following export methods.
	8. Perform one of the following tasks as required:




	15-Terminal status
	Terminal logs
	Introduction
	Terminal identification logs
	Traffic abnormality logs



	16-Load balancing logs
	Load balancing logs
	Introduction
	Inbound link LB logs
	Outbound link LB logs
	Transparent DNS proxy logs



	17-Application audit logs
	Application audit logs
	Introduction
	Restrictions and guidelines
	Configure application audit logs
	Import logs
	1. Click the Monitor tab.
	2. In the navigation pane, select any item under Application Audit Logs.
	3. Click Import.
	4. In the dialog box that opens, click Yes.
	5. Select a log file, and enter the password for the log file. The password was set when the file was exported.

	Export logs
	1. Click the Monitor tab.
	2. In the navigation pane, select any item under Application Audit Logs.
	3. Click Advanced search.
	4. On the page that opens, specify the search criteria to display the logs to be exported.
	5. Click Export.
	6. On the page that opens, configure the log export settings.
	7. Select one of the following export methods.
	8. Perform one of the following tasks as required:




	18-System logs
	System logs
	Introduction
	Restrictions and guidelines
	Manage system logs
	Import logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Device Logs > System Logs.
	3. Click Import.
	4. In the dialog box that opens, click Yes.
	5. Select a log file, and enter the password for the log file. The password was set when the file was exported.

	Export logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Device Logs > System Logs.
	3. Click Advanced search.
	4. On the page that opens, specify the search criteria to display the logs to be exported.
	5. Click Export.
	6. On the page that opens, configure the log export settings.
	7. Select one of the following export methods.
	8. Perform one of the following tasks as required:




	19-Configuration logs
	Configuration logs
	Introduction
	Restrictions and guidelines
	Manage configuration logs
	Import logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Device Logs > Configuration Logs.
	3. Click Import.
	4. In the dialog box that opens, click Yes.
	5. Select a log file, and enter the password for the log file. The password was set when the file was exported.

	Export logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Device Logs > Configuration Logs.
	3. Click Advanced search.
	4. On the page that opens, specify the search criteria to display the logs to be exported.
	5. Click Export.
	6. On the page that opens, configure the log export settings.
	7. Select one of the following export methods.
	8. Perform one of the following tasks as required:




	20-Traffic logs
	Traffic logs
	Introduction
	Restrictions and guidelines
	Manage traffic logs
	Import logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Device Logs > Traffic Logs.
	3. Click Import.
	4. In the dialog box that opens, click Yes.
	5. Select a log file, and enter the password for the log file. The password was set when the file was exported.

	Export logs
	1. Click the Monitor tab.
	2. In the navigation pane, select Device Logs > Traffic Logs.
	3. Click Advanced search.
	4. On the page that opens, specify the search criteria to display the logs to be exported.
	5. Click Export.
	6. On the page that opens, configure the log export settings.
	7. Select one of the following export methods.
	8. Perform one of the following tasks as required:




	21-TopN traffic
	TopN traffic
	Introduction
	TopN users
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. Click a user on the topN users traffic report to view the application usage statistics for the user.
	5. To export the topN users traffic report, click Export report.


	TopN applications
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. Click an application on the topN applications traffic report and select Source address to view the topN source addresses that used the application.
	5. Click an application on the topN applications traffic report and select User to view the topN users for the application.
	6. To export the topN applications traffic report, click Export report.


	TopN source addresses
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. Click a source IP address on the topN source addresses traffic report to view the topN applications accessed by the source IP address.
	5. To export the topN source addresses traffic report, click Export report.


	TopN destination addresses
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. Click a destination IP address on the topN destination addresses traffic report to go to the TopN applications page to view detailed application traffic.
	5. To export the topN destination addresses traffic report, click Export report.


	TopN contexts
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN contexts traffic report, click Export report.





	22-Security policy hit analysis
	Security policy hit analysis
	Introduction
	View policy hit analysis statistics
	1. Click Monitor > Statistics > Security Policy Hit Analysis.
	2. To edit a security policy, click the policy name.
	3. To filter statistics, click Statistics collection settings. On the page that opens, specify the filtering criteria and then click Start.



	23-TopN threats
	TopN threats
	Introduction
	TopN users
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN users threat report, click Export report.


	TopN applications
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN applications threat report, click Export report.


	TopN threat types
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN threat types threat report, click Export report.


	TopN attackers
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. Click an attacker IP address on the topN attackers threat report and select Threat name to view the topN threats launched by the attacker.
	5. Click an attacker IP address on the topN attackers threat report and select Attacked target to view the topN attacked targets for the attacker.
	6. To export the topN attackers threat report, click Export report.


	TopN attacked targets
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. Click an attacked target IP address on the topN attacked targets threat report and select Threat name to view the topN threats targeted at the attacked target.
	5. Click an attacked target IP address on the topN attacked targets threat report and select Attacker to view the topN attackers for the attacked target.
	6. To export the topN attacked targets threat report, click Export report.


	TopN threat names
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. Click a threat on the topN threat names threat report and select Attacker to view the topN attackers for the threat.
	5. Click a threat on the topN threat names threat report and select Attacked target to view the topN attacked target for the threat.
	6. To export the topN threat names threat report, click Export report.





	24-TopN URL filtering statistics
	TopN URL filtering statistics
	Introduction
	TopN users
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN users URL filtering report, click Export report.


	TopN URL categories
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN URL categories URL filtering report, click Export report.


	TopN websites
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN websites URL filtering report, click Export report.


	TopN source addresses
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN source addresses URL filtering report, click Export report.


	TopN destination addresses
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the topN destination addresses URL filtering report, click Export report.





	25-TopN file filtering statistics
	TopN file filtering statistics
	Introduction


	26-Attack defense statistics
	Attack defense statistics
	Introduction
	Attack defense statistics
	Client verification statistics
	Blacklist statistics



	27-Server load balancing statistics
	Server load balancing statistics
	Introduction
	Virtual server statistics
	Server farm statistics
	Real-time statistics
	Trends

	Real server statistics
	Real-time statistics
	Trends

	URL visit statistics
	HTTP protection statistics
	Attack records
	Attack ranking

	Protection logs



	28-Outbound link load balancing statistics
	Outbound link load balancing statistics
	Introduction
	Link statistics
	Link group statistics



	29-Transparent DNS proxy statistics
	Transparent DNS proxy statistics
	Introduction
	DNS server
	DNS server pool



	30-Connection rate ranking
	Connection rate ranking
	Introduction


	31-TopN traffic trends
	TopN traffic trends
	Introduction
	User traffic trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the user-based traffic trend report, click Export report.


	Application category traffic trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the application category-based traffic trend report, click Export report.


	Source IP address trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the source IP address trend report, click Export report.


	Destination IP address trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the destination IP address trend report, click Export report.


	Application traffic trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the application-based traffic trend report, click Export report.


	Context traffic trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the context-based traffic trend report, click Export report.


	Traffic policy traffic trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the traffic policy-based traffic trend report, click Export report.


	Device traffic distribution by volume or rate
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the device traffic distribution by volume or rate report, click Export report.


	Device traffic distribution over time
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the device traffic distribution over time report, click Export report.





	32-Security policy hit trend analysis
	Security policy hit trend analysis
	Introduction
	View security policy hit trends
	1. Click Monitor > Trends > Security Policy Hit Trend.
	2. To filter statistics, click Statistics collection settings. On the page that opens, specify the filtering criteria and then click Start.



	33-TopN threat trends
	TopN threat trends
	Introduction
	User threat trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the user-based threat trend report, click Export report.


	Application threat trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the application-based threat trend report, click Export report.


	Threat type threat trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the threat type-based threat trend report, click Export report.


	Attacker threat trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the attacker-based threat trend report, click Export report.


	Attacked target threat trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the attacked target-based threat trend report, click Export report.


	Threat ID threat trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the threat ID-based threat trend report, click Export report.





	34-TopN URL filtering trends
	TopN URL filtering trends
	Introduction
	User URL filter trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the user-based URL filtering trend report, click Export report.


	URL category URL filter trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the URL category-based URL filtering trend report, click Export report.


	Website URL filter trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the website-based URL filtering trend report, click Export report.


	Source address URL filter trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the source address-based URL filtering trend report, click Export report.


	Destination address URL filter trend
	Procedure
	1. Click Stats conditions in the top left corner of the page.
	2. Configure the statistics collection conditions.
	3. Click Start.
	4. To export the destination address-based URL filtering trend report, click Export report.





	35-TopN file filtering trends
	TopN file filtering trends
	Introduction


	36-Link trend
	Link trend
	Introduction


	37-Routing policy trends
	Routing policy trends
	Introduction


	38-Virtual server trend
	Virtual server trend
	Introduction


	39-Server farm trends
	Server farm trends
	Introduction


	40-Real server trend
	Real server trend
	Introduction


	41-Domain Requested Times Trend
	Domain Requested Times Trend
	Introduction


	42-TopN file filtering trends
	URL visit trends
	Introduction


	43-Online SSL VPN users trend
	Online SSL VPN users trend
	Introduction
	View online SSL VPN users trend
	1. Click the Monitor tab.
	2. In the navigation pane, select Trends > Online SSL VPN Users Trend.
	3. Click Statistics conditions, select a statistics time range in the Date and time section, and then click Start statistics.



	44-Botnet analysis
	Botnet analysis
	Introduction


	45-Asset security
	Asset security
	Introduction
	Restrictions and guidelines
	Configure asset security
	1. Click the Monitor tab.
	2. In the navigation pane, select Asset Security.
	3. To view the detailed security analysis report for a single host, click the host name in the table.

	Appendix


	46-Threat case management
	Threat case management
	Introduction
	1. Click the Monitor tab.
	2. In the navigation pane, select Security Logs > Threat Logs. Select the target logs, and then click Add to alarm resource pool.
	3. In the navigation pane, select Threat Case Management. Click the Alarm Resource Pool tab to view logs for threat analysis.
	4. To add logs to a case, select the target logs, and click Add to case to add the selected logs to a case.



	47-Report settings
	Report settings
	Introduction


	48-Session list
	Session list
	Introduction
	Restrictions and guidelines


	49-LB session information
	LB session information
	Introduction


	50-User information center
	User information center
	Introduction


	51-DNS cache information
	DNS cache information
	Introduction


	52-IPv4 online users
	IPv4 online users
	Introduction


	53-IPv6 online users
	IPv6 online users
	Introduction


	54-MAC authentication online users
	MAC authentication online users
	Introduction
	1. Enable MAC authentication globally and on the user's access interface on the Network > Security Access > MAC Access > MAC Authentication page.
	2. The user accesses the interface and passes MAC authentication successfully.



	55-Terminal status
	Terminal status
	Introduction
	Terminal heat map
	Terminal information

	Restrictions and guidelines



	04-Policies
	01-Security policy
	Security policy
	Introduction
	Security policy name
	Security policy filtering criteria
	Security policy matching order
	Policy matching acceleration
	Security policy group
	Import and export

	Restrictions and guidelines
	Restrictions and guidelines: Security policies
	Restrictions and guidelines: Security policy groups
	Restrictions and guidelines: Import and export

	Configure security policies
	Create a security policy
	1. Select Policies > Security Policies > Security Policies.
	2. Click Create and then select Create a policy.
	3. Create a security policy.
	4. Click OK.
	5. For the security policy to take effect immediately, click Activate.

	Insert a security policy
	1. Select Policies > Security Policies > Security Policies.
	2. To insert a security policy to the place before or after all existing security policies, click Insert and select First or Last. To insert a security policy to the place before or after a specific policy, select the target policy, click Insert, and ...
	3. Configure the policy to be inserted and then click OK. For more information, see Table 1.
	4. For the security policy to take effect immediately, click Activate.

	Create a security policy group
	1. Select Policies > Security Policies > Security Policies.
	2. Click Create and then select Create a policy group.
	3. Create a security policy group.
	4. Click OK.




	02-Security policy redundancy analysis
	Security policy redundancy analysis
	Introduction
	Restrictions and guidelines
	Perform redundancy analysis
	1. Select Policies > Security Policies > Redundancy Analysis.
	2. Click Start to start a redundancy analysis.
	3. Modify or delete redundant security policies.



	03-Security policy hit analysis
	Security policy hit analysis
	Introduction
	Restrictions and guidelines
	Perform policy hit analysis
	1. Select Policies > Security Policies > Policy Hit Analysis.
	2. View, modify, or delete security policies that have not matched any packets.
	3. After policy modification or deletion, click Activate to have the security policy configurations take effect immediately.



	04-Security policy optimization
	Security policy optimization
	Introduction
	About policy optimization
	Operating mechanism
	1. Identifies application information in the permitted traffic.
	2. Compares the configured content security settings with the recommended settings in the application signature database. The database contains information about the recommended content security settings for each application.
	3. Evaluates the security condition of the security policies based on the comparison result.

	Optimization methods

	Restrictions and guidelines
	Perform policy optimization
	Prerequisites
	Automatic batch optimization
	1. Click Policies > Security Policies > Policy Optimization.
	2. Click Auto batch optimization to start an automatic batch optimization.

	Manual policy optimization
	1. Click Policies > Security Policies > Policy Optimization.
	2. Click the button in the Action field for the security policy to be modified.
	3. In the window that opens, change content security settings as needed.
	4. Click OK.




	05-Attack defense
	Attack defense
	Introduction
	Attack defense policy
	Scanning attack detection and prevention
	Flood attack detection and prevention
	1. Monitors the packet sending rate in the network.
	2. Calculates the global threshold based on the peak rate learned within the threshold learning duration.

	Single-packet attack detection and prevention
	Attack detection exemption

	Client verification
	TCP client verification
	1. After receiving a SYN packet destined for a protected server, the TCP proxy sends back a SYN ACK packet with an invalid sequence number.
	2. If the TCP proxy receives an RST packet from the client, the client is verified as legitimate.
	3. The TCP proxy adds the client's IP address to the trusted IP list. The client initiates the connection again and the TCP proxy directly forwards the TCP packets to the server.
	1. After receiving a SYN packet from a client to a protected server, the TCP proxy sends back a SYN ACK packet with the window size 0. If the client responds with an ACK packet, the client is verified as legitimate. The proxy device establishes a TCP ...
	2. The TCP proxy device establishes a connection with the server through a new three-way handshake that has a different window size. This connection uses a different sequence number from the connection between the client and proxy device.

	DNS client verification
	1. Upon receiving a UDP DNS query destined for a protected server, the DNS client authenticator responds with a DNS truncate (TC) packet. The DNS truncate packet requires the client to initiate a query in a TCP packet.
	2. When the authenticator receives a DNS query in a TCP SYN packet to port 53 from the client, the authenticator responds with a SYN-ACK packet that contains an incorrect sequence number.
	3. When the authenticator receives a RST packet from the client, the authenticator verifies the client as legitimate.
	4. The authenticator adds the client's IP address to the trusted IP list and forwards the trusted client's subsequent packets to the server.

	DNS reply source verification
	1. Upon receiving a UDP DNS reply destined for a protected client, the DNS reply authenticator sends back a DNS query packet with the locally generated query ID and port number.
	2. After receiving the DNS query, a valid DNS server responds with a DNS reply that contains a new query ID and destination port.
	3. The DNS reply authenticator verifies the query ID and destination port in the reply. If the query ID and destination port are the same as the query ID and port number the authenticator has sent, the DNS server passes verification. The authenticator...

	HTTP client verification
	1. Upon receiving a SYN packet destined for a protected HTTP server, the HTTP client authenticator performs TCP client verification in SYN cookie mode. If the client passes the TCP client verification, a TCP connection is established between the clien...
	2. When the authenticator receives an HTTP GET packet from the client, it performs the first redirect verification. The authenticator records the client information and responds with an HTTP Redirect packet. The HTTP Redirect packet contains a redirec...
	3. After receiving the HTTP Redirect packet, the client terminates the TCP connection and then establishes a new TCP connection with the authenticator.
	4. When the authenticator receives the HTTP GET packet, it performs the second redirection verification. The authenticator verifies the following information:
	5. If the client passes the second redirection verification, the authenticator adds its IP address to the trusted IP list, and responds a Redirect packet. The Redirect packet contains the URI that the client originally carried and requires the client ...
	6. The authenticator directly forwards the trusted client's subsequent packets to the server.
	1. Upon receiving a SYN packet destined for a protected HTTP server, the HTTP client authenticator performs TCP client verification in SYN Cookie mode. If the client passes the TCP client verification, a TCP connection is established between the clien...
	2. When the authenticator receives an HTTP POST request from the client, it performs the redirect verification. The authenticator records the client information and responds with an HTTP Redirect packet. The HTTP Redirect packet contains a redirect UR...
	3. After receiving the HTTP Redirect packet, the client terminates the TCP connection and then establishes a new TCP connection with the authenticator.
	4. When the authenticator receives the HTTP POST request, it performs the timeout verification. The authenticator verifies the following information:
	5. If the client passes the timeout verification, the authenticator adds its IP address to the trusted IP list, and responds with an HTTP Timeout packet. The Timeout packet contains the URI that the client originally carried and requires the client to...
	6. The authenticator directly forwards the trusted client's subsequent packets to the server.

	SIP client verification
	1. Upon receiving a UDP INVITE packet destined for a protected server, the SIP client authenticator sends back an OPTIONS packet with a branch value.
	2. After receiving the OPTIONS packet, the client sends a reply to the SIP client authenticator.
	3. When receiving the reply, the SIP client authenticator verifies the branch value in the reply. If the branch value in the reply packet is the same as the branch value in the OPTIONS packets that the SIP client authenticator has sent, the client pas...


	Blacklist
	Whitelist

	Restrictions and guidelines
	Configure attack defense and prevention
	Configure an attack defense policy
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Attack Defense Policies.
	3. Click Create.
	4. Create an attack defense policy.
	5. Click OK.


	Configure protected IP addresses
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Protected IP Addresses.
	3. Click Create.
	4. Configure protected IP addresses.
	5. Click OK.


	Configure the blacklist feature
	Configure the IP blacklist
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Blacklist.
	3. Click Create.
	4. Add an IP blacklist entry.
	5. Click OK. The IP Blacklist page displays the newly added IP blacklist.
	6. Click Enable globally. The IP blacklist takes effect on all security zones.

	Configure the address object group blacklist
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Blacklist.
	3. Click the Address Object Group Blacklist tab.
	4. Click Add.
	5. Add an address object group blacklist entry.
	6. Click OK. The Address Object Group Blacklist page displays the newly added address object group blacklist.
	7. Click Enable globally. The address object group blacklist takes effect on all security zones.


	Configure the whitelist
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Whitelist.
	3. Click Create.
	4. Add an address object group to the whitelist.
	5. Click OK.


	Configure security zone settings
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Security Zone Settings.
	3. Enable the client verification, blacklist, or whitelist feature on a security zone.
	4. Click Apply.





	06-Risk analysis
	Risk analysis
	Introduction
	Configure risk analysis
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Risk Analysis.
	3. Select an address type. Options are IPv4 and IPv6.
	4. Configure an IP address range.
	5. Select or enter TCP port numbers.
	6. Select or enter UDP port numbers.
	7. Click Scan.
	8. Click OK when the device finishes the scan task.
	9. To view risk analysis results, select one or more entries in the Scanning records area, and then click Search.



	07-Blacklist
	Blacklist
	Introduction
	Configure the blacklist
	Configure the IP blacklist
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Blacklist.
	3. Click Create.
	4. Add an IP blacklist entry.
	5. Click OK. The IP Blacklist page displays the newly added IP blacklist.
	6. Click Enable globally. The IP blacklist takes effect on all security zones.

	Configure the address object group blacklist
	1. Click the Policies tab.
	2. In the navigation pane, select Attack Defense > Blacklist.
	3. Click the Address Object Group Blacklist tab.
	4. Click Add.
	5. Add an address object group blacklist entry.
	6. Click OK. The Address Object Group Blacklist page displays the newly added address object group blacklist.
	7. Click Enable globally. The address object group blacklist takes effect on all security zones.




	08-Connection limit
	Connection limit
	Introduction
	Connection limit policies
	Connection limit rules

	Restrictions and guidelines
	Configure connection limit


	09-uRPF
	uRPF
	Introduction
	uRPF check modes
	Strict uRPF check
	Loose uRPF check

	uRPF extended functions
	Using the default route in uRPF check
	Link layer check (only supported by IPv4 uRPF)
	Using an ACL for uRPF check exemption

	uRPF operation
	IPv4 uRPF operation
	2. uRPF checks address validity:
	3. uRPF checks whether the source address matches a unicast route:
	4. uRPF checks whether the matching route is to the host itself:
	5. uRPF checks whether the matching route is a default route:
	6. uRPF checks whether the receiving interface matches the output interface of the matching FIB entry:
	7. uRPF checks whether link layer check is configured:
	8. uRPF checks whether the packet is permitted by the ACL:

	IPv6 uRPF operation
	2. IPv6 uRPF checks whether the received packet carries a multicast destination address:
	3. IPv6 uRPF checks whether the source address matches a unicast route:
	4. IPv6 uRPF checks whether the matching route is to the host itself:
	5. IPv6 uRPF checks whether the receiving interface matches the output interface of the matching FIB entry:
	6. IPv6 uRPF checks whether the matching route is a default route:
	7. IPv6 uRPF checks whether the packet is permitted by the IPv6 ACL:


	uRPF network application

	Restrictions and guidelines
	Configure uRPF
	Configure IPv4 uRPF
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Attack defense > uRPF > IPv4 uRPF.
	3. Click Create.
	4. Configure IPv4 uRPF.
	5. Click OK.


	Configure IPv6 uRPF
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Attack defense > uRPF > IPv6 uRPF.
	3. Click Create.
	4. Configure IPv6 uRPF.
	5. Click OK.





	10-IPCAR
	IPCAR
	Introduction
	Configure IPCAR


	11-NAT
	NAT
	Introduction
	Dynamic NAT
	NAT Server
	Static NAT
	NAT444
	Static NAT444
	1. Divides the port range by the port block size to get the number of available port blocks for each public IP address.
	2. Sorts the port blocks in ascending order of the start port number in each block.
	3. Sorts the private IP addresses and the public IP addresses separately in ascending order.
	4. Maps the first base number of private IP addresses to the first public IP address and its port blocks in ascending order.

	Dynamic NAT444
	1. Uses ACLs to implement translation control. It processes only packets that match an ACL permit rule.
	2. Creates a mapping from the internal user's private IP address to a public IP address and a port block.
	3. Translates the private IP address to the public IP address, and the source ports to ports in the selected port block for subsequent connections from the private IP address.
	4. Withdraws the port block and deletes the dynamic port block mapping when all connections from the private IP address are disconnected.


	NAT advanced settings
	PAT mapping modes
	NAT DNS mappings
	NAT hairpin
	NAT global settings


	Restrictions and guidelines
	General restrictions and guidelines
	a. NAT Server.
	b. Static NAT.
	c. NAT444 static port block mapping.
	d. Dynamic NAT.

	Restrictions and guidelines: Dynamic NAT
	Restrictions and guidelines: Static NAT
	Restrictions and guidelines: NAT Server

	Configure NAT
	Configure dynamic NAT
	Procedure
	1. (Optional.) Create a NAT address group.
	a. Click the Objects tab.
	b. In the navigation pane, select Object Groups > NAT Address Groups.
	c. Click Create.
	d. Create a NAT address group as shown in Table 2.
	e. Click OK.

	2. Configure ACL-based dynamic NAT.
	a. Click the Policies tab.
	b. In the navigation pane, select Interface NAT > IPv4 > Dynamic NAT.
	c. Click the Outbound Dynamic NAT (ACL-Based) tab.
	d. Click Create.
	e. Create an ACL-based outbound dynamic NAT rule, as shown in Table 3.
	f. Click OK.

	3. Configure object group-based dynamic NAT.
	a. Click the Policies tab.
	b. In the navigation pane, select Interface NAT > IPv4 > Dynamic NAT.
	c. Click the Outbound Dynamic NAT (Object Group-Based) tab.
	d. Click Create.
	e. Create an object group-based outbound dynamic NAT rule, as shown in Table 4.
	f. Click OK.



	Configure NAT Server
	Procedure
	1. (Optional.) Create a server group.
	a. Click the Policies tab.
	b. In the navigation pane, select Interface NAT > IPv4 > NAT Servers > NAT Server Groups.
	c. Click Create.
	d. Create a server group.
	e. Click OK.

	2. Configure a NAT server rule.
	a. Click the Policies tab.
	b. In the navigation pane, select Interface NAT > IPv4 > NAT Servers > Policy Configuration.
	c. Click Create.
	d. Create a NAT server rule, as shown in Table 5.
	e. Click OK.



	Configure static NAT
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Interface NAT > IPv4 > Static NAT > Policy Configuration.
	3. Click Create.
	4. Create a static NAT mapping.
	5. Click OK.
	6. Click the Policies tab.
	7. In the navigation pane, select Interface NAT > IPv4 > Static NAT > Apply Policy.
	8. Select one or multiple interfaces.
	9. Click Enable.


	Configure static NAT444
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Interface NAT > IPv4 > Static NAT444.
	3. Click Create.
	4. Select an interface.
	5. Select or create a port block group.
	6. Click OK.


	Configure advanced NAT settings
	Configure NAT DNS mappings
	1. Click the Policies tab.
	2. In the navigation pane, select Interface NAT > IPv4.
	3. Click the NAT DNS Mappings tab.
	4. Click Create to add a new mapping entry for a domain name to the internal server.
	5. Click OK.

	Configure NAT Hairpin
	1. Click the Policies tab.
	2. In the navigation pane, select Interface NAT > IPv4.
	3. Click the NAT Hairpin tab.
	4. Select an interface.
	5. Click Enable to enable NAT Hairpin on the selected interface.

	Configure general settings
	1. Click the Policies tab.
	2. In the navigation pane, select Interface NAT > IPv4.
	3. Click the General Settings tab.
	4. Select Nat session reconstruction under double exists.
	5. Click Apply to enable NAT session reconstruction under double exists.

	Configure PAT mode
	1. Click the Policies tab.
	2. In the navigation pane, select Interface NAT > IPv4.
	3. Click the General Settings tab.
	4. Select a PAT mapping mode. Options include APDM and EIM.
	5. Click Apply.
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	Policy-based NAT
	Introduction
	Restrictions and guidelines
	Configure policy-based NAT
	Configuration flowchart
	Configure a policy-based NAT44 rule
	Procedure
	1. (Optional.) Create a security zone. (Details not shown.)
	2. (Optional.) Create an address object group. (Details not shown.)
	3. (Optional.) Create a service object group. (Details not shown.)
	4. (Optional.) Create a NAT address group.
	a. Click the Objects tab.
	b. In the navigation pane, select Object Groups > NAT Address Groups.
	c. Click Create.
	d. Create a NAT address group.
	e. Click OK.

	5. Create a policy-based NAT44 rule.
	a. Click the Policies tab.
	b. In the navigation pane, select Policy-Based NAT.
	c. Click Create.
	d. Create a policy-based NAT rule, and select the rule type as NAT44.
	e. Click OK.



	Configure a policy-based NAT64 rule
	Procedure
	1. (Optional.) Create a security zone. (Details not shown.)
	2. (Optional.) Create an address object group. (Details not shown.)
	3. (Optional.) Create a service object group. (Details not shown.)
	4. Create a policy-based NAT64 rule.
	a. Click the Policies tab.
	b. In the navigation pane, select Policy-Based NAT.
	c. Click Create.
	d. Create a policy-based NAT rule, and select the rule type as NAT64.
	e. Click OK.



	Configure a policy-based NAT66 rule
	Procedure
	Procedure
	1. (Optional.) Create a security zone. (Details not shown.)
	2. (Optional.) Create an address object group. (Details not shown.)
	3. (Optional.) Create a service object group. (Details not shown.)
	4. Create a policy-based NAT66 rule.
	a. Click the Policies tab.
	b. In the navigation pane, select Policy-Based NAT.
	c. Click Create.
	d. Create a policy-based NAT rule, and select the rule type as NAT66.
	e. Click OK.






	13-NAT66
	NAT66
	Introduction
	NAT66 prefix translation

	Restrictions and guidelines
	Restrictions and guidelines: NAT66 prefix translation

	Configure NAT66
	Configure NAT66 prefix translation
	1. Click the Policies tab.
	2. In the navigation pane, select Interface NAT > IPv6 > NAT66 Prefix Translation.
	3. Click Create.
	4. Configure a NAT66 prefix translation rule as shown in Table 1.
	5. Click OK.




	14-PAT translation mode
	PAT translation mode
	Introduction


	15-Application audit
	Application audit
	Introduction
	Basic concepts
	Application behaviors
	Behavior contents

	Application audit process
	Application audit policy
	Policy types
	Policy matching

	Match criteria
	Audit rule

	Restrictions and guidelines
	Configure application audit
	Configure a keyword group
	1. Select Policies > Application Audit > Keyword Groups.
	2. Click Create in the Keyword Group page.
	3. Create a keyword group.
	4. Click OK. The new keyword group appears in the Keyword Group page.

	Configure an application audit policy
	1. Select Policies > Application Audit > Audit Policies.
	2. Click Create in the Audit Policy page.
	3. Create an application audit policy.
	4. Click OK. The new application audit policy appears in the Audit Policy page.
	5. To make the new application audit policy take effect immediately, click the Submit button. By default, a new audit policy takes effect 40 seconds after it is created.




	16-Bandwidth management
	Bandwidth management
	Introduction
	Bandwidth management process
	2. If a packet matches a traffic policy, the interface processes the packet according to the traffic profile (if any) specified for the traffic policy.
	3. The traffic profile processes the packet according to its settings.
	4. The packet is limited by the interface bandwidth of the output interface.

	Traffic rule
	Traffic profile

	Restrictions and guidelines
	Configure bandwidth management
	Configure a traffic profile
	1. Select Policies > Bandwidth Management > Traffic Profiles.
	2. Click Create on the Traffic Profile tab.
	3. Create a traffic profile.
	4. Click OK. The new traffic profile appears on the Traffic Profile page.

	Configure a traffic policy
	1. Select Policies > Bandwidth Management > Traffic Policies.
	2. Click Create on the Traffic Policy page.
	3. Create a traffic policy.
	4. Click OK. The new traffic policy appears on the Traffic Policy page.
	5. To perform bandwidth management on traffic of Layer 3 protocols and upper layer protocols, enable All-OSI-layer protocol flow control at the upper right corner of the page. By default, bandwidth management is performed on traffic of Layer 4 protoco...

	Configure interface bandwidth
	1. Select Policies > Bandwidth Management > Interface Bandwidth.
	2. Click Create on the Interface Bandwidth List page.
	3. Create an interface bandwidth entry.
	4. Click OK. The new interface bandwidth entry appears on the Interface Bandwidth List page.
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	Load balancing common configuration
	Configure common settings
	Configure a link
	Procedure
	1. Select Policies > Load Balancing > Common Configuration > Links.
	2. Click Create on the Link page.
	3. Create a link.
	4. Click OK. The new link appears on the Link page.


	Configure a sticky group
	Procedure
	1. Select Policies > Load Balancing > Common Configuration > Sticky Groups.
	2. Click Create on the Sticky Group page.
	3. Create a sticky group.
	4. Click OK. The new sticky group appears on the Sticky Group page.


	Configure an SNAT address pool
	Procedure
	1. Select Policies > Load Balancing > Common Configuration > SNAT Address Pools.
	2. Click Create on the SNAT Address Pool page.
	3. Create an SNAT address pool.
	4. Click OK. The new SNAT address pool appears on the SNAT Address Pool page.


	Configure proximity
	Procedure
	1. Select Policies > Load Balancing > Common Configuration > Proximity.
	2. Click Create on the Proximity Parameter page.
	3. Create a proximity parameter.
	4. Click OK. The new proximity parameter appears on the Proximity Parameter page.
	5. Click Create on the Proximity Probe Template page.
	6. Create a proximity probe template.
	7. Click OK. The new proximity probe template appears on the Proximity Probe Template page.


	Configure ISP information
	Procedure
	1. Select Policies > Load Balancing > Common Configuration > ISP.
	2. Import an ISP file on the ISP page.
	a. Click Select, and select the file to be imported.
	b. Click Import. The imported file appears in the ISP list.

	3. Manually configure ISP information.
	a. Click Create.
	b. Click OK. The ISP information appears in the ISP list.

	4. Configure ISP auto update on the Auto update page.
	a. Enable ISP auto update and configure ISP auto update parameters.
	b. Click Apply to save and apply the configuration.



	Configure a region
	Procedure
	1. Select Policies > Load Balancing > Common Configuration > Regions.
	2. Click Create on the Region page.
	3. Create a region.
	4. Click OK. The new region appears on the Region page.


	Advanced configuration



	18-Server load balancing
	Server load balancing
	Introduction
	Deployment modes
	NAT-mode server load balancing
	Indirect-mode server load balancing

	Relationship between the main configuration items

	Configure server load balancing
	Configure health monitoring (optional)
	Configure an SNAT address pool (optional)
	Configure ALG (optional)
	Configure a server farm
	Procedure
	1. Select Policies > Load Balancing > Server Load Balancing > Server Farms.
	2. Click Create.
	3. Create a server farm.
	4. Click OK. The new server farm appears on the Server Farm page.


	Configure a real server
	Procedure
	1. Select Policies > Load Balancing > Server Load Balancing > Real Servers.
	2. Click Create.
	3. Create a real server.
	4. Click OK. The new real server appears on the Real Server page.


	Configure a sticky group (optional)
	Configure an LB policy (optional)
	Configure a class
	1. Select Policies > Load Balancing > Server Load Balancing > Advanced Policies > Class.
	2. Click Create.
	3. Create a class.
	4. Click OK. The new class appears on the Class page.

	Configure an action
	1. Select Policies > Load Balancing > Server Load Balancing > Advanced Policies > Action.
	2. Click Create.
	3. Create an action.
	4. Click OK. The new action appears on the Action page.

	Configure an LB policy
	1. Select Policies > Load Balancing > Server Load Balancing > Advanced Policies > Load Balancing Policy.
	2. Click Create.
	3. Create an LB policy.
	4. Click OK. The new LB policy appears on the Load Balancing Policy page.


	Configure a connection limit policy (optional)
	Procedure
	1. Select Policies > Load Balancing > Server Load Balancing > Advanced Policies > Connection Limit Policy.
	2. Click Create.
	3. Create a connection limit policy.
	4. Click OK. The new connection limit policy appears on the Connection Limit Policy page.


	Configure a protection policy (optional)
	Procedure
	1. Select Policies > Load Balancing > Server Load Balancing > Advanced Policies > Protection Policy.
	2. Click Create.
	3. Create a protection policy.
	4. Click OK. The new protection policy appears on the Protection Policy page.


	Configure a parameter profile (optional)
	Procedure
	1. Select Policies > Load Balancing > Server Load Balancing > Parameter Profiles.
	2. Click Create.
	3. Create a parameter profile.
	4. Click OK. The new parameter profile appears on the Parameter Profile page.


	Configure an intelligent probe template (optional)
	Procedure
	1. Select Policies > Load Balancing > Server Load Balancing > Probe Templates.
	2. Click Create.
	3. Create an intelligent probe template.
	4. Click OK. The new intelligent probe template appears on the Probe Templates page.


	Configure a global SNAT policy (optional)
	Procedure
	1. Select Policies > Load Balancing > Server Load Balancing > Global SNAT Policies.
	2. Click Create.
	3. Create a global SNAT policy.
	4. Click OK. The new global SNAT policy appears on the Global SNAT Policy page.


	Configure a virtual server
	Procedure
	1. Select Policies > Load Balancing > Server Load Balancing > Virtual Servers.
	2. Click Create.
	3. Create a virtual server.
	4. Click OK. The new virtual server appears on the Virtual Server page.
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	Outbound link load balancing
	Introduction
	How it works
	Relationship among configuration items

	Configure outbound link load balancing
	Configure health monitoring (optional)
	Configure proximity (optional)
	Configure a sticky group (optional)
	Configure ISP information
	Configure ALG
	Configure a class
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > Outbound Link Load Balancing > Class.
	2.
	3. Click Create on the Class page.
	4. Create a class.
	5. Click OK. The new class appears on the Class page.


	Configure a link
	Configure a link group
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > Outbound Link Load Balancing > Link Groups.
	2.
	3. Click Create on the Link Group page.
	4. Create a link group.
	5. Click OK. The new link group appears in the Link Group page.


	Configure a routing policy
	Common procedure
	1. Select Policies > Load Balancing > Link Load Balancing > Outbound Link Load Balancing > IPv4/IPv6 Routing Policy.
	2.
	3. On the IPv4/IPv6 Routing Policy page, configure the common settings.

	Procedure for configuring an IPv4/IPv6 routing policy
	1. Select Policies > Load Balancing > Link Load Balancing > DNS Proxy > IPv4/IPv6 Routing Policy.
	2.
	3. Click Create on the IPv4/IPv6 Routing Policy page.
	4. Create an IPv4/IPv6 routing policy.
	5. Click OK. The new routing policy appears on the IPv4/IPv6 Routing Policy page.
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	Inbound link load balancing
	Introduction
	How it works
	Workflow on the device

	Restrictions and guidelines
	Configure inbound link load balancing
	Configure health monitoring (optional)
	Configure proximity (optional)
	Configure ISP information (optional)
	Configure a region (optional)
	Configure a forward DNS zone (optional)
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > Inbound Link Load Balancing > Forward DNS Zone.
	2. Click Create on the Forward DNS Zone page.
	3. Create a forward DNS zone.
	4. Click OK. The forward DNS zone appears on the Forward DNS Zone page.


	Configure a reverse DNS zone (optional)
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > Inbound Link Load Balancing > Reverse DNS Zone.
	2. Click Create on the Reverse DNS Zone page.
	3. Create a reverse DNS zone.
	4. Click OK. The reverse DNS zone appears on the Reverse DNS Zone page.


	Configure a link
	Configure a DNS mapping
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > Inbound Link Load Balancing > DNS Mapping.
	2. Click Create on the DNS Mapping page.
	3. Create a DNS mapping.
	4. Click OK. The new DNS mapping appears on the DNS Mapping page.


	Configure static proximity
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > Inbound Link Load Balancing > Static Proximity.
	2. Click Create on the Static Proximity page.
	3. Create a static proximity policy.
	4. Click OK. The new static proximity policy appears on the Static Proximity page.


	Configure a DNS listener
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > Inbound Link Load Balancing > DNS Listener.
	2. Click Create on the DNS Listener page.
	3. Create a DNS listener.
	4. Click OK. The new DNS listener appears on the DNS Listener page.
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	Transparent DNS proxy
	Introduction
	Transparent DNS proxy workflow
	1. Finds the DNS server pool associated with the transparent DNS proxy.
	2. Selects a DNS server to service the DNS request according to the scheduling algorithm of the associated DNS server pool.


	Configure transparent DNS proxy
	Configure health monitoring (optional)
	Configure a sticky group (optional)
	Configure a class
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > DNS Proxy > Class.
	2. Click Create on the Class page.
	3. Create a class.
	4. Click OK. The new class appears on the Class page.


	Configure a link
	Configure a DNS server
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > DNS Proxy > DNS Server.
	2. Click Create on the DNS Server page.
	3. Create a DNS server.
	4. Click OK. The new DNS server appears on the DNS Server page.


	Configure a DNS server pool
	Procedure
	1. Select Policies > Load Balancing > Link Load Balancing > DNS Proxy > DNS Server Pool.
	2. Click Create on the DNS Server Pool page.
	3. Create a DNS server pool.
	4. Click OK. The new DNS server pool appears on the DNS Server Pool page.


	Configure a proxy policy
	Common procedure
	1. Select Policies > Load Balancing > Link Load Balancing > DNS Proxy > IPv4/IPv6 Proxy Policy.
	2. On the IPv4/IPv6 Proxy Policy page, configure the common settings.

	Procedure for configuring an IPv4/IPv6 proxy policy
	1. Select Policies > Load Balancing > Link Load Balancing > DNS Proxy > IPv4/IPv6 Proxy Policy.
	2. Click Create on the IPv4/IPv6 Proxy Policy page.
	3. Create an IPv4/IPv6 proxy policy.
	4. Click OK. The new proxy policy appears on the IPv4/IPv6 Proxy Policy page.
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	NetShare control
	Introduction
	Basic concepts
	Max terminals per IP
	Freeze and unfreeze
	NetShare list

	NetShare detection methods
	NetShare control mechanism
	1. Determines if the NetShare policy is enabled.
	2. Determines if the source IP address of the packet is frozen,
	3. Compares the packet with the filters in the NetShare policy to determine if the packet matches the policy.
	4. Determines if the source IP address of the packet is shared by multiple terminals:


	Restrictions and guidelines
	Configure NetShare control
	Configure a NetShare policy
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select NetShare Control > NetShare Policy.
	3. Create a NetShare policy.
	4. Click OK.
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	Server connection detection
	Introduction
	Configure SCD
	Configure SCD learning
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Server Connection Detection.
	3. Click the SCD Learning tab.
	4. Enter the IP addresses of the servers for server-initiated connection learning and set the learning period.
	5. Click Start.
	6. To set a server-initiated connection as a legal connection, select the connection and click Create SCD rule.


	Configure an SCD policy
	Procedure
	1. Click the Policies tab.
	2. In the navigation pane, select Server Connection Detection.
	3. Click the SCD Policy tab.
	4. Click Create.
	5. Create an SCD policy.
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	Application proxy
	Introduction
	Filtering criteria in a proxy policy
	Matching order of proxy policies
	Proxy policy actions
	Whitelist
	Predefined whitelist
	User-defined whitelist

	Protection services of the SSL decryption
	SSL certificates
	SSL decryption certificates
	Internal server certificates
	1. The device receives an internal server certificate and calculates the MD5 value of the certificate.
	2. The device compares the calculated MD5 value with the MD5 value of the imported internal server certificate:



	Restrictions and guidelines
	Configure application proxy
	Configure a proxy policy
	1. Click the Policies tab.
	2. In the navigation pane, select Application Proxy > Proxy Policy.
	3. Click Create.
	4. Create a proxy policy.
	5. Click OK.

	Configure the whitelist
	Create a user-defined whitelist entry
	1. Click the Policies tab.
	2. In the navigation pane, select Application Proxy > Whitelist.
	3. Click Create.
	4. Enter the hostname of a server and click OK.

	Enable or disable predefined whitelist entries
	1. Click the Policies tab.
	2. In the navigation pane, select Application Proxy > Whitelist.
	3. Click Predefined Whitelist.
	4. To enable a Chrome-HSTS whitelist entry:
	a. Click Turn on Chrome-HSTS whitelist switch.
	b. Select the Enable option for the Chrome-HSTS whitelist entry you want to enable.

	5. To enable a non-Chrome-HSTS whitelist entry, select the Enable option for the entry.
	6. To disable all Chrome-HSTS whitelist entries, click Turn off Chrome-HSTS whitelist switch.
	7. Click Submit to activate the configuration.


	Import SSL decryption certificate
	1. Click the Policies tab.
	2. In the navigation pane, select Application Proxy > SSL Certificates.
	3. On the SSL Decryption Certificates tab, click Import.
	4. Configure the items for importing an SSL decryption certificate.
	5. Click OK.

	Import internal server certificates
	1. Click the Policies tab.
	2. In the navigation pane, select Application Proxy > SSL Certificates.
	3. Click the Internal Server Certificates tab.
	4. Click Import.
	5. Configure the items for importing an internal server certificate.
	6. Click OK.
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	Trusted API proxies
	Introduction
	Configure a trusted API proxy
	1. Click the Policies tab.
	2. In the navigation pane, select Zero Trust > Trusted API Proxies.
	3. Click Create.
	4. Configure the trusted API proxy parameters.
	5. Click OK.



	26-Trusted application proxies
	Trusted application proxies
	Introduction
	Configure a trusted application proxy
	1. Click the Policies tab.
	2. In the navigation pane, select Zero Trust > Trusted App Proxies.
	3. Click Create.
	4. Configure the trusted application proxy parameters.
	5. Click OK.



	27-AFT
	AFT
	Introduction
	NAT64 prefix
	AFT translation methods
	NO-PAT
	PAT
	1. When an IPv6 host first initiates a connection to the IPv4 network, it creates a mapping from the host's IPv6 address to an IPv4 address and a port block.
	2. It translates the IPv6 address to the IPv4 address, and the source ports to ports in the port block for subsequent connections from the IPv6 host until the ports in the port block are exhausted.


	AFT translation process
	1. Upon receiving a packet from the IPv6 host, AFT compares the packet with IPv6-to-IPv4 destination address translation policies.
	2. AFT performs pre-lookup to determine the output interface for the translated packet. PBR is not used for the pre-lookup.
	3. AFT compares the source IPv6 address of the packet with IPv6-to-IPv4 source address translation policies.
	4. AFT forwards the translated packet and records the mappings between IPv6 addresses and IPv4 addresses.
	5. AFT translates the IPv4 addresses in the response packet header to IPv6 addresses based on the address mappings before packet forwarding.
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	01-Health monitoring
	Health monitoring
	Introduction
	NQA operating mechanism
	Configuration items for probe templates



	02-User management
	User management
	Introduction
	Local users
	Users
	User groups

	Password control
	Minimum password length
	Password composition check
	Password complexity check
	Password history
	Password updating

	Identity users
	Identity users
	Identity groups
	Identity user management
	Identity-based user access control
	1. Identity authentication. A network access user passes identity authentication and comes online.
	2. User identification. The device obtains the username and IP address of the online user, and associates the information with the local identity user account and the local identity group. Then, the username-IP mapping for the network access user is c...
	3. Identity-based access control. The device identifies the source IP address of the traffic destined for the network, and resolves the IP address to the username and user group based on the mapping. The device performs network access control for the ...


	Online users
	User import policies

	Restrictions and guidelines
	Restrictions and guidelines for users
	Restrictions and guidelines for user import policy configuration
	Restrictions and guidelines for email server configuration
	Restrictions and guidelines for password control

	Configure user management
	Configure local users
	Create a local user
	1. Click the Objects tab.
	2. In the navigation pane, select User > User Management > Local Users.
	3. Click the Users tab and then click Create. The Create User page opens.
	4. Create a local user.
	5. (Optional.) Configure authorization attributes.
	6. (Optional.) Configure binding attributes.
	7. (Optional.) Configure password settings.
	8. Click OK. The user is displayed on the Users page.

	Import local users in bulk
	1. Click the Objects tab.
	2. In the navigation pane, select User > User Management > Local Users.
	3. Click the Users tab and then click Import. The Import Users page opens.
	4. Import local users.
	5. Click OK. The imported local users are displayed on the Users page.

	Configure password control
	1. Click the Objects tab.
	2. In the navigation pane, select User > User Management > Local Users.
	3. Click the Users tab and then click Password Control. The User Password Control page opens.
	4. Configure the password control settings.
	5. Click OK.


	Manage online users
	1. Click the Objects tab.
	2. In the navigation pane, select User > User Management > Online Users.
	3. Manage online users.

	Configure a user import policy
	Create a user import policy
	1. Click the Objects tab.
	2. In the navigation pane, select User > User Management > User Import Policies.
	3. Click Create. The Create User Import Policy page opens.
	4. Create a user import policy.
	5. Click OK. The user import policy is displayed on the User Import Policy page.

	Manually import users

	Configure the email server
	1. Click the Objects tab.
	2. In the navigation pane, select User > User Management > Email Server.
	3. Configure the email server.




	03-Authentication
	Authentication
	Introduction
	ISP domains
	a. Uses the LDAP server administrator DN to bind with the LDAP server. After the binding is created, the client establishes a connection to the server and obtains the right to search.
	b. Constructs search conditions by using the username in the authentication information of a user. The specified root directory of the server is searched and a user DN list is generated.
	c. Binds with the LDAP server by using each user DN and password. If a binding is created, the user is considered legal.
	1. The authentication domain specified for the access module.
	2. The ISP domain in the username.
	3. The default ISP domain of the device.

	RADIUS
	Overview
	a. Receives authentication, authorization, and accounting requests from RADIUS clients.
	b. Performs user authentication, authorization, or accounting.
	c. Returns user access control information (for example, rejecting or accepting the user access request) to the clients.

	Enhanced RADIUS features

	LDAP
	Overview
	LDAP attribute map

	RESTful server
	Security management server set

	Restrictions and guidelines
	Restrictions and guidelines: ISP domains
	Restrictions and guidelines: RADIUS configuration
	Restrictions and guidelines: LDAP configuration

	Configure authentication
	Configure an ISP domain
	1. Click the Objects tab.
	2. In the navigation pane, select User > Authentication > ISP Domains.
	3. Click Create.
	4. Create an ISP domain.
	5. (Optional.) Configure advanced settings.
	6. Click OK. The new ISP domain is displayed in the ISP Domains page.

	Configure RADIUS
	1. Click the Objects tab.
	2. In the navigation pane, select User > Authentication > RADIUS.
	3. Click Create.
	4. Create a RADIUS scheme.
	5. Click OK. The new RADIUS scheme is displayed in the RADIUS page.

	Configure LDAP
	1. Click the Objects tab.
	2. In the navigation pane, select User > Authentication > LDAP > LDAP Schemes.
	3. Click Create.
	4. Create an LDAP scheme.
	5. Click OK. The new LDAP scheme is displayed in the LDAP Schemes page.

	Configure a RESTful server
	1. Click the Objects tab.
	2. In the navigation pane, select User > Authentication > RESTful Server.
	3. Click Create.
	4. Create a RESTful server.
	5. Click OK. The new RESTful server is displayed in the RESTful Server page.

	Configure a security management server set
	1. Click the Objects tab.
	2. In the navigation pane, select User > Authentication > Sec Mgt Server Set.
	3. Click Create.
	4. Create a security management server set.
	5. Click OK. The newly created security management server set is displayed on the Security Management Server Set page.




	04-Portal
	Portal
	Introduction
	Portal authentication server
	Portal authentication server detection
	Portal user synchronization
	1. The portal authentication server sends the online user information to the access device in a synchronization packet at the user heartbeat interval. The user heartbeat interval is set on the portal authentication server.
	2. Upon receiving the synchronization packet, the access device compares the users carried in the packet with its own user list and performs the following operations:


	Portal Web server
	Parameters carried in the portal Web server URL
	Portal Web server detection

	Local portal Web server
	System components
	Client and local portal Web server interaction protocols
	Portal page customization
	Custom authentication pages
	File name rules
	Page request rules
	Post request attribute rules
	Page file compression and saving rules
	Redirecting authenticated users to a specific webpage


	Portal-free rule
	Interface portal policies
	Portal fail-permit
	BAS-IP or BAS-IPv6 attribute
	Online user detection

	Restrictions and guidelines
	Restrictions and guidelines: Portal authentication server detection
	Restrictions and guidelines: Portal user synchronization
	Restrictions and guidelines: The local portal Web server feature
	Restrictions and guidelines: Portal-free rules
	Restrictions and guidelines: The BAS-IP or BAS-IPv6 attribute
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	IPS
	Introduction
	IPS functions
	IPS profiles
	IPS signatures

	IPS actions
	IPS mechanism
	1. The device compares the packet with the IP blacklist rules.
	2. The device compares the packet with the security policies.
	3. The device determines the actions for the packet by comparing the extracted packet signatures with the IPS signatures in the IPS profile:


	Restrictions and guidelines
	Configure IPS
	Configure an IPS profile
	1. Actions configured for the IPS signature as a signature exception in the IPS profile.
	2. Global action configured for the IPS profile.
	3. Default action of the IPS signature.
	Procedure
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > IPS > Profiles.
	3. Click Create.
	4. Configure basic settings for the IPS profile.
	5. Configure the criteria to filter the IPS signatures in the IPS profile.
	6. Click Search. View the IPS signatures in the Viewing matching signatures section.
	7. To change the status or action for an active or inactive IPS signature:
	a. Select the IPS signature on the Active Signatures or Inactive Signatures tab.
	b. Click Custom.
	c. In the dialog box that opens, configure the settings as needed, and then click OK.

	8. To add an inactive IPS signature to the IPS profile:
	a. Select the IPS signature on the Inactive Signatures tab, and click Custom.
	b. In the dialog box that opens, select Enable for the Status field, and then click OK.

	9. To remove an IPS signature from the IPS profile:
	a. Select the IPS signature on the Active Signatures tab, and click Custom.
	b. In the dialog box that opens, select Disable for the Status field, and then click OK.

	10. Click Advanced settings.
	11. In the dialog box that opens, configure the advanced settings for the IPS profile.
	12. Click OK.
	13. Use the IPS profile in a security policy. For more information about security policies, see security policy online help.
	14. Click Submit to activate the configuration immediately or wait 40 seconds for the configuration to be activated automatically.
	15. To export the IPS signatures used in the IPS profile, click the icon in the Export signatures column for the IPS profile entry in IPS Profiles page.


	Import or delete Snort signatures
	Import Snort signatures
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > IPS > Signatures.
	3. Click Import Snort signatures in the upper-left corner of the page.
	4. Select the IPS signature file to import.
	5. Click Import signatures.

	Delete all Snort signatures
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > IPS > Signatures.
	3. Click Delete signatures and then select Delete all Snort signatures in the upper-left corner of the page.
	4. Click Yes in the confirmation dialog box that opens.


	Create and delete user-defined IPS signatures
	Create a user-defined IPS signature
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > IPS > Signatures.
	3. Click Create user-defined signature.
	4. On the page that opens, configure basic settings for a user-defined IPS signature.
	5. In the Rules area, select a logical operator before you configure rules for the signature.
	6. Click Create.
	7. On the page that opens, configure basic settings for the rule.
	8. In the Detection trigger conditions area, click Create.
	9. Create a detection trigger condition.
	10. Click OK.
	11. In the Detection items area, click Create.
	12. Create a detection item.
	13. Click OK.
	14. Click OK.
	15. Click OK.
	16. To have the configuration take effect, click Submit.

	Delete user-defined IPS signatures
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > IPS > Signatures.
	3. Select the user-defined signatures that you want to delete.
	4. Click Delete signatures and then select Delete user-defined signatures.
	5. Click Yes in the confirmation dialog box that opens.


	Export all signatures in the signature library
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > IPS > Signatures.
	3. Click Export all signatures.

	Configure IPS whitelist
	Procedure
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > IPS > Whitelist.
	3. Create a whitelist entry.
	4. Click OK.
	5. Click Enable whitelist.





	06-Anti-virus
	Anti-virus
	Introduction
	Application scenario
	Basic concepts
	Virus signature
	MD5 rules
	Virus exception
	Application exception
	MD5 value exception
	Anti-virus action

	Virus detection methods
	Cloud query
	Anti-virus mechanism
	1. The device compares the packet with the security policies.
	2. The device identifies whether the anti-virus supports the application layer protocol of the packet.
	3. If a matching signature or MD5 rule is found, the device performs following operations:
	a. Determines if the matching signature is an exception. If yes, the device permits the packet to pass. If not, the device examines whether the application is an exception.
	b. If the application is an exception, the device takes the application-specific action (alert, block, or permit). If the application is not an exception, the device takes the protocol-specific action (alert, block, or redirect).

	4. If no matching signature or MD5 rule is found, the device performs the following operations:
	a. Determines if the MD5 value of the file in the packet is an MD5 value exception.
	b. If cloud query is disabled in the anti-virus policy, the device permits the packet to pass.
	c. If cloud query is enabled in the anti-virus policy but the cloud server does not detect any virus, the device permits the packet to pass.
	d. If cloud query is enabled in the anti-virus policy and the cloud server detects the virus, the device determines if the application is an exception.



	Restrictions and guidelines
	Configure anti-virus
	Configure an anti-virus profile
	Procedure
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > Anti-Virus > Profiles.
	3. Click Create.
	4. Create an anti-virus profile.
	5. Click OK.
	6. Use the anti-virus profile in a security policy. For more information about security policies, see the security policy online help.
	7. Click Submit to activate the configuration immediately or wait 40 seconds for the configuration to be activated automatically.


	Configure the cloud query server
	Procedure
	1. Click the Objects tab.
	2. In the navigation pane, select APP Security > Anti-Virus > Profiles.
	3. Click Configure next to the Cloud server connectivity field.
	4. Configure the cloud query server.
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	Data filtering
	Introduction
	Basic concepts
	Keyword
	Keyword group
	Data filtering rule

	Data filtering mechanism
	1. Compares the packet with the security policies.
	2. Determines the actions to take on the packet by comparing the extracted application layer information with the data filtering rules in the data filtering policy:


	Restrictions and guidelines
	Restrictions and guidelines: Profile activation
	Restrictions and guidelines: Regular expression-based keyword match pattern configuration

	Configure data filtering
	Configure a keyword group
	Procedure
	1. Click the Objects tab.
	2. In the navigation pane, select APPSecurity > Data Filtering > Keyword Groups.
	3. On the page that appears, click Create.
	4. Create a keyword group.
	5. In the Predefined keyword list area, select Enable for a predefined keyword. For example, to identify packets that contain phone numbers, select Enable for Phone.
	6. In the User-defined keyword list area, click Create.
	7. Create a keyword.
	8. Click OK.
	9. Click OK.


	Configure a data filtering profile
	Procedure
	1. Click the Objects tab.
	2. In the navigation pane, select APPSecurity > Data Filtering > Profiles.
	3. On the page that appears, click Create.
	4. Create a data filtering profile.
	5. In the Data filtering rules area, click Create.
	6. Create a data filtering rule.
	7. Click OK.
	8. Click OK.
	9. Use the data filtering profile in a security policy. For more information about security policies, see security policy online help.
	10. Click Submit to activate the configuration immediately or wait 40 seconds for the configuration to be activated automatically.
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	File filtering
	Introduction
	Basic concepts
	File type group
	File filtering rule
	Common configuration

	File filtering mechanism
	1. Compares the packet with the security policies.
	2. Extracts and records the file extension in the packet.
	3. Identifies the real file extension and compares it with the recorded file extension:
	4. Determines the actions to take on the packet by comparing the packet attributes (file extension, application layer application, and file transfer direction) with the file filtering rules in the file filtering policy:


	Restrictions and guidelines
	Configure file filtering
	Configure a file type group
	Procedure
	1. Click the Objects tab.
	2. In the navigation pane, select APPSecurity > Data Filtering > File Type Groups.
	3. Click Create.
	4. Create a file type group.
	5. Click OK.


	Configure a file filtering profile
	Procedure
	1. Click the Objects tab.
	2. In the navigation pane, select APPSecurity > File Filtering > Profiles.
	3. Click Create.
	4. Create a file filtering profile.
	5. In the File filtering rules area, click Create.
	6. Create a file filtering rule.
	7. Click OK.
	8. Click OK.
	9. Use the file filtering profile in a security policy. For more information about security policies, see security policy online help.
	10. Click Submit to activate the configuration immediately or wait 40 seconds for the configuration to be activated automatically.
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	APR
	Introduction
	PBAR
	NBAR
	Application group

	Restrictions and guidelines
	Configure APR
	Configure an application
	Port mapping categories
	Create a port mapping
	1. Click the Objects tab.
	2. Select APPSecurity > App Recognition > Applications.
	3. Click Create to create an application.
	4. Enter a name for the application, and select risk types. The device calculates a risk level based on the specified risk types.
	5. Click Create in the Port mappings area.
	6. Create a port mapping for the application.
	7. Click OK.
	a. IP address-based port mapping.
	b. Subnet-based port mapping.
	c. ACL-based host-port mapping.
	d. General port mapping.

	8. Click OK on the Create Application page.

	Edit a predefined application
	1. Click the Objects tab.
	2. Select APPSecurity > App Recognition > Applications.
	3. Select a predefined application, and click Edit on the right side.
	4. Follow the step described in "Configure an application" to add port mappings for the application.


	Configure an application group
	Procedure
	1. Click the Objects tab.
	2. Select APPSecurity > App Recognition > Application Groups.
	3. Click Create.
	4. Create an application group.
	5. Click OK.
	6. Verify the configuration on the Application Groups page.





	10-Terminal identification
	Terminal identification
	Introduction
	Terminal
	Terminal group
	Object group for terminal identification



	11-Security action
	Security action
	Introduction


	12-Advanced settings
	Advanced settings
	Introduction
	Bypass
	Activate
	DPI support for HA
	Client IP identification

	Restrictions and guidelines


	13-Intelligences from the threat management platform
	Intelligences from the threat management platform
	Introduction
	Restrictions and guidelines


	14-Object group
	Object group
	Introduction
	Object groups
	Time ranges
	1. Combining all periodic statements.
	2. Combining all absolute statements.
	3. Taking the intersection of the two statement sets as the active period of the time range.

	NAT address groups
	NAT address group probing
	AFT address group
	DNS aging

	Restrictions and guidelines


	15-ACL
	ACL
	Introduction
	ACL types
	Match order
	Rule numbering

	Restrictions and guidelines


	16-SSL
	SSL
	Introduction
	Restrictions and guidelines


	17-Public key management
	Public key management
	Introduction
	Asymmetric key algorithm overview
	Managing local asymmetric key pairs
	Creating a local key pair
	Displaying or exporting a host public key
	Destroying a local key pair

	Managing peer host public keys

	Restrictions and guidelines


	18-PKI
	PKI
	Introduction
	Digital certificate and certificate revocation list
	Digital certificate
	Certificate revocation list

	PKI architecture
	Certificate subject
	CA
	RA
	Certificate/CRL repository

	PKI applications
	VPN
	Secure emails
	Web security

	Certificate management
	Importing certificates
	Exporting certificates
	Requesting certificates
	1. Configure the certificate subject.
	2. Use the certificate subject in a PKI domain. In the PKI domain, configure the certificate enrollment settings such as the key pair for certificate request.
	3. Generate a certificate request for the certificate subject in the PKI domain.
	4. Submit the certificate request to the CA by using an out-of-band method, such as phone or email.


	Certificate access control policy

	Restrictions and guidelines


	19-Trusted access controllers
	Trusted access controllers
	Introduction
	Configure a trusted access controller
	1. Click the Objects tab.
	2. In the navigation pane, select Trusted Access Controller.
	3. Click Create.
	4. Configure the trusted access controller parameters.
	5. Click OK.
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	01-Scanner
	Scanner
	Introduction
	Restrictions and guidelines
	Configure the scanner
	1. Click the Network tab.
	2. In the navigation pane, select Scanner.
	3. On the scanner page, select Enable for Scanner.
	4. Configure the endpoint management server parameters as described in Table 1.
	5. Click Apply to save the configuration.
	6. To download the scanning results, click Obtain log file.



	02-VRF
	VRF
	Introduction


	03-Interface
	Interface
	Introduction
	IPv4 address
	IP address representation and classes
	Subnetting and masking
	IP address assignment
	Interface MTU
	Last hop holding

	IPv6 address
	IPv6 address format
	IPv6 address type
	IEEE EUI-64 address-based interface identifiers
	1. Insert the 16-bit binary number 1111111111111110 (hexadecimal value of FFFE) behind the 24th high-order bit of the MAC address.
	2. Invert the universal/local (U/L) bit (the seventh high-order bit). This operation makes the interface identifier have the same local or global significance as the MAC address.

	Configure an IPv6 global unicast address for an interface
	Configure an IPv6 link-local address for an interface
	Last hop holding

	Link aggregation
	Aggregation groups
	Aggregation states of member ports in an aggregation group
	Operational key
	Attribute configuration
	Link aggregation modes
	How static link aggregation works
	1. Reference port selection process
	a. Highest port priority.
	b. Full duplex and high speed.
	c. Full duplex and low speed.
	d. Half duplex and high speed.
	e. Half duplex and low speed.
	f. Port that used to be Selected.
	g. Lowest numbered port.

	2. Setting the aggregation state of each member port

	How dynamic link aggregation works
	1. Choosing a reference port
	a. The two systems determine the system with the smaller system ID.
	b. The system with the smaller system ID chooses the port with the smallest port ID as the reference port.

	2. Setting the aggregation state of each member port
	a. After determining the reference port, the system with the smaller system ID sets the state of each member port on its side.
	b. The system with the greater system ID detects the aggregation state changes on the peer system. Then, it sets the aggregation state of local member ports to be the same as their peer ports.


	A comparison of static link aggregation and dynamic link aggregation

	VLAN termination
	About VLAN termination
	VLAN termination types
	VLAN termination mechanism


	Restrictions and guidelines


	04-Interface pairs
	Interface pairs
	Introduction
	Forwarding of tunneled packets
	VLAN ID check
	Security service bypass
	Internal bypass
	External bypass


	Restrictions and guidelines


	05-Interface collaboration
	Interface collaboration
	Introduction
	How it works
	Typical networking

	Restrictions and guidelines


	06-Security zones
	Security zones
	Introduction
	Security zone members
	Security zone-based packet processing rules

	Restrictions and guidelines


	07-VLAN
	VLAN
	Introduction
	Port-based VLANs
	VLAN interfaces

	Restrictions and guidelines


	08-MAC
	MAC
	Introduction
	Types of MAC address entries
	Aging timer for dynamic MAC address entries
	MAC address learning
	VLAN ID check

	Restrictions and guidelines


	09-DNS
	DNS
	Introduction
	DNS
	DDNS
	DNS proxy

	Restrictions and guidelines


	10-ARP
	ARP
	Introduction
	ARP
	Dynamic ARP entries
	Static ARP entries

	IP-MAC binding entries



	11-ND
	ND
	Introduction
	IP-MAC binding entries
	ND

	Restrictions and guidelines
	Restrictions and guidelines: IP-MAC binding entries
	Restrictions and guidelines: ND entries



	12-Forwarding advanced settings
	Forwarding advanced settings
	Introduction
	DF bit processing method
	Packet forwarding modes



	13-ALG
	ALG
	Introduction


	14-GRE
	GRE
	Introduction
	GRE encapsulation format
	GRE tunnel operating principle
	1. After the source device receives an IPv4 or IPv6 protocol packet from a customer-side interface, it processes the packet as follows:
	a. Looks up the routing table to identify the outgoing interface for the packet.
	b. Submits the packet to the outgoing interface—a GRE tunnel interface.

	2. Upon receiving the packet, the tunnel interface encapsulates the packet with GRE and then with the delivery header. In the delivery header, the source address is the tunnel's source address and the destination address is the tunnel's destination ad...
	3. The source device looks up the routing table according to the destination address in the delivery header. Then, the device forwards the encapsulated packet out of the physical interface of the GRE tunnel.
	4. When the packet arrives at the GRE tunnel destination, the destination device checks the destination address. Because the destination is the device itself and the protocol number in the IP header is 47 (the protocol number for GRE), the device subm...
	5. GRE first removes the delivery header, and then checks the GRE key, checksum, and packet sequence number. After GRE finishes the checking, it removes the GRE header, and submits the payload to the passenger protocol for forwarding.

	GRE keepalive mechanism
	GRE security mechanisms
	GRE key
	GRE checksum


	Restrictions and guidelines
	Restrictions and guidelines: Address configuration
	Restrictions and guidelines: Routing configuration
	Restrictions and guidelines: Keepalive configuration
	Restrictions and guidelines: GRE security mechanism configuration



	15-IPsec
	IPsec
	Introduction
	Security protocols and encapsulation modes
	Security protocols
	Encapsulation modes

	Authentication and encryption
	Authentication algorithms
	Encryption algorithms

	IPsec SA
	IKE negotiation
	1. Phase 1—The two peers establish an IKE SA, a secure, authenticated channel for communication.
	2. Phase 2—Using the IKE SA established in phase 1, the two peers negotiate to establish IPsec SAs to protect IP packets.

	IPsec tunnel establishment
	IPsec smart link selection
	Auto-generate security policy

	Restrictions and guidelines


	16-ADVPN
	ADVPN
	Introduction
	ADVPN structures
	Full-mesh ADVPN
	Hub-spoke ADVPN
	Hub-group ADVPN

	ADVPN working mechanisms
	1. Connection initialization—A VAMS and a VAMC perform the following operations to initialize a connection:
	a. The VAMC sends encryption and authentication algorithms to the VAMS in a connection request.
	b. The VAMS compares its algorithms in descending order of priority with the algorithms sent by the VAMC.
	c. The VAMS sends the matching encryption and authentication algorithms to the VAMC.
	d. The VAMS and the VAMC generate encryption and authentication keys based on the preshared key.
	e. The VAMS and the VAMC exchange negotiation acknowledgment packets protected by using the keys.
	f. The VAMS and the VAMC use the keys to protect subsequent packets if they can restore the protected negotiation acknowledgment packets.

	2. Registration—The VAMC requests to register with the VAMS and the VAMS authenticates the VAMC. The VAMS selects encryption and authentication algorithms for the VAMC based on the information sent by the VAMC. If no match is found, the registration f...
	3. Tunnel establishment—In a hub group, each spoke must establish a permanent tunnel to every hub and each hub must establish a permanent tunnel with one another.
	4. Route learning and packet forwarding—Routes are learned through a routing protocol. The routing protocol determines the network type and the network type determines the packet forwarding method.

	ADVPN tunnel NAT traversal

	Restrictions and guidelines
	General restrictions and guidelines
	Restrictions and guidelines: OSPF configuration
	Restrictions and guidelines: GRE key configuration

	Configure ADVPN
	Configure a VAMS
	1. Select Network > VPN > ADVPN > VAMS.
	2. Click Create.
	3. Configure the items in Table 1 for the VAMS and enable the VAMS.

	Configure a VAMC
	1. Select Network > VPN > ADVPN > VAMC.
	2. Click Create.
	3. Configure the items in Table 3 for the VAMC and enable the VAMC.




	17-L2TP
	L2TP
	Introduction
	Typical L2TP network components
	L2TP tunneling modes
	NAS-initiated tunneling mode
	Client-initiated tunneling mode
	LAC-auto-initiated tunneling mode


	Troubleshooting L2TP
	Tunnel setup failure
	Symptom
	Solution

	Data transmission failure
	Symptom
	Solution
	1. Verify that the LAC has a route to the private network behind the LNS, and vice versa. If no route is available, configure a static route or a dynamic routing protocol.
	2. Add the Virtual-Template interface on the LNS to a security zone, and permit the traffic from the security zone to security zone Local.
	3. Increase the link bandwidth to enhance the link availability.





	18-SSL VPN
	SSL VPN
	Introduction
	SSL VPN operating mechanism
	1. The remote user establishes an HTTPS connection to the SSL VPN gateway.
	2. The remote user enters the username and password.
	3. The SSL VPN gateway authenticates the credentials that the user entered, and authorizes the user to access a range of resources.
	4. The user selects a resource to access.
	5. The SSL VPN gateway resolves the request and forwards the request to the corresponding internal server.
	6. The SSL VPN gateway forwards the server's reply to the user through the SSL connection.

	SSL VPN networking modes
	SSL VPN access modes
	Web access
	TCP access
	IP access
	BYOD access

	Resource access control

	Restrictions and guidelines
	Restrictions and guidelines: SSL VPN gateway configuration
	Restrictions and guidelines: TCP access configuration
	Restrictions and guidelines: IP access configuration
	Restrictions and guidelines: Domain name configuration
	Restrictions and guidelines: Webpage template configuration
	Restrictions and guidelines: LDAP authentication configuration
	Restrictions and guidelines: SSO login configuration

	Configure SSL VPN
	a. Navigate to the Network > SSL VPN > TempManagement page, and then click Create.
	b. On the opened page, upload a user-defined webpage template.
	Configure basic settings in an SSL VPN context
	Procedure
	1. Click the Network tab.
	2. In the navigation pane, select SSL VPN > SSL VPN Contexts.
	3. Click Create.
	4. On the Basic settings tab, configure the basic settings for the SSL VPN context, and then click Next.


	Configure authentication settings
	Procedure

	Configure URI ACLs
	Procedure
	1. On the URI ACL tab, click Create.
	2. On the Add URI ACL page that opens, enter an ACL name.
	3. In the URI ACL Resources section, click Create.
	4. On the Add URI ACL Rule page that opens, create a URI ACL rule.
	5. Click OK.
	6. Click OK.
	7. Click Next.


	Configure access services
	Configure the Web access service
	1. Select the SSL client policy used by the SSL VPN gateway to access internal HTTPS servers.
	2. Create a URL item for an internal Web resource:
	a. Create a URL item.
	b. Specify the URL of the Web resource for the URL item.
	c. Select an existing URI ACL to filter the Web resources under the specified URL.
	d. Select a mapping type for the resource URL. Options are Normal mapping (the default), Domain mapping, and Port mapping.

	3. Create a URL list and assign URL items to the URL list.
	4. On the Access services tab, select Web access, and then click Next.
	5. In the Web access resources section, click Create in the URL Items area.
	6. On the page that opens, configure a URL item, and then click OK.
	7. Click Create in the URL List area.
	8. On the page that opens, configure a URL list, and then click OK.

	Configure the TCP access service
	1. Create a port forwarding item.
	a. Specify a name for the port forwarding item.
	b. Specify the client host address, client port number, server address, and server port number.
	c. Configure a description for the port forwarding item.
	d. Specify the resource link for the port forwarding item as needed.

	2. Create a port forwarding list.
	a. Specify a name for the port forwarding list.
	b. Add the port forwarding items to the port forwarding list.

	3. On the Access services tab, select TCP access, and then click Next.
	4. In the TCP access resources section, click Create in the Port Forwarding Item area.
	5. On the page that opens, configure a port forwarding item, and then click OK.
	6. Click Create in the Port Forwarding List area.
	7. On the page that opens, configure a port forwarding list, and then click OK.

	Configure the IP access service
	1. Specify an SSL VPN AC interface for IP access.
	2. Specify an IP access address pool.
	3. Configure route lists.
	4. To enable automatic startup of the IP access client after Web login, select Start IP access client. After a user logs in to the SSL VPN gateway through a Web browser, the IP access client on the user host will automatically connect to the gateway. ...
	5. To enable automatic pushing of accessible resources to IP access users, select Push Web resources. After a user logs in to the SSL VPN gateway through the IP access client, the SSL VPN gateway automatically pushes accessible SSL VPN resources to th...
	6. Configure the rate limits for upstream traffic and downstream traffic. IP access packets will be dropped if the rate limit is exceeded.
	7. Create the user-to-IP address bindings.
	8. On the Access services tab, select IP access, and then click Next.
	9. On the IP access page, configure basic settings for the IP access service.
	10. In the IP access resources section, click Create in the IP Access Resources area.
	11. On the page that opens, enter a route list name.
	12. In the Route entries section, click Create.
	13. On the page that opens, configure a route entry.
	14. Click OK.
	15. Click OK.
	16. In the URL-to-IP Address Binding area, click Create.
	17. On the page that opens, configure a user-to-IP address binding.

	Configure the BYOD access service
	1. On the Access services tab, select BYOD access, and then click Next.
	2. On the BYOD access page, configure the following items:
	3. Click Next.


	Configure a shortcut list
	Procedure
	1. On the Shortcuts tab, click Create in the Shortcut area.
	2. On the page that opens, configure a shortcut, and then click OK.
	3. In the Shortcut List area, click Create.
	4. On the page that opens, configure a shortcut list, and then click OK.
	5. Click Next.


	Configure a resource group
	Procedure
	1. On the Resource groups tab, click Create in the Resource groups section.
	2. On the page that opens, configure basic settings for the resource group.
	3. In the Web access section, configure accessible Web resources.
	a. Select the one or more URL lists.
	b. Specify an IPv4 ACL to filter IPv4 Web access requests.
	c. Specify an IPv6 ACL to filter IPv6 Web access requests.
	d. Specify a URI ACL to filter Web access requests.

	4. In the TCP access section, configure accessible TCP resources.
	a. Select a TCP port forwarding list.
	b. Specify an IPv4 ACL to filter IPv4 TCP access requests.
	c. Specify an IPv6 ACL to filter IPv6 TCP access requests.
	d. Specify a URI ACL to filter TCP access requests.

	5. In the IP access section, configure accessible IP resources.
	6. Click OK.
	7. Click Finish.



	FAQ
	After I change resource authorization settings in SSL VPN, the settings do not take effect immediately. Why?
	Do SSL VPN users need to pass certificate authentication to log in to an SSL VPN gateway?
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	Routing table
	Introduction


	20-Static routing
	Static routing
	Introduction


	21-Policy-based routing
	Policy-based routing
	Introduction
	About PBR
	Policy
	Node
	Match criteria
	Actions

	PBR and Track
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	OSPF
	Introduction
	OSPF instances
	OSPF areas
	OSPF neighbors

	Configure OSPF
	Configure an OSPF instance
	1. Click the Network tab.
	2. In the navigation pane, select Routing > OSPF.
	3. Click the OSPF Instance tab.
	4. Click Create.
	5. Configure the OSPF instance parameters.
	6. Click OK.

	Configure an OSPFv2 area
	1. Click the Network tab.
	2. In the navigation pane, select Routing > OSPF.
	3. Click the OSPF Instance tab.
	4. Click the number in the Number of OSPF areas column of an OSPFv2 instance.
	5. Click Create.
	6. Configure the OSPFv2 area parameters.
	7. Click OK.
	8. Click the OSPF Instance tab, and then click the number in the Number of redistributed routes column of an OSPFv2 instance.
	9. Click Create.
	10. Configure the OSPFv2 redistributed route parameters.
	11. Click OK.

	Configure an OSPFv3 area
	1. Click the Network tab.
	2. In the navigation pane, select Routing > OSPF.
	3. Click the OSPF Instance tab.
	4. Click the number in the Number of OSPF areas column of an OSPFv3 instance.
	5. Click Create.
	6. Configure the OSPFv3 area parameters.
	7. Click OK.
	8. Click the OSPF Instance tab, and then click the number in the Number of OSPF interfaces column of an OSPFv3 instance.
	9. Click Create.
	10. Configure the OSPFv3 interface parameters.
	11. Click OK.
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	BGP
	Introduction
	Basic concepts
	BGP speaker and BGP peer
	MP-BGP

	Controlling BGP route generation
	BGP routes can be generated in the following ways:
	1. Inject a local network. Perform this task to inject a network in the local routing table to the BGP routing table, so BGP can advertise the network to BGP peers. The ORIGIN attribute of BGP routes advertised in this way is IGP. You can also use a r...
	2. Redistribute IGP routes: Perform this task to configure route redistribution from an IGP to BGP.



	Restrictions and guidelines
	Configure BGP
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	RIP
	Introduction
	Restrictions and guidelines
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	IPv4 multicast routing
	Introduction


	26-IPv6 multicast routing
	IPv6 multicast routing
	Introduction


	27-PIM
	PIM
	Introduction


	28-IGMP
	IGMP
	Introduction


	29-MLD
	MLD
	Introduction


	30-DHCP
	DHCP
	Introduction
	DHCP server
	DHCP address pool
	1. If there is an address pool where an IP address is statically bound to the MAC address or ID of the client, the DHCP server selects this address pool and assigns the statically bound IP address and other configuration parameters to the client.
	2. If the above condition is not met, the DHCP server selects an address pool depending on the client location.

	IP address allocation sequence
	1. IP address statically bound to the client's MAC address or ID.
	2. IP address that was ever assigned to the client.
	3. IP address designated by the Option 50 field in the DHCP-DISCOVER message sent by the client.
	4. First assignable IP address found based on the dynamic allocation rule.
	5. IP address that was a conflict or passed its lease duration. If no IP address is assignable, the server does not respond.

	DHCP options
	IP address conflict detection

	Configure DHCP
	Configure the DHCP server
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	HTTP/HTTPS
	Introduction


	32-SSH
	SSH
	Introduction
	Restrictions and guidelines
	Configure SSH


	33-NTP
	NTP
	Introduction
	1. Select a device that has a relatively accurate clock on the network.
	2. Configure the local clock of the device as its reference source.
	3. Configure the device as a time server to synchronize other devices on the network.

	Restrictions and guidelines


	34-FTP
	FTP
	Introduction


	35-Telnet
	Telnet
	Introduction
	Restrictions and guidelines


	36-MAC authentication
	MAC authentication
	Introduction
	Restrictions and guidelines
	Restrictions and guidelines: Guest VLAN
	Restrictions and guidelines: Critical VLAN

	Configure MAC authentication
	1. Click the Network tab.
	2. In the navigation pane, select Security Access > MAC Access > MAC Authentication.
	3. Select Enable to enable global MAC authentication.
	4. Select Enable interface-specific MAC authentication to enable MAC authentication for the target interface.
	5. Click Edit for the target interface to enter the Edit MAC Authentication page.
	6. Configure the MAC authentication parameters.
	7. Click OK.
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	MAC address whitelist
	Introduction
	Configure the MAC address whitelist
	1. Click the Network tab.
	2. In the navigation pane, select Security Access > MAC Access > MAC Address Whitelist.
	3. Click Create.
	4. Configure MAC address whitelist parameters.
	5. Click OK. The new MAC whitelist user will be displayed in the list on the MAC Address Whitelist page.
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	MAC access silent MAC info
	Introduction
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	MAC access advanced settings
	Introduction
	User account formats
	Authentication ISP domain
	Offline detect timer
	Quiet timer
	Server timeout timer
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	IP authentication
	Introduction
	Configure IP authentication
	1. Click the Network tab.
	2. In the navigation pane, select Security Access > IP Access > IP Authentication.
	3. Click the Edit icon for an interface. The Edit IP Authentication page opens.
	4. Configure IP authentication parameters for the interface.
	5. Click OK.



	41-IPv4 whitelist
	IPv4 whitelist
	Introduction
	Configure the IPv4 whitelist
	1. Click the Network tab.
	2. In the navigation pane, select Security Access > IP Access > IPv4 Whitelist.
	3. Click Create. The Create IPv4 Whitelist page opens.
	4. Add an IPv4 whitelist user to the IPv4 whitelist.
	5. Click OK.



	42-IPv6 whitelist
	IPv6 whitelist
	Introduction
	Configure the IPv6 whitelist
	1. Click the Network tab.
	2. In the navigation pane, select Security Access > IP Access > IPv6 Whitelist.
	3. Click Create. The Create IPv6 Whitelist page opens.
	4. Add an IPv6 whitelist user to the IPv6 whitelist.
	5. Click OK.




	07-System
	01-High availability group
	High availability group
	Introduction
	Basic concepts in HA group configuration
	Operating modes of the HA group
	Active/standby mode
	Dual-active mode

	HA channels
	Overview
	Establishment and keepalive mechanism of the control channel

	Service entry backup
	Overview
	Supported services

	Configuration backup
	Overview
	Backup type
	Supported services

	Configuration consistency check
	HA group in collaboration with VRRP
	Overview
	VRRP active/standby group
	VRRP master election in the HA group environment
	1. The HA group receives an interface failure event and sends the status change information of the VRRP active and standby groups to Device B.
	2. Device B sets its role to master in the VRRP standby group and then becomes the master in VRRP group 1 and VRRP group 2.
	3. Device B sends a response to Device A after the master/backup switchover.
	4. Device A sets its role to backup in the VRRP active group and then becomes the backup in VRRP group 1 and VRRP group 2.
	5. When Interface A2 recovers, the HA group performs another master/backup switchover following the same procedure. Traffic is switched back to Device A after the switchover.

	ARP and MAC learning in VRRP

	HA group in collaboration with routing protocols
	Overview
	Mechanism

	Transparent in-path deployment of the HA group

	Restrictions and guidelines
	Configure the HA group
	Prerequisites
	HA group configuration flow
	Configure the HA group
	1. Click the System tab.
	2. In the navigation pane, select High Availability > HA Group.
	3. Click Configure.
	4. Configure the HA group. For more information about the related parameters, see Table 1.
	5. Configure Track settings. For more information about the related parameters, see Table 2.
	6. Click OK.
	7. Click Check or Synchronize configuration to check configuration consistency or synchronize configuration on the HA Group page.
	8. Click Switch states on the HA Group page to switch the HA roles of the devices in the HA group.

	Configure VRRP collaboration
	Configure the HA group to collaborate with a routing protocol
	1. Click the System tab.
	2. In the navigation pane, select High Availability > HA Group.
	3. Click Configure.
	4. Configure routing collaboration parameters. For more information about the related parameters, see Table 5.
	5. Click OK.

	Configure transparent in-path deployment
	1. Click the System tab.
	2. In the navigation pane, select High Availability > HA Group.
	3. Click Configure.
	4. Configure monitoring parameters. For more information about the related parameters, see Table 6.
	5. Click OK.




	02-VRRP
	VRRP
	Introduction
	VRRP group
	Collaboration with HA group
	About collaboration with HA group
	VRRP active/standby group
	VRRP master election in the HA group environment
	1. Typically, the VRRP active group state is master on Device A (suppose it is the primary device), so Device A is the master in both VRRP group 1 and VRRP group 2. The VRRP standby group state is backup on Device B (suppose it is the secondary device...
	2. When Interface A2 (downlink interface on Device A) fails, the HA group receives an interface failure event. The HA group then notifies Device B of the VRRP active/standby group state change event in an update packet, requesting Device B to change t...
	3. Upon receiving the update packet, Device B changes the VRRP standby group state to master. Meantime, Device B changes its state to master in VRRP group 1 and VRRP group 2. After the state change, Device B sends a reply to Device A.
	4. Upon receiving the reply, Device A changes the VRRP active group state to backup. Meantime, Device A changes its state to backup in VRRP group 1 and VRRP group 2.


	Virtual IP address
	Device priority in a VRRP group
	Preemption
	Preemption delay
	VRRP advertisement interval
	Authentication method
	VRRP control VLAN

	Restrictions and guidelines
	Configure VRRP
	Configure basic VRRP settings
	1. Select System > High Availability > VRRP.
	2. Click Create.
	3. Create a VRRP group.

	Configure advanced VRRP settings
	1. Select System > High Availability > VRRP Advanced Settings.
	2. Click Edit for the target VRRP group.
	3. Configure advanced VRRP group settings.




	03-Track
	Track
	Introduction
	Collaboration mechanism
	1. The detection module probes specific objects such as interface status, link status, network reachability, and network performance, and informs the Track module of detection results.
	2. The Track module sends the detection results to the application module.
	3. When notified of changes for the tracked object, the application modules can react to avoid communication interruption and network performance degradation.

	Collaboration between the Track module and a detection module
	Collaboration between the Track module and an application module

	Configure Track
	1. Select System > High Availability > Track.
	2. Click Add.
	3. Create a track entry.



	04-BFD
	BFD
	Introduction
	Configure BFD
	1. Select System > High Availability > BFD.
	2. Configure BFD.
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	NQA
	Introduction
	NQA
	NQA operating mechanism
	Collaboration with Track
	Threshold monitoring


	Configure NQA
	1. Click the System tab.
	2. In the navigation pane, select High Availability > NQA.
	3. Click Add.
	4. Configure an NQA operation.
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	Basic log settings
	Introduction
	Syslog
	Flow log
	About flow log
	Flow log versions

	Fast log
	Storage space settings
	Storage time limit
	Storage space limit
	Action

	Log severity levels
	Security management and audit

	Restrictions and guidelines
	Configure basic log settings
	Configure syslog
	1. Click the System tab.
	2. In the navigation pane, select Log Settings > Basic Settings.
	3. Click the Syslog tab.
	4. Configure the basic syslog settings.
	5. Click Apply.
	6. Click Create.
	7. Create a log host.
	8. Click OK.

	Configure flow log
	1. Click the System tab.
	2. In the navigation pane, select Log Settings > Basic Settings.
	3. Click the Flow Log tab.
	4. Configure the basic flow log settings.
	5. Click Apply.
	6. Click Create.
	7. Click OK.

	Configure fast log output
	1. Click the System tab.
	2. In the navigation pane, select Log Settings > Basic Settings.
	3. Click the Fast Log Output tab.
	4. Configure the fast log output settings.
	5. Click Apply.
	6. Click Create.
	7. Click OK.

	Configure storage space settings
	1. Click the System tab.
	2. In the navigation pane, select Log Settings > Basic Settings.
	3. Click the Storage Space Settings tab.
	4. Click the Edit icon for a service, and then configure the storage space settings for the service.
	5. Click OK.

	Configure security management and audit
	1. Click the System tab.
	2. In the navigation pane, select Log Settings > Basic Settings.
	3. Click the Security Management&Audit tab.
	4. Click Apply.
	5. To export the device's security management service configuration file to the local device, click Export.
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	Email server
	Introduction
	Configure the email server
	1. Click the System tab.
	2. In the navigation pane, select Log Settings > Email Server.
	3. Click Create.
	4. Configure the email server settings.
	5. Click OK.
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	Session log settings
	Introduction
	Configure session log settings
	Procedure
	1. Click the System tab.
	2. Select Log Settings > Session Log Settings.
	3. Configure session logging.
	4. Click Apply.
	5. Click Add interface to enable session logging on the specified interface.
	6. Click OK.
	7. Verify the configuration on the Session Logging page.
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	NAT log settings
	Introduction
	NAT session log settings
	NAT444 log settings
	NAT resources exhaustion log settings



	10-AFT log settings
	AFT log settings
	Introduction
	AFT session log settings
	Port block log settings



	11-Sandbox log settings
	Sandbox log settings
	Introduction


	12-Threat log settings
	Threat log settings
	Introduction
	IPS log settings
	Anti-virus log settings

	Restrictions and guidelines


	13-Application audit log settings
	Application audit log settings
	Introduction


	14-NetShare log settings
	NetShare log settings
	Introduction


	15-URL filtering log settings
	URL filtering log settings
	Introduction


	16-Attack defense log settings
	Attack defense log settings
	Introduction
	Log aggregation for single-packet attack events
	Blacklist logging
	Log buffer and log file



	17-Bandwidth alarm logs
	Bandwidth alarm logs
	Introduction


	18-Configuration log settings
	Configuration log settings
	Introduction


	19-Security policy log
	Security policy log
	Introduction


	20-Terminal identification logging
	Terminal identification logging
	Introduction


	21-Heartbeat log settings
	Heartbeat log settings
	Introduction


	22-IP access logs
	IP access logs
	Introduction


	23-MAC access log
	MAC access log
	Introduction


	24-Load balancing logging
	Load balancing logging
	Introduction


	25-Bandwidth management logs
	Bandwidth management logs
	Introduction


	26-Context rate limit logging
	Context rate limit logging
	Introduction


	27-Zero trust logs
	Zero trust logs
	Introduction


	28-Report settings
	Report settings
	Introduction
	Report export
	Report subscription
	Email server

	Configure report settings
	Export reports
	Export reports periodically
	1. Click the System tab.
	2. In the navigation pane, select Report Settings > Report Export.
	3. Click the Report Templates tab.
	4. Click Create.
	5. Click OK.
	6. Click the Auto Export tab.
	7. Click Create.

	Export a report manually
	1. Click the System tab.
	2. In the navigation pane, select Report Settings > Report Export.
	3. Click the Manual Export tab.
	4. Click Export now.


	Configure report subscription
	1. Click the System tab.
	2. In the navigation pane, select Report Settings > Report Subscription.
	3. Click Add for a report.
	4. Enter the email address of the report subscriber and select a language for the reports.

	Configure the email server
	1. Click the System tab.
	2. In the navigation pane, select Report Settings > Email Server.
	3. Configure the email server.
	4. Click Apply.




	29-Session settings
	Session settings
	Introduction
	Session management operation
	Session management functions
	Session types

	Restrictions and guidelines


	30-Signature upgrade
	Signature upgrade
	Introduction
	Signature library upgrade
	Signature library roll back

	Restrictions and guidelines
	Configure signature library upgrade and rollback
	Configure automatic signature library update
	Procedure
	1. Click the System tab.
	2. In the navigation pane, select Upgrade Center > Signature Upgrade.
	3. Click the box in the Auto update column for a signature library.
	4. Set the scheduled update time.
	5. Click OK.


	Perform a manual signature library update
	Procedure
	1. Click the System tab.
	2. In the navigation pane, select Upgrade Center > Signature Upgrade.
	3. Click Manual update in the Actions column for a signature library. In this example, click Manual update for the IPS signature library.
	4. Click Select to select the local update file.
	5. Click OK.


	Configure a proxy server
	Procedure
	1. Click the System tab.
	2. In the navigation pane, select Upgrade Center > Signature Upgrade.
	3. Click Configure proxy server.
	4. Configure the proxy server settings, including the server address, port number, login username, and login password.
	5. Click OK.


	Roll back a signature library
	Procedure
	1. Click the System tab.
	2. In the navigation pane, select Upgrade Center > Signature Upgrade.
	3. Click Roll back in the Actions column for a signature library. In this example, click Roll back for the IPS signature library.
	4. Select Roll back to previous version or Roll back to factory default.
	5. Click OK.


	Test the signature library server connectivity
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	Software upgrade
	Introduction
	Boot ROM image
	Network OS images
	Network OS image types
	Software release forms


	Restrictions and guidelines
	Manage image files
	Procedure
	1. Select System > Upgrade Center > Software Upgrade.
	2. Click Manage file.


	Upgrade software immediately
	Use an .ipe file to upgrade the software
	1. Select System > Upgrade Center > Software Upgrade.
	2. Click Upgrade immediately, and then select ipe for the startup file type.
	3. Click Select to select the upgrade file. Use the default settings for other parameters.
	4. Click OK.

	Use .bin files to upgrade the software
	1. Select System > Upgrade Center > Software Upgrade.
	2. Click Upgrade immediately, and then select bin for the startup file type.
	3. Click Select to select the upgrade boot file and system file. Use the default settings for other parameters.
	4. (Optional.) If the size of the .bin files exceeds the free storage space, select the Delete all startup files option.
	5. Click OK.
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	License management
	Introduction
	License validity period
	Trial and formal licenses

	Restrictions and guidelines
	General restrictions and guidelines
	Restrictions and guidelines: File safety

	Configure license management
	Install licenses
	Procedure
	1. Go to System > License Config.
	2. Identify features to be licensed.
	3. Purchase a license key.
	4. Obtain the SN and DID.
	5. Use the product category, license key, SN, and DID to register an activation file.
	6. Click Install to install the activation file.


	Compress the license storage area
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	IRF
	Introduction
	IRF network model
	Basic concepts
	IRF member roles
	IRF domain ID
	IRF member ID
	Member priority
	IRF port
	IRF physical interface
	IRF split
	IRF merge

	Master election
	1. Current master, even if a new member has higher priority.
	2. Member with higher priority.
	3. Member with the longest system uptime.
	4. Member with the lowest CPU MAC address.

	IRF bridge MAC persistence
	IRF software auto-update
	1. Downloads the current software images of the master.
	2. Sets the downloaded images as its main startup software images.
	3. Reboots with the new software images to rejoin the IRF fabric.


	Restrictions and guidelines
	Hardware compatibility with IRF
	Software requirements for IRF
	IRF fabric size
	Member ID configuration restrictions
	Bridge MAC address restrictions for IRF members
	Candidate IRF physical interfaces
	IRF port connection
	IRF physical interface configuration restrictions and guidelines
	IRF domain ID restrictions
	License installation requirements for license-based features

	Configure IRF
	1. Plan the IRF fabric setup. Determine the master, member ID assignment, and IRF connection scheme.
	2. Perform the following tasks on each member device:
	a. Configure basic IRF settings, including a unique member ID and priority.
	b. Bind physical interfaces to the IRF ports.
	c. Save the configuration to the startup configuration file.
	d. Connect the IRF physical interfaces. Make sure the connections are consistent with the IRF port bindings.
	e. Reboot the device.

	3. Log in to the IRF fabric. You can log in to the Web interface of the IRF fabric at the IP address of the management port on the master device.
	4. Perform the following tasks:
	a. View the IRF fabric topology to verify its correctness.
	b. (Optional.) Modify the member ID, priority, or IRF port binding configuration.
	c. Configure advanced IRF settings on the IRF fabric.
	d. Save the configuration to the startup configuration file.
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	IRF advanced settings
	Introduction
	Mechanisms
	1. When both devices are working correctly, Device A forwards traffic, and service data and entries are backed up from Device A to Device B.
	2. Track detects that the uplink interface of Device A fails.
	3. The redundancy group shuts down the downlink interface of Device A.
	4. Traffic is switched to Device B for forwarding. Because Device B already has service data and entries, traffic migration almost has no impact on the services.

	Operating modes

	Redundancy groups
	Redundancy group nodes
	Member interfaces
	Reth interfaces
	Failover and fallback
	1. When both redundancy group nodes are operating correctly, the redundancy group forwards traffic through the primary node and backs up services and data to the secondary node.
	2. When the upstream interface on the primary node fails, the redundancy group shuts down the downstream interface on the primary node and switches traffic over to the secondary node.

	Preemption delay timer

	Restrictions and guidelines
	Configure IRF HA
	Prerequisites
	IRF HA configuration flow
	Configure HA on the IRF fabric
	1. Click the System tab.
	2. In the navigation pane, select Virtualization Advanced Settings > IRF Advanced Settings.
	3. Configure IRF HA. For more information about related-parameters, see Table 1.

	Enable backup for services
	1. Click the System tab.
	2. In the navigation pane, select Virtualization Advanced Settings > IRF Advanced Settings.
	3. Enable backup for services. For more information about related-parameters, see Table 2.

	Configure redundancy groups and Reth interfaces
	1. Click the System tab.
	2. In the navigation pane, select Virtualization Advanced Settings > IRF Advanced Settings.
	3. Click Redundancy groups.
	4. Click Create, configure the redundancy group name, and click OK.
	5. Configure the redundancy group and Reth interfaces. For more information about the related parameters, see Table 3 and Table 4.
	6. Click Create in the Reth interfaces area.
	7. Configure the Reth interface. For more information about the related parameters, see Table 5.
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	Contexts
	Introduction
	Default context and non-default contexts
	Assigning resources to a context
	Assigning VLANs to a context
	Assigning interfaces to a context
	Specifying a CPU weight for a context
	1. Identifies the CPU weights of all contexts.
	2. Calculates the percentage of each context's CPU weight among the CPU weights of all contexts.
	3. Allocates CPU resources to contexts based on their CPU weight percentages.

	Assigning disk and memory resources to a context
	Setting the maximum number of concurrent unicast sessions
	Setting the upper limit of the session establishment rate
	Setting the maximum number of security policy rules
	Setting the maximum number of SSL VPN users
	Setting a throughput threshold

	Collecting information
	Rate limiting

	Restrictions and guidelines
	Restrictions and guidelines: Stopping a context
	Restrictions and guidelines: VLAN assignment
	Restrictions and guidelines: Interface assignment
	Restrictions and guidelines: Information collection

	Configure a context
	1. Display assignment and configuration information about interfaces.
	2. Create a context.
	3. Assign resources to the context:
	4. Monitor resource usage on the context.



	36-Administrators
	Administrators
	Introduction
	User account management
	Role-based access control
	Access permission control
	Predefined roles
	Role assignment

	Password control
	Minimum password length
	Password complexity check
	Password composition check
	Password updating
	Password expiration
	Password expiration notification
	Login with an expired password
	Password history
	Login attempt limit
	Maximum account idle time

	Password strength management

	Restrictions and guidelines
	Restrictions and guidelines: Role-based access control
	Restrictions and guidelines: Password control
	Restrictions and guidelines: Password strength management
	Restrictions and guidelines: FTP users
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	Date and time
	Introduction
	Date and time obtaining methods
	NTP/SNTP
	NTP/SNTP clock source association modes
	NTP and SNTP clock source authentication

	Restrictions and guidelines
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	MAC address learning through a Layer 3 device
	Introduction
	2. The Layer 3 device learns the IP-MAC binding of the terminal, and then generates an ARP entry.
	3. The device sends SNMP requests to the Layer 3 device at the specified intervals to request the ARP entry.
	4. The Layer 3 device sends a response that contains the ARP entry.
	5. Upon receiving the response, the device saves the ARP entry in the memory. Then it can learn the MAC address of the terminal.

	Restrictions and guidelines
	Configure MAC address learning through a Layer 3 device
	Procedure
	1. Select System > Maintenance > MAC Learning Through L3 Device > L3 Device Access Setting.
	2. Click Enable to enable MAC address learning through a Layer 3 device.
	3. (Optional.) Set the polling interval and idle timeout
	4. Click Apply.
	5. Add a Layer 3 device:
	a. Click Add.
	b. Configure the following settings:

	6. Click OK.
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	SNMP
	Introduction
	SNMP framework
	SNMP versions
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	Configuration management
	Introduction
	Configuration types
	Factory defaults
	Startup configuration
	Running configuration

	Configuration backup
	Configuration rollback

	Restrictions and guidelines
	Manage the running configuration
	Back up the running configuration
	1. Click the System tab.
	2. In the navigation pane, select Maintenance > Configuration Management.
	3. Click Back up current configuration.
	4. Configure the configuration backup parameters.
	5. Click OK.

	Roll back the configuration
	1. Click the System tab.
	2. In the navigation pane, select Maintenance > Configuration Management.
	3. Click Configure rollback.
	4. Select the rollback file location:
	5. Roll back the configuration or schedule a rollback:




	41-Reboot
	Reboot
	Introduction
	Restrictions and guidelines


	42-About
	About

	43-Ping
	Ping
	Introduction


	44-Tracert
	Tracert
	Introduction


	45-Packet capture
	Packet capture
	Introduction
	Restrictions and guidelines
	Perform packet capture
	Start packet capture
	1. Select System > Diagnosis Center > Packet Capture.
	2. Click Start packet capture.
	3. Configure filters as shown in Table 1.
	4. Click Start.
	5. To stop packet capture, click Stop packet capture.

	Configure packet capture settings
	1. Select System > Diagnosis Center > Packet Capture.
	2. Click Set packet capture parameters.
	3. Configure packet capture parameters as shown in Table 2:
	4. Click OK.




	46-Webpage Diagnosis
	Webpage Diagnosis
	Introduction
	Restrictions and guidelines
	Perform a webpage diagnosis
	1. Select System > Diagnosis Center > Webpage Diagnosis.
	2. Configure webpage diagnosis parameters.
	3. Click Diagnose.
	4. View the webpage diagnosis result to analyze the failure and resolve the issue.
	5. (Optional.) Click Export to export the webpage diagnosis result to a .xml file.



	47-Diagnostic Info
	Diagnostic Info
	Introduction


	48-Packet trace
	Packet trace
	Introduction
	Application scenarios
	Packet trace modes

	Restrictions and guidelines
	Configure packet trace


	49-Load balancing test
	Load balancing test
	Introduction
	Performing a load balancing test
	Procedure
	1. Select System > Diagnosis Center > Load Balancing Test.
	2. Configure test parameters.
	3. Click Start testing. For more information about the test result, see Table 2.




	50-IPsec diagnosis
	IPsec diagnosis
	Introduction
	Restrictions and guidelines


	51-Fast Internet Access
	Fast Internet Access
	Introduction
	Access mode
	Routing mode
	1. Configure the WAN interface.
	2. Configure the LAN interface.
	3. Configure the DMZ interface.
	4. Configure security.
	5. Configure WAN acceleration.
	6. Configure flow control.
	7. Configure the cloud manager server connection.

	Transparent mode





	08-Troubleshooting
	Troubleshooting security policies
	Network connectivity issues
	Device ping failure from a directly connected PC
	Symptom
	Analysis
	Solution
	1. Log in to the Web interface of the device.
	2. Access the Network > Security Zones page.
	3. Click the Edit icon for the target security zone.
	4. Add the interface that connects the device to the PC as a member interface.
	5. Click OK.
	6. Access the Policies > Security Policies > Security Policies page.
	7. Click Create and then click Create a policy.
	8. Configure policy parameters as needed:
	9. For the device to access the PC, create a security policy to permit packets from the device to the PC.
	10. Click OK.


	Connectivity failure between two PCs connected through the device
	Symptom
	Analysis
	Solution
	1. Log in to the Web interface of the device.
	2. Access the Network > Security Zones page.
	3. Click the Edit icon for the target security zone.
	4. Add the interface that connects the device to a PC as a member interface.
	5. Click OK.
	6. Repeat the previous steps to add the device's interface for the other PC to another security zone.
	7. Access the Policies > Security Policies page.
	8. Click Create, and then click Create a policy. Create a security policy to permit packets from PC A to PC B.
	9. Configure policy parameters as needed. As a best practice, specify exact match criteria.
	10. Repeat the previous steps to create a security policy and permit packets from PC B to PC A.
	11. Click OK.


	Connectivity failure between PCs connected through the device in the same security zone
	Symptom
	Analysis
	Solution
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed.
	5. Click OK.




	Troubleshooting NAT
	Policy-based NAT
	Failure of internal users to access the external network
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (policy-based NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Policy-based NAT page.
	3. Click Create.
	4. Configure policy parameters as needed:
	5. Click OK.


	Source address translation failure
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (policy-based NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Policy-based NAT page.
	3. Click the Edit icon for the corresponding source address translation rules.
	4. In the Modify NAT policy dialog box that opens, check if addresses of the following parameters are within the 10.0.0.1/24 network:
	5. If any, modify the configuration to ensure that return packets can be transmitted to interface GE1/0/2, the interface connected to the external network.
	6. Click OK.


	Destination address translation failure
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (policy-based NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Policy-based NAT page.
	3. Click the Edit icon for the corresponding destination address translation rules.
	4. Verify that the rules have correct service configuration.
	5. Click OK.


	Destination address translation failure (source address translation together with destination address translation)
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (policy-based NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Policy-based NAT page.
	3. If a rule displays Dynamic IP in the Translation method column, click the Edit icon.
	4. In the dialog box that opens, remove port number 80 from the port range in the NAT address group.
	5. Click OK.


	IPsec configuration failure (IPsec with NAT)
	Symptom
	Analysis
	Solution
	1. Log in to the Web interface of the device.
	2. Access the Network > VPN > IPsec > IPsec Policies page.
	3. Click the Edit icon for the corresponding IPsec policies.
	4. In the Data flow filter rule area, change the source and destination addresses of the protected flow to the addresses after NAT.
	5. Click OK.


	Failure of internal users to access the device configured with policy-based NAT
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (policy-based NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Policy-based NAT page.
	3. If a rule displays Any in the Source security zone column, click the Edit icon.
	4. In the dialog box that opens, modify the following packet match parameters for the destination address translation:
	5. Click OK.


	Failure of external users to access the device configured with source address translation
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (policy-based NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Policy-based NAT page.
	3. If a rule displays Dynamic IP in the Translation method column, click the Edit icon to edit the rule.
	4. If the address object group or NAT address group for source address translation contains the address of the interface connected to the external network, remove the address from the groups.
	5. Click OK.


	Failure of external users to access the device configured with destination address translation
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (policy-based NAT issue)
	1. Log in to the Web interface of the device.
	2. Log in to the Web interface of the device.
	3. Access the Policies > Policy-based NAT page.
	4. Click the Edit icon for the corresponding destination address translation rules.
	5. If the destination address match condition contains the address of the interface connected to the external network on the device, check the service match condition.
	6. If the condition contains the service that PC B uses to access the device, perform the following based on the actual situation:
	7. Click OK.



	Interface NAT
	Failure of internal users to access the external network
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (interface NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Interface NAT > IPv4 > Dynamic NAT page.
	3. Click the Out Dynamic NAT (ACL-Based) tab.
	4. Click Create.
	5. Configure policy parameters as needed:
	6. Click OK.


	Source address translation failure
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (interface NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Interface NAT > IPv4 > Dynamic NAT page
	3. Click the Edit icon for the corresponding source address translation rules.
	4. In the dialog box that opens, check if addresses of the following parameters are within the 10.0.0.1/24 network:
	5. If any, modify related configurations to verify that return packets can be transmitted to interface GE 1/0/2 on the device.
	6. Click OK.


	Destination address translation failure
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (interface NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Interface NAT > IPv4 > NAT Servers > Policy Configuration page.
	3. Check whether the public port of the NAT Server is in actual use.
	4. If not, change the public port match condition to make sure that the public port is in actual use for the NAT Server rule.
	5. Click OK.


	Destination address translation failure (source address translation together with destination address translation)
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (interface NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Interface NAT > IPv4 > Dynamic NAT page.
	3. Click the Out Dynamic NAT (Object Group-Based) tab to view rule details.
	4. If the action is PAT, click the Edit icon to remove port number 80 from the port range in the NAT address group.
	5. Click OK.
	6. Click the Out Dynamic NAT (ACL-Based) tab to view rule details.
	7. If the translation mode is PAT, click the Edit icon to remove port number 80 from the port range in the NAT address group.
	8. Click OK.


	IPsec configuration failure (IPsec with NAT)
	Symptom
	Analysis
	Solution
	1. Log in to the Web interface of the device.
	2. Access the Network > VPN > IPsec > IPsec Policies page.
	3. Click the Edit icon for the corresponding IPsec policies.
	4. In the Data flow filter rule area, change the source and destination addresses of the protected flow to the addresses after NAT.
	5. Click OK.


	Failure of external users to access the device configured with source address translation
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (interface NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Interface NAT > IPv4 > NAT > Dynamic NAT page.
	3. Click the Out Dynamic NAT (Object Group-Based) tab to check if the Action column is NO-PAT.
	4. If the action is NO-PAT, click the Edit icon to remove IP address 10.0.0.1, if any, from the NAT address group for packet matching.
	5. Click OK.
	6. Click the Out Dynamic NAT (ACL-Based) tab to check if the Translation method column is NO-PAT.
	7. If the translation mode is NO-PAT, click the Edit icon to open the NAT Dynamic NAT Rule dialog box:
	8. Click OK.


	Failure of external users to access the device configured with destination address translation
	Symptom
	Analysis
	Solution (security policy issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Security Policies > Security Policies page.
	3. Click Create, and then click Create a policy.
	4. Configure policy parameters as needed:
	5. Click OK.

	Solution (interface NAT issue)
	1. Log in to the Web interface of the device.
	2. Access the Policies > Interface NAT > IPv4 > NAT Servers > Policy Configuration page.
	3. Check if IP address 10.0.0.1 is used by a NAT Server rule.
	4. If IP address 10.0.0.1 is displayed in the Public IP address column, click the Edit icon for the rule.
	5. In the Edit NAT Server Rule dialog box that opens, check if the public port is the port for PC B to access the device.
	6. If the port is the port for the PC B to access the device, select one of the following solutions:
	7. Click OK.




	Troubleshooting SSL VPN
	Browser access issues
	Failure to access the SSL VPN Web interface from a browser
	Symptom
	Solution
	1. Verify that the address of the SSL VPN gateway is reachable.
	2. View SSL VPN gateway information to verify the following:
	3. View SSL VPN context information to verify the following:
	4. Verify that the SSL VPN gateway listening address and ports are correctly configured on all service modules, and the listening ports on each service module is enabled.


	Failure to log in to the SSL VPN gateway from a browser
	Symptom
	Solution
	1. Verify that the address of the SSL VPN gateway is reachable.
	2. View SSL VPN gateway information to verify the following:
	3. View SSL VPN context information to verify the following:
	4. Verify that the SSL VPN gateway listening address and ports are correctly configured on all service modules, and the listening ports on each service module is enabled.
	5. Verify that the SSL VPN user is configured correctly.
	6. If certificate authentication is enabled on the server and client, make sure certificates are installed correctly on the server and client.


	Failure to access internal resources from a browser
	Symptom
	Solution
	1. Verify that the access resources are configured in one of the following methods:
	2. Verify that the SSL VPN gateway can ping the internal resources successfully. Add routes to reach the peer devices if needed.
	3. View SSL VPN gateway information to verify the following:
	4. View SSL VPN context information to verify the following:
	5. Verify that both the uplinks and downlinks operate correctly. An uplink or downlink error might occur in one of the following situations:



	iNode client access issues
	Failure to obtain SSL VPN gateway information from an iNode client
	Symptom
	Solution
	1. Verify that the address of the SSL VPN gateway is reachable.
	2. View SSL VPN gateway information to verify the following:
	3. View SSL VPN context information to verify the following:
	4. Verify that the SSL VPN gateway listening address and ports are correctly configured on all service modules, and the listening ports on each service module is enabled.


	Failure to log in to the SSL VPN gateway from an iNode client
	Symptom
	Solution
	1. Verify that the address of the SSL VPN gateway is reachable.
	2. View SSL VPN gateway information to verify the following:
	3. View SSL VPN context information to verify the following:
	4. Verify that the SSL VPN gateway listening address and ports are correctly configured on all service modules, and the listening ports on each service module is enabled.
	5. Verify that an SSL VPN AC interface is created, an IP address is configured for the interface, and the interface is specified in the SSL VPN context for the user.
	6. Verify that an address pool is configured, and is specified for the SSL VPN context or the authorization resource group for the user. The address pool cannot contain the address of the SSL VPN gateway.
	7. Verify that SSL VPN users are configured correctly.
	8. Verify that the SSL VPN user is configured correctly.
	9. If certificate authentication is enabled on the server and client, make sure certificates are installed correctly on the server and client.
	10. Verify that the iNode client is of the latest version.


	Failure to access internal resources from an iNode client
	Symptom
	Solution
	1. Verify that an SSL VPN AC interface is added to a security zone and is permitted by security policies.
	2. Verify that the IP address of the VNIC assigned to the iNode client is added to a security zone and is permitted by security policies.
	3. Configure an ACL or a URI ACL to permit access to the internal servers, and then specify the ACL for SSL VPN Web access. For example:
	4. Verify that the SSL VPN gateway can ping the internal resources successfully. Add routes to reach the peer devices if needed.
	5. Verify that the iNode client is of the latest version.
	6. Verify that both the uplinks and downlinks operate correctly. An uplink or downlink error might occur in one of the following situations:


	Failure to terminate idle SSL VPN sessions of iNode client users
	Symptom
	Solution


	Others
	User filtering, monitoring, and IP binding settings not take effect
	Symptom
	Solution

	Failure to relog in to the SSL VPN gateway
	Symptom
	Solution
	1. Check whether a limit is set to the number of concurrent logins for each account. In this example, the maximum number is set to 1.
	2. You can remove the configuration of the max-onlines command if no such limit is needed. If the limit is set and you do not want to remove it, you can enable the force logout feature. When a login is attempted but logins using the account reach the ...





	09-Configuration Examples
	01-Web Login Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring Web login
	Network configuration
	Software versions used
	Procedure
	Using the factory-default settings to log in
	1. Use an Ethernet cable to connect the host to management interface GE 1/0/0 on the device.
	2. Assign IP address 192.168.0.2/24 to the host.
	3. Launch the Web browser and enter https://192.168.0.1 in the address bar.
	4. Enter the username admin and password admin, select a language, and click Login.

	Configuring Web login through a non-management interface
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Trust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask length of the interface. In this example, enter 192.168.200.1/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Create a security policy:
	3. Configure a Web login user:


	Verifying the configuration
	1. Launch the Web browser and enter https://192.168.200.1 in the address bar.
	2. Enter username user1 and the password, select a language, and click Login.



	02-Internet Access Through a Static IP Address Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring Internet access through a static IP address
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedures
	Configuring the device
	1. Configure a static IP address.
	2. Configure a security policy.
	a. On the top navigation bar, click Policies.
	b. From the navigation pane, select Security Policies > Security Policies.

	3. Configure DHCP.
	4. Configure DNS proxy.

	Configuring the host

	Verifying the configuration
	1. Display the IP address that the host obtains.
	2. Verify that you can ping a domain name on the public network from the host.



	03-Internet access through PPPoE configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Accessing the Internet through PPPoE
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedures
	Configuring Device
	1. Configure PPPoE.
	2. Configure a security policy.
	3. Configure DHCP.
	4. Configure DNS proxy.

	Configuring the hosts
	Verifying the configuration
	1. View the address information that a host obtains.
	2. Verify that a host can ping the server address www.example.com.




	04-Signature Library Upgrade Configuration Examples
	Contents
	Introduction
	Prerequisites
	General restrictions and guidelines
	Example: Configuring scheduled automatic update of the signature library
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure settings for routing:
	3. Configure a DNS server:
	4. Configure a security policy named Local-to-Untrust:
	5. Configure the device to update the IPS signature library automatically at a scheduled time.

	Verifying the configuration

	Example: Using a local signature file to update the device signature library
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure a security policy named Trust-Local, ensuring that the internal users can use a PC to access the Internet:
	3. Import the local IPS signature file.

	Verifying the configuration


	05-Software Upgrade Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Upgrading software
	Network configuration
	Software versions used
	Procedure
	Configuring the host
	1. Use an Ethernet cable to connect the host to management interface GE 1/0/0 on the device.
	2. Assign IP address 192.168.0.2/24 to the host.
	3. Launch the Web browser and enter https://192.168.0.1 in the address bar.
	4. Enter the username admin and password admin, select a language, and click Login.

	Upgrading software
	1. On the top navigation bar, click System.
	2. From the navigation pane, select Upgrade Center > Software Upgrade.
	3. Click Upgrade immediately.
	4. Click Select and select the .ipe upgrade file.
	5. Verify that the Reboot the device immediately option is selected.
	6. Click OK.


	Verifying the configuration


	06-Routing deployment configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring routing deployment
	Network configuration
	Software versions used
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. Enter the IP address and mask of the interface. In this example, enter 10.1.1.1/24.
	c. Use default settings for other parameters.
	d. Click OK.

	2. Configure a static route:
	a. Enter the destination IP address 0.0.0.0.
	b. Specify the mask length as 0.
	c. Specify the next hop IP address as 20.1.1.2.
	d. Use default settings for other parameters.

	3. Create a security policy to enable the host to access the external network.

	Configuring the host

	Verifying the configuration


	07-Transparent deployment configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring transparent deployment
	Network configuration
	Software versions used
	Procedure
	Configuring the router
	Configuring the device
	1. Create VLAN 10.
	2. Specify the link mode, security zone, and VLAN settings for interfaces.
	3. Create a security policy to enable the host to access the external network.

	Configuring the host

	Verifying the configuration


	08-Static routing configuration examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring static routes
	Network configuration
	Software versions used
	Procedure
	Configuring Device A
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Untrust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 1.1.4.1/30.
	c. Click OK.

	2. Configure security policies:
	3. Configure a static route:

	Configuring Device B
	Configuring Device C

	Verifying the configuration


	09-RIP configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring RIP
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring Device A
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. On the Basic Configuration tab, select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.0.0.1/24.
	c. Click OK.

	2. Create security policies.
	a. Enter policy name rip-a.
	b. Select source zone Trust.
	c. Select destination zone Untrust.
	d. Select type IPv4.
	e. Select action Permit.
	f. Enter source IPv4 address 10.1.1.0/24.
	g. Click OK.
	a. Enter policy name rip-b.
	b. Select source zone Local.
	c. Select destination zone Untrust.
	d. Select type IPv4.
	e. Select action Permit.
	f. Click OK.
	a. Enter policy name rip-c.
	b. Select source zone Untrust.
	c. Select destination zone Local.
	d. Select type IPv4.
	e. Select service object group rip.
	f. Select action Permit.
	g. Click OK.
	a. Enter policy name rip-d.
	b. Select source zone Untrust.
	c. Select destination zone Untrust.
	d. Select type IPv4.
	e. Enter source IPv4 address 10.2.2.0/24.
	f. Select action Permit.
	g. Click OK.

	3. Configure a default route to the ISP.
	4. Configure RIP.

	Configuring Device B
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. On the Basic Configuration tab, select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.0.0.2/24.
	c. Click OK.

	2. Create security policies.
	a. Enter policy name rip-a.
	b. Select source zone Trust.
	c. Select destination zone Untrust.
	d. Select type IPv4.
	e. Select action Permit.
	f. Enter source IPv4 address 10.2.2.0/24.
	g. Click OK.
	a. Enter policy name rip-b.
	b. Select source zone Local.
	c. Select destination zone Untrust.
	d. Select type IPv4.
	e. Select service object group rip.
	f. Select action Permit.
	g. Click OK.
	a. Enter policy name rip-c.
	b. Select source zone Untrust.
	c. Select destination zone Local.
	d. Select type IPv4.
	e. Select action Permit.
	f. Select service object group rip.
	g. Click OK.

	3. Configure RIP.


	Verifying the configuration
	1. Display the RIP routing table of Device A.
	2. Display the RIP routing table of Device B.
	3. Ping the gateway address 200.2.2.254 of the ISP on Device A.
	4. Ping the gateway address 200.2.2.254 of the ISP on Device B.



	10-OSPF configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring OSPF
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring Device A
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.0.0.1/24.
	c. Retain the default configuration for the rest of parameters.
	d. Click OK.
	2. Create security policies.
	3. Configure OSPF.

	Configuring Device B
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.0.0.2/24.
	c. Retain the default configuration for the rest of parameters.
	d. Click OK.
	2. Create security policies.
	3. Configure OSPF.

	Configuring Device C
	1. Assign IP addresses to interfaces. (Details not shown.)
	2. Configure OSPF.


	Verifying the configuration
	1. View information about the OSPF routing table of Device A.
	2. View information about the OSPF routing table of Device B.
	3. Verify that Device A can ping the ISP.
	4. Verify that Device B can ping the ISP.



	11-BGP configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring BGP
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring Device A
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.0.0.1/30.
	c. Retain the default configuration for the rest of parameters.
	d. Click OK.
	2. Create security policies.
	3. Configure an underlying routing protocol. In this example, configure RIP.
	4. Configure BGP.

	Configuring Device B
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.0.0.5/30.
	c. Retain the default configuration for the rest of parameters.
	d. Click OK.
	2. Create security policies.
	3. Configure an underlying routing protocol. In this example, configure RIP.
	4. Configure BGP.

	Configuring Device C
	1. Assign IP addresses to interfaces. (Details not shown.)
	2. Configure an underlying routing protocol. In this example, configure RIP.
	3. Configure BGP.


	Verifying the configuration
	1. View information about BGP peers of Device A.
	2. View information about BGP peers of Device B.
	3. View information about the BGP routing table of Device A.
	4. View information about the BGP routing table of Device B.
	5. Verify that Device A can ping the ISP.
	6. Verify that Device B can ping the ISP.



	12-Policy-based routing configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring policy-based routing
	Network configuration
	Software versions used
	Procedure
	Configuring Device A
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. Enter the IP address and mask of the interface. In this example, enter 192.168.3.2/24.
	c. Use default settings for other parameters.
	a. Select the Untrust security zone.
	b. Enter the IP address and mask of the interface. In this example, enter 1.1.1.1/30.
	c. Use default settings for other parameters.
	a. Select the Untrust security zone.
	b. Enter the IP address and mask of the interface. In this example, enter 2.2.2.1/30.
	c. Use default settings for other parameters.

	2. Configure static routes:
	a. Enter the destination IP address 192.168.1.0.
	b. Specify the mask length as 24.
	c. Specify the next hop IP address as 192.168.3.1.
	d. Use default settings for other parameters.
	a. Enter the destination IP address 192.168.2.0.
	b. Specify the mask length as 24.
	c. Specify the next hop IP address as 192.168.3.1.
	d. Use default settings for other parameters.

	3. Create a security policy.
	a. Enter the name secpolicy.
	b. Specify the source zone as Trust.
	c. Specify the destination zone as Untrust.
	d. Select the IPv4 type.
	e. Specify the action as Permit.
	f. Specify source IPv4 addresses 192.168.1.0/24 and 192.168.2.0/24.
	g. Use default settings for other parameters.

	4. Create ACLs.
	5. Configure PBR:

	Configuring Device B

	Verifying the configuration
	1. Use the tracert command to identify the path from a host in internal network A to external network IP address 3.3.3.3. Hop 3 is the access point IP address 1.1.1.2 of ISP link A.
	2. Use the tracert command to identify the path from a host in internal network B to external network IP address 3.3.3.3. Hop 3 is the access point IP address 2.2.2.2 of ISP link B.



	13-Security Policy Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring basic security policies
	Network configuration
	Software versions used
	Procedure
	1. Create a security zone.
	2. Assign IP addresses to interfaces.
	a. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 192.168.0.1/24.
	b. Click OK.

	3. Create a time range.
	4. Create a security policy from security zone president to security zone database to allow the president office to access the database through HTTP at any time.
	5. Create a security policy from security zone finance to security zone database to allow the financial office to access the database through HTTP from 8:00 to 18:00 on weekdays.
	6. Create a security policy from security zone market to security zone database to forbid the marketing office from accessing the database through HTTP at any time.
	7. For the security policies to take effect immediately, activate security policy matching acceleration.

	Verifying the configuration

	Example: Configuring domain name-based security policies
	Network configuration
	Software versions used
	Procedure
	1. Create a security zone.
	2. Assign IP addresses to interfaces.
	a. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.0.0.1/24.
	b. Click OK.

	3. Create an IPv4 address object.
	4. Configure DNS settings.
	5. Create a security policy from security zone local to security zone dns to allow the device to access the DNS server for host name translation.
	6. Create a security policy from security zones market and finance to security zone dns to allow hosts in the internal network to access the DNS server for host name translation.
	7. Create a security policy from security zone finance to security zone web for the financial office to access the financial Web server through HTTP.
	8. Create a security policy from security zone market to security zone web to forbid the marketing office from accessing the financial Web server through HTTP at any time.
	9. For the security policies to take effect immediately, activate security policy matching acceleration.

	Verifying the configuration

	Example: Configuring security policies and DPI
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.1.1.1/24.
	c. Click OK.

	2. Create an anti-virus profile.
	3. Create a security policy.
	4. For the security policy to take effect immediately, activate security policy matching acceleration.
	5. Submit content security settings for the settings to take effect.

	Verifying the configuration


	14-APR-Based Security Policy Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring APR-based, strict security policies
	Network configuration
	Software versions used
	Restrictions and guidelines
	Analysis
	a. president_permit
	b. finance_permit
	c. market_permit1
	d. market_deny1
	e. market_permit2
	f. market_permit3

	Procedure
	1. Configure security zones.
	2. Assign IP addresses to interfaces.
	a. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 2.2.2.1/24.
	b. Click OK.

	3. Configure a time range.
	a. Enter a time range name. In this example, enter work.
	b. Create a periodic time range from 8:00 to 18:00 on workdays, and click OK.
	c. Click OK.

	4. Configure application groups.
	5. Configure a security policy named president_permit.
	6. Configure a security policy named finance_permit.
	7. Configure a security policy named market_permit1.
	8. Configure a security policy named market_deny1.
	9. Configure a security policy named market_permit2.
	10. Configure a security policy named market_permit3.

	Verifying the configuration

	Example: Configuring APR-based, loose security policies
	Network configuration
	Software versions used
	Restrictions and guidelines
	Analysis
	a. finance_permit
	b. market_deny1
	c. president_market_permit

	Procedure
	1. Configure security zones.
	2. Assign IP addresses to interfaces.
	a. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 2.2.2.1/24.
	b. Click OK.

	3. Configure a time range.
	a. Enter a time range name. In this example, enter work.
	b. Create a periodic time range from 8:00 to 18:00 on workdays, and click OK.
	c. Click OK.

	4. Configure application groups.
	5. Configure a security policy named finance_permit.
	6. Configure a security policy named market_deny1.
	7. Configure a security policy named president_market_permit.

	Verifying the configuration


	15-Object Group Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring an IPv4 address object group
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 20.1.1.1/24.
	c. Click OK.

	2. Create an IPv4 address object group.
	a. Enter a group name. In this example, enter test-a.
	b. Enter a description. In this example, enter 20.1.1.0/24.
	c. Click Add.
	d. In the dialog box that opens, select the Network segment object, and enter the IPv4 address and mask length 20.1.1.0/24.
	e. Click OK.
	f. On the Create IPv4 Address Object Group page, click OK.

	3. Create a security policy from zone Trust to zone Untrust.

	Verifying the configuration
	1. On the top navigation bar, click Monitor.
	2. From the navigation pane, select Sessions.


	Example: Configuring an IPv6 address object group
	Network configuration
	Software versions used
	Procedure
	1. Assign IPv6 addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv6 Address tab, enter the IP address and mask of the interface. In this example, enter 20:1:1::1/112.
	c. Click OK.

	2. Create an IPv6 address object group.
	a. Enter a group name. In this example, enter test-6a.
	b. Click Add.
	c. In the dialog box that opens, select the Network segment object, and enter the IPv6 address and prefix length 20:1:1::/112.
	d. Click OK.
	e. On the Create IPv6 Address Object Group page, click OK.

	3. Create a security policy from zone Trust to zone Untrust.

	Verifying the configuration
	1. On the top navigation bar, click Monitor.
	2. From the navigation pane, select Sessions.


	Example: Configuring a MAC address object group
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 20.1.1.1/24.
	c. Click OK.

	2. Create a MAC address object group.
	a. Enter a group name. In this example, enter test-mac.
	b. Enter a description. In this example, enter Host1-mac.
	c. Click Add.
	d. In the dialog box that opens, configure a MAC address object.
	e. Click OK.
	f. On the Create MAC Address Object Group page, click OK.

	3. Create a security policy from zone Trust to zone Untrust.

	Verifying the configuration
	1. On the top navigation bar, click Monitor.
	2. From the navigation pane, select Sessions.


	Example: Configuring a service object group
	Network configuration
	Software versions used
	Procedure
	1. Assign IPv6 addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv6 Address tab, enter the IP address and mask of the interface. In this example, enter 20:1:1::1/112.
	c. Click OK.

	2. Create a service object group.
	a. Enter a group name. In this example, enter test-fa.
	b. Click Add.
	c. In the dialog box that opens, configure a service object.
	d. Click OK.
	e. On the Create Service Object Group page, click OK.

	3. Create a security policy from zone Trust to zone Untrust.

	Verifying the configuration
	1. On the top navigation bar, click Monitor.
	2. From the navigation pane, select Sessions.


	Example: Configuring a time range
	Network configuration
	Software versions used
	Procedure
	1. Assign IPv6 addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv6 Address tab, enter the IP address and mask of the interface. In this example, enter 20:1:1::1/112.
	c. Click OK.

	2. Create a service object group.
	a. Enter a group name. In this example, enter test-fa.
	b. Click Add.
	c. In the dialog box that opens, configure a service object.
	d. Click OK.
	e. On the Create Service Object Group page, click OK.

	3. Create a time range.
	4. Create a security policy from zone Trust to zone Untrust.

	Verifying the configuration


	16-User identification configuration examples
	Contents
	Introduction
	Prerequisites
	General restrictions and guidelines
	Example: Configuring user identification for portal users that pass RADIUS authentication (RADIUS single sign-on)
	Network configuration
	Analysis
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the router
	Configuring IP addresses for interfaces and a default route to ensure the network connectivity of the router
	Configuring SNMP for the IMC server to monitor and manage the router
	Configuring a RADIUS scheme
	Configuring an authentication domain
	Configuring portal authentication

	Configuring Device (the firewall)
	Configuring SNMP for the IMC server to monitor and manage the firewall
	Configuring NETCONF over SOAP for the IMC server to issue configuration to the firewall
	Enabling RESTful for the firewall to communicate with the IMC RESTful server
	Assigning IP addresses to interfaces and adding the interfaces to security zones
	1. Select the Trust security zone.
	2. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 192.168.100.88/24.
	3. Use the default settings for other parameters.
	4. Click OK.

	Configuring routing
	1. Configure routes to ensure that the firewall and users can reach each other.
	2. Configure a default route to ensure that the firewall can reach the Internet.

	Assigning the HTTP service to administrator admin
	Configuring user identification
	1. Enable user identification:
	2. Create RESTful server rest1:
	3. Create user import policy imc:

	Configuring security policies to ensure the network connectivity between the firewall and the IMC server

	Adding managed devices to IMC
	1. Log in to IMC:
	2. Add the firewall to IMC:
	3. Modify NETCONF settings:

	Configuring security services (IMC)
	1. Synchronize security services from the firewall to the IMC server to ensure that the configuration and user information is consistent between the firewall and IMC server.
	2. Configure user authentication system parameters and user notification parameters to ensure that the IMC server synchronizes user online and offline information to the firewall in real time.

	Configuring the RADIUS server (IMC)
	1. Add the router to the server as an access device:
	2. Add an access policy:
	3. Add an access service:
	4. Add an access user:

	Configuring the portal server (IMC)
	1. Configure the portal server:
	2. Add an IP group:
	3. Add a portal device:
	4. Associate the portal device with the IP group:

	Configuring the hosts

	Verifying the configuration
	1. On the hosts, verify that the users can pass portal authentication.
	2. On the IMC server, verify that users user10001, user10002, and user10003 are in the online user list after they pass portal authentication. To view the online user list, click the User tab and select Access User > Online Users from the navigation t...
	3. On the firewall, display identity user information.
	4. Verify that the firewall can perform identity-based access control on the users:

	Configuration files
	Router
	Device


	Example: Configuring user identification for portal users that pass RADIUS authentication (non-RADIUS single sign-on)
	Network configuration
	Analysis
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the router
	Configuring Device (the firewall)
	Configuring SNMP for the IMC server to monitor and manage the firewall
	Configuring NETCONF over SOAP for the IMC server to issue configuration to the firewall
	Enabling RESTful for the firewall to communicate with the IMC RESTful server
	Assigning IP addresses to interfaces and adding the interfaces to security zones
	1. Select the DMZ security zone.
	2. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 192.168.100.88/24.
	3. Use the default settings for other parameters.
	4. Click OK.

	Configuring routing
	1. Configure a route to ensure that the firewall and the users can reach each other.
	2. Configure a default route to ensure that the firewall can reach the Internet.

	Assigning the HTTP service to administrator admin
	Configuring security policies to ensure the network connectivity between the firewall and the IMC server
	Configuring RADIUS scheme rs1
	Configuring authentication domain dm1
	Configuring portal authentication
	1. Configuring the portal authentication server:
	2. Configure the portal Web server:
	3. Configure an interface portal policy and enable IPv4 portal on GE 1/0/2:

	Configuring user identification
	1. Enable user identification:
	2. Create RESTful server rest1:
	3. Create user import policy imc:

	Configuring a security policy to permit user user10003 to access the Internet

	Adding the firewall to IMC
	1. Log in to IMC:
	2. Add the firewall to IMC:
	3. Modify NETCONF settings:

	Configuring security services (IMC)
	1. Synchronize security services from the firewall to the IMC server to ensure that the configuration and user information is consistent between the firewall and IMC server.
	2. Configure user authentication system parameters and user notification parameters to ensure that the IMC server synchronizes user online and offline information to the firewall in real time.

	Configuring the RADIUS server (IMC)
	1. Add the firewall to the IMC server as an access device:
	2. Add an access policy:
	3. Add an access service:
	4. Add an access user:

	Configuring the portal server (IMC)
	1. Configure the portal server:
	2. Add an IP group:
	3. Add a portal device:
	4. Associate the portal device with the IP group:

	Configuring the hosts

	Verifying the configuration
	1. On the hosts, verify that the users can pass portal authentication.
	2. On the IMC server, verify that users user10001, user10002, and user10003 are in the online user list after they pass portal authentication. To view the online user list, click the User tab and select Access User > Online Users from the navigation t...
	3. On the firewall, display information about all portal users.
	4. On the firewall, display identity user information.
	5. Verify that the firewall can perform identity-based access control on the users:

	Configuration files
	Router
	Device


	Example: Configuring user identification for users obtained from a Dr.Com server (Dr.Com server single sign-on)
	Network configuration
	Software versions used
	Prerequisites
	Procedure
	Configuring the Dr.Com server
	1. Add the IP address and port number of Device to the server:
	2. Enable UDP interface process and get interface process on the server:

	Configuring Device (the firewall)
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Trust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 184.69.0.161/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure routing:
	3. Configure security policies to permit traffic between the Dr.Com server and Device:
	4. Enable user identification:
	5. Configure a RESTful server for synchronizing user accounts and online users from the Dr.Com server:
	6. Configure a security management server set to receive user online and offline messages pushed from the Dr.Com server:
	7. Configure a user import policy:
	8. Manually import user accounts and online users:
	9. Configure security policies to control user traffic:


	Verifying the configuration
	1. On the top navigation bar, click Objects. From the navigation pane, select User > User Management > Static Identity Users. On the page that opens, verify that you can view user information imported from the Dr.Com server.
	2. On the top navigation bar, click Objects. From the navigation pane, select User > User Management > Online Users. On the page that opens, verify that you can view online user information pushed from the Dr.Com server.
	3. Verify that user user10001 cannot ping the FTP server.
	4. Verify that user user10002 can ping the FTP server.
	5. Verify that user user10003 can ping a host on the Internet. In this example, the user pings the host at 12.1.1.2.



	17-Attack defense configuration examples
	Contents
	Introduction
	Scanning attack defense
	Global flood attack defense
	IP-specific flood attack defense
	Well-known single-packet attack defense
	User-defined single-packet attack defense
	Exemption list

	Prerequisites
	Example: Configuring scanning attack defense
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 20.1.1.1/24.
	c. Click OK.

	2. Create a security policy from zone Untrust to zone Trust.
	3. Configure a scanning attack defense policy.

	Verifying the configuration
	1. On the host at 20.1.1.2, simulate an attack to send a large number of SYN packets with different destination port numbers to destination address 30.1.1.2.
	2. On the firewall, view the attack defense log information.
	3. Double-click the attack log to view its details.
	4. Verify that no sessions are created for SYN packets because these packets have been dropped.


	Example: Configuring flood attack defense
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 20.1.1.1/24.
	c. Click OK.

	2. Create a security policy from zone Untrust to zone Trust.
	3. Configuring flood attack defense global settings.

	Verifying the configuration
	1. On the host at 20.1.1.2, simulate a SYN flood attack by sending a large number of SYN packets with different source port numbers to destination address 30.1.1.2.
	2. On the firewall, view the flood attack log information.
	3. Double-click the flood attack log to view its details.
	4. Verify that no session is created for SYN packets because these packets have been dropped.



	18-IPCAR Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring IPCAR for public network protection
	Network configuration
	Software versions used
	Procedure
	Assigning IP addresses to interfaces and adding the interfaces to security zones
	1. Select the Trust security zone.
	2. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 10.0.0.1/24.
	3. Use the default settings for other parameters.
	4. Click OK.

	Configuring a security policy
	Configuring IPCAR

	Verifying the configuration

	Example: Configuring IPCAR for internal network protection
	Network configuration
	Software versions used
	Procedure
	Assigning IP addresses to interfaces and adding the interfaces to security zones
	1. Select the Trust security zone.
	2. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 10.0.0.1/24.
	3. Use the default settings for other parameters.
	4. Click OK.

	Configuring a security policy
	Configuring IPCAR

	Verifying the configuration


	19-IPS Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring IPS
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces:
	a. Select the Trust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask length of the interface. In this example, enter 10.1.1.1/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure routing settings.
	3. Update the IPS signature library to the latest version. (Details not shown.)
	4. Configure an IPS profile:
	5. Create security policies:
	6. Activate the settings on the Security Policies page:
	7. Enable logging:

	Verifying the configuration


	20-URL Filtering Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring URL filtering
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces:
	a. Select the Trust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask length of the interface. In this example, enter 10.1.1.1/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure routing settings.
	3. Update the URL filtering signature library to the latest version. (Details not shown.)
	4. Configure a URL category:
	5. Configure a URL filtering profile:
	6. Create a security policy:
	7. Activate the settings on the Security Policies page:
	8. Enable logging:

	Verifying the configuration


	21-Anti-Virus Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring anti-virus
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Trust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask length of the interface. In this example, use 10.1.1.1/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	3. Update the virus signature library to the latest version. (Details not shown.)
	4. Configure an anti-virus profile.
	a. Enter the name antivirus.
	b. In the Protocols area, configure anti-virus protection for file transfer protocols and mail protocols, as shown in Figure 2.
	c. Click OK.

	5. Configure security policies:
	6. On the Anti-Virus Profile page, click Submit to make the anti-virus profile take effect.

	Verifying the configuration


	22-File Filtering Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring file filtering
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Trust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 10.1.1.1/24.
	c. Click OK.

	2. Configure a route:
	3. Configure file type groups.
	a. On the top navigation bar, click Objects.
	b. From the navigation pane, select APP Security > File Filtering > File Type Groups.
	c. Click Create.
	d. In the dialog box that opens, configure the file type group:

	4. Configure a file filtering profile.
	a. Enter the name filefilter.
	b. In the File filtering rules area, click Create.
	c. In the dialog box that opens, configure file filtering rule rule1 as shown in Figure 4, and then click OK.
	d. Create file filtering rule rule2 (as shown in Figure 5) in the same way you configure file filtering rule rule1.
	e. Click OK.

	5. Create a security policy:
	6. Activate the settings on the Security Policies page:
	7. Enable logging:

	Verifying the configuration


	23-Data Filtering Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring data filtering
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Trust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 10.1.1.1/24.
	c. Click OK.

	2. Configure a route:
	3. Configure keyword groups.
	a. On the top navigation bar, click Objects.
	b. From the navigation pane, select APP Security > Data Filtering > Keyword Groups.
	c. Click Create.
	d. In the dialog box that opens, configure the keyword group:
	e. Click OK.
	a. On the Keyword Group page, click Create.
	b. In the dialog box that opens, configure the keyword group:
	c. Click OK.

	4. Configure a data filtering profile.
	a. Enter the name datafilter.
	b. In the Data filtering rules area, click Create.
	c. In the dialog box that opens, create data filtering rule rule1 as shown in Figure 6, and then click OK.
	d. Create data filtering rule rule2 (as shown in Figure 7) in the same way you configure data filtering rule rule1.
	e. Click OK.

	5. Create a security policy:
	6. Activate the settings on the Security Policies page:

	Verifying the configuration


	24-NetShare Control Configuration Examples
	Contents
	Introduction
	Prerequisites
	General restrictions and guidelines
	Example: Configuring NetShare control
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Trust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 10.1.1.1/24.
	c. Click OK.

	2. Create a security policy:
	3. Update the APR signature library to the latest version. (Details not shown.)
	4. Configure a NetShare control policy.
	5. Click Submit to have the NetShare policy configuration take effect.

	Verifying the configuration


	25-Bandwidth Management Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring a single traffic profile
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure security policies.
	3. Configure traffic profiles.
	4. Configure traffic policies.
	5. Configure interface bandwidth.

	Verifying the configuration

	Example: Configuring parent/child traffic profiles
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.1.1.1/24.
	c. Click OK.
	2. Configure security policies.
	3. Configure traffic profiles.
	4. Configure the parent traffic policy.
	5. Configure child traffic policies.

	Verifying the configuration

	Example: Configuring a user-based traffic profile
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.1.1.1/24.
	c. Click OK.
	2. Configure security policies.
	3. Create identity users.
	4. Configure traffic profiles.
	5. Configure traffic policies.

	Verifying the configuration


	26-IPsec configuration examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring an IPsec tunnel for IPv4 subnets
	Network configuration
	Software versions used
	Procedure
	Configuring Device A
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Untrust security zone.
	b. Click the IPv4 Address tab. Enter the IP address and mask length of the interface. In this example, use 220.0.0.100/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Set the destination IP address to 220.0.10.100.
	b. Set the mask length to 24.
	c. Set the next hop address to 220.0.0.2.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Set the destination IP address to 192.200.0.2.
	b. Set the mask length to 24.
	c. Set the next hop address to 220.0.0.2.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Configure security policies:
	a. Set the security policy name to trust-untrust.
	b. Select source zone Trust.
	c. Select destination zone Untrust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 192.100.0.0/24.
	g. Enter destination IPv4 address 192.200.0.0/24.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to untrust-trust.
	b. Select source zone Untrust.
	c. Select destination zone Trust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 192.200.0.0/24.
	g. Enter destination IPv4 address 192.100.0.0/24.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to local-untrust.
	b. Select source zone Local.
	c. Select destination zone Untrust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 220.0.0.100.
	g. Enter destination IPv4 address 220.0.10.100.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to untrust-local.
	b. Select source zone Untrust.
	c. Select destination zone Local.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 220.0.10.100.
	g. Enter destination IPv4 address 220.0.0.100.
	h. Use the default settings for other parameters.
	i. Click OK.

	4. Create an IKE proposal:
	5. Configure the IPsec policy:

	Configuring Device B
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Untrust security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask length of the interface. In this example, use 220.0.10.100/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Set the destination IP address to 220.0.0.100.
	b. Set the mask length to 24.
	c. Set the next hop address to 220.0.10.2.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Set the destination IP address to 192.100.0.2.
	b. Set the mask length to 24.
	c. Set the next hop address to 220.0.10.2.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Configure security policies:
	a. Set the security policy name to trust-untrust.
	b. Select source zone Trust.
	c. Select destination zone Untrust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 192.200.0.0/24.
	g. Enter destination IPv4 address 192.100.0.0/24.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to untrust-trust.
	b. Select source zone Untrust.
	c. Select destination zone Trust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 192.100.0.0/24.
	g. Enter destination IPv4 address 192.200.0.0/24.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to local-untrust.
	b. Select source zone Local.
	c. Select destination zone Untrust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 220.0.10.100.
	g. Enter destination IPv4 address 220.0.0.100.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to untrust-local.
	b. Select source zone Untrust.
	c. Select destination zone Local.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 220.0.0.100.
	g. Enter destination IPv4 address 220.0.10.100.
	h. Use the default settings for other parameters.
	i. Click OK.

	4. Create an IKE proposal:
	5. Configure the IPsec policy:


	Verifying the configuration
	1. Verify that Device A and Device B can communicate with each other.
	2. On Device A, display IPsec tunnel information:
	3. On Device B, display IPsec tunnel information:


	Example: Configuring IPsec smart link selection
	Network configuration
	Software versions used
	Procedure
	Configuring Device A
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Untrust security zone.
	b. Click the IPv4 Address tab. Enter the IP address and mask length of the interface. In this example, use 1.1.1.2/24. Specify the gateway address for the interface as 1.1.1.3.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure security policies:
	a. Set the security policy name to trust-untrust.
	b. Select source zone Trust.
	c. Select destination zone Untrust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 10.1.1.0/24.
	g. Enter destination IPv4 address 10.1.2.0/24.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to untrust-trust.
	b. Select source zone Untrust.
	c. Select destination zone Trust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 10.1.2.0/24.
	g. Enter destination IPv4 address 10.1.1.0/24.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to local-untrust.
	b. Select source zone Local.
	c. Select destination zone Untrust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 1.1.1.2,2.2.2.2.
	g. Enter destination IPv4 address 3.3.3.3.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to untrust-local.
	b. Select source zone Untrust.
	c. Select destination zone Local.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 3.3.3.3.
	g. Enter destination IPv4 address 1.1.1.2,2.2.2.2.
	h. Use the default settings for other parameters.
	i. Click OK.

	3. Create an IKE proposal:
	4. Configure the IPsec policy:

	Configuring Device B
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Untrust security zone.
	b. Click the IPv4 Address tab. Enter the IP address and mask length of the interface. In this example, use 3.3.3.3/24. Specify the gateway address for the interface as 3.3.3.4.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure security policies:
	a. Set the security policy name to trust-untrust.
	b. Select source zone Trust.
	c. Select destination zone Untrust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 10.1.2.0/24.
	g. Enter destination IPv4 address 10.1.1.0/24.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to untrust-trust.
	b. Select source zone Untrust.
	c. Select destination zone Trust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 10.1.1.0/24.
	g. Enter destination IPv4 address 10.1.2.0/24.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to local-untrust.
	b. Select source zone Local.
	c. Select destination zone Untrust.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 address 3.3.3.3.
	g. Enter destination IPv4 addresses 1.1.1.2,2.2.2.2.
	h. Use the default settings for other parameters.
	i. Click OK.
	a. Set the security policy name to untrust-local.
	b. Select source zone Untrust.
	c. Select destination zone Local.
	d. Select IPv4 as the type.
	e. Select action Permit.
	f. Enter source IPv4 addresses 1.1.1.2,2.2.2.2.
	g. Enter destination IPv4 address 3.3.3.3.
	h. Use the default settings for other parameters.
	i. Click OK.

	3. Create an IKE proposal:
	4. Configure the IPsec policy:


	Verifying the configuration
	1. Verify that Device A and Device B can communicate with each other.
	2. On Device A, display IPsec tunnel information:
	3. On Device A, automatically or manually switch links:
	4. On Device B, display IPsec tunnel information:



	27-SSL VPN IP access configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring IP access with RADIUS authentication
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 1.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 40.1.1.1.
	b. Enter mask length 24.
	c. Enter next hop address 1.1.1.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 20.2.2.2.
	b. Enter mask length 24.
	c. Enter next hop address 2.2.2.3.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Create security policies:
	4. Request a server certificate for the device:
	a. Create a certificate subject:
	b. Create a PKI domain:
	c. Create a certificate request:
	d. Request a server certificate from the CA:

	5. Download the CA certificate:
	6. Import the CA certificate and server certificate to the PKI domain:
	a. Import the CA certificate:
	b. Import the server certificate:

	7. Configure an SSL server policy:
	8. Configure an SSL client policy:
	9. Configure a RADIUS scheme:
	10. At the CLI, create ISP domain sslvpn, specify RADIUS scheme radius for the authentication and authorization methods, and set the accounting method to none.
	11. Create a user group:
	12. Configure the SSL VPN gateway:
	13. Create an SSL VPN AC interface:
	14. Create an address pool for IP access users:
	15. Configure an SSL VPN context:
	a. Configure the IP access parameters as shown in Figure 27 and click Next.
	b. In the IP access resources area, configure route list rtlist with an included route entry for 20.2.2.0/24, as shown in Figure 28.
	c. Click Next.


	Configuring the RADIUS server
	1. Configure an access policy named resourcegrp:
	2. Configure an access service named sslvpnservice:
	3. Configure an access device:
	4. Configure an access user:

	Configuring the host
	1. Configure the IP address and gateway address settings for the host and make sure it can reach the SSL VPN gateway and the CA server.
	2. Submit a client certificate request to the CA server:
	a. Enter http://192.168.100.247/certsrv in the browser address bar.
	b. On the certificate service home page shown in Figure 37, click Request a certificate.
	c. On the Request a Certificate page shown in Figure 38, click advanced certificate request.
	d. Create a client certificate request, as shown in Figure 39.
	e. Click Submit.

	3. Install the client certificate on the host:
	a. After the certificate request is approved by the CA administrator, enter http://192.168.100.247/certsrv in the browser address bar.
	b. On the certificate service home page shown in Figure 40, click View the status of a pending certificate request.
	c. Click the client certificate whose status you want to view.
	d. On the Certificate Issued page shown in Figure 42, click Install this certificate to install the client certificate.
	e. Click install this CA certificate to install the CA certificate. Then, click Install this certificate to install the client certificate.



	Verifying the configuration
	1. In the browser address bar of the host, enter https://1.1.1.2 and press Enter.
	2. On the Select a certificate page, select the client certificate for authentication, as shown in Figure 45.
	3. Click OK.
	4. On the Domain List page shown in Figure 46, select domainip to access the login page.
	5. On the login page, enter username user1 and password 123456, and then click Login.
	6. Click START to start the IP client application.


	Example: Configuring IP access with LDAP authentication
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 1.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 40.1.1.1.
	b. Enter mask length 24.
	c. Enter next hop address 1.1.1.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 20.2.2.2.
	b. Enter mask length 24.
	c. Enter next hop address 2.2.2.3.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Create security policies:
	4. Request a server certificate for the device:
	a. Create a certificate subject:
	b. Create a PKI domain:
	c. Create a certificate request:
	d. Request a server certificate from the CA:

	5. Download the CA certificate:
	6. Import the CA certificate and server certificate to the PKI domain:
	a. Import the CA certificate:
	b. Import the server certificate:

	7. Configure an SSL server policy:
	8. Configure an SSL client policy:
	9. Configure LDAP settings at the CLI:
	10. Create a user group:
	11. Configure the SSL VPN gateway:
	12. Create an SSL VPN AC interface:
	13. Create an address pool for IP access users:
	14. Configure an SSL VPN context:
	a. Configure the IP access parameters as shown in Figure 73 and click Next.
	b. In the IP access resources area, configure route list rtlist with an included route entry for 20.2.2.0/24, as shown in Figure 74.
	c. Click Next.


	Configuring the LDAP server
	1. Create user group sslvpn_usergroup:
	2. Create user user1 and add the user to user group sslvpn_usergroup:

	Configuring the host
	1. Configure the IP address and gateway address settings for the host and make sure it can reach the SSL VPN gateway and the CA server.
	2. Submit a client certificate request to the CA server:
	a. Enter http://192.168.100.247/certsrv in the browser address bar.
	b. On the certificate service home page shown in Figure 83, click Request a certificate.
	c. On the Request a Certificate page shown in Figure 84, click advanced certificate request.
	d. Create a client certificate request, as shown in Figure 85.
	e. Click Submit.

	3. Install the client certificate on the host:
	a. After the certificate request is approved by the CA administrator, enter http://192.168.100.247/certsrv in the browser address bar.
	b. On the certificate service home page shown in Figure 86, click View the status of a pending certificate request.
	c. Click the client certificate whose status you want to view.
	d. On the Certificate Issued page shown in Figure 88, click Install this certificate to install the client certificate.
	e. Click install this CA certificate to install the CA certificate. Then, click Install this certificate to install the client certificate.



	Verifying the configuration
	1. In the browser address bar of the host, enter https://1.1.1.2 and press Enter.
	2. On the Select a certificate page, select the client certificate for authentication, as shown in Figure 91.
	3. Click OK.
	4. On the Domain List page shown in Figure 92, select domainip to access the login page.
	5. Select domainip to access the login page.
	6. On the login page, enter username user1 and password 123456, and then click Login.
	7. Click START to start the IP client application.


	Example: Configuring IP access with local authentication and a self-signed certificate
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 1.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 40.1.1.1.
	b. Enter mask length 24.
	c. Enter next hop address 1.1.1.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 20.2.2.2.
	b. Enter mask length 24.
	c. Enter next hop address 2.2.2.3.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Create security policies:
	4. Configure the SSL VPN gateway:
	5. Create an SSL VPN AC interface:
	6. Create an address pool for IP access users:
	7. Configure an SSL VPN context:
	a. Configure the IP access parameters as shown in Figure 102 and click Next.
	b. In the IP access resources area, configure route list rtlist with an included route entry for 20.2.2.0/24, as shown in Figure 103.
	c. Click Next.

	8. Create an SSL VPN user:
	a. Set the username to user1 and password to 123456, and select SSL VPN as the available service, as shown in Figure 107.
	b. In the Authorization Attributes area, authorize the user to use SSL VPN resource group resourcegrp, as shown in Figure 108.
	c. Click OK.


	Configuring the host

	Verifying the configuration
	1. In the browser address bar of the host, enter https://1.1.1.2 and press Enter to open the domain list page.
	2. Select domainip to access the login page.
	3. On the login page, enter username user1 and password 123456, and then click Login.
	4. Click START to start the IP client application.


	Example: Configuring IP access with USB key certificate authentication
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 1.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 40.1.1.1.
	b. Enter mask length 24.
	c. Enter next hop address 1.1.1.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	f. Enter destination IP address 20.2.2.2.
	g. Enter mask length 24.
	h. Enter next hop address 2.2.2.3.
	i. Use the default settings for other parameters.
	j. Click OK.

	3. Create security policies:
	4. Request a server certificate for the device:
	a. Create a certificate subject:
	b. Create a PKI domain:
	c. Create a certificate request:
	d. Request a server certificate from the CA (Windows Server 2008 R2 in this example):

	5. Download the CA certificate:
	6. Import the CA certificate and server certificate to the PKI domain:
	a. Import the CA certificate:
	b. Import the server certificate:

	7. Configure an SSL server policy:
	8. Configure an SSL client policy:
	9. Configure a RADIUS scheme:
	10. Configure an ISP domain:
	11. Create a user group:
	12. Configure the SSL VPN gateway:
	13. Create an SSL VPN AC interface:
	14. Create an address pool for IP access users:
	15. Configure an SSL VPN context:
	a. Configure the IP access parameters as shown in Figure 140 and click Next.
	b. In the IP access resources area, configure route list rtlist with an included route entry for 20.2.2.0/24, as shown in Figure 141.
	c. Click Next.


	Configuring the RADIUS server
	1. Configure an access policy named resourcegrp:
	2. Configure an access service named sslvpnservice:
	3. Configure an access device:
	4. Configure an access user:

	Configuring the server

	Verifying the configuration
	1. Install the USB key on the host.
	2. Log in to the SSL VPN gateway from the host:
	3. Click OK.
	4. On the page that opens, enter username sslvpnuser and password 123456TESTplat&!, and then click Login as shown in Figure 151.
	5. On the login page, enter username user1 and password 123456, and then click Login.
	6. Click START to start the IP client application.

	Appendix—Making a USB key
	1. Configure an IP address and gateway on the administrator's PC to ensure the PC can reach the CA server. This example uses Windows 2008 server as the CA server.
	2. Request the USB key client certificate:



	28-SSL VPN TCP access configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring TCP access with a CA-signed server certificate
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 1.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 40.1.1.1.
	b. Enter mask length 24.
	c. Enter next hop address 1.1.1.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 20.2.2.2.
	b. Enter mask length 24.
	c. Enter next hop address 2.2.2.3.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Create security policies:
	4. Request a server certificate for the device:
	a. Create a certificate subject:
	b. Create a PKI domain:
	c. Create a certificate request:
	d. Request a server certificate from the CA:

	5. Download the CA certificate:
	6. Import the CA and server certificates:
	a. Import the CA certificate:
	b. Import the server certificate:

	7. Configure an SSL server policy:
	8. Configure the SSL VPN gateway:
	9. Configure an SSL VPN context:
	10. Create an SSL VPN user:
	a. Set the username to user1 and password to 123456, and select SSL VPN as the available service, as shown in Figure 25.
	b. In the Authorization Attributes area, authorize the user to use SSL VPN resource group resourcegrp, as shown in Figure 26.
	c. Click OK.


	Configuring the host

	Verifying the configuration
	1. In the browser address bar of the host, enter https://1.1.1.2 and press Enter to open the domain list page.
	2. Select domaintcp to access the login page.
	3. On the login page, enter username user1 and password 123456, and then click Login.
	4. Click START to start the TCP client application.
	5. Telnet to local address 127.0.0.1 and local port 2323 to access the server.


	Example: Configuring TCP access with a self-signed server certificate
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 1.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 40.1.1.1.
	b. Enter mask length 24.
	c. Enter next hop address 1.1.1.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 20.2.2.2.
	b. Enter mask length 24.
	c. Enter next hop address 2.2.2.3.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Create security policies:
	4. Configure the SSL VPN gateway:
	5. Configure an SSL VPN context:
	6. Create an SSL VPN user:
	a. Set the username to user1 and password to 123456, and select SSL VPN as the available service, as shown in Figure 39.
	b. In the Authorization Attributes area, authorize the user to use SSL VPN resource group resourcegrp, as shown in Figure 40.
	c. Click OK.


	Configuring the host

	Verifying the configuration
	1. In the browser address bar of the host, enter https://1.1.1.2 and press Enter to open the domain list page.
	2. Select domaintcp to access the login page.
	3. On the login page, enter username user1 and password 123456, and then click Login.
	4. Click START to start the TCP client application.
	5. Telnet to local address 127.0.0.1 and local port 2323 to access the server.



	29-SSL VPN Web access configuration examples
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	Example: Configuring Web access with mutual certificate authentication
	Network configuration
	Software versions used
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 1.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 40.1.1.1.
	b. Enter mask length 24.
	c. Enter next hop address 1.1.1.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 20.2.2.2.
	b. Enter mask length 24.
	c. Enter next hop address 2.2.2.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 30.3.3.3.
	b. Enter mask length 24.
	c. Enter next hop address 3.3.3.4.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Create security policies:
	4. Request a server certificate for the device:
	a. Create a certificate subject:
	b. Create a PKI domain:
	c. Create a certificate request:
	d. Request a server certificate from the CA:

	5. Download the CA certificate:
	6. Import the CA certificate and server certificate to the PKI domain:
	a. Import the CA certificate:
	b. Import the server certificate:

	7. Configure an SSL server policy:
	8. Configure an SSL client policy:
	9. Configure the SSL VPN gateway:
	10. Configure an SSL VPN context:
	a. Select sslvpnclient from the SSL client policy list.
	b. Configure two URL items pointing to Server A and Server B, respectively.
	c. Add the two URL items to URL list urllist.
	d. Click Next.

	11. Create an SSL VPN user:
	a. Set the username to user1 and password to 123456, and select SSL VPN as the available service, as shown in Figure 24.
	b. In the Authorization Attributes area, authorize the user to use SSL VPN resource group resourcegrp, as shown in Figure 25.
	c. Click OK.


	Configuring the host
	1. Configure the IP address and gateway address settings for the host and make sure it can reach the SSL VPN gateway and the CA server.
	2. Submit a client certificate request to the CA server:
	a. Enter http://192.168.100.247/certsrv in the browser address bar.
	b. On the certificate service home page shown in Figure 26, click Request a certificate.
	c. On the Request a Certificate page shown in Figure 27, click advanced certificate request.
	d. Create a client certificate request, as shown in Figure 28.
	e. Click Submit.

	3. Install the client certificate on the host:
	a. After the certificate request is approved by the CA administrator, enter http://192.168.100.247/certsrv in the browser address bar.
	b. On the certificate service home page shown in Figure 29, click View the status of a pending certificate request.
	c. Click the client certificate whose status you want to view.
	d. On the Certificate Issued page shown in Figure 31, click Install this certificate to install the client certificate.
	e. Click install this CA certificate to install the CA certificate. Then, click Install this certificate to install the client certificate.



	Verifying the configuration
	1. In the browser address bar of the host, enter https://1.1.1.2 and press Enter.
	2. On the Select a certificate page, select the client certificate for authentication, as shown in Figure 34.
	3. Click OK.
	4. On the Domain List page shown in Figure 35, click domainweb.
	5. On the SSL VPN login page shown in Figure 36, enter username user1 and password and 123456, and then click Login
	6. Click ServerA to access Web resources on Server A.
	7. Click ServerB to access Web resources on Server B.


	Example: Configuring Web access with a self-signed server certificate
	Network configuration
	Software versions used
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 1.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 20.2.2.2.
	b. Enter mask length 24.
	c. Enter next hop address 2.2.2.3.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 30.3.3.3.
	b. Enter mask length 24.
	c. Enter next hop address 3.3.3.4.
	d. Use the default settings for other parameters.
	e. Click OK.
	a. Enter destination IP address 40.1.1.1.
	b. Enter mask length 24.
	c. Enter next hop address 1.1.1.3.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Create security policies:
	4. Configure the SSL VPN gateway:
	5. Configure an SSL VPN context:
	a. Configure two URL items pointing to Server A and Server B, respectively.
	b. Add the two URL items to URL list urllist.
	c. Click Next.

	6. Create an SSL VPN user:
	a. Set the username to user1 and password to 123456, and select SSL VPN as the available service, as shown in Figure 47.
	b. In the Authorization Attributes area, authorize the user to use SSL VPN resource group resourcegrp, as shown in Figure 48.
	c. Click OK.


	Configuring the host

	Verifying the configuration
	1. In the browser address bar of the host, enter https://1.1.1.2 and press Enter to open the domain list page.
	2. Select domainweb to access the login page.
	3. On the login page, enter username user1 and password 123456, and then click Login.
	4. Click ServerA to access Web resources on Server A.
	5. Click ServerB to access Web resources on Server B.



	30-L2TP Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring L2TP
	Network configuration
	Software version used
	Procedure
	Configuring Device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure routing.
	3. Configure security policies.
	4. Create an L2TP user.
	5. Enable L2TP.

	Configuring a VPN client

	Verifying the configuration


	31-NAT configuration examples
	Contents
	Introduction
	Static NAT
	Dynamic NAT
	NAT Server
	NAT444 port block

	Prerequisites
	Restrictions and guidelines
	Example: Configuring static NAT
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 200.2.2.254/24.
	c. Click OK.
	2. Configure settings for routing.
	a. Specify the IP address of the server as the destination IP. In this example, the address is 100.100.100.100.
	b. Enter the mask length. In this example, enter 24.
	c. Specify the next-hop address as 200.2.2.253.
	d. Click OK.
	3. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Trust.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP address of the host as the source IPv4 address. In this example, the address is 172.16.100.1.
	g. Specify the IP address of the server as the destination IPv4 address. In this example, the address is 100.100.100.100.
	h. Click OK.
	4. Create a static NAT mapping.
	5. Apply the static NAT mapping.

	Verifying the configuration
	1. Verify that the host can successfully ping the server on the external network.
	2. Verify that a NAT session is generated when the host accesses the server.


	Example: Configuring NO-PAT for dynamic NAT
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 200.2.2.254/24.
	c. Click OK.
	2. Configure settings for routing.
	a. Specify the IP address of the server as the destination IP. In this example, the address is 100.100.100.100.
	b. Enter the mask length. In this example, enter 24.
	c. Specify the next-hop address as 200.2.2.253.
	d. Click OK.
	3. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Trust.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP addresses of the hosts as the source IPv4 addresses. In this example, the addresses are 172.16.100.1, 172.16.100.2, 172.16.100.3.
	g. Specify the IP address of the server as the destination IPv4. In this example, the address is 100.100.100.100.
	h. Click OK.
	4. Configure a NAT address group.
	5. Configure an outbound dynamic NAT rule.

	Verifying the configuration
	1. Verify that the host can successfully ping the server on the external network.
	2. Verify that a NAT session is generated when the host accesses the server.


	Example: Configuring PAT for dynamic NAT
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 200.2.2.254/24.
	c. Click OK.
	2. Configure settings for routing.
	a. Specify the IP address of the server as the destination IP. In this example, the address is 100.100.100.100.
	b. Enter the mask length. In this example, enter 24.
	c. Specify the next-hop address as 200.2.2.253.
	d. Click OK.
	3. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Trust.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP addresses of the hosts as the source IPv4 addresses. In this example, the addresses are 172.16.100.1, 172.16.100.2, and 172.16.100.3.
	g. Specify the IP address of the server as the destination IPv4 address. In this example, the address is 100.100.100.100.
	h. Click OK.
	4. Configure a NAT address group.
	5. Configure an outbound dynamic NAT rule.

	Verifying the configuration
	1. Verify that the host can successfully ping the server on the external network.
	2. Verify that a NAT session is generated when the host accesses the server.


	Example: Configuring the NAT Server
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 200.2.2.254/24.
	c. Click OK.
	2. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Untrust.
	c. Select the destination zone. In this example, the destination zone is Trust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP address of the host as the source IPv4 address. In this example, the address is 100.100.100.100.
	g. Specify the IP address of the server as the destination IPv4 address. In this example, the address is 172.16.100.1.
	h. Click OK.
	3. Configure a NAT server rule.

	Verifying the configuration
	1. Verify that the host can successfully ping the public address.
	2. Verify that a NAT session is generated when the host accesses the internal server.


	Example: Configuring static NAT444
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 200.2.2.254/24.
	c. Click OK.
	2. Configure settings for routing.
	a. Specify the IP address of the server as the destination IP address. In this example, the address is 100.100.100.100.
	b. Enter the mask length. In this example, enter 24.
	c. Specify the public address as the next-hop address as 200.2.2.253.
	d. Click OK.
	3. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Trust.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP addresses of the hosts as the source IPv4 addresses. In this example, the addresses are 172.16.100.1, 172.16.100.2, and 172.16.100.3.
	g. Specify the IP address of the server as the destination IPv4 address. In this example, the address is 100.100.100.100.
	h. Click OK.
	4. Configure a port block group.
	5. Configure a static NAT444 rule.

	Verifying the configuration
	1. Verify that the host can successfully ping the server on the external network.
	2. Verify that a NAT session is generated when the host accesses the server.


	Example: Configuring dynamic NAT444
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 200.2.2.254/24.
	c. Click OK.
	2. Configure settings for routing.
	a. Specify the IP address of the server as the destination IP. In this example, the address is 100.100.100.100.
	b. Enter the mask length. In this example, enter 24.
	c. Specify the public address as the next-hop address as 200.2.2.253.
	d. Click OK.
	3. Configure a security policy.
	a. Specify the policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Trust.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP addresses of the host as the source IPv4 addresses. In this example, the address is 172.16.100.1, 172.16.100.2, and 172.16.100.3.
	g. Specify the IP address of the server as the destination IPv4 address. In this example, the address is 100.100.100.100.
	h. Click OK.
	4. Configure a NAT address group.
	5. Configure an outbound dynamic NAT444 rule.

	Verifying the configuration
	1. Verify that the host can successfully ping the server on the external network.
	2. Verify that a NAT session is generated when the host accesses the server.



	32-NPTv6 Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions
	Example: Configuring source address translation
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv6 Address tab, enter the IPv6 global unicast address and prefix of the interface. In this example, enter 2019:2019:2019:1010::100/64.
	c. Retain the default configuration for the rest of parameters.

	d. Click OK.

	2. Create a route.
	The following configuration example involves only static route for illustration. To apply a dynamic route, you can configure a dynamic routing protocol as needed.
	# In the dialog box that opens, create an IPv6 static route.
	3. Create a security policy.
	4. Configure NPTv6.

	Verifying the configuration
	1. Verify that the host can successfully ping the server in the external network.
	2. Verify that a session is generated when the host accesses the server.


	Example: Configuring destination address translation
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv6 Address tab, enter the IPv6 global unicast address and prefix of the interface. In this example, enter 2019:2019:2019:1010::100/64.
	c. Retain the default configuration for the rest of parameters.
	d. Click OK.

	2. Create a route.
	The following configuration example involves only static route for illustration. To apply a dynamic route, you can configure a dynamic routing protocol as needed.
	# In the dialog box that opens, create an IPv6 static route.
	3. Create a security policy.
	4. Configure NPTv6.

	Verifying the configuration
	1. Verify that the host can successfully ping the internal Web server.
	2. Verify that a session is generated when the host accesses the internal Web server.



	33-Policy-based NAT configuration examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring static NAT for internal-to-external access
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 202.38.1.1/24.
	c. Click OK.

	2. Configure settings for routing.
	a. Specify the IP address of the server as the destination IP. In this example, the address is 201.10.10.1.
	b. Enter the mask length. In this example, enter 24.
	c. Specify the next-hop address as 202.38.1.2.
	d. Click OK.

	3. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Trust.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP address of the host as the source IPv4 address. In this example, the address is 10.110.10.8.
	g. Specify the IP address of the server as the destination IPv4 address. In this example, the address is 201.10.10.1.
	h. Click OK.

	4. Create a policy-based NAT rule.

	Verifying the configuration
	1. Verify that the host can successfully ping the server on the external network.


	Example: Configuring dynamic NAT for internal-to-external access
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 202.38.1.1/24.
	c. Click OK.

	2. Configure settings for routing.
	a. Specify the IP address of the server as the destination IP. In this example, the address is 200.1.1.10.
	b. Enter the mask length. In this example, enter 24.
	c. Specify the next-hop address as 202.38.1.2.
	d. Click OK.

	3. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Trust.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP addresses of the hosts as the source IPv4 addresses. In this example, the addresses are 192.168.1.10, 192.168.1.11, and 192.168.1.12.
	g. Specify the IP address of the server as the destination IPv4. In this example, the address is 200.1.1.10.
	h. Click OK.

	4. Configure a NAT address group.
	5. Configure a policy-based NAT rule.

	Verifying the configuration
	1. Verify that the host can successfully ping the server on the external network.


	Example: Configuring destination address translation for external-to-internal access through public address
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 202.38.1.1/24.
	c. Click OK.

	2. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Untrust.
	c. Select the destination zone. In this example, the destination zone is Trust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP addresses of the servers as the destination IPv4 addresses. In this example, the addresses are 10.110.10.1, 10.110.10.2, 10.110.10.3, and 10.110.10.4.
	g. Click OK.

	3. Configure a policy-based NAT rule.

	Verifying the configuration

	Example: Configuring bidirectional translation for external-to-internal access through domain name
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 20.2.2.1/24.
	c. Click OK.

	2. Configure a security policy.
	a. Enter a policy name. In this example, the name is Secpolicy.
	b. Select the source zone. In this example, the source zone is Untrust.
	c. Select the destination zone. In this example, the destination zone is Trust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP addresses of the servers as the destination IPv4 addresses. In this example, the addresses are 10.110.10.2, 10.110.10.3, and 10.110.10.4.
	g. Click OK.

	3. Configure a NAT address group.
	4. Configure policy-based NAT rule 1.
	5. Configure policy-based NAT rule 2.

	Verifying the configuration


	34-NAT hairpin configuration examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring NAT hairpin
	Network configuration
	Analysis
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 192.168.100.197/24.
	c. Click OK.

	2. Configure security policy Secpolicy1.
	a. Specify the policy name. In this example, the name is Secpolicy1.
	b. Select the Trust security zone as the source zone.
	c. Select the Trust security zone as the destination zone.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP address of GE 1/0/8 as the source IPv4 address. In this example, the address is 61.139.2.70/24.
	g. Specify the IP address of FTP server as the destination IPv4 address. In this example, the address is 192.168.100.247/24.
	h. Click OK. The configuration is shown in Figure 2.

	3. Configure security policy Secpolicy2.
	a. Specify the policy name. In this example, the name is Secpolicy2.
	b. Select the Untrust security zone as the source zone.
	c. Select the Trust security zone as the source zone.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP address of Host C as the source IPv4 address. In this example, the address is 61.139.2.69/24.
	g. Specify the IP address of FTP server as the destination IPv4 address. In this example, the address is 192.168.100.247/24.
	h. Click OK.

	4. Configure NAT.

	Verifying the configuration
	1. Verify that the internal host can access the FTP server by using the public address, as shown in Figure 5.
	2. Verify that the external host can access the FTP server by using the public address, as shown in Figure 6.
	3. Verify that sessions have been created for the internal host and the external host when they access the FTP server.



	35-NAT Flow Logging Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring NAT flow logging
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the DMZ security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 192.168.100.200/24.
	c. Click OK.

	2. Create security policy SecPolicy1.
	3. Create security policy SecPolicy2.
	4. Configure a policy-based NAT rule.
	5. Configure flow logging.
	6. Configure NAT logging.

	Configuring the log server

	Verifying the configuration


	36-Inbound Link Load Balancing Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring inbound link load balancing
	Network configuration
	Software versions used
	Procedures
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure security policies.
	3. Configure an ICMP probe template.
	a. Enter template name t1.
	b. Select type ICMP.
	c. Enter 100 for the Length of data to pad field.
	d. Enter 5000 for the Probe interval field.
	e. Enter 3000 for the Probe timeout field.
	f. Click OK.

	4. Configure links.
	5. Configure a real server.
	6. Configure a server farm.
	7. Configure virtual servers.
	8. Configure a DNS mapping.
	9. Configure DNS listeners.

	Verifying the configuration
	1. Access http://www.aaa.com through the browser on the host, and verify that the device distributes the HTTP requests to the links link1 and link2.
	2. Disable virtual server vs1, access http://www.aaa.com through the browser on the host, and verify that the device distributes the HTTP requests to only link link2.
	3. Disable virtual server vs2, access http://www.aaa.com through the browser on the host, and verify that the device distributes the HTTP requests to only link link1.



	37-Outbound Link Load Balancing Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring application-based outbound link load balancing
	Network configuration
	Software versions used
	Procedures
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure security policies.
	3. Configure an ICMP probe template.
	a. Enter template name t1.
	b. Select type ICMP.
	c. Enter 100 for the Length of data to pad field.
	d. Enter 5000 for the Probe interval field.
	e. Enter 3000 for the Probe timeout field.
	f. Click OK.

	4. Configure an application group.
	5. Configure links.
	6. Configure link groups.
	7. Configure a class.
	8. Configure IPv4 routing policies.

	Verifying the configuration
	1. Open the Sohu video client, and select a movie to play.
	2. Verify that the traffic for the Sohu video client is transmitted over link link1:


	Example: Configuring ISP-based outbound link load balancing
	Network configuration
	Software versions used
	Procedures
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure routes:
	This section uses static routes as an example. You can also configure a dynamic routing protocol as needed.
	# In the dialog box that opens, configure an IPv4 static route with next hop IP address 30.1.1.2:
	# In the dialog box that opens, configure an IPv4 static route with next hop IP address 20.1.1.2:
	# In the dialog box that opens, configure an IPv4 static route with next hop IP address 10.1.1.2:
	3. Configure security policies.
	4. Configure ICMP probe templates.
	5. Configure outbound dynamic NAT rules.
	6. Configure links.
	7. Configure link groups.
	8. Import ISP information.
	9. Configure classes.
	10. Configure IPv4 routing policies.

	Verifying the configuration


	38-Server Load Balancing Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring Layer 4 server load balancing
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure security policies.
	3. Create an ICMP-type probe template.
	4. Create an address- and port-type sticky group.
	5. Create real servers.
	6. Create server farms.
	7. Create classes.
	8. Create actions.
	9. Create a load balancing policy.
	10. Create a virtual server.

	Verifying the configuration
	1. Verify that Device assigns Sever A the FTP requests sourced from host IP address 62.159.4.1 and destined to virtual server IP address 61.159.4.100.
	2. Verify that Device assigns Sever B the FTP requests sourced from host IP address 63.159.4.1 and destined to virtual server IP address 61.159.4.200.
	3. Verify that Device assigns Sever C the FTP requests sourced from host IP address 64.159.4.1 and destined to virtual server IP address 61.159.4.200.


	Example: Configuring Layer 7 server load balancing
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure security policies.
	3. Create an ICMP-type probe template.
	4. Create an HTTP cookie sticky group.
	5. Create real servers.
	6. Create server farms.
	7. Create classes.
	8. Create actions.
	9. Create a load balancing policy.
	10. Create an HTTP-type parameter profile.
	11. Create a virtual server.

	Verifying the configuration
	1. Verify that the device assigns Sever A the HTTP request with URL http://61.159.4.200/sports/.
	2. Verify that the device assigns Sever B the HTTP request with URL http://61.159.4.200/finance/.
	3. Verify that the device assigns Sever C the HTTP request with URL http://61.159.4.200/education/.



	39-Transparent DNS Proxy Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring the transparent DNS proxy
	Network configuration
	Software versions used
	Procedures
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure security policies.
	3. Configure an ICMP probe template.
	4. Configure links.
	5. Configure DNS servers.
	6. Configure a DNS server pool.
	7. Configure IPv4 routing policies.

	Verifying the configuration
	1. View the DNS Server Statistics page.
	2. View the DNS Server Pool Statistics page.



	40-High Availability Group Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
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	o. Click OK.


	Configuring HA group settings
	1. Enter track entry ID 1.
	2. Select the interface module.
	3. Select GE 1/0/1 as the monitored interface.
	4. Use the default settings for other parameters.


	Configuring the hosts

	Verifying the configuration


	41-Context Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring contexts
	Network configuration
	Software versions used
	Procedure
	1. Configure context cnt1:
	2. Configure context cnt2 and cnt3 in the same way you configure context cnt1.

	Verifying the configuration
	1. On the top navigation bar, click System.
	2. From the navigation pane, select Virtualization Advanced Settings > Contexts > Contexts.
	3. Verify that the contexts are listed and their settings are as configured.
	4. From the navigation pane, select Virtualization Advanced Settings > Contexts > Resource Allocation to view the amounts of memory and disk resources allocated to contexts.
	5. From the navigation pane, select Virtualization Advanced Settings > Contexts > Resource Usage to view the resource usage of contexts



	42-IRF configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Setting up an IRF fabric
	Network configuration
	Software versions used
	Procedure
	Configuring Device A
	Configuring Device B

	Verifying the configuration


	43-DHCP configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring DHCP
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	1. Assign IP addresses to interfaces.
	a. Select the DMZ security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.1.1.1/25.
	c. Click OK.

	2. Create security policies.
	3. Configure statically assigned IP addresses.
	4. Configure dynamic address allocation.

	Verifying the configuration
	Verifying statically-bound IP address allocation
	Verifying dynamic IP address allocation



	44-DNS configuration examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring DNS proxy
	Network configuration
	Software versions used
	Restrictions and guidelines
	Procedure
	Configuring Device A
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Untrust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 172.16.100.1/24.
	c. Click OK.

	2. Configure security policy dns-a.
	a. Specify the policy name. In this example, the name is dns-a.
	b. Select the source zone. In this example, the source zone is Trust.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Specify the IP address of the DNS client as the source IPv4 address. In this example, the address is 192.168.10.10/24.
	g. Specify the IP address of the external host as the destination IPv4 address. In this example, the address is 3.3.3.4/24.
	h. Click OK.

	3. Configure security policy dns-b.
	a. Specify the policy name. In this example, the name is dns-b.
	b. Select the source zone. In this example, the source zone is Local.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Click OK.

	4. Configure DNS proxy.
	5. Specify the IP address of the DNS server.

	Configuring DNS clients

	Verifying the configuration
	1. Verify that each DNS client can successfully ping the host with domain name host.com.
	2. Verify that Device A can successfully ping the host with domain name host.com.


	Example: Configuring DDNS
	Network configuration
	Software versions used
	Prerequisites
	Procedure
	1. Configure security policy ddns-a.
	a. Specify the policy name. In this example, the name is ddns-a.
	b. Select the source zone. In this example, the source zone is Local.
	c. Select the destination zone. In this example, the destination zone is Untrust.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Click OK.

	2. Configure security policy ddns-b.
	a. Specify the policy name. In this example, the name is ddns-b.
	b. Select the source zone. In this example, the source zone is Untrust.
	c. Select the destination zone. In this example, the destination zone is Local.
	d. Select IPv4 as the type.
	e. Select Permit as the action.
	f. Click OK.

	3. Specify the IP address of the DNS server.
	4. Configure a DDNS policy.

	Verifying the configuration


	45-Server Connection Detection Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring SCD
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces and add the interfaces to security zones:
	a. Select the DMZ security zone.
	b. Click the IPv4 Address tab, and then enter the IP address and mask of the interface. In this example, enter 2.2.1.1/24.
	c. Click OK.

	2. Configure a route:
	3. Create a security policy:
	4. Create an internal IP address object group.
	a. Enter a group name. In this example, enter abc.
	b. Enter a description. In this example, enter 2.2.1.0/24.
	c. Click Add.
	d. In the dialog box that opens, select the Network segment object, and enter the IPv4 address and mask 2.2.1.0/24.
	e. Click OK.

	5. Configure server connection learning.
	6. Configure an SCD policy.
	a. Enter a policy name. In this example, enter policy1.
	b. Enter a server address. In this example, enter 2.2.1.2.
	c. Enable policy.
	d. Enable SCD logging.
	e. Click Create.
	f. In the dialog box that opens, enter the destination address 2.2.3.12 and TCP ports 80 and 443.
	g. Click OK to create the SCD rule.
	h. Click OK to create the SCD policy.


	Verifying the configuration


	46-Connection Limit Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring connection limits
	Network configuration
	Software versions used
	Procedures
	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	2. Configure security policies.
	3. Configure connection limit policies.


	Verifying the configuration


	47-Public key management configuration examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Entering a peer host public key
	Network configuration
	Software versions used
	Procedures
	Configuring Device A
	Configuring Device B

	Verifying the configuration
	1. Display information about the local public key on Device A.
	2. Display information about the peer public key configured on Device B.


	Example: Importing a peer host public key from a public key file
	Network configuration
	Software versions used
	Procedures
	Configuring Device A
	Configuring Device B

	Verifying the configuration
	1. Display information about the local public key on Device A.
	2. Display information about the peer public key configured on Device B.



	48-SSL Decryption Configuration Examples
	Contents
	Introduction
	Prerequisites
	Restrictions and guidelines
	Example: Configuring SSL decryption
	Network configuration
	Software versions used
	Procedure
	1. Assign IP addresses to interfaces:
	a. Select the Trust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 10.1.1.2/24.
	c. Use the default settings for other parameters.
	d. Click OK.

	2. Configure settings for routing:
	a. Enter destination IP address 5.5.5.0.
	b. Enter mask length 24.
	c. Enter next hop address 20.1.1.2.
	d. Use the default settings for other parameters.
	e. Click OK.

	3. Import the trusted SSL decryption certificate:
	a. Select file trust.pem.
	b. Enter the password of the file.
	c. Set the certificate type to Trusted.

	4. Install and trust the trusted SSL decryption certificate on the browser from the internal network. (Details not shown.)
	5. Configure a proxy policy:
	6. Configure IPS. For more information, see "IPS configuration examples."
	7. Configure security policies:
	8. Activate the configuration.

	Verifying the configuration


	49-MAC Address Learning Through a Layer 3 Device Configuration Examples
	Contents
	Introduction
	Prerequisites
	Example: Configuring MAC address learning through a Layer 3 device
	Network configuration
	Software versions used
	Procedure
	Configuring the gateway
	1. Assign IP addresses to interfaces and configure routing features to ensure network reachability. (Details not shown.)
	2. Specify SNMPv2 and create a read-only community with the plaintext form name public.

	Configuring the device
	1. Assign IP addresses to interfaces and add the interfaces to security zones.
	a. Select the Trust security zone.
	b. On the IPv4 Address tab, enter the IP address and mask of the interface. In this example, enter 2.2.2.2/24.
	c. Click OK.

	2. Configure routing settings.
	a. Enter destination IP address 1.1.1.0.
	b. Enter mask length 24.
	c. Enter next hop address 2.2.2.1.
	d. Retain the default setting for the other parameters.

	3. Create a Layer 3 device.
	4. Create a MAC address object group groupmac and add MAC addresses of Host A and Host B to the object group.
	a. Enter group name groupmac.
	b. Click Add.
	c. In the dialog box that opens, select the MAC address type, and then enter Host A's MAC address 5c-07-1c-cd-02-06.
	d. Click OK.
	e. Repeat steps b to d to add Host B's MAC address 5c-07-22-3b-03-06 to the object group.

	5. Create a security policy from zone Local to zone Trust to allow the device to access the gateway.
	# On the top navigation bar, click Policies.
	6. Create a security policy from zone Trust to zone Untrust to allow Host A and Host B to access the Internet.
	# On the top navigation bar, click Policies.


	Verifying the configuration
	1. View the ARP entries learned by the device.
	2. Verify that Host A and Host B can access the Internet but Host C cannot.





