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NSFOCUS MANAGED SECURITY SERVICES

OVERVIEW

When it comes to the increasing cyber security threats and heavy cyber security
investment, on-premises security equipment and protection in the cloud seem not
enough for Internet Data Centers whose clients need granular security services, and
also small and medium-sized enterprises with a limited budget to hire skilled
people and build a security team.

Cost-effective professional expertise and safety operations delivered by managed
security service (MSS) providers have become a good choice for both of them.

Backed by 22 years of experience and research in network security, NSFOCUS has
the capability of delivering unmatched services to our customers all around the
world. Our extensive service portfolio is perfect for any customer needs and
provides your business with the most efficient cloud security service.

NSFOCUS's MSS will fully maximize your business in a secure network environment
and make you aware of network status with a unique user portal at any time.

MATCH YOUR NEEDS WITH OUR SERVICES

A diversified portfolio of services allows you to choose the right managed service
for your business. Let us know your business and needs, and we will give you a
tailored portfolio to meet your goal.

Flexible services are provided as your business evolves. A Technical Account
Manager (TAM), who fully understands your business and requirements, keeps in
close touch with you as a single point of contact of the experienced NSFOCUS
SOC team, listens to your current needs and feedback, and holds regular business
review meetings to ensure good protection and high-quality delivery through

constantly adapted protection strategies and policies for your business.
Before Attack DuringAttack After Attack

Qa Configuration

o2 ’
Implement Best Possible Practice '@'

Adapt to Business Continuous Iteration Optimization

Prompt Response & Action OPEX Saving
! s v e Experience smooth business with minimized attack.
Obtain professional security insight of their network.

7x24SOCteam  Pinpoint Platform
security requirements.
Maximize customers’ investmentreturns.

oo i ® &

! Rounded Analysis ‘: Service review and

| action plans
e e S
.

No personnel input  No time occupied  No security
| Knowledge
i No Operation demand

' No Burden

RESPONSIVE AND INTELLIGENT

KEY FEATURES

Cost Effective - High-quality

services at a lower OPEX

Responsive Team — 24/7/365

services

TAM - Experienced, skilled and
always there for you

Flexible and Easy to Tune —
Service evolves as your

business does

SLA Guaranteed - Guaranteed
by Service Level Agreement

When a DDoS attack is carried out, NSFOCUS's experts skilled in security protection will deal with it quickly and timely.

You don't need to do anything but concentrate on growing your business.



DATASHEET

NSFOCUS Threat Intelligence (NTI) is also available in some service packages. You can choose to use it for proactive
protection as your business demands.

REAL-TIME MONITORING AND REPORTS

With NSFOCUS's Managed Security Services, you have access to a unique customer portal where you can monitor your
traffic data and network status anytime — even though you don't have to do that as you are safeguarded by NSFOCUS's
MSS.

There are multiple pre-defined report templates with categorized information and advisable comments. These reports help
you quickly get a general picture of your network security condition and the protection effectiveness of detailed events.
Advanced reports also can be provided regularly to meet advanced requirements on reports, according to service
agreements.

FLEXIBLE COMBINATION WITH NSFOCUS CLOUD SECURITY SERVICES

The NSFOCUS Cloud Security Services is a suite of comprehensive protection capabilities. It contains two major function
modules:

*  NSFOCUS Cloud Web Application and API Protection (WAAP): a cloud-based web application protection combined
with web application firewall (WAF), bot management, API protection and distributed denial-of-service (DDoS)
protection. NSFOCUS Cloud WAAP provides all-around web protection with low investment but high returns.

*  NSFOCUS Cloud DDoS Protection (CLOUD DPS): a cloud-based service that provides flexible global capability to
mitigate distributed denial-of-service (DDoS) attacks and ensures customers' business stays as stable as possible
during attacks.

NSFOCUS offers MSS for both Cloud WAAP and Cloud DPS services as customers' demands, together with different levels
of SLA (service level agreement) to select.

FEATURES AND FUNCTIONALITIES

FEATURES AND FUNCTIONALITIES

All basic features of NSFOCUS CLOUD WAAP / DPS

Technical Account Manager

Professional SOC Team

24/7 Incident Monitoring

24/7 Service Availability Monitoring

NSFOCUS Threat Intelligence

Regular Business Meetings

Regular DDoS Reports

Emergency Response

Response to Customer Business Event

Network Security Advice

Support NSFOCUS Hybrid Solution

Proactive Policy Tuning
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