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Preface

Scope
This document describes major functions and usage of thdasslnl manager and console
userinterface oNSFOCUS Network Intrusion Prevention System ("NIPS" for short).
This document is provided for reference only. It may slightly differ from ¢thaabproduct
due to version upgrade or other reasons.

Audience

This document is intended for thdléaving users:

Users who wish to know main features and usage of this product
System administrator
Network administrator

This document assumes that you hlenewledge in the following areas:

Linux and Windows operating systems
TCP/IP protocols
Network sectity

Organization

Chapter Description

1 Product Overview BFsgibes NIB'scharacteristics and major functions, and methods of mang

2 Dashboard Describes information that you can obtain from the Dashboard module.

3 Alert Describes how to view aift events.

4 Traffic De_sc_ribes how to configudeandwidthmanagemenpolicies or traffic analysig
policies.

5Log Describes how and what to view about various logs and reports.

6 Policies Describes how to configure protection policies.

7 Objects Describes how to configure objects.

8 Network Describes configurations related to netwookinections.

9 System Describes common operations and methods faesysaintenance.

10 Audit Log Describes how to view the audit logs.
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Chapter

Description

A Consolebased

Degcribes how to log in to and manage NIPS viadbesole user interface

Management
B .AD Domain Describes how to install and configure the ActivireBtory (AD) domain
Configurator :
configurator.
Management

C Default Parameters

Describes default settings of NIPS.

Conventions
Convention Description
Bold font Keywords, names of screen elenteelike butons, dropdown lists or fields, anc
userentered text appear in bold font.
Italic font Documentitles, new oremphasized terms, and arguments for which you su
values are in italic font.
‘ Reminds users to take note.
4
Note
q Indicates a tipd make youoperations easier.
Tip
Indicates a situation in which you might perform an action that could ries
A equipment dmage or loss of data.
Caution
Indicates a situation in which you might perform an action that could res
0 bodily injury.
Warning
A>B Indicates seletion of menu options.

Customer Support

Hardware and Software Support

Email: support@nsfocusglobal.com

Cloud Mitigation Support

Email: cloud-support@sfocusglobal.com

Phone:

USA: +1-8446736287 or +1844NSFOCUS

UK: +44 808 164 0673 or +44 808 16MISF
Australia +61 2 8599 0673 or +61 2 8599 ONSF
Netherlands:+31 85 208 2673 or +31 85 208 2NSF
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Brazil: +55 13 4042 1673 or +55 13 4042 1NSF
Japan:+81 345108673 or +81 :A5108NSF
Singapore:*+65 3158 3757

Hong Kong:+852 5803 2673 or +852 5803 2NSF
Middle East+973 1619 7607
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Product Overview

Security issues are getting increasingly complicated in recent years. Customers are vexed by
various securitythreats, especially mixed ones, such as worms, viruses, spyware, distributed
denialof-service (DDo$attacks, spa, and network resource abuse (P2P download, instant
messaging (IM), online games, videos...). Enterprises' information netwerks tae sk of

severe damage.

NIPS is a nexgeneration network security product developed by NSFOCUS. Asnarked
prodict, it is designed to accurately monitor abnormal network traffic and block all kinds of
attack traffic, especially threats at thgplicationlayer, in real time instead of alerting upon
detection of malicious traffic. This type of produfilisin the ggps of traditional firewalls and
intrusion detection productions and provide dynamigdpth, and proactive security
protection, éfering a rew intrusion prevention solution for enterprises.

Section Description

Product Characteristics Describes outstanding characteristics of NIPS.
Major Functions Descibes majoifunctions of NIPS.
Management Modes Describes methodsifananaging NIB.

1.1 Product Characteristics

Compared with other vendors' intrusion prevention devices, NIPS can work immediately out
of the box thaks to itszerc-configuration networking (zeroconf) function. This function is
available thanks to NIPS's maguouiltin searity policy profiles. Based on the imported
license, NIPS can automatically configure interfaces, select an apprqpafie add a

defaut security policy, and enable the protection mode.

Common intrusion prevention devices can be useyl after uses perform complicated
configuration procedures. This poses an obstacle to those who have never used a security
device. To streamlimthe confjuration procedure and improve the ease of use, NIPS is
embedded with diverse scenario models, n@kiplugandplay and usable without manual
operator intervention.

Figure 11 shows the basic proceck for NIFS to go through before going live.
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Figure 1 Go-live procedure of NIPS

Determine the license
type

Count interfaces and
configure interface
working modes

Generate'a default
policy based on the
license

% After the correct liense is imported, NIPS automatically configures two adja
Not: network interfaces as a pair of interfaces working in direct mode.

Generally, &er the gelive procedure is complete, NIPS automatically generates a default
security policy in with Src Addr Object, Dst Addr Object, User, andTime all set toany,
rule profile set todefault, and web securitgrofile set toWeb securityi injection attack
protection profile. By default, this policy is enabled, as showirigure 2.

Figure 12 Default security policy generated after thelige procedure

+ e
No. Name SrcSecurity Zone Dst Security Zone Src Addr Object DstAddr Object User Time Acti Security Template Online Behavior Template Status Operation

ccurity check @ @ =B @ 2000

1 Default globa globa

NIPS's zeroconf function is convenient, making SliEasy to se. However, it cannot cover

all scenarios to meet special configuration needs. In practice, arkehay requirenybrid
deployment and a customer may want to use two nonadjacent interfaces as a pair to work in
direct mode. Therefore, NIPS muwlow uses to modify interface and security policy
configurations as required.

When implementing the zerocaofuinction, NIFS checks the current configurations. If it finds
userdefined configurations or the system not in initial state, it will not autioaiky
corfigure interfaces and security policies.

1.2 Major Functions

NIPS integrates cuttingdge intrusion preantion technalgies into its advanced system
structure. It is a nexgeneration intrusion prevention engine that takegejoth, aliround
protoml analysisas the basis and protocol identification, protocol anomaly detection, and
association analysis dsetcore. It ppvides users with the following functions:

Network protection
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NIPS provides realime and proactive network protection. It alsous traffc
management, effectively identifying potential abnormal traffic and preventing DoS
attacks.

Application protecthn

NIPS provides protection for the application layer. For operating systems, applications
and databases, it filters out malicideaffic ard attack packets through-depth content
detection, so as to prevent the existing vulnerabilities fbeing exmitedto damage
andprotectoperating systems and applications from damage and breakdown.

Content management

NIPS provides contemhanagemerver intranet resources, effectively detecting and
blocking spyware (including Trojan backdoor, male, and adwaij), as well as

monitoring and blocking IM, P2P download, online games, online videos, and network
streaming media.

Antivirus

NIPS @n detect iad remove nearly 1 million viruses (Trojan, worms, macro viruses, and
script viruses) related to viats protocolsncluding HTTP, SMPT, POP3, and FTP.
Moreover, it can effectively control, detect, and block multithreading adeith file
comgessing beaviors.

1.3 Management Modes

NIPS can be managed in either of the following ways:

Web-based management

This is a methd implemented through the wdiased manager, whose intuitive
humanmachine interfaces provide all necessary management functi?s.sNppod
IE and Firefox browsers.

Consok-based management

This is a method implemented through the comniamadinterfa@ (CLI) for basic
operations.

1.3.1Web-based Management

The webbased manager of NIPS provides intuitive humaachine interfaces for ess to
manae and configure NIPS. The following sections describe the users, login method, page
layout, and common operationsf the webbased manager.

1.3.1.1Web Users

The webbased manager of NIPS has two types of user: operator and auditadriime
operatorandauditor auditorare default accounts. Tlaemin operator has privileges of
managing and configuring admitristors and téir privileges (se®odesfor details).Table 1
descrbes privileges of operators and auditors.

Table 11 Privileges of operators and auditors

User Privilege

Operdor admin (default) Has all permissions except managing auditors (but can enab
default auditor accourtuditor) and viewing system logs.
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User Privilege
New operato | Has all permissions except managing other users and vie
(read/write) systemlogs.

(Created byadmin)

New erator (createq Has permissions of changing the current account's passwor
by admin andhas the| viewing pagese or shéhas permissions to operate; cannot writg
read permission) or update system files.

Auditor auditor (default) Has ermissions omanaging auditor accounts and viewing sys
logs after being enabled lagimin.

New auditor Has permission®f changingthe password of his or her ow
(Created byauditor) account and viewing system logs.

1.3.1.2Login to the Web -based Manager

By default, NIPSs accessed via HTTPS port 443. You can change the HTTPS port on the
Engine Configuration page undeBystem > System Setting

Before login check whether the options of blocking pgps and disablinc
\ JavaScript are selected in the browffeyes, canel the selections.
4

Note - You are advised to use IE 11.0, Firefox 76.0, Chrome, 8%.@&dge 84.0 or later
browser and set the browsesotution t01024x768 or higher.

This sectiorusesa Chromebrowser as an example to describe how to log theovebbased
manager oNIPS.

Step 1 Make sure that the client communicates properly WiRS (open port 443 if the traffic needs
to go through a fewall).

Step 2 Open theChromebrowser and connect to the management IP addréd$8fover HTTPS,
for example, ententtps://192.168.1.1in the address baand pres&nter.

A security alert appears

Step 3 Click Advancedand therProceed to xxxx (unsafe)
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Figure 13 Login page

FOCUS

NSFOCUS NIPS

P8M8

Login

NSFOCUS©2020 | Licensing Agreement | Customer Service: 400-818-6868

Step 4 Enter avalid usemame and password.
For the first login, enter the default userme admin) and passwor¢admin) for anoperator.

Step 5 Click Login.

--End
The system will return to the login page if you remain inactive for over 5 min
% In this caseyou needo log in again to continue using the system.
4 . . . . .
Note - The possible cause for a login failure may be (1)rirem username2) incorrect
password; (3) upper/lower case confusion; or (4) account disabled or deletec

1.3.1.3Page Layout of the Web-based Manager

The usemadmin accesses the system after successful I&ggure 14 shows thegeneral
layout of the page.
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Figure 4 Web page layout

#s NSFOCUS NIPS Dashboard | Monitor  Traffic  Log  Policies  Objects  Network  System

System Ovenview Period: | Last6hr Refresh Interval: 5 min oS

Percentage of Security Log by Severity Lastshr Top Source Address Geography Lastsh Trend of Network Intrusion Category

Percentage of Network Intrusion Category Lastshr Top Network Intrusion Lastshr Top Destination IPs of Network Intrusion

Top Source IPs of Network Intrusion

Table 12 describes the page layout.

Table 12 Pagge layout éscription

No. Area Description

1 Navigation bar Area where menus and related submenus are protadedip you
locate system functions.

2 Quick access bar| Area providing the following commoisonsof the system:

: . applies configurations.
[.J: message ceer.

: allows you to view related device information and onl
help and switch the system language

: modifiesthe password of the current account, lo
the current session, and logs you out of the-tnaded manager

S,

Note

For security concernyou are adised to cIick
andLog Out to log out of the welbased manager.

Clicking Lock Session directly logs you out of tle
web-based managein this case, when you log in agal
you will be redirected back to the pagwt you are orn
beforelogout.

3 Work area Area where you can perform configurations and operations
view data.
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\ The menus and work areaary with use permissions.
Note

1.3.1.4Common Buttons and Their Functions

Table 13 describes commoisonshuttons andheir functions.

Table 23 Commoniconsbuttons and their functions

Icon/Button Description

& Edits the currat item.

o Deletes the current item.
N\
Note

Predefined items, such as the "any" subnet, cannot be deleted.
Referenced items cannot be deleted.

Q, Retieves objet settings.

D) Starts an operation.

@ Stops an ongoing operation.
Ir Moves up/down a policy in ast.
£ Configures parameters.

) Refreshes the page.

+ Creates an object.

M|/ Enables or disables a policy.
E Copies the current item.

=] Exports a logor report as an HTML, Word, or Excel file.
E Previews a report.
=) Prints logs or a report.

Q Pointing toan imndisplays the description of what the button does.
Tip
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In addition to the common operations listed@ble 13, there is another important operation:
apply settings.

On NIPS, settings can take &dt only aftebeing committed in either of the following ways:

Click Commit in the quick access bty make the security policy take effect.
ChaooseSystem> System Controland then clickDeploy Policies

1.3.2Console-based Management

The default console usef NIPS isconadmin, with conadmin as the default password.
Through a console port, you can access the console user interface of NIPS, whibdsprovi
certainfunctions such as initial system configuration, status detection, and restoration of the
initial configurations.Functions that cannot be managed on the-baded manager can be
managed via the console. For details,A&@onsolebased Management
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Dashboard

The Dashboa modue, ac@ssible only to system administrators, presents threat status
information and system status information throtige use of tableshd graphs.

This chaptercontains the following sections

Section Description

ThreatOverview Presents the threat status information and how to theimformation.

SystemOverview Presents the system status information and how to view the information.

2.1 Threat Overview

ChooseDashboard TheThreat Overview page appears, as showrFigure 21.

Figure 21 Threatovenview

Percentage of Security Log by Severity Lastsh Top Source Address Geography astéhr Trend of Network Intrusion Category

Percentage of Network Intrusion Category LastGh Top Network Intrusion Last1h Top Destination IPs of Network Intrusion

Top Source IPs of Network Intrusion

TheThreat Overview page presents configurable threat status information. You can click
B in the uppetright corner of the page to view component configurations on the page:
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A componentn green indicates that it displayed on the page
A componatin gray indicates that it isidden fromon the page.

By default, topb statistics are dispayed.You can chang to topl0.

You can clickResetto restore the default settings.

Figure 22 Component configuration

Dashboard Settings X

Table 21 describes components available on the troeatviewpage.

Table 21 Threatstatus components

Threat Threat Description
Type Status

MaliciousFile | TopMalware This component ggsents top N malicious filesithin the specified
statistical periodvhich can be_ast 1 hr, Last 6 hr, Last 12 hr, or
Last 24 hr.

Pointing to the histogram displays the name of aifipemalicious
file and its number of occurrencasa particular time point

Top Mablware | This component presents top N source IP esklrs of nlicious files
Sources within a specified statistical period which canlbest 1 hr, Last 6
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Threat Threat Description
Type Status
hr, Last 12 hr, or Last 24 hr.
Pointing to the histogram displays a specific source IP address ¢
number of occurrences at a particular time point.
Top Mablware | This component presents top N types of threat imposed by mali
ThreatType files within a specified stistical perdd which can bed.ast 1 hr,
Last 6 hr, Last 12 hr, orLast 24 hr.
Pointing to the histogram displattee specific type of threat imgsed
by malcious files and the number of threat of this type particular
time point
Intrusion Trend of | This component presentse trend of intrusion events by typéthin
Event Network a specified statistical period which canllzest 1 hr, Last 6 hr, Last
Intrusion 12 hr, orLast 24 hr.
Category

Pointing to the histogram displays attack types and the nuofb
attacks beach type at a particular time point.

Percentage 0]

This component presents the intrusion attacle tistributon within

Network a specified statistical period which canllsest 1 hr, Last 6 hr, Last

Intrusion 12 hr, orlLast 24 hr.

Category Pointing b the pie chart displays a specific attack type &l
number of attacks of this ty a particular time point.

Trend of | This component presents the trend of high intrusion eventg

High-Severity within a specified wtistical peiod which can be.ast 1 hr, Last 6

Network hr, Last 12 hr, orLast 24 hr.

Intrusion Pointing to the trend graph displays the number of-higiintrusion
evens occurringat a particular time point.

Risk Level | This componen presents thedistribution of high medium, and

Distribution of | low-risk intrusion events within a specified statistical period wh

Network can belLast 1 hr, Last 6 hr, Last 12hr, orLast 24 hr.

Intrusion

Pointing to the pie chart displays the numbemefwork intrusion
events of coesponding riskevels at a particular time point.

Top Network

This component presents top N intrusion events occurring with

Intrusion specfied statisical period which can beast 1 hr, Last 6 hr, Last
12 hr, orLast 24 hr.
Pointing to the histogramshows the nam and count of intrusiol
events occurring at a particular time point.
Top Blocked| This component presents top iNtrusion events blocked within ¢
Network specified statistical period which can bast 1 hr, Last 6 hr, Last
Intrusion 12 hr, or Last 24 hr.

Pointing to the histogram shows the name and count of intry
events blocked at a particular time point.

Top Destination
IPs d Network
Intrusion

This component presentsp N destination IP addresses of intrus
events occurring withim statisticalperiod which can béast 1 hr,
Last 6 hr, Last 12 hr, orLast 24 hr.

Pointing to a histogram displagsspecificdestination IP adressand
the number of attackssuffered at a particular time point.

Top Source IPg

This componentpresents top N source IP addresses of intru

of Network | events occurring within a statistical period which carLast 1 hr,
Intrusion Last 6 hr, Last 12 hr, orLast 24 hr.
Pointing to a histogram displays the specific source IP addres|
the number of att&s it launchedat a particular time point.
Copyright© NSFOCUS 14 V5.6R11F00SPO{Confidentiality: RESTRICTED
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Threat Threat Description

Type Status
Trend of | This component presents the intrusion event trend within a stati
Network period whichcan belast 1 hr, Last 6 hr, Last 12 hr, or Last 24 hr.
Intrusion

Pointing to the trend graph displays the ie@mof intrusbn events|
occurring at a particular time point.

SecurityLog Top Source|
Address
Geography

Presents the geographical distributioh security logs generate(
within the specified statistical period which canltaest 1 hr, Last 6
hr, Last 12 hr, orLast 24 fr.

Pointing to the geographical distribution graph displays a speg
source IP address and its longitude, latitude, and numtsacafity
eventsat a particular time point

Security Log by
Severity

Percentage 0]

This component presentbe distributon of security logs by risk
level within the specified statistical period which canlast 1 hr,
Last 6 hr, Last 12 hr, orLast 24 hr.

Pointing to the pie chart displays the number of security events
risk level at a particular time pdin

Percentag of
Security Log by

This component presents the distribution of security logs by
within the specified statistical periaghich canbe Last 1 hr, Last 6

Sample

Type hr, Last 12 hr, orLast 24 hr.
Pointing to the graph shows the security logetymd the nundy of
security events of this type at a particular time point.
Advanced Top Malware | This component presits top Nfile types of advanced malicioy
Malicious File Type samples within the specified statistical period which cahdst 1

hr, Last 6 hr, Last 12 hr, orLast 24 hr.

Pointing to the histogma shows the specific type of advanc
malicious sample files and the number &fes of this type at a
particular time point.

Top Malware
Threat Types

This component presents top N typésalert geneated for advance
malicious samples within the specified statistical period which cg
Last 1 hr, Last 6 hr, Last 12 hr, orLast 24 hr.

Poirting to the histograph shows the specific type of threats imp
by advanced malicious samples @hd number ofhreats of this type
at a particular time point.

Top Botnet C&C Servers

This component presents top N C&C serveithin the spedied
statigical period which can bkast 1 hr, Last 6 hr, Last 12 hr, or
Last 24 hr.

Pointing to the histograndisplays a sgcific C&C server and itg
count at a particular time point.

Top URL Categories

This component presents top N URL categoviithin the specied
statistical period which can heast 1 hr, Last 6 hr, Last 12 hr, or
Last 24 hr.

Pointing to thehistogram diplays a specific URL category and i
count at a particular time point.

Top Malicious URLs

This component presents top N maliciduRLs and he number of
hits on each URL within the specified statistical period which ca
Last 1 hr, Last 6 hr, Last 12 fr, orLast 24 hr.

Rule Update

This component presents the latest rule base update pa
information at the update website.

Copyright© NSFOCUS 15
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2.2 System Overview

ChooseDashboard > SystemOverview. TheSystemOverview page appears.

Figure 23 Systemoverview

Threat Overvie
System Information

General 2

Status

Mode: al

Storage &

Version Information

URL Filtering

System Resources

CPU Usage

Bypass Status: bypass_o

Cf card space: 58183MB

Frimware Chec

Upgrade

Y

Engine Upgrade

Update Time: 2

Threat Intelligence

Update Time: -

Last 6 hr

Upgrade

HA Status: Not enabled &

License State Check  Signature Set Upgrade Anti-Malware(Flow) Upgrade  Heuristic virus DB

State: Normal 5.6R11F15898

Update Time: - Update Time: -

Virus num: -

DGA Upgrade  Mining detection infor... Upgrade

Memory Usage Last 6 hr Trend of New Sessions

Upgrade

The system status information includes system

information and devicaterface nformation.

Table 22 describes system status details.

Table 22 System statusiformation

Information | System Description
Category Status
System General This area presentsabic system informatigrincluding the device|
information description, device location, hash value, CPU architecture, lig
version, system timesystem runtimeand engine status.
You can click £ to edit the device description, device locafi
and system time.
Status This area presensystem stats information includingthe working
mode, remote assistance, HA status, and bypass status.
You canclick /# following the remote assistance, HA status, i
bypass status to edit the related information.
Storage This area presentsesource infrmation includng information

about theCF card space, log space, and backup space.
You can click ## following each resourcdtem to perform
configurations on the corresponding pages.

Version Information

This area presentsession information including the firmwae

version, engine version, license statsiginature sets, flobased

Copyright© NSFOCUS
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Information
Category

System
Status

Description

antimalware databaseheuristc antrmalwae database, URL
categorydatabaseNTI, DGA, and mining detection informatio|
packversion and update time. You can clidkgrade following an
item to update the related inforticm.

System
Resources

CPUusage

This panel presents the CPU usage trdadng a selected periof
which can bd.ast 1 hr, Last 6 hr, Last 12 hr, orLast 24 hr.

Pointing to the trend graph shows the CPU usagethe
management plane and the data planesgeaific time point.

Memoryusage

This panel presents the memory usage trdadng a selected
period which canbe Last 1 hr, Last 6 hr, Last 12 hr, or Last 24
hr.

Pointing to the trend graph shows the memasage at a specifi
time point.

Trend of new

This area presents the trend of new sessiuring a selecteo

sessions period which can beast 1 hr, Last 6 hr, Last 12 hr, or Last 24
hr.
Pointing to a trend graph shows the number of new session
specific time point.
Trend of | This area presents the trend of concurrent sesdimirsya selected
concurrent periodwhich can bd_ast 1 hr, Last 6 hr, Last 12 hr, or Last 24
sessons hr.
Pointing to a trend graph shows the number of new session
speific time point.
Traffic This area presentthe trend of traffic sent and received by
specific interface during a selected period which cahdst 1 hr,
Last 6 hr, Last 12 hr, orLast 24 hr.
Pointing to a trend graph shows traffic sent or receivedsgeecific
time point.
You can determine whie¢r to show the transmitted traffic ai
received traffic on the trend graph by clicking the reld¢gend.
Hardware This area presents the following information:
monitoring Fanstat ts thstatus of system f. d the CPU f
information anstate presents thstatus of system fans and the an

Powerstate presents thstatus of the power supply.
Voltagestate presents the voltage status.

Temperéure gate presents the motherboard temperaty
power supply temperature, and CPU temperature.

3,

Note

Hardware maitoring information varies with hardwar

plaforms.

Deviceinterfaceinformation

This area presents device interface information, including
interface name interface status # indicates the interface i
enabled anc® indicates the opposite), and infeation type, ang
medium type.

Copyright© NSFOCUS
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Alert

The Maitor module presents various réghe alerts. It contains the followirggctions

Section Description

Related Configurations Describes general configurations on vas@lert pages.
Network Intrusion Describes how to query intrusion prevention alerts.
Malicious Files Describes how to query alerts for malicious files.

Web Security Describesow to view web security alerts.

Advanced Threat Describes how to viewalerts for advanced threats.

C&C Communicéons Descrbes how to view alerts for C&C communications.
Online Behavior Describes how to query alerts for onlinehaviors.
Server Exception Describes how to view server anomalyrede

Global Blacklist Describes how to view global blacklist alerts.

DNS Saéty Describes how to view DNS sinkhole and DNS blacklist alerts.
DoS Rotection Describes how to viewoS alerts.

3.1 Related Configurations

Operations on pages under the Monitor module are almost thee $hrm sectin describes
these common operations.

Filtering Log s

Default filtering conditions are display@d the uppeteft corner of the page.

Figure 31 Default fltering conditions

Ise'.e':; Low-sk|[+2. — Filter v | Refresh Interval: | 10 min

Time Src P Dst IP Severity Attack Category Attack Method Action Operatio

+ 2020-12-03 17:46:40 10.14.69.177 10.14.69.203 [20384] Windows SMB User Passwo... CodeExecut... Suspicious Net... =

Copyright© NSFOCUS 18 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

You can clickFilter to set filtering conditions to filter logs.

Figure 32 Setting filiering conditios

Severity: || Low-risk || = 2. Severity Refresh Interval:| 10 min

Time srcip Severity Attack Category  Attack Method Description Action  Operatii

2020-12-03 17:46:40 10,144 A 03 [20284] Windows SMB User Pass.. CodeExec..  Suspicious Ne... SME CLIENT =

Selected filtering conditions will be displayed above the log table.

Figure 33 Setting filtering coaditions

te.e':;- Low-risk < 2. Action: | Alow = 3. + Filter v I Refresh Interval:| 10 min

Time SrcIp Al Y| severity Attack Category  Attack Method Description Action  Operati

2020-12-03 1746:40 101469077 | PO : [20384] Windows SME User Pass... Codefxec.. Suspicious Ne.. SMB CLIENT =

After filtering conditions are sealert information retrieved based the conditions is displayed
in the alert log table.

Figure 34 Alert logs rérieved basedn the specified filtering conditions

ISE-E’; Low-risk = 2. Action: | Alow - 3. + Filter v I Refresh Interval: 10 min

Time srcIp DstIP Severity Attack Category  Attack Method Description  Action  Operati

2020-12-03 17:46:40 10.14.69.177 10.14.69.203 [20384] Windows SMB User Pass... CodeExec.. Suspicious Ne.. SMB CLIENT =

Setting Alert Content Columns

On the alert event paggou can click™ in the upperight corner of he page to determine
which columns to show.
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Figure 35 Setting alert content columns

Action: || Allow  +3.. + Filter v Refresh Interval: | 10min

Time src P Dst IP Severity Attack Category  Attack Method Descriptio| | Selectall Reset

2020-12-03 17:45:40 10.14.69.177 10.14.69.203 [20384] Windows SMB User Pass... CodeExec.. Suspicicus Ne... SME CLIEM

Viewing Alert Event Det ails

You can tick * preceding an alert event to view alert details below the event.

Figure 36 Viewing alert event deiis

Severity: | Lowrisk <2, Action: | Alow || +3 . + Filter v Refresh Interval: 10 min

Time srcIp Dst 1P Severity  Attack Category  Attack Method Description  Action  Operati

[20384] Windows SMB User Pass... CodeExec... Suspicious Ne.. SMB CLIENT =

You can click different page tabs to wiglifferent information. Different types of alert
correspond to different alert information.

Viewing Information A bout Authenticated Users

If an event matches an authentication policy (for configuration afilrentication policy, see
Authentication Policy the authenticated user name is displayed ufderenticate User

Vie wing Information About Associated Accounts

If an event matches an intelligent user identifratolicy (for configuration of such a policy,
seeUsers in AD the latest two associated accounts anglajed undeAccount
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Figure 37 Viewing associated user accounts

+Fiterv Refresh Interval: | 10 m

Time.

Severity Attack Attack Method Account Action Operation
° =

tication

ek Password.

SMB User Authenticati

Viewing Details of a Public IP Address
If the soure or destination IP address of an event is lalipuP address @ appears before
You can clickthe source odestination IP address or click the submenu umtiezat

intelligence forensican theOperation column to directly connect to NSFOCUS NTI to
obtain details of the public IP address.

Figure 38 Viewing details of a public IP address

= NSFOCUS AllackGraph  Products - Login  SignUp  FACH

919191196

Y7 91.91.91.196 | Pars, lle-de-France, France

100 0 0 0 0 W PUBILC TAGS
Malicious Suggest to...
Associated Aftack Associated Event Associated Domain Associated File Botnets.
Group Name: =)
=
NSFOCUS TAGS Threat Tag
Other Ta
9 G COMMENTS
15 Active Time Threat Type Source of Intelligence
MONITORING 2020-04-08 Exploits NSFOCUS Security Labs
HISTORY
View Al 2020-04-01 Exploits NSFOCUS Security Labs

O3 anonymous

2020-03-27 Exploits NSFOCUS Security Labs

2020-03-24 Exploits NSFOCUS Security Labs

2020-03-23 Exploits NSFOCUS Security Labs

Refreshing Data
You can refreskata in either of the following ways on alert pages:

Automatically refresh data.

Specify the atomatic refresh interval in theefresh Interval text box so that the system
can automatically refresh data at the specified interval.
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Manually réresh data.
Click < to refresh data manually on the current page.

3.2 Network Intrusion

Thenetwork intrusiommodule allows you to view basic information andaiés of network
intrusionevents, add exceptions, view the list of isolated IP addresses, ané thigab
isolation.

3.2.1Network Intrusion

Network intrusioreventscan begenerateanly afternetwork intrusiorprofiles are
configured and referenced in security policies.

NIPS displays the latest 1@@twork intrusiorevents. For ezh event, you can view the time,
description, source and destination IP addresses, user,taild. de

ChooseMonitor > Network Intrusion > Network Intrusion. In thenetwork intrusiorevent
list shown inFigure 39, the icon ® in theAction column indicates that traffielated to this
eventwas allowed tgass through, while® indicates that such tradfwas blocked.

Figure 39 List of intrusion detectioevents

Time Src IP Dst IP Severity Attack Category  Attack Meth... Description Account Action Operati

SME brute

Viewing Details of a Network Intrusion Event

Clicking an evat name displays the detailed analysis of and solution for this event, as shown
in Figure 310.
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Figure 310 Network intrusionevent analysis

3¢ Rude I5: 23399 - Gaogie Chrome
a 10255.251.138, .
Web-Dorado ECommerce WD for Joomla! search_category_id SQL Injection Vulnerability

Raule ID

Update Time

Rules Class

Risk Level

Technical Approaches
Service Type

Popularity
Related Vulnerabilities

Title
Web-Dorado ECommerce WD for Joomla! search_category_id SQL Injection Vulnerability

CVEID CVE-2015-2562

CNNVD ID CNNVD-201503-412

Related Applications
Joomla! Web-Dorado ECommerce WD plugin 1.2.5

or filter

Solution

urer_ids paramerer in a displayproducrs action to index.php is not su

Clicking a blue link, such as the vulnerability tittle, NSFOCUSdADBUGTRAQ ID, directs
you to the detailed vulnerability information page of the NSFOCUS website.

Adding an Exception

If you do not want NIPS to detect tdame alert events against a certain rule, you can add this

rule as an exception.

Step 1 For anetwork intusionevent,point to in the Operation column and clickAdd

exception

Figure 311 List of exception rules

Severity

Time Src IP Dst P Severity Attack

/indows SMB User Authenticatio... Network Monitor

Refresh Interval: | 10min

Attack Method Action Operation

The New-Add Exceptiondialog box appears, as showrFigure 312.

Copyright© NSFOCUS 23 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

Figure 312 Adding a rule to exception

Mew-Add Exception

* Signature ID(® 20384
Sro P (3 10.14.69.177
Dst P @ 10.14.69.203

Step 2 Configure pareeters.

Table 31 Parameers for configuring an exception rule

Parameter Description

SignaturdD ID of the exceptiomule.
This ID must be the same as the ID of tbkated intrusion prevention rule.

SrcIP Specifies the source IP address or IP segment, thahdasyalid rang of IP
addresses to be covered by this exception rule. Only packets from the sp
sourcel P address or IP segment are allowed to gaititro

You should type an IPv4 address or IPv4 segment, for example, 192.168.
Typing 0.0.0.0 oteaving the ield empty indicates no limit.

DstIP Specifies the destination IP address or IP segment,ighdbe valid range o
destination IP address¢o be covered by this exception rule. Only packets tqg
specified destination IP address or &gment are abdlwed to go through.

You should type an IPv4 address or IPv4 segment, for example, 192.16B.
Typing 0.0.0.0 or leaving the field emptydioates no limit.

Step 3 Click OK.

You can view and cancel this exception rule ur@ejects > Network Intrusion >
Exceptions.

Step 4 Click Commit to make the settings take effect.

—-End

Downloading a PCAP File

If the packet capture option is selected in a rule mefieed by a policy that the current event
matches, you capoint to in theOperation column and sethat thedbownload PCAP

file option is available. You can click this option to download the packet cagticd the
event for aalysis and debuging.

Feeding Back a False Positive
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If you determine that a security event is a false positive, yopaanhto in the
Operation columnand clickFeedbackto inform NSFOCUS rule group.

Step 1 Pointto in theOperation column and click-eedbackto report false psitives to
NSFOCUS rule group.

The Feedbackdialog box appears.

Figure 313 Typing feedback information

Feedback

* Email: | admin@nsfocus.com \Z) Update to system Settin

1]

Content:

Step 2 Configureparaneters inthe Feedbackdialog box

Table 32 Parameters for reporting feedback

Parameter Description

Email Specifes the email address for receiving feedbesgies from the vendorBy
default, the current logged administrator's email address is displayed.

Update to sgtem| After this option is selected, the system sets the current leggaser's emai
settings address to the email address typed here agslitgas the default email address
sending feedback information to the vendbBor how to configre the email
address, sedsers

Content Brief feedback informatia.

Step 3 Click OK.

The system sends false positiessconfigured. After the false positive is successfully sent, a
message indicating sending succgsgears.

—-End

3.2.2Network Monitoring

TheNetwork Monitor page showshe latest 100 network monitoring alert events
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ChooseMonitor > Network Intrusion > Network Monitor . In the monitoring event list
shown inFigure 314, the icon @ in theAction column indicates that traffielated to this
eventwas allowed to pass throughhile @ indicates that such traffic was blocked.

Figure 314 Viewing monitoring events

Severty: | Lowerisk = 2. — Filter v Refresh Interval: 10min

Time Src 1P DstIP Severity Attack Attack Method Action Operation

vindows SMB User Authenticatio... Network Monito =
jindows SMB User A
vindows SMB User A
Yindows SWB User A
vindows SMB User A

vindows SMB User A

Vindows SMB User A

Vindows SMB User A
vindows SMB User A
vindows SMB User A

findows SMB User A

findows SMB User A

vindows SMB User A

yindows SMB User Authenticatio... Metwork Manito

' @ @ O 0 o 0 0 Q0O OCOOSOOCOOOOOSESECSECS

Feeding Back a FalsePositive

If you determine that a security event is a false positive, yop@ahto = in the
Operation column and clickFeedbackto inform NSFOCUS rule gup. For details, see
Feeding Backa False Positive

Downlo ading a PCAP File

If the packet capture option is selected in a rule referenced by a policy that the exanént
matches, you capoint to = in theOperation column and see that ti®ownload PCAP
file option is available. You can click this option to ddead the paokt capture file of the
event for analysis and debugging.

Adding an Exception
If you do not wanNIPS to detect regime alert events againatcertain rule, you can add this
rule as an exception. For details, seleling anException

Obtaining Th reat Intelligence for Forensics

If the source or destination Hidress of a security event is a public IPrads, you can get
details of thdP address

You canpoint to “in theOperation column and clickanitem underThreat intelligence
forensicsto view traceback details on NTI

Viewing Event Information
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Click the content in th&vent Namecolumn to view detils of the rule matching the event.

3.2.3Quarantine List

If a security pbicy references an intrusion preventiprofile that involves a rule with the
guarantineoptionselected, when an attack triggers this rul$uarantine the
communications between the source IP address and destination IP addresataicthis

The quarantindist displays thequarantind source and destination IP addressematurdD,
andquarantinestart and end time, as showrFigure 315.

ChooseMonitor > Network Intrusion > Quarantine List.

Figure 315 Quarantnelist

Refresh Interval:| 10 min

Status Src 1P Dst P Signature ID Template Name Start Time End Time

solated 10.14.69.177 10.14.69.203 50363 Default: 2020-12-18 14:18:43 2020-12-18 15:18:43

Click the link textStop quarantine in the Statuscolumn to disable thguarantine
Click the signaturdD to view details of theule that triggers thquarantine

3.3 Malicious Files

Malicious file alertscan begenerateanly after malicious filgrofiles are configured and
referenced in security policde

The malicious file alert list presents tladst 100 alerts. For each alert, you can view the alert
time, alert content, source IP address, @estination P address.

ChooseMonitor > Malware. TheMalware page presents the list of alerts for maliciiles.

Figure 316 Malicious file alerts

stination IP k Level Abstract Threat Type  File Name Detection Engine  Action

e e 0 o7
BB BB o2

The Severity column shows the risk level of an alert.

In theAction column, the icon®™ indicates that trafficelaed to this egntwas allowed to
pass through, whilé® indicates that such traffic was blocked.

Adding an Entry to Whitelist

For a malicious file alert, &n engine other thaflow-based enginds shown in théEngine
column, you can add a malicious fitethe file sample whitelist.
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You canpoint to = in theOperation column andhen clickAdd to whitelist to add the
MDS5 value of the malicious file to thedi sample whitelist. Then, this fils taken as
legitimateoneandwill no longerbe subject to dtections fosuspicious files. For details
about the file sample whitelist, sede Whitelist

Obtaining Threat | ntelligence for Forensics

For a malicious file alert, if an engine other thdow-based enginds shown in theEngine
column, you can get information about the malicious file

For this purpose, you caointto = in theOperation column and cliclone of he
following itemsunderThreat intelligence forensicgo view traceback details on NTI

Source IP. source IP adass of the malicious file.
Destination IP: destination IP address of the malicious file.
Malicious file malicious file information retrieveblased on its MD5 value

Figure 317 Traceback information of malicious files

B NSFOCUS Attack Graph  Products ~  Login  SignUp  FaCH

6b3c9826484eb1fe1e416d25ab5bb755

3¢ 6b3c9826484eb1fe1e416d25ab5bb755 Export Reporla
0 0 0 0 W PUBILC TAGS
Malicious Suggest
antivirus Associated Attack Associated Event Associated Domain Associated IP m

Group Name

¢ COMMENTS
BASIC INFO MD5 6D3c9826484eb1fe1e416d25ab5b0755 View cloud sandbox analysis report

SHA256 de6obdcb1a3d27a1d8747846503501d40261028000a64b0e2113e 176298ffdb0
File Type Win32 EXE

Sample Family

Classification Gen:Adware Heur hmO@bX6s@ ki

of malicious

samples [ Anonymous
First Seen 2019-03-01 13:33:37 GMT

LastUpdate  2020-10-12 05:42:55 GMT

ASSOCIATED Associated Attack Group:
INFORMATION /
ATTACK GRAPH Please log in to see advanced intelligence

B L0

3.4 Web Security

The web security att module inelves malicious URkand injection attack

3.4.1Malicious URL

MaliciousURL alertscan be reportednly afteryou perform either of the following
operations

Enable malicious URL protection (disabled falilt) in a veb securityprofile
referenced in a security policy. Also, enable collaboratiith NTI on theNT]
configuration page.

ChooseObjects > Malware > Settingsand selecAlert for Malware URL. If a
malicious file is sent via HTTP, an alert wiké reported,ndicating that this HTTP URL
is a malicious one

Copyright© NSFOCUS 28 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

The malicious URL alert list presents the $atE00 alerts. For each alert, you can view the
alert time, alert content, source IP address, and destination IP address

ChooseMonitor > Web Secuity > Malicio us URL. In theAction column, the icon®@

indicates that trafficelated to this evenwas alloved to pass through, whil® indicates that
suchtraffic was blocked.

Figure 318 Malicious URL access events

— Fiter v Refrech Interval: 10min

Time Severity Malicious URL Category Action Operation
L] httpy/91 Other =
L] http://a1.81.8 Other =
[ ] http://91 Other =
L ] http://91.91.91,196/av/23. Other =

Adding an Entry to Whitelist

You canpoint to = in theOperation column and clickAdd to whitelist to add the URL to
the URL whitelist. Then this URL is ceidered as a legitimate one and will not bejeatto
subsequent URL detgons. For details, sedgRL Whitelist

Obtain ing Threat Intelligence for Forensics

You can get details of this malicious URL, including sbearce IP address, destination IP
address, andomain name

For this purpose, you caooint to = in theOperation column and clickbomain name
unde Threat intelligence forensicgo view the domain name of the malicious URL

Figure 319 Malicious domain name afURL

B NSFOCUS Attack Graph  Products ~  Login  SignUp  XaCH

91.91.91.196

77 91.91.91.196
- 0 0 0 0 W PuBILC TAGS
Unknown
‘Associated Attack Group Associated Event Associated File Associated IP m
NSFOCUS TAGS Threat Tag
Other Tag
€9 COMMENTS
BASIC INFO UPDATED TIME SUBDOMAIN BANNER INFO
0 No Data
ASSOCIATED Associated Attack Group: 0 O
INFORMATION nommous
ATTACK GRAFH Please log in to see advanced intelligence
= &L
Associated Event: 0
Please log in to see advanced intelligence
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3.4.2Injection Attack

Injection attack alerts can lgenerateanly after SQL injection detection is enabledweb
securityprofiles referenced irsecurity policies

The injection attack alert list presents the lat€$t injection attack alerts. For each alertyyo
can vew the time, source IP addresestination IP address, URL, and category of the attack
even.

ChooseMVlonitor > Web Security > Injection Attack. In theAction column, the icon™
indicates that trafficelated to this evenas allowed to pass thrgh, while & indicates that
such traffic was blocked.

Figure 320 Injection attack events

Refresh Interval:| 10 min

Time SrciP DstIP Severity URL Category Action Operation

2020-12-18 14:27:5 10.14.14.225 10.14.57.55 A http://10.14.57.55/7 SQlinjection =

Obtaining Threat Int elligence for Forensics

If the source or destination IP addressmobéertevent is a public IP address, yoan get
eventdetails, including the time, soee IP addressnddestination IP address of the event

You can click the IP address in tBeurcelP or Destination IP column orpoint tothe icon
in the Operation column and click an item und&hreat intelligence forensicso view
details of an injeiion attack.

3.5 Advanced Threat s

If parameters for collaboration with the sandbox are configured, WIPSend malcious file
samples to the sandbox for detection and trigger an alert. In this case, iftihekcall
monitoring function is enabled in a sedymolicy, you can view the callback monitorifigt
and callback block events.

The Advanced Threatmenu involveghe following submenudvalware Sample Callback
Monitor ing, andCallback Blocked.

3.5.1Advanced Mal icious Samples

The system can display the latest 100zated malicious sample alerts.

ChooseMonitor > Advanced Threat > Malware Sample
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Figure 321 Alerts of alvanced malicious samples

Severity: | Low-risk  +2 + Filter v Refresh Interval:| 10 min o

Time SrcIP Dst IP Severity Malware Category  File Name Action Operat
Exploit
Exploit
Expl

A Exploit

For each alert, you can viewettime, source IP address, destination IP agkjrask level,
abstract, threat type, file name, and action of the alert.

Obtaining Threat Intellig ence for Forensics

If the source or destination IP addressroféertevent is a public IP address, you g
event details, including the time, souréedddress, destination IP address of the event

You can click the IP address in tBeurce IPor Dedination IP coumn orpoint tothe icon
in theOperation column andhenclick an item undeT hreat intelli gence forensicgo
view details of an advancewalicious sample.

3.5.2Callback Monitoring List

NIPS supprts themalwae callback monitoring function. During the analysis of an advanced
malicious sample, the sarak when detecting the sample's callback batrawill record the
address and domain naindiating callback in the callback monitoring list. Yaan add the

IP addresses or domain names on the callback monitoring list to the blacklist or whitelist.
Thos added to the whitelist will be no longer sedsj to monitoring. If one of those added to
the blacklistis hit, a callback event will be triggered

ChooseMonit or > Advanced Threat > Callback Monitoring.
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Figure 322 Callback monitoring list
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Adding an Entry to the Blacklist
You canmovewhitelisted entriesto the blacklist in either of the following ways:
Move one by onePoint to ‘= in theOperation column aml click Add to blacklist to

move an entry to the blacklist for callback monitoring.

Move all at once: PoinbtMore and clickBlacklist all to move whiteliged entries to the
blacklist all at once.

Move in bulk: Select one or more entries and poiMiéoe and clickBlacklist selected
to move selected entries to the blacklist.

Adding an Entry to the Whitelist
You can move blacklisted entries to the whiteiliseither of the following ways:
Move one by onePoint to ‘= in theOperation column and clickAdd to blacklist to

move an entry to the blacklist for callback monitoring.

Move all at once: Point thore and clck Whitelist all to move blacklisted entries the
whitelist all at once.

Move in bulk: Select one or more entries and poifitwe and clickWhitelist seleced
to move selected entries to the whitelist.

Obtaining Threat Intelligence for Forensics

If the source or destination IP address of an &eent is a public IP address, you can get
event details, including the time, source IP addressdesiihation IRaddress of the event

You can click the IP address in tBallback Addresscolumn or point tahe icon ‘= in the
Operation column and then ak an item underhreat intelligence forensicgo view
traceback details, for exampldicking Callback address taceto view details of a callback
address on NTI.

3.5.3Callback Block Events

ChooséVionitor > Advan ced Threat > Callback Blocked to view the listof all callback
block events and block event statistics
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3.5.3.1Callback Block Events

ChooseMonitor > Advanced Threat > Callback Blocked.

Figure 323 Callback bloclevents

Blo
Action:  Allow  +2 + Filter v Refresh Interva o
Time SrcIP Dst IP Attacker Callback ... Severity Threat Tag Action Operat
+ 104.160.174.178  ww domain 2]
+ 104.16 domain 2]
+ 104,1¢ o o
+ 104.,186( 2] [\]
+ 104.160.174.178 7] [\
+ 104,1¢ o o
+ 104.,186( 2] [\]
+ 104.16( 2 o
+ 104.1¢ 2] (]
+ 104.16( domain 2]
+ 104.16( 2 o
+ 104.160.174.178  www.rybac.com domain L2 ]

Obtaining Threat Intelligence for For ensics

If the source or destination IP address of an alert event is a public IP address, you can get
details of tle two IP addresses of this event

For this purpose, you cguoint to ‘= in theOperation columnand clickan itemunder
Threat intelligence forensicsto view event detail§or exampleclicking Callback address
traceto view details of a blded callback ddress on NTI.

3.5.3.2Block Statistics

ChooseMonitor > Advanced Threat > Callback Blocked > Blocked Statistics

Figure 324 Callback block statistics

Attacker Callback Type Label Severity Count Victim Operation

You can view callback block statistics and gback detail®f blocked callback hosts

Viewing Block Statistics
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On the page shown iFigure 325, you can cli& a figure in theCount column to view block
details.

Figure 325 Viewing callback block statistics

Blocked Events

Time Attacker Callback Port Callback Type Callback Host Label Severity Operation

104.160.174.178 55341

10.14.62.120 NA NA

104.160

104.160.174.178 55353

104.160.174.178

104

104.160.174.178

104.160.174.178

104.160.174.178

104.160.174178

2020-12-24 13:35:57 104.160.174.178

You can ype an IP addiss, domain name or URL in the text box in the wbgfecorner of
the page and clicBearchto view desired callback block statistics

Viewi ng Callback Host Information

On the page shown irigure 326, you carclick a figure in theVictim column to view
information about blockedallback hosts

Figure 326 Viewing callback host information

Callback Host Attacker Callback Type Label Severity Count Operation

Obtaining Threat | ntelligence for Forensics

You canpoint to = in theOperation column and cliciCallback address tracbackunder
Threat intelligence forensicgo view details of a blocked callback address on NTI.

3.6 C&C Communica tions

C&C communication alerts can lgenerateanly after C&C communicatiorprofiles are
configured and refererd in securitypolicies
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NIPS displays the latest 100 C&C communication events. For each event, you cémeview
time, source and destination IP addressesnt category, description, and user.

ChooseMonitor > C&C Communication. In theAction column, thecon  indicaes that

traffic related to this eventas allowed to pass through, whi® indicates that suctnaffic
was blocked.

Figure 327 C&C communication events

Time Src P Dst IP Domain/Host  Ewvent Engine Action  Operati

Adding an Entry to the Whitelist

You canpoint to = in theOperation column and clickAdd to whitelist to add tle C&C
address to the whitelist. Then this address is considered as a legitimate one artd®ill no
subject to subsequent C&C detections. #etails, se€&C Whitelist.

Obtaining Threat Intelligence f or Forensics

You canpoint to = in theOperation column and click an item und&hreat intelligence
forensicsto view traceback details, for example, cligfiC&C to view details of the C&C
attack

3.7 Online Behavior

The Network Behavior menu involves threaubmenusAppli cation Control, URL
Filtering, andData Loss Prevention

3.7.1Application Control

Applicationcontrolalerts can bgenerateanly after applicatiorrontrol profiles are
referenced ionline behavioprofiles used insecurity policies

NIPS can present the latest 100 applicationtrolevents. For each evegu can view the
time, source IP address, daation IP address, application name, application subcategory, and
risk level
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ChooseMonitor > Network Behavior > Application Control. In the applicatiortontrol
event list, the icor® in theAction column irdicates that trafficelated to this eventas
allowed to pass through, whil® indicates that such traffic was blocked.

Figure 328 Applicationcontrolevents

e Refrech Interval: | 20 min

Time Src P DstIP Application Name Subcategory Severity  Action Operation

interet-utility

P00 QP00 ODO®O0O00

If the souce or destination IP address of an event is a public IP address, you can click the
specific IPaddress in th&ource IPor Destination IP column and click an item under

Threat intelligence forensicsto view details of the source or destioatiP addresef the

event.

3.7.2URL Categorization

URL categorizatia alerts can bgeneratednly after URLcategaizationprofiles are
referenced ironline behavioprofiles used in security policies

NIPS display the latestQ0 URL categorization events. For each event, you can view the
time, source and destinationdfdresses, URL category, and specific webskat. U

ChooseMonitor > Network Behavior >URL Filter ing. In the URL categorization event list,
the icom @ in theAction column of an event indicates that traffedated to this eventas
allowed to pass througiwhile @ indicates that such traffic was blaak
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Figure 329 URL categorization events

Action: | Allow  +2.. = Fiiter v Refresh Interval: | 20 min

Time srcIP DstIP Category URL Event Action Operatio

Unknown 117.18.237.29 User Browsing Restricts

Unknown
Unknawn
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

If the source or destination IP address of an event is a puldadifess, youan click the
specific IP address in ti&ource IPor Destination IP column and click an item ader

Threat intelligence forensicgto view detds of the source or destination IP address of the
event.

3.7.3Data Loss Prevention

TheData Loss Protecton menu involes two pagesSensitive DataandFile Transfer
Control. Data loss prevention alerts candgameatedonly after data loss preventignofiles
are configured and referenceddmyline behavioprofiles used in security policies

3.7.3.1Sensitive Data

NIPS displays the latest 100 data loss prevention evemtgsakEh event, you can view the
time, source ahdestination IP addresses, risk level, event description, and service.

ChooseMonitor > Network Behavior > Data Loss Prevention > Sensitive Datdn the data
loss prevention event list, the ic¢™ in theAction column of an event indicates that traffic
related to this evenwas allowed to pass through, whi® indicates that such traffic was
blocked.
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Figure 330 Data loss preveion events

File Transfer Control
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If the source or destination IP address of an event is a public IP addresanyaigk the
specific IP address in ti&ourcelP or Destination IP column and click an item under
Threat intelligence forensicgto view details dthe source pdestination IP address of the
event.

3.7.3.2File Transfer Control

NIPS displays the latest 100ditransfer events. For each event, you can view the time, source
and destination IP addresses, taskel, event dscription, service, and event details

ChooseMonitor > Network Behavior > Data Loss Preventio > File Transfer Control. In
the file transfecontrol event list, the icor® in theAction column of an event indicates that
traffic related tohis eventwvasallowed to pass through, whil® indicates that such traffic
was blocked.

You can click the spfic IP address in th&ource IPor Destination IP column or click an
item underThreat intelligence forensicsto view details of the source orsimation IP
address of the event.

3.8 Server Exception

NIPS can monitor seer outreach behaviors only after server owtngaolicies are configured.
Server exception alerts will be generated once illegitimate serveaohtbehaviorare
detected

ChooseMonitor > Server Exception.
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Figure 331 Server exception alerts

Time SrcIP Dst IP Attack Service Action Operatio

In the server excejon alert list, the icon®™ in theAction columrm of an event indicates that
traffic related to this evenvas allowed to pass through, whi® indicates that suctraffic
was blocked.

If the source or destination IP address of an event is a public IPssdgtya can click the

specific IP address inétSource IPor Destination IP column and click an item under
Threat intelligence forensicsto view cktails of thesource or destination IP address of the

event.

3.9 Global Blacklist

If the IP address of a websitesdn entry in the global IP blacklisin IP blacklist aleris
generatedand the system directlydezks its conection.

ChooséVionitor > Glo bal Blacklist > IP Blacklist.
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Figure 332 IP blacklist

Status Time Src 1P Dst IP Malicious IP Threat Type Action Operatior
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Obtaining Threat Inte lligence for Forensics
You canpoint to = in the Operation column and click an item und&hreat intelligence

forensicsto view details of the sooe IP addresslestination IP address, or malicious IP
address oé global blacklist alert event.

Feeding Back a False Positive
If you determine that a setty event is a false positive, you cpaint to = in the

Operation column and click-eedbackto inform NSFOCUS rie group. For details, see
Feeding Backa False Positive

3.10DNS Safety

TheDNS Safety menu includes twgubmenusDNS SinkholeandDNS Blacklist.

3.10.1DNS Sinkhole

ChooseMonitor > DNS Safety> DNS Sinkholeto viewrecords of events triggering DNS
sinkholing policiesClick Add to blacklist in theOperation columnof an event to add the
domain name to the blackligt DNS sinkhole alert will be generated whtis domain name

is matched.
Figure 333 DNS snkhole
Abnormal Domain Name: SinkHole IP: Search
SrcIP DstIP Abnormal Domain Name SinkHole IP Count Last Time Operation

10.0.2.2 www.baidu.com 10.8.15.215 193 8  Add to blacklist

119.6.6.6 www.gg.com 1111

3116:20:54  Add to blacklist
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3.10.2D NS Blacklist

If the dbmain name of a website hits an entry in the DN klist, a DNS backlist alert is
generated.

ChooseMonitor > DNS Safety> DNS Blacklist.

Figure 334 DNS backist

Severity: | Low-risk | +2.. + Filter v Refresh Interval: | 20 min o More v

Status Time Src IP DstIP Event P& Domain Name

Obtain ing Threat Intelligence for Forensics

You canpoint to ‘= in theOperation column and click aitem undeiThreat intelligence
forensicsto viewdetails of the source IP addresslestination IP addresd a DNS blacklist
alert event.

Feeding Back a False Positive

If you determine that a security event is a false positive, yop@ahto = in the
Operation column and clickreedbackto inform NS-OCUS rule group. For details, see
Feeding Backa False Positive

If the IP address or domain name of a website hits an entry in the global blacklist, the system
will directly block connections to the website. Gliolacklists include the IP blacklist and
domain name blacklist

3.11DoS Protection

DoS protection alerts can generateanly after DoS protection policies are enabled and
corfigured

NIPS displays the latest 100 DoS prditmet events. For each event, you can view the time,
source and destination IP addresses, event renéce, andction

ChooseMonitor > DoS Protection. In the DoS alert list, the ico® in theAction colurm

of an event indicates that traffic relatedh@ event was allowed to pass through, wrQ
indicates that such traffiwas subject to a limited rate
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Figure 335 DoSprotecton alerts

Time Src IP DstIP Attack Service Action Operatio

Obtaining Threat Intelligence for Forensics

If the source or destination Hidress of a security event is a public IP address, yopaanh

to in theOperation column of an event and click an item undléreat intelligence
forensicsto view details ofhe source IP address or destination IP address of this event.

Viewing Event |nformation

Click the content in thattack column to view detadl of the rule matching the event.
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Traffic

This chapter describes traffic configurations. It cont#iesfollowingsections

Section

Description

Bandwidth Management

Describes how to configure a bandwidth managerpelicy.

Traffic Analysis

Describes how to configure mffic analyss policy.

NetFlow Configuration

Dexcribes how to configure NetFlow settings.

4.1 Bandwidth Management

Bandwidth management policies are used to restrict channel traffic and control traffic licenses
andpriorities ofauthorized users. They can ensure the proper use of network resources and

4.1.1Poli cy

more reasonable proportions and distributions of different typésafiic. In addition,
together with the minimum guaranteed bit rate, maximum guaranteed bit hgsHDN
restiction, traffic management policies guarantee the bandwidth for key session

Bandwidth management configurations involve two parts:
Policy
Bandwidth MangementProfile

You can query, create, editdete, sort, duplicate, enable, or disable bandwidth management

policies. The following describes how to create a policy.

Step 1 ChooseTraffic > Bandwidth Management > Poicies

Figure 41 Bandwidh management policies

+ New Vore v

No. Name SrcZone DstZone  Src Address Dst Address User Schedule  Action Security Profiles Behavior Profiles

TR@

Status  Operation

@D 2040

Default  glebal global an an an an Submit for security check @ B & 00 -

Step 2 Click Newto create a bandwidth management policy.
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Figure 42 Creating a bandwidth management policy

MNew

* Policy Mame :

* Bandwidth Management Template :
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Use

* Schedule :

Application :

Application Group :

Step 3 Configure parameters the New dialog box.

Table 41 Parameters for creating a bandwidth management policy

Parameter Description

Pdicy Name Spedfies the name of the bandwidth management policy.

Bandwidth Specifies the bandwidth managemprtfile referenced in tlsi policy.
Management

Tenplate

Src/Dst Zone Specifies a security zone. Packets from or to the specified security zdécte

this bandvidth management policyglobal indicates that packets from or to a|
securiyy zones will be checked against this policy. The destination iseeone
automatically refreshes with a matching value each time you select a
security zone.

SrcAddress Specifies the source IP address object of uplink tradiiy. cannot be seléed as
the source address object.

User Specifies user objects tfis policy.

Schedule Specifies the period when this policy is valid.

Application Specifies appliations to whib this policy will apply.

Application Group Specifies application groups twhich this policy will apply. If neither
applications nor appli¢®an groups are selectethe traffic control is performeg
only based on IP addresses

Step 4 Click OK to complete theonfiguration
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The new bandwidth management policy is as shovirigare 43.

Figure 43 Bandwidth managemépolicies

+ New vore v
No. Name Src Zone DstZone Src Address Dst Address User Schedule Action Security Profiles Behavior Profiles Status Operation
Default global  global an an any am Submit forsecurity check . @ B @& @D 200 a

qufan  global  global 1 111 any ips Submit for security check & B - £ I a

%

Step 5 Click Commit in the quick access b&y make the security policy take effect.

—End

4.1.2Bandwidth Mana gement Profile

ChooseTraffic > Bandwidth Management > Bandwidth Management TemplateA traffic
line with the maximum uplink/downlink banddth being 100 Mbps is configured on NIPS
by default

Figure 44 Bandwidh managemerngrofiles

You can create, edit or delete bandwidth manageprefites or taffic lines. The following
describes how to create a bandwidtmagement policy ahhow to create a traffic line.

Creating a Bandwidth Management Profile

Step 1 On the pag shown irFigure 45, click © in theOperation column of this traffic line to
create a bandwidth managemprtdfile for this line.
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Figure 45 Creating a bandwidth managemprifile

New

* Name .

* Priority &:

* Uplink GBR(Kbps) (®:

* Downlink GBR(Kbps) (®:

* Max Uplink Bandwidth(Kbps) @:

* Max Downlink Bandwidth(Kbps) &:
* Max Sessions

Per-1P Limit ¢ Enable

Tanra
-ance m

Step 2 Configure parameters in tiew dialog box.

Table 42 Paramegrs for creating a bandwidth managengenfile

Parameter Description

Name Specifies the name of the bandwidth managemedfile.

The name rmast be unique and cannot contdhme following special
characters:
%\ <>'&"

Priority Specifies the priorig of the traffic channel object. This parameter cal
set to an integer rgimg from 0 to 7. A smaller value indicates a hig
priority.

Uplink GBR(Kbps) Specifies the minimum bit raenit: kbps) for outgoing traffic.

S,
Note

The total uplinktraffic must ke greater than the sum of upli
GBRs of traffic channels involved in all pcies.

Downlink GBR(Kbps) Specifies the minimum bit ratenit: kbps) for incoming traffic.

S,

Note

The total downlink traffic must be greater than the sum of dowr|
GBRs of trafficchannels involved in all policies.
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Parameter Description

Max Uplink Bandwidth(Kbps) | Specifies thenaximum bandwidth fofunit: kbps) for outgoing traffic.

Max Downlink | Specifies the maximum bandwidth f@mit: kbps) for incoming traffic.

Bandwidti{Kbps)

Max Sessions Specifes the maximum number of TCP sessions allowed by the t
channel.

PerlP | Enable If you selectPer-IP Limit , NIPS controls traffifrom each IP addres

Limit included in source address objects. If you do not select it, NIPS co

traffic for sourceaddress objects on the whole

Max Uplink | Specifies the mxmum uplink bandwidth for each IP address.
Bandwidth (Kbps)

Max Downlink | Specifies the maximum downlink bandwidth for each IP address.

Bandwidth (Kbps)

Max Sessions Specifies fhe maximum nutimer of TCP sessions allowed for each
address.

Step 3 Click OK to save the sghgs.

—-End

Creating a Traffic Line

Step 1 On the page shown Irigure 44, click Create Line.

Figure 46 Creating a traffic line

Mew

* Max Uplink Bandwidthikbps)

* Max Downlink Bandwidthi{kKbps

¥ Line Mame

[
[u}
=1
)
m

Step 2 Configure paramets in theNew dialog box.

Table 43 Parameters for creating a traffic line

Parameter D escription

Line Name Specifies the line name

The name must be ique and cannot contain the following special charactg
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Parameter D escription
%\ <>"&"

Max Uplink | Specifies tke maximum bandwidth for outgoing traffic. The unit is kbps.
Bandwidth(Kbp3}

Max Downlink | Specifies the maximum bandwidth for incoming traffibe unit is kbps.
Bandwidth(Kbps)

Step 3 Click OK to save the settings.
----End

4.2 Traffic Analysis

Traffic analysis polies are useddtanalyze network traffic data. After analysis, NIPS presents
the handled #ffic destined to applications and IP addresses on thebasbd ranager

Traffic analysis configurations involve the following parts:

Policy

Application Analis

IP Analysis

Traffic Integrity Distribution

4.2.1Policy

You can giery, create, edit, delete, sort, duplicate, enable, or disable traffisianmllicies.
To create a traffic analysis policy, follow theseps:

Step 1 ChooseTraffic > Traffic Analysis > Policies.

Figure 47 Traffic analysis policy

No. Name Src Addr Object Dst Security Zone Time User Status Operation

hh pv4_any global any @ Q@24alro

total 1 |:| 20/ page

Step 2 Click Newin the upperight cornerof the page.
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Figure 48 Creating a traffic analysis policy
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Step 3 Configure parameters the New dialog box.

Table 44 Parameters for creating a new traffic analpsiecy

Parameter Description
Policy Name Specifies the policy name.
Src/Dst Zone Specifies a secity zone. Pakets from or to the specified security zo|

match this policyglobal indicates that packets from or to any secu
zones will be checked aigat this policy. The destination security zo|
automatically refreshes with a matching value eacte tyou selecta
source security zone.

Src Addess Src Addessshould not be any wherréSZone is set to global, Direét,
Direct-B, DirectC, DirectD, orDirect-E.

Schedule Specifies a period during which this policy is valid.

User Specifies user ob@s of this pécy.

Application Specifies application objects to which this policy applie

Application Group Specifies application group objects to whibis policy applies.

Step 4 Click OK to save the settings.

The new policy is shown iRigure 49.

Copyright© NSFOCUS 49 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

Figure 49 Policy list

+ hav
No. Name src Address Dst Zone Time User Status Operation

10.0.0.0-10.255.255.255 global an @ Q2010

total 1 \:

w
5]

Step 5 Click Commit in the quick access bt make the security policy take effect.
----End

4.2.2 Application Analy sis

ChooseTlraffic > Traffic Analysis > Application An alysis TheApplication Analysis page
shows statistics of application traffic matchindfiaanalysis policies. You can perform the
following operations n application analysis data:

Automatically refresh data.

Set the automatic refresh interval andlcl <. Then thesystem will automatically
refresh application analysis data at the specifiéstval.

Manually refresh data.

Click < to refresh applicationralysis data manually on the current page.

By default, this page shows top 10 uplink rates and @ogioivnlink raes of application
traffic matching each traffic analysis policy. Alternatixve/ou can select one or more
policies toview statistics of trdic matching the policies
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Figure 410 Viewing overall aplication analysislata

Policies Auto Refresh

Top 10 Uplink Rate

Top 10 Downlink Rate

Click in thePoliciestext kox, select a glicy, and click the refresh ico< to viewanalysis
dataof applications ceered bythis policy.
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Figure 411 Viewing analysis data @pplications coverkbya specific policy

Policies:  traff Auto Refresh: 1
Top 10, Policy Selection

Mao. Name Sre Address Dst Zone User Application Time Status

Top 10 Downlink Rate

On the page shown irigure 410, click View to the right of the application name to view
rankings of the uplink or doviimk traffic rates of the application covered by the selected

policy.
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Figure 412 Viewing uplink traffic

Uplink Traffic [ Policies: All]

Unknown UDP Protoco PPStream SsL Unknown TCP Protoco ku Accelerator

Ranking IP

total 178 <[1]2 3 4 5 18 age ©  Goto

Click more below the list in théJplink Rate Top10 or Downlink Rate Top10 panelshown
in Figure 410to view more aplication traffic monitoring information
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Figure 413 Viewing more applicatiotraffic monitoring information

More

Ranking Application Uplink Traffic Rate
Unknown UDP Protoco 4.23 Mbps

2 PPStream 3.02 Mbps

3 55L

4 STUN 955 Kbps
PSec ESP UDP 954 Kbps
HTTP Upload 700 Kbps

iku Accelerator 543 Kbps

QaQ 428 Kbps
Website Browsing 323 Kbps

Sangfor 9.0 Kbps

[t}

4.2.3IP Analysis

ChooseTraffic > Traff ic Analysis > IP Analysis ThelP Analysis page shows statistics of IP
traffic matching traffic analysis policies. You can perform the follaywperations on IP
traffic analysis data:

Automatically refrestdata

Set the automatic refreshémval and clie <. Then the system will automatically
refresh IRraffic analysis data dahe specified interval.

Manually refresh data.
Click < to refreshP traffic analysis data manually on the current page.

By default, this page shows top 10 uplinkesaaind top 1@ownlink rates of IP traffic
matching each traffic analysis policy. Alterivatly, you can select one or more policies
to view statistics ofraffic matching the policies.
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Policies Auto Refresh:

Top 10 Uplink Rate

05K 1K 15K 25K 3K
I <5
I 10
10.8.51.80 B
g 1.07
B o 10.8.56.22
2.65 Kbps
7 Jj 039
6 j 022
4
Top 10 Downlink Rate
0K 03K K 9K 12K 5K
bps
f2168.08.7 I
0.24.20.88 - B
6.20.10 B o054
8 0 il 055
10.66.245.125 I 0+

You can select a specificaffic analyss policy to view traffic analysis data of IP addresses

covered by this paty.

Figure 415 Viewing traffic analysis data ¢P addresses covered &gpeific policy

DIcIes: | tramic AUTO Refresh: | Neve 55
Top 10, Policy Selection
No. MName Src Address Dst Zone User Application Time Status
10£
1 traffic 10.0.0.0-1... globa
172
[1]
108 .
108,551 M——— .07
192.168.5.160 ’ 072
10819.237 030
172168157 Jo22

On the page shown irigure 414, click View to the rght of an IP address to view rankings of

the uplink or downlink traffic rateof the IP address covered by the selected policy.
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Figure 416 Viewing uplinktraffic

Uplink Traffic [ Policies: All]

Ranking Application

Q
w

Click more below the list in théJplink Rate Top10 or Downlink Rate Top10panel shown
in Figure 414to view more traffic monitoringiformation of IP sessions

Figure 417 Viewing more traffic monitoring inforrien of IP sessions

More

ranking IP Uplink Traffic Rate Operation
192.168.26.1 8.88 Kbps Limit rate

2 10.8.51.80 4 Limit rate

3 10.8.56.22 3 Limit rate

4 10.8.55.1 2 Limit rate
172.16.1.2 49 Kbp Limit rate
172.16.9.9 04 Kbp Limit rate

7 192.168.5.160 716 bps Limit rate
172.16.8.205 484 bps Limit rate
192.168.26.138 364 bps Limit rate
172.16.8.157 216 bps Limit rate

(1)

One-Click Rate Limit

The oneclick rate limit function allows you to configera bandwidtimanagement policy on

theBandwidth Managementpage for managing HBpecifictraffic.

Step 1 On the page shown frigure 417 or Figure 414, click Limit rate to the right of aspecific IP

address
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Figure 418 Limiting the traffic rate of a specific IP address

Limit rate

*IP: | 192.168.26.1

* Traffic: [ 100‘

Step 2 Sd Traffic to the maximum traffic allowed for the IP address

Step 3 Click OK. After parameters are properly specified, the system will automatically perform the
following operations:

Creates a bandwidth management policy for this source IP address.

Automatically checks whether a line with the same name exists on NIPS. thges,
system directly references such line. If not, the system adds a newHiok will be
refererced in the badwidth management policy. For details about traffic management
policies andines, se@andwidth Management

Adds a new bandwidth managempntfile namedspeedlimit*** as shown irFigure
4-19. Thisprofile object will be referenced in bandwidtranmgement policies, as shown
in Figure 420.

Figure 419 Automatically added banddth managemergrofile

Q + Create Line | | More v | 3
Line(Kbps) Owveral
Line Name Bandwidth Management Template Priority
Max Uplink Bandwidth Max Downlink Bandwidth Max Uplink Bandwidth Max Downlink Banc
100M 100000 100000
[F] 100k 100 100
spesdLimit.. 0 100 100
total 2 [I] 20/ page

Figure 420 Automatically added banddth managemerpolicy

+ New More v
No. Name Src Address DstZone Time User Bandwidth Manag Templ. Status  Op
1 speedLimit192.168.26.1 -¢ 192.168.26.1 global any any speedLimit100 ® 2o
total 1 1] 20 / page
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~--End

4.2.4Traffic Integrity Distribution

The traffic integrity difribution module consists adfaffic integrity statisticspacketloss trend
and session monitoring

4.2.4.1Traffic Integrity Statistics

The application traffic integrity statistics function eak statistics on the total number,
proportion, and trend of siypes of sessions: Sessions with an incomplete-tege
handshake, sessions with complete handsaa#iepacket Iss, unidirectional sessions,
complete sessions, sessions of bypass seamjtge, and sessions with a complete
handshake complete but nododhis function is disabled by default as it may affect the
system performance when enabled.

After the applicatia traffic integrity statistics function and packet loss statistics funetion
enabled, you can view the integrity distribution trend graploket loss trend graph, and
session monitoring within the statistical period

Step 1 ChooseTraffic > Traf fic Analysis > Traffic Integrity Distribution .
TheTraffic Integrity Statistics page appea.

Figure 421 Traffic integrity distribution trend

ap— o 3

Traffic Integrity Distribution Trend

Step 2 Select theEnable chekbox to enable the traffic integrity statistics function.
Step 3 ConfigureSrc IP/NetmaskandDst IP/Netmask.

Thetwo paameters cannot be badiny.
You can type multiple IP addresses, separaygtidocomma (,).

The netmask value range isi32 for IPv4 or 96128 for IPv6, for example, 1.1.1.1/24
or 2002::1510:20691/96.

Step 4 Click Apply to enable integrity statiss.

Then youcan viewthe statistics.
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Figure 422 Viewing integrity statistics

Packet Loss Trend Session Monitor
Enable:
* Src IP/Netmask:  202.100.13.0/24 # Dst [P/Netmask:  any @
Statistical Period:  1min Rrefresh

Traffic Integrity Distribution Trend

100 %
80
2020-12-26 10:14 ,Total: 389
Sessions with complete handshake and no load: Total: 32, Percentage: 8.23%.
50 Sessions with complete handshake and packet loss: Total: 1, Percentage: 0.26%.
Unidirectional sessions: Total: 29, Percentage: 7.46%.
40 % Complete sessions: Total: 326, Percentage: 83.8%.
Sessions of bypass security engine: Total: 0, Percentage: 0%,
4 305 Sessions with complete handshake and no load: Total: 1, Percentage: 0.26%.
0%

1014 0115 1016
12-26 2-25 13-26
< with complete handshake and no laad Sessians with complate handshake and packet lnss Unidirectianal sassions

Sessions of bypass security engine

Step 5 (Optional) Modify hestatistical period

The statistical period is 1 minute by ddfauhich can be changed to 5 or 10 minutes. After
the parameter modification, you can clRkfreshto commit thesetting.

Step 6 (Optional) Switch to the histogram

By default,theline chart is ésplayed. You can click to switch to the histogram ¢ to
switch back to the original chart.

—End

Traffic Integrity Distribution Trend

As shownFigure 421, theTraffic Integrity Distribution Trend area shas the distribution
trend graph of different types of session.rfiag to a curve shows the total number of all
sessions and each type of session at a specifigptimé The tréfic integrity distribution can
be shown as a line chart or histogram, aswhin Figure 423 andFigure 424.
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Figure 423 Application traffic integrity trendl line chart

Ti Packet Loss Trend Session Monitor

Enable:
*SrclP/Netmask:  202.100.13.0/24 « Dst IP/Netmask: | any ®
Statistical Period: | 1min Rrefresh

Traffic Integrity Distribution Trend

100 %
80 %
60 % 2020-12-26 10:14 ,Total: 389
Sessions with complete handshake and no load: Tetal: 32, Percentage: 8.23%.
0% Sessions with complete handshake and packet loss: Total: 1, Percentage: 0.26%.
Unidirectional sessions: Total: 29, Percentage: 7.46%.
Complete sessions: Total: 326, Percentage: 83.8%.
20 Sessions of bypass security engine: Total: 0, Percentage: 0%.
Sessions with complete handshake and no load: Total: 1, Percentage: 0.26%.
0%
10:14 0:15 10:16
12-26 12-26 12-26
Siasinns with cnmplete handshake and na load Sessinns with complste handshake and packet Inss Unidiractional sessinns Complate sessinns

Sescions of bypass security engine

Figure 424 Application traffic integrity trend histogram

affic Integrity Statistics Packet Loss Trend Session Monitor
Enable:
*Src IP/Netmask:  202.100.13.0/24 « Dst IP/Netmask: | any ®
Statistical Period:  1min Rrefresh
Traffic Integrity Distribution Trend il

100 %

20%
60 % 2020-12-26 10:14 Total: 389

Sessions with complete handshake and no load: Total: 32, Percentage: 8.23%.

0o Sessions with complete handshake and packet loss: Total: 1, Percentage: 0.26%.

o Unidirectional sessions: Total: 29, Percentage: 7.46%.

W Complete sessions: Total: 326, Percentage: 83.8%.

20%

Sessions of bypass security engine: Total: 0, Percentage: 0%.
Sessions with complete handshake and no load: Total: 1, Percentage: 0.26%.

0:14 10:15 10:16
12-26 12-26 12-26
Sessions with complete handshake and no load Sessions with complete handshake and packet loss Unidirectional sessions Complete sessions

Sessions of by,

ss security engine

4.2 .4.2Packet Loss Trend

On thePacket Loss Trendpage, you can enable the packet loss statistics function to view the
packet lossrend within astatistical period (1 minute by default)

Step 1 ChooseTlraffic > Traffic Analysis > Traffic Integrity Distribution
ThePacket Loss Trendpage appea
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Figure 425 Packet loss trend

Traffic Integrity Statistics Packet Loss Trend Session Monitor
Enable:
Statistical Period:  1min Rrefresh

Packet Loss Trend

number
50
40
30 2020-12-26 09:24
Interface: 0
20 Datacom engine: 0
Security engine: 0
10
0
09:18 09:21 09:24 0927 09:30 09:33 10:00 10:03 10:06 10:09 10:12 10:15 10:18
12-26 6 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26

Interface Datacom engine Security engine

Step 2 Select th€enable checkbox to view the packet loss trend.
Step 3 Set the statigtal period.

The statistical period is 1 minute by default which can be changed to Shond@s
Step 4 Click Refreshto view statistics

By default, the packdoss trend is shown as a line chart.

Figure 426 Packet loss trend

Traffic Integrity Statistics Packet Loss Trend Session Monitor
Enable:
Statistical Period: | 1min Rrefresh

Packet Loss Trend

number
50
40
0 2020-12-26 09:24
Interface: 0
20 Datacom engine: 0
Security engine: 0
10
0
09:18 09:21 09:24 09:27 0930 0933 09:36 09:39 09:42 09:45 09:48 09:51 10:00 10:03 10:06 10:08 1012 10:15 10:18
12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26

Interface Datacom engine Security engine

On the line chart, the packet loss tréndisplayedn different colored curves for interfaces
and the data communication engarel security engine. Pointing to a curve shows the total
number ofsessions of all types and each type at a specific time point.
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Step 5

Figure 427 Viewing the packet loss trend at a&sific time pdnt

Traffic Integrity Statistics Session Monitor

Enable:
Statistical Period: | 1min Rrefresh

Packet Loss Trend

number

50

40
30
2020-12-26 09:57
. nterface: 6
2 Datacom engine: 0
Security engine: 0
10
0
09:18 0921 09:24 08:27 09:36 09:39 09:42 09:45 09:48 09:51 57 1000 10:03 10:06 1009 10:12 10:15 10:18
12-26 12-26 12:26 12-26 6 1226 12726 12726 12726 12-26 26 12-26 12-26 12-26 12-26 12-26 12-26 12-26
Interface Datacom engine Security engine
Switch the display mode
Click @ to switch to the histogram
Figure 428 Viewing the packet loss trenchistogram
raffic Integrity Statistics Packet Toss Trend 5ession Monitor
Enable:
Statistical Period: = 1min Rrefresh
Packet Loss Trend ol
number
50
40
30
2020-12-26 09:39
Interface: 0
20 Datacom engine: 0
Security engine: 0
10
0
09:18 0924 09:27 10:00 10:03 1006 1009 10:12 10:15 10:18
12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26 12-26
nterface Datacom engine Security engine

—-End

4.2.4.3Session Monitoring

On theSession Monitorpage,you can view seson details mid application traffic integrity

statistics

Step 1 ChooseTlraffic > Traffic Analysis > SessiorMonitor .

The Session Monitorpage appars
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Figure 429 Session monitoring

SrclP: Src Port: DstIP: Dst Port Protocol

Type: | A Search Clea

Time

This page presents the latest 1000 entries of session monitoring data

Step 2 Filter session ranitoring information

You can specify the source IP address, destinatiaddress, source port, destination port,
protocol, and type andéeh clickSearchto find desired session monitoring information

Figure 430 Querying session information basedasource IRddress

Traffic Integrity Statistics Packet Loss Trend
SrclP:  202.100.13.5 Src Port: | 52264 Dst IP: Dst Port: Protocal:
Type: Al Search | Clear
Time SrcIP Src Port Dst IP Dst Port Protocol Uplink Packets Uplink Traffic (byte) Downlink Packets Downlink Traffic (t

21:05 202.100.13.5 52264 139199

139 13¢ 1841724

2 139 2

2 13 13¢ 1841724

2 13 130 1841724

2 13 13¢ 1841724
14 tota [1]

Step 3 Click Clear to clear query results

—End

4.3 NetFlow Configuration

When collaborating wittNSFOCUS Network Traffic Analyst (NTA), NIPS can identify
DDoS attacks more effectively. When NIPS1afiTA are depyed for this purpose, the
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switch may not support NetFlow. In this case, yaust configure NetFlow on NIPS by
performing the following steps:

Step 1 ChooseTraffic > NetFlow.

On theNetFlow page, the NetFlow feature is disabled by default

Figure 431 Netflow

* Enable: Y
¥ Dst |P:
* Dst Port:

sampling Ratio:

m Cancel

Step 2 SelectYesfor Enable.

Figure 432 Enabling NetFlow

* Enable: (@
* Dst [P
* Dst Port:

Sampling Ratic:

m I:a.-\ll:e'

Step 3 Configure parameters.

Table 45 NetFlow parameters

Parameter Description

Dst IP Specifies the destination IP addressatioich NetFlow data will be sen
that is, the IP address of NTA.

Dst Port Specifies the port to wvith NetFlow d#a will be sent, that is, the po
number of the IP address of NTA.
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Parameter Description

Samplirg Ratio Specifies the likelihood of packets being encapsulated MetFlow
packets. By default, the sampling ratid.isl00Q indicating that one out g
1000 packet will be encasulated into NetFlow packets. The sampl
ratio can bel:1000Q 1:100Q 1:100, 1:1, or a desired custom value.

Step 4 Click OK to complete theanfiguration.
Step 5 Click Commit in the quick access b&y make the security policy take effect.

~—-End
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Log

The log nodule allows you to configure repamtofiles for generating reports in ation to
guerying security loggnline behaviotogs, O&M logs, mécious file archive logs, and data
maintenance logs

This chaptecontains the following sections:

Section Description

Security Log Describes howaquery and manage security logs.

Network Behavior | Describes how to query and managdine behaviotogs.

O&M Log Describes how to query and manage operating logs andidrartbgs.
Malware Archive Describes how to manage archived malicious files and how to send
externally.

Data Maintenance | Describes how to maintain configurations, bagk logs, and view the backu
history.

Report Describes how to manage repprtfiles and report files.

For ecurity logs online behaior logs, and O&M logsthe following basic operations can be
performedn asimilar way.

Setting Log Fields to Be Displayed

You can determinghich log fields are displayed by clickin®~ to the upper right of the log
table

Filtering Logs
At the top of tle log page, you can specify both default and optional log filtering conslitio
query logs.

Default filtering conditionsTime, Severity, Action, andSignature ID.

You can clickFilter to select a filtering condition from the dralpwn listto add it tothe
log query area. More than one condition can be added

Then you can cliclSearchto query desired logs which will be shown in the log table
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Viewing Logs

Click * preceding a log to view log details, including but not limited to basic
information, sourcénformation, destination information, threat information, attack
forensicsand handling suggestions

Click the source or destination IP adsls to view detailed threat intelligence of the
address on NTI. If the source or destination IP esklis an extaal one, it is indicated

in blue and preceded b?.

Click the event name tapen the event details dialog box where you can view event
detaik and click the vulnerability title, NSFOCUS ID, CVE ID, or other blue links to
view vulnerability ebtails.

Exporting Logs

Click Export and select a file export format to export all listegsland save them to a local
disk drive

Confirming Events

After viewing an event log, you can confirm this event. Upon confirmation, the event status is
changed teConfirmed.

Poirtto ‘= in theOperation column of an event log and cli€onfirm to complete
log confirmation

Select multiple logs from the log table andtkIConfirm to confirm the selected logs.
Point toMore andclick Confirm all to confirm all logs irthe log table.

Also, you can canceaonfirmation of events that are confirmed in the samgas they are
confirmed.

Deleting Logs

Point to = in theOperation column of a log and clicBeleteto delete the log.
Select multiple logspoint toMore, andclick Delete seleted to delete the selected logs.
Point toMore andclick Delete allto deleg all logs in the table.

5.1 Security Log

The security log module inlestentypes of bg, including network intrusion logs, malicious
file logs, web searity logs, andadvanced theat logs

5.1.1Network Intrusion

The neéwork intrusion module involves intrusion events and monitorirenes
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5.1.1.1Intrusion Event

Intrusion event logs can lgenerateanly afterintrusion evenprofiles areconfigured ad
referenced in global security policies

Choosd.og > Security Log > NetworkIntrusion. TheNetwork Intrusion page shows
network intrusion log.

Figure 51 Intrusion events

Network Monitor
Time: | Last1hr Severity: Action: Signature 1D: =+ Filter | v Search
xport
Time SrcIP DstIP Severity Attack Category  Attack Method Action Operation
+ 14.62 ruteForce  Suspicious ne.. =
+ Suspicious ne.. =

Suspicious ne.. =

Suspicious ne.. =

Suspid

Suspiciol

Suspic

Suspicious ne.. =
Suspicious ne.. =
Suspicious ne.. =
Suspicious ne.. =
Suspidious ne.. =
Suspic

Suspic

Suspicious ne.. =

Suspicious ne.. =

Besides basic operations, you can perform the operations specific to imeusits: addg
an exception, downloading a PCAP file, dadding backo the vendor.

Ad ding an Exception

If you do not want NIPS to check intrusion eveagainst a certain rule, you can add this rule
as an exception

Step 1 Pointto ‘= in theOperation columnof an intrusbn event and clickdd exception
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Figure 52 Adding a rule to exception

Add Exception

[IR]
it
3
]
T

Step 2 Configure paameters inAdd Exception dialog box.

Table 51 Parameters for configuring axception rule

Parameter Description

SignaturdD ID of rule added as an exception.
This ID must le the ID of a existing rule.

SrcIP Specifies the source IP address or IP segment,ishahe valid range of IR
addresses to be covered by this exceptide. Only packets from the specifi¢
source IP address or IP segment are allowed to go through

You should typ an IPv4/IPv6 address or segment. Typgn@0.0or leaving the
field emptyindicates no limit.

DstIP Specifies the destination IP addressiB segment, that is, the valid range
destination IP addresses to be covered by this exceptien®nly pakets to the
specified destination IP address or IP segment are allowedtooggh.

You should type an IPv4/IPv6 address or segment. TyRidg.0or leaving the
field empty indicates no limit.

Step 3 Click OK.

You can view and cancel this extiep rule uneér Objects > Network Intrusion >
Exceptions

Step 4 Click Commit in the quick accedsarto make the security policy take effect.

~——-End

Downloading a PCAP File

If the packet capture option is selected in a rule referenced in a securitypofitsy
triggeringan event, you capoint to = in theOperation column of the event log andeth
click Download PCAP fileto download the packet capture filetbis event for analysis and
debugging

Feeding Back to the Vendor
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If you consider an intrusion loas a false pgitive, you carpoint to = in theOperation
column of the log, clickkeedback and type feedback informatido inform NSFOCUS rule

group.

Figure 53 Typing feedback information

Feedback

* Email:

Lontent.

Email: specifies the email address for receiving feedback replies frowetidor. By
default, the current logged administrator's email address is displayed

Update to system settingsAfter this option is selected, the systeats the current
loggedin user's email address to the email address typed here and uses dediatttie
emailaddress for sending feedback information to the vendor. For details on email

address configuration, sééail Server
Content: brief feedback to the vendor.

Click OK. The system sends false positives@asfigured After the false positive is
successfully sent, a message indicating feedbamess appears.

5.1.1.2Monitoring Event

Monitoring event logs can leneratednly after networkintrusionprofiles are configred

and refeenced in global security policies

Choosd.og > Security Log > Network Intrusion > Network Monitor. On theNetwork
Monitor page you can managmonitoringeventlogs in the same way asrusion event

logs

5.1.2M alious File

Malicious file logs can bgeneratednly aftermalicious fileprofiles ae configured and
referenced in global security policies

Choosd.og > Security Log > Malware The malware log page shows malicious file logs.
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Figure 54 Malicious file logs

Time: | Last1hr Severity Action Category: + Filter v Search
Export v fore v
Time srcIp Dst IP Severity  Malware Category File Name Engine Action  Operation
©21.91.91.1% L] Heuristic ... =
L EIE-l| A Heuristic ... =
Qo191 A Heuristic ... =
Qo131 [ ] Heuristic ... =
L BRI A Heuristic ... =
Qo191 L] Heuristic ... =
Qo101 [ ] Heuristic ... =
Q191 Heuristic ... =
Qo191 L] Heuristic ... =
Qo101 Flow-bas. =
@s191 L] Heuristic ... =
Qo101 A Heuristic ... =
Qo191 L] Heuristic ... =
@s191 L] 3 Heuristic ... =
L BRI A 3 Heuristic ... =
Qo191 A 28e Heuristic ... =
Qo101 [ ] 240 Heuristic ... =
-- - A .
total 21 [1]2 > 20/page

In addition tobasic operations, you caoint to = in theOperation column of a log to add
the file to the whitelist
Adding an Entry to the Whitelist

If an engine other than the flelvased antivirus engine is used as the detection engine in a
malicious fie profile referenced in a global security policy triggering a malicious file log, you
canadd the malicious file to the file sample whitelist

You canpoint to = in theOperation column and then clickdd to whitelist to add the
malicious file to the filesample whitést. Then, this file will be deemed a legitimate file and
no longer subjedb detections for suspicious files. For details about the filgptmmhitelist,
seeFile Whitelist

5.1.3Web Security

Web securit logs consisof malicious URL logs and injection attack logs.

5.1.3.1Malicious URL

Malicious URL logs can be genéed onlyaftermalicious URL detection is enabled in web
securityprofiles that are referenced inofplal securitypolicies

Choosd.og > Security Log > Web Security
TheMalicious URL page ists malicious URL logs

Copyright © NSFOCUS 71 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

Figure 55 Malicious URL logs

Injection Attack
Time: | Last1hr Severity: Action: Category: + Fitter | Search

Export v viore v
Time SrcIp DstIP Severity Malicious URL Category Action Operation
(] hitp://91.9
[ ] http:
(] hitp://91.9

2020-12-18 14:44:05 2.e.. Other =

Other =

Other =

In addition to basi operations, you can feed back false positives to the vendor and add URLs
to the whitelist
Feeding Back to the Vendor

If you consider a malicious URL log as a false positive, yoypoémtto = in the
Operation column of the log, clickeedback and typeieedback information to inform
NSFOCUS rule group

For detdls on feedback parameters, $emding Back to the Vendor

Adding an Entry to the Whitel ist

You can add URLs indicated in logs to the whitelist only aftalicious URL detection is
enabled in web securiyrofiles referenced in global security policteiggering méicious
URL logs

For details, seAdding an Entryto the Whitelist

5.1.3.2Injection Attack

Injection attack logs can be generated @itgr SQL injection @tection is rabled in web
securityprofiles that are referenced in global security pekci

Choosd.og > Securty Log > Web Security > Injection Attack. TheInjection Attack page
shows injection attack logijection attack logare operatedh the sameavay as malious
URL logs. For details, sedalicious URL

5.1.4Advanced Threat

The advanced threat module emgasssadvanced malicious sample logs and callback block
event logs.

5.1.4.1Advanced Malicious Sample

Collaborate with TAGr a cloudside sandbox, NIPS caibtain the latest advanced malicious
sample detection logs

Choo® Log > Security Log > Advanced Threat > Malware SampleTheMalware Sample
page showadvancednalicious sample&etection logs.
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Figure 56 Advanced malicious sample detection logs

Time SrcIP Dst IP Severity Malware Category File Name Action Operat

0000000000000
>

00 0000000000000 0

> > > b

For operations oedvanced malicious sample logs, $asicoperationsn Log.

5.1.4.2Callback Block Event

Collaboraing with TAC or a cloudside sandbox, NIPS can obtain the latest callbamtkbl
event logs

Choosd.og > Security Log > Advanced Threat > Bloked Events TheBlocked Events
page displays callback block event logs. Operations on callback éleck logs an be
performed in a similar way as advanced malicious sample detectiofrtogtetails see
Advanced Malicious Sample

5.1.5C&C Communication

C&C communication logs cdpe generatednly after C&C communicatioprofiles are
configured and referenced giobalsecurity policies.

Choosd.og > Security Log > C&C Communication The C&C Communication page
showsC&C communicationogs
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Figure 57 C&C communication log

Time: | Last 6 hr Action: + Filter v Search
Export v More v
Time Src IP Dst IP Domain/Host  Event Engine Action  Operation

+ 2 Botnet Threat int..

+ 2 Botnet Threat int..

+ 2i Botnet Threat int..

+ 2i Botnet Threat int..

+ 21 Botnet Threat int..

+ 21 Botnet Threat int..

+ 21 Botnet Threat int..

4 + 2i Botnet Threat int..
total 8 ‘ | uuuuuu

In addition to lasic operatins, you can feed back false positives to the vendor and add the
address of £&C server to the whitelist

Adding an Entry to the Whitelist

You can add the address of a C&C server to the whitelist only after the whitelist function is
enabled inC&C communiationprofiles in global security policies

The domain name or IP addresstaf C&C server, once being added to the whitelist, will be
taken @ a legitimate one and on longer be subject to subseGéghdetection. For details,
seeAdding an Entryto the Whitelist

Feeding Back to the Vendor

If you consider a C&C communication log as a false positive campoint to = in the
Operation column of the log, clickeedback and type feedback informationitdorm
NSFOQJS rule group

For details on feedback parameters,Beeding Back to the Vendor

5.1.6Server Exception

Server exception logs can be generated only after serveaohtpoliciesre configured.

Choosd.og > Security Log > Server ExceptionTheServer Exception page shows server
exception logs

Figure 58 Server exception logs

me: Last 1 month Action: Service: + Filter | v

Time SrcIP Dst IP Event Service Action Operation

lllegal server outreach i

lllegal server outreach WWW

lllegal server outreach VWAWW =
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For operations on server exception logs,lsesc operations ihog.

5.1.7Gl obal Blacklist

If the IP addresof a website matches an entry in the global IP blacldistPblacklist log is
generatedandthe system directly blodconnections to the website

Choosd.og > Security Log > Global Blacklist > IP Blacklist. ThelP Blacklist page shows
IP blacklistlogs

Figure 59 IP blacklist logs

Time: | Last6 hr Action: Malicious IP Type: + Filter | v
xport v Vore v
Time Src IP Dst IP Malicious IP Ty... Threat Type Action Operation
+ ©1.1.77.235 §1.2.22946 NT bot S
+ §1.1.77.235 §1.2.229.46 NT bot ]
+ §1.1.77.235 §1.2.229.46 NT bot [\
+ 10.14.62.120 §s3.44.223.91 NT bot
+ 10.14.62.120 §83.44.223.91 NT bot
+ 10.14.62.120 ©1.32.36.106 NT bot
+ 10.14.62.120 §1.32.36.106 NT bot
+ 10.14.62.120 §1.3236.106 NT bot
+ 10.14. 2 NT t
+ 10.14. 2 NT t

For operations on IP blacklist logsgdsasic operations ihog.

5.1.8DNS Safety

If the domain name of a website hits an entry inDMS blacHist, a domain name blacklist
log is generatedand the system dictly blocksconnections to the website

ChooselLog > Security Log >DNS Safety> DNS Blacklist. TheDNS Blacklist page
displays domain name blacklist log¥®NS blacklist logs are operated the same way as IP
blacklist logs. For details, s€dobal Blacklist

5.1.9DoS Protection

DoS protectioriogs can be generated only after DoS protection policies are configured and
embled

Choosd.og > Security Log > DoS ProtectionTheDoS Protection page display DoS
protection logs

Copyright © NSFOCUS 75 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

Figure 510 DoS protection logs

Time SrcIP Dst IP Attack Service Action  Operation
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For operations on DoS protection fggedbasicoperations irLog.

5.1.10Mining

Mining logs can be generated only aft@ning protection policies are configured and
enabled

Choosd.og > Security Log >Mining . TheMining page disfays mininglogs

Figure 511 Mining page

For operations on DoS protection logs, bBesic operations irLog.

5.2 Network Behavior

Onlinebehavior logs include applicati@montrollogs, URL categorization loggnddata loss
prevention logs.

5.2.1Application Control

Applicdion controllogs can be generated only after applicatiorirol profiles are
configured and referenced émline behavioprofiles used in global security poles

Choosd.og > Network Behavior > Application Control. TheApplication Control page
shows application control logs.
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Figure 512 Application control logs

Time: | Last1hr Action: Subcategory: Severity: + Filter | ~ Search

Time src 1P Dst 1P Application Name  Subcategory Severity Action Operation

frastructure =

For opeations on application control logs, dessic operations ihog.

5.2.1URL Categorization

URL categorization logsambe generated only after URL categorizatpofiles are
configured and referenced anline behavioprofiles used in global security policies

Choosd.og > Netwak Behavior > URL Filtering . The URL Filtering page shows URL
categorization logs.

Figure 513 URL categyarization logs

Time:  Last1hr Action: Category + Filter | v

Category URL Event Action Operation

Unknown

User Browsing

Unknown

Unknown

Unknown offlintab firefoxchina.cn

Unknown locall

Unknown

Unknown ss.symeb.com

Unknown pank

Unknown 101

Unknown 91.91.91.196

For operations on URL categorization logs, lsasic operations ihog.

5.2.2Data Loss Prevention

Data loss pevention logsnclude sensitive data protection logs and file transfer control logs

Data bss prevention logs can be generated only after data loss pi@venbfiles are
configured and referenced amline behavioprofiles used in global security poks.

5.2.2.1Sensitiv e Data

ChooseMonitor > Network Behavior > Data Loss Prevention > Sensitive Datd he
Sensitive Datapage shows sensitive data protection logs.
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Figure 514 Sensitive data protection logs

File Transfer Control

Time: | Last 1 days Severity: Action: + Filter

Time SrcIP Dst IP Severity Event Service Action  Operation

2 © © © 0 @ 0 0

% % 0O 0 6 6 6 0

For opeations on sesitive data protection logseebasicoperationsn Log.

5.2.2.2File Transfer Control

Choosd.og > Network Behavior > Data Loss Prevention > Fildransfer Control. The
File Transfer Control page shows file transfer control logs. Filendfar controls logs are
operated in the same way as sensitiva gabtection logs. For details, sgensitie Data

5.30&M Log

O&M logs indude running logs and hardware logs.

5.3.1Running Log

Running logs record the interface status, HA statustesy running status, and bypass status

Choosd.og > O&M Log > Running Log. TheRunning Log page shas running lgs

Figure 515 Running log

Time: | Last 1 month Type Level: Module: A Content:

Besides basic operations, you can clit&ar Log to deleteall running logs.

5.3.2Hardware Log

Hardware logs record the temperatand usage of the CPU, motheard, and power supply
of the device

Choosd.og > O&M Log > Hardware Log. TheHardware Log page shows hardwarege
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Figure 516 Hardware logs

Time:  Last 30 min Type: Search
Exp Cle g
Severity Time Type Content
Higt CF card usage CF Status: CF userate
Higt CF card usage CF Status: CF userate
High CF card usage CF Status: CF userate

CF card usage CF Status: CF userate
CF card usage CF Status: CF userate
CF card usage CF Status: CF userate: 77
CF card usage CF Status: CF userate

CF card usage CF Status: CF userate

CF card usage CF Status: CF userate

Besides basic operations, you can cltkar Log to delete all hardware logs.

5.4 Malware Archive

Themalware archivenodule lists archived malicis filesandserver settingsCurrently, this
function is available only to NIPS with a ldadisk.

5.4.1Archived Malicious Files

If the malicious file forensics function is enabled un@bjects > Malware > Settings
malicious filesamples will be stored in a local disk drive

ChooseLog > Malware Archive > Ar chived Malware. TheArchived Malware page shows
archived maliabus files

Figure 517 Archived malicious files

Time: | T MD: are

File Type size Operation
190454 byte o &=
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. Delete malicious files.

i Click T intheOperation column of amalicious file to delete the file.
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i Select multiple malicious files, point tddore, and clik Delete selectedo delete the
selected files.

i Point toMore andclick Delete allto delete all malicious files in the table.

Export malicious files.

i Click = intheOperation cdumn of a malicious file to export it to a local disk
drive.

i Select multipleifes point toMore, and clickExport selectedto export malicios
files to a local disk drive

Performforensics on NTI.

Click = in theOperation column of a mali@us file toperformforensics on NTI.

5.4.2Server Settings

NIPS carsend archived malicious files to third parti®n theServer Settingspage, you can
configure the parameters of thipadrty servers and view theidat 10 syncecords.

Step 1 Choosd.og > Malware Archive > Server Settings

Figure 518 Server settings

Time

Latest 10 Sync Records

Server Name P Sending Cycle Delete Local Sample Enable Operation

File Size Receiving Server Status

You can add an external server to receive archived maliciousffdes NIPS.The following
describes how tedd such a server.

Step 2 Click Newin the upperright corner othe page
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Figure 519 Adding an external server to receive archived malicious files

New-Malicious File Sending Server

# Server Name:

Protocol:  ftp

# Server Address: # Port:
# Username: Anonymous:
# Password : Send test file

# Storage Path:
Sending Cycle:  10min
Delete Local Sample:

Enable:

Cancel m

Step 3 Configure serveparameters in thélew dialog box.

Table 52 Parameters faxdding an exteal server to receive archived malicious files

Parameter Description

Server Name Name of the server

Protocol Protocol used by the server.

Server Address/Port Specifies the IP address/paimber used by the server to provi
services.

Username/Passwabr Specifies the user name/password for access to the server.

Storage Path Specifies the path to st archived ralicious files on a thirgbarty
server.

Sending Cycle Specifies the intervabf sending archived malicious files to th
server.

Delete LocalSample Controls whether to delete local samples.

Enable Controls whether to enable the server. Téerver can rmeive
malicious files only after it is enabled.

Step 4 Click OK to commit the settigs.
----End

5.5 Data Maintenance

The data maintenance modules ineiuaintenance configuration, log backup, and backup
history.
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5.5.1M aintenance Configuration

After maintenance configuration is enabled, you can ¥i®/CF card usage, usage of the

entire hard disk, log distributig and current log storage disk usage and its trend in the last
seven days

ChooselLog > Data Maintenance > Geneal.

Figure 520 Maintenance configuration

Disk usage trend(MB)

CF cardusage

This area showthe CF card uggeandyou canclick Freeto clear data stored on the CF
card

Hard diskusage
This area shows the usage of the hard.disk
Log storage disk usage

This area shows thesage of théog storage disk and the percentage of each type of logs
stored in the diskryou can perform the following operations:

i Point to the pie chatb view log types and percentage of each type

i Click a legend below the pie chart to show or hidedbrrespondig log type on the
pie chart

Trend of log storage disk usage in the last selags
This area shows the trend of log storage disk usage laghgeven days

Pointing to the trend graph shows the usage of the log stdisigat a specifitime
point.

5.5.2Log Backup

After log backup is esbled, you can determine how logs are backed up and output.

Choaselog > Data Maintenance > Setting
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Figure 521 Log backup

Enable log backup ()
Scheduler Settings
(®) Manua Auto
* Log Type:
* Time Frame:
Encrypted:
Send To
Loca

(®) SFTP Serve

* SFTP Server:
* Port:

* Username:

* Store Path:

Delete old local backup file!

Progress

Mo backup task

Table 53 shows peameters for configuring the log backup method and output method.

Table 53 Parametersof configuring the log backumethodand outputnethod

Parameter Description
Backup Backup method Logs can be backed up automatically or manually:
method Auto: spedfy log typesto be backed up, set the backup tin
and clickOK.
Manual: specify the logytpesto be backed up, set the back]
time and frequency, and di©K.
Log Type Specifies the log types to be backed up.
Recurrence Specifies the backup frequencThis parareter is required only
whenManual is selected as the backup method.
You can skect the backup cycle from the drafown list.
Time Specifies he backup time. This parameter is required only w
Manual is selected as the backup method.
Time Frame Specifes a time frame. Logs generated in this period will be ba
up.
Encrypted Controls whether to encrypt data to be backed up
Output Output method Controls whether logs are backed up in a local disk drive or sg
method the SFTP server.
SFTP ServePort Specifies the IP address/port number used by the SFTP ser
receivelogs from NIPS.
Usename/Password Specifies the user name/passd for access to the SFTP server.
Store Path Specifies the log storage path on the SFTP server.
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Parameter Description

Delete old local | Controls whether to delete local backup fidigr backup.
backup files when
success

After the preceding parameters are configured, gem clickTestto test the connection
between NIPS and SFTP to make sure that the log backupedscce

5.5.3Backup History

The backup history is siring of records of backup done as configured. By defaullatiest
50 backup records are displayed.

Choosd.og > Data Maintenance >History,

Figure 522 Backup history

MName Size Type Mode Time State
alert_cycle_backup_1.. 612.77MB Network Intrusion Manual 2020-12-02 09:43:20 Success
alert_ Network Intrusion Auto Succe
aler Network Intrusion Auto Succe:
aler Network Intrusion Auto Succe;
aler Network Intrusion Manual Succe:
aler Network Intrusion Auto 2020-11-30 11:21:27 Success
aler Network Intrusion Auto 1-30 10:09:11 Success
aler ba... 1.38GB Network Intrusion Auto Succe!
aler _ba... 10.00KB Network Intrusion Auto Succe
aler 30.00KB Network Intrusion Auto Succe;
[1]2 4 >

5.6 Report

NIPS geneates reports by using repgriofiles.

5.6.1Report Profile

ChoosdLog > Report > Report Template NIPS comesvith monthly and weekly general
reportprofiles.
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Figure 523 Reportprofiles
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Creating a Report Profile
To create a customeportprofile, follow these steps:

Step 1 Click New.

Figure 524 Creating a new repoptrofile

New report Template

© General
* MName
Description
s
* Submitter

Step 2 Configure basic parameters.

Table 54 Basic parameters for configuringeportprofile

Parameter Description

Name Name of the custom repgptofile.
Description Descripton of the rgort profile.
Submitter Report submitter.

Department Organizatiorthat subntisthe report.
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Parameter Description

Cover Logo Logo used on the cover.

Click Upload to upload a logo image. After a logo is uploaded, you can
Previewto preview it.

S,
Note
Image formatpng/jpg/ipeg
Image size: less than 1 MB
Recommended image scale: 3:2
Default Logo If this option is selected, the builh logo is used.

Step 3 Configure reprt contents.
a. Click Nextto open the report content configuration page.

b. Select the builin report ontentprofile default or click T to create a newrofile.
c. For a new report conteprofile, type theprofile name and select items included in the

profile. Then the selected items will be displayed in Setected Itemsbox. Click v
beside theNametext lox to save tis newprofile. Then the name of the ngwofile is
displayed in th&'emplate text box.

\ You can click ﬁ, f”f, U , or "_:.T beside theTemplate text box to edit, rename
Note copy, or delete a report contgubfile.

Step 4 Configure a filter
a. Click Nextto open thdil ter configuration page.
b. Select a filtepprofile or click T to create a filteprofile.
c. Type the filterprofile name and set filtering conditisrin the right box

d. Click ¥ beside theNametext box to save this neprofile. Then the name of theew
profile is displayed in th&ilter Template text box.

Step 5 Configure the report task schedul

Click Next to open the report task schedule configuration page
b. Set schedule parameters

i Report generation methoScheduleandSubscribe

1 Recurrence report gengtion cycle.

1 Execute Day/Time report generation time

1 Time Frame: statistical period ofdgs.

Step 6 Configure the output method.

a. Click Nextto open the reportutput configuration page.
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b. Configure report output parameters.
i Report format: PDF, HTML, WORD, EXCEIPDF and WORDare default formats.
i Send to Email If you select this option, you need tdest an existing emaiprofile
or click T to create a new one

i Send to FTP Server. If you select this option, you need to select an existing FTP

profile or click ™ to create a ng one by specifying the IP address and port used by
the FTP server to receiveports, user name and password for access of the FTP
server, asvell as the report storage path on the FTP server

Step 7 Click Saveto save the settings.

—--End

Other Op erations

View: Click < in theOperation column of a buikin reportprofile to view detailsof
this profile.

Edit: Click £ in the Operation column ofa cusbm report to edit arofile.

Derive: Click @ in theOperation column of a builin reportprofile to create a déved
profile.

Enable/Disable: Enable or disalpieofiles one by one or in bulk

Delete: Delete grofile. Only profiles that are not in use cée deleted. For details see
Log.

View: View settings of rport profile.

Generate: Click® in theOperation column to generate a report. You can vibe
new report undetog > Report > Report File

5.6.2Report File

Choose.og > Report >Report File.

TheReport File page presenigport filesgenerated based on repprofiles.

Figure 525 Report files

Besideshasic operationgjou can perform the following operations on report files.

Previewing a Report

Click & in theOperation column of a report file to preview it.
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Downloading a Report

Click pdf, html, word, orexcelin theDownload column to download the report to a local
disk drive for future reference and analysis.

Sending Reports
Repors can be sent in one of the following ways:

Click = in theOperation column of a report file to seritie report a configured.

Select multiple report files, point tdore, andclick Sendselected to send the reports as
configured.

Point toMore and clickSend allto send all reports as configured
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Policies

This chaptecontains the following sections:

Section Description

Security Pdky Describes howo manage integrated security policies.

DoS Protection Describes how to configure various DoS protection policies.

Server Outrach Describes how to configure a server eath policy and server outreach learni
settings.

Sandbox Describes how to configure the device to collab®rgith sandbxes and how ta

Collaboration view detection statistics.

Threa Intelligence | Describes how to configure the devite collaborate with threat intelligeng
platforms and how to view hit statistics and query intefizge

Global Describes how tonanage and configure the global blacklist and whitelist.

BlacklistWhitelist

DNS Safety Describes how to manage and configure the DNS blaclifstelist,and sinkhole
policy.

IP/MAC Binding Describes how to manage IP/MAC bindings.

Collaboration with| Describes how to configure the devicectdlaborate ith NSFOCUS NF.
Firewalls

User Management | Describs how tomanage users.

Geodatabase Describes how to query an IP address in the public IP geodatabase and
managehe private P geodatabase.

Mining Protection | Describes howaconfigure a mining protection policy.

6.1 Security Policy

You can configuréntegratedolicies by settingecurity zones, objects, securpyofiles, and
online behaior profiles. NIPS will check traffic flowing through it against these policies for
intrusons, malicious files, C&C communication, web threatsplicationlayer threats, and
data breaches and folentification of URL categories. In this maar, the intanet is
effectively secured.

NIPS comes with intrusion preventipnofiles and web secuyiprofiles. Therefore, without
much user interventigiNIPS can go live to deliver some degree of protactio
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Figure 61 shows the procedure for configuring policies.

Figure 61 Policy configuration process
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l YES

Apply the settings
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C Palicies take effect )

6.1.1Security Poli cy Management

Security policy management involves policyatien and other operations.

Creating a Security Policy
To aeate a security policy, follow these steps:
Step 1 ChoosePolicies > Security Policy > Policies

ThePoliciespage lists existing policies.
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Click and you can configure which fields to be displayechia list.

Step 2 Click New.

Figure 62 Creating a security policy
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Step 3 In theNew dialog box, configurgereral parameters

Table 61 Generaparameters

Parameter

Description

Name

Name of the security policy.

Src Zone

Specifies a ecurity zone, packets from which will be matched agfaihis security
policy.

Src Addr

Specifies surce address, packets from which will be matched against this sec
policy.

The valueany indicaesthat packets from any IP addresses will be seMIRS for
checking.

DstZone

Indicates a security zen packets to which will be matched againss thecurity
policy.

\,

Note

The destination security zone automatically refreshes with a matching
eachtime you select a source security zone.
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Parameter

Description

Dst Addr

Speifies destination addresses, packets to which willntetchel against this
security policy

The valie any indicates that packets to any IP addresses will be sent to NIP
checking.

User

Specifies tle type of users to which this security policy will beplied. It has the
following values:

any: indicatesany users.

Trusted user. indicates online ussr For detag about online users, s@mline
Users

Untrusted user. indicates other users than online users.

Schelule

Specifies time periods when this security potiakes effect.
The valueany indicates that tisisecuritypdlicy is always valid.

Action

Specifies an action to be taken against matching packegs the following values:
Block: disallows matchingackets from passing through NIPS.
Allow: allows matchng packets to pass through NIPS.

Submit for security check submits matching packets for checks agal
security templates and online behavior temigs.

Step 4 Configure security templates.

a. Click Nextto open theSecurity Profiles dialog box.
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Figure 63 Dialog box for onfiguring securityprofiles

New

Metwork Intrusion
Malware

C&C Communication
Web Security

Callback Monitaring (&

b. Configure secrity profiles.

1 Select a template respectively from the ddmpvn list of Network Intrusion,
Malware, C&C Communication, andWeb Security. If existing temphtes do not
meet your requirements, clidkewto creaé one.

1 Callback Monitoring : After this is enaled, when cdbborating with sandboxes, the
device will receive information from sandboxes about asysious callbacks found
in advanced malicious fileasples and monitor traffic for such callbacks.

Step 5 Configure online behavioprofiles.

a. Click Nextto opan theBehavia Profiles dialog box.
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Figure 64 Dialog box for configuringnline behavior profile

MNew

Application Contro
URL Filtering

Data Loss Prevention

Configure ofine behavioprofiles.

Select arofile respectivelyfrom the dropdown lists ofApplication Control, URL
Filtering, andData Loss Prevention If existing profiles do not meet your requirements,
click Newto create one.

Step 6 Click OK to save the policy as awene.

Step 7 Click Commit in the quick access bty make lhe security policy take effect.

After a policy is creted, the [ icon flashes intermittently. Clicthis icon andhen click

OK

in theWarning dialog box to apply the configuration. After that, the neliqy takes

effect.

—End

Understanding the Policy Priority

The policy matching sequence of packets pasgirough NIPS is as follows:

1.

Determine whictpolicy to mach according to basic information of packets, including
the source security zone, souezkress object, destination security zone, and degtim
address object.

The sequence of security polisibeing matched depends on the strictnessles$.rFor
example, if both policy 1 and policy 2 reference rule 1000, whose action is Akrto
for the former and td@lock for the latter, then policy B matched. If the action is the
same for both polieis, they will be matched in sequence.
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Managing Security Policies

Besides creating security policies, you can also perform the following operations:

Enabling/Disabling policies

i Policies are enabled byfaelt after being created. You can cli@ID or in
the Statuscolumn of a policy to disable or enalit.

i Selectmultiple policies and cliclEnable or Disablein the upperright corner of the
page to erfale or disable policies in batches.

i Point toMore in the upperright corner of the page amtick Enable al or Disable
all to enable or disable all polées.

Editing a policy: Click Z in theOperation column of a policy and then edit
parameters. For thea@meter description, sable 61.

Duplicating a policy: Cli& T in the Operation column of a policy to ragly create a
similar policy.

Moving a policy: Click i in theOperation column of a policy and type alicy
number as prompted to move the current policthe row above that policy.

S,

Note

The policylocation inthe listmay determinghe orderin which policies are mathed.
Therefore, perform the operation with caution.

Deleting policies

1 Click @ in theOperation column of a policyto delete the policy.

i Select multiple policies, point tiMore in the upperright corner of the pageand click
Delete selectedo delete pliciesin batches

i Point toMore in the uppetright corner of the page amtick Deleteall to clear

policies.

Importing/Exporting policies

i Point toMore in the uppetright corner of the page antiak Export to export all
policies to a locatlisk drive.

i Point toMore in the upperright corner of the pagelick Im port, andselect a local
policy file to import policies to NIPS.

S,

Note

After making changeto policies you mus click Commit in the quick access bao
makesuch changeake effect.

6.1.2Security Policy Settings

ChoaosePolicies > Security Policy >Settings

On theSdtings page, you can configure the following settings:
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Global Action: specifiesa global action foall securitypolicies. Its priority is higher
than actions specified prdfiles. This configuration issually used for gdive
commissioning.

X-Forward-For support: controls whether toheck the XForwardFor headerAfter
such support is enabled, NIP&n¢ throughhie X-ForwardedFor header, identify the
real IP address of a client connecting to the sapber via an HTTP proxy or load
balancing.

Drop Packet with Bad Checksum controls whether tdrop packetswith incorrect IP
checksums. After this furion is enabld, NIPS willdrop packets with incorrect 1P
checksums.

6.2 DoS Protection

DoS attacks usualligrget computers' network bandwidths or connectiBandwidth attacks
flood a network with such a high ke of traffic that all available network mgces are
consumed, leading to a denial of service. Connectivity attacks flood a computer with such a
high volume of connection requests that all availalplerating system resources are
consumed, causing tleemputer to stop processing legitimate usquests.

With a builtin DoS protection module, NIPS can detect and defend against DoS attacks. With
DoSprotection policies, NIPS can protect specified retobjects againghe following
types of attacks:

Flood

Port scan

Ping sweep

ARP spoofing

Applicaton-layerflood

6.2.1Flood

In flood attacks, attackers initiateaade number of fake requests to the destinatiost.The
destinatiorhost exhausts its resources to predbgse fake requests and so cannot process
requests from athorized users, thus a denial of service.

Currently, common flood attacks include thddualing types:

Ping flood

UDP flood

SYN flood

DNS repy flood
ACK flood

DNS request flood

With flood protecion policies, NIPS can defend against the editg flood &acks. To
configure flood protection policies, follow these steps:

Step 1 ChoosePolicies> DoSProtection > Flood
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Figure 65 Page for configuring flood protton policies

PING Flood

Alert Threshaold (packets) Limit Rate
(s) Limit Period (s)
Traffic Threshold (pps)

Detection Cycle

Reset Time (s)

Threshold Auto-Learning
UDP Flood
Alert Thrashold (packets) Limit Rate
Limit Period (s)
Traffic Threshold (pps)

Detection Cycle (s)

Reset Time (3)

Threshold Auto-Learning

SYN Flood
Limit Rate
Limit Period (s)

Alert Thrashold (packets)
Traffic Threshold (pps)

Detection Cycle (s)
Reverse Detection

Reset Time (s)

Threshold Auto-Learning

Max Detection(packets) @

ACK Flood
Limit Rate

Limit Period (s)

Alert Thrashold (packets)
Traffic Threshold (pps)

Detection Cycle (s)

Reset Time (s)

Threshold Auto-Learning

DNS Reply Flood

Alert Threshold (packets) Limit Rate
Detection Cycle (s) Limit Period (s)
Traffic Threshold (pps)

Reset Time (s)

Threshold Auto-Learning

DNS Req Flood

Alert Threshaold (packets) Limit Rate
Limit Period (s)

Traffic Threshold (pps)

Detection Cycle (s)

Reset Time (s)

Threshold Auto-Learning

Select check boxes on the left ofdtbattack types against which NIPS will defeadd set

Step 2
parmameters.

97 V5.6R11F00SPO{Confidentiality: RESTRICTED

Copyright © NSFOCUS



NSFOCUSNIPS User Guide

Table 62 Parameters for configuring flood protection policies

Parameter Description

Alert Threshold| Specifies the packet number thineld. When detecting that the number of pac
(packets) sentto a host reaches or exceeds this threshol@SNdeems thaa flood attack
occurs and generates alerts.

Detection Cycle| Specifies the period ofime for NIPS to detect flood attacks. The interial
(s) expressed in seconds

Reset Time (s) Specifies thanterval at which the system clears the diétecdata andstarts a new
round of detection. The interval is expressed in seconds

Threshold Controls whether NIPS automatically sets thertahreshold. After this function i
Auto-Leaming enabled, NIPS darns traffic during the specified detectiorycle and then
automatically setthe alert threshold based on the learned traffic information

Limit Rate Controls whether autoatic protection is enabledthen NIPS detects flood attacks.

If this function is et toYES, NIPS limits the traffic rate and gerates an att when
detecting a flood attack. If this parameter is setl@ NIPS only generates atert
when detecting a flood attack.

Limit Period (3 Specifies the traffic limit period. After the protem time expires, NIPS starts a ne
round ofdetection. Tk period is expressed in seconds

Traffic Threshold| Specifies the maximum packet@atsmission rate allowed during the traffic lim
(pps) period.

Reverse Detectior] Controls whether to send reverdetection packets when a DDoS attack isatete
Reversadetection aims to check whether the source IP address is used by a re
If so, NIPSadds this IP address to the whitelist and allowskptsc from this IP
address to pass through.

Max  Detecion | Specifies the maximum numberreiverse detemn packets to be sent in a second
(packets)

Step 3 Click OK to save the settings.
Step 4 Click Commit in thequick access bao make the settings take effect.
----End

6.2.2Port Scan

In port scan attacks, attackers scan BEBDP portson destinatiorhosts to identify services
running on the host for further intrusion. Wjsbrt scan protection policies, NIPS can
effectively protect against scanning of TCP or UDP ports. To gond port scan protection
policies, follow these steps:

Step 1 ChaoosePolicies> DoS Protection> Port Scan
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Figure 66 Page for configuring port scan protection

TCP Port Scan

Alert Threshold (packets) : Limit Rate :
Detection Cycle (s) : Limit Period (s) :
Reset Time (5) : Traffic Threshold (pps) :

Threshold Auto-Learning :

UDP Port Scan

Alert Threshold (packets) : Limit Rate :
Detection Cycle (s) : Limit Period (s) :
Reset Time (s) : Traffic Threshold (pps) :

Threshold Auto-Learning :

o

Step 2 Sdect check boxes on the left of port scan attacksygggminst which NIPS will defend, and
configureparaméers.

For the description of parameters, Sable 62.
Step 3 Click OK to save the settings.
Step 4 Click Commit in the quick access bdo make the settings take effect.

~—-End

6.2.3Ping Sweep

Usually, an attacker, via ping swegpng scanmg), detects active hosts on a network to find
out the services and potential vulneratasitin the target system for further intrusion. Wath
ping sweep protection policy, NIPS can defend agqimg sweep attacks. To configure a
ping swee protectiorpolicy, follow these steps:

Step 1 ChoosePolicies> DoS Protection> Ping Sweep

Figure 67 Page for configring ping sweep protection

PING Sweep
Alert Thresheld (packets) @ Limit Rate :
Detection Cycle (s) : Limit Period (s) :
Reset Time (5) @ Traffic Thrashold (pps) :

Threshold Auto-Learning @

-

Step 2 Select the check boxnahe left of PING Sweepandconfigureparameters.
Forthe description of parameters, Seble 62.

Step 3 Click OK to save the settings.
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Step 4 Click Commit in thequick access bato make the settings take effect.

—-End

6.2.4ARP Spoofing

An ARP spoofing attack is conducted by segdialsifiedAddress Resolution Protocol (ARP)
messages via spoofed IP addresses and MAC addressdandlof attacks causes network
instability, and eve network interruption. In addition, attackers carilfar launch
marnin-themiddle attacks to steaker namesral passwords of game accounts, online bank
accounts, and file access accounts. With an giBfing protection policy, NIPS can defend
againstARP spoofing attacks. To configure an ARP spoofindgmtion policy, follow these
steps:

Step 1 ChoosePolicies> DoS Rotection > ARP Spoofing

Figure 68 Page for configuring ARP spoofing protection

ARP Spoof

Alert Threshold (packets) : Limit Rate :
Detection Cycle (s) : Limit Period (s) :
Reset Time (s) @ Traffic Thrashold (pps) :

Threshold Auto-Learning :

-

Step 2 Select the checkox on the left ofARP Spoofandconfigureparametes.
For the description of parameters, Sable 62.

Step 3 Click OK to savethe settings.

Step 4 Click Commit in thequick access bao make the settings take effect.

~—-End

6.2.5Application -Layer Flood

After configuring an applicatictayer flood protection policy, NIPS can effecély detect
HTTP GET flood and HTTP POST flood attacks. In addition, if automatic protection is
enabledthe system will automatically limit the traffic.

To configure an applicatictayer protection policy, fotiw these steps:

Step 1 ChoosePolicies> DoS Protectbn > Application-Layer Flood.
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Figure 69 Page for configuring applicatidayer flood protection

HTTP GET Flood

# Alert Thresheld (packets) © 60000 Limit Rate : C YES NQ
* Detection Cycle (s) @ 10 * Limit Period (s)
* Reset Time (s) ¢ 30 * Traffic Threshold (pps) : | 1000
Threshold Auto-Learning : YES (@) NO Reverse Detection : (®) YES NO
Set Protected List : YES - NO * Max Detection(packets) @: = 10000

Address (3):

HTTP POST Flood

* Alert Threshold (packets) : |~ 50000 Limit Rate : (@) YES

* Detection Cycle (s) : 10 # Limit Period (s)

# Reset Time (s) ;3 # Traffic Threshold (pps) : | 1000

Threshold Auto-Learning : YES (@ NO Reverse Detection : (8) YES NO
Set Protected List : YES t NO # Max Detection(packets) ®: = 10000
Address 3):
B
Step 2 Select checkdixes on the left of flood attack types against wiNGRS will defend, and set
parameters.
Most parameterBave the same meanings as those for configynotectiorpolicies on the
Flood page. For the description of these parametersiade 62. The other paraster is
described as follows:
Set Protected List contols whether to enable the protected lisyd§, you neetb
further specify IP addresses in the box below. Then NIPS will implement protection for
these IP addresses.
If you select this parameter O, NIPS will check all packets passing through it for
HTTP DoS attacks.
Step 3 Click OK to save the setigs.
Step 4 Click Commit in the quick access b&y make the settings take effect.
----End
6.2.60ther Settings

ChoosePolicies> DoS Protection >Settings
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Figure 610 Page for configuring lognerge settings

Log Merge Settings

Merge Type : | Destination IP

Merge Cycle: 1 hr

ﬂ Cance

Merge Type: Options includéestination IP andDisable
Merge Cycle Options includelO min, 30 min, 1 hr, andCustom.

6.3 Server Outreach

The Server Outreach module allows you to conBgarver outreach policies and server
outreach learnig settings.

6.3.1Policies

Server outreach policies identify outreach behaviors of serveerticularcircumstances.
You can specify legitimate outreach beioas by setting the allowed destination, protocol,
ard port. All outreach behaviors other than tleéined legiimate ones are considered
illegitimate, and will be handled according to the server odirpeotection policy. NIPS
supports a maximum of 10@@rve outreach policies.

You can configure a serveutreach policy in either of the following waty

Common Con figuration
The regular method of configuring a server outreach policy is as follows:
Step 1 Choog Policies > Server Outreach > Polies

Step 2 Click Newin the upperright corner of the page.
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Figure 611 Creating a servesutreach policy

New

# Mame:
* Server IP:
* Alert when unauthorized outreach: (8) YES NC
Outreach Whitelist

No. Address Protocol/Port ® Operation ®

Step 3 Configure parameters ingiNew dialogbox.

Table 63 Parameters for configuring a server outreach policy

Parameter Description

Name Nameof the server outreach policy.

Server IP Specifies he IP address of the server protected by the policy.

Alert when | Control whetler to reportan alert when unauthorized outreach behaviors
unauthorized detected.

outreach

Outreach Whitelist | Defines Igjitimate server outreach behaviors.

Clicking (¥) displays parameters for defining legitimate outreach behayigor
the description of parameters in thi®a, sedable 64.

Table 64 Parameters for defining legitimaever outreach behaviors

Parameter Description
Address Specifies an IP address to which the server @valtl to connect.
tcp/Port Specifies a TCP pb(associateavith the specified destination IP address) to wh

the server is allowed to connect.

udp/Port Specifies a UDP port (associated with the gt destination IP address) to whi
the server isllbwed to connect.

icmp Controls whether thserver is albwed to access the ICMP service of the speci
destination IP address.

Step 4 In theOutreach Whitelist area, click ® and configure parameters.t&f configuration,
click v to save the configuration.
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You can click X or Uto cancebr deletethe canfiguration.
Step 5 Click OK to save the policy as a new one.
Step 6 Click Commit in thequick access bdo make thesettings take effect.

—--End

Quick Configuration

Based on server outreach belors automatically learned by NIPS, you carickly creaé a
server outreach protection policy as follows:

Step 1 ChoosePolicies > Server Outreach > Autd_earning.
The lower part of the page &erver List, which displays server outreach information learned
by NIPS, as shown ifigure 612.

Figure 612 Server outreach learning page

# Server Address : any Qutreach IP Whitelists D:
Learning Frame : | 30 min Qutreach Protocol Whitelists :
Progress:

Server List 3

Server Address: Dst IP: Dst Port

Protocol: Search

No. Create Time Server Address Dst IP Dst Port Protocol Operation

T

T

Step 2 Quickly configure a server outreach padton policy.

a. Select one or more entries from thevee list.

b. Click Add to Whitelist to set them as legihate ones. This way, one or more server
outreach policiesare created. Alternatively, point More and clickAdd all to whitelist.
This way, all etries in the list are added as server outreach pslici

Step 3 (Optional) Choos®olicies > Server Outreach > Pdatiesto view new policies created.

~——-End

6.3.2Auto Learning

NIPS can automatidly learn server outreach behaviors. Atietolearring is configured,
NIPS captures outreach data fronedfied servers and leardgstinatiorports and
corresponghg services from such data.

NIPS identifies all network behaviors of servers by meamstoflearning. You can identify
illegitimate outreachbehaviors according to learning results.

To configureautalearningof server outreach behaviofsllow these teps:

Step 1 ChoosePolicies > Server Outreach >Auto Learning.
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The upper part of the page progghutelearning configuration parameters and thedoywart
provides an outreach behavior liSefver List).

Step 2 Configureautelearning parameters.

Table 65 Auto-learningparaneters

Parameter Description

Server Address Specifies the IP address of a server on whRS will perform autdearning.

You can select servéP addresses from the drdpwn list, which are coigured
under Objects > Addresses Alternatively, click New to configure a network
object. For details about network objects, B¥8letmask

LearningFrame Spedfies the period when NIPS learns the server's outrdashavior datal
Options include80 min, 1 hr, 12 hr, 1 day, and1 week

Outreach IP | SpecifiesIP addresses to be included in the whieINIPS does not perforr
Whitelists server outreach learning rfqpackets exchanged between the server an
addressgincluded in the whitelist.

S,

Note

Outreach IP Whitelists and Outreach Protocol Whitelists form an AND
relationship. That is to say, only packets thatetrtgoth conditions are
exempt fromautelearning.

Outreach Protocol Specifies protocols to badluded in the whitelist. NIPS does not penfioserver
Whitelists outreach learning for packets exchanged between the server and whitelig
addresses by ugj protocols specified here.

S,

Note

Outreach IP Whitelists and Outreach Protocol Whitelists form an AND
relatiorship. That is to say, only packets that meethbconditiors are
exempt from server exception learning.

Step 3 Click Learn Now to start learning immedidte

The progress bar shows the percentage of therseoutreach behavior data that has been
learnt.

Step 4 (Optional) Click Stopto suspend the learning.
----End

6.4 Sandbox Collaboration

NIPS can collaborate with sandboxes.

6.4.1Settings

After enabling collaboration witkandboxes, you need to further configure some parameters
so that sandboxes can detect advanced madicamples anchalware callbacks and return
detection results as configured.
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Step 1 ChoosePolicies > Sandbox @llaboration > Settings

Figure 613 Configuring collaboration whh sandboxes

* Enable Sandbeox Integration :

* Sandbox Type : (@) Sandbox Appliance(TAC) Cloud Sandbo
* Server Address (2): Test connectivity  Go to TAC
* APl Key &
Send Files to Sandbox for Inspection
PE Document Archive Other

Submit detected virus file and extract callback
Feedback from Sandbox

4 Advanced Malware Details
Callback (IPs, domain names, and URLs)

A
m - -‘E

Step 2 Configure parameters.

Table 66 Parameters foranfiguring collaboration with sandboxes

Parameter Descripti on

Sandbox Type Specifies the type of sandboxes that NIPS will collaborate with.
OptionsincludeSandbox Appliance (TAGIndCloud Sandbox

Server Address Specifies the IP address of the seles@adbox.

After typing the IP addressjou canclick Test mnnectivity to check
whether NIPS can connect to the sandbox.

If the connection is properiestablished, the system prompts that "Conne
to TAC." In this case, you can cliocko to TAC to open tle login page of
NSFOCUS Threat Analysis Cent@AC).

AP| Key Specifies a key for authentication of the interface via which N
collaborates with SFOCUS TAC. The API key is configured und
Policies> Collaborative Defense > API Keyon the wekbased maager of
NSFOCUS TAC.

A

Note

If Cloud sandboxis seected, NIPS atomatically fills in the API key
provided that the license covers the cloud sandbox reodul

Send Files to Sandbox fq Specifies tpes of files to be submitted for the sandbispecion.

Inspection File types includéE, Document, Archive, andOthers.

You can also choose whether to submit detected virus files and e
callback informatia.
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Parameter Descripti on

Feedback from Sandbox| Specifies which type of imfmation to return:
Whether to return advanced maliegsample details

Whether to return sample #zdck informaion, including IP addresse
domain names, and URLs

Step 3 Click OK to save the settings.
Step 4 Click Commit in thequick access bdo make the settingake effect.
----End

6.4.2 Statistics

The Statisticspage displays dtection results returned by the collaborative sandbox.

ChoosePolicies > Sandbox Collaboation > Statistics

Figure 614 Statisticspage

Sandbox Statistics (last 7 days) Time Frame: Last 1 hr

Files submitted : 0 number Malware IP callback Domain name callback

1
Malware : 0
High-Risk &: 0
Medium-Risk
Low-Risk @: 0
0

- 2020-12-01 2020-12-01 2020-12-01 2020-12-01 2020-12-01 2020-12-01 2020-12-

Clean - 0 11:30:00 12:30:00 IE:EO:KOO 41£4 30:00 15:30:00 16:30:00 ITEO:%E

Statevalue : 0:0:0:0:5:5:

Feedback Statistics

Type Total Last Update Time

Table 67 describes statical items.

Table 67 Sandbox detection statistics

Statistical Ite m Description

Sandbox Statistics (last | The last 7day statistics include the tbtaumber of checked files, number
days) malicious files, number of higkmedium/low-risk files, number of
threatfree files, andstatevalue.

Threat trends within a | The periods you can specify inclutast 1 hr, Last 24 hr, Last 1 week and
specified period Last 1 month

Threat trends include the file reputat trend, IP callback trend, and domg
name callbackrend.
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Statistical Ite m

Description

Hovering overthe trendchartdisplaysdetection d& atthat specific point of
time.
In the legend area, you can click a symbol (represgfila reputation, IP
callback, or domain name calltdg to display or not to display the relat
trend.

Clicking M or displays the trend in a line attar bar ché.

Clicking restores all display settings to default values.

Feedback Statistics

Feedlad statistics include the total quantities of diffat types of statistic
(file reputation, IP callbackand domain name callback) and the last up
time.

6.5 Threat Intelligence

NIPS can collaborate with NSFOCUS Threat Intelligeceater(NTI) to protect against
malicious URLs, malicious IP addresses] &&C communication based on intelligence.

6.5.1Settings

To configureNIPS to collaborate with a threat intelligence system, follow these steps:

Step 1 ChoosePolicies> Threat Intelligence > Settings

Figure 615 Page for configurig collaboration with a threat intelligence system

Collaboration Mode

Third-Farty Threat

Server Address:

Enable Msfocus Thre

Intelligence

Intelligence (NTI)

Local + cdoud (NT) @ (@) Local D Local + cloud (NTIF)

Step 2 Select an intelligence system and configutategl paramets.

Table 68 describes parameters for colbadation with NTI.

Table 68 Parameters for configuring collatadion with NTI

Parameter

Description

Collaboration Male

NIPS supports the following collaboratiorodes:

Local + cloud (NTI): This is the online mode, where the cloud is used
complement to the lotaletection capability. In this mode, NIPS sho
submit objects to the cloufbr detection of threats

Local: This is the offline mode, where NIPS perfes local detction
based on intelligence obtained regularly from the offline intelligg
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Parameter

Description

database o TI.

Local + cloud (NTIP): In this mode, NIPS collalvates with NTIP, which
serves as a complement to tloedl detection capability. When detecti
no threat in objets locally, NIPS submits them to NTIP for further chec

Local + cloud (NTI)

Specifieshe IP address of NTI.

After typing the IP addresspy can clickTest connectivityto check whethe
NIPS @n connect to NTI.

If you selectAuto sync latest intelligence to device all latest intelligence ir
NTI will be automatically synchronized to NIPS.

S,

Note

The server address of NTI is automatically dispthymnd cannot b
changed.

Local + cloud (NTIP)

Specifies the IP address of NTIP.

After typing the IPaddress, yowan click Test connectivity to check
whether NIPS can connect to NTIP.

NTIP key: specifies the user key, which is automatically generated
NTIP during user management.

If you choose to use tta-party intelligence, type the server addresthe inteligence

system.

Step 3 Click OK to save the settings.

Step 4 Click Commit in thequick access bdo male the settings take effect.

~—-End

6.5.2Hits Statistics

The Statisticspage displays statistics about etgedetected dised on intelligence.

ChoosePolicies > Threat Intelligence > Statistics
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Figure 616 Statistics page
m @ Time Frame: Last 6 hr

Intelligence Information number Malicious URL C&C Communication Malicious IP

Malicious IP : 0

C&C Communication : 0

Malicious URL : 0

2020-12-0 2020-12-0 2020-12-01 2020-12-01 2020-12-01 2020-12-01 2020-12-01
11:30:00 12:30:00 13:30:00 14:30:00 15:30:00 16:30:00 17:30:00
Detection Statistics
Category Submited Malicious Percentage of Malicious Last Attack

icious IP 194193592 0 0.00%

C&C Communication

cious URL

In the uppeteft corner, type a URL (such agfps://nsfocuglobal.comy, IPv4/IPv6 address,
file MD5, orfile hash inthe text box and cliclsearch The system will return exact match
results.

Table 69 describes stestical items.

Table 69 Hits datistics

Statistical Iltem Description

Intelligence Information Intelligence information pesents the number of malicious samp
including malicious IP addresses, C&C communargtiand malicious
URLs.

Threat trends within g The periods you can specify inclutlast 6 hr, Last 24 hr, Last 1 week
specfied period andLast 1 month.

The trend bart shows trends of malicious URLs, maliciousali®tiresses|
and C&C communication detectbased on intelligence.

Hovering over a trend cundisplays hits data at a specific point of time.

In thelegend area, you can click a symbol (repréagnmaliciols URL,
C&C communication, or malicious IP address) to display or not to dig
the relatd trend.

'

Clicking & or displays the trend in a linghart or bar chart.

Clicking restores all displayettings to default values.

Detection Statistis Statisticsin this area include the tdtamumber of samples, number
malicious samples (maliciousRLs, malicious IP addresses, and C§
communication)proportion of malicious samples, and the ktacktime.

6.5.3Intelligence Query

NIPS, after collaborating with NTI, allows you to query intelligence on.NTI

ChoosePolicies > Threat Intelligence >Search
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Figure 617 Intelligencequerypage

Search

Please type an IP address or URL

Lo JER

For more information, please access NTI.

Type an IP address or URL adlitk OK. You will be redirected to the NTI ga, where
detiled intelligence about the keyword is provided.

Alternatively, you can type multiple l&dresses or URLs separated by a comma. In this case,
after you clickOK, keywords are displayed below fgou to click to obtain their detailed
intelligence on NTI pges.

Besides, you can click the link text of "For more information, please access Niliidty
query intelligence on NTI.

6.6 Global Blacklist /Whitelist

NIPSdeems traffic of IP addresses in thelgl blacklist to be dangerous by defathts
blockingsuch traffic. As for traffic of whitelisted IP addressB$PSdeems such traffic
legitimat by defaultwithout any detection

6.6.1Blacklist

You can add known malicious IP addresses tglblgal blackist. Then, when detecting
traffic of these IP addressé¢lPSdirectly blocks it.

Manual Ad dition

Manually added blacklist entries can be edjtimported/exported, deleted, and disabled. The
following sections describe how to create andudiisblacklistentries.

Adding an IP Addressto the Blacklist

To manually add atP addresso the blackst, follow these steps:
Step 1 ChoosePolicies > Global Back/Whitelist > Blacklist.

By default, theCustom pageappears.
Step 2 Click Newin the upperright cornerof the page.
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Figure 618 Dialog box for adding an entry to the blacklist

New

*|P:

* Block Type: | SrcIP+Dst [P
Valid From:
Valid To:

Threat Type:

1o

Description:

Step 3 Configure parameters in tiNew dialogbox.

Table 610 Blacklist parameters

Parameter Description

IP/Block Type | Specifiesthe IP address to be added to becklist, and the block type.

Valid From Stat date of tke validity period of the blacklist entry. You should cli
to select a date.

Valid To End date of the validity period of the blacklist entryyou should click
to select a date.

Threat Type Threat type of thespecified IP addressvhich $ould be seleted from the droglown
list.

Description Description of the blacklist entry.

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick acces barto make the settings take effect.

~—-End

Disabling Blacklist Entries

A disabled blacklist eny will ceaseto be effective. You can disable blacklist entries as
follows:

Click @D in theStatuscolumnof an entry to disable this entry.
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Select multipleentries and cliclbisablein the upperright corner 6the page to disable
the selectednes

Pointto More in the upperright corner of the page and cli€ksable allto disable all
entries.

Disabled atries are no longer listed on tliziIstom page. You an view and manage them on
theForbidden page.

Third -Party Blacklist

NIPS can automatally add IP addresses blockeddthird-party platform to the blacklist.
You can disald such blacklisted IP address.

ChoosePolicies > Gbbal Black/Whitelist > Blacklist > Third -Party Blackli st.

Figure 619 Third-Party Blacklist page

Effective Period IP Port Protocol Platform Threat Type Block Type  Location Descrip

The list shavs blacklistdetails

For how todisable blacklist entries, s&@sablingBlacklist Entries

Mali cious IP Database

The malicious IP database here refter the IP reputation library MTI. NIPScan
automaticdl add malicious IP addressiesthis database to the blacklist. You can disable
such blaklist entries.

ChoosePolicies > Global Black/Whitelst > Blacklist > Malicious IP (NTI) .

Figure 620 Malicious IP(NTI) page

Create Time P Threat Type Block Type Location Description Status Operation

The list shows blacklist details

For how todisable blacklist entries, sd@isabling Blacklist Entries
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Forbidden List

Theforbiddenlist shows disabled blacklist entries manually adoledbtained from the
third-party blacKist or malicious IPdatabase.

ChoosePolicies > Global Black/Whitelist > Blacklist >Forbidden.
On this pageyou can enabland delete blacklist entries that hdeen disabled.
To enable disabled blacklistteies,you can use one of the following methods:

Click in the Status column of an entry to enable this entry.

Select multiple entries and cligknable in the uppeiright corner of the page to enable
the seleted ones.

Point toMore in the uppertright corner otthe page and clicknable all to erable all
ertries.

Disabkd blacklist entries, after being enabled, return to thigiral pages.

6.6.2Whitelist

You can only manually atllP addresses to the global whitelist.

Whitel ist

TheWhitelist page listpredefinedentries and manually added ones. Mallyuadded
whitelist entrescan be edited and deleted. The following sectaescribe how to manually
add anP addresso the whitlist and how to disable whitelist entries.

Adding an IP Addressto the Whitelist

To manually add an entry to the whitelist, follow these steps:
Step 1 ChoasePolicies > Global Black/Whitelist > Whitelist

By default, theWhitelist page appears.
Step 2 Click Newin theupperright corner of the page.
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Figure 621 Dialog box foradding an emy to the whitelist

MNew

* [P

* Allow Type: | SrcIP+Dst [P
Walid From:
Valid To:

Description:

Step 3 Configure parameters in tidew dialog box.

Table 611 Whitelist parameters

Parameter Description

IP/Allow Type | SpecifiesanIP addresgo be added tthe whitelist, and the allow tgp

Valid From Start date of the validity perd of the whielist entry. You should click
to select a date.

Valid To End date of the validity pexd of the whitelist entry. You should clic
to selet a date.

Description Description of the whitelistrery.

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick access bdao make the settings take effect.

Manually added whitelist entries shoudd enabled before taking effect. For details, see
"Enable custom whitelist

~—-End

Disabling Whitelist Entries

Built-in ard manually added whitelist entries can both be disabled. A disabled whitelist entry
will cease to be effective. You can disable whitelist entries as follows:
Click @I in the Statuscolumn of an entry to disable this entry.

Select multiple entries and cliékisablein the upperright corner of the page to disable
the selected entries.
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Point toMore in the upperight corner of the page and cliksable allto disable all
enties.

Disabled entries are no longer listed on\tYieitelist Entries page. You can ew and manage
them on thd-orbidden page.

Forbidden List
TheForbidden page shows whitelist entries that have been disabled.
ChoosePolicies >Global Black/Whitelist > Whitelist > Forbidden.
On this page, you can enalaled delée whitelist entries that have been disabled.
To enable disabled wielist eriries, you can use one of the following methods:

Click in the Statuscolumn of an entry tor@ble this entry.

Select multiple entries and cligknable in the upperight cornerof the page to enable
the selected entries.

Point toMore in the uppertright corner of the page and cli€nable all to erable all
entries.

Disabled whitelist entries, @it being enabled, return to tii¢hitelist page.

6.6.3Settings

ChoosePolicies > Global Black/Whitelist >Settings

Figure 622 Blacklist/Whitelist configuration page

Action when matched

Custom Blacklist: Block Monitor
Third-Party Blacklist: Block Monitor

Malicious IP (NTI) Block Monitor
Log Merge
Merge Type: = SrcIP+Dst IP
Merge Cycle: 1 hr
Website Whitelist (@

Enable custom whitelist
Enable predefined website whitelist (2

Cane
m LJI‘_E

Copyright © NSFOCUS 116 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

Table 612 describes parameters on this page.

Table 612 Global blaklist/whitelist configuration parameters

Parameter Description

Action when matched| Custom blacklist specifies howNIPS handles traffic of blacklisted |
addresses. Optins includeBlock andMonitor .

Third -party blacklist: specifies howNIPS handles tffic of platformblocked
IP addresses. Options incluBBck andMonitor .

Malicious IP (NTI): specifies howNIPS handles traffic of IP addresses in
malicious IP daibase. Options includ&ock andMonitor .

Log Merge Merge Type spedfies how logs events involving blacklisted IP addresses
merged. You can select aption from the droglown list.

Merge Cycle specifies the interval at which logs involving diésted IP
addresses are merged. You can select an interval from thelolnoplist.

Website Whitelist Enable custom whitelist controls whether to enable the custom whitelist. A
this is enabled, whitelisted entries manually added will take effedhi$ case
NIPS will allow traffic of whitelisted IP addresseto pass, without sjdrting
them to any security checks and online behavior controls.

Enable predefined website whitelist controls whether to enable the webg
whitelist. After this is eabled, for enterprises' Internet edge protection scena
NIPS will deem popular whasites to be trusted ones and add them to
whitelist, thus improving the gateway performance by minimizing detectio
innocuous traffic.

6.7 DNS Safety

NIPSdeems traffi to domain name in theDNS blacklist to be dangerous by defautus
blockingsuchtraffic. As for trafficto whitelisted domaimamesNIPS deems such traffic
legitimate by defaulvithout any detection

6.7.1Blacklist

You can add known maliciodomain names to the DNSacklist. Then, whedetecting
traffic to thesedomain namesNIPS directlyblocks it.

Manual Addition

Manually added blacklist entries can be edited, imported/exported, deleted, and diEabled
following sections describe how to create and disable blacklist entries.

Adding a Domain Nameto the Blacklist

To manually adé domain nam#o the blacklist, follow these steps:
Step 1 ChoosePolicies >DNS Safety> Blacklist.

By default, theCustom page ppears.
Step 2 Click Newin the uppetright corner of the page.
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Step 3 Configure parameters in tidew dialog box

Table 613 Blacklist parameters

Parameter

Description

Domain Nane

Specifies thelomain name to be added to the blacklist

Valid From

Start date of the validity perdl of the blacklist entry. You should clig
to select a date.

Valid To

End date of the validity period of the blacklist entry. You should cli
to select a date.

Threat Type

Threat type of thespecified domain namewhich should be selected from t
drop-down list.

Description

Description of the blacklist entry.

Step 4 Click OK to save lie settings.

Step 5 Click Commit in thequick access bdo make the settings take effect.

~--End

Disabling Blacklist Entries

A disabled blacklist entry will cease to be effeetiYou can disable blacklist entries as

follows:

Click @D in theStatuscolumn of arentry to disable this entry.

Select multiple entries and cliékisablein the uppeiright corner of the page to disable
the selectednes

Point toMore in the uppertright corner of the page and cliéksable allto disable all

entries.

Disabled entries arno longer listed on tHeustom page. You can view and manage them on
theForbidden page.

DNS Blacklist

The DNS blacklist refers to the buitt blacklist database. Ifdomain name is found to be
included in the DNS blacklist, NIPS blocks it ageheratean alert.

ChoosePolicies >DNS Safety> Blacklist > DNS Blacklist.

The list shows blacklist details.

For how todisable blacklist entries, s&gsabling Blacklist Entries

Sinkhole Domain

NIPScan automatically addsinkholedoman nameto the blacklist. You can disable such

blacklist entries.

Copyright © NSFOCUS

118 V5.6R11F00SPO{Confidentiality: RESTRICTED



NSFOCUSNIPS User Guide

ChoosePolicies >DNS Safety> Blacklist > Sinkhole Domain
The list shows blacklist details

For how todisable blacklist entries, s@&sabling Blacklist Entries

Forbidden List

Theforbiddenlist showsmanually addethlacklist entries that have been disabled and those
disabled on th®NS Blacklist or Sinkhole Domaintab page.

ChoosePolicies >DNS Safety> Blacklist > Forbidden.
On this page, you can enalleddelet blacklist entries that have been disabled.
To enable disabled blacklistteies, you can use one of the following methods:

Click in the Statuscolumn of an entry to ele this entry.

Select multiple entries and cliéknable in the upperight corner dthe page to enable
the selected ones.

Point toMore in the uppertright corner of the page and cli€nable all to erable all
entries.

Disabled blacklist entries, afteeimg enabled, return to theiriginal pages.

6.7.2Whitelist

You can only manually addomain names to the DNS whitelist

Whitelist

TheWhitelist page listpredefinedentries and manually added ones. Maiyiadded
whitelist entries can be edited and deleted. The following sections descritie tmramually
adda domaimameto the whitelist and how to disable whitelist entries.

Adding a Domain Nameto the Whitelist

To manually add an entry to the whitelist, foll these steps:
Step 1 ChoosePolicies >DNS Safety> Whitelist.

By default, theWhitelist page appears.
Step 2 Click Newin the upperright corner of the page.

Step 3 Configure parameters in tidew dialog box.

Table 614 Whitelist parameters

Parameter Description

Domain Name | Spedfies thedomain nane to be added to the whitelist.

Valid From Start date of the validityperiod of the whitelist entry. You should cli
to select a date.

Valid To End date of the validity period of the whitelist entry. You should ¢
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Parameter Description

to select a date

Description Description of the whitelist entry.

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick access bdo make the settings take effect.

Manually added whitelist entries should be enabled before taking effect. For details, see
"Enable custom whitelist

~--End

Disabling Whitelist Entries

Built-in and manually added whitelist entries can both be disabled. A disabled whitelist entry
will cease to be effective. You can disable whitelist entries as follows:

Click @ID in theStatuscolumn of an entry to disable this entry.

Select multiple entries andick Disablein the upperright corner of the page to disable
the selected entries.

Point toMore in the uppertright corner of the page and cli€ksable allto disable all
entries.

Disabled entries are no longer listed on\Mieitelist page. You can viewrsl manage them
on theForbidden page.

Forbidden List

TheForbidden page shows whitelist entries that have been disabled.
ChoosePolicies >DNS Safety > Whitelist > Forbidden.

On this page, you can enalaled delete whitelist entries that have been disabled
To enable whelist eriries, you can use one of the following methods:

Click in the Statuscolumn of an entry to enable this entry.

Select multiple entries and cliénable in the upperight corner of the page to enable
the selected entries.

Point toMore in the uppertright corner of the page and cli€nable all to erable all
entries.

Disabled whitelist entries, after being enabled, return td\thigelist page.

6.7.3Sinkh ole Configuration

NIPSdetectslie traffic from and to the sinkhole server, and performs BiN&holing,
records logs, or generates alerts against the detection result depending on the configured
policy.

To add a sinkhole policy, follow these steps:
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Step 1 ChoosePolicies> DNS Safety > Sinkhole Configuration.

The Sinkhole Configuration pagelists all existing sinkhole policies.

You can click the icor to set the fields to be displayed in the list.
Step 2 Click Newin the upperright corner of the page.

Step 3 Configure parameters in tidew dialog box.

Table 615 Sinkhole parameters

Parameter D escription

Domain Domain name of the websiseisceptible tattacks.
SinkholelP IP address of theérkholeserver.

Description Description @ the snkholepolicy.

Step 4 Click OK to save the settings.

Step 5 On theSinkhole Configuration page, click next toEnable Sinkhole
Step 6 Click Commit in thequick access bdo make the settings take effect.

—--End

6.7.4Settings

ChoosePolicies >DNS Safety > Settings
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Figure 623 Blacklist/Whitelist configuration e

Log Merge

Enable DGA domain: | | &
Action when matched

Custom Blacklist: Block Monitor
DMS Blacklist: Block Monitor

DGA Domains: W2

Merge Type:  Src IP+DstlP+Domain

Merge Cycle: | 1hr
Website Whitelist

Enable custom whitelist
Enable predefined website whitelist &

O

Table 616 describes parameters on this page.

Table 616 DNS blacklist/whitelist configuration parameters

Parameter

Description

Enable DGA domain

Controls whether to enablBGA domain detectionlf it is enabled,the DNS
requests ah responses passing throughPS will be detected for DGA domain
according to machine learning algorithms. If a DGA domain is identifideS
blocks it and generates gkebased on the configurations.

Action when matched

Custom blacklist specifies hav NIPS handles traffic ofmanually added
blacklisted domains. Options inclu8ock andMonitor .

DNS blacklist: specifies howNIPS handles traffic oDNS blacklisted domins
in the databaseptions includdBlock andMonitor . In addition,NIPS performs
DNS sinkholing on the blacklisted domains.

DGA domains: specifies howNIPS handles traffiof DGA domains. The optio
includesMonitor . In addition,NIPS performs DNS sikholing on the blacklisteq
DGA domains.

Log Merge

Merge Type spedfies how logs ofevents involving blacklistediomains arg
merged. You can select aption from the drofown list.

Merge Cycle specifies the interval at which logs involving blackdi$tdomaing
are merged. You can select an interval from the-dimgn list.

Website Whitelist

Enable custom whitelist controls whether to enable the custom whitelist. A
this is enabled, whitelisted entries manually added will take effect. In this
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Parameter Description

NIPSwill allow traffic to whitelisted domains to pass, without subjecting ther|
any security checks and online behavior controls.

Enable predefined website whitelist controls whether to enable the webg
whitelist. After this is enabled, for enferses’ Internet edge protection scenar
NIPS will deem popular websites to be dted ones and add them to {
whitelist, thus improving the gateway performance by minimizing detectio
innocuous traffic.

6.8 IP/MAC Binding

Binding IP addresses to MAC addresses prevents unauthorized hosts frorimgaess
network using the IP address of an authorized host, thereby effectively avoiding IP address
spoofing.

ChoosePolicies > IP/MAC Binding.

Figure 624 IP/MAC Binding page

Settings

* Max IP/MAC Binding Entries @: 10000

* IP/MAC Matching : | Match IP/MAC (@) Matd

* Enable cross-layer 3 MAC recognition : 'ES NO  Configure SNMP server

o I

IP/MAC Binding List

" + New Whitelist v

No. P MAC Type Description Use Operation

You can configure IP/MAC binding parameters and the IP/MAC binding list, including
creating editing, deleting, importing, and searching for IP/MAC binding entries.

Configuring IP/MAC Binding Parameters

In theSettingsarea, you can configute/MAC binding paranetersshown inTable 617 and
click OK to commit the settings

Table 617 IP/MAC binding parameters

Parameter Description

Max IP/MAC Binding Entries | Specifies the maximum number of IP/MAC entraiswed. The value
rangeis 11 10000.

IP/IMAC Match IP/MAC | Checks whether the source or destinatiodrasises of a packet mat
Matching entries included in IP/MAC binding list.

A packet will be passed through if there is a match for both
source IP address and MAC address.

A packet will be passed through if there is a match for both
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Parameter Description

destination IP addressé MAC address.

No match: The packets will be discarded.

Match source| Checks whether the source IP address and source MAC addres
IP/IMAC packet match entries inclad in IP/MAC binding list.

If the IP/MAC binding list is empty, packets will not baecked
against list.

If the IP/MAC binding list is not empty,

V  a packet will be discarded if there is a match for its sourd
address but not for its MAC address.

V  a packewill be passed through if no match is found for
source |IP address, regardle$svbether there is a match f
its MAC address.

Crosslayer | Enable Select yes toenable the crossyer 3 MAC recognition. At er
MAC crosslayer 3| enabled, NIPS recognizes MAC addresses of intranet users
Recognition| MAC crosslayer 3environmentas follows:NIPS regularly obtains the AR
recognition table on the layer 3 switch via SNMP, in order to get IP/MAC bind
of all PCs on the intranet
S,
Note

The SNMP servicenust be enabled on the layer 3 switch before
crosslayer 3 MAC recognition works pperly.

SNMP  Server| Specifies the maximum interval for NIPS to wait for an ARP reply fi
Access the layer 3 switch. If receiving no reply during the specifiedoge
Timeout NIPS does not make the next query until the interval specified
SNMP ServeAccess Interval expires.

SNMP Server| Specifies how long NIPS has to wait before sending the next
Access Interval | request to the layer 3 switch.

Configuring an SNM P Server

If there is more than one layer 3 switch on the intranet, you need towenfigltiple SNMP
servers on NIPS so that the device can obtain ARP tables from all these switches through
SNMP queries.

Step 1 On thelP/MAC Binding page, clickConfigure SNMP server to configure a layer 3 switch.

Copyright © NSFOCUS 124 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

Figure 625 Configuring an SNMP server

SNMP server Configuration

Name IP

+ New More v

MIB Subtree Community Name / Username Version  Operation

Step 2 Click Newin the ppetright corner of the dialog box to configure an SNMP server

Figure 626 Configuring an SNMP server

New

# Mame:

SNMP Version: (@) Vac V3
* Community Name (&

* MIB Subtree :

* P

Click to check SNMP server connectivity

Cancel m

Table 6-18 showsthe parameterfor configuring an SNMP server.

Table 618 Parameters for configuring an SNMP server

Parameter Description

Name String that uniquely identifies the layer 3 switch.

IP IP address of the switch's nearest port to NIPS.

SNMP Version SNMP version supported by the laygeswitch. The SNMP version must be V
or V3; otherwise, croskyer 3 MAC recognitia cannot be implemented.

Community Community used by NIPS to communicate with the layer 3 switch via SN
NIPS and the layer 3 switch must use the same community famanication;
otherwise, SNMP query packets from NIPS will be discarded by the switch.
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Step 3 Check the status of the connection between NIPS and the SNMP server.

Click Click to check SNMP server connectivityto check whether NIPS can connect to the
layer 3 swith. If the connection succeeds, "The connection succeeded" is displayed;
otherwise, "he connection failed" is displayed.

Step 4 Click OK to complete the configuration.

—End

Creating an IP/MAC Binding Entry

To create an IP/MAC binding entry, follow these steps

Step 1 Click Newin thelP/MAC Binding List area.

Figure 627 Dialog box for creating an IP/MAC bindirentry

Mew

* IP(E)
* MAC(®

Description

I
Il
(15

Step 2 Type the IP address and MAC addrestheNew dialog box

S,

Note

When creating an IP/MAC binding entry, note the following:

The new IP/MAC paircannot be the samas an existing IP address or MAC
address in the binding list.

The new IP address cartrize the same as the IP address of NIPS's gateway.

Step 3 Click OK to complete the binding.

~——-End

Importing IP/MAC Binding Entries

To the upperight of the IP/MAC binding list, point thlore and clickimport to import a file
thatcontains multiple IP/MAC binding entries or manually type binding entries.

File import: imports IP/MAC binding entries from a file.
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Figure 628 Importing a file of IP/MAC binding eries

Import

* Import Method: (@) File import lanual entr

o aelect e

SelectFile import for Import Method, click Select Fileto select a local fileand then
click OK to import the file. Such a file must meet the following conditions:

i The file should list IP/MAC pairs in the format of "IP address MAC address".i$hat
to say, the IP address and MAC address must be separated by a space. In each MAC
address, octets must be separated by a colon, like 00:1A:A0:AB:16:72.

i The file name extension must be .ipmac.

When importing IP/MAC binding entries, note the following:

\ - The IP address and MAC address in each IP/MAC binding entry cannot t
4 same as thee included in existing entries.

Note The IP address in each IP/MAC binding entgmot be the same as the

address of NIPS's network gateway.

Manual entry: SelectManual entry, type one or more IP/MAC binding entries, and
click OK.
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Figure 629 Manually entering IP/M& binding entries

* Import Method:

Import

1]
%]
L
i
[
L
I

Each IP/MAC binding entry must be in the format of "IP address MAC address". That is to
say, the IP address and MAC address must be separateddog alsggach MAC address,

oct

Mu

ets must be separated by a colon, like 00:1A:A0:AB:16:72.

Itiple IPAMAC binding entries must be separated by a carriage return, with each in a

separate line.

Performing Other Operations on IP/MAC Entries

NIPS also allows yoto perform the following operations on IP/MAC binding entries:

Editing an IP/MAC bindng entry

Click Z in theOperation column of an IP/MAC binding entry to edit it.
Deleting IP/MAC binding entries
You can use one of the following methods to delete IP/Nb@ing entries:

i Click @ in theOperation column of an IP/MAC binding entry to deldte

1 Select multiple IPMAC binding entries, pointtore, and clickDelete selectedo
deleteentries in batches

1 Point toMore and clickDelete allto clear the IP/IMAinding list.
Enabling/Disabling IP/MAC binding entries

IP/MAC binding entries are ehked by default. Only enabled entries can be used for
packet checks.

1 To disable an IP/MAC binding entry, clear the check box intbecolumn. To
enable it, reselect theheck box.

i Select multiple IPMAC binding entries, cliénable or Disableto enableor disable
entriesin batches

i Point toMore and clickEnable all or Disable allto enable or disable all entries
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6.9 Collaboration with Firewalls

NIPS can collaborate with NSFOCUS Né&xéneration Firewall (NF).
To confgure such collaboration, follow these steps:

Step 1 ChoosePolicies > Firewall Collaboration

Figure 630 Firewall Collaboration page

MSFOCUS NF

* Enable (3): YES (@) NO

* Firewall IF (3

* Password :

Step 2 Configure parameters.

Table 619 Parameters for configuring R to collaborate with firewalls

Parameter Description
NSFOCUS| Enable If NSFOCUS N is deployed on the network, you can choose to en
NF NIPS's collaboration with the firewall.

S,

Note

It is not enough to enable such collaboration on NIPS. You also n€
enable it on NSFOCUS NF.

Firewall IP After enabling collaboration with NSFOCUS NF,waeed to type the |
address of the firewall.

You can type multiple IP addresses, separated by a comma
192.168.1.3,192.168.1.5.

Password Specifies a password fdHPS to collaborate with NSFOCUS NF.

Step 3 Click OK to save the settings.
Step 4 Click Commit in thequick access bao make the settings take effect.

—-End

6.10User Management

User management involves user authentication, authentication policy management, user
identfication, intelligent account identification, and viewing of online users, authéntica
logs, and authentication status.
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6.10.1A uthentication Policy

NIPS authenticates a user when packets of the user match aniaatfenpolicy. For how to
configure user authentication, segthentication SettingsThis section describes how to
create an authentication policy.

Step 1 ChoosePolicies> User & Authentication > Policies

Step 2 Click Newin the upperright corner of the page.

Figure 631 Dialog box for creating an authentication policy

Src Security Zon
Dst Security Zone:
* Src Address: | ipvd_any

* Dst Address: | Ipvd_any

* Schedule: any

=]
m

Step 3 Configure parameters in tidew dialog box.

Table 620 Parameters for configuring an authentication policy

Parameter

Description

Src Security Zone

Specifies a security zone. Useending packets from the specified security z
need authentication.

global indicakes that users sending packets from any security zones
authentication.

Dst Security Zone

Specifies a security zone. Users sending packets to the specified seaneit
need authentication.

global indicates that users sending packets to any secuntyesz neeg
authentication.

3,

Note

The destination security zone automatically refreshes with a matching
each time you select a source security zone.

Src Addess

Specifies a source address or more to which this policy will apply.

The valueany indicates tat users sending packets from any IP address
authentication.

Dst Addiess

Specifies a destination address or more to which this policy will apply.

The valueany indicates that users sending packets to any IP address
authentication.

Schedule

Spedfies a period when this policy is valid.
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Parameter Description

The valueany indicates that this policy is always valid.

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick access bdo make the settings take effect.

~--End

6.10.2Users in AD

Currently, NIPS supports user identification with the AD domain server. The user list can be
automatically or manually updated, depending on the user idaritih setting. To configure
user identification, follow these steps:

Step 1 ChoosePolicies> User & Authentication > Users in AD.
By default, the user agent server is off.
Step 2 Select a server for AD domain authentication.

Related parameters are displayed, as shiowigure 632,

Figure 632 Usesin AD page

User agent server: 222
Update mode:  Manua Update
Agent certification: Enable (@) Close

Chart: ' Check (® Close

Step 3 Specfy the user list update method (manual or automatic).

The valueManual indicates that you need to update the user list manually.

For the selection of other values, yowshéo configure the specific time so that NIPS
can automatically update user infornoatiat that time regularly.

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick access bdo make the settings take effect.

Step 6 (Optional) ClickUpdate to immediately sgchronize the user list on the AD domain server to
NIPS.

Step 7 (Optional) ClickCheckfor Chart to view users displayed in the tree structure.

~—-End
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6.10.3Authentication Settings

NIPS can authenticate users locally or vihiadtparty server, which can be any of the
following:

AD domain authentication server
RADIUS authentication server
LDAP authentication server

For how to configure an authentication server Asethentication Server
To configure user authentication, follow these steps:

Step 1 ChoosePolicies> User & Authentication > Authentication Settings

Figure 633 AuthenticationSettinggpage

Authentication Server ®:  Loca
Authentication Duration (s):

-

Authentication Redirection Addres 0.0.0.0

Step 2 Configure parameters.

Table 621 User authentication parameters

Parameter Description

Authentication Server| Spedfies an authentication server, which can be a local server or aptiid
server.

Before enabling local authentication, you must import the local authentig
file. For details, seBackup

Authentication Time that authentication lasts.
Duraion (s)
Authentication Specifiesthe IP address of a page to which NIPS redirects a clien
Redirection Address | authentication.
S,
Note

This IP address must be the IP address of NIPS's management inter,
working interfae with the management function. In addition, this IP add
must be reachable frometlelient over the network.

Step 3 Click OK to save the settings.
Step 4 Click Commit in thequick access bdo make the settings take effect.

~—-End
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6.10.4Intelligent Account Identificat ion

NIPS supports intelligent account identification, which will be available afteicgafigure
intelligent user association conditions.

6.10.4.1List
ThelList page lists users on all IP addresses identified by Ni®Shown inFigure 634.

Figure 634 List of users asxiated with IP addresses

ntelligent User Association

IP Account Schedule

6.10.4.2Intelligent User Association

NIPS provides the intelligent user association function. Affisrfinction is enabled, NIPS

can identify users on all IP addresses and performralative analysis between various

security events and identified users. By default, this function is disabled. After being enabled,
this function applies to all types n$ersby default

After intelligence user association is enabled, you can view atsibcisers of IP addresses
on thelList page.

To configure intelligent user association, follow these steps:

Step 1 ChoosePolicies > User& Authentication > Related Account> Intelligent User
Association

Step 2 Click On for User I dentification and select user types.

Figure 635 Intelligent User Association page

List ntelligent User Association

,n s

User Idantification: (8) On Off

User Information: WebLoginUser DbUser Remotelser mUser FileTransUser

MailUser

Step 3 Click OK to save the settings.
Step 4 Click Commit in thequick access bdo make the settings takéect.

~--End
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6.10.50nline Users

NIPS can disphacurrent online users in real time, including the login account and IP address.

ChoosePolicies> User& Authentication > Online Users

Figure 636 List of online users

Account IP

6.10.6A uthentic ation Log

The authentication log is a racoof user authentication by NIPS. Authentication logs help
you manage authentication methods used for network communication.

ChoosePolicies> User & Authentication > Logs.

Figure 637 Authentication Log page

Schedule Account IP Event Type

6.10.7Authentication Status

ChoosePolicies> User & Authentication > Authentication Status.

Figure 638 Authentication status log

User 1P Schedule State Uplink Traffic(KB) Downlink Traffic(KB) Forced Offline

Selecting the check box in ti®rced Offline column of an onhe user gets this user offline.

6.11 Geodatabase

NIPS comes with geodatabases, which ateraatically loaded at startup.

After an alert is triggered, NIPS queries the source IP address and destination IP address in the
public IP database and private IP dateb@spectively.
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If the source/destination IP address can be queried in the pubiitdPase, the system
returns its geographical locatiowhich is then displayeid the related log.

If the source/destination IP address can be queried in the privddéaliase, the system
returns "ReservedWwhich is then displayedsthe geographicabkationin the related
log.

If the source/destination IP address is a public one, which, however, is not queried in the
public IP database, the system returns "None'th@adog database records the location
as "NULL".

6.11.1Public IP Geodatabase

After the public IP database is enabled, you can query public IP addresses and the database
will return their detailed geographical imfoation, including the country/region, province,
city, abbreviation, longitude, anditaide.

ChoosePolicies >Regions> Public IP.

Figure 639 Public IP geodatabase

Enable ()

Search Result

Country/Region:
Province:

City:

Country Abbr.:
Longitude:

Latitude:

Type an IP address and pré&sger. Then the geographical information of this IP address is
listedbelow.

6.11.2Private IP Geodatabase

After private segment identification is enabled, you can further dekfeult or Custom.

ChoosePolicies >Regions> Private IP.
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Figure 640 Private IP geodatabase

Enable Private IP @D

Default

m

SelectDefault andclick OK.
SelectCustom, type the IP address database that you want to custoamidelick OK.

In the database, IP addresses should be separated by a carriage return, with each in a
separate line. You can type individual IP addresses, |P segments,agitildfs/netmask,
like 202.168.1.1, 202.168.1202.168.1.155, and 202.168.1.0/24.

6.12Mining Protection

This policyis used taletectthe mining protocol in the traffic and analgzhe webpage
mining. Additionally, NIPS spports linkage with NTld detecthe access to DNS miner pool.

To configure he polcy, follow these stes:

Step 1 ChoosePolicies >Mining Protection.

Figure 641 Mining Protectiorpage

Mining Protection

* Enable : (@) YES NO
* Reporting Cycle ®: 0

* Block Threshold &: | &80

Step 2 Configure parameters.

Table 622 Parameters for configurirgmining protection policy

Parameter Description
Mining Enable Controls whether to enable the mining proi@etpolicy.
Protection
Reporting After enabling the mining protection policy, you need to specify
Cycle logging time after a mining protocol éetected
You cantype an inege in the range of 18600, in seconds Typing 0
meanghelog will be immediately repaed.
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Parameter Description

Block Specifies ghreshold for blocing. If the value specified here égjual to or
Threshold smaller than the confidence value of the mining lodfitravill be blocked.

You can type aimteger in the range ofi@00.

Step 3 Click OK to save the settgs.

Step 4 Click Commit in thequick access bdo make the settings take effect.

—End
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Objects

7.1 Service

An object refers to a collection of items with the same characteristicsterhe imay béP
addresses, rules, and services. An alias is assigned to each ottjeailgect name.

On NIPS, all policies are configured based on objects. Therefore, you must define objects

before configuring policies. These objects includesibaatue, addressservice, application,
scheduleand sensitive data.

The concept of objegreatly simplifies the management of NIPS. When an object changes,

you only need to modify properties of this object, instead of modifying all policies

referencing this lgject. Thismakes policy management simpler and more flexible. For how to

configure plicies, sedolicies

This chapter describes object configuration on NIPS, containing the following sections:

Section Description

Seavice Describes how to configure serviogated objects.
Application Describes how to configure applicatioglated objects.
Schedule Descibes how to configurechedulerelatedobjects.
Address Describes how to configusddresgelatedobjects.

Network Intrusion

Describes how to configure intios-relatedobjects.

Malware

Describes howto configure malicious filerelated objects.

Web Security

Describes how to configure web secuigyated objects.

C&C Communication

Describes how to configure C&C commuatiion-related objects.

Callback Monitoring

Describes how to configure the callback monitoring blacklist and whitelist,

URL Filtering

Describes how to configure URL filteelated objects.

Application Control

Describes how to configure application managernefatted objects.

Data Loss Prevention

Describes how to configure Dufelated objects.

Servicerelated objects are used to describe system services, custom services, service groups,
and timeout periods.
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7.1.1Predefined Service

NIPS comes with predefined servicBased on these iséces, NIPS can automatically
identify commonprotocols such a§ CPandUDP, and protocols on nefixed ports.

To query system servisedo as follows:

ChooseObjects >Service >Predefined

Figure 71 Predefinedervices

ID Name Protocol Option Description

The Predefined page lists alpredefinedsavices on NIPS. You can only view and reference
these services, but cannot create, edit, or delete them.

7.1.2Custom Service

You can configure custom services, that is, custom service ports, agdefoé procedure is
as follows

Step 1 ChooseObjects > Service > Custom
Step 2 Click Newin the upperight cornerof the page

Note that theNew dialog box for configuring a TCP &fDP serviceobjectis different from
that for an IP service object.

Step 3 Configure parametsin theNew dialog box.

Table 71 Parameters for configuring a custom seraiogct

Parameter Description

Protocol Protocol type, which can BECP, UDP, orIP.

Different protools requiredifferent parameters. WheProtocol is set toTCP or
UDP, Source PortandDestination Port must be specified. WheRrotocol is set
to IP, Type must be specified.

Name Name of the custom service.
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Parameter Description
The name must be unique and cannot containallening speial characters:
%\ N < > ' & "

Source Port Source port used by the gi@e object

This parameter must be specified only wirentocol is set toTCP or UDP. You
can specify multiple ports or ranges of ports whose number ranges from
6553.

Destinaton Port Destination port used byithservice.

This parameter must beesgfied only whenProtocol is set toTCP or UDP. You
can specify multiple ports or ranges of ports whose number ranges from
65535.

Type IP protocol ID, such a$tha indicatedCMP and2 that indicates IGMP. The valu
range is 0255.

This parametemud be specified wheProtocol is set tolP.

Description Brief description of the custom service

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick access bdo make theettings take effect.

~--End

7.1.3Service Group

A servicegrouphererefers to a logical collection @redefinedservices, custom services, and
existing service group3o configure aservicegroup, folbw these steps:

Step 1 ChooseObjects > Service > Groug.
Step 2 Click Newin the upperright corner of the page.

Figure 72 Configuring a groujbject

New

Description:

']
i

Step 3 Configure parameters in tidew dialog box.
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Table 72 Parameters for configuring a grooipject

Parameter Description

Name Name of theservicegroup.
The name must be unique and cannot contain the followiegas characters:
%\ N < > 1 & "

Includes Specifiesobjects to be contained inglservicegroup.

Description Brief description of theervice group

Step 4 Click OK to sae the settigs.
Step 5 Click Commit in thequick access bdo make the settings take effect

—End

7.1.4Service Timeout

Timeouts for communication can be specified for most protocols. You can specifyca serv
timeoutobjectas required.

To configure a service timeoperiod follow these &ps:
Step 1 ChooseObjects > Service > Service Timeout

Step 2 Click Newin the upperight corner of the page.

Figure 73 Configuring a service timeoobject

Mew

Mame: | htip

* Timeout®: 0

[
1
3
1
i

Step 3 Configure parameters in tidew dialog box.

Table 73 Parameters for configuring a service timgmeriod

Parameter Description

Name Specifies the type of the protocol used for communication.
S,
Note
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Parameter

Description

The timeout periodor each protocol type can be configured only once.

Timeout

Specifies the timeoutepiod (in seconds)for communication. The default value
0, indicating that the comurication will never time out.

S,

Note

The timeout period refers to the allowed maximum interval between two
consecutive data flows of the protocol. The service persists gasotne
interval between two consecutive data flows is within the specified timeo
petiod. The setting of this field depends on the actual interval required
between two consecutive data flows of a protocol. A longer interval requi
larger value.

Step 4 Click OK to save the settings.

Step 5 Click Commit in thequick access bdo make the settirggtake effect.

~--End

7.2 Application

Applicationrelated objects are used to describe various applications such as Kuwo Player.
The system comes with predefined applicatidiso, youcan configure custom applicat®n
and filters to filter packets destinéat applications specified in application management

policies.

This section describes how to vigredefinedsystem applicatias) create a custom
application, and configeran applicéon groupand a filter.

7.2.1Predefined Application

NIPS comes with predefined applications. You can only reference and view them, but cannot
create, edit, or delete them.

To query a predefined appliban, follow these steps:

Step 1 ChooseObjects> Application > Predefined

Step 2 Click the plus gn (+) beside th@bjectname to shows its detalils.

Figure 74 Application page

Risk Level Type Technology
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Step 3

Step 4

Table 74 describes parameters in the application list

Table 74 Predefinedpplication list parameters

Parameter Description
Name Name ofa predeihed application.
RiskLevel Risk level of apredefinedapplication. The value is an integer ranging from 1 t

and a larger value indicates a higher risk level.

Type Type of apredefinedapplication.

Technology Technology on which apredefined application is based. The value can
browser-based client-server, network-protocol, peer-to-peer, or unknown.

Type an object name in tidametext box and cliciSearch
Related objectare listed below.

You can also specify the type and technology to vigaed application objects.

Figure 75 Query result

Name Risk Level Type Technology

NIPS lists applications by application type by default.

Pointto % and clickApplication provider .

Applications are then listeaoly applicaion provider, as shown iRigure 76.

Figure 76 Searching fopredefinechpplications

Hame: Type Technalogy Risk Level Tsg

Name Risk Level Type Technok

~—-End

7.2.2Custom Application

Step 1

In addition topredefinedapplications, yowan configue custom application3o configure a
custom application, follow theseests

ChooseObjects > Application > Custom.

Copyright© NSFOCUS 143 V5.6R11F00SPO{Confidentiality: RESTRICTEP




NSFOCUSNIPS User Guide

Figure 77 Customapplicationpage

+1
Name Risk Level Type Technology Operation
+ 1ps
+ Kuwo Playe
total 2 ‘:l UUUUUU
Step 2 Click Newin the upperight corner of the page.
Figure 78 Configuring a custom application
MNew
Name:
Platform:
Technology:
Risk Level:
Tag:
Matching Scope: Packet (@) Session @
Type:
Protocol Field Configuration Add AND Relationship
AND Relationship
ID Protocol Field Configuration Matching Mode Matching Content Operation &
Step 3 Configure paramters in théNew dialog box.
Table 75 Parameters for configuring a custom application
Parameter D escription
Name Name of the application.
Platform Specifies a platform on which the application runs.
Technology Specifies a technology on which the application &sda. The Jae can be

browser-based client-server, network-protocol, peer-to-peer, or unknown.

Risk Level Specifies a risk level for the application. The value is an integer ranging fron
5, and a larger value indicates a higher risk level. Fortboavaluatehe risk level
of an application, se€alcuating the Risk Level of an Application
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Parameter D escription

Tag Specifies a tag for the application. The value catblenown Evasive Excessive
Bandwidth Prone to MisuseTransfers Fils, Tunnels Gher Apps Used by
Malware Vulnerability, Widely used andMobile.

Matching Scope Specifies the matching scope, which careitieer of the following:

Packet indicates that matching and logical determination are conducted bas
individual packets. A pcket is the minimum transmission unit on
packetswitched network. Theowverage of packet matching is smaller than tha
session matching.

Session indicatesthat matching and logical determination are conducted basg
individual sessionsA sessionis an uninterrupted requestsponse sequeng
between a client and a serv

Type Specifies the type of the application.

Step 4 Configure protocol fields.

For how to configure protocol fields, sBep 4in Advanced Signature
Step 5 Click OK to save theetings.
Step 6 Click Commit in thequick access bdo make the settings take effect.

—End

Calculating the Risk Level of an Application

The risk level of an application iglculated bsed on all its tags. From the perspective of
severity, tags are categaetinto three types:

High-level risk: indicates that an application is vulnerable or can be easily exploited by
malware, thuprobably causing severe impact on hoststhe entire ptwork.

Mediumtlevel risk: indicates that an application invedvdata nders or uses other
applications as pipelines, thus potentially imposing an impact on the network.

Low-level risk: indicates that an applicatimwidely used but doe®ot impose ay
impact on network security.

Table 76 lists tags and their corresponding risk levels.

Table 76 Risk level of tags

No. Tag Risk Level
1 Unknown Low

2 Evasive Medium

3 Excessive Bandwidth Low

4 Prone to Msuse Low

5 Transfer Files Medium

6 Tunnels Other Apps Medium

7 Used by Malware High
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No. Tag Risk Level
8 Vulnerability High
9 Widely used Low
10 Mobile Low

7.2.3Application Group

NIPS provides the group function for yougizk out daired data among massive amounts of
data. You can configure groups tddildata handled by NIPS based on specific conditions.

N,

Note

A filter filters applications based on application types and tags, while groups pr
better flexibility by albwing you togroup applications based on keywords.

An applicationgroupcan achievéhe intended filtering effect only after being applied to
application management policiesbandwidth management policies. This section describes
how to createmappliationgroup.The procedure is as follows:

Step 1 ChooseObjects > Application > Groups.

Step 2 Click Newin the upperight corner of the page.
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Figure 79 Creating a applicatiorgroup

New

Result

Name Risk Level Type Technology

i
4
i
[
]
uw
i
i

Step 3 Type the name of the new group.

Step 4 Configure other parameters.

Table 77 Parameters for grouping applicats

Parameter Description

Type Specifies the typesf applications to be grouped.

Tecmology Specifies the technologies by which applications to be groupethphkemented.
Risk Level Specifies the risk levels of applications to be grouped.

Tag Specifes the tagsf applications to be grouped.

Keyword Specifies keywords for a fuzzyareh for applications.

Step 5 Click Filter to view all applications that meet the filtering conditions.

Copyright© NSFOCUS 147 V5.6R11F00SPO{Confidentiality: RESTRICTEP



NSFOCUSNIPS User Guide

Figure 710 Viewing filtering results

New
Technology: -

Risk Level: ' 2 3 4

Result

Name Risk Level Type Technology

Step 6 Select applications to be grouped together.

Select theeheck box beside the application name. Then the selected applicatitisteare
the Selectedarea, as shown iRigure 711
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Figure 711 Viewing selected applications

New

Selected

Clearing the check box in theesultlist deleteshis application from th&electedist.
Step 7 Click OK to save the settings.
Step 8 Click Commit in thequick access bdo make the settings take effect.

——End

7.2 4Filter

NIPS provides the filter function fgrou to pickout desired data among massive amounts of
data. You can configure filtero filter data handled by NIPS based on specific conditions.

Filters can take effect only after being applied to application management policies. This
section describesow to crea a filter. The procedure is as follows:

Step 1 ChooseObjects> Application > Filters.
Step 2 Click Newin the upperight corner of the page.
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Figure 712 Creating aifter

New

Technology:

Risk Level: 1 2 3 4
Tag:

Result

Name Risk Level Type Technology

i
o
e

Step 3 Configure parameters in tidew dialog box.

Table 78 Parameters for creating a filter

Parameter Description

Name Specifies the name of the filter.

Type Specifies the types of applicatisto be filtered.

Technology Specifies the technologies by which applications to be filteredrgiemented
Risk Level Specifies the risk levels of applications tofittered.

Tag Specifies the tags of applications to be filtered.

Step 4 Click Filter tofind all objects that meet the filtering conditions.
Step 5 Click OK to save the settings.
Step 6 Click Commit in thequick access bdo make the settings take effect.

—-End
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7.3 Schedule

Schedulerelated objectsepresentime ranges. They include custarhedulesindschedile
groups. This section describes how to configure a custhaduleand aschedule group

7.3.1Custom Schedule

Eachscheduleontains tvo time periods, which you can customize as required. To configure
a custon schedule follow these steps:

Step 1 ChooseObjects > Schedule> Custom.
Step 2 Click Newin the upperight corner of the page.

Figure 713 Configuring a custorachedule

New

Name: | test
Recurrence: | Daily @
Time: | 00:00 - 23:59 ;| 00:00 - 2359

Description:

Step 3 Configure parameteiia theNew dialog box.

Table 79 Parameters for configuring a custsohedule

Parameter Description

Name Name of the custorachedule
The name must be unique and cannot corterfollowing special characters:
%\ <>'&"

Recurrence Specifies how the schedulecurs which can beDaily, Weekday (Monday to Friday),
Weekly, or Monthly .

Time Time periods contained in the object. You can configure two time periods. If only
time period is needed, you should set the second time per@@d000:00. If Type is
set toMonthly, you also need to specify a date.

Description Brief description ofhe custom schedule

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick access bao make the settings take effect.

—-End
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7.3.25chedule Group

A schedulggrouphererefers to a logical collection of stom scheduls and existingchedule
groups. To createschedulegyroup, follow these steps:

Step 1 ChooseObjects > Schedule> Groups.
Step 2 Click Newin the upperright corner of thepage.

Figure 714 Configuring aschedulegroup

MNew

Description:

[}
(]
i

Step 3 Configure parameters in tidew dialog box.

Table 710 Paameters for configuring achedulegroup

Parameter Description

Name Name of the schedule group.
The name must be unique and cannot contain the following special characte
%\ <>"&"
Includes Specifies schedules and existing schedule groupsdorb@ned in this group.
Description Brief description of the schedule group.

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick access bdo make the settingake effect.

—End

7.4 Address

Addressrelated objects are used to describe networkcésgind network groups. Currently,
NIPS supports the followingddresgelated objects:

IP/netmask
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IP node

MAC address
IP pool
Group

7.4.11P/Netmask

An IP/netmask specifiea network segment, that is, an IPv4 or8Bubnet. To configure a
subnet follow these steps:

Step 1 ChooseObjects > Addresses> IP Netmask
Step 2 Click Newin the upperight corner of the page.

Figure 715 Configuring asubnet

MNew

Mame: [ test
IP Netmask &:
Megate: fes (@) Mo

Description:

i
I}
i

Step 3 Cortigure paramgters in theNew dialog box.

Table 711 Parameters for configuringsalbnet

Parameter D escription

Name Name of thesubnet
The name must be unique and cannot contain the following special characters:

%\ <>"&"
IP Netmask Specifies the IPv4 or IPv&ddress andemask.
Negate Controls whether toeversehe IP addressetting It hasthe following values:

Yes indicates that other segments than the specified one will be taken
object.

No: indicates that the specified segment will be taketh@sbject.

Description Brief description of thesubnet
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Step 4 Click OK to save the setigs.
Step 5 Click Commit in thequick access bdao make the settings take effect.

~—-End

7.4.21P Node

An IPnode refers to a hostesgified withan IPv4 or IPv6 address. To configurelRnode,
follow these steps:

Step 1 Choos Objects > Addresses> IP Nodes.
Step 2 Click Newin the upperight corner of the page.

Figure 716 Configuring & IPnode

New

Description:

(]
[
i

Step 3 Configure parameters in tidew dialog box.

Table 712 Parameters faronfiguringan IPnode

Parameter | Description

Name Name of thdP node.
The name mudie unique and cannot contain the following special characters:
%\ <>'&"

IP Specifies the IP address of the node, which can be an IPv4 address (such as 192
or IPv6 adiress (such as fe80::250:56ff:fec0:8).

Negate Controls whether toever® the IP addressetting It has the following values:

Yes indicates that other IP addresses than the spedafiedwill be taken as th
object

No: indicates that the sgified IP a@dress is used as the object.

Description Brief description of théP nade

Step 4 Click OK to save the settings.
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Step 5 Click Commit in thequick access bdo make the settings take effect.

—-End

7.4.3M AC Address

An individual MAC address is taken as an object. To configure such an objkxt; floése
steps:

Step 1 ChooseObjects >Addresses> MAC Address.
Step 2 Click Newin the upperight corner of the page.

Figure 717 Configuring a MAC address

Mew
Mame:
MAC (3):
Description:

r
1
i

Step 3 Configure parameters in tidew dialog box.

Table 713 Paameters for configuring a MAC address

Parameter Description

Name Name dé the MAC address.
The name must be unique and cannot contain the following special characters:
%\ <>'&"

MAC Specifiesa MAC address. The format of this value EX-XX-XX-XX-XX-XX" or

IXXEXXXX XX XX: XX, in which X is a hexadecimal character.

Desciiption Brief description of thd¢AC address

Step 4 Click OK to save the settings.
Step 5 Click Commit in thequick access bdao make the settings take effect.

~—-End
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7.4.41P Pool

An IP pool is a range of consecutivevéor IPv6 addresses that identify hosts. To configure
such an object, follow these steps:

Step 1 ChooseObjects > Addresses> IP Pools.
Step 2 Click Newin the upperight corner of he page.

Figure 718 Corfiguring an IP pool
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Step 3 Configure parameters in tidew dialog box.

Table 714 Parameers for configuring an IP pool

Parameter Description

Name Name of the IP pool.
The name must be unique and cannot contain the following special characters:
%\ N < > ] & n

Start IP Specifies the first IPv4 or IPv6 address in the IP pool.

\ Y

Note

The start IPaddess and end IP address must be of the same protocol ve
that is, both are IPv4 or IPv6 addresses.

End IP Specifies the last IPv4 or IPv6 address in the IP pool.

S,
Note
The startlP address and end IP address must be of the same protocol v,

thatis, both are IPv4 or IPv6 addresses. Besides, the end IP address n
greater than the start IP address.
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Parameter Description

Negate Controls whether toeverse théP addressettings It has the flowing values:

Yes indicates that other IP address ranges than théfigmeone will be taken a
the object.

No: indicates that the specified IP address range will be taken as the object

Description Brief description of théP pool

Step 4 Click OK to savethe settings.
Step 5 Click Commit in thequick access bdo make the settingake effect.
----End

7.4.5Address Group

An addresgiroup here refers to a logical collection of subnets, nodes, MAC addigsses,
pools, an existing groups. To configure such an object, follow these steps:

Step 1 Choog Objects > Addresses> Groups.

Step 2 Click Newin the upperright corner of the page.

Figure 719 Configuring a addresgroup
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Step 3 Configure parameters in tidew dialog box.
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Table 715 Parameters faronfiguringan addresgjroup

Parameter Description

Name Name of theaddresgroup.
Thename must be unique and cannot contain the following special characters:
%\ <>"&"

Includes Specifies objects to be contained irstiddresgroup.

Negate Cortrols whethe to reversethe object settingsit has the following values:

Yes indicates that other objects than the specified ones will be taken a
group object.

No: indicates that the specified objects will be taken as the group object.

New Specifies newaddressrelatedobjects, including subnets, nodes, MAC addresses

IP pools Multiple objects are separated by a carriage return, with each in a s¢
line. New objects are named in the format of "group name_object name".

Description Brief description oftheaddress group

Step 4 Click OK to save the settings.

Step 5 Click Commit in thequick access bap make the settings take effect.

~--End

7.5 Network Intrusion

The Network Intrusion module consists of the following:

Signature set profike including predfined onesind custom ones
Custom signature

Signature search

Exceptions

Settings

7.5.1Signature Set Profile

NIPS provides multiplsignature set profilespplicable to typical user environments,
increasing the ease of use during policy configuratorch proiles are diided into the
following:

Predefinegrofiles

Predefinecrofiles are subidided into builtin ones and derivednes. Built-in profiles
are preconfiguredprofiles, which can only be viewed and referenced in policies, but
cannot be edited. Derd profiles are created based bnilt-in profiles, and can be, to
some extent, modéd as required (for example, you carodify action settingéalert,
block,andquaranting and add or deletdgnaturs).

Customprofiles

A customprofile is created byadding or dieting signatures in signature sets
modifying action setting&lert,block, andquaranting as required.
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7.5.1.1Predefined Profile

For typical scenarios, tHeIPS system combinesignaturesn the signaturelatabase in
different ways to form typicabuilt-in profiles. Thesebuilt-in signature set profie which are
produced based on NSFOCUS's years of experiernngusion detectiomnd technical
engineers' onsite experience, can fit in withstneetwork @ployment environments.
Therefore, you are advised to use binlsignatire set profiles when configuringntrusion
detectionpolicies.

You can create derived profileased oruilt-in profiles. The procedure is as follsy;

Step 1 ChooseObjects > Network Intru sion > Signature Set Profiles > Predefined Profiles

Step 2 Click Y in theOperation column of a buikin profile.

Figure 720 Configuring a derived template

Step 3 Configure parameters in the dialog box.

Table 716 Parameters for configuring a derivaabfile

Parameter

Descrip tion

Name

Name of the derivegrofile. By default, theprofile name is in the formatf "name of
the original templateDerive".

Description

Brief description of the deriveprofile.

Event

Specifies intrusion events to be included in the derpredile. You canmodfy action
setting (Alert, Block, Quarantine, and Capture Packef for each event and delet
rules.

S,
Note

When the protection mode is enabled in a policy, selecti@Quafantine will
isolate the IP address that triggers the related rule in tlodisgeime.
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