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Preface 

Scope 

This document describes major functions and usage of the web-based manager and console 

user interface of NSFOCUS Network Intrusion Prevention System ("NIPS" for short). 

This document is provided for reference only. It may slightly differ from the actual product 

due to version upgrade or other reasons. 

Audience  

This document is intended for the following users: 

 ̧ Users who wish to know main features and usage of this product 

 ̧ System administrator 

 ̧ Network administrator 

This document assumes that you have knowledge in the following areas: 

 ̧ Linux and Windows operating systems 

 ̧ TCP/IP protocols 

 ̧ Network security 

Organizat ion  

Chapter  Description  

1 Product Overview 
Describes NIPS's characteristics and major functions, and methods of managing 

NIPS. 

2 Dashboard Describes information that you can obtain from the Dashboard module. 

3 Alert Describes how to view alert events. 

4 Traffic 
Describes how to configure bandwidth management policies or traffic analysis 

policies. 

5 Log Describes how and what to view about various logs and reports. 

6 Policies Describes how to configure protection policies. 

7 Objects Describes how to configure objects. 

8 Network Describes configurations related to network connections. 

9 System Describes common operations and methods for system maintenance. 

10 Audit Log Describes how to view the audit logs. 
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Chapter  Description  

A Console-based 

Management 
Describes how to log in to and manage NIPS via the console user interface. 

B AD Domain 

Configurator 

Management 

Describes how to install and configure the Active Directory (AD) domain 

configurator. 

C Default Parameters Describes default settings of NIPS. 

Conventions  

Convention  Description  

Bold font Keywords, names of screen elements like buttons, drop-down lists or fields, and 

user-entered text appear in bold font. 

Italic font Document titles, new or emphasized terms, and arguments for which you supply 

values are in italic font. 

 
Reminds users to take note. 

 

Indicates a tip to make your operations easier. 

 
Indicates a situation in which you might perform an action that could result in 

equipment damage or loss of data. 

 

Indicates a situation in which you might perform an action that could result in 

bodily injury. 

A > B Indicates selection of menu options. 

Customer Support  

Hardware and Software Support 

Email: support@nsfocusglobal.com 

Cloud Mitigation Support 

Email: cloud-support@nsfocusglobal.com 

Phone: 

 ̧ USA: +1-844-673-6287 or +1-844-NSFOCUS 

 ̧ UK: +44 808 164 0673 or +44 808 164 0NSF 

 ̧ Australia: +61 2 8599 0673 or +61 2 8599 0NSF 

 ̧ Netherlands: +31 85 208 2673 or +31 85 208 2NSF 

mailto:support@nsfocusglobal.com
mailto:cloud-support@nsfocusglobal.com
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 ̧ Brazil: +55 13 4042 1673 or +55 13 4042 1NSF 

 ̧ Japan: +81 3-4510-8673 or +81 3-4510-8NSF 

 ̧ Singapore: +65 3158 3757 

 ̧ Hong Kong: +852 5803 2673 or +852 5803 2NSF 

 ̧ Middle East: +973 1619 7607 

 



NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 4 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

1 Product Overview  

Security issues are getting increasingly complicated in recent years. Customers are vexed by 

various security threats, especially mixed ones, such as worms, viruses, spyware, distributed 

denial-of-service (DDoS) attacks, spam, and network resource abuse (P2P download, instant 

messaging (IM), online games, videos...). Enterprises' information networks are at the risk of 

severe damage. 

NIPS is a next-generation network security product developed by NSFOCUS. As a networked 

product, it is designed to accurately monitor abnormal network traffic and block all kinds of 

attack traffic, especially threats at the application layer, in real time instead of alerting upon 

detection of malicious traffic. This type of products fill in the gaps of traditional firewalls and 

intrusion detection productions and provide dynamic, in-depth, and proactive security 

protection, offering a new intrusion prevention solution for enterprises. 

Section Description  

Product Characteristics Describes outstanding characteristics of NIPS. 

Major Functions Describes major functions of NIPS. 

Management Modes Describes methods for managing NIPS. 

1.1 Product Characteristics  

Compared with other vendors' intrusion prevention devices, NIPS can work immediately out 

of the box thanks to its zero-configuration networking (zeroconf) function. This function is 

available thanks to NIPS's mature built-in security policy profiles. Based on the imported 

license, NIPS can automatically configure interfaces, select an appropriate profile, add a 

default security policy, and enable the protection mode. 

Common intrusion prevention devices can be used only after users perform complicated 

configuration procedures. This poses an obstacle to those who have never used a security 

device. To streamline the configuration procedure and improve the ease of use, NIPS is 

embedded with diverse scenario models, making it plug-and-play and usable without manual 

operator intervention. 

Figure 1-1 shows the basic procedure for NIPS to go through before going live. 
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Figure 1-1 Go-live procedure of NIPS 

Determine the license 

type

Count interfaces and 

configure interface 

working modes

Generate a default 

policy based on the 

license
 

 

 

After the correct license is imported, NIPS automatically configures two adjacent 

network interfaces as a pair of interfaces working in direct mode. 

 

Generally, after the go-live procedure is complete, NIPS automatically generates a default 

security policy in which Src Addr Object, Dst Addr Object, User, and Time all set to any, 

rule profile set to default, and web security profile set to Web security ï injection attack 

protection profile . By default, this policy is enabled, as shown in Figure 1-2. 

Figure 1-2 Default security policy generated after the go-live procedure 

 

 

NIPS's zeroconf function is convenient, making NIPS easy to use. However, it cannot cover 

all scenarios to meet special configuration needs. In practice, a network may require hybrid 

deployment and a customer may want to use two nonadjacent interfaces as a pair to work in 

direct mode. Therefore, NIPS must allow users to modify interface and security policy 

configurations as required. 

When implementing the zeroconf function, NIPS checks the current configurations. If it finds 

user-defined configurations or the system not in initial state, it will not automatically 

configure interfaces and security policies. 

1.2 Major Functions  

NIPS integrates cutting-edge intrusion prevention technologies into its advanced system 

structure. It is a next-generation intrusion prevention engine that takes in-depth, all-round 

protocol analysis as the basis and protocol identification, protocol anomaly detection, and 

association analysis as the core. It provides users with the following functions: 

 ̧ Network protection 
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NIPS provides real-time and proactive network protection. It also supports traffic 

management, effectively identifying potential abnormal traffic and preventing DoS 

attacks. 

 ̧ Application protection 

NIPS provides protection for the application layer. For operating systems, applications, 

and databases, it filters out malicious traffic and attack packets through in-depth content 

detection, so as to prevent the existing vulnerabilities from being exploited to damage 

and protect operating systems and applications from damage and breakdown. 

 ̧ Content management 

NIPS provides content management over intranet resources, effectively detecting and 

blocking spyware (including Trojan backdoor, malware, and adware), as well as 

monitoring and blocking IM, P2P download, online games, online videos, and network 

streaming media. 

 ̧ Antivirus 

NIPS can detect and remove nearly 1 million viruses (Trojan, worms, macro viruses, and 

script viruses) related to various protocols including HTTP, SMPT, POP3, and FTP. 

Moreover, it can effectively control, detect, and block multithreading and in-depth file 

compressing behaviors. 

1.3 Management Modes  

NIPS can be managed in either of the following ways: 

 ̧ Web-based management 

This is a method implemented through the web-based manager, whose intuitive 

human-machine interfaces provide all necessary management functions. NIPS supports 

IE and Firefox browsers. 

 ̧ Console-based management 

This is a method implemented through the command line interface (CLI) for basic 

operations. 

1.3.1 Web-based Management 

The web-based manager of NIPS provides intuitive human-machine interfaces for users to 

manage and configure NIPS. The following sections describe the users, login method, page 

layout, and common operations of the web-based manager. 

1.3.1.1 Web Users 

The web-based manager of NIPS has two types of user: operator and auditor. The admin 

operator and auditor  auditor are default accounts. The admin operator has privileges of 

managing and configuring administrators and their privileges (see Roles for details). Table 1-1 

describes privileges of operators and auditors. 

Table 1-1 Privileges of operators and auditors 

User Privilege  

Operator admin (default) Has all permissions except managing auditors (but can enable the 

default auditor account auditor ) and viewing system logs. 
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User Privilege  

New operator 

(read/write) 

(Created by admin) 

Has all permissions except managing other users and viewing 

system logs. 

New operator (created 

by admin and has the 

read permission) 

Has permissions of changing the current account's password and 

viewing pages he or she has permissions to operate; cannot write to 

or update system files. 

Auditor auditor  (default) Has permissions of managing auditor accounts and viewing system 

logs after being enabled by admin. 

New auditor 

(Created by auditor ) 

Has permissions of changing the password of his or her own 

account and viewing system logs. 

 

1.3.1.2 Login to the Web -based Manager 

By default, NIPS is accessed via HTTPS port 443. You can change the HTTPS port on the 

Engine Configuration page under System > System Setting. 

 

 

· Before login, check whether the options of blocking pop-ups and disabling 

JavaScript are selected in the browser. If yes, cancel the selections. 

· You are advised to use IE 11.0, Firefox 76.0, Chrome 83.0,  or Edge 84.0,  or later 

browser and set the browser resolution to 1024x768 or higher. 

 

This section uses a Chrome browser as an example to describe how to log in to the web-based 

manager of NIPS. 

Step 1 Make sure that the client communicates properly with NIPS (open port 443 if the traffic needs 

to go through a firewall). 

Step 2 Open the Chrome browser and connect to the management IP address of NIPS over HTTPS, 

for example, enter https://192.168.1.1 in the address bar, and press Enter. 

A security alert appears. 

Step 3 Click Advanced and then Proceed to xxxx (unsafe). 
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Figure 1-3 Login page 

 

 

Step 4 Enter a valid user name and password. 

For the first login, enter the default user name (admin) and password (admin) for an operator. 

Step 5 Click Login. 

----End 

 

 

· The system will return to the login page if you remain inactive for over 5 minutes. 

In this case, you need to log in again to continue using the system. 

· The possible cause for a login failure may be (1) incorrect username; (2) incorrect 

password; (3) upper/lower case confusion; or (4) account disabled or deleted. 

 

1.3.1.3 Page Layout of the Web-based Manager 

The user admin accesses the system after successful login. Figure 1-4 shows the general 

layout of the page. 
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Figure 1-4 Web page layout 

 

 

Table 1-2 describes the page layout. 

Table 1-2 Page layout description 

No. Area Description  

1 Navigation bar Area where menus and related submenus are provided to help you 

locate system functions. 

2 Quick access bar Area providing the following common icons of the system: 

· :  applies configurations. 

· :  message center. 

· :  allows you to view related device information and online 

help and switch the system language. 

· :  modifies the password of the current account, locks 

the current session, and logs you out of the web-based manager. 

 

· For security concern, you are advised to click  

and Log Out to log out of the web-based manager. 

· Clicking Lock Session directly logs you out of the 

web-based manager. In this case, when you log in again, 

you will be redirected back to the page that you are on 

before logout. 

3 Work area Area where you can perform configurations and operations and 

view data. 
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The menus and work areas vary with user permissions. 

 

1.3.1.4 Common Buttons and Their Functions  

Table 1-3 describes common icons/buttons and their functions. 

Table 1-3 Common icons/buttons and their functions 

Icon/Button  Description  

 Edits the current item. 

 Deletes the current item. 

 

· Predefined items, such as the "any" subnet, cannot be deleted. 

· Referenced items cannot be deleted. 

 Retrieves object settings. 

 Starts an operation. 

 Stops an ongoing operation. 

 Moves up/down a policy in a list. 

 Configures parameters. 

 Refreshes the page. 

 Creates an object. 

/  Enables or disables a policy. 

 Copies the current item. 

 Exports a log or report as an HTML, Word, or Excel file. 

 Previews a report. 

 Prints logs or a report. 

 

 

Pointing to an icon displays the description of what the button does. 

 



NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 11 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

In addition to the common operations listed in Table 1-3, there is another important operation: 

apply settings. 

On NIPS, settings can take effect only after being committed in either of the following ways: 

 ̧ Click Commit in the quick access bar to make the security policy take effect. 

 ̧ Choose System > System Control and then click Deploy Policies. 

1.3.2 Console-based Management 

The default console user of NIPS is conadmin, with conadmin as the default password. 

Through a console port, you can access the console user interface of NIPS, which provides 

certain functions such as initial system configuration, status detection, and restoration of the 

initial configurations. Functions that cannot be managed on the web-based manager can be 

managed via the console. For details, see A Console-based Management. 
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2 Dashboard  

The Dashboard module, accessible only to system administrators, presents threat status 

information and system status information through the use of tables and graphs. 

This chapter contains the following sections: 

Section Description  

Threat Overview Presents the threat status information and how to view the information. 

System Overview Presents the system status information and how to view the information. 

2.1 Threat Overview  

Choose Dashboard. The Threat Overview page appears, as shown in Figure 2-1. 

Figure 2-1 Threat overview 

 

 

The Threat Overview page presents configurable threat status information. You can click 

 in the upper-right corner of the page to view component configurations on the page: 
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 ̧ A component in green indicates that it is displayed on the page. 

 ̧ A component in gray indicates that it is hidden from on the page. 

By default, top 5 statistics are displayed. You can change to top 10. 

You can click Reset to restore the default settings. 

Figure 2-2 Component configuration 

 

 

Table 2-1 describes components available on the threat overview page. 

Table 2-1 Threat status components 

Threat 
Typ e 

Threat 
Status 

Description  

Malicious File Top Malware This component presents top N malicious files within the specified 

statistical period which can be Last 1 hr, Last 6 hr, Last 12 hr, or 

Last 24 hr. 

Pointing to the histogram displays the name of a specific malicious 

file and its number of occurrences at a particular time point. 

Top Malware 

Sources 

This component presents top N source IP addresses of malicious files 

within a specified statistical period which can be Last 1 hr, Last 6 
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Threat 
Typ e 

Threat 
Status 

Description  

hr , Last 12 hr, or Last 24 hr. 

Pointing to the histogram displays a specific source IP address and its 

number of occurrences at a particular time point. 

Top Malware 

Threat Type 

This component presents top N types of threat imposed by malicious 

files within a specified statistical period which can be Last 1 hr, 

Last 6 hr, Last 12 hr, or Last 24 hr. 

Pointing to the histogram displays the specific type of threat imposed 

by malicious files and the number of threat of this type at a particular 

time point.  

Intrusion 

Event 

Trend of 

Network 

Intrusion 

Category 

This component presents the trend of intrusion events by type within 

a specified statistical period which can be Last 1 hr, Last 6 hr, Last 

12 hr, or Last 24 hr. 

Pointing to the histogram displays attack types and the number of 

attacks of each type at a particular time point. 

Percentage of 

Network 

Intrusion 

Category 

This component presents the intrusion attack type distribution within 

a specified statistical period which can be Last 1 hr, Last 6 hr, Last 

12 hr, or Last 24 hr . 

Pointing to the pie chart displays a specific attack type and the 

number of attacks of this type at a particular time point. 

Trend of 

High-Severity 

Network 

Intrusion 

This component presents the trend of high-risk intrusion events 

within a specified statistical period which can be Last 1 hr, Last 6 

hr , Last 12 hr, or Last 24 hr. 

Pointing to the trend graph displays the number of high-risk intrusion 

events occurring at a particular time point. 

Risk Level 

Distribution of 

Network 

Intrusion 

This component presents the distribution of high, medium, and 

low-risk intrusion events within a specified statistical period which 

can be Last 1 hr, Last 6 hr , Last 12 hr , or Last 24 hr. 

Pointing to the pie chart displays the number of network intrusion 

events of corresponding risk levels at a particular time point. 

Top Network 

Intrusion 

This component presents top N intrusion events occurring within a 

specified statistical period which can be Last 1 hr, Last 6 hr, Last 

12 hr, or Last 24 hr. 

Pointing to the histogram shows the name and count of intrusion 

events occurring at a particular time point. 

Top Blocked 

Network 

Intrusion 

This component presents top N intrusion events blocked within a 

specified statistical period which can be Last 1 hr, Last 6 hr, Last 

12 hr, or Last 24 hr. 

Pointing to the histogram shows the name and count of intrusion 

events blocked at a particular time point. 

Top Destination 

IPs of Network 

Intrusion 

This component presents top N destination IP addresses of intrusion 

events occurring within a statistical period which can be Last 1 hr, 

Last 6 hr, Last 12 hr, or Last 24 hr. 

Pointing to a histogram displays a specific destination IP address and 

the number of attacks it suffered at a particular time point. 

Top Source IPs 

of Network 

Intrusion 

This component presents top N source IP addresses of intrusion 

events occurring within a statistical period which can be Last 1 hr, 

Last 6 hr, Last 12 hr, or Last 24 hr. 

Pointing to a histogram displays the specific source IP address and 

the number of attacks it launched at a particular time point. 



NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 15 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Threat 
Typ e 

Threat 
Status 

Description  

Trend of 

Network 

Intrusion 

This component presents the intrusion event trend within a statistical 

period which can be Last 1 hr, Last 6 hr, Last 12 hr, or Last 24 hr. 

Pointing to the trend graph displays the number of intrusion events 

occurring at a particular time point. 

Security Log Top Source 

Address 

Geography 

Presents the geographical distribution of security logs generated 

within the specified statistical period which can be Last 1 hr, Last 6 

hr , Last 12 hr, or Last 24 hr . 

Pointing to the geographical distribution graph displays a specific 

source IP address and its longitude, latitude, and number of security 

events at a particular time point.  

Percentage of 

Security Log by 

Severity 

This component presents the distribution of security logs by risk 

level within the specified statistical period which can be Last 1 hr, 

Last 6 hr, Last 12 hr, or Last 24 hr . 

Pointing to the pie chart displays the number of security events of a 

risk level at a particular time point. 

Percentage of 

Security Log by 

Type 

This component presents the distribution of security logs by type 

within the specified statistical period which can be Last 1 hr, Last 6 

hr , Last 12 hr, or Last 24 hr. 

Pointing to the graph shows the security log type and the number of 

security events of this type at a particular time point. 

Advanced 

Malicious 

Sample 

Top Malware 

File Type 

This component presents top N file types of advanced malicious 

samples within the specified statistical period which can be Last 1 

hr , Last 6 hr, Last 12 hr, or Last 24 hr. 

Pointing to the histogram shows the specific type of advanced 

malicious sample files and the number of files of this type at a 

particular time point. 

Top Malware 

Threat Types 

This component presents top N types of alert generated for advanced 

malicious samples within the specified statistical period which can be 

Last 1 hr, Last 6 hr, Last 12 hr, or Last 24 hr. 

Pointing to the histograph shows the specific type of threats imposed 

by advanced malicious samples and the number of threats of this type 

at a particular time point. 

Top Botnet C&C Servers This component presents top N C&C servers within the specified 

statistical period which can be Last 1 hr, Last 6 hr, Last 12 hr, or 

Last 24 hr. 

Pointing to the histogram displays a specific C&C server and its 

count at a particular time point. 

Top URL Categories This component presents top N URL categories within the specified 

statistical period which can be Last 1 hr, Last 6 hr, Last 12 hr, or 

Last 24 hr. 

Pointing to the histogram displays a specific URL category and its 

count at a particular time point. 

Top Malicious URLs This component presents top N malicious URLs and the number of 

hits on each URL within the specified statistical period which can be 

Last 1 hr, Last 6 hr , Last 12 hr , or Last 24 hr. 

Rule Update This component presents the latest rule base update package 

information at the update website. 



NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 16 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

2.2 System Overview  

Choose Dashboard > System Overview. The System Overview page appears. 

Figure 2-3 System overview 

 

 

The system status information includes system information, version information, monitoring 

information and device interface information. 

Table 2-2 describes system status details. 

Table 2-2 System status information 

Information 
Category 

System 
Status 

Description  

System 

information 

General This area presents basic system information, including the device 

description, device location, hash value, CPU architecture, license 

version, system time, system runtime, and engine status. 

You can click  to edit the device description, device location, 

and system time. 

Status This area presents system status information, including the working 

mode, remote assistance, HA status, and bypass status. 

You can click  following the remote assistance, HA status, and 

bypass status to edit the related information. 

Storage This area presents resource information, including information 

about the CF card space, log space, and backup space. 

You can click  following each resource item to perform 

configurations on the corresponding pages. 

Version Information This area presents version information, including the firmware 

version, engine version, license status, signature sets, flow-based 



NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 17 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Information 
Category 

System 
Status 

Description  

anti-malware database, heuristic anti-malware database, URL 

category database, NTI, DGA, and mining detection information 

pack version and update time. You can click Upgrade following an 

item to update the related information. 

System 

Resources 

CPU usage This panel presents the CPU usage trend during a selected period 

which can be Last 1 hr, Last 6 hr, Last 12 hr, or Last 24 hr. 

Pointing to the trend graph shows the CPU usage of the 

management plane and the data plane at a specific time point. 

Memory usage This panel presents the memory usage trend during a selected 

period which can be Last 1 hr, Last 6 hr, Last 12 hr, or Last 24 

hr . 

Pointing to the trend graph shows the memory usage at a specific 

time point. 

Trend of new 

sessions 

This area presents the trend of new sessions during a selected 

period which can be Last 1 hr, Last 6 hr , Last 12 hr, or Last 24 

hr . 

Pointing to a trend graph shows the number of new sessions at a 

specific time point. 

Trend of 

concurrent 

sessions 

This area presents the trend of concurrent sessions during a selected 

period which can be Last 1 hr , Last 6 hr, Last 12 hr, or Last 24 

hr . 

Pointing to a trend graph shows the number of new sessions at a 

specific time point. 

Traffic This area presents the trend of traffic sent and received by a 

specific interface during a selected period which can be Last 1 hr, 

Last 6 hr, Last 12 hr, or Last 24 hr. 

Pointing to a trend graph shows traffic sent or received at a specific 

time point. 

You can determine whether to show the transmitted traffic and 

received traffic on the trend graph by clicking the related legend. 

Hardware 

monitoring 

information 

This area presents the following information: 

· Fan state: presents the status of system fans and the CPU fan. 

· Power state: presents the status of the power supply. 

· Voltage state: presents the voltage status. 

· Temperature state: presents the motherboard temperature, 

power supply temperature, and CPU temperature. 

 

Hardware monitoring information varies with hardware 

platforms. 

Device interface information This area presents device interface information, including the 

interface name, interface status (  indicates the interface is 

enabled and  indicates the opposite), and information type, and 

medium type. 
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3 Alert  

The Monitor module presents various real-time alerts. It contains the following sections: 

Section Descript ion  

Related Configurations Describes general configurations on various alert pages. 

Network Intrusion Describes how to query intrusion prevention alerts. 

Malicious Files Describes how to query alerts for malicious files. 

Web Security Describes how to view web security alerts. 

Advanced Threats Describes how to view alerts for advanced threats. 

C&C Communications Describes how to view alerts for C&C communications. 

Online Behavior Describes how to query alerts for online behaviors. 

Server Exception Describes how to view server anomaly alerts. 

Global Blacklist Describes how to view global blacklist alerts. 

DNS Safety Describes how to view DNS sinkhole and DNS blacklist alerts. 

DoS Protection Describes how to view DoS alerts. 

3.1 Related Configurations  

Operations on pages under the Monitor module are almost the same. This section describes 

these common operations. 

Filtering Log s 

Default filtering conditions are displayed in the upper-left corner of the page. 

Figure 3-1 Default filtering conditions 
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You can click Filter  to set filtering conditions to filter logs. 

Figure 3-2 Setting filtering conditions 

 

 

Selected filtering conditions will be displayed above the log table. 

Figure 3-3 Setting filtering conditions 

 

 

After filtering conditions are set, alert information retrieved based the conditions is displayed 

in the alert log table. 

Figure 3-4 Alert logs retrieved based on the specified filtering conditions 

 

 

Setting Alert Content Columns  

On the alert event page, you can click  in the upper-right corner of the page to determine 

which columns to show. 
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Figure 3-5 Setting alert content columns 

 

 

Viewing Alert Event Det ails  

You can click  preceding an alert event to view alert details below the event. 

Figure 3-6 Viewing alert event details 

 

 

You can click different page tabs to view different information. Different types of alert 

correspond to different alert information. 

Viewing  Information A bout Authenticated Users  

If an event matches an authentication policy (for configuration of an authentication policy, see 

Authentication Policy), the authenticated user name is displayed under Authenticate User. 

Vie wing Information About Associated Accounts  

If an event matches an intelligent user identification policy (for configuration of such a policy, 

see Users in AD, the latest two associated accounts are displayed under Account. 
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Figure 3-7 Viewing associated user accounts 

 

 

Viewing Details of a Public IP Address  

If the source or destination IP address of an event is a public IP address,  appears before 

the IP address, which is displayed in blue, like . 

You can click the source or destination IP address or click the submenu under Threat 

intelligence forensics in the Operation column to directly connect to NSFOCUS NTI to 

obtain details of the public IP address. 

Figure 3-8 Viewing details of a public IP address 

 

 

Refreshing Data  

You can refresh data in either of the following ways on alert pages: 

 ̧ Automatically refresh data. 

Specify the automatic refresh interval in the Refresh Interval text box so that the system 

can automatically refresh data at the specified interval. 
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 ̧ Manually refresh data. 

Click  to refresh data manually on the current page. 

3.2 Network Intrusion  

The network intrusion module allows you to view basic information and details of network 

intrusion events, add exceptions, view the list of isolated IP addresses, and disable the 

isolation. 

3.2.1 Network Intrusion  

Network intrusion events can be generated only after network intrusion profiles are 

configured and referenced in security policies. 

NIPS displays the latest 100 network intrusion events. For each event, you can view the time, 

description, source and destination IP addresses, user, and details. 

Choose Monitor  > Network Intrusion  > Network  Intrusion . In the network intrusion event 

list shown in Figure 3-9, the icon  in the Action column indicates that traffic related to this 

event was allowed to pass through, while  indicates that such traffic was blocked. 

Figure 3-9 List of intrusion detection events 

 

 

Viewing Details of a  Network Intrusion  Event 

Clicking an event name displays the detailed analysis of and solution for this event, as shown 

in Figure 3-10. 
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Figure 3-10 Network intrusion event analysis 

 

 

Clicking a blue link, such as the vulnerability title, NSFOCUS ID, or BUGTRAQ ID, directs 

you to the detailed vulnerability information page of the NSFOCUS website. 

Adding an Exception  

If you do not want NIPS to detect real-time alert events against a certain rule, you can add this 

rule as an exception. 

Step 1 For a network intrusion event, point to  in the Operation column and click Add 

exception. 

Figure 3-11 List of exception rules 

 

 

The New-Add Exception dialog box appears, as shown in Figure 3-12. 
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Figure 3-12 Adding a rule to exception 

 

 

Step 2 Configure parameters. 

Table 3-1 Parameters for configuring an exception rule 

Parameter Description  

Signature ID ID of the exception rule. 

This ID must be the same as the ID of the related intrusion prevention rule. 

Src IP Specifies the source IP address or IP segment, that is, the valid range of IP 

addresses to be covered by this exception rule. Only packets from the specified 

source IP address or IP segment are allowed to go through. 

You should type an IPv4 address or IPv4 segment, for example, 192.168.1.0/24. 

Typing 0.0.0.0 or leaving the field empty indicates no limit. 

Dst IP Specifies the destination IP address or IP segment, that is, the valid range of 

destination IP addresses to be covered by this exception rule. Only packets to the 

specified destination IP address or IP segment are allowed to go through. 

You should type an IPv4 address or IPv4 segment, for example, 192.168.1.0/24. 

Typing 0.0.0.0 or leaving the field empty indicates no limit. 

 

Step 3 Click OK . 

You can view and cancel this exception rule under Objects > Network Intrusion > 

Exceptions. 

Step 4 Click Commit to make the settings take effect. 

----End 

Downloading a PCAP File  

If the packet capture option is selected in a rule referenced by a policy that the current event 

matches, you can point to  in the Operation column and see that the Download PCAP 

file option is available. You can click this option to download the packet capture file of the 

event for analysis and debugging. 

Feeding Back  a False Positive 



NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 25 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

If you determine that a security event is a false positive, you can point to  in the 

Operation column and click Feedback to inform NSFOCUS rule group. 

Step 1 Point to  in the Operation column and click Feedback to report false positives to 

NSFOCUS rule group. 

The Feedback dialog box appears. 

Figure 3-13 Typing feedback information 

 

 

Step 2 Configure parameters in the Feedback dialog box. 

Table 3-2 Parameters for reporting feedback 

Parameter Description  

Email Specifies the email address for receiving feedback replies from the vendor. By 

default, the current logged-in administrator's email address is displayed. 

Update to system 

settings 

After this option is selected, the system sets the current logged-in user's email 

address to the email address typed here and uses it as the default email address for 

sending feedback information to the vendor. For how to configure the email 

address, see Users. 

Content Brief feedback information. 

 

Step 3 Click OK . 

The system sends false positives as configured. After the false positive is successfully sent, a 

message indicating sending success appears. 

----End 

3.2.2 Network Monitoring  

The Network Monitor  page shows the latest 100 network monitoring alert events. 
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Choose Monitor  > Network Intrusion  > Network Monitor . In the monitoring event list 

shown in Figure 3-14, the icon  in the Action column indicates that traffic related to this 

event was allowed to pass through, while  indicates that such traffic was blocked. 

Figure 3-14 Viewing monitoring events 

 

 

Feeding Back a False Positive  

If you determine that a security event is a false positive, you can point to  in the 

Operation column and click Feedback to inform NSFOCUS rule group. For details, see 

Feeding Back a False Positive. 

Downlo ading a PCAP File  

If the packet capture option is selected in a rule referenced by a policy that the current event 

matches, you can point to  in the Operation column and see that the Download PCAP 

file option is available. You can click this option to download the packet capture file of the 

event for analysis and debugging. 

Adding an Exception  

If you do not want NIPS to detect real-time alert events against a certain rule, you can add this 

rule as an exception. For details, see Adding an Exception. 

Obtaining Th reat Intelligence for Forensics  

If the source or destination IP address of a security event is a public IP address, you can get 

details of the IP address. 

You can point to  in the Operation column and click an item under Threat intelligence 

forensics to view traceback details on NTI. 

Viewing Event Information  
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Click the content in the Event Name column to view details of the rule matching the event. 

3.2.3 Quarantine  List  

If  a security policy references an intrusion prevention profile that involves a rule with the 

quarantine option selected, when an attack triggers this rule, NIPS quarantines the 

communications between the source IP address and destination IP address of this attack. 

The quarantine list displays the quarantined source and destination IP addresses, signature ID, 

and quarantine start and end time, as shown in Figure 3-15. 

Choose Monitor > Network Intrusion > Quarantine List . 

Figure 3-15 Quarantine list 

 

 

 ̧ Click the link text Stop quarantine in the Status column to disable the quarantine. 

 ̧ Click the signature ID to view details of the rule that triggers the quarantine. 

3.3 M alicious Files  

Malicious file alerts can be generated only after malicious file profiles are configured and 

referenced in security policies. 

The malicious file alert list presents the latest 100 alerts. For each alert, you can view the alert 

time, alert content, source IP address, and destination IP address. 

Choose Monitor  > Malware. The Malware page presents the list of alerts for malicious files. 

Figure 3-16 Malicious file alerts 

 

 

The Severity column shows the risk level of an alert. 

In the Action column, the icon  indicates that traffic related to this event was allowed to 

pass through, while  indicates that such traffic was blocked. 

Adding an Entry to Whitelist  

For a malicious file alert, if an engine other than Flow-based engine is shown in the Engine 

column, you can add a malicious file to the file sample whitelist. 
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You can point to  in the Operation column and then click Add to whitelist to add the 

MD5 value of the malicious file to the file sample whitelist. Then, this file is taken as a 

legitimate one and will no longer be subject to detections for suspicious files. For details 

about the file sample whitelist, see File Whitelist. 

Obtaining Threat I ntelligence for Forensics  

For a malicious file alert, if an engine other than Flow-based engine is shown in the Engine 

column, you can get information about the malicious file. 

For this purpose, you can point to  in the Operation column and click one of the 

following items under Threat intelligence forensics to view traceback details on NTI:  

 ̧ Source IP: source IP address of the malicious file. 

 ̧ Destination IP: destination IP address of the malicious file. 

 ̧ Malic ious file: malicious file information retrieved based on its MD5 value. 

Figure 3-17 Traceback information of malicious files 

 

3.4 Web Security  

The web security alert module involves malicious URLs and injection attacks. 

3.4.1 Malicious URL  

Malicious URL alerts can be reported only after you perform either of the following 

operations: 

 ̧ Enable malicious URL protection (disabled by default) in a web security profile 

referenced in a security policy. Also, enable collaboration with NTI on the NTI 

configuration page. 

 ̧ Choose Objects > Malware > Settings and select Alert  for  Malware URL . If a 

malicious file is sent via HTTP, an alert will be reported, indicating that this HTTP URL 

is a malicious one. 
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The malicious URL alert list presents the latest 100 alerts. For each alert, you can view the 

alert time, alert content, source IP address, and destination IP address. 

Choose Monitor  > Web Security > Malicio us URL. In the Action column, the icon  

indicates that traffic related to this event was allowed to pass through, while  indicates that 

such traffic was blocked. 

Figure 3-18 Malicious URL access events 

 

 

Adding an Entry  to Whitelist  

You can point to  in the Operation column and click Add to whitelist to add the URL to 

the URL whitelist. Then this URL is considered as a legitimate one and will not be subject to 

subsequent URL detections. For details, see URL Whitelist. 

Obtain ing Threat Intelligence for Forensics  

You can get details of this malicious URL, including the source IP address, destination IP 

address, and domain name. 

For this purpose, you can point to  in the Operation column and click Domain name 

under Threat intelligence forensics to view the domain name of the malicious URL. 

Figure 3-19 Malicious domain name of a URL 
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3.4.2 Injection Attack  

Injection attack alerts can be generated only after SQL injection detection is enabled in web 

security profiles referenced in security policies. 

The injection attack alert list presents the latest 100 injection attack alerts. For each alert, you 

can view the time, source IP address, destination IP address, URL, and category of the attack 

event. 

Choose Moni tor > Web Security > Injection Attack. In the Action column, the icon  

indicates that traffic related to this event was allowed to pass through, while  indicates that 

such traffic was blocked. 

Figure 3-20 Injection attack events 

 

 

Obtaining Threat Int elligence for Forensics 

If the source or destination IP address of an alert event is a public IP address, you can get 

event details, including the time, source IP address, and destination IP address of the event. 

You can click the IP address in the Source IP or Destination IP column or point to the icon 

 in the Operation column and click an item under Threat int elligence forensics to view 

details of an injection attack. 

3.5 Advanced Threat s 

If parameters for collaboration with the sandbox are configured, NIPS will send malicious file 

samples to the sandbox for detection and trigger an alert. In this case, if the callback 

monitoring function is enabled in a security policy, you can view the callback monitoring list 

and callback block events. 

The Advanced Threat menu involves the following submenus: Malware Sample, Callback 

Monitor ing, and Callback Blocked. 

3.5.1 Advanced Mal icious Samples 

The system can display the latest 100 advanced malicious sample alerts. 

Choose Monitor > Advanced Threat > Malware Sample. 
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Figure 3-21 Alerts of advanced malicious samples 

 

 

For each alert, you can view the time, source IP address, destination IP address, risk level, 

abstract, threat type, file name, and action of the alert. 

Obtaining Threat Intellig ence for Forensics 

If the source or destination IP address of an alert event is a public IP address, you can get 

event details, including the time, source IP address, destination IP address of the event. 

You can click the IP address in the Source IP or Destination IP  column or point to the icon 

 in the Operation column and then click an item under Threat intelli gence forensics to 

view details of an advanced malicious sample. 

3.5.2 Callback Monitoring List  

NIPS supports the malware callback monitoring function. During the analysis of an advanced 

malicious sample, the sandbox, when detecting the sample's callback behavior, will record the 

address and domain name initiating callback in the callback monitoring list. You can add the 

IP addresses or domain names on the callback monitoring list to the blacklist or whitelist. 

Those added to the whitelist will be no longer subject to monitoring. If one of those added to 

the blacklist is hit, a callback event will be triggered. 

Choose Monit or > Advanced Threat > Callback Monitoring. 
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Figure 3-22 Callback monitoring list 

 

 

Adding an Entry to the Blacklist  

You can move whitelisted entries to the blacklist in either of the following ways: 

 ̧ Move one by one: Point to  in the Operation column and click Add to blacklist to 

move an entry to the blacklist for callback monitoring. 

 ̧ Move all at once: Point to More and click Blacklist all to move whitelisted entries to the 

blacklist all at once. 

 ̧ Move in bulk: Select one or more entries and point to More and click Blacklist selected 

to move selected entries to the blacklist. 

Adding an Entry to the Whitelist  

You can move blacklisted entries to the whitelist in either of the following ways: 

 ̧ Move one by one: Point to  in the Operation column and click Add to blacklist to 

move an entry to the blacklist for callback monitoring. 

 ̧ Move all at once: Point to More and click Whitelist all  to move blacklisted entries to the 

whitelist all at once. 

 ̧ Move in bulk: Select one or more entries and point to More and click Whitelist selected 

to move selected entries to the whitelist. 

Obtaining Threat Intelligence for Forensics  

If the source or destination IP address of an alert event is a public IP address, you can get 

event details, including the time, source IP address, and destination IP address of the event. 

You can click the IP address in the Callback Address column or point to the icon  in the 

Operation column and then click an item under Threat intelligence forensics to view 

traceback details, for example, clicking Callback address trace to view details of a callback 

address on NTI. 

3.5.3 Callback Block Events  

Choose Monitor > Advan ced Threat > Callback Blocked to view the list of all callback 

block events and block event statistics. 
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3.5.3.1 Callback Block Events  

Choose Monitor > Advanced Threat > Callback Blocked. 

Figure 3-23 Callback block events 

 

 

Obtaining Threat Intelligence for For ensics 

If the source or destination IP address of an alert event is a public IP address, you can get 

details of the two IP addresses of this event. 

For this purpose, you can point to  in the Operation column and click an item under 

Threat intelligence forensics to view event details, for example, clicking Callback address 

trace to view details of a blocked callback address on NTI. 

3.5.3.2 Block Statistics  

Choose Monitor > Advanced Threat > Callback Blocked > Blocked Statistics. 

Figure 3-24 Callback block statistics 

 

 

You can view callback block statistics and traceback details of blocked callback hosts. 

Viewing Block Statistics  
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On the page shown in Figure 3-25, you can click a figure in the Count column to view block 

details. 

Figure 3-25 Viewing callback block statistics 

 

 

You can type an IP address, domain name or URL in the text box in the upper-left corner of 

the page and click Search to view desired callback block statistics. 

Viewi ng Callback Host Information  

On the page shown in Figure 3-26, you can click a figure in the Victim  column to view 

information about blocked callback hosts. 

Figure 3-26 Viewing callback host information 

 

 

Obtaining Threat I ntelligence for Forensics  

You can point to  in the Operation column and click Callback address traceback under 

Threat intelligence forensics to view details of a blocked callback address on NTI. 

3.6 C&C Communica tions 

C&C communication alerts can be generated only after C&C communication profiles are 

configured and referenced in security policies. 
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NIPS displays the latest 100 C&C communication events. For each event, you can view the 

time, source and destination IP addresses, event category, description, and user. 

Choose Monitor  > C&C Communication. In the Action column, the icon  indicates that 

traffic related to this event was allowed to pass through, while  indicates that such traffic 

was blocked. 

Figure 3-27 C&C communication events 

 

Adding an Entry to the Whitelist  

You can point to  in the Operation column and click Add to whitelist to add the C&C 

address to the whitelist. Then this address is considered as a legitimate one and will not be 

subject to subsequent C&C detections. For details, see C&C Whitelist. 

Obtaining Threat Intelligence f or Forensics 

You can point to  in the Operation column and click an item under Threat intelligence 

forensics to view traceback details, for example, clicking C&C  to view details of the C&C 

attack. 

3.7 Online  Behavior  

The Network Behavior menu involves three submenus: Appli cation Control , URL 

Filter ing, and Data Loss Prevention. 

3.7.1 Application Control  

Application control alerts can be generated only after application control profiles are 

referenced in online behavior profiles used in security policies. 

NIPS can present the latest 100 application control events. For each event, you can view the 

time, source IP address, destination IP address, application name, application subcategory, and 

risk level. 
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Choose Monitor > Network Behavior > Application Control . In the application control 

event list, the icon  in the Action column indicates that traffic related to this event was 

allowed to pass through, while  indicates that such traffic was blocked. 

Figure 3-28 Application control events 

 

 

If the source or destination IP address of an event is a public IP address, you can click the 

specific IP address in the Source IP or Destination IP column and click an item under 

Threat intelligence forensics to view details of the source or destination IP address of the 

event. 

3.7.2 URL Categorization  

URL categorization alerts can be generated only after URL categorization profiles are 

referenced in online behavior profiles used in security policies. 

NIPS displays the latest 100 URL categorization events. For each event, you can view the 

time, source and destination IP addresses, URL category, and specific website URL. 

Choose Monitor  > Network Behavior > URL Filter ing. In the URL categorization event list, 

the icon  in the Action column of an event indicates that traffic related to this event was 

allowed to pass through, while  indicates that such traffic was blocked. 



NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 37 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Figure 3-29 URL categorization events 

 

 

If the source or destination IP address of an event is a public IP address, you can click the 

specific IP address in the Source IP or Destination IP column and click an item under 

Threat intelligence forensics to view details of the source or destination IP address of the 

event. 

3.7.3 Data Loss Prevention  

The Data Loss Protection menu involves two pages: Sensitive Data and File Transfer 

Control . Data loss prevention alerts can be generated only after data loss prevention profiles 

are configured and referenced by online behavior profiles used in security policies. 

3.7.3.1 Sensitive Data  

NIPS displays the latest 100 data loss prevention events. For each event, you can view the 

time, source and destination IP addresses, risk level, event description, and service. 

Choose Monitor > Network Behavior > Data Loss Prevention > Sensitive Data. In the data 

loss prevention event list, the icon  in the Action column of an event indicates that traffic 

related to this event was allowed to pass through, while  indicates that such traffic was 

blocked. 



NSFOCUS NIPS User Guide 

Copyright © NSFOCUS 38 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Figure 3-30 Data loss prevention events 

 

 

If the source or destination IP address of an event is a public IP address, you can click the 

specific IP address in the Source IP or Destination IP column and click an item under 

Threat intelligence forensics to view details of the source or destination IP address of the 

event. 

3.7.3.2 File Transfer Control  

NIPS displays the latest 100 file transfer events. For each event, you can view the time, source 

and destination IP addresses, risk level, event description, service, and event details. 

Choose Monitor > Network Behavior > Data Loss Prevention > File Transfer Control. In 

the file transfer control event list, the icon  in the Action column of an event indicates that 

traffic related to this event was allowed to pass through, while  indicates that such traffic 

was blocked. 

You can click the specific IP address in the Source IP or Destination IP column or click an 

item under Threat intelligence forensics to view details of the source or destination IP 

address of the event. 

3.8 Server Exception 

NIPS can monitor server outreach behaviors only after server outreach policies are configured. 

Server exception alerts will be generated once illegitimate server outreach behaviors are 

detected. 

Choose Monitor > Server Exception. 
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Figure 3-31 Server exception alerts 

 

 

In the server exception alert list, the icon  in the Action column of an event indicates that 

traffic related to this event was allowed to pass through, while  indicates that such traffic 

was blocked. 

If the source or destination IP address of an event is a public IP address, you can click the 

specific IP address in the Source IP or Destination IP column and click an item under 

Threat intelligence forensics to view details of the source or destination IP address of the 

event. 

3.9 Global Blacklist  

If the IP address of a website hits an entry in the global IP blacklist, an IP blacklist alert is 

generated, and the system directly blocks its connection. 

Choose Monitor > Glo bal Blacklist > IP Blacklist. 
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Figure 3-32 IP blacklist 

 

 

Obtaining Threat Inte l ligence for Forensics  

You can point to  in the Operation column and click an item under Threat intelligence 

forensics to view details of the source IP address, destination IP address, or malicious IP 

address of a global blacklist alert event. 

Feeding Back a False Positive 

If you determine that a security event is a false positive, you can point to  in the 

Operation column and click Feedback to inform NSFOCUS rule group. For details, see 

Feeding Back a False Positive. 

3.10 DNS Safety  

The DNS Safety menu includes two submenus: DNS Sinkhole and DNS Blacklist. 

3.10.1 DNS  Sinkhole  

Choose Monitor  > DNS Safety > DNS Sinkhole to view records of events triggering DNS 

sinkholing policies. Click Add to blacklist in the Operation column of an event to add the 

domain name to the blacklist. A DNS sinkhole alert will be generated when this domain name 

is matched. 

Figure 3-33 DNS sinkhole 
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3.10.2 DNS Blacklist  

If the domain name of a website hits an entry in the DNS blacklist, a DNS backlist alert is 

generated. 

Choose Monitor > DNS Safety > DNS Blacklist. 

Figure 3-34 DNS backlist 

 

 

Obtain ing Threat Intelligence for Forensics  

You can point to  in the Operation column and click an item under Threat intelligence 

forensics to view details of the source IP address or destination IP address of a DNS blacklist 

alert event. 

Feeding Back a False Positive  

If you determine that a security event is a false positive, you can point to  in the 

Operation column and click Feedback to inform NSFOCUS rule group. For details, see 

Feeding Back a False Positive. 

If the IP address or domain name of a website hits an entry in the global blacklist, the system 

will directly block connections to the website. Global blacklists include the IP blacklist and 

domain name blacklist. 

3.11 DoS Protection  

DoS protection alerts can be generated only after DoS protection policies are enabled and 

configured. 

NIPS displays the latest 100 DoS protection events. For each event, you can view the time, 

source and destination IP addresses, event name, service, and action. 

Choose Monitor > DoS Protection. In the DoS alert list, the icon  in the Action column 

of an event indicates that traffic related to this event was allowed to pass through, while  

indicates that such traffic was subject to a limited rate. 
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Figure 3-35 DoS protection alerts 

 

 

Obtaining Threat Intelligence for Forensics  

If the source or destination IP address of a security event is a public IP address, you can point 

to  in the Operation column of an event and click an item under Threat intelligence 

forensics to view details of the source IP address or destination IP address of this event. 

Viewing Event  Information  

Click the content in the Attack  column to view details of the rule matching the event.
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4 Traffic  

This chapter describes traffic configurations. It contains the following sections: 

Section Description  

Bandwidth Management Describes how to configure a bandwidth management policy.  

Traffic Analysis Describes how to configure a traffic analysis policy.  

NetFlow Configuration Describes how to configure NetFlow settings. 

4.1 Bandwidth Management  

Bandwidth management policies are used to restrict channel traffic and control traffic licenses 

and priorities of authorized users. They can ensure the proper use of network resources and 

more reasonable proportions and distributions of different types of traffic. In addition, 

together with the minimum guaranteed bit rate, maximum guaranteed bit rate, and session 

restriction, traffic management policies guarantee the bandwidth for key sessions. 

Bandwidth management configurations involve two parts: 

 ̧ Policy 

 ̧ Bandwidth Management Profile 

4.1.1 Poli cy 

You can query, create, edit, delete, sort, duplicate, enable, or disable bandwidth management 

policies. The following describes how to create a policy. 

Step 1 Choose Traffic > Bandwidth Management > Policies. 

Figure 4-1 Bandwidth management policies 

 

 

Step 2 Click New to create a bandwidth management policy. 
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Figure 4-2 Creating a bandwidth management policy 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 4-1 Parameters for creating a bandwidth management policy 

Parameter Description  

Policy Name Specifies the name of the bandwidth management policy. 

Bandwidth 

Management 

Template 

Specifies the bandwidth management profile referenced in this policy. 

Src/Dst Zone Specifies a security zone. Packets from or to the specified security zone match 

this bandwidth management policy. global indicates that packets from or to any 

security zones will be checked against this policy. The destination security zone 

automatically refreshes with a matching value each time you select a source 

security zone. 

Src Address Specifies the source IP address object of uplink traffic. any cannot be selected as 

the source address object. 

User Specifies user objects of this policy. 

Schedule Specifies the period when this policy is valid. 

Application Specifies applications to which this policy will apply. 

Application Group Specifies application groups to which this policy will apply. If neither 

applications nor application groups are selected, the traffic control is performed 

only based on IP addresses.  

 

Step 4 Click OK  to complete the configuration. 
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The new bandwidth management policy is as shown in Figure 4-3. 

Figure 4-3 Bandwidth management policies 

 

 

Step 5 Click Commit in the quick access bar to make the security policy take effect. 

----End 

4.1.2 Bandwidth Mana gement Profile  

Choose Traffic > Bandwidth Management > Bandwidth Management Template. A traffic 

line with the maximum uplink/downlink bandwidth being 100 Mbps is configured on NIPS 

by default. 

Figure 4-4 Bandwidth management profiles 

 

 

You can create, edit or delete bandwidth management profiles or traffic lines. The following 

describes how to create a bandwidth management policy and how to create a traffic line. 

Creating a Bandwidth Management Profile  

Step 1 On the page shown in Figure 4-5, click  in the Operation column of this traffic line to 

create a bandwidth management profile for this line. 
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Figure 4-5 Creating a bandwidth management profile 

 

 

Step 2 Configure parameters in the New dialog box. 

Table 4-2 Parameters for creating a bandwidth management profile 

Parameter Description  

Name Specifies the name of the bandwidth management profile. 

The name must be unique and cannot contain the following special 

characters: 

% \ ` < > ' & " 

Priority Specifies the priority of the traffic channel object. This parameter can be 

set to an integer ranging from 0 to 7. A smaller value indicates a higher 

priority. 

Uplink GBR(Kbps) Specifies the minimum bit rate (unit: kbps) for outgoing traffic. 

 

The total uplink traffic must be greater than the sum of uplink 

GBRs of traffic channels involved in all policies. 

Downlink GBR(Kbps) Specifies the minimum bit rate (unit: kbps) for incoming traffic. 

 

The total downlink traffic must be greater than the sum of downlink 

GBRs of traffic channels involved in all policies. 
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Parameter Description  

Max Uplink Bandwidth(Kbps) Specifies the maximum bandwidth for (unit: kbps) for outgoing traffic. 

Max Downlink 

Bandwidth(Kbps) 

Specifies the maximum bandwidth for (unit: kbps) for incoming traffic. 

Max Sessions Specifies the maximum number of TCP sessions allowed by the traffic 

channel.  

Per-IP 

Limit  

Enable If you select Per-IP Limit , NIPS controls traffic from each IP address 

included in source address objects. If you do not select it, NIPS controls 

traffic for source address objects on the whole.  

Max Uplink 

Bandwidth (Kbps) 

Specifies the maximum uplink bandwidth for each IP address. 

Max Downlink 

Bandwidth (Kbps) 

Specifies the maximum downlink bandwidth for each IP address.  

Max Sessions Specifies the maximum number of TCP sessions allowed for each IP 

address.  

 

Step 3 Click OK  to save the settings. 

----End 

Creating a Traffic Line  

Step 1 On the page shown in Figure 4-4, click Create Line. 

Figure 4-6 Creating a traffic line 

 

 

Step 2 Configure parameters in the New dialog box. 

Table 4-3 Parameters for creating a traffic line 

Parameter Description  

Line Name Specifies the line name. 

The name must be unique and cannot contain the following special characters: 
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Parameter Description  

% \ ` < > ' & " 

Max Uplink 

Bandwidth(Kbps) 

Specifies the maximum bandwidth for outgoing traffic. The unit is kbps. 

Max Downlink 

Bandwidth(Kbps) 

Specifies the maximum bandwidth for incoming traffic. The unit is kbps. 

 

Step 3 Click OK  to save the settings. 

----End 

4.2 Traffic Analysis  

Traffic analysis policies are used to analyze network traffic data. After analysis, NIPS presents 

the handled traffic destined to applications and IP addresses on the web-based manager. 

Traffic analysis configurations involve the following parts: 

 ̧ Policy 

 ̧ Application Analysis 

 ̧ IP Analysis 

 ̧ Traffic Integrity Distribution 

4.2.1 Policy  

You can query, create, edit, delete, sort, duplicate, enable, or disable traffic analysis policies. 

To create a traffic analysis policy, follow these steps: 

Step 1 Choose Traffic > Traffic Analysis > Policies. 

Figure 4-7 Traffic analysis policy 

 

 

Step 2 Click New in the upper-right corner of the page. 
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Figure 4-8 Creating a traffic analysis policy 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 4-4 Parameters for creating a new traffic analysis policy 

Parameter Description  

Policy Name Specifies the policy name. 

Src/Dst Zone Specifies a security zone. Packets from or to the specified security zone 

match this policy. global indicates that packets from or to any security 

zones will be checked against this policy. The destination security zone 

automatically refreshes with a matching value each time you select a 

source security zone. 

Src Address Src Address should not be any when Src Zone is set to global, Direct-A, 

Direct-B, Direct-C, Direct-D, or Direct-E.  

Schedule Specifies a period during which this policy is valid. 

User Specifies user objects of this policy. 

Application Specifies application objects to which this policy applies. 

Application Group Specifies application group objects to which this policy applies. 

 

Step 4 Click OK  to save the settings. 

The new policy is shown in Figure 4-9. 
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Figure 4-9 Policy list 

 

 

Step 5 Click Commit in the quick access bar to make the security policy take effect. 

----End 

4.2.2 Application Analy sis 

Choose Traffic > Traffic Analysis > Application An alysis. The Application Analysis page 

shows statistics of application traffic matching traff ic analysis policies. You can perform the 

following operations on application analysis data: 

 ̧ Automatically refresh data. 

Set the automatic refresh interval and click . Then the system will automatically 

refresh application analysis data at the specified interval. 

 ̧ Manually refresh data. 

Click  to refresh application analysis data manually on the current page. 

By default, this page shows top 10 uplink rates and top 10 downlink rates of application 

traffic matching each traffic analysis policy. Alternatively, you can select one or more 

policies to view statistics of traffic matching the policies. 
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Figure 4-10 Viewing overall application analysis data 

 

 

Click in the Policies text box, select a policy, and click the refresh icon  to view analysis 

data of applications covered by this policy. 
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Figure 4-11 Viewing analysis data of applications covered by a specific policy 

 

 

On the page shown in Figure 4-10, click View to the right of the application name to view 

rankings of the uplink or downlink traffic rates of the application covered by the selected 

policy. 
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Figure 4-12 Viewing uplink traffic 

 

 

Click more below the list in the Uplink Rate Top10 or Downlink Rate Top10 panel shown 

in Figure 4-10 to view more application traffic monitoring information. 
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Figure 4-13 Viewing more application traffic monitoring information 

 

 

4.2.3 IP Analysis  

Choose Traffic > Traff ic Analysis > IP Analysis. The IP Analysis page shows statistics of IP 

traffic matching traffic analysis policies. You can perform the following operations on IP 

traffic analysis data: 

 ̧ Automatically refresh data. 

Set the automatic refresh interval and click . Then the system will automatically 

refresh IP traffic analysis data at the specified interval. 

 ̧ Manually refresh data. 

Click  to refresh IP traffic analysis data manually on the current page. 

By default, this page shows top 10 uplink rates and top 10 downlink rates of IP traffic 

matching each traffic analysis policy. Alternatively, you can select one or more policies 

to view statistics of traffic matching the policies. 
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Figure 4-14 Viewing overall IP traffic analysis data 

 

 

You can select a specific traffic analysis policy to view traffic analysis data of IP addresses 

covered by this policy. 

Figure 4-15 Viewing traffic analysis data of IP addresses covered by a specific policy 

 

 

On the page shown in Figure 4-14, click View to the right of an IP address to view rankings of 

the uplink or downlink traffic rates of the IP address covered by the selected policy. 
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Figure 4-16 Viewing uplink traffic 

 

 

Click more below the list in the Uplink Rate Top10 or Downlink Rate Top10 panel shown 

in Figure 4-14 to view more traffic monitoring information of IP sessions. 

Figure 4-17 Viewing more traffic monitoring information of IP sessions 

 

 

One-Clic k Rate Limit  

The one-click rate limit function allows you to configure a bandwidth management policy on 

the Bandwidth Management page for managing IP-specific traffic. 

Step 1 On the page shown in Figure 4-17 or Figure 4-14, click Limit rate  to the right of a specific IP 

address. 
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Figure 4-18 Limiting the traffic rate of a specific IP address 

 

 

Step 2 Set Traffic  to the maximum traffic allowed for the IP address. 

Step 3 Click OK . After parameters are properly specified, the system will automatically perform the 

following operations: 

 ̧ Creates a bandwidth management policy for this source IP address. 

 ̧ Automatically checks whether a line with the same name exists on NIPS. If yes, the 

system directly references such line. If not, the system adds a new line, which will be 

referenced in the bandwidth management policy. For details about traffic management 

policies and lines, see Bandwidth Management. 

 ̧ Adds a new bandwidth management profile named speedlimit***  as shown in Figure 

4-19. This profile object will be referenced in bandwidth management policies, as shown 

in Figure 4-20. 

Figure 4-19 Automatically added bandwidth management profile 

 

 

Figure 4-20 Automatically added bandwidth management policy 
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----End 

4.2.4 Traffic Integrity Distribution  

The traffic integrity distribution module consists of traffic integrity statistics, packet loss trend, 

and session monitoring. 

4.2.4.1 Traffic Integrity Statistics  

The application traffic integrity statistics function collects statistics on the total number, 

proportion, and trend of six types of sessions: Sessions with an incomplete three-way 

handshake, sessions with complete handshake and packet loss, unidirectional sessions, 

complete sessions, sessions of bypass security engine, and sessions with a complete 

handshake complete but no load. This function is disabled by default as it may affect the 

system performance when enabled. 

After the application traffic integrity statistics function and packet loss statistics function are 

enabled, you can view the integrity distribution trend graph, packet loss trend graph, and 

session monitoring within the statistical period. 

Step 1 Choose Traffic > Traf fic Analysis > Traffic Integrity Distribution . 

The Traffic Integrity Statistics  page appears. 

Figure 4-21 Traffic integrity distribution trend 

 

 

Step 2 Select the Enable checkbox to enable the traffic integrity statistics function. 

Step 3 Configure Src IP/Netmask and Dst IP/Netmask.  

 ̧ The two parameters cannot be both any. 

 ̧ You can type multiple IP addresses, separated by the comma (,). 

 ̧ The netmask value range is 24ï32 for IPv4 or 96ï128 for IPv6, for example, 1.1.1.1/24 

or 2002::1510:20691/96. 

Step 4 Click Apply  to enable integrity statistics. 

Then you can view the statistics. 
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Figure 4-22 Viewing integrity statistics 

 

 

Step 5 (Optional) Modify the statistical period. 

The statistical period is 1 minute by default which can be changed to 5 or 10 minutes. After 

the parameter modification, you can click Refresh to commit the setting. 

Step 6 (Optional) Switch to the histogram. 

By default, the line chart is displayed. You can click  to switch to the histogram or  to 

switch back to the original chart. 

----End 

Traffic Integrity Distribution Trend  

As shown Figure 4-21, the Traffic Integrity Distribution Trend  area shows the distribution 

trend graph of different types of session. Pointing to a curve shows the total number of all 

sessions and each type of session at a specific time point. The traffic integrity distribution can 

be shown as a line chart or histogram, as shown in Figure 4-23 and Figure 4-24. 
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Figure 4-23 Application traffic integrity trend ï line chart 

 

 

Figure 4-24 Application traffic integrity trend ï histogram 

 

 

4.2.4.2 Packet Loss Trend 

On the Packet Loss Trend page, you can enable the packet loss statistics function to view the 

packet loss trend within a statistical period (1 minute by default). 

Step 1 Choose Traffic > Traffic Analysis > Traffic Integrity Distribution . 

The Packet Loss Trend page appears. 
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Figure 4-25 Packet loss trend  

  

 

Step 2 Select the Enable checkbox to view the packet loss trend. 

Step 3 Set the statistical period. 

The statistical period is 1 minute by default which can be changed to 5 or 10 minutes. 

Step 4 Click Refresh to view statistics. 

By default, the packet loss trend is shown as a line chart. 

Figure 4-26 Packet loss trend 

 

 

On the line chart, the packet loss trend is displayed in different colored curves for interfaces 

and the data communication engine and security engine. Pointing to a curve shows the total 

number of sessions of all types and each type at a specific time point. 
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Figure 4-27 Viewing the packet loss trend at a specific time point 

 

 

Step 5 Switch the display mode. 

Click  to switch to the histogram. 

Figure 4-28 Viewing the packet loss trend - histogram 

 

 

----End 

4.2.4.3 Session Monitoring  

On the Session Monitor page, you can view session details amid application traffic integrity 

statistics. 

Step 1 Choose Traffic >  Traffic Analysis > Session Monitor . 

The Session Monitor page appears. 
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Figure 4-29 Session monitoring 

 

 

This page presents the latest 1000 entries of session monitoring data. 

Step 2 Filter session monitoring information. 

You can specify the source IP address, destination IP address, source port, destination port, 

protocol, and type and then click Search to find desired session monitoring information. 

Figure 4-30 Querying session information based on a source IP address 

 

 

Step 3 Click Clear to clear query results. 

----End 

4.3 NetFlow Configuration  

When collaborating with NSFOCUS Network Traffic Analyst (NTA), NIPS can identify 

DDoS attacks more effectively. When NIPS and NTA are deployed for this purpose, the 
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switch may not support NetFlow. In this case, you must configure NetFlow on NIPS by 

performing the following steps: 

Step 1 Choose Traffic > NetFlow . 

On the NetFlow page, the NetFlow feature is disabled by default. 

Figure 4-31 Netflow 

 

 

Step 2 Select Yes for Enable. 

Figure 4-32 Enabling NetFlow 

 

 

Step 3 Configure parameters. 

Table 4-5 NetFlow parameters 

Parameter Description  

Dst IP Specifies the destination IP address to which NetFlow data will be sent, 

that is, the IP address of NTA. 

Dst Port Specifies the port to which NetFlow data will be sent, that is, the port 

number of the IP address of NTA. 
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Parameter Description  

Sampling Ratio Specifies the likelihood of packets being encapsulated into NetFlow 

packets. By default, the sampling ratio is 1: 1000, indicating that one out of 

1000 packets will be encapsulated into NetFlow packets. The sampling 

ratio can be 1:10000, 1:1000, 1:100, 1:1, or a desired custom value.  

 

Step 4 Click OK  to complete the configuration. 

Step 5 Click Commit in the quick access bar to make the security policy take effect. 

----End 
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5 Log 

The log module allows you to configure report profiles for generating reports in addition to 

querying security logs, online behavior logs, O&M logs, malicious file archive logs, and data 

maintenance logs. 

This chapter contains the following sections: 

Section Description  

Security Log Describes how to query and manage security logs. 

Network Behavior Describes how to query and manage online behavior logs. 

O&M Log Describes how to query and manage operating logs and hardware logs. 

Malware Archive Describes how to manage archived malicious files and how to send them 

externally. 

Data Maintenance Describes how to maintain configurations, back up logs, and view the backup 

history.  

Report Describes how to manage report profiles and report files. 

 

For security logs, online behavior logs, and O&M logs, the following basic operations can be 

performed in a similar way. 

Setting Log Fields to Be Displayed 

You can determine which log fields are displayed by clicking  to the upper right of the log 

table. 

Filtering Logs 

At the top of the log page, you can specify both default and optional log filtering conditions to 

query logs. 

 ̧ Default filtering conditions: Time, Severity, Action, and Signature ID. 

 ̧ You can click Filter  to select a filtering condition from the drop-down list to add it to the 

log query area. More than one condition can be added. 

Then you can click Search to query desired logs which will be shown in the log table. 
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Viewing Logs 

 ̧ Click  preceding a log to view log details, including but not limited to basic 

information, source information, destination information, threat information, attack 

forensics, and handling suggestions. 

 ̧ Click the source or destination IP address to view detailed threat intelligence of the 

address on NTI. If the source or destination IP address is an external one, it is indicated 

in blue and preceded by . 

 ̧ Click the event name to open the event details dialog box where you can view event 

details and click the vulnerability title, NSFOCUS ID, CVE ID, or other blue links to 

view vulnerability details. 

Export ing Logs 

Click Export  and select a file export format to export all listed logs and save them to a local 

disk drive. 

Confirming Events 

After viewing an event log, you can confirm this event. Upon confirmation, the event status is 

changed to Confirmed. 

 ̧ Point to  in the Operation column of an event log and click Confirm  to complete 

log confirmation. 

 ̧ Select multiple logs from the log table and click Confirm  to confirm the selected logs. 

 ̧ Point to More and click Confirm  all to confirm all logs in the log table. 

Also, you can cancel confirmation of events that are confirmed in the same way as they are 

confirmed. 

Deleting Logs 

 ̧ Point to  in the Operation column of a log and click Delete to delete the log. 

 ̧ Select multiple logs, point to More, and click Delete selected to delete the selected logs. 

 ̧ Point to More and click Delete all to delete all logs in the table. 

5.1 Security Log  

The security log module involves ten types of log, including network intrusion logs, malicious 

file logs, web security logs, and advanced threat logs. 

5.1.1 Network Intrusion  

The network intrusion module involves intrusion events and monitoring events. 
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5.1.1.1 Intrusion Event  

Intrusion event logs can be generated only after intrusion event profiles are configured and 

referenced in global security policies. 

Choose Log > Security Log > Network Intrusion. The Network Intrusion  page shows 

network intrusion logs. 

Figure 5-1 Intrusion events 

 

 

Besides basic operations, you can perform the operations specific to intrusion events: adding 

an exception, downloading a PCAP file, and feeding back to the vendor. 

Ad di ng an Exception 

If you do not want NIPS to check intrusion events against a certain rule, you can add this rule 

as an exception. 

Step 1 Point to  in the Operation column of an intrusion event and click Add exception. 
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Figure 5-2 Adding a rule to exception 

 

 

Step 2 Configure parameters in Add Exception dialog box. 

Table 5-1 Parameters for configuring an exception rule 

Parameter Description  

Signature ID ID of rule added as an exception. 

This ID must be the ID of an existing rule. 

Src IP Specifies the source IP address or IP segment, that is, the valid range of IP 

addresses to be covered by this exception rule. Only packets from the specified 

source IP address or IP segment are allowed to go through. 

You should type an IPv4/IPv6 address or segment. Typing 0.0.0.0 or leaving the 

field empty indicates no limit. 

Dst IP Specifies the destination IP address or IP segment, that is, the valid range of 

destination IP addresses to be covered by this exception rule. Only packets to the 

specified destination IP address or IP segment are allowed to go through. 

You should type an IPv4/IPv6 address or segment. Typing 0.0.0.0 or leaving the 

field empty indicates no limit. 

 

Step 3 Click OK . 

You can view and cancel this exception rule under Objects > Network Intrusion > 

Exceptions. 

Step 4 Click Commit in the quick access bar to make the security policy take effect. 

----End 

Downloading a PCAP File 

If the packet capture option is selected in a rule referenced in a security policy profile 

triggering an event, you can point to  in the Operation column of the event log and then 

click Download PCAP file to download the packet capture file of this event for analysis and 

debugging. 

Feeding Back to the Vendor  



NSFOCUS NIPS User Guide 
 

Copyright © NSFOCUS 70 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

If you consider an intrusion log as a false positive, you can point to  in the Operation 

column of the log, click Feedback, and type feedback information to inform NSFOCUS rule 

group. 

Figure 5-3 Typing feedback information 

 

 

 ̧ Email: specifies the email address for receiving feedback replies from the vendor. By 

default, the current logged-in administrator's email address is displayed. 

 ̧ Update to system settings: After this option is selected, the system sets the current 

logged-in user's email address to the email address typed here and uses it as the default 

email address for sending feedback information to the vendor. For details on email 

address configuration, see Mail Server. 

 ̧ Content: brief feedback to the vendor. 

Click OK . The system sends false positives as configured. After the false positive is 

successfully sent, a message indicating feedback success appears. 

5.1.1.2 Monitoring  Event 

Monitoring event logs can be generated only after network intrusion profiles are configured 

and referenced in global security policies. 

Choose Log > Security Log > Network Intrusion > Network Monitor . On the Network 

Monitor  page, you can manage monitoring event logs in the same way as intrusion event 

logs. 

5.1.2 M alious File  

Malicious file logs can be generated only after malicious file profiles are configured and 

referenced in global security policies. 

Choose Log > Security Log > Malware. The malware log page shows malicious file logs. 
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Figure 5-4 Malicious file logs 

 

 

In addition to basic operations, you can point to  in the Operation column of a log to add 

the file to the whitelist. 

Adding an Entry to the Whitelist  

If an engine other than the flow-based antivirus engine is used as the detection engine in a 

malicious file profile referenced in a global security policy triggering a malicious file log, you 

can add the malicious file to the file sample whitelist. 

You can point to  in the Operation column and then click Add to whitelist to add the 

malicious file to the file sample whitelist. Then, this file will be deemed a legitimate file and 

no longer subject to detections for suspicious files. For details about the file sample whitelist, 

see File Whitelist. 

5.1.3 Web Security  

Web security logs consist of malicious URL logs and injection attack logs. 

5.1.3.1 Malicious URL  

Malicious URL logs can be generated only after malicious URL detection is enabled in web 

security profiles that are referenced in global security policies. 

Choose Log > Security Log > Web Security. 

The Malicious URL  page lists malicious URL logs. 
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Figure 5-5 Malicious URL logs 

 

 

In addition to basic operations, you can feed back false positives to the vendor and add URLs 

to the whitelist. 

Feeding Back to the Vendor  

If you consider a malicious URL log as a false positive, you can point to  in the 

Operation column of the log, click Feedback, and type feedback information to inform 

NSFOCUS rule group. 

For details on feedback parameters, see Feeding Back to the Vendor. 

Adding an Entry to the Whitel ist 

You can add URLs indicated in logs to the whitelist only after malicious URL detection is 

enabled in web security profiles referenced in global security policies triggering malicious 

URL logs. 

For details, see Adding an Entry to the Whitelist. 

5.1.3.2 Injection Attack  

Injection attack logs can be generated only after SQL injection detection is enabled in web 

security profiles that are referenced in global security policies. 

Choose Log > Security Log > Web Security > Injection Attack. The Injection Attack  page 

shows injection attack logs. Injection attack logs are operated in the same way as malicious 

URL logs. For details, see Malicious URL. 

5.1.4 Advanced Threat  

The advanced threat module encompasses advanced malicious sample logs and callback block 

event logs. 

5.1.4.1 Advanced Malicious Sample  

Collaborate with TAC or a cloud-side sandbox, NIPS can obtain the latest advanced malicious 

sample detection logs. 

Choose Log > Security Log > Advanced Threat > Malware Sample. The Malware Sample 

page shows advanced malicious sample detection logs. 



NSFOCUS NIPS User Guide 
 

Copyright © NSFOCUS 73 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Figure 5-6 Advanced malicious sample detection logs 

 

 

For operations on advanced malicious sample logs, see basic operations in Log. 

5.1.4.2 Callback Block Event  

Collaborating with TAC or a cloud-side sandbox, NIPS can obtain the latest callback block 

event logs. 

Choose Log > Security Log > Advanced Threat > Blocked Events. The Blocked Events 

page displays callback block event logs. Operations on callback block event logs can be 

performed in a similar way as advanced malicious sample detection logs. For details see 

Advanced Malicious Sample. 

5.1.5 C&C Communication  

C&C communication logs can be generated only after C&C communication profiles are 

configured and referenced in global security policies. 

Choose Log > Security Log > C&C Communication. The C&C Communication page 

shows C&C communication logs. 
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Figure 5-7 C&C communication logs 

 

 

In addition to basic operations, you can feed back false positives to the vendor and add the 

address of a C&C server to the whitelist. 

Adding an Entry to the Whitelist  

You can add the address of a C&C server to the whitelist only after the whitelist function is 

enabled in C&C communication profiles in global security policies. 

The domain name or IP address of the C&C server, once being added to the whitelist, will be 

taken as a legitimate one and on longer be subject to subsequent C&C detection. For details, 

see Adding an Entry to the Whitelist. 

Feeding Back to the Vendo r 

If you consider a C&C communication log as a false positive, you can point to  in the 

Operation column of the log, click Feedback, and type feedback information to inform 

NSFOCUS rule group. 

For details on feedback parameters, see Feeding Back to the Vendor. 

5.1.6 Server Exception 

Server exception logs can be generated only after server outreach policies are configured. 

Choose Log > Security Log > Server Exception. The Server Exception page shows server 

exception logs. 

Figure 5-8 Server exception logs 
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For operations on server exception logs, see basic operations in Log. 

5.1.7 Gl obal Blacklist  

If the IP address of a website matches an entry in the global IP blacklist, an IP blacklist log is 

generated, and the system directly blocks connections to the website. 

Choose Log > Security Log > Global Blacklist > IP Blacklist. The IP Blacklist page shows 

IP blacklist logs. 

Figure 5-9 IP blacklist logs 

 

 

For operations on IP blacklist logs, see basic operations in Log. 

5.1.8 DNS Safety  

If the domain name of a website hits an entry in the DNS blacklist, a domain name blacklist 

log is generated, and the system directly blocks connections to the website. 

Choose Log > Security Log > DNS Safety > DNS Blacklist. The DNS Blacklist page 

displays domain name blacklist logs. DNS blacklist logs are operated in the same way as IP 

blacklist logs. For details, see Global Blacklist. 

5.1.9 DoS Protection  

DoS protection logs can be generated only after DoS protection policies are configured and 

enabled. 

Choose Log > Security Log > DoS Protection. The DoS Protection page displays DoS 

protection logs. 
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Figure 5-10 DoS protection logs 

 

 

For operations on DoS protection logs, see basic operations in Log. 

5.1.10 M ining  

Mining logs can be generated only after mining protection policies are configured and 

enabled. 

Choose Log > Security Log > Mining . The Min ing page displays mining logs. 

Figure 5-11 Mining page 

 

 

For operations on DoS protection logs, see basic operations in Log. 

5.2 Network Behavior  

Online behavior logs include application control logs, URL categorization logs, and data loss 

prevention logs. 

5.2.1 Application Control  

Application control logs can be generated only after application control profiles are 

configured and referenced in online behavior profiles used in global security policies. 

Choose Log > Network Behavior > Application Control. The Application Control page 

shows application control logs. 
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Figure 5-12 Application control logs 

 

 

For operations on application control logs, see basic operations in Log. 

5.2.1 URL Categorization  

URL categorization logs can be generated only after URL categorization profiles are 

configured and referenced in online behavior profiles used in global security policies. 

Choose Log > Network Behavior > URL Filtering . The URL Filtering  page shows URL 

categorization logs. 

Figure 5-13 URL categorization logs 

 

 

For operations on URL categorization logs, see basic operations in Log. 

5.2.2 Data Loss Prevention  

Data loss prevention logs include sensitive data protection logs and file transfer control logs. 

Data loss prevention logs can be generated only after data loss prevention profiles are 

configured and referenced in online behavior profiles used in global security policies. 

5.2.2.1 Sensitiv e Data 

Choose Monitor  > Network Behavior > Data Loss Prevention > Sensitive Data. The 

Sensitive Data page shows sensitive data protection logs. 
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Figure 5-14 Sensitive data protection logs 

 

 

For operations on sensitive data protection logs, see basic operations in Log. 

5.2.2.2 File Transfer  Control  

Choose Log > Network Behavior > Data Loss Prevention > File Transfer Control . The 

File Transfer Control page shows file transfer control logs. File transfer controls logs are 

operated in the same way as sensitive data protection logs. For details, see Sensitive Data. 

5.3 O&M Log  

O&M logs include running logs and hardware logs. 

5.3.1 Running Log  

Running logs record the interface status, HA status, system running status, and bypass status. 

Choose Log > O&M Log >  Running Log. The Running Log page shows running logs. 

Figure 5-15 Running log 

 

 

Besides basic operations, you can click Clear Log to delete all  running logs. 

5.3.2 Hardware Log  

Hardware logs record the temperature and usage of the CPU, motherboard, and power supply 

of the device. 

Choose Log > O&M Log >  Hardware Log. The Hardware Log page shows hardware logs. 
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Figure 5-16 Hardware logs 

 

 

Besides basic operations, you can click Clear Log  to delete all hardware logs. 

5.4 Malware Archive  

The malware archive module lists archived malicious files and server settings. Currently, this 

function is available only to NIPS with a hard disk. 

5.4.1 Archived Malicious Files  

If the malicious file forensics function is enabled under Objects > Malware > Settings, 

malicious file samples will be stored in a local disk drive. 

Choose Log > Malware Archive > Ar chived Malware. The Archived Malware page shows 

archived malicious files. 

Figure 5-17 Archived malicious files 

 

 

 ̧ Delete malicious files. 

ī Click  in the Operation column of a malicious file to delete the file. 



NSFOCUS NIPS User Guide 
 

Copyright © NSFOCUS 80 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

ī Select multiple malicious files, point to More, and click Delete selected to delete the 

selected files. 

ī Point to More and click Delete all to delete all malicious files in the table. 

 ̧ Export malicious files. 

ī Click  in the Operation column of a malicious file to export it to a local disk 

drive. 

ī Select multiple files, point to More, and click Export selected to export malicious 

files to a local disk drive. 

 ̧ Perform forensics on NTI. 

Click  in the Operation column of a malicious file to perform forensics on NTI. 

5.4.2 Server Settings  

NIPS can send archived malicious files to third parties. On the Server Settings page, you can 

configure the parameters of third-party servers and view the latest 10 sync records. 

Step 1 Choose Log > Malware Archive > Server Settings. 

Figure 5-18 Server settings 

 

 

You can add an external server to receive archived malicious files from NIPS. The following 

describes how to add such a server. 

Step 2 Click New in the upper-right corner of the page. 
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Figure 5-19 Adding an external server to receive archived malicious files 

 

 

Step 3 Configure server parameters in the New dialog box. 

Table 5-2 Parameters for adding an external server to receive archived malicious files 

Parameter Description  

Server Name Name of the server. 

Protocol Protocol used by the server. 

Server Address/Port Specifies the IP address/port number used by the server to provide 

services. 

Username/Password Specifies the user name/password for access to the server. 

Storage Path Specifies the path to store archived malicious files on a third-party 

server. 

Sending Cycle Specifies the interval of sending archived malicious files to the 

server. 

Delete Local Sample Controls whether to delete local samples. 

Enable Controls whether to enable the server. The server can receive 

malicious files only after it is enabled. 

 

Step 4 Click OK  to commit the settings. 

----End 

5.5 Data Maintenance  

The data maintenance modules involve maintenance configuration, log backup, and backup 

history. 
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5.5.1 M aintenance Configuration  

After maintenance configuration is enabled, you can view the CF card usage, usage of the 

entire hard disk, log distribution, and current log storage disk usage and its trend in the last 

seven days. 

Choose Log > Data Maintenance > General. 

Figure 5-20 Maintenance configuration 

 

 

 ̧ CF card usage 

This area shows the CF card usage and you can click Free to clear data stored on the CF 

card. 

 ̧ Hard disk usage 

This area shows the usage of the hard disk. 

 ̧ Log storage disk usage 

This area shows the usage of the log storage disk and the percentage of each type of logs 

stored in the disk. You can perform the following operations: 

ī Point to the pie chart to view log types and percentage of each type. 

ī Click a legend below the pie chart to show or hide the corresponding log type on the 

pie chart. 

 ̧ Trend of log storage disk usage in the last seven days 

This area shows the trend of log storage disk usage in the last seven days. 

Pointing to the trend graph shows the usage of the log storage disk at a specific time 

point. 

5.5.2 Log Backup 

After log backup is enabled, you can determine how logs are backed up and output. 

Choose Log > Data Maintenance > Setting. 



NSFOCUS NIPS User Guide 
 

Copyright © NSFOCUS 83 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Figure 5-21 Log backup 

 

 

Table 5-3 shows parameters for configuring the log backup method and output method. 

Table 5-3 Parameters for configuring the log backup method and output method 

Parameter Description  

Backup 

method 

Backup method Logs can be backed up automatically or manually: 

· Auto: specify log types to be backed up, set the backup time, 

and click OK . 

· Manual: specify the log types to be backed up, set the backup 

time and frequency, and click OK . 

Log Type Specifies the log types to be backed up. 

Recurrence Specifies the backup frequency. This parameter is required only 

when Manual is selected as the backup method. 

You can select the backup cycle from the drop-down list. 

Time Specifies the backup time. This parameter is required only when 

Manual is selected as the backup method. 

Time Frame Specifies a time frame. Logs generated in this period will be backed 

up. 

Encrypted Controls whether to encrypt data to be backed up. 

Output 

method 

Output method Controls whether logs are backed up in a local disk drive or sent to 

the SFTP server. 

SFTP Server/Port Specifies the IP address/port number used by the SFTP server to 

receive logs from NIPS. 

Username/Password Specifies the user name/password for access to the SFTP server. 

Store Path Specifies the log storage path on the SFTP server. 
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Parameter Description  

Delete old local 

backup files when 

success 

Controls whether to delete local backup files after backup. 

 

After the preceding parameters are configured, you can click Test to test the connection 

between NIPS and SFTP to make sure that the log backup succeeds. 

5.5.3 Backup H istory  

The backup history is a string of records of backup done as configured. By default, the latest 

50 backup records are displayed. 

Choose Log > Data Maintenance >History. 

Figure 5-22 Backup history 

 

5.6 Report  

NIPS generates reports by using report profiles. 

5.6.1 Report Profile  

Choose Log > Report > Report Template. NIPS comes with monthly and weekly general 

report profiles. 
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Figure 5-23 Report profiles 

 

 

Creating a Report Profile  

To create a custom report profile, follow these steps: 

Step 1 Click New. 

Figure 5-24 Creating a new report profile 

 

 

Step 2 Configure basic parameters. 

Table 5-4 Basic parameters for configuring a report profile 

Parameter Description  

Name Name of the custom report profile. 

Description Description of the report profile. 

Submitter Report submitter. 

Department Organization that submits the report. 
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Parameter Description  

Cover Logo Logo used on the cover. 

Click Upload to upload a logo image. After a logo is uploaded, you can click 

Preview to preview it. 

 

· Image format: png/jpg/jpeg 

· Image size: less than 1 MB. 

· Recommended image scale: 3:2 

Default Logo If this option is selected, the built-in logo is used. 

 

Step 3 Configure report contents. 

a. Click Next to open the report content configuration page. 

b. Select the built-in report content profile default or click  to create a new profile. 

c. For a new report content profile, type the profile name and select items included in the 

profile. Then the selected items will be displayed in the Selected Items box. Click  
beside the Name text box to save this new profile. Then the name of the new profile is 

displayed in the Template text box. 

 

 

You can click , , , or  beside the Template text box to edit, rename, 

copy, or delete a report content profile.  

 

Step 4 Configure a filter. 

a. Click Next to open the fil ter configuration page. 

b. Select a filter profile or click  to create a filter profile. 

c. Type the filter profile name and set filtering conditions in the right box. 

d. Click  beside the Name text box to save this new profile. Then the name of the new 

profile is displayed in the Filter  Template text box. 

Step 5 Configure the report task schedule. 

a. Click Next to open the report task schedule configuration page. 

b. Set schedule parameters. 

ī Report generation method: Schedule and Subscribe. 

ī Recurrence: report generation cycle. 

ī Execute Day/Time: report generation time. 

ī Time Frame: statistical period of logs. 

Step 6 Configure the output method. 

a. Click Next to open the report output configuration page. 
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b. Configure report output parameters. 

ī Report format: PDF, HTML, WORD, EXCEL. PDF and WORD are default formats. 

ī Send to Email: If you select this option, you need to select an existing email profile 

or click  to create a new one. 

ī Send to FTP Server: If you select this option, you need to select an existing FTP 

profile or click  to create a new one by specifying the IP address and port used by 

the FTP server to receive reports, user name and password for access of the FTP 

server, as well as the report storage path on the FTP server. 

Step 7 Click Save to save the settings. 

----End 

Other Op erations 

 ̧ View: Click  in the Operation column of a built-in report profile to view details of 

this profile. 

 ̧ Edit: Click  in the Operation column of a custom report to edit a profile. 

 ̧ Derive: Click  in the Operation column of a built-in report profile to create a derived 

profile. 

 ̧ Enable/Disable: Enable or disable profiles one by one or in bulk. 

 ̧ Delete: Delete a profile. Only profiles that are not in use can be deleted. For details see 

Log. 

 ̧ View: View settings of report profile. 

 ̧ Generate: Click  in the Operation column to generate a report. You can view the 

new report under Log > Report > Report File. 

5.6.2 Report File  

Choose Log > Report > Report File. 

The Report File page presents report files generated based on report profiles. 

Figure 5-25 Report files 

 

 

Besides basic operations, you can perform the following operations on report files. 

Previewing a Report  

Click  in the Operation column of a report file to preview it. 
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Downloading a Report  

Click pdf, html, word, or excel in the Download column to download the report to a local 

disk drive for future reference and analysis. 

Sending Reports  

Reports can be sent in one of the following ways: 

 ̧ Click  in the Operation column of a report file to send the report as configured. 

 ̧ Select multiple report files, point to More, and click Send selected to send the reports as 

configured. 

 ̧ Point to More and click Send all to send all reports as configured. 
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6 Policies 

This chapter contains the following sections: 

Section Description  

Security Policy Describes how to manage integrated security policies. 

DoS Protection Describes how to configure various DoS protection policies. 

Server Outreach Describes how to configure a server outreach policy and server outreach learning 

settings. 

Sandbox 

Collaboration 

Describes how to configure the device to collaborate with sandboxes and how to 

view detection statistics. 

Threat Intelligence Describes how to configure the device to collaborate with threat intelligence 

platforms and how to view hit statistics and query intelligence. 

Global 

Blacklist/Whitelist 

Describes how to manage and configure the global blacklist and whitelist. 

DNS Safety Describes how to manage and configure the DNS blacklist, whitelist, and sinkhole 

policy. 

IP/MAC Binding Describes how to manage IP/MAC bindings. 

Collaboration with 

Firewalls 

Describes how to configure the device to collaborate with NSFOCUS NF. 

User Management Describes how to manage users. 

Geodatabase Describes how to query an IP address in the public IP geodatabase and how to 

manage the private IP geodatabase. 

Mining Protection Describes how to configure a mining protection policy. 

6.1 Security Pol icy 

You can configure integrated policies by setting security zones, objects, security profiles, and 

online behavior profiles. NIPS will check traffic flowing through it against these policies for 

intrusions, malicious files, C&C communication, web threats, application-layer threats, and 

data breaches and for identification of URL categories. In this manner, the intranet is 

effectively secured. 

NIPS comes with intrusion prevention profiles and web security profiles. Therefore, without 

much user intervention, NIPS can go live to deliver some degree of protection. 
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Figure 6-1 shows the procedure for configuring policies. 

Figure 6-1 Policy configuration process 

 

 

6.1.1 Security Poli cy Management  

Security policy management involves policy creation and other operations. 

Creating a Securit y Policy  

To create a security policy, follow these steps: 

Step 1 Choose Policies > Security Policy > Policies. 

The Policies page lists existing policies. 
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Click  and you can configure which fields to be displayed in the list. 

Step 2 Click New. 

Figure 6-2 Creating a security policy 

 

 

Step 3 In the New dialog box, configure general parameters. 

Table 6-1 General parameters 

Parameter Description  

Name Name of the security policy. 

Src Zone Specifies a security zone, packets from which will be matched against this security 

policy. 

Src Addr Specifies source addresses, packets from which will be matched against this security 

policy. 

The value any indicates that packets from any IP addresses will be sent to NIPS for 

checking. 

Dst Zone Indicates a security zone, packets to which will be matched against this security 

policy. 

 

The destination security zone automatically refreshes with a matching value 

each time you select a source security zone. 
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Parameter Description  

Dst Addr Specifies destination addresses, packets to which will be matched against this 

security policy. 

The value any indicates that packets to any IP addresses will be sent to NIPS for 

checking. 

User Specifies the type of users to which this security policy will be applied. It has the 

following values: 

· any: indicates any users. 

· Trusted user: indicates online users. For details about online users, see Online 

Users. 

· Untrusted user: indicates other users than online users. 

Schedule Specifies time periods when this security policy takes effect. 

The value any indicates that this security policy is always valid. 

Action Specifies an action to be taken against matching packets. It has the following values: 

· Block: disallows matching packets from passing through NIPS. 

· Allow : allows matching packets to pass through NIPS. 

· Submit for security check: submits matching packets for checks against 

security templates and online behavior templates. 

 

Step 4 Configure security templates. 

a. Click Next to open the Security Profiles dialog box. 
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Figure 6-3 Dialog box for configuring security profiles 

 

 

b. Configure security profiles. 

ī Select a template respectively from the drop-down lists of Network Intrusion , 

Malware, C&C  Communication, and Web Security. If existing templates do not 

meet your requirements, click New to create one. 

ī Callback Monitoring : After this is enabled, when collaborating with sandboxes, the 

device will receive information from sandboxes about any suspicious callbacks found 

in advanced malicious file samples and monitor traffic for such callbacks. 

Step 5 Configure online behavior profiles. 

a. Click Next to open the Behavior Profiles dialog box. 
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Figure 6-4 Dialog box for configuring online behavior profiles 

 

 

b. Configure online behavior profiles. 

Select a profile respectively from the drop-down lists of Application Control , URL 

Filter ing, and Data Loss Prevention. If existing profiles do not meet your requirements, 

click New to create one. 

Step 6 Click OK  to save the policy as a new one. 

Step 7 Click Commit in the quick access bar to make the security policy take effect. 

After a policy is created, the  icon flashes intermittently. Click this icon and then click 

OK  in the Warning  dialog box to apply the configuration. After that, the new policy takes 

effect. 

----End 

Understanding the Policy Priority  

The policy matching sequence of packets passing through NIPS is as follows: 

1. Determine which policy to match according to basic information of packets, including 

the source security zone, source address object, destination security zone, and destination 

address object. 

2. The sequence of security policies being matched depends on the strictness of rules. For 

example, if both policy 1 and policy 2 reference rule 1000, whose action is set to Alert  

for the former and to Block for the latter, then policy 2 is matched. If the action is the 

same for both policies, they will be matched in sequence. 
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Managing  Security Pol icies 

Besides creating security policies, you can also perform the following operations: 

 ̧ Enabling/Disabling policies 

ī Policies are enabled by default after being created. You can click  or  in 

the Status column of a policy to disable or enable it. 

ī Select multiple policies and click Enable or Disable in the upper-right corner of the 

page to enable or disable policies in batches. 

ī Point to More in the upper-right corner of the page and click Enable all or Disable 

all to enable or disable all policies. 

 ̧ Editing a policy: Click  in the Operation column of a policy and then edit 

parameters. For the parameter description, see Table 6-1. 

 ̧ Duplicating a policy: Click  in the Operation column of a policy to rapidly create a 

similar policy. 

 ̧ Moving a policy: Click  in the Operation column of a policy and type a policy 

number as prompted to move the current policy to the row above that policy. 

 

 

The policy location in the list may determine the order in which policies are matched. 

Therefore, perform the operation with caution. 

 

 ̧ Deleting policies 

ī Click  in the Operation column of a policy to delete the policy. 

ī Select multiple policies, point to More in the upper-right corner of the page, and click 

Delete selected to delete policies in batches. 

ī Point to More in the upper-right corner of the page and click Delete all to clear 

policies. 

 ̧ Importing/Exporting policies 

ī Point to More in the upper-right corner of the page and click Export  to export all 

policies to a local disk drive. 

ī Point to More in the upper-right corner of the page, click Import , and select a local 

policy file to import policies to NIPS. 

 

 

After making changes to policies, you must click Commit in the quick access bar to 

make such changes take effect. 

 

6.1.2 Security Policy Settings  

Choose Policies > Security Policy > Settings. 

On the Settings page, you can configure the following settings: 
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 ̧ Global Action: specifies a global action for all security policies. Its priority is higher 

than actions specified in profiles. This configuration is usually used for go-live 

commissioning. 

 ̧ X-Forward-For support : controls whether to check the X-Forward-For header. After 

such support is enabled, NIPS can, through the X-Forwarded-For header, identify the 

real IP address of a client connecting to the web server via an HTTP proxy or load 

balancing. 

 ̧ Drop Packet with Bad Checksum: controls whether to drop packets with incorrect IP 

checksums. After this function is enabled, NIPS will drop packets with incorrect IP 

checksums. 

6.2 DoS Protection  

DoS attacks usually target computers' network bandwidths or connectivity. Bandwidth attacks 

flood a network with such a high volume of traffic that all available network resources are 

consumed, leading to a denial of service. Connectivity attacks flood a computer with such a 

high volume of connection requests that all available operating system resources are 

consumed, causing the computer to stop processing legitimate user requests. 

With a built-in DoS protection module, NIPS can detect and defend against DoS attacks. With 

DoS protection policies, NIPS can protect specified network objects against the following 

types of attacks: 

 ̧ Flood 

 ̧ Port scan 

 ̧ Ping sweep 

 ̧ ARP spoofing 

 ̧ Application-layer flood 

6.2.1 Flood  

In flood attacks, attackers initiate a large number of fake requests to the destination host. The 

destination host exhausts its resources to process these fake requests and so cannot process 

requests from authorized users, thus a denial of service. 

Currently, common flood attacks include the following types: 

 ̧ Ping flood 

 ̧ UDP flood 

 ̧ SYN flood 

 ̧ DNS reply flood 

 ̧ ACK flood 

 ̧ DNS request flood 

With flood protection policies, NIPS can defend against the preceding flood attacks. To 

configure flood protection policies, follow these steps: 

Step 1 Choose Policies > DoS Protection > Flood. 
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Figure 6-5 Page for configuring flood protection policies 

 

 

Step 2 Select check boxes on the left of flood attack types against which NIPS will defend, and set 

parameters. 
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Table 6-2 Parameters for configuring flood protection policies 

Parameter Description  

Alert Threshold 

(packets) 

Specifies the packet number threshold. When detecting that the number of packets 

sent to a host reaches or exceeds this threshold, NIPS deems that a flood attack 

occurs and generates alerts. 

Detection Cycle 

(s) 

Specifies the period of time for NIPS to detect flood attacks. The interval is 

expressed in seconds. 

Reset Time (s) Specifies the interval at which the system clears the detection data and starts a new 

round of detection. The interval is expressed in seconds. 

Threshold 

Auto-Learning 

Controls whether NIPS automatically sets the alert threshold. After this function is 

enabled, NIPS learns traffic during the specified detection cycle and then 

automatically sets the alert threshold based on the learned traffic information. 

Limit Rate Controls whether automatic protection is enabled when NIPS detects flood attacks. 

If this function is set to YES, NIPS limits the traffic rate and generates an alert when 

detecting a flood attack. If this parameter is set to NO, NIPS only generates an alert 

when detecting a flood attack. 

Limit Period (s) Specifies the traffic limit period. After the protection time expires, NIPS starts a new 

round of detection. The period is expressed in seconds. 

Traffic Threshold 

(pps) 

Specifies the maximum packet transmission rate allowed during the traffic limit 

period. 

Reverse Detection Controls whether to send reverse detection packets when a DDoS attack is detected. 

Reverse detection aims to check whether the source IP address is used by a real user. 

If so, NIPS adds this IP address to the whitelist and allows packets from this IP 

address to pass through. 

Max Detection 

(packets) 

Specifies the maximum number of reverse detection packets to be sent in a second. 

 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.2.2 Port Scan 

In port scan attacks, attackers scan TCP or UDP ports on destination hosts to identify services 

running on the host for further intrusion. With port scan protection policies, NIPS can 

effectively protect against scanning of TCP or UDP ports. To configure port scan protection 

policies, follow these steps: 

Step 1 Choose Policies > DoS Protection > Port Scan. 
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Figure 6-6 Page for configuring port scan protection 

 

 

Step 2 Select check boxes on the left of port scan attack types against which NIPS will defend, and 

configure parameters. 

For the description of parameters, see Table 6-2. 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.2.3 Ping Sweep 

Usually, an attacker, via ping sweep (ping scanning), detects active hosts on a network to find 

out the services and potential vulnerabilities in the target system for further intrusion. With a 

ping sweep protection policy, NIPS can defend against ping sweep attacks. To configure a 

ping sweep protection policy, follow these steps: 

Step 1 Choose Policies > DoS Protection > Ping Sweep. 

Figure 6-7 Page for configuring ping sweep protection 

 

 

Step 2 Select the check box on the left of PING Sweep and configure parameters. 

For the description of parameters, see Table 6-2. 

Step 3 Click OK  to save the settings. 
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Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.2.4 ARP Spoofing  

An ARP spoofing attack is conducted by sending falsified Address Resolution Protocol (ARP) 

messages via spoofed IP addresses and MAC addresses. This kind of attacks causes network 

instability, and even network interruption. In addition, attackers can further launch 

man-in-the-middle attacks to steal user names and passwords of game accounts, online bank 

accounts, and file access accounts. With an ARP spoofing protection policy, NIPS can defend 

against ARP spoofing attacks. To configure an ARP spoofing protection policy, follow these 

steps: 

Step 1 Choose Policies > DoS Protection > ARP Spoofing. 

Figure 6-8 Page for configuring ARP spoofing protection 

 

 

Step 2 Select the check box on the left of ARP Spoof and configure parameters. 

For the description of parameters, see Table 6-2. 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.2.5 Application -Layer Flood  

After configuring an application-layer flood protection policy, NIPS can effectively detect 

HTTP GET flood and HTTP POST flood attacks. In addition, if automatic protection is 

enabled, the system will automatically limit the traffic. 

To configure an application-layer protection policy, follow these steps: 

Step 1 Choose Policies > DoS Protection > Applicat ion-Layer Flood. 
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Figure 6-9 Page for configuring application-layer flood protection 

 

 

Step 2 Select check boxes on the left of flood attack types against which NIPS will defend, and set 

parameters. 

Most parameters have the same meanings as those for configuring protection policies on the 

Flood page. For the description of these parameters, see Table 6-2. The other parameter is 

described as follows: 

 ̧ Set Protected List: controls whether to enable the protected list. If yes, you need to 

further specify IP addresses in the box below. Then NIPS will implement protection for 

these IP addresses. 

 ̧ If you select this parameter to NO, NIPS will check all packets passing through it for 

HTTP DoS attacks. 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit  in the quick access bar to make the settings take effect. 

----End 

6.2.6 Other Settings  

Choose Policies > DoS Protection > Settings. 
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Figure 6-10 Page for configuring log merge settings 

 

 

 ̧ Merge Type: Options include Destination IP and Disable. 

 ̧ Merge Cycle: Options include 10 min, 30 min, 1 hr, and Custom. 

6.3 Server Outreach 

The Server Outreach module allows you to configure server outreach policies and server 

outreach learning settings. 

6.3.1 Policies 

Server outreach policies identify outreach behaviors of servers in particular circumstances. 

You can specify legitimate outreach behaviors by setting the allowed destination, protocol, 

and port. All outreach behaviors other than the defined legitimate ones are considered 

illegitimate, and will be handled according to the server outreach protection policy. NIPS 

supports a maximum of 1000 server outreach policies. 

You can configure a server outreach policy in either of the following ways: 

Common Con figuration  

The regular method of configuring a server outreach policy is as follows: 

Step 1 Choose Policies > Server Outreach > Policies. 

Step 2 Click New in the upper-right corner of the page. 
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Figure 6-11 Creating a server outreach policy 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 6-3 Parameters for configuring a server outreach policy 

Parameter Description  

Name Name of the server outreach policy. 

Server IP Specifies the IP address of the server protected by the policy. 

Alert when 

unauthorized 

outreach 

Control whether to report an alert when unauthorized outreach behaviors are 

detected. 

Outreach Whitelist Defines legitimate server outreach behaviors. 

Clicking  displays parameters for defining legitimate outreach behaviors. For 

the description of parameters in this area, see Table 6-4. 

 

Table 6-4 Parameters for defining legitimate server outreach behaviors 

Parameter Description  

Address Specifies an IP address to which the server is allowed to connect. 

tcp/Port Specifies a TCP port (associated with the specified destination IP address) to which 

the server is allowed to connect. 

udp/Port Specifies a UDP port (associated with the specified destination IP address) to which 

the server is allowed to connect. 

icmp Controls whether the server is allowed to access the ICMP service of the specified 

destination IP address. 

 

Step 4 In the Outreach Whitelist area, click  and configure parameters. After configuration, 

click  to save the configuration. 
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You can click  or to cancel or delete the configuration. 

Step 5 Click OK  to save the policy as a new one. 

Step 6 Click Commit in the quick access bar to make the settings take effect. 

----End 

Quick Configuration  

Based on server outreach behaviors automatically learned by NIPS, you can quickly create a 

server outreach protection policy as follows: 

Step 1 Choose Policies > Server Outreach > Auto Learning. 

The lower part of the page is Server List, which displays server outreach information learned 

by NIPS, as shown in Figure 6-12. 

Figure 6-12 Server outreach learning page 

 

 

Step 2 Quickly configure a server outreach protection policy. 

a. Select one or more entries from the server list. 

b. Click Add to Whitelist  to set them as legitimate ones. This way, one or more server 

outreach policies are created. Alternatively, point to More and click Add all to whitelist . 

This way, all entries in the list are added as server outreach policies. 

Step 3 (Optional) Choose Policies > Server Outreach > Policies to view new policies created. 

----End 

6.3.2 Auto Learning  

NIPS can automatically learn server outreach behaviors. After auto-learning is configured, 

NIPS captures outreach data from specified servers and learns destination ports and 

corresponding services from such data. 

NIPS identifies all network behaviors of servers by means of auto-learning. You can identify 

illegitimate outreach behaviors according to learning results. 

To configure auto-learning of server outreach behaviors, follow these steps: 

Step 1 Choose Policies > Server Outreach > Auto Learning. 
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The upper part of the page provides auto-learning configuration parameters and the lower part 

provides an outreach behavior list (Server List). 

Step 2 Configure auto-learning parameters. 

Table 6-5 Auto-learning parameters 

Parameter Description  

Server Address Specifies the IP address of a server on which NIPS will perform auto-learning. 

You can select server IP addresses from the drop-down list, which are configured 

under Objects > Addresses. Alternatively, click New to configure a network 

object. For details about network objects, see IP/Netmask. 

Learning Frame Specifies the period when NIPS learns the server's outreach behavior data. 

Options include 30 min, 1 hr, 12 hr, 1 day, and 1 week. 

Outreach IP 

Whitelists 

Specifies IP addresses to be included in the whitelist. NIPS does not perform 

server outreach learning for packets exchanged between the server and IP 

addresses included in the whitelist. 

 

Outreach IP Whitelists and Outreach Protocol Whitelists form an AND 

relationship. That is to say, only packets that meet both conditions are 

exempt from auto-learning. 

Outreach Protocol 

Whitelists 

Specifies protocols to be included in the whitelist. NIPS does not perform server 

outreach learning for packets exchanged between the server and whitelisted IP 

addresses by using protocols specified here. 

 

Outreach IP Whitelists and Outreach Protocol Whitelists form an AND 

relationship. That is to say, only packets that meet both conditions are 

exempt from server exception learning. 

 

Step 3 Click Learn Now to start learning immediately. 

The progress bar shows the percentage of the server's outreach behavior data that has been 

learnt. 

Step 4 (Optional) Click Stop to suspend the learning. 

----End 

6.4 Sandbox Collaboration  

NIPS can collaborate with sandboxes. 

6.4.1 Settings  

After enabling collaboration with sandboxes, you need to further configure some parameters 

so that sandboxes can detect advanced malicious samples and malware callbacks and return 

detection results as configured. 
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Step 1 Choose Policies > Sandbox Collaboration > Settings. 

Figure 6-13 Configuring collaboration with sandboxes 

 

 

Step 2 Configure parameters. 

Table 6-6 Parameters for configuring collaboration with sandboxes 

Parameter Descripti on 

Sandbox Type Specifies the type of sandboxes that NIPS will collaborate with. 

Options include Sandbox Appliance (TAC) and Cloud Sandbox. 

Server Address Specifies the IP address of the selected sandbox. 

After typing the IP address, you can click Test connectivity to check 

whether NIPS can connect to the sandbox. 

If the connection is properly established, the system prompts that "Connected 

to TAC." In this case, you can click Go to TAC to open the login page of 

NSFOCUS Threat Analysis Center (TAC). 

API Key Specifies a key for authentication of the interface via which NIPS 

collaborates with NSFOCUS TAC. The API key is configured under 

Policies > Collaborative Defense > API Key on the web-based manager of 

NSFOCUS TAC. 

 

If Cloud sandbox is selected, NIPS automatically fills in the API key 

provided that the license covers the cloud sandbox module. 

Send Files to Sandbox for 

Inspection 

Specifies types of files to be submitted for the sandbox's inspection. 

File types include PE, Document, Archive, and Others. 

You can also choose whether to submit detected virus files and extract 

callback information. 
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Parameter Descripti on 

Feedback from Sandbox Specifies which type of information to return: 

· Whether to return advanced malicious sample details 

· Whether to return sample callback information, including IP addresses, 

domain names, and URLs 

 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.4.2 Statistics 

The Statistics page displays detection results returned by the collaborative sandbox. 

Choose Policies > Sandbox Collaboration > Statistics. 

Figure 6-14 Statistics page 

 

 

Table 6-7 describes statistical items. 

Table 6-7 Sandbox detection statistics 

Statistical Ite m Description  

Sandbox Statistics (last 7 

days) 

The last 7-day statistics include the total number of checked files, number of 

malicious files, number of high-/medium-/low-risk files, number of 

threat-free files, and state value. 

Threat trends within a 

specified period 

The periods you can specify include Last 1 hr, Last 24 hr, Last 1 week, and 

Last 1 month. 

Threat trends include the file reputation trend, IP callback trend, and domain 

name callback trend. 
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Statistical Ite m Description  

Hovering over the trend chart displays detection data at that specific point of 

time. 

In the legend area, you can click a symbol (representing file reputation, IP 

callback, or domain name callback) to display or not to display the related 

trend. 

· Clicking  or  displays the trend in a line chart or bar chart. 

· Clicking  restores all display settings to default values. 

Feedback Statistics Feedback statistics include the total quantities of different types of statistics 

(file reputation, IP callback, and domain name callback) and the last update 

time. 

6.5 Threat Intelligence  

NIPS can collaborate with NSFOCUS Threat Intelligence center (NTI) to protect against 

malicious URLs, malicious IP addresses, and C&C communication based on intelligence. 

6.5.1 Settings 

To configure NIPS to collaborate with a threat intelligence system, follow these steps: 

Step 1 Choose Policies > Threat Intelligence > Settings. 

Figure 6-15 Page for configuring collaboration with a threat intelligence system 

 

 

Step 2 Select an intelligence system and configure related parameters. 

 ̧ Table 6-8 describes parameters for collaboration with NTI. 

Table 6-8 Parameters for configuring collaboration with NTI 

Parameter Description  

Collaboration Mode NIPS supports the following collaboration modes: 

· Local + cloud (NTI) : This is the online mode, where the cloud is used as a 

complement to the local detection capability. In this mode, NIPS should 

submit objects to the cloud for detection of threats. 

· Local: This is the offline mode, where NIPS performs local detection 

based on intelligence obtained regularly from the offline intelligence 
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Parameter Description  

database of NTI. 

· Local + cloud (NTIP): In this mode, NIPS collaborates with NTIP, which 

serves as a complement to the local detection capability. When detecting 

no threat in objects locally, NIPS submits them to NTIP for further checks. 

Local + cloud (NTI) Specifies the IP address of NTI. 

After typing the IP address, you can click Test connectivity to check whether 

NIPS can connect to NTI. 

If you select Auto sync latest intelligence to device, all latest intelligence in 

NTI will be automatically synchronized to NIPS. 

 

The server address of NTI is automatically displayed and cannot be 

changed. 

Local + cloud (NTIP) Specifies the IP address of NTIP. 

· After typing the IP address, you can click Test connectivity to check 

whether NIPS can connect to NTIP. 

· NTIP key: specifies the user key, which is automatically generated on 

NTIP during user management. 

 

 ̧ If you choose to use third-party intelligence, type the server address of the intelligence 

system. 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.5.2 Hits Statistics  

The Statistics page displays statistics about events detected based on intelligence. 

Choose Policies > Threat Intelligence > Statistics. 
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Figure 6-16 Statistics page 

 

 

In the upper-left corner, type a URL (such as https://nsfocusglobal.com/), IPv4/IPv6 address, 

file MD5, or file hash in the text box and click Search. The system will return exact match 

results. 

Table 6-9 describes statistical items. 

Table 6-9 Hits statistics 

Statistical Item  Description  

Intelligence Information Intelligence information presents the number of malicious samples, 

including malicious IP addresses, C&C communication, and malicious 

URLs. 

Threat trends within a 

specified period 

The periods you can specify include Last 6 hr , Last 24 hr, Last 1 week, 

and Last 1 month. 

The trend chart shows trends of malicious URLs, malicious IP addresses, 

and C&C communication detected based on intelligence. 

Hovering over a trend curve displays hits data at a specific point of time. 

In the legend area, you can click a symbol (representing malicious URL, 

C&C communication, or malicious IP address) to display or not to display 

the related trend. 

· Clicking  or  displays the trend in a line chart or bar chart. 

· Clicking  restores all display settings to default values. 

Detection Statistics Statistics in this area include the total number of samples, number of 

malicious samples (malicious URLs, malicious IP addresses, and C&C 

communication), proportion of malicious samples, and the last attack time. 

 

6.5.3 Intelligence Query  

NIPS, after collaborating with NTI, allows you to query intelligence on NTI. 

Choose Policies > Threat Intelligence > Search. 

https://nsfocusglobal.com/


NSFOCUS NIPS User Guide 
 

Copyright © NSFOCUS 111 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Figure 6-17 Intelligence query page 

 

 

Type an IP address or URL and click OK . You will be redirected to the NTI page, where 

detailed intelligence about the keyword is provided. 

Alternatively, you can type multiple IP addresses or URLs separated by a comma. In this case, 

after you click OK , keywords are displayed below for you to click to obtain their detailed 

intelligence on NTI pages. 

Besides, you can click the link text of "For more information, please access NTI" to directly 

query intelligence on NTI. 

6.6 Global Blacklist /Whitelist  

NIPS deems traffic of IP addresses in the global blacklist to be dangerous by default, thus 

blocking such traffic. As for traffic of whitelisted IP addresses, NIPS deems such traffic 

legitimate by default without any detection. 

6.6.1 Blacklist  

You can add known malicious IP addresses to the global blacklist. Then, when detecting 

traffic of these IP addresses, NIPS directly blocks it. 

Manual Ad dition  

Manually added blacklist entries can be edited, imported/exported, deleted, and disabled. The 

following sections describe how to create and disable blacklist entries. 

Adding an IP Address to the Blacklist 

To manually add an IP address to the blacklist, follow these steps: 

Step 1 Choose Policies > Global Black/Whitelist > Blacklist. 

By default, the Custom page appears. 

Step 2 Click New in the upper-right corner of the page. 
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Figure 6-18 Dialog box for adding an entry to the blacklist 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 6-10 Blacklist parameters 

Parameter Description  

IP/Block Type Specifies the IP address to be added to the blacklist, and the block type. 

Valid From Start date of the validity period of the blacklist entry. You should click 

 to select a date. 

Valid To End date of the validity period of the blacklist entry. You should click 

 to select a date. 

Threat Type Threat type of the specified IP address, which should be selected from the drop-down 

list. 

Description Description of the blacklist entry. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

Disabling Blacklist Entries 

A disabled blacklist entry will cease to be effective. You can disable blacklist entries as 

follows: 

 ̧ Click  in the Status column of an entry to disable this entry. 
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 ̧ Select multiple entries and click Disable in the upper-right corner of the page to disable 

the selected ones. 

 ̧ Point to More in the upper-right corner of the page and click Disable all to disable all 

entries. 

Disabled entries are no longer listed on the Custom page. You can view and manage them on 

the Forbidden page. 

Third -Party Blacklist  

NIPS can automatically add IP addresses blocked by a third-party platform to the blacklist. 

You can disable such blacklisted IP addresses. 

Choose Policies > Global Black/Whitelist > Blacklist > Third -Party Blackli st. 

Figure 6-19 Third-Party Blacklist page 

 

 

The list shows blacklist details. 

For how to disable blacklist entries, see Disabling Blacklist Entries. 

Mali cious IP Database 

The malicious IP database here refers to the IP reputation library in NTI. NIPS can 

automatically add malicious IP addresses in this database to the blacklist. You can disable 

such blacklist entries. 

Choose Policies > Global Black/Whitelist > Blacklist > Malicious IP (NTI) . 

Figure 6-20 Malicious IP (NTI) page 

 

 

The list shows blacklist details. 

For how to disable blacklist entries, see Disabling Blacklist Entries. 
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Forbidden List  

The forbidden list shows disabled blacklist entries manually added or obtained from the 

third-party blacklist or malicious IP database. 

Choose Policies > Global Black/Whitelist > Blacklist > Forbidden. 

On this page, you can enable and delete blacklist entries that have been disabled. 

To enable disabled blacklist entries, you can use one of the following methods: 

 ̧ Click  in the Status column of an entry to enable this entry. 

 ̧ Select multiple entries and click Enable in the upper-right corner of the page to enable 

the selected ones. 

 ̧ Point to More in the upper-right corner of the page and click Enable all to enable all 

entries. 

Disabled blacklist entries, after being enabled, return to their original pages. 

6.6.2 Whitelist  

You can only manually add IP addresses to the global whitelist. 

Whitel ist  

The Whitelist page lists predefined entries and manually added ones. Manually added 

whitelist entries can be edited and deleted. The following sections describe how to manually 

add an IP address to the whitelist and how to disable whitelist entries. 

Adding an IP Address to the Whitelist 

To manually add an entry to the whitelist, follow these steps: 

Step 1 Choose Policies > Global Black/Whitelist > Whitelist. 

By default, the Whitelist  page appears. 

Step 2 Click New in the upper-right corner of the page. 
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Figure 6-21 Dialog box for adding an entry to the whitelist 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 6-11 Whitelist parameters 

Parameter Description  

IP/Allow Type Specifies an IP address to be added to the whitelist, and the allow type. 

Valid From Start date of the validity period of the whitelist entry. You should click 

 to select a date. 

Valid To End date of the validity period of the whitelist entry. You should click 

 to select a date. 

Description Description of the whitelist entry. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

Manually added whitelist entries should be enabled before taking effect. For details, see 

"Enable custom whitelist." 

----End 

Disabling Whitelist Entries 

Built-in and manually added whitelist entries can both be disabled. A disabled whitelist entry 

will cease to be effective. You can disable whitelist entries as follows: 

 ̧ Click  in the Status column of an entry to disable this entry. 

 ̧ Select multiple entries and click Disable in the upper-right corner of the page to disable 

the selected entries. 
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 ̧ Point to More in the upper-right corner of the page and click Disable all to disable all 

entries. 

Disabled entries are no longer listed on the Whitelist Entries  page. You can view and manage 

them on the Forbidden page. 

Forbidden List  

The Forbidden page shows whitelist entries that have been disabled. 

Choose Policies > Global Black/Whitelist > Whitelist > Forbidden. 

On this page, you can enable and delete whitelist entries that have been disabled. 

To enable disabled whitelist entries, you can use one of the following methods: 

 ̧ Click  in the Status column of an entry to enable this entry. 

 ̧ Select multiple entries and click Enable in the upper-right corner of the page to enable 

the selected entries. 

 ̧ Point to More in the upper-right corner of the page and click Enable all to enable all 

entries. 

Disabled whitelist entries, after being enabled, return to the Whitelist  page. 

6.6.3 Settings 

Choose Policies > Global Black/Whitelist > Settings. 

Figure 6-22 Blacklist/Whitelist configuration page 
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Table 6-12 describes parameters on this page. 

Table 6-12 Global blacklist/whitelist configuration parameters 

Parameter Description  

Action when matched Custom blacklist: specifies how NIPS handles traffic of blacklisted IP 

addresses. Options include Block and Monitor . 

Third -party blacklist : specifies how NIPS handles traffic of platform-blocked 

IP addresses. Options include Block and Monitor . 

Malicious IP (NTI) : specifies how NIPS handles traffic of IP addresses in the 

malicious IP database. Options include Block and Monitor . 

Log Merge Merge Type: specifies how logs of events involving blacklisted IP addresses are 

merged. You can select an option from the drop-down list. 

Merge Cycle: specifies the interval at which logs involving blacklisted IP 

addresses are merged. You can select an interval from the drop-down list. 

Website Whitelist Enable custom whitelist: controls whether to enable the custom whitelist. After 

this is enabled, whitelisted entries manually added will take effect. In this case, 

NIPS will allow traffic of whitelisted IP addresses to pass, without subjecting 

them to any security checks and online behavior controls. 

Enable predefined website whitelist: controls whether to enable the website 

whitelist. After this is enabled, for enterprises' Internet edge protection scenarios, 

NIPS will deem popular websites to be trusted ones and add them to the 

whitelist, thus improving the gateway performance by minimizing detection of 

innocuous traffic. 

6.7 DNS Safety  

NIPS deems traffic to domain names in the DNS blacklist to be dangerous by default, thus 

blocking such traffic. As for traffic to whitelisted domain names, NIPS deems such traffic 

legitimate by default without any detection. 

6.7.1 Blacklist  

You can add known malicious domain names to the DNS blacklist. Then, when detecting 

traffic to these domain names, NIPS directly blocks it. 

Manual Addition  

Manually added blacklist entries can be edited, imported/exported, deleted, and disabled. The 

following sections describe how to create and disable blacklist entries. 

Adding a Domain Name to the Blacklist 

To manually add a domain name to the blacklist, follow these steps: 

Step 1 Choose Policies > DNS Safety > Blacklist. 

By default, the Custom page appears. 

Step 2 Click New in the upper-right corner of the page. 
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Step 3 Configure parameters in the New dialog box. 

Table 6-13 Blacklist parameters 

Parameter Description  

Domain Name Specifies the domain name to be added to the blacklist. 

Valid From Start date of the validity period of the blacklist entry. You should click 

 to select a date. 

Valid To End date of the validity period of the blacklist entry. You should click 

 to select a date. 

Threat Type Threat type of the specified domain name, which should be selected from the 

drop-down list. 

Description Description of the blacklist entry. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

Disabling Blacklist Entries 

A disabled blacklist entry will cease to be effective. You can disable blacklist entries as 

follows: 

 ̧ Click  in the Status column of an entry to disable this entry. 

 ̧ Select multiple entries and click Disable in the upper-right corner of the page to disable 

the selected ones. 

 ̧ Point to More in the upper-right corner of the page and click Disable all to disable all 

entries. 

Disabled entries are no longer listed on the Custom page. You can view and manage them on 

the Forbidden page. 

DNS  Blacklist  

The DNS blacklist refers to the built-in blacklist database. If a domain name is found to be 

included in the DNS blacklist, NIPS blocks it and generates an alert. 

Choose Policies > DNS Safety > Blacklist > DNS Blacklist. 

The list shows blacklist details. 

For how to disable blacklist entries, see Disabling Blacklist Entries. 

Sinkhole Domain  

NIPS can automatically add a sinkhole domain name to the blacklist. You can disable such 

blacklist entries. 
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Choose Policies > DNS Safety > Blacklist > Sinkhole Domain. 

The list shows blacklist details. 

For how to disable blacklist entries, see Disabling Blacklist Entries. 

Forbidden List  

The forbidden list shows manually added blacklist entries that have been disabled and those 

disabled on the DNS Blacklist or Sinkhole Domain tab page. 

Choose Policies > DNS Safety > Blacklist > Forbidden. 

On this page, you can enable and delete blacklist entries that have been disabled. 

To enable disabled blacklist entries, you can use one of the following methods: 

 ̧ Click  in the Status column of an entry to enable this entry. 

 ̧ Select multiple entries and click Enable in the upper-right corner of the page to enable 

the selected ones. 

 ̧ Point to More in the upper-right corner of the page and click Enable all to enable all 

entries. 

Disabled blacklist entries, after being enabled, return to their original pages. 

6.7.2 Whitelist  

You can only manually add domain names to the DNS whitelist. 

Whitelist  

The Whitelist page lists predefined entries and manually added ones. Manually added 

whitelist entries can be edited and deleted. The following sections describe how to manually 

add a domain name to the whitelist and how to disable whitelist entries. 

Adding a Domain Name to the Whitelist 

To manually add an entry to the whitelist, follow these steps: 

Step 1 Choose Policies > DNS Safety > Whitelist. 

By default, the Whitelist  page appears. 

Step 2 Click New in the upper-right corner of the page. 

Step 3 Configure parameters in the New dialog box. 

Table 6-14 Whitelist parameters 

Parameter Description  

Domain Name Specifies the domain name to be added to the whitelist. 

Valid From Start date of the validity period of the whitelist entry. You should click  

 to select a date. 

Valid To End date of the validity period of the whitelist entry. You should click 



NSFOCUS NIPS User Guide 
 

Copyright © NSFOCUS 120 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Parameter Description  

 to select a date. 

Description Description of the whitelist entry. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

Manually added whitelist entries should be enabled before taking effect. For details, see 

"Enable custom whitelist." 

----End 

Disabling Whitelist Entries 

Built-in and manually added whitelist entries can both be disabled. A disabled whitelist entry 

will cease to be effective. You can disable whitelist entries as follows: 

 ̧ Click  in the Status column of an entry to disable this entry. 

 ̧ Select multiple entries and click Disable in the upper-right corner of the page to disable 

the selected entries. 

 ̧ Point to More in the upper-right corner of the page and click Disable all to disable all 

entries. 

Disabled entries are no longer listed on the Whitelist  page. You can view and manage them 

on the Forbidden page. 

Forbidden List  

The Forbidden page shows whitelist entries that have been disabled. 

Choose Policies > DNS Safety > Whitelist > Forbidden. 

On this page, you can enable and delete whitelist entries that have been disabled. 

To enable whitelist entries, you can use one of the following methods: 

 ̧ Click  in the Status column of an entry to enable this entry. 

 ̧ Select multiple entries and click Enable in the upper-right corner of the page to enable 

the selected entries. 

 ̧ Point to More in the upper-right corner of the page and click Enable all to enable all 

entries. 

Disabled whitelist entries, after being enabled, return to the Whitelist  page. 

6.7.3 Sinkh ole Configuration  

NIPS detects the traffic from and to the sinkhole server, and performs DNS sinkholing, 

records logs, or generates alerts against the detection result depending on the configured 

policy. 

To add a sinkhole policy, follow these steps: 
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Step 1 Choose Policies > DNS Safety > Sinkhole Configuration . 

The Sinkhole Configuration page lists all existing sinkhole policies. 

You can click the icon  to set the fields to be displayed in the list. 

Step 2 Click New in the upper-right corner of the page. 

Step 3 Configure parameters in the New dialog box. 

Table 6-15 Sinkhole parameters 

Parameter Description  

Domain Domain name of the website susceptible to attacks. 

Sinkhole IP IP address of the sinkhole server. 

Description Description of the sinkhole policy. 

 

Step 4 Click OK  to save the settings. 

Step 5 On the Sinkhole Configuration page, click  next to Enable Sinkhole. 

Step 6 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.7.4 Settings 

Choose Policies > DNS Safety > Settings. 
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Figure 6-23 Blacklist/Whitelist configuration page 

 

 

Table 6-16 describes parameters on this page. 

Table 6-16 DNS blacklist/whitelist configuration parameters 

Parameter Description  

Enable DGA domain Controls whether to enable DGA domain detection. If it is enabled, the DNS 

requests and responses passing through NIPS will be detected for DGA domains 

according to machine learning algorithms. If a DGA domain is identified, NIPS 

blocks it and generates alerts based on the configurations.  

Action when matched Custom blacklist: specifies how NIPS handles traffic of manually added 

blacklisted domains. Options include Block and Monitor . 

DNS blacklist: specifies how NIPS handles traffic of DNS blacklisted domains 

in the database. Options include Block and Monitor . In addition, NIPS performs 

DNS sinkholing on the blacklisted domains. 

DGA domains: specifies how NIPS handles traffic of DGA domains. The option 

includes Monitor . In addition, NIPS performs DNS sinkholing on the blacklisted 

DGA domains. 

Log Merge Merge Type: specifies how logs of events involving blacklisted domains are 

merged. You can select an option from the drop-down list.  

Merge Cycle: specifies the interval at which logs involving blacklisted domains 

are merged. You can select an interval from the drop-down list. 

Website Whitelist Enable custom whitelist: controls whether to enable the custom whitelist. After 

this is enabled, whitelisted entries manually added will take effect. In this case, 
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Parameter Description  

NIPS will allow traffic to whitelisted domains to pass, without subjecting them to 

any security checks and online behavior controls. 

Enable predefined website whitelist: controls whether to enable the website 

whitelist. After this is enabled, for enterprises' Internet edge protection scenarios, 

NIPS will deem popular websites to be trusted ones and add them to the 

whitelist, thus improving the gateway performance by minimizing detection of 

innocuous traffic. 

6.8 IP/MAC Binding  

Binding IP addresses to MAC addresses prevents unauthorized hosts from accessing a 

network using the IP address of an authorized host, thereby effectively avoiding IP address 

spoofing. 

Choose Policies > IP/MAC Binding. 

Figure 6-24 IP/MAC Binding page 

 

 

You can configure IP/MAC binding parameters and the IP/MAC binding list, including 

creating, editing, deleting, importing, and searching for IP/MAC binding entries. 

Configuring IP/MAC Binding Parameters  

In the Settings area, you can configure IP/MAC binding parameters shown in Table 6-17 and 

click OK  to commit the settings. 

Table 6-17 IP/MAC binding parameters 

Parameter Description  

Max IP/MAC Binding Entries Specifies the maximum number of IP/MAC entries allowed. The value 

range is 1ï10000. 

IP/MAC 

Matching 

Match IP/MAC Checks whether the source or destination addresses of a packet match 

entries included in IP/MAC binding list. 

· A packet will be passed through if there is a match for both the 

source IP address and MAC address. 

· A packet will be passed through if there is a match for both the 
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Parameter Description  

destination IP address and MAC address. 

· No match: The packets will be discarded. 

Match source 

IP/MAC 

Checks whether the source IP address and source MAC address of a 

packet match entries included in IP/MAC binding list. 

· If the IP/MAC binding list is empty, packets will not be checked 

against list. 

· If the IP/MAC binding list is not empty, 

V a packet will be discarded if there is a match for its source IP 

address but not for its MAC address. 

V a packet will be passed through if no match is found for its 

source IP address, regardless of whether there is a match for 

its MAC address. 

Cross-layer 

MAC 

Recognition 

Enable 

cross-layer 3 

MAC 

recognition 

Select yes to enable the cross-layer 3 MAC recognition. After itôs 

enabled, NIPS recognizes MAC addresses of intranet users in a 

cross-layer 3 environment as follows: NIPS regularly obtains the ARP 

table on the layer 3 switch via SNMP, in order to get IP/MAC bindings 

of all PCs on the intranet 

 

The SNMP service must be enabled on the layer 3 switch before 

cross-layer 3 MAC recognition works properly. 

SNMP Server 

Access 

Timeout 

Specifies the maximum interval for NIPS to wait for an ARP reply from 

the layer 3 switch. If receiving no reply during the specified period, 

NIPS does not make the next query until the interval specified with 

SNMP Server Access Interval expires. 

SNMP Server 

Access Interval 

Specifies how long NIPS has to wait before sending the next ARP 

request to the layer 3 switch. 

 

Configuring  an SNM P Server 

If there is more than one layer 3 switch on the intranet, you need to configure multiple SNMP 

servers on NIPS so that the device can obtain ARP tables from all these switches through 

SNMP queries. 

Step 1 On the IP/MAC Binding  page, click Configure SNMP server to configure a layer 3 switch. 
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Figure 6-25 Configuring an SNMP server 

 

 

Step 2 Click New in the upper-right corner of the dialog box to configure an SNMP server. 

Figure 6-26 Configuring an SNMP server 

 

 

Table 6-18 shows the parameters for configuring an SNMP server. 

Table 6-18 Parameters for configuring an SNMP server 

Parameter Description  

Name String that uniquely identifies the layer 3 switch. 

IP IP address of the switch's nearest port to NIPS. 

SNMP Version SNMP version supported by the layer 3 switch. The SNMP version must be V2c 
or V3; otherwise, cross-layer 3 MAC recognition cannot be implemented. 

Community Community used by NIPS to communicate with the layer 3 switch via SNMP. 
NIPS and the layer 3 switch must use the same community for communication; 
otherwise, SNMP query packets from NIPS will be discarded by the switch. 
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Step 3 Check the status of the connection between NIPS and the SNMP server. 

Click Click to check SNMP server connectivity to check whether NIPS can connect to the 

layer 3 switch. If the connection succeeds, "The connection succeeded" is displayed; 

otherwise, "The connection failed" is displayed. 

Step 4 Click OK  to complete the configuration. 

----End 

Creating an IP/MAC Binding Entry  

To create an IP/MAC binding entry, follow these steps: 

Step 1 Click New in the IP/MAC Binding List  area. 

Figure 6-27 Dialog box for creating an IP/MAC binding entry 

 

 

Step 2 Type the IP address and MAC address in the New dialog box. 

 

 

When creating an IP/MAC binding entry, note the following: 

· The new IP/MAC pair cannot be the same as an existing IP address or MAC 

address in the binding list. 

· The new IP address cannot be the same as the IP address of NIPS's gateway. 

 

Step 3 Click OK  to complete the binding. 

----End 

Importing IP/MAC Binding Entries  

To the upper right of the IP/MAC binding list, point to More and click Import  to import a file 

that contains multiple IP/MAC binding entries or manually type binding entries. 

 ̧ File import : imports IP/MAC binding entries from a file. 



NSFOCUS NIPS User Guide 
 

Copyright © NSFOCUS 127 V5.6R11F00SP04 (Confidentiality: RESTRICTED) 

 

Figure 6-28 Importing a file of IP/MAC binding entries 

 

 

Select File import  for Import Method , click Select File to select a local file, and then 

click OK  to import the file. Such a file must meet the following conditions: 

ī The file should list IP/MAC pairs in the format of "IP address MAC address". That is 

to say, the IP address and MAC address must be separated by a space. In each MAC 

address, octets must be separated by a colon, like 00:1A:A0:AB:16:72. 

ī The file name extension must be .ipmac. 

 

 

When importing IP/MAC binding entries, note the following:  

· The IP address and MAC address in each IP/MAC binding entry cannot be the 

same as those included in existing entries. 

· The IP address in each IP/MAC binding entry cannot be the same as the IP 

address of NIPS's network gateway. 

 

 ̧ Manual entry: Select Manual entry, type one or more IP/MAC binding entries, and 

click OK . 
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Figure 6-29 Manually entering IP/MAC binding entries 

 

 

Each IP/MAC binding entry must be in the format of "IP address MAC address". That is to 

say, the IP address and MAC address must be separated by a space. In each MAC address, 

octets must be separated by a colon, like 00:1A:A0:AB:16:72. 

Multiple IP/MAC binding entries must be separated by a carriage return, with each in a 

separate line. 

Performing Other Operations on IP/MAC Entries  

NIPS also allows you to perform the following operations on IP/MAC binding entries: 

 ̧ Editing an IP/MAC binding entry 

Click  in the Operation column of an IP/MAC binding entry to edit it. 

 ̧ Deleting IP/MAC binding entries 

You can use one of the following methods to delete IP/MAC binding entries: 

ī Click  in the Operation column of an IP/MAC binding entry to delete it. 

ī Select multiple IP/MAC binding entries, point to More, and click Delete selected to 

delete entries in batches. 

ī Point to More and click Delete all to clear the IP/MAC binding list. 

 ̧ Enabling/Disabling IP/MAC binding entries 

IP/MAC binding entries are enabled by default. Only enabled entries can be used for 

packet checks. 

ī To disable an IP/MAC binding entry, clear the check box in the Use column. To 

enable it, reselect the check box. 

ī Select multiple IP/MAC binding entries, click Enable or Disable to enable or disable 

entries in batches. 

ī Point to More and click Enable all or Disable all to enable or disable all entries. 
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6.9 Collaboration with Firewalls  

NIPS can collaborate with NSFOCUS Next-Generation Firewall (NF). 

To configure such collaboration, follow these steps: 

Step 1 Choose Policies > Firewall Collaboration. 

Figure 6-30 Firewall Collaboration page 

 

 

Step 2 Configure parameters. 

Table 6-19 Parameters for configuring NIPS to collaborate with firewalls 

Parameter Description  

NSFOCUS 

NF 

Enable If NSFOCUS NF is deployed on the network, you can choose to enable 

NIPS's collaboration with the firewall. 

 

It is not enough to enable such collaboration on NIPS. You also need to 

enable it on NSFOCUS NF. 

Firewall IP After enabling collaboration with NSFOCUS NF, you need to type the IP 

address of the firewall. 

You can type multiple IP addresses, separated by a comma, like 

192.168.1.3,192.168.1.5. 

Password Specifies a password for NIPS to collaborate with NSFOCUS NF. 

 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.10 User Management  

User management involves user authentication, authentication policy management, user 

identification, intelligent account identification, and viewing of online users, authentication 

logs, and authentication status. 
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6.10.1 Authentication Policy  

NIPS authenticates a user when packets of the user match an authentication policy. For how to 

configure user authentication, see Authentication Settings. This section describes how to 

create an authentication policy. 

Step 1 Choose Policies > User & Authentication  > Policies. 

Step 2 Click New in the upper-right corner of the page. 

Figure 6-31 Dialog box for creating an authentication policy 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 6-20 Parameters for configuring an authentication policy 

Parameter Description  

Src Security Zone Specifies a security zone. Users sending packets from the specified security zone 

need authentication. 

global indicates that users sending packets from any security zones need 

authentication. 

Dst Security Zone Specifies a security zone. Users sending packets to the specified security zone 

need authentication. 

global indicates that users sending packets to any security zones need 

authentication. 

 

The destination security zone automatically refreshes with a matching value 

each time you select a source security zone. 

Src Address Specifies a source address or more to which this policy will apply. 

The value any indicates that users sending packets from any IP address need 

authentication. 

Dst Address Specifies a destination address or more to which this policy will apply. 

The value any indicates that users sending packets to any IP address need 

authentication. 

Schedule Specifies a period when this policy is valid. 
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Parameter Description  

The value any indicates that this policy is always valid. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

6.10.2 Users in AD  

Currently, NIPS supports user identification with the AD domain server. The user list can be 

automatically or manually updated, depending on the user identification setting. To configure 

user identification, follow these steps: 

Step 1 Choose Policies > User & Authentication  > Users in AD. 

By default, the user agent server is off. 

Step 2 Select a server for AD domain authentication. 

Related parameters are displayed, as shown in Figure 6-32. 

Figure 6-32 Users in AD page 

 

 

Step 3 Specify the user list update method (manual or automatic). 

 ̧ The value Manual indicates that you need to update the user list manually. 

 ̧ For the selection of other values, you need to configure the specific time so that NIPS 

can automatically update user information at that time regularly. 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

Step 6 (Optional) Click Update to immediately synchronize the user list on the AD domain server to 

NIPS. 

Step 7 (Optional) Click Check for Chart  to view users displayed in the tree structure. 

----End 
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6.10.3 Authentication Settings  

NIPS can authenticate users locally or via a third-party server, which can be any of the 

following: 

 ̧ AD domain authentication server 

 ̧ RADIUS authentication server 

 ̧ LDAP authentication server 

For how to configure an authentication server, see Authentication Server. 

To configure user authentication, follow these steps: 

Step 1 Choose Policies > User & Authentication > Authentication Settings. 

Figure 6-33 Authentication Settings page 

 

 

Step 2 Configure parameters. 

Table 6-21 User authentication parameters 

Parameter Description  

Authentication Server Specifies an authentication server, which can be a local server or a third-party 

server. 

Before enabling local authentication, you must import the local authentication 

file. For details, see Backup. 

Authentication 

Duration (s) 

Time that authentication lasts. 

Authentication 

Redirection Address 

Specifies the IP address of a page to which NIPS redirects a client for 

authentication. 

 

This IP address must be the IP address of NIPS's management interface or 

working interface with the management function. In addition, this IP address 

must be reachable from the client over the network. 

 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 
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6.10.4 Intelligent Account Identificat ion 

NIPS supports intelligent account identification, which will be available after you configure 

intelligent user association conditions. 

6.10.4.1 List  

The List  page lists users on all IP addresses identified by NIPS, as shown in Figure 6-34. 

Figure 6-34 List of users associated with IP addresses 

 

 

6.10.4.2 Intelligent User Association  

NIPS provides the intelligent user association function. After this function is enabled, NIPS 

can identify users on all IP addresses and perform a correlative analysis between various 

security events and identified users. By default, this function is disabled. After being enabled, 

this function applies to all types of users by default. 

After intelligence user association is enabled, you can view associated users of IP addresses 

on the List page. 

To configure intelligent user association, follow these steps: 

Step 1 Choose Policies > User & Authentication  > Related Account > Intelligent User 

Association. 

Step 2 Click On for User Identification and select user types. 

Figure 6-35 Intelligent User Association page 

 

 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 
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6.10.5 Online Users  

NIPS can display current online users in real time, including the login account and IP address. 

Choose Policies > User & Authentication  > Online Users. 

Figure 6-36 List of online users 

 

 

6.10.6 Authentic ation Log  

The authentication log is a record of user authentication by NIPS. Authentication logs help 

you manage authentication methods used for network communication. 

Choose Policies > User & Authentication  > Logs. 

Figure 6-37 Authentication Log page 

 

 

6.10.7 Authentication Status  

Choose Policies > User & Authentication  > Authentication Status. 

Figure 6-38 Authentication status log 

 

 

Selecting the check box in the Forced Offline column of an online user gets this user offline. 

6.11 Geodatabase 

NIPS comes with geodatabases, which are automatically loaded at startup. 

After an alert is triggered, NIPS queries the source IP address and destination IP address in the 

public IP database and private IP database respectively. 
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 ̧ If the source/destination IP address can be queried in the public IP database, the system 

returns its geographical location, which is then displayed in the related log. 

 ̧ If the source/destination IP address can be queried in the private IP database, the system 

returns "Reserved", which is then displayed as the geographical location in the related 

log. 

 ̧ If the source/destination IP address is a public one, which, however, is not queried in the 

public IP database, the system returns "None" and the log database records the location 

as "NULL". 

6.11.1 Public IP Geodatabase  

After the public IP database is enabled, you can query public IP addresses and the database 

will return their detailed geographical information, including the country/region, province, 

city, abbreviation, longitude, and latitude. 

Choose Policies > Regions > Public IP. 

Figure 6-39 Public IP geodatabase 

 

 

Type an IP address and press Enter. Then the geographical information of this IP address is 

listed below. 

6.11.2 Private IP Geodatabase 

After private segment identification is enabled, you can further select Default or Custom. 

Choose Policies > Regions > Private IP. 
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Figure 6-40 Private IP geodatabase 

 

 

 ̧ Select Default and click OK . 

 ̧ Select Custom, type the IP address database that you want to customize, and click OK . 

In the database, IP addresses should be separated by a carriage return, with each in a 

separate line. You can type individual IP addresses, IP segments, and IP address/netmask, 

like 202.168.1.1, 202.168.1.1-202.168.1.155, and 202.168.1.0/24. 

6.12 M ini ng Protection  

This policy is used to detect the mining protocol in the traffic and analyze the webpage 

mining. Additionally, NIPS supports linkage with NTI to detect the access to DNS miner pool. 

To configure the policy, follow these steps: 

Step 1 Choose Policies > Mining Protection. 

Figure 6-41 Mining Protection page 

 

 

Step 2 Configure parameters. 

Table 6-22 Parameters for configuring a mining protection policy 

Parameter Description  

Mining 

Protection 

Enable Controls whether to enable the mining protection policy. 

Reporting 

Cycle 

After enabling the mining protection policy, you need to specify the 

logging time after a mining protocol is detected. 

You can type an integer in the range of 0ï3600, in seconds. Typing 0 

means the log will be immediately reported. 
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Parameter Description  

Block 

Threshold 

Specifies a threshold for blocking. If the value specified here is equal to or 

smaller than the confidence value of the mining log, traffic will be blocked. 

You can type an integer in the range of 0ï100. 

 

Step 3 Click OK  to save the settings. 

Step 4 Click Commit in the quick access bar to make the settings take effect. 

----End 
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7 Objects 

An object refers to a collection of items with the same characteristics. The items may be IP 

addresses, rules, and services. An alias is assigned to each object as the object name. 

On NIPS, all policies are configured based on objects. Therefore, you must define objects 

before configuring policies. These objects include the signature, address, service, application, 

schedule, and sensitive data. 

The concept of object greatly simplifies the management of NIPS. When an object changes, 

you only need to modify properties of this object, instead of modifying all policies 

referencing this object. This makes policy management simpler and more flexible. For how to 

configure policies, see Policies. 

This chapter describes object configuration on NIPS, containing the following sections: 

Section Description  

Service Describes how to configure service-related objects. 

Application Describes how to configure application-related objects. 

Schedule Describes how to configure schedule-related objects. 

Address Describes how to configure address-related objects. 

Network Intrusion Describes how to configure intrusion-related objects. 

Malware Describes how to configure malicious file-related objects. 

Web Security Describes how to configure web security-related objects. 

C&C Communication Describes how to configure C&C communication-related objects. 

Callback Monitoring Describes how to configure the callback monitoring blacklist and whitelist. 

URL Filtering Describes how to configure URL filter-related objects. 

Application Control Describes how to configure application management-related objects. 

Data Loss Prevention Describes how to configure DLP-related objects. 

7.1 Service  

Service-related objects are used to describe system services, custom services, service groups, 

and timeout periods. 
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7.1.1 Predefined Service  

NIPS comes with predefined services. Based on these services, NIPS can automatically 

identify common protocols, such as TCP and UDP, and protocols on non-fixed ports. 

To query system services, do as follows: 

Choose Objects > Service > Predefined. 

Figure 7-1 Predefined services 

 

 

The Predefined page lists all predefined services on NIPS. You can only view and reference 

these services, but cannot create, edit, or delete them. 

7.1.2 Custom Service 

You can configure custom services, that is, custom service ports, as required. The procedure is 

as follows: 

Step 1 Choose Objects > Service > Custom. 

Step 2 Click New in the upper-right corner of the page. 

Note that the New dialog box for configuring a TCP or UDP service object is different from 

that for an IP service object. 

Step 3 Configure parameters in the New dialog box. 

Table 7-1 Parameters for configuring a custom service object 

Parameter Description  

Protocol Protocol type, which can be TCP, UDP, or IP. 

Different protocols require different parameters. When Protocol is set to TCP or 

UDP, Source Port and Destination Port must be specified. When Protocol is set 

to IP, Type must be specified. 

Name Name of the custom service. 
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Parameter Description  

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

Source Port Source port used by the service object. 

This parameter must be specified only when Protocol is set to TCP or UDP. You 

can specify multiple ports or ranges of ports whose number ranges from 0 to 

65535. 

Destination Port Destination port used by this service. 

This parameter must be specified only when Protocol is set to TCP or UDP. You 

can specify multiple ports or ranges of ports whose number ranges from 0 to 

65535. 

Type IP protocol ID, such as 1 that indicates ICMP and 2 that indicates IGMP. The value 

range is 0ï255. 

This parameter must be specified when Protocol is set to IP. 

Description Brief description of the custom service. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.1.3 Service Group  

A service group here refers to a logical collection of predefined services, custom services, and 

existing service groups. To configure a service group, follow these steps: 

Step 1 Choose Objects > Service > Groups. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-2 Configuring a group object 

 

 

Step 3 Configure parameters in the New dialog box. 
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Table 7-2 Parameters for configuring a group object 

Parameter Description  

Name Name of the service group. 

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

Includes Specifies objects to be contained in the service group. 

Description Brief description of the service group. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.1.4 Service Timeout  

Timeouts for communication can be specified for most protocols. You can specify a service 

timeout object as required. 

To configure a service timeout period, follow these steps: 

Step 1 Choose Objects > Service > Service Timeout. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-3 Configuring a service timeout object 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-3 Parameters for configuring a service timeout period 

Parameter Description  

Name Specifies the type of the protocol used for communication. 
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Parameter Description  

The timeout period for each protocol type can be configured only once. 

Timeout Specifies the timeout period (in seconds) for communication. The default value is 

0, indicating that the communication will never time out. 

 

The timeout period refers to the allowed maximum interval between two 

consecutive data flows of the protocol. The service persists as long as the 

interval between two consecutive data flows is within the specified timeout 

period. The setting of this field depends on the actual interval required 

between two consecutive data flows of a protocol. A longer interval requires a 

larger value. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.2 Application  

Application-related objects are used to describe various applications such as Kuwo Player. 

The system comes with predefined applications. Also, you can configure custom applications 

and filters to filter packets destined for applications specified in application management 

policies. 

This section describes how to view predefined system applications, create a custom 

application, and configure an application group and a filter. 

7.2.1 Predefined Application  

NIPS comes with predefined applications. You can only reference and view them, but cannot 

create, edit, or delete them. 

To query a predefined application, follow these steps: 

Step 1 Choose Objects > Application  > Predefined. 

Step 2 Click the plus sign (+) beside the object name to shows its details. 

Figure 7-4 Application page 
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Table 7-4 describes parameters in the application list. 

Table 7-4 Predefined application list parameters 

Parameter Description  

Name Name of a predefined application. 

Risk Level Risk level of a predefined application. The value is an integer ranging from 1 to 5, 

and a larger value indicates a higher risk level. 

Type Type of a predefined application. 

Technology Technology on which a predefined application is based. The value can be 

browser-based, client-server, network-protocol, peer-to-peer, or unknown. 

 

Step 3 Type an object name in the Name text box and click Search. 

Related objects are listed below. 

You can also specify the type and technology to view related application objects. 

Figure 7-5 Query result 

 

 

NIPS lists applications by application type by default. 

Step 4 Point to  and click Application provider . 

Applications are then listed by application provider, as shown in Figure 7-6. 

Figure 7-6 Searching for predefined applications 

 

 

----End 

7.2.2 Custom Application  

In addition to predefined applications, you can configure custom applications. To configure a 

custom application, follow these steps: 

Step 1 Choose Objects > Application  > Custom. 
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Figure 7-7 Custom application page 

 

 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-8 Configuring a custom application 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-5 Parameters for configuring a custom application 

Parameter Description  

Name Name of the application. 

Platform Specifies a platform on which the application runs. 

Technology Specifies a technology on which the application is based. The value can be 

browser-based, client-server, network-protocol, peer-to-peer, or unknown. 

Risk Level Specifies a risk level for the application. The value is an integer ranging from 1 to 

5, and a larger value indicates a higher risk level. For how to evaluate the risk level 

of an application, see Calculating the Risk Level of an Application. 
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Parameter Description  

Tag Specifies a tag for the application. The value can be Unknown, Evasive, Excessive 

Bandwidth, Prone to Misuse, Transfers Files, Tunnels Other Apps, Used by 

Malware, Vulnerability, Widely used, and Mobile. 

Matching Scope Specifies the matching scope, which can be either of the following: 

Packet: indicates that matching and logical determination are conducted based on 

individual packets. A packet is the minimum transmission unit on a 

packet-switched network. The coverage of packet matching is smaller than that of 

session matching. 

Session: indicates that matching and logical determination are conducted based on 

individual sessions. A session is an uninterrupted request-response sequence 

between a client and a server. 

Type Specifies the type of the application. 

 

Step 4 Configure protocol fields. 

For how to configure protocol fields, see Step 4 in Advanced Signature. 

Step 5 Click OK  to save the settings. 

Step 6 Click Commit in the quick access bar to make the settings take effect. 

----End 

Calculating the Risk Level of an Application 

The risk level of an application is calculated based on all its tags. From the perspective of 

severity, tags are categorized into three types: 

 ̧ High-level risk: indicates that an application is vulnerable or can be easily exploited by 

malware, thus probably causing a severe impact on hosts or the entire network. 

 ̧ Medium-level risk: indicates that an application involves data transfers or uses other 

applications as pipelines, thus potentially imposing an impact on the network. 

 ̧ Low-level risk: indicates that an application is widely used but does not impose any 

impact on network security. 

Table 7-6 lists tags and their corresponding risk levels. 

Table 7-6 Risk level of tags 

No. Tag Risk Level  

1 Unknown Low 

2 Evasive Medium 

3 Excessive Bandwidth Low 

4 Prone to Misuse Low 

5 Transfer Files Medium 

6 Tunnels Other Apps Medium 

7 Used by Malware High 
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No. Tag Risk Level  

8 Vulnerability High 

9 Widely used Low 

10 Mobile Low 

 

7.2.3 Application Group  

NIPS provides the group function for you to pick out desired data among massive amounts of 

data. You can configure groups to filter data handled by NIPS based on specific conditions. 

 

 

A filter filters applications based on application types and tags, while groups provide 

better flexibility by allowing you to group applications based on keywords. 

 

An application group can achieve the intended filtering effect only after being applied to 

application management policies or bandwidth management policies. This section describes 

how to create an application group. The procedure is as follows: 

Step 1 Choose Objects > Application  > Groups. 

Step 2 Click New in the upper-right corner of the page. 
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Figure 7-9 Creating an application group 

 

 

Step 3 Type the name of the new group. 

Step 4 Configure other parameters. 

Table 7-7 Parameters for grouping applications 

Parameter Description  

Type Specifies the types of applications to be grouped. 

Technology Specifies the technologies by which applications to be grouped are implemented. 

Risk Level Specifies the risk levels of applications to be grouped. 

Tag Specifies the tags of applications to be grouped. 

Keyword Specifies keywords for a fuzzy search for applications. 

 

Step 5 Click Filter  to view all applications that meet the filtering conditions. 
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Figure 7-10 Viewing filtering results 

 

 

Step 6 Select applications to be grouped together. 

Select the check box beside the application name. Then the selected applications are listed in 

the Selected area, as shown in Figure 7-11. 
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Figure 7-11 Viewing selected applications 

 

 

Clearing the check box in the Result li st deletes this application from the Selected list. 

Step 7 Click OK  to save the settings. 

Step 8 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.2.4 Filter  

NIPS provides the filter function for you to pick out desired data among massive amounts of 

data. You can configure filters to filter data handled by NIPS based on specific conditions. 

Filters can take effect only after being applied to application management policies. This 

section describes how to create a filter. The procedure is as follows: 

Step 1 Choose Objects > Application  > Filt ers. 

Step 2 Click New in the upper-right corner of the page. 
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Figure 7-12 Creating a filter 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-8 Parameters for creating a filter 

Parameter Description  

Name Specifies the name of the filter. 

Type Specifies the types of applications to be filtered. 

Technology Specifies the technologies by which applications to be filtered are implemented. 

Risk Level Specifies the risk levels of applications to be filtered. 

Tag Specifies the tags of applications to be filtered. 

 

Step 4 Click Filter  to find all objects that meet the filtering conditions. 

Step 5 Click OK  to save the settings. 

Step 6 Click Commit in the quick access bar to make the settings take effect. 

----End 
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7.3 Schedule 

Schedule-related objects represent time ranges. They include custom schedules and schedule 

groups. This section describes how to configure a custom schedule and a schedule group. 

7.3.1 Custom Schedule  

Each schedule contains two time periods, which you can customize as required. To configure 

a custom schedule, follow these steps: 

Step 1 Choose Objects > Schedule > Custom. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-13 Configuring a custom schedule 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-9 Parameters for configuring a custom schedule 

Parameter Descrip tio n 

Name Name of the custom schedule. 

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

Recurrence Specifies how the schedule recurs, which can be Daily, Weekday (Monday to Friday), 

Weekly, or Monthly . 

Time Time periods contained in the object. You can configure two time periods. If only one 

time period is needed, you should set the second time period to 00:00-00:00. If Type is 

set to Monthly, you also need to specify a date. 

Description Brief description of the custom schedule. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 
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7.3.2 Schedule Group  

A schedule group here refers to a logical collection of custom schedules and existing schedule 

groups. To create a schedule group, follow these steps: 

Step 1 Choose Objects > Schedule > Groups. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-14 Configuring a schedule group 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-10 Parameters for configuring a schedule group 

Parameter Description  

Name Name of the schedule group. 

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

Includes Specifies schedules and existing schedule groups to be contained in this group. 

Description Brief description of the schedule group. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.4 Address 

Address-related objects are used to describe network devices and network groups. Currently, 

NIPS supports the following address-related objects: 

 ̧ IP/netmask 
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 ̧ IP node 

 ̧ MAC address 

 ̧ IP pool 

 ̧ Group 

7.4.1 IP/Netmask  

An IP/netmask specifies a network segment, that is, an IPv4 or IPv6 subnet. To configure a 

subnet, follow these steps: 

Step 1 Choose Objects > Addresses > IP Netmask. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-15 Configuring a subnet 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-11 Parameters for configuring a subnet 

Parameter Description  

Name Name of the subnet. 

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

IP Netmask Specifies the IPv4 or IPv6 address and netmask. 

Negate Controls whether to reverse the IP address setting. It has the following values: 

· Yes: indicates that other segments than the specified one will be taken as the 

object. 

· No: indicates that the specified segment will be taken as the object. 

Description Brief description of the subnet. 
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Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.4.2 IP Node 

An IP node refers to a host specified with an IPv4 or IPv6 address. To configure an IP node, 

follow these steps: 

Step 1 Choose Objects > Addresses > IP Nodes. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-16 Configuring an IP node 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-12 Parameters for configuring an IP node 

Parameter Description  

Name Name of the IP node. 

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

IP Specifies the IP address of the node, which can be an IPv4 address (such as 192.168.1.1) 

or IPv6 address (such as fe80::250:56ff:fec0:8). 

Negate Controls whether to reverse the IP address setting. It has the following values: 

· Yes: indicates that other IP addresses than the specified one will be taken as the 

object. 

· No: indicates that the specified IP address is used as the object. 

Description Brief description of the IP node. 

 

Step 4 Click OK  to save the settings. 
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Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.4.3 M AC Address  

An individual MAC address is taken as an object. To configure such an object, follow these 

steps: 

Step 1 Choose Objects > Addresses > MAC Address. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-17 Configuring a MAC address 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-13 Parameters for configuring a MAC address 

Parameter Description  

Name Name of the MAC address. 

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

MAC Specifies a MAC address. The format of this value is "XX-XX-XX-XX-XX-XX" or 

"XX:XX:XX:XX:XX:XX", in which X is a hexadecimal character. 

Description Brief description of the MAC address. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 
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7.4.4 IP Pool 

An IP pool is a range of consecutive IPv4 or IPv6 addresses that identify hosts. To configure 

such an object, follow these steps: 

Step 1 Choose Objects > Addresses > IP Pools. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-18 Configuring an IP pool 

 

 

Step 3 Configure parameters in the New dialog box. 

Table 7-14 Parameters for configuring an IP pool 

Parameter Description  

Name Name of the IP pool. 

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

Start IP Specifies the first IPv4 or IPv6 address in the IP pool. 

 

The start IP address and end IP address must be of the same protocol version, 

that is, both are IPv4 or IPv6 addresses. 

End IP Specifies the last IPv4 or IPv6 address in the IP pool. 

 

 

The start IP address and end IP address must be of the same protocol version, 

that is, both are IPv4 or IPv6 addresses. Besides, the end IP address must be 

greater than the start IP address. 
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Parameter Description  

Negate Controls whether to reverse the IP address settings. It has the following values: 

· Yes: indicates that other IP address ranges than the specifi ed one will be taken as 

the object. 

· No: indicates that the specified IP address range will be taken as the object. 

Description Brief description of the IP pool. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.4.5 Address Group  

An address group here refers to a logical collection of subnets, nodes, MAC addresses, IP 

pools, and existing groups. To configure such an object, follow these steps: 

Step 1 Choose Objects > Addresses > Groups. 

Step 2 Click New in the upper-right corner of the page. 

Figure 7-19 Configuring an address group 

 

 

Step 3 Configure parameters in the New dialog box. 
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Table 7-15 Parameters for configuring an address group 

Parameter Description  

Name Name of the address group. 

The name must be unique and cannot contain the following special characters: 

% \ ` < > ' & " 

Includes Specifies objects to be contained in this address group. 

Negate Controls whether to reverse the object settings. It has the following values: 

· Yes: indicates that other objects than the specified ones will be taken as the 

group object. 

· No: indicates that the specified objects will be taken as the group object. 

New Specifies new address-related objects, including subnets, nodes, MAC addresses, and 

IP pools. Multiple objects are separated by a carriage return, with each in a separate 

line. New objects are named in the format of "group name_object name". 

Description Brief description of the address group. 

 

Step 4 Click OK  to save the settings. 

Step 5 Click Commit in the quick access bar to make the settings take effect. 

----End 

7.5 Network Intrusion  

The Network Intrusion module consists of the following: 

 ̧ Signature set profiles, including predefined ones and custom ones 

 ̧ Custom signature 

 ̧ Signature search 

 ̧ Exceptions 

 ̧ Settings 

7.5.1 Signature Set Profile  

NIPS provides multiple signature set profiles applicable to typical user environments, 

increasing the ease of use during policy configuration. Such profiles are divided into the 

following: 

 ̧ Predefined profiles 

Predefined profiles are subdivided into built-in ones and derived ones. Built-in profiles 

are pre-configured profiles, which can only be viewed and referenced in policies, but 

cannot be edited. Derived profiles are created based on built-in profiles, and can be, to 

some extent, modified as required (for example, you can modify action settings (alert, 

block, and quarantine), and add or delete signatures). 

 ̧ Custom profiles 

A custom profile is created by adding or deleting signatures in signature sets or 

modifying action settings (alert, block, and quarantine) as required. 
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7.5.1.1 Predefined Profile  

For typical scenarios, the NIPS system combines signatures in the signature database in 

different ways to form typical built-in profiles. These built-in signature set profiles, which are 

produced based on NSFOCUS's years of experience in intrusion detection and technical 

engineers' onsite experience, can fit in with most network deployment environments. 

Therefore, you are advised to use built-in signature set profiles when configuring intrusion 

detection policies. 

You can create derived profiles based on built-in profiles. The procedure is as follows: 

Step 1 Choose Objects > Network Intru sion > Signature Set Profiles > Predefined Profiles. 

Step 2 Click  in the Operation column of a built-in profile. 

Figure 7-20 Configuring a derived template 

 

 

Step 3 Configure parameters in the dialog box. 

Table 7-16 Parameters for configuring a derived profile 

Parameter Descrip tion  

Name Name of the derived profile. By default, the profile name is in the format of "name of 

the original template-Derive". 

Description Brief description of the derived profile. 

Event Specifies intrusion events to be included in the derived profile. You can modify  action 

settings (Alert , Block, Quarantine, and Capture Packet) for each event and delete 

rules. 

 

· When the protection mode is enabled in a policy, selection of Quarantine will 

isolate the IP address that triggers the related rule in the specified time. 
























































































































































































































































































































































































































