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Preface 

Scope 

This document, using NSFOCUS Anti-Distributed Denial of Service System (ADS) 

NX5-4020 as an example, describes the features and usage of the web-based manager and 

console-based manager of NSFOCUS ADS NX3-2000 series (ADS NX3-2020 and ADS 

NX3-2010), ADS NX3-200E/600E, NX5-4000 series (ADS NX5-4020), NX5-6000 series 

(ADS NX5-6025), and NX5-8000 series (ADS NX5-8000). 

This document provides guidance for you in use of the products. Descriptions in this guide 

may slightly differ from actual products due to version upgrade or other reasons. 

 

 

Unless otherwise specified, figures and texts in this manual use ADS NX5-4020 as an 

example. 

 

Currently, two types of model naming methods exist for ADS products, as shown in the 

following table. 

Old Model  New Model  Comparison  

ADS 2010 ADS NX3-2010 The functions remain the same. The manuals of one can be 
used for the other. 

ADS 2020 ADS NX3-2020 The functions remain the same. The manuals of one can be 
used for the other. 

ADS 4020 ADS NX5-4020 The functions remain the same. The manuals of one can be 
used for the other. 

ADS 6025 ADS NX5-6025 The functions remain the same. The manuals of one can be 
used for the other. 

Audience  

This document is intended for the following users: 

 ̧ System administrator 

 ̧ Network administrator 

 ̧ Users who wish to know main techniques and usage of this product 

This document assumes that you have a basic knowledge of the following areas: 
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 ̧ Linux and Windows operating systems 

 ̧ TCP/IP protocol 

Organization  

Chapter Description  

1 Introduction Describes features of ADS devices. 

2 Web-based Manager Describes basic information about the web-based manager. 

3 Real-Time Monitoring Describes details about security events monitored in real time. 

4 Policies Describes information and configuration about protection policies. 

5 Diversion and Injection Describes detailed information and configuration about the diversion 

and injection process. 

6 Logs Describes methods and options for viewing various types of logs. 

7 System Administration Describes common operations and methods for system administration 

and maintenance. 

8 Advanced Applications Describes advanced functions that include packet capturing and pattern 

matching. 

9 Console-based Management Describes methods for logging in and managing the console of ADS 

devices. 

A Abbreviations Describes explanation of abbreviations that appear in this article. 

B Default Parameters Describes default parameters of the ADS devices. 

C IPv4/IPv6 Support Describes ADS modules' support for IPv4 and IPv6. 

Conventions  

Convention  Description  

Bold font 
Keywords, names of screen elements like buttons, drop-down lists or fields, and 

user-entered text appear in bold font. 

Italic font 
Document titles, new or emphasized terms, and arguments for which you supply 

values are in italic font. 

 

Reminds users to take note. 

 

Indicates a tip to make your operations easier. 

 

Indicates a situation in which you might perform an action that could result in 

equipment damage or loss of data. 
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Convention  Description  

 
Indicates a situation in which you might perform an action that could result in 

bodily injury. 

A > B Indicates selection of menu options. 

 

Customer Support  

To obtain materials about network security, visit NSFOCUS website at:  

http://www.nsfocus.com/en/index.html 

To obtain professional service information and business information about NSFOCUS 

network security, contact us at: 

Global Support 

To obtain materials about network security, visit NSFOCUS website at: 

http://www.nsfocus.com/en/index.html 

To obtain professional service information and business information about NSFOCUS 

network security, contact us at: 

 

Global Support 

24/7 service hotline: 

 +86-13321167330 

 +86-400-818-6868 

Email: global_support@nsfocus.com 

 

NSFOCUS US 

Tel: +1 408-907-6638 

Email: mailto:info-us@nsfocus.com 

 

NSFOCUS Japan 

Tel: +81-3-6206-8156 

Email: info-jp@nsfocus.com 

 

NSFOCUS Malaysia 

Tel: +603-2169 6389 

http://www.nsfocus.com/en/index.html
http://www.nsfocus.com/en/index.html
mailto:global_support@nsfocus.com
mailto:info-us@nsfocus.com
mailto:info-jp@nsfocus.com
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Fax: +603-2169 6396 

 

NSFOCUS APAC 

Email: info-apac@nsfocus.com 

 

NSFOCUS Australia & New Zealand 

Email: info-anz@nsfocus.com 

 

NSFOCUS EU 

Email: info-eu@nsfocus.com 

 

NSFOCUS MENA 

Email: info-mena@nsfocus.com 

mailto:info-apac@nsfocus.com
mailto:info-anz@nsfocus.com
mailto:info-eu@nsfocus.com
mailto:info-mena@nsfocus.com
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1 Introduction  

1.1 Product Overview  

ADS devices provide a widely used high-performance solution to protect Internet applications 

against massive Distributed Denial-of-Service (DDoS) attacks. Its powerful protection 

capability addresses demanding performance and scalability requirements of large-scale 

enterprises and operators on defending today's complex and varying network attacks. 

A single ADS device can be deployed on demand to divert and clean traffic on the target 

device or zone without any impacts on other network traffic. The multi-level protection 

mechanism embedded in the device enables the system to discover and block hazardous 

traffic while transmitting legitimate traffic as usual, so that business systems continue without 

disruption even in face of severe network attacks. 

1.2 Typical Deployment  

Currently, ADS devices can be deployed in in-path mode or out-of-path mode based on 

different network environments. The following sections detail the two modes. 

 

 

ADS NX3-2010, NX3-2020, NX3-200E, NX3-600E, NX5-4020, and ADS NX5-6025 

support both in-path and out-of-path modes, whereas NX5-8000 supports only the 

out-of-path mode. 

 

1.2.1 In -Path Deployment  

ADS devices are deployed in in-path mode in network environments with fewer servers and 

smaller outgoing bandwidth. In this mode, an ADS device is transparently deployed at the 

network entry to detect, analyze, and block DDoS attacks. Figure 1-1 shows the deployment 

topology. 
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Figure 1-1 In-path deployment of an ADS device 

 

 

1.2.2 Out -of -Path Deployment  

ADS devices can be deployed in out-of-path mode and collaborate with other routers, 

performing traffic diversion and injection on one or two lines to protect servers in the network. 

Figure 1-2 shows the deployment topology. 

Figure 1-2 Out-of-path deployment of an ADS device 
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2 Web-based Manager 

The web-based manager enables you to manage and configure the ADS device in a more 

intuitive man-machine interaction environment. 

This chapter describes basic information about the web-based manager, as shown in the 

following table. 

Section Description  

Login Describes methods for logging in to the system. 

System User Describes user types and permissions. 

Web Page Layout Describes web page layout. 

System Modules Describes basic functions of each module. 

Common Icons and Buttons Describes meanings of the common icons and buttons. 

2.1 Login  

To log in to the web-based manager, perform the following steps: 

Step 1 Verify that the client host communicates properly with an ADS device (open port 443 if the 

traffic passes through a firewall). 

Step 2 Start the IE browser and access the web-based manager's IP address by HTTPS. 

As the ADS device supports both IPv4 and IPv6 protocols, you can type an IPv4 address (for 

example, https://192.168.1.1) or IPv6 address (for example, https://[2001::107]). 

After you type the IP address and press Enter, the following security alert page appears. 

https://192.168.1.1/
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Figure 2-1 Alert page 

 

 

Step 3 Click Continue to this website (not recommended) to accept the channel secured by the 

NSFOCUS ADS certificate. 

The login page shown in Figure 2-2 appears. 

Figure 2-2 Login page of the ADS device 

 

 

Step 4 Select the language, type the default user name and password (see appendix B Default 

Parameters), and click Login or press Enter. 

Your selection of a language from the Select Language drop-down list has no impact on 

access of other users. 

A license must be imported after initial login to the system. After a valid license is 

successfully imported, log in to NSFOCUS ADS again. 

The following window appears, indicating that you have successfully logged in. 
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Figure 2-3 Window displayed after successful login 

 

 

 

 

Note the following during login: 

· You are advised to use an IE browser of 8.0 through 10.0 or a Chrome 

browser with the resolution greater than 1024x768. If you use the IE-based tabbed 

browsers (such as MyIE and Maxthon) or browsers that are not based on the IE 

core (such as Opera), pages may be displayed improperly. 

· Before login, check whether the option of blocking pop-ups is selected in the 

browser. If yes, deselect it. 

· The browser you use must support JavaScript, cookies, and frames. 

· Possible causes for login failures: incorrect user name, incorrect password, and 

upper/lower case confusion. 

· During the first login, after you type the default user name and password, the 

system displays a dialog box, asking you to change the password. Only after you 

change the default password to a different one, can you successfully log in to the 

system. 

· You must import the license after the first login. For details, see section 7.4.1 

License. 

· The system will return to the login page if you remain inactive for a period 

specified by Auto Idle Logout. In the case, you need to log in again to continue 

using the system. For details, see section 7.2.1 Login Security Settings. 
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----End 

2.2 System User 

User roles of the ADS devices include super user (admin by default), CLI user (routerman 

by default), custom user, common user, administrator, and audit user. Table 2-1 lists 

permissions of these users. 

Table 2-1 User permissions 

User Role Configuration Permission  Viewing Permission  

Super user Default system user admin, who has all permissions in the web-based manager. 

It is not allowed to add or delete the super user. 

CLI user Logs in to the console and performs management. 

Custom user Configures traffic diversion and 

injection rules (manual mode), 

packet capture rules, and IP 

reputation rules, and performs 

system management (modification 

of his or her own account 

information). 

Views monitoring information in real time, 

information about traffic diversion and 

injection, logs (detailed information and 

statistical graphs of attack log details and 

traffic diversion logs), system management 

information (basic system configuration and 

interface configuration), statistical graphs of 

attack traffic, and BGP neighbor status. 

Common user Performs system management 

(modification of his or her own 

account information). 

Views monitoring information in real time 

and system management information (basic 

system configuration and interface 

configuration). 

Administrator Configures protection policies and 

traffic diversion and injection rules 

and conducts log management 

(detailed information and statistical 

graphs of attack logs and traffic 

diversion logs), and system 

management (basic configuration, 

interface configuration, and 

modification of his or her own 

account information). 

Views monitoring information in real time, 

protection policy configuration, diversion 

and injection configuration, log management 

information (detailed information and 

statistical graphs of attack logs, statistical 

graphs of attack traffic, and traffic diversion 

logs), and system management information 

(basic configuration and interface 

configuration). 

Audit user Performs system management 

(modification of his or her own 

account information). 

Views real-time monitoring data, login logs, 

and operation logs. 

 

 

You are advised to change the default password immediately after login with the 

default user account. For details on the initial password, see appendix B Default 

Parameters. 
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2.3 Web Page Layout 

After a successful login, the user admin opens the web-based manager page. Figure 2-4 shows 

the web page layout. 

Users with different privileges may view different information under the main menu, 

sub-menus, and work area of the system, but can view the same information and have the 

same privileges in the status bar and shortcut operation area. 

Figure 2-4 Web page layout 

 

 

Table 2-2 describes the web page layout. 

Table 2-2 Web page layout 

SN Area Description  

1 Menu bar Main menus of the system. 

2 Navigation tree Involving menus and related sub-menus to help you locate system 

functions. 

3 Work area Area where you can perform configurations and operations and view 

data. 

4 Status bar Displaying current device information, software version and system 

time. For details, see section 3.3 System Information. 

5 Quick access bar Involving common buttons of the system. See Table 2-3 for details. 

 

Table 2-3 lists common buttons. 
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Table 2-3 Common buttons 

Button  Function  

 Displays information of the current user. 

 Switches to another language. 

 Switches to the system upgrade window. 

 Displays product information about the ADS devices. 

 Allows you to log out of the system. 

 Allows you to download NSFOCUS mobile software. After ADS connects 

to the cloud, you can monitor the ADS status on a mobile phone. 

 Makes the configuration in the work area take effect immediately. 

 Makes the configuration in the work area take effect the next time you start 

the system. 

 

 

For the sake of account security, you are advised to click  to log out of 

the system. 

2.4 System Modules  

The web-based manager provides function modules, including real-time monitoring, policies, 

diversion and injection, logs, system administration and advanced applications. Table 2-4 lists 

more details. 

Table 2-4 System functions 

Menu  Function  

Real-Time 

Monitoring 

System Status Displays real-time traffic, interface status, and detailed information 

and statistical graphs of attack events. 

Service Status Displays status of the communication between ADS devices and 

other NSFOCUS devices. 

Policies Anti-DDoS Allows you to configure anti-DDoS policies. 

Access Control Allows you to configure access control rules, connection exhaustion 

rules, URL-ACL rules, and whitelists. 

Diversion & 

Injection 

General Settings Allows you to configure the system running mode and the interface 

IP address. 

Diversion Route Allows you to configure diversion routes. 

Traffic Injection Allows you to configure injection rules. 

Traffic Diversion Allows you to configure traffic diversion settings. 

Advanced Route Allows you to configure advanced route settings. 
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Menu  Function  

Setting 

Syslog Diversion 

Configuration 

Allows you to configure syslog-based diversion settings. 

Logs Attack Logs Allows you to query attack logs. 

System Logs Displays various system running logs. 

Log Analysis Displays detailed log statistics. 

System Local Settings Allows you to configure basic information, interface connection, 

configuration files, and user accounts. 

Security 

Configuration 

Allows you to configure login security settings and unlock an IP 

address. 

Log Services Allows you to configure log services and export SFTP/SSH logs. 

Others Allows you to upgrade the system, manage the license, enable 

remote assistance, and view version information. 

Advanced Packet Capture Provides you with common tools used to analyze packets 

transmitted over the network. 

Pattern Matching Allows you to configure protection rules based on pattern matching. 

IP Reputation 
Allows you to configure collaboration between ADS and the 

cloud-side IP reputation library. 

2.5 Common Icons and Buttons  

Table 2-5 describes functions of the common icons and buttons on the web-based manager. 

Table 2-5 Buttons and icons 

Button  Function  

 Edits an item. 

 Deletes an item. 

 Starts an operation. 

 Stops an operation. 

 Makes the configuration in the work area take effect immediately. 

 Saves the configuration and writes to the firmware. 

 Views the current configuration. 
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3 Real-Time Monitorin g 

The real-time monitoring module provides real-time traffic information, system resources, 

attacks of the last 15 minutes, and the latest service status for you to have a full understanding 

of the current network status. 

This chapter details real-time monitoring information, as shown in the following table. 

Section Description  

System Status Describes real-time traffic, interface status, attack events being suffered by the 

network, and statistical graphs of attack events. 

Service Status Describes the running status of communications between the current device and 

other NSFOCUS devices. 

System Information Describes basic information of the current system. 

3.1 System Status 

The system monitors incoming and outgoing traffic, interface status, and device status of the 

current ADS device and displays the monitoring information in real time. 

This section covers the following topics: 

 ̧ Real-time Traffic Curves 

 ̧ Interface Status 

 ̧ System Resources 

 ̧ Attack Events in the Last 15 Minutes 

 ̧ Latest Attack Events 

Real-time Traffic Curves  

As shown in Figure 3-1, the System Status page shows the incoming and outgoing traffic 

(unit: kpps) of the ADS device in last 10 minutes. Here, the blue curve indicates the trend of 

traffic transmitted at a specific interface, and the green curve indicates the trend of traffic 

received at the interface. The traffic curves are automatically updated every 10 seconds. 
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Figure 3-1 Traffic curves 

 

 

 

You can view traffic trends from different angles by selecting different values from 

the Unit  and Interface drop-down lists in the upper-right corner of Figure 3-1. 

 

Interface Status 

As shown in Figure 3-2, the System Status page shows the connection status of interfaces on 

ADS NX5-4020 (  means "connected";  means "disconnected"), and real-time traffic of 

each interface. Total indicates total traffic of all interfaces. The information is automatically 

updated every 10 seconds. 

By default, the information about all interfaces is displayed. As shown in Figure 3-2, 

clicking Display online interface from the drop-down list in the upper-left corner displays 

the information only about online interfaces. 

Figure 3-2 Interface status of ADS NX5-4020 
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The number and type of interfaces vary with device models. ADS devices provide the 

following working interfaces: 

 ̧ Eight 1000M electrical ports 

 ̧ Eight 1000M optical ports 

 ̧ Four 10G optical ports 

System Resources 

As shown in Figure 3-3, the System Status page shows the operating status of the ADS 

device, including system resource (CPU and memory) utilization and current attack logs. The 

information is automatically updated every 10 seconds. 

Figure 3-3 System resource 

 

 

Attack Events in the Last 15 M inutes  

As shown in Figure 3-4, the System Status page shows the statistical graph of attack events 

in the last 15 minutes on the ADS device. The X-axis indicates the event type and the Y-axis 

indicates event count. The information is automatically updated every 25 seconds. 

Figure 3-4 Attack events in the last 15 minutes 
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Latest Attack Events  

As shown in Figure 3-5, the System Status page shows latest attack events (a maximum of 

five events) on the ADS device, including the attack time, attack type, source and destination 

IP addresses of attacks. 

Figure 3-5 Latest attack events 

 

3.2 Service Status 

Service status gives a clue to system diagnosis. As shown in Figure 3-6, the Service Status 

page shows the communication status between the ADS device and other NSFOCUS devices. 

Figure 3-6 Service status 

 

 

The service status Communication with Probe indicates the communication between ADS 

and Probe. Status is displayed as ESTABLISHED  after the connection is established. 

 

 

Some other statuses may also be displayed in the Status column during service 

connection, for example, CLOSE_WAIT , indicating that the service is being 

disabled. The service status will not be displayed after the service is disabled. 

3.3 System Information  

All users can view system information. The status bar displays basic system information, 

including hardware CPU and memory usage, system version, and system time, as shown in 

Figure 3-7. 

The green indicator indicates that the device works properly and the red indicator indicates 

that the device is abnormal. 

Figure 3-7 System information 
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4 Polic ies 

This chapter details protection policies. 

Section Description  

Anti-DDoS Policies Describes how to configure anti-DDoS policies. 

Access Control Policies Describes how to configure access control policies. 

4.1 Anti -DDoS Polic ies 

This section covers the following topics: 

 ̧ DDoS Protection Policy 

 ̧ Protection Groups 

 ̧ Advanced Global Parameters 

 ̧ Response Page Settings 

 ̧ Policy Auto-Learning 

4.1.1 Default Anti -DDoS Parameters 

Default Anti-DDoS policies include the following: 

 ̧ DDoS Protection Policy 

 ̧ HTTP Keyword Checking Policy 

 ̧ HTTP Protection Policy 

 ̧ HTTPS Protection Policy 

 ̧ DNS Keyword Checking Policy 

 ̧ DNS Protection Policy 

 ̧ TCP Control Policy 

 ̧ IP Behavior Control Policy 

 ̧ SIP Protection Policy 

 ̧ UDP Payload Check Policy 

 ̧ UDP Protection Policy 

 ̧ ICMP Protection Policy 
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Choose Policies > Anti-DDoS > Default Anti-DDoS Settings. On the Default Anti -DDoS 

Settings page, you can click Edit  to edit a default policy or Restore Defaults to restore a 

default policy. 

Figure 4-1 Default Anti-DDoS Settings page 

 

 

4.1.1.1 DDoS Protection  Policy  

Figure 4-2 shows the parameters of the default anti-DDoS policy. You can click Edit  in the 

lower-right corner of the list to edit the parameters, or click Restore Defaults to restore 

default settings. 

Figure 4-2 DDoS Protection Policy area 

 

 

Table 4-1 describes parameters of the DDoS protection policy. 

Table 4-1 Parameters of the default anti-DDoS policy 

Parameter Description  

Attack Type Types of DDoS attacks that can be blocked. 

Protection Level Priority for blocking attacks. Two values are available: Default and 

Professional. Thresholds in Default mode are predefined by the system and thus 

cannot be changed, while thresholds in Professional mode can be changed as 

required. 

Threshold 1 The value varies with DDoS attack type. See the following descriptions. 

Threshold 2 The value varies with DDoS attack type. See the following descriptions. 
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Parameter Description  

Protection Enabled Controls whether to enable the protection. 

· Yes indicates that the ADS device protects devices hit by DDoS attacks of 

this type. 

· No indicates that the ADS device does not protect devices hit by DDoS 

attacks of this type. 

Algorithm Different algorithms are adopted to defend against different types of DDoS 

attacks. See the following descriptions. 

 

SYN Flood  
 ̧ Threshold 1: specifies the SYN traffic rate at which SYN flood protection is triggered. If 

the rate (pps) of SYN traffic to a destination exceeds the specified value, SYN flood 

protection is triggered. The value ranges from 0 to 6000000 for NX3-2010/2020, 

NX3-600E, ADS NX5-4020/6025, and ADS NX5-8000. You can configure this 

parameter only when the protection level is set to Professional, while leaving it at the 

default value for the Default protection level. 

 ̧ Threshold 2: specifies the rate at which ADS sends reverse detection packets in response 

to SYN packets, after SYN flood protection is triggered. The value ranges from 1 to 

30000000 for ADS NX3-2010/2020, NX3-600E, NX5-4020/6025, and NX5-8000 and. A 

greater value means a better protection effect but a higher load on the ADS device. You 

can configure this parameter only when the protection level is set to Professional, while 

leaving it at the default value for the Default protection level. 

 

 

· Reverse detection indicates that the ADS device detects whether a client is 

launching attacks by sending detection packets to the client. 

· A greater Threshold 2 value may cause higher CPU usage. Limit  the CPU usage 

below 55%. 

 

 ̧ Algorithm  

ī 0-SynCheck applies to symmetrical networks only. 

ī 1-SafeConnect and 2-DynaCheck apply to both symmetrical and non-symmetrical 

networks. Only 1-SafeConnect and 2-DynaCheck are available under out-of-path 

deployment mode. 

 ̧ Protection Enabled: SYN Flood protection is available only when Enable is set to Yes. 

ACK F lood 

Threshold 1: specifies the ACK traffic rate at which ACK flood protection is triggered. If the 

rate (pps) of ACK traffic to a destination exceeds the specified value, ACK flood protection is 

triggered. The value ranges from 0 to 30000000 for ADS NX3-2010/2020, NX5-4020/6025, 

and NX5-8000. You can configure this parameter only when the protection level is set to 

Professional, while leaving it at the default value for the Default protection level. 

Under most environments, you are advised to set the protection level to Default. 
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UDP Flood  

Threshold 1: specifies the UDP traffic rate at which UDP flood protection is triggered. If the 

rate (pps) of UDP traffic to a destination exceeds the specified value, UDP flood protection is 

triggered. The value ranges from 0 to 6000000 for ADS NX3-2010/2020, NX5-4020/6025, 

and NX5-8000. 

Under most of environments, you are advised to set the protection level to Default. 

ICMP Flood  

Threshold 1: specifies the ICMP traffic rate at which ICMP flood protection is triggered. If 

the rate (pps) of ICMP traffic to a destination exceeds the specified value, ICMP flood 

protection is triggered. The value ranges from 0 to 6000000 for ADS NX3-2010/2020, 

NX5-4020/6025, and NX5-8000. 

Under most of environments, you are advised to set the protection level to Default. 

Connection Exhaustion  

Connection exhaustion protection cooperates with connection exhaustion rules. You can only 

select Yes or No for it. (For how to configure connection exhaustion rules, see section 4.2.6 

Connection Exhaustion Rules.) 

 

 

· Generally, the system adopts default anti-DDoS settings. For professional settings, 

contact NSFOCUS technical support engineers. 

· Apply protection algorithms to the anti-DDoS policy according to the actual 

network environment and the deployment mode. Otherwise, network interruption 

may occur. 

 

4.1.1.2 HTTP Keyword Checking Policy  

HTTP keyword checking is a process by which ADS checks specific fields in HTTP attack 

traffic against keywords and then takes the specified action against those packets that match a 

rule. 

Figure 4-3 shows the current HTTP keyword checking rules. 

 

 

· Under a default policy, at most 10 HTTP keyword checking rules can be 

referenced. 

· When multiple rules are referenced, the HTTP keyword checking policy matches 

attack packets with these rules in a top-down manner. In principle, the matching 

stops once a rule is hit. An administrator may need to adjust the rule sequence as 

required. 

· When multiple rules are hit, ADS performs protection based on the first rule. 
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Figure 4-3 HTTP Keyword Checking Policy area 

 

 

Table 4-2 describes parameters of the HTTP keyword checking policy. 

Table 4-2 Parameters of the default HTTP keyword checking policy 

Parameter Description  

Enable Controls whether to enable the default HTTP keyword checking policy. 

Rule Name of each rule included in the policy. 

Description Brief description of each rule. 

Source IP Specifies the source IP address traffic from which will be checked against the 

default HTTP keyword checking policy. 

Action Specifies the action that ADS will take against the source IP address (host). For 

details, see section 4.2.5 HTTP Keyword Checking. 

 

Click Edit  to open the policy editing page. 

Figure 4-4 Editing the default HTTP keyword checking policy 

 

 

On this page, you can edit the HTTP keyword checking policy as follows: 

 ̧ Enable: Select Yes or No to enable or disable the policy. 

 ̧ Adjust rule sequence: Click  or  to move a rule one place up or down. You can 

also type the rule IDs in the Move and Behind text boxes. For example, Move 1 Behind 

3 indicates that the first rule will be put under the third rule. Click  to commit the 

change. 

 ̧ Add rule : Click  to open the rule configuration page. Select one or more rules and 

then click OK . 

For the creation of an HTTP keyword checking rule, see section 4.2.5 HTTP Keyword 

Checking. 
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Figure 4-5 Configuring HTTP keyword checking rules 

 

 

4.1.1.3 HTTP Protection Policy  

With the default HTTP Protection Policy, the system checks HTTP packets from clients and 

drops data that do not meet conditions specified in the policy. Figure 4-6 shows parameters of 

the default HTTP protection policy. You can click Edit  in the lower-right corner of the list to 

edit the parameters, or click Restore Defaults to restore default settings. 

Figure 4-6 HTTP Protection Policy area 

 

 

A default HTTP protection policy's parameters, varying with HTTP request methods, are 

described as follows: 

Protection  Port 

This specifies the port number of the destination IP address of HTTP packets. You can 

configure multiple ports or port ranges. The value range is 0ï65535. Multiple ports must be 

separated by commas. The ports configured for the HTTP protection policy must be different 

from those for the HTTPS protection policy. 

HTTP G ET Flood 
 ̧ Threshold 1: specifies the HTTP GET traffic rate at which HTTP GET flood protection 

is triggered. If the rate (pps) of HTTP GET traffic to a destination exceeds the specified 

value, HTTP GET flood protection is triggered. The value ranges from 0 to 6000000 for 

ADS NX3-2010/2020, NX5-4020/6025, and NX5-8000. 

 ̧  

 ̧ Algorithm : 

ī 0_TAG authentication and 1_HTTPCOOKIES authentication verify the 

destination IP address by adding authentication information into HTTP packets. 

ī 2_URL authentication adds information similar to Cookies into the URL request. 
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ī 3_ASCII image authentication and 4_BMP image authentication add a 

verification code. 

ī 5_Dynamic script protection performs verification by adding key values to URLs. 

ī 6_Legend authentication and 7_FCS check checks the packets of game "Legend" 

and Flash Server. 

ī 8_Pattern matching check matches a signature string that is defined during the 

pattern matching of advanced applications (see section 8.2 Pattern Matching Rules 

for the configuration of pattern matching). 

The default algorithm is 1_HTTPCOOKIES authentication. Select an algorithm as 

required. 

 

 

6_Legend authentication, 7_FCS check and 8_Pattern matching check are 

available only when SYN Cookie URL is enabled during protection group 

configuration. 

 

HTTP POST Flood  

Threshold 1: specifies the HTTP POST traffic rate at which HTTP POST flood protection is 

triggered. If the rate (pps) of HTTP POST traffic to a destination exceeds the specified value, 

HTTP POST flood protection is triggered. The value ranges from 0 to 6000000 for ADS 

NX3-2010/2010, NX5-4020/6025, and NX5-8000. 

4.1.1.4 HTTPS Protection Policy  

 

 

This module does not support IPv6. Therefore, you can configure only IPv4 addresses 

here. 

 

With the default HTTPS protection policy, the system checks HTTPS packets from clients. 

When Add Abnormal IP to Blacklist  is set to Yes, the system adds source IP addresses that 

match the HTTPS protection algorithm to the blacklist. Figure 4-7 shows parameters of the 

HTTPS protection policy. 

Figure 4-7 HTTPS Protection Policy area 

 

 

Table 4-3 describes parameters of the HTTPS protection policy. 
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Table 4-3 Parameters of the HTTPS protection policy 

Parameter Description  

HTTPS Protection Controls whether to enable HTTPS protection. 

Threshold 1 Specifies the HTTPS traffic rate at which HTTPS protection is triggered. If 

the rate (pps) of HTTPS traffic to a destination exceeds the specified value, 

HTTPS protection is triggered. The value ranges from 0 to 6000000 for 

ADS NX3-2010/2020, NX5-4020/6025, and NX5-8000. 

Threshold 2 Specifies the port corresponding to the destination IP address. The value 

ranges from 0 to 65535, with 443 as the default. HTTPS protection is 

triggered only when the destination port number of attack packets matches 

the specified port. 

The ports configured for the HTTP protection policy should be different 

from those for the HTTPS protection policy. 

Add Abnormal IP to 

Blacklist 

Controls whether to add abnormal IP addresses to the blacklist. The value 

Yes indicates that, when the IP address of a client fails the check with the 

HTTPS protection algorithm, the system will add this IP address to the 

blacklist. 

 

4.1.1.5 DNS Keyword Checking Policy  

DNS keyword checking is a process by which ADS checks specific fields in DNS attack 

traffic against keywords and then takes the specified action against those packets that match a 

rule. 

Figure 4-8 shows about the current DNS keyword checking rules. 

 

 

· Under a default policy, at most 10 DNS keyword checking rules can be 

referenced. 

· When multiple rules are referenced, the DNS keyword checking policy matches 

attack packets with these rules in a top-down manner. In principle, the matching 

stops once a rule is hit.  An administrator may need to adjust the rule sequence as 

required. 

· When multiple rules are matched, ADS performs protection based on the first rule. 

 

Figure 4-8 DNS Keyword Checking Policy area 

 

 

Table 4-4 describes parameters of the DNS keyword checking policy. 

Table 4-4 Parameters of the default DNS keyword checking policy 

Parameter Description  

Enable Controls whether to enable the default DNS keyword checking policy. 
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Parameter Description  

Rule Name of each rule included in the policy. 

Description Brief description of each rule. 

Source IP Specifies the source IP address traffic from which will be checked against the 

default DNS keyword checking policy. 

Action Specifies the action that ADS will take against the source IP address (host). For 

details, see section 4.2.4 DNS Keyword Checking. 

 

Click Edit  to open the policy editing page. 

Figure 4-9 Editing the default DNS keyword checking policy 

 

 

On this page, you can edit the DNS keyword checking policy as follows: 

 ̧ Enable: Select Yes or No to enable or disable the policy. 

 ̧ Adjust rule sequence: Click  or  to move a rule one place up or down. You can 

also type the rule IDs in the Move and Behind text boxes. For example, Move 1 Behind 

3 indicates that the first rule will be put under the third rule. Click  to commit the 

change. 

 ̧ Add rule : Click  to open the policy configuration page. Select one or more rules and 

then click OK . 

 ̧ For the creation of a DNS keyword checking rule, see 4.2.4 DNS Keyword 

Checking. 

Figure 4-10 Configuring DNS keyword checking rules 

 

 

4.1.1.6 DNS Protection Policy  

DNS protection is a policy against DNS attacks and spoofing. Figure 4-11 shows the 

current DNS protection policy. 



NSFOCUS ADS User Guide 

Copyright © NSFOCUS 27 V4.5R89F00 (2016-03-05) 

 

Figure 4-11 DNS Protection Policy area 

 

 

Table 4-5 describes parameters of the DNS protection policy. 

Table 4-5 Parameters of the default DNS protection policy 

Parameter Description  

DNS Query Protection Controls whether to enable DNS query protection. Yes indicates that ADS 

can protect the DNS server on the intranet. 

DNS Protection Algorithm Specifies an algorithm for DNS protection. Options include 1-Default, 

2-TCP_BIT , and 3-DNS Algorithm 3. 

3-DNS Algorithm 3  does not support IPv6. 

Reverse Detection Rate Specifies the maximum rate of reverse detection packets. 

 

 

DNS protection is triggered when the number of UDP packets transmitted per second 

exceeds the specified threshold. For the setting of UDP flood thresholds, see section 

4.1.1.1 DDoS Protection Policy. 

 

The default DNS protection settings are effective for general usage. To modify the protection 

algorithm, contact technical support engineers of NSFOCUS. 

4.1.1.7 TCP Control Policy  

Figure 4-12 shows parameters of the TCP control policy. 

Figure 4-12 TCP Control Policy area 

 

 

 

Table 4-6 describes parameters of the TCP control policy. 

Table 4-6 Parameters of the TCP control policy 

Parameter Description  

Targeting Specifies how to identify a target server to be protected. 
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Parameter Description  

· Destination IP/Port: indicates that the server to be protected is 

identified by the destination IP address and port. 

· Destination IP: indicates that the server to be protected is identified by 

only the destination IP address. 

SYN Time Sequence Check Controls whether to check the SYN time sequence. 

SYN Source Bandwidth 

Limit  

Works with Threshold Triggering SYN Source Bandwidth Limit to 

limit the bandwidth used by the source host to send SYN packets. It has the 

following values: 

· Disable: disables the function of limiting the bandwidth used by the 

source host to send SYN packets. 

· Drop and add to blacklist: adds the IP address of the source host to 

the blacklist when the SYN packet forwarding rate of the source host 

exceeds the specified value. 

· Drop: drops subsequent packets when the SYN packet forwarding rate 

of the source host exceeds the specified value. 

SYN Source IP Rate Limit Works with Bandwidth Limit of SYN Source IP to specify the maximum 

rate for the source host to forward SYN packets (pps). 

ACK Learning Mode 

Controls whether to enable the ACK learning mode. The ACK learning 

mode can be enabled only when Protection Enabled is set to No. After the 

ACK learning mode is enabled, the system learns the packets sent by the 

client and adds the source IP addresses meeting the specified conditions to 

the trust list. 

The ACK learning mode takes effect only when Protection Enabled is set 

to Yes for both SYN flood attacks and ACK flood attacks. 

ACK Protection Algorithm When ACK flood protection is enabled, you can configure the ACK 

protection algorithm, which can be Disable, Time Sequence Check, or 

ACK  Check, with Disable as the default value.  

· Disable: indicates that the default algorithm will be used for ACK 

protection. 

· ACK  Check: indicates that the packets properly responding to the 

ACK check will be allowed through. Otherwise, these packets will be 

dropped. 

· Time Sequence Check: For two identical ACK packets, if their 

sending interval is between Min Check Count of ACK  and Max 

Check Count of ACK, they will be allowed through. Otherwise, 

they will be dropped. 

Min Check Count of ACK This parameter is used with Max Check Count of ACK. The value ranges 

from 1 to 300 (8 counts equal 1 second), with 8 as the default. The ACK 

packet check count of a client must be within the range. Otherwise, the 

client is deemed to have abnormal behaviors and will receive strict packet 

checks. 

Max Check Count of ACK This parameter is used with Min Check Count of ACK . The value ranges 

from 1 to 300 (8 counts equal 1 second), with 24 as the default. The ACK 

packet check count of a client must be within the range. Otherwise, the 

client is deemed to have abnormal behaviors and will receive strict packet 

checks. 

RST TX Rate Maximum TX rate of RST packets. The value ranges from 0 to 500000 for 

ADS NX3-2010/2020, NX3-4020/6025, and NX5-8000 and 0 to 250000 

for other models, with 100000 as the default. The value 0 indicates that no 
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Parameter Description  

RST packets are sent. 

 

4.1.1.8 IP Behavior Control Policy  

The system regards source IP addresses of packets that have been authenticated with 

the DDoS protection policy as trusted IP addresses. However, to protect against DDoS attacks 

from trusted IP addresses, the system needs to further process packets from trusted IP 

addresses. This process is called "IP behavior control". By limiting the TX rate of source IP 

addresses whose packet forwarding rate exceeds the threshold or adding such IP addresses to 

the blacklist, the system can effectively defend against botnet attacks. Figure 4-13 shows IP 

behavior control parameters. 

Figure 4-13 IP Behavior Control Policy area 

 

 

Table 4-7 describes IP behavior control parameters. 

Table 4-7 IP behavior control parameters 

Parameter Description  

Enable Controls whether to enable IP behavior control. 

Access Control Action the system takes to exert access control for trusted IP addresses whose 

packet forwarding rate (pps) exceeds the threshold. It has the following 

values: 

· Rate-limiting : limits the traffic rate. 

· Drop and add to blacklist: adds an IP address to the blacklist and block 

packets from this IP address when its traffic exceeds the specified value. 

To select this value, you must enable the blacklist function first. For 

details, see section 4.2.8 Blacklist. 

SYN Packets Specifies the maximum rate (pps) at which a trusted IP address can send SYN 

packets. ADS drops excess SYN packets and generates attack logs. 

ACK Packets Specifies the maximum rate (pps) at which a trusted IP address can send ACK 

packets. When the actual rate of ACK packets exceeds the specified value, 

ADS drops excess ACK packets and generates attack logs. 

Other Packets Specifies the maximum rate (pps) at which a trusted IP address can send 

non-SYN packets, including UDP, ACK, and ICMP packets. 

Empty Connection 

Check 

Checks whether empty connections exist. It has the following values: 

· Disable: disables the empty connection check function. 

· Drop and add to blacklist: adds the IP address of the source host to the 

blacklist when the SYN or TCP packets are destined for an empty 

connection. 

· Drop: drops the current SYN or TCP packets that are destined for an 
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Parameter Description  

empty connection. 

This function does not support IPv6. Therefore, you can use only IPv4 

addresses when configuring this function. 

 

4.1.1.9 SIP Protection Policy  

 

 

This module does not support IPv6. Therefore, you can use only IPv4 addresses 

during policy configuration. 

 

With the SIP protection policy, the system provides protection against packets using the 

Session Initiation Protocol (SIP). Figure 4-14 shows parameters of the SIP protection policy. 

Figure 4-14 SIP Protection Policy area 

 

 

Table 4-8 describes parameters of the SIP protection policy. 

Table 4-8 Parameters of the default SIP protection policy 

Parameter Description  

SIP Protection Controls whether to enable the SIP protection policy. 

Port Port corresponding to the destination IP address. The value ranges from 0 to 

65535, with 5060 as the default. SIP protection is triggered only when the destination 

port number of attack packets matches the specified port. 

Algorithm Protection algorithm. If this parameter is set to Protection mode, the system 

performs protection against register attacks and invite attacks, and identifies attack 

packets via register and invite packet interactions. If this parameter is set to 

Learning mode, the system performs protection against invite attacks. When a client 

sends an invite packet without any register packet, the system drops the invite packet. 

 

4.1.1.10 UDP Payload Check Policy  

With the UDP payload check policy, the system inspects the payload of UDP packets from 

clients and drops packets that do not meet specified conditions. Figure 4-15 shows UDP 

payload inspection parameters. 



NSFOCUS ADS User Guide 

Copyright © NSFOCUS 31 V4.5R89F00 (2016-03-05) 

 

Figure 4-15 UDP Payload Check Policy area 

 

 

Table 4-9 describes UDP payload inspection parameters. 

Table 4-9 UDP payload inspection parameters 

Parameter Description  

Payload Check Specifies whether to check the UDP payload and post-check actions. It has 

the following values: 

· Disable: disables UDP payload inspection. 

· Discard UDP packets with payload length of 0: drops packets whose 

payload length is 0. 

· Discard UDP packets with payload length of 0 for attacked target: 

drops packets whose payload length is 0 only when the target is being 

attacked. 

Mode Check Specifies whether to enable mode checks. 

Packet Length Threshold Maximum packet length. Based on this parameter value, ADS randomly 

determines the location of several checkpoints where packets containing 

certain signatures are blocked. 

 

4.1.1.11 UDP Protection Policy  

With the UDP protection policy, the system checks UDP connection requests from clients, and 

drops requests that do not meet specified conditions. Figure 4-16 shows parameters of the 

default UDP protection policy. 

Figure 4-16 UDP Protection Policy area 

 

 

Table 4-10 describes parameters of the UDP protection policy. 

Table 4-10 Parameters of the default UDP protection policy 

Parameter Description  

Drop UDP Fragment Controls whether to drop UDP fragments. The value Yes indicates that ADS 

discards detected UDP fragments of IPv4 addresses. 
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Parameter Description  

Min UDP Packet Length Specifies the minimum packet length. The system discards the packets that 

are below the defined minimum length. The value range is 0-65535, with 0 

as the default value. 

Max UDP Packet Length Specifies the maximum packet length. The system discards the packets that 

are beyond the defined maximum length. The default value is 65535. 

Traffic Control by Src 

IP+Src Port 

Specifies the maximum number of UDP fragments that are allowed to pass 

through per second with the same source IP address and source port. 

Excessive UDP fragments will be dropped. 

This parameter is disabled by default. The value range is 1ï65535, with 

65535 as the default value. 

Traffic Control by Src IP Specifies the maximum number of UDP fragments that are allowed to pass 

through per second with the same source IP address. Excessive UDP 

fragments will be dropped. 

This parameter is enabled by default. The value range is 1ï3000000, with 

3000000 as the default value. 

Traffic Control by Dst 

IP+Dst Port 

Specifies the maximum number of UDP fragments that are allowed to pass 

through per second with the same destination IP address and destination 

port. Excessive UDP fragments will be dropped. 

This parameter is disabled by default. The value range is 1ï65535, with 

65535 as the default value. 

Traffic Control by Dst 

IP+Src Port 

Specifies the maximum number of UDP fragments that are allowed to pass 

through per second with the same destination IP address and source port. 

Excessive UDP fragments will be dropped. 

This parameter is disabled by default. The value range is 1ï65535, with 

65535 as the default value. 

Traffic Control by Dst IP Specifies the maximum number of UDP fragments that are allowed to pass 

through per second with the same destination IP address. Excessive UDP 

fragments will be dropped. 

This parameter is disabled by default. The value range is 1ï3000000, with 

3000000 as the default value. 

 

4.1.1.12 ICMP Protection Policy  

With the ICMP protection policy, the system checks ICMP connection requests from clients, 

and drops requests that do not meet specified conditions. Figure 4-17 shows parameters of the 

ICMP protection policy. 

Figure 4-17 ICMP Protection Policy area 

 

 

Table 4-11 describes parameters of the ICMP protection policy. 
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Table 4-11 Parameters of the ICMP protection policy 

Parameter Description 

Traffic Control by Src IP Specifies the maximum number of ICMP fragments that are allowed to 
pass through per second from each source IP address. Excess ICMP 
fragments will be dropped.  

By default, it is disabled. The value range is 1ï3000000, with 3000000 as 
the default value. 

Traffic Control by Dst IP Specifies the maximum number of ICMP fragments that are allowed to 
pass through per second to each destination IP address. Excessive ICMP 
fragments will be dropped.  

By default, it is disabled. The value range is 1ï3000000, with 3000000 as 
the default value. 

 

4.1.2 Protection Groups  

As networks serve a large number of users who have various anti-DDoS requirements, the 

ADS device provides the protection group function, which allows the administrator to provide 

different protection policies for various users. 

A protection group is a collection of one or more servers that are protected by ADS devices 

using the same policy. NSFOCUS ADS supports a maximum of 65535 IP addresses in total. 

ADS can automatically generate protection groups based on policy auto-learning results. For 

details, see section 4.1.5 Policy Auto-Learning. 

This section covers the following topics: 

 ̧ Creating a Protection Group 

 ̧ Viewing Protection Groups 

 ̧ Editing a Protection Group (including IP address list, policies, and URL rules) 

 ̧ Deleting a Protection Group 

4.1.2.1 Creating a Protection Group  

To create a protection group, perform the following steps: 

Step 1 Choose Policies > Anti -DDoS > Protection Groups to open the protection group list. 

Figure 4-18 Protection groups 

 

 

Step 2 Configure basic information of the protection group. 

To the lower right of the list, click Create Group to add a protection group. See Figure 4-19. 
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Figure 4-19 Basic information about a protection group 

 

 

Table 4-12 describes parameters for creating a protection group. 

Table 4-12 Parameters for creating a protection group 

Parameter Description  

Group Name Name of a group. It must consist of 1 to 200 letters, digits, or underscores, and 

cannot be the same as an existing group name. 

Description Description of a group. It supports a maximum of 80 characters. 

Template The default value is defenderusrgroup, indicating that all policies are selected. 

 

Step 3 Configure the IP address range of the protection group. 

After basic information of the protection group is configured, click Next to open the IP List 

page. 

Figure 4-20 IP List page 

 

 

The administrator can add IP segments (one by one). If the administrator does not want to add 

IP segments at that time, click Next to skip this step or click Finish to end the creation of the 

protection group. 

 

 

The ADS device supports the IPv4/IPv6 dual-stack, and therefore protection groups 

support both IPv4 and IPv6 address ranges. 

 

 ̧ Add an IP segment. 

a. Click Add to the lower right of the IP address list to add an IP segment. See Figure 4-21. 
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Figure 4-21 Adding an IP segment 

 

 

Table 4-13 describes parameters of an IP segment. 

Table 4-13 Parameters of an IP segment 

Parameter Description  

IP address format You can type IPv4 or IPv6 addresses or segments, with one in each line, in 

the following formats: 

· Single IP address: If a single IP address such as 192.168.1.1 or 2::2 is 

typed, the page automatically displays it as 192.168.1.1-192.168.1.1 or 

2::2-2::2. 

· IP address/netmask: IPv4 address with a netmask ranging from 16 to 32, 

such as 192.168.1.0/24; or IPv6 address with a netmask ranging from 

112 to 128, such as fe80::250:56ff:fec0:0/114. 

· Start IP-End IP: an IPv4 address range within 256 addresses in a /24 

segment, such as 192.168.1.1-10; or IPv6 address with a maximum of 16 

bytes, such as 1::1-ffff.   

The IP addresses or IP segments cannot conflict with those in existing 

groups. 

 

b. Set parameters and click OK  to save the settings. 

 ̧ Delete IP segments. 

Click  to the right of an IP segment, as shown in Figure 4-20, and then click OK  in 

the confirmation dialog box to delete the IP segment. 

 

 

IP segments configured for different protection groups must contain different IP 

addresses. 

 

Step 4 Configure policies for the protection group. 

After configuring IP segments, click Next to configure policies. 
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Figure 4-22 Configuring policies 

 

 

All policies, except the TCP regular expression protection policy and port check policy, are 

selected by default, indicating that these policies are enabled. Slow attack protection in the 

HTTP protection policy is disabled by default. 

 

 

The HTTPS protection policy, the 3-DNS algorithm 3 for DNS protection, and the 

empty connection check function and watermark protection under a protection group 

do not support IPv6. Therefore, you can type only IPv4 addresses when configuring 

the preceding. 

 

Group protection involves all policies on the Anti -DDoS Policy page. In addition, you can 

configure a TCP regular expression protection policy, port check policy, and watermark 

protection policy for a group. Note that the content of anti-DDoS policies and HTTP 

protection policies is different from that of the default anti-DDoS policies. 

 ̧ DDoS 

The function of traffic control by destination IP address controls the number of packets 

to an IP address. When Protection Enabled of Traffic Control by Dst IP  is set to Yes, 

excessive packets will be dropped. 

The group cleaning capacity control function controls the total number of packets to a 

group. When Protection Enabled of Group Cleaning Capacity Control is set to Yes, 

excessive packets will be dropped. 

 ̧ HTTP Protection Policy 
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SYN Cookie URL can be enabled only after HTTP Get Flood and HTTP Post Flood 

are enabled. 

Enabling SYN Cookie URL automatically disables Proxy Protection. To disable SYN 

Cookie URL for a group, you must disable SYN Cookie URL for all URL rules of the 

group in advance. 

If HTTP Protection is set to Only on the rules of URL protection, protection is 

performed based on the rules of URL protection. HTTP Post Flood protection can be 

enabled only when HTTP Protection is set to Protect or Only on the rules of URL 

protection. If HTTP Protection is set to Not protect, HTTP Post Flood protection is 

disabled. 

 ̧ TCP Regular Expression Protection Policy 

After configuring regular expression rules, you can enable TCP regular expression 

protection here and reference created regular expression rules. For details on regular 

expression rules, see section 4.2.3 Regular Expression Rules. 

Click  to display the list of existing regular expression rules. Select one or more 

rules and click OK . Regular expression rules are thus added. The system automatically 

assigns numbers to added rules and displays them in the rule list. Regular expression 

rules are matched one by one in the ascending order of number. To change the matching 

sequence, enter rule numbers in  and then click . Then the rule 

sequence is changed as configured. 

 ̧ Port Check Policy 

If the port check policy is enabled, the system checks the data arriving at the specified 

port but drops the data on other ports. 

 ̧ Watermark Protection Policy 

You can add a watermark and configure watermark rules on ADS. After the watermark 

protection policy is enabled, ADS can differentiate between normal packets and attack 

packets according to the configured watermark rules.  

After the watermark protection policy is enabled, ADS will allow packets that meet this 

rule to pass through and drop those which do not meet this rule. You can create 

a watermark protection rule by configuring Protocol (UDP or TCP), Port range 

(0ï1480), Offset (must be a decimal integer), and hashKey. Port range can be a single 

port, port range, or multiple ports. Multiple ports must be separated by commas. 

A maximum of eight watermark rules can be created for a protection group. 

For how to configure other policies, see section 4.1.1 Default Anti-DDoS Parameters. 

 

 

The traffic control function of the anti-DDoS policy allows the system to control the 

number of packets transmitted to a destination IP address and drop excess packets if 

the maximum number is exceeded. 

 

Step 5 Configure a URL rule for the protection group. 

After configuring policies, click Next to add a URL rule. 
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Figure 4-23 List of URL rules 

 

 

 ̧ Add a URL rule. 

ī Click Add to the lower right of the URL rule list to configure a URL rule. 

Figure 4-24 Configuring a URL rule 

 

 

Table 4-14 describes parameters of a URL rule. 

Table 4-14 Parameters of a URL rule 

Parameter Description  

Domain Name or IP Domain name or IP address of a URL protection object. The symbol "." 

indicates that this rule is valid for all domain names and IP addresses. 

URL (Excluding domain 

name and IP address.) 

Relative path of a URL protection object, that is, URL excluding the domain 

name or IP address. The symbol "." indicates that this rule is valid for all 

URLs. 

Destination IP IP address of the server. You can type IPv4 or IPv6 addresses according to the 

actual network deployment. 

 

The destination IP address must be included in the IP address range of the 

corresponding protection group. 

Destination Port TCP port of the server. 

SYN COOKIE URL Controls whether to enable SYN COOKIE URL . 

· If SYN COOKIE URL  is enabled, a client attempting to access a server 

can access the server only after being authenticated by the ADS device, to 

protect the server from SYN cookie attacks. 

· Whether SYN COOKIE URL  is enabled determines the number of 
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Parameter Description  

available options for the Algorithm  parameter. 

· Whether SYN COOKIE URL  is enabled depends on whether SYN 

COOKIE URL  is enabled for HTTP protection. 

Algorithm Protection algorithm for packets that match URL rules. This parameter is used 

in conjunction with SYN COOKIE URL . If SYN COOKIE URL  is enabled, 

you can choose from algorithm 2 through 8; if SYN COOKIE URL  is 

disabled, you can only choose from algorithm 0 through 5. 

 

ī Set parameters and click OK  to save the settings. 

 ̧ Modify a URL rule. 

Click  to the right of a URL rule to modify parameters of this rule. 

 ̧ Delete a URL rule. 

Click  to the right of a URL rule and then click OK  in the confirmation dialog box to 

delete the rule. 

Step 6 After a URL rule is configured, click Finish to the lower right of the URL rule list. 

Step 7 After the preceding configuration, click Apply  in the upper-right corner of the web page to 

make the settings take effect. 

----End 

4.1.2.2 Viewing Protection Groups  

On the protection group list as shown in Figure 4-18, click the name of a protection group to 

view details. See Figure 4-25. 
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Figure 4-25 Viewing details of a protection group 

 

 

4.1.2.3 Editing a Protection Group  

You can edit the IP address range, policies, and URL rules of a protection group. Note that the 

protection group name cannot be changed. 

 ̧ Edit the IP address range of a protection group. 

On the protection group list, click  in the Edit IP List column to reset the IP address 

range of a protection group. 

After editing the IP address range, click OK  to save the settings. Click Next to edit 

policies. 

 ̧ Edit policies for a protection group. 

On the protection group list, click  in the Edit Policy column to reset policies 

applied to a protection group. 

After editing prevention policies, you can click Cancel to undo the changes and return to 

the protection group list. Alternatively, you can click Next to edit URL rules applied to a 

protection group and then click Finish to save settings. 

 ̧ Edit URL rules for a protection group. 

On the protection group list, click  in the Edit URL Rule  column to reset URL rules 

applied to a protection group. 

After editing URL rules, click Finish to save settings. 
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4.1.2.4 Deleting a Protection Group  

You can delete one protection group or more groups in batches on the ADS device. 

 ̧ Method 1: On the protection group list shown in Figure 4-18, click  to the right of a 

protection group and click OK  in the confirmation dialog box to delete the protection 

group. 

 ̧ Method 2: On the protection group list shown in Figure 4-18, select the protection groups 

(or select the Select All check box to select all protection groups) to be deleted, 

click Delete to the lower right of the protection group list, and then click OK  in the 

confirmation dialog box to delete the selected protection groups. 

 

 

After a protection group is deleted, clients resort to default anti-DDoS policies, 

instead of using policies of the protection group. 

 

4.1.3 Advanced Global Parameters  

You can configure trust control parameters. 

The procedure is as follows: 

Step 1 Choose Policies > Anti -DDoS > Advanced Global Parameters. 

Step 2 Click Edit  and configure the length of time an IP address is trusted based on the protection 

algorithm on the page shown in Figure 4-26. 

Figure 4-26 Advanced Global Parameters page 

 

 

Table 4-15 describes advanced global parameters. 

Table 4-15 Advanced global parameters 

Parameter Description  

Advanced Trust Time (min) Time during which a source IP address authenticated with the advanced 

algorithm stays in the trust list. The value ranges from 1 to 3600, with 5 

as the default. 

Normal Trust Time (min) Time during which a source IP address authenticated with the common 

algorithm stays in the trust list. The value ranges from 1 to 3600, with 30 

as the default. 
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Step 3 After the parameter configuration is complete, click OK  to save the settings. 

----End 

4.1.4 Response Page Settings 

This section describes how to create, edit, delete, and preview response pages. If 4-BMP 

image authentication is specified as the algorithm for the HTTP protection policy and a 

template is specified, a client attempting to access a server through ADS needs to input a code 

for authentication in the automatically displayed response page. The client can access the 

server only after it is successfully authenticated. This section describes how to add, edit, 

delete, and preview response pages. 

4.1.4.1 Creating a Response Page 

To create a response page, perform the following steps: 

Step 1 Choose Policies > Anti -DDoS > Response Page Settings. 

Figure 4-27 Response Page Settings tab page 

 

 

Step 2 Click Add. 

The Response Page Settings page appears, as shown in Figure 4-28. 

The response page can be displayed in either of the following modes: 

 ̧ Common mode: By default, the response page is displayed in common mode. 

 ̧ Custom mode: The response page is displayed in custom mode only after Custom Mode 

is selected. 

Response page templates in different modes can coexist. 
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Figure 4-28 Response Page Settings page 

 

 

Table 4-16 describes parameters for creating a response page. 

Table 4-16 Parameters for creating a response page 

Parameter Description  

Template Name Specifies the name of a response page. 

Logo Specifies the logo of a response page. The image can be in jpg, png, gif, or jpeg 

format and must be within 50 KB. A pixel size of 150*38 (unit: P) is 

recommended. 

Prompt Message Specifies the prompt message displayed under the logo. 

Custom Mode Allows users to modify the response page template by directly modifying the 

HTML code. 

 

Step 3 Click Browse and select an image. 

Step 4 Configure parameters, and then click OK . 

----End 

 

 

A maximum of 64 response page templates can be added. 

 

4.1.4.2 Editing a Response Page 

The administrator can edit an existing response page by performing the following steps: 

Step 1 On the page shown in Figure 4-27, click  in the row of a response page. 

Step 2 On the page for editing response page parameters, configure parameters of the response page, 
and then click OK  to save settings and return to the response page list. 
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----End 

4.1.4.3 Deleting Response Pages 

You can delete one response page (using method 1) or multiple response pages (using method 

2) in batches. 

 ̧ Method 1: On the tab page shown in Figure 4-27, click  in the row of a response page 

and then click OK  in the confirmation dialog box to delete the response page. 

 ̧ Method 2: On the tab page shown in Figure 4-27, select one or more response pages (or 

select the Select All check box to select all response pages), click Delete in the 

lower-right corner of the tab page, and then click OK  in the confirmation dialog box to 

delete selected response pages. 

4.1.4.4 Previewing a Response Page 

After a response page is configured, you can perform the following steps to preview it: 

Step 1 On the tab page shown in Figure 4-27, click  in the row of a response page. 

Information on the previewed page can be viewed but cannot be edited. 

Figure 4-29 Response page preview 

 

 

Step 2 Click Back to return to the response pages list. 

----End 

4.1.5 Policy Auto -Learning  

ADS supports policy auto-learning. This means ADS can collect and analyze statistics on 

normal SYN, ACK, UDP, and ICMP packets, generate protection policies based on built-in 

algorithms, and create protection group templates. 

To configure policy self-learning, perform the following steps: 

Step 1 Choose Policies > Anti -DDoS > Policy Auto-Learning. 

The Policy Auto-Learning page appears, as shown in Figure 4-30. 












































































































































































































































































































































