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Preface

Scope
This document describes major functions and usage of théasal manager acdnsole
user interface of NSFOCUS Network Intrusion Prevention System ("NIPS" for short).
This document is provided for reference only. It may slightly differ from the actual product
due to version upgrade or other reasons.

Audience

This document is interedl for the following users:

Users who wish to know main features and usage of this product
System administrator
Network administrator

This document assumes that you have knowledge in the following areas:

Linux and Windows operating systems
TCP/IP protocols
Network security

Organization

Chapter Description

1 Product Overview Describes NIPS's characteristics and major functions, and methd
managing NIPS.

2 Home Describes information that you can obtain from the Home module.
3 Alert Center Describes how to view alert events on NIPS.

4 System Describes common operations anethods for system maintenance.
5 Network Describes configurations related to network connection.

6 Objects Describes how to configure system objects.

7 Policies Describes how to configure system policies.

8 Logs and Reports Describes how and what to view about various logs and reports.

9 Consolebased Managemen Describes how to log in to and manage NIPS via the consalénterface.
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Conventions

Chapter Description
A Acronyms and| Describes acronyms and abbreviations used in this document.
Abbreviations

B AD Domain Configurator

Management

Describes how to install and configure the Active Directory (AD) don
configurator.

C Default Parameters

Describes default settings of NIPS.

Convention Description
Bold font Keywords, names of screen elements bltons, dropdown lists or fields, ang
userentered text appear in bold font.
Italic font Document titles, new or emphasized terms, and arguments for which you
values are in italic font.
\ Reminds users to take note.
4
Note
Q Indicates a tip to makgour operations easier.
Tip
Indicates a situation in which you might perform an action that could res
A equipment damage or loss of data.
Caution
Indicates a situation in which you might perform an action that could res
0 bodily injury.
Warning
A>B Indicatesselection of menu options.

Customer Support

Email: support@nsfocusglobal.com

Portal:https://nsfocus.desk.com/

Contact:

USA: +1-8446736287 or +1844NSFOCUS

UK: +44 808 164 0673 or +44 808 164 ONSF
Australia:+61 2 8599 0673 or +61 2 8599 ONSF
Netherlands+31 85 208 2673 or +31 85 208 2NSF
Brazil: +55 13 4042 1673 or +55 13 4042 1NSF
Japan#81 345108673 or +81 15108NSF
Singapore+65 3158 3757
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Hong Kong +852 5803 2673 or +852 5803 2NSF
Middle East+973 1619 7607
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Product Overview

Security issues are getting increasingly complicated in recent grestmers are vexed by
various security threats, especially mixed ones, such as worms, viruses, spyware, distributed
denialof-service (DDoS) attacks, spam, and network resource abuse (P2P download, instant
messaging (IM), online games, videa}. Enterpises' information networks are at the risk of
severe damage.

NIPS is a nexgeneration network security product developed by NSFOCUS. As a networked
product, it is designed to accurately monitor abnormal network traffic and block all kinds of
attack traffc, especially threats at the application layer, in real time instead of alerting upon
detection of malicious traffic. Superior to conventional firewalls and intrusion detection
systems (IDSs), NIPS is a brandw solution that provides dynamic;depth,and proactive
intrusion prevention for enterprise networks.

This chapter contains the following sections:

Section Description

Product Characteristics| Describes outstanding characteristics of NIPS.

Main Functions Describes major functies of NIPS.

Management Modes Describes methods for managing NIPS.

1.1 Product Characteristics

Compared with other vendors' intrusion prevention devidd3S can work immediately out
of the box thanks to its zexmnfiguration networking (zeroconf) function. This function is
available thanks to NIPS's mature binltsecurity policy templates. Based on the imported
license, NIPS can automatically configimeerfaces, select an appropriate template, add a
default security policy, and enable the protection mode.

Common intrusion prevention devices can be used only after users perform complicated
configuration procedures. This poses an obstacle to thoseavbBabver used a security
device. To streamline the configuration procedure and improve the ease of use, NIPS is
embedded with diverse scenario models, making it-phaplay and usable without manual
operator intervention.

Figure 11 shows the basic procedure for NIPS to go through before going live.
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Figure 11 Go-live procedure of NIPS

Determine the license
type

Y
Count interfaces and
configure interface
working modes

Generaté a default
policy based on the

license
\‘ After the correct license is importetlIPS automatically configures two adjace
Note network interfaces as a pair of interfaces working in direct mode.

Generally, after the glive procedure is complete, NIPS automatically generates a default
security policy, as shown frigure 12.

Figure 12 Default security policy generated after thelige procedure

PS Policy @ Online Help Ap

IPS policies configure protection, which is based on signature rules, against attacks such as vulnerability expleitation, and SQL injection.
Multiple system rule templates are pre-built in the system, which pre-define the ranges and actions of rules adapting to various scenarios. If you have extra
needs, you can derive or customize user rule templates.

[] Do not display next time.

Search New
globaliany:Total 1 »
Protection
[ D Src Addr Object User Dst Addr Object Time  Rule Template Mod Enable  Operation
e
1 any any any any Default 1 2 X @ S

NIPS's zeroconf function is convenient, making NIPS easy to use. Ho\teamnot cover

all scenarios to meet special configuration needs. In practice, a network may require hybrid
deployment and a customer may want to use two nonadjacent interfaces as a pair to work in
direct mode. Therefore, NIPS must allow users to ngadterface and security policy
configurations as required.

When implementing the zeroconf function, NIPS checks the current configurations. If it finds
userdefined configurations or the system not in initial state, it will not automatically
configure inerfaces and security policies.
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1.2 Main Functions

NIPS integrates cuttingdge intrusion prevention technologies into its advanced system

structure. It is a nexgeneration intrusion prevention engine that takegejoth, aliround

protocol analysis as the limand protocol identification, protocol anomaly detection, and

association analysis as the core. It provides users with the following functions:
Network protection

NIPS provides redime and proactive network protection. It also supports traffic
managemat, effectively identifying potential abnormal traffic and preventing DoS
attacks.

Application protection

NIPS provides protection for the application layer. For operating systems, applications,
and databases, it filters out malicious traffic and afpeakets through idepth content
detection, so as to prevent the existing vulnerabilities from being exploited and to protect
operating systems and applications from damage and breakdown.

Content management

NIPS provides content management over intrargtunees, effectively detecting and
blocking spyware (including trojan backdoor, malware, and adware), as well as
monitoring and blocking IM, P2P downloads, online games, and online videos.

Antivirus

NIPS can detect and remove nearly 1 million virusesa(txojvorms, macro viruses, and
script viruses) related to various protocols, including HTTP, SMPT, POP3, and FTP.
Moreover, it can effectively control, detect, and block multithreading adéypth file
compressing behaviors.

1.3 Management Modes

NIPS can be maaged in either of the following ways:

Web-based management

This is a method implemented through the Wwabked manager, whose intuitive human
machine interfaces provide all necessary management functions. NIPS supports Internet
Explorer, Firefox, an€Chrome browsers.

Consolebased management

This is a method implemented through the command line interface (CLI) for basic
operations.

1.3.1Web-based Management

The webbased manager of NIPS provides intuitive humeachine interfaces for users to
manage and cdigure NIPS. The following sections describe the users, login method, page
layout, and common operations of the wrtsed manager.

1.3.1.1Roles and Permissions
The webbased manager of NIPS has three types of roles:

Operator
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An operator has permissions of manggamd configuring the webased manager.
admin is the default system operator account.

Auditor

An audit administrator has permissions of viewing system bagditor is the default
auditor account.

Maintainer upervisor)
A maintainer has the same permiss as an operator for managing and configuring

the webbased manager, but cannot restart the device or engine, or manage accounts.

On NIPS, different roles have different permissions, as showabite 11.

Table 11 Privileges of different roles

Role Permissions
Operator | admin (default) Has all permissions except managing auditors (but
enable the default auditor accoawniditor) and viewing
system logs.
New operator (created ydmin | Has all permissions except managing other users
and has read and wrif viewing system logs.
permissions)
New operator (created ydmin | Has permissions of changing the current acco
andhas the read permission) password and viewing pages he or she has permis
to operate; cannot write to or update system files.
Auditor auditor (default) Has permissions of managing auditor accounts
viewing system logs after being enabledalynin.
New auditor (created bguditor) | Has permissions of changing the current accol
password and viewing system logs.
Maintainer gupervisor) Has all permissions except managing auditors viey
system logs, restarting the device or engine,
managing acounts.

1.3.1.2Login to the Web -based Manager

Step 1

Step 2

This section takes an Internet Explorer browser as an example to describe how to log in to
the webbased manager of NIPS.

Make sure that the client communicates properly with NIPS (open port 443 if the traffic needs
to go through a firewall).

Open the Internet Explorer browser and connect to NIPS in HTTPS mode by typing the
management IP address of NIPS, for exantptps://192.168.1.1in the address bar.

A security alert appears after you pré&sger, as shown ifrigure 13.
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Figure 13 Security alert page

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

The security certificate presented by this website was issued for a different web

7]
n
wn

aaares

0

ite
Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

w0
(1)

@ Click here to close this webpage.

]

& Continue to this website (not recommended).

® More information

Step 3 Click Continue to this website (not recommendedp accept the channel secured by the
NIPS certificate.

The NIPS login page appears, as showigure 14.

Figure 14 Login page

NSFOCUS

N IPS NEXT INTRUSION PREVENTION SYSTEM
[ I LLong

© 2015 NSFOCUS Information Technology Co., Ltd Language -

Step 4 Type a valid user name and password.

For the first login, type the user nanaelin) and passwordagimin) for the default operator.
Step 5 Click Login.

----End
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Note

Before login, check wheth&lock pop-upsis selected or JavaScript is disabled
the browserlf yes, uncheck the selection.

You are advised to use the latest Firefox or InteExgtiorer 8.0 or later browse
and set the browser resolution to 1024 x 768 or higher.

The default user name and password are hdthin, which are used during th
first login. You must change the password immediately after the first login.

The system wilketurn to the login page if you remain inactive for over 5 minu
In this case, you need to log in again to continue using the system.

The possible cause for a login failure may be (1) incorrect user name; (2) inc
password; (3) upper/lower casenfusion; or (4) account disabled or deleted.

1.3.1.3Page Layout of the Web-based Manager

The useadmin accesses the system after successful I&ggure 15 shows the general
layout of the page.

Figure 15 Page layout of the wellased manager

X Welcome, admin | ENGLISH ~ | & About | B Logout

State

»  System
V5 BROOF1T4

Interface Information

VE BR10F31460 @

System Status Traffic
n ) g
Traffic Analysis e State (@ Nomal Se\ectlmeﬁace
Online Users 3% 52 1000M
Hardware Monitoring 284MB available HASH Value CBPA-BF5C-0383-BE7
de all on 750M
b Alert Center .,
0 day(s) Dhoura7Minute Current Time 2017-3-21 16:03 <08 g 500M
»  Policy @
< >
250M
»  Object
Version
e o V5ERIOF02  Engine V5 6R10F02 m = — o
T ) % G L o
VEBRI10F1579 ary2017-03-21 NI N
b Network
2017-03-20 2017-03-21
B TX (bps) RX (bps)

Interfface  Manageable  Interface IP Duplex  Connection Rate (Mbps) Security Zone RX (bps/pps) TX (bps/pps)
am 10.67.4.198/16 Full 1000Mb/s o 00

BG1H Full 1000Mb/s VWireZone 37B.8TKIT3 o

8ci12 Full 1000Mb/s ViWireZone oo 378.8TKIT3

Table 12 describes the page layout.

Table 12 Page layout

No. Area Description

1 Navigation bar Area where menus and related submenus are provided to help you
system functions.

2 Work area Area whereyou can perform configurations and operations and \

data.

Clicking @ oniine Help  displays online help information of NIPS.
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No. Area

Description

3 Quick access bar Area providing the following common buttons of the system:

: changes the password of the current accou
SIERERRS: switches théanguage.

: presents information about NIPS.
ERENENY: logs you out of the webased manager.
N,
Note

For the sake of security, you are advised to cEREEEN to log
out of the system.

S,

Note

The menus and work area vary with user permissions.

1.3.1.4Common Buttons and Their Functions

Table 13 describes common buttons and their functions.

Table 23 Common buttons and their functions

Button

Function

4

Edits the current item.

X

Deletes the current item.

\,

Note

Predefined items, such as the "any" subnet, cannot be deleted.

Referenced items cannot be deleted.

Starts an operation.

Stops an ongoing operation.

Moves up/down a policy in a list.

Wi

Enables/Disables a policy.

Copies the current item.

./

Exports a log or report as an HTML, Word, or Excel file.

]

T

Prints logs or a report.

Search

Returns the query result according to the conditions a user has specified.
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Q Pointing to a button displays the description of whatbutton does.
Tip

In addition to the common operations listedable 13, there is another important operation:
apply settings.

On NIPS, settings can take effect only after being committed in either of the following ways:

Click Apply Settingsin the upperright caner of the page.
ChooseSystem > System Controand then clickApply Settings.

1.3.2Console-based Management

Through a console port, you can access the console user interface of NIPS, which provides
certain functions such as initial system configurat&tatus detection, and restoration of the
initial configurations. Functions that cannot be managed on théasgrl manager can be
managed via the console. The following sections describe how a console user accesses the
console user interface of NIPS ovesaial connection.

1.3.2.1Console User

The default console user of NIPS@nadmin, with conadmin as the default password.

1.3.2.2Login to the Console

Before logging in to NIPS using a serial connection, prepare the following:

One PC

One serial cable shipped in theassory kit

Terminal software that can connect to the console port
NIPS connected to the PC with the serial cable

The following takes SecureCRT as an example to describe how to log in to the console user
interface of NIPS:

Step 1 Click SecureCRT.exdo open Sec@CRT.
Step 2 Configure fast connection parameters.

SetProtocol to Serial, Baud Rateto 115200 andData Bitsto 8, and leave other parameters
at their default settings, as showrHgure 16.
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Figure 16 Configuring quick connection

f "l
Quick Connect [ﬁj
Praotocol: | Serial - |
Port: ComMi - Flow Control

] OTR./DSR
Boudrate:  |BEE o
J|RTS/CTS

Data bits: |8 - XON/XOFF
Parity: |N|::ne -
Stop bits: | i -

Show quick connect on startup | Save session

Openin a tab

Connect ]| Cancel

Step 3 Click Connectand then pressnter.

The console login page appears, as shoviiguare 17.

Figure 7 Console login page

[E Serial-COM1 - SecureCRT =10 x|
File Edit View Options Transfer Script Tools Help

SBNER eQBRE ERT ¢

| Serial-comt |

localhost loging j

localhost loging
localhost loging
localhost login:
localhost loging

I I

Ready Serial: COM1 1, 18 |14 Rows, 107 Cols |VT100 NUM

Step 4 Type the user name and password (botttamadmin by default) of the console
administrator.

You can successfully access NIPS if the user name and password are Eigueztt8
shows the language selection page.

Copyright © NSFOCUS 12 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

Figure 18 Selecting a language

t——— Select Menu Lanpuage ———+
| + +]
|1 |
| & Il
|1 I
| + +]
| + +
| 15elect thiz for uszing Il
| IEngli=zh later Il
|1 Il
|1 |
I I
|1 I
| + +]
t +
Q You can set the terminal type 7100 after connection to achieve the optimal disp

Tip effect.

Step 5 Select2. Englishand pres&nter.

The menu in English appears.

Figure 19 Main menu for consolbased management

em information
Jiagnostic Tools
Maintenance Tools

Restart the system

1 |
2 |
3 |
4,Systen initialization |
5 |
6. Shutdoun the system |
0 |

|

|

|

Exit

heck system information, which helps you to check system configuration |
nd status,

]

——-End

In the console user interface, you can only perform operations with the keybaialed 14
describes the meanings of the frequently used keys.
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Table 14 Meanings of keys for consel&sed management

Key Meaning

N (1) Switches to the input box; (2) Moves up.
z (1) Switches t®K ; (2) Movesdown.

% (1) Switches t®K; (2) Moves left.

Y (1) Switches taCancel (2) Moves right.

Esc Cancels a setting.

Enter Confirms a setting.

Tab Switches between the input b@K, andCancel
BackSpace Deletes the character to the left of the cursor.

For how to manage NIPS through menus in the console user interface and the meanings of
menu commands, see chaf@éronsolebased Management
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Home

The Home module allows you to view the basic status, traffic analysis data, and online users.
This chapter contains the foWing sections:

Section Description

State Describes how to view the system status, traffic in the past 24 hours, v|
information, and interface information.

Traffic Analysis Describes how to view traffic analysis data.

Online Users Describes how to view infanation about online users.

Hardware Monitoring | Describes how to view hardware monitoring data.

2.1 State

By default, the system displays tB&ate page the first time you access NIPS. On this page,
you can view the system status, traffic in the past 24 hours, version information, and interface
information.

System Status

The System Statusarea displays basic information of NIPS, as showFigare 21.
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Figure 21 System status

System Status
B

Marmal
HB%

368GHB
SDCB-0677-0AAT-CA3F

on

2017-3-3017:18 +08

Disabled
8%

443MB available
310GEB

all

2 day(s) Thour33Minute

Traffic Monitoring

TheTraffic area displays the inbound and outbound traffic monitored by NIPS in the last 24

hours, as shown iRigure 22.

Figure 22 Traffic monitoring

Traffic

Select interface | Total »
T50M
S500M
250M
oM

PFEPPRRREP PSP S PPSP

A R N e L - LN, = L R 1 ’“, Sl Sl
B T (bps) R¥ (bps)
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By default, tke system displays the total traffic of all interfaces. You can select an interface
from theSelect interfacedrop-down list in the upperight corner of th&raffic area to view
traffic received and transmitted by this interface in the past 24 hours.

Version Information

TheVersion area displays the firmware version and engine version of NIPS, and versions of
rule libraries available on NIPS.

Figure 23 Version information

Version
VEER10F01SP0Ss W5 ER10F02
VB ER10F 15381 20170331
2017-03-31
2017-03-31

VB BROODF1TS
VB BR10F25094

Interface Information

Thelnterface Information area displays basic information and traffic rates of each interface.
Interface information varies with NIPS models.

Figure 24 shows interface imfrmation of NX5T9010A and NX5T9020A.

Figure 24 Interface information of NX59010A and NX5T9020A

Interface Information
Interface Interface Type Medium Type Manageable Interface IP Duplex Connection Rate (Mbps) Security Zone RX (bpsi/pps) TX (bps/pps)
aM Electrical Copper Yes 10.67.4.10M6 Full 1000Mb/ls Management 010 a0
& H1 Electrical Copper Yes 182.168.2.1/24 - - Management 0i0 00
eTin 10G optical Fiber Yes 0.0.0.0/0 - - Monitor 0i0 00
aTi2 10G optical Fiber Yes 0.0.0.00 - - Direct-A 0i0 00
® G621 Electrical Copper Yes 0.0.0.0/0 Full 100Mb/s. Direct-B 26.76K/22 192/0
a G622 Electrical Copper Yes 0.0.0.00 Full 1000Mbfs Direct-B 192/0 27 46K/22
8 G223 Electrical Copper Yes 0.0.0.0/0 - - Direct-C 010 a0

Figure 25 shows interface information of NIPS of othreodels.
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Figure 25 Interface information of NIPS of other models

Interface Information

Interface  Manageable Interface IP Duplex  Connection Rate (Mbps) Security Zone RX (bps/pps) TX (bps/pps)
oM - 10.67.4.162116 Full 100Mb/s - 0/ 0/0

®H1 B 192.168.2.1/24 - - - 00 00

8c1N1 - - - - ViireZone 55.95K/29 0

8 G12 - - - - VWireZone 0o 55.95K29
G113 - - - - VWireZone L) 00

8c14 = = = = VilireZone 00 0/

8 G21 - - - - VWireZone 1) 0a

All interfaces on the current device are displayed here. The green indicator indicates that an
interface is Up and the red indicates that an interface is Down. The number of interfaces
varies withdevice models.

Interface Type indicates the type of the interface, which cartkeetrical, 10G optical,
and1000M optical

Medium Type indicates the type of the cable to which the interface connects, which can
beFiber or Copper.

2.2 Traffic Analysis

The Traffic Analysis module consists of three tab page€P/UDP Traffic, Application
Traffic , IP Traffic , andIP Session On each page, you can perform the following operations:
Automatically refreshing data

Select theAuto Refresh check box and set the refresh interval. Then, the system
automatically refreshes traffic analysis data at the specified interval.

Manually refreshing data
Click Manual Refreshto refresh traffic analysis data manually on the current page.

The following setions detail operations on each page.

2.2.1TCP/UDP Traffic

ChooseHome > Traffic Analysis > TCP/UDP Traffic. TheTCP/UDP Traffic page displays
the total traffic passing through NIPS, historical application information, and the number of
application sessions.

In theApplication History andApplication Session Numberareas, you can specify the
statistical granularity and application based on which data is displayed:

Display Granularity : Selecthour, day(s), orWeekto display the historical application
information or the number of application sessions in the past 1 hour, 1 day, or 1 week.

Select the application Specify an application or all applications to display their
historical information or the number of thegssions.
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Total Traffic

TheTotal Traffic area lists the total traffic passing through all interfaces of NIPS, as shown
in Figure 26.

Figure 26 Total traffic

Total Traffic
bps 466.75M
pps 145 75K
TCP Sessions 340K
Peak 0:0:0:0:0:0:0:0:5381030

Application History

The Application History area displays historical traffic information of the specified
applications, as shown Figure 27.

Figure 27 Historical traffic information of applications

Application History
Display Granularity day(s) Week Selectthe application. Al -
200k
Unknown
Commercial System
150k Collaborative Application
Commen Internet Application
R Media Type
g
& 100k Network
50k

Ok
10:00 10:10 10:20 10:30 10:40 10:50

Number of Application Sessions

TheApplication Session Numberarea displays historical information about the number of
sessions related to the specified applications, as shdwigure 28.
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Figure 28 Historical session information of applications

Application Session Number
Display Granularity day(s) Week Selectthe application. Al -
300
Unknown
Commercial System
250 Collaborative Application
Commen Internet Application
Media Type
== Network

200

num
=

100

o
10:00 10010 10:20 10:30 10:40 10:50

2.2.2 Application Traffic

ChooseHome > Traffic Analysis > Application Traffic. TheApplication Traffic page
displays the total traffic, top 10 uplink traffic rates, and top 10 downlink traffic rates.

Total Traffic

TheTotal Traffic area displays the percentages of traffic related to various applications to the
total traffic, as shown ifigure 29.

Figure 29 Percentages of traffic related to various applications

Total Traffic

B Application being identified : 111.35 Mbps
Unknown UDP Protocol : 4484 Mbps
Website Browsing : 38.52 Mbps
Unknown TCP Protocol : 26.47 Mbps
FTP: 11.71 Mbps
GTP: 11.56 Mbps

M Syslog : 9.46 Mbps

8 POP3 Protocol - 6.23 Mbps
Microsoft SMB: 5.31 Mbps

8 ICMP Protocol - 4.27 Mbps
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Policy -based Traffic

ThePolicy Traffic area displays top 10 uplink and topdd@wnlink traffic rates related to
various applications covered by the specified traffic management policy, as sheiyuari
2-10.

Figure 210 Traffic ratesrelated to various applications covered by the specified traffic
management policy

Policy Traffic
Selecting Policy 1

Top 10 Uplink Rates Top 10 Downlink Rates
BB Netbios Ns: 3.47 Kbps | View BB Netbios Ns : 3.48 Kbps | View
SSDP Protocol : 2.95 Kbps | View SSDP Protocol : 2.95 Kbps | View
LLMNR - 1.24 Kbps | View LIMNR - 1.24 Kbps | View
NETBIOS - 1.11 Kbps | View NETBIOS : 1.12 Kbps | View
Application being identified : 137 bps | View Application being identified : 137 bps

IGMP Protocol : 64 bps | View IGMP Protocol : 64 bps | View

On the page shown Irigure 210, click View on the right oflhe application name to view
rankings of the uplink or downlink traffic rates of the application covered by the selected
policy. SeeFigure 211

Figure 211 Uplink or downlink traffic rate rankings

' Netbios Ns ! X
Ranking P Uplink Traffic Rate
1 10.67.3.13 441(bps) =
2 10.67.3.60 343(bps)
3 10.67.3.23 294(bps) M
4 10.68.4.207 294(bps)
5 10.67.2.86 220(bps)
6 10.67.3.57 171(bps)
7 10.67.2.130 147(bps)
8 10.67.5.11 73(bps)
9 10.67.1.51 73(bps)
10 10.67.3.246 73(bps) b |

2.2.3IP Traffic

ChooseHome > Traffic Analysis > IP Traffic. ThelP Traffic page displays the total IP
traffic, top 10 uplink and downlink traffic rates hitting the specified traffic management
policy, and the uplink ahdownlink traffic in the past week, as showrrigure 212.
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Figure 212 IP traffic monitoring

IP Traffic
Auto Refresh| 10 ¥ sec(s) Manual Refresh
Total Traffic
7k
B 101414165 575 Kbps
5k 10.14.255.255 : 3.35 Kbps
223.167.86.117:3.22 Kbps
Sk 10.14.50.211 : 1.96 Kbps
111.206.25.200: 1.07 Kbps
125.39.247.226: G76 bps
Ak I 0 10.14.14.42: 515 bps
- W 10.14.14.119 392 bps
3k I | 112.90.78.167 : 332 bps
M 10.10.64.106 : 194 bps
2k
Tk
Ok . - [ |
Policy Traffic

Selecting Policy | 1 =
Top 10 Uplink Rates

Sk
M 10.14.14.165: 4.10 Kbps | View | One-Click Speed Limitation
10.14.50.211: 1.95 Kbps | View | One-Click Speed Limitation
b 10.14.14.42:515 bps | View | One-Click Speed Limitation
T0.14.14.11%9: 392 bps | View | One-Click Speed Limitation
- 10.10.64.106: 194 bps | View | One-Click Speed Limitation

10.14.14.196: 188 bps | View | One-Click Speed Limitation
M 10.14.1467: 107 bps | View | One-Click Speed Limitation
2k B 10.14.14.226: 107 bps | View | One-Click Speed Limitation

10.14.80.1:107 bps | View | One-Click Speed Limitation
M 10.25.6.101: 96 bps | View | One-Click Speed Limitation
1k | | B more: | more

bps

Ok — — —

In thePolicy Traffic area, you can clickiore to view traffic information of a maximum of
top 256 IP addresses.
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Figure 213 Viewing more policy traffic monitoring information

more x

Ranking Name Traffic Rate  Operation

1 10.14.14.165 b.A8IKbps) One-Click Speed Limitation

2 10.14.50.211 1.82(Kbps) One-Click Speed Limitation

3 10,1414 119 1.3(Khps) One-Click Speed Limitation

4 10.10.18.2 513(bps) One-Click Speed Limitation

] 10.10.20.20 483hps) One-Click Speed Limitation

i 101022222 436(bps) One-Click Speed Limitation

7 10.14.14 42 368(bps) One-Click Speed Limitation

8 10.102.37 203(bps) One-Click Speed Limitation

g 10.14.59 66 229(hps) One-Click Speed Limitation

10 10.14.611 171({bps) One-Click Speed Limitation 4

Viewing Application Traffic Information of a Specific IP Address

In thePolicy Traffic area shown ifrigure 212, you can clickview to the right of an IP
address to view traffic monitoring information of each application on this IP address.
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Figure 214 Viewing traffic monitoring informatiorof each application on an IP address

192.168.11.11 X

Ranking Application Uplink Traffic Rate
1 Al 48746(Kbps)
2 Application being identified 313(Kbps)

| EN

One-Click Speed Limitation

The oneclick speed limitation function is used to configure a traffic management policy on
thelP Traffic page for managing tBpecific traffic.

Step 1 In thePolicy Traffic area shown ifrigure 212 or the policy traffic monitoring information
list shown inFigure 213, click One-Click Speed Limitation to the right of an IP address.

The dialog box for configuring a traffic management policy appears, as shéiguie 215.

Figure 215 Configuring a traffic management policy

192.168.72.101 x

P 192.168.72.101

TCPMUDP Traffic  100M

0K Cancel

Step 2 In the dialog box, configure parameters.
IP cannot be editedraffic specifies the traffic limit witlOOM as the default value.
Step 3 Click OK.
After correct configuration, the system automatically performs the following operations:

Adding a traffic management policy for this source IP address.
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Automatically checking whether an existing line with the same name exist on NIPS. If
yes, the systemirectly references such line. If not, the system adds a new line and
references it in the traffic management policy. For details about traffic management
policies and lines, see sectié®.1Application Management Policy

Automatically adding a traffic channel object and referencing it in the traffic
management policy. The name of the new traffic channel objepe&dLimit16202 as
shown inFigure 216. For details about traffic channel objects, see se6tibn

Configuring a Traffic Channel Object

Figure 216 Automatically added traffic channel object

[0 610001 speedLimiti6202 0 100 100 100

o o Name Priority Uplink GBR (Mbps) ~ Downlink GBR (Mbps) ~ Uplink MBR(Mbps)  Downlink MBR{Mbps) Operation

100

@

Search New

Maximum
Sessions

0 @ x

2.2.41P Session

ChooseHome > Traffic Analysis > IP SessionThelP Sessiorpage displays top 10 sessions

established by NIPS, as showrFigure 217.
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Figure 217 IP Session page

IP Session
Auto Refresh| 10 ¥ sec(s)  Manual Refresh
Total Sessions
90
M 10.14.14.165 :83

182.254.21.26 :41

80 i 182.254.42 87 .26
255.255.255.255:8
2240.0.252:7

70 | 10.14.255.255 6

10.14.14.226 5
W 1822542127 5

60 | 10.10.57.202 :5
W 101064.106:4
B more:| more

sion counts

Ses:

You can clickmore to view a maximum of top 256 IP sessions.
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Figure 218 Viewing top 256 IP sessions

more X
Ranking P Session counts
1 10.14.14.165 ]
2 182254.21.26 47
3 182.254.42.87 28
4 10.14.255.255 9
5 182254 21.27 5
G 10.10.57.202 5
7 239.255.255.250 3
8 10.14.801 3
g 2240049 2
10 192.168.11 2 “

2.3 0Online Users

NIPS can display current online users in real time, including login IP addresses and user
names.

Step 1 ChooseHome > Online Users

Figure 219 List of online users

Online Users @ Online Help Apply Setlings
Auto Refresh 5« sec(s) Manual Refresh Total online users: 1
Login User Login IP
i 2= =
m -

Step 2 Refresh the usdist.

a. OntheOnline Userspage, select thauto Refreshcheck box and set the refresh interval.

Then the system automatically refreshes information about online users at the specified
interval.
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b. Click Manual Refreshto refresh information about online users manually on the current
page.

—-End

2.4 Hardware Monitoring

UnderHome > Hardware Monitoring, you can view the following information:

Hardware monitoringYou can view hardware information of NIPS, including the
mainboard temperature, CPU temperature, fan speed, power temperature, aithg
fault status

Fan statusYou can view status information of all fans on NIPS.

NIPS devices of the following models do not show the status of fans:

\ - NIPS NX3N300
N t‘ - NIPS NX3N2000A, NX3N3000A, NX5N4000A, NX5N6000A, NX5NS800O0A,
ole NX5-T9010A, or NX5T020A, whose serial number contains the letter P,

example, 1824-P-0223

2.4.1Hardware Monitoring

ChooseHome > Hardware Monitoring > Hardware Monitoring . On theHardware
Monitoring page, you can view reime hardware monitoring information, including the
mainboard temperature, CPU temperature, CF usage, hard disk usage, fan speed, power
temperature, voltage, and fault status.

Figure 220 Hardware monitoring information

Hardware Monitoring @ Online Help

[[] Aute Refresh sec(s) Manual Refresh Set Threshold
System Temperature
L A A e 4T dddiddra 281
CPU board
Fan Speed
CPU fan Speed Norma

Chassis fan Left Speed Norma Right Speed MNorma

Bridge fan Speed Mormma
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If NIPS has a CF ¢d, but not a hard disk, hard disk monitoring information v
not be displayed.

Power Supply Statusis available only for NIPS devices of the followir
models, whose serial numbers contain the letter P (for examp4-B&223):
NX3-N2000A, NX3N3000A, NX5-N4000A, NX5N6000A, NX5N8O0OA,
NX5-T9010A, and NX5T9020A.

S,

Note

On theHardware Monitoring page, select th&uto Refreshcheck box and set the
refresh interval. Then the system automatically refreshes information about hardware
monitoring at the specifieinterval.

Click Manual Refreshto refresh information about hardware monitoring manually on
the current page.

Click Set Thresholdto configure alert thresholds for each hardware item. For details,
see sectiod.3.5Configuring Hardwarélonitoring.

Figure 221 Configuring alert thresholds

@ Online Help

CPU Alert Mainboard Alert

Alert ® On () Off Alert @ On () Off

Temperature Thresheld 20 i Temperature Threshold | 42 i

OK OK

Fan Alert

Alert (® On

O off

Speed Threshold 1 562

* 1000 rimin )

OK

2.4.2Fan Status

ChooseHome > Hardware Monitoring > Fan Status On theFan Statuspage, you can
view information about all fans on NIPS.

Figure 222 Fan Status page

Fan status @ Online He

Fan status

Fan name

Bridge fan

CPU fan

Right chassis fan

Fan status

Normal

MNormal

Normal

After the fan alert is enabled, when the fan speed is lower than the specified threshold (for

how to configure the threshold, see sectidh5Configuring Hardwarélonitoring ), the
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system assumes that the fan is abnormal and then records a hardware log with the type of
"Fan status log". For how to view hardware logs, see se@tiof.4Hardware Logs
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Alert Center

From the alert center, you can view the latest 200 alert messages of various retheniatest
20 alert messages of a specific event type. This chapter contains the following sections:

Section Description
Common Operations Describes how to view alert messages.
All Events Describes how to view the latest 200 alert messages of various eventg

Intrusion Prevention Event| Describes how to view the latest 20 alert messages on intrusion prev|
events.

Data Leak Event Describes how to view the latest alert messages on data leak events.

Reputationrelated Event Describes how to view the latest 20 alert messages on reptrigitived

events.

URL Category Event Describes how to view the latest 20 alert messages on access to
URLs.

Antivirus Event Describes how to view the latest 20 alert messages on antivirus event]

3.1 Common Operations

Operations on thAll page and pages of various events are almost the same. This section
describes these common operations.

Viewing Event Details

If you select theshow Detailscheck box in the uppeight corner of the page, event details
are displayed for each alert, as shawFigure 31.
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Figure 31 Alert page with event details displayed

A @ Online Help Apply Settings
10 v 020 Severity [ High ] Medium [ Low [v]Show Details []Show domain name
State  Time Event Source IP ion IP User A Account

FTP: anonymous
SMB:Kurs2r2z

0O 2017-03-22 155542 UDP-Flood Denial of Service Attacks 01 2.2.149:40752 @11 4.133:46074

1P.UDP udpfiood dip: 1.1.4.133 FLOOD_SPEED==1pps

FTP: anonymous
SMBvIsNyY

0Q 2017-03-22 15:55:42 UDP-Flood Denial of Service Attacks 01 2.0.236:61370 @11 .4.241:60040

IP.UDF udpflood dip: 1.1.4.241 FLOOD_SPEED==1pps

Viewing Domain Names

If you select theshow domain namecheck box in the uppeight caner of the page, domain
names are displayed for each alert, as showigre 32.

Figure 32 Alert page withdomain namedisplayed

Al @ Online Help A
120 ~ Severity [/ High ] Medium [] Low []Show Details ] Show domain name|
State  Time Event Source IP ion IP i User Account

FTP: anonymous
SMB:Kursar2z

09 2017-03-2215:55:42 UDP-Flood Denial of Service Atiacks @122145:40752  @1.1.4.133:46074

[1.2.2.149]:server-1020205 example.int server-1020285.int

FTP: anonymous
SMB:vasNyY

09 2017-03-22 15:55:42 UDP-Flood Denial of Service Attacks 12023661370 ®1.1.4241:60040

[1.2.0.238]:server-10200ec example.int server-10200ec int

Viewing Information about Authenticated Users

If an event matches an authentication policy (for configuration of such a policy, see section
7.8.4Authentication Policy, the authenticated user name is displayed ufdtrenticated
User.

Figure 33 Alert page with authenticated user information displayed

Online Users @ Online Help
V] Auto Refresh 5 = sec(s) Manual Refresh Total online users: 1
Login User Login IP
= Lakgaes
m -

Viewing AssociatedUsers
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If an event matches an intelligent user identification policy (for configuration of such a policy,

see sectior.8.5Intelligent User Associatignthe latest two associated accounts are
displayed undeAssociated Account

Figure 34 Alert page with associated account information displayed

Al

10 v

State  Time

OQ 2017-03-22 15:55:42

OO 2017-03-22 15:55:42

Event

UDP-Flood Denial of Service Attacks

UDP-Flood Denial of Service Attacks

@ Online Help
Severity ¥ High /] Medium [] Low []Show Details []Show domain namel|

Source IP Destination IP Authenticate User ~ Associated Account

©122149:40752 @114 13346074

01 2.0.236:61370 01 1.4.241:60040

A\ Apply Settings

FTP: anonymous
SMB:Kursar2z

FTP: anonymous
SMB:v3sNyY

Click the account name und&ssociated accountA dialog box appears, showing
information about all users intelligently identified, as showhigure 35.

Figure 35 Information about associated users

P

10.67.4.205

10.67.4.205

10.67.4.205

10.67.4.205

10.67.4.205

Discovery Time

2016-06-20 17:04:17

2016-06-20 17:04:17

2016-06-20 17:04:20

2016-06-20 17:04:20

2016-06-20 17:04:19

User Type Username

File ransmission  [SMBINRPSJFM

File transmission  [SME]pENjrbl

Email user [SMTP]test1

Email user [SMTP]test1@nsfocus.com

File transmission  [SMBlyuanweili

This identity information is associated only with the IP address. Such information may vary where

DHCFP is used.

OK

Associated User Analysis x

Viewing Details of Public IP Addresses

If the source or destination IP address of an event is a public IP ac®esppears before
the IP address, which is displayed in blue, I_§124-239-223-30130 )
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Clicking this IPaddress, you are directly connected to Seer, NSFOCUS Threat Intelligence
Center, where details of this IP address are displayed.

In addition, you can perform the following operations on pages of specific event types:

Refreshing Data

Data on these pages damrefreshed as follows:

Automatically refresh data.

Select theAuto Refreshcheck box and set the refresh interval. Then, the system
automatically refreshes data on the current page at the specified interval.

Manually refresh data.
Click Manual Refreshto refresh data manually on the current page.

3.2 All Events

TheAll page displays the latest 200 events, including 100 reputatiaied events and 100
other events (intrusion prevention, data leak, URL access, and antivirus events). You can
query events bgeverity.

ChooseAlert Center > All. TheAll page appears, as showrFigure 31.
This page displays higland mediurdevel events by default. Yozan specify one or more
severity levels to view only events of the specified levels, as shokigune 36.

Figure 36 All page withhigh- and mediurdevel events displayed

@ Online He

10 W 210 W Se'v'erit-,||Z High ] Medium [] Low |I:|S”cw Details [_]Show domain name

Authenticate  Associated
State  Time Event Source IP Destination IP
User Account

20170317 ) » )
o0 10°20:20 Web server remote cross-site SCI’ID‘“I’IQ execution attack 011? 36.30.161:33213 059151 100.12:20

2017-03-17 i »
A o0 PHP code execution vulnerability @117.13630.163:33348 @223 202.20.187:30

3.3 Intrusion Prevention Event

ThelPS Eventmodule allows you to view basic information and details of intrusion
prevention events, add exceptions, view the list of isolated IP addresses, and disable the
isolation.

3.3.1List of Intrusion Prevent ion Events

Intrusion prevention events are displayed only after you configure the corresponding rule
template and the template is then referenced in the intrusion prevention policy. For details
about intrusion protection policies, see sectichlintrusion Prevention Policies

NIPS displays théatest 20 intrusion prevention events. For each event, you can view the
status, time, description, source and destination IP addresses, user, and detalils.
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ChooseéAlert Center > IPS Event > IPS Event

Figure 37 List of intrusion prevention events

IPS Event @ Online Help Apply Settings
[ Auto Refresh sec(s) | Manual Refresh ] Show Details [_] Show domain name
State Time Event source IP Destination IP A icate User  Associated Account 4,

2017-03- [30686] SQL Injection
o= O 7 Vulnerabilities Scan @198 115.191.40:1842 10.4.44.169:80
10:26:30

HTTP

CLIENT
URL=/ecommunicationscniciobjmar_chs/istart. swe
HOST=crmwww.crm.bmecc.com.cn

2017-03-  [30686] SQL Injection
0= 90 17 Vulnerabilities Scan 10.4.4.34:3544 10.4.44.172:80
10:26:30

HTTP

CLIENT
URL=/ecommunications_chs/start.swe
HOST=crmwwiw3.crm.bmee.com.cn

Viewing Details d an Intrusion Prevention Event

Clicking an event name displays the detailed analysis of and solution for this event, as shown
in Figure 38.

Figure 38 Intruson prevention event analysis

{2 Rule ID: 50004 - Internet Explorer [ -2 [

|‘k‘ https://10.67.4.10/help/event/id/50004 [} ﬁFE‘Fé*B'%|

~
Rule ID 50004
Update Time 2002-09-18
Rules Class Network Maonitor
Risk Level Low
Technical Approaches Events Monitor
Service Type FTP
Popularity Low
Related Applications
FTP Service
Details

Misconfiguration of FTP service is one of the ways ex
ploited by attackers to invade hosts.

Many FTP servers' default installation allows anonym

ous logon remotely, even with the privilege to write. A
nonymous logon might bring lots of security problem

s, such as attackers might access some sensitive file

s, and FTP server might become warehouse storing il
legitimate information of the attacker, and attackers v
might exploit some vulnerabilities of FTP to launch bu
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Clicking a blue link, such as the vulnerability titte, NSFOCUS ID, or BUGTRAQ ID, directs
you to the detailed vulnerability information page of the NSFOCUS website.

Adding an Exception

If you do not want NIPS to detect aakért events in real time against a certain rule, you can

add this rule as an exception.

Step 1 Point to an event.
Add Exception appears after the event name, as shoviigare 39.
Figure 39 Adding an exception
PS Event @ Online Help
[ Auto Refresh [ 10 v |sec(s) | Manual Refresh /] Snow Details [] Show gomain name
State Time Event Source IP Destination IP Authenticate User Associated Account ~
O_L'l o jg‘\;ﬁo;;ﬁ S:I::E] SQL Injection Vulnerabilities © 195 115 191 401842 10444 16580
HTTP
CLIENT
URL=/ecommunicationscnictobjmar_chsistart.swe
HOST=crmwww.crm bmee com.cn
05 o 2017-03-17 [30686] SQL Injection Vulnerabilities e 1064617280
10:26:30 Scan [Add Bxcepion |
HTTR
CLIENT
URL=fecommunications_chs/start swe
HOST=crmwww3.crm bmec com cn
. 2017-03-17 [30686] SQL Injection Vulnerabilities s
030 P, sean 198.115.181.147:3132 10.4.44.169:80
HTTP
CLIENT
URL=/fecommunicationscnictobjmar_chs/start.swe
HOST=crmwww.crm.bmec.com.cn
Step 2 Click Add Exception.
Figure 310 Configuring exception parameters
[
Rule ID = E04R0
Source IP 10.14.14.225
Destination IP | 37 187 147150
OK Cancel
Step 3 Configure parameters in tidew dialog box.
Copyright © NSFOCUS 36 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

Step 4

Step 5

Table 31 Parameters for configuring a rule as an exception

Parameter Description

Rule ID ID of the exception rule.
This ID must be the same as the ID of the related intrusion prevention rule.

Source IP Specifies the source IP address or IP segment, that is, the valid range of IP ag
to be covered by this exception rufenly packets from the specified source
address or IP segment are allowed to go through.

You should type an IPv4 address or IPv4 segment, for example, 192.168.
Typing 0.0.0.0 or leaving the field empty indicates no limit.

Destination IP Specifiesthe destination IP address or IP segment, that is, the valid range
addresses to be covered by this exception rule. Only packets to the sp
destination IP address or IP segment are allowed to go through.

You should type an IPv4 address or IRsggment, for example, 192.168.1.0/!
Typing 0.0.0.0 or leaving the field empty indicates no limit.

Click OK.

You can view and cancel this exception rule ur@ieject > Rule > Exception Rule
Apply the settings

----End

Downloading a PCAP File

If the Packet Capturecheck box is selected in the policy that the current event.=#s,
appears in th8&tate column. You can click this icon to download the packet capture file of
this event for analysis and debugging.

Reporting a False Poitive

If you determine that a security event is a false positive, you can Qicln the State
column to inform NSFOCUS rule team.

If the administrator's email address has been correctly configured, after yoi:|ittke
system displays a message, as shiwigure 311
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Figure 311 Message confirming the success of reporting the false positive

Feedback vendors X

Email » admin@nsfocus.com Update to system settings

Feedback

OK Cancel

Email Address: specifies the email address for receiving feedback information. By
default, the current logged administrabr's email address is displayed.

Update to System SettingsAfter this option is selected, the system sets the current
loggedin user's email address to this email address and uses it as the default emalil
address for sending feedback information. For tmwaonfigure the email address, see
section4.5.1Managing Accounts

Feedback Content presents the brief description of feedback information.

After you clickOK, the system sends the false positive as configured. After the false positive
is successfullgent, a message indicating sending success appears.

3.3.2Isolation List

An intrusion prevention policy may reference a rule template that includes rules for which the
Isolation check box is selected. If this policy is enabled and triggered by certain attack
behaviors, NIPS will isolate traffic between the source and destination IP addresses related to
such attack behaviors.

The isolation list displays the isolated source and destination IP addresses, rule ID, and
isolation start and end time, as showifrigure 312.

ChooseAlert Center > IPS Event > Isolation List

Figure 312 Isolation list

solation List @ Online Help Apply Settings
[] Auto Refresh sec(s) = Manual Refresh
State Source IP Destination IP Rule ID Template Name Isolation Start Time Isolation End Time

o No data is available.
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Click the link textEnd Isolation in the Statecolumn to disable the isolation.
Click the rule ID to view details of the rule that triggers the isolation.

3.4 Data Leak Event

NIPS displays the latest 20 data leak events. For each event, you can view the status, time,
description, source and destinatioratiRiresses, user, and details.

ChooseAlert Center > Data Leak Event & in the Statecolumn indicates that related
traffic is blocked. If& is not displayed, related traffic is allowed to pass.

Figure 313 List of data leak events

Data Leak Event @ Online Help Apply Settings
] Auto Refresh sec(s) Manual Refresh [ Show Details [_] Show domain name
State  Time Event Source IP Destination IP Authenticate User  Associated Account A

[33556069] Identity card,
Yichang City, Hubei Province, @ 100.114.120.3-1046 @100.114.1.40:7001
China

2017-03-21
15:53:01

[33556069] Identity card,
Yichang City, Hubei Province, @ 100.114.120. 3-1044 &100.114.1.40:7001
China

2017-03-21
15:53:01

3.5 Reputation -related Event

NIPSdisplays the latest 20 reputation events. For each event, you can view the status, time,
source and destination IP addresses, event category, description, and user.

ChooseAlert Center > Reputation Event © in theStatecolumn indicates that related
traffic is blocked. If@ is not displayed, related traffic is allowed to pass.

Figure 314 List of reputation events

Reputation Event @ Online Help g
[] Auto Refresh sec(s) Manual Refresh [ Show domain name
State Time Source IP Destination IP Event Category Event Content Authenticate User  Associated Account A
20170321 @1 05211841015 @211 15251g380 o acious I flogoll f
11.90 8:4141 52.51.83:8( X
o0 155252 8 8i Site nren.com/logo/inren gi
2017-03-21 Visit Malicious )
[+ 1+ @61236.19223746407 211152 51.140:80 5 www.108i.com/download/MCtd.exe
15:62:52 Site
2017-03-21 Visit Malicious
090 155252 ©61.235.192237.46077  @211.15251.140.80 i www. 1081 com/download/MCtd.exe
X ite

If you determine that a reputatioelated event is a false positive, you can cl&< in the
Statecolumn to send this information to the cloud. For detaee "Reporting a False
Positive" in sectior8.3.1List of Intrusion Preveidn Events

For an alert event whogevent Categoryis displayed a¥isit Malicious File, you can click
%' in the Statecolumn to add the MD5 value of this file to the whitelist. Then NIPS will no
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longercheck the reputation of this file. For details about the file whitelistCsedéiguring the
File Whitelistin section7.4.4File Reputation

3.6 URL Category Event

NIPS displays the latest 20 URL access events. For each event, you can view the status, time,
source and destination IP addresses, user, URL category, and website name.

ChooseAlert Center > URL Category Event © in theStatecolumn indicates that related
traffic is blocked. If & is not displayed, related traffic is allowed to pass.

Figure 315 List of URL access events

URL Category Event @ Online Help Apply Settings
[ ] Aute Refresh sec(s) Manual Refresh [ Show domain name
State  Time Source IP Destination IP A i User A iated Account  Category Website A
2017-03-21 15:54:09 &1.1.105.187:58536 @ 1219222180 Unknown SEtTGK]Dfe
2017-03-21 155409 ©1.1211.213:40893  @1.2.112.99:80 Unknown 1JpgqalxzkNHIRhOm
20170321 16:5400 | @115456205%  @126511280 Unknown OOgKBFKzMDYu

3.7 Antivirus Event

NIPS displays the latest 20 antivirus evehts. each event, you can view the status, time,
description, source and destination IP addresses, and user.

\ Antivirus events can be displayed only after antivirus templates are configure
4 referenced in security policies. For details about antivirigips, see sectioi.6
Note Configuring URL Category Filtering Policies

ChooseAlert Center > Antivirus Event. & in the State column indicates that related
traffic is blocked. If& is not displayed, related traffic is allowed to pass.

Figure 316 Antivirus events

virus Event @ Online Help Apply Settings
] Auto Refresh sec(s) | Manual Refresh Show Details [] Show domain name
State  Time Event Source IP Destination IP Authenticate User  Associated Account
o 2017-03-16 [828221121 Virus File Found in Network Data: @01 1253770 @114251531
21123011 2123
18:16:52 Adware_SearchSuite e00Tbabe ==
FTP-DATA
SERVER
USER= admin

FileName: D0D0960930642106a0094153ffe0823b8
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System

This chapter describes common operations and methods for system maintenance, containing
the following sections:

Section Description

System Update Describes how to update the system online and offline.

Backup and Restoration Describes how to back up and restore parameter files, rule files
configuration files.

System Configuration Describes how to configure engine parameters and special parameter
Security Center Describes how to connect NIPS to NSFOCUS ESPC.

Account Management Describes how to manage system accounts.

Diagnosis Tools Describes buitin diagnostic tools and methods for using these tools.
License Management Describes how to import the license and view license information.
System Control Describes how to perform system control sastrebooting the engine ai

restarting the system.

4.1 System Update

You can update the engine, system rule libraries (intrusion signature library, application
signature library, and data leak library), virus library, and URL library. The following details
how to view the current system status and update the system online and offline.

4.1.1Viewing Version Information of NIPS

Choosesystem> System Update> Update. On theUpdate page, you can view the versions
of the system engine, system rule library, virus tjgrand URL library, as shown Figure 4
1
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Figure 41 System version information

Update @
Engine(Current Version:vV5.6R10F02) Virus Library(Current Version:v5.6R10F25024)

Package Version Operation Package Version Operation
System Rule{Current Version:v5.6R10F15703  2017-02-17) URL Library(Current VersionV5.6R00F77)

Package Version Operation Package Version QOperation

To update the device, follow these steps:

If online update is permitteeyhen detecting that an update is available, NIPS prompts
you to update the device:

1 Click Click to update.
i Update the device.

The system records only the latest version number. ¢*_kin theOperation column.
Then the device is updated to the latest version.

To save an update package, cliEt in theOperation column to save it to a local disk
drive.

4.1.2Updating the System Online

If NIPS can connect to the Internet, you can update the device online. Qpdiates can be
performed in a scheduled or instant manner.

A prerequisite for both types of updates is that NIPS can access the Interne
\ need to configure a proper DNS server IP address on the DNS client so tha
4 can access the NSFOCUS home page for update. For details, see568068.

Note - The DNS server IP address should be excluded from interface configure
otherwise, an IP address conflict would occur and the update would fail.

4.1.2.1Scheduled Update

If scheduled update enabled, the system automatically checks new updates. When detecting
a new one, the system updates the engine and all rule libraries at the specified time.
The whole update process requires no manual intervention.

To configure scheduled update, follow dkesteps:

Step 1 ChooseSystem> System Update> Online Update.
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Figure 42 Online Update page

Update URL update.nsfocus.com
Update Mow
Including Engine (OYes (@No
Update Now

Scheduled Update

(@ Auto Upgrade (Recommended)

Update Time | Monday

A

02:00 v |

Including Engine

Including Engine

Apply

()Yes

() Motify me when upgrade packages are available. | will decide when to upgrade

(")Disable Scheduled Upgrade

@ No

Yes (@ No

Step 2 Configure parameters.

Table 41 Parameters for configuring online update

Parameter

Description

Update URL

Specifies the URL where the latest update is available. Generally
URL directs you to the official website of NSFOCUS. The valug
this parameter must be a URL without "http://*, and the default v
is update.nsfocus.com

Auto Upgrade (Recommended

Controls whether NIPS automatically checks the latest update
updates the system at the specified time.

Update Time: specifies the time when NIPS automatically
updates the system. AftAuto upgrade (recommended)s
selected, NIPS can automatically update the system at any h
onMonday, Tuesday, Wednesday Thursday, Friday,
Saturday, or Sunday.

Including Engine: controls whether the engine will be updateq
together with the system.

S,
Note
You are advised to specify aff hour to update the system.

The engine will automatically restart during its update, result|
in temporary service interruption.

Notify me when upgrade packag
are available. | will decide when t
upgrade.

If this is selected, the system will autdinally check updates an
notify users when detecting new update packages. You can
decide whether the engine will be updated together with the syst¢
selecting or deselectirigcluding Engine.
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Parameter Description

Disable Scheduled Upgrade Controls whether to disabtke scheduled update function.

Step 3 Click Apply Settingsto save the settings.
Step 4 Apply the settings
----End

4.1.2.2Instant Update

You can also update the device instantly as required.
To update the device instantly, follow these steps:
Step 1 ChooseSystem> System Update> Online Update.
Step 2 Enter the URL where the latest update is available and configure online update parameters.
For the description of parameters, Jable 41.
Step 3 Click Update Nowto update the device instantly.
----End

4.1.3Updating the System Offline

If NIPS cannot connect to the official website of NSFOCUS, you can update the device by
importing the updte file.

To update the device offline, follow these steps:

Step 1 ChooseSystem> System Update> Offline Update.

Figure 43 Offline Update page

Offine Update @ Online Help

System update file(* bin) V| Browse Upload

Step 2 Select the file type.

Table 42 Update file types

Parameter Description

System update file(*.bin) After this type of file is importedthe system determines whether
automatically reboot the engine based on the file content.

System rule(*.rule) The system rule library contains the intrusion signatures, applic
signatures, data leak signatures, help file, and description file.

After this type of file is imported, the engine automatically loads
file, which will take effect immediately.

Virus Library Upgrade Filg After this type of file is imported, the system determines whethe

Copyright © NSFOCUS 44 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

Parameter Description
(*.av) automatically reboot the engine baseuthe file content.
URL Library(*.urlibx) After this type of file is imported, the engine automatically loads

file, which will take effect immediately.

Reputation Library(*.tar.gz) You need to contact engineering personnel of NSFOCUS for dow
of the reputation library.

Step 3 Click Browse, select the file, and clic®pen.
Step 4 Click Upload to update the device immediately.
----End

4.2 Backup and Restoration

This section describes how to back up and restore parameter files, rule files, configuration
files, anddocuments, and how to restore system configurations.

4.2.1Backing Up a File

Currently, NIPS can back up the following files:

All configuration files
Engine parameter file
Interface parameter file
Custom rules

Local authentication file
Streaming media servbst file
Object configuration file
Rule configuration file
Intrusion prevention policy file
SNMP agent MIB file

SNMP trap document
Syslogrelated file

License file

Weak password dictionary

The following takes an engine parameter file as an examgiestoribe how to back up
various files:

Step 1 ChooseSystem> Backup and Restoration > Backup
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Figure 44 Backup page

All configuration ~ Download

Step 2 On theBackup page, seledEngine parameter filefrom the dropdown list.
Step 3 Click Downloadto download the file to a local disk drive.

—End

4.2.2Restoring a Backup File
Currently, NIPS can restore the following files that have been backed up:

Engine parameter file (*.ebk)

Interface parameter file (*.ebk)
Custom rules (*.xml)

Local authentication file (*.list)
Streaming media server list file (*.conf)
Configuration file (*.ebk)

Weak password dictionary (*.txt)

Only backeeup files can be used for restoration. The same backup file can be used between
NIPS devices of the same software version on the same hardware platform.

To restore a file, follow thesgeps:

Step 1 ChooseSystem> Backup and Restoration> Restoration.

Figure 45 Restoration page

@ Online Help

Engine parameter file(* ebk) ~ | Browse Upload

Step 2 Click Browse, select the desired file, and cli€lpen.
Step 3 Click Upload to complete the restoration.

——End

4.2.3Restoring System Configurations

You can restore NIPS systeranfigurations to the state at the restore point created on NIPS.
The restore point can be created in either of the following ways:

Manually creating the restore point
You can back up the current system configuration files of NIPS whenever required.
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Automdically creating the restore point

You can configure NIPS to automatically back up all configuration files at the specified
time.

To reduce NIPS disk usage, the system saves only configurations backed up at the manual
restore point and auto restore poirdstnrecently created.

4.2 .3.1Manual Restore Point

When system configurations undergo a major change, you are advised to immediately create a
restore point manually. The procedure is as follows:

Step 1 ChooseSystem > Backup and Restoration > System Configuration Restare

Figure 46 shows thévlanual Restore Pointarea.

Figure 46 Manual Restore Point area

@ Online Help

System configuration restore only retain the most recently backup file.

[] Do not display next time

Manual Restore Point Auto Restore Point

Manually Create Automatically Create () On (@) Off

Apply

Step 2 Click Manually Create to manually create a restore point.

The backup will take some time. You must wait patiently for thegs® to complete. After a
restore point is manually created, restore point information will appear or be refreshed.

Step 3 Click Restoreto restore system configurations of NIPS to the state at the restore point.

—End

4.2.3.2Auto Restore Point
To configure NIPS to aamatically create restore points, follow these steps:
Step 1 ChooseSystem > Backup and Restoration > System Configuration Restare

Figure 47 shows theAuto Restore Pointarea.
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Figure 47 Auto Restore Point area

Auto Restore Point
Automatically Create (@ On () Off
Create Time Daily v||23:0[| v|
Apply

Step 2 SelectOn for Automatically Create to enable NIPS to automatically create restore points.
Step 3 Specify the restore point creation time.

You can seledDaily or specify a weekday, Saturday, or Sunday.
Step 4 Apply the settings

NIPS will automatically create restore points at the specified time and restore point
information will appear or be refreshed.

Step 5 Click Restoreto restore system configurations of NIPS to the state at the restote poin

—-End

4.3 System Configuration

This section describes how to set systetated parameters, including engine parameters,
special parameters, NetFlow, file reassembly, and hardware monitoring.

4.3.1Configuring the Engine

To configure engine parameters, folldvese steps:

Step 1 ChooseSystem> System Configuration> Engine.
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Step 2

Figure 48 Engine configuration

Engine @ Oniine Help
Remote Assistance
Ping (lcmp)
Time Setting (C)Auto Synchronization @@ Manual Settings
Time 2017-03-17 10:42:10 =)
Timezone UTC+8 w
Device
Position
Mandatory Hardware Bypass OOon @oif
Apply
mport Web Server Certificate
Certificate File (*.crt) l— Browse The imported license file must be valid, or a web service eror occurs.
Key File { key) l— Browse The imported key file must be valid, or 3 web Service ermor occurs
Import

Configure engine parameters.

Table 43 Engine configuration parameters

Parameter

Description

Remote Assi

Controls whether to enable remote assistance.
On: enables remote assistaribeough port 50022.

Off: disables remote assistance.

Remote assistance can be used only by NSFOCUS engineers for n
commissioning.

Ping(lcmp)

Controls whether to enable NIPS to respond to ICMP requests. It h
following values:

On: indicates thaNIPS responds to ICMP requests, which make
convenient for an administrator to debug the device.

Off: indicates that NIPS does not respond to ICMP requests.

Time Setting

Specifies the method of synchronizing the time on NIPS with the
synchronization server. Its values inclu8eto Synchronization and
Manual Settings After this parameter is set, the setting can take e
only after the engine is restarted.

Time Syrchronization Server

Specifies the IP address of the time synchronization server Ater
Synchronization is selected. Note that the engine management inte
must be able to properly communicate with the time synchroniz
server.

Synchronization Iterval (sec)

Specifies the interval for NIPS to automatically synchronize the time
the time synchronization server aft®ato Synchronization is selected
The value is expressed in seconds.

Time Specifies the date and time aftfdanual Settingsis séected.
Timezone Specifies the time zone of the device.
Device Specifies NIPS's device name that is displayed on its home page.
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Parameter

Description

Position

Specifies the location of NIPS.

Mandatory Hardware Bypasg Controls whether NIPS is forced to enter the bypass sfaténdicates

that NIPS will be forced to enter the bypass st@#. indicates the
opposite.

The mandatory hardware bypass state, after being changed, takeg
only after system restart.

Step 3 Apply the settings

—End

Importing a Web Server Certificate

A web server certificate includes the following:

License file: is a .crt file that cannot exceed 1 MB.
Key file: is a .key file that cannot exceed 1 MB

To import a welserver certificate, follow these steps:

Step 1 Click Browseand then select a license file and key file from the local disk drive.

S,

Note

The license file and key file to be imported must be valid, or a web service error ¢

Step 2 Click Import .

—End

4.3.2Configuring Sp ecial Parameters

You can configure special parameters urglggtem> System Configuration> Parameter.

Special parameters are provided to adapt NIPS to special network environments. In hormal

conditions, users do not need to make changes to them. ModiBitiggs of special
parameters may cause system or network exceptions. You are advised to ask technical
personnel of NSFOCUS for help when you need to modify these parameters.

4.3.3Configuring NetFlow

When collaborating with NSFOCUS Network Traffic Analyst &3TNIPS can

identify DDoS attacks more effectively. However, if the switch does not support NetFlow, you

must configure NetFlow on NIPS by performing the following steps:

Step 1 ChooseSystem> System Configuration> NetFlow Configuration.
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Figure 49 NetFlow configuration

Destination IP of NetFlow oooon

Destination Port of NetFlow | gg9g

Apply

Step 2 Configure NetFlow parameters.

Table 44 NetFlow configuration parameters

Parameter Description

Destination IP of NetFlow | Specifies the destination IP address to which NetFlow data will be sen
is, the IP address of NTA.

Destination Port of NetFlowW Specifies the destination port corresponding to the specified destinat
address, that is, the port corresponding to the IP address of NTA.

Step 3 Click Apply Settingsto save the settings.
----End

4.3.4Configuring File Reassembly

NIPS supports reassembly of fileecansmitted. This function is associated with the file
reputation switch and the TAC collaboration module. That is to say, if file reputation or
advanced threat protection is enabled, the file reassembly function is automatically turned on.

\‘ NIPS devices of the NXBI300A model does not support the file reassembly funct
Note Therefore, thé&ile Reassemblypage is absent on the wbhsed manager.

After this function is enabled, NIPS can reassemble files transferred via HTTP, FTP, POP3,
SMTP, orIMAP. The following file types are supported:

MS Office (.doc, .xls, .ppt, .docx, .xIsx, and .pptx)

Executables (.exe, .dll, .com, .scr, .pif, and .bat)

PDF files (.pdf)

Flash files (.swf)

Java programs (.class and .jar)

Web files (.html, .xml, and .js)

Compressed files (.zip, .rar, .gzip, .9z, .tar, .7z, and .bz2)
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S,

Note encrypted channel.

Enabling the file reassembly function will degrade the performance of.NIPS
The current version does not support reassembly of files transferred v

To configure filereassembly, follow these steps:

Step 1 ChooseSystem > System Configuration > File Reassembly

Figure 410 File Reassembly page

Application
Reassembled File Length

File Forensics

{JNo

Step 2 Configure parameters.

Table 45 File reassembly parameters

Parameter

Description

Application

Specifies protocols via which files are transferred. NiW#Breassemble files
transferred via the specified protocols.

Reassembled File Length

Specifies the maximum length of files that can be reassembled by
Files whose size is larger than the value specified here will not be reasse
matchedalerted, or blocked.

The default value i40 MB and the maximum value is 100 MB.

File Forensics

Controls whether to turn on the file forensics function. Afiée Forensicsis

set toYes NIPS will upload file samples to ESPC.

Step 3 Click OK to save the séfigs.
Step 4 Apply the settings
----End

4.3.5Configuring Hardware Monitoring

To configure hardware monitoring, follow these steps:

Step 1 ChooseSystem > System Configuration > Hardware Monitoring
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TheHardware Monitoring page appears, on which you can configure hardware alert
thresholds.

Figure 411 Configuring alert thresholds

Hardware Monitoring @ Online Help
CPU Alert Mainboard Alert
Alert ®Oon (O of Alert ® On O oOff
Temperature Threshold  ap kel J Temperature Threshold 42 ' J
OK OK
Fan Alert Power Supply Alert
Alert @ on O Off Alert @ On () Off
Speed Threshold | 1562 * 1000 vmin J May Temperature Threshold 45 kol
oK Min Temperature Threshold | -5 T
Valtage Threshold 3.3V 33 W J
Voltage Threshold 5V 5 W J
Valtage Threshold 12V 12 W J
OK

If NIPS has a CF card, but not a hard disk,Digk Alert andAuto Backup areas are

unavailable.
\‘ The Power Supply Alert area is available only for NIP&evices of the following
Note models, whose serial numbers contain the letter P (for exampgd-B&223): NX3-

N2000A, NX3N3000A, NX5N4000A, NX5NG0OOOA, NX5N8OOOA, NX5T9010A,
and NX5T9020A.

Step 2 Modify parameters and then cli€k in the respective areas tcommit the settings.

CPU Alert: If the CPU alert function is enabled, when the CPU temperature exceeds the
specified threshold, NIPS records a hardware log with the type of "CPU temperature
log".

Mainboard Alert : If the mainboard alert function is enatblevhen the mainboard

temperature exceeds the specified threshold, NIPS records a hardware log with the type
of "Mainboard temperature log".

Fan Alert: If the fan alert function is enabled, when the fan speed is lower than the
specified threshold, NIPS rexs a hardware log with the type of "Fan status log".

Power Supply Alert: If the power supply alert function is enabled, you need to
respectively configure temperature thresholds and voltage thresholds.

1 Temperature Threshold If the power temperature niot the range from the
specified threshold lower limit to upper limit, the system assumes that the power
supply is faulty. In this case, NIPS records a hardware log with the type of "Power
temperature log".

1 Voltage Threshold The voltage must fall within a plus or minus 5% of the specified
threshold. If the voltage fluctuates beyond the range, the system assumes that the

Copyright © NSFOCUS 53 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

power is faulty. In this case, NIPS records a hardware log with the type of "Power
voltage log".

For how toview hardware logs, see secti®ni.4.4Hardware Logs
Step 3 Apply the settings
----End

4.4 Security Center

NIPS can collaborate with NSFOCUS Cloud, Enterprise Security Planning Customer (ESPC),
and Big Data Security Analytics (BSA).
NSFOCUS Cloud

NIPS sends alert messaggserated on it to NSFOCUS cloud in real time and informs
the emergency response team of faults in real time.

NSFOCUS ESPC

ESPC is a centralized management platform for NSFOCUS products. Thanks to the
following features, it can greatly improve manageméitiency:

1 Unified monitoring of multiple products

1 Configuration of policies in a centralized manner
1 Comprehensive management of reports
NSFOCUS BSA

BSA is a big data analysis platform for NSFOCUS products andhity applications
that meet certain calitions. Used to analyze security threat trends and provide support
for customers' decisiemaking, BSA incorporates the functions of data collection and
storage, indexing, query, report customization -tiead alerting, and basic analysis.

To connect NIB to the security center, follow these steps:

Step 1 ChooseSystem > Security Center
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Figure 412 Security Center page

port | 443 Sending Data [ ]Start @ Network Connectivity Test

Security Cente
Local P | 10.67.4.198 oK
NSFOCUS Cloud
Device Care Service (®On (Of
Alert Visualization CleiN@leod
Apply Terms of Use
ESPC
server Address | 10.65.123.207 port 443 S
server Address | 10.65.123.105 port 443 S
server Address
server Address port 443 | S
[BSA
uortfcr"\a 50!
uortfcr"\a 5
uortfcr"\a 5
uortfcr"\a 5
OK
jother
Interface Version:  3.0.5.37338
Debugging Information Click to Obtain

m Go to Cloud®  Network Connectivity Test

ending DaiaSiar‘[m #) Network Connectivity Test

ending Data ] Start %) Network Connectivity Test
ending Data [ ]Start @ Network Connectivity Test
050 port for log | 5005 | port for netflow |5006  []Start ® Network Connectivity Test

050 port for log| 5005 | port for netfliow | 5006  []Start %) Network Connectivity Test

050 port for log| 5005 | port for netfliow | 5006  []Start %) Network Connectivity Test

50 port for log| 5005 | port for netflow 5006  []Start '®) Network Connectivity Test

Step 2 ConfigureLocal IP

Before configuring NIPS to connect to NFOCUS Cloud, ESPC, and BSA and configuring
other settings, you need to configure the locadBress of NIPS, which is usually the IP
address of an interface with the management function or that of a management interface.

Step 3 In theNSFOCUS Cloudarea, configure parameters.

Table 46 Parameters for connecting NIPS to NSFOCUS Cloud

Parameter

Description

Local IP

By default, NIPS automatically detects the IP address of
interface that can connect to the Internet and automati
connects to NSFOCUS Cloud. After successful connection, N
automatically configures the IP address of this interface
Internetaccess as the local IP address.

You can change the local IP address and then CliCk After the
change, the device does not automatically detect any IP ag
that can connect to the Internet.

NSFOCUS Cloud

Device
Care
Service

Specifies whether to enlgbthe device care service. The dev
care service is enabled by default.

After it is turned on, NIPS automatically connects to NSFO(
Cloud as long as the latter is reachable. Before the connect
established, €l is displayed. After the connection

established‘m is displayed.

Clicking Go to Cloud displays the NSFOCUS Cloud page,
shown in Figure 412. You can view device information b
regstering a new account or using an existing account of

Copyright © NSFOCUS

55 V5.6R10F02(201703-27)



NSFOCUS NIPSUser Guide

Parameter

Description

default account.

After logging in to NSFOCUS Cloud with a new or existi
account, you can manage multiple devices.

If you want to use the default account, cligign Up Later. Then
you can log into NSFOCUS Cloud with the default accoy
bundled withNIPS. In this case, you can view information ab
the current device and can manage only this device.

3,

Note

After collaboration parameters are set, you can click
Network Connectivity Testto check whetheNIPS can
properly connect to NSFOCUS Cloud.

You can scan the QR code to download the app of
NSFOCUS security manager. It can keep you updated o
your device running status and service security status.

For how to connect to NSFOCUS Cloud, refer to thenanli
help information undelProducts & Services > Device Carg
Serviceon the NSFOCUS Cloud website
(https://cloud.nsfocus.com/

Alert
Visualizati
on

Controls whether NIPS sends security event logs to the NSFQ
cloud. By default, alert visualization is enabled.

Alert Type

Specifies what fields of security event logs on NIPS to uplog
ESPP. This field is available whedert Visualization is turned
on.

Basic alert info: uploads all fields. This is the defag#tting
Custom alert info: allows you to select fields to upload.

ESPC

Server
Addres

Specifies the IP address of ESPC. NIPS can connect to a max
of four ESPCs.

Port

Specifies the port used by ESPC to exchange data with the
engine.

SendingDa
ta

Controls whether to start connecting NIPS to ESPC. Selectin
Start check box enables NIPS to connect to ESPC.

S,
Note
After collaboration parameters are set, you can click

Network Connectivity Testto check whether NIPS can
properly connect to ESPC.

If the icon § is displayed, the connection has beer
established.

BSA

Server
Address

Specifies the IP address of BSA. You can select the nfagmél
or Encryption) for connection between NIPS and BSA from
drop-down list to the right oBerver Address The configuration
should be the same as that on NIPS. By default, the conne
mode isTunnel.

You can click/#=! or (¥ to add or delete a BSA that conne
to the NIPS engine.
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Parameter Description

port for file | Specifies the port used by BSA to send files to the NIPS eng

port for log | Specifies the port used by BSA to send security logs (JSON) {
NIPS engine.

port for | Specifies the port used by BSA to send traffic logs (NetFlow
netflow the NIPS engine.

Start Controls whether to start connecting NIPS to BSA. Gilg the
Start check box enables NIPS to connect to BSA.

S,

Note
After collaboration parameters are set, you can click
Network Connectivity Testto check whetheNIPScan
properly connect to BSA.

If the icon is displayed, the connection has beern
established.
Other Interface Indicates the version of the NPAI interface.

Version

Debugging | Status information of NIPS's collaboration with other devi
Informatio | through the NPAI interface.

n You can clickClick to Obtain to save debugging information

a local disk drive.

Step 4 Apply the settings
----End

4.5 Account Management

UnderSystem > Account Managementyou can manage accounts and set login parameters.

4.5.1Managing Accounts

NIPS has three defawdtcountsoperatoradmin, auditorauditor, and maintainesupervisor.

auditor is not enabled by default and can only be enableatinyin. admin andauditor can

create operator accounts and auditor accounts respectively. The default maoénesor

has any other permissions of admin, than permissions of restarting the device and engine and
managing accounts. For details about their permission3abée 11.

When you log in to NIPS with thedmin account, the account list displays only operator
accounts and the default auditor account. You can enable the default auditor account and
create, modify, and delete operator accounts.

When you log in to NIPS with theuditor account, the account list displays only auditor
accounts. You can create, modify, and delete auditor accounts.

When you log in to NIPS with th&upervisor account, you cannot configure accounts.
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4.5.1.1Enabling the Default Auditor Account

Step 1

Step 2

Step 3
Step 4

The default auditor accourdyditor) can only be enabled by the default operaadniin).
The default auditor account cannot be disabled after being enabled.

To enable the default auditor account, follow these steps:
Log in to NIPS with headmin account and choo&ystem> Account Management>
Account Management

Figure 413 Account list

Account Management @ Online Help

Account Permitted IP

Search New

Role Email Enable Operation

auditor AUDITORS auditor@nsfocus.com O

1
admin OPERATORS admin@nsfocus.com ) } = 3

Select theEnable check box of the auditor account.

Figure 414 Setting the initial password of the default auditor account

Mew Password *

Please setthe initial passwaord of
auditor.

Confirm Mew Password *

(8], Cancel

In theModify Password dialog box, set the indl password of the default auditor account.
Click OK to complete the configuration and enable the default auditor account.

After being enabled, the default auditor accoant{tor) disappears from the account list
shown inFigure 4-15.

——End
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4.5.1.2Creating an Account

Only the default operator and auditor accounts can create accounts. The following takes the
default operator accourdadmin) as an exampl® describe how to create an account:

Step 1 ChooseSystem> Account Management> Account Management

Step 2 Click New in theupperright corner.

Figure 415 Creating an account

New x

Account *

Authentication Mode (s Local authentication () Radius authentication () LDAP
authentication

Dual authentication () Enable (@) Disabled

Password *

Re-enter password =

Permitted IP = *
Email
Role (@) Operator (Read and Write) () Operator (Read)

OK Cancel

Step 3 Configure parameters in tidew dialog box.

Table 47 Parameters for creating an operator account

Parameter Description

Account Specifies the account name. It is a string of 4 to 20 characters, including g
letters, digits, hyphens, and underscores. An account name must start with
The account name cannot be changed after the accautdassfully created.

Authentication Mode | Specifies the authentication mode for this account. It has the following valug
Local authentication: Use the default settings.

Radius authentication The Radius authentication server, port, method,
shared key must also be specified. For details, see séciidConfiguring
Parameters

LDAP authentication: An LDAP authentication server must be configur
For details, see secti@n5.2Configuring Parameters

Dual authentication Controls whether to enable certificdiesed authentication for this account at
same time. AfterDual authentication is set to Enable, both passworg
authentication and certificateased authentication are enabled for this accq
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Parameter

Description

That is, this account is authenticated only after an incocegtificate is imported

After Dual authentication is set toEnable, you need to download a certificat
For details, see secti@n5.1.5Exporting a Certificate

Password

Specifies the login password, which cannot be shme as the account nar
and whose length and complexity must comply with the specifications des
in sectiond.5.2Configuring Parameters

Re-enter password

Requires you to reenter the password for confirmation.

Permitted IP

Specifies the IP address that can be used by this new accologiforYou can
type an IP address, a network segment, or multiple IP addresses.

The default value i8, indicating that the operator can log in to NIPS from an
address.

Email

Specifies the valid email address of the operator who uses this new accoun

Role

Specifies the role of this account. Different roles have different permissions
value can b®perator (Read and Write) or Operator (Read).

Step 4 Click OK to save the settings.

S,

Note

By default, all new accounts are enabled. Only enabled accounts aaadfor login.

—-End

4.5.1.3Modifying an Account

Log in to NIPS with the default accowedimin or auditor. Clicking =2 in the Operation
column opens thEdit dialog box.

With a default systeraccount, you can modify information of accounts that you have
creded except the account name.

New operators or auditors can modify their own account information except the account

name.

If you forget the new password for a default system account, you can reset the password

on the console user interface of the engine détails, see sectich3 Using
Maintenance Tools

You can modify information of the current account on the home page of NIPS. For
details, see sectidn3.1.3Page Layout of the Welbased Manager

After you log in to NIPS with theupervisoraccount, you can only modify the password

of the current account by clicking the user name in the wpgigrcorner of the page and
then configuring parameters in the dialog box that appears.
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4.5.1.4Deleting an Account

Only the default operator accouatifnin) and auditor accounaqditor) can delet@accounts
that they have created respectively. They cannot delete default system accounts.

4.5.1.5Exporting a Certificate

When creating an account, if you enable dual authentication, the account will be authenticated
first by password and then by certificate.Histcase you need to export a certificate for the
account to log in to the system.

Step 1 Choose System > Account Management > Account Management.

Figure 416 Downloading a certificate

Account Management @ Online Help

Search New

Account Role Permitted IP Email Enable Operation

auditor AUDITORS * auditor@nsfocus.com [

admin OPERATORS * admin@nsfocus.com i _-?

Theauditor account does not support dual authentication. Therefore, you cannot export a
certificate for theauditor account.

Step 2 Click =* in theOperation column of an account.

Figure 417 Confirming the export of a certificate

[9} Confirm to export the user's login credentials

OK | | Cancel

Step 3 Click OK in the confirmation dialog box.

You can sedct a path and file name for the certificate to be exported.
----End

4.5.2Configuring Parameters

TheParameter Configuration page is used for setting parameters for logging in to NIPS and

parameters for connecting to thipdrty authentication servers. To capfie these parameters,
follow these steps:

Step 1 ChooseSystem> Account Management> Parameter Configuration.
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Figure 418 Account parameter configuration

FParameter Configuration

Login Failures 3
Lockout Period (min) 20
Action After Login Failures Lock User
Minimum Passwaord Length 3
Password Complexity 4
Password Modification Period ]
Idle Timeout (sec) 300
LDAP Authentication Server 0.0.0.0
Radius Authentication Server 0.0.0.0
Radius Authentication Port 1812
Radius Authentication Mode chap -
Radius Shared Authentication Key s

Apply

Step 2 Configure parameters.

Table 48 Account login configuration parameters

Parameter Description

Login Failures Specifies theaumber of allowed consecutive login failures.
The default value and the maximum value you can set are3both

Lockout Period (min) Specifies a period during which a user has to wait before being allow
log in again after the number of consecutive hogilures reaches th
threshold specified withogin Failures. The default value i20 minutes.

Action After Login Failures | Specifies whether to lock an account when the number of conse
login failures reaches the threshold specified Wwihin Failures.

If the Lock User check box is selected, the account will be locked out ¢
if the user logs in from another IP address.

S,
Note
By default, the IP lockout function is enabled. A loclked

account can retry only after the account lockout pe
specified withLockout Period (min) expires.

Account locking will be recorded in an audit log. The auditor
view such logs after logginig to the system.
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Parameter

Description

Minimum Password Length

Specifies the minimum length of passwords for users to log in to N
The value range isi82 characters, witB as the default.

Password Complexity

Specifies the password complexity, that is, how many of aHewiing
must be included in passwords:

Digit
Uppercase letter
Lowercase letter

Symbol
The value range isi 4, with 4 as the default.

Password Modification
Period

Specifies the number of days a password can be used. When a pa|
remains in use for geriod longer than the value specified here,
system will force users to change it.

The default value i8, indicating no limit to the number of days a passw|
is used.

Idle Timeout (sec)

Specifies the period during which a user can stay idle be&ing ltbogged
out. When the idle period expires, NIPS automatically returns to the
page and the user has to log in again before performing other oper
The default value i800. The valueO indicates that users will not K
automatically logged outgardless of how long they are idle.

S,

Note

It is recommended that you set this parameter to a value smalle
600.

LDAP Authentication Server

Specifies the IP address of the LDAP authentication server.

Radius Authentication Serve

Specifies the IP addse of the Radius authentication server.

Radius Authentication Port

Specifies the port on which the Radius authentication server lister
authentication requests.

The default Radius authentication porL&l2

Radius Authentication Mode

Specifies the authentication mode of the Radius authentic
server, which can beap, spap chap, mschapvl mschapv2 or
eap_md5

Radius Shared Authenticatig
Key

Specifies the shared key that serves as a password between the
server and a Radiwdient.

S,
Note
The shared secret configured on NIPS must be the same as tha

configured on the Radius server; otherwise, NIPS cannot
communicate with the Radius server.

Step 3 Apply the settings
----End
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4.6 Diagnosis Tools

UnderSystem >Diagnostic Tools you can use diagnostic tools to view such information as
network connections and network interface card (NIC) status. For example, when an
exception occurs, you can use the ping or traceroute tool to perform diagnosis and view
related ifiormation.

4.6.1Ping

Ping is used to check whether a host is alive or reachable over the current network. NIPS
provides the function of pinging both IPv4 and IPv6 addresses, as sh&iguiia 419.

Figure 419 Ping result

« Ping > % | @ Online He

192.168.5.37 Ping Ping&

PING 192.168.5.37 (192.168.5.37) 56(84) bytes of data.

-—- 192.168.5.37 ping statistics ---

4 packets transmitted, 0 received, 100% packet loss, time 2998ms

4.6.2Traceroute

Traceroute is a network diagnostic tool for checking the route (path) taken by packets across
an IP network. The traceroute tool on NIPS supports both IPv4 and IPv6 addresses, as shown
in Figure 420.

Figure 420 Traceroute result

& raceRoute > » | @ Online Help

192.168.5.37 TraceRoute TraceRoutet

), & hops max, 60 byte packets

1.111 m3 1.341 ms

0.839 ms 0.B31 ms

4.6.3Network Connection

You can check the network connections and server status. In addition, you can clear session
information in the system.

TheNetwork Connection page displays netwkrconnection information, including the
protocol and port, as shownHhigure 421.
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Figure 421 Network connections

Active Internet
top 1}
tep 0
tep 0
top [i}
top 1}
tep 1
tep 0
top 1
tep 0
tep 1
tcpé [i}
tcps 0
topé 0
topé 0
udp [i}
udp 116920
udp 0
udp 0
udp 0
udp 0
udp 0
udp 0
udp 0
udp 0
udp 0
udp 0
udp 0
udp 0
Active UNIX demain
Proto RefCnt Flags
unix 2

unix 2

unix 2

unix 2

unix 2

unix 2

unix 2

unix 2

0

0

=}

o

Recv-Q Send-Q Local Address

connections (servers and established)

Foreign Address

0.0.0.0:50022 0.0.0.0:*
127.0.0.1:8081 0.0.0.0:%*
0.0.0.0:695 0.0.0.0:%*
10.87.4.124:50022 10.67.5.1:53191
10.67.4.124:37427 216.163.188.45:80
10.87.4.124:358098 216.163.188.45:80
10.87.4.124:50022 10.67.4.22:58800
10.67.4.124:51706 103.5.
10.87.4.124:50022 10.67.4.22:58785
10.87.4.124:56085 103.5.198.219:80

50022 o

1443 i+
10.87.4.124:443 10.67.1.9:60095
10.87.4.124:443 10.67.1.9:60133
127.0.0.1:50002 0.0.0.0:%

0. .0z
127.0.0.1:50004 0.0.0.0:%*
127.0.0.1:50005 0.0.0.0:%*
0.0.0.0:60358 0.0.0.0:%*
127.0.0.1:1040 0.0.0.0:*
127.0.0.1:1041 0.0.0.0:%*
127.0.0.1:1042 0.0.0.0:%*
127.0.0.1:1050 0.0.0.0:%*

0. .0:*
127.0.0.1:1061 0.0.0.0:%*
127.0.0.1:1150 0.0.0.0:%*
127.0.0.1:30015 0.0.0.0:*
127.0.0.1:20016 0.0.0.0:*

sockets (servers

Type

STREAM

STREEM

DGRAM

DGRAM

DGRAM

DGRAM

DGRAM

DGRAM

and established)
State I-Node
LISTENING 8711 /v
LISTENING 1102

52309 /v

1718 /v

8147 /v

LISTEN
LISTEN
LISTEN
ESTABLISHED
CLOSE_WAIT
CLOSE_WRIT
ESTABLISHED
CLOSE_WAIT
ESTABLISHED
CLOSE_WRIT
LISTEN
LISTEN

TIME WAIT

ESTABLISHED

Path

ar/run/nsconfig.socket

/war/run/acpid.sacket

ar/tmp/updater.socket
ar/plat_srv.socket

ar/tmp/guard. socket

. TheNetwork Connectionpage also displays server status information, as shown in
Figure 422.
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Figure 422 Server status

class 4 - rx: 71866533 rx drop: 0 alive:1l pid:20475 timeout:5 dead:5
cpu: p:l% i:99% avg cycle:0% heart:0x10£ff4fdcd
Server
r: 26% t: 34% p: 16% i: 24%
heart: 0x53880d4f0c avg cvcle:229174
Packet Pools:
pktmbuf pool:13824/65536
MP Client_0_RX:0/4095MP_Client 1 RX:0/4095MP Client_2 BRX:0/4095MP Client 3 _RX:0/4095MP Client_4 RX:0/4095
virtual ring:0/4085
ipflow info:
realtime total flow count: 104414§
tcp: 1009218
udp: 34928
flow created: 32526338
drop count: 96367968
turbo boost: 632107
flowmbuf pool:4430
packets cache:cloge

Clear Session Table

Clicking Clear Session Tablewill clear all session infornteon and restart the engine.

This operation would result in temporary network interruption. Therefore, perform this
operation with caution.

4.6.4NIC State

TheNIC State page displays NIC status information, as showigure 423. Users can
determine whether a network exception is caused by a NIC fault from information on this

page.
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Figure 423 NIC status

&« NIC State
Gl/1 Link encap:Ethernet HWaddr 92:F4:55:E6:85:45
UP BROADCAST RUNNING MULTICAST MIU:1500 Metric:1
BX packets:3085504 errors:0 drcopped:40644 overruns:0? frame:0
T packets:20615 errors:554 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:500
R¥ bytes:5594B87750 TX bytes:40713%2
Gl1/2 Link encap:Ethernet HWaddr 6A:AD:76:5D:73:1D
UP BROADCAST RUNNING MULTICAST MIU:1500 Metric:1
BX packets:93479 errors:0 dropped:648 overruns:0 frame:0
TX packets:1278215 errors:336 dropped:0 cverruns:0 carrier:0
collisions:0 txgueuelen:500
BX bytes:8624B08 TX bytes:234735321

> » | @ Online Help

4.6.5Aggregation Status

NIPS adopts IEEE 802.3ad for link aggregataligwing the operator to bind multiple

Ethernet interfaces that are configured as member interfaces to the specified aggregation
interface. Aggregation interfaces can increase the bandwidth and improve fault tolerance. You
can view the status of the aggatign link. For how to configure an aggregation interface, see

section5.1.2.3Creating an Aggregation Interface

Step 1

ChooseSystem > Diagnostic Tools > Aggregation

The aggregation mode can be manual aggregation or dynamic aggregation. The aggregation

status information varies with the aggregatioode.

Figure 424 shows the link aggregation status in manual aggregation mode.

Figure 424 Aggregation status in manual aggregation mode

[

agg_name:Aggportl ports:2 primary:Gl/4 proto:manual
speed = 100 duplex = FULL
phy name = Gl1/4 status = IN-BOND

phy_name = G1/5 status = SUSPEND

Aggregatio > | @ Online Help Apply Settings

Figure 425 shows the link aggregation status in dynamic aggregation mode.
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Figure 425 Aggregation status in dynamic aggregation mode

&« Aggregatio » @0

agg_name:HB ports:2 primary:G3/1 proto:manual
speed = 1000 duplex = FULL
phy_name = GC3/1 status = IN-

phy_name = C3/2 status = IN-

jagg_name:huawei ports:2

activemap = 0 pozts = 2 active_agg_id =0 master = true

jactor : syspri = 32768 sysmac = 00-50

partner: syspri = 32768 sysmac = DC

---------------- aggregator information csssssssssscscss

id = 0 pozts = 2 key = 17 ready = true p_syspri = 32768
pore sel pri p_pri ag key state p_key p_state
Gi/2 SEL 32768 32768 0 Ox11 Ox3d Oxa3l Ox3d
Gi1/8 SEL 32768 32768 0 Ox11 Ox3d Oxa3l 0x3d

----End

4.6.6Forwarding Information

NIPS NX5T9010A and NX5T9020A have th&®oute Information tab page that displays
only realtime route information.

Other models have thieorwarding Information tab page for users to check whether
specified switch information, route information, and ladoops &eady exist and how to
view all route information.

4.6.6.1Switch Detection

You can use the switch detection tool to check whether the MAC address information of the
specified layer 2 switch already exists.

To use the switch detection tool, perform the followsigps:

Step 1 Choose System > Diagnostic Tools > Forwarding Information.
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« orwarding

Switch Testing

LZ Interface

WLAMN 1D =
Destination MAC =

OK

Step 2 Configure parameters.

Table 49 Parameters for enabling the switch detection function

Parameter Description

Layer 2 Interface Specifies the layer 2 interface that connecthéotarget host.
VLAN ID Specifies the ID of the VLAN that the target host belongs to.
Destination MAC Specifies the MAC address of the target host.

Click OK to check whether the MAC address information of the specified
already exists.

Figure 427 Switch detection result

layer 2 switch

« orwarding Information
Switch Testing
L2 Interface G1/2
VLAN ID = 123
Destination MAC = 02:1A:C5:01:00:00
OK
mac 02:1A:C5:01:00:00

out_port G

——-End
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4.6.6.2Route Detection

The route detection tool is used to check whether the specified route information already
exists.

Step 1 ChooseSystem > Diagnostic Tools > Forwarding Information

Figure 428 Viewing information about the specified route

& Forwarding Information »

Switch Testing

L2 Interface

WLAN D =

Destination MAC =

OK
Route Self-Test
Source IP
Destination IP *
oK

Step 2 Set source and destination IP addresses.

Step 3 Click OK.

Figure 429 Viewing information about the specified route

Route Self-Test

Source IP = 10.14.70.20
Destination IP = 10.14.70.70
Ok

Mo forwarding path found.

——End

4.6.6.3Layer 2 Loop Detection

The layer 2 loop detection tool is used to check whether a loop exists on the layer 2 link.
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N,

Note

When the layer 2 loop testing function is enabled for a specific interface, the s
logs the detected layer2 loop information in running logs. For how to view running
see sectio®.1.4.3Running Logs

For how to enable the layer 2 loop testing function, follow these steps:

Step 1 ChooseSystan > Diagnostic Tools > Forwarding Information.

Figure 430 Layer 2 Loop Testing area

«

L2 Interface

WLAN D

Source IP =

Switch Testing

Destination MAC =

Route Self-Test

Destination IP =

OK

OK

On

Layer 2 Loop Testing

O Yes ® No

OK

Step 2 Configure parameters.

a. SelectYesfor On to enable the layer 2 loop detection function.
b. Enable or disable the layer 2 loop detection function for a specific interface.

All layer 2 interfaces are displayed. By default, the layer 2 loop detection function is
disabled. You enable the layer 2 loop detection function for a specific interface by
selectingYesfor On.

c. Click OK.

——End

4.6.6.4Route Information

This tool is used foobtaining route information in real time. The route information
varies with hardware platforms.

For NIPS devices other than NIPS NXS010A and NX5T9020A, choose
System > Diagnostic Tools > Forwarding Informatiorto view realtime route

information.
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Figure 431 Realtime route information

& Forwarding Information ¥

1]

Switch Testing

L2 Interface

VLAN D =

Destination MAC =

Ok
Route Self-Test
Source IP =
Destination IP «
Ok
Layer 2 Loop Testing
on O ves ® No
Ok
Route Information
Desztinaticn Gateway Genmaszk Flags Metric Bef Use Iface
1 255.254 0 ] Uz 1 Q oM
0 2 0 0

o - OSPF, B - BGF

For NIPS NX5T9010A and NX5T9020A, choos&ystem > Diagnostic Tools > Route
Information to view realtime route information.

Figure 432 Route information

« Route Information > % | @ Online He Apply Settings

direct route:

dip="1%2.168.2.0" dmask="255.255.255.0" card="H1" metric="0" gw="0.0.0.0" comment="link up"
dip="10.67.0.0" dmask="255.255.0.0" card="M" metric="0" gw="0.0.0.0" comment="link up"
source route:

route:

dip="0.0.0.0" dmask="0.0.0.0" card="M" metric="2" gw="10.67.255.254" comment="link up"

Eernel IPvé routing table

Destinaticn Next Hop Flag Met Ref Use If
1:1/128 He Un o 1 10 1o
1:/0 i 'n -1 1 1 1o
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4.6.7Playback Test

NIPS provides the function of reading packet capture files throwglistening interface.
Users can analyze network data based on these files.

\ - Only interfaces in security zones of the Monitor type can be used to play bacl
Note - If no monitoring interface is available, you must configure one first

To perform gplayback test, follow these steps:

Step 1 ChooseSystem > Diagnostic Tools > PlaybackTest

Figure 433 Playback test

« Playback Test > » @

CAP/PCAP File I Browse

Playback Interface w

OK

Step 2 Click Browse, select a CAP/PCAP file, and cli€kpen.

Step 3 From thePlayback Interface drop-down list, select a monitoring interface to which data will
flow during the playback test.

Step 4 Click OK.
----End

4.6.8 Expert Diagnosis

When NIPS is faulty and requires remote assistance, technical support engineers of
NSFOCUS can remotely log in to the fauNyPS via SSH and perform troubleshooting in the
background.

The IP address and port of an SSH server, which is deployed on the Internet, are available in
the NIPS background. After expert diagnosis is started, technical support engineers of
NSFOCUS can amect to the SSH server from an SSH client and log in to the mapped device
for troubleshooting in the background.

If the faulty NIPS can access the Internet, you can use the expert diagnosis function
provided by this device.

1 If the faulty device can accett®e SSH server, the device will map the SSH port on it
to the SSH server.

1 If the faulty device cannot access the SSH server, but a host that is reachable from the
device can access the SSH serverRartGo.exeon this host and configure related
settings After that, the SSH port on the device can be mapped to the SSH server.

If the faulty device cannot access the Internet, the expert diagnosis function is
unavailable.
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- PortGo.exe is provided and used by site engineers. Therefore, it is
\ delivered with NIPS.

Currently, a host for technical support can connect to multiple NIPS de\
However, multiple hosts for technical support cannot connect to the same
simultaneously.

4
Note

To enable the expert diagnosis function, follow these steps:

Step 1 ChooseSystem> Diagnostic Tools> Expert Diagnosis

Figure 434 Expert diagnosis

&« Expert Diagnosi > » | @ Online Help

NSFOCUS Expert Diagnosis Start

Step 2 Click Start to start the expert diagnosis function.

—End

4.6.9Packet Capture

NIPS allows users to capture packets direictyn device interfaces for analyzing and
debugging problems with network deployment.

To capture packets, follow these steps:

Step 1 ChooseSystem> Diagnostic Tools> Packet Capture

Figure 435 Packet capture

& Packet Captu > » | @ Online Help
IControl

Packet Capture Start Download
Manage

Protocol

Comparison Packet Capture (O0n @Of

Source IP/Subnet Mask i] 0
Source Port i]

Destination IP/Subnet Mask ] ilo
Destination Port i]

Capture Time (s) ]

Packets i]

Apply Restore Defaults

Step 2 Configure parameters.
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Table 410 Parameters for configuring a packapture task

Parameter Description

Interface Specifies an interface on which packets are captured. The default vg
any, indicating that packets are captured on all interfaces other
management interfaces.

Protocol Specifies a protocol so that packets transmitted through this protocol
captured. This parameter can be setrig IP, TCP, UDP, ICMP, IPv6, or
ICMPv6. The default value isany, indicating packets of all thes
protocols will be captured.

Comparison Packet Captury Controls whether to enable the comparative packet capture function
disabled by default.

On: saves inbound packets and outbound packets in two files, whic
then be compressed and bundled into a single folder.

Off: savesinbound and outbound packets in a single file and
compresses it.

Source IP/Subnet Mask Specifies the source IP address and subnet mask so that packets froni
segment will be captured. This parameter is optional. Leaving this para
empty irdicates that packets from any IP addresses will be captured.

Source Port Specifies a port so that packets from this port will be captured. The @¢
indicates that packets from any ports will be captured.

Destination IP/Subnet Mas| Specifies the destation IP address and subnet mask so that packets de
for this IP segment will be captured. This parameter is optional. Leavin
parameter empty indicates that packets destined for any IP address

captured.

Destination Port Specifies a port so that packets to this port will be captured. The @4
indicates that packets to any ports will be captured.

Capture Time (s) Specifies the duration of this packet capture task. Packet capturg
stop when the specified length of time elapses. The Gahgicates no limit
to the time.

Packets Specifies the maximum number of PCAP packets to be captured. H

capture will sbp when the number of packets reaches this value. The
0 indicates no limit to the number of packets.

ruleid Specifies a rule ID on which packet capture will be based. The ¢
indicates that this parameter does not take effect.

appid Specifies a application ID on which packet capture will be based. The v
0 indicates that this parameter does not take effect.

Step 3 Click Apply Settingsto save the settings.
Step 4 Click Start to start capturing packets.
Step 5 (Optional) Stop the packet capture task.

The packet capture task will automatically stop wherChpture Time value is
reached.
The packet capture task will automatically stop wherPtheketsvalue is reached.

During the packet capture process, you can Stcip to terminate the ongoing task.
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Step 6 (Optional) ClickDownloadto download the packet capture file to a local disk drive for
analysis.

Step 7 (Optional) ClickFalse Positiveto send the packet capture file to ESPP.
----End

4.6.100ne-Click Inspection

NIPS allows you to inspect the hardware and servicetidling only one button. In this

manner, you can learn the status and information of all hardware components and services
quickly and conveniently.

Hardware inspection objects

CPU, memory, disk drives, management interfaces, and working interfaces
Serviceinspection objects

Datacom engine, security engine, service monitoring process, daemon (Guard), process
for transmitting system status logs, process for transmitting security logs, and process for
transmitting application logs

To inspect hardware and siges, follow these steps:

Step 1 ChooseSystem > Diagnostic Tools > One click inspection

Figure 436 Oneclick inspection

& One click inspection > % | @ Online Help

One click inspection

Hardware inspection ) )
Inspected object State Information

o No data is available

number

Service inspection . X
Inspected object State Information

o No data is available

number

Step 2 Click One click inspection
The system starts inspecting hardware and services.

The inspection will take some time. Please wait patieRityure 437 shows the inspection
result.
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Figure 437 Inspection result

& DOneclickins > % | @ Online He Apply Settings
One click inspection
Hardware inspection
Inspected object State Information
number
1 CPU Good CPU is working properly!
2 Memory Good Memory is working properiyl
3 Hard Disk Good Hard disk is working properiy!
4 M Good Interface is working properly!
Service inspection i )
Inspected object State Information
number
1 Data Engine Good The data engine is working properiy!
_ The security engine is not working properly!This service works abnormal for
2 Security Engine Abnormal
3 times in all 3 service check!
3 Service Monitor Process Good The service monitor process is working propery!
4 Guard Process Good The guard process is working properfy!
System State Log Transfer . X
5 Good The system state log transfer process is working properiy!
Process
6 Security Log Transfer Process Good The security log transfer process is working properfy!
Application Log Transfer . .
7 P Good The application log transfer process is working properly!
roLEss

Hardware components or services in abnormal state are displayed in réafofinati on
column provides details about the cause of such anomalies.

—End

4.6.11Information Collection

NIPS allows you to collect the latest information about its running status, including packet
loss information and bypasslated logs.

To collect information abouhe system running status, follow these steps:

Step 1 ChooseSystem > Diagnostic Tools > Collect Info

Figure 438 Information collection

&« Collect » » Q) Online He Apply Settings

To obtain the Iatest information about the system running status, click the Collect Info button. If you do not click this button, the status information you download will be
that collected last time

When the disk space is smaller than 200 MB, the information collection function cannat werk.

[1 Do not display next time.

Collect Info

Step 2 Click Collect Info.

NIPS starts collecting the latest information about the system running status.
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Step 3

Step 4

Step 5

After such information is colleatk the system displays a message, as showigime 439.

Figure 439 Message indicating the successful collection

Message from Web Page @

! Status information collected.

Click OK.

The page then displays the &nwhen system running status information is collected, as
shown inFigure 440.

Figure 440 Display of collection time

& Collect > » | @ Online Help

To obtain the latest information about the system running status, click the Collect Info button. If you do not click this button, the status information you download will be
that collected |ast time
‘When the disk space is smaller than 200 MB, the information collection function cannot work.

[] Do not display next time

Collect Info Send to Cloud

Collection Time  2017-03-17 07:08:40 Download

Click Downloadto download the system running status information to a local disk drive for
future reference and analysis.

Click Send to Cloudto send the collected information about the device running status to
ESPP.

—End

4.6.12Debugging Information

ChooseSystem > Diagnotic Tools > Debugging Info On theDebugging Infopage, you
can turn on the debug switch and then specify which level of messages to be logged by each
functional module. You can download debug logs to a local disk drive.

This function can be used only bysROCUS engineers for network debugging. Users are
advised to ignore it.

4.6.13Hard Disk Maintenance

TheHard Disk Maintenance tab page allows you to check CF card information. If the
device has a hard disk, NIPS can also check hard disk information.
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\‘ It takesa long time to check hard disk maintenance information. Please us
Note function with caution.

Step 1 Choose System > Diagnostic Tools > Hard Disk Maintenance.

Figure 441 Hard Disk Maintenance page

G Hard Disk Maintenance > | @ Online Help

Hard disk detection indicates the detection of the CF card and hard disk information (the device coming with a hard disk). The process takes a long time. Please
think carefully before performing this cperation!

[] Do not display next time

Storage Type Detection

Step 2 Select a hardware type from the chabgwn list forStorage Type

If the device does not have a hard disk, ddfycard is available in the dredown list.
If the device has a hard disRF card andHard disk are available in the dregown list.

Figure 442 Hard Disk Maintenance pagelevice with a hard disk

& » | @ Online Help Ap
Storage Type CF card Detection
Hard disk

Step 3 Click Detection
The hardvare detection result is displayed.

—-End

4.7 License Management

NIPS licenses are classified into two types:

Trial license

A trial license is usually used for psales tests. Based on the update time of the engine
software, after a trial license expiresersscannot log in to the weédased manager of
NIPS to continue using the security detection function.

Paid license

A paid license is mainly used for controlling upgrade services during the authorized time
period.

Copyright © NSFOCUS 79 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

i After the engine software update expires, the update page automatically disappears.

In this case, neither the engine software nor various libraries can be updated.

1 When the engine software is still valid, other libraries (such as the system rule library,
URL category library, and virus database) cannot be updated after they expire.

After a paid license expires, other libraries of earlier versions remain valid, users can
still use the security detection function and view logs.

4.7.1Viewing License Status

Step 1

Step 2 View license information.

Figure 443 License status

ChooseSystem > License Management

TheLicense Managemenpage displays functional modules provided by NIPS and the
period when NIPS can be used.

Authorization

Authorization

license Information

License State Normal
License Type Trial
Product Model NIPS
Serial No.

Authorized Modules IPS

URL Category

Reputation Library

8SL

Cloud-side Service

Reputation Library
URL Library

Virus database

Cloud-side sandbox

detection
Threat intelligence -
traceback

Upgrade Service

Engine software update

System Rule

Issued To espc

Import License

CB9A-BF5C-0383-BET4

Module

Module

NAV
Application Management
NETFLOW
Cloud-side sandbox detection
Start Date
2017-03-14
2017-03-14
2017-03-14

2017-03-14

2017-03-14

Start Date

2017-03-14

2017-03-14

QoS
Data Leak Protection

Threat intelligence - attack fraceback

End Date State
2017-04-13 Normal
2017-04-13 Normal
Normal
2017-04-13 Normal
2017-04-13 Normal
End Date State
2017-04-13 Normal
2017-04-13 Normal

Table 411 Parameters on the License Management page

Parameter Description
Indicates the license status.
. Normal: indicates that a valid license has been imported and the systen
LicenseState

be used.

Expired: indicates that the license has expired.

License Type

Trial : After this type of license expires, users cannot continue to use NI

Indicates the type of the license imported in NIPS. It hatolleving values:
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Parameter

Description

Paid: After this type of license expires, users can still use NIPS, but can
update it.

Product Model

Indicates the product model covered by this license.

Serial No.

Serial number of the license.

Authorized Modules

Indicates functional modules provided by NIPS according to this license.

Authorized modules can be used even if the upgrade service expires. Ho
the working of modules depends heavily oniaas libraries. If these librarig
cannot be updated due to the expiration of the upgrade service, m
functions will be affected.

Authorization

Upgrade Service -

Indicates the start date, end date, and status of the upgrade service autho
the purchased modules.

Indicates the start date and end date of the upgrade service authorizatiq
during which NIPS can upgrade various libraries and software.  Withiy
authorized period specified witbtart Date and End Date, the upgrade servic
authaization time during which NIPS can be properly updated.
Engine software update indicates the authorized service period and stat
of the device engine.

System Rule the authorized service period and status of intrusion preve
rules, applicatiomules, and sensitive data rules.

URL Library : indicates the authorized service period and status of URL
category rules.

Virus database indicates the authorized service period and status of the
virus database.

If the current system time is beyond the auited service period, the syste
cannot update services, but libraries of earlier versions remain valid.

S,

Note
Within 30 days before the license expires, NIPS displays a notification,
prompting users to update the license. After the license expires, NIPS
notifies users of the expiration.

kJAr;leJJtlg(erlzed Indicates functional modules provided by NIPS but not covered by this licen
Issued To Indicates users that are entitled to use this NIPS.
—-End

4.7.2Ilmporting the License

During the first login, youmust import the license; otherwise, you cannot use NIPS.

To import the license, follow these steps:

Step 1 ChooseSystem> License Management

Step 2 Click Import License.

Copyright © NSFOCUS

81 V5.6R10F02(201703-27)



NSFOCUS NIPSUser Guide

Figure 444 Importing the license

To ensure the proper functioning of this product, please

import a license.

Language -

OK

Step 3 Click Browse, select the license file (*.lic), and cli€pen.

A dialog box appears, as showrFigure 445, asking you to confirm your operation.

Figure 445 Dialog box for confirming license import

Import License x

o License is valid!
License Information
License Type Paid
Product Type MIPS
Product Version Y5.6R10
IssuedTo o7
Start Date 2016-06-22
End Date 2016-07-22
License Hash 3D4C-2234-0F3E-7521
Device Hash 3D4C-2234-0F3E-T521
oK Cancel
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Step 4 Determine whetheto import the license.

If license information is correct, clidRK to complete the import. The license then takes
effect immediately.

If license information is incorrect, clidRanceland repeat the preceding steps.
----End

4.8 System Control

ChooseSystem> System Control

Figure 446 System control

Apply Settings

Reboot Engine

Start Debugging

Stop Debugging

Restart System

Restart server

On theSystem Controlpage, you can perform the following system control operations:
Apply settings.

Click Apply Settingsto reload all policies and engine settings, except interface settings,
and make them take effect irediately. Policies reloaded include intrusion prevention
policies, data leak protection policies, web reputation policies, URL category filtering
policies, antivirus policies, user management policies, traffic management policies, and
application managemepolicies.

Reboot the engine.

Click Reboot Engineto restart the engine. All policies and engine settings, including
interface settings, will be reloaded and take effect immediately.

Start debugging.

Click Start Debuggingto start network debugging. Thaperation can be performed
only by technical support engineers of NSFOCUS for network debugging.

Stop debugging.

Click Stop Debuggingto stop network debugging. This operation can be performed only
by technical support engineers of NSFOCUS during netwelkigging.

Restart the system.

Click Restart Systento restart the hardware system of NIPS.
Restart services.

Click Restart serverto restart the web server.
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A After the system is restarted, all report data is cleared, and the system starts co
Caution newstatistics.
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Network

The Network module enables you to configure network connectivity information such as
interfaces, security zones, and routes within the network. This chapter describes the Network
module from the followin@spects:

Section Description

Interface Describes how to configure NIPS interfaces.

Security Zone Describes how to configure security zones.

Virtual Wire Describes the virtual wire drhow to configure a virtual wire.

Switch Describes data exchange protocols and how to configure such a protocol.

DHCP Describes how to configure NIPS as a DHCP server and DHCP relay.

DNS Describes how to configure the domain name system.

IP/MAC Binding Describes how to adigure IRto-MAC binding.

Route Describes how to configure static routes.

NetworkManagement| Describes how to configure NIPS as an SNMP agent and to send trap me
and how to configure basic functions of SNMP and the syslog server.

High Availability Describes how to configure the high availability feature.

Others Desdcribes how to configure NIPS to work in external bypass or-ihudypass
mode.

NIPS NX5T9010A and NX5T9020A do not support the following functions:
Virtual wire configuration
Switch configuration

§( - DHCP configuration

Note - Policy-based route configuration

ARP table configuration

Logical interface configuration

Manageable attribute configuration
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5.1 Interface

An interface is a shared boundary or connection between devices for data exdlmsg
section describes interface types, interface attribute, and interface configuration.

5.1.1Interface Types

Interfaces of NIPS are divided physical interfaces and logical interfaces.

\4 NIPS NX5T9010A and NX5T9020A have only physical interfaces.
Note

Physical Interfaces

On NIPS, physical interfaces include the following:

Logical Interface

Outof-band management interface

The outof-band management interface is used for device management. It only transmits
management and control information, but not forwards servidetr@€parating the
management traffic from service traffic enhances the security of device management and
guarantees the stability of the management bandwidth.

NIPS provides oubf-band management interfaces M and H1.-@ftlhand management
interfaces eable the administrator to manage the NIPS device via HTTPS and SSH and
access such interfaces from other devices by using the ping command.

Ethernet interface

The names of Ethernet interfaces are predefined, including G interfaces (Gigabit
interfaces, suchs G1/1 and G1/2), and T interfaces (10 Gb interfaces such as T1/1 and
T1/2).

Logical interfaces are created based on Ethernet interfaces, including the following:

Aggregation interface

NIPS adopts IEEE 802.3ad for link aggregation veithgy the administrator to bind

multiple Ethernet interfaces that are configured as member interfaces to the specified
aggregation interface. Aggregation interfaces can increase the bandwidth and improve
fault tolerance.

Loopback interface

Loopback interfaes are layer 3 logical interfaces and do not need to be bound to any
physical interface. Therefore, the link status of loopback interfaces is not impacted by
any factors. The administrator can learn about the device status according to link status
of theloopback interface. In addition, loopback interfaces can be applied to the
following scenarios:

1 The administrator can manage the NIPS device through the IP address of the
loopback interface.
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1 The loopback interface can be used as a virtual IP addre$¢eitwvark Address
Translation (NAT) policy.

Layer 3 subinterface

When a layer 3 Ethernet interface needs to identify VLAN packets, you need to
configure layer 3 subinterfaces based on this layer 3 Ethernet interface. Therefore,
packets from different VLANsan be forwarded through different subinterfaces.

A maximum of 512 subinterfaces can be configured for a layer 3 interface. Whether a
subinterface is up or down depends on its parent interface.

VLAN interface

VLAN interfaces are layer 3 logical interfacasated based on layer 2 physical
interfaces.

For layer 2 Ethernet interfaces, the administrator can define a VLAN interface for
forwarding data between different VLANS.

5.1.2Interface Configuration

NIPS devices of all modelsavephysical interfaces. The administrator can edit physical
interfacesettings All NIPS devices except NX59010A and NX5T9020A support logical
interfaces. The administrator can create and edit logical interfaces.

ChooseNetwork > Interface. Thelnterface page varies with models of NIPS deviéégure
5-1 shows thdnterface page of device models other than NX8010A and NX5T9020A.

Figure 51 Interface pagef device models other than NXB010A and NX5T9020A

nterface @ Online Help A Settings
Search New
) Manageable . Security )
Name Bind Interface  Type . IP VLAN VWire Operation
Attribute Zone
Out-of-band
oM M management 10.8623/16 g
interface
8GN G111 Wirtual Wire Direct-A VWireZone @ (=
Leily] G112 Virtual Wire Direct-A VWireZone & (™
e G113 G113 Virtual Wire Direct-B VWireZone L)
84 G1/4 Wirtual Wire Direct-B VWireZone & |\,
8 G5 G1/5 Layer 3 default 0.00.0/0 DMZ @ (=
8 G1/6 G1/6 Wirtual Wire WilireZone e (=

Figure 52 shows thdnterface page of NX5T9010A and NX5T9020A.
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Figure 52 Interface page of NX39010A and NX5T9020A

nterface @ Online Help Ap

Interface Medium Interface Gateway Connection Security )

Interface Manageable Subnet Mask Duplex Operation
Type Type P IP Rate (Mbps) Zone

M Electrical Copper Yes 10.67.4.10 25525500 192.168.1.1  auto auto Management 4

H1 Electrical Copper Yes 192.168.21 2552552550 192.168.21 auto auto Management "o (W

G111 Electrical Copper Yes 0.000 0.0.0.0 0.0.0.0 auto auto Direct-A = P

G112 Electrical Copper Yes 0.0.0.0 0.0.0.0 0.0.0.0 auto auto Direct-A = P

G113 Electrical Copper Yes 0.0.0.0 0.0.0.0 0.0.00 auto auto Direct-B .

G4 Electrical Copper Yes 0.0.0.0 0.0.0.0 0.0.0.0 auto auto Direct-B = (.
1000M

G21 tical Fiber Yes 11111112 255.255.0.0 0.0.00 auto auto Management =3 (m
optical
1000M )

G272 tical Fiber Yes 0000 0000 0000 auto auto Direct-C = (=
optical
1000M

G213 tical Fiber Yes 0oon 0.0.00 0000 auto auto Direct-D =2 (m
optica
1000M )

G2/4 tical Fiber Yes 0.000 0.0.00 0.00.0 auto auto Direct-D g .
optical

TN 10G optical ~ Fiber Yes 0.0.00 00.00 0.000 auto auto Direct-E .

T32 10G optical ~ Fiber Yes 0.000 00.00 0.0.0.0 auto auto Direct-E @ (m

The following describes how to configure interfaces on NIPS.

5.1.2.1Editing an Out -of-Band Management Interface

Step 1 On the page shown Figure 51, click = in theOperation column of interface
M.Parameters displayed in tRelit dialog box vary with device models.

Figure 53 shows theEdit dialog box for configuring an owtf-band management
interface on device models other than NK&#10A and NX5T9020A.
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Figure 53 Configuring interface Mor device models other than NX®010A and NX5T9020A

Edit x
Interface Type |Dut-|::f-t:a"|:| management interface v |
Interface I
IPv4 Address = 10.67.4.173M16
IPv6 Configuration Method () Auto (@ Manual
IPvE Address

Advanced Options< <

Connection Rate
MTL = 1500

Ok Cancel

Figure 54 shows theEdit dialog box for configuring an owtf-band management
interface on NX5T9010A and NX5T9020A.
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Figure 54 Configuring interface Mor NX5-T9010A and NX5T9020A

Interface M ~

Security Zone  Management

Manageable e ‘Yes Mo

IPv4

IP Address 10.67.4.10 Example: 192.168.1.1
Subnet Mask 255.255.0.0 Example: 255 255 2550
Gateway 192.168.1.1 Example: 192.168.1.1

Default Gateway () Yes (@) No

IPv6

Configuration Mode () Auto (@) Manual

IP Address
Example fe80::2 ff-fe 6
Afte the IPv6 address zs estart the
ervice ( [System1 - [Systern Control 1 estart
Gateway
Example fed0::250:56ff-fec(:5/64

Default Gateway () Yes (@ No

NIC

Duplex
Connection Rate

MTU 1500 The MTU rang

W

L15]
(=]

Step 2 Configure parameters in tiedlit dialog box.
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Table 51 Parameters for configuring interface M

Parameter Description

IPv4 Address Specifies the IP address of the-offfband management interface. The format shg

\,

be IP address/netmask lent
Note

For NX5T9010A and NX5T9020A, you can also configure the IPv4 gatewg
so that interface M is accessible on the network.

IPv6 Address Specifies the IPv6 address of the-ofitband management interface, which can

\,

automatically obtained or manually configwN .
o

For NX5T9010A and NX5T9020A, you can also configure the IPv6 gatewd
so that interface M is accessible on the network.

Duplex Specifies the duplex mode of the interface, which cafRulie Half, or Auto.

Full: transmits data in two directions (sends and receives data) at a time.
Half: transmits data in just one direction (either sends or receives data) at a tini
Auto: transmits data according to the actual duplex mode.

Connection Rate | Specifies the dattransmission rate, which can1@V, 100M, 1000M, or Auto. Auto
indicates that NIPS automatically adjusts the data transmission rate of the inte

MTU Specifies the maximum transmission unit, which should be in the range of 128 t
bytes. The dRwlt value is1500 The MTU of the layer 3 interface applies only
packets of the egress interface. That is, when the packet length is greater than t
of the layer 3 interface, fragmentation will be performed on the egress interface

A

Note

When the IP8 address is used, the minimum value of MTU is 1280.

Step 3 Click OK to complete the configuration.
Step 2 Apply the settings
----End

5.1.2.2Editing an Ethernet Interface

In the interface list, click-<" in theOperation column of an Ethernet interface and then
configure parameters in tielit dialog box.

Ethernet interface configuration varies with device models.

Figure 55 shows the dialog box for editing an Ethernet interface for NI3810A and
NX5-T9020A.
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Figure 55 Dialog box for editing an Ethernet interface for NX8010A and NX5T9020A

Interface T3M1

Security Zone | Monitor A"

Manageable (@ Yes () No

.

IPvd
IP Address 0.0.0.0 Example: 192
Subnet Mask 0.0.0.0 Example: 255255 255
Gateway 0.0.0.0 Example: 192

Default Gateway () Yes (@ No

NIC

Duplex Auto W

Connection Rate | Auto v

MTU 1500 The MTU range is 1500-170C

ip
o

Save Cancel

The interface type depends on the security tbatthe interface belongs.to

1 If Security Zoneis set toMonitor , theEthernetinterface is a monitoring
interface which connects to the switch for traffic monitoring.

1 If Security Zoneis set toDirect, theEthernetinterface is a direct interface which
connects two interfaces the same security zone for data communication. These two
interfaces respectively work as an IN and OUT interface.

1 If Security Zoneis set tolnterconnect, the Ethernet interface is a device
interconnection interface. For how to configure a device intesstdiom interface,
seeConfiguring a Device Interconnection Interface

i If Security Zoneis set toManagement the Ethernet interface is a management
interface. For the description of M interface parameterslaigle 52.

Copyright © NSFOCUS 92 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

You must configure security zones in advance. For details, see sBQic
Security Zone

\ - You need to configuré® Address and Gateway only whenManageableis
Note set toYes In this case, this Ethernet interface can be used as a manag
interface.When Manageableis set toNo, leave parameters at their defal
values.

For device models other than NX®010A and N)5-T9020A: By default, the Ethernet
interface type i&Jnconfigured. Figure 56 shows the dialog box for editing an Ethernet
interface for device models other than NX8010A and NX5T9020A.

Figure 56 Dialog box for editing an Ethernet interface for device models other tharilRIXEA
and NX5T9020A

Interface Type Unconfigured
Layer 2

Interface Name | Laver3
Listening

Wirtual wire
Aggregation member interface
Device interconnection interface

Save Cancel

For device models other than NX®010A and NX5T9020A, Ethernet working interfaces
are divided into the following:

Layer 2 interfackayer 2 interfaces do not have IP addreskager 2 interfaces can be
used only for forwarding Ethernet frames. Generally, layer 2 interfaces connect to a layer
2 switch.

Layer 3 interfack® addresses can be assigned to layer 3 interfeager 3 interfaces
can be usednnecessarfor data transmission based on static and dynamic routing
protocols. Generally, layer 3 interfaces connect to a layer 3 switchiter.

Listening interface

After the listening interface is configured and connects to the listening port of a switch,
traffic monitoring can be performed.

Virtual wire interface

After a pair of Etherndahterfacesare configured as virtual wire interfa;ehese two
interfaces can be connected as a virthannefor data communication. For how to
configure the virtual wire, see sectibrB Virtual Wire.

Aggregation member interface

After multiple interfaces are configured as aggregation member interfaegsan be
aggregated as oneténface. For how to configure aggregation interfaces, see section
5.1.2.3Creating an Aggregation Interface
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Device interconnection interface
Device interconnection interfacaseused in the scenario where an asymmetric routing
is configured to divert traffic to the host, thereby guaranteemintegrity of sessions.
All Ethernet interface can be enabled or disabled. Disabled interfaces do not send or receive

packets. The'*' icon in theOperation column of an interface indicates that the interface
has been enabled. You can click this icon to disable it. Then the icon tL®a1gQticking this
icon will enable the interface again.

Configuring a Layer 2 Interface
Layer 2 interfaces of NIPS can wdrkthe following modes:

Access mode

The interface working in access mode is used to connect to terminal users and can
belong only to one VLAN. That is, such interface only allows packets from one VLAN
to pass through.

Trunk mode

The interface working irrink mode is used to connect switching devices. That is, such
interface allows packets form multiple VLANSs to pass through.

After receiving a packet via the trunk interface, it checks whether the packet contains
VLAN information.

1 If no, NIPS forwards thpacket using the configurdakfault VLAN ID .

1 If yes, NIPS checks whether the trunk interface allows VLAN data to pass
through, which depends on whether the packet's VLAN ID belongs to the range
specified inSupported VLAN. If yes, NIPS forwards the pack@therwise, NIPS
drops the packet.

Before sending packets via the trunk interface, NIPS compares VLAN tag contained in the
packets to be sent with the configui2efault VLAN ID . If they are the same, NIPS removes
the VLAN tag and then sends the packHthey are different, NIPS directly forwards the
packets.

To configure a layer 2 Ethernet interface, follow these steps:

Step 1 On the page shown Figure 51, click = in theOperation column of an interface and
then setnterface Type to Layer 2 in theEdit dialog box
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Figure 57 Configuring a layer 2 interface

Edit xX
Interface Type | Layer 2 ~ |
Interface G1/4
Security Zone
Mode
STP type

Default VLAN ID =

Supported VLAN

Advanced Options:>

0K Cancel

Step 2 Configure parameters in tiigdit dialog box.

Table 52 Parameters for configuring a layer 2 interface

Parameter

Description

Interface Type

Specifies the type of the interface, which should be Seayer 2.

Interface Name

Indicates the default interface name, which cannot be edited.

Security Zone

Specifies the working mode of the security zone which the interface belongs to. A
2 interface can work only in a layer 2 security zone. You can select a layer 2 s
zone from the drojlown list.

Mode

Specifies the work mode of the interface,iethcan beaccesr trunk .

STP type

Specifies the type of the Spanning Tree Protocol (STP) for the forwarding port. |
is not used, you do not need to configure this parameter.

rstp: indicates that the Rapid Spanning Tree Protocol (RSTP) is used.
mstp: indicates that Multi Spanning Tree Protocol (MSTP) is used.

Default VLAN
1D

This parameter is available only whtode is set totrunk .

When the interface receives packets with no VLAN tag, the system will automat
add the default VLAN tag.

When the interface sends a packet with a VLAN tag, if the VLAN ID is the same a
of the default one, the system will send the packet after removing its VLAN tag.

Supported
VLAN

This parameter is available only whitode is set totrunk . Specifies VLAN IDs that
are allowed.

Multiple VLAN IDs should be separated by comma (,) and consecutive VLAN
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Parameter

Description

should be separated by a hyphénFor example, you can configure "1,2,4" aneb™2

Step 3 Configure advanced parameters.

Figure 58 Advanced Options aze

Duplex
Connection Rate

MTU =

Advanced Options<<

1500

Table 53 Advanced parameters for configuring a layer 2 interface

Parameter

Description

Duplex

Specifies the duplex mode of the interface, which caRulie Half, or Auto.
Full: transmits data in two directions (sends and receives data) at a time.
Half: transmits data in just one direction (either sends or receives data) at a

Auto: transmits data according to the actual duplex mode.

Connection Rate

Specifies the data transmission rate, which cahddé, 100M, 1000M, or Auto. Auto
indicates that NIPS automatically adjusts the data transmission rate of the interf;

MTU

Specifies the maximum transmission unit, which should be in the range of 128 t
bytes. The default value 5500 The MTU of the layer 2 interface applieslymno
packets of the egress interface. That is, when the packet length is greater than t
of the layer 2 interface, fragmentation will be performed on the egress interface.

Step 4 Click OK to complete the configuration.

Step 4 Apply thesettings
----End

Configuring a Layer 3 Interface

step1 ON the page shown Figure 51, click “Z in theOperation column of an interface and
then setnterface Type to Layer 3in theEdit dialog box
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Figure 59 Configuring a layer 3 interface

Edit x
Interface Type | Layer 3 w |
Interface G1/5
Security Zone
Manageable Atribute
IPv4 Address « 0.0.0.0/0 More IP Address Settings
IPv6 Configuration Method (O Auto (&) Manual
IPv6 Address
Send Router Motification () Yes (@ No

Advanced Options=>

OK Cancel

Step 5 Configure parameters in tiigdit dialog box.

Table 54 Parameters for configuring a layer 3 interface

Parameter

Description

Interface Type

Specifies the type of the interface, which should be Seayer 3.

Interface Name

Indicates the default interface name, which cannot be edited.

Security Zone

Specifies the working mode of the security zone which the interface belongs to. A
3 inteface can work only in a layer 3 security zone. You can select a layer 3 sg
zone from the drojlown list.

Manageable
Attribute

You can leave it at the default valukfault.

IPv4 Address

Specifies the IPv4 address of the interface. You can caefigquiltiple IPv4 addresse
for a layer 3 interface. Clickin§lore IP Address Settingsdisplays the dialog box fo
configuring multiple IP addresses.

A Y

Note
The interface supports a maximum of 32 IP addresses.

You cannot configure multiple addresses whdi®v4 Addressis set t00.0.0.0/*

IPv6
Configuration
Method

Specifies how to configure the IPv6 address, which caAuie obtain or Manual
configuration. The default value isanual configuration.

IPv6 Address

This parameter is available only whi#?wv6é Configuration Method is set toManual
configuration.

Copyright © NSFOCUS

97 V5.6R10F02(201703-27)



NSFOCUS NIPSUser Guide

Parameter

Description

Send Route
Advertisement

Controls whether to periodically send neighbors a router advertisement pack
announces its availability. If the interface needs to assign IP addresses to thetd
connectsSend Router Advertisementshould be set t¥es

Step 2 Configure advanced parameters.

Figure 510 Advanced Options area

MAC

Duplex

Connection Rate

MTU =

Iulticast

Advanced Options<<

Auto s

1500

Off

Table 55 Advanced parameters for configuring a layer 3 interface

Parameter

Description

MAC

Specifies the MAC address of the interface. Only MAC addresses thg
manually configured are displayed here.

Duplex

Specifies the duplex mode of the interface, which caRuble Half, or Auto.
Full: transmits data in two directions (sends esakives data) at a time.

Half: transmits data in just one direction (either sends or receives data)
time.

Auto: transmits data according to the actual duplex mode.

Connection Rate

Specifies the data transmission rate, which cahddé, 100M, 1000M, or Auto.
Auto indicates that NIPS automatically adjusts the data transmission rate
interface.

MTU

Specifies the maximum transmission unit, which should be in the range of

1600 bytes. The default valueiS0Q The MTU of the layer 2 intéace applies
only to packets of the egress interface. That is, when the packet length is

than the MTU of the layer 2 interface, fragment reassembly will be perform
the egress interface.

Multicast

Controls whether to enable the multicast padkeward function. By default
Multicast is set toOff. After multicast is enabled, it applies only to the prim
IP address though multiple IPv4 addresses are configured.

Step 6 Click OK to complete the configuration.
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Step 3 Apply thesettings
----End

Configure a Listening Interface

After the listening interface is configured and connects to the listening port of the switch,
traffic monitoring can be performed. After reading the packet capture file through a listening
interface, NIPS an play back the data in a playback test, helping users analyze network data.
For details about playback test, see sedtiéin/Playback Test

Step 1 On the page shown Figure 51, click _IE? in theOperation column of an interface and
then setnterface Type to Listening in the Edit dialog box

Figure 511 Configure a listening interface

Edit xX
Interface Type |Listen ng v|
Interface G2H

Security Zone

Advanced Options=:»

OK Cancel

Step 2 Configure parameters in tiigdit dialog box.

\ A listening interface can work only in a "monitor" security zone. You can sel¢
Note "Monitor" zone from the droplown list ofSecurity Zone

Step 3 Click OK to complete the configuration.
Step 2 Apply the settings
----End
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Configuring a Virtual

Wire Interface

After a pair of Ethernet interfaces are configured as virtual wire interfaces, these two

interfaces can be connected as a virtual channel for data communication. Before configuring a

virtual wire interface, you need to create a virtual inst. For how to configure a
virtual wire, see sectiob.3 Virtual Wire.

Step 1

On the page shown fgure 51, click _IE-" in theOperation column of an interface and

then setnterface Type to Virtual Wire in theEdit dialog box

Figure 512 Configuring a virtual wire interface

Edit x
Interface Type | \irtual Wire v |
Interface G114
Security Zone
Advanced Options<<
Duplex

MTU =

Connection Rate

1500

0K Cancel

Step 2 Configure parameters in ttigdit dialog box.

Table 56 Parameters for configuring a virtual wire interface

Parameter

Description

Interface Type

Specifies the type of the interface, which should be séirtoal Wire .

Interface Name

Indicates the default interface name, which cannadied.

Security Zone

A virtual wire interface can work only in a virtual wire security zone. You can sel
v-wire zone from the drepown list ofSecurity Zone

Duplex

Specifies the duplex mode of the interface, which caRuie Half, or Auto.
Full: transmits data in two directions (sends and receives data) at a time.

Half: transmits data in just one direction (either sends or receives data) at a
Auto: transmits data according to the actual duplex mode.

Connection Rate

Specifies the data tnamission rate, which can t@M, 100M, 1000M, or Auto. Auto
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Parameter Description

indicates that NIPS automatically adjusts the data transmission rate of the interf

MTU Specifies the maximum transmission unit, which should be in the range of 128 t
bytes. The defatiivalue is150Q The MTU of the layer 2 interface applies only
packets of the egress interface. That is, when the packet length is greater than t
of the layer 2 interface, fragment reassembly will be performed on the egress int

Step 3 Click OK to complete the configuration.
Step 4 Apply the settings
----End

Configuring an Aggregation Member Interface

After multiple interfaces are configured as aggregation member interfaces, such aggregation
member interfaces can be aggregatedne interface. For how to configure aggregation
interfaces, see secti@nl.2.3Creating an Aggregation Interface

Step 1 On the page shown Figure 51, click _E? in theOperation column of an interface and
then setnterface Type to Aggregation member interfacein the Edit dialog box

Figure 513 Configuring an aggregation member interface

Interface Type |Aggregati0" member interface V|

Interface G4

Priority 22768

Work Mode

OK Cancel

Step 2 Configure mrameters in thEdit dialog box.
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Table 57 Parameters for configuring an aggregation member interface

Parameter Description

Interface Type | Specifies the type of the interface, which should be seAdggregation member
interface.

Interface Name | Indicates thelefault interface name, which cannot be edited.

Priority Specifies the priority of the Link Aggregation Control Protocol (LACP). The value r
is 0/ 65535. The priority is valid for dynamic binding but not for manual binding.

Work Mode Specifies the wdr mode of the interface, which can Aetive modeandPassive mode

Step 3 Click OK to complete the configuration.
Step 4 Apply the settings
----End

Configuring a Device Interconnection Interface

After device interconnection interfaces amnfigured, if two NIPS devices
communicate with each other via a device interconnection interface for HA purposes (if
configured), the response data can be returned through the original link.

\ After a device interconnection interfaces is configured, ganu specify this interface
4 for asymmetric routing support. For details, see sedid0.6 Asymmetric Routing
Note Support

Step 1 On the page shown Figure 51, click @ in theOperation column of an interface.
The dialog box for configuring a device interconnection interface varies with device models.

Figure 514 shows the dialog box for configuring a device interconnection interface on
device models other than NXB2010A and NX5T9020A.
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Figure 514 Configuring a device interconnection interface on dewiodels other than NX5
T9010A and NX5T9020A

Interface Type  Device interconnection interface -

Interface G2/7

OK Cancel

Figure 515 shows the dialog box for configuring a device interconnection interface on
NX5-T9010A and NX5T9020A. You must configur8ecurity Zoneto Inter-connectin
advance. (For details, see sectiohSecurity Zong
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Figure 515 Configuring a device interconnectiorierface on NX5r9010A and NX5T9020A

Edit x

Interface T3i2

Security Zone Inter-connect -

NIC

Duplex Auto -
Connection Rate  Auto -

MTU 1500 The MTU range is 1500-170C

Save Zancel

Step 2 Click OK to complete the configuration.
Step 3 Apply the settings
----End

5.1.2.3Creating an Aggregation Interface

Step 1 On the page shown igure 51, click Newin the upperight corner of the page and then set
Interface Type to Aggregation interfacein theNewdialog box.
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Figure 516 Creating an aggregation interface

New x
Interface Type |A-ggre-gat on interface V|
Interface «
Bind Interface = -
Aggregation Mode | Manual aggregation v|
Dispatch Policy | Source MAC v|
(] 4 Cancel

Step 2 Configure parameters in tidew dialog box.

Table 58 Parameters for configuring an aggregation interface

Parameter Description

Interface Type | Specifies the type of the interface, which should be s&gtpegation interface

Interface Name | Specifies the name of the aggregation interfad@ch should be a string of 1 to 1
characters, including letters, digits, underscores (), slashes (/), and dots (.).

Bind Interface | Specifies the aggregation member interface which can be selected from the ¢
aggregation member interfaces.

The dupex mode and connection rate of the bound interfaces must be the same.

Aggregation Specifies the mode of aggregation, which carMasual aggregation or Dynamic
Mode aggregation

WhenAggregation Mode is set toManual aggregation the number of
aggregation member interfaces can be 2 to 8.

WhenAggregation Mode is set toDynamic aggregation the number of
aggregation member interfaces can be 2 to 32.
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Parameter Description

Dispatch Policy | Specifies the dispatch policy of the aggregation interface. When themutiple
aggregation members in the aggregation group, the configured policy will dig
packets for better load balancing. The options include the following:

Source MAC: indicates that packets with the same source MAC address are §
from the same intéace. Otherwise, they are sent from different interfaces.

Destination MAC: indicates that packets with the same destination MAC addr
are sent from the same interface. Otherwise, they are sent from different inte

Polling: indicates that packetse sent from interfaces one by one.

Layer 2: indicates that the interface for sending packets depends on the sour
destination MAC addresses of the packet.

Layer 2+3: indicates that the interface for sending packets depends on layer 1
layer 3 nformation in packet headers.

Layer 3+4: indicates that the interface for sending packets depends on layer 3
layer 4 information in packet headers.

Step 3 Click OK to complete the configuration.
Step 4 Apply the settings
----End

5.1.2.4Creating a Loopback Interface

Step 1 On the page shown Figure 51, click Newin the upperight corner of the page and then set
Interface Type to Loopback interfacein theNew dialog box.
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Figure 517 Creating a loopback interface

New x

Interface Type | Loopback Interface W |

Interface «

Security fone Oz W
Manageable Attribute default s

IPvd Address = 0.0.0.0/0

mple: 192.168.1.1/24 More
IP Address Settings

IPv6 Configuration Method () Auto (&) Manual
IPvE Address Example - fel0: 25056 fec0:8/64
Send Router Notification ) Yes (@) Mo

Advanced Options: =

QK Cancel

Step 2 Configure parameters in tidew dialog box.

The name of a loopback interface should be a string of 1 to 15 characters, including letters,
digits, underscores (), slashes (/), and dots (.).

Other parameters are the saméhasefor configuring a layer 3 Ethernet interface. For
details, se&igure 54 andTable 55.

Step 3 Click OK to complete the configuration.
Step 4 Apply the settings
----End

5.1.2.5Creating a Layer 3 Subinterface

Step 1 On the page shown igure 51, click Newin the uppetright corner of the page and then set
Interface Type to Layer 3 sulinterface in theNew dialog box.
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Figure 518 Creating a layer 3 subinterface

New x
Interface Type | W |
Interface =
Security Zone
VLAN ID 1
Manageahle Attribute
Farent Interface «
IPv4 Address 0.0.0.0/0 - More
IP Address Settings
IPv6 Configuration Method () Auto (@) Manual
IPvE Address
Send Router Notification () Yes (@ No

Advanced Options= =

Ok Cancel

Step 2 Configure parameters in tidew dialog box.

Layer 3 subinterfaces are created based on layer 3 Ethernet interfaces. The name of such a
subinterface is a combination of the parent interface name and VLAN ID specified for the
subinterface like "parent interface name.+VLAN ID". For examplLAN ID is set tol00

and the parent interface is G1/1, the name of the newly configured layer 3 subinterface will be
G1/1.100.

Other parameters are the same as that for configuring a layer 3 Ethernet interface. For details,
seeFigure 54 andTable 55.

Step 3 Click OK to complete the configuration.
Step 4 Apply the settings
----End

5.1.2.6Creating a VLAN Interface

Step 1 On the page shown Figure 51, click Newin the uppeitright corner of the page and then set
Interface Type to VLAN in theNew dialog box.
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Step 2

Step 3
Step 4

Figure 519 Creating a VLAN interface

New x
Interface Type A

Interface «

Security Zone DMZ v

WLANID % 1 WLAN 1D must be an integer in the

Manageable Aftrioute default s

IPv4 Address 0.0.0.0/D
P Address Settings

ample: 192 168.1.1/24 More

IPv6 Configuration Method () Auto (@ Manual
IPvE Address Example:fed0::250:56 fec0:8/54
Send Router Motification () Yes (@) No

Advanced Options=>

Ok Cancel

Configure parameters in tiNew dialog box.

VLAN interfaces are layer 3 logical interfaces created based on layer 2 physical interfaces.
You need to specify a VLAN ID for them so that VLANs can communicate with each other at
layer 3 via VLAN interfaces.

After you specify a VLAN ID, the interface name is autditally generated in the form of
"vlan.+ VLAN ID". For example, iVLAN ID is set ta20, the name of the VLAN
interface will be vlan.20.

Other parameters are the same as those for configuring a layer 3 Ethernet interface. For
details, se&igure 54 andTable 55.

Click OK to complete the configuration.
Apply the settings
----End
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5.1.3Manageable Attribute

The managemedrtttribute ofthe interface can be used to configure the management
privileges for NIPS interfaces, including the following:

HTTPS Management controls whether to allow device management from a remote
host via HTTPS.

SSH Management controls whether to allow device management from a remote host

via SSH.

Ping: controls whether to allow sending ping response packets.

You can define different managble attribute objects as required. Management attribute
objects can be directly referenced for interface configuration. NIPS allows or denies device
management depending on the configuration.

N,

Note

NIPSNX5-T9010A and NX5-T9020A do not support the managemattribute.

Step 1 ChooseNetwork > Interface > Manageable Attribute.

Figure 520 Manageable Attribute page

Name

default

@
"M~ Search New
HTTPS Management SSH Management Ping Operation

on on Allow =2

The factory settings of NIPS contains a binilmanagemeruttribute objectdefault),
for whichHTTPS ManagementandSSHManagementare set t@n andPing is set to

Allow.

Step 2 Create a management attribute object.

a. Click Newin the uppertright corner of thdVlanageable Attribute page.
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Figure 521 Creating a management attribute object

New x

Mame =

HTTPS Management @ On () Off

S5H Management {3 On (@ Off
Fing @ Allow (O Forbid

Ok Cancel

b. Inthe dialog box, configure parameters.
c. Click OK to complete the configuration.

Step 3 Edit amanagement attribute object.

Click & in theOperation column, modify parameters in the displayed dialog box, and then
click OK.

Step 4 Delete a manageable attribute.

Click ®' in theOperation column of a custom manageable attribute and then Olickn
the confirmation dialog box.

Step 5 Apply the settings
----End

5.2 Security Zone

A security zone is a collection of interfaces of the same type. Supported security zone types
vary with device models.

Table 59 lists security zone types supported by device models other thasTBIXE)A and
NX5-T9020A.

Table 59 Security zone typesupported by device models other than ND&10A and NX5

T9020A
Type Description
layer2 Security zone of the transparent type. Interfaces in such a security zone work in
switch mode.
-layer3 Security zone of the route type. Interfaces in such a security zone work in route
Only layer 3 interfaces work ithis mode.
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Type Description

monitor Security zone of the monitoring type. Interfaces in such a security zone monitg
transmission.

vwire Security zone of the direct connection type. Interfaces in such a security zone v
v-wire mode.

mgt Security zone of the amagement type. Interfaces in such a security zone are wg
interfaces that can be used for-oftband management.

global Default security zone, which cannot be edited and contains all security zones.

Table 510lists security zone types supported by device models other thasTBIXBIA and NX5T9020A.

Table 510 Security zone typesupported by NX59010A and NX5T9020A

Type Description

monitor Security zone of the monitoring type. Interfaces in such a security zone monitq
transmission.

direct Security zone of the direct connection type. Interfaces in such a security zone v
direct mode.

interconnect Security zone of the device int®nnection type. Interfaces in such a security zone v
in interconnection mode.

mgt Security zone of the management type. Interfaces in such a security zone can be
outof-band management.

global Default security zone, which cannot be edié@d contains all security zones.

You can search for, create, edit, and delete security zones. In practice, you can move
interfaces to other security zones except for the following interfaces.

N,

Note

Security zone cannot be changed for interfaces in thexfivlitpcases:
Interfaces M and H1
Non-Gigabit Intel NIC interface
Interfaces configured with routing policies

The license status is abnormal, for example, it has not been imported. In thi
you cannot move any interfaces out of their security zones.

Interfaces configured with subinterfaces or policies.

To create a security zone, follow these steps:

Note that the "global" zone cannot be edited or deleted, and the "Management" zone cannot

Step 1 ChooseNetwork > Security Zone

be deleted. Th8ecurity Zonepage varies with device models.

Figure 522 shows theSecurity Zonepage of device models other than NX8010A
and NX5T9020A.
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Figure 522 Security Zongoage ofdevice models other than NX®010A and NX5T9020A

Security Zone @ Online He

El Search New
Name Type Description Operation
global any Default any
Transparent layer2 2 (X
DMZ layer3 g (X
Intranet layer3 & X
Extrangt layer3 & X
IMonitor menitor & X
Management mgt 2
VWireZone wwire & X

Figure 523 shows theSecurity Zonepage of NX5T9010A and NX5T9020A.

Figure 523 Security Zongoage of NX5T9010A and NX5T9020A

Security Zone @ Online Help

Search New
Name Type Description Operation
global any Default any
Meonitor monitor @ X
Direct-A direct g
Direct-B direct g
Management mgt g
Direct-C direct 2
Direct-D direct =2
Direct-E direct B4

Step 2 Click Newin the upperight corner.
The New dialog box for creating a security zone varies with device models.

Figure 524 shows the dialog box for creating a security zone on device muttiels
than NX5T9010A and NX5T9020A.
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Figure 524 Creating a security zor device models other than NX®010A and NX5
T9020A

New x

Security Fone =
Type = layer? -

Description

OK Cancel

Figure 525 shows the dialgp box for creating a security zone on device models other
than NX5T9010A and NX5T9020A.

Figure 525 Creating a security zorma NX5T9010A and NX5T9020A

Security Zone = Duplicate names are not allowed
Type @) direct () monitor () interconnect
Description

OK | Cancel

Step 3 Configure parameters in tiew dialog box.

Table 511 Security zone configuration parameters

Parameter Description

Security Zone Name of the security zone.
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Parameter Description

It is casesensitive and cannot contain spaces and the following special char
[%\{} @"<>'&":
The security name must be unique.

Type Security zone type.

Description Descriptive information ofhe security zone.

Step 4 Click OK to save the settings.
Step 5 Apply the settings
----End

5.3 Virtual Wire

In virtual wire mode, NIPS is used as a virtual wire, which has a pair of interfaces

\4 NIPS NX5T9010A and NX5T9020A do not support ghvirtual wire function.
Note

You can search for, create, edit, and delete virtual wikesreate a virtual wire, follow these
steps:

Step 1 ChooseNetwork > Virtual Wire .

Figure 526 Virtual Wire page

25 v Search New
D Name Interface 1 Interface 2 Synchronize Interface Link Status Operation
1 1 G G112 Mo =X

Step 2 Click Newin the upperright corner of the page.
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Figure 527 Configuring a virtualvire

Interface 1 «

Interface 2 =

Synchronize Interface Link Status () Yes (@) No

G111 W

Ok Cancel

Step 3 In the dialog box, configure parameters.

Table 512 Parameters for creating a virtual wire

Parameter

Description

Name

Unigue name of the virtual wire.
The name cannot contain the following special characters:
%\ N < > ' & "

ID

ID of the virtual wire.

Interface 1/2

Specifies the two working interfaces of the virtual wire. The interface type my
v-wire.

Synchronize
Interface
Status

Link

Controls whether to synchronize the interface link status.

Yes indicates that when one interface is down,dtieer interface is also
down.

No: indicates that when one interface is down, the other interface keeps it
original status.

Step 4 Click OK to save the settings.

Step 5 Apply the settings

-—End

5.4 Switch

NIPS provides the following layer 2 geh functions:
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MAC table: configures rules for forwarding layer 2 packets based on VLAN IDs and
MAC addresses.

RSTP: configures parameters for creating rapid spanning trees with other switches.
MSTP: configures parameters for creating multiple spanning trees with other switches.

\4 NIPS NX5T9010A and NX5T9020A do not support the switch function.
Note

5.4.1MAC Table Configuration

The MAC table is used to configure rules for forwarding layer 2 packietstatic MAC

entries, a device for which a VLAN and a MAC address are specified can access the network
through a given interface. If the device uses another interface, instead of the given one, to
access the network, the device will no longer be abdbdtain MAC entries through dynamic
learning. If a device without a MAC entry accesses the network through an interface, a
dynamic MAC entry is automatically established for the device through its dynamic learning.

Entries in a MAC table can be divided afdws:

Dynamic MAC entries:

Dynamic MAC entries refer to the MAC entries that NIPS dynamically learns from the
received layer 2 packets. Dynamic MAC entries can be in the following states in the
MAC table:

1 Valid: If any packets that match a dynamic MAGrgmpass through NIPS in 300
seconds, the state of this dynamic MAC entry is displayed as "valid".

1 Invalid: If no packet that matches a dynamic MAC entry pass through NIPS in 300
seconds, the state of this dynamic MAC entry is displayed as "invalid".

Static MAC entries:

Static MAC entries refer to the MAC forwarding entries added by the administrator or
the dynamic MAC forwarding entries bound by the administrator. Static MAC entries are
used to configure rules for forwarding layer 2 packets.

When forwvarding layer 2 packets, NIPS checks whether such packets hit any static
entries in the MAC table based on the VLAN ID and MAC address of the packets.

1 If yes, NIPS will forward the packets via the interface configured in the static MAC
entry.

1 If no, NIPSwill block or forward the packets as configured in the policy.
To configure a MAC table, follow these steps:
Step 1 Choosé\etwork > Exchange > MAC Table

TheMAC Table page appears, displaying VLAN/MAC bindings that are discovered by NIPS
and added manually.
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Figure 528 MAC table
IAC Table (7]

Binding Settings

Block () Yes @ No

Log (0 Yes (@ No

OK

MAC list

Search Clear Bind New

D VLAN MAC Interface Type State Operation

o No data is available.

Step 2 Configure parameters.

Block: controls whether NIPS blocks packets that do not match a static MAC entry.
Log: controls whether NIPS logs the situation where packets hitting a static MAC entry.

Step 3 Create a static MAC entry.
a. On the page shown Figure 528, click Newin the upperight of the MAC list.
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Figure 529 Creating a VLAN/MAC binding

V0LAN =
MAC =
Interface =

Description

Ok Cancel

b. Configure parameters in tiNew dialog box.

Table 513 Parameterfor configuring a static VLAN/MAC binding

Parameter

Description

VLAN

Specifies the destination VLAN ID of the packet.

For an interface working in access mode, select the ID of the VLAN to whic
interface belongs; for an interface working in trunk mogelect a VLAN ID within
the corresponding range.

MAC

Specifies the destination MAC address of the packet.

Interface

Specifies a layer 2 interface. The packets whose VLAN ID and MAC address
the configured conditions will be forwarded througtstnterface.

The interface here must be an interface within a layer 2 security zone.

Description

Brief description of the VLANMAC binding. This parameter is optional.

c. Click OK to complete the configuration.

Step 4 (Optional) Perform other operations.
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Step 5

You can also edit, delete, enable, disable, search for, clear, and confirm in batches
VLAN/MAC bindings in the same way as IP/MAC bindings in the ARP table. For details, see
section5.8.3ARP Table

Apply the settings
----End

5.4.2RSTP Configuration

The following describethe working principle of the Rapid Spanning Tree Protocol (RSTP)
and the spanning tree configuration.

5.4.2.1Working Principle

RSTP is a layer 2 protocol that prevents layer 2 loops by blocking certain redundant links in a
network. Compared with the Spanning Tree Protocol (STP), RSTP provides a faster
convergence if a LAN link fails.

RSTP provides five types of ports: root paltsignated port, backup port, alternate port, and
disabled port. Port states include Discarding, Learning, and Forwarding.

Spanning Tree Algorithm (STA) determines the port role through Bridge Protocol Data Unit
(BPDU) and prioritizes the ports based dABJ packets saved on the port. After the STA
becomes stable after a period of time, the designated port and root port enter the forwarding
state. Subsequently, network bridges will send STP BPDU packets periodically from the
specified interface, so as t@imtain the link state. If the network topology changes, the
spanning tree will be regenerated and the port state will change accordingly.

5.4.2.2RSTP Configuration

Step 1

Step 2

The RSTP configuration roadmap is as follows:

1. Configure layer 2 interfaces and enable the RSTEtifamon them.
2. Configure RSTP parameters.
3. Enable RSTP.

The procedure is as follows:
Configure interfaces and enable the RSTP function on them.

On NIPS, configure at least a pair of layer 2 interfaces with RSTP as their STP type to
forward data and gendeathe spanning tree.

Configure RSTP.
a. ChooseNetwork > Exchange > RSTP
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Figure 530 RSTP page
RSTP @
Control
Start
State
RSTP disabled
Manage
Priority = 32768
Heartbeat 2
Time =
Max Time = 20
Forward Delay = 15
OK

b. Configure parameters.

Table 514 RSTP configuration parameters

Parameter

Description

State

RSTP interfaces and their status.
The RSTP interface status can be as follows:

Discarding: The port can neither learn addresses nor forward data.

Learning: The port starts learning address and can send, receive, and handle
configuration messages.

Forwarding: The port can forward data, learn addresses, and send, receive, ar
handleconfiguration messages.

Priority

RSTP priority. It must be an integer multiple of 4096. The default valg2768

Heartbeat
Time

Specifies the interval of sending hello packets. Hello packets are sent to check v
links between devices are in thermal state. The interval refers to how often NIPS s¢
hello packets. The value is an integer in the rangétd in seconds, with as the default

Max Age

Specifies the maximum interval allowed to receive packets. If the specified in
expires, the system drops the received packets. The default vatugeisonds.

Forward Delay

Specifies the time taken by NIPS to change from the learning state tovlzeding state
The default value i35 seconds.

N,

Note

Enabling RSTP will make parameters undeonfiguration unavailable. These
parameters can be edited only after RSTP is disabled.

b. Click OK to save the settings.

Step 3 Enable RSTP.
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On the page shown Irigure 530, click Start on theRSTP page and cliclOK in the
confirmation dialog box.

Step 4 Apply the settings
----End

5.4.3MSTP

Multiple Spanning Tree Protocol (MSTP) is a new spanning tree protocol defined in the
IEEEB02.1s standard. It enables STP to work with VLANS. In simple terms, STP and RSTP
are based on ports, PVST+ is based on VLANSs, while MSTP is based on instances. While
maintaining RSTP's advantage of rapid port migration, MSTP solves the issue in RSTP that
different VLANs in RSTP mode must be on the same tree.

The following describes the working principle of MSTP and the spanning tree configuration.

5.4.3.1Working Principle

MSTP stands for Multiple Spanning Tree Protocol. Here, Multiple Spanning Tree has two
meanings:

A switching network can be divided into multiple spanning tree instances based on

VLANS.

Each spanning trdastance can contain multiple VLANS.
For PVST and PVST+ of Cisco, the entire switching network can also be divided into
multiple spanning tree instances based on VLANS, but each instance can contain only one
VLAN. Compared with PVST and PVST+, MSTP is more appropriate to large networks

becaus it can divide a large network into spanning tree instances in a more flexible way
meet actual requirements.

On the whole, an MSTP network has three tiers:

MSTP network
Multiple spanning tree (MST) region
Multiple spanning tree instance (MSTI)

The thee tires constitute an inclusion relationship. Specifically, an MSTP network contains
MST regions and MSTIs; an MST region contains MSTIs.

In an MSTP network, network segments with different configurations are divided into

different MST regions in which uitiple independent spanning trees can be built. All MST

regions are connected via one spanning tree (i.e., common spanning tree (CST)) to ensure that
all such regions are fully connected but no loops exist.
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Figure 531 Hierarchy of an MSTP network

The following are basic concepts in MSTP.
1. MST Region

An MST region consists of multiple switches in a switching network and the network
segments among them. Such devices have the following characteristics:
MSTP is enabled.

The share the sant®main name, VLANspanning tree mapping configuration, and
MSTP revision level configuration.

They areconnectedia physical links.
A local area network (LAN) can have multiple MST regions that are physically connected to

each other in a direct or inditaway. With MSTP configuration commands, you can assign
multiple switches to the same MST region.

2. MST Instance

An MST instance is a spanning tree within an MST region. Within an MST region, multiple
spanning trees can be generated via MSTP, which depémdent of each other. Each
spanning tree, called as an MST instance, maps to a VLAN.

3. VLAN Mapping Table

The VLAN mapping table is an attribute of an MST region. The table is used to describe the
mapping between VLANs and MST instances. For exampléAdN mapping table of an

MST region contains the following mappings: VLAN 1 is mapped to spanning tree instance 1;
VLAN 2 is mapped to spanning tree instance 2; other VLANs are mapped to the Common
and Internal Spanning Tree (CIST).

MSTP implements loaldalancing according to the VLAN mapping table.
4. CST
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CST assumes one spanning tree for connecting all MST regions in a switching network. If
each MST region is viewed as a switch, the CST is a spanning tree generated through
calculations by these switcheist STP and RSTP.

5. Internal Spanning Tree (IST)

IST is a spanning tree within an MST region. The IST and CST constitute the CIST of the
entire switch network. IST is a segment of the CIST in an MST region, and is a special
MSTI with the MSTI ID being OCIST has a segment in each MST region, and such segment
is IST in each MST region.

6. CIST

CIST is one spanning tree to connect all switches in a switching network. It consists of the
IST in each MST region and CST that interconnects MST regions.

7. Singk Spanning Tree
Single Spanning Tree (SST) exists in the following situations:

Switches running STP or RSTP belong to the same spanning tree.
The only switch in an MST region is an SST.

8. Regional Root

A regional root is the root of IST and MSTIs withimegjion. Within an MST region, spanning
trees with different topologies have different regional roots.

9. Common Root Bridge
The common root bridge is the CIST root.
10. Port Role

MSTP calculation involves these port roles: root port, designated porermpast, alternate
port, backup port, region edge port, and edge port. A port can play different roles in different
MSTIs.

Root port: a port on a nenoot switch, providinghe minimumcost patto the root
switch. The root port is responsible for forwauglidata to the root bridge. The root
switch has only designated ports, but not have a root port.

Designated port: a port responsible for forwarding BPDU packets to downstream
network segments or switches. All ports used by switches to connect to downstream
switches are designated ports. Such ports exist on both the root switch andtnon
switches.

Master port: a port that connects an MST region to the common root bridge. It is on the
shortest path from the current region to the common root bridge.

Regionedge port: a port located on the edge of an MST region. It is used to connect the
MST region to another MST region or an SSw@bled region. During MSTP

calculations, the role of a region edge port plays in an MSTI is consistent with the role it
plays in he CIST instance. That is to say, if a region edge port plays the role of master
port (connecting the region to themmonroot bridge) in the CIST instance, it also

plays the same role in all MSTIs of the region.

Alternate port: a standby port of the neagtort. When the master port is blocked, the
alternate port will become the new master port.

Backup port: A loop exists when two ports on one switch connect to the same device. In
this casea port will be blockedThe blocked port is a backup port.

Copyright © NSFOCUS 124 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

Edgeport: a port located on the edge of the entire MST region. Generally, it is directly
connected to a user terminal device (for example, a PC), instead of being connected to
any switches. Such a port is not involved in MSTP calculations.

11. Root Port Protetion

In the case of misconfiguration or malicious attack by maintenance personnel, the legitimate
root bridge device in the network may receive configuration information with a higher
priority. This may cause the current r@widgeto lose the status aset root bridge device,
resulting in wrong changes to the network topology.

MSTP provides the root port protection function that can prevent the above situation. This
function protects the root switching device. For a port protected by this functiorlegsro

all instances can only be designated ports. Once such a port receives configuration
information with a higher priority, that is, this port is about to be elected as@easamated
port, this port enters the monitoring state and no longer fornvpackets. If no highepriority
configuration information is received within a long enough pettogiport will return to the
previous normal state.

5.4.3.2Configuring a Spanning Tree

The spanning tree configuration guideline is as follows:
Configure a layer 2 ierface, set itSTP Typeto MSTP, and configure its mode and
VLAN.
Set MSTP global parameters.
Configure layer 2 port parameters.
Configure mappings between MSTIs and VLANS.

. Enable MSTP.

To configure a spanning tree, follow these steps:

Step 1 Configureinterfaces.

Step 2 On NIPS, configure at least a pair of layer 2 interfaces with MSTP as their STP type to
forward data and generate spanning trees. For detailSosdiguring a Layer 2 Interfada
section5.1.2.2Editing an Ethernet Interfac€hooseNetwork > Exchange > MSTP
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Figure 532 MSTP page
= @ Online Help
Control
Start
Global Config
Heartbeat Interval = 2
Lost Hearbeats = 20
Forward Delay = 15
Maximum Hops = 20
OK
L2 Port Configuration
D Interface edged-port linktype mcheck rootguard loopguard Operation
o No data found
Instance Configuration
New
D Instance Name vian id Operation
o 0 default 1-4004 =

Step 3 Configure global parameters.

Table 515 Global parameters of MSTP

Parameter

Description

Heartbeat Interval

Specifies the interval of sending a Hello packet. Hello packets arg
to check whether links between devices are in the normal state
value is an integer in the range &fLD in seconds, with as the default

Forward Delay

Specifies how long it tes the device to switch from the learning sf
to the forwarding state. The value is an integer in the rangée36f ih
seconds, witli5 as the default.

Maximum Hops

Specifies the maximum hops of an MST region.

Each time a configuration messafggwarded from the root bridge
passes through a device, the number of hops of this message is de
by one.NIPS will drop the received configuration message with
number of hops decreased to zero. In this way, devices out of the
of the maximun number of hops are excluded from spanning

calculations, thereby limiting the size of the MST region.

The value is an integer in the range H4Q, with20 as the default.

N,

Note

A greater number of hops in an MST region indicates a larger
MST region. Ory the maximum number of hops set on the
regional root device can limit the size of the MST region.

Click OK to save the settings.

Step 4 Configure parameters of layer 2 ports.

UnderL2 Port Configuration, the list shows all layer 2 interfaces with MSdifrabled.
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a. Click ﬁL’ in the Operation column of an interface.

Figure 533 Configuring layer 2 port parameters

Edit

Interface G2r7
edged_port = | guto -
linktype = auto -

mcheck * () Yes (@) Mo
rootguard (D) Yes (@) Mo

loopguard = () Yes (@) Mo

oK

Cancel

b. Configure parameters.

Table 516 Parameters related to a layer 2 port

Parameter

Description

Edgedport

Controls whether this interface is an edged port. This interi&g
regarded as an edged port if it is directly connected to a user ter
instead of being connected to another network bridge device or a g
link.

Linktype

Specifies the link type of this interface, which can be one of
following:

Auto: indicates that the interface link is in automatic mode. Th
to say, when the interface works in full duplex mode, the irdf
the pointto-point type; when the interface works in half dup
mode, the links of the sharing typeauto is the defali value.

point-to-point: indicates that the interface link isafithe pointto-
point type
Share indicates that the interface linka$ the sharing type

S,
Note
The parameter setting depends on actual conditions of phy
links. For example, if you setlimk of an interfaceto the point
to-point type, but the physical links not of this type a
temporary loop may occur. Therefore, you are advised tq
the default valuauto.

The parameter setting is valid for the CIST and all MSTIs.

Mcheck

Controls vhether to check the existence of an SFRbled network
bridge in the network segment connecting to ithierface

If such a network bridge exists, this interface will be switched to- 9
consistent mode.

When the network is in stable conditions, thoublke STRenabled

network bridge is removed from the network segment,inkerface
connecting to the bridge still operates in the £bpatible mode. Ir
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Parameter Description

this case, you can set this parameter to force this port to migrate
MSTP mode and then determiméhether to enable the interface
operate in MSTP mode or ST@®@mpatible mode based on the type
the received packets.

Rootguard Controls whether to enable the root bridge protection function to pr¢
the root bridge device from losing its status ttuenisconfiguration of
malicious attacks.

After this function is enabled, the port can only play the role of desig
port on all instances. Once such a port receives configur
information with a higher priority, that is, the interface is about tegb
to a nondesignated port, this system gets the interface to ente
monitoring state so that it no longer forwards packets. If no hig
priority configuration message is received within a long enough peg
the interface will return to the previsumormal state.

By default, the root protection function is disabled.

Loopguard Controls whether to enable the loop protection function for the inter

Link congestion or a unidirectional link failure may cause a loop o

switching network. The loop protection function of MSTP is intende|
prevent this kind of loop. After this function is enabled, the root

keeps playing its due role and the Iiked port keeps discarding packe
preventing loops from forming.

By default, the loop protection function is disabled.

c. Click OK to save the settings.
Step 5 Configure an MST instance.

By default an MST region only has instance 0 (CIST) to which all VLANsragped.

Figure 534 Initial instance configuration

Instance Configuration

New

D Instance Name vian id Operation
] o] default 1-4094 74
A For instance Onstance Nameindicates the MST region to which it belon§s:; other
Caution instancesinstance Nameindicates the name of the instance.

b. Create an MST instance.

Within an MST region, you can creataultiple MST instances and assign different VLANSs to
them.

Click New in theupperright corner of the page.
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Figure 535 Creating an MST instance.

New

Instance Name =

vian id =

revisionlevel =

pridgepriority =

oK

Cancel

Table 517 describes parameters for creating an MST instance.

Table 517 Parameters for creating an MST instance

Parameter

Description

Instance Name

For other instances than instance 0, this parameter indicates the n
the instance. It has little meaning, and therefareequirement is place
on its setting.

vlan id

ID of the VLAN mapped to this instance. The value can be one or
integers or a specific range within the rangeiefd®4. Multiple VLAN
IDs are separated by the comma (,).

One VLAN can map to only oneinstance. After a VLAN ID is
assigned to a new instance, it is no longer mapped to instance 0.

revisiorevel

Revision level of an MST region. All MST instances within a reg
should have the same revision level. The default valQe is

bridgepriority

Priority of the MST instance.

The network bridge priority plays an importance role in selecting
root bridge of a spanning tree. Different MST instances can
different priorities. A smaller value indicates a higher priority.

The value should be tiin the range of 1161440 and a multiple o
4096, with32768as the default.

Click OK to save the settings.

The VLAN assigned to the new instance no long maps to instance 0, as shogurén536.
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Figure 536 Instance list after a new instance is created

Instance Configuration

New

D Instance Name vian id Operation

0 default 440942 g
1 aa 1 X
2 bb 3 gl

c. Delete an instance.

Click ' in theOperation column of an instance and cli€K in the confirmation dialog
box.

After an instance is deleted, the VLANsamed to it is mapped to instance 0 again. For
example, after instance 1kigure 536is deleted, the VLAN assigned to it is remapped to
instanceD.

Figure 537 Instance list after an instance is deleted

Instance Configuration

New

ID Instance Name vian id Operation
H 0 default 4-4094.21 o 4
5 2 bb 3 =%

d. View interfaces involved in an instance.

Click ® to the left of an instance ID to check information about layer 2 interfaces
configured for this instance.

Figure 538 Viewing layer 2 interfaces configured for iastance

Instance Configuration

New

D Instance Name vian id Operation

0 default 1-54,56-4004 =

1 dd 55 & (X
Interface Priority Path Cost role status Manage
G1i2 128 20000 Mo data is available No data is available Eg

Click =& in theOperation column to modify settings of an interface.
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Step 6

Step 7

5.5DHCP

Figure 539 Editing MSTP parameter settings of an interface

Edit x
Interface = G142
Priority = 128
Path Cost = 20000
oK Cancel

Figure 540 describes MSTP parameters of an interface.

Table 518 MSTP parameters of an interface

Parameter Description

Priority Specifies the priority of the interface in the current MST instance.
priority of this interface determines its role in an MST instance, w
can be a designated port, root port, standby root port, or stg
designated porf standby root port andatdby designated patiscard
packets, instead of forwarding themA designated port and ro
generally forward packets.

A smaller value indicates a higher priority.

Path Cost Path cost of this layer 2 interface in the current MST instance.

properpath costs are set for interfaces, traffic of different VLANs
be forwarded along different physical links, achieving VL-Absed
load balancing.

Click OK to save the settings.
Enable MSTP.

On the page shown Igure 532, click Start and then clickOK in confirmation dialog box
to restart the system engine.

Apply the settings
----End

NIPS provides the DHCP relay service to users. A layer 3 interface on NIPS can be
configured as a DHCP relay to receive DHCP information from the DHCP server and
forwards such information to DHCP clients in any security zones.

Figure 540 shows the topology when NIPS works as a DHCP relay agent.
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Figure 540 Topology in which NIPS acts as a DHCP relay

-

DHCP server

DHCP relay DHCP client

S,

Note

NIPS NX5T9010A and NX5T9020A do not support the DHCP function.

On NIPS, you can create, edit, search for, and delete DHCP relays. To create a DHCP relay,

follow these steps:

Step 1 ChooseNetwork > DHCP > DHCP Relay.

Figure 541 DHCP relay list

DHCP Relay

Source Interface Destination Interface

G1I8 G212

@ Online Help Apply Settings

Search New

Step 2 Click Newin theupperright corner of the page.

Figure 542 Creating a DHCP relay

Hew

Source Interface = G2~
Destination Interface = G166

Ok Cancel

Step 3 Configure parameters.
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Table 519 Parameters for creating a DHCP relay

Parameter Description

Source Interface Specifies the interface that connects to DHCP clients. The interface
a layer 3 Ethernet intiace, layer 3 subinterface, or VLAN interface.

Destination Interface Specifies the interface that connects to the DHCP server. The interfa
be a layer 3 Ethernet interface, layer 3 subinterface, or VLAN interfa

A Source InterfaceandDestination Interface cannot be set to the same interface.
Caution

Step 4 Click OK to complete the settings.
Step 5 Apply the settings
----End

5.6 DNS

As an essential and fundamental service on the Internet, the Domain Name System (DNS)
service is used to determitiee mapping between domain names and IP addresses. As a DNS
client, NIPS can request the domain name translation service from a specified DNS server.

To configure DNS servers, follow these steps:

Step 1 ChooseNetwork > DNS > DNS Server Configuration

Figure 543 ConfiguringDNS servers

DNS Server C @c H t
DNS Server 1 223555
DMNS Server 2 4. 114,114,114

Apply

Step 2 Specify IP addresses of the DNS servers.
Step 3 Apply the settings
----End
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5.7 IP/MAC Binding

This module involves theonfigurationof static IP/MAC binding rules and creksyer 3
IP/MAC binding rules to prevent unauthorizeolsts from accessing a network using the IP
address of an authorized host, thereby effectively avoiding IP address spoofing.

NIPS NX5T9010A and NX5T9020A support the configuration of static IP/MAC
bindings only.

NIPS of other models:
i Support stati¢tP/MAC bindings.

i Can obtain ARP entries from layer 3 switches via SNMP and check layer 3 IP/MAC
bindings based on the entries.

i Support the whitelist configuration. Whitelisted IP addresses or MAC addresses are
free from checks.

This section describes how tonfigure IP/MAC binding rules.

5.7.1Configuring IP/MAC Binding Entries

After static IP/MAC bindings are set, NIPS checks IP/MAC binding of packets according to
the setting ofpmac_strict underSystem > System Configuration > Parameter

If ipmac_strict is set toYes NIPS onlyforwardspackets whose source IP addresses and
MAC addresses or destination IP addresses and MAC addresses exactly match static
IP/MAC binding entries.

If ipmac_strict is set toNo, NIPS searches the static IP/MAC binding tablettie
source IP address of packets. Here are two situations:

i If the source IP address is found but the bound MAC address is different &ooh th
the packet, NIPS discards the packet

1 If the source IP address is not found, NIPS forwards the packet
To create an IP/MAC binding entry, follow these steps:

Step 1 ChooseNetwork > IP-to-MAC Binding .

Figure 544 IP-to-MAC Binding page

IP-to-WAC Binding @ Online Help
Binding Settings
Log O Yes @ Mo
Enable cross-layer 3 MAC recognition () Yes @ Mo Configure SNMP server
oK
IPIMAC Binding List
M v Search Clear Import Export Whitelist New
o] P MAC Type Description State Operation
1 111 01:22:33:23:44:22 static @ X I

Static IP/MAC binding entries are at the top of the IP/MAC binding list. Such entries have the
following characteristics:

Each static IP/MAC liding entry has a number. However, dynamic IP/MAC binding
entries have no such numbers.
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Type is static.

The State column shows whether static IP/MAC binding entries are enabled. Only
enabled static entries can be used for IP/MAC binding checks. For femalbte or

disable a static IP/MAC binding entry, $esabling or Disabling a Static IP/MAC
Binding Entry

Static IP/MAC binding entries can be editédr details, seEditing a Static IP/MAC
Binding Entry

Static IP/MAC binding entries can be deleted. For detailsDséting a Static IP/MAC
Binding Entry

Step 2 Create a static IP/MAC binding entry.
You can create a static IP/MAC binding entry in one of the following ways:

Click Newto the upper right of the IP/MAC binding list. For details, Geeating a
Static IP/MAC Binding Entry
Bind a dynamic ARP entry in the ARP table. Betails, se®inding ARP Entries

Confirm a dynamic (croskayer 3) IP/MAC binding entry in the IP/MAC binding table.
For details, se€onfirming a Dynamic (Crossayer 3) IP/MAC Binding Entry

Import a file that contains static IP/MAC binding entries. For detailsinspgerting
Static IP/MAC Binding Entries in Batches

Step 3 Configure whether to record logs.

Based on static IP/MAC binding entries, NIPS performs IP/MAC binding checks for packets.
If packets match no entries, NIPS blocks these packets.

On the page shown Irigure 545, Log underBinding Settingscontrols whether to generate
an application management log for such a block event.

Figure 545 Log configuration

Binding Settings
Log () Yes (@ Mo

Enable cross-layer 3 MAC recognition () Yes (@) Mo Configure SNMP server

oK

Step 4 Click OK to commit the settings.
----End

Creating a Static IP/MAC Binding Entry

Click Newto the upper right of the IP/MAC binding list. In thiew dialog box that appears,
specify an IP address and MAC address and €i€kto create a static IP/MAC binding
entry.
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Figure 546 Creating a static IP/MAC binding entry

New x
IP %
MAC =
Description
OK Cancel
- The specified IP address and MAC addesmot be the same as those include:
Q existing IP/MAC binding entries.
Tip - The specified IP address cannot be the same as the IP address of NIPS's
gateway.

Confirming a Dynamic (Cross -Layer 3) IP/MAC Binding Entry

When crosdayer 3 MACrecognition is enabled, you can create a static IP/MAC binding
entry by confirming a dynamic (crofsyer 3) entry in the IP/MAC binding list.

On the IP/MAC binding list shown iRigure 544, click *’ in the Operation column of an
entry with Type beingdynamic (crosslayer 3) to configure the dynamic entry as a static one.

Importing Static IPMAC Binding Entries in Batches

To the upper right of the IP/MAC binding list, clitkport to import a file that contains
multiple static IP/MAC bindings or manually type multiple bindings.

File import: import static IP/MAC binding entries from a file.
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Figure 547 Importing static IP/MAC bindingreries from a file

Import method: (@) ImportFile () Fillin

Browse... | No file selected.

Selectimport File for Import method, click Browseto select a local file that contains
properly configured static ARP entries, and then digkoad to import the file. Such a file
must meet the followinganditions:

The file must contain properly configured IP/MAC binding entries that are in the format
of IP]MAC]|description. That is, the IP address, MAC address, and description are
separated by the vertical bar (]). In each MAC address, items are sepgridedolon

(:), for example, 00:1A:A0:AB:16:72. Note that even if there is no descriptive
information in an IP/MAC binding entry, the MAC address must also be followed by a
vertical bar ([). SeEigure 548.

The file name extension must be .ipmac.

Figure 548 A file that contains static IP/MAC binding entries

172.168.121.15 | 00:00:5E:00:01:79 | test

| ipmacbind_export.ipmac ‘ll;llﬁhlé
File(F) Edit(E) View(V) Help(H)
10.10.64. 240 | DC:D2:FC:06:74:50 | -

Q

Tip

The IP address and MAC address in each IP/MAC binding entry to import ¢
be the same as thoiseexisting entries.

The IP address in each IP/MAC binding entry to import must not be the same
IP address of NIPS's network gateway.

Manual typing: Seledtill in for Import Method , type one or more static IP/MAC
binding entries, and clic®K.
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Figure 549 Manually typing static IP/MAC binding entries

Import method: (O ImportFile (@ Fillin

6.6.6.600:1AA0:AB:16:72|doc-

senver]

OK Cancel

Each typed IP/MAC binding entry must be in the format of IP[MAC|description. That is, the

IP address, MAC address, and description are separated by the vertical bar (]). In each MAC
address, items are sepaby the colon (:), for example, 00:1A:A0:AB:16:72. Note that

even if there is no descriptive information in an entry, the MAC address must also be followed
by a vertical bar (]).

Multiple static IP/MAC binding entries are separated by carriage retithseach in a
separate line.
Exporting Static IP/MAC Binding Entries

For IP/MAC binding entries witilype beingstatic, you can clickExport to export all these
entries to a file for backup. Later, you can import static IP/MAC binding entries fromehe fil
to NIPS. For details, sémporting Static IP/MAC Binding Entries in Batches

Editing a Static IP/MAC Binding Entry

You can click & in theOperation column to edit an IP/MAC binding entry witfype
beingstatic.

Deleting a Static IP/MAC Binding Entry

You can click '®! in theOperation column to edit an IP/MAC binding entry witfype
beingstatic.

Enabling or Disabling a Static IP/MAC Binding Entry

Static IP/MAC binding entries are enabled by default. Only enabled static entries can be used
for IPAMAC binding checks.
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To disable such a binding entry, deselect the check box Btétes column. To enable it,
reselect the check box.

5.7.2Configuring Cross -Layer 3 MAC Recognition

Step 1

Based on the list of static IP/MAC bindindB/MAC binding checks can effectively prevent

IP address embezzlement. However, when a user deploys a layer 3 switch in front of NIPS
that connects to the Internet, after packets pass thtbagiwitch, the source MAC address of
those packets is changed to that of the outbound interface of the switch. This makes
impossible for NIPS to obtain the user's real MAC address, thus unable to conduct IP/MAC
binding checks.

To solve this issue, NIPSB/%6R10F02 supports creksyer 3switch recognition of the MAC
address of an intranet user. NIPS regularly obtains the ARP table on the layer Jigwitch
SNMP, in order to get IP/MAC bindings of all PCs in the intranet. After that, the NIPS
administratoisets cros¢ayer 3 dynamic IP/MAC binding entries as static entries before NIPS
performs crosfayer 3 IP/MAC binding checks.

\ The SNMP service must be enabled on the layer 3 switch beforelayess3 MAC
Not: recognition.

To configure the crosieyer 3MAC recognition function, follow these steps:
ChooseNetwork > IP-to-MAC Binding .

The crosdayer 3 MAC recognition function is disabled by default.

Figure 550 Configuring crosdayer 3 MAC recognition

m

Binding Settings

Log () Yes (@ Mo
Enable cross-layer 3 MAC recognition () Yes (@) Mo Configure SMMP server
OK

Step 2 SetEnable crosslayer 3 MAC recognition to Yes
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Step 3

Step 4

Figure 551 Configuringparameters for crodayer 3 IP/MAC binding

Enable cross-layer 3 MAC recognition (@ Yes () Mo Configure SNMP server
SMNMP Server Access Timeout (sec) 1
SMNMP Server Access Interval (sec) B

OK

Configure parameters for NIPS to make an SNMP query from the layer 3 switch that acts as
an SNMP server.

SNMP Server Access Timeout (sec$pecifies the maximum interval for NIPS to wait for an
ARP reply fromthe layer 3 switch. If no reply is received during the specified period, NIPS
cannot the next request until the interval specified &XWMP Server Access Interval (sec)
expires.

SNMP Server Access Interval (seckpecifies how long NIPS has to wait befeendinghe
next ARP request to the layer 3 switch.

Configure an SNMP server.

Note that if there is more than one layer 3 switch in the intranet, you need to configure
multiple SNMP servers on NIPS so that the device can obtain ARP tables from all these
switches through SNMP queries.

a. Click Configure SNMP Serverto configure a layeB switch.

Figure 552 Configuring an SNMP server

SNMP server Configuration x

Name P Oid Community Version Operation

o Mo data is available.

OK

b. Click Newin the uppeiright corner of the page to configune aNMP server
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Figure 553 Configuring an SNMP server

Hew

Mame =

IP =

Community =

SMMP Version

@ v2e O V3

Click to check SNMP server connectivity

0K Cancel

c. Configure parameters in tiNew dialog box.

Table 520 Parameters for configuring an SNMP server

Parameter

Description

Name

Name of the layer 3 switch, whighthe switch identity.

IP

IP address of the switch's nearest port to NIPS.

Community

Community used by NIPS to communicate with the layer 3 switch via SN
NIPS and the layer 3 switch must use the same commurityolmunication;
otherwise, SNMP query packets from NIPS will be discarded by the switch.

SNMP Version

SNMP version supported by the layer 3 switch. The SNMP version must be
or V3, otherwise croskyer 3 MAC recognition is not supported.

d. Check thestatus of the connection between NIPS and the SNMP server.

Click Click to check SNMP server connectivityto check whether NIPS can connect to the
layer 3 switch. If the connection succeedisnnectionsucceededippears; otherwise,
Connection failed is digplayed.
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Figure 554 Checking the status of the connection to the SNMP server

Edit x
Mame 10
IF % 10.67.4.10
Community public

SNMP Version i VZc W3

Redetect ®The connection succeeded.

Cancel

e. Click OK to complete the configuration.
Step 5 Apply the settings
Step 6 Check ARP entries obtained from the layer 3 switch.

ARP entries obtained from the layer 3 switch are oflreamic (crosslayer 3) type.
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Figure 555 Checking ARP entries obtained from the layer 3 switch
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Type
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)
)
)
)
Dynamic (cross-layer 3)
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Search

Clear

Description State Operation

Valid
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Valid
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Import Export Whitelist New

v = X
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Step 7 Add static IP/MAC binding entries.

Dynamic (crosdayer 3) ARP entries can be used for cas®r 3 IP/MAC bindng checks
only after they are added as static IP/MAC binding entries. For detailSpséieming

a Dynamic (Crostayer 3) IP/MAC Binding Entry

—-End

5.7.3Configuring the Whitelist

During IP/MAC binding checks, NIPS forwards packets destined for IP addresses or MAC
addresses included in the whitelist, without any checks. Therefore, the whitelist has the
highest priority during IP/MAC binding checks.

You can create, view, import, export, and delete whitelist entries.

Adding/Viewing Whitelist Entries
Step 1 ChooseNetwork > IP-to-MAC Binding .

Step 2 Click Whitelist to the upper right of the IP/MAC binding list and seléotate/View.
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Figure 556 Adding/viewing whitelist entries

IPMAC whitelist x

IP Address
MAC Address

Description

Add

IPMAL whitelist
No. IP Address MAC Address Description Operation

1 1.1.1.1 N/A ()

Close

The IP/MAC whitelist below shows all whitelisted IP addresses and MAC addresses.
Step 3 Type an IP address or MAC address and then Alikto add it to the whitelist.
----End

Deleting a Whitelist Entry

On the page shown Ifigure 556, click ®' in theOperation column to delete a whitelist
entry.
Importing Whitelist Entries in Batches

Click Whitelist to the upper right of the IP/MAC binding list and selegport Whitelist to
import a file that contains multiple whitelist entries.
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Figure 557 Importing a file that contains whitelist entries

Import IPMAC Whitelist x

Browwze. | Mo file selected.

Ok Cancel

Click Browseto select a local file that contains whitelist entries and then ©licko import
the file. Such a file must methe following conditions:

The file must contain IP/MAC binding entries in the format of IP[MAC|description. That

is to say, the IP address, MAC address, and description are separated by the vertical bar
(D). For each entry, either an IP address or MA@egb must be contained. In each MAC
address, items are separated by the colon (), for example, 00:1A:A0:AB:16:72.

The file name extension must be .ipmac.

Figure 558 File that contains whitelisted IP addresses and MAC addresses

_| ipmacbind_export tl_]_lé

File(F) Edit(E) Format(0) View(V) Help(H)

. 3i.11.20 [ | .
| 00:12:25:53:e1:11 |

i The file to import cannot contaiwhitelisted IP addresses or MAC addresses
Tip already exist on NIPS. Otherwise, the file import fails.

Exporting the Whitelist

To the upper right of the IP/MAC binding list, clidkhitelist and selecExport Whitelist to
export all whitelist entries to a file for backup. Later, you can import this file to NIPS.
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5.8 Route

Routing Table

Routing refers to the process of selecting the best paths from a routing table for transmitting
packetsacross networks from a source IP address to endéen IP addres§ he routing

occurs at the network layer. As packets at the network layer are IP packets, the routing is
also called IP routing.

Packets may pass through one or more intermediate nodes during routing. Routers are major
intermediate nodesn the Internet. Like a transfer station on the Internet, a router directs IP
packets to the nextop device.

Routerelated concepts also include routing table, administrdistance metric, and route
matching.

A routing device is used tirect packets passing through it to the Ao routing device or
destination host. For this purpose, each routing device maintains the information required for
packet forwarding. Such information constitutes a routing table. A routing table can be
geneated by the system (using dynamic routes) or configured by the administrator (using
static routes). Generally, a routing table contains the following information:

Destination IP address of packets
Nexthop routing device or IP addresses that are direotiypected to the network
Other supplementary information for packet forwarding

Administrative Distance

Metric

Administrative distance (AD) defines the priority of various routes. It is an integer from 0 to
255. The lower the AD is, the more reliable the routBysvirtue of AD, a router selects the
best path as follows: When receiving information about several matching routes of different
protocols, the router will check their ADs, select the route with the lowest AD as the
trustworthy one, and insert it intoethouter's routing table for packet forwarding.

You can set the metric to achieve a reasonable traffic distribution among multiple links in load
balancing modeA link with a lower metric is more trustworthy and also assigned a larger
traffic. For xample, the metrics of two equeabst routes are respectively 1 and 2. The
traffic weights of the two links in load balancing mode are calculated as follows:

Traffic weight of the link with the metric of 1: 2/1=2 Traffic weight of the link with the
metiic of 2: 2/2=1 You can see that the traffic weight of the link with metric of 1 is double that
of the link with metric of 2.

For a reasonable traffic distribution, you can set an appropriate traffic weight for each link to
the nexthop routing devices. Ithis case, when one link to the rdadp routing device fails,
the traffic can be transmitted along other links, ensuring continuous network availability.

Route Matching

The route matching principles are as follows:

1. Policy-based routes have the highesbgity, static routes come second, and ARP
translation comes last.
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2. Longest mask matching If the destination IP address is involved in multiple networks,
the route with the longest subnet mask is preferred.

3. Lowest administrative distance If the routes has the same subnet mask, the router
selects the route with the lowest AD.

\ If a static route has the same AD as that of a dynamic route, the AD of the statit
Not: is considered to be the default value

NIPS provides the layer 3 routing function agbports three types of routes: static routes,
policy-based routes, and ARP table.

\ NIPS NX5T9010A and NX5-T9020A do not support poliepased routing or ARF
Note table.

5.8.1Static Route

A static route is a routeanually configured by the administrator. Suchtes are used for
smaltscale networks that are not changed constaglgtatic routes cannot be adaptive to
network changes, you must manually adjust them once the network topology changes.

Default routes are a special type of static routes, with.0/0.@s the destination IP address.
The routing device uses a default route to forward packets for which no matching route is
found in the routing table. If no default route is configured, the routing device will drop such
packets.

Currently, NIPS supportsoth IPv4 and IPv6 static routes. Similar to IPv4 static routes, IPv6
static routes are suitable for IPv6 networks with a simple structure. The major difference lies
in the destination address and ne&p address. That is, IPv6 static routes use IPv6
addesses, while IPv4 static routes use IPv4 addresses.

When configuring an IPv4 static route, you can configure a default rout
specifying 0.0.0.0 as the destination address and 0.0.0.0 as the subnét thas
destination address of IPv4 packé&fs to match any route in the routing tab
\ these packets are forwarded via the default IPv4 route.

Note - When configuring an IPv6 static route, you can configure a default rout
specifying ::/0 (the prefix length is 0) as the destination addifetsee destination
address of IPv6 packets fails to match any route in the routing table, these [
are forwarded via the default IPv6 route.

On NIPS, you can create, edit, enable, disable, search for, import, export, delete, and clear
static routes.

To create a static route, follow these steps:

Step 1 ChooseNetwork > Route.
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The Static Routepage appears, as showrFigure 559.

Figure 559 List of static routes

Static Route

N~ Search

O i Name Destination IP Gateway Interface

O 1 toall 0.0.0.0/0 10.67 255254 any 1

Administrative Distance

Operation

Operation

= (X

Step 2 Click Newin the uppeiright corner.

Figure 560 Creating a static route

Static Routing #
Destination IP =
Gateway IP =

Interface

Administrative Distance =

Metric #

oK

0.0.0.0/0

Cancel

Step 3 Configure parameters in tidew dialog box.

Table 521 Parameters for configuring a static route

Parameter

Description

Static Routing

Specifies the name of the static route, which cannot contain spadeshe
following special characters:

[%\{} @"<>"&":

Destination IP

Specifies the destination address or network of IP packets. You can type a
address and its subnet mask for an IPv4 route or an IPv6 address and its p
an IPv6route.

S,

Note
If the destination IP address is 0.0.0.0/0 or ::/0, it indicates that this rou
default one based on which NIPS sends/forwards packets if no route m
the destination IP address of such packets in the routing table.

Gateway IP

Specifieghe gateway for the static route, usually, the local IP address of the
hop device.
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Step 4
Step 5

Parameter Description

Interface Specifies the egress interface of the static route.

destination.

Specifies the priority of the static route, which is an integer from 25& A
Administrative Distan| smaller value indicates a higher prioritgetting the route priority aims
ce achieving load balancing among links with the same administrative distance

Metric

larger proportion of sessions.

Specifies the session weight of the static route for achievingmadcing among
multiple links. The value range isi@85535. The weight is the proportion
sessions distributed to each g routing device. A higher weight indicateg

Click OK to save the settings.
Apply the settings
----End

5.8.2Policy -based Route

Policy-based routing (PBR) is a routing mechanism based ordefiaed policies. PBR
routes need to be manually configured by the administrator. Unlike destibated static
routes, PBR routes giyeu flexible means of routing packets based on the source IP address,

Step 1

destination IP address, and service of packets.

PBR routes takes precedence over other routes. That is to say, NIPS matches the received
packets against PBR routes first. If no matcH®8R route is found, NIPS searches for a

static route for packet forwarding.

\ NIPS NX5T9010A and NX5T9020A do not support poliepased routing.

Note

You can create, edit, search for, enable, disable, import, export, delete, and cledrgsaity

routes.
To configure a policsbased route, perform the following steps:

ChooseNetwork > Route > Policy Routing

Figure 561 Policy-based routing page

M v Search

0O o Name Source IP Destination IP Gateway Service Application Interface

o No data is available

@ Oniine He
Operation New

‘Administrative
Metric  Operation
Distance
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Step 2 Click Newin the upperight corner of the page.

Figure 562 Creating a policypased route

Hew

Palicy Routing =

Source |P =

Destination [P =

Gateway IP

Interface =

Senvice or Application

any -
Administrative Distance = 1
Metric = 1
QK Cancel

@ Senvice () Application

Step 3 In theNewdialog box, configur@arameters.

Table 522 Parameters for configuring a polibased route

Parameter

Description

Policy Routing

Name of the new poliepased route.

Source IP

Specifies the IP address of the source host or the source network s¢
from which packets are sent. Thddress format is "IP address/subnet m
length".

Destination IP

Specifies the IP address of the destination host or the destination n¢
segment to which packets will be sent. The address format is "IP address
mask length".

Gateway IP

Specifies the nexttop IP address of the outbound interface.

Service or Application

Specifies the service or application based on which packets are routed.
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Parameter

Description

Service Packets are routed based on services at the transport layer. V]|
select services fronthe dropdown box.any indicates that any servig
matches this route.

Application: Packets are routed based on various applications. You
select one or more applications from the ddopvn box.

Interface

Specifies the outbound interface from whichlggs are sent. It can be a laye
interface.

Administrative Distancg Specifies the priority of the poliepased route, which is an integer from 1

255. A smaller value indicates a higher priorBetting the route priority aim
at achieving load balaimg among routes with the same administrative dista
to the destination.

Metric

Specifies the session weight of the route for achieving load balancing &
multiple links. The value range i 85535. The weight is the proportion
sessions distributkto each nexhop routing device. A higher weight indicat
a larger proportion of sessions.

Step 4 Click OK to complete the configuration.

Step 5 Apply the settings

—End

5.8.3ARP Table

Address Resolution Protocol (ARP) is a protocolrésolution of IP addresses on the network
layer into MAC addresses on the data link layer. The ARP table records-one mappings
between IP addresses and MAC addresses, offering guidance for layer 3 packet forwarding.

With ARP, NIPS resolves a destirat IP address of a packet into a destination MAC address
and adds the address mapping as a dynamic ARP entry. Such an ARP entry offers a guidance
for the forwarding of packets with the same destination IP address. Also, you can bind the IP
address and MA@ddress within an ARP entry to create an IP/MAC binding entry.

S,

Note

NIPS NX5T9010A and NX5T9020A do not support the ARP table configuration.

Viewing ARP Entries

To view ARP entries learned by NIPS, follow these steps:

Step 1 Chooseé\etwork > Route > ARP Table
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Figure 563 ARP Table page

@
25 - "M - Clear Bind All Search
P MAC Type State Operation
1068524 3417:EBAT59FC dynamic Valid +

10.68.5.1 90:B1:1C:9C:DECT dynamic Valid +

The ARP Table page presents dynamic ARP entries automatically generated and maintained
by NIPS according to ARP packets. Such entries are updated in a dynamic way and can age
as well.

Dynamic IP/MAC bindings can be in the following state the ARP table:

Valid: Real and valid IP/MAC bindings.
Being resolved: The IP address is being resolved into a MAC address.

Invalid: The IP address fails to be resolved into a MAC address. The resaliltistart
again when the next packet destifiedthe IP address is received by NIPS

Search for ARP Entries

If these are many ARéntriesin the ARP table shown iRigure 563, you can search for
desiredentriesaccording to the IP address, MAC address, type, or status of entries.

In the upper right of the ARP table showrFigure 563, you can type a specific search
condition in the text box, and clickearchto search for desired ARP entries. Also, you can
click ¥ in this text box to clear the search condition. After that, all IP/MAC bindings are
listed.

Clearing ARP E ntries

In the upper right of the ARP table showrFigure 563, you can clickClear to clear all
dynamic ARPentriesor those of a specified inface (a layer 3 interface, subinterface, or
VLAN interface).
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Figure 564 Clearing IP/MAC bindings

Clear x

Clear Range (@ All dynamictables () Specified interface

Ok Cancel

Then clickOK to clear ARP entries of the selected type.

Binding ARP Entries

You can bind valid and invalid dynamic ARP entries in the ARP table to create static IP/MAC
binding entries. IP/MAC binding entries created in this way can be viewed only under
Network > IP-to-MAC Binding . For details, see secti@n7 IP/MAC Binding.

On the ARP table shown Figure 563, you can click *in theOperation table to
configure an ARP entry as an IP/MAC binding entry.

Also, you can clickBind All in the upper right of the ARP table to configure all qualified
dynamic ARP entries as IP/MAC bindiegtries

5.9 Network Management

Network management configuration involves SNMP and the syslog server.

5.9.1SNMP

NIPS supports management via the Simple Networkdgament Protocol (SNMP). NIPS
can not only respond to queries from the SNMP manager as an agent by returning information
about its running status, but also send trap messages to the SNMP manager.

NIPS supports SNMPv3, and is compatible with SNMPv1 and SKIMWhen conducting

network query on NIPS via SNMPv1 or SMNPv2, you only need to configure the community
string. However, the transferred authentication and management data is not encrypted and no
identification mechanism is available for data receiving) sending, exposing the network to
security risks. When conducting network query on NIPS via SNMPv3, the transmitted
messages are encrypted with the DES or AES symriayi@lgorithm. In addition, the key

is configured for user identification on NIPS, anhing the security of SNMP management

on NIPS.

NIPS supports mainstream SNMP management software, such as MIB Browser and
Solarwinds.
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5.9.1.1System Configuration Information

NIPS supports SNMP management only after being properly configured. To configure NIPS
to support SNMP management, follow these steps:

Step 1 Choosed\etwork > Network Configuration > System Configurations

Figure 565 System configuration

. () 0 Haln | | == 4l ©atinme
System Location IDC
Contact Info support@nsfocus.con
System Description ips
SNMPTrap @® On () Off
SNMPAgent @® On () Off
Apply
Download document
SMNMP agent MIB file - Download document
Step 2 Configure parameters.
Table 523 SNMP system configuration parameters
Parameter Description
System Location Specifies the locatioof NIPS in the network environment.
Contact Info Specifies the contact method of the person in charge of NIPS.

It can be a telephone number or an email address. By default, the email adq
NSFOCUS customer service is displayed.

System Description | Brief description of NIPS.

SNMPTrap Controls whether to enable NIPS to proactively send alerts to the SNMP host
it is enabled, the setting configured in secto®.1.3Traptakes effect.

SNMPAgent Controls whether to enable NIPS to accept management from the SNMP mg
After it is enabled, the setting configured in secto®.1.2Agent Access Contrg
takes effect.

Step 3 Click Apply to complete the condiuration
----End

NIPS supports download of SNMP agent MIB files and SNMPretgied documents. In
theDownload documentarea, select a file from the drojpwn list and then clickownload
documentto download this file to the specified local directory.
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5.9.1.2Agent Access Control

The SNMP manager performs SNMP management and generates SNMP alerts only after the
SNMP agent service is enabled and agent access control parameters are properly configured.
For how to enable the SNMP agent service, see secBoh 1System Configuration

Information

To configure agent access control parameters, follow these steps:

Step 1 Choose\etwork > Network Configuration > Agent Access Control

Figure 566 Agent Access Control page

Agent Access Control @ Online Help Apply
viv2e
25 W Search New
(0] Community Name Request Source Permission MIB Subtree Operation
1 public ® w Allow Access to All Nodes ? X

Step 2 Click Newin the upperight corner.

Figure 567 Configuring agent access confrdbBNMPv1 and v2c

New b4

Community Name *
Request Source * *
MIB Subtree = 1

Permission @ rw (read and write) () r (read)

OK Cancel
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Figure 568 Configuiing agent access contioBNMPv3
New x

Username *
Authentication Protocol (@ MD5 () SHA
Authentication Key *

Encryption Protocol @ DES () AES

Encryption Key *

MIB Subtree = 1
Permission (@) rw (read and write) () r{read)
Security Grade (@) Mot authenticated () Authenticated () Authenticated and encrypted

DK Cancel

Step 3 Configure parameteia theNew dialog box

Table 524 Parameters for configuring agent access control (SNMPv1 and v2c)

Parameter Description

Specifies the community string used by NIPS for accessing the SNMfRger
after the SNMP agent is enabled on NIPS.

Community Name

Request Source Specifies the source IP address of the SNMP manager.

MIB Subtree Specifies the SNMP manager's permissions to access the MIB subtree or
The access permissions are controlled by meatteaibject identifier (OID).
1 indicates access permissions to all nodes. You can type other values g
1.3.6.1.4.1.19849.2.

Permission Specifies the SNMP manager's permissions to the MIB subtree on NIPS,

can bew (read and write) orr (read).

Table 525 Parameters for configuring agent access control (SNMPv3)

Parameter Description

Username

Specifies the SNMPv3 user name.

Authentication
Protocol

Specifies the protocol used for authentication, which cavibg or SHA.

Authentication Key

Specifies thé&ey used for authentication.

Encryption Protocol

Specifies the encryption algorithm used for transmitting messages, whic|
beDESor AES.

Encryption Key

Specifies the key used for encryption.
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Parameter Description

MIB Subtree Specifies the SNMP manager's permissionsctiess the MIB subtree on NIP
The access permissions are controlled by means of OID.

1 indicates access permissions to all nodes. You can type other values ¢
1.3.6.1.4.1.19849.2.

Permission Specifies the SNMP manager's permissions to the MIB sulbtmeNIPS, which
can bew (read and write) orr (read).

Security Grade Specifies the minimum security level for a user's access, which catot
authenticated Authenticated, or Authenticated and encrypted

Step 4 Click OK to save the settings.
Step 5 Apply the settings
----End

5.9.1.3Trap

Trap is a message for proactive reporting. As an SNMP agent, NIPS can send messages about
its own situations to the SNMP manager proactively, instead of being requested to do so.

NIPS can send infomation about its status to the SNMP manager only after the SNMP trap
service is enabled and related parameters are properly configured.

For how to enable the SNMP trap service, see sebiihth.1System Configuration
Information To configure SNMP trap parameters, follow these steps:

Step 1 ChooseNetwork > Network Configuration > Trap .

Figure 569 SNMP Trap page
T @c H
25 W 11w Search New
Destination Host Receiving Port Protocol Version Community Name Operation
o Mo data is available.

Step 2 Click Newin the upperight corner.
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Figure 570 Configuring SNMPVv1/v2c trap

Destination Host

Receiving Port % 162
Protocol Version ® vl V2T

Community Mame «

Cancel

Figure 571 Configuring SNMPv3 trap

Destination Host *

Receiving Port * 162

Usemame *

Authentication Protocol (@ MD5 () SHA

Authentication Key =

Encryption Protocol (® DES () AES

Encryption Key =

Security Grade (@ Not authenticated or encrypted () Authenticated () Authenticated and encrypted

Engine ID *

OK Cancel

Step 3 Configure SNMP trap parameters.

Table 526 Parameters for configuring SNMPv1/v2c trap

Parameter Description

Destination Host Specifies the host that receives the SNMP trap alerts sent by NIPS.

You can type an IPv4 or IPv6 address, fexample, 192.168.1.0 ¢
2001:abcd:123:1::.

Receiving Port Specifies the port for receiving SNMP trap alerts.
Protocol Version Specifies the version of the SNMP protocol, which camber v2c.
Community Name Specifies the community string of the hémt receiving SNMP trap alerts.
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Table 527 Parameters for configuring SNMPV3 trap

Parameter

Description

Destination Host

Specifies the host that receives the SNMP trap alerts sent by NIPS.

You can type an IPv4 or IPv6 address, for example, 192.168.1.

2001:abcd:123:1::.

Receiving Port

Specifies the port for receiving SNMP trap alerts.

Username

Specifies the SNMPv3 user name.

Authentication
Protocol

Specifies the protocol used for authentication, which cavbg or SHA.

Authentication Key

Specifieshe key used for authentication.

Encryption Protocol

Specifies the encryption algorithm used for transmitting messages, whic|
beDESor AES.

Encryption Key

Specifies the key used for encryption.

Security Grade

Specifies the minimum security level for a user's access, which catot
authenticated Authenticated, or Authenticated and encrypted

Engine ID

Specifies the ID of the SNMP engine.
The ID is a string of 16 hexadecimal digits, for example, 0x800000@030a.

Step 4 Click OK to save the settings.

5.9.2Syslog

—-End

The local storage space of NIPS is limited. To save more logaigexitoconfigure NIPS to
send logs to the syslog server for storage.

To configurethesyslog server on NIPS, follow these steps:

Step 1 ChoaseNetwork > Network Configuration > Syslog
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Figure 572 Configuring the syslog server

Syslog Server 1
IP Address
Part
Varsion

Syslog Server 2
IP Address
Port

Yersion

w1l - |¥|Enable Security Log

w1l - |¥|Enable Security Log

Apply

Step 2 Specifythe IP addresort, and versiorfvl or v2) of the syslog server.

You can configure two syslog servers, which can be of the v1 or v2 version. The v2 version
supportsmore diversified and detailed logs. You can choose whether to send security logs to

syslog servers.

Step 3 Click Apply.

Step 4 Apply the settings

—End

5.10High Availability

During data communication, any kind of software and hardware error mag aanetwork
connection interruption, which, in turn, leads to a data transmission failure. To avoid
communication interruption resulting from single points of failure, NIPS provides the high
availability (HA) function to enhance network reliability.

S,

Note

NIPS NX5T9010A and NX5T9020A do not support the following HA functions:
VRRP
Layer 2 HA
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5.10.1Basic Concepts

NIPSs HA function is implemented by means of virtual wirenfve), Virtual Router
Redundancy Protocol (VRRP, in layer 3), and asymmetric roatipgort (ARS) between two
devices.

V-wire HA

V-wire HA involves configuration of a virtual wire. This HA mode is required when the
device uses security zones of thevive type. NIPS's swire HA supports only the
active/standby mode.

VRRP

VRRP is a protoddor implementing fault tolerance. Multiple physical routers are
simulated to form a virtual router by means of interactive VRRP multicast packets to
communicate with hosts on the network. When the master router in a VRRP group fails,
the slave router wikutomatically take over the work from the master one, thereby
ensuring the continuity and reliability of communication.

Layer 2 HA
HA configuration in transparent mode.
Asymmetric routing support

After asymmetric routing (ASR) support is configured, Nt&Sices in the ASR support
group exchange packet transmission information. Based on such information, a
transmitted packet can take a different path when it returns to the source. This allows the
establishment of a complete data transmission sessidnis Imanner, deep packet

inspection (DPI) is conducted, with the data transmission path unchanged.

HA can work in the following modes:

Active/standby mode

The active/standby mode involves two devices: one serves as the master, and the other as
the slave. Th master device handles all traffic and sends session and configuration
information to the slave device for backup; the latter is responsible only for

backup, without handling any traffic. When the master device fails, the slave device will
take over allriaffic handled by the master device. This ensures that newly initiated

sessions can be successfully established and the current ongoing sessions will not be
interrupted.

Active/active mode

In active/active mode, both devices are active ones and heaffitesimultaneously.

Also, the two devices serve as each other's backup, mutually keeping a copy of their
session information and configuration files. Once one device fails, the other will take
over all traffic. This ensures that newly initiated sessicam be set up properly and the
current ongoing sessions are not disconnected.

Preemption mode

In preemption mode, if the master device fails, the traffic is switched to the slave device.
After the fault is fixed, the master device will take traffic b&okn the slave device. At

this time, the master device becomes active, while the slave device returns to the inactive
state.

Non-preemption mode

In nonpreemption mode, if the master device fails, the slave device takes over the
traffic. After the fault idixed, the master device does not take back the traffic until the
slave device fails.

Copyright © NSFOCUS 161 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

5.10.2Basic Configuration

The master and slave devices are connected with a management interface (heartbeat
interface), which is used to send and receive heartbeat messdggsahronize
configuration files and session information.

Step 1

To configure the HA function, follow these steps:

Choosea\etwork > HA Settings > Basic Settings

Figure 573 Configuring basic settings

HA Setting
Heartbeat Interface
PeerlP «
Heartbeat Interval (ms) +
LostHeartbeats +
Session Sync
Synchronize Session
Reuse HA Configuration
Synchronize
Enable Sync Configuration

Enable Auto Sync

0.0.0.0

1000

[}

Disabled on

(@ Yes (Mo

Oves ®No

Yes Mo

0K

2]

Step 2 Configure parameters.

Table 528 Basic HA parameters

Parameter

Description

HA Setting

Heartbeat
Interface

Heartbeat interface on the local device. The heartbeat interface ¢
interface M or H1 or layer 3 working interfaces. The heartl
interface cannot be used to handle traffic.

The icon # beside the heartbeat interface indésatthat this
interface is up. If the icon i.& , the interface is down.

S,
Note
The heartbeat interface and the peer IP address are unavalil
any of the following cases:
Both HA and session synchronization are enabled.
HA is enabled, while session synchratian is not.
HA is disabled, while session synchronization is enabled

Peer IP

IP address of the heartbeat interface on the peer device.

Heartbeat Interva

Specifies the interval at which the local device sends a heal
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Parameter

Description

(ms)

message to the pegevice. The minimum value is 1000 ms.

The value of this parameter must be the same for the master devi
the slave device.

Lost Heartbeats

Specifies the number of consecutive heartbeat messages that
received from the peer device before thealalevice assumes that t
peer device is downn this case, if the local device is a master ong
status remains unchanged, while the status of the peer dev
displayed asJnknown. If the local device is a slave one, its stal
changes to activier forwarding packets. At this time, the status of
local device turns to active, while that of the peer device is displ
asUnknown.

Session
Sync

Synchronize

Controls whether to synchronize sessions via the heartbeat interf]

Session anotheiinterface.
Reuse HA| If you selectyes sessions will be synchronized through the heart
Configuration interface.

If you seleciNo, you need to further configure the interface for ses
synchronization and the peer IP address.

Sync Interface specifes an interface for session synchronizati
This parameter appears only when session synchronization is ef
and you seledilo for Reuse HA Configuration

Peer IP: specifies the IP address of the peer interface through
sessions will be synchromd. This parameter appears only wh
session synchronization is enabled and you séledbr Reuse HA
Configuration.

Synchronize

NIPS supports both manual and automatic synchronization d@
configurations. This can be configured only when you prop
configure the heartbeat interface and peer IP address. By dé
synchronization configuration is disabled. You can clitks for
Enable Auto Syncto enable it and then determine whether
synchronie configurations automatically or manually.

Automatic synchronization: You can sel§@sfor Enable Auto Sync
to enable automatic configuration synchronization and olpply
Settingsin the upperright corner of the page to commit the setting

Manual synchronization: You can cli@leer >> Localto synchronize
the settings on the peer device to the local device or cbcll >>
Peerto synchronize the settings on the local device to the peer d¢

Step 3 Click Saveto save the settings.

——End

5.10.3Virtual Wire Configuration

Virtual wire configuratiorrefers to configuration of thewire HA function. This type of HA
is required when the device uses security zones oftrieevtype. NIPS's wire HA supports
only the active/standby mode

After v-wire HA is enabled, the master device is working andomsiple for forwarding

packets, while the slave device is in backup state and ready to take over traffic handled by the
master device. The master device and slave device send heartbeat messages regularly to each

other about the number of available virtuadles.
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\,

Note

The V-Wire Config page is replaced by thgirect HA Settings page on NIPS NXb
T9010A and NX T9020A.

To configure wwire HA, perform the following steps:

Step 1 Set public parameters of HA.

For details, see secti@l10.2Basic Configuration

Step 2 Configure vwire HA.

a. ChooseNetwork > HA Settings > \-\Wire Config.

Figure 574 V-Wire Config page

Control

State
State
Local System
Peer System
Manage
Work Mode

Preemption Model

@

Start

Stop
Off

off

Active ~

@ Yes (J) No

OK

b. Configure parameters.

Table 529 Parameters for configuringwire HA

Parameter

Description

State

Indicates the working status of the local device, which caRuming or Stop.
Running: This is displayed after-wire HA is successfully enabled.

Stop: This is displayed whenwire HA stops working or is disabled.

System

Local System/Pee| = Local Systemindicates the status of the local system, which caAdiivated,

Unactivated, or Off.

Peer Systemindicates the status of the peer system, which caActigated,
Unactivated, Off, or Unknown.

U After v-wire HA is successfully enabled, if the local device is in active mm
and can properly communicate with the heartbeat interface of the slave g
the local system status is displayediativated and the peer system status|
Unactivated.

U After v-wire HA is successfully enabled, if the local device is in standby n
and can properly communicate with the heartbeat interface of the n
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Parameter

Description

device, the local system status is displayedJaactivated and the pee
system status a&ctivated.

U After v-wire HA is successfully enabled, if the local device can
communicate properly with the heartbeat interface of the peer device, th
system status is displayed &stivated and the peer system status
Unknown.

U If v-wire HA is disabled, both the ¢al system status and peer system st
are displayed aoff.

Work Mode

V-wire HA supports only the active/standby mode

Master: After v-wire HA is enabled, the local device works in active mode a
is responsible for forwarding packets until fagover.

Slave After v-wire HA is enabled, the local device works in standby
mode without forwarding data until the failover.

Preemption Mode

Controls whether to enable the preemption mode.

Yes If the master device fails and traffic is switched todlaae device, when
the master device is back to normal, it turns to active mode again and traffi
switched back to it for forwarding.

No: If the master device fails and traffic is switched to the slave device, wh
the master device is back to normadffic is not switched back to this device
and is still forwarded by the slave device that works in active mode.

c. Click OK to save the settings.

Step 3 Enable vwire HA.

d. Click Start in theControl area
e. Inthe confirmation dialog box, cliokRK.

—End

5.10.4VRRP Configuration

Virtual router redundancy is configured to implement layer 3 HA. This type of HA is
used when the device uses layer 3 security zones. NIPS's layer 3 HA supports the
active/standby mode and active/active mode.

In layer 3 HA mode, each devicarcbe configured with multiple VRRP backup groups. In
addition, the configuration of interfaces with the same virtual router ID (VRID) is backed up
between two devices. In each VRRP group, the device with a higher priority works as the
master device, whilthat with a lower priority as the slave device.

S,

Note

NIPS NX5T9010A and NX5-T9020A do not support VRRP.

You can configure

layer 3 HA and edit and delete layer 3 HA lines.
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To configure layer 3 HA, perform the following steps:
Step 1 Set public parameters of HA.
For details, see secti@n10.2Basic Configuration

Step 2 ChooseNetwork > HA Settings > Virtual Router Redundancy Settings

Figure 575 Virtual Router Redundancy Settings page

Control

Start

Manage<<

Bend VRRP Packels via Heartbeat Interface  ()Yes @ Mo
Use Virtual MAC @Yes (ONo

OK

Monitored Line

New
Line Line Initial Status Preemption Heartbeat Time {sec) Local Status Peer Status ] State Operation
1 V1 Active Yes 1 Stop on = X+

Interface

Hame Weight Priority VRID Virtual IP Operation
Type

o Mo data found.

Step 3 Configure VRRP parameters.

Parameter Description

Send VRRP Packets vi Controls whether to send VRRP packets through the heartbeat interfac|
Heartbeat Interface default value isNo, indicating that VRRP packets through VRRP mem
interfaces. If you selectes VRRP packets are sent through the heart
interface. If HA is configured on WIS which connects to a router, you m
selectNo; otherwise, VRRP packets cannot be sent.

Use Virtual MAC Controls whether to use MAC addresses for sending VRRP packets
default value isYes indicating that MAC addresses are used for sen
VRRP packets. It is recommended that the default value be used.

After parameter settings, clicBK to save the settings.
Step 4 Create a monitoring line.

Generally, a line consists of a pair of interfaces (IN and OUT indicated in packets), which
belong to differentRRP groups. Each VRRP group contains interfaces to be backed up
between two devices. These interfaces have the same virtual IP address.

b. Click Newin the upperright corner of théVlonitored Line area.
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Figure 576 Creating a monitoring line

New x
Line ID =
Ling
Work Mode @ Active (O)Standby
Preemption Model @Yes (ONo
State @0on (OOf
Heartbeat Time * 1
OK Cancel

c. IntheNewdialog box, cafigure parameters.

Table 530 Parameters for configuring a monitoring line

Parameter

Description

Line ID

Uniquely identifies a line, which must be an integer in the rangé2§5L

The line ID configured on the local device must be the same as that on th
device.

Line

Name of the new line, which must be a string of letters and digits. It iseaséive.

Work Mode

Working mode of the new line. Layer 3 HA supports the active/active modg
active/standby mode.

Master: forwards packets until the failovafter layer 3 HA is enabled.

Slave remains in the standby state and does not forward data until the fg
after layer 3 HA is enabled.

Preemption Model

Controls whether to enable the preemption mode.

Yes If the master line fails and traffic is swhited to the slave line, when th
master line is back to normal, it turns to active mode again and traffic is sw
back to it for forwarding.

No: If the master line fails and traffic is switched to the slave line, whe
master line is back to normaitaffic is not switched back to this line and is s
forwarded by the slave line that works in active mode.

Status

Specifies the working status of the new line. The settings can take effect only
the line is enabled.

HeartbeaTime

Specifies the iterval at which the device sends a heartbeat message in my
mode to notify its own status. The default value is recommended.

If the slave line interface fails to receive any multicast packet from the mastg
interface after [3 x heartbeat timg(2557 priority of the slave line interface)/25¢
seconds, the system deems that the master line is down. In this case, the s
turns to active and begins to forward data.

The heartbeat time configured on the local line must be the same as thatpee
line.
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d. Click OK to save the settings.

Now the new line is displayed in tidonitor Line list.

Figure 577 New line displayed

@ Online Help
Control

Start

Manages >

Monitored Line

New

Line Line Initial Status Preemption Heartbeat Time (sec) Local Status Peer Status [ State Operation

= 1 Vi Active Yes 1 Stop HMon @ X &+
Interface Type Name Weight Priority VRID Virtual IP Operation
o Mo data found.
= 67 99009 Active Yes 1 stop HMon e X) &
Interface Type Name Weight Priority VRID Virtual IP Operation
o Mo data found.

Step 5 Configure interfaces for this line.
Interfaces of a monitoring line are divided into the following:

Member Interface: As VRRPinstances, such interfaces can be configured with virtual
IP addresses. When an interface of the master line is down, other interfaces in this line
release virtual IP addresses and at the same time traffic is taken over by the slave line.

Monitor Interface : used by VRRP to monitor line status. You cannot specify a member
interface as the monitoring interface. When any one of the monitoring interface is down,
an active/standby switchover will be performed.

Collaboration Interface: When VRRP performs aactive/standby switchover, the status
of such interfaces changes accordingly: The collaboration interface on the active line
goes Up, while that on the standby line goes Down. You cannot specify a member
interface as the collaboration interface.

a. Click ® intheOperation column of a line.
TheNew dialog box appears, as showrFigure 578,
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Figure 578 Creating line interfaces

Member Interface

Member Interface

Monitor Interface

Monitor Interface

Collaboration Interface

Collaboration Interface

OK Cancel

b. Configure parameters.

Table 531 Parametersof configuring line interfaces

Parameter

Description

Member
Interface

Interface

Member interface, which must be a laeinterface because only layer
interfaces can be configured with virtual IP addresses.

Other parameters are available only after gelect one or more interfaces.

VRID

Virtual router ID, uniquely identifying a VRRP group.

Usually, corresponding interfaces on the master and slave devices, such
G1/1 interface on the master device and the G1/1 interface on the slave
are asigned the same VRID. In this manner, they belong to one VRRP
and can back up each other.

The VRID of interfaces in the same VRRP group must be the same.

Different interfaces on a device cannot be configured with the same VRI[C
is, cannot be ithe same VRRP group.

The value is an integer ranging from 1 to 255.

Priority

Specifies the priority of the layé interface in the VRRP group.

A VRRP group elects the device with the highest interface priority as the n
device to work as a gatewdgr forwarding data. Other devices serve as sl
devices working in monitoring mode. Once the master device fails, a
device replaces it as the gateway, ensuring the continuous communicatior
host with external networks.

The value is an integeanging from 1 to 254.

Virtual IP

Specifies the virtual IP address of the VRRP group.

A VRRP group can be configured with a maximum of 20 virtual IP addre¢
separated by commas, for example, 192.168.1.1/24,192.168.2.1/24.

Weight

Weight of the membaenterface. When all member interfaces of master and <
lines are down, the line with the larger sum of weight values turns to active,
the line with the smaller sum turns to standby. The value is an integer rg
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Parameter Description

from O to 254.

When an interfactailure occurs on both master and slave devices, neither d
can work and all networks will be interrupted. To avoid such issue
link weight mechanism is introduced:

A weight, which is an integers ranging from 0 to 254, are set for each intg
on each link of NIPS.

When both master and slave NIPSs fail, the interface weight sums of
groups will be calculated. The device with a larger weight sum turr
active, while the device with a smaller sum turns to standby.

If the master and slave NIB®ave the same weight sum, the interface prig
sums are calculated for both devices. The device with a larger priority sunj
to active, while the device with a smaller sum turns to standby.

Monitor Interface | Specifies a monitoring intea€e, which must be on the device to which the
Interface belongs and cannot be a member interface. Generally, this interface
not work for any lines. That is to say, HA is not enabled on this interface.
the monitoring interface is down, the current VRIRIR turns to standby.

TheWeight parameter is available only after you select one or more interf

Weight Weight of the monitoring interface. When all monitoring interfaces of ma
and slave lines are down, the line with the larger sum of wegbes turns tqg
active, while the line with the smaller sum turns to standby. The value
integer ranging from 0 to 254.

Collaboration Interface | Specifies a collaboration interface. When VRRP implements an active/st
switchover, the collaboratianterface on the active line goes Up, while that
the standby line goes Down.

c. Click OK to save the settings.
Step 6 Enable layer 3 HA.

d. Click Start in theControl area
e. Inthe confirmation dialog box, clic®RK.

—-End

5.10.5Layer 2 HA Configuration

NIPS supportshe HA function in transparent mode. With layer 2 HA, NIPS can provide link
redundancy backup when using layer 2 security zones.

In layer 2 HA mode, each NIPS can have multiple monitoring lines and member
interfaces with the same line ID between two des/&erve as backups of each other. Layer 2
HA only supports active/standby mode. A device's working mode will be specified when a
monitoring line is created.

After layer 2 HA is enabled, the system monitors the status of member interfaces on
monitoring lines and counts the number of healthy interfaces on both the master device and
slave interface.

If both devices have the same number of healthy interfaces, the master/slave relationship
is determined by the working mode of devices.

If the master device hdsss healthy interfaces than the slave device, an active/standby
switchover will be performed.
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If the master device has more healthy interfaces than the slave device, the active/standby
status of devices remains the same.

\ NIPS NX5T9010A and NX5T9020A do not support layer 2 HA.
Note

You can configure layer 2 HA parameters and enable or disable this function. To configure
layer 2 HA, follow these steps:

Step 1 Set public parameters of HA.
For details, see secti@gn7.1Basic Configuration

Step 2 ChooseNetwork > HA Settings > Layer 2 Config

Figure 579 Layer 2 Configpage

Control

Monitored Line

Line ‘Work Mode State Interface Operation

o No data is available.

Step 3 Create a monitoring line.

A monitoring line can be created, modified, and deleted only when layer 2 HA is
stopped.

a. Click Newin the uppetright corner of thévlionitored Line area.

Figure 580 Creating a monitoring line

Line ID
Interface -

Work Mode (@ Active () Standby

0K Cancel
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b. IntheNewdialog box, configure parameters.

Table 532 Parameters for configuring a monitoring line

Parameter

Description

Line ID

Uniquely identifies a line, which must be an integer in the range285L

The line ID configured on the local device must be the same aqthta
peer device.

Interface

Member interfaces involved in this line. Here, layer 2 Ethernet interf
or aggregation interfaces are supported.

S,
Note

STP cannot be enabled on member interfaces for layer 2 HA.

Work Mode

Layer 2 HA supports only thactive/standby mode
Active: forwards packets until the failover after layer 2 HA is enab

Standby: remains in the standby state and does not forward data
the failover after layer 2 HA is enabled.

c. Click OK to save the settings.

Step 4 Enable layer 2 HA

a. Click Start in theControl area
b. Inthe confirmation dialog box, clicRK.

—End

5.10.6Asymmetric Routing Support

All NIPS models support asymmetric routing (ASR) but differ in the configuration of this

function.

Other models than NX3%9010AandNX5-T9020A
ASR can be deployed on two NIPSs only when they are deployed irt@qiaint

v-wire mode.

NX5-T9010A and N>5-T9020A
ASR can be deployed on two NIPSs only when they are deploytaimode.

You can query, create, edit, and delete ARS policies.

To create an ASR support policy, follow these steps:

Step 1 ChooseNetwork > HA Settings > Asymmetric Routing Support

The ASR configuration page varies with models of NIPS devices.

Figure 581 shows the ASR configuration page of other NIPS models tharT8030A

and NX5-T9020A.
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Figure 581 AsymmetricRouting Support page of other models than N>@810Aand NX5-
T9020A

mmetric Routing Support @ Online Help

Search MNew
Device
D Deployment Mode Traffic Source interconnection Work Mode
interface

o Mo data is available

Local Host Enable Operation

Figure 582 shows the ASR configuration page of NIPS NK&10A andNX5-
T9020A.

Figure 582 Creating an ASR policy on NIPS NXEB010A and NX5-T9020A

@ Oniine Help

Control

Enable

Policy

D

New

Direct Connect Interface Interconnect Interface

o No data is available

Enable Manage

step2 Click Newin the upperright corner.
The ASR policycreation page varies with models of NIPS devices.

Figure 583 shows the ASR policy creation page of other NIPS models than NX5
T9010A and NX5-T902A.
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Figure 583 Creating an ASR policy on other NIPS models than N8810A and NX5-

T9020A

HNew

Traffic Source =

Work Mode

Local Host

Device interconnection interface = I

x

|C-:u||a:-:urate "

Active

OK Cancel

Table 533 describes parameters in tRew dialog box.

Table 533 Parameters for creating an ARS polizyother NIPS models than NX®010A and

NX5-T9020A

Parameter

Description

Traffic Source

Specifies the souecof data traffic. You can only select from among virtual wires.

Device
interconnection
interface

Interface used for forwarding interconnection information on devices. Prior tdg
parameter setting, you need to first seterface Type to Device interconnection
interface under Configuring Device Interconnection Interface in section 5.1
Interface

Work Mode

Handle by master deviceindicates that only the master device will check whe
to allow forwarding received data traffic.

Collaborate: indicates that both the master and slaveaesvwill check whether t
allow forwarding received data traffic. In addition, the system determines wh
the master or slave device will be used to forward data traffic based on NIPS
check algorithm and then sends traffic to the selected device.

The working mode of the two interconnected devices must be the same.

Local Host

WhenHandle by master devicds selected fowWork Mode:

Active: specifies that the local host acts as the active device. For data traffig
the standby device, the active device sends the check result to the standby|
For data traffic from other devices, the active device forwards the data traffi
is alowed to pass.

Standby: specifies that the local host acts as the standby device. Then the log
sends received data traffic to the active device. After receiving the check resu
the active device, the standby device forwards the data traffiedicated in the
check result.

WhenCollaborate is selected fowork Mode:

Active: specifies thathelocal host acts as the active devitke local host forward
data traffic that is allowed to pass amaght to be forwarded by the active dev
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Parameter Description

accordng to the load check algorithm.

Standby: specifies that local host acts as #tendbydevice. Then the local ho
forwards data traffic that is allowed to pass anght to be forwarded by th
standby device according to the load check algorithm.

Of the two interconnected devices, one must serve as the master device and
other as the slave device.

Figure 584 shows the ASR policy creation pageNIPS NX5T9010A and NX5

T9020A.

Figure 584 Creating an ASR policy

Direct Connect Interface  [g1/1 v
Interconnect Interface G2i3 v | G2/ v

OK Cancel

Table 534 describes parameters in tNew dialog box

Table 534 Parameters farreating an ASR policy fadIPS NX5T9010A and NX5T9020A

Parameter

Description

Direct Connect Interface

A pair of directinterfaces serving as sources of traffic. The two interfaces
belong to the same security zone of the direct type.

Interconnect Interface

A pair of interfaces for forwarding connection information on the device.
two interfaces must belong the saseeurity zone of the Interconnect type

b. Click OK to save the settings.

Step 3 Apply the settings
----End

5.11Others

This section covers the following topics:
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Configuring External Bypass
Configuring Builtin Bypass

The builtin bypass function works only when NIPS comes with a bypass card.

5.11.1Configuring External Bypass

Usually, NIPS is deployed in an important location on the network to provide compuehens
protection for the intranet. Once NIPS fails, serious problems, such as network
interruption, will occur.

To prevent NIPS from turning into a single point of failure in the event of failures such as
power failure or system breakdown, we can configufgS\o collaborate with an external
bypass switch. In this manner, the traffic can bypass the faulty gateway or link, thereby
ensuring uninterrupted communication.

After NIPS is powered off, its heartbeat interface or working interface fails, or a working
interface cannot properly send or receive packets, the collaborative bypass switch turns to the
bypass state automatically and forwards the traffic to thehwxtlevice while bypassing

NIPS, ensuring proper network connections. After the preceding prebleesolved, the

bypass switch turns to the normal state and forwards the traffic to NIPS, which then receives,
handles, and forwards the traffic.

§ - When a direct interface on fails, the other direct interface does not fail.
4 NIPS NX5T9010A and NX5T9020A have no direct interfaces, but providavire
Note interfaces to play the same role as direct interfaces.

Take the topology ifrigure 585 as an example. In this example, NIPS works properly and
the bypass switch is in normal state. The route for traffic from R1 is as follows:

R1A Interface Al on the bypass switgh Interface 2 on the bypass switdy Interface
G1/1 on NIPSA Interface G1/2 on NIP8 Interface B2 on the bypass switghInterface
B1 on the bypass switdy R2

When NIPS is powered off or its heartbeat interface fails, the bypass switch turns to the
bypass state arfdrwards the traffic by bypassing NIPS. In this case, the route for traffic from
R1 is as follows:

R1A Interface Al on the bypass switéhInterface B1 on the bypass switshR2
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Figure 585 Topology for the collaboration between NIPS and the bypass switch
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To configure the external bypass feature, follow these steps:

Step 1 Chooséd\etwork > Others > External Bypass

Figure 586 Configuring external bypass

External Bypass
State (On (@) Off
Device 1 Device 2
IP Address IP Address
Password Password
Interface Pair v LY Interface Pair v v
Device 3 Device 4
IP Address IP Address
Password Password
Interface Pair v v Interface Pair v ~
Apply

Step 2 Click On for Stateto enable the external bypassifure

Step 3 Configure parameters.

Table 535 Parameters for configuring external bypass

Parameter Description

State Controls whether to enable the external bypass feature.
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Parameter Description
S,
Note
After the external bypass feature is enabled, make sure that tbélmand
management interface of NIPS communicates with the external bypass
properly. For how to install and use external bypass switches, refer t
NSFOCUS Bypass Switch User Guide
IP Address IP address of device 1/2/3/4.
Password Specifies the password for login to a bypass switch.
Interface Pair Specifies a pair of interfaces fNIPS to collaborate with the bypass switch.

Step 4 Click Apply to save the settings.

—End

5.11.2Configuring Built -in Bypass

Built-in bypass refers to the use of network interfaces of NIPS to implement the bypass
feature. The purpose is to ensure physical conmextidien NIPS is faulty.

An NIPS device with a bypass card allows you to configure-subiiypass on the welbased

manager.

To configure builin bypass, follow these steps:

Step 1 Chooseé\etwork > Others > Built-in Bypass

Figure 587 Built-in bypass interface pairs

Built-in Bypass @ Online Help App
(0] Built-in Bypass Interface Pair Status Selection Operaticn
1 8 G11-G1/2 Switch
2 © G1/3-G1/4 Switch
3 ® G1/5-G1/6 Switch
4 © G21-G212 Switch
5 8 G213-G2/4 Switch
B ® G2/5-G2/6 Switch
7 ® G27-62/8 Switch

Step 2 Select a status from th8tatus Selectiordrop-down list for an interface pair.

Options includéypass_offandbypass_on
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When a builin bypass interface pair is switched to Bypass_offstatus, the interface
pair enters the normal state, and packets thveinterface pair will be forwarded after
being checked.

When a builin bypass interface pair is switched to bypass_onstatus, the interface

pair enters the bypass state, and packets over the interface pair will be forwarded without
being checked.

S,

Note

Manual or automatiswitching of bypass status will change bypass indicator statu
If the status is switched toypass_on the bypass indicator turns red.
If the status is switched toypass_off the bypass indicator turns green.

Step 3 Click Switch in theOperation column to change the status of the related bypass interface

pair.

—-End
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Objects

An object refers to a collection of items with the same characteristics. The items may be IP
addresses, rules, and services. An aliassggned to each object as the object name.

On NIPS, all policies are configured based on objects. Therefore, you must configure objects
before configuring policies. You can define such objects as the rule, network, service,
application, time, sensitive tig and traffic channel.

The concept of object greatly simplifies the management of NIPS. When an object changes,
you only need to modify properties of this object, instead of modifying all policies
referencing this object. For how to configure policieg shapte¥ Policies

This chapter desitres system objects on NIPS, containing the following sections:

Section Description

Configuring Rules Describes how to configure a rule.

Configuring Network Objects Describes how to configure a network object.

Configuring Service Objects Describes how to configure a service.

Configuring Application Objects Describes how taonfigure an application.

Configuring Time Objects Describes how to configure the time.

Configuring Sensitive Data Object Describes how to configure sensitive data.

Configuring a Traffic Channel Object | Describes how to configure a traffic channel.

ClearingAsset Tres Describes how teiew and configure asset trees dispatcheq
ESPC.

6.1 Configuring Rules

The rule object is used to describe NIPS customers' topologies, actual requirements,
protection objects, and application environments.

The rule object on NIPS consists of the following:

Rule template

NIPS provides multiple typical usenvironment templates, increasing the ease of
use when you configure IPS policies. Rule templates are divided into the following:

1 System rule templates
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System rule templates are subdivided into boitenplates and derived templates.
Built-in templates are preconfigured templates, which cannot be edited and can only
be viewed and referenced for configuring new policies. Based on default templates,
derived templates can be, to some extent, modified ageddfor example, you can
modify the actionAlert, Block, andlsolate) settings, but you cannot create or delete

a rule).

i User rule templates

You can add or delete rules in a rule base or modify the action (sAddraand
Block) setting as required generate user rule templates.

Rules

Rules are the basic element of a rule template. NIPS comes witinbntlusion
prevention rules, based on which you can customize rules as required. Also, you can
create exception rules.

In addition to the precedinmle objects, NIPS also supports rule query.

6.1.1System Rule Templates

For typical application scenarios, the NIPS system combines rulesimriligonprevention
rule basdo form ten typical builin rule templates, as listed Trable 61.

Table 61 Built-in rule templates

Template Description
Default Applicable to most environments.
DMZ Servers Rules for all attack types except attacks that explditerabilities in TFTP, RIP

NETBIOS, NFS, and WINS.

Intranet Clients Rules for all attack types except attacks that exploit vulnerabilitiédlPnand
routing protocols.

Web Servers Probe rulesDoSrules common backdoor programs, andes forvulnerability
exploitation attacks related BNS, HTTP, ad FTP.

Window Servers Rules for all attacks that exploit vulnerabilities in the Windows operating syg

Universal Servers Probe rulesDoSrules common backdoor programs, andes for vulnerhility
exploitation attacks relating ©ONS, SMTP, POP3, IMAP, DNS, NFS/RPC, a
NETBIOS/SMB.

UNIX-like Servers Rules for all attacks that exploit vulnerabilities in the UNIX, Linux, and So
operating systems

Based on our years of experience imigion prevention and technical engineers' onsite
experience, the ten typical built rule templates in NIPS can fit in with most network
deployment environments. Therefore, you are advised to usérbuile templates when
configuring intrusion preveian policies.

In addition to buikin templates, system rule templates also contain derived templates. To
configure a derived template, follow these steps:

Step 1 ChooseObject > Rule > System Rule Template
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Figure 61 System rule templates

System Rule Template > @ Online Help

System rule templates are pre-built templates based on senice scenarios, which contain common rules and actions adapting to the scenarios.
A system rule template can be referenced, but not edited or deleted. If you want to use a system rule template with its actions changed, derive a new template from the system rule template,
edit the actions of the new template as you want, and apply the template

MNote: When rules are updated, derived rule templates are also updated correspondingly. However, if 3 rule has been edited before the update, the rule will not be overwritten during the
update; instead, the system retains the editing of the rule

[ Do not display next time.

Built-in Template ~

Name Description Operation
Default Applicable to most circumstances —sj ;‘
DMZ Servers All attack rules, except rules for vulnerability-exploiting attacks using TFTP, RIF, NETBIOS, NFS, and WINS Q ;j
Intranet Clients All attack rules, except rules for vulnerability-exploiting attacks using RIP and the routing protacol Q ;j
All detection and DoS attack rules, commen backdoor programs, and rules for vulnerability-exploiting attacks using DNS, HTTP, and A :l]
Web Servers TP -Aj
Windows Servers All attack rules whose affected operating systems include Windows. jj ;l

All detection and DoS attack rules, common backdoor programs, and rules for vulnerability-exploiting attacks using DNS, SMTF, POP3, —sj ;j
IMAP, DNS, NFS/RPC, and NETBIOS/SMB

Universal Servers
UNIX-like Servers All attack rules whose affected operating systems include Unix, Linux, or Solaris ";j ;j
Derived Template ~

Name Description Operation

o No data is available

Step 2 Click _—.Ij in theOperation column of a buikin template.

Figure 62 Configuring a derived template

Template Name | Default-Derive :
Description
@, Search «
Rule Name Rule ID
Advanced Options> >
Search
Event Reliability Clatert [Block Isolate ng;tet
[10000] IP Fragment Overlap Teardrop Denial of Service Attacks High (]
[10013] Microsoft 1S WebDAV PROPFIND Denial of Senice Medium O
[10017] Microsoft FTP Server STAT Command Globbing Denial of Senice High O
[10035] Malformed Stream ACK/FIN Small Packets Flood Denial of Service Medium O
[10036] mstream ACKIFIN Small Packets Flood Denial of Service Medium O
[10039] Windows System TCP/IP OOB Urgent Data DoS Vulnerability High
SDUDD;I;j?I';:r-JS-Jﬂ Share Provider SMB Request Remote Denial of Service(CVE- High 0
bd
oK Cancel

Step 3 Configure parametein theDerive dialog box
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Table 62 Parameters for configuring a derived template

Parameter Description

Template Name Specifies the name of the derived template. By defaultethglate name is in th
format of "name of the buiin template" + "Derive".

Description Brief description of the derived template.

Event Specifies the intrusion prevention events to be include in the derived template

you can only modify the action setting for each intrusion prevention event,
can beAlert, Block, Isolate, or Packet Capture

A

Note

When the protection mode is enabledlection ofisolate will isolate rule
triggering attack IP addresses in the specified period of time.

If the Packet Capturecheck box is selected ownload Original PCAP
button will appear on ESPC. In this case, original packets contain con
data.Otherwise, no such button appears on ESPC. In this case, of
packets contain no data.

Step 4 Click OK to save the settings.

The newly configured derived template is displayed iltagved Templatearea.
Step 5 Apply the settings

----End

6.1.2User Rule Templates

User rule templates are a supplement to system rule templates. You can configure them as
required.

To configure a user rule template, follow these steps:

Step 1 ChooseObject > Rule > User Rule Template

Figure 63 User rule templates

& User Rule Template Y i(_) Online Help
Ne'u‘."

Name Description Operation

o No data is available.

Step 2 Click Newin the upperight corner.
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Figure 64 Configuring a user rule template

New x
Template Name * ~
Description
Q, Search =

Rule Name Rule ID

Advanced Options==

Search

Event Reliability [ aert [etock Isolate [ packet
Capture
[10000] IP Fragment Overlap Teardrop Denial of Service Attacks High O O O
[10013] Microsoft 11S WebDAV PROPFIND Denial of Service Medium (] O O
[10017] Microsoft FTP Server STAT Command Globbing Denial of Service High O O O
[10035] Malformed Stream ACK/FIN Small Packets Flood Denial of Service Medium (] O O
[10036] mstream ACK/FIN Small Packets Flood Denial of Service Medium (] | (]
[10039] Windows System TCP/IP QOB Urgent Data DoS Vulnerability High (] [l [l
[10046] Microsoft Share Provider SMB Reguest Remote Denial of Service(CVE-
2002-0724) High o o U
[10051] Microsoft SQL Server StackOverflow Vulnerability Medium (] [l [l v
OK Cancel
Step 3 Configure parameters in tidew dialog box.
Table 63 Parameters for configuring a user rule template

Parameter Description

Template Name Specifies the name of the user rule template.

Description Brief description of the user rule template.

Event Specifies the intrusion prevention events to be included in the user rule templg

action for each intrusion prevention event, which cam\leet, Block, Isolate, or
Packet Capture

S,

Note

When the protection mode is enabled, selectidsate will isolate rule
triggering attack IP addresses in the specified period of time.

You can locate an event through fRele Query module. For details, se
section6.1.6Rule Query

If the Packet Capturecheck box is selected,ownload Original PCAP
button will appear on ESPC. In this case, original packets contain con
data.Otherwise, no such button appears on ESPC. In this case, of
packets contain no data.

Step 4 Click OK to save the settings.
Step 5 Apply the settings
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—End

6.1.3Custom Rules

As a supplement to the predefined intrusion prevention rule base, custom rules are configured
for various network protocols. IDs of custom rules start from 80001. That is to say, a rule with
an ID larger than 80000 is a custom o@estom rules are divided into basic rules and

advanced rules. The procedures for configuring these two types of custom rules are described
respectively in the following sections.

6.1.3.1Basic Rules

Basic rules are subdivided into four types by netwadtocols: IP rules, UDP rules, TCP
rules, and ICMP rules. This section describes how to configure each type of basic rules
respectively.

ChooseDbject > Rule > Custom Rule > Basic

Figure 65 Basic rules

« Custom Rule > » | @

You can customize rules. Custom rules can be referenced by user rule templates.

[] Do not display next time.

25 W Search New

] 1D Name Type Enable Operation

o No data i available.

IP Rule

Step 1 Click Newin the upperight corner of théBasic page.
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Figure 66 Configuring a IP rule

Name =

Protocol IP
Protocol 1D
Packet Length

Keyword

Severity @ Low (O Medium () High

Matching Range @ Single-packet Matching

L

DK Cancel

Step 2 Configure parameters in tidew dialog box.

Table 64 Parameters for configuring an IP rule

Parameter

Description

Name

Specifies the name of the IP rule, which is the unique identifier of this IP ru
NIPS.

The IP rule nameannot contain spaces and the following special characters:
\% @ "<>{}"&":

Severity

Specifies the risk level of the IP rule, which cari_bes, Medium, or High.

Matching Range

Specifies the matching range, which can only Sirgle-packet Matching by
default.

Singlepacket matching means thBliPS matches a single packet with a r
composed of one or more signatures and determines accordingly whether ar
exists

Protocol

Specifies the protocol type. Here you should sdfect

Protocol ID

Specifies the ID of the uppéayer protocol of the IP protocol. The value must be
integer ranging from 0 to 255. For example, the valinglicates that the uppéayer
protocol is the TCP protocol aid indicates the UDP protocol.

Packet Length

Speifies the length of the IP packet, which must be an integer ranging fron
65535.
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Parameter Description
If Protocol ID is set to6, the value oPacket Lengthis 20 plus the payloa
length of an IP packet.
If Protocol ID is set tol7, the value oPacket Lengthis 8 plus tle length of
packet payload.

Keyword Specifies the &yword to search for in the payload of IP packets

S,

Note

Keywords can be specified in regular and irregular expressighen regular
expressions are used, keywords must start with "regex_." For exampl
keyword "regex\d\d" matches two integers. If a keyword starts
"case_", which is a neregular expression, the keyword is cas@sitive.

Step 3 Click OK to save the
Step 4 Apply the settings
----End

UDP Rule

settings.

Step 1 Click Newin the upperight corner of théBasic page.

Step 2 In theNewdialog box, seProtocol to UDP.

Figure 67 Configuring a UDP rule
New x
Mame =
Severity (@ Low (O Medium () High

Protocol

Source Port
Destination Port
Packet Length

Keyword

Matching Range @ Single

packet Matching

OK Cancel
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Step 3 Configure other parameters in tNew dialog box.

Table 65 Parameters for configuring a UDP rule

Parameter Description

Name Specifies the name dfie UDP rule, which is the unique identifier of this UDP r
on NIPS.
The name cannot contain the following special characters:
%\ <>"&"

Severity Specifies the risk level of the UDP rule, which carLber, Medium, orHigh

Matching Range Specifies the matching range, which can only Sirgle-packet Matching by
default.

Singlepacket matching means thBliPS matches a single packet with a r
composed of one or more signatures and determines accordingly whether af

exists
Protocol Specifies the protocol type. Here you should selizP.
Source/Destination | Specifies the source or destination port of UDP packets.
Port
Packet Length Specifies the payload length of UDP packets.
Keyword Specifies thé&keyword to search for in the pagld of UDP packets

Step 4 Click OK to save the settings.
Step 5 Apply the settings

----End

TCP Rule
The procedure for configuring a TCP rule is similar to that for configuring a UDP rule. For
details, se&JDP Rule

ICMP Rule

Step 1 Click Newin the uppeiright corner of thdasicpage.
Step 2 In theNewdialog box, seProtocolto ICMP .
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Figure 68 Configuring an ICMP rule

Mame =

Frotocol ID

Packet Length

Keyword

Severity ® Low () Medium (O High

Matching Range (@ Single-packet Matching

Protocol

OK Cancel

Step 3 Configure other parameters in tNew dialog box.

Table 66 Parameters for configuring an ICMP rule

Parameter

Description

Name

Specifies the name of the ICMP rule, which is the unique identifier of this |
rule on NIPS.

The name cannot contain the following special characters:
%\ <>'&"

Severity

Specifies the risk level of the ICMP rule, which carLbey, Medium, or High.

Matching Range

Specifies the matching range, which can only Sirgle-packet Matching by
default.

Singlepacket matching means thBliPS matches a single packet withrde
composed of one or more signatures and determines accordingly whether af
exists

Protocol

Specifies the protocol type. Here you should se{ebtP .

Protocol ID

Specifies the protocol ID corresponding to ICMP packets.

The value must be an integer ranging from 0 to 255. For example, the 8.
indicates the ping response type, and the \@indicates the network unreachabili
error.

Packet Length

Specifies the payload length of the ICMP packet.
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Parameter Description

Keyword Specifies te keyword to search for in the payload of an ICMP packet.

Step 4 Click OK to save the settings.
Step 5 Apply the settings
----End

6.1.3.2Advanced Rules

An advanced rule is a combination of fields in such protocols as HTTP, FTP, SMTP, POP3,

QQ, andrile with the AND or OR relationship. To configure an advanced rule, follow these
steps:

Step 1 ChooseObject > Rule > Custom Rule > Advanced

Figure 69 Advanced rules

& Custom Rule > » | @ Online Help

ou can customize rules. Custom rules can be referenced by user rule templates.

[] Do not display next time.

25 W Search New

1 D Name Severity Enable Operation

o No data is available.

Step 2 Click Newin the upperight corner.
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Figure 610 Configuring an advanced rule

New x
MName =
Severity @ Low (O Medium (O High
Matching Range (@) Single-packet Matching () Session Matching
Protocol Field Configuration Add AND
AND ~
D Protocol Field Matching Mode Matching Content Operation
1 HTTP-Request-Method - Method %)
OK Cancel
Step 3 Configure parameters in tidew dialog box.
Table 67 Parameters for configuring an advanced rule
Parameter Description
Name Specifies the name of the advanced rule, which is the unique identifier g
advanced rule on NIPS.
The name cannot contain the following special characters:
%\ <>'&"
Severity Specifies the risk level of the advanced rule, which camoleg Medium, or High.

Matching Range Specifies the matching range, which canSiegle-packet Matching or Session
Matching.

Singlepacket matching means that NIPS matches a spegtket with a rule
composed of one or more signatures and determines accordingly whet
attack exists. A packet is the minimum transmission unit on a packiehed
network. The coverage of singfmcket matching is smaller than that of sesg
matchig.

Session matching means that NIPS matches a single session with
composed of one or more signatures and determines accordingly whet
attack exists. A session is an uninterrupted regesgionse sequence betwee
client and server.

Step 4 Configure protocol fields.
a. Click Add AND to addanAND relationship
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Figure 611 Adding an ADD relationship

New x
MName = Duplicate names are not allowed
Severity @ Low (O Medium (O High
Matching Range (@ Single-packet Matching (O Session Matching
Protocol Field Configuration Add AND
AND ~
D Protocol Field Matching Mode Matching Content Operation
1 HTTP-RequestMethod v Method )
AND ~ Delete
D Protocol Field Matching Mode Matching Content Operation
1 HTTP-RequestMethod v Method )
b. Click Tt in theOperation column to adcinOR relationship
Figure 612 Adding an OR relationship
New x
Name = Duplicate names are not allowed
Severity @® Low (O Medium () High
Matching Range @ Single-packet Matching (O Session Matching
Protocol Field Configuration Add AND
AND ~
o] Protocol Field Matching Mode Matching Content Operation
1 [HTTP-Request-Wethod v Method )
2 [HTTP-Request-Methoo vl Method ()
c. Configure theProtocol Field, Matching Mode, andMatching Content.

Select a protocol field from the dralown list, and then configuidatching Content. A
protocol field can be matched by method, regular expression, numerical value, or
string, whichis explained inTable 68.
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Table 68 Parameters for configuring a protocol field

Matching Mode

Matching Content

Method | HTTP request

Specifies the request type of the HTTP protocol. It has the follo
values:

GET: indicategreceived packets.
POST: indicates sent packets.

FTP/POP3 request

Specifies the request type of the FTP or POP3 protocol. It ha
following values:

USER
PASS
LIST

SMTP request

Specifies the request type of the SMTP protocol. It has the follo
values:

MAIL
DATA
RCPT

Regular Expres

Specifies a regular expression.

Value Specifies the matching length in the format of an integer following
">" or "<", or in the format of a range followirig-range.
String Specifies a string of decimal bexadecimal characters.

Examples
\X61\X62x63\x64\x65
abcde
abdx64e

Step 5 Click OK to save the settings.

Step 6 Apply the settings
----End

6.1.4Exception Rules

If you know that an intrusion prevention event triggers an intrusion prevexiédrand
confirm that this event will not threat or have a severe impact on the current network

environment, you can add this intrusion prevention event as an exception rule. When adding

such a rule, you can set the valid range covered by this rule &ifysmethe source and

destination IP addresses.

After an intrusion prevention event is added as an exception rule, NIPS will not generate an

alert for or block it and the exception rule will be no longer displayed thalme > IPS
Event. For how to add aexception rule, se&dding an Exceptioin section3.3.1List of
Intrusion Preverbn Events The procedures for querying and deleting an gtiae rule are
described respectively in the following sections.

Viewing an Exception Rule

Step 1 ChooseObject > Rule > Exception Rule
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Figure 613 Exception rules

&« Exception Rule > M @ Appl
25 W Search New
Rule ID Source IP Destination IP Operation

[67450] Windows SMB Login Attempt any any 2 (X

Step 2 Click the rule ID to view detailed information.

Figure 614 Detailed information about the rule

¢ Rule ID: 67450 - Google Chrome = | B S

fx b#ps://10.14.62.5/help/event/id/67450

Windows SME Login Attempt

Rule ID 67430

Update Time 2014-03-04

Rules Class Obtaining Privileges
Risk Level Moderate
Technical Approaches Malformed Packets
Service Type SAMBA
Popularity MModerate

EFelated Vulnerahilities

Title
Windows SME Login Attempt

Details
This signature is trying to indicate a login attempt{using username and
password)
£2009-2014 NSFOCUS
——End

Deleting an Exception Rule

Step 1 Click '* in theOperation column of an exception rule.

A confirmation dialog box appears, as showkFigure 615.
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Figure 615 Confirmation dialog box

[9} Are you sure to delete it?

| 0K | | Cancel

Step 2 Click OK to delete the exception rule.
Step 3 Apply the settings
----End

6.1.5SQL Injection Whitelist

The SQL injection whitelist is a core functiohnNIPS in terms of intrusion prevention. This
section describes how to configure a whitelist.

If the objects to which an intrusion prevention policy applies include "[29001]WEB Service
Remote SQL Injection Suspicious Behavior" and this policy is expézigtore some
servers, add the URLs of these servers to the SQL injection whitelist.

Step 1 ChooseObject> Rule > SQL Injection Whitelist.

Figure 616 SQL injection whitelist

@ Online He Apply Settings

Update Reset

Step 2 Enter URLs of servers that will not be protected against SQL injection.

§ - The host name and dain name of a URL should be separated with a slash (/]
4 example, www.google.cn/zG8N.
Note - Each URL should be entered in a separate line.
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Step 3 Click Update to save the settings.

If necessary, cliclResetto undo the configuration.
Step 4 Apply the settings

----End

6.1.6Rule Query

Step 1 ChooseObject > Rule > Rule Query

Figure 617 Rule query

& Rule Query > » | @ Online Help
Q Search «

Rule Name Rule ID

Advanced Options==

Search
15 w 11507 v
Event Reliability
[10000] IP Fragment Overlap Teardrop Denial of Service Aftacks High
[10013] Microsoft IS WebDAV PROPFIND Denial of Service Medium
[10017] Microseft FTP Server STAT Command Globbing Denial of Service High
[10035] Malformed Stream ACK/FIN Small Packets Flood Denial of Service Medium
[10036] mstream ACKJFIN Small Packets Flood Denial of Service Medium
[10039] Windows System TCP/IP OOB Urgent Data DoS Vulnerability High
[100465] Microsoft Share Provider SMB Request Remote Denial of Service(CVE-2002-0724) High
[10051] Microseft SQL Server StackOverflow Vulnerability Medium
[10052] Microsoft SQL Server 2000 Resolution Service keep-alive Denial of Service Medium
[10056] SYN-Flood Half-open TCP Connection Denial of Service Attack Medium
[10058] ICMP-Flood Denial of Service Aftacks Medium

You can search for intrusion prevention rules from the rule base in either of the
following ways:

. ByruleID
. Byrule name

In addition, you can narrow down the search scope to achieve more accurate results by
configuringAdvanced Options

Step 2 Click Advanced Options

The Advanced Optionsarea appears, as showrFigure 618,
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Figure 618 Advanced Options area

Advanced Options< <
NSFCCUS ID CVE_ID BUGTRAQID
Attack method [[] DDos events []Local privilege elevation events [] Information gathering events [] Suspicious nefwork benhavior events
[] Network monitoring events
Severity [[] Critical events [] Medium events [] Low events
Service Type -
Reliability [ High [Medium  []JLow
Search
Table 69 describes advanced parameters.
Table 69 Advanced parameters
Parameter Description
NSFOCUS_ID Specifies the NSFOCUS ID of intrusion prevention rules to search for
CVE_ID Specifies the CVE ID of intrusion prevention rules to search for
BUGTRAQ_ID Specifies the BUGTRAQ ID of intrusion prevention rules to search for
Attack Method Specifies the attack method of intrusion prevention rules to search for.
Severity Specifies the risk level of intrusion prevention rules to search for.
Service Type Specifies the service type of intrusion prevention rules to search for.
Rdiability Specifies the reliability oihtrusion prevention rules to search.for
-—-End

6.2 Configuring Network Objects

Network objects are used to describe network devices or device groups. Currently, NIPS
supports the following network objects:

Subnet

Node

MAC address
IP address pool
Group

6.2.1Subnet

A subnet object is a network segment, that is, an IPv4 or IPv6 subnet specified by an IP
address and subnet mask. To configure a subnet object, follow these steps:

Step 1 ChooseObject > Network > Subnet
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Figure 619 Subnet objedist

Subnet

25 ~

O 10001 any

O o Hame

@ Online Help Apply Settings

Search New

Subnet Description Invert Operation

0.0.0.0/0 Default No

Step 2 Click Newin the upperight corner of the page.

Figure 620 Configuring a subnet object

Mame =«

IP Address =«

Invert

Description

() Yes @) Mo

0].4 Cancel

Step 3 Configure parameters in tidew dialog box.

Table 610 Parameters for configuring a subnet object

Parameter

Description

Name

Specifies the name of the subnet object.

The namemust be unique in the system and cannot contain spaces af
following special characters:

1%\ @ <>{}'&":

IP Address

Specifies the IP address and subnet mask of an IPv4 or IPv6 subnet.

Invert

Controls whether the specified network segnmanthe other network segmen
than the specified one are configured as the subnet object.

Yes indicates that the other network segments than the specified one ar
as the subnet object.

No: indicates that the specified network segment is used aslthetsobject.

Description

Brief description of the subnet object.

Step 4 Click OK to save the settings.
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Step 5 Apply the settings
----End

6.2.2Node

A node object refers to a host specified by an IPv4 or IPv6 address. You can add a node object
in either of the following ways.

6.2.2.1Configuring a Node Obiject
Step 1 ChooseObject > Network > Node

Figure 621 Node object list

Node @ Online Help Apply Settings
25~ Search Import CSV File Esport New

O i Name P Description Invert Operation

O 120001 10.1.6.252 10.1.6.252 Mo }

Step 2 Click Newin the upperight corner of the page.
Figure 622 Configuring a node object

MName =
IP Address =
Invert () Yes (@ No

Description

8],4 Cancel

Step 3 Configure parameters in tidew dialog box.

Table 611 Parameters for configurirgnode object

Parameter Description

Name Specifies the name of the node object.

The name must be unique in the system and cannot contain spaces 3
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Parameter

Description

following special characters:
[\ @ "<>{}'&":

IP Address

Specifies the IP address of thede object, which can be an IPv4 address (sud
192.168.1.1) or IPv6 address (such as fe80::250:56ff:fec0:8).

Invert

Controls whether the specified IP address or other IP addresses than the s
one are used as the node object.

Yes indicates thathe other IP addresses than the specified one are used
node object.

No: indicates that the specified IP address is used as the node object.

Description

Brief description of the node object.

Step 4 Click OK to save the settings.

Step 5 Apply the settings

—-End

6.2.2.2Importing a Node Object

Before importing a CSV file, you need to obtain the CSV file from a-{béudly device or
create one that contains information about a large number of nodes.

A

Caution

Note the following when creating a C3ié:

The name and IP address of a node cannot be empty.
The name is the unique identity of a node.

Both IPv4 (such as 192.168.1.1) and IPv6 (such as fe80::250:56ff:fec0:8/6.
accepted.

The node description is option&.node description, if any, canhthe following
characters: <>V'"

Example:

a node only with the name and IP address: nsfocus1,1.1.1.1
a node with complete information: nsfocus3,2.2.2.2,Nsfocus

Step 1 On theNodepage, clickmport CSV File.
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Figure 623 Import Network Node dialog box
import Network Node [ 7 Rt

| Choose File | Mo file chosen Upload C3V File

Close

Step 2 Click Browseand select the CVS file.
Step 3 Click Upload CSV File
----End

6.2.2.3Exporting a Node Object

You can export node objects in the list as a CS\Mditdackup. The procedure is as follows:
Step 1 On the page shown Figure 621, click Export.
Step 2 In the dialog box that appears, cliSkve

By default, the system exports the object tortbde.cs\file in the download directory of the
host.

You can also click the dppdown arrow next t&aveand choos&ave Asto export this node
to another file or directory.

—End

6.2.3MAC Address

An MAC address object refers to a single MAC address. To configure an MAC address
object, follow these steps:

Step 1 ChooseObject > Network > MAC Address.

Figure 624 MAC address object list

MAC Address @ Oniine Help Apply

25 W Search New

1 D MName MAC Description Operation

o No data is available.

Step 2 Click Newin the uppeitright corner of the page.
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Figure 625 Configuring an MAC address object
I
Name =
MAC =

Description

] Cancel

Step 3 Configure parameters in tidew dialog box.

Table 612 Parameters for configuring an MAC address object

Parameter Description

Name Specifies the name of the MAC address object.

The name must be unique in the system and cannot contain spaces 3
following special characters:

[%\ @"<>{}'&":

MAC Specifies the MAC address of the object. The format of this value isXXXXX -
XX-XX-XX" or "XX: XX XX XX XX:XX", in which X is a hexadecima|
character

Description Brief description of the MAC address object.

Step 4 Click OK to save the settings.
Step 5 Apply the settings
----End

6.2.4IP Address Pool

An IP address pool is a range of consecutive IPv4 or IPv6 addresses that identiffohosts.
configure an IP address pool object, follow these steps:

Step 1 ChooseObject > Network > IP Pool.
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Figure 626 IP address pool objects

IP Poo @ Online Help Apply

25 W Search New
1 D Name 13 Description Invert Operation

10.0.0.0 -
[ 100001 10.0.0.0-10.255.255.255 MNo

10.255.255 255

172.16.0.0 -
[ 100002 172.16.0.0-172.31.255 255 No

172.31.255 255

192.165.0.0-
[ 100003 192.168.0.0-192.168.255.255 No

192.168.255.255

Step 2 Click Newin the upperight corner of the page.

Figure 627 Configuring an IP pool object

Name =

Start IP =

End IP «

Invert () Yes () Mo

Description

OK Cancel

Step 3 Configure parameters in tidew dialog box.

Table 613 Parameters for creating an IP address pool object

Parameter Description

Name Specifies the name of the Heldress pool object.

The name must be unique in the system and cannot contain spaces
following special characters:

[%\  @"<>{}'&":

Start IP Specifies the IP address pool's start IP address, which can be an IPv4
address.

Theversion of the start IP address must be the same as that of the end IP g

End IP Specifies the IP address pool's end IP address, which can be an IPv4
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Parameter Description

address.

The version of the end IP address must be the same as that of the start IR
and must be greater than the start IP address.

Invert Controls whether the specified IP address range or other ranges than the s
one are used as the IP address pool object.

Yes indicates that the other IP address ranges than the specifiedeonsed
as the IP address pool object.

No: indicates that the specified IP address range is used as the IP addrg
object.

Description Brief description of the IP address pool object.

Step 4 Click OK to save the settings.
Step 5 Apply thesettings
----End

6.2.5Network Group

A network group object refers to a logical collection of network objects, node objects, MAC
address objects, IP address pool objects, and existing group objects. To configure a network
group object, follow these steps:

Step 1 ChooseObject > Network > Group.

Figure 628 Network group object list

@ Oniine Help
25 W Search New
] D Name Contained Object Description Invert Operation

o No data is available.

Step 2 Click Newin the upperright corner of the page.
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Figure 629 Configuring a network group object

MName =

Contained Object

Invert

Mew Object

Description

.;'::;. Yes

.;!;. MNo

0K Cancel

Step 3 Configure parameters in tidew dialog box.

Table 614 Parameters for configuring a network group object

Parameter

Description

Name

Specifies the name of the network group object.

The name must be unique in the system and cannot contain spaces 4
following special characters:

[%\ @"<>{}'&":

Contained Object

Specifies the objects that can be containettie network group.

Invert

Controls whether the selected network objects or other network objects in the
down list than the selected ones are contained in the network group object.

Yes indicates that the other network objects than the selemted are
contained in the network group object.

No: indicates that the selected network objects are contained in the ng
group object.

New Object

New network objects, including subnets, nodes, MAC addresses, and IP
Multiple objectsmust besepaated by carriage returns, that is, each object t
up a separate line. New objects are named in the format of "group name
name".

Description

Brief description of the network group object.

Step 4 Click OK to save the settings.
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Step 5 Apply the settings
----End

6.3 Configuring Service Objects

Service objects are used to describe system services, custom services, service groups, and
timeout objects.

6.3.1System Service

System service objects are jolefined services on NIPS. Such objects support automatic
protocol recognition and recognition of protocols on-fised ports. Common protocols,
such as FTP and BitTorrent, can be recognized.

ChooseDbject > Service > System

Figure 630 System service object list

5 t)’ D H
25 W Search
] Name Protocol Option Description
310001 any any Default
310002 echolt] tcp ST (PN -

Destination Port:7

Source Port:any ;

310003 discard[t] tcp .
Destination Port:9
Source Port:any ;
310004 discard[u] udp .
Destination Port:9
Source Port:any ;
310005 systat[t] tcp .
Destination Port: 11
Source Port:any ;
210008 systat[u] udp .
Destination Port: 11
. Source Port:any ;
310007 daytime[f] tcp .
Destination Port:13
: Source Port:any ;
310008 daytime[u] udp .
Destination Port:13
Source Port:any ;
310009 fip[i] tcp FTP. control

Destination Port:21

The Systempage lists all prelefined service objects on NIPS. You can only view and
reference these objects, but cannot create, edit, or delete them.

6.3.2Custom Service

You can configure custom service objects (custom seraids)@s required. To configure a
custom service object, follow these steps:

Step 1 ChooseObject > Service > Custom
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Figure 631 Custom service list

Custom @ Online Help Apply Settings
25 ~ Search Mew

1 o Hame Protocol  Option Description Operation

Source Port:0-65535;
[ 315001  gg tcp o X
Destination Port:0-65535

Step 2 Click Newin the upperight corner of the page.

Figure 632 shows theNew dialog box for configuring a TCP or UDP service objéajure
6-33 shows théNew dialog box for configuring an IP service object.

Figure 632 Configuring a TCP or UDP service object

New x
Protocol
MName =
Source Port = 0-55535

Desfination Port + | 0-R535

Description

OK Cancel
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Figure 633 Configuring an IP service object

Protocol IP
Name =
IP Protocol «

Description

OK Cancel

Step 3 Configure parameters in tidew dialog box.

Table 615 Parameters for configuring a custom service object

Parameter

Description

Protocol

Specifies the protocol type, which can@P, UDP, or IP.

Different protocols require different parameters. WReotocol is set toTCP or
UDP, Source PortandDestination Port need to be specified. Whé&nvotocol is
set tolP, IP Protocol needs to be specified.

Name

Specifies the name of the service object.

The name must be unique in the system and cannot contain spaces 3
following special characters:

1%\ @ <>{}'&":

Source Port

Specifies the source port of the senatgect.

This parameter needs to be specified only wihestocol is set toTCP or UDP.
You can specify multiple ports or port ranges within the range of 0 to 65535

Destination Port

Specifies the destination port of the service object.

This parameter needs to be specified only wihestocol is set toTCP or UDP.
You can specify multiple ports or port ranges within the range of 0 to 65535

IP Protocol

Specifies the IP protocol ID. For examgdlendicates ICMP and indicates IGMP.
The \alue range isi®55.

This parameter needs to be specified only whertocol is set tolP.

Description

Brief description of the service object.

Step 4 Click OK to save the settings.

Step 5 Apply the settings

—End
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6.3.3Service Group

A servicegroup object here refers to a logical collection of system service objects, custom
service objects, and existing service group objects. To configure a service group object, follow
these steps:

Step 1 ChooseObject > Service > Group

Figure 634 Custom service group list

Group @ Online Help

25w Search New

Contained o i
1 D Name Obiect Description Operation
jec

o Mo data is available

Step 2 Click Newin the upperight corner of the page.

Figure 635 Creating a service group object

New x
MName =
Contained Object * -
Description
OK Cancel

Step 3 Configure parameters in tidew dialog box.

Table 616 Parameters for configuring a service group object

Parameter Description

Name Specifies the name of the service group object.

The name must be unique in the system and cannot contain spaces 3
following special characters:

1%\ @ <>{}'&":

Contained Object Specifies the objects contained in the service group.

Description Brief description of the service groopject.
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Step 4 Click OK to save the settings.
Step 5 Apply the settings
----End

6.3.4Service Timeout

Time lengths for protocol communication can be specified for most protocols. You can
specify a service timeout period as required. To configuesvdce timeout period, follow
these steps:

Step 1 ChooseObject > Service > Timeout

Figure 636 Service timeout period list

Timeout @ Online Help Apply
25 W Search New
1 o Protocol Timeout Period Operation
O 1 ssh 36400 2
o 2 telnet 86400 o

Step 2 Click Newin the upperight corner of the page.

Figure 637 Configuring a service timeout period

New x

Protocol | hitp v|

Timeout Period(sec) 0

Ok Cancel

Step 3 Configure parameters in tidew dialog box.

Table 617 Parameters faronfiguring a service timeout period

Parameter Description

Protocol Specifies the type of the protocol used for communication.
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Parameter Description

S,

Note

The timeout period for each protocol type can be configured only once.

Timeout Period(sec) | Specifies the timeout period for communication. The default valie vehich
indicates that the communication will never time out.

S,

Note

The timeout period refers to the allowed maximum interval between
consecutive data flows of the protocol. The seryeesists as long as th
interval between two consecutive data flows is within the specified tim
period.If a long interval is required between two consecutive data flows
protocol, you are advised to specify a long timeout period.

Step 4 Click OK to save the settings.
Step 5 Apply the settings
----End

6.4 Configuring Application Objects

Application objects are used to describe various application technologies such as Kuwo
player. The system is embedded with default application @hjglso, you can configure
custom application objects and filters to filter packets by specifying application objects for
application management policies.

This section describes how to view system application objects, create a custom application
object, ad configure a filter.

6.4.1System Application

The NIPS system comes with system application objects. You can only reference and view
them, but cannot create, edit, or delete them.

Step 1 ChooseDbject > Application > Application.

Click the name of a system applicatiobject to view details about this object.
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Figure 638 System application list

Application @ Online Help A Apply
Q Search = )
Hame Risk Level Type Subcategory Technology
RTSP (1] media photo-video client-server
B  OQurgame
QOurgame (1] media gaming browser-based
QurFriend (1] collaboration instant-messaging client-server

Bl Chinagames Center

Chinagames Center o media gaming client-server
Chinagames Center-web (1] media gaming browser-based
Holdfast Game Platform (1] media gaming client-server

B Tencent

Q0 Remote Assistance o collaboration instant-messaging client-server
ele} (5] collaboration instant-messaging client-zerver
Q0 File Transmission (1] general-internet file-transfer client-zerver
WebQQ © collaboration instant-messaging browser-based
Visiting the QQ Mail Website (1] collaboration email browser-based
QQTalk (1] collaboration voip-video peer-to-peer

Step 2 Click Searchto search for desired system application objects.

Figure 639 Searching for system applications

C, Search =

MName

Type business-systems auth-service
collaboration # | database ™
general-internet erp-crm
media % | general-business W
networking management

Technology -

RiskLevel [J@ U@ 0U© U O

Tag -

Search

Step 3 Configure parameters in ti8earcharea.
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Table 618 Parameters for querying system applications

Parameter Description

Name Specifies the name of the system application object.

Type Specifies the type and subtype to which a system application object belong

Technology Specifies the technology on which the system application object is base
value can bérowser-based client-server, network-protocol, peer-to-peer, or
unknown.

Risk Level Specifies the risk level of the system application object. The value is gerir
ranging from 1 to 5, and a larger value indicates a higher risk level.

Tag Specifies the tag of the system application object. The value c&vdsive
Excessive BandwidthProne to Misuse Transfers Files Tunnels Other Apps
Used by Malware Vulnerability , or Widely used

Step 4 Click Search
System application objects that meet the conditions are displayed.

—-End

6.4.2Custom Application

In addition to system applications, you can configure custom application objects. To configure
a custom applicatioabject, follow these steps:

Step 1 ChooseObject > Application > Custom Application.

Figure 640 Custom application object list

@ OnineHelp | A 4
Q Search =
20 - 11~ New

Name Risk Level Type Subcategory Technology Operation

o Mo data is available.

Step 2 Click Newin the uppeiright corner of the page.
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Figure 641 Configuring an application object

New x
Name = Application Platform | New A
Technology browser-based - Risk Level 1 -
Tag - Matching Range (@ Single-packet Matching (O Session Matching
Type business-systems s | auth-service ~
Protocol Field Configuration Add AND
AND ~
ID Protocol Field Matching Mode Matching Content Operation
HTTP-Request-Method ~ Method GET w -|‘-'r

OK Cancel

Step 3 Configure parameters in tidew dialog box.

Table 619 Parameterfor configuring an application object

Parameter

Description

Name

Specifies the name of the application object.

Application Platform

Specifies the platform on which the application object runs.

If Application Platform is set toNew, the name of thplatform on which the
application runs is the same as the name of the application.

Technology

Specifies the technology on which the system application object is base
value can bérowser-based client-server, network-protocol, peer-to-peer,
or unknown.

Risk Level

Specifies the risk level of the application. The value is an integer ranging
1to 5, and a larger value indicates a higher risk |&@lhow to evaluate th
risk levels of application objects, séealculatingthe Risk Level of an
Application Object

Tag

Specifies the tag of the application object. The value carEvmsive
ExcessiveBandwidth, Prone to Misuse Transfers Files Tunnels Other
Apps, Used by Malware Vulnerability , andWidely used

Matching Range

Specifies the matching range, which can Sieglepacket Matching or
Session Matching

Singlepacket matching means that NIPS matches a single packet
rule and determines accordingly whether an attack exists. A packet
minimum transmission uhbn a packeswitched network. The coverag
of singlepacket matching is smaller than that of session matching.

Session matching means that NIPS matches a single session with
and determines accordingly whether an attack existsession is ar
uninterrupted requestsponse sequence between a client and serve

Type

Specifies the type of the custom application object.

Step 4 Configure protocol fields.
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For how to configure protocol fields, s8&ep 4in section6.1.3.2Advanced Rules
Step 5 Click OK to save the settings.
Step 6 Apply the settings

----End

Calculating the Risk Level of an Application Object

The risk level of an application object is calculated basealldags of this object. From the
perspective of risk level, tags are categorized into three types:

High-level risk indicates an application that tends to impose a severe impacists or
the entire network.

Medium-level risk: indicates an applicatidhat will potentially impose an impact on the
network.

Low-level rik: indicates an application that is widely used but will not impose an impact
on network security.

Table 620lists the risk level of tags.

Table 620 Risk level of tags

No. Tag Description Severity
1 evasive Evasive Medium
2 exband Bandwidth consuming Low

3 misuse Prone to misuse Low

4 transfer Transferring files Medium
5 tunnel Usingother applications as tunnels Medium
6 malware Used by malware High

7 vulner Vulnerable High

8 widely Widely used Low

Tags are weighed based on the risk level. The risk value of an application is calculated using
the following tagbased formulas:
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R : ¢ XEY
w={y g
( 10 X a(x,y).x = "evasive”
1 xa(xy),x = "exband”
1 X a(x.y).x = misuse”
.~ _ ) 10xa(xy).x = "transfer”
fxy) = 10 X a(x.y).x = "tunnel”
g(xy) X a(x.y).x = "malware”
19 x a(x,y).x = "vulner”
\  1xaxy).x="widely"
ey (19, x = "malware”, a("vulner".y) = 0
BX¥)= 110, x = "malware”,a("vulner”,y) =1
/ "widaly"
/
h(x) = [( > fk®/10
R="evasive”
5, h(x) >5
risk = { h(x), 0<h(x)<5
1, h(x)=0

The following is an example of calculating the risk value of an application object:
x ={ "exband,"malwaré,"vulner',"widely" }

h(x) = L( (0 + f(exband,x) + 0 + 0 + 0 + f(malwaré,x) + f(*vulner',x) + f("widely",x) ) /
10)

h(x) = L( (1*a('exband,x) + g("malwaré,x) * a(*malwaré,x) + f(“vulner',x) +
f("widely",x) ) / 10)

h(x) = L( (1 + 10*1 + 19 + 1)/10)
h(x) = L( 31/10 )

h(x)=3
0<h(x)<=5
risk =h(x) =3

6.4.3Application Group

NIPS provides the application group function for you to pick estréd data among massive
amounts of data. You can configure application group to filter data handled by NIPS based on
specific conditions.

Copyright © NSFOCUS 216 V5.6R10F022017-03-27)



NSFOCUS NIPSUser Guide

§ Filters filter applications based on application type and tag, while application g
4 screen applications inraore flexible way by allowing users to pick out apations in
Note terms of keywords in addition to the preceding conditions.

You can achieve the intended filtering effect with application groups only after applying them
to application management policies and traffic management policies. For how to configure
application management policies, see secti@Configuring Application Management

Policies For how to configure traffic management policies, see sectidConfiguring

Traffic Management Policie3o create an application group, follow these steps:

Step 1 ChooseObject > Application > Application Group.

The Application Group page lists all current application group objects.

Figure 642 Application graup list

@ A
25 v M~ Search New
0 Name Included Application Operation

0o 1 789 @ X

Step 2 Click Newin the upperight corner of the page.
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Figure 643 Creating an application group object

s
Name =
Type business-systems A | auth-senvice A
collaboration database
general-internet erp-crm
media general-business
networking v | management v
Technology -
RiskLevel Q@ U@ Ue UO U6
Tag v
Keyword
View Screening Results
Screening Results>>
2=
Selected Aoplications>> v
oK Cancel

Step 3 SetNameto the name of the new application group.

Step 4 Configure filtering parameters.

Table 621 Parameters for filtering applications by an application group

Parameter Description

Type Specifies the type and subtype of the application objects to be filtered K
application group.

Technology Specifies the technologies by which the application objects to be filtered K
application group arariplemented

Risk Level Specifies the risk levels of the application objects to be filtered by the applig
group.

Tag Specifies the tags of the application objects to be filtered by the application

Keyword Specifies the keywords based on which fuzzy searchpications are performeg
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Step 5 Click View Screening Resultdo view all application objects that meet the filtering
conditions.

Step 6 Select application objects to be included in the application group.

Select application objects and cliek. Then the selected dpyations will be added to the
right list.

Figure 644 Viewing selected applications

Name =

Type business-systems * | auth-service Lol
collaboration database
general-internet erp-crm
media general-business
networking « | management v

Technology -

rRsklevel 0@ 0@ O Do 06

Tag -
Keyword
View Screening Results

Screening Results<<
>>

i <<| Selected Appications:>

[0  Application Name Risk Level Type Subcategory Technology

o No data found

oK Cancel

You can click<< to remove the selected applications from the right list.
Step 7 Click OK to save the settings.

The new application group is displayed on Application Group page.

Figure 645 Viewing the new application group

Application Group @ Online Help
25 o Search New
O o Name Included Application Operation
O 1 987 2 (X

Step 8 Apply the settings

-—End
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6.4.4Filter

NIPS provides the filter function for you to pick out desired data among massive amounts of

data. You can configure filters to filter data handled by NIPS basefemific conditions.

Filters can take effect only after being applied to application management policies. For how to

configure application management policies, see seétb@onfiguring Application
Management PolicieJ his section describes how to create a filter.

Step 1 ChooseObject > Application > Filter .

Figure 646 Filter list

O I Name Type Subcategory Technology

0o 345 business-systems auth-service browser-based

00000 = &

@ Online Help A

Search New

Tag Operation

Step 2 Click Newin the uppetright corner of the page.

Figure 647 Creating a filter

Risk Level U Ue Ue He Ue

Tag -
Wiew Screening Results

Screening Resuliss =

OK Cancel

Filter Mame =

Type business-systems auth-service
collaboration | database e
general-internet erp-cm
media % | general-business L
networking managemeant

Technology -

Step 3 Configure parameters in tidew dialog box.
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Table 622 Parameters for creating a filter

Parameter Description

Filter Name Specifies the name of the filter.

Type Specifieghe type and subtype of the application objects to be filtered by the

Technology Specifies the technologies by which the application objects to be filtered K
filter are mplemented

Risk Level Specifies the risk levels of the applicatiajects to be filtered by the filter.

Tag Specifies the tags of the application objects to be filtered by the filter.

After setting filtering parameters, you can cliiew Screening Result$o view all

application objects that meet the filtering coiudtis.
Step 4 Click OK to save the settings.
Step 5 Apply the settings

----End

6.5 Configuring Time Objects

Time objects are used to describe time ranges. Time objects include custom time objects and
time group objects. This section describes howottfigure a custom time object and a time

group object.

6.5.1Custom Time

Each custom time object contains two time periods. You can configure custom time objects as

required. To configure a time object, follow these steps:

Step 1 ChooseObject > Time > Custom.

Figure 648 Custontime object list

= v
1 D Name Type Time
[ 343001 any Daily 00:00 - 23:59 ; 00:00 - 23:59

@

Search New

Description Operation

Default

Step 2 Click Newin the upperright corner of the page.
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Figure 649 Configuring a time object

New 4
MName =
Type | Daily w |
Time 00:00 -23:59 00:00 - 00:00
Description
Ok Cancel

Step 3 Configure parameters in tidew dialog box.

Table 623 Parameters for configuring a time object

Parameter Description

Name Specifies the name of the time object.

The name must be unique in the system and cannot contain spaces 3
following special characters:

\% @ "<>{}'&":

Type Specifies the type of the time object. This parameter can be sBily,
Each workday (Monday to Friday)Weekly, or Monthly .

Time Specifies the two time periods contained in the time object. If only one time (
is needed, leave the second time period at the default @@l0€-00:00. If Type
is set toMonthly , specifyDate also.

Description Brief description of the timebject.

Step 4 Click OK to save the settings.
Step 5 Apply the settings

-—End

6.5.2Time Group

A time group refers to a logical collection of custom time objects and existing time groups. To
configure a time group object, follow these steps:
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Step 1 ChocseObject > Time > Group.

Figure 650 Time group list

Group

1 o Name

@ Online Help Apply
Search New

Contained Object Description Operation

o Mo data is available.

Step 2 Click Newin the upperight corner of the page.

Figure 651 Configuring a time group

Mame =

Contained Cbject «

Description

Ok Cancel

Step 3 Configure parameters in tidew dialog box.

Table 624 Parameters for configuring a time group object

Parameter

Description

Name

Specifies thename of the time group object.

The name must be unique in the system and cannot contain spaces 3
following special characters:

[%\" @"<>{}'&":

Contained Object

Specifies objects contained in the time group.

Description

Brief descriptionof the time group object.

Step 4 Click OK to save the settings.
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Step 5 Apply the settings
----End

6.6 Configuring Sensitive Data Objects

Sensitive data objects can be divided into system sensitive data objects and custom sensitive
data objects.

6.6.1System Sensitive Data Objects

Built-in sensitive data objects can protect internal sensitive data such as identity card
numbers, bank card numbers, and telephone numbers, from being disclosed. To configure a
sensitive data object, follow these steps:

Step 1 Choog Object > Sensitive Data > Sensitive Data

Figure 652 List of system sensitive data objects

Sensitive Data 7]
25 W Search New
] 1D Name Global Threshold Sensitive Data Type Operation

o No data is available.

Step 2 Click Newin the upperight corner of the page.
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Figure 653 Configuring a system sensitive data object

Hew

Mame #

Global Threshold =

Description

|dentify Mo. Threshold

Bank Card Mo. Threshald

Telephone Mo, Threshold

Custom Sensitive Data Threshold 0

OK Cancel

Step 3 Configure parameters in tidew dialog box.

Table 625 Parameters for configuringsgstem sensitive data object

Parameter

Description

Name

Specifies the name of a system sensitive data object.

The name must be unique in the system and cannot contain spaces
following special characters:

\% @ <>{}'&":

Identify No. Threshold

Specifies the number of occurrences of identity card numbers, which
be smaller than the global threshold.

Bank Card No. Threshold

Specifies the number of occurrences of bank card numbers, which m
smaller than the global threshold.

Telephone No. Threshold

Specifies the number of occurrences of telephone numbers, which m
smaller than the global threshold.

Custom Sensitive
Threshold

Dat

Specifies the number of occurrences of a type of sensitive ¢
above which an alert of thtgpe will be triggered.

Global Threshold

Specifies the number of occurrences of sensitive data, which my
greater than the threshold of each type of sensitive data. The value n
an integer ranging from 0 to 65535.
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Parameter Description

When the total number of occunee of sensitive data (including identi
card numbers, bank card numbers, and telephone numbers) exce
global threshold, a global sensitive data alert will be generated.

Description Brief description of the sensitive data object.

Step 4 Click OK to savethe settings.
----End

6.6.2Custom Sensitive Data Objects

To configure a custom sensitive data object, follow these steps:

Step 1 ChooseObject > Sensitive Data > Custom Sensitive Data

Figure 654 List of custom sensitive data objects

sitive Data @ Online Help

Users can customize sensitive data based on signatures. Once a regular expression in a rule is hit, an alert will be triggered.

[] Do not display next time.

1M Search Mew
O o Hame Severity Enable Operation

O 1ps201 54 o Low 2 (%

[0 108292  gg g Low BT

O qos2e2  ip o Low & (%

O 108204 66 O Low 2

O 1os302  dsds o Low 2 (%

00 108295  dsdsd o Low 2 (X

O 1os206  dsdsdi o Low B X

Step 2 Click Newin the upperight corner of the page.
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Figure 655 Creating a custom sensitive data object

New

MName =

Severity (@ Low () Medium (O High

Rule Configuration

Rule ~

ID Matching Mode Matching Content Operation

1 Regular Express

t[

OK Cancel

Step 3 Configure parameters in tidew dialog box.

Table 626 Parameters for creating a custom sensitive data object

Parameter Description

Name Specifies the name of a custom sensitive data object.

The name must be unique in the system and cannot contain spaces
following special characters:

\% @"r<>{}'&":

Severity

Specifies the severity of a custom sensitive data object.

Step 4 Configure rules.

A As incorrect custom rules may affect the engine's efficiergrify the validity of a rule
Caution after creating it.

a. Click e in theOperation column to add a regular expression for the OR relationship.
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Figure 656 Adding a regular expression fiaratching in the OR relationship
New x

MName =

Severity @ Low (O Medium () High

Rule Configuration

Rule ~
D Matching Mode Matching Content Operation
1 Reqular Express +!
2 Regular Express x

OK Cancel

b. Add the matching content.

Add the matching content by following the template, {@]/%36742d{10}([*\d]|$). This
template represents 16 digits, with the first six being 436742.

Step 5 Click OK to save the settings.
Step 6 Apply the settings

-—End

6.7 Configuring a Traffic Channel Object

Traffic channel objects are used by traffic channel management policies, thereby facilitating
traffic management over different channels. To configure a traffic channel dbieet, these
steps:

Step 1 ChooseObject > Traffic Channel.

Figure 657 Traffic channel list

Traffic Channe @ Online Help Apply
25w Search New
Uplink GER Downlink GBR Uplink MBR Downlink MER Maximum
1 D Name Priority ) Operation
{Mbps) (Mbps) {Mbps) {Mbps) Sessions

o No data is available.

Step 2 Click Newin the upperight corner of the page.
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Figure 658 Configuring a traffic channel

New
Mame =
Priority = 3
Uplink GBR{Kbps) = 0

Description

Downlink GBR(Kbps) = |

Uplink MBR(Kbps) = 0

Downlink MBR({Kbps) = ]

Maximum Sessions = ]

OK Cancel

Step 3 Configure parameters in tidew dialog box.

Table 627 Parameters for configuring a traffic channel object

Parameter Description

Name Specifies the name of the traffic channel object.
The name must be unique in the system and cannot contain spaces
following special characters:
\% @ "<>{}"&":

Priority Specifies the priority of the traffichannel object. This parameter can be se

an integer ranging from 0 to 7. A smaller value indicates a higher priority.

Uplink GBR(Kbps)

Specifies the minimum bit ratanit: kbps) for outgoing traffic. The default vall
is 0, indicating that there isonbit rate limit.

A

Note

The total uplink traffic must be greater than the sum of uplink GBR
traffic channels involved in all policies.

Downlink GBR(Kbps)

Specifies the minimum bit rat@init: kbps) for incoming traffic. The defau
value is0, indicatingthat there is no bit rate limit.

A

Note

The total downlink traffic must be greater than the sum of downlink G
of traffic channels involved in all policies.

Uplink MBR(Kbps)

Specifies the maximum bit raf@nit: kbps) for outgoing traffic. The defay
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Parameter Description

valueis 0, indicating that there is no bit rate limit.

Downlink MBR(Kbps) | Specifies the maximum bit ratenit: kbps) for incoming traffic. The defau
value is0, indicating that there is no bit rate limit.

Maximum Sessions Specifies the maximum number of TCP sessions allowed by the traffic ch
The default value i9, indicating that there is no limit to the number of T
sessions.

Description Brief description of the traffic channel object.

Step 4 Click OK to save the settings.
----End

6.8 Clearing Asset Trees

After NIPS successfully connects to ESPC, ESPC can dispatch asstd MéesS.

After receiving asset treefrom ESPC, NIPS identifies assets indicated with
% addresses in asset tse@ccording to the configured asset identification policy (
Not: section7.9.2Asset Identification Policyand displays the identified assets on the a
details page (see secti8riL.6Viewing Asset Details

Step 1 ChooseObject > Asset Tree.

The asset trees dispatched by ESPC are displayed SstbeTreepage, as shown iRigure
6-59.

Figure 659 Asset tree list

Asset Tree © Online Help

% v Search | | Clear

1D Asset Name Upper-Level Asset Covered IP Range Excluded IP Range Description

1 All All any

2 Website All any

Step 2 Clear asset trees.

Click Clear in the upperight corner to clear all asset trees dispatched by ESPC.

——End
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Policies

Policies serve as a basis for NIPS to perform intrusion prevention for networks. With eight
types of policies, NIPS matches the traffic passing through with rules, thereby protecting the
network against various intrusi@vents and ensuring the intranet security.

Figure 71 shows the procedure for configuring policies.

Figure 71 Procedure for configuring policies

C - )i

Configure security zones

Configure objects

Configure rules

A

Configure policies

Are all policies configured? Configure other polices

i YES

Apply the settings

}

< Policies take effect >
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A_ After configuring policies, you musipply thesettings
Caution

This chapter describes how to configure policies. It has the following sections:

Section Description

Common Operations Describes common operations on various policies on NIPS.

Configuring Intrusion Preventiol Describes how to configure intrusion prevention policies and
Policies prevention policies.

Configuring Data Leak Ptection | Describes how to configure data leak prevention policies.
Policies

Configuring Reputation Policies | Describes how taonfigure botnet prevention policies and reputat
policies.

Configuring Advanced Threg Describes how to configure advanced threat ptioiec
Protection

Configuring URL  Category Describes how to configure URL category filtering policies.
Filtering Policies

Configuring Antivirus Policies Describes how to configure antivirus policies.

Configuring User Managemel Describes how to configure user management policies.
Policies

Configuring Application| Describes how to configure application managemeritigsl
Management Policies

Configuring Traffic Managemen Describes how to configure traffic management policies.
Policies

7.1 Common Operations

Common operations on NIPS policies include deleting, enabling/disablongng and
duplicating. This section describes how to perform these common operations.

Moving a Policy
You can move up or down any of the following policies:

Intrusion prevention policy
Sensitive data protection policy
File identification policy

URL categoy policy

Antivirus policy

User management policy
Application management policy
Traffic management policy
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When multiple policies are available in a policy list, NIPS matches packets with these policies
according to the sequence in the list. Therefore ngmd to place strict policies before loose
policies, so as to improve NIPS's efficiency for processing packets.

To move an IPS policy, follow these steps:

Step 1 Click 2 in the row of a policy.

Figure 72 Moving a policy

Move before rulg| |

“-1" indic ates that this rule is moved
to the end of the cumment list.

8]4 Cancel

Step 2 Configure parameters in the dialog box and ofidk.
Step 3 Apply the setting
----End

Duplicating a Policy

If you want to configure a new policy which is similar to the existing one, you can duplicate
the existing policy and modify it as required.

Step 1 Click =) inthe rowofa policy.
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Figure 73 Duplicaing a policy

Duplicate X

Src Security Zone | global -
Dst Security Zone | global -
Src Addr Object = | any -
Dst Addr Object = | any -
ser any -
Time Ohject = any -
Rule Template = Default -
Protection Mode (@) Enable () Disable
Description
Ok Cancel

Step 2 Modify parameters as required and click OK to save the settings.
Step 3 Apply the settings
----End

Deleting Policies
You can delete policies one by one or in batches as follows:

Delete one policy.

1 Click * in theOperation column of a policy and the@K in the confirmation
dialog box.

i Select one policy, clickeleteto the upper right of the list, and then cl©oK in the
confirmation dialog box.

Delete policies in batches.

Select policies, cliceleteto the upper rightfathe list, and then clicloK in the
confirmation dialog box.
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Enabling/Disabling Policies

Only enabled policies can take effect. Thecolumn shows whether policies are enabled. A
red cross %) on the number indicates that this policy is disablegolcy whose number is
free of this red cross is enabled. By default, a security policy is enabled after being created.

Figure 74 Policy list

You can enable/disable policies one by one or in batches as follows:

Enable/Disable policies in batches.

Select policies, click thEnable or Disable button to the upper right of the list, and then
click OK in the confirmation dialog box.

Enable/Disable one policy.

1 Select a policy, click thEnable or Disable button to the upper right of the list, and
then cick OK in the confirmation dialog box.

1 Select or deselect tlenable check box of a policy.

7.2 Configuring Intrusion Prevention Policies

This section covers the following topics:

Intrusion Prevention Policies
DoS Prevention Policies
DNS Configuration

7.2.1Intrusion Prevention Policies

Using intrusion prevention policieNl|PS can proactively defend against known and
unknown attacks and block hacker attacks in real time. The hacker attacks include the
following:

Buffer overflow

SQL injection

Brute-force guessing

DoS
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