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Microsoft's Security Patches for June 2020 Fix 130 Security Vulnerabilities 

 

Overview  

Microsoft released the June 2020 security patches on Tuesday that fix 130 vulnerabilities ranging from simple spoofing attacks to remote 

code execution in various products, including Adobe Flash Player, Android App, Apps, Azure DevOps, Diagnostics Hub, HoloLens, Internet 

Explorer, Microsoft Browsers, Microsoft Edge, Microsoft Edge (Chromium-based) in IE Mode, Microsoft Graphics Component, Microsoft JET 

Database Engine, Microsoft Malware Protection Engine, Microsoft Office, Microsoft Office SharePoint, Microsoft Scripting Engine, Microsoft 

Windows, Microsoft Windows PDF, Open Source Software, System Center, Visual Studio, Windows COM, Windows Diagnostic Hub, 

Windows Error Reporting, Windows Installer, Windows Kernel, Windows Lock Screen, Windows Media, Windows Media Player, Windows 

OLE, Windows Print Spooler Components, Windows Shell, Windows SMB, Windows Update Stack, and Windows Wallet Service.  
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Description of Critical and Important Vulnerabilities 

The security updates fix 8 critical vulnerabilities and 117 important vulnerabilities. Though no exploit is discovered for these 

vulnerabilities, users are still strongly recommended to install updates as soon as possible.  

 SMB vulnerabilities: CVE-2020-1284, CVE-2020-1206, and CVE-2020-1301   

Of three vulnerabilities in Microsoft Server Message Block (SMB), two reside in SMBv3: a denial-of-service vulnerability (CVE-2020-

1284) that can be exploited by authenticated attackers and an information disclosure vulnerability (CVE-2020-1206) that can be exploited 

without authentication. The vulnerability assigned CVE-2020-1301 is a remote code execution vulnerability that requires authentication in 

SMBv1. 

The vulnerability (CVE-2020-1301) reminds people of EternalBlue which is a remote code execution vulnerability in SMBv1 that is 

exploited by the WannaCry ransomware. Unlike EternalBlue, this vulnerability can be exploited only be authenticated attackers. In addition, 

SMBv1 is disabled in Windows 10 by default. 

The vulnerability (CVE-2020-1301) affects Windows 7 and Windows Server 2008 for which official support has been unavailable since 

January 2020. However, patches have been released for the two systems. Since patches are available, users of Windows 7 and Windows Server 

2008 are advised to upgrade their system as soon as possible:  

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1284 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1206 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1301 

 

 Windows Graphics Device Interface (GDI) remote code execution vulnerability:  

Through web-based or file sharing attack scenarios, attackers could exploit the vulnerability (CVE-2020-1248) to entice users to access 

links or open attachments via a specially crafted malicious website or file. Once a user accesses a malicious website or opens a malicious file, the 

attacker could take full control of the vulnerable system with privileges of the current logged-in user.  

 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1301
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1248 

 

 Microsoft Excel remote code execution vulnerabilities: CVE-2020-1225, CVE-2020-1226 

An attacker could exploit this vulnerability by enticing a user to open a crafted Excel document. Successful exploitation allows attackers to 

be able to execute remote code in the context of the current user.  

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1225 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1226 

 

 Microsoft Word for Android remote code execution vulnerability: CVE-2020-1223 

A remote code execution vulnerability in Word of certain Android versions allows attackers to execute arbitrary code remotely. Microsoft 

recommends that users update their application through Google Play. 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1223 

 

 VBScript remote code execution vulnerabilities: CVE-2020-1214, CVE-2020-1215, CVE-2020-1216, CVE-2020-1230, and CVE-

2020-1260 

The VBScript engine does not properly handle objects in memory. Attackers could exploit this vulnerability to execute arbitrary code in the 

context of the current user.  

In a web-based attack scenario, an attacker could build a specially crafted website that is designed to exploit the vulnerability through 

Internet Explorer, and then convince a user to view the website.  

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1214 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1215 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1216 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1230 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1260 

 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1248
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1225
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1226
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1223
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1214
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1215
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1216
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1230
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1260
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 LNK remote code execution vulnerability: CVE-2020-1299 

Microsoft Windows is prone to a remote code execution vulnerability that allows attackers to execute arbitrary code remotely on the target 

system via a malicious .LNK file.  

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1299 

 

Remediation 

Product CVE ID CVE Title Severity Level 

Adobe Flash Player ADV200010 
June 2020 Adobe Flash Security 

Update 
Critical 

Microsoft Office SharePoint CVE-2020-1181 

Microsoft SharePoint Server 

Remote Code Execution 

Vulnerability 

Critical 

Microsoft Scripting Engine CVE-2020-1213 
VBScript Remote Code Execution 

Vulnerability 
Critical 

Microsoft Scripting Engine CVE-2020-1216 
VBScript Remote Code Execution 

Vulnerability 
Critical 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1299
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Windows OLE CVE-2020-1281 
Windows OLE Remote Code 

Execution Vulnerability 
Critical 

Windows Print Spooler Components CVE-2020-1300 
Windows Remote Code Execution 

Vulnerability 
Critical 

Windows Shell CVE-2020-1286 
Windows Shell Remote Code 

Execution Vulnerability 
Critical 

Windows Shell CVE-2020-1299 
LNK Remote Code Execution 

Vulnerability 
Critical 

Android App CVE-2020-1223 
Word for Android Remote Code 

Execution Vulnerability 
Important 

Apps CVE-2020-1329 
Microsoft Bing Search Spoofing 

Vulnerability 
Important 

Azure DevOps CVE-2020-1327 
Azure DevOps Server HTML 

Injection Vulnerability 
Important 
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Diagnostics Hub CVE-2020-1202 
Diagnostic Hub Standard Collector 

Privilege Escalation Vulnerability 
Important 

Diagnostics Hub CVE-2020-1203 
Diagnostic Hub Standard Collector 

Privilege Escalation Vulnerability 
Important 

Diagnostics Hub CVE-2020-1278 

Diagnostics Hub Standard 

Collector Privilege Escalation 

Vulnerability 

Important 

HoloLens CVE-2020-1199 
Windows Feedback Hub Privilege 

Escalation Vulnerability 
Important 

Microsoft Edge CVE-2020-1242 
Microsoft Edge Information 

Disclosure Vulnerability 
Important 

Microsoft Edge (Chromium-based) in IE Mode CVE-2020-1220 
Microsoft Edge (Chromium-based) 

in IE Mode Spoofing Vulnerability 
Important 

Microsoft Graphics Component CVE-2020-0915 
Windows GDI Privilege Escalation 

Vulnerability 
Important 
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Microsoft Graphics Component CVE-2020-0916 
Windows GDI Privilege Escalation 

Vulnerability 
Important 

Microsoft Graphics Component CVE-2020-0986 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Microsoft Graphics Component CVE-2020-1348 
Windows GDI Information 

Disclosure Vulnerability 
Important 

Microsoft Graphics Component CVE-2020-1207 
Win32k Privilege Escalation 

Vulnerability 
Important 

Microsoft Graphics Component CVE-2020-1160 

Microsoft Graphics Component 

Information Disclosure 

Vulnerability 

Important 

Microsoft Graphics Component CVE-2020-1251 
Win32k Privilege Escalation 

Vulnerability 
Important 

Microsoft Graphics Component CVE-2020-1253 
Win32k Privilege Escalation 

Vulnerability 
Important 
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Microsoft Graphics Component CVE-2020-1258 
DirectX Privilege Escalation 

Vulnerability 
Important 

Microsoft JET Database Engine CVE-2020-1208 
Jet Database Engine Remote Code 

Execution Vulnerability 
Important 

Microsoft JET Database Engine CVE-2020-1236 
Jet Database Engine Remote Code 

Execution Vulnerability 
Important 

Microsoft Malware Protection Engine CVE-2020-1163 
Microsoft Windows Defender 

Privilege Escalation Vulnerability 
Important 

Microsoft Malware Protection Engine CVE-2020-1170 
Microsoft Windows Defender 

Privilege Escalation Vulnerability 
Important 

Microsoft Office CVE-2020-1225 
Microsoft Excel Remote Code 

Execution Vulnerability 
Important 

Microsoft Office CVE-2020-1226 
Microsoft Excel Remote Code 

Execution Vulnerability 
Important 
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Microsoft Office CVE-2020-1229 
Microsoft Outlook Security 

Function Bypass Vulnerability 
Important 

Microsoft Office CVE-2020-1321 
Microsoft Office Remote Code 

Execution Vulnerability 
Important 

Microsoft Office CVE-2020-1322 
Microsoft Project Information 

Disclosure Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1183 
Microsoft Office SharePoint XSS 

Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1148 
Microsoft SharePoint Spoofing 

Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1295 
Microsoft SharePoint Privilege 

Escalation Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1298 
Microsoft Office SharePoint XSS 

Vulnerability 
Important 



 

@NSFOCUS 2020                 

 

Microsoft Office SharePoint CVE-2020-1320 
Microsoft Office SharePoint XSS 

Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1177 
Microsoft Office SharePoint XSS 

Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1178 
Microsoft SharePoint Server 

Privilege Escalation Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1289 
Microsoft SharePoint Spoofing 

Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1297 
Microsoft Office SharePoint XSS 

Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1318 
Microsoft Office SharePoint XSS 

Vulnerability 
Important 

Microsoft Office SharePoint CVE-2020-1323 
SharePoint Open Redirect 

Vulnerability 
Important 
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Microsoft Scripting Engine CVE-2020-1214 
VBScript Remote Code Execution 

Vulnerability 
Important 

Microsoft Scripting Engine CVE-2020-1215 
VBScript Remote Code Execution 

Vulnerability 
Important 

Microsoft Scripting Engine CVE-2020-1230 
VBScript Remote Code Execution 

Vulnerability 
Important 

Microsoft Windows CVE-2020-1334 
Windows Runtime Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1196 
Windows Print Configuration 

Privilege Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1197 
Windows Error Reporting Manager 

Privilege Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1201 

Windows Now Playing Session 

Manager Privilege Escalation 

Vulnerability 

Important 
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Microsoft Windows CVE-2020-1204 

Windows Mobile Device 

Management Diagnostics Privilege 

Escalation Vulnerability 

Important 

Microsoft Windows CVE-2020-1209 
Windows Network List Service 

Privilege Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1211 

Connected Devices Platform 

Service Privilege Escalation 

Vulnerability 

Important 

Microsoft Windows CVE-2020-1217 
Windows Runtime Information 

Disclosure Vulnerability 
Important 

Microsoft Windows CVE-2020-1222 
Microsoft Store Runtime Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1120 

Connected User Experiences and 

Telemetry Service Denial-of-

Service Vulnerability 

Important 

Microsoft Windows CVE-2020-1194 
Windows Registry Denial-of-

Service Vulnerability 
Important 



 

@NSFOCUS 2020                 

 

Microsoft Windows CVE-2020-1231 
Windows Runtime Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1233 
Windows Runtime Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1234 
Windows Error Reporting Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1235 
Windows Runtime Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1246 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1271 
Windows Backup Service Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1307 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 
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Microsoft Windows CVE-2020-1312 
Windows Installer Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1316 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1324 
Windows Privilege Escalation 

Vulnerability 
Important 

Microsoft Windows CVE-2020-1162 
Windows Privilege Escalation 

Vulnerability 
Important 

Microsoft Windows CVE-2020-1241 
Windows Kernel Security Function 

Bypass Vulnerability 
Important 

Microsoft Windows CVE-2020-1244 

Connected User Experiences and 

Telemetry Service Denial-of-

Service Vulnerability 

Important 

Microsoft Windows CVE-2020-1255 

Windows Background Intelligent 

Transfer Service Privilege 

Escalation Vulnerability 

Important 
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Microsoft Windows CVE-2020-1259 

Windows Host Guardian Service 

Security Function Bypass 

Vulnerability 

Important 

Microsoft Windows CVE-2020-1263 

Windows Error Reporting 

Information Disclosure 

Vulnerability 

Important 

Microsoft Windows CVE-2020-1268 
Windows Service Information 

Disclosure Vulnerability 
Important 

Microsoft Windows CVE-2020-1270 
Windows WLAN Service Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1283 
Windows Denial-of-Service 

Vulnerability 
Important 

Microsoft Windows CVE-2020-1290 
Win32k Information Disclosure 

Vulnerability 
Important 

Microsoft Windows CVE-2020-1291 

Windows Network Connections 

Service Privilege Escalation 

Vulnerability 

Important 
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Microsoft Windows CVE-2020-1292 
OpenSSH for Windows Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1305 
Windows State Repository Service 

Privilege Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1306 
Windows Runtime Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1309 
Microsoft Store Runtime Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1313 

Windows Update Orchestrator 

Service Privilege Escalation 

Vulnerability 

Important 

Microsoft Windows CVE-2020-1314 
Windows Text Service Framework 

Privilege Escalation Vulnerability 
Important 

Microsoft Windows CVE-2020-1317 
Group Policy Privilege Escalation 

Vulnerability 
Important 
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Microsoft Windows PDF CVE-2020-1248 
GDI+ Remote Code Execution 

Vulnerability 
Important 

Open Source Software CVE-2020-1340 
NuGetGallery Spoofing 

Vulnerability 
Important 

System Center CVE-2020-1331 
System Center Operations Manager 

Spoofing Vulnerability 
Important 

Visual Studio CVE-2020-1343 

Visual Studio Code Live Share 

Information Disclosure 

Vulnerability  

Important 

Windows COM CVE-2020-1311 
Component Object Model Privilege 

Escalation Vulnerability 
Important 

Windows Diagnostic Hub CVE-2020-1257 

Diagnostics Hub Standard 

Collector Privilege Escalation 

Vulnerability 

Important 

Windows Diagnostic Hub CVE-2020-1293 

Diagnostics Hub Standard 

Collector Privilege Escalation 

Vulnerability 

Important 
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Windows Error Reporting CVE-2020-1261 

Windows Error Reporting 

Information Disclosure 

Vulnerability 

Important 

Windows Installer CVE-2020-1277 
Windows Installer Privilege 

Escalation Vulnerability 
Important 

Windows Installer CVE-2020-1272 
Windows Installer Privilege 

Escalation Vulnerability 
Important 

Windows Installer CVE-2020-1302 
Windows Installer Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1237 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1247 
Win32k Privilege Escalation 

Vulnerability 
Important 

Windows Kernel CVE-2020-1262 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 
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Windows Kernel CVE-2020-1269 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1274 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1275 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1280 
Windows Bluetooth Service 

Privilege Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1282 
Windows Runtime Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1310 
Win32k Privilege Escalation 

Vulnerability 
Important 

Windows Kernel CVE-2020-1264 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 
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Windows Kernel CVE-2020-1265 
Windows Runtime Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1266 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1273 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2020-1276 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Windows Lock Screen CVE-2020-1279 
Windows Lockscreen Privilege 

Escalation Vulnerability 
Important 

Windows Media CVE-2020-1238 
Media Foundation Memory 

Corruption Vulnerability 
Important 

Windows Media CVE-2020-1304 
Windows Runtime Privilege 

Escalation Vulnerability 
Important 
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Windows Media Player CVE-2020-1232 
Media Foundation Information 

Disclosure Vulnerability 
Important 

Windows Media Player CVE-2020-1239 
Media Foundation Memory 

Corruption Vulnerability 
Important 

Windows OLE CVE-2020-1212 
OLE Automation Privilege 

Escalation Vulnerability 
Important 

Windows SMB CVE-2020-1206 

Windows SMBv3 Client/Server 

Information Disclosure 

Vulnerability 

Important 

Windows SMB CVE-2020-1284 
Windows SMBv3 Client/Server 

Denial-of-Service Vulnerability 
Important 

Windows SMB CVE-2020-1301 
Windows SMB Remote Code 

Execution Vulnerability 
Important 

Windows Update Stack CVE-2020-1254 
Windows Modules Installer Service 

Privilege Escalation Vulnerability 
Important 
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Windows Wallet Service CVE-2020-1294 
Windows WalletService Privilege 

Escalation Vulnerability 
Important 

Windows Wallet Service CVE-2020-1287 
Windows WalletService Privilege 

Escalation Vulnerability 
Important 

Internet Explorer CVE-2020-1315 
Internet Explorer Information 

Disclosure Vulnerability 
Low 

Microsoft Browsers CVE-2020-1219 
Microsoft Browser Memory 

Corruption Vulnerability 
Moderate 

Microsoft Scripting Engine CVE-2020-1073 
Scripting Engine Memory 

Corruption Vulnerability 
Moderate 

Microsoft Scripting Engine CVE-2020-1260 
VBScript Remote Code Execution 

Vulnerability 
Moderate 

Microsoft Windows CVE-2020-1296 

Windows Diagnostics & Feedback 

Information Disclosure 

Vulnerability 

None 
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Recommended Mitigation Measure 

Microsoft has released the June 2020 security patches to fix these issues. Please install them as soon as possible. 

 

Appendix 

ADV200010 - June 2020 Adobe Flash Security Update 

CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

ADV20001

0 

MITRE 

NVD 

CVE Title: June 2020 Adobe Flash Security Update  

Description:  

This security update addresses the following vulnerability, which is described in Adobe Security Bulletin 

APSB20-30: CVE-2020-9633. 

Critical 

Remote 

Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV200010
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV200010
https://helpx.adobe.com/security/products/flash-player/apsb20-30.html
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

Please note that in the event of any discrepancies. the definitive source of information (for example, 

vulnerability severity and impact) is the Adobe Flash bulletin as referenced. 

 

FAQ: 

How could an attacker exploit these vulnerabilities? In a web-based attack scenario where the user is 

using Internet Explorer for the desktop, an attacker could host a specially crafted website that is designed 

to exploit any of these vulnerabilities through Internet Explorer and then convince a user to view the 

website. An attacker could also embed an ActiveX control marked "safe for initialization" in an application 

or Microsoft Office document that hosts the IE rendering engine. The attacker could also take advantage of 

compromised websites and websites that accept or host user-provided content or advertisements. These 

websites could contain specially crafted content that could exploit any of these vulnerabilities. In all cases, 

however, an attacker would have no way to force users to view the attacker-controlled content. Instead, an 

attacker would have to convince users to take action, typically by clicking a link in an email message or in 

an Instant Messenger message that takes users to the attacker's website, or by opening an attachment sent 

through email. 

In a web-based attack scenario where the user is using Internet Explorer in the Windows 8-style UI, an 

attacker would first need to compromise a website already listed in the Compatibility View (CV) list. An 

attacker could then host a website that contains specially crafted Flash content designed to exploit any of 

these vulnerabilities through Internet Explorer and then convince a user to view the website. An attacker 
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

would have no way to force users to view the attacker-controlled content. Instead, an attacker would have 

to convince users to take action, typically by clicking a link in an email message or in an Instant 

Messenger message that takes users to the attacker's website, or by opening an attachment sent through 

email. For more information about Internet Explorer and the CV List, please see the MSDN Article, 

Developer Guidance for websites with content for Adobe Flash Player in Windows 8. 

 

Mitigations: 

 

Workarounds: 

Workaround refers to a setting or configuration change that would help block known attack vectors before 

you apply the update. 

Prevent Adobe Flash Player from running You can disable attempts to instantiate Adobe Flash Player in 

Internet Explorer and other applications that honor the kill bit feature, such as Office 2007 and Office 

2010, by setting the kill bit for the control in the registry. 

Warning If you use Registry Editor incorrectly, you may cause serious problems that may require you to 

reinstall your operating system. Microsoft cannot guarantee that you can solve problems that result from 

using Registry Editor incorrectly. Use Registry Editor at your own risk. To set the kill bit for the control in 

the registry, perform the following steps: 
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

1. Paste the following into a text file and save it with the .reg file extension. 

2.  Windows Registry Editor Version 5.00 

3.  [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\ActiveX 

Compatibility\{D27CDB6E-AE6D-11CF-96B8-444553540000}] 

4.  "Compatibility Flags"=dword:00000400 

5.  

6.  [HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\ActiveX 

Compatibility\{D27CDB6E-AE6D-11CF-96B8-444553540000}] 

7.  "Compatibility Flags"=dword:00000400 

8. Double-click the .reg file to apply it to an individual system. 

You can also apply this workaround across domains by using Group Policy. For more information 

about Group Policy, see the TechNet article, Group Policy collection. 

Note You must restart Internet Explorer for your changes to take effect. Impact of workaround. There is 

no impact as long as the object is not intended to be used in Internet Explorer. How to undo the 

workaround. Delete the registry keys that were added in implementing this workaround. Prevent Adobe 

Flash Player from running in Internet Explorer through Group Policy Note The Group Policy MMC 

snap-in can be used to set policy for a machine, for an organizational unit, or for an entire domain. For 

more information about Group Policy, visit the following Microsoft Web sites: 



 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

Group Policy Overview What is Group Policy Object Editor? Core Group Policy tools and settings 

To disable Adobe Flash Player in Internet Explorer through Group Policy, perform the following steps: 

Note This workaround does not prevent Flash from being invoked from other applications, such as 

Microsoft Office 2007 or Microsoft Office 2010. 

1. Open the Group Policy Management Console and configure the console to work with the 

appropriate Group Policy object, such as local machine, OU, or domain GPO. 

2. Navigate to the following node: Administrative Templates -> Windows Components -> 

Internet Explorer -> Security Features -> Add-on Management 

3. Double-click Turn off Adobe Flash in Internet Explorer and prevent applications from using 

Internet Explorer technology to instantiate Flash objects. 

4. Change the setting to Enabled. 

5. Click Apply and then click OK to return to the Group Policy Management Console. 

6. Refresh Group Policy on all systems or wait for the next scheduled Group Policy refresh interval 

for the settings to take effect. Prevent Adobe Flash Player from running in Office 2010 on 

affected systems Note This workaround does not prevent Adobe Flash Player from running in 

Internet Explorer. Warning If you use Registry Editor incorrectly, you may cause serious problems 

that may require you to reinstall your operating system. Microsoft cannot guarantee that you can 

solve problems that result from using Registry Editor incorrectly. Use Registry Editor at your own 

risk. For detailed steps that you can use to prevent a control from running in Internet Explorer, see 

https://technet.microsoft.com/library/hh831791
https://technet.microsoft.com/library/cc737816%28v=ws.10%29.aspx
https://technet.microsoft.com/library/cc784165%28v=ws.10%29.aspx
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

Microsoft Knowledge Base Article 240797. Follow the steps in the article to create a Compatibility 

Flags value in the registry to prevent a COM object from being instantiated in Internet Explorer. 

To disable Adobe Flash Player in Office 2010 only, set the kill bit for the ActiveX control for Adobe Flash 

Player in the registry using the following steps: 

1. Create a text file named Disable_Flash.reg with the following contents: 

 

 [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\Common\COM\Compatibility\{D

27CDB6E-AE6D-11CF-96B8-444553540000}] 

 "Compatibility Flags"=dword:00000400 

2. Double-click the .reg file to apply it to an individual system. 

3. Note You must restart Internet Explorer for your changes to take effect. You can also apply this 

workaround across domains by using Group Policy. For more information about Group Policy, see 

the TechNet article, Group Policy collection. Prevent ActiveX controls from running in Office 

2007 and Office 2010 

To disable all ActiveX controls in Microsoft Office 2007 and Microsoft Office 2010, including Adobe 

Flash Player in Internet Explorer, perform the following steps: 

http://go.microsoft.com/fwlink/?LinkID=215719
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

1. Click File, click Options, click Trust Center, and then click Trust Center Settings. 

2. Click ActiveX Settings in the left-hand pane, and then select Disable all controls without 

notifications. 

3. Click OK to save your settings. Impact of workaround. Office documents that use embedded 

ActiveX controls may not display as intended. How to undo the workaround. 

To re-enable ActiveX controls in Microsoft Office 2007 and Microsoft Office 2010, perform the following 

steps: 

1. Click File, click Options, click Trust Center, and then click Trust Center Settings. 

2. Click ActiveX Settings in the left-hand pane, and then deselect Disable all controls without 

notifications. 

3. Click OK to save your settings. Set Internet and Local intranet security zone settings to "High" 

to block ActiveX Controls and Active Scripting in these zones You can help protect against 

exploitation of these vulnerabilities by changing your settings for the Internet security zone to 

block ActiveX controls and Active Scripting. You can do this by setting your browser security to 

High. 

To raise the browsing security level in Internet Explorer, perform the following steps: 

1. On the Internet Explorer Tools menu, click** Internet Option**s. 
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

2. In the Internet Options dialog box, click the Security tab, and then click Internet. 

3. Under Security level for this zone, move the slider to High. This sets the security level for all 

websites you visit to High. 

4. Click Local intranet. 

5. Under Security level for this zone, move the slider to High. This sets the security level for all 

websites you visit to High. 

6. Click OK to accept the changes and return to Internet Explorer. Note If no slider is visible, click 

Default Level, and then move the slider to High. Note Setting the level to High may cause some 

websites to work incorrectly. If you have difficulty using a website after you change this setting, 

and you are sure the site is safe to use, you can add that site to your list of trusted sites. This will 

allow the site to work correctly even with the security setting set to High. Impact of workaround. 

There are side effects to blocking ActiveX Controls and Active Scripting. Many websites on the 

Internet or an intranet use ActiveX or Active Scripting to provide additional functionality. For 

example, an online e-commerce site or banking site may use ActiveX Controls to provide menus, 

ordering forms, or even account statements. Blocking ActiveX Controls or Active Scripting is a 

global setting that affects all Internet and intranet sites. If you do not want to block ActiveX 

Controls or Active Scripting for such sites, use the steps outlined in "Add sites that you trust to the 

Internet Explorer Trusted sites zone". Configure Internet Explorer to prompt before running 

Active Scripting or to disable Active Scripting in the Internet and Local intranet security 

zone 
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

You can help protect against exploitation of these vulnerabilities by changing your settings to prompt 

before running Active Scripting or to disable Active Scripting in the Internet and Local intranet security 

zone. To do this, perform the following steps: 

1. In Internet Explorer, click Internet Options on the Tools menu. 

2. Click the Security tab. 

3. Click Internet, and then click Custom Level. 

4. Under Settings, in the Scripting section, under Active Scripting, click Prompt or Disable, and 

then click OK. 

5. Click Local intranet, and then click Custom Level. 

6. Under Settings, in the Scripting section, under Active Scripting, click Prompt or Disable, and 

then click OK. 

7. Click OK to return to Internet Explorer, and then click OK again. Note Disabling Active Scripting 

in the Internet and Local intranet security zones may cause some websites to work incorrectly. If 

you have difficulty using a website after you change this setting, and you are sure the site is safe to 

use, you can add that site to your list of trusted sites. This will allow the site to work correctly. 

Impact of workaround. There are side effects to prompting before running Active Scripting. 

Many websites that are on the Internet or on an intranet use Active Scripting to provide additional 

functionality. For example, an online e-commerce site or banking site may use Active Scripting to 

provide menus, ordering forms, or even account statements. Prompting before running Active 

Scripting is a global setting that affects all Internet and intranet sites. You will be prompted 
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

frequently when you enable this workaround. For each prompt, if you feel you trust the site that 

you are visiting, click Yes to run Active Scripting. If you do not want to be prompted for all these 

sites, use the steps outlined in "Add sites that you trust to the Internet Explorer Trusted sites zone". 

Add sites that you trust to the Internet Explorer Trusted sites zone After you set Internet 

Explorer to require a prompt before it runs ActiveX controls and Active Scripting in the Internet 

zone and in the Local intranet zone, you can add sites that you trust to the Internet Explorer Trusted 

sites zone. This will allow you to continue to use trusted websites exactly as you do today, while 

helping to protect you from this attack on untrusted sites. We recommend that you add only sites 

that you trust to the Trusted sites zone. 

To do this, perform the following steps: 

1. In Internet Explorer, click Tools, click Internet Options, and then click the Security tab. 

2. In the Select a web content zone to specify its current security settings box, click Trusted Sites, 

and then click Sites. 

3. If you want to add sites that do not require an encrypted channel, click to clear the Require server 

verification (https:) for all sites in this zone check box. 

4. In the Add this website to the zone box, type the URL of a site that you trust, and then click Add. 

5. Repeat these steps for each site that you want to add to the zone. 

6. Click OK two times to accept the changes and return to Internet Explorer. Note Add any sites that 

you trust not to take malicious action on your system. Two sites in particular that you may want to 
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CVE ID Vulnerability Description 

Maximu

m 

Severity 

Rating 

Vulnerabilit

y Impact 

add are *.windowsupdate.microsoft.com and *.update.microsoft.com. These are the sites that 

will host the update, and they require an ActiveX control to install the update. 

 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

ADV200010 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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ADV200010 

Adobe Flash Player on Windows 10 Version 

1803 for 32-bit Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1803 for x64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1803 for ARM64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1809 for 32-bit Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1809 for x64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1809 for ARM64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
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ADV200010 

N/A 

Vector: N/A 

Adobe Flash Player on Windows Server 2019 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1909 for 32-bit Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1909 for x64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1909 for ARM64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1709 for 32-bit Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
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ADV200010 

Adobe Flash Player on Windows 10 Version 

1709 for x64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1709 for ARM64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1903 for 32-bit Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1903 for x64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1903 for ARM64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 for 32-bit 

Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
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ADV200010 

N/A 

Vector: N/A 

Adobe Flash Player on Windows 10 for x64-

based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1607 for 32-bit Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

1607 for x64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows Server 2016 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 8.1 for 32-bit 

systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
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ADV200010 

Adobe Flash Player on Windows 8.1 for x64-

based systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows RT 8.1 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows Server 2012 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows Server 2012 R2 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

2004 for x64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Adobe Flash Player on Windows 10 Version 

2004 for ARM64-based Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
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ADV200010 

N/A 

Vector: N/A 

Adobe Flash Player on Windows 10 Version 

2004 for 32-bit Systems 

4561600 Security 

Update 

 

Critical 
Remote Code 

Execution 
4537759 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

CVE-2020-0915 - Windows GDI Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

0915 

MITRE 

NVD 

CVE Title: Windows GDI Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Windows Graphics Device 

Interface (GDI) handles objects in memory. An attacker who successfully exploited this 

vulnerability could run arbitrary code in kernel mode. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561600
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0915
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-0915
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses the vulnerability by correcting how GDI handles objects in memory and by 

preventing instances of unintended user-mode privilege elevation. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-0915 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-0915 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-0915 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4549951 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4540673 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-0915 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4549951 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4540673 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
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CVE-2020-0915 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-0915 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-0915 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-0915 

Only 

 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-0915 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-0916 - Windows GDI Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

0916 

MITRE 

NVD 

CVE Title: Windows GDI Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Windows Graphics Device 

Interface (GDI) handles objects in memory. An attacker who successfully exploited this 

vulnerability could run arbitrary code in kernel mode. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0916
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-0916
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The update addresses the vulnerability by correcting how GDI handles objects in memory and by 

preventing instances of unintended user-mode privilege elevation. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-0916 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-0916 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-0916 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4549951 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4540673 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-0916 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4549951 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4540673 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4549951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-0916 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-0916 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

Important 

Elevation 

of 

Privilege 

4556840 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
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CVE-2020-0916 

4561674 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-0916 

Only 

 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-0986 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

0986 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0986
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-0986


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-0986 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Windows 10 Version 1803 for 32-bit 

Systems 

4561621 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1803 for x64-based 

Systems 

4561621 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556807 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-0986 

N/A 

Vector: N/A 

Windows Server, version 1803 (Server 

Core Installation) 

4561621 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1803 for ARM64-

based Systems 

4561621 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1809 for 32-bit 

Systems 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1809 for x64-based 

Systems 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1809 for ARM64-

based Systems 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-0986 

Windows Server 2019 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server 2019 (Server Core 

installation) 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1909 for 32-bit 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1909 for x64-based 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1909 for ARM64-

based Systems 

4556799 Security 

Update 

 

Important 
Elevation of 

Privilege 
4549951 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server, version 1909 (Server 

Core installation) 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4556799
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4556799
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-0986 

N/A 

Vector: N/A 

Windows 10 Version 1709 for 32-bit 

Systems 

4561602 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1709 for x64-based 

Systems 

4561602 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1709 for ARM64-

based Systems 

4561602 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1903 for 32-bit 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1903 for x64-based 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-0986 

Windows 10 Version 1903 for ARM64-

based Systems 

4556799 Security 

Update 

 

Important 
Elevation of 

Privilege 
4549951 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server, version 1903 (Server 

Core installation) 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 for 32-bit Systems 

4561649 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 for x64-based Systems 

4561649 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1607 for 32-bit 

Systems 

4561616 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1607 for x64-based 

Systems 

4561616 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556813 

Base: N/A 

Temporal: 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4556799
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4556799
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-0986 

N/A 

Vector: N/A 

Windows Server 2016 

4561616 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server 2016 (Server Core 

installation) 

4561616 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 8.1 for 32-bit systems 

4561666 Monthly 

Rollup 

4561673 Security 

Only 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 8.1 for x64-based systems 

4561666 Monthly 

Rollup 

4561673 Security 

Only 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows RT 8.1 

4561666 Monthly 

Rollup 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-0986 

N/A 

Vector: N/A 

Windows Server 2012 

4561612 Monthly 

Rollup 

4561674 Security 

Only 

 

Important 
Elevation of 

Privilege 
4556840 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server 2012 (Server Core 

installation) 

4561612 Monthly 

Rollup 

4561674 Security 

Only 

 

Important 
Elevation of 

Privilege 
4556840 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server 2012 R2 

4561666 Monthly 

Rollup 

4561673 Security 

Only 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server 2012 R2 (Server Core 

installation) 

4561666 Monthly 

Rollup 

4561673 Security 

Only 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-0986 

Windows 10 Version 2004 for 32-bit 

Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server, version 2004 (Server 

Core installation) 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 2004 for ARM64-

based Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 2004 for x64-based 

Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1073 - Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1073 

MITRE 

NVD 

CVE Title: Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the ChakraCore scripting engine 

handles objects in memory. The vulnerability could corrupt memory in such a way that an 

attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. 

If the current user is logged on with administrative user rights, an attacker who successfully 

exploited the vulnerability could take control of an affected system. An attacker could then install 

programs; view, change, or delete data; or create new accounts with full user rights. 

The security update addresses the vulnerability by modifying how the ChakraCore scripting 

engine handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Moderate 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1073
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1073
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1073 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

ChakraCore 

Release 

Notes 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Maybe 

https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.19
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.19
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.19
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.19
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CVE-2020-1073 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1803 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1073 

for ARM64-

based Systems 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1073 

Version 1809 

for ARM64-

based Systems 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4551853 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1909 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1073 

for x64-based 

Systems 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1909 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1073 

Version 1709 

for x64-based 

Systems 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1073 

Windows 10 

Version 1903 

for x64-based 

Systems 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1073 

Windows 10 

for x64-based 

Systems 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

4561616 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4556813 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1073 

Windows 

Server 2016 

CVE-2020-1120 - Connected User Experiences and Telemetry Service Denial 

of Service Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1120 

MITRE 

NVD 

CVE Title: Connected User Experiences and Telemetry Service Denial of Service 

Vulnerability  

Description:  

A denial of service vulnerability exists when Connected User Experiences and Telemetry 

Service improperly handles file operations. An attacker who successfully exploited this 

vulnerability could cause a system to stop responding. 

To exploit the vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability. 

The security update addresses the vulnerability by correcting how the Connected User 

Experiences and Telemetry Service handles file operations. 

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1120
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1120
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1120 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1120 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 7.1 

Temporal: 6.4 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 7.1 

Temporal: 6.4 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 7.1 

Temporal: 6.4 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 7.1 

Temporal: 6.4 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1148 - Microsoft SharePoint Spoofing Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1148 

MITRE 

NVD 

CVE Title: Microsoft SharePoint Spoofing Vulnerability  

Description:  

A spoofing vulnerability exists when Microsoft SharePoint Server does not properly sanitize a 

specially crafted web request to an affected SharePoint server. An authenticated attacker could 

exploit the vulnerability by sending a specially crafted request to an affected SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. These attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server 

properly sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1148
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1148


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1148 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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CVE-2020-1148 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important Spoofing 4484336 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Enterprise Server 2013 

Service Pack 1 

4484405 Security 

Update 

 

Important Spoofing 4484352 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important Spoofing 4484332 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2010 Service Pack 2 

4484414 Security 

Update 

 

Important Spoofing 4484383 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a9dfa3dd-4b6d-4f13-bce7-708bade49ed4
https://www.microsoft.com/downloads/details.aspx?familyid=a9dfa3dd-4b6d-4f13-bce7-708bade49ed4
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=64f2b71a-05c0-422f-b3e2-7391570b7536
https://www.microsoft.com/downloads/details.aspx?familyid=64f2b71a-05c0-422f-b3e2-7391570b7536
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CVE-2020-1160 - Microsoft Graphics Component Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-

1160 

MITRE 

NVD 

CVE Title: Microsoft Graphics Component Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Microsoft Windows Graphics 

Component improperly handles objects in memory. An attacker who successfully exploited the 

vulnerability could obtain information to further compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. 

The update addresses the vulnerability by correcting the way in which the Windows Graphics 

Component handles objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is uninitialized memory. 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1160
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1160
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1160 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

4561621 

Security 
Important 

Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1160 

1803 for 32-

bit Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 
Information 

Disclosure 
4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1809 for 32-

bit Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1607 for 

x64-based 

Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for x64-

based 

Systems 

4561649 

Security 

Update 

 

Important 
Information 

Disclosure 
4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1160 

Windows 

8.1 for x64-

based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4561616 

Security 
Important 

Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1160 

1607 for 32-

bit Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1709 for 

ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1160 

x64-based 

Systems 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

4561643 

Monthly 

Rollup 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1160 

based 

Systems 

Service Pack 

1 

4561669 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 
Information 

Disclosure 
4556840 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

4561643 

Monthly 

Rollup 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1160 

Service Pack 

1 

4561669 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 7 

for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

8.1 for 32-

bit systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1160 

Only 

 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

RT 8.1 

4561666 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-

based 

Systems 

Service Pack 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1160 

2 (Server 

Core 

installation) 

Only 

 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 
Information 

Disclosure 
4556840 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1160 

version 1903 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1160 

Windows 

Server 2008 

for x64-

based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1160 

Windows 10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1160 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

CVE-2020-1162 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1162 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege (user to user) vulnerability exists in Windows Security Health 

Service when handling certain objects in memory. 

To exploit the vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted command that could exploit the vulnerability to elevate 

privileges. 

The update addresses the vulnerability by correcting how Windows Security Health Service 

handles certain objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1162
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1162
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1162 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

4561602 

Security 
Important 

Elevation 

of 

Privilege 

4556812 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1162 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1162 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1162 

based 

Systems 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1162 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1162 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1163 - Microsoft Windows Defender Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1163 

MITRE 

NVD 

CVE Title: Microsoft Windows Defender Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Windows Defender that leads arbitrary file deletion 

on the system. 

To exploit the vulnerability, an attacker would first have to log on to the system. An attacker could 

then run a specially crafted application that could exploit the vulnerability and take control of an 

affected system. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1163
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1163
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The update addresses the vulnerability by correcting how the Windows Defender handles file 

operations. 

 

FAQ: 

References Identification 

Affected binaries MpCmdRun.exe 

Last version of MpCmdRun.exe affected by this 

vulnerability 

Version 4.18.2004.6 and earlier antimalware 

platform 

First version of MpCmdRun.exe with this 

vulnerability addressed 
Version 4.18.2005.1 

Why is no action required to install this update? 

MpCmdRun.exe is part of the monthly Defender update package installed automatically without a 

need for machine reboot. See KB4052623: Update for Windows Defender antimalware platform 

Customers should still check the Windows Defender antimalware client version to make sure the 

update is happening on their machine. 

How often is the Windows Defender antimalware platform updated? 

https://support.microsoft.com/en-us/help/4052623/update-for-windows-defender-antimalware-platform


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Microsoft typically releases an update for the Windows Defender antimalware platform once a 

month or as needed to protect against new threats. Microsoft also typically updates the malware 

definitions three times daily and can increase the frequency when needed. 

Depending on which Microsoft antimalware software is used and how it is configured, the software 

may search for platform, engine and definition updates every day when connected to the Internet, 

up to multiple times daily. Customers can also choose to manually check for updates at any time. 

What is MpCmdRun.exe? 

MpCmdRun.exe is the Windows Defender command line utility executable used to automate 

Windows Defender tasks like scheduled scan, scheduled update, cleanup, verification, and 

maintenance. 

Does this update contain any additional security-related changes to functionality? 

Yes. In addition to the changes that are listed for this vulnerability, this update includes defense-in-

depth updates to help improve security-related features. 

Where can I find more information about Microsoft antimalware technology? 

For more information, visit the Microsoft Malware Protection Center website. 

https://www.microsoft.com/security/portal/
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Suggested Actions 

Verify that the update is installed 

Customers should verify that the latest version of the Windows Defender antimalware platform and 

definition updates are being actively downloaded and installed for their Microsoft antimalware 

products. 

For more information on how to verify the version number for the Windows Defender antimalware 

platform that your software is currently using, see the section, "Verifying Update Installation", in 

Microsoft Knowledge Base Article 2510781. 

For affected software, verify that the Windows Defender antimalware platform version is 

4.18.2005.1 or later. 

If necessary, install the update 

Administrators of enterprise antimalware deployments should ensure that their update management 

software is configured to automatically approve and distribute engine updates and new malware 

definitions. Enterprise administrators should also verify that the latest version of the Windows 

Defender antimalware platform and definition updates are being actively downloaded, approved 

and deployed in their environment. 

For end-users, the affected software provides built-in mechanisms for the automatic detection and 

deployment of this update. For these customers, the update will be applied within 48 hours of its 

https://support.microsoft.com/kb/2510781
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

availability. The exact time frame depends on the software used, Internet connection, and 

infrastructure configuration. 

End users who do not wish to wait can manually update their antimalware software. For more 

information on how to manually update the Windows Defender antimalware platform and malware 

definitions, refer to Microsoft Knowledge Base Article 2510781. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

https://support.microsoft.com/kb/2510781
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CVE-2020-1163 

Product 
KB 

Article 
Severity Impact Supersedence 

CVSS Score 

Set 

Restart 

Required 

Microsoft Forefront Endpoint Protection 2010  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft System Center Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft System Center 2012 R2 Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft Security Essentials  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft System Center 2012 Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1163 

Windows Defender on Windows 10 Version 1909 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1909 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1909 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server, version 1909 

(Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1803 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1803 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 Base: N/A 

Temporal: 
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CVE-2020-1163 

N/A 

Vector: N/A 

Windows Defender on Windows Server, version 1803 

(Server Core Installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1803 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1809 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1809 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1809 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1163 

Windows Defender on Windows Server 2019  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2019 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1709 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1709 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1709 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1903 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 Base: N/A 

Temporal: 
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CVE-2020-1163 

N/A 

Vector: N/A 

Windows Defender on Windows 10 Version 1903 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1903 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server, version 1903 

(Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 for 32-bit Systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 for x64-based Systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1163 

Windows Defender on Windows 10 Version 1607 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1607 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2016  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2016 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 7 for 32-bit Systems 

Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 7 for x64-based Systems 

Service Pack 1 
 Important 

Elevation of 

Privilege 
 Base: N/A 

Temporal: 
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CVE-2020-1163 

N/A 

Vector: N/A 

Windows Defender on Windows 8.1 for 32-bit systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 8.1 for x64-based systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows RT 8.1  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 for 32-bit 

Systems Service Pack 2 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 for 32-bit 

Systems Service Pack 2 (Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1163 

Windows Defender on Windows Server 2008 for Itanium-

Based Systems Service Pack 2 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 R2 for 

Itanium-Based Systems Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 R2 for x64-

based Systems Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 R2 for x64-

based Systems Service Pack 1 (Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 Base: N/A 

Temporal: 
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CVE-2020-1163 

N/A 

Vector: N/A 

Windows Defender on Windows Server 2012 R2  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012 R2 (Server 

Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

CVE-2020-1170 - Microsoft Windows Defender Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1170 

CVE Title: Microsoft Windows Defender Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege vulnerability exists in Windows Defender that leads arbitrary file deletion 

on the system. 

To exploit the vulnerability, an attacker would first have to log on to the system. An attacker could 

then run a specially crafted application that could exploit the vulnerability and take control of an 

affected system. 

The update addresses the vulnerability by correcting how the Windows Defender handles file 

operations. 

 

FAQ: 

References Identification 

Affected binaries MpCmdRun.exe 

Last version of MpCmdRun.exe affected by this 

vulnerability 

Version 4.18.2004.6 and earlier antimalware 

platform 

First version of MpCmdRun.exe with this 

vulnerability addressed 
Version 4.18.2005.1 

Why is no action required to install this update? 

MpCmdRun.exe is part of the monthly Defender update package installed automatically without a 

need for machine reboot. See KB4052623: Update for Windows Defender antimalware platform 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1170
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1170
https://support.microsoft.com/en-us/help/4052623/update-for-windows-defender-antimalware-platform
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Customers should still check the Windows Defender antimalware client version to make sure the 

update is happening on their machine. 

How often is the Windows Defender antimalware platform updated? 

Microsoft typically releases an update for the Windows Defender antimalware platform once a 

month or as needed to protect against new threats. Microsoft also typically updates the malware 

definitions three times daily and can increase the frequency when needed. 

Depending on which Microsoft antimalware software is used and how it is configured, the software 

may search for platform, engine and definition updates every day when connected to the Internet, 

up to multiple times daily. Customers can also choose to manually check for updates at any time. 

What is MpCmdRun.exe? 

MpCmdRun.exe is the Windows Defender command line utility executable used to automate 

Windows Defender tasks like scheduled scan, scheduled update, cleanup, verification, and 

maintenance. 

Does this update contain any additional security-related changes to functionality? 

Yes. In addition to the changes that are listed for this vulnerability, this update includes defense-in-

depth updates to help improve security-related features. 

Where can I find more information about Microsoft antimalware technology? 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

For more information, visit the Microsoft Malware Protection Center website. 

Suggested Actions 

Verify that the update is installed 

Customers should verify that the latest version of the Windows Defender antimalware platform and 

definition updates are being actively downloaded and installed for their Microsoft antimalware 

products. 

For more information on how to verify the version number for the Windows Defender antimalware 

platform that your software is currently using, see the section, "Verifying Update Installation", in 

Microsoft Knowledge Base Article 2510781. 

For affected software, verify that the Windows Defender antimalware platform version is 

4.18.2005.1 or later. 

If necessary, install the update 

Administrators of enterprise antimalware deployments should ensure that their update management 

software is configured to automatically approve and distribute engine updates and new malware 

definitions. Enterprise administrators should also verify that the latest version of the Windows 

https://www.microsoft.com/security/portal/
https://support.microsoft.com/kb/2510781
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Defender antimalware platform and definition updates are being actively downloaded, approved 

and deployed in their environment. 

For end-users, the affected software provides built-in mechanisms for the automatic detection and 

deployment of this update. For these customers, the update will be applied within 48 hours of its 

availability. The exact time frame depends on the software used, Internet connection, and 

infrastructure configuration. 

End users who do not wish to wait can manually update their antimalware software. For more 

information on how to manually update the Windows Defender antimalware platform and malware 

definitions, refer to Microsoft Knowledge Base Article 2510781. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

https://support.microsoft.com/kb/2510781
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1170 

Product 
KB 

Article 
Severity Impact Supersedence 

CVSS Score 

Set 

Restart 

Required 

Microsoft Forefront Endpoint Protection 2010  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft System Center Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft System Center 2012 R2 Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft Security Essentials  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1170 

Microsoft System Center 2012 Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1803 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1803 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server, version 1803 

(Server Core Installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1803 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1809 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 Base: N/A 

Temporal: 
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CVE-2020-1170 

N/A 

Vector: N/A 

Windows Defender on Windows 10 Version 1809 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1809 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2019  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2019 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1909 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1170 

Windows Defender on Windows 10 Version 1909 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1909 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server, version 1909 

(Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1709 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1709 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1709 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 Base: N/A 

Temporal: 
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CVE-2020-1170 

N/A 

Vector: N/A 

Windows Defender on Windows 10 Version 1903 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1903 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1903 for 

ARM64-based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server, version 1903 

(Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 for 32-bit Systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1170 

Windows Defender on Windows 10 for x64-based Systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1607 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1607 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2016  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2016 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 7 for 32-bit Systems 

Service Pack 1 
 Important 

Elevation of 

Privilege 
 Base: N/A 

Temporal: 
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CVE-2020-1170 

N/A 

Vector: N/A 

Windows Defender on Windows 7 for x64-based Systems 

Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 8.1 for 32-bit systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 8.1 for x64-based systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows RT 8.1  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 for 32-bit 

Systems Service Pack 2 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1170 

Windows Defender on Windows Server 2008 for 32-bit 

Systems Service Pack 2 (Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 for Itanium-

Based Systems Service Pack 2 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 R2 for 

Itanium-Based Systems Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 R2 for x64-

based Systems Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 R2 for x64-

based Systems Service Pack 1 (Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012  Important 
Elevation of 

Privilege 
 Base: N/A 

Temporal: 
 



 

@NSFOCUS 2020                 

 

CVE-2020-1170 

N/A 

Vector: N/A 

Windows Defender on Windows Server 2012 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012 R2  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012 R2 (Server 

Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1177 - Microsoft Office SharePoint XSS Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1177 

MITRE 

NVD 

CVE Title: Microsoft Office SharePoint XSS Vulnerability  

Description:  

A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server does not 

properly sanitize a specially crafted web request to an affected SharePoint server. An 

authenticated attacker could exploit the vulnerability by sending a specially crafted request to an 

affected SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. The attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server 

properly sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1177
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1177
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1177 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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CVE-2020-1177 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important Spoofing 4484336 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important Spoofing 4484332 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 Service 

Pack 1 

4484409 Security 

Update 

 

Important Spoofing 4484364 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1178 - Microsoft SharePoint Server Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1178 

CVE Title: Microsoft SharePoint Server Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Microsoft SharePoint Server does not properly 

sanitize a specially crafted authentication request to an affected SharePoint server. An attacker 

Important 
Elevation of 

Privilege 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

who successfully exploited this vulnerability could execute malicious code on a vulnerable server 

in the context of the SharePoint application pool account. 

To exploit this vulnerability, an authenticated attacker would need to create a page specifically 

designed to cause a server-side request. The attacker would then send a specially-crafted message 

to perform a server-side request forgery attack. 

The update addresses the vulnerability by modifying how Microsoft SharePoint Server manages 

server authentication. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1178
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1178
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1178 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important 
Elevation of 

Privilege 
4484336 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Enterprise Server 2013 

Service Pack 1 

4484405 Security 

Update 

 

Important 
Elevation of 

Privilege 
4484352 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a9dfa3dd-4b6d-4f13-bce7-708bade49ed4
https://www.microsoft.com/downloads/details.aspx?familyid=a9dfa3dd-4b6d-4f13-bce7-708bade49ed4
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CVE-2020-1178 

Microsoft SharePoint Server 2010 Service 

Pack 2 

4484414 Security 

Update 

 

Important 
Elevation of 

Privilege 
4484383 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important 
Elevation of 

Privilege 
4484332 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

CVE-2020-1181 - Microsoft SharePoint Server Remote Code Execution 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1181 

MITRE 

NVD 

CVE Title: Microsoft SharePoint Server Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Microsoft SharePoint Server when it fails to 

properly identify and filter unsafe ASP.Net web controls. An authenticated attacker who 

Critical 
Remote Code 

Execution 

https://www.microsoft.com/downloads/details.aspx?familyid=64f2b71a-05c0-422f-b3e2-7391570b7536
https://www.microsoft.com/downloads/details.aspx?familyid=64f2b71a-05c0-422f-b3e2-7391570b7536
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1181
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1181
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

successfully exploited the vulnerability could use a specially crafted page to perform actions in 

the security context of the SharePoint application pool process. 

To exploit the vulnerability, an authenticated user must create and invoke a specially crafted page 

on an affected version of Microsoft SharePoint Server. 

The security update addresses the vulnerability by correcting how Microsoft SharePoint Server 

handles processing of created content. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1181 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft SharePoint Enterprise Server 

2016 

4484402 Security 

Update 

 

Critical 
Remote Code 

Execution 
4484336 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Critical 
Remote Code 

Execution 
4484332 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2010 

Service Pack 2 

4484391 Security 

Update 

 

Critical 
Remote Code 

Execution 
4484298 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 

Service Pack 1 

4484409 Security 

Update 

 

Critical 
Remote Code 

Execution 
4484364 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=7e5f46c8-8f2a-436d-b388-720472c410de
https://www.microsoft.com/downloads/details.aspx?familyid=7e5f46c8-8f2a-436d-b388-720472c410de
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
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CVE-2020-1183 - Microsoft Office SharePoint XSS Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1183 

MITRE 

NVD 

CVE Title: Microsoft Office SharePoint XSS Vulnerability  

Description:  

A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server does not 

properly sanitize a specially crafted web request to an affected SharePoint server. An 

authenticated attacker could exploit the vulnerability by sending a specially crafted request to an 

affected SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. The attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server 

properly sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1183
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1183
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1183 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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CVE-2020-1183 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important Spoofing 4484336 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important Spoofing 4484332 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 Service 

Pack 1 

4484409 Security 

Update 

 

Important Spoofing 4484364 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1194 - Windows Registry Denial of Service Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1194 

MITRE 

NVD 

CVE Title: Windows Registry Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists when Windows Registry improperly handles 

filesystem operations. An attacker who successfully exploited the vulnerability could cause a 

denial of service against a system. 

Important Denial of Service 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1194
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1194
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

To exploit the vulnerability, an attacker who has access to the system could run a specially 

crafted application. 

The security update addresses the vulnerability by correcting how Windows Registry handles 

filesystem operations and only allowing the tracing to be captured under the default path. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1194 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

2004 (Server 

Core 

installation) 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1194 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4561621 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1194 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, version 

1909 (Server 

4560960 

Security 
Important 

Denial 

of 

Service 

4556799 
Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1194 

Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4561602 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1194 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1194 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4561643 

Monthly 

Rollup 

4561669 

Important 

Denial 

of 

Service 

4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1194 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1194 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 for 

Itanium-Based 

Systems 

Service Pack 2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1194 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1194 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556840 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1194 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556840 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Denial 

of 

Service 

4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1194 

Windows 10 

Version 2004 

for ARM64-

based Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1196 - Windows Print Configuration Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1196 

MITRE 

NVD 

CVE Title: Windows Print Configuration Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the printconfig.dll handles 

objects in memory. An attacker who successfully exploited the vulnerability could execute 

code with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the printconfig.dll properly 

handles objects in memory. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1196
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1196
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1196 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1196 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1196 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1196 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1196 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1196 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1196 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1196 

Service Pack 

1 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1196 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645


 

@NSFOCUS 2020                 

 

CVE-2020-1196 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1196 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1196 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1196 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1197 - Windows Error Reporting Manager Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1197 

MITRE 

NVD 

CVE Title: Windows Error Reporting Manager Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1197
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1197
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

An elevation of privilege vulnerability exists when Windows Error Reporting manager 

improperly handles a process crash. An attacker who successfully exploited this vulnerability 

could delete a targeted file leading to an elevated status. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take 

control of an affected system. 

The security update addresses the vulnerability by correcting how Windows Error Reporting 

manager handles process crashes. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1197 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 6.3 

Temporal: 5.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1197 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 6.3 

Temporal: 5.7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1197 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1197 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1197 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1197 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1197 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1199 - Windows Feedback Hub Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1199 

MITRE 

NVD 

CVE Title: Windows Feedback Hub Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Feedback Hub improperly 

handles objects in memory. An attacker who successfully exploited this vulnerability could 

run processes in an elevated context. 

To exploit this vulnerability, an attacker would first have to log on to the system with 

Windows Mixed Reality installed. An attacker could then run a specially crafted application 

to take control of an affected system. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1199
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1199
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by correcting how the Feedback Hub handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1199 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

1809 for 

HoloLens 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1199 

Windows 10 

Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

2004 for 

HoloLens 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Windows 10 

Version 

1903 for 

HoloLens 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1201 - Windows Now Playing Session Manager Elevation of 

Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1201 

MITRE 

NVD 

CVE Title: Windows Now Playing Session Manager Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way the Windows Now Playing Session 

Manager handles objects in memory. An attacker who successfully exploited this vulnerability 

could run processes in an elevated context. An attacker could then install programs; view, change 

or delete data. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The security update addresses the vulnerability by correcting how the Windows Now Playing 

Session Manager handles objects in memory. 

 

FAQ: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1201
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1201
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1201 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1201 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1201 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1201 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602


 

@NSFOCUS 2020                 

 

CVE-2020-1201 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1201 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1202 - Diagnostic Hub Standard Collector Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1202 

MITRE 

NVD 

CVE Title: Diagnostic Hub Standard Collector Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Diagnostics Hub Standard Collector or 

the Visual Studio Standard Collector fail to properly handle objects in memory. An attacker who 

successfully exploited this vulnerability could run processes in an elevated context. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses the vulnerability by correcting how the Diagnostics Hub Standard 

Collector or the Visual Studio Standard Collector handle objects in memory. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1202
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1202
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1202 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1202 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1202 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1202 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1202 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1202 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Visual Studio 

2017 version 

Release 

Notes 

Security 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
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CVE-2020-1202 

15.9 

(includes 

15.0 - 15.8) 

Update 

 

Microsoft 

Visual Studio 

2019 version 

16.0 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2019 version 

16.4 

(includes 

16.0 - 16.3) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2015 Update 

3 

4562053 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1202 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Visual Studio 

2019 version 

16.6 

(includes 

16.0 - 16.5) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
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CVE-2020-1203 - Diagnostic Hub Standard Collector Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1203 

MITRE 

NVD 

CVE Title: Diagnostic Hub Standard Collector Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Diagnostics Hub Standard Collector or 

the Visual Studio Standard Collector fail to properly handle objects in memory. An attacker who 

successfully exploited this vulnerability could run processes in an elevated context. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses the vulnerability by correcting how the Diagnostics Hub Standard 

Collector or the Visual Studio Standard Collector handle objects in memory. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1203
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1203
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1203 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1203 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1203 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1203 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1203 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1203 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

4557957 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1203 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Visual Studio 

2019 version 

16.6 

(includes 

16.0 - 16.5) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2019 version 

16.4 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
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CVE-2020-1203 

(includes 

16.0 - 16.3) 

Microsoft 

Visual Studio 

2019 version 

16.0 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2017 version 

15.9 

(includes 

15.0 - 15.8) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2015 Update 

3 

4562053 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
http://aka.ms/vs/16/release/latest
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1204 - Windows Mobile Device Management Diagnostics 

Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1204 

MITRE 

NVD 

CVE Title: Windows Mobile Device Management Diagnostics Elevation of Privilege 

Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Windows Mobile Device Management 

(MDM) Diagnostics improperly handles junctions. An attacker who successfully exploited this 

vulnerability could bypass access restrictions to delete files. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and remove 

files. 

The security update addresses the vulnerability by correcting the how Windows MDM 

Diagnostics handles files. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1204
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1204
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1204 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for x64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1204 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1204 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1204 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1204 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1206 - Windows SMBv3 Client/Server Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1206 

MITRE 

NVD 

CVE Title: Windows SMBv3 Client/Server Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists in the way that the Microsoft Server Message Block 

3.1.1 (SMBv3) protocol handles certain requests. An attacker who successfully exploited the 

vulnerability could obtain information to further compromise the userâ€™s system. 

Important 
Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1206
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1206
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

To exploit the vulnerability against a server, an unauthenticated attacker could send a specially crafted 

packet to a targeted SMBv3 server. To exploit the vulnerability against a client, an unauthenticated 

attacker would need to configure a malicious SMBv3 server and convince a user to connect to it. 

The security update addresses the vulnerability by correcting how the SMBv3 protocol handles these 

specially crafted requests. 

 

FAQ: 

What steps can I take to protect my network? 

1. Block TCP port 445 at the enterprise perimeter firewall 

TCP port 445 is used to initiate a connection with the affected component. Blocking this port at the 

network perimeter firewall will help protect systems that are behind that firewall from attempts to 

exploit this vulnerability. This can help protect networks from attacks that originate outside the 

enterprise perimeter. Blocking the affected ports at the enterprise perimeter is the best defense to help 

avoid Internet-based attacks. However, systems could still be vulnerable to attacks from within 

their enterprise perimeter. 

2. Follow Microsoft guidelines to prevent SMB traffic from lateral connections and entering or 

leaving the network 

Preventing SMB traffic from lateral connections and entering or leaving the network 

https://support.microsoft.com/en-us/help/3185535/preventing-smb-traffic-from-lateral-connections
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Are older versions of Windows (other than what is listed in the Security Updates table) affected 

by this vulnerability? 

No, the vulnerability exists in a new feature that was added to Windows 10 version 1903. Older 

versions of Windows do not support SMBv3.1.1 compression and are not affected. 

Windows Server, version 1903 (Server Core installation) and Windows Server, version 1909 

(Server Core installation) are in the Security Updates Table. Are Windows Server, version 1903 

and Windows Server, version 1909 that are not Server Core installation affected by this 

vulnerability? 

No. Windows Server, versions 1903 and 1909 were both released under the Semi-Annual Channel 

(SAC) channel. As such, only a Server Core installation is available. For more information Windows 

servicing channels, please see Servicing Channels-19 

 

Mitigations: 

None  

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly 

recommends that you install the updates for this vulnerability as soon as they become available even if 

you plan to leave this workaround in place: 

Disable SMBv3 compression 

https://docs.microsoft.com/en-us/windows-server/get-started-19/servicing-channels-19
https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

You can disable compression to block unauthenticated attackers from exploiting the vulnerability 

against an SMBv3 Server with the PowerShell command below. 

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" 

DisableCompression -Type DWORD -Value 1 -Force 

Notes: 

1. No reboot is needed after making the change. 

2. This workaround does not prevent exploitation of SMB clients; please see item 2 under 

FAQ to protect clients. 

3. SMB Compression is not yet used by Windows or Windows Server, and disabling SMB 

Compression has no negative performance impact. 

You can disable the workaround with the PowerShell command below. 

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" 

DisableCompression -Type DWORD -Value 0 -Force 

Note: No reboot is needed after disabling the workaround. 

 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1206 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 

10 Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1206 

Windows 

10 Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1909 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1206 

Windows 

10 Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1903 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

2004 for 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1206 

x64-based 

Systems 

Windows 

10 Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

2004 

(Server 

Core 

installation) 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 8.6 

Temporal: 7.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2020-1207 - Win32k Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

CVE Title: Win32k Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

1207 

MITRE 

NVD 

An elevation of privilege vulnerability exists in Windows when the Windows kernel-mode driver 

fails to properly handle objects in memory. An attacker who successfully exploited this 

vulnerability could run arbitrary code in kernel mode. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses this vulnerability by correcting how the Windows kernel-mode driver 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1207
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1207
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1207 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 6.4 

Temporal: 5.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1207 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1207 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1207 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1207 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1207 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1207 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1207 

Service Pack 

2 

Only 

 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1207 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1207 

Service Pack 

1 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1207 

Only 

 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1207 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1208 - Jet Database Engine Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1208 

CVE Title: Jet Database Engine Remote Code Execution Vulnerability  

Description:  
Important 

Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

A remote code execution vulnerability exists when the Windows Jet Database Engine 

improperly handles objects in memory. An attacker who successfully exploited this 

vulnerability could execute arbitrary code on a victim system. 

An attacker could exploit this vulnerability by enticing a victim to open a specially crafted 

file. 

The update addresses the vulnerability by correcting the way the Windows Jet Database 

Engine handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1208
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1208
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1208 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

4561621 

Security 
Important 

Remote 

Code 

Execution 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1208 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1208 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1208 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1208 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1208 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1208 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1208 

Service Pack 

2 

Only 

 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1208 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669


 

@NSFOCUS 2020                 

 

CVE-2020-1208 

Service Pack 

1 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Important 

Remote 

Code 

Execution 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1208 

Only 

 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

4557957 

Security 
Important 

Remote 

Code 

Execution 

4556846 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1208 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1209 - Windows Network List Service Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1209 

CVE Title: Windows Network List Service Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege vulnerability exists in the way that the Windows Network List 

Service handles objects in memory. An attacker who successfully exploited the vulnerability 

could execute code with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the Windows Network List 

Service properly handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1209
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1209
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1209 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1209 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1209 

(Server Core 

installation) 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1211 - Connected Devices Platform Service Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1211 

MITRE 

NVD 

CVE Title: Connected Devices Platform Service Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Connected Devices Platform 

Service handles objects in memory. An attacker who successfully exploited the vulnerability 

could execute code with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the Connected Devices Platform 

Service properly handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1211
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1211
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1211 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1211 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1211 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1211 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1211 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1211 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1211 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1212 - OLE Automation Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-2020-

1212 

MITRE 

NVD 

CVE Title: OLE Automation Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when an OLE Automation component 

improperly handles memory. 

To exploit this vulnerability, an attacker would first have to gain execution on the victim 

system. An attacker could then run a specially crafted application to elevate privileges. 

The security update addresses the vulnerability by correcting how an OLE Automation 

component handles memory. 

 

FAQ: 

None  

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1212
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1212
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1212 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for ARM64-

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1212 

based 

Systems 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621


 

@NSFOCUS 2020                 

 

CVE-2020-1212 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1212 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1212 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1212 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1212 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1212 

Service Pack 

1 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1212 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645


 

@NSFOCUS 2020                 

 

CVE-2020-1212 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1212 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674


 

@NSFOCUS 2020                 

 

CVE-2020-1212 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1212 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1213 - VBScript Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1213 

MITRE 

NVD 

CVE Title: VBScript Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the VBScript engine handles objects 

in memory. The vulnerability could corrupt memory in such a way that an attacker could execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

with administrative user rights, an attacker who successfully exploited the vulnerability could 

take control of an affected system. An attacker could then install programs; view, change, or 

delete data; or create new accounts with full user rights. 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1213
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1213
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed 

to exploit the vulnerability through Internet Explorer and then convince a user to view the 

website. An attacker could also embed an ActiveX control marked "safe for initialization" in an 

application or Microsoft Office document that hosts the IE rendering engine. The attacker could 

also take advantage of compromised websites and websites that accept or host user-provided 

content or advertisements. These websites could contain specially crafted content that could 

exploit the vulnerability. 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1213 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Internet Explorer 11 on Windows 10 Version 

2004 for x64-based Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for ARM64-based Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 9 on Windows Server 2008 for 

32-bit Systems Service Pack 2 

4561670 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Moderate 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 9 on Windows Server 2008 for 

x64-based Systems Service Pack 2 

4561670 Monthly 

Rollup 

4561603 IE 

Moderate 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
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CVE-2020-1213 

Cumulative 

 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1803 for 32-bit Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for x64-based Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for ARM64-based Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1809 for 32-bit Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for x64-based Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1213 

Internet Explorer 11 on Windows 10 Version 

1809 for ARM64-based Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2019 

4561608 Security 

Update 

 

Moderate 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for 32-bit Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for x64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for ARM64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1709 for 32-bit Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1213 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1709 for x64-based Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1709 for ARM64-based Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1903 for 32-bit Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1903 for x64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1903 for ARM64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1213 

Internet Explorer 11 on Windows 10 for 32-bit 

Systems 

4561649 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 for x64-

based Systems 

4561649 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1607 for 32-bit Systems 

4561616 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1607 for x64-based Systems 

4561616 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2016 

4561616 Security 

Update 

 

Moderate 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 7 for 32-bit 

Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Critical 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1213 

Rollup 

 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 7 for x64-based 

Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 8.1 for 32-bit 

systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 8.1 for x64-

based systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows RT 8.1 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2008 R2 

for x64-based Systems Service Pack 1 

4561603 IE 

Cumulative 
Moderate 

Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
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CVE-2020-1213 

4561643 Monthly 

Rollup 

 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows Server 2012 

4561603 IE 

Cumulative 

4561612 Monthly 

Rollup 

 

Moderate 
Remote Code 

Execution 
4556840 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2012 R2 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Moderate 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for 32-bit Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1214 - VBScript Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1214 

MITRE 

NVD 

CVE Title: VBScript Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the VBScript engine handles objects 

in memory. The vulnerability could corrupt memory in such a way that an attacker could execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

with administrative user rights, an attacker who successfully exploited the vulnerability could 

take control of an affected system. An attacker could then install programs; view, change, or 

delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed 

to exploit the vulnerability through Internet Explorer and then convince a user to view the 

website. An attacker could also embed an ActiveX control marked "safe for initialization" in an 

application or Microsoft Office document that hosts the IE rendering engine. The attacker could 

also take advantage of compromised websites and websites that accept or host user-provided 

content or advertisements. These websites could contain specially crafted content that could 

exploit the vulnerability. 

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1214
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1214
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1214 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Internet Explorer 11 on Windows 10 Version 

2004 for x64-based Systems 

4557957 Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 9 on Windows Server 2008 for 

32-bit Systems Service Pack 2 

4561670 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Low 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 9 on Windows Server 2008 for 

x64-based Systems Service Pack 2 

4561670 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Low 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for 32-bit Systems 

4561621 Security 

Update 

 

Important 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for x64-based Systems 

4561621 Security 

Update 

 

Important 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1214 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1803 for ARM64-based Systems 

4561621 Security 

Update 

 

Important 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1809 for 32-bit Systems 

4561608 Security 

Update 

 

Important 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for x64-based Systems 

4561608 Security 

Update 

 

Important 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for ARM64-based Systems 

4561608 Security 

Update 

 

Important 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2019 

4561608 Security 

Update 

 

Low 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1214 

Internet Explorer 11 on Windows 10 Version 

1909 for 32-bit Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for x64-based Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for ARM64-based Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1709 for 32-bit Systems 

4561602 Security 

Update 

 

Important 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1709 for x64-based Systems 

4561602 Security 

Update 

 

Important 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1709 for ARM64-based Systems 

4561602 Security 

Update 

 

Important 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1214 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1903 for 32-bit Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1903 for x64-based Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1903 for ARM64-based Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 for 32-bit 

Systems 

4561649 Security 

Update 

 

Important 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 for x64-

based Systems 

4561649 Security 

Update 

 

Important 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1214 

Internet Explorer 11 on Windows 10 Version 

1607 for 32-bit Systems 

4561616 Security 

Update 

 

Important 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1607 for x64-based Systems 

4561616 Security 

Update 

 

Important 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2016 

4561616 Security 

Update 

 

Low 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 7 for 32-bit 

Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 7 for x64-based 

Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1214 

Internet Explorer 11 on Windows 8.1 for 32-bit 

systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 8.1 for x64-

based systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows RT 8.1 

4561666 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2008 R2 

for x64-based Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Low 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2012 

4561603 IE 

Cumulative 

4561612 Monthly 

Low 
Remote Code 

Execution 
4556840 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
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CVE-2020-1214 

Rollup 

 

Internet Explorer 11 on Windows Server 2012 R2 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Low 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for 32-bit Systems 

4557957 Security 

Update 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for ARM64-based Systems 

4557957 Security 

Update 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1215 - VBScript Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1215 

MITRE 

NVD 

CVE Title: VBScript Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the VBScript engine handles objects 

in memory. The vulnerability could corrupt memory in such a way that an attacker could execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

with administrative user rights, an attacker who successfully exploited the vulnerability could 

take control of an affected system. An attacker could then install programs; view, change, or 

delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed 

to exploit the vulnerability through Internet Explorer and then convince a user to view the 

website. An attacker could also embed an ActiveX control marked "safe for initialization" in an 

application or Microsoft Office document that hosts the IE rendering engine. The attacker could 

also take advantage of compromised websites and websites that accept or host user-provided 

content or advertisements. These websites could contain specially crafted content that could 

exploit the vulnerability. 

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1215
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1215
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1215 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Internet Explorer 9 on Windows Server 2008 for 

32-bit Systems Service Pack 2 

4561670 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Low 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 9 on Windows Server 2008 for 

x64-based Systems Service Pack 2 

4561670 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Low 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for 32-bit Systems 

4561621 Security 

Update 

 

Important 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for x64-based Systems 

4561621 Security 

Update 

 

Important 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for ARM64-based Systems 

4561621 Security 

Update 

 

Important 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1215 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1809 for 32-bit Systems 

4561608 Security 

Update 

 

Important 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for x64-based Systems 

4561608 Security 

Update 

 

Important 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for ARM64-based Systems 

4561608 Security 

Update 

 

Important 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2019 

4561608 Security 

Update 

 

Low 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for 32-bit Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1215 

Internet Explorer 11 on Windows 10 Version 

1909 for x64-based Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for ARM64-based Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1709 for 32-bit Systems 

4561602 Security 

Update 

 

Important 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1709 for x64-based Systems 

4561602 Security 

Update 

 

Important 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1709 for ARM64-based Systems 

4561602 Security 

Update 

 

Important 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1903 for 32-bit Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1215 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1903 for x64-based Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1903 for ARM64-based Systems 

4560960 Security 

Update 

 

Important 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 for 32-bit 

Systems 

4561649 Security 

Update 

 

Important 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 for x64-

based Systems 

4561649 Security 

Update 

 

Important 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1607 for 32-bit Systems 

4561616 Security 

Update 

 

Important 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1215 

Internet Explorer 11 on Windows 10 Version 

1607 for x64-based Systems 

4561616 Security 

Update 

 

Important 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2016 

4561616 Security 

Update 

 

Low 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 7 for 32-bit 

Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 7 for x64-based 

Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 8.1 for 32-bit 

systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1215 

Internet Explorer 11 on Windows 8.1 for x64-

based systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows RT 8.1 

4561666 Monthly 

Rollup 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2008 R2 

for x64-based Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Low 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2012 

4561603 IE 

Cumulative 

4561612 Monthly 

Rollup 

 

Low 
Remote Code 

Execution 
4556840 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2012 R2 

4561603 IE 

Cumulative 

4561666 Monthly 

Low 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1215 

Rollup 

 

Internet Explorer 11 on Windows 10 Version 

2004 for ARM64-based Systems 

4557957 Security 

Update 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for 32-bit Systems 

4557957 Security 

Update 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for x64-based Systems 

4557957 Security 

Update 

 

Important 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1216 - VBScript Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1216 

MITRE 

NVD 

CVE Title: VBScript Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the VBScript engine handles objects 

in memory. The vulnerability could corrupt memory in such a way that an attacker could execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

with administrative user rights, an attacker who successfully exploited the vulnerability could 

take control of an affected system. An attacker could then install programs; view, change, or 

delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed 

to exploit the vulnerability through Internet Explorer and then convince a user to view the 

website. An attacker could also embed an ActiveX control marked "safe for initialization" in an 

application or Microsoft Office document that hosts the IE rendering engine. The attacker could 

also take advantage of compromised websites and websites that accept or host user-provided 

content or advertisements. These websites could contain specially crafted content that could 

exploit the vulnerability. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1216
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1216
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1216 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Internet Explorer 11 on Windows 10 Version 

2004 for 32-bit Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for ARM64-based Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 9 on Windows Server 2008 for 

32-bit Systems Service Pack 2 

4561670 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Moderate 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 9 on Windows Server 2008 for 

x64-based Systems Service Pack 2 

4561670 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Moderate 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for 32-bit Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1216 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1803 for x64-based Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for ARM64-based Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1809 for 32-bit Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for x64-based Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for ARM64-based Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1216 

Internet Explorer 11 on Windows Server 2019 

4561608 Security 

Update 

 

Moderate 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for 32-bit Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for x64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for ARM64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1709 for 32-bit Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1709 for x64-based Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1216 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1709 for ARM64-based Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1903 for 32-bit Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1903 for x64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1903 for ARM64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 for 32-bit 

Systems 

4561649 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1216 

Internet Explorer 11 on Windows 10 for x64-

based Systems 

4561649 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1607 for 32-bit Systems 

4561616 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1607 for x64-based Systems 

4561616 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2016 

4561616 Security 

Update 

 

Moderate 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 7 for 32-bit 

Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 7 for x64-based 

Systems Service Pack 1 

4561603 IE 

Cumulative 
Critical 

Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
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CVE-2020-1216 

4561643 Monthly 

Rollup 

 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 8.1 for 32-bit 

systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 8.1 for x64-

based systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows RT 8.1 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2008 R2 

for x64-based Systems Service Pack 1 

4561603 IE 

Cumulative 

4561643 Monthly 

Rollup 

 

Moderate 
Remote Code 

Execution 
4556836 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1216 

Internet Explorer 11 on Windows Server 2012 

4561603 IE 

Cumulative 

4561612 Monthly 

Rollup 

 

Moderate 
Remote Code 

Execution 
4556840 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2012 R2 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Moderate 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for x64-based Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

CVE-2020-1217 - Windows Runtime Information Disclosure Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-

CVE Title: Windows Runtime Information Disclosure Vulnerability  

Description:  
Important 

Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

1217 

MITRE 

NVD 

An information disclosure vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could read 

memory that was freed and might run arbitrary code in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is uninitialized memory. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1217
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1217
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1217 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 

10 Version 

1803 for 32-

bit Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

4561621 

Security 
Important 

Information 

Disclosure 
4556807 

Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1217 

version 

1803 

(Server 

Core 

Installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

10 Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1809 for 32-

bit Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1809 for 

4561608 

Security 
Important 

Information 

Disclosure 
4551853 

Base: 7 

Temporal: 6.3 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1217 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server 

Core 

installation) 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1217 

1909 for 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 

1909 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1709 for 

4561602 

Security 
Important 

Information 

Disclosure 
4556812 

Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1217 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

10 Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1903 

(Server 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1217 

Core 

installation) 

Windows 

10 Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

2004 

(Server 

Core 

installation) 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

2004 for 

ARM64-

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1217 

based 

Systems 

CVE-2020-1219 - Microsoft Browser Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1219 

MITRE 

NVD 

CVE Title: Microsoft Browser Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that Microsoft browsers access objects in 

memory. The vulnerability could corrupt memory in a way that could allow an attacker to execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

with administrative user rights, the attacker could take control of an affected system. An attacker 

could then install programs; view, change, or delete data; or create new accounts with full user 

rights. 

An attacker could host a specially crafted website that is designed to exploit the vulnerability 

through Microsoft browsers, and then convince a user to view the website. The attacker could 

also take advantage of compromised websites, or websites that accept or host user-provided 

content or advertisements, by adding specially crafted content that could exploit the vulnerability. 

Moderate 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1219
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1219
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

In all cases, however, an attacker would have no way to force users to view the attacker-

controlled content. Instead, an attacker would have to convince users to take action, typically via 

an enticement in email or instant message, or by getting them to open an email attachment. 

The security update addresses the vulnerability by modifying how Microsoft browsers handle 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1219 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

ChakraCore 

Release Notes 

Security Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 2004 for 32-bit Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 2004 for x64-based Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 2004 for ARM64-based Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.19
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.19
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1219 

Internet Explorer 11 on Windows 10 Version 

2004 for x64-based Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for ARM64-based Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

2004 for 32-bit Systems 

4557957 Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for 32-bit Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for x64-based Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1803 for ARM64-based Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1219 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1809 for 32-bit Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for x64-based Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1809 for ARM64-based Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2019 

4561608 Security 

Update 

 

Moderate 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for 32-bit Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1219 

Internet Explorer 11 on Windows 10 Version 

1909 for x64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1909 for ARM64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1709 for 32-bit Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1709 for x64-based Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1709 for ARM64-based Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1903 for 32-bit Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1219 

N/A 

Vector: N/A 

Internet Explorer 11 on Windows 10 Version 

1903 for x64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 Version 

1903 for ARM64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 10 for 32-bit 

Systems 

4561649 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 for x64-

based Systems 

4561649 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 10 Version 

1607 for 32-bit Systems 

4561616 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1219 

Internet Explorer 11 on Windows 10 Version 

1607 for x64-based Systems 

4561616 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows Server 2016 

4561616 Security 

Update 

 

Moderate 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Internet Explorer 11 on Windows 7 for 32-bit 

Systems Service Pack 1 

4561643 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Critical 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 7 for x64-based 

Systems Service Pack 1 

4561643 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Critical 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows 8.1 for 32-bit 

systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1219 

Internet Explorer 11 on Windows 8.1 for x64-

based systems 

4561603 IE 

Cumulative 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows RT 8.1 

4561666 Monthly 

Rollup 

 

Critical 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2008 R2 

for x64-based Systems Service Pack 1 

4561643 Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Moderate 
Remote Code 

Execution 
4556798 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2012 

4561603 IE 

Cumulative 

4561612 Monthly 

Rollup 

 

Moderate 
Remote Code 

Execution 
4556840 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Internet Explorer 11 on Windows Server 2012 R2 

4561603 IE 

Cumulative 

4561666 Monthly 

Moderate 
Remote Code 

Execution 
4556846 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1219 

Rollup 

 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1803 for 32-bit Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1803 for x64-based Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1803 for ARM64-based Systems 

4561621 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1809 for 32-bit Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1809 for x64-based Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1219 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1809 for ARM64-based Systems 

4561608 Security 

Update 

 

Critical 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

Server 2019 

4561608 Security 

Update 

 

Moderate 
Remote Code 

Execution 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1909 for 32-bit Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1909 for x64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1909 for ARM64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1709 for 32-bit Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1219 

N/A 

Vector: N/A 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1709 for x64-based Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1709 for ARM64-based Systems 

4561602 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1903 for 32-bit Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1903 for x64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1903 for ARM64-based Systems 

4560960 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1219 

Microsoft Edge (EdgeHTML-based) on Windows 

10 for 32-bit Systems 

4561649 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 for x64-based Systems 

4561649 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556826 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1607 for 32-bit Systems 

4561616 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

10 Version 1607 for x64-based Systems 

4561616 Security 

Update 

 

Critical 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Microsoft Edge (EdgeHTML-based) on Windows 

Server 2016 

4561616 Security 

Update 

 

Moderate 
Remote Code 

Execution 
4556813 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1220 - Microsoft Edge (Chromium-based) in IE Mode Spoofing 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1220 

MITRE 

NVD 

CVE Title: Microsoft Edge (Chromium-based) in IE Mode Spoofing Vulnerability  

Description:  

A spoofing vulnerability exists when theMicrosoft Edge (Chromium-based) in IE Mode 

improperly handles specific redirects. An attacker who successfully exploits the IE Mode 

vulnerability could trick a user into believing that the user was on a legitimate website. The 

specially crafted website could either spoof content or serve as a pivot to chain an attack with 

other vulnerabilities in web services. 

To exploit the vulnerability, the user must either browse to a malicious website that has the IE 

Mode or be redirected to it. In an email attack scenario, an attacker could send an email message 

in an attempt to convince the user to click a link to a malicious site. 

In a web-based attack scenario, an attacker could host a specially crafted website designed to 

appear as a legitimate website to the user. However, the attacker would have no way to force the 

user to visit the specially crafted website. The attacker would have to convince the user to visit the 

specially crafted website, typically by way of enticement in an email or instant message. 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1220
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1220
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by correcting how IE Mode handles specific 

redirects on Microsoft Edge (Chromium-based). 

 

FAQ: 

What is Microsoft Edge (Chromium-based) in IE Mode? 

Microsoft Edge (Chromium-based) in IE Mode is a feature that emulates Internet Explorer from 

within Microsoft Edge (Chromium-based). For more information please see About IE Mode. 

Should I install this fix if I am not using IE Mode? 

This fix is only needed if you are using IE Mode. However, Microsoft recommends installing the 

latest Windows security updates to ensure your devices remain protected. 

Why are the updates for this CVE the same as for an IE vulnerability? 

The Windows 10 Cumulative Update, Internet Explorer Cumulative Update, or Windows Monthly 

Rollup contains the update for this vulnerability. You need to install one of these to be protected 

from the vulnerability. 

 

Mitigations: 

None  

Workarounds: 

https://docs.microsoft.com/en-us/deployedge/edge-ie-mode
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1220 

Product KB Article Severity Impact Supersedence CVSS Score Set 
Restart 

Required 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

4561621 

Security 

Update 

 

Important Spoofing 4556807 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1220 

Version 

1803 for 

ARM64-

based 

Systems 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1803 for 32-

bit Systems 

4561621 

Security 

Update 

 

Important Spoofing 4556807 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1803 for 

4561621 

Security 

Update 

 

Important Spoofing 4556807 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1220 

x64-based 

Systems 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important Spoofing 4556812 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important Spoofing 4556799 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1220 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important Spoofing 4556799 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important Spoofing 4551853 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(Chromium-

4561608 

Security 
Important Spoofing 4551853 

Base: 5.4 

Temporal: 4.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1220 

based) in IE 

Mode on 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Low Spoofing 4551853 

Base: 3.5 

Temporal: 3.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

2004 for 

ARM64-

4557957 

Security 

Update 

 

Important Spoofing 4551853 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1220 

based 

Systems 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important Spoofing 4556799 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important Spoofing 4556799 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

4560960 

Security 
Important Spoofing 4556799 

Base: 5.4 

Temporal: 4.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1220 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important Spoofing 4556799 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

based) in IE 

4561608 

Security 

Update 

 

Important Spoofing 4551853 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1220 

Mode on 

Windows 10 

Version 

1809 for 32-

bit Systems 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Low Spoofing 4556798 

Base: 3.5 

Temporal: 3.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1607 for 

x64-based 

Systems 

4561616 

Security 

Update 

 

Important Spoofing 4556813 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1220 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 

RT 8.1 

4561666 

Monthly 

Rollup 

 

Important Spoofing 4556846 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important Spoofing 4556846 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

4560960 

Security 

Update 

 

Important Spoofing 4556799 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1220 

1909 for 

ARM64-

based 

Systems 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 7 

for x64-

based 

Systems 

Service Pack 

1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Important Spoofing 4556836 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 

Server 2012 

4561603 IE 

Cumulative 

4561612 

Monthly 

Rollup 

 

Low Spoofing 4556840 

Base: 3.5 

Temporal: 3.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
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CVE-2020-1220 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Low Spoofing 4556836 

Base: 3.5 

Temporal: 3.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1607 for 32-

bit Systems 

4561616 

Security 

Update 

 

Important Spoofing 4556813 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

4561666 

Monthly 
Important Spoofing 4556798 

Base: 5.4 

Temporal: 4.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1220 

(Chromium-

based) in IE 

Mode on 

Windows 

8.1 for 32-bit 

systems 

Rollup 

4561603 IE 

Cumulative 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Low Spoofing 4556813 

Base: 3.5 

Temporal: 3.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1709 for 

ARM64-

4561602 

Security 

Update 

 

Important Spoofing 4556812 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1220 

based 

Systems 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important Spoofing 4556812 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 

8.1 for x64-

based 

systems 

4561666 

Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Important Spoofing 4556798 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

4561649 

Security 
Important Spoofing 4556826 

Base: 5.4 

Temporal: 4.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1220 

based) in IE 

Mode on 

Windows 10 

for x64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important Spoofing 4556826 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(Chromium-

based) in IE 

Mode on 

Windows 7 

for 32-bit 

Systems 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Important Spoofing 4556836 

Base: 5.4 

Temporal: 4.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1220 

Service Pack 

1 

CVE-2020-1222 - Microsoft Store Runtime Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-2020-

1222 

MITRE 

NVD 

CVE Title: Microsoft Store Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Microsoft Store Runtime 

improperly handles memory. 

To exploit this vulnerability, an attacker would first have to gain execution on the victim 

system. An attacker could then run a specially crafted application to elevate privileges. 

The security update addresses the vulnerability by correcting how the Microsoft Store 

Runtime handles memory. 

 

FAQ: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1222
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1222
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1222 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for ARM64-

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1222 

based 

Systems 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1222 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1222 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1222 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1222 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1223 - Word for Android Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

CVE Title: Word for Android Remote Code Execution Vulnerability  

Description:  
Important 

Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

1223 

MITRE 

NVD 

A remote code execution vulnerability exists when Microsoft Word for Android fails to 

properly handle certain files. 

To exploit the vulnerability, an attacker would have to convince a user to open a specially 

crafted URL file. 

The update addresses the vulnerability by correcting how Microsoft Word for Android handles 

specially crafted URL files. 

 

FAQ: 

How do I get the update for Microsoft Word for Android? 

1. Tap the Google Play icon on your home screen. 

2. Swipe in from the left edge of the screen. 

3. Tap My apps & games. 

4. Tap the Update box next to the Microsoft Word app. 

Is there a direct link on the web? 

Yes: https://play.google.com/store/apps/details?id=com.microsoft.office.word&hl=en_US 

 

Mitigations: 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1223
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1223
https://play.google.com/store/apps/details?id=com.microsoft.office.word&hl=en_US
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1223 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Word for 

Android 

Release Notes Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://play.google.com/store/apps/details?id=com.microsoft.office.word&hl=en_US
https://play.google.com/store/apps/details?id=com.microsoft.office.word&hl=en_US
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CVE-2020-1225 - Microsoft Excel Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1225 

MITRE 

NVD 

CVE Title: Microsoft Excel Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Microsoft Excel software when the software fails 

to properly handle objects in memory. An attacker who successfully exploited the vulnerability 

could run arbitrary code in the context of the current user. If the current user is logged on with 

administrative user rights, an attacker could take control of the affected system. An attacker could 

then install programs; view, change, or delete data; or create new accounts with full user rights. 

Users whose accounts are configured to have fewer user rights on the system could be less 

impacted than users who operate with administrative user rights. 

Exploitation of the vulnerability requires that a user open a specially crafted file with an affected 

version of Microsoft Excel. In an email attack scenario, an attacker could exploit the vulnerability 

by sending the specially crafted file to the user and convincing the user to open the file. In a web-

based attack scenario, an attacker could host a website (or leverage a compromised website that 

accepts or hosts user-provided content) containing a specially crafted file designed to exploit the 

vulnerability. An attacker would have no way to force users to visit the website. Instead, an 

attacker would have to convince users to click a link, typically by way of an enticement in an 

email or instant message, and then convince them to open the specially crafted file. 

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1225
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1225
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by correcting how Microsoft Excel handles 

objects in memory. 

 

FAQ: 

Are the updates for the Microsoft Office for Mac currently available? 

The security update for Microsoft Office 2016 for Mac and Microsoft Office 2019 for Mac are 

not immediately available. The updates will be released as soon as possible, and when they are 

available, customers will be notified via a revision to this CVE information. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1225 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft 365 Apps for Enterprise for 

32-bit Systems 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft 365 Apps for Enterprise for 

64-bit Systems 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 32-bit 

editions 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit 

editions 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 
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CVE-2020-1225 

Microsoft Office 2019 for Mac  Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft Excel 2016 (32-bit edition) 

4484403 Security 

Update 

 

Important 
Remote Code 

Execution 
4484338 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Excel 2016 (64-bit edition) 

4484403 Security 

Update 

 

Important 
Remote Code 

Execution 
4484338 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2016 for Mac  Important 
Remote Code 

Execution 
4484338 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft Excel 2010 Service Pack 2 

(32-bit editions) 

4484415 Security 

Update 

 

Important 
Remote Code 

Execution 
4484384 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Excel 2010 Service Pack 2 

(64-bit editions) 

4484415 Security 

Update 

 

Important 
Remote Code 

Execution 
4484384 

Base: N/A 

Temporal: 
Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=53e0fa27-dd24-40c8-957a-14f95b292234
https://www.microsoft.com/downloads/details.aspx?familyid=53e0fa27-dd24-40c8-957a-14f95b292234
https://www.microsoft.com/downloads/details.aspx?familyid=53e0fa27-dd24-40c8-957a-14f95b292234
https://www.microsoft.com/downloads/details.aspx?familyid=53e0fa27-dd24-40c8-957a-14f95b292234
https://www.microsoft.com/downloads/details.aspx?familyid=06389d59-811d-46a6-813d-3f87bd6b8368
https://www.microsoft.com/downloads/details.aspx?familyid=06389d59-811d-46a6-813d-3f87bd6b8368
https://www.microsoft.com/downloads/details.aspx?familyid=06389d59-811d-46a6-813d-3f87bd6b8368
https://www.microsoft.com/downloads/details.aspx?familyid=06389d59-811d-46a6-813d-3f87bd6b8368
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CVE-2020-1225 

N/A 

Vector: N/A 

Microsoft Excel 2013 RT Service Pack 

1 

4484410 Security 

Update 

 

Important 
Remote Code 

Execution 
4484365 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Excel 2013 Service Pack 1 

(32-bit editions) 

4484410 Security 

Update 

 

Important 
Remote Code 

Execution 
4484365 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Excel 2013 Service Pack 1 

(64-bit editions) 

4484410 Security 

Update 

 

Important 
Remote Code 

Execution 
4484365 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 



 

@NSFOCUS 2020                 

 

CVE-2020-1226 - Microsoft Excel Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1226 

MITRE 

NVD 

CVE Title: Microsoft Excel Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Microsoft Excel software when the software fails 

to properly handle objects in memory. An attacker who successfully exploited the vulnerability 

could run arbitrary code in the context of the current user. If the current user is logged on with 

administrative user rights, an attacker could take control of the affected system. An attacker could 

then install programs; view, change, or delete data; or create new accounts with full user rights. 

Users whose accounts are configured to have fewer user rights on the system could be less 

impacted than users who operate with administrative user rights. 

Exploitation of the vulnerability requires that a user open a specially crafted file with an affected 

version of Microsoft Excel. In an email attack scenario, an attacker could exploit the vulnerability 

by sending the specially crafted file to the user and convincing the user to open the file. In a web-

based attack scenario, an attacker could host a website (or leverage a compromised website that 

accepts or hosts user-provided content) containing a specially crafted file designed to exploit the 

vulnerability. An attacker would have no way to force users to visit the website. Instead, an 

attacker would have to convince users to click a link, typically by way of an enticement in an 

email or instant message, and then convince them to open the specially crafted file. 

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1226
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1226
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by correcting how Microsoft Excel handles 

objects in memory. 

 

FAQ: 

Are the updates for the Microsoft Office for Mac currently available? 

The security update for Microsoft Office 2016 for Mac and Microsoft Office 2019 for Mac are 

not immediately available. The updates will be released as soon as possible, and when they are 

available, customers will be notified via a revision to this CVE information. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1226 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft 365 Apps for Enterprise for 

32-bit Systems 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft 365 Apps for Enterprise for 

64-bit Systems 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 32-bit 

editions 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit 

editions 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 
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CVE-2020-1226 

Microsoft Office 2019 for Mac  Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft Excel 2016 (32-bit edition) 

4484403 Security 

Update 

 

Important 
Remote Code 

Execution 
4484338 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Excel 2016 (64-bit edition) 

4484403 Security 

Update 

 

Important 
Remote Code 

Execution 
4484338 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2016 for Mac  Important 
Remote Code 

Execution 
4484338 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft Excel 2010 Service Pack 2 

(32-bit editions) 

4484415 Security 

Update 

 

Important 
Remote Code 

Execution 
4484384 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Excel 2010 Service Pack 2 

(64-bit editions) 

4484415 Security 

Update 

 

Important 
Remote Code 

Execution 
4484384 

Base: N/A 

Temporal: 
Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=53e0fa27-dd24-40c8-957a-14f95b292234
https://www.microsoft.com/downloads/details.aspx?familyid=53e0fa27-dd24-40c8-957a-14f95b292234
https://www.microsoft.com/downloads/details.aspx?familyid=53e0fa27-dd24-40c8-957a-14f95b292234
https://www.microsoft.com/downloads/details.aspx?familyid=53e0fa27-dd24-40c8-957a-14f95b292234
https://www.microsoft.com/downloads/details.aspx?familyid=06389d59-811d-46a6-813d-3f87bd6b8368
https://www.microsoft.com/downloads/details.aspx?familyid=06389d59-811d-46a6-813d-3f87bd6b8368
https://www.microsoft.com/downloads/details.aspx?familyid=06389d59-811d-46a6-813d-3f87bd6b8368
https://www.microsoft.com/downloads/details.aspx?familyid=06389d59-811d-46a6-813d-3f87bd6b8368
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CVE-2020-1226 

N/A 

Vector: N/A 

Microsoft Excel 2013 RT Service Pack 

1 

4484410 Security 

Update 

 

Important 
Remote Code 

Execution 
4484365 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Excel 2013 Service Pack 1 

(32-bit editions) 

4484410 Security 

Update 

 

Important 
Remote Code 

Execution 
4484365 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Excel 2013 Service Pack 1 

(64-bit editions) 

4484410 Security 

Update 

 

Important 
Remote Code 

Execution 
4484365 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 
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CVE-2020-1229 - Microsoft Outlook Security Feature Bypass Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1229 

MITRE 

NVD 

CVE Title: Microsoft Outlook Security Feature Bypass Vulnerability  

Description:  

A security feature bypass vulnerability exists in Microsoft Outlook when Office fails to enforce 

security settings configured on a system. An attacker who successfully exploited this 

vulnerability could cause a system to load remote images. These images could disclose the IP 

address of the targeted system to the attacker. 

Exploitation of the vulnerability requires that a user open a specially crafted image with an 

affected version of Microsoft Office software. In an email attack scenario, an attacker could 

exploit the vulnerability by sending the specially crafted image to the user. 

The update addresses the vulnerability by changing how remote images are processed in Outlook. 

 

FAQ: 

If the preview pane is an attack vector, why is the severity for this vulnerability Important 

and not Critical? 

Important 
Security Feature 

Bypass 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1229
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1229
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Even though the preview pane is an attack vector, the attacker cannot achieve remote code 

execution if they successfully exploit the vulnerability, but can only gain information from the 

victim. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1229 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft 365 Apps for Enterprise for 

32-bit Systems 

Click to Run Security 

Update 

 

Important 
Security Feature 

Bypass 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft 365 Apps for Enterprise for 

64-bit Systems 

Click to Run Security 

Update 

 

Important 
Security Feature 

Bypass 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 32-bit 

editions 

Click to Run Security 

Update 

 

Important 
Security Feature 

Bypass 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit 

editions 

Click to Run Security 

Update 

 

Important 
Security Feature 

Bypass 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for Mac  Important 
Security Feature 

Bypass 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1229 

Microsoft Office 2016 (32-bit edition) 

4484342 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484214 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2016 (64-bit edition) 

4484342 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484214 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2016 (32-bit edition) 

4484396 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484300 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2016 (64-bit edition) 

4484396 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484300 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2016 for Mac  Important 
Security Feature 

Bypass 
4484300 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft Office 2010 Service Pack 2 

(32-bit editions) 

4484373 Security 

Update 

4484378 Security 

Important 
Security Feature 

Bypass 
4484294 

Base: N/A 

Temporal: 
Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=9209dacc-a4e9-45f6-a2b8-2e6dda24544a
https://www.microsoft.com/downloads/details.aspx?familyid=9209dacc-a4e9-45f6-a2b8-2e6dda24544a
https://www.microsoft.com/downloads/details.aspx?familyid=9209dacc-a4e9-45f6-a2b8-2e6dda24544a
https://www.microsoft.com/downloads/details.aspx?familyid=9209dacc-a4e9-45f6-a2b8-2e6dda24544a
https://www.microsoft.com/downloads/details.aspx?familyid=525ae0f7-16d2-450b-8a63-d333e8c93a64
https://www.microsoft.com/downloads/details.aspx?familyid=525ae0f7-16d2-450b-8a63-d333e8c93a64
https://www.microsoft.com/downloads/details.aspx?familyid=525ae0f7-16d2-450b-8a63-d333e8c93a64
https://www.microsoft.com/downloads/details.aspx?familyid=525ae0f7-16d2-450b-8a63-d333e8c93a64
https://www.microsoft.com/downloads/details.aspx?familyid=182fb989-09ff-467f-81e6-bf13f222afcc
https://www.microsoft.com/downloads/details.aspx?familyid=182fb989-09ff-467f-81e6-bf13f222afcc
https://www.microsoft.com/downloads/details.aspx?familyid=86acca92-a216-4367-9f89-5579078c2560
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CVE-2020-1229 

Update 

 

N/A 

Vector: N/A 

Microsoft Office 2010 Service Pack 2 

(64-bit editions) 

4484373 Security 

Update 

4484378 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484294 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2013 RT Service Pack 

1 

4484351 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484117 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2013 Service Pack 1 

(32-bit editions) 

4484351 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484117 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2013 Service Pack 1 

(64-bit editions) 

4484351 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484117 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2010 Service Pack 2 

(32-bit editions) 

4484380 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484295 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=86acca92-a216-4367-9f89-5579078c2560
https://www.microsoft.com/downloads/details.aspx?familyid=182fb989-09ff-467f-81e6-bf13f222afcc
https://www.microsoft.com/downloads/details.aspx?familyid=182fb989-09ff-467f-81e6-bf13f222afcc
https://www.microsoft.com/downloads/details.aspx?familyid=86acca92-a216-4367-9f89-5579078c2560
https://www.microsoft.com/downloads/details.aspx?familyid=86acca92-a216-4367-9f89-5579078c2560
https://www.microsoft.com/downloads/details.aspx?familyid=69f1891e-b403-4ec9-ab62-69b1abf13322
https://www.microsoft.com/downloads/details.aspx?familyid=69f1891e-b403-4ec9-ab62-69b1abf13322
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CVE-2020-1229 

Microsoft Word 2010 Service Pack 2 

(64-bit editions) 

4484380 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484295 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2013 RT Service Pack 1 

4484361 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484319 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2013 Service Pack 1 

(32-bit editions) 

4484361 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484319 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2013 Service Pack 1 

(64-bit editions) 

4484361 Security 

Update 

 

Important 
Security Feature 

Bypass 
4484319 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=69f1891e-b403-4ec9-ab62-69b1abf13322
https://www.microsoft.com/downloads/details.aspx?familyid=69f1891e-b403-4ec9-ab62-69b1abf13322
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CVE-2020-1230 - VBScript Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1230 

MITRE 

NVD 

CVE Title: VBScript Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the VBScript engine handles objects 

in memory. The vulnerability could corrupt memory in such a way that an attacker could execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

with administrative user rights, an attacker who successfully exploited the vulnerability could 

take control of an affected system. An attacker could then install programs; view, change, or 

delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed 

to exploit the vulnerability through Internet Explorer and then convince a user to view the 

website. An attacker could also embed an ActiveX control marked "safe for initialization" in an 

application or Microsoft Office document that hosts the IE rendering engine. The attacker could 

also take advantage of compromised websites and websites that accept or host user-provided 

content or advertisements. These websites could contain specially crafted content that could 

exploit the vulnerability. 

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1230
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1230
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1230 

Product KB Article Severity Impact Supersedence CVSS Score Set 
Restart 

Required 

Internet 

Explorer 9 

on 

Windows 

Server 

2008 for 

32-bit 

Systems 

Service 

Pack 2 

4561670 

Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Low 

Remote 

Code 

Execution 

4556798 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 9 

on 

Windows 

Server 

2008 for 

x64-based 

Systems 

Service 

Pack 2 

4561670 

Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Low 

Remote 

Code 

Execution 

4556798 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603


 

@NSFOCUS 2020                 

 

CVE-2020-1230 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1803 for 

32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1230 

Version 

1803 for 

ARM64-

based 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1809 for 

32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1230 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

Server 

2019 

4561608 

Security 

Update 

 

Low 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1909 for 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1230 

32-bit 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1230 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1709 for 

32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1230 

Version 

1709 for 

ARM64-

based 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1903 for 

32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1230 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 for 32-

bit 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 for 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1230 

x64-based 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1607 for 

32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1607 for 

x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

4561616 

Security 
Low 

Remote 

Code 

Execution 

4556813 
Base: 7.5 

Temporal: 6.7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1230 

Windows 

Server 

2016 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Internet 

Explorer 

11 on 

Windows 

7 for 32-

bit 

Systems 

Service 

Pack 1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

7 for x64-

based 

Systems 

Service 

Pack 1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1230 

Internet 

Explorer 

11 on 

Windows 

8.1 for 32-

bit 

systems 

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

8.1 for 

x64-based 

systems 

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

RT 8.1 

4561666 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

4561603 IE 

Cumulative 

4561643 

Monthly 

Low 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1230 

Server 

2008 R2 

for x64-

based 

Systems 

Service 

Pack 1 

Rollup 

 

Internet 

Explorer 

11 on 

Windows 

Server 

2012 

4561603 IE 

Cumulative 

4561612 

Monthly 

Rollup 

 

Low 

Remote 

Code 

Execution 

4556840 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

Server 

2012 R2 

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Low 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1230 

10 

Version 

2004 for 

ARM64-

based 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

2004 for 

32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

2004 for 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1230 

x64-based 

Systems 

CVE-2020-1231 - Windows Runtime Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1231 

MITRE 

NVD 

CVE Title: Windows Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could run 

arbitrary code in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1231
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1231
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1231 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1231 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1231 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1231 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1231 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1231 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1231 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

Important 

Elevation 

of 

Privilege 

4556840 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
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CVE-2020-1231 

4561674 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1231 

Only 

 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1232 - Media Foundation Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1232 

MITRE 

NVD 

CVE Title: Media Foundation Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when Media Foundation improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could obtain 

information to further compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log onto an affected system and open a 

specially crafted file. In a web-based attack scenario, an attacker could host a website (or leverage 

a compromised website that accepts or hosts user-provided content) that contains a specially 

crafted file that is designed to exploit the vulnerability. However, an attacker would have no way 

to force the user to visit the website. Instead, an attacker would have to convince the user to click 

a link, typically by way of an enticement in an email or Instant Messenger message, and then 

convince the user to open the specially crafted file. 

The update addresses the vulnerability by correcting how Media Foundation handles objects in 

memory. 

 

FAQ: 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1232
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1232
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is uninitialized memory. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1232 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 

10 Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

2004 

(Server 

Core 

installation) 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1803 for 32-

bit Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1232 

Windows 

Server, 

version 

1803 

(Server 

Core 

Installation) 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1809 for 32-

bit Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1232 

Windows 

10 Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server 

Core 

installation) 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1909 for 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1232 

x64-based 

Systems 

Windows 

10 Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1909 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1709 for 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1232 

x64-based 

Systems 

Windows 

10 Version 

1709 for 

ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1232 

Windows 

Server, 

version 

1903 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1607 for 32-

bit Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

10 Version 

1607 for 

x64-based 

Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server 

4561616 

Security 
Important 

Information 

Disclosure 
4556813 

Base: 6.5 

Temporal: 5.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1232 

Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

10 Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

10 Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2020-1233 - Windows Runtime Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1233 

CVE Title: Windows Runtime Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could run 

arbitrary code in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1233
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1233
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1233 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1233 

(Server Core 

Installation) 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1233 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1233 

(Server Core 

installation) 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1233 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1233 

based 

Systems 

CVE-2020-1234 - Windows Error Reporting Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-2020-

1234 

MITRE 

NVD 

CVE Title: Windows Error Reporting Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Windows Error Reporting improperly 

handles objects in memory. 

To exploit this vulnerability, an attacker would first have to gain execution on the victim 

system. An attacker could then run a specially crafted application to elevate privileges. 

The security update addresses the vulnerability by correcting how the Windows Error 

Reporting handles objects in memory. 

 

FAQ: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1234
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1234
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1234 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1234 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1234 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1234 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1234 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1234 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

4557957 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1234 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1235 - Windows Runtime Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1235 

MITRE 

NVD 

CVE Title: Windows Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could run 

arbitrary code in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1235
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1235
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1235 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1235 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1235 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1235 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1235 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1235 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1235 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1236 - Jet Database Engine Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1236 

MITRE 

NVD 

CVE Title: Jet Database Engine Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows Jet Database Engine 

improperly handles objects in memory. An attacker who successfully exploited this 

vulnerability could execute arbitrary code on a victim system. 

An attacker could exploit this vulnerability by enticing a victim to open a specially crafted 

file. 

The update addresses the vulnerability by correcting the way the Windows Jet Database 

Engine handles objects in memory. 

Important 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1236
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1236
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1236 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1236 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1236 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1236 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1236 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1236 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1236 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

4561643 

Monthly 

Rollup 

Important 

Remote 

Code 

Execution 

4556836 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1236 

Service Pack 

1 

4561669 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673


 

@NSFOCUS 2020                 

 

CVE-2020-1236 

Only 

 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1236 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1236 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1236 

Core 

installation) 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1236 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1237 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1237 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Windows Kernel handles 

objects in memory. An attacker who successfully exploited the vulnerability could execute 

code with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1237
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1237
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by ensuring the Windows Kernel properly 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 



 

@NSFOCUS 2020                 

 

CVE-2020-1237 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1237 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1237 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1237 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1237 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1238 - Media Foundation Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1238 

MITRE 

NVD 

CVE Title: Media Foundation Memory Corruption Vulnerability  

Description:  

A memory corruption vulnerability exists when Windows Media Foundation improperly 

handles objects in memory. An attacker who successfully exploited the vulnerability could 

install programs; view, change, or delete data; or create new accounts with full user rights. 

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a 

user to open a specially crafted document, or by convincing a user to visit a malicious webpage. 

The security update addresses the vulnerability by correcting how Windows Media Foundation 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1238
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1238
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1238 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

1803 for 32-

bit Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

4561621 

Security 
Important 

Remote 

Code 

Execution 

4556807 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1238 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1809 for 32-

bit Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1238 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1238 

Windows 10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

4561602 

Security 
Important 

Remote 

Code 

Execution 

4556812 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1238 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1238 

Windows 10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1239 - Media Foundation Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1239 

MITRE 

NVD 

CVE Title: Media Foundation Memory Corruption Vulnerability  

Description:  

A memory corruption vulnerability exists when Windows Media Foundation improperly 

handles objects in memory. An attacker who successfully exploited the vulnerability could 

install programs; view, change, or delete data; or create new accounts with full user rights. 

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a 

user to open a specially crafted document, or by convincing a user to visit a malicious webpage. 

The security update addresses the vulnerability by correcting how Windows Media Foundation 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1239
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1239
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1239 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Remote 

Code 

Execution 

4556807 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1239 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Remote 

Code 

Execution 

4551853 
Base: 8.8 

Temporal: 7.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1239 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1239 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1239 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1239 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

4561643 

Monthly 

Rollup 

Important 

Remote 

Code 

Execution 

4556836 
Base: 8.8 

Temporal: 7.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1239 

Service Pack 

1 

4561669 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Remote 

Code 

Execution 

4556846 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1239 

Only 

 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1239 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1239 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1239 

Core 

installation) 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556840 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556840 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1239 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1241 - Windows Kernel Security Feature Bypass Vulnerability 

CVE ID Vulnerability Description 
Maximum Severity 

Rating 

Vulnerability 

Impact 

CVE-2020-

1241 

MITRE 

NVD 

CVE Title: Windows Kernel Security Feature Bypass Vulnerability  

Description:  

A security feature bypass vulnerability exists when Windows Kernel fails to properly 

sanitize certain parameters. 

To exploit the vulnerability, a locally-authenticated attacker could attempt to run a 

specially crafted application on a targeted system. 

The update addresses the vulnerability by correcting how Windows Kernel handles 

parameter sanitization. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Important 
Security Feature 

Bypass 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1241
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1241
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CVE ID Vulnerability Description 
Maximum Severity 

Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1241 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556807 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556807 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1241 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556807 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1241 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556812 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556812 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1241 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1241 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 5.3 

Temporal: 4.8 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1242 - Microsoft Edge Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1242 

MITRE 

NVD 

CVE Title: Microsoft Edge Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists in the way that Microsoft Edge handles cross-origin 

requests. An attacker who successfully exploited this vulnerability could determine the origin of 

all webpages in the affected browser. 

In a web-based attack scenario, an attacker could host a website that is used to attempt to exploit 

the vulnerability. Additionally, compromised websites and websites that accept or host user-

provided content could contain specially crafted content that could be used to exploit the 

vulnerability. However, in all cases an attacker would have no way to force users to view attacker-

controlled content. Instead, an attacker would have to convince users to take action. For example, 

an attacker could trick users into clicking a link that takes them to the attacker's site. 

The security update addresses the vulnerability by correcting how Microsoft Edge handles cross-

origin requests. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1242
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1242
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is Personally Identifiable Information (PII). 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1242 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1242 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 2004 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1242 

for 32-bit 

Systems 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621


 

@NSFOCUS 2020                 

 

CVE-2020-1242 

Version 1803 

for ARM64-

based 

Systems 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

4561608 

Security 
Important 

Information 

Disclosure 
4551853 

Base: 4.3 

Temporal: 3.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1242 

based) on 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Low 
Information 

Disclosure 
4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1242 

based) on 

Windows 10 

Version 1909 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1242 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Edge 

(EdgeHTML-

based) on 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1244 - Connected User Experiences and Telemetry Service Denial 

of Service Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1244 

MITRE 

NVD 

CVE Title: Connected User Experiences and Telemetry Service Denial of Service 

Vulnerability  

Description:  

A denial of service vulnerability exists when Connected User Experiences and Telemetry 

Service improperly handles file operations. An attacker who successfully exploited this 

vulnerability could cause a system to stop responding. 

To exploit the vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability. 

The security update addresses the vulnerability by correcting how the Connected User 

Experiences and Telemetry Service handles file operations. 

 

FAQ: 

None  

Mitigations: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1244
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1244
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1244 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 
Denial of 

Service 
4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Denial of 

Service 
4551853 

Base: 6.3 

Temporal: 5.7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1244 

for x64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 
Denial of 

Service 
4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Denial of 

Service 
4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 
Denial of 

Service 
4551853 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 
Denial of 

Service 
4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-

4560960 

Security 
Important 

Denial of 

Service 
4556799 

Base: 6.3 

Temporal: 5.7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1244 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Denial of 

Service 
4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Denial of 

Service 
4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 
Denial of 

Service 
4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Denial of 

Service 
4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

4560960 

Security 
Important 

Denial of 

Service 
4556799 

Base: 6.3 

Temporal: 5.7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1244 

for ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Denial of 

Service 
4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1244 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.3 

Temporal: 5.7 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1246 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1246 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1246
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1246
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1246 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1246 

(Server Core 

Installation) 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1246 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1246 

(Server Core 

installation) 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1246 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1246 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1246 

Service Pack 

1 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1246 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1246 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1246 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1246 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1246 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1247 - Win32k Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1247 

MITRE 

NVD 

CVE Title: Win32k Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Windows when the Windows kernel-mode driver 

fails to properly handle objects in memory. An attacker who successfully exploited this 

vulnerability could run arbitrary code in kernel mode. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1247
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1247
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses this vulnerability by correcting how the Windows kernel-mode driver 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1247 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1247 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1247 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1247 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1247 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1247 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1247 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1247 

Service Pack 

2 

Only 

 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1247 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1247 

Service Pack 

1 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1247 

Only 

 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

4557957 

Security 
Important 

Elevation 

of 

Privilege 

4556846 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1247 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1248 - GDI+ Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1248 

CVE Title: GDI+ Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Windows Graphics Device 

Interface (GDI) handles objects in the memory. An attacker who successfully exploited this 

Important 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

vulnerability could take control of the affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. Users whose accounts 

are configured to have fewer user rights on the system could be less impacted than users who 

operate with administrative user rights. 

There are multiple ways an attacker could exploit the vulnerability: 

 In a web-based attack scenario, an attacker could host a specially crafted website that is 

designed to exploit the vulnerability and then convince users to view the website. An 

attacker would have no way to force users to view the attacker-controlled content. Instead, 

an attacker would have to convince users to take action, typically by getting them to open 

an email attachment or click a link in an email or instant message. 

 In a file-sharing attack scenario, an attacker could provide a specially crafted document 

file that is designed to exploit the vulnerability, and then convince users to open the 

document file. 

The security update addresses the vulnerability by correcting the way that the Windows GDI 

handles objects in the memory. 

 

FAQ: 

None  

Mitigations: 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1248
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1248
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1248 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1248 

Windows 10 

Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

4560960 

Security 
Critical 

Remote 

Code 

Execution 

4556799 
Base: 8.4 

Temporal: 7.6 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1248 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1248 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 8.4 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1251 - Win32k Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1251 

MITRE 

NVD 

CVE Title: Win32k Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Windows when the Windows kernel-mode driver 

fails to properly handle objects in memory. An attacker who successfully exploited this 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1251
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1251
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

vulnerability could run arbitrary code in kernel mode. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses this vulnerability by correcting how the Windows kernel-mode driver 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1251 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1251 

(Server Core 

Installation) 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7 

Temporal: 6.3 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1251 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1251 

(Server Core 

installation) 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1251 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1251 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1251 

Service Pack 

1 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1251 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1251 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1251 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1251 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673


 

@NSFOCUS 2020                 

 

CVE-2020-1251 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1253 - Win32k Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1253 

MITRE 

NVD 

CVE Title: Win32k Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Windows when the Windows kernel-mode driver 

fails to properly handle objects in memory. An attacker who successfully exploited this 

vulnerability could run arbitrary code in kernel mode. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses this vulnerability by correcting how the Windows kernel-mode driver 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1253
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1253
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1253 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1253 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1253 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1253 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1253 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1253 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 6.4 

Temporal: 5.8 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1253 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1253 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645


 

@NSFOCUS 2020                 

 

CVE-2020-1253 

2 (Server 

Core 

installation) 

Only 

 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1253 

Core 

installation) 

Only 

 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1253 

1 (Server 

Core 

installation) 

Only 

 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1253 

Only 

 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1254 - Windows Modules Installer Service Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1254 

MITRE 

NVD 

CVE Title: Windows Modules Installer Service Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Windows Modules Installer Service 

improperly handles class object members. 

A locally authenticated attacker could run arbitrary code with elevated system privileges. An 

attacker could then install programs; view, change, or delete data; or create new accounts 

with full user rights. 

The update addresses the vulnerability by correcting how Windows handles calls to preclude 

unintended elevation. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1254
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1254
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1254 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621


 

@NSFOCUS 2020                 

 

CVE-2020-1254 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1254 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1254 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1254 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1254 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1254 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1254 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

4561670 

Monthly 

Rollup 

4561645 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645


 

@NSFOCUS 2020                 

 

CVE-2020-1254 

Systems 

Service Pack 

2 

Security 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1254 

Systems 

Service Pack 

1 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1254 

Security 

Only 

 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1254 

Only 

 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1255 - Windows Background Intelligent Transfer Service Elevation 

of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1255 

MITRE 

NVD 

CVE Title: Windows Background Intelligent Transfer Service Elevation of Privilege 

Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Background Intelligent 

Transfer Service (BITS) IIS module improperly handles uploaded content. An attacker who 

successfully exploited this vulnerability could upload restricted file types to an IIS-hosted folder. 

To exploit this vulnerability, an attacker would require permissions to upload files via BITS. An 

attacker could then submit a specially crafted request to upload a file. 

The security update addresses the vulnerability by correcting how Windows BITS validates file 

names. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1255
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1255
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1255 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1255 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1255 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1255 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1255 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1255 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1255 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1255 

Service Pack 

1 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1255 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1255 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1255 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1255 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1255 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 8.5 

Temporal: 7.6 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1257 - Diagnostics Hub Standard Collector Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1257 

MITRE 

NVD 

CVE Title: Diagnostics Hub Standard Collector Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Diagnostics Hub Standard Collector 

Service improperly handles file operations. An attacker who successfully exploited this 

vulnerability could gain elevated privileges. 

An attacker with unprivileged access to a vulnerable system could exploit this vulnerability. 

The security update addresses the vulnerability by ensuring the Diagnostics Hub Standard 

Collector Service properly handles file operations. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1257
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1257
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1257 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1257 

Microsoft 

Visual Studio 

2019 version 

16.0 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 
Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2017 version 

15.9 

(includes 

15.0 - 15.8) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 
Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1257 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1257 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1257 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1257 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1257 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Visual Studio 

2019 version 

16.4 

(includes 

16.0 - 16.3) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2015 Update 

3 

4562053 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
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CVE-2020-1257 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Visual Studio 

2019 version 

16.6 

(includes 

16.0 - 16.5) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
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CVE-2020-1258 - DirectX Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1258 

MITRE 

NVD 

CVE Title: DirectX Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when DirectX improperly handles objects in 

memory. An attacker who successfully exploited this vulnerability could run arbitrary code in 

kernel mode. An attacker could then install programs; view, change, or delete data; or create new 

accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses the vulnerability by correcting how DirectX handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1258
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1258
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1258 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 6.4 

Temporal: 5.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1258 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1258 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1258 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1258 

based 

Systems 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1258 

Windows 10 

Version 2004 

for x64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1259 - Windows Host Guardian Service Security Feature Bypass 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1259 

MITRE 

NVD 

CVE Title: Windows Host Guardian Service Security Feature Bypass Vulnerability  

Description:  

A security feature bypass vulnerability exists when Windows Host Guardian Service 

improperly handles hashes recorded and logged. An attacker who successfully exploited the 

vulnerability could tamper with the log file. 

In an attack scenario, an attacker can change existing event log types to a type the parsers do 

not interpret allowing an attacker to append their own hash without triggering an alert. 

The update addresses the vulnerability by correcting how Windows Host Guardian Service 

handles logging of the measured boot hash. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Security Feature 

Bypass 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1259
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1259
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1259 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1259 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1259 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556812 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1259 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556812 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556812 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1259 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556826 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556826 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1259 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556813 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1259 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1260 - VBScript Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1260 

MITRE 

NVD 

CVE Title: VBScript Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the VBScript engine handles objects 

in memory. The vulnerability could corrupt memory in such a way that an attacker could execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

with administrative user rights, an attacker who successfully exploited the vulnerability could 

take control of an affected system. An attacker could then install programs; view, change, or 

delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed 

to exploit the vulnerability through Internet Explorer and then convince a user to view the 

website. An attacker could also embed an ActiveX control marked "safe for initialization" in an 

application or Microsoft Office document that hosts the IE rendering engine. The attacker could 

also take advantage of compromised websites and websites that accept or host user-provided 

content or advertisements. These websites could contain specially crafted content that could 

exploit the vulnerability. 

Moderate 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1260
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1260
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1260 

Product KB Article Severity Impact Supersedence CVSS Score Set 
Restart 

Required 

Internet 

Explorer 9 

on 

Windows 

Server 

2008 for 

32-bit 

Systems 

Service 

Pack 2 

4561670 

Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4556798 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 9 

on 

Windows 

Server 

2008 for 

x64-based 

Systems 

Service 

Pack 2 

4561670 

Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4556798 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603


 

@NSFOCUS 2020                 

 

CVE-2020-1260 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1803 for 

32-bit 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1803 for 

ARM64-

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621


 

@NSFOCUS 2020                 

 

CVE-2020-1260 

based 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1809 for 

32-bit 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 Version 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1260 

1809 for 

ARM64-

based 

Systems 

Internet 

Explorer 

11 on 

Windows 

Server 

2019 

4561608 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1909 for 

32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 Version 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1260 

1909 for 

x64-based 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1709 for 

32-bit 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

4561602 

Security 
Critical 

Remote 

Code 

Execution 

4556812 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1260 

Windows 

10 Version 

1709 for 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1709 for 

ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1903 for 

32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1260 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 for 32-

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1260 

bit 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 for 

x64-based 

Systems 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1607 for 

32-bit 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 Version 

1607 for 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1260 

x64-based 

Systems 

Internet 

Explorer 

11 on 

Windows 

Server 

2016 

4561616 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

7 for 32-

bit 

Systems 

Service 

Pack 1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

7 for x64-

based 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643


 

@NSFOCUS 2020                 

 

CVE-2020-1260 

Systems 

Service 

Pack 1 

Internet 

Explorer 

11 on 

Windows 

8.1 for 32-

bit 

systems 

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

8.1 for 

x64-based 

systems 

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

RT 8.1 

4561666 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1260 

Internet 

Explorer 

11 on 

Windows 

Server 

2008 R2 

for x64-

based 

Systems 

Service 

Pack 1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Moderate 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

Server 

2012 

4561603 IE 

Cumulative 

4561612 

Monthly 

Rollup 

 

Moderate 

Remote 

Code 

Execution 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

Server 

2012 R2 

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Moderate 

Remote 

Code 

Execution 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1261 - Windows Error Reporting Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-

1261 

MITRE 

NVD 

CVE Title: Windows Error Reporting Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists in the way Windows Error Reporting (WER) 

handles objects in memory. An attacker who successfully exploited this vulnerability could 

obtain information to further compromise the userâ€™s system. 

To exploit the vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application or convince a target to run a crafted application. 

The security update addresses the vulnerability by correcting the way WER handles objects in 

memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1261
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1261
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is the contents of Kernel memory. An attacker could read the contents of Kernel 

memory from a user mode process. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1261 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1261 

Windows 10 

Version 

1803 for 32-

bit Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

1803 

(Server 

Core 

Installation) 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1261 

Windows 10 

Version 

1809 for 32-

bit Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1261 

Core 

installation) 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1909 

(Server 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1261 

Core 

installation) 

Windows 10 

Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1261 

1903 for 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1903 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 
Information 

Disclosure 
4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-

4561649 

Security 
Important 

Information 

Disclosure 
4556826 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1261 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1607 for 32-

bit Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1607 for 

x64-based 

Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server 

Core 

installation) 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

4557957 

Security 
Important 

Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1261 

2004 

(Server 

Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1262 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1262 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1262
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1262
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1262 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 
Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1262 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1262 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1262 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1262 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1262 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

4561643 

Monthly 

Rollup 

Important 

Elevation 

of 

Privilege 

4556836 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1262 

Service Pack 

1 

4561669 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1262 

Only 

 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1262 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1262 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1262 

Core 

installation) 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1262 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1263 - Windows Error Reporting Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-

1263 

MITRE 

NVD 

CVE Title: Windows Error Reporting Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists in the way Windows Error Reporting (WER) 

handles objects in memory. An attacker who successfully exploited this vulnerability could 

obtain information to further compromise the userâ€™s system. 

To exploit the vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application or convince a target to run a crafted application. 

The security update addresses the vulnerability by correcting the way WER handles objects in 

memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1263
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1263
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is the contents of Kernel memory. An attacker could read the contents of Kernel 

memory from a user mode process. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1263 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1263 

Windows 10 

Version 

1803 for 32-

bit Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

4561608 

Security 
Important 

Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1263 

1809 for 32-

bit Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1263 

1909 for 32-

bit Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1263 

Windows 10 

Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1263 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 
Information 

Disclosure 
4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-

based 

Systems 

4561649 

Security 

Update 

 

Important 
Information 

Disclosure 
4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1607 for 32-

bit Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1607 for 

4561616 

Security 
Important 

Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1263 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1263 

Only 

 

Windows 

8.1 for 32-

bit systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

8.1 for x64-

based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

RT 8.1 

4561666 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

4561643 

Monthly 

Rollup 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1263 

Itanium-

Based 

Systems 

Service Pack 

1 

4561669 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 
Important 

Information 

Disclosure 
4556840 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
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CVE-2020-1263 

Rollup 

4561674 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 
Information 

Disclosure 
4556840 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

4561666 

Monthly 

Rollup 

4561673 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1263 

Core 

installation) 

Security 

Only 

 

Windows 10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1264 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1264 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1264
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1264
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1264 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1264 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1264 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1264 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1264 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1264 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

4557957 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1264 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1265 - Windows Runtime Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1265 

MITRE 

NVD 

CVE Title: Windows Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could run 

arbitrary code in an elevated context. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1265
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1265
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1265 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

4560960 

Security 
Important 

Elevation 

of 

Privilege 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1265 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1266 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1266 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1266
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1266
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1266 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1266 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1266 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1266 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1266 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1266 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

4557957 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1266 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1268 - Windows Service Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1268 

CVE Title: Windows Service Information Disclosure Vulnerability  

Description:  
Important 

Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An information disclosure vulnerability exists when a Windows service improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could obtain 

information to further compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. The vulnerability would not allow an attacker to execute code or to 

elevate user rights directly, but it could be used to obtain information that could be used to try to 

further compromise the affected system. 

The update addresses the vulnerability by correcting how a Windows service handles objects in 

memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is memory layout - the vulnerability allows an attacker to collect information that 

facilitates predicting addressing of the memory. 

 

Mitigations: 

None  

Workarounds: 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1268
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1268
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1268 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1268 

1909 for 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1909 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1268 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1903 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 

ARM64-

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1268 

based 

Systems 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

2004 

(Server 

Core 

installation) 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1269 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1269 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1269
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1269
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1269 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

4557957 

Security 
Important 

Elevation 

of 

Privilege 

 Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1269 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1269 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1269 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1269 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1269 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1269 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

Important 

Elevation 

of 

Privilege 

4556846 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1269 

4561673 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957


 

@NSFOCUS 2020                 

 

CVE-2020-1270 - Windows WLAN Service Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1270 

MITRE 

NVD 

CVE Title: Windows WLAN Service Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the wlansvc.dll handles objects 

in memory. An attacker who successfully exploited the vulnerability could execute code with 

elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the wlansvc.dll properly handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1270
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1270
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1270 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1270 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1270 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1270 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1270 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1270 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1270 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1270 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

4561670 

Monthly 

Rollup 

4561645 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1270 

Systems 

Service Pack 

2 

Security 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1270 

Systems 

Service Pack 

1 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674


 

@NSFOCUS 2020                 

 

CVE-2020-1270 

Security 

Only 

 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1270 

Only 

 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1271 - Windows Backup Service Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-2020-

1271 

MITRE 

NVD 

CVE Title: Windows Backup Service Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Backup Service 

improperly handles file operations. 

To exploit this vulnerability, an attacker would first have to gain execution on the victim 

system. An attacker could then run a specially crafted application to elevate privileges. 

The security update addresses the vulnerability by correcting how the Windows Backup 

Service handles file operations. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1271
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1271
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1271 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1271 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1271 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1271 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1271 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1271 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

4561643 

Monthly 

Rollup 

Important 

Elevation 

of 

Privilege 

4556836 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1271 

Service Pack 

1 

4561669 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669


 

@NSFOCUS 2020                 

 

CVE-2020-1271 

Systems 

Service Pack 

1 

Security 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1271 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1272 - Windows Installer Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1272 

MITRE 

NVD 

CVE Title: Windows Installer Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the Windows Installer when the Windows 

Installer fails to properly sanitize input leading to an insecure library loading behavior. 

A locally authenticated attacker could run arbitrary code with elevated system privileges. An 

attacker could then install programs; view, change, or delete data; or create new accounts 

with full user rights. 

The security update addresses the vulnerability by correcting the input sanitization error to 

preclude unintended elevation. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1272
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1272


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1272 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1272 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1272 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1272 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1272 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1272 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1272 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1272 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1272 

2 (Server 

Core 

installation) 

Only 

 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1272 

Core 

installation) 

Only 

 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1272 

1 (Server 

Core 

installation) 

Only 

 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1272 

Only 

 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1272 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1273 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1273 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1273
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1273
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1273 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

4560960 

Security 
Important 

Elevation 

of 

Privilege 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1273 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1273 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1274 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

1274 

MITRE 

NVD 

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1274
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1274
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1274 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1274 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1274 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1274 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1274 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1275 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1275 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1275
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1275
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1275 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

4560960 

Security 
Important 

Elevation 

of 

Privilege 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1275 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

4560960 

Security 
Important 

Elevation 

of 

Privilege 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1275 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1276 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1276 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1276
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1276
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1276 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1276 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1276 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1276 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1276 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1277 - Windows Installer Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1277 

MITRE 

NVD 

CVE Title: Windows Installer Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Windows Installer because of the way Windows 

Installer handles certain filesystem operations. 

To exploit the vulnerability, an attacker would require unprivileged execution on the victim 

system. After successfully exploiting the vulnerability, an attacker could run arbitrary code with 

elevated privileges. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

The security update addresses the vulnerability by correcting the way Windows Installer handles 

certain filesystem operations. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1277
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1277
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1277 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1277 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1277 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1277 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1278 - Diagnostics Hub Standard Collector Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1278 

MITRE 

NVD 

CVE Title: Diagnostics Hub Standard Collector Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Diagnostics Hub Standard Collector 

Service improperly handles file operations. An attacker who successfully exploited this 

vulnerability could gain elevated privileges. 

An attacker with unprivileged access to a vulnerable system could exploit this vulnerability. 

The security update addresses the vulnerability by ensuring the Diagnostics Hub Standard 

Collector Service properly handles file operations. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1278
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1278


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1278 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1278 

based 

Systems 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1278 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1278 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1278 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1278 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Visual Studio 

Release 

Notes 

Security 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
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CVE-2020-1278 

2019 version 

16.0 

Update 

 

Microsoft 

Visual Studio 

2017 version 

15.9 

(includes 

15.0 - 15.8) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2015 Update 

3 

4562053 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2019 version 

16.4 

(includes 

16.0 - 16.3) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1278 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Visual Studio 

2019 version 

16.6 

(includes 

16.0 - 16.5) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1279 - Windows Lockscreen Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1279 

MITRE 

NVD 

CVE Title: Windows Lockscreen Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Windows Lockscreen fails to properly load 

spotlight images from a secure location. An attacker who successfully exploited the 

vulnerability could execute commands with elevated permissions. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1279
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1279
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

An authenticated attacker could modify a registry value to exploit this vulnerability. 

The security update addresses the vulnerability by ensuring that the spotlight images are always 

loaded from a secure location. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1279 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1279 

(Server Core 

Installation) 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1279 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1279 

(Server Core 

installation) 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1279 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1279 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1280 - Windows Bluetooth Service Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1280 

MITRE 

NVD 

CVE Title: Windows Bluetooth Service Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Windows Bluetooth Service 

handles objects in memory. An attacker who successfully exploited the vulnerability could 

execute code with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the Windows Bluetooth Service 

properly handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1280
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1280
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1280 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1280 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1280 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1280 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1280 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1280 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1281 - Windows OLE Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-2020-

1281 

CVE Title: Windows OLE Remote Code Execution Vulnerability  

Description:  
Critical 

Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

A remote code execution vulnerability exists when Microsoft Windows OLE fails to 

properly validate user input. An attacker could exploit the vulnerability to execute 

malicious code. 

To exploit the vulnerability, an attacker would have to convince a user to open either a 

specially crafted file or a program from either a webpage or an email message. 

The update addresses the vulnerability by correcting how Windows OLE validates user 

input. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1281
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1281


 

@NSFOCUS 2020                 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1281 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Critical 

Remote 

Code 

Execution 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1281 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1281 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1281 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

4560960 

Security 
Critical 

Remote 

Code 

Execution 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1281 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1281 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1281 

Only 

 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

4561670 

Monthly 

Rollup 

Critical 

Remote 

Code 

Execution 

4556860 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
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CVE-2020-1281 

Systems 

Service Pack 

2 (Server Core 

installation) 

4561645 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

4561670 

Monthly 

Rollup 

4561645 

Security 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1281 

2 (Server Core 

installation) 

Only 

 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 

1 (Server Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1281 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1281 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1281 

(Server Core 

installation) 

CVE-2020-1282 - Windows Runtime Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1282 

MITRE 

NVD 

CVE Title: Windows Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could run 

arbitrary code in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1282
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1282


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1282 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1282 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1282 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1282 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1282 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1282 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1282 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

Important 

Elevation 

of 

Privilege 

4556840 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
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CVE-2020-1282 

4561674 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673


 

@NSFOCUS 2020                 

 

CVE-2020-1282 

Only 

 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1283 - Windows Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1283 

MITRE 

NVD 

CVE Title: Windows Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists when Windows improperly handles objects in memory. An 

attacker who successfully exploited the vulnerability could cause a target system to stop 

responding. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application or to convince a user to open a specific file on a network share. The 

vulnerability would not allow an attacker to execute code or to elevate user rights directly, but it 

could be used to cause a target system to stop responding. 

The update addresses the vulnerability by correcting how Windows handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1283
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1283
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1283 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Denial 

of 

Service 

4556807 
Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1283 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4561621 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1283 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Denial 

of 

Service 

4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

4560960 

Security 
Important 

Denial 

of 

Service 

4556799 
Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1283 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4561602 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1283 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1283 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1284 - Windows SMBv3 Client/Server Denial of Service 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1284 

MITRE 

NVD 

CVE Title: Windows SMBv3 Client/Server Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists in the way that the Microsoft Server Message Block 3.1.1 

(SMBv3) protocol handles certain requests. An authenticated attacker who successfully exploited this 

vulnerability against an SMB Server could cause the affected system to crash. An unauthenticated 

attacker could also exploit this this vulnerability against an SMB client and cause the affected system to 

crash. 

To exploit the vulnerability against a server, an authenticated attacker could send a specially crafted 

packet to a targeted SMBv3 server. To exploit the vulnerability against a client, an unauthenticated 

attacker would need to configure a malicious SMBv3 server and convince a user to connect to it. 

The security update addresses the vulnerability by correcting how the SMBv3 protocol handles these 

specially crafted requests. 

 

FAQ: 

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1284
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1284
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

What steps can I take to protect my network? 

1. Block TCP port 445 at the enterprise perimeter firewall 

TCP port 445 is used to initiate a connection with the affected component. Blocking this port at the 

network perimeter firewall will help protect systems that are behind that firewall from attempts to 

exploit this vulnerability. This can help protect networks from attacks that originate outside the 

enterprise perimeter. Blocking the affected ports at the enterprise perimeter is the best defense to help 

avoid Internet-based attacks. However, systems could still be vulnerable to attacks from within 

their enterprise perimeter. 

2. Follow Microsoft guidelines to prevent SMB traffic from lateral connections and entering or 

leaving the network 

Preventing SMB traffic from lateral connections and entering or leaving the network 

Windows Server, version 2004 (Server Core installation) is in the Security Updates Table. Is 

Windows Server, version 2004 that is not Server Core installation affected by this vulnerability? 

No. Windows Server, version 2004 was released under the Semi-Annual Channel (SAC) channel. As 

such, only a Server Core installation is available. For more information Windows servicing channels, 

please see Servicing Channels-19 

 

Mitigations: 

https://support.microsoft.com/en-us/help/3185535/preventing-smb-traffic-from-lateral-connections
https://docs.microsoft.com/en-us/windows-server/get-started-19/servicing-channels-19
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly 

recommends that you install the updates for this vulnerability as soon as they become available even if 

you plan to leave this workaround in place: 

Disable SMBv3 compression 

You can disable compression to block unauthenticated attackers from exploiting the vulnerability 

against an SMBv3 Server with the PowerShell command below. 

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" 

DisableCompression -Type DWORD -Value 1 -Force 

Notes: 

1. No reboot is needed after making the change. 

2. This workaround does not prevent exploitation of SMB clients; please see item 2 under 

FAQ to protect clients. 

3. SMB Compression is not yet used by Windows or Windows Server, and disabling SMB 

Compression has no negative performance impact. 

You can disable the workaround with the PowerShell command below. 

https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" 

DisableCompression -Type DWORD -Value 0 -Force 

Note: No reboot is needed after disabling the workaround. 

 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1284 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

4557957 

Security 
Important 

Denial 

of 

Service 

 Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1284 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Denial 

of 

Service 

 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1286 - Windows Shell Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1286 

MITRE 

NVD 

CVE Title: Windows Shell Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows Shell does not properly validate 

file paths. 

An attacker who successfully exploited this vulnerability could run arbitrary code in the context 

of the current user. If the current user is logged on as an administrator, an attacker could take 

control of the affected system. An attacker could then install programs; view, change, or delete 

data; or create new accounts with elevated privileges. Users whose accounts are configured to 

have fewer privileges on the system could be less impacted than users who operate with 

administrative privileges. 

To exploit the vulnerability, an attacker must entice a user to open a specially crafted file. In an 

email attack scenario, an attacker could exploit the vulnerability by sending the specially crafted 

file to the user and then convincing the user to open the file. In a web-based attack scenario, an 

attacker could host a website (or leverage a compromised website that accepts or hosts user-

provided content) that contains a specially crafted file designed to exploit the vulnerability. An 

attacker would have no way to force a user to visit the website. Instead, an attacker would have to 

convince a user to click a link and open the specially crafted file. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1286
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1286
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

This security update addresses the vulnerability by ensuring the Windows Shell properly validates 

file paths. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 



 

@NSFOCUS 2020                 

 

CVE-2020-1286 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1286 

based 

Systems 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1286 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1286 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1286 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957


 

@NSFOCUS 2020                 

 

CVE-2020-1287 - Windows WalletService Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1287 

MITRE 

NVD 

CVE Title: Windows WalletService Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Windows WalletService 

handles objects in memory. An attacker who successfully exploited the vulnerability could 

execute code with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the Windows WalletService 

properly handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1287
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1287
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1287 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1287 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1287 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1287 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602


 

@NSFOCUS 2020                 

 

CVE-2020-1287 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1287 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1287 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1287 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1287 

Service Pack 

2 

Only 

 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1287 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1287 

Service Pack 

1 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1287 

Only 

 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1289 - Microsoft SharePoint Spoofing Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1289 

MITRE 

NVD 

CVE Title: Microsoft SharePoint Spoofing Vulnerability  

Description:  

A spoofing vulnerability exists when Microsoft SharePoint Server does not properly sanitize a 

specially crafted web request to an affected SharePoint server. An authenticated attacker could 

exploit the vulnerability by sending a specially crafted request to an affected SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. These attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server 

properly sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1289
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1289
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1289 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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CVE-2020-1289 

Microsoft SharePoint Foundation 2010 Service 

Pack 2 

4484391 Security 

Update 

 

Important Spoofing 4484298 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1290 - Win32k Information Disclosure Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1290 

MITRE 

NVD 

CVE Title: Win32k Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the win32k component improperly 

provides kernel information. An attacker who successfully exploited the vulnerability could 

obtain information to further compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. 

The security update addresses the vulnerability by correcting how win32k handles objects in 

memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

Important 
Information 

Disclosure 

https://www.microsoft.com/downloads/details.aspx?familyid=7e5f46c8-8f2a-436d-b388-720472c410de
https://www.microsoft.com/downloads/details.aspx?familyid=7e5f46c8-8f2a-436d-b388-720472c410de
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1290
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1290
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is the contents of Kernel memory. An attacker could read the contents of Kernel 

memory from a user mode process. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1290 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1290 

Windows 10 

Version 

1803 for 32-

bit Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

1803 

(Server 

Core 

Installation) 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1290 

Windows 10 

Version 

1809 for 32-

bit Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1290 

Core 

installation) 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1909 

(Server 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1290 

Core 

installation) 

Windows 10 

Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

x64-based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1290 

1903 for 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1903 

(Server 

Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

4557957 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1290 

2004 

(Server 

Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1291 - Windows Network Connections Service Elevation of 

Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1291 

MITRE 

NVD 

CVE Title: Windows Network Connections Service Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Windows Network 

Connections Service handles objects in memory. An attacker who successfully exploited the 

vulnerability could execute code with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the Windows Network 

Connections Service properly handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1291
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1291
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1291 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1291 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7 

Temporal: 6.3 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1291 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1291 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1291 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1291 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1291 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1291 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

4561670 

Monthly 

Rollup 

4561645 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1291 

Systems 

Service Pack 

2 

Security 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1291 

Systems 

Service Pack 

1 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1291 

Security 

Only 

 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1291 

Only 

 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1292 - OpenSSH for Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-

1292 

MITRE 

NVD 

CVE Title: OpenSSH for Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in OpenSSH for Windows when it does not 

properly restrict access to configuration settings. An attacker who successfully exploited this 

vulnerability could replace the shell with a malicious binary. 

To exploit this vulnerability, an authenticated attacker would need to modify the OpenSSH for 

Windows configuration on a vulnerable system. The attacker would then need to convince a 

user to connect to the vulnerable OpenSSH for Windows server. 

The update addresses the vulnerability by restricting access to OpenSSH for Windows 

configuration settings. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1292
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1292
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1292 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1292 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1292 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1292 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1292 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1293 - Diagnostics Hub Standard Collector Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1293 

MITRE 

NVD 

CVE Title: Diagnostics Hub Standard Collector Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Diagnostics Hub Standard Collector 

Service improperly handles file operations. An attacker who successfully exploited this 

vulnerability could gain elevated privileges. 

An attacker with unprivileged access to a vulnerable system could exploit this vulnerability. 

The security update addresses the vulnerability by ensuring the Diagnostics Hub Standard 

Collector Service properly handles file operations. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1293
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1293
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1293 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1293 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1293 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1293 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1293 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1293 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Microsoft 

Visual Studio 

2019 version 

16.4 

(includes 

16.0 - 16.3) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2017 version 

15.9 

(includes 

15.0 - 15.8) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

Release 

Notes 

Security 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
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CVE-2020-1293 

2019 version 

16.0 

Update 

 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Visual Studio 

2019 version 

16.6 

(includes 

16.0 - 16.5) 

Release 

Notes 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Visual Studio 

2015 Update 

3 

4562053 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.4
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
https://aka.ms/vs/14/release/4562053
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CVE-2020-1293 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4538032 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1294 - Windows WalletService Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1294 

MITRE 

NVD 

CVE Title: Windows WalletService Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Windows WalletService 

handles objects in memory. An attacker who successfully exploited the vulnerability could 

execute code with elevated permissions. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1294
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1294
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the Windows WalletService 

properly handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1294 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

4560960 

Security 
Important 

Elevation 

of 

Privilege 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1294 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1294 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1294 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1294 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

4557957 

Security 
Important 

Elevation 

of 

Privilege 

4556826 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957


 

@NSFOCUS 2020                 

 

CVE-2020-1294 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

CVE-2020-1295 - Microsoft SharePoint Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1295 

MITRE 

NVD 

CVE Title: Microsoft SharePoint Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Microsoft SharePoint. An attacker who 

successfully exploited this vulnerability could attempt to impersonate another user of the 

SharePoint server. 

To exploit this vulnerability, an authenticated attacker would send a specially crafted request 

to an affected server, thereby allowing the impersonation of another SharePoint user. 

The security update addresses the vulnerability by correcting how Microsoft SharePoint 

sanitizes user input. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1295
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1295
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1295 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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CVE-2020-1295 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important 
Elevation of 

Privilege 
4484336 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Enterprise Server 2013 

Service Pack 1 

4484405 Security 

Update 

 

Important 
Elevation of 

Privilege 
4484352 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important 
Elevation of 

Privilege 
4484332 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

CVE-2020-1296 - Windows Diagnostics & feedback Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-

CVE Title: Windows Diagnostics & feedback Information Disclosure Vulnerability  

Description:  
None None 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a9dfa3dd-4b6d-4f13-bce7-708bade49ed4
https://www.microsoft.com/downloads/details.aspx?familyid=a9dfa3dd-4b6d-4f13-bce7-708bade49ed4
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

1296 

MITRE 

NVD 

A vulnerability exists in the way the Windows Diagnostics & feedback settings app handles 

objects in memory. An attacker who successfully exploited this vulnerability could cause 

additional diagnostic data from the affected device to be sent to Microsoft. 

To exploit the vulnerability, an attacker would have to log on to an affected system and interact 

with the Windows Diagnostics & feedback Settings app. 

The security update addresses the vulnerability by correcting the way the Windows Diagnostics 

& feedback Settings app handles objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is Personally Identifiable Information (PII). 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1296
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1296
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1296 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

1809 for 32-

bit Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4561608 

Security 
Important 

Information 

Disclosure 
4551853 

Base: 5 

Temporal: 4.5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1296 

1809 for 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5 

Temporal: 4.5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1296 

1909 for 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server, 

version 

1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

ARM64-

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1296 

based 

Systems 

Windows 

Server, 

version 

1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

None None 4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 32-

bit Systems 

4557957 

Security 

Update 

 

None None 4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

2004 

4557957 

Security 

Update 

 

None None 4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1296 

(Server Core 

installation) 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

None None 4556799 

Base: 5 

Temporal: 4.5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2020-1297 - Microsoft Office SharePoint XSS Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1297 

MITRE 

NVD 

CVE Title: Microsoft Office SharePoint XSS Vulnerability  

Description:  

A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server does not 

properly sanitize a specially crafted web request to an affected SharePoint server. An 

authenticated attacker could exploit the vulnerability by sending a specially crafted request to an 

affected SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. The attacks 

Important Spoofing 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1297
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1297
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server 

properly sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1297 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important Spoofing 4484336 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important Spoofing 4484332 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2010 Service 

Pack 2 

4484391 Security 

Update 

 

Important Spoofing 4484298 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 Service 

Pack 1 

4484409 Security 

Update 

 

Important Spoofing 4484364 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=7e5f46c8-8f2a-436d-b388-720472c410de
https://www.microsoft.com/downloads/details.aspx?familyid=7e5f46c8-8f2a-436d-b388-720472c410de
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
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CVE-2020-1298 - Microsoft Office SharePoint XSS Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1298 

MITRE 

NVD 

CVE Title: Microsoft Office SharePoint XSS Vulnerability  

Description:  

A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server does not 

properly sanitize a specially crafted web request to an affected SharePoint server. An 

authenticated attacker could exploit the vulnerability by sending a specially crafted request to an 

affected SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. The attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server 

properly sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1298
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1298
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1298 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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CVE-2020-1298 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important Spoofing 4484336 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important Spoofing 4484332 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2010 Service 

Pack 2 

4484391 Security 

Update 

 

Important Spoofing 4484298 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 Service 

Pack 1 

4484409 Security 

Update 

 

Important Spoofing 4484364 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1299 - LNK Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1299 

CVE Title: LNK Remote Code Execution Vulnerability  

Description:  
Critical 

Remote Code 

Execution 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=7e5f46c8-8f2a-436d-b388-720472c410de
https://www.microsoft.com/downloads/details.aspx?familyid=7e5f46c8-8f2a-436d-b388-720472c410de
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

A remote code execution vulnerability exists in Microsoft Windows that could allow remote code 

execution if a .LNK file is processed. 

An attacker who successfully exploited this vulnerability could gain the same user rights as the 

local user. Users whose accounts are configured to have fewer user rights on the system could be 

less impacted than users who operate with administrative user rights. 

The attacker could present to the user a removable drive, or remote share, that contains a 

malicious .LNK file and an associated malicious binary. When the user opens this drive(or remote 

share) in Windows Explorer, or any other application that parses the .LNK file, the malicious 

binary will execute code of the attackerâ€™s choice, on the target system. 

The security update addresses the vulnerability by correcting the processing of shortcut LNK 

references. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1299
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1299
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1299 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1299 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1299 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1299 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1299 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1299 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1299 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1299 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

4561643 

Monthly 

Rollup 

4561669 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1299 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

Security 

Only 

 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556840 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556840 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1299 

Security 

Only 

 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957


 

@NSFOCUS 2020                 

 

CVE-2020-1299 

based 

Systems 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 6.8 

Temporal: 6.1 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1300 - Windows Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1300 

MITRE 

NVD 

CVE Title: Windows Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when Microsoft Windows fails to properly 

handle cabinet files. 

To exploit the vulnerability, an attacker would have to convince a user to either open a 

specially crafted cabinet file or spoof a network printer and trick a user into installing a 

malicious cabinet file disguised as a printer driver. 

The update addresses the vulnerability by correcting how Windows handles cabinet files. 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1300
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1300
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1300 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1300 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1300 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4561621 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1300 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

4560960 

Security 
Critical 

Remote 

Code 

Execution 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1300 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4561602 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1300 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1300 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1300 

Service Pack 

1 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1300 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1300 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1300 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 

1 (Server Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1300 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1300 

Windows 10 

Version 2004 

for ARM64-

based Systems 

4557957 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1301 - Windows SMB Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1301 

MITRE 

NVD 

CVE Title: Windows SMB Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Microsoft Server Message 

Block 1.0 (SMBv1) server handles certain requests. An attacker who successfully exploited the 

vulnerability could gain the ability to execute code on the target server. 

To exploit the vulnerability, in most situations, an authenticated attacker could send a specially 

crafted packet to a targeted SMBv1 server. 

The security update addresses the vulnerability by correcting how SMBv1 handles these 

specially crafted requests. 

Important 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1301
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1301


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Disable SMBv1 

For customers running Windows Vista and later See Microsoft Knowledge Base Article 

2696547. 

Alternative method for customers running Windows 8.1 or Windows Server 2012 R2 and 

later For client operating systems: 

1. Open Control Panel, click Programs, and then click Turn Windows features on or 

off. 

2. In the Windows Features window, clear the SMB1.0/CIFS File Sharing Support 

checkbox, and then click OK to close the window. 

3. Restart the system. 

For server operating systems: 

https://support.microsoft.com/kb/2696547
https://support.microsoft.com/kb/2696547


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

1. Open Server Manager and then click the Manage menu and select Remove Roles and 

Features. 

2. In the Features window, clear the SMB1.0/CIFS File Sharing Support check box, and 

then click OK to close the window. 

3. Restart the system. 

Impact of workaround. The SMBv1 protocol will be disabled on the target system. 

How to undo the workaround. Retrace the workaround steps, and select the SMB1.0/CIFS 

File Sharing Support check box to restore the SMB1.0/CIFS File Sharing Support feature to 

an active state. 

 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1301 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1301 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556807 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1301 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4551853 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1301 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556812 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1301 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556799 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-

based 

Systems 

4561649 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556826 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1301 

Windows 10 

Version 1607 

for x64-

based 

Systems 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556813 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-

based 

4561643 

Monthly 

Rollup 

Important 

Remote 

Code 

Execution 

4556836 
Base: 7.5 

Temporal: 6.7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1301 

Systems 

Service Pack 

1 

4561669 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-

based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1301 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1301 

Windows 

Server 2008 

for x64-

based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-

based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556860 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1301 

Service Pack 

1 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556836 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Important 

Remote 

Code 

Execution 

4556840 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1301 

Only 

 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556840 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1301 

Windows 10 

Version 2004 

for x64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4556846 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1302 - Windows Installer Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1302 

MITRE 

NVD 

CVE Title: Windows Installer Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Windows Installer because of the way Windows 

Installer handles certain filesystem operations. 

To exploit the vulnerability, an attacker would require unprivileged execution on the victim 

system. After successfully exploiting the vulnerability, an attacker could run arbitrary code with 

elevated privileges. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

The security update addresses the vulnerability by correcting the way Windows Installer handles 

certain filesystem operations. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1302
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1302
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1302 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1302 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1302 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1302 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1302 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1302 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669


 

@NSFOCUS 2020                 

 

CVE-2020-1302 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1302 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

4561670 

Monthly 

Rollup 

4561645 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1302 

Systems 

Service Pack 

2 

Security 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

4561643 

Monthly 

Rollup 

4561669 

Security 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1302 

Systems 

Service Pack 

1 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1302 

Security 

Only 

 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1302 

Only 

 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1304 - Windows Runtime Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1304 

MITRE 

NVD 

CVE Title: Windows Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could run 

arbitrary code in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1304
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1304
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1304 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1304 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1304 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1304 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1304 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1304 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

4557957 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1304 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1305 - Windows State Repository Service Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1305 

CVE Title: Windows State Repository Service Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege vulnerability exists when the Windows State Repository Service 

improperly handles objects in memory. An attacker who successfully exploited this 

vulnerability could run arbitrary code in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows State Repository 

Service handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1305
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1305
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1305 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1305 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1305 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1305 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1305 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1305 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1305 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1306 - Windows Runtime Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1306 

MITRE 

NVD 

CVE Title: Windows Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could run 

arbitrary code in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1306
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1306
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1306 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1306 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1306 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1306 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1306 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1307 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1307 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1307
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1307
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1307 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

4560960 

Security 
Important 

Elevation 

of 

Privilege 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1307 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

4560960 

Security 
Important 

Elevation 

of 

Privilege 

4556799 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1307 

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1307 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1309 - Microsoft Store Runtime Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-2020-

1309 

MITRE 

NVD 

CVE Title: Microsoft Store Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Microsoft Store Runtime 

improperly handles memory. 

To exploit this vulnerability, an attacker would first have to gain execution on the victim 

system. An attacker could then run a specially crafted application to elevate privileges. 

The security update addresses the vulnerability by correcting how the Microsoft Store 

Runtime handles memory. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1309
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1309


 

@NSFOCUS 2020                 

 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1309 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1309 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1309 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1309 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1309 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1309 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1309 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1310 - Win32k Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1310 

CVE Title: Win32k Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege vulnerability exists in Windows when the Windows kernel-mode driver 

fails to properly handle objects in memory. An attacker who successfully exploited this 

vulnerability could run arbitrary code in kernel mode. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses this vulnerability by correcting how the Windows kernel-mode driver 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1310
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1310
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1310 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1310 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1310 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1310 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1310 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-

based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1310 

Windows 10 

Version 1607 

for x64-

based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-

4561666 

Monthly 

Rollup 

Important 

Elevation 

of 

Privilege 

4556846 
Base: 6.4 

Temporal: 5.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1310 

based 

systems 

4561673 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1310 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1311 - Component Object Model Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1311 

MITRE 

NVD 

CVE Title: Component Object Model Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Component Object Model (COM) client 

uses special case IIDs. An attacker who successfully exploited this vulnerability could run 

arbitrary code with elevated system privileges. 

An attacker could then install programs; view, change, or delete data; or create new accounts 

with full user rights. To exploit this vulnerability, an attacker would have to log on to an 

affected system and run a specially crafted application. 

The security update addresses the vulnerability by correcting how COM handles special case 

IIDs, to help preclude unintended elevated system privileges. 

 

FAQ: 

None  

Mitigations: 

None  

Important 
Security Feature 

Bypass 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1311
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1311
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1311 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1311 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1311 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1311 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1311 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1311 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 
Important 

Elevation 

of 

Privilege 

4556813 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1311 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1311 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669


 

@NSFOCUS 2020                 

 

CVE-2020-1311 

Systems 

Service Pack 

1 

Security 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1311 

Security 

Only 

 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1311 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2020-1312 - Windows Installer Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1312 

MITRE 

NVD 

CVE Title: Windows Installer Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Windows Installer because of the way Windows 

Installer handles certain filesystem operations. 

To exploit the vulnerability, an attacker would require unprivileged execution on the victim 

system. After successfully exploiting the vulnerability, an attacker could run arbitrary code with 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1312
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1312
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

elevated privileges. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

The security update addresses the vulnerability by correcting the way Windows Installer handles 

certain filesystem operations. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1312 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Windows 10 Version 2004 for ARM64-

based Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1803 for 32-bit 

Systems 

4561621 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1803 for x64-based 

Systems 

4561621 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server, version 1803 (Server 

Core Installation) 

4561621 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1803 for ARM64-

based Systems 

4561621 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556807 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1312 

Windows 10 Version 1809 for 32-bit 

Systems 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1809 for x64-based 

Systems 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1809 for ARM64-

based Systems 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server 2019 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server 2019 (Server Core 

installation) 

4561608 Security 

Update 

 

Important 
Elevation of 

Privilege 
4551853 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1909 for 32-bit 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1312 

N/A 

Vector: N/A 

Windows 10 Version 1909 for x64-based 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1909 for ARM64-

based Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server, version 1909 (Server 

Core installation) 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1709 for 32-bit 

Systems 

4561602 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1709 for x64-based 

Systems 

4561602 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1312 

Windows 10 Version 1709 for ARM64-

based Systems 

4561602 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556812 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1903 for 32-bit 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1903 for x64-based 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1903 for ARM64-

based Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server, version 1903 (Server 

Core installation) 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 2004 for x64-based 

Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1312 

N/A 

Vector: N/A 

Windows 10 Version 2004 for 32-bit 

Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server, version 2004 (Server 

Core installation) 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

CVE-2020-1313 - Windows Update Orchestrator Service Elevation of 

Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1313 

MITRE 

NVD 

CVE Title: Windows Update Orchestrator Service Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1313
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1313
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

An elevation of privilege vulnerability exists when the Windows Update Orchestrator Service 

improperly handles file operations. An attacker who successfully exploited this vulnerability 

could run processes in an elevated context. 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Update 

Orchestrator Service handles file operations. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1313 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Windows 10 Version 1909 for 32-bit 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1909 for x64-based 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1909 for ARM64-

based Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server, version 1909 (Server 

Core installation) 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1313 

Windows 10 Version 1903 for 32-bit 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1903 for x64-based 

Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows 10 Version 1903 for ARM64-

based Systems 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server, version 1903 (Server 

Core installation) 

4560960 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Unknown 

Windows Server, version 2004 (Server 

Core installation) 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 2004 for 32-bit 

Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1313 

N/A 

Vector: N/A 

Windows 10 Version 2004 for ARM64-

based Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 2004 for x64-based 

Systems 

4557957 Security 

Update 

 

Important 
Elevation of 

Privilege 
4556799 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

CVE-2020-1314 - Windows Text Service Framework Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1314 

CVE Title: Windows Text Service Framework Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege vulnerability exists in Windows Text Service Framework (TSF) when 

the TSF server fails to properly handle messages sent from TSF clients. An attacker who 

successfully exploited this vulnerability could run arbitrary code in a privileged process. An 

attacker could then install programs; view, change, or delete data; or create new accounts with full 

user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses this vulnerability by correcting how TSF server handles messages in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1314
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1314
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1314 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1314 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1314 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1314 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1314 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1314 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1314 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1314 

Service Pack 

1 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1314 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1314 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1314 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1314 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1315 - Internet Explorer Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1315 

MITRE 

NVD 

CVE Title: Internet Explorer Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when Internet Explorer improperly handles objects 

in memory. An attacker who successfully exploited the vulnerability could obtain information to 

further compromise the userâ€™s system. 

To exploit the vulnerability, in a web-based attack scenario, an attacker could host a website in an 

attempt to exploit the vulnerability. In addition, compromised websites and websites that accept or 

host user-provided content could contain specially crafted content that could exploit the 

vulnerability. However, in all cases an attacker would have no way to force a user to view the 

attacker-controlled content. Instead, an attacker would have to convince a user to take action. For 

example, an attacker could trick a user into clicking a link that takes the user to the attacker's site. 

The security update addresses the vulnerability by modifying how Internet Explorer handles 

objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

Low 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1315
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1315
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is memory layout - the vulnerability allows an attacker to collect information that 

facilitates predicting addressing of the memory. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1315 

Product KB Article Severity Impact Supersedence CVSS Score Set 
Restart 

Required 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

2004 for 

32-bit 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

4557957 

Security 
Important 

Information 

Disclosure 
 Base: 4.3 

Temporal: 3.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1315 

11 on 

Windows 

10 

Version 

2004 for 

x64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Internet 

Explorer 

9 on 

Windows 

Server 

2008 for 

32-bit 

Systems 

Service 

Pack 2 

4561670 

Monthly 

Rollup 

4561603 IE 

Cumulative 

 

Low 
Information 

Disclosure 
4556798 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

9 on 

Windows 

Server 

4561670 

Monthly 

Rollup 

4561603 IE 

Low 
Information 

Disclosure 
4556798 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
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CVE-2020-1315 

2008 for 

x64-

based 

Systems 

Service 

Pack 2 

Cumulative 

 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1803 for 

32-bit 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1803 for 

x64-

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1315 

based 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1809 for 

32-bit 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

4561608 

Security 
Important 

Information 

Disclosure 
4551853 

Base: 4.3 

Temporal: 3.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1315 

11 on 

Windows 

10 

Version 

1809 for 

x64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

4561608 

Security 

Update 

 

Low 
Information 

Disclosure 
4551853 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1315 

Server 

2019 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1909 for 

32-bit 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1909 for 

x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1315 

11 on 

Windows 

10 

Version 

1909 for 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1709 for 

32-bit 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1315 

1709 for 

x64-

based 

Systems 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1709 for 

ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1903 for 

32-bit 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1315 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1903 for 

x64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

4561649 

Security 
Important 

Information 

Disclosure 
4556826 

Base: 4.3 

Temporal: 3.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1315 

Windows 

10 for 32-

bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Internet 

Explorer 

11 on 

Windows 

10 for 

x64-

based 

Systems 

4561649 

Security 

Update 

 

Important 
Information 

Disclosure 
4556826 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

10 

Version 

1607 for 

32-bit 

Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

4561616 

Security 
Important 

Information 

Disclosure 
4556813 

Base: 4.3 

Temporal: 3.9 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1315 

11 on 

Windows 

10 

Version 

1607 for 

x64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Internet 

Explorer 

11 on 

Windows 

Server 

2016 

4561616 

Security 

Update 

 

Low 
Information 

Disclosure 
4556813 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

7 for 32-

bit 

Systems 

Service 

Pack 1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4556836 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
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CVE-2020-1315 

Internet 

Explorer 

11 on 

Windows 

7 for x64-

based 

Systems 

Service 

Pack 1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4556836 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

8.1 for 

32-bit 

systems 

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4556846 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

8.1 for 

x64-

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4556846 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1315 

based 

systems 

Internet 

Explorer 

11 on 

Windows 

RT 8.1 

4561666 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4556846 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 

11 on 

Windows 

Server 

2008 R2 

for x64-

based 

Systems 

Service 

Pack 1 

4561603 IE 

Cumulative 

4561643 

Monthly 

Rollup 

 

Low 
Information 

Disclosure 
4556836 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Internet 

Explorer 

11 on 

Windows 

4561603 IE 

Cumulative 

4561612 

Monthly 

Low 
Information 

Disclosure 
4556840 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
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CVE-2020-1315 

Server 

2012 

Rollup 

 

Internet 

Explorer 

11 on 

Windows 

Server 

2012 R2 

4561603 IE 

Cumulative 

4561666 

Monthly 

Rollup 

 

Low 
Information 

Disclosure 
4556846 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2020-1316 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1316 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561603
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1316
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1316
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1316 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1316 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1316 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1316 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1316 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1316 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1317 - Group Policy Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1317 

MITRE 

NVD 

CVE Title: Group Policy Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Group Policy improperly checks access. 

An attacker who successfully exploited this vulnerability could run processes in an elevated 

context. 

To exploit the vulnerability, an attacker would first have to log on to the system, and then 

run a specially crafted application to take control over the affected system. 

The security update addresses the vulnerability by correcting how Group Policy checks 

access. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1317
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1317
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1317 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 
Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 
Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1317 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 
Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 
Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1317 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1317 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Unknown 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1317 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1317 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
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CVE-2020-1317 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-based 

Systems 

4561643 

Monthly 

Rollup 

4561669 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1317 

Service Pack 

1 

Security 

Only 

 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666


 

@NSFOCUS 2020                 

 

CVE-2020-1317 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1317 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556860 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1317 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556836 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674


 

@NSFOCUS 2020                 

 

CVE-2020-1317 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1318 - Microsoft Office SharePoint XSS Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1318 

MITRE 

NVD 

CVE Title: Microsoft Office SharePoint XSS Vulnerability  

Description:  

A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server does not 

properly sanitize a specially crafted web request to an affected SharePoint server. An 

authenticated attacker could exploit the vulnerability by sending a specially crafted request to an 

affected SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. The attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server 

properly sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1318
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1318
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1318 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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CVE-2020-1318 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important Spoofing 4484336 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Enterprise Server 2013 

Service Pack 1 

4484405 Security 

Update 

 

Important Spoofing 4484352 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important Spoofing 4484332 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2010 Service 

Pack 2 

4484414 Security 

Update 

 

Important Spoofing 4484383 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 Service 

Pack 1 

4484409 Security 

Update 

 

Important Spoofing 4484364 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a9dfa3dd-4b6d-4f13-bce7-708bade49ed4
https://www.microsoft.com/downloads/details.aspx?familyid=a9dfa3dd-4b6d-4f13-bce7-708bade49ed4
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=64f2b71a-05c0-422f-b3e2-7391570b7536
https://www.microsoft.com/downloads/details.aspx?familyid=64f2b71a-05c0-422f-b3e2-7391570b7536
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
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CVE-2020-1320 - Microsoft Office SharePoint XSS Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1320 

MITRE 

NVD 

CVE Title: Microsoft Office SharePoint XSS Vulnerability  

Description:  

A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server does not 

properly sanitize a specially crafted web request to an affected SharePoint server. An 

authenticated attacker could exploit the vulnerability by sending a specially crafted request to an 

affected SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. The attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server 

properly sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1320
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1320
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1320 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 
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CVE-2020-1320 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important Spoofing 4484336 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important Spoofing 4484332 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 Service 

Pack 1 

4484409 Security 

Update 

 

Important Spoofing 4484364 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2010 Service Pack 

2 

4484414 Security 

Update 

 

Important Spoofing 4484383 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1321 - Microsoft Office Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1321 

CVE Title: Microsoft Office Remote Code Execution Vulnerability  

Description:  
Important 

Remote Code 

Execution 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=64f2b71a-05c0-422f-b3e2-7391570b7536
https://www.microsoft.com/downloads/details.aspx?familyid=64f2b71a-05c0-422f-b3e2-7391570b7536
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

A remote code execution vulnerability exists in Microsoft Office software when it fails to 

properly handle objects in memory. An attacker who successfully exploited the vulnerability 

could use a specially crafted file to perform actions in the security context of the current user. For 

example, the file could then take actions on behalf of the logged-on user with the same 

permissions as the current user. 

To exploit the vulnerability, a user must open a specially crafted file with an affected version of 

Microsoft Office software. In an email attack scenario, an attacker could exploit the vulnerability 

by sending the specially crafted file to the user and convincing the user to open the file. In a web-

based attack scenario, an attacker could host a website (or leverage a compromised website that 

accepts or hosts user-provided content) that contains a specially crafted file that is designed to 

exploit the vulnerability. However, an attacker would have no way to force the user to visit the 

website. Instead, an attacker would have to convince the user to click a link, typically by way of 

an enticement in an email or Instant Messenger message, and then convince the user to open the 

specially crafted file. 

The security update addresses the vulnerability by correcting how Microsoft Office handles files 

in memory. 

 

FAQ: 

Are the updates for the Microsoft Office for Mac currently available? 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1321
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1321
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update for Microsoft Office 2016 for Mac and Microsoft Office 2019 for Mac are 

not immediately available. The updates will be released as soon as possible, and when they are 

available, customers will be notified via a revision to this CVE information. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1321 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft 365 Apps for Enterprise for 

32-bit Systems 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft 365 Apps for Enterprise for 

64-bit Systems 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 32-bit 

editions 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit 

editions 

Click to Run Security 

Update 

 

Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for Mac  Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2020-1321 

Microsoft Office 2016 for Mac  Important 
Remote Code 

Execution 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

CVE-2020-1322 - Microsoft Project Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1322 

MITRE 

NVD 

CVE Title: Microsoft Project Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when Microsoft Project reads out of bound 

memory due to an uninitialized variable. An attacker who successfully exploited the 

vulnerability could view out of bound memory that potentially could contain sensitive 

information. 

Exploitation of the vulnerability requires that a user open a specially crafted file with an affected 

version of Microsoft Project. 

The security update addresses the vulnerability by properly initializing the affected variable. 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1322
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1322
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1322 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Project 2013 Service Pack 1 

(32-bit editions) 

4484369 Security 

Update 

 

Important 
Information 

Disclosure 
4484125 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Project 2013 Service Pack 1 

(64-bit editions) 

4484369 Security 

Update 

 

Important 
Information 

Disclosure 
4484125 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Project 2016 (32-bit edition) 

4484399 Security 

Update 

 

Important 
Information 

Disclosure 
4484269 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Project 2016 (64-bit edition) 

4484399 Security 

Update 

 

Important 
Information 

Disclosure 
4484269 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Project 2010 Service Pack 2 

(32-bit editions) 

4484387 Security 

Update 

 

Important 
Information 

Disclosure 
4484132 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=68d9526b-804e-4b2e-b6c3-68c3549a909d
https://www.microsoft.com/downloads/details.aspx?familyid=68d9526b-804e-4b2e-b6c3-68c3549a909d
https://www.microsoft.com/downloads/details.aspx?familyid=68d9526b-804e-4b2e-b6c3-68c3549a909d
https://www.microsoft.com/downloads/details.aspx?familyid=68d9526b-804e-4b2e-b6c3-68c3549a909d
https://www.microsoft.com/downloads/details.aspx?familyid=eb1460d9-0341-4221-938a-0c2b88ddf0af
https://www.microsoft.com/downloads/details.aspx?familyid=eb1460d9-0341-4221-938a-0c2b88ddf0af
https://www.microsoft.com/downloads/details.aspx?familyid=eb1460d9-0341-4221-938a-0c2b88ddf0af
https://www.microsoft.com/downloads/details.aspx?familyid=eb1460d9-0341-4221-938a-0c2b88ddf0af
https://www.microsoft.com/downloads/details.aspx?familyid=9db9a669-d706-4a28-8ab3-dd3dff2b0d6d
https://www.microsoft.com/downloads/details.aspx?familyid=9db9a669-d706-4a28-8ab3-dd3dff2b0d6d
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CVE-2020-1322 

Microsoft Project 2010 Service Pack 2 

(64-bit editions) 

4484387 Security 

Update 

 

Important 
Information 

Disclosure 
4484132 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2019 for 32-bit editions 

Click to Run Security 

Update 

 

Important 
Information 

Disclosure 
4484132 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit editions 

Click to Run Security 

Update 

 

Important 
Information 

Disclosure 
4484132 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft 365 Apps for Enterprise for 

64-bit Systems 

Click to Run Security 

Update 

 

Important 
Information 

Disclosure 
4484132 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft 365 Apps for Enterprise for 

32-bit Systems 

Click to Run Security 

Update 

 

Important 
Information 

Disclosure 
4484132 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

https://www.microsoft.com/downloads/details.aspx?familyid=9db9a669-d706-4a28-8ab3-dd3dff2b0d6d
https://www.microsoft.com/downloads/details.aspx?familyid=9db9a669-d706-4a28-8ab3-dd3dff2b0d6d
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CVE-2020-1323 - SharePoint Open Redirect Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1323 

MITRE 

NVD 

CVE Title: SharePoint Open Redirect Vulnerability  

Description:  

An open redirect vulnerability exists in Microsoft SharePoint that could lead to spoofing. 

To exploit the vulnerability, an attacker could send a link that has a specially crafted URL and 

convince the user to click the link. When an authenticated SharePoint user clicks the link, the 

authenticated user's browser session could be redirected to a malicious site that is designed to 

impersonate a legitimate website. By doing so, the attacker could trick the user and potentially 

acquire sensitive information, such as the user's credentials. 

The update addresses the vulnerability by correcting how SharePoint handles open redirect 

requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

Mitigations: 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1323
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1323
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1323 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft SharePoint Enterprise Server 2016 

4484402 Security 

Update 

 

Important Spoofing 4484336 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
https://www.microsoft.com/downloads/details.aspx?familyid=4342c9dc-e8db-42c7-a398-dc894c1ef120
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CVE-2020-1323 

Microsoft SharePoint Server 2019 

4484400 Security 

Update 

 

Important Spoofing 4484332 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 Service 

Pack 1 

4484409 Security 

Update 

 

Important Spoofing 4484364 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1324 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1324 

MITRE 

NVD 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege (user to user) vulnerability exists in Windows Security Health 

Service when handling certain objects in memory. 

To exploit the vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted command that could exploit the vulnerability to elevate 

privileges. 

The update addresses the vulnerability by correcting how Windows Security Health Service 

handles certain objects in memory. 

Important 
Elevation of 

Privilege 

https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=a7948757-eb0f-4a50-ba08-b6dabdcb089f
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
https://www.microsoft.com/downloads/details.aspx?familyid=e9709158-9743-4f63-a59a-6b506d94a027
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1324
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1324
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1324 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2020-1324 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1324 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

for x64-based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1324 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1324 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1324 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1327 - Azure DevOps Server HTML Injection Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1327 

MITRE 

NVD 

CVE Title: Azure DevOps Server HTML Injection Vulnerability  

Description:  

A spoofing vulnerability exists in Microsoft Azure DevOps Server when it fails to properly handle 

web requests. An attacker who successfully exploited the vulnerability could perform script or 

content injection attacks, and attempt to trick the user into disclosing sensitive information. An 

attacker could also redirect the user to a malicious website that could spoof content or the 

vulnerability could be used as a pivot to chain an attack with other vulnerabilities in web services. 

To exploit the vulnerability, an attacker could create a popup to harvest information or present a 

user with a malicious link. 

The security update addresses the vulnerability by ensuring that Azure DevOps Server sanitizes 

user inputs. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1327
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1327
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1327 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Azure DevOps Server 2019.0.1 

Release Notes Security 

Update 

 

Important Spoofing  
Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Azure DevOps Server 2019 Update 1 

Release Notes Security 

Update 

 

Important Spoofing  
Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://aka.ms/azdev2019.0.1patch
https://aka.ms/azdev2019.0.1patch
https://aka.ms/azdev2019.0.1patch
https://aka.ms/azdev2019.0.1patch
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CVE-2020-1327 

Azure DevOps Server 2019 Update 

1.1 

Release Notes Security 

Update 

 

Important Spoofing  
Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1329 - Microsoft Bing Search Spoofing Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1329 

MITRE 

NVD 

CVE Title: Microsoft Bing Search Spoofing Vulnerability  

Description:  

A spoofing vulnerability exists when Microsoft Bing Search for Android improperly handles specific 

HTML content. An attacker who successfully exploited this vulnerability could trick a user into 

believing that the user was on a legitimate website. The specially crafted website, when browsed using 

the app could spoof the URL and serve malicious content. 

To exploit the vulnerability, the user must either browse a malicious website with Bing Search App or 

be redirected to it by the attacker. 

The security update addresses the vulnerability by correcting how Microsoft Bing Search for Android 

displays the site URL. 

Important Spoofing 

https://aka.ms/azdev2019.0.1patch
https://aka.ms/azdev2019.0.1patch
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1329
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1329
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

FAQ: 

How do I get the update for Bing Search for Android? 

1. Tap the Google Play icon on your home screen. 

2. Swipe in from the left edge of the screen. 

3. Tap My apps & games. 

4. Tap the Update box next to the Bing Search app. 

Is there a direct link on the web? 

Yes: https://play.google.com/store/apps/details?id=com.microsoft.bing&hl=en_US 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

https://play.google.com/store/apps/details?id=com.microsoft.bing&hl=en_US
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1329 

Product KB Article Severity Impact Supersedence CVSS Score Set Restart Required 

Microsoft Bing Search for Android 
Release Notes Security Update 

 
Important Spoofing  

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1331 - System Center Operations Manager Spoofing Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1331 

MITRE 

NVD 

CVE Title: System Center Operations Manager Spoofing Vulnerability  

Description:  

A spoofing vulnerability exists when System Center Operations Manager (SCOM) does not 

properly sanitize a specially crafted web request to an affected SCOM instance. An authenticated 

attacker could exploit the vulnerability by sending a specially crafted request to an affected 

SCOM instance. 

Important Spoofing 

https://play.google.com/store/apps/details?id=com.microsoft.bing&hl=en_US
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1331
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1331
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. These attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SCOM instance on behalf of the user, such as change permissions 

and delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that System Center 

Operations Manager properly sanitizes input. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1331 

Product KB Article Severity Impact Supersedence CVSS Score Set Restart Required 

System Center 2016 Operations Manager 
4566040 Security Update 

 
Important Spoofing  

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2020-1334 - Windows Runtime Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-1334 

MITRE 

NVD 

CVE Title: Windows Runtime Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows Runtime improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could run 

arbitrary code in an elevated context. 

Important 
Elevation of 

Privilege 

https://download.microsoft.com/download/2/c/2/2c24ee98-49b3-48d1-81ad-d741ca81be10/SCOM2016HotfixKB4563076.EXE
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1334
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1334
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

An attacker could exploit this vulnerability by running a specially crafted application on the 

victim system. 

The update addresses the vulnerability by correcting the way the Windows Runtime handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2020-1334 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 2004 

for ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for x64-based 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 2004 

for 32-bit 

Systems 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4561621 

Security 
Important 

Elevation 

of 

Privilege 

4556807 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1334 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556807 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1809 

4561608 

Security 
Important 

Elevation 

of 

Privilege 

4551853 
Base: 7.8 

Temporal: 7 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
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CVE-2020-1334 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4551853 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1909 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
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CVE-2020-1334 

Windows 10 

Version 1909 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556812 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
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CVE-2020-1334 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for x64-based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556799 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
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CVE-2020-1334 

Windows 10 

for x64-based 

Systems 

4561649 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556826 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 1607 

for x64-based 

Systems 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4556813 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Unknown 

Windows 8.1 

for 32-bit 

systems 

4561666 

Monthly 

Rollup 

Important 

Elevation 

of 

Privilege 

4556846 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
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CVE-2020-1334 

4561673 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 8.1 

for x64-based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4561666 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1334 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556840 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4556846 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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CVE-2020-1340 - NuGetGallery Spoofing Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1340 

MITRE 

NVD 

CVE Title: NuGetGallery Spoofing Vulnerability  

Description:  

A spoofing vulnerability exists when the NuGetGallery does not properly sanitize input on 

package metadata values. An attacker who successfully exploited the vulnerability could perform 

cross-site scripting attacks and run scripts in the security context of the user viewing the 

malicious content. 

To exploit this vulnerability, an attacker with permissions to upload packages could publish 

specially crafted content on a gallery page. 

The security update addresses the vulnerability by correcting how NuGetGallery sanitizes input. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important Spoofing 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1340
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1340
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1340 

Product KB Article Severity Impact Supersedence CVSS Score Set Restart Required 

NuGetGallery 
Github Repo Security Update 

 
Important Spoofing  

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://github.com/NuGet/NuGetGallery/releases/tag/v2020.06.09
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CVE-2020-1343 - Visual Studio Code Live Share Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2020-

1343 

MITRE 

NVD 

CVE Title: Visual Studio Code Live Share Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists in Visual Studio Code Live Share Extension when 

it exposes tokens in plain text. To exploit the vulnerability, an attacker would need to perform a 

successful capture of the tokens from client to proxy, where specific proxy settings are being 

used, making this very difficult to exploit. 

The update address the vulnerability by modifying the way Visual Studio Code Live Share 

communicates with clients to proxies. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1343
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1343
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1343 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Visual Studio Code Live 

Share extension 

Release Notes Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://marketplace.visualstudio.com/items?itemName=MS-vsliveshare.vsliveshare
https://marketplace.visualstudio.com/items?itemName=MS-vsliveshare.vsliveshare
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CVE-2020-1348 - Windows GDI Information Disclosure Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2020-

1348 

MITRE 

NVD 

CVE Title: Windows GDI Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Windows GDI component improperly 

discloses the contents of its memory. An attacker who successfully exploited the vulnerability 

could obtain information to further compromise the userâ€™s system. 

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a 

user to open a specially crafted document, or by convincing a user to visit an untrusted 

webpage. 

The security update addresses the vulnerability by correcting how the Windows GDI 

component handles objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is memory layout - the vulnerability allows an attacker to collect information that 

facilitates predicting addressing of the memory. 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1348
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2020-1348
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    06/09/2020 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2020-1348 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

4557957 

Security 
Important 

Information 

Disclosure 
 Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
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CVE-2020-1348 

2004 for 32-

bit Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

2004 for 

ARM64-

based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

2004 for 

x64-based 

Systems 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

2004 

(Server Core 

installation) 

4557957 

Security 

Update 

 

Important 
Information 

Disclosure 
 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 32-

bit Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4557957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
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CVE-2020-1348 

Windows 10 

Version 

1803 for 

x64-based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 

1803 

(Server Core 

Installation) 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4561621 

Security 

Update 

 

Important 
Information 

Disclosure 
4556807 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1809 for 32-

bit Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4561608 

Security 
Important 

Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561621
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608


 

@NSFOCUS 2020                 

 

CVE-2020-1348 

1809 for 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2019 

(Server Core 

installation) 

4561608 

Security 

Update 

 

Important 
Information 

Disclosure 
4551853 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1909 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

4560960 

Security 
Important 

Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 
Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561608
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1348 

1909 for 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1909 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server, 

version 

1909 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1709 for 32-

bit Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1709 for 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602


 

@NSFOCUS 2020                 

 

CVE-2020-1348 

x64-based 

Systems 

Windows 10 

Version 

1709 for 

ARM64-

based 

Systems 

4561602 

Security 

Update 

 

Important 
Information 

Disclosure 
4556812 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 32-

bit Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561602
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960


 

@NSFOCUS 2020                 

 

CVE-2020-1348 

Windows 

Server, 

version 

1903 

(Server Core 

installation) 

4560960 

Security 

Update 

 

Important 
Information 

Disclosure 
4556799 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

for 32-bit 

Systems 

4561649 

Security 

Update 

 

Important 
Information 

Disclosure 
4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-

based 

Systems 

4561649 

Security 

Update 

 

Important 
Information 

Disclosure 
4556826 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1607 for 32-

bit Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 10 

Version 

1607 for 

x64-based 

Systems 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4560960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561649
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616


 

@NSFOCUS 2020                 

 

CVE-2020-1348 

Windows 

Server 2016 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2016 

(Server Core 

installation) 

4561616 

Security 

Update 

 

Important 
Information 

Disclosure 
4556813 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for 32-bit 

Systems 

Service 

Pack 1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 7 

for x64-

based 

Systems 

Service 

Pack 1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561616
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1348 

Windows 

8.1 for 32-

bit systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

8.1 for x64-

based 

systems 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

RT 8.1 

4561666 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1348 

Service 

Pack 2 

Only 

 

Windows 

Server 2008 

for 32-bit 

Systems 

Service 

Pack 2 

(Server Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service 

Pack 2 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

for x64-

based 

Systems 

4561670 

Monthly 

Rollup 

4561645 

Security 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
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CVE-2020-1348 

Service 

Pack 2 

Only 

 

Windows 

Server 2008 

for x64-

based 

Systems 

Service 

Pack 2 

(Server Core 

installation) 

4561670 

Monthly 

Rollup 

4561645 

Security 

Only 

 

Important 
Information 

Disclosure 
4556860 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service 

Pack 1 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2008 

R2 for x64-

based 

4561643 

Monthly 

Rollup 

4561669 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561670
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561645
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561643
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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CVE-2020-1348 

Systems 

Service 

Pack 1 

Security 

Only 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service 

Pack 1 

(Server Core 

installation) 

4561643 

Monthly 

Rollup 

4561669 

Security 

Only 

 

Important 
Information 

Disclosure 
4556836 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Unknown 

Windows 

Server 2012 

4561612 

Monthly 

Rollup 

4561674 

Security 

Only 

 

Important 
Information 

Disclosure 
4556840 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4561612 

Monthly 

Rollup 

4561674 

Important 
Information 

Disclosure 
4556840 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561669
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561612
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
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CVE-2020-1348 

Security 

Only 

 

Windows 

Server 2012 

R2 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4561666 

Monthly 

Rollup 

4561673 

Security 

Only 

 

Important 
Information 

Disclosure 
4556846 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

 

Statement 

This advisory is only used to describe a potential risk. NSFOCUS does not provide any commitment or promise on this advisory. 

NSFOCUS and the author will not bear any liability for any direct and/or indirect consequences and losses caused by transmitting and/or using 

this advisory. NSFOCUS reserves all the rights to modify and interpret this advisory. Please include this statement paragraph when reproducing 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561674
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561666
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4561673
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or transferring this advisory. Do not modify this advisory, add/delete any information to/from it, or use this advisory for commercial purposes 

without permission from NSFOCUS. 

About NSFOCUS 

NSFOCUS, Inc., a global network and cyber security leader, protects enterprises and carriers from advanced cyber attacks. The company's 

Intelligent Hybrid Security strategy utilizes both cloud and on-premises security platforms, built on a foundation of real-time global threat 

intelligence, to provide multi-layered, unified and dynamic protection against advanced cyber attacks. 

NSFOCUS works with Fortune Global 500 companies, including four of the world's five largest financial institutions, organizations in 

insurance, retail, healthcare, critical infrastructure industries as well as government agencies. NSFOCUS has technology and channel partners in 

more than 60 countries, is a member of both the Microsoft Active Protections Program (MAPP), and the Cloud Security Alliance (CSA). 

A wholly owned subsidiary of NSFOCUS Technologies Group Co., Ltd., the company has operations in the Americas, Europe, the Middle 

East and Asia Pacific. 

 


