Microsoft Released October Patches to Fix 61 Security Vulnerabilities

mm Vlicrosoft Patch Tuesday

Overview

Microsoft released the October security update patch on Tuesday, fixing 61 security issues ranging from simple spoofing attacks to
remote code execution. Products include Azure, Internet Explorer, Microsoft Browsers, Microsoft Devices, Microsoft Dynamics,
Microsoft Edge, Microsoft Graphics Component., Microsoft JET Database Engine, Microsoft Office, Microsoft Office SharePoint,
Microsoft Scripting Engine, Microsoft Windows, Open Source Software, Secure Boot, Servicing Stack Updates, SQL Server, Windows
Hyper-V, Windows IIS, Windows Installer, Windows Kernel, Windows NTLM , Windows RDP and Windows Update Stack.

Details can be found in the following table

Azure App Service Remote Code

Azure CVE-2019-1372 Execution Vulnerability

Critical

@NSFOCUS 2019 http://www.nsfocus.com



Internet Explorer Memory

Internet Explorer CVE-2019-1371 Corruption Vulnerability Important
Microsoft Browsers CVE-2019-0608 Microsoft Browsgr' Spoofing Important
Vulnerability
Microsoft Browsers CVE-2019-1357 Microsoft Browsej\r' Spoofing Important
Vulnerability
Microsoft Devices CVE-2019-1314 Windows 10 Mobile Secu.rilty Important
Feature Bypass Vulnerability
Microsoft Dynamics 365
Microsoft Dynamics CVE-2019-1375 (On-Premise) Cross Site Important
Scripting Vulnerability
Microsoft Edge based on Edge
Microsoft Edge CVE-2019-1356 HTML Information Disclosure Important
Vulnerability
Microsoft Graphics Components
Microsoft Graphics Component CVE-2019-1361 Information Disclosure Important

Vulnerability
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Win32k Privilege Escalation

Microsoft Graphics Component CVE-2019-1362 Ty Important
Microsoft Graphics Component CVE-2019-1363 er'1dows Gbl Informé’Flon Important
Disclosure Vulnerability
Microsoft Graphics Component CVE-2019-1364 Win32k Pr|V|Iege. !Escalatlon Important
Vulnerability
Microsoft JET Database Engine CVE-2019-1358 Jet Databasg Engine Remp.te Important
Code Execution Vulnerability
. . Jet Database Engine Remote
Microsoft JET Database Engine CVE-2019-1359 Code Breaulion Vel Important
Microsoft Office CVE-2019-1327 Microsoft -Excel Remotg.Code Important
Execution Vulnerability
Microsoft Office CVE-2019-1331 Microsoft .Excel Remot?Code Important
Execution Vulnerability
Microsoft Office SharePoint CVE-2019-1070 Microsoft Office SharePoint XS5 Important

Vulnerability
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Microsoft SharePoint Spoofing

Microsoft Office SharePoint CVE-2019-1328 . Important
Vulnerability
Microsoft Office SharePoint CVE-2019-1329 Microsoft SharePomt p.r.|V|Iege Important
elevation vulnerability
Microsoft Office SharePoint CVE-2019-1330 Microsoft ShareP0|nt p.r.|V|Iege Important
elevation vulnerability
Microsoft Scripting Engine CVE-2019-1060 M5 XML Remote C(?gle Becution Critical
Vulnerability
Microsoft Scripting Engine CVE-2019-1307 Chakra Scrlptlng Engine M.emory Critical
Corruption Vulnerability
Microsoft Scripting Engine CVE-2019-1308 Chakra Scrlptlng Engine M‘emory Critical
Corruption Vulnerability
. .. . VBScript Remote Code o
Microsoft Scripting Engine CVE-2019-1238 ey T m— Critical
Microsoft Scripting Engine CVE-2019-1239 VBScript Remote Code Critical

Execution Vulnerability
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Chakra Scripting Engine Memory

Microsoft Scripting Engine CVE-2019-1335 O T Y, Critical
Microsoft Scripting Engine CVE-2019-1366 Chakra Scrlptlng Engine M.emory Critical
Corruption Vulnerability
Microsoft Windows CVE-2019-1341 Windows Pgwer service I.D.r|V|Iege Important
Escalation Vulnerability
Windows Error Reporting
Microsoft Windows CVE-2019-1342 Manager Privilege Escalation Important
Vulnerability
Windows Code Integrity Module
Microsoft Windows CVE-2019-1344 Information Disclosure Important
Vulnerability
Microsoft Windows CVE-2019-1346 Windows Denlal‘ c.)f service Important
Vulnerability
Microsoft Windows CVE-2019-1347 Windows Denial of Service Important

Vulnerability
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Microsoft Windows

CVE-2019-1311

Windows Imaging APl Remote
Code Execution Vulnerability

Important

Microsoft Windows

CVE-2019-1315

Windows Error Reporting
Manager Privilege Escalation
Vulnerability

Important

Microsoft Windows

CVE-2019-1316

Microsoft Windows Setup
Privilege Escalation Vulnerability

Important

Microsoft Windows

CVE-2019-1317

Microsoft Windows Denial of
Service Vulnerability

Important

Microsoft Windows

CVE-2019-1318

Microsoft Windows Transport
Layer Security Spoofing
Vulnerability

Important

Microsoft Windows

CVE-2019-1319

Windows Error Reporting
Privilege Escalation Vulnerability

Important

Microsoft Windows

CVE-2019-1320

Microsoft Windows Elevation of
Privilege

Important
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Microsoft Windows CloudStore

Microsoft Windows CVE-2019-1321 . . . Important
Privilege Escalation Vulnerability
Microsoft Windows CVE-2019-1322 Microsoft W|n'd'ows Flevation of Important
Privilege
Windows Redirected Drive
Microsoft Windows CVE-2019-1325 Buffering System Privilege Moderate
Escalation Vulnerability
Microsoft Windows CVE-2019-1338 Windows NTLM Secunw Feature Important
Bypass Vulnerability
Windows Error Reporting
Microsoft Windows CVE-2019-1339 Manager Privilege Escalation Important
Vulnerability
Microsoft Windows CVE-2019-1340 Microsoft W|n.d.ows Flevation of Important
Privilege
Open Source Software CVE-2019-1369 Open Enclave SDK Information Important

Disclosure Vulnerability
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Secure Boot CVE-2019-1368 Windows Secure Boot Sec'u'rlty Important
Feature Bypass Vulnerability
Servicing Stack Updates ADV990001 Latest Servicing Stack Updates Critical
SQL Server Management Studio
SQL Server CVE-2019-1313 Information Disclosure Important
Vulnerability
SQL Server Management Studio
SQL Server CVE-2019-1376 Information Disclosure Important
Vulnerability
Windows Hyper-V CVE-2019-1230  yper-Vlnformation Disclosure Important
Vulnerability
Windows IIS CVE-2019-1365 MICI’OSOft.”S server Pn.V.HEQe Important
Escalation Vulnerability
Windows Installer CVE-2019-1378 V.Vl.ndows 10 Update ASSISta.n.t Important
Privilege Escalation Vulnerability
Windows Kernel CVE-2019-1343 Windows Denial of Service Important
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Vulnerability

Windows Kernel Information

Windows Kernel CVE-2019-1345 Disclosure Vulnerability Important
Windows Kernel CVE-2019-1334 Wlnc.jows Kernel Inforn?fa\tlon Important
Disclosure Vulnerability
Windows NTLM CVE-2019-1166 Windows NTLM Tampering Important
Vulnerability
Windows Remote Desktop
Windows RDP CVE-2019-1326 Protocol (RDP) Denial of Service Important
Vulnerability
Windows RDP CVE-2019-1333  hemote Desktop Client Remote Critical
Code Execution Vulnerability
Microsoft Windows Update
Windows Update Stack CVE-2019-1323 Client Privilege Escalation Important
Vulnerability
Windows Update Stack CVE-2019-1336 Microsoft Windows Update Important

Client Privilege Escalation
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Vulnerability

Windows Update Client
Windows Update Stack CVE-2019-1337 Information Disclosure Important
Vulnerability

Recommended Mitigation Measures

Microsoft has released security updates to fix these issues. Please download and install them as soon as possible.
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Appendix

ADV990001 - Latest Servicing Stack Updates

The SSUs are classified as Critical updates. This does not indicate that there is a critical
vulnerability being addressed in the update.

2. When was the most recent SSU released for each version of Microsoft Windows?

Please refer to the following table for the most recent SSU release. We will update the
entries any time a new SSU is released:

pubdully Vulnerability
CVEID Vulnerability Description Severity
) Impact
Rating
CVE Title: Latest Servicing Stack Updates
Description:
This is a list of the latest servicing stack updates for each operating system. This list will
be updated whenever a new servicing stack update is released. It is important to install
the latest servicing stack update.
:/IEI)T\/RgEg " e . L Critical Defense in
VD 1. Why are all of the Servicing Stack Updates (SSU) critical updates? Depth
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV990001
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV990001

- e Maxir31um Vulnerability
CVE ID Vulnerability Description Severity
Rating Impact

Product SSU Package Date Released

Windows Server 2008 4517134 September 2019

Windows 7/Server 2008 R2 4516655 September 2019

Windows Server 2012 4521857 October 2019

Windows 8.1/Server 2012 R2 4521864 October 2019

Windows 10 4521856 October 2019

Windows 10 Version 1607/Server 2016 4521858 October 2019

Windows 10 Version 1703 4521859 October 2019

Windows 10 1709 4521860 October 2019

Windows 10 1803/Windows Server, version 1803 4521861 October 2019

Windows 10 1809/Server 2019 4521862 October 2019

Windows 10 1903/Windows Server, version 1903 4521863 October 2019

Mitigations:

None

Workarounds:

None

Revision:
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

7.0 04/09/2019 07:00:00

A Servicing Stack Update has been released for Windows Server 2008 and Windows
Server 2008 (Server Core installation); Windows 10 version 1809, Windows Server 2019,
and Windows Server 2019 (Server Core installation). See the FAQ section for more
information.

5.0 02/12/2019 08:00:00

A Servicing Stack Update has been released for Windows 10 Version 1607, Windows
Server 2016, and Windows Server 2016 (Server Core installation); Windows 10 Version
1703; Windows 10 Version 1709 and Windows Server, version 1709 (Server Core
Installation); Windows 10 Version 1803, and Windows Server, version 1803 (Server Core
Installation). See the FAQ section for more information.

11.0 07/09/2019 07:00:00

A Servicing Stack Update has been released for all supported versions of Windows 10
(including Windows Server 2016 and 2019), Windows 8.1, Windows Server 2012 R2 and
Windows Server 2012. See the FAQ section for more information.

5.2 02/14/2019 08:00:00

In the Security Updates table, corrected the Servicing Stack Update (SSU) for Windows
10 Version 1803 for x64-based Systems to 4485449. This is an informational change
only.

12.0 07/24/2019 07:00:00
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

A Servicing Stack Update has been released for Windows 10 Version 1809 and Windows
Server 2019. See the FAQ section for more information.

3.0 12/11/2018 08:00:00

A Servicing Stack Update has been released for Windows 10 Version 1709, Windows
Server, version 1709 (Server Core Installation), Windows 10 Version 1803, and Windows
Server, version 1803 (Server Core Installation). See the FAQ section for more
information.

6.0 03/12/2019 07:00:00

A Servicing Stack Update has been released for Windows 7 and Windows Server 2008
R2 and Windows Server 2008 R2 (Server Core installation). See the FAQ section for more
information.

9.0 06/11/2019 07:00:00

A Servicing Stack Update has been released for Windows 10 version 1607, Windows
Server 2016, Windows 10 version 1809, and Windows Server 2019. See the FAQ section
for more information.

8.0 05/14/2019 07:00:00

A Servicing Stack Update has been released for Windows 10 version 1507, Windows 10
version 1607, Windows Server 2016, Windows 10 version 1703, Windows 10 version
1709, Windows Server, version 1709, Windows 10 version 1803, Windows Server, version
1803, Windows 10 version 1809, Windows Server 2019, Windows 10 version 1809 and
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Windows Server, version 1809. See the FAQ section for more information.

4.0 01/08/2019 08:00:00
A Servicing Stack Update has been released for Windows 10 Version 1703. See the FAQ
section for more information.

15.0 10/08/2019 07:00:00

A Servicing Stack Update has been released for all supported versions of Windows 10
(including Windows Server 2016 and 2019), Windows 8.1, Windows Server 2012 R2 and
Windows Server 2012. See the FAQ section for more information.

14.0 09/10/2019 07:00:00
A Servicing Stack Update has been released for all supported versions of Windows. See
the FAQ section for more information.

3.1 12/11/2018 08:00:00
Updated supersedence information. This is an informational change only.

3.2 12/12/2018 08:00:00
Fixed a typo in the FAQ.

1.1 11/14/2018 08:00:00
Corrected the link to the Windows Server 2008 Servicing Stack Update. This is an
informational change only.
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

1.0 11/13/2018 08:00:00
Information published.

2.0 12/05/2018 08:00:00
A Servicing Stack Update has been released for Windows 10 Version 1809 and Windows
Server 2019. See the FAQ section for more information.

1.2 12/03/2018 08:00:00
FAQs have been added to further explain Security Stack Updates. The FAQs include a
table that indicates the most recent SSU release for each Windows version. This is an
informational change only.

13.0 07/26/2019 07:00:00

A Servicing Stack Update has been released for Windows 10 version 1903 and Windows
Server, version 1903 (Server Core installation). See the FAQ section for more
information.

5.1 02/13/2019 08:00:00

In the Security Updates table, corrected the Servicing Stack Update (SSU) for Windows
10 Version 1809 for x64-based Systems to 4470788. This is an informational change
only.

10.0 06/14/2019 07:00:00

A Servicing Stack Update has been released for Windows 10 version 1903 and Windows
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Maximum ;. 1 erabili
CVE ID Vulnerability Description Severity ty
) Impact
Rating
Server, version 1903 (Server Core installation). See the FAQ section for more
information.
Affected Software
The following tables list the affected software details for the vulnerability.
ADV990001
\'} R
Product KB Article Severity Impact Supersedence CVSS Score esta.rt
Set Required
4516655 Servicing Defense in '?:f:::r{afl"
. e . 3 o :
Windows 7 for 32-bit Systems Service Pack 1 Stack Update Critical Depth N/A Yes
Vector: N/A
- Base: N/A
Windows 7 for x64-based Systems Service :f;c6k635§aetr;ncmg Critical Defense in Temporal: Ves
Pack 1 P Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655

ADV990001

Windows Server 2008 R2 for x64-based 4516655 Servicing . Base: N/A
. . Defense in Temporal:
Systems Service Pack 1 (Server Core Stack Update Critical Depth N/A Yes
installation) Vector: N/A
o Base: N/A
Windows Server 2008 R2 for Itanium-Based 4510655 Servicing . Defense in Temporal:
. Stack Update Critical Yes
Systems Service Pack 1 Depth N/A
Vector: N/A
o Base: N/A
Windows Server 2008 R2 for x64-based gf;c6k63508|aetr:cmg Critical Defense in Temporal: Ves
Systems Service Pack 1 P Depth N/A
Vector: N/A
. Base: N/A
. : 4517134 .
Windows Server 2008 for 32-bit Systems St5ack 3 Oslaetr;ncmg Critical Defense in Temporal: Ves
Service Pack 2 (Server Core installation) P Depth N/A
Vector: N/A
4512939 Servicing Defense in '?Zfr?p:)lc:lgl"
. c o :
Windows Server 2012 Stack Update Critical Depth N/A Yes
Vector: N/A
4512939 Servicing Defense in Base: N/A
Windows Server 2012 (Server Core installation) Stack Update Critical Temporal:  Yes
Depth N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4516655
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512939
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512939
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512939
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512939

ADV990001

| ‘ | |Vector: N/A |
4512938 Servicing Defense in '?::r?;l:r/:l"
Windows 8.1 for 32-bit systems Stack Update Critical Depth N/A Yes
Vector: N/A
4512938 Servicing Defense in '?:;?;ngr/apl"
Windows 8.1 for x64-based systems Stack Update Critical Depth N/A Yes
Vector: N/A
4512938 Servicing Defense in 'I?:::;ol:r/:l"
Windows Server 2012 R2 Stack Update Critical Depth N/A Yes
Vector: N/A
- Base: N/A
Windows Server 2012 R2 (Server Core 4512938 Servicing . Defense in Temporal:
. : Stack Update Critical Yes
installation) Depth N/A
Vector: N/A
4521856 Servicing Defense in ';B':f:::r/apl\'
Windows 10 for 32-bit Systems Stack Update Critical Depth N/A Yes
Vector: N/A
|Windows 10 for x64-based Systems M521856 Servicing ‘Critical |Defense in |Base: N/A |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512938
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512938
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512938
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512938
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512938
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512938
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512938
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512938
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521856
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521856
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521856

ADV990001

Stack Update Depth Temporal:
N/A
Vector: N/A
4521858 Servicing Defense in 'I?:::;J:/:I\'
Windows Server 2016 Stack Update Critical Depth N/A Yes
Vector: N/A
4521858 Servicing Defense in 'I?:::;)lc:lr/:;?
Windows 10 Version 1607 for 32-bit Systems |Stack Update Critical Depth N/A Yes
Vector: N/A
. Base: N/A
Windows 10 Version 1607 for x64-based 4521858 Servicing . Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
4521858 Servicing Defense in '?::13: l:r/:'
Windows Server 2016 (Server Core installation) Stack Update Critical porat Yes
Depth N/A
Vector: N/A
4521859 Servicing Defense in ';B':f:: l:r/:'
Windows 10 Version 1703 for 32-bit Systems |Stack Update Critical POTaE " Yes
Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521856
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521858
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521858
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521858
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521858
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521858
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521858
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521858
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521858
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521859
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521859

ADV990001

4521859 Servicin Base: N/A
Windows 10 Version 1703 for x64-based 9 » Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
4521860 Servicing Defense in ';B':::: gr/:'
Windows 10 Version 1709 for 32-bit Systems |Stack Update Critical porat Yes
Depth N/A
Vector: N/A
o Base: N/A
Windows 10 Version 1709 for x64-based :t5a2c1k8L6JO Oslaetr;ncmg Critical Defense in Temporal: Ves
Systems P Depth N/A
Vector: N/A
4521861 Servicing Defense in ?::;ngr/:l"
Windows 10 Version 1803 for 32-bit Systems |Stack Update Critical Depth N/A Yes
Vector: N/A
- Base: N/A
Windows 10 Version 1803 for x64-based 4521861 Servicing . Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
4521861 ici :
Windows Server, version 1803 (Server Core >21861 Servicing . Defense in Base: N/A
. Stack Update Critical Temporal:  Yes
Installation) Depth
N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521859
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521859
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521860
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521860
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521860
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521860
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521861
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521861
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521861
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521861
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521861
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521861

ADV990001

| ‘ | |Vector: N/A |
o Base: N/A
Windows 10 Version 1803 for ARM64-based :fa2c1k881 jaetr;ncmg Critical Defense in Temporal: Ves
Systems P Depth N/A
Vector: N/A
4521862 Servicing Defense in '?:;?: lc:lr/apl"
Windows 10 Version 1809 for 32-bit Systems |Stack Update Critical POTaE " Yes
Depth N/A
Vector: N/A
o Base: N/A
Windows 10 Version 1809 for x64-based 4521862 Servicing . Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
- Base: N/A
Windows 10 Version 1809 for ARM64-based 4521862 Servicing . Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
4521862 Servicing Defense in ';B':::::r/apl\'
Windows Server 2019 Stack Update Critical Depth N/A Yes
Vector: N/A
|Windows Server 2019 (Server Core installation) ‘4521862 Servicing ‘Critical |Defense in |Base: N/A |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521861
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521861
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862

ADV990001

Stack Update Depth Temporal:
N/A
Vector: N/A
o Base: N/A
Windows 10 Version 1709 for ARM64-based gtSazgksSO jaetr;ncmg Critical Defense in Temporal: Ves
Systems P Depth N/A
Vector: N/A
4521863 Servicing Defense in 'I?:::;)lc:lr/:;?
Windows 10 Version 1903 for 32-bit Systems |Stack Update Critical Depth N/A Yes
Vector: N/A
. Base: N/A
Windows 10 Version 1903 for x64-based 4521863 Servicing . Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
o Base: N/A
Windows 10 Version 1903 for ARM64-based 4521863 Servicing . Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
- Base: N/A
Windows Server, version 1903 (Server Core 4521863 Servicing . Defense in Temporal:
. : Stack Update Critical Yes
installation) Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521862
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521860
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521860
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521863
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521863
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521863
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521863
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521863
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521863
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521863
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4521863

ADV990001

4517134 Servicin Base: N/A
Windows Server 2008 for Itanium-Based Stack Undate g Critical Defense in Temporal: Ves
Systems Service Pack 2 P Depth N/A
Vector: N/A
o Base: N/A
Windows Server 2008 for 32-bit Systems §t5a1c7k1 34 jaetr;ncmg Critical Defense in Temporal: Ves
Service Pack 2 P Depth N/A
Vector: N/A
o Base: N/A
. 4517134 S .
Windows Server 2008 for x64-based Systems Stack U daetr;ncmg Critical Defense in Temporal: Ves
Service Pack 2 P Depth N/A
Vector: N/A
. Base: N/A
. 4517134 .
Windows Server 2008 for x64-based Systems St5ack 3 j:tr:ang Critical Defense in Temporal: Ves
Service Pack 2 (Server Core installation) P Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517134

g

/T

CVE-2019-0608 - Microsoft Browser Spoofing Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-0608
MITRE
NVD

CVE Title: Microsoft Browser Spoofing Vulnerability

Description:

A spoofing vulnerability exists when Microsoft Browsers does not properly parse
HTTP content. An attacker who successfully exploited this vulnerability could
impersonate a user request by crafting HTTP queries. The specially crafted website
could either spoof content or serve as a pivot to chain an attack with other
vulnerabilities in web services.

To exploit the vulnerability, the user must click a specially crafted URL. In an email
attack scenario, an attacker could send an email message containing the specially
crafted URL to the user in an attempt to convince the user to click it.

In a web-based attack scenario, an attacker could host a specially crafted website
designed to appear as a legitimate website to the user. However, the attacker
would have no way to force the user to visit the specially crafted website. The
attacker would have to convince the user to visit the specially crafted website,
typically by way of enticement in an email or instant message, and then convince
the user to interact with content on the website.

The update addresses the vulnerability by correcting how Microsoft Browsers

Important

Spoofing
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0608
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0608

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

parses HTTP responses.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0608

|Product KB Article |Severity |Impact ’Supersedenc CVSS Score Set

Restart
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CVE-2019-0608

e Require
d
4519974
Internet Explorer lCEumuIativ Base: 2.4
9 on Windows . Spoofin Temporal: 2.2
Server 2008 for 4520002 Low P 4516026 Vector: Yes
32-bit Systems 9 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
. Monthly
Service Pack 2 C:.C
Rollup
4519974
Interne‘F Explorer |E . Base: 2.4
9 on Windows Cumulativ
Server 2008 for e Spoofin Temporal: 2.2
ehbneed 000, oW POOTIN 4516026 Vector: Yes
. g CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems Service  Monthly CC
Pack 2 Rollup '
Internet Explorer 4519974 Base: 4.3
11 on Windows 7 ||E Imbortan Spoofin Temporal: 3.9
for 32-bit Cumulativ A P P 4524157 Vector: Yes
Systems Service e g CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/R
Pack 1 4519976 C.C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-0608

Monthly
Rollup
4519974
Internet Explorer lCEumulativ Base: 4.3
11 on Windows 7 . Imbortan Spoofin Temporal: 3.9
for x64-based 4519976 It P P 4524157 Vector: Yes
Systems Service 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Monthly
Pack 1 C.C
Rollup
4519974
Internet Fxplorer |E . Base: 2.4
11 on Windows  |Cumulativ Temporal: 2.2
?jrr\)/;fgg?eﬁz 25 19976 Low Spoofin 4524157 Vector: Yes
. g CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems Service  Monthly CC
Pack 1 Rollup '
4519974 Base: 2.4
Internet Explorer |E Spoofin Temporal: 2.2
11 on Windows . Low P 4524135 porat < Yes
Server 2012 Cumulativ g Vector:
CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974

CVE-2019-0608

| ] cc
4519974
IE
Internet Explorer (Cumulativ Base: 4.3
11 on Windows e Importan Spoofin Temporal: 3.9
8.1 for 32-bit 4520005 t ° P 4524156 Vector: Ves
' ¥ CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
systems Monthly
C.C
Rollup
4519974
IE
Internet Explorer |Cumulativ Base: 4.3
11 on Windows e Importan Spoofin Temporal: 3.9
8.1 for x64-based 4520005 t i P 4524156 Vector: Ves
. ¥ CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
systems Monthly
C.C
Rollup
|4|5519974 Base: 2.4
Internet Explorer Cumulativ Spoofin Temporal: 2.2
11 on Windows Low POOTN 4524156  Vector: Ves
Server 2012 R2 9 CVSS:3.0/AV:N/AC:L/PR:H/UL:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
4520005 .
Monthly :
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-0608

Rollup
4520005 Base: 4.3
Internet Explorer Vonthly  Importan Spoofin Temporal: 3.9
11.0n Windows ' P POOTN 4524156 Vector: Yes
RT 8.1 P g CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
CC
Internet Explorer 4520071 Base: 4.3
11 on Windows  [Securit Importan Spoofin Temporal: 3.9
10 for 32-bit U datey A P P 4524153 Vector: Yes
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems
C.C
Internet Explorer 4520071 Base: 4.3
. . : Temporal: 3.9
11 on Windows  Security  Importan Spoofin
10 for x64-based Update 1t 4524153 Vector. ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems
C.C
4519998 Base: 2.4
Internet Explorer Securit Spoofin Temporal: 2.2
11 on Windows U datey Low P 4524152 Vector: Yes
Server 2016 P 9 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
C.C
Internet Explorer |4519998 Importan |Spoofin M524152 ‘Base: 4.3 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-0608

11 on Windows  [Security g Temporal: 3.9

10 Version 1607 Update Vector:

for 32-bit CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems C.C

Internet Fxplorer 4519998 Base: 4.3

11 on Windows Security  Importan Spoofin Temporal: 3.9

10 Version 1607 Update & 4524152 Vector: Yes
for x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems C.C

Internet Fxplorer 4520010 Base: 4.3

11 on Windows Security  Importan Spoofin Temporal: 3.9

10 Version 1703 Update & 4524151 Vector: Yes
for 32-bit P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems C.C

Internet Fxplorer 4520010 Base: 4.3

11 on Windows Security  Importan Spoofin Temporal: 3.9

10 Version 1703 Uodate 4524151 Vector: Yes
for x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems CC

Internet Explorer 4520004 Base: 4.3

11 on Windows  Security  Importan Spoofin Temporal: 3.9

10 Version 1709 |Update g 4524150 Vector: ves
for 32-bit CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-0608

|Systems ‘ | | ‘ C.C

Internet Fxplorer 4520004 Base: 4.3

11 on Windows Security  Importan Spoofin Temporal: 3.9

10 Version 1709 Uodate 4524150 Vector: Yes
for x64-based | " o CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/:N/AN/E:P/RL:O/R
Systems C.C

Internet Fxplorer 4520008 Base: 4.3

11 on Windows Security  Importan Spoofin Temporal: 3.9

10 Version 1803 Uodate 4524149 Vector: Yes
for 32-bit P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems CC

Internet Fxplorer 4520008 Base: 4.3

11 on Windows Security  Importan Spoofin Temporal: 3.9

10 Version 1803 Uodate 4524149 Vector: Yes
for x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems CC

Internet Fxplorer 4520008 Base: 4.3

11 on Windows Security  Importan Spoofin Temporal: 3.9

10 Version 1803 Update |t g 4524149 Vector: Yes
for ARM64-based CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems CC

Internet Explorer 4519338 Importan Spoofin Base: 4.3

11 on Windows  [Security g 4524148 Temporal: 3.9 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-0608

10 Version 1809 Update Vector:
for 32-bit CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems C.C
Internet Fxplorer 4519338 Base: 4.3
11 on Windows Security  Importan Spoofin Temporal: 3.9
10 Version 1809 Update & 4524148 Vector: Yes
for x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems CC
Internet Fxplorer 4519338 Base: 4.3
11 on Windows Security  Importan Spoofin Temporal: 3.9
10 Version 1809 Uodate 4524148 Vector: Yes
for ARM64-based |~ 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems CC

4519338 Base: 2.4
Internet Explorer Security Spoofin Temporal: 2.2
11 on Windows Update Low g 4524148 Vector: Yes
Server 2019 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R

CC

Internet Fxplorer 4520004 Base: 4.3
11 on Windows Security  Importan Spoofin Temporal: 3.9
10 Version 1709 Uodate 4524150 Vector: Yes
for ARM64-based | 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems CC
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-0608

Internet Fxplorer 4517389 Base: 4.3
11 on Windows Securit Imbortan Spoofin Temporal: 3.9
10 Version 1903 U datey ; P P 4524147 Vector: Yes
for 32-bit P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems C.C
Internet Fxplorer 4517389 Base: 4.3
11 on Windows Securit Imbortan Spoofin Temporal: 3.9
10 Version 1903 | " P POOTIN 4524147 Wector: Yes
for x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems C.C
Internet Fxplorer 4517389 Base: 4.3
11 on Windows Securit Importan Spoofin Temporal: 3.9
10 Version 1903 | " | P POOTN 4524147 Wector: Yes
for ARM64-based |~ 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Systems C.C

4520007

:;AOO”TJ’E;W Base: 2.4
Internet Explorer : Temporal: 2.2
10 on Windows I4E519974 Low Spoofin 4524135 Vector: Yes
Server 2012 : g CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R

Cumulativ

C.C

e
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974

CVE-2019-0608

Microsoft Edge Base: 4.3
(EdgeHTML-base 223823; Importan Spoofin Temporal: 3.9
d) on Windows 10 Uodate & 4524153 Vector: Yes
for 32-bit P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
Systems C.C
Microsoft Edge Base: 4.3
(EdgeHTML-base 223823; Importan Spoofin Temporal: 3.9
d) on Windows 10 Uodate I 4524153 Vector: Yes
for x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
Systems C.C
Microsoft Edge 4519998 _'?fopgri L30
;E)dc?neHWTinM dL(;aise azc;;tey Low 3p°°f'” 4524152 Vector: Yes
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
Server 2016
C.C
Microsoft Edge Base: 4.3
(EdgeHTML-base ggljg?}? Importan Spoofin Temporal: 3.9
d) on Windows 10 Update & 4524152 Vector: Yes
Version 1607 for P 9 CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge 4519998 Importan Spoofin Base: 4.3
(EdgeHTML-base Security 4524152 Temporal: 3.9 Yes
d) on Windows 10 Update 9 Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-0608

Version 1607 for
x64-based
Systems

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
C.C

Version 1709 for

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R

Microsoft Edge 4520010 Base: 4.3
(EdgeHTML-base Securit Importan Spoofin Temporal: 3.9
d) on Windows 10 U datey A P P 4524151 Vector: Yes
Version 1703 for | 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge )
(EdgeHTML-base 4520010 pase: 4.3
: . : Temporal: 3.9
d) on Windows 10 Security  Importan Spoofin
. 4524151 Vector: Yes
Version 1703 for Update 1t g
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
x64-based cC
Systems ’
Microsoft Edge Base: 4.3
4520004
(EdgeHTML-base Securit Importan Spoofin Temporal: 3.9
d) on Windows 10" /™ POOTN 4524150 Vector: Yes
Version 1709 for P 9 CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge 4520004 Base: 4.3
(EdgeHTML-base Security  mportan Spoofin Temporal: 3.9
. 45241 Y
d) on Windows 10 Update g 224150 Vector: es
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-0608

Version 1809 for

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R

x64-based C.C

Systems

Microsoft Edge 4520008 Base: 4.3

(EdgeHTML-base Securit Importan Spoofin Temporal: 3.9

d) on Windows 10 " : P POOTIN 4524149 Vector: Yes

Version 1803 for | 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R

32-bit Systems C.C

Microsoft Edge )

(EdgeHTML-base 4520008 pase: 4.3

d) on Windows 10 Securit Importan Spoofin Temporal: 3.9

Version 1803 for U datey t ° ° 4524149 Vector: Yes
P 9 CVSS:3.0/AV:N/AC.L/PR:N/UIL:R/S:U/C:N/I:L/A:N/E:P/RL:O/R

x64-based cC

Systems ’

Microsoft Edge _

(EdgeHTML-base 4520008 Base: 4.3

d) on Windows 10 Securit Importan Spoofin Temporal: 3.9

Version 1803 for U datey t ° ° 4524149 Vector: Yes
P 9 CVSS:3.0/AV:N/AC.L/PR:N/UIL:R/S:U/C:N/I:L/A:N/E:P/RL:O/R

ARM64-based

C.C

Systems

Microsoft Edge 4519338 Base: 4.3

(EdgeHTML-base Security  mportan Spoofin Temporal: 3.9

. 452414 Y
d) on Windows 10 Update 1t g > 8 Vector: es
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-0608

|32—bit Systems ‘ | | ‘ C:.C
Microsoft Edge i
(EdgeHTML-base 4519338 pase: 4.3
: . : Temporal: 3.9
d) on Windows 10 Security  Importan Spoofin
Version 1809 for Update 1t 4524148 Vector. Yes
© . d CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/AN/E:P/RL:O/R
x64-based cC
Systems '
Microsoft Edge )
(EdgeHTML-base 4519338 pase: 4.3
: . : Temporal: 3.9
d) on Windows 10 Security  Importan Spoofin
Version 1809 for Update 1t 4524148 Vector. ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
ARM64-based cC
Systems ’
Microsoft Edge 4519338 $fopgr3;l 19
gz)d(?:wy ch;\t/)vise LSJeC;;Zy Low Spoofin 4524148 Vector: Yes
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
Server 2019
C.C
Microsoft Edge Base: 4.3
(EdgeHTML-base :2382?4 Importan Spoofin Temporal: 3.9
d) on Windows 10" /™ POOTN 4524150 Vector: Yes
Version 1709 for |~ 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
ARM64-based C.C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-0608

|Systems

Microsoft Edge 4517389 Base: 4.3
(EdgeHTML-base Securit Importan Spoofin Temporal: 3.9
d) on Windows 10 U datey A P P 4524147 Vector: Yes
Version 1903 for |~ o CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/AN/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge
Base: 4.
(EdgeHTML-base 4517389 ase: 4.3
d) on Windows 10 Securit Importan Spoofin Temporal: 3.9
Version 1903 for U datey t ’ ’ 4524147 Vector. ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
x64-based
C.C
Systems
Microsoft Edge
Base: 4.
(EdgeHTML-base 4517389 ase: 4.3
d) on Windows 10 Securit Importan Spoofin Temporal: 3.9
Version 1903 for U datey t ’ ’ 4524147 Vector. ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/R
ARM®64-based C-C
Systems ’
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

g

N

CVE-2019-1060 - MS XML Remote Code Execution Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1060

CVE Title: MS XML Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists when the Microsoft XML Core Services
MSXML parser processes user input. An attacker who successfully exploited the
vulnerability could run malicious code remotely to take control of the usera€™s
system.

To exploit the vulnerability, an attacker could host a specially crafted website
designed to invoke MSXML through a web browser. However, an attacker would
have no way to force a user to visit such a website. Instead, an attacker would

Remote Code

MITRE Critical .
NVD typically have to convince a user to either click a link in an email message or instant Execution
message that would then take the user to the website. When Internet Explorer
parses the XML content, an attacker could run malicious code remotely to take
control of the usera€™s system.
The update addresses the vulnerability by correcting how the MSXML parser
processes user input.
FAQ:
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1060
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1060

Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1060

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 4519985| _ ... Remote Base: 6.4
Server 2012 [Security Critical Code 4524154 Temporal: 5.8 ves
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985

CVE-2019-1060

Only Execution Vector:
4520007 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4519985
Windows Séencl;jrlty Remote Base: 6.4
server 2012 1, 050007 Critical Code 4524154 Temporal: 5.8 Yes
(Server Core Monthl Execution Vector:
installation) Rollup y CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1 Only Remote _?:::' c7>.r?al' 6.7
for 32-bit 4520005 Critical |Code 4524156 Vectgr' T Yes
Monthl i '
systems Ro?Ltp y Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 8.1 2223330 Remote _I?:::: c7>‘r5al' 6.7
for x64-based Y Critical Code 4524156 porat- o. Yes
systems Only Execution vector:
y 4520005 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1060

Monthly

Rollup

4519990

Security )
Windows Only Remote _I?:::' c6>él' cg
Server 2012 4520005 Critical Code 4524156 porat: >. Yes
R2 Monthly Execution Vector:

Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

4520005 Remote Base: 7.5
Windows RT Monthly Critical Code 4524156 Temporal: 6.7 Ves
8.1 Rollup Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

4519990
Windows Security Base: 6.4
Server 2012 Only Remote Temporal: 5.8
R2 (Server 4520005 Critical Code 4524156 Vectgr' T Yes
core Monthly Execution CVS5:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RLO/RC:C
installation)  Rollup
Windows 10 4520011 _ .. Remote Base: N/A

. . I 45241 Y

for 32-bit Security Critica Code 224153 Temporal: N/A e
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1060

Systems Update Execution Vector: N/A
Windows 10 2253231 Remote Base: N/A
for x64-based Y (Critical  Code 4524153 Temporal: N/A Yes
Update .
Systems Execution Vector: N/A
Windows 22233’?8 Remote Base: N/A
Server 2016 U datey Critical |Code 4524152 Temporal: N/A Yes
P Execution Vector: N/A
: Y Critical (Code 4524152 Temporal: N/A Yes
for 32-bit Update .
Execution Vector: N/A
Systems
Y (Critical  Code 4524152 Temporal: N/A Yes
for x64-based Update .
Execution Vector: N/A
Systems
Wi 4519998
Selrr\]/(icr)\.lzv(s)m Securit Remote Base: N/A
Y (Critical  Code 4524152 Temporal: N/A Yes
(Server Core |Update .
. . Execution Vector: N/A
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1060

Verson 1703 Securty | emote sase: /A
: Y (Critical  Code 4524151 Temporal: N/A Yes
for 32-bit Update .
Execution Vector: N/A
Systems
Verson 1703 Gecury | Remoe sase /A
Y Critical Code 4524151 Temporal: N/A Yes
for x64-based Update .
Execution Vector: N/A
Systems
Verson 1708 Secury | Remoe sase /A
for 32-bit U datey Critical Code 4524150 Temporal: N/A Yes
P Execution Vector: N/A
Systems
Verson 1700 Secury - Remote sase: /A
Y (Critical  Code 4524150 Temporal: N/A Yes
for x64-based Update .
Execution Vector: N/A
Systems
Verson 1803 Ceconty  Remote sase /A
: Y Icritical  Code 4524149 Temporal: N/A Yes
for 32-bit Update .
Execution Vector: N/A
Systems
Windows 10 4520008 Remote Base: N/A
Version 1803 [Security Critical Code 4524149 Temporal: N/A Yes
for x64-based Update Execution Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1060

|Systems | ’ | |

Windows

Server, 2233238 Remote Base: N/A

version 1803 U datey Critical Code 4524149 Temporal: N/A Yes
(Server Core P Execution Vector: N/A

Installation)

Windows 10

Version 1803 22(2:82?8 Remote Base: N/A

for U datey Critical Code 4524149 Temporal: N/A Yes
ARM64-based Execution Vector: N/A

Systems

Windows 10 4519338 Remote Base: 7.5

Version .1809 Security Critical Code 4524148 Temporal: 6.7 Ves
for 32-bit Update Execution Vector:

Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.5

Version 1809 Security Critical Code 4524148 Temporal: 6.7 Ves
for x64-based Update Execution Vector:

Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.5

Version 1809 Security Critical Code 4524148 Temporal: 6.7 Ves
for Update Execution Vector:

ARM64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1060

|Systems | ’ |
4519338 Remote Base: 6.4
Windows Security Critical Code 4524148 Temporal: 5.8 Ves
Server 2019  Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519338 Remote Base: 6.4
Server 2019  [Security Critical Code 4524148 Temporal: 5.8 Ves
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Version 1709 2258234 Remote Base: N/A
for U datey Critical |Code 4524150 Temporal: N/A Yes
ARM64-based P Execution Vector: N/A
Systems
. Y Icritical  Code 4524147 Temporal: N/A Yes
for 32-bit Update .
Execution Vector: N/A
Systems
Y (Critical  Code 4524147 Temporal: N/A Yes
for x64-based Update .
Execution Vector: N/A
Systems
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1060

Windows 10

Version 1903 gzlljifyg Remote Base: N/A

for Update Critical |Code 4524147 Temporal: N/A Yes
ARM®64-based Execution Vector: N/A

Systems

Windows

Server, gzlljifyg Remote Base: N/A

version 1903 Update Critical |Code 4524147 Temporal: N/A Yes
(Server Core Execution Vector: N/A

installation)

CVE-2019-1070 - Microsoft Office SharePoint XSS Vulnerability

M Vulnerability
CVEID Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Office SharePoint XSS Vulnerability
CVE-2019-1070 Description:
MITRE A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server  Important Spoofing
NVD does not properly sanitize a specially crafted web request to an affected SharePoint
server. An authenticated attacker could exploit the vulnerability by sending a

@NSFOCUS 2019 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1070
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1070

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

specially crafted request to an affected SharePoint server.

The attacker who successfully exploited the vulnerability could then perform
cross-site scripting attacks on affected systems and run script in the security
context of the current user. The attacks could allow the attacker to read content
that the attacker is not authorized to read, use the victim's identity to take actions
on the SharePoint site on behalf of the user, such as change permissions and delete
content, and inject malicious content in the browser of the user.

The security update addresses the vulnerability by helping to ensure that
SharePoint Server properly sanitizes web requests.

FAQ:
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:
None
Workarounds:

None
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Maximum 1 herabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1070
. . CVSS Score Restart
Product KB Article Severity Impact Supersedence Set Required
. Base: N/A
Microsoft SharePoint Foundation 2013 3424;22 Security Imbortant Sooofing 4484098 Temporal: Mavbe
Service Pack 1 P P P 9 N/A y
Vector: N/A
. . . 4484111 Security Base: N/A
Microsoft SharePoint Enterprise Server Update Important Spoofing 4475590 Temporal: Maybe
2016 N/A
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https://www.microsoft.com/download/details.aspx?familyid=38b0a6e5-22d5-48ba-b18e-45a2649c37a5
https://www.microsoft.com/download/details.aspx?familyid=38b0a6e5-22d5-48ba-b18e-45a2649c37a5
https://www.microsoft.com/download/details.aspx?familyid=80918277-79fa-4448-9821-953c10737b07
https://www.microsoft.com/download/details.aspx?familyid=80918277-79fa-4448-9821-953c10737b07

CVE-2019-1070

|Vector: N/A

CVE-2019-1166 - Windows NTLM Tampering Vulnerability

Maximum Vulnerabilit
CVEID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Windows NTLM Tampering Vulnerability
Description:
A tampering vulnerability exists in Microsoft Windows when a man-in-the-middle
attacker is able to successfully bypass the NTLM MIC (Message Integrity Check)
protection. An attacker who successfully exploited this vulnerability could gain the
ability to downgrade NTLM security features.
CVE-2019-1166
MITRE To exploit this vulnerability, the attacker would need to tamper with the NTLM Important Tampering

NVD exchange. The attacker could then modify flags of the NTLM packet without
invalidating the signature.
The update addresses the vulnerability by hardening NTLM MIC protection on the
server-side.
FAQ:
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1166
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1166

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-201 9-1166

KB Supersedenc Restart
Product . Severity Impact P CVSS Score Set Require

Article d
|Windows7 ‘452000 |Importan Tamperin |4524157 ‘Base: 5.9 ‘Yes

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1166

for 32-bit 3 t g Temporal: 5.3
Systems Security Vector:
Service Pack 1 Only CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
451997 C
§)
Monthly
Rollup
451997
§)
Windows 7 Monthly Base: 5.9
for x64-based Rollup Importan Tamperin Temporal: 5.3
o 452000 | P PEMN 504157 Vector: Yes
yste 9 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Service Pack 1 .
Security C
Only
Windows 451997 Base: 5.9
Server 2008 6
R2 for Monthly Importan Tamperin Temporal: 5.3
erboced ol yt P PEMN 504157 Vector: Yes
P 9 CV/SS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Systems 452000
) C
Service Pack 13
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1166

(Server Core Security
installation)  Only
451997
Windows Monthly Base: 5.9
Server 2008
R2 for Rollup Importan Tamperin Temporal: 5.3
o o 452000 | P PN 4524157 Vector: Yes
d Svsterns g CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
y. Security C
Service Pack 1
Only
451997
Windows Monthly Base: 5.9
Server 2008
R2 for Rollup Importan Tamperin Temporal: 5.3
er b (52000 [P PEIN 4524157 Wector: Yes
g CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Systems :
. Security C
Service Pack 1
Only
Windows 452000 [Importan Tamperin Base: 5.9
Server 2008 2 t g 4516026 Temporal: 5.3 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002

CVE-2019-1166

for 32-bit Monthly Vector:
Systems Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Service Pack 2 452000 C
(Server Core 9
installation)  Security
Only
451998
5
Security Base: 5.9
. Only . Temporal: 5.3
\S/\er\]/((je(r)\.lzv(s)12 452000 'tmpona“ Tampenin ycoa1s4 Vector: Yes
9 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Monthly C
Rollup
451998
Windows : Base: 5.9
Server 2012 Security Importan Tamperin Temporal: 5.3
sorver Core O | P PEMN Yso4154  Vector: Yes
. . 452000 9 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
installation) C
Monthly
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1166

Rollup
451999
0
Security Base: 5.9
Windows 8.1 (Only Importan Tamperin Temporal: 5.3
for 32-bit 452000 A 4524156 Vector: Yes
systems 5 g CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Monthly C
Rollup
451999
0
Security Base: 5.9
Windows 8.1 (Only Importan Tamperin Temporal: 5.3
for x64-based 452000 A 4524156 Vector: Yes
systems 5 g CVSS:3.0/AV:N/AC:H/PR:N/ULN/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Monthly C
Rollup
Windows 451999 Importan Tamperin Base: 5.9
Server 2012 0 ; 4524156 Temporal: 5.3 Yes
R2 Security 9 Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1166

Only CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
452000 C
5
Monthly
Rollup
452000 Base: 5.9
. 5 . Temporal: 5.3
\év;ndows RT Monthly Importan ;amperln 4524156 Vector: Yes
’ Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
C
451999
0
Windows Security Base: 5.9
Server 2012 Only Importan Tamperin Temporal: 5.3
R2 (Server 452000 A g 4524156 Vector: Yes
Core 5 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
installation)  Monthly C
Rollup
Windows 10 4520071 Importan Tamperin Base: 5.9
for 32-bit 1 A 4524153 Temporal: 5.3 Yes
Systems Security g Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1166

Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
C
452001 Base: 5.9
Windows 10 |1 Importan Tamperin Temporal: 5.3
for x64-based [Security 4524153 Vector: Yes
Systems Update 9 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
C
451999 Base: 5.9
. : Temporal: 5.3
ZZI|:2?V2\1816 Security Importan ;amperln 4524152 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
C
Windows 10 451999 Base: 5.9
Version 1607 .. Importan Tamperin Temporal: 5.3
for 32-bit Security g 4524152 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Systems C
Windows 10 451999 Base: 5.9
Version 1607 .. Importan Tamperin Temporal: 5.3
for x64-based Security g 4524152 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:IN/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Systems C
|Windows ‘451999 |Importan Tamperin |4524152 ‘Base: 59 ‘Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1166

Server 2016 8 t g Temporal: 5.3

(Server Core [Security Vector:

installation) |Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

C

Windows 10 452001 Base: 5.9

Version 1703 Importan Tamperin Temporal: 5.3

for 32-bit Security P P 4524151 Vector: Yes
Update g CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

Systems C

Windows 10 452001 Base: 5.9

Version 1703 Importan Tamperin Temporal: 5.3

e e basaq SECUTITY P PN 4524151 Vector: Yes
Update g CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

Systems C

Windows 10 452000 Base: 5.9

Version 1709 N Importan Tamperin Temporal: 5.3

for 32-bit Security P P 4524150 Vector: Yes
Update 9 CVSS:3.0/AV:N/AC:H/PR:N/UL:IN/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

Systems C

Windows 10 452000 Base: 5.9

Version 1709 4 Importan Tamperin Temporal: 5.3

for x64-based [Security it g 4524150 Vector: ves

Systems Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1166

| | | c

Windows 10 452000 Base: 5.9

Version 1803 . Importan Tamperin Temporal: 5.3

for 32-bit Security g 4524149 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

Systems C

Windows 10 452000 Base: 5.9

Version 1803 . Importan Tamperin Temporal: 5.3

for x64-based Security g 4524149 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

Systems C

Windows 452000 Base: 5.9

Server, 8 Importan Tamperin Temporal: 5.3

version 1803 [Security 4524149 Vector: Yes

(Server Core Update 9 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

Installation) C

Windows 10 452000 Base: 5.9

Version 1803 8 Importan Tamperin Temporal: 5.3

for Security 4524149 Vector: Yes

ARM64-base |Update 9 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

d Systems C

Windows 10 451933 [mportan Tamperin Base: 5.9

Version 1809 8 t g 4524148 Temporal: 5.3 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1166

for 32-bit Security Vector:
Systems Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
C
Windows 10 451933 Base: 5.9
Version 1809 . Importan Tamperin Temporal: 5.3
for x64-based Security g 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Systems C
Windows 10 451933 Base: 5.9
Version 1809 8 Importan Tamperin Temporal: 5.3
for Security 4524148 Vector: Yes
ARM64-base |Update 9 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
d Systems C
451933 Base: 5.9
. : Temporal: 5.3
\S/\;:icr)vzvg 19 Security Importan ;amperln 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
C
Windows 451933 Base: 5.9
Server 2019 .. Importan Tamperin Temporal: 5.3
(Server Core Security g 4524148 Vector: Yes
. . Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
installation) C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1166

Windows 10 452000 Base: 5.9

Version 1709 4 Importan Tamperin Temporal: 5.3

for Security 4524150 Vector: Yes

ARM64-base |Update 9 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

d Systems C

Windows 10 451738 Base: 5.9

Version 1903 .. |Importan Tamperin Temporal: 5.3

for 32-bit Security g 4524147 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

Systems C

Windows 10 451738 Base: 5.9

Version 1903 .. |Importan Tamperin Temporal: 5.3

for x64-based Security g 4524147 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

Systems C

Windows 10 451738 Base: 5.9

Version 1903 9 Importan Tamperin Temporal: 5.3

for Security 4524147 Vector: Yes

ARM64-base |Update g CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:

d Systems C

Windows 451738 Importan Tamperin Base: 5.9

Server, &) 4524147 Temporal: 5.3 Yes

version 1903 |Security g Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1166

(Server Core |Update CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
installation) C
452000
. 2
Windows Monthly Base: 5.9
Server 2008
for Rollup Importan Tamperin Temporal: 5.3
ltanium-Base 452000 A g 4516026 Vector: Yes
d Systems ‘ CVSS:3.0/AV:N/AC:H/PR:N/UI:IN/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
. Security C
Service Pack 2
Only
452000
2
Windows Monthly Base: 5.9
Server 2008 Rollup Importan Tamperin Temporal: 5.3
for 32-bit 452000 A 4516026 Vector: Yes
Systems 9 9 CVSS:3.0/AV:N/AC:H/PR:N/UI:IN/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
Service Pack 2 Security C
Only
Windows 452000 Importan Tamperin Base: 5.9
Server 2008 2 A 4516026 Temporal: 5.3 Yes
for x64-based Monthly 9 Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002

CVE-2019-1166

Systems Rollup
Service Pack 2 452000
9
Security
Only

CVSS:3.0/AV:N/AC:H/PR:N/UIN/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
C

452000
Windows 2
Server 2008 Monthly
for x64-based Rollup

Service Pack 2 9
(Server Core [Security
installation)  Only

Systems 452000 A

Importan

Tamperin
g

4516026

Base: 5.9

Temporal: 5.3

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:
C

Yes

CVE-2019-1230 - Hyper-V Information Disclosure Vulnerability

Maximum ., e rabilit
CVEID ulnerability Description Severity y
. Impact
Rating
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1230
MITRE
NVD

CVE Title: Hyper-V Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows Hyper-V Network
Switch on a host operating system fails to properly validate input from an
authenticated user on a guest operating system. To exploit the vulnerability, an
attacker on a guest operating system could run a specially crafted application that
could cause the Hyper-V host operating system to disclose memory information.

An attacker who successfully exploited the vulnerability could gain access to
information on the Hyper-V host operating system.

The security update addresses the vulnerability by correcting how the Windows
Hyper-V Network Switch validates guest operating system user input.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited
this vulnerability is Guest VM to Hyper-V host server - virtualization security
boundary.

Important

Information
Disclosure
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1230
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1230

Maximum . | serabilit
CVEID Vulnerability Description Severity y
. Impact
Rating

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1230

KB . Restart

Product \Article Severity |Impact Supersedence CVSS Score Set Required
Windows 452001 Information Base: 6.8
10 Version 0 Important Disclosure 4524151 Temporal: 6.1 es
1703 for  Security Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1230

x64-based |Update CVSS:3.0/AV:N/AC:L/PR:H/ULN/S:C/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 452000 Base: 6.8
10 Version 4 Information Temporal: 6.1
1709 for  Security Important Disclosure 4524150 Vector: Yes
x64-based |Update CVSS:3.0/AV:N/AC:L/PR:H/ULN/S:C/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 452000 Base: 6.8
10 Version 8 Information Temporal: 6.1
1803 for  Security Important Disclosure 4524149 Vector: Yes
x64-based |Update CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows
\S/Z::;rn ;152000 ?ase: 6.8I N

: emporal: 6.
(1$8e0r?/er Security Important I[;]ii(gg;trlzn 4524149 Vector: Yes
Core Update CVSS:3.0/AV:N/AC.L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:
Installation ¢
)
Windows 451933 Information Base: 6.8
10 Version 8 Important Disclosure 4524148 Temporal: 6.1 Yes
1809 for  Security Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1230

x64-based |Update CVSS:3.0/AV:N/AC:L/PR:H/ULN/S:C/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
451933 Base: 6.8

Windows 8 Information Temporal: 6.1
Server Security Important Disclosure 4524148 Vector: Yes
2019 Update CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:

C
Windows 1, 11933 Base: 6.8
Server 8 Temporal: 6.1
(250e1r?/er Security Important :Siii:;ztrlsn 4524148 Vector: Yes
Core Update CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:
installation) c
CVE-2019-1238 - VBScript Remote Code Execution Vulnerability

Maximum
il
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating

CVE-2019-1238 CVE Title: VBScript Remote Code Execution Vulnerability Critical Remote Code
MITRE Description: Execution
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1238

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

NVD

A remote code execution vulnerability exists in the way that the VBScript engine
handles objects in memory. The vulnerability could corrupt memory in such a way
that an attacker could execute arbitrary code in the context of the current user. An
attacker who successfully exploited the vulnerability could gain the same user
rights as the current user. If the current user is logged on with administrative user
rights, an attacker who successfully exploited the vulnerability could take control of
an affected system. An attacker could then install programs; view, change, or
delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website
that is designed to exploit the vulnerability through Internet Explorer and then
convince a user to view the website. An attacker could also embed an ActiveX
control marked "safe for initialization" in an application or Microsoft Office
document that hosts the IE rendering engine. The attacker could also take
advantage of compromised websites and websites that accept or host
user-provided content or advertisements. These websites could contain specially
crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting
engine handles objects in memory.

FAQ:
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1238

Maximum ;1 erabili
CVEID Vulnerability Description Severity ty
. Impact
Rating
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1238
Supersedenc Restart
Product KB Article Severity Impact P CVSS Score Set Require
d
|Internet |4519974 IE|Moderat |Remote }4516026 |Base: 6.4 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974

CVE-2019-1238

Explorer 9 on Cumulativ e Code Temporal: 5.8
Windows e Executio Vector:
Server 2008 4520002 n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
for 32-bit Monthly :C
Systems Rollup
Service Pack
2
Internet 11519974 I
Explorer 9 on .

. Cumulativ Base: 6.4
Windows Remote Temporal: 5.8
fj:‘)’(:fggfe 44520002 Moderat Efedcitio 4516026 \Vector: Yes
Systems Monthly . CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Service Pack Rollup =
2
Internet 4519974 |E
Explorer 11 |Cumulativ Base: 7.5

. Remote

on Windows e Code Temporal: 6.7
7 for 32-bit 4519976  (Critical Executio 4524157 Vector: Yes
Systems Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Service Pack [Rollup .C
1
Internet |4519974 |E Critical  Remote ’4524157 |Base: 7.5 |Yes
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CVE-2019-1238

Explorer 11 |Cumulativ Code Temporal: 6.7

on Windows e Executio Vector:

7 for 4519976 n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC

x64-based  Monthly :C

Systems Rollup

Service Pack

1

Internet

Explorer 11 4519974 |E

on Windows |(Cumulativ Remote Base: 6.4

Server 2008 e Moderat Code Temporal: 5.8

R2 for 4519976 Executio 4524157 Vector: Yes

x64-based  Monthly 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC

Systems Rollup :C

Service Pack

1

Internet 4519974 IE Remote Base: 6.4

Explorer 11 |Cumulativ. Moderat Code Temporal: 5.8

on Windows e e Executio 4524135 Vector: ves
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC

Server 2012 n C

Internet 4519974 |E| . ... Remote Base: 7.5

Explorer 11 |Cumulativ Critical Code 4524156 Temporal: 6.7 ves
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CVE-2019-1238

on Windows e Executio Vector:
8.1 for 32-bit 4520005 n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
systems Monthly :C

Rollup
Internet 4519974 |E

Cumulativ Base: 7.5
Explorer 11 Remote
on Windows | Code Temporal: 6.7
8.1 for A520005  (Critical Executio 4524156 Vector: Yes

) Monthly CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC

x64-based n

Rollup :C
systems

4519974 |E
Internet Cumulativ Base: 6.4

Remote

Explorer 11 e Moderat Code Temporal: 5.8
on Windows 4520005 Executio 4524156 Vector: Yes
Server 2012 Monthly 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
R2 Rollup :C
Internet 4520005 Remote Base: 7.5
Explorer 11 |[Monthly Critical Code 4524156 Temporal: 6.7 Ves
on Windows Rollup Executio Vector:
RT 8.1 n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
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CVE-2019-1238

| :C
Internet 4520011 Remote Base: 7.5
Explorer 11 Securit Code Temporal: 6.7
on Windows U datey Critical Executio 4524153 Vector: Yes
10 for 32-bit P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Systems :C
Internet
Base: 7.
Explorer 11 4520011 Remote ase: 1.5
n Windows [Security Code Temporal: 6.7
° Critical . 14524153 Vector: Yes
10 for Update Executio
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based n C
Systems i
Internet 4519998 Remote Base: 6.4
Explorer 11 [Securit Moderat Code Temporal: 5.8
oanindows Uecolljatey e Executio (4324152 Vector. ves
P CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Server 2016 n C
Internet
Explorer 11 4519993 Remote Base: 7.5
on Windows |Securit Code Temporal: 6.7
10 Version U datey Critical Executio 4524152 Vector: Yes
1607 for P N CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit <
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CVE-2019-1238

|Systems

Internet

Explorer 11 4519998 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524152 Vector: Yes
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based : .C

Systems

Internet

Explorer 11 4520010 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524151 Vector: Yes
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit n C

Systems

Internet

Explorer 11 4520010 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524151 Vector: Yes
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based : .C

Systems

Internet |4520004 Critical Remote }45241 50 |Base: 7.5 |Yes
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Explorer 11 Security Code Temporal: 6.7

on Windows Update Executio Vector:

10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
1709 for :C

32-bit

Systems

Internet

Explorer 11 4520004 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524150 Vector: Yes
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based n :C

Systems

Internet

Explorer 11 1520008 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524149 Vector: Yes
1803 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit " C

Systems

Internet 4520008 Remote Base: 7.5

Explorer 11 Security  Critical Code 4524149 Temporal: 6.7 Yes
on Windows Update Executio Vector:
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CVE-2019-1238

10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
1803 for .C

x64-based

Systems

Internet

Explorer 11 1520008 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524149 Vector: Yes
1803 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
ARM64-base n C

d Systems

Internet

Explorer 11 4519338 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524148 Vector: Yes
1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit n C

Systems

Internet 4519338 Remote Base: 7.5

Explorer 11 Security Code Temporal: 6.7

on Windows Update Critical Executio 4524148 Vector: Yes
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
1809 for n C
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CVE-2019-1238

x64-based
Systems
Internet
Explorer 11 4519338 Remote Base: 7.5
on Windows Securit Code Temporal: 6.7
10 Version U datey Critical Executio 4524148 Vector: Yes
1809 for P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
ARM®64-base :C
d Systems
Internet 4519338 Remote Base: 6.4
Explorer 11 [Securit Moderat Code Temporal: 5.8
oanindows U datey e Executio 4524148 Vector. ves

P CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Server 2019 n C
Internet
Explorer 11 4520004 Remote Base: 7.5
on Windows Securit Code Temporal: 6.7
10 Version | ;atey Critical =" " 4524150 Vector: Yes
1709 for P q CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
ARM®64-base :C
d Systems
Internet 4517389 Remote Base: 7.5

. Y

Explorer 11 [Security Critical Code 4524147 Temporal: 6.7 e
@NSFOCUS 2019 http://www.nsfocus.com
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on Windows Update Executio Vector:

10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
1903 for :C

32-bit

Systems

Internet

Explorer 11 41517389 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524147 Vector: Yes
1903 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based n :C

Systems

Internet

Explorer 11 4517389 Remote Base: 7.5

on Windows Security Code Temporal: 6.7

10 Version Update Critical Executio 4524147 Vector: Yes
1903 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
ARM64-base n :C

d Systems

Internet 4520007 Remote Base: 6.4

Explorer 10 Monthly  Moderat Code 4524135 Temporal: 5.8 Ves
on Windows Rollup e Executio Vector:

Server 2012 4519974 |E n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
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ICVE-2019-1238

Cumulativ :C
e

CVE-2019-1239 - VBScript Remote Code Execution Vulnerability

rights as the current user. If the current user is logged on with administrative user

Maximum Vulnerabilit
CVEID Vulnerability Description Severity y
. Impact
Rating
CVE Title: VBScript Remote Code Execution Vulnerability
Description:
A remote code execution vulnerability exists in the way that the VBScript engine
handles objects in memory. The vulnerability could corrupt memory in such a way
that an attacker could execute arbitrary code in the context of the current user. An
CVE-2019-1239 3ttacker who successfully exploited the vulnerability could gain the same user Remote Code
MITRE Critical

Execution

NVD rights, an attacker who successfully exploited the vulnerability could take control of
an affected system. An attacker could then install programs; view, change, or
delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website
that is designed to exploit the vulnerability through Internet Explorer and then
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

convince a user to view the website. An attacker could also embed an ActiveX
control marked "safe for initialization" in an application or Microsoft Office
document that hosts the IE rendering engine. The attacker could also take
advantage of compromised websites and websites that accept or host
user-provided content or advertisements. These websites could contain specially
crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting
engine handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1239

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Internet
Explorer 11 |, 219338 Base: 7.5
on Windows Securit Remote Temporal: 6.7
10 Version Y Critical Code 4524148 poral . Yes
1809 for Update Execution Vector:
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Internet
Explorer 11 |, 019338 Base: 7.5
on Windows Securit Remote Temporal: 6.7
10 Version Y Critical Code 4524148 porat. ©. Yes
1809 for Update Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

x64-based
Systems
Internet 4519338 . ... Remote Base: 7.5
Explorer 11 Security Critical Code 4524148 Temporal: 6.7 ves
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CVE-2019-1239

on Windows |Update Execution Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1809 for
ARM®64-based
Systems
Internet 4519338 Base: 6.4
Explorer 11 Security | _ ... Remote Temporal: 5.8
. Critical Code 4524148 Yes
on Windows |Update Execution Vector:
Server 2019 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

CVE-2019-1307 - Chakra Scripting Engine Memory Corruption
Vulnerability

Maximum ;. nerabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating
CVE-2019-1307 CVE T.|tI¢?: Chakra Scripting Engine Memory Corruption Vulnerability
Description: . Remote Code
MITRE . . L . Critical :
NVD A remote code execution vulnerability exists in the way that the Chakra scripting Execution
engine handles objects in memory in Microsoft Edge. The vulnerability could
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Maximum

CVE ID Vulnerability Description Severity :’;:::ablhty
Rating

corrupt memory in such a way that an attacker could execute arbitrary code in the
context of the current user. An attacker who successfully exploited the vulnerability
could gain the same user rights as the current user. If the current user is logged on
with administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.
In a web-based attack scenario, an attacker could host a specially crafted website
that is designed to exploit the vulnerability through Microsoft Edge and then
convince a user to view the website. The attacker could also take advantage of
compromised websites and websites that accept or host user-provided content or
advertisements. These websites could contain specially crafted content that could
exploit the vulnerability.
The security update addresses the vulnerability by modifying how the Chakra
scripting engine handles objects in memory.
FAQ:
None
Mitigations:
None
Workarounds:
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Maximum

Vulnerability

CVE ID Vulnerability Description Severity
. Impact
Rating

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1307

Restart
Product KB . Severity Impact Supersedenc CVSS Score Set Require
Article d
Microsoft Edge 452001 Remote '?:::Egél' 38
(Edgel—!TML-based Security Critical Code . 4524153 Vector: Yes
) on Windows 10 Executio
: Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R

for 32-bit Systems n CC
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1307

Microsoft Edge 452001 Remote Base: 4.2
(EdgeHTML-based |1 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524153 Vector: Yes
for x64-based Update " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/R
Systems C.C
Microsoft Edge 51999 Remote {B':f:;)g.ril' 18
§E:r?$\|l_:lgﬂol'\;2ased Security Z/Ioderat I(E:xoedceutio 4524152 Vector: Yes

Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
Server 2016 n

CC

Microsoft Edge 451999 Remote Base: 4.2
(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524152 Vector: Yes
Version 1607 for |Update " CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge

451999 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1607 for Security Critical Executio 4524152 Vector: Yes

Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n

C.C
Systems
Microsoft Edge 452001 . Remote Base: 4.2
I 4524151 Y

(EdgeHTML-based 0 Critica Code 22415 Temporal: 3.8 e
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1307

) on Windows 10 [Security Executio Vector:
Version 1703 for |Update n CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge
452001 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524151 Vector: Yes
Version 1703 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge 452000 Remote Base: 4.2
(EdgeHTML-based 4 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524150 Vector: Yes
Version 1709 for |Update " CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge
452000 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1709 for Security Critical Executio 4524150 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
C.C
Systems
Microsoft Edge 452000 Remote Base: 4.2
(EdgeHTML-based 8 Critical |Code 4524149 Temporal: 3.8 Yes
) on Windows 10 Security Executio Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1307

Version 1803 for |Update n CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R

32-bit Systems C.C

Microsoft Edge .

(EdgeHTML-based 452000 Remote Base: 4.2

) on Windows 10 | Code Temporal: 3.8

Version 1803 for Security [Critical Executio 4524149 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/R

x64-based n cC

Systems ’

Microsoft Edge .

(EdgeHTML-based 452000 Remote Base: 4.2

) on Windows 10 | Code Temporal: 3.8

Version 1803 for Security Critical Executio 4524149 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/R

ARM64-based n cC

Systems '

Microsoft Edge 451933 Remote Base: 4.2

(EdgeHTML-based 8 Code Temporal: 3.8

) on Windows 10 Security (Critical Executio 4524148 Vector: Yes

Version 1809 for Update N CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/1:L/A:N/E:P/RL:O/R

32-bit Systems C.C

Microsoft Edge 451933 Remote Base: 4.2

(EdgeHTML-based 8 " Code Temporal: 3.8

) or?Windows 10 [Security Critical Executio 4524148 Vector: ves

Version 1809 for Update n CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1307

x64-based C.C
Systems
Microsoft Edge
Base: 4.2
(EdgeHTML-based 451933 Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1809 for Security Critical Executio 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based n cC
Systems '
:4.2
Microsoft Edge 01933 Remote '?’Zfr?porak 38
§E:r?\e;\ll-:'rl;g/lol_v—vlzased Security Z/Ioderat E)?edcitio 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
Server 2019 n
C.C
Microsoft Edge
2 Base: 4.2
(EdgeHTML-based 4>2000 Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1709 for Security Critical Executio 4524150 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM®64-based n C:C
Systems ’
Microsoft Edge 451738 Remote Base: 4.2
(EdgeHTML-based 9 . Code Temporal: 3.8
Y
) on Windows 10 Security Critical Executio 4524147 Vector: e
Version 1903 for Update n CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1307

|32-bit Systems | ’ C.C
Microsoft Edge
4517 Base: 4.2
(EdgeHTML-based 21738 Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1903 for Security Critical Executio 4524147 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n cC
Systems '
Microsoft Edge
4517 Base: 4.2
(EdgeHTML-based 21738 Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1903 for Security Critical Executio 4524147 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based n CC
Systems '
Release Remote
Notes Code Base: N/A
ChakraCore Security Critical . 4524147 Temporal: N/A Maybe
Executio
Update N Vector: N/A
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14

g

CVE-2019-1308 - Chakra Scripting Engine Memory Corruption

/T

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1308
MITRE
NVD

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the Chakra scripting
engine handles objects in memory in Microsoft Edge. The vulnerability could
corrupt memory in such a way that an attacker could execute arbitrary code in the
context of the current user. An attacker who successfully exploited the vulnerability
could gain the same user rights as the current user. If the current user is logged on
with administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website
that is designed to exploit the vulnerability through Microsoft Edge and then
convince a user to view the website. The attacker could also take advantage of
compromised websites and websites that accept or host user-provided content or
advertisements. These websites could contain specially crafted content that could

Critical

Remote Code
Execution

@NSFOCUS 2019

http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1308
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1308

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

exploit the vulnerability.

scripting engine handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

The security update addresses the vulnerability by modifying how the Chakra

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1308

32-bit Systems

C.C

KB Supersedenc Restart
Product . Severity Impact P CVSS Score Set Require
Article d
4.2
Microsoft Edge 52001 Remote ?::r?poral' 38
§E:r?$\|/_:-r:2/lol'\;2a1sg d Security Critical E)?edceutio 4524153 Vector: Yes
. Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
for 32-bit Systems n cC
Microsoft Edge 452001 Remote Base: 4.2
(EdgeHTML-based | Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524153 Vector: Yes
for x64-based Update " CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
Systems C.C
Base: 4.2
Microsoft Edge 51999 Remote T::poral' 38
§E:r?\e;\ll-:'rl;g/lol_v-vlzased Security Moderat E)?edcitio 4524152 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
Server 2016 n
C.C
Microsoft Edge 451999 Remote Base: 4.2
(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 Security (Critical Executio 4524152 Vector: Yes
Version 1607 for Update N CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1308

Microsoft Edge _
(EdgeHTML-based 451999 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524152 Vector: Yes
Version 1607 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
x64-based n
C.C
Systems
Microsoft Edge 452001 Remote Base: 4.2
(EdgeHTML-based 0 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524151 Vector: Yes
Version 1703 for Update " CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge _
(EdgeHTML-based 452001 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524151 Vector: Yes
Version 1703 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge 452000 Remote Base: 4.2
(EdgeHTML-based 4 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524150 Vector: Yes
Version 1709 for |Update N CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
|Microsoft Edge |452000 ‘Critical Remote 4524150 |Base: 4.2 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1308

(EdgeHTML-based 4 Code Temporal: 3.8
) on Windows 10 [Security Executio Vector:
Version 1709 for Update n CVSS:3.0/AV:N/AC:H/PR:N/UILR/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based C.C
Systems
Microsoft Edge 452000 Remote Base: 4.2
(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524149 Vector: Yes
Version 1803 for Update N CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge .
(EdgeHTML-based 452000 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524149 Vector: Yes
Version 1803 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge
452 Base: 4.2
(EdgeHTML-based »2000 Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1803 for Security Critical Executio 4524149 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based n
C.C
Systems
Microsoft Edge |451933 ‘Critical Remote 4524148 |Base: 4.2 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1308

(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 [Security Executio Vector:
Version 1809 for Update n CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge .
(EdgeHTML-based 451932 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524148 Vector: Yes
Version 1809 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge .
(EdgeHTML-based 451932 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524148 Vector: Yes
Version 1809 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
ARM64-based n
CC
Systems
. 451933 Base: 4.2
Microsoft Edge Remote T::r?poral' 38
§E:ngs\ll-:'rl;g/loLv-vl:ased Security Moderat E)?edceutio 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
Server 2019 n
CC
Microsoft Edge 452000 | _ .. Remote Base: 4.2
I 45241 Y
(EdgeHTML-based 4 Critica Code >24150 Temporal: 3.8 e
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1308

) on Windows 10 [Security Executio Vector:
Version 1709 for |Update n CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based C.C
Systems
Microsoft Edge 451738 Remote Base: 4.2
(EdgeHTML-based 9 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524147 Vector: Yes
Version 1903 for |Update " CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge
451738 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524147 Vector: Yes
Version 1903 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/R
x64-based n cC
Systems ’
Microsoft Edge
451738 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1903 for Security Critical Executio 4524147 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based n
C.C
Systems
Release | . ... Remote Base: 4.2
ChakraCore Notes Critical Code 4524147 Temporal: 3.8 Maybe
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14

ICVE-2019-1308

[Secu rity Executio Vector:
Update n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/R
CC

CVE-2019-1311 - Windows Imaging APl Remote Code Execution

Vulnerability

Maximum | nerabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating

CVE-2019-1311
MITRE

CVE Title: Windows Imaging APl Remote Code Execution Vulnerability
Description:

A remote code execution vulnerability exists when the Windows Imaging API
improperly handles objects in memory. The vulnerability could corrupt memory in
a way that enables an attacker to execute arbitrary code in the context of the

Important

Remote Code

. Execution
NVD current user

To exploit the vulnerability, an attacker would have to convince a user to open a

specially crafted .WIM file.

The update addresses the vulnerability by modifying how the WIM service
@NSFOCUS 2019 http://www.nsfocus.com



https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1311
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1311

Maximum
CVEID Vulnerability Description Severity
Rating

Vulnerability
Impact

handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1311
|Product |KB ’Severity Impact Supersedence CVSS Score Set Restart
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CVE-2019-1311

| |Artic|e ’ Required
4519985
Security Base: 7.8
Windows Only Remote Temporal: 7
4520007 Important Code 4524154 porat Yes
Server 2012 Monthl Execution Vector:
Rollup y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519985
Windows Security Base: 7.8
Server 2012 Only Remote Temporal: 7
4520007 Important Code 4524154 porat Yes
(Server Core Monthl Execution Vector:
installation) Rollup y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1 Only Remote _;B_:f:' Z)'::I. .
for 32-bit 4520005 Important Code 4524156 Vectzr' ' Yes
systems :'Ociltt;"y Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 8.1 |451 9990 ‘Important Remote |45241 56 ‘Base: 7.8 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1311

for x64-based Security Code Temporal: 7
systems Only Execution Vector:
4520005 CVSS:3.0/AV:L/AC.L/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4519990
Security )
Windows Only Remote _I?::: Z'rsal' .
Server 2012 4520005 Important Code 4524156 P o Yes
R2 Monthly Execution Vector.
Rollup CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4520005 Remote Base: 7.8
Windows RT Monthly Important Code 4524156 Temporal: 7 Ves
8.1 Rollup Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 2223330 Base: 7.8
Server 2012 Only 4 Remote Tembo'ral' .
Eir(eServer 1520005 Important (E:;edcition 4524156 Vector: Yes
. _ Monthly CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Rollup
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1311

Windows 10 2253231 Remote _I?:f:: c7>.r8aI' .
for 32-bit Y Important Code 4524153 porat Yes
Systems Update Execution Vector.
y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 22(2:82:1 Remote _I?:;?: Z.rgal' 7
for x64-based Y Important Code 4524153 porat Yes
Systems Update Execution Vector.
y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519998 Remote Base: 7.8
Windows Security Temporal: 7
Server 2016  |Update Important E;:cition 4524152 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Remote Base: 7.8
Version j607 Security Important Code 4524152 Temporal: 7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Remote Base: 7.8
Version 1607 Security Temporal: 7
for x64-based Update mportant (E:;eoleution 4524152 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows ‘451 9998 ‘Important Remote M5241 52 ‘Base: 7.8 |Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1311

Server 2016 Security Code Temporal: 7

(Server Core |Update Execution Vector:

installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Remote Base: 7.8

Version 1703 [Security Temporal: 7

for 32-bit Update mportant (E:;edceution 4524151 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Remote Base: 7.8

Version 1703 [Security Temporal: 7

for x64-based Update Important E)?eoieution 4524151 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Remote Base: 7.8

Version .1709 Security Important Code 4524150 Temporal: 7 Ves
for 32-bit Update Execution Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Remote Base: 7.8

Version 1709 Security Temporal: 7

for x64-based Update Important (E:;edcition 4524150 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Remote Base: 7.8

Version .1803 Security Important Code 4524149 Temporal: 7 Ves
for 32-bit Update Execution Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1311

Windows 10 4520008 Base: 7.8
Version 1803 Security Remote Temporal: 7
for x64-based Update Important I(E:;ec::ition 4524149 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 550008 Base: 7.8
Server, Securit Remote Temporal: 7
version 1803 Y Important Code 4524149 porat Yes
(Server Core Update Execution Vector.
. CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Installation)
Windows 10 1, > 0008 Base: 7.8
Version 1803 Securit Remote Temporal: 7
for Y Important Code 4524149 porat Yes
ARM®64-based Update Execution Vector.
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.8
Version 1 S it T l: 7

ersion : 809 Becurity Important Code 4524148 empora Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.8
Version 1809 [Security Temporal: 7
for x64-based Update Important (E:;edceution 4524148 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Important Remote 4524148

‘Base: 7.8

|Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1311

Version 1809 [Security Code Temporal: 7
for Update Execution Vector:
ARM64-based CVSS:3.0/AV.L/AC.L/PR:N/UIR/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Systems
4519338 Base: 7.8
Windows Security Remote Temporal: 7
Server 2019 Update Important (E:;edceution 4524148 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519338 Remote Base: 7.8
201 S it T l: 7
server 2019 Security Important Code 4524148 empora Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, o> 5004 Base: 7.8
Version 1709 Securit Remote Temporal: 7
for 4 Important Code 4524150 porat Yes
ARM®64-based Update Execution Vector.
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Remote Base: 7.8
Version .1903 Security Important Code 4524147 Temporal: 7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Remote Base: 7.8
Version 1903 [Security Important Code A>24147 Temporal: 7 ves

@NSFOCUS 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1311

for x64-based Update Execution Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 117389 Base: 7.8

Version 1903 Securit Remote Temporal: 7

for 4 Important Code 4524147 porat Yes
ARM®64-based Update Execution Vector.

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 517389 Base: 7.8

Server, Securit Remote Temporal: 7

version 1903 4 Important Code 4524147 porat Yes
(Server Core Update Execution Vector.

installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

CVE-2019-1313 - SQL Server Management Studio Information

Disclosure Vulnerability

Maximum Vulnerabilit
CVEID ulnerability Description Severity y
. Impact
Rating
CVE-2019-1313 |CVE Title: SQL Server Management Studio Information Disclosure Vulnerability  Important Information
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

Maximum

Vul ili
CVE ID Vulnerability Description Severity ulnerability
. Impact
Rating

MITRE Description: Disclosure
NVD An information disclosure vulnerability exists in Microsoft SQL Server

Management Studio (SSMS) when it improperly enforces permissions. An attacker

could exploit the vulnerability if the attacker's credentials allow access to an

affected SQL server database.

An attacker who successfully exploited the vulnerability could gain additional

database and file information.

The security update addresses the vulnerability by correcting how SQL Server

Management Studio enforces permissions.

FAQ:

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully

exploited this vulnerability relates to SQL table columns that would normally be

restricted.

Mitigations:

None
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1313
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1313

Maximum

CVEID Vulnerability Description Severity Vulnerability
. Impact
Rating

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1313

. . CVSS Score Restart
Product KB Article Severity Impact Supersedence Set Required
Release Notes Security . Base: N/A
SQL Server Management Update Important Information Temporal: Mavbe
Studio 18.3 P P Disclosure N/A y
Vector: N/A

|SQL Server Management Release Notes Security Important‘lnformation |Base: N/A |Maybe
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https://go.microsoft.com/fwlink/?linkid=2104251
https://go.microsoft.com/fwlink/?linkid=2104251
https://go.microsoft.com/fwlink/?linkid=2104251

CVE-2019-1313

Studio 18.3.1

'Update Disclosure

Tem poral:

N/A

Vector: N/A

CVE-2019-1314 - Windows 10 Mobile Security Feature Bypass

Vulnerability

affected phone and modify or delete photos without authenticating to the system.

Maximum ;i nerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Windows 10 Mobile Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists in Windows 10 Mobile when Cortana
allows a user to access files and folders through the locked screen. An attacker who
CVE-2019-1314 fully exploited this vulnerability could the photo library of Securit
MITRE successfully exploited this vulnerability could access the photo library of an Important y

Feature Bypass
NVD yp
To exploit the vulnerability, an attacker would require physical access and the
phone would need to have Cortana assistance allowed from the lock screen.
@NSFOCUS 2019 http://www.nsfocus.com



https://go.microsoft.com/fwlink/?linkid=2104251
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1314
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1314

Maximum

Vulnerability

CVE ID Vulnerability Description Severity
. Impact
Rating

FAQ:
Where do | find the update for Windows 10 Mobile?
Microsoft is not planning on fixing this vulnerability in Windows 10 Mobile.
Microsoft recommends implementing the workaround to restrict access to
Cortana.
Mitigations:
None
Workarounds:
The following workaround can protect users from this vulnerability by disabling
access to Cortana on the phone lock screen. This can be accomplished by following
these steps:

1. Open the Cortana app from the applications screen.

2. Tap on the Menu button (3 horizontal bars) in the top left of the Cortana

app.
3. Tap on Settings option.
4. Set the slider for the Lock Screen option to Off to prevent access to
Cortana when the device is locked.
@NSFOCUS 2019 http://www.nsfocus.com



https://technet.microsoft.com/library/security/dn848375.aspx

Maximum ;1 erabilit
CVEID Vulnerability Description Severity y
. Impact
Rating
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1314
|Product KB Article Severity [Impact Supersedence |CVSS Score Set |Restart Required
Base: N/A
Windows 10 Mobile Important Security Feature Bypass Temporal: N/A
Vector: N/A

@NSFOCUS 2019
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g

N

CVE-2019-1315 - Windows Error Reporting Manager Elevation of

Privilege Vulnerability

Maximum | nerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Windows Error Reporting Manager Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists when Windows Error Reporting
manager improperly handles hard links. An attacker who successfully exploited
this vulnerability could overwrite a targeted file leading to an elevated status.
To exploit this vulnerability, an attacker would first have to log on to the system.
CVE-2019-1315 A attacker could then run a specially crafted application that could exploit the Elevation of
MITRE vulnerability and take control of an affected system. Important Privilege
NVD
The security update addresses the vulnerability by correcting how Windows Error
Reporting manager handles hard links.
FAQ:
None
Mitigations:
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1315
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1315

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1315

KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
Windows 7 4520003 . Base: 7.8
for 32-bit Securit Elevation Temporal: 7
y Important of 4524157 porat es
Systems Only Privilege Vector:
Service Pack 1 4519976 9 CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1315

Monthly

Rollup

4519976
Windows 7 Monthly . Base: 7.8
for x64-based Rollup Elevation Temporal: 7

4520003 Important of 4524157 porat Yes
Systems Securit Privilege Vector:
Service Pack 1 Only 4 g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 19976
Server 2008

Monthly
R2 for . Base: 7.8
x64-based Rollup Elevation Temporal: 7

4520003 Important of 4524157 porat Yes
Systems Securit Privilege Vector:
Service Pack 1 onl y g CVSS:3.0/AV:L/AC:L/PR:L/ULIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core y
installation)
Windows 4519976 Base: 7.8
Server 2008  Monthly Elevation Tem' o.ral' 7
R2 for Rollup  Important of 4524157 P o Yes
[tanium-Based 4520003 Privilege Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems Security
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1315

Service Pack 1

Only

Windows ij;g?;f
Server 2008 Y . Base: 7.8
RO for Rollup Elevation Temporal- 7

4520003 Important of 4524157 porat Yes
x64-based . - Vector:

Security Privilege
Systems onl CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 Y
Windows 4520002
Server 2908 Monthly . Base: 7.8
for 32-bit Rollup Elevation Temporal: 7
Systems 4520009 Important of 4516026 Vethr' ' Yes
Service Pack 2 Security Privilege CVSS:3.0/AV:L/ACL/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core |Only
installation)

4519985

Security . Base: 7.8
Windows Only Elevation Temporal: 7

4520007 Important of 4524154 porat Yes
Server 2012 Monthl Privilege Vector:

Rollup Y 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1315

4519985
Windows Security . Base: 7.8
Server 2012 Only Elevation Temporal: 7
4520007 Important of 4524154 porat Yes
(Server Core Monthl Privilege Vector:
installation) Rollup y 9 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1  (Only Elevation _?::: Z'rsal' .
for 32-bit 4520005 Important of 4524156 Vethr' ' Yes
systems 'F\:'Ocl’lr:;'y Privilege CVS5:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1  (Only Elevation _?::: Z'rsal' .
for x64-based 4520005 Important of 4524156 Vethr' ' Yes
Monthl . ;
systems Rocl)lrl],ltp y Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519990 Elevation Base: 7.8
Server 2012 [Security Important of 4524156 Temporal: 7 Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1315

R2 Only Privilege Vector:
4520005 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4520005 Elevation Base: 7.8
Windows RT  Monthly Important of 4524156 Temporal: 7 Ves
8.1 Rollup Privilege Vector:
g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Windows Security )
Server 2012 Only Elevation _;B_:::' c7).r8al' 5
R2 (Server 4520005 Important of 4524156 Vectzr' ' Yes
core Monthly Privilege CVS5:3.0/AV:L/AC:L/PRL/ULEN/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 :258231 Elevation _;B_:::: Z)':;. 7
for 32-bit Y Important of 4524153 porat Yes
Systems Update Privilege Vector:
y J CVSS:3.0/AV:L/ACL/PRL/UIN/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Windows 10 4520011 Elevation Base: 7.8
for x64-based Security Important of 4524153 Temporal: 7 Yes
Systems Update Privilege Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1315

‘CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

4519998 Elevation Base: 7.8
Windows Security Temporal: 7
Server 2016  Update Important s:ivile . 4524152 Vector: ves

9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4519998 Elevation Base: 7.8
Version .1607 Security Important of 4524152 Temporal: 7 Ves
for 32-bit Update Privileqe Vector:
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Elevation Base: 7.8
Version 1607 [Security Temporal: 7
for x64-based Update Important (I;:ivile . 4524152 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519998 Elevation Base: 7.8
Server 2016 [Security Important of 4524152 Temporal: 7 Ves
(Server Core |Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7.8
Version 1703 Security Temporal: 7
for 32-bit Update Important Icl‘):ivile . 524151 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 |4520010‘Important Elevation M5241 51

‘Base: 7.8

Yes

@NSFOCUS 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1315

Version 1703 Security of Temporal: 7
for x64-based Update Privilege Vector:
Systems CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7.8
Version 1709 Security Temporal: 7
for 32-bit Update Important (;f. i 524150 Vectzr: ves
Systems rviiege CVSS:3.0/AV:L/AC.L/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7.8
Version 1709 Securit Temporal: 7
for x64-based Updatey Important (;f. i 524150 Vectzr: Yes
Systems rviiege CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7.8
Version .1803 Security Important of 4524149 Temporal: 7 Ves
for 32-bit Update Privilege Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7.8
Version 1803 [Security Temporal: 7
for x64-based Update Important Ic;f. i 524149 Vector: Yes
Systems rviiege CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4520008 . Base: 7.8
Server, Security Elevation Temporal: 7

! Important of 4524149 Yes
version 1803 |Update Privilege Vector:
(Server Core CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1315

|Insta||ation) | ‘ | ‘
Windows 10 1, 5 5008 . Base: 7.8
Version 1803 Securit Elevation Temporal- 7
for Y Important of 4524149 porat Yes
ARM64-based 7" Privilege vector
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7.8
Version 1809 (Security Temporal: 7
for 32-bit Update Important g:ivile o 4524148 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7.8
Version 1809 (Security Temporal: 7
for x64-based Update Important (Iz:ivile . 4524148 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 ;51933 . Base: 7.8
Version 1809 Securit Elevation Temporal: 7
for y Important of 4524148 porat Yes
ARM64-based | " Privilege vector
9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Systems
4519338 Elevation Base: 7.8
Windows Security Temporal: 7
Server 2019  |Update Important Ic:’n:ivile . 4524148 Vector: Yes
9 CVSS:3.0/AV.L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1315

Windows 4519338 Elevation Base: 7.8

Server 2019  Security Important of 4524148 Temporal: 7 Ves
(Server Core |Update Privilege Vector:

installation) g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, -5 1004 . Base: 7.8

Version 1709 Securit Elevation Temporal: 7

for y Important of 4524150 porat Yes
ARM64-based Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7.8

Version 1903 [Security Temporal: 7

for 32-bit Update Important (Iz]:ivile . A>24147 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7.8

Version 1903 [Security Temporal: 7

for x64-based Update Important (Fi:ivile . A>24147 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,738 . Base: 7.8

Version 1903 Securit Elevation Temporal: 7

for Y Important of 4524147 porat Yes
ARM64-based 707 Privilege vector:

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |451 7389 ‘Important Elevation M524147 ‘Base: 7.8 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1315

Server, Security of Temporal: 7
version 1903 Update Privilege Vector:
(Server Core CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows iﬂsjr?’c()hcij
Server 2008 . Base: 7.8
for Rollup Elevation Temporal: 7

. 4520009 Important of 4516026 Yes
[tanium-Based Security Privilege Vector:
Systems Only CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2

4520002

Windows Monthly .
Server 2008  Rollup Elevation ';B'::r?bc?).rsal' 7
for 32-bit 4520009 Important of 4516026 Vector: ’ Yes
oystems Security Privilege CVSS:3.0/AV:L/ACL/PR:L/UIN/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002 Base: 7.8
Server 2008  Monthly Elevation Tembo.ral' 7
for x64-based Rollup  [Important of 4516026 ’ Yes
Systems 4520009 Privilege Vector:

. . CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 [Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

CVE-2019-1315

Only
Windows 4520002
Server 2008  Monthly ‘ Base: 7.8
for x64-based Rollup Elevation Temporal- 7
Systems 4520009 Important of 4516026 Vectzr' ' Yes
Service Pack 2 security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)

CVE-2019-1316 - Microsoft Windows Setup Elevation of Privilege

Vulnerability

Maximum v | nerabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating
CVE-2019-1316 CVE T.|tI¢?: Microsoft Windows Setup Elevation of Privilege Vulnerability .
Description: Elevation of
MITRE . .. - . . . . Important ..
NVD An elevation of privilege vulnerability exists in Microsoft Windows Setup when it Privilege
does not properly handle privileges. An attacker who successfully exploited this
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1316
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1316

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

vulnerability could run processes in an elevated context. An attacker could then
install programs; view, change or delete data.

To exploit this vulnerability, an attacker would first have to log on to the system. An
attacker could then run a specially crafted application that could exploit the
vulnerability and take control of an affected system.

The security update addresses the vulnerability by enabling Windows Setup to
properly handle user privileges.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1316

KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
Windows 10 2253231 Elevation _l?::: Zf;l. 66
for 32-bit Y Important of 4524153 porat- ©. Yes
Systems Update Privilege Vector.
y 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 22382:1 Elevation _I?Z:: c7).rzl' 6.6
for x64-based Y Important of 4524153 porat- . Yes
Systems Update Privilege Vector.
y J CVSS:3.0/AV:L/ACL/PR:L/ULN/S:C/CL/I:H/AN/E:P/RLIO/RC:C
4519998 Elevation Base: 7.3
Windows Security Temporal: 6.6
Server 2016  Update Important Icl‘):ivile o 4524152 Vector: ves
9 CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 4519998 Elevation Base: 7.3
Version .1607 Security important of 4524152 Temporal: 6.6 Ves
for 32-bit Update Privilege Vector:
Systems 9 CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC.C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1316

Windows 10 4519998 . Base: 7.3

Version 1607 [Security Flevation Temporal: 6.6

for x64-based |Update Important ICD):iviIe . 4524152 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 4519998 Elevation Base: 7.3

Server 2016  Security Important of 4524152 Temporal: 6.6 Ves
(Server Core |Update Privilege Vector:

installation) g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7.3

Version 1703 Security Temporal: 6.6

for 32-bit Update Important (Fi]:ivile . 4524151 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7.3

Version 1703 Security Temporal: 6.6

for x64-based |Update Important g:ivile . 4524151 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7.3

Version '1709 Security Important of 4524150 Temporal: 6.6 Ves
for 32-bit Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC.C
Windows 10 4520004 Elevation Base: 7.3

Version 1709 Security Important of 4524150 Temporal: 6.6 Yes
for x64-based |Update Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1316

Systems | | | | CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C |
Windows 10 4520008 Elevation Base: 7.3
Version 1803 [Security Temporal: 6.6
for 32-bit Update Important s:ivile . 4524149 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7.3
Version 1803 Security Temporal: 6.6
for x64-based Update Important (Iz]:ivile . 4524143 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows |, 550008 . Base: 7.3
Server, Securit Flevation Temporal: 6.6
version 1803 4 Important of 4524149 poral o Yes
(Server Core Update Privilege Vector.

. g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 1, . 5008 . Base: 7.3
Version 1803 Securit Elevation Temporal: 6.6
for Y Important of 4524149 porat- ©. Yes
ARM64-based "¢ Privilege vector
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7.3
Version .1809 Security Important of 4524148 Temporal: 6.6 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1316

Windows 10 4519338 Elevation Base: 7.3

Version 1809 [Security Temporal: 6.6

for x64-based |Update Important ICD):iviIe . 4524148 Vector: ves

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C

Windows 10 ) 51 9334 . Base: 7.3

Version 1809 Securit Elevation Temporal: 6.6

for Y Important of 4524148 porat- . Yes

ARM®64-based Update Privilege Vector.

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
4519338 Elevation Base: 7.3

Windows Security Temporal: 6.6

Server 2019  Update Important (Iz]:ivile . 4524148 Vector: ves

g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C

Windows 4519338 Elevation Base: 7.3

Server 2019  [Security Important of 4524148 Temporal: 6.6 Ves

(Server Core |Update Privilege Vector:

installation) 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C

Windows 10 1, 5 5004 . Base: 7.3

Version 1709 Securit Elevation Temporal: 6.6

for 4 Important of 4524150 porat: . Yes

ARM64-based "¢ Privilege vector

Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C

Windows 10 ‘4517389 ‘Important Elevation |4524147

‘Base: 7.3

|Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1316

Version 1903 Security of Temporal: 6.6

for 32-bit Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7.3

Version 1903 Security Temporal: 6.6

for x64-based |Update Important s:ivile . 4524147 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows 10 1,51 7389 . Base: 7.3

Version 1903 Securit Elevation Temporal: 6.6

for 4 Important of 4524147 porat . Yes
ARM64-based "¢ Privilege vector

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
Windows ;517389 . Base: 7.3

server, Securit Elevation Temporal: 6.6

version 1903 4 Important of 4524147 porat: . Yes
(Server Core Update Privilege Vector.

) . g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:C/C:L/I:H/A:N/E:P/RL:O/RC:C
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1317 - Microsoft Windows Denial of Service Vulnerability

CVEID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

Description:

target system to stop responding.

attacker to overwrite system files.
CVE-2019-1317

NVD

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

CVE Title: Microsoft Windows Denial of Service Vulnerability

A denial of service vulnerability exists when Windows improperly handles hard
links. An attacker who successfully exploited the vulnerability could cause a

To exploit this vulnerability, an attacker would have to log on to an affected
system and run a specially crafted application. The vulnerability would allow an

MITRE The update addresses the vulnerability by correcting ACLs to system files.

Important

Denial of Service
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1317
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1317

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1317

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 2253231 Denial _?::: ggl- cg
for 32-bit Y Important of 4524153 porat: >. Yes
Systems Update Service Vector:

y CVSS:3.0/AV:L/AC:H/PR:L/UIN/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 10 :258231 Denial _?::: c6)'r4a|_ 58
for x64-based Y Important of 4524153 porat > Yes
Systems Update Service Vector:

y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 4519998 Denial Base: 6.4
Server 2016 [Securiy |MPOrtaNnt o 4524152 Temporal: 5.8 Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1317

Update Service Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C

Windows 10 4519998 Denial Base: 6.4
Version 1607 Security Temporal: 5.8
for 32-bit Update Important (Sjirvice 4524152 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Denial Base: 6.4
Version 1607 Security Temporal: 5.8
for x64-based |Update Important (Sjirvice 4524152 Vector: Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 4519998 Denial Base: 6.4
Server 2016 Security Important of 4524152 Temporal: 5.8 Ves
(Server Core  |Update Service Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Denial Base: 6.4
Version j703 Security Important of 4524151 Temporal: 5.8 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Denial Base: 6.4
Version 1703  Security Temporal: 5.8
for x64-based |Update Important girvice 4524151 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1317

Windows 10 4520004 Denial Base: 6.4
Version .1709 Security Important of 4524150 Temporal: 5.8 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Denial Base: 6.4
Version 1709  Security Temporal: 5.8
for x64-based |Update Important g:zrvice 4524150 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 6.4
Version 1803 Security Temporal: 5.8
for 32-bit Update Important (Sjirvice 4524149 Vector: Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 6.4
Version 1803  Security Temporal: 5.8
for x64-based |Update Important (Sjirvice 4524149 Vector: Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 520008 . Base: 6.4
Server, version Securit Denial Temporal: 5.8
1803 (Server 4 Important of 4524149 porat > Yes
Core Update Service Vector:

. CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4520008 Denial Base: 6.4
Version 1803 [Security Important of 4524149 Temporal: 5.8 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1317

for Update Service Vector:
ARMG64-based CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:.L/A:H/E:P/RL:O/RC.C
Systems
Windows 10 4519338 Denial Base: 6.4
Version 1809 Securit Temporal: 5.8
for 32-bit Updatey Important (S)f . 4524148 Vectgr: ves
Systems ervice CVSS:3.0/AV:L/AC:H/PR:L/ULN/S:C/C:N/I:L/AH/E:P/RL:O/RC:C
Windows 10 4519338 Denial Base: 6.4
Version 1809 Securit Temporal: 5.8
for x64-based Updatey Important (S)f . 4524148 Vectgr: ves
Systems ervice CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 10~ ,019334 . Base: 6.4
Version 1809 Security Denial Temporal: 5.8
for Important of 4524148 T Yes
ARM64-based Update Service Vector.
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Systems
4519338 . Base: 6.4
Windows Security Denial Temporal: 5.8
Server 2019  Update Important (S)f . 4524148 Vector: Yes
ervice CVS5:3.0/AV:L/AC:H/PR:L/UIN/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C
Windows 4519338 Denial Base: 6.4
Server 2019  [Security [Important of 4524148 Temporal: 5.8 Yes
(Server Core  Update Service Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1317

installation) | | | | CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/AH/E:P/RL:O/RC:C |

Windows 10~ 55 0004 | Base: 6.4

Version 1709 Securit Denial Temporal: 5.8

for 4 Important of 4524150 porat > Yes

ARM®64-based Update Service Vector.

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C

Windows 10 4517389 Denial Base: 6.4

Version 1903  Security Temporal: 5.8

for 32-bit Update Important (Sjirvice 4524147 Vector: ves

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C

Windows 10 4517389 Denial Base: 6.4

Version 1903  Security Temporal: 5.8

for x64-based |Update Important (S):cervice 4524147 Vector: ves

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C

Windows 10 |, ;354 . Base: 6.4

Version 1903 Securit Denial Temporal: 5.8

for Y Important of 4524147 porat. >. Yes

ARM®64-based Update Service Vector.
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:L/A:H/E:P/RL:O/RC:C

Systems

Windows 4517389 . Base: 6.4

Server, version Security Denial Temporal: 5.8

1903 (Server |Update Important (S):_\rvice 4524147 Vector: ves

Core

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:N/I:.L/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1317

|insta||ation)

CVE-2019-1318 - Microsoft Windows Transport Layer Security Spoofing

Vulnerability

Maximum —; nerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Microsoft Windows Transport Layer Security Spoofing Vulnerability
Description:
A spoofing vulnerability exists when Transport Layer Security (TLS) accesses non-
Extended Master Secret (EMS) sessions. An attacker who successfully exploited
this vulnerability may gain access to unauthorized information.
CVE-2019-1318
MITRE To exploit the vulnerability, an attacker would have to conduct a Important Spoofing

NVD man-in-the-middle attack.
The update addresses the vulnerability by correcting how TLS client and server
establish and resume sessions with non-EMS peers.
FAQ:
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1318
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1318

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1318

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 7 4520003 : Base: 7.7
for 32-bit Security Important Spoofing 4524157 Temporal: 6.9 ves
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1318

Systems Only Vector:
Service Pack 1 4519976 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Monthly
Rollup
4519976
Windows 7 Eﬂoﬁlztgly Base: 7.7
forxed-based |, .- )15 | mportant Spoofing 4524157 Temporal: 6.9 Yes
Systems Securit Vector:
Service Pack 1 Only y CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Windows 4519976
Server 2008
Monthly
R2 for Rollup Base: 7.7
x6d-based |, >0 |mportant Spoofing 4524157 Temporal: 6.9 Yes
Systems Securit Vector:
Service Pack 1 onl y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
(Server Core y
installation)
Windows 4519976 Base: 7.7
Server 2008  |Monthly Important Spoofing 4524157 Temporal: 6.9 Yes
R2 for Rollup Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1318

[tanium-Based 4520003 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Systems Security
Service Pack 1 |Only
Windows ij;:?;f
Server 2008 Rollup Y Base: 7.7
R2 for , Temporal: 6.9
(64-based ;12583:)3 Important Spoofing 4524157 Vector- Yes
Systems onl y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4520002
Server 2908 Monthly Base: 7.7
for 32-bit Rollup Temporal: 6.9
Systems 4520009 Important Spoofing 4516026 Vectgr' T Yes
Service Pack 2 jSecurity CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
(Server Core |Only
installation)

:22332{5 Base: 7.7
Windows Only Important Spoofing 4524154 Temporal: 6.9 Yes
Server 2012 4520007 Vector:

Monthly CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1318

Rollup
4519985
Windows éenclsrlty Base: 7.7
Server 2012 4520007 Important Spoofing 4524154 Temporal: 6.9 Yes
(Server Core Monthl Vector:
installation) / CVSS:3.0/AV:L/AC:H/PR:L/ULN/S:C/C:H/I:H/AL/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1  (Only _?::' (7).r7a|' 6.9
for 32-bit 4520005 Important Spoofing 4524156 Vectgr' o Yes
systems Eﬂoﬁﬂt;'y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
4519990
Security ]
Windows 8.1 (Only _I?::: Z'r7al' 6.9
for x64-based 4520005 Important Spoofing 4524156 Vectgr' o Yes
Monthl '
systems R(jlr:p y CVSS:3.0/AV:L/AC:H/PR:L/UIN/S:C/C:H/I:H/AL/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1318

4519990
Security )
Windows Only _?::' (73.r7al' 6.9
Server 2012 4520005 Important Spoofing 4524156 Vectgr' o Yes
R 'F\;'O‘Tlr:;'y CVSS:3.0/AV:L/AC:H/PR:L/UEN/S:C/C:H/I:H/AL/EP/RL:O/RC:C
4520005 Base: 7.7
Windows RT  Monthly : Temporal: 6.9
8.1 Rollup Important Spoofing 4524156 Vector Yes
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
4519990
Windows Security Base: 7.7
Server 2012 Only Temporal: 6.9
R2 (Server 4520005 Important Spoofing 4524156 Vectgr' T Yes
Monthl '
Fore : onthly CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
installation)  Rollup
T Sl
for 32-bit Y Important Spoofing 4524153 porat 5. Yes
Svstems Update Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
|Windows 10 |452001 1 |Important Spoofing |45241 53 |Base: 7.7 |Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1318

for x64-based Security Temporal: 6.9

Systems Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

4519998 Base: 7.7

Windows Security : Temporal: 6.9

Server 2016 Update Important Spoofing 4524152 Vector: Yes
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Windows 10 4519998 Base: 7.7

Version 1607 [Security : Temporal: 6.9

for 32-bit Update Important Spoofing 4524152 Vector: Yes

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Windows 10 4519998 Base: 7.7

Version 1607 Security : Temporal: 6.9

for x64-based |Update Important Spoofing 4524152 Vector: Yes

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Windows 4519998 Base: 7.7

Server 2016  Security : Temporal: 6.9

(Server Core Update Important Spoofing 4524152 Vector Yes

installation) CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC.C

Windows 10 4520010 Base: 7.7

Version 1703 Security : Temporal: 6.9

for 32-bit Update Important Spoofing 4524151 Vector: Yes

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1318

Windows 10 4520010 Base: 7.7

Version 1703 Security , Temporal: 6.9

for x64-based |Update Important Spoofing 4524151 Vector- Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4520004 Base: 7.7

Version 1709 Security , Temporal: 6.9

for 32-bit Update Important Spoofing 4524150 Vector: Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4520004 Base: 7.7

Version 1709 [Security : Temporal: 6.9

for x64-based Update Important Spoofing 4524150 Vector: Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4520008 Base: 7.7

Version 1803 Security : Temporal: 6.9

for 32-bit Update Important Spoofing 4524149 Vector: Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4520008 Base: 7.7

Version 1803 Security : Temporal: 6.9

for x64-based Update Important Spoofing 4524149 Vector- Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC.C
Windows 4520008 Base: 7.7

Server, Security Important Spoofing 4524149 Temporal: 6.9 Yes
version 1803 |Update Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Installation)
Windows 10 1, 50008 Base: 7.7
Version 1803 Securit Temporal: 6.9
for Y Important Spoofing 4524149 porat: . Yes
ARM64-based Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Systems
Windows 10 4519338 Base: 7.7
Version 1809 Security : Temporal: 6.9
for 32-bit Update Important Spoofing 4524148 Vector: Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4519338 Base: 7.7
Version 1809 (Security : Temporal: 6.9
for x64-based |Update Important Spoofing 4524148 Vector: Yes
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Windows 10 11 9334 Base: 7.7
Version 1803 Securit Temporal: 6.9
for Y Important Spoofing 4524148 porat o Yes
ARM64-based Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Systems
Windows 4519338 Base: 7.7

Security Important Spoofing 4524148 Temporal: 6.9 Yes
Server 2019

Update Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
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|CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Windows 4519338 Base: 7.7

Server 2019  [Security : Temporal: 6.9

(Server Core  Update Important Spoofing 4524148 Vector: Yes

installation) CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Windows 10 1, > 0004 Base: 7.7

Version 1703 Securit Temporal: 6.9

for y Important Spoofing 4524150 poral. ©. Yes

ARM64-based Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Systems

Windows 10 4517389 Base: 7.7

Version 1903 Security : Temporal: 6.9

for 32-bit Update Important Spoofing 4524147 Vector: Yes

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Windows 10 4517389 Base: 7.7

Version 1903 [Security : Temporal: 6.9

for x64-based |Update Important Spoofing 4524147 Vector: Yes

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Windows 10 ;17359 Base: 7.7

Version 1303 Securit Temporal: 6.9

for y Important Spoofing 4524147 porat- ©. Yes

ARM64-based Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C

Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
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Windows 1,173 Base: 7.7
Server, Securit Temporal: 6.9
version 1903 y Important Spoofing 4524147 porat- o. Yes
(Server Core Update Vector:
) . CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
installation)
Windows i/lsjr?’?holz
Server 2008 Y Base: 7.7
for Rollup Temporal: 6.9

. 4520009 Important Spoofing 4516026 porat- ©. Yes
[tanium-Based Securit Vector:
Systems onl y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
Service Pack 2 y

4520002

Windows Monthly Base: 7.7
Server 2008  Rollup Temporal: 6.9
for 32-bit 4520009 Important Spoofing 4516026 Vectgr' T Yes
Systems Security CVS5:3.0/AV:L/AC:H/PR:L/ULN/S:C/C:H/I:H/A'L/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002 Base: 7.7
Server 2008  |Monthly , Temporal: 6.9
for x64-based Rollup Important Spoofing 4516026 Vector: Yes
Systems 4520009 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
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Service Pack 2 Security
Only
Windows 4520002
Server 2008  |Monthly Base: 7.7
for x64-based Rollup Temporal: 6.9
Systems 4520009 Important Spoofing 4516026 Vectgr' o Yes
Service Pack 2 Security CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L/E:P/RL:O/RC:C
(Server Core |Only
installation)

CVE-2019-1319 - Windows Error Reporting Elevation of Privilege

Vulnerability

CVE ID Vulnerability Description Maxu}1um . Vulnerability
Severity Rating Impact

CVE-2019-1319 CVE T.|tI¢?: Windows Error Reporting Elevation of Privilege Vulnerability .
Description: Elevation of

MITRE . .. - o . . Important ..

NVD An elevation of privilege vulnerability exists in Windows Error Reporting (WER) Privilege
when WER handles and executes files. The vulnerability could allow elevation of
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1319
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1319

CVEID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

handles and executes files.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

privilege if an attacker can successfully exploit it.

An attacker who successfully exploited the vulnerability could gain greater access
to sensitive information and system functionality. To exploit the vulnerability, an
attacker could run a specially crafted application.

The security update addresses the vulnerability by correcting the way that WER
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1319

KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
4520003
Windows 7 éenclsrlty Elevation Base: 7
for 32-bit |, £19976 Important of 4524157 Temporal: 6.3 Yes
Systems Monthl Privilege Vector.
Service Pack 1 Rollup y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519976
Windows 7 'I;/Io?lr:; ’ Elevation Base: 7
for x6d-based |, - 003 |mportant of 4524157 Temporal: 6.3 Yes
Systems Securit Privilege vector:
Service Pack 1 Only Y g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519976 Elevation Base: 7
Server 2008  Monthly Important of 4524157 Temporal: 6.3 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1319

R2 for Rollup Privilege Vector:
x64-based 4520003 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems Security
Service Pack 1 |Only
(Server Core
installation)
Windows i/lscjr?tgh7I6
Server 2008 4 . Base: 7
R for Rollup Elevation Temporal: 6.3
. 4520003 Important of 4524157 porat- o. Yes
[tanium-Based . - Vector:
Security Privilege
Systems onl CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4519976
Monthly
Server 2008 . Base: 7
R for Rollup Elevation Temporal: 6.3
4520003 Important of 4524157 porat- o. Yes
x64-based . . Vector:
Security Privilege
Systems onl CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 Y
Windows 4520002 Elevation Base: 7
Server 2008  Monthly Important of 4516026 Temporal: 6.3 Yes
for 32-bit Rollup Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002

CVE-2019-1319

Systems 4520009 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 Security
(Server Core |Only
installation)
4519985
Security . Base: 7
Windows Only Flevation Temporal: 6.3
4520007 Important of 4524154 Yes
Server 2012 Monthly Privilege Vector:
Rollup CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519985
Windows Security . Base: 7
Server 2012 Only Flevation Temporal: 6.3
4520007 Important of 4524154 Yes
(Server Core Monthly Privilege Vector:
installation) Rollup CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990 Base: 7
Windows 8.1 |Security Elevation Temboral' 6.3
for 32-bit Only Important of 4524156 T Yes
systems 4520005 Privilege Vector:
Monthly CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1319

Rollup
4519990
Security )
Windows 8.1 |Only Elevation _I?:::' c7)ral' 6.3
for x64-based 4520005 Important of 4524156 Vectgr' T Yes
systems 'F\:'O‘Tlr:;'y Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows Only Elevation _;B_:::' c7)ral' 6.3
Server 2012 4520005 Important jof 4524156 porat ©. Yes
R2 Monthly Privilege vector:
Rollup CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4520005 Elevation Base: 7
Windows RT  |Monthly Important of 4524156 Temporal: 6.3 Ves
8.1 Rollup Privilege Vector:
9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519990 Elevation Base: 7
Server 2012 Security Important of 4524156 Temporal: 6.3 Yes
R2 (Server Only Privilege Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1319

Core 4520005 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)  Monthly
Rollup

Windows 10 225823; Elevation _?Z::I'ozral_ 6.3

for 32-bit Important of 4524153 T Yes

Systems Update Privilege Vector.
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 gzgﬁ’:}j Elevation 'Plf::r;zral' 6.3

for x64-based Important of 4524153 T Yes

Systems Update Privilege Vector.
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

) 4519998 Elevation Base: 7 |
Windows Securit Temporal: 6.3
Server 2016 Updatey Important (;f. | 4524152 Vectzr: ves
riviege CVSS:3.0/AV:L/AC:H/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4519998 Elevation Base: 7

Version '1607 Security Important of 4524152 Temporal: 6.3 Ves

for 32-bit Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4519998 Elevation Base: 7

Version 1607 Security Important of 4524152 Temporal: 6.3 Yes

for x64-based Update Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1319

Systems | | | | CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C |
Windows 4519998 Elevation Base: 7
Server 2016  [Security Important of 4524152 Temporal: 6.3 Ves
(Server Core |Update Privilege Vector:
installation) 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7
Version 1703 [Security Temporal: 6.3

Y
for 32-bit Update Important (Iz]:ivile . 4524151 Vector: es
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7
Version 1703 [Security Temporal: 6.3
for x64-based Update Important (I;:ivile . 4524151 Vector: Yes
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7
Version j709 Security Important of 4524150 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7
Version 1709 Security Temporal: 6.3

Y
for x64-based Update Important Icl‘):ivile o 4524130 Vector: e
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |4520008‘Important Elevation M524149 ‘Base: 7 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1319

Version 1803 [Security of Temporal: 6.3
for 32-bit Update Privilege Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7
Version 1803 Security Temporal: 6.3
for x64-based Update Important (Iz]:ivile . 4524149 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 50008 . Base: 7
erver, Securit Elevation Temporal: 6.3
version 1803 Y Important of 4524149 porat . Yes
(Server Core Update Privilege Vector.

. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, 5 5008 . Base: 7
Version 1803 Securit Elevation Temporal: 6.3
for y Important of 4524149 porat: . Yes
ARM64-based 7" Privilege vector
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version '1809 Security important of 4524148 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version 1809 [Security Important of 4524148 Temporal: 6.3 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1319

for x64-based Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10~ 119334 . Base: 7

Version 1809 Securit Elevation Temporal: 6.3

for Y Important of 4524148 porat . Yes

ARM64-based Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519338 Elevation Base: 7

Windows Security Temporal: 6.3

Server 2019  Update Important s:ivile . 4524148 Vector: ves

9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4519338 Elevation Base: 7

Server 2019  [Security Important of 4524148 Temporal: 6.3 Ves

(Server Core |Update Privilege Vector:

installation) 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 .5 1004 . Base: 7

Version 1709 Securit Elevation Temporal 6.3

for Y Important of 4524150 pora ©. Yes

ARM64-based "' Privilege Vector.

Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4517389 Elevation Base: 7

Version 1903 Security Important of 4524147 Temporal: 6.3 Yes

for 32-bit Update Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1319

Systems | | | | CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/AH/E:P/RL:O/RC:C |
Windows 10 4517389 Elevation Base: 7
Version 1903 [Security Temporal: 6.3
for x64-based Update Important (I;:ivile . A>24147 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,51 7389 . Base: 7
Version 1903 Securit Elevation Temporal: 6.3
for Y Important of 4524147 porat: . Yes
ARM64-based 707" Privilege vector.
Systems J CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 517389 . Base: 7
erver, Securit Elevation Temporal: 6.3
version 1903 Y Important of 4524147 porat: . Yes
(Server Core Update Privilege Vector.
. . g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
4520002

Windows Msor?toh(:
Server 2008 y . Base: 7
for Rollup Elevation Temporal: 6.3

. 4520009 Important of 4516026 porat-o. Yes
[tanium-Based . - Vector:

Security Privilege

Systems onl CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 y

Windows

4520002 Important Elevation 4516026

‘Base:7

|Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002

CVE-2019-1319

(Server Core
installation)

Only

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Server 2008  |Monthly of Temporal: 6.3
for 32-bit Rollup Privilege Vector:
Systems 4520009 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Service Pack 2 Security
Only
4520002
Windows Monthly Base: 7
Server 2008  Rollup Elevation Tem. oral: 6.3
for x64-based 4520009 Important of 4516026 Vethr' T Yes
Systems Security Privilege CVS5:3.0/AV:L/AC:H/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 Only
Windows 4520002
Server 2008  |Monthly
. Base: 7
for x64-based Rollup Elevation Temporal: 6.3
Systems 4520009 Important of 4516026 porat- o. Yes
. . o Vector:
Service Pack 2 Security Privilege
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

CVE-2019-1320 - Microsoft Windows Elevation of Privilege Vulnerability

CVEID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-2019-1320
MITRE
NVD

Description:

could run processes in an elevated context.

application on the victim system.

authentication requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

CVE Title: Microsoft Windows Elevation of Privilege Vulnerability

An elevation of privilege vulnerability exists when Windows improperly handles
authentication requests. An attacker who successfully exploited this vulnerability

An attacker could exploit this vulnerability by running a specially crafted

The update addresses the vulnerability by correcting the way Windows handles

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1320
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1320

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1320

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4520004 Elevation Base: 7
Version .1709 Security Important of 4524150 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7
Version 1709 [Security Temporal: 6.3
for x64-based |Update Important (;]:ivile o 4524150 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7
Version 1803 [Security Important of 4524149 Temporal: 6.3 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1320

for 32-bit Update Privilege Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7
Version 1803 [Security Temporal: 6.3
for x64-based |Update Important ?:ivile . 4524149 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows | 550008 . Base: 7
erver, Securit Elevation Temporal: 6.3
version 1803 4 Important of 4524149 porat: & Yes
(Server Core Update Privilege Vector.

. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Installation)
Windows 10 |, 5> 5008 | Base: 7
Version 1803 Securit Elevation Temporal 6.3
for 4 Important of 4524149 porat: & Yes
ARM64-based |~ Privilege vector

g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C

Systems
Windows 10 4519338 Elevation Base: 7
Version '1809 Security Important of 4524148 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version 1809 (Security [mportant of 4524148 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1320

Systems | | | | CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C|
Windows 10 1,133 | Base: 7
Version 1809 Securit Elevation Temporal- 6.3
for Y Important of 4524148 porat: . Yes
ARM64-based "¢ Privilege vector
g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:.L/A:L/E:P/RL:O/RC:C
Systems
4519338 Elevation Base: 7
Windows Security Temporal: 6.3
Server 2019  Update Important g]:ivile o 4524148 Vector: ves
9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:.L/A:L/E:P/RL:O/RC:C
Windows 4519338 Elevation Base: 7
Server 2019  [Security Important of 4524148 Temporal: 6.3 Ves
(Server Core Update Privileqe Vector:
installation) 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 1, .5 5004 | Base: 7
Version 1709 Securit Elevation Temporal: 6.3
for Y Important of 4524150 porat- o. Yes
ARM64-based |7 Privilege vector
g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:.L/A:L/E:P/RL:O/RC:C
Systems
Windows 10 4517389 Elevation Base: 7
Version .1903 Security Important of 4524147 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1320

Windows 10 14517389 Elevation Base: 7

Version 1903 Security Temporal: 6.3

for x64-based Update Important (Iz]:ivile . 4524147 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 |, 17359 . Base: 7

Version 1903 Securit Elevation Temporal: 6.3

for Y Important of 4524147 porat- o. Yes
ARM64-based 7 Privilege Vector:

Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 17389 . Base: 7

Server, Securit Flevation Temporal: 6.3

version 1903 Y Important of 4524147 porat o Yes
(Server Core Update Privilege Vector:

) . 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

g

N

CVE-2019-1321 - Microsoft Windows CloudStore Elevation of Privilege

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1321

CVE Title: Microsoft Windows CloudStore Elevation of Privilege Vulnerability
Description:

An elevation of privilege vulnerability exists when Windows CloudStore improperly
handles file Discretionary Access Control List (DACL). An attacker who successfully
exploited this vulnerability could overwrite a targeted file leading to an elevated
status.

To exploit this vulnerability, an attacker would first have to log on to the system.

Elevation of

MITRE An attacker could then run a specially crafted application that could exploit the ~ Important Privilege
NVD vulnerability and take control of an affected system.

The security update addresses the vulnerability by correcting how Windows

CloudStore handles DACLs.

FAQ:

None
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1321
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1321

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None

None

Mitigations:
Workarounds:
Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1321

Product \I-Ii?ticle Severity ‘Impact Supersedence CVSS Score Set E::t:i:te d
Windows 10 4520010 Elevation Base: 5.8

ersion 1703 Security Important of 4524151 Temporal: 5.2 es
for 32-bit Update Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1321

Systems | | | | CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C |
Windows 10 4520010 Elevation Base: 5.8

Version 1703 [Security Temporal: 5.2

for x64-based Update mportant s:ivile . 4524151 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 5.8

Version .1709 Security Important of 4524150 Temporal: 5.2 Ves
for 32-bit Update Privileqe Vector:

Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 5.8

Version 1709 [Security Temporal: 5.2

for x64-based Update Important (I;:ivile . 4524150 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 5.8

Version j803 Security Important of 4524149 Temporal: 5.2 Ves
for 32-bit Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 5.8

Version 1803 Security Temporal: 5.2

for x64-based Update mportant Icl‘):ivile o 4524149 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows |4520008 ‘Important Elevation |4524149 ‘Base: 5.8 |Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1321

Server, Security of Temporal: 5.2

version 1803 Update Privilege Vector:

(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Installation)

Windows 10 1, 50008 . Base: 5.8

Version 1803 Securit Elevation Temporal: 5.2

for Y Important of 4524149 porat: >. Yes
ARM®64-based Update Privilege Vector.

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 5.8

Version 1809 [Security Temporal: 5.2

for 32-bit Update mportant (Iz]:ivile . 4524148 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 5.8

Version 1809 [Security Temporal: 5.2

for x64-based Update mportant (Fi:ivile . 4524148 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 ;51933 . Base: 5.8

Version 1809 Securit Elevation Temporal: 5.2

for Y Important of 4524148 porat: > Yes
ARM64-based "7 Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows |451 9338 ‘Important Elevation |4524148 ‘Base: 5.8 |Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1321

Server 2019  [Security of Temporal: 5.2

Update Privilege Vector:

CVSS:3.0/AV:L/AC:H/PR.L/UIIN/S:U/C:H/I:.L/A:L/E:P/RL:O/RC:C

Windows 4519338 Elevation Base: 5.8
Server 2019  [Security Important of 4524148 Temporal: 5.2 Ves
(Server Core |Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 1, 55004 . Base: 5.8
Version 1709 Securit Elevation Temporal: 5.2
for y Important of 4524150 porat >. Yes
ARM64-based 7" Privilege vector
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 5.8
Version 1903 Security Temporal: 5.2
for 32-bit Update Important g:ivile . 4524147 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 5.8
Version 1903 Security Temporal: 5.2
for x64-based Update Important (I;:ivile . 4524147 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 5.8
Version 1903 [Security Important of 4524147 Temporal: 5.2 Yes
for Update Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1321

ARM64-based CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C
Systems

Windows 117389 . Base: 5.8

erver, Securit Elevation Temporal: 5.2

version 1903 Y Important of 4524147 porat > Yes
(Server Core Update Privilege Vector:

installation) g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L/E:P/RL:O/RC:C

CVE-2019-1322 - Microsoft Windows Elevation of Privilege Vulnerability

CVEID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-2019-1322

Description:

CVE Title: Microsoft Windows Elevation of Privilege Vulnerability

An elevation of privilege vulnerability exists when Windows improperly handles
authentication requests. An attacker who successfully exploited this vulnerability

Elevation of
MITRE could run processes in an elevated context. Important Privileqe
NVD L - . . 9
An attacker could exploit this vulnerability by running a specially crafted
application on the victim system.
The update addresses the vulnerability by correcting the way Windows handles
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1322
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1322

CVEID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

authentication requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1322

Supersedence CVSS Score Set

KB
Product .
rticle

Severity ‘Impact

Restart

Required
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CVE-2019-1322

Windows 10 4520008 Elevation Base: 7
Version .1803 Security Important of 4524149 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7
Version 1803 Security Temporal: 6.3
for x64-based Update Important I?:ivile . 4524149 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 550008 . Base: 7
erver, Securit Elevation Temporal: 6.3
version 1803 4 Important of 4524149 porat & Yes
(Server Core Update Privilege Vector.

. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, o> 5008 | Base: 7
Version 1803 Securit Elevation Temporal- 6.3
for 4 Important of 4524149 porat & Yes
ARM64-based 7' Privilege Vector.
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version .1809 Security Important of 4524148 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 ‘4519338‘Important Elevation 4524148 |Base: 7 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1322

Version 1809 [Security of Temporal: 6.3

for x64-based Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 51933 | Base: 7

Version 1809 Security Elevation Temporal: 6.3

for Important of 4524148 T Yes

ARM64-based Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

; 4519338 Elevation Base: 7 |

Windows Securit Temporal: 6.3

Server 2019 Updatey Important (;f. | 4524148 Vectgr: Yes
riviiege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/AH/E:P/RL:O/RC:C

Windows 4519338 Elevation Base: 7

Server 2019  Security Important of 4524148 Temporal: 6.3 Ves

(Server Core |Update Privilege Vector:

installation) CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4517389 Elevation Base: 7

Version '1903 Security Important of 4524147 Temporal: 6.3 Ves

for 32-bit Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 14517389 Elevation Base: 7

Version 1903 Security Important of 4524147 Temporal: 6.3 Yes

for x64-based Update Privilege Vector:

@NSFOCUS 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1322

Systems | | | | CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C |
Windows 10 ;517389 . Base: 7

Version 1903 Securit Elevation Temporal- 6.3

for 4 Important of 4524147 porat: & Yes
ARM64-based 97 Privilege Vector:

Gystems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows ;517389 . Base: 7

erver, Securit Elevation Temporal: 6.3

version 1903 4 Important of 4524147 porat: & Yes
(Server Core Update Privilege Vector.

- tallation) g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

CVE-2019-1323 - Microsoft Windows Update Client Elevation of

Privilege Vulnerability

M Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE-2019-1323 CVE Title: Microsoft Windows Update Client Elevation of Privilege Vulnerability Elevation of
. L. Important .
MITRE Description: Privilege
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1323

Maximum

Vulnerability

CVE ID Vulnerability Description Severity
. Impact
Rating
NVD An elevation of privilege vulnerability exists in the Microsoft Windows Update
Client when it does not properly handle privileges. An attacker who successfully
exploited this vulnerability could run processes in an elevated context. An attacker
could then install programs; view, change or delete data.
To exploit this vulnerability, an attacker would first have to log on to the system. An
attacker could then run a specially crafted application that could exploit the
vulnerability and take control of an affected system.
The security update addresses the vulnerability by enabling the Windows Update
client to properly handle user privileges.
FAQ:
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
@NSFOCUS 2019 http://www.nsfocus.com
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1323

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4519338 Elevation Base: 7
Version j809 Security Important of 4524148 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version 1809 [Security Temporal: 6.3
for x64-based Update Important I?:ivile . 4524148 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 10 |, 519334 | Base: 7
Version 1809 Securit Elevation Temporal: 6.3
for Y Important of 4524148 porat o Yes
ARM64-based |77 Privilege vector.

g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C

Systems
Windows 4519338 Elevation Base: 7

Security Important of 4524148 Temporal: 6.3 Yes
Server 2019 o

Update Privilege Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1323

|CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C

Windows 4519338 Elevation Base: 7

Server 2019  [Security Important of 4524148 Temporal: 6.3 Ves
(Server Core |Update Privilege Vector:

installation) 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7

Version .1903 Security Important of 4524147 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:

Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UIN/S:C/C:L/I:H/A:L/E:P/RL:O/RC.C
Windows 10 4517389 Elevation Base: 7

Version 1903 [Security Temporal: 6.3

for x64-based Update Important (F)’]:ivile o 4524147 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 10 |, o34 . Base: 7

Version 1903 Securit Elevation Temporal: 6.3

for Y Important of 4524147 porat- o. Yes
ARM64-based Update Privilege Vector:

Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 1389 . Base: 7

Server, Securit Flevation Temporal: 6.3

version 1903 Y Important of 4524147 porat- ©. Yes
(Server Core Update Privilege Vector:

) . 9 CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
installation)

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

g

N

CVE-2019-1325 - Windows Redirected Drive Buffering System Elevation

of Privilege Vulnerability

Maximum | erability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows Redirected Drive Buffering System Elevation of Privilege
Vulnerability
Description:
An elevation of privilege vulnerability exists in the Windows redirected drive
buffering system (rdbss.sys) when the operating system improperly handles specific
local calls within Windows 7 for 32-bit systems. When this vulnerability is exploited
CVE-2019-1325 within other versions of Windows it can cause a denial of service, but not an _
MITRE elevation of privilege. Moderate Denial of
Service
NVD To exploit this vulnerability, a low-level authenticated attacker could run a specially
crafted application.
The security update addresses the vulnerability by correcting how rdbss.sys handles
these local calls.
FAQ:
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1325
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1325

Maximum

Vulnerability

CVEID Vulnerability Description Severity
. Impact
Rating

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1325

KB . Restart

Product Article Severity [Impact Supersedence CVSS Score Set Required
Windows 7 4520003 Elevation Base: 7.8
for 32-bit Security Important of 524157 Temporal: 7 ves
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1325

Systems Only Privilege Vector:
Service Pack 1 4519976 CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4519976
Windows 7 II;AO(TITJt;ly Base: 5.5
for x64-based 4520003 Moderate Denl.al of 4524157 Temporal: 5 Ves
Systems Securit Service Vector:
Service Pack 1 Only y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC.C
Windows /219976
Server 2008
Monthly
R2 for Rollup Base: 5.5
x6d-based |, 13 Moderate P€™M! O 4524157 Temporal: 5 Yes
Systems Securit Service Vector:
Service Pack 1 onl y CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core y
installation)
Windows 4519976 Denial of Base: 5.5
Server 2008  Monthly Moderate : 4524157 Temporal: 5 Yes
Service
R2 for Rollup Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1325

[tanium-Based 4520003 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Systems Security
Service Pack 1 |Only
Windows A>19976

Monthly
Server 2008 Base: 5.5
R2 for Rollup Denial of Temporal: 5

4520003 Moderate o %' 4524157 porat Yes
x64-based Securit Service Vector:
Systems onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 1 y

4519985

Security Base: 5.5
Windows Only Denial of Temporal: 5

4520007 Moderate ) 4524154 ' Yes
Server 2012 Monthl Service Vector:

Rollup y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows :22322{5 Base: 5.5
Server 2012 Only Moderate Denl.al of 4524154 Temporal: 5 Ves
(Server Core 4520007 Service Vector:
installation) Monthly CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1325

Rollup
4519990
Security )
Windows 8.1 Only Denial of 'I?:::. f).ril' 5
for 32-bit 4520005 Moderate . 4524156 porat Yes
- Monthl Service Vector:
y Rollup y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1 - Only Denial of ';B':f:. !cs).ril' 5
for x64-based 4520005 Moderate . 4524156 porat Yes
Service Vector:
systems Monthly
Rollup CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows Only Denial of ';B':::' f).rsal' 5
Server 2012 4520005 Moderate |- o ' 4524156 porat Yes
R> Monthly Service Vector:
Rollup CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1325

4520005 Base: 5.5
Windows RT  Monthly Moderate Denl.al of 4524156 Temporal: 5 Ves
8.1 Rollup Service Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Windows Security Base: 5.5
server 2012 Only Denial of Temporal: 5
R2 (Server 4520005 Moderate - ' 4524156 porat Yes
Core Monthl Service Vector:
. : y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 22582’:1 Denial of ';B'::: cs).rsal' 5
for 32-bit ’ Moderate - ©' 4524153 porat Yes
Svstems Update Service Vector:
y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 g2§82’31 Denial of 'Plf:::: g.ril' 5
for x64-based ’ Moderate . 4524153 porat Yes
Svstems Update Service Vector:
y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519998 Base: 5.5
Windows Security Denial of Temporal: 5
Server 2016  Update Moderate Service 4524152 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com
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CVE-2019-1325

Windows 10 4519998 Base: 5.5
Version 1607 Security Denial of Temporal: 5
for 32-bit Update Moderate Service 4524152 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Base: 5.5
Version 1607 Security Denial of Temporal: 5
for x64-based Update Moderate Service 4524152 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4519998 Base: 5.5
Server 2016 [Security Moderate Denl.al of 4524157 Temporal: 5 Ves
(Server Core |Update Service Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Base: 5.5
Version 1703 [Security Denial of Temporal: 5
for 32-bit Update Moderate Service 4524151 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Base: 5.5
Version 1703 [Security Denial of Temporal: 5
M 4524151 Y

for x64-based Update oderate Service 22415 Vector: e
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520004 . Base: 5.5

. . Denial of
Version 1709 Security Moderate Service 4524150 Temporal: 5 Yes
for 32-bit Update Vector:
@NSFOCUS 2019 http://www.nsfocus.com
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CVE-2019-1325

Systems | | | | CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C |
Windows 10 4520004 Base: 5.5
Version 1709 Security Denial of Temporal: 5
for x64-based Update Moderate Service 4524130 Vector: fes
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Base: 5.5
Version 1803 [Security Denial of Temporal: 5
for 32-bit Update Moderate Service 4524149 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Base: 5.5
Version 1803 Security Denial of Temporal: 5
for x64-based Update Moderate Service 4524143 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/ULIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 1, 550008 Base: 5.5
perver, Securit Denial of Temporal: 5
version 1803 ’ Moderate : 4524149 porat Yes
(Server Core Update Service Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, 5> 0008 Base: 5.5
Version 1803 Securit Denial of Temporal: 5
for ’ Moderate : 4524149 porat Yes
ARM64-based Update Service Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Systems
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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Windows 10 4519338 Base: 5.5

Version 1809 [Security Denial of Temporal: 5

for 32-bit Update Moderate Service 4524148 Vector: ves

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Base: 5.5

Version 1809 [Security Denial of Temporal: 5

for x64-based Update Moderate Service 4524148 Vector: ves

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10~ 11 9334 Base: 5.5

Version 1809 Securit Denial of Temporal: 5

for ’ Moderate . 4524148 porat Yes

ARM64-based Update Service Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519338 Base: 5.5

Windows Security Denial of Temporal: 5

Server 2019  |Update Moderate Service 524148 Vector: fes

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 4519338 Base: 5.5

Server 2019  [Security Moderate Denlial of 4524148 Temporal: 5 Ves

(Server Core |Update Service Vector:

installation) CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4520004 Denial of Base: 5.5

Version 1709 Security Moderate Service 4524150 Temporal: 5 ves
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CVE-2019-1325

for Update Vector:

ARM®64-based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Systems

Windows 10 4517389 Base: 5.5

Version 1903 [Security Denial of Temporal: 5

for 32-bit Update Moderate Service A>24147 Vector: ves

Systems CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4517389 Base: 5.5

Version 1903 [Security Denial of Temporal: 5

for x64-based Update Moderate Service 524147 Vector: fes

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 1,51 7389 Base: 5.5

Version 1303 Securit Denial of Temporal: 5

for ’ Moderate : 4524147 porat Yes

ARM64-based Update Service Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Systems

Windows |, 517389 Base: 5.5

Server, Securit Denial of Temporal: 5

version 1903 ’ Moderate : 4524147 porat Yes

(Server Core Update Service Vector:

) . CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

installation)
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g

N

CVE-2019-1326 - Windows Remote Desktop Protocol (RDP) Denial of

Service Vulnerability

Maximum | erability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows Remote Desktop Protocol (RDP) Denial of Service Vulnerability
Description:
A denial of service vulnerability exists in Remote Desktop Protocol (RDP) when an
attacker connects to the target system using RDP and sends specially crafted
requests. An attacker who successfully exploited this vulnerability could cause the
RDP service on the target system to stop responding.
CVE-2019-1326/ 14 exploit this vulnerability, an attacker would need to run a specially crafted Denial of
MITRE application against a server which provides Remote Desktop Protocol (RDP) Important Service
NVD services.
The update addresses the vulnerability by correcting how RDP handles connection
requests.
FAQ:
None
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1326
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Maximum

Vulnerability

CVEID Vulnerability Description Severity
. Impact
Rating

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1326

KB . Restart

Product \Article Severity ‘Impact Supersedence CVSS Score Set Required
Windows 7 520003 Denial Base: 7.5
for 32-bit Security Important of 4524157 Temporal: 6.7 es
Systems Only Service Vector:
@NSFOCUS 2019 http://www.nsfocus.com
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Service Pack 1 4519976 CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4519976
Windows 7 II;Ao(Tlr:Jtsly Denial Base: 7.5
forx6d-based |, 103 importantof 4524157 Temporal: 6.7 Yes
Systems Securit Service Vector:
Service Pack 1 Only y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 19976
Server 2008
Monthly
R2 for Rollup Denial Base: 7.5
x6d-based |, 00 Importantof 4524157 Temporal: 6.7 Yes
Systems Securit Service Vector:
Service Pack 1 onl y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core y
installation)
Windows 4519976 Denial Base: 7.5
Server 2008  Monthly Important of 4524157 Temporal: 6.7 Ves
R2 for Rollup Service Vector:
[tanium-Based 4520003 CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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CVE-2019-1326

Systems Security
Service Pack 1 |Only
Windows :\1/'5;3?&6
Server 2008 4 . Base: 7.5
R2 for Rollup Denial Temporal: 6.7
4520003 Important of 4524157 porat- o. Yes
x64-based Securit Service Vector:
Systems onl 4 CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4520002
Server 2908 Monthly . Base: 7.5
for 32-bit Rollup Denial Temporal: 6.7
Systems 4520009 Important of 4516026 Vectgr' o Yes
Service Pack 2 jSecurity Service CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core |Only
installation)
4519985
Security Denial Base: 7.5
Windows Only Temporal: 6.7
Server 2012 4520007 Important (S);vice 4524154 Vector: Yes
Monthly CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Rollup
@NSFOCUS 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1326

4519985
Windows éenclsrlty Denial Base: 7.5
Server 2012 | 5 0007 Importantiof 4524154 Temporal: 6.7 Yes
(Server Core Monthl Service Vector:
installation) ol y CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1 (Only Denial ?::' (7).er' 6.7
for 32-bit 4520005 Important of 4524156 Vectgr' T Yes
systems E/'Oﬁlztsly Service CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1 (Only Denial _I?:::' Z.ril' 6.7
for x64-based 4520005 Important of 4524156 Vectgr' o Yes
systems Z'oﬁlzt;"y Service CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows |4519990|Important |Denia| |45241 56 |Base: 7.5 |Yes
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CVE-2019-1326

Server 2012 Security of Temporal: 6.7
R2 Only Service Vector:
4520005 CVSS:3.0/AV:IN/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC.C
Monthly
Rollup
4520005 . Base: 7.5
Windows RT  Monthl Denial Temporal: 6.7
' important/of 4524156 porat 5. Yes
8.1 Rollup Service Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Windows Security ' Base: 7.5
Server 2012 Only Denial Temporal: 6.7
R2 (Server 4520005 Important of 4524156 Vectgr' o Yes
core Monthly Service CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 :258231 Denial _I?:::: Z‘rsal' 6.7
for 32-bit Y Important of 4524153 porat. . Yes
Systems Update Service vector:
y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520011 Denial Base: 7.5
| 45241 Y
for x64-based [Security mportant of 224153 Temporal: 6.7 e
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Systems Update Service Vector:

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519998 . Base: 7.5

Windows Security Denial Temporal: 6.7

Server 2016  |Update Important (S)z:rvice 4524152 Vector: Yes
CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4519998 Denial Base: 7.5

Version 1607 Security Temporal: 6.7

for 32-bit Update Important (Sjirvice 4524152 Vector: ves

Systems CVSS:3.0/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4519998 Denial Base: 7.5

Version 1607 Security Temporal: 6.7

for x64-based Update Important (S):.rvice 4524152 Vector: ves

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 4519998 Denial Base: 7.5

Server 2016  Security Important of 4524152 Temporal: 6.7 Ves

(Server Core |Update Service Vector:

installation) CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4520010 Denial Base: 7.5

Version 1703 Security Temporal: 6.7

for 32-bit Update Important cs)tfarvice 4524151 Vector: ves

Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1326

Windows 10 4520010 Denial Base: 7.5

Version 1703 Security Temporal: 6.7

for x64-based Update Important gz:rvice 4524151 Vector: Yes
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Denial Base: 7.5

Version _1709 Security Important of 4524150 Temporal: 6.7 Ves
for 32-bit Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Denial Base: 7.5

Version 1709 [Security Temporal: 6.7

for x64-based Update Important (S)erice 4524150 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 7.5

Version 1803 Security Temporal: 6.7

for 32-bit Update Important (Sjirvice 4524149 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 7.5

Version 1803 Security Temporal: 6.7

for x64-based Update Important (Sjcfervice 4524149 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4520008 Denial Base: 7.5

Server, Security Important of 4524149 Temporal: 6.7 Yes
version 1803 |Update Service Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1326

(Server Core CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, -5 1008 . Base: 7.5
Version 1803 Securit Denial Temporal 6.7
for Y Important of 4524149 porat: . Yes
ARM®64-based Update Service Vector.
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Denial Base: 7.5
Version 1809 [Security Temporal: 6.7
for 32-bit Update Important (S)erice 4524148 Vector: Yes
Systems CVSS:3.0/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Denial Base: 7.5
Version 1809 (Security Temporal: 6.7
for x64-based Update Important (S):.rvice 4524148 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 11 9334 . Base: 7.5
Version 1809 Securit Denial Temporal: 6.7
for y Important of 4524148 porat- o. Yes
ARM®64-based Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4519338 Denial Base: 7.5

Security Important of 4524148 Temporal: 6.7 Yes
Server 2019 .

Update Service Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1326

|CVSS:3.0/AV:N/AC:L/PR:N/U I:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Systems

CVSS:3.0/AV:N/AC:L/PR:N/ULIN/S:U/C:N/I:N/A:H/E:P/RL:O/RC.C

Windows 4519338 Denial Base: 7.5

Server 2019  [Security Important of 4524148 Temporal: 6.7 Ves
(Server Core |Update Service Vector:

installation) CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 1, -5 1004 . Base: 7.5

Version 1709 Securit Denial Temporal 6.7

for Y Important of 4524150 porat: & Yes
ARM®64-based Update Service Vector.

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Denial Base: 7.5

Version .1903 Security iImportant of 4524147 Temporal: 6.7 Ves
for 32-bit Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Denial Base: 7.5

Version 1903 [Security Temporal: 6.7

for x64-based Update Important (S)tfarvice 4524147 Vector: Yes
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 * ) 51349 . Base: 7.5

Version 1903 Securit Denial Temporal 6.7

for U datey Important of 4524147 Vectgr' T Yes
ARM64-based |~ Service '
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1326

Windows 1,173 . Base: 7.5
Server, Securit Denial Temporal: 6.7
version 1903 y Important of 4524147 porat- o. Yes
(Server Core Update Service vector:
) . CVSS:3.0/AV:IN/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC.C
installation)
Windows i/lsjr?toholz
Server 2008 y . Base: 7.5
for Rollup Denial Temporal: 6.7

. 4520009 Important of 4516026 porat- ©. Yes
[tanium-Based Securit Service Vector:
Systems onl y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 2 y

4520002
Windows Monthly . Base: 7.5
Server 2008  Rollup Denial Temporal: 6.7
for 32-bit 4520009 Important of 4516026 Vectgr' T Yes
Systems Security Service CVS5:3.0/AV:N/ACL/PR:N/UIN/S:U/C:N/IN/AH/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002 Denial Base: 7.5
Monthl . 6.

Server 2008 onthly Important of 4516026 Temporal: 6.7 Ves
for x64-based Rollup Service Vector:
Systems 4520009 CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

CVE-2019-1326

Service Pack 2 Security
Only
Windows 4520002
Server 2008  |Monthly . Base: 7.5
for x64-based Rollup Denial Temporal: 6.7
Systems 4520009 Important of 4516026 Vectgr' T Yes
Service Pack 2 |Security Service CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)

CVE-2019-1327 - Microsoft Excel Remote Code Execution Vulnerability

Maximum Vulnerabili

CVEID Vulnerability Description Severity ty

. Impact
Rating
CVE Title: Microsoft Excel Remote Code Execution Vulnerability
CVE-2019-1327 Description:
. . e Remote Code
MITRE A remote code execution vulnerability exists in Microsoft Excel software when the [Important

Execution

NVD software fails to properly handle objects in memory. An attacker who successfully
exploited the vulnerability could run arbitrary code in the context of the current
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1327
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1327

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

user. If the current user is logged on with administrative user rights, an attacker
could take control of the affected system. An attacker could then install programs;
view, change, or delete data; or create new accounts with full user rights. Users
whose accounts are configured to have fewer user rights on the system could be
less impacted than users who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted file
with an affected version of Microsoft Excel. In an email attack scenario, an attacker
could exploit the vulnerability by sending the specially crafted file to the user and
convincing the user to open the file. In a web-based attack scenario, an attacker
could host a website (or leverage a compromised website that accepts or hosts
user-provided content) containing a specially crafted file designed to exploit the
vulnerability. An attacker would have no way to force users to visit the website.
Instead, an attacker would have to convince users to click a link, typically by way of
an enticement in an email or instant message, and then convince them to open the
specially crafted file.

The security update addresses the vulnerability by correcting how Microsoft Excel
handles objects in memory.

FAQ:
Is the Preview Pane an attack vector for this vulnerability?

@NSFOCUS 2019
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Maximum

Vulnerability

CVEID Vulnerability Description Severity
. Impact
Rating

No, the Preview Pane is not an attack vector.

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1327

. . CVSS Score Restart

Product KB Article Severity ‘Impact Supersedence Set Required
@NSFOCUS 2019 http://www.nsfocus.com




CVE-2019-1327

. Base: N/A
Microsoft Excel 2010 Service Pack 34?;;120 Security Important Remote Code 4475574 Temporal: Mavbe
2 (32-bit editions) P P Execution N/A y
Vector: N/A
: Base: N/A
Microsoft Excel 2010 Service Pack 3422120 Security Important Remote Code 4475574 Temporal: Mavbe
2 (64-bit editions) P P Execution N/A y
Vector: N/A
: Base: N/A
Microsoft Excel 2013 Service Pack 34?;123 Security Important Remote Code 4475566 Temporal: Mavbe
1 (32-bit editions) . PO Execution N/A y
Vector: N/A
. Base: N/A
Microsoft Excel 2013 Service Pack 348(:]4123 Security Important Remote Code 4475566 Temporal: Mavbe
1 (64-bit editions) peae P Execution N/A Y
Vector: N/A
. Base: N/A
Microsoft Excel 2013 RT Service 3424123 Security Important Remote Code 4475566 Temporal: Mavbe
Pack 1 paate por Execution N/A y
Vector: N/A
Release Notes Remote Code Base: N/A
Microsoft Office 2016 for Mac Security Update Important . 4475566 Temporal:  No
Execution N/A
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https://www.microsoft.com/download/details.aspx?familyid=c3290324-861c-469d-9a52-8db0bdf31d52
https://www.microsoft.com/download/details.aspx?familyid=c3290324-861c-469d-9a52-8db0bdf31d52
https://www.microsoft.com/download/details.aspx?familyid=593ca2c1-5a0b-43a1-9624-2d1c946c6ec2
https://www.microsoft.com/download/details.aspx?familyid=593ca2c1-5a0b-43a1-9624-2d1c946c6ec2
https://www.microsoft.com/download/details.aspx?familyid=4dea9bca-dc1a-42b0-a491-01c4eee031a8
https://www.microsoft.com/download/details.aspx?familyid=4dea9bca-dc1a-42b0-a491-01c4eee031a8
https://www.microsoft.com/download/details.aspx?familyid=d9e98b06-16c1-45d5-8f41-079740f4c0d4
https://www.microsoft.com/download/details.aspx?familyid=d9e98b06-16c1-45d5-8f41-079740f4c0d4
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049

CVE-2019-1327

| |Vector: N/A ‘
. Base: N/A
. ) 4484112
Microsoft Excel 2016 (32-bit U E;ate Security Important Remote Code 4475579 Temporal: Mavbe
edition) P P Execution N/A y
Vector: N/A
. Base: N/A
. ) 4484112
Microsoft Excel 2016 (64-bit U Ec;jate Security Important Remote Code 4475579 Temporal: Mavbe
edition) P P Execution N/A y
Vector: N/A
. . Base: N/A
Microsoft Office 2019 for 32-bit Click to Run Security Remote Code Temporal:
o Update Important . 4475579 No
editions Execution N/A
Vector: N/A
. . Base: N/A
Microsoft Office 2019 for 64-bit Click to Run Security Remote Code Temporal:
o Update Important . 4475579 No
editions Execution N/A
Vector: N/A
Release Notes Remote Code '?':f:: Ic:lr/apl\'
Microsoft Office 2019 for Mac Security Update Important . 4475579 Porat o
Execution N/A
Vector: N/A
Office 365 ProPlus for 32-bit Click to Run Security Important Remote Code Pl475579 |Base: N/A ‘No
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https://www.microsoft.com/download/details.aspx?familyid=4169eea2-47d4-4f80-8d4d-ca29d1ed15ca
https://www.microsoft.com/download/details.aspx?familyid=4169eea2-47d4-4f80-8d4d-ca29d1ed15ca
https://www.microsoft.com/download/details.aspx?familyid=6de681bd-3283-4df9-ae13-5f76ba467e53
https://www.microsoft.com/download/details.aspx?familyid=6de681bd-3283-4df9-ae13-5f76ba467e53
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049

CVE-2019-1327

Systems

Update

Execution

Temporal:
N/A
Vector: N/A

Systems

Office 365 ProPlus for 64-bit

Click to Run Security
Update

Important

Remote Code
Execution

4475579

Base: N/A
Temporal:
N/A

Vector: N/A

No

CVE-2019-1328 - Microsoft SharePoint Spoofing Vulnerability

A Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft SharePoint Spoofing Vulnerability
Description:
A spoofing vulnerability exists when Microsoft SharePoint Server does not properly
CVE-2019-1328 anitize a specially crafted web request to an affected SharePoint server. An
MITRE authenticated attacker could exploit the vulnerability by sending a specially crafted mportant Spoofing
NVD request to an affected SharePoint server.
The attacker who successfully exploited the vulnerability could then perform
cross-site scripting attacks on affected systems and run script in the security
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1328
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1328

Maximum

- . . . Vulnerabili
CVEID Vulnerability Description Severity ty
. Impact
Rating
context of the current user. These attacks could allow the attacker to read content
that the attacker is not authorized to read, use the victim's identity to take actions
on the SharePoint site on behalf of the user, such as change permissions and delete
content, and inject malicious content in the browser of the user.
The security update addresses the vulnerability by helping to ensure that
SharePoint Server properly sanitizes web requests.
FAQ:
Is the Preview Pane an attack vector for this vulnerability?
No, the Preview Pane is not an attack vector.
Mitigations:
None
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
@NSFOCUS 2019 http://www.nsfocus.com




Maximum

| ili
CVE ID ulnerability Description Severity ulnerability
. Impact
Rating
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1328
. . CVSS Score  Restart
Product KB Article Severity Impact Supersedence Set Required
. Base: N/A
Microsoft SharePoint Foundation 2010 3422121 Security Imbortant Sooofing 4475605 Temporal: Mavbe
Service Pack 2 P P P g N/A y
Vector: N/A
. Base: N/A
Microsoft SharePoint Foundation 2013 6422122 Security Important Spoofing 4484098 Temporal: Mavbe
Service Pack 1 P P P 9 N/A y
Vector: N/A
Microsoft SharePoint Enterprise Server 4484111 Security : Base: N/A
5016 Update Important Spoofing 4475590 Temporal Maybe
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https://www.microsoft.com/download/details.aspx?familyid=305c82c7-3579-45c4-a314-d1d223ab5303
https://www.microsoft.com/download/details.aspx?familyid=305c82c7-3579-45c4-a314-d1d223ab5303
https://www.microsoft.com/download/details.aspx?familyid=38b0a6e5-22d5-48ba-b18e-45a2649c37a5
https://www.microsoft.com/download/details.aspx?familyid=38b0a6e5-22d5-48ba-b18e-45a2649c37a5
https://www.microsoft.com/download/details.aspx?familyid=80918277-79fa-4448-9821-953c10737b07
https://www.microsoft.com/download/details.aspx?familyid=80918277-79fa-4448-9821-953c10737b07

|cvs-zo19-1 328

N/A

Vector: N/A

CVE-2019-1329 - Microsoft SharePoint Elevation of Privilege

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1329
MITRE
NVD

CVE Title: Microsoft SharePoint Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists when Microsoft SharePoint Server does
not properly sanitize a specially crafted web request to an affected SharePoint
server. An authenticated attacker could exploit the vulnerability by sending a
specially crafted request to an affected SharePoint server.

The attacker who successfully exploited the vulnerability could then perform
cross-site scripting attacks on affected systems and run script in the security
context of the current user. These attacks could allow the attacker to read content
that the attacker is not authorized to read, use the victim's identity to take actions
on the SharePoint site on behalf of the user, such as change permissions and delete

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1329
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1329

Maximum

Vulnerability

CVE ID Vul ility D ipti i
ulnerability Description Sev.er|ty e
Rating
content, and inject malicious content in the browser of the user.
The security update addresses the vulnerability by helping to ensure that
SharePoint Server properly sanitizes web requests.
FAQ:
Is the Preview Pane an attack vector for this vulnerability?
No, the Preview Pane is not an attack vector.
Mitigations:
None
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
@NSFOCUS 2019 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1329

. . CVSS Score |Restart
Product KB Article Severity Impact Supersedence Set Required
. . . 4484131 Security | Base: N/A
Microsoft SharePoint Foundation Unpdate Important Elevation of 4475605 Temporal: Mavbe
2010 Service Pack 2 P P Privilege N/A y
Vector: N/A
. Base: N/A
Microsoft SharePoint Foundation 64?;;122 Security Important Elevation of 4484098 Temporal: Mavbe
2013 Service Pack 1 P P Privilege N/A y
Vector: N/A
. . . 4484111 Security . Base: N/A
Microsoft SharePoint Enterprise Update Important Elevation of 4475590 Temporal: Mavbe
Server 2016 P P Privilege N/A y
Vector: N/A
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https://www.microsoft.com/download/details.aspx?familyid=305c82c7-3579-45c4-a314-d1d223ab5303
https://www.microsoft.com/download/details.aspx?familyid=305c82c7-3579-45c4-a314-d1d223ab5303
https://www.microsoft.com/download/details.aspx?familyid=38b0a6e5-22d5-48ba-b18e-45a2649c37a5
https://www.microsoft.com/download/details.aspx?familyid=38b0a6e5-22d5-48ba-b18e-45a2649c37a5
https://www.microsoft.com/download/details.aspx?familyid=80918277-79fa-4448-9821-953c10737b07
https://www.microsoft.com/download/details.aspx?familyid=80918277-79fa-4448-9821-953c10737b07

g

N

CVE-2019-1330 - Microsoft SharePoint Elevation of Privilege

Vulnerability

Maximum

Vulnerability

CVEID Vulnerability Description . .
y P Severity Rating Impact

CVE Title: Microsoft SharePoint Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in Microsoft SharePoint. An attacker

who successfully exploited this vulnerability could attempt to impersonate

another user of the SharePoint server.

To exploit this vulnerability, an authenticated attacker would send a specially
CVE-2019-1330 crafted request to an affected server, thereby allowing the impersonation of .
MITRE another SharePoint user. Important Elevation of

Privilege

NVD The security update addresses the vulnerability by correcting how Microsoft

SharePoint sanitizes user input.

FAQ:

Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1330
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1330

- . L. Maximum Vulnerability

CVEID Vulnerability Description Severity Rating Impact

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1330

. . CVSS Score |Restart

Product KB Article Severity Impact Supersedence Set Required
Microsoft SharePoint Foundation 4475608 Security Elevation of Base: N/A
‘2013 Service Pack 1 Update Important Privilege 475557 Temporal: Maybe

@NSFOCUS 2019 http://www.nsfocus.com



https://www.microsoft.com/download/details.aspx?familyid=1c9114ef-9168-48cf-beb0-daa78beec53d
https://www.microsoft.com/download/details.aspx?familyid=1c9114ef-9168-48cf-beb0-daa78beec53d

CVE-2019-1330

N/A
Vector: N/A

Server 2016

Microsoft SharePoint Enterprise

4484111 Security
Update

Important

Elevation of
Privilege

4475590

Base: N/A
Temporal:
N/A

Vector: N/A

Maybe

Microsoft SharePoint Server 2019

4484110 Security
Update

Important

Elevation of
Privilege

4475596

Base: N/A
Temporal:
N/A

Vector: N/A

Maybe

CVE-2019-1331 - Microsoft Excel Remote Code Execution Vulnerability

Maximum

. Vul bili
CVE ID Vulnerability Description Severity uinerability
. Impact
Rating
CVE Title: Microsoft Excel Remote Code Execution Vulnerability

CVE-2019-1331 Description:

. . e Remote Code
MITRE A remote code execution vulnerability exists in Microsoft Excel software when the Important

Execution

NVD software fails to properly handle objects in memory. An attacker who successfully
exploited the vulnerability could run arbitrary code in the context of the current
@NSFOCUS 2019 http://www.nsfocus.com



https://www.microsoft.com/download/details.aspx?familyid=80918277-79fa-4448-9821-953c10737b07
https://www.microsoft.com/download/details.aspx?familyid=80918277-79fa-4448-9821-953c10737b07
https://www.microsoft.com/download/details.aspx?familyid=3af9f1a4-6387-4810-b4c7-c6b002413988
https://www.microsoft.com/download/details.aspx?familyid=3af9f1a4-6387-4810-b4c7-c6b002413988
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1331
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1331

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

user. If the current user is logged on with administrative user rights, an attacker
could take control of the affected system. An attacker could then install programs;
view, change, or delete data; or create new accounts with full user rights. Users
whose accounts are configured to have fewer user rights on the system could be
less impacted than users who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted file
with an affected version of Microsoft Excel. In an email attack scenario, an attacker
could exploit the vulnerability by sending the specially crafted file to the user and
convincing the user to open the file. In a web-based attack scenario, an attacker
could host a website (or leverage a compromised website that accepts or hosts
user-provided content) containing a specially crafted file designed to exploit the
vulnerability. An attacker would have no way to force users to visit the website.
Instead, an attacker would have to convince users to click a link, typically by way of
an enticement in an email or instant message, and then convince them to open the
specially crafted file.

The security update addresses the vulnerability by correcting how Microsoft Excel
handles objects in memory.

FAQ:
Is the Preview Pane an attack vector for this vulnerability?

@NSFOCUS 2019
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Maximum —, inerabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating
No, the Preview Pane is not an attack vector.
Mitigations:
None
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1331
. . CVSS Score Restart
Product KB Article Severity ‘Impact Supersedence Set Required
@NSFOCUS 2019 http://www.nsfocus.com




CVE-2019-1331

. Base: N/A
Microsoft Excel 2010 Service Pack 2 34?;;120 Security Important Remote Code 4475574 Temporal: Mavbe
(32-bit editions) P P Execution N/A y
Vector: N/A
: Base: N/A
Microsoft Excel 2010 Service Pack 2 3422120 Security Important Remote Code 4475574 Temporal: Mavbe
(64-bit editions) P P Execution N/A y
Vector: N/A
: Base: N/A
. . : 4475569 S t
Microsoft Office 2010 Service Pack 2 Undate ecunty Important Remote Code 4462224 Temporal: Mavbe
(32-bit editions) . P Execution N/A y
Vector: N/A
. Base: N/A
. . . 447
Microsoft Office 2010 Service Pack 2 U dsaigg Security Important Remote Code 4462224 Temporal: Mavbe
(64-bit editions) . P Execution N/A y
Vector: N/A
. Base: N/A
. . 447
Microsoft Office 2013 Service Pack 1 U dsaiis Security Important Remote Code 4464543 Temporal: Mavbe
(32-bit editions) P P Execution N/A y
Vector: N/A
447 i :
Microsoft Office 2013 Service Pack 1 2558 Security Remote Code Base: N/A
e Update Important . 4464543 Temporal:  Maybe
(64-bit editions) Execution N/A
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https://www.microsoft.com/download/details.aspx?familyid=c3290324-861c-469d-9a52-8db0bdf31d52
https://www.microsoft.com/download/details.aspx?familyid=c3290324-861c-469d-9a52-8db0bdf31d52
https://www.microsoft.com/download/details.aspx?familyid=593ca2c1-5a0b-43a1-9624-2d1c946c6ec2
https://www.microsoft.com/download/details.aspx?familyid=593ca2c1-5a0b-43a1-9624-2d1c946c6ec2
https://www.microsoft.com/download/details.aspx?familyid=3dc9dd8f-42cd-4a0c-8515-e290e5ed9781
https://www.microsoft.com/download/details.aspx?familyid=3dc9dd8f-42cd-4a0c-8515-e290e5ed9781
https://www.microsoft.com/download/details.aspx?familyid=b6ae5175-997e-4453-91d8-e0d77cca3b35
https://www.microsoft.com/download/details.aspx?familyid=b6ae5175-997e-4453-91d8-e0d77cca3b35
https://www.microsoft.com/download/details.aspx?familyid=c0df0658-65af-4a9e-8174-cc1ede0ea62c
https://www.microsoft.com/download/details.aspx?familyid=c0df0658-65af-4a9e-8174-cc1ede0ea62c
https://www.microsoft.com/download/details.aspx?familyid=08a8e9fc-121a-4d25-9267-5b14061b8784
https://www.microsoft.com/download/details.aspx?familyid=08a8e9fc-121a-4d25-9267-5b14061b8784

CVE-2019-1331

| ‘Vector: N/A ‘
. Base: N/A
. . . 447
Microsoft Office 2013 RT Service Pack >>>8 Security Remote Code Temporal:
Update Important . 4464543 Maybe
1 Execution N/A
Vector: N/A
. Base: N/A
. . 448412
Microsoft Excel 2013 Service Pack 1 U E:jateg Security Important Remote Code 4475566 Temporal: Mavbe
(32-bit editions) . P Execution N/A y
Vector: N/A
. Base: N/A
448412
Microsoft Excel 2013 Service Pack 1 U ?ﬂat: Security Important Remote Code 4475566 Temporal: Mavbe
(64-bit editions) . P Execution N/A y
Vector: N/A
4484123 Security Remote Code '?::rf: glr{jl\'
Microsoft Excel 2013 RT Service Pack 1 Update Important . 4475566 porat Maybe
Execution N/A
Vector: N/A
felease Notes Remote Code '?'::: [c:lr/:l\'
Microsoft Office 2016 for Mac Security Update Important . 4475566 Porat No
Execution N/A
Vector: N/A
Microsoft Excel 2016 (32-bit edition) 44847112 Security  Important Remote Code 4475579 Base:N/A  Maybe
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https://www.microsoft.com/download/details.aspx?familyid=4dea9bca-dc1a-42b0-a491-01c4eee031a8
https://www.microsoft.com/download/details.aspx?familyid=4dea9bca-dc1a-42b0-a491-01c4eee031a8
https://www.microsoft.com/download/details.aspx?familyid=d9e98b06-16c1-45d5-8f41-079740f4c0d4
https://www.microsoft.com/download/details.aspx?familyid=d9e98b06-16c1-45d5-8f41-079740f4c0d4
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/download/details.aspx?familyid=4169eea2-47d4-4f80-8d4d-ca29d1ed15ca

CVE-2019-1331

Update Execution Temporal:
N/A
Vector: N/A
4484112 Security Remote Code ?::;Sr/zj‘
Microsoft Excel 2016 (64-bit edition) |Update Important Execution 4475579 N/A Maybe
Vector: N/A
4475554 Security Remote Code ?:::: Sr/:l"
Microsoft Office 2016 (32-bit edition) Update Important . 4461539 porat Maybe
Execution N/A
Vector: N/A
Base: N/A
4475554 Security Remote Code T:;:e or/al'
Microsoft Office 2016 (64-bit edition) Update Important . 4461539 porat Maybe
Execution N/A
Vector: N/A
3475595 Security Remote Code '?:Z?;Sr/ﬁ'
Office Online Server Update Important Execution 4475528 N/A Maybe
Vector: N/A
. Base: N/A
Microsoft SharePoint Enterprise Server 346(12;;5 Security Important Remote Code 4022236 Temporal: Mavbe
2013 Service Pack 1 P P Execution N/A y
Vector: N/A
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https://www.microsoft.com/download/details.aspx?familyid=4169eea2-47d4-4f80-8d4d-ca29d1ed15ca
https://www.microsoft.com/download/details.aspx?familyid=6de681bd-3283-4df9-ae13-5f76ba467e53
https://www.microsoft.com/download/details.aspx?familyid=6de681bd-3283-4df9-ae13-5f76ba467e53
https://www.microsoft.com/download/details.aspx?familyid=91d900fe-394a-4633-a1f0-fcdbd4083184
https://www.microsoft.com/download/details.aspx?familyid=91d900fe-394a-4633-a1f0-fcdbd4083184
https://www.microsoft.com/download/details.aspx?familyid=5580b827-d8bf-4bee-8563-32034799e011
https://www.microsoft.com/download/details.aspx?familyid=5580b827-d8bf-4bee-8563-32034799e011
https://www.microsoft.com/download/details.aspx?familyid=71c81173-3d46-43c9-9103-8bf1ba61b336
https://www.microsoft.com/download/details.aspx?familyid=71c81173-3d46-43c9-9103-8bf1ba61b336
https://www.microsoft.com/download/details.aspx?familyid=8452e254-6ce5-4804-928a-e36d92e93e04
https://www.microsoft.com/download/details.aspx?familyid=8452e254-6ce5-4804-928a-e36d92e93e04

CVE-2019-1331

Click to Run Base: N/A
Microsoft Office 2019 for 32-bit . Remote Code Temporal:
. Security Update Important . 4022236 No
editions Execution N/A
Vector: N/A
. Base: N/A
Microsoft Office 2019 for 64-bit Click FO fun Remote Code Temporal:
. Security Update Important . 4022236 No
editions Execution N/A
Vector: N/A
Release Notes Remote Code _?_:f: Sr/:l\'
Microsoft Office 2019 for Mac Security Update Important . 4022236 Porat No
Execution N/A
Vector: N/A
Click to Run Remote Code ?::: Sr/aﬁ"
Office 365 ProPlus for 32-bit Systems Security Update Important . 4022236 Porat No
Execution N/A
Vector: N/A
Clickto Run Remote Code 'I?:::: Sr/apl\'
Office 365 ProPlus for 64-bit Systems Security Update Important . 4022236 Porat No
Execution N/A
Vector: N/A
Excel Services on Microsoft SharePoint 4462176 Security Remote Code Base: N/A
. Update Important . 4461569 Temporal:  Maybe
Server 2010 Service Pack 2 Execution N/A
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https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/download/details.aspx?familyid=e4398485-0825-4166-95d2-bce7cea251ae
https://www.microsoft.com/download/details.aspx?familyid=e4398485-0825-4166-95d2-bce7cea251ae

CVE-2019-1331

‘Vector: N/A ‘

CVE-2019-1333 - Remote Desktop Client Remote Code Execution

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1333
MITRE
NVD

CVE Title: Remote Desktop Client Remote Code Execution Vulnerability
Description:

A remote code execution vulnerability exists in the Windows Remote Desktop
Client when a user connects to a malicious server. An attacker who successfully
exploited this vulnerability could execute arbitrary code on the computer of the
connecting client. An attacker could then install programs; view, change, or delete
data; or create new accounts with full user rights.

To exploit this vulnerability, an attacker would need to have control of a server and
then convince a user to connect to it. An attacker would have no way of forcing a
user to connect to the malicious server, they would need to trick the user into
connecting via social engineering, DNS poisoning or using a Man in the Middle
(MITM) technique. An attacker could also compromise a legitimate server, host

Critical

Remote Code
Execution

@NSFOCUS 2019
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1333
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1333

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

malicious code on it, and wait for the user to connect.

The update addresses the vulnerability by correcting how the Windows Remote
Desktop Client handles connection requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1333

Service Pack 1
(Server Core

Only

CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4520003
Windows 7 Security Base: 7.5
for 32-bit Only Remote Temporal: 6.7
4519976 Critical Code 4524157 porat o. Yes
Systems Monthl Execution Vector:
Service Pack 1 Rollup y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519976
Windows 7 Monthly Base: 7.5
for x64-based Rollup Remote Temporal: 6.7
4520003 Critical Code 4524157 P T Yes
Systems Securit Execution Vector.
Service Pack 1 Only y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519976
Server 2008  |Monthly Base: 7.5
R2 for Rollup Remote Temporal: 6.7
x64-based 4520003 (Critical Code 4524157 poral. ©. Yes
. ) Vector:
Systems Security Execution
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1333

|insta||ation) | | ’
windows /%70
Server 2008 y Base: 7.5
R2 for Rollup Remote Temporal: 6.7
. 4520003 Critical Code 4524157 porat 5. Yes
[tanium-Based . : Vector:
Security Execution
Systems onl CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 Y
Windows :\1/'5;3,[%6
Server 2008 Y Base: 7.5
R2 for Rollup Remote Temporal: 6.7
4520003 (Critical Code 4524157 porat o Yes
x64-based . : Vector:
Security Execution
Systems onl CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4520002
Server 2908 Monthly Base: 7.5
for 32-bit Rollup Remote Temporal: 6.7
Systems 4520009 Critical |Code 4516026 Vectgr' o Yes
Service Pack 2 Security Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
|Windows |451 9985 |Critica| ‘Remote }45241 54 |Base: 7.5 ‘Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985

CVE-2019-1333

Server 2012 [Security Code Temporal: 6.7
Only Execution Vector:
4520007 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4519985
Windows Security Base: 7.5
Server 2012 Only Remote Temporal: 6.7
4520007 Critical Code 4524154 poral. o Yes
(Server Core Monthl Execution Vector:
installation) Rollup y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1 (Only Remote _?:::' c7>.r?al' 6.7
for 32-bit 4520005 Critical Code 4524156 Vectgr' T Yes
Monthl i '
systems Rocl)lrl],ltp y Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 8.1 4519990 Remote Base: 7.5
for x64-based Security (Critical Code 4524156 Temporal: 6.7 Yes
systems Only Execution Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
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4520005 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4519990
Security )
Windows Only Remote _?:::' c7>.rE;I' 6.7
Server 2012 4520005 Critical Code 4524156 porat 5. Yes
R2 Monthly Execution Vector:
Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4520005 Remote Base: 7.5
Windows RT Monthly Critical Code 4524156 Temporal: 6.7 Ves
8.1 Rollup Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Windows Security Base: 7.5
Server 2012 Only Remote Temporal 6.7
R2 (Server 4520005 Critical |Code 4524156 Vectgr' o Yes
core Monthly Execution CVS5:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 |452001 1 |Critica| ‘Remote M524153 |Base: 7.5 ‘Yes
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CVE-2019-1333

for 32-bit Security Code Temporal: 6.7
Systems Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
for x64-based Y Critical (Code 4524153 porat 5. Yes
Systems Update Execution Vector:
y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519998 Remote Base: 7.5
Windows Security Critical Code 4504152 Temporal: 6.7 Ves
Server 2016  Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Remote Base: 7.5
Version .1607 Security Critical Code 4524152 Temporal: 6.7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Remote Base: 7.5
Version 1607 [Security Critical Code 4524152 Temporal: 6.7 Ves
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519998 Remote Base: 7.5
Server 2016 Security Critical Code 4524152 Temporal: 6.7 Ves
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com
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Windows 10 4520010 Base: 7.5
Version 1703 Securit Remote Temporal: 6.7

. / Critical [Code 4524151 - Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Remote Base: 7.5
Version 1703 [Security Critical Code 4524151 Temporal: 6.7 Ves
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Remote Base: 7.5
Version .1709 Security Critical Code 4524150 Temporal: 6.7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Remote Base: 7.5
Version 1709 Security Critical Code 4524150 Temporal: 6.7 Ves
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Remote Base: 7.5
Version '1803 Security Critical Code 4524149 Temporal: 6.7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Remote Base: 7.5
Version 1803 Security (Critical Code 4524149 Temporal: 6.7 Yes
for x64-based Update Execution Vector:

@NSFOCUS 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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Systems | | CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C |
Windows 50008 Base: 7.5
Server, Securit Remote Temporal: 6.7
version 1803 Y Critical (Code 4524149 porat 5. Yes
(Server Core Update Execution Vector:

. CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, 5 5008 Base: 7.5
Version 1803 Securit Remote Temporal 6.7
for / Critical Code 4524149 porat - Yes
ARM®64-based Update Execution Vector.
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.5
Version .1809 Security Critical Code 4524148 Temporal: 6.7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.5
Version 1809 [Security Critical Code 4524148 Temporal: 6.7 Ves
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 14519338 Remote Base: 7.5
Version 1809 [Security Critical Code 4524148 Temporal: 6.7 Ves
for Update : Vector:

Execution

ARM64-based

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
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|Systems | ‘ ‘ ‘

4519338 Remote Base: 7.5
Windows Security Critical Code 4524148 Temporal: 6.7 Ves
Server 2019  Update Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4519338 Remote Base: 7.5
Server 2019  [Security Critical Code 4524148 Temporal: 6.7 Ves
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 .5 1004 Base: 7.5
Version 1709 Securit Remote Temporal: 6.7
for Y Critical (Code 4524150 porat- o. Yes
ARM®64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Remote Base: 7.5
Version j903 Security Critical Code 4524147 Temporal: 6.7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Remote Base: 7.5
Version 1903 Security | _ ... Temporal: 6.7
for x64-based Update Critical E)?edcition 4524147 Vector: ves
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2019-1333

Windows 10 |, /2009 Base: 7.5
Version 1903 Securit Remote Temporal: 6.7
for y Critical Code 4524147 porat. ©. Yes
ARM64-based Update Execution Vector.

Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |/ 017389 Base: 7.5

Server, Securit Remote Temporal: 6.7
version 1903 y Critical Code 4524147 poral. ©. Yes
(Server Core Update Execution Vector:

. ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows iﬂsjr?f)hciz

Server 2008 y Base: 7.5
for Rollup Remote Temporal: 6.7

. 4520009 Critical Code 4516026 poral. ©. Yes
[tanium-Based ) ) Vector:
Security Execution

Systems onl CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 y
Windows T\l/lsjr(\)tohciz Base: 7.5
Server 2008 Rollup Y Remote Tem|.oo‘ral' 6.7
1;orsse2n-1t;|t 4520009 Critical E;)edcition 4516026 Vector: Yes

y . Security CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 Only
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4520002
Windows Monthly Base: 7.5
Server 2008  Rollup Remote Temporal 6.7
for x64-based 4520000 Critical (Code 4516026 Vectgr, o Yes
dystems Security Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002
Server 2008  Monthly Base: 7.5
for x64-based Rollup Remote Temporal: 6.7
Systems 4520009 Critical |Code 4516026 P S Yes
Service Pack 2 Security Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

(Server Core  Only
installation)

CVE-2019-1334 - Windows Kernel Information Disclosure Vulnerability

A ulnerabilit
CVE ID ulnerability Description Severity y
. Impact
Rating
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1334
MITRE
NVD

CVE Title: Windows Kernel Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows kernel improperly
handles objects in memory. An attacker who successfully exploited this
vulnerability could obtain information to further compromise the usera€™s system.

To exploit this vulnerability, an attacker would have to log on to an affected system
and run a specially crafted application. The vulnerability would not allow an
attacker to execute code or to elevate user rights directly, but it could be used to
obtain information that could be used to try to further compromise the affected
system.

The update addresses the vulnerability by correcting how the Windows kernel
handles objects in memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited
this vulnerability is the contents of Kernel memory. An attacker could read the
contents of Kernel memory from a user mode process.

Important

Information
Disclosure
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1334
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CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2019-1 334

KB Supersedenc Restart
Product . Severity Impact P CVSS Score Set Require
rticle
d
|Windows 8.1 |451999 |Importan Informatio |4524156 |Base: 4.7 ‘Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1334

for 32-bit 0 t n Temporal: 4.2
systems Security Disclosure Vector:
Only CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
452000 C
5
Monthly
Rollup
451999
0
Security Base: 4.7
Windows 8.1 (Only Informatio Temporal: 4.2
Importan
for x64-based 452000 ‘ n 4524156 Vector: Yes
systems 5 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Monthly C
Rollup
451999 Base: 4.7
Windows Security Importan Informatio Temporal: 4.2
Server 2012 Only A 4524156 Vector: Yes
R2 152000 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
5
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Monthly
Rollup
452000 Base: 4.7
. 5 Informatio Temporal: 4.2
\éV1|ndows RT Monthly mportan 4524156 Vector: Yes
’ Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
451999
0
Windows Security Base: 4.7
Server 2012 [Only Informatio Temporal: 4.2
Importan
R2 (Server 452000 A 4524156 Vector: Yes
Core 5 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) Monthly C
Rollup
452001 Base: 4.7
Windows 10 |1 Importan Informatio Temporal: 4.2
for 32-bit Security n 4524153 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
|Windows 10 |452001 |Importan Informatio |4524153 |Base: 47 ‘Yes
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for x64-based |1 t n Temporal: 4.2
Systems Security Disclosure Vector:
Update CVSS:3.0/AV:L/AC:H/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
451999 Base: 4.7
. Informatio Temporal: 4.2
\S/\er\]/(icr)vzv; 16 Security Importan 4524152 Vector: Yes
Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/ULIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 451999 . Base: 4.7
Version 1607 _ Importan Informatio Temporal: 4.2
for 32-bit Security ' 4524152 Vector: Yes
Systems Update Disclosure EVSS:S.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451999 . Base: 4.7
Version 1607 8 ~ Importan Informatio Temporal: 4.2
for x64-based Security n. 4524152 Vector: Yes
Systems Update Disclosure EVSSB.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 451999 Informatio Base: 4.7
Server 2016 8 Importan Temporal: 4.2
. n 4524152 Yes
(Server Core Security t Disclosure Vector:
installation) |Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
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| | | C
Windows 10 452001 ‘ Base: 4.7
Version 1703 0 Importan Informatio Temporal: 4.2
for 32-bit Security P 4524151 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452001 ' Base: 4.7
Version 1703 Imoortan Informatio Temporal: 4.2
for x64-based Security P 4524151 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452000 ' Base: 4.7
Version 1709 4 Importan Informatio Temporal: 4.2
for 32-bit Security P n 4524150 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452000 . Base: 4.7
. 4 Informatio Temporal: 4.2
Version 1709 .. Importan
for x64-based Security 4524150 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452000 [mportan Informatio Base: 4.7
Version 1803 8 t n 4524149 Temporal: 4.2 ves
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for 32-bit Security Disclosure Vector:
Systems Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452000 ‘ Base: 4.7
Version 1803 _ Importan Informatio Temporal: 4.2
for x64-based Security . 4524149 Vector: Yes
Systems Update Disclosure EVSS:S.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 452000 Base: 4.7
Server, 8 Informatio Temporal: 4.2
. .. Importan
version 1803 [Security n 4524149 Vector: Yes
(Server Core |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Installation) C
Windows 10 452000 Base: 4.7
Version 1803 8 Importan Informatio Temporal: 4.2
for Security 4524149 Vector: Yes
ARM®64-base |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
d Systems C
Windows 10 451933 . Base: 4.7
Version 1809 8 ~ Importan Informatio Temporal: 4.2
for 32-bit Security n. 4524148 Vector: Yes
Systems Update Disclosure EVSS:B.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
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Windows 10 451933 . Base: 4.7
Version 1809 ~ Importan Informatio Temporal: 4.2
for x64-based Security n. 4524148 Vector: Yes
Systems Update Disclosure EVSS:S.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451933 Base: 4.7
Version 1809 8 Importan Informatio Temporal: 4.2
for Security n 4524148 Vector: Yes
ARM®64-base |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
d Systems C
451933 Base: 4.7
. Informatio Temporal: 4.2
\S/\er:/i(:vzvg 19 Security Importan n 4524148 Vector: Yes
Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 451933 . Base: 4.7
Server 2019 _ Importan Informatio Temporal: 4.2
(Server Core Security n 4524148 Vector: Yes
) . Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
Windows 10 452000 Informatio Base: 4.7
. Importan
Version 1709 4 n 4524150 Temporal: 4.2 Yes
for Security Disclosure Vector:
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ARM64-base Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

d Systems C

Windows 10 451738 ‘ Base: 4.7

Version 1903 S ~ Importan Informatio Temporal: 4.2

for 32-bit Security n. 4524147 Vector: Yes
Systems Update Disclosure EVSS:S.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451738 . Base: 4.7

Version 1903 S ~Importan Informatio Temporal: 4.2

for x64-based Security . 4524147 Vector: Yes
Systems Update Disclosure EVSSB.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451738 Base: 4.7

Version 1903 9 importan Informatio Temporal: 4.2

for Security n 4524147 Vector: Yes
ARM®64-base |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

d Systems C

Windows 451738 Base: 4.7

Server, 9 importan Informatio Temporal: 4.2

version 1903 Security n 4524147 Vector: Yes
(Server Core |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
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g

CVE-2019-1335 - Chakra Scripting Engine Memory Corruption

/T

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1335
MITRE
NVD

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the Chakra scripting
engine handles objects in memory in Microsoft Edge. The vulnerability could
corrupt memory in such a way that an attacker could execute arbitrary code in the
context of the current user. An attacker who successfully exploited the vulnerability
could gain the same user rights as the current user. If the current user is logged on
with administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website
that is designed to exploit the vulnerability through Microsoft Edge and then
convince a user to view the website. The attacker could also take advantage of
compromised websites and websites that accept or host user-provided content or
advertisements. These websites could contain specially crafted content that could

Critical

Remote Code
Execution
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1335
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CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

exploit the vulnerability.

scripting engine handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

The security update addresses the vulnerability by modifying how the Chakra

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1335

32-bit Systems

C.C

KB Supersedenc Restart
Product . Severity Impact P CVSS Score Set Require
Article d
4.2
Microsoft Edge 52001 Remote ?::r?poral' 38
§E:r?$\|/_:-r:2/lol'\;2a1sg d Security Critical E)?edceutio 4524153 Vector: Yes
. Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
for 32-bit Systems n cC
Microsoft Edge 452001 Remote Base: 4.2
(EdgeHTML-based | Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524153 Vector: Yes
for x64-based Update " CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
Systems C.C
Base: 4.2
Microsoft Edge 51999 Remote T::poral' 38
§E:r?\e;\ll-:'rl;g/lol_v-vlzased Security Moderat E)?edcitio 4524152 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
Server 2016 n
C.C
Microsoft Edge 451999 Remote Base: 4.2
(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 Security (Critical Executio 4524152 Vector: Yes
Version 1607 for Update N CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
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Microsoft Edge _
(EdgeHTML-based 451999 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524152 Vector: Yes
Version 1607 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
C.C
Systems
Microsoft Edge 452001 Remote Base: 4.2
(EdgeHTML-based 0 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524151 Vector: Yes
Version 1703 for Update " CVSS:3.0/AV:N/AC:H/PR:N/UILR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge _
(EdgeHTML-based 452001 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524151 Vector: Yes
Version 1703 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge 452000 Remote Base: 4.2
(EdgeHTML-based 4 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524150 Vector: Yes
Version 1709 for |Update N CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
|Microsoft Edge |452000 ‘Critical Remote 4524150 |Base: 4.2 |Yes
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(EdgeHTML-based 4 Code Temporal: 3.8
) on Windows 10 [Security Executio Vector:
Version 1709 for Update n CVSS:3.0/AV:N/AC:H/PR:N/UILR/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based C.C
Systems
Microsoft Edge 452000 Remote Base: 4.2
(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524149 Vector: Yes
Version 1803 for Update N CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge .
(EdgeHTML-based 452000 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524149 Vector: Yes
Version 1803 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge
452 Base: 4.2
(EdgeHTML-based »2000 Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1803 for Security Critical Executio 4524149 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based n
C.C
Systems
Microsoft Edge |451933 ‘Critical Remote 4524148 |Base: 4.2 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1335

(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 [Security Executio Vector:
Version 1809 for Update n CVSS:3.0/AV:N/AC:H/PR:N/UILR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge .
(EdgeHTML-based 451932 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
Version 1809 for Security Critical Executio 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge .
(EdgeHTML-based 451932 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524148 Vector: Yes
Version 1809 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
ARM64-based n
CC
Systems
. 451933 Base: 4.2
Microsoft Edge Remote T::r?poral' 38
§E:ngs\ll-:'rl;g/loLv-vl:ased Security Moderat E)?edceutio 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
Server 2019 n
CC
Microsoft Edge 452000 | _ .. Remote Base: 4.2
I 45241 Y
(EdgeHTML-based 4 Critica Code >24150 Temporal: 3.8 e
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1335

) on Windows 10 [Security Executio Vector:
Version 1709 for |Update n CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based C.C
Systems
Microsoft Edge 451738 Remote Base: 4.2
(EdgeHTML-based 9 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524147 Vector: Yes
Version 1903 for |Update " CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge
451738 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524147 Vector: Yes
Version 1903 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/R
x64-based n cC
Systems ’
Microsoft Edge
451738 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1903 for Security Critical Executio 4524147 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based n
C.C
Systems
Release | . ... Remote Base: 4.2
ChakraCore Notes Critical Code 4524147 Temporal: 3.8 Maybe
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14

|cvs-zo19-1 335

[Secu rity Executio Vector:
Update n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/R
CC

CVE-2019-1336 - Microsoft Windows Update Client Elevation of
Privilege Vulnerability

Maximum

Vul ili
CVEID Vulnerability Description Severity ulnerability

I
Rating mpact

CVE Title: Microsoft Windows Update Client Elevation of Privilege Vulnerability
Description:

An elevation of privilege vulnerability exists in the Microsoft Windows Update
CVE-2019-1336 Client when it does not properly handle privileges. An attacker who successfully .
MITRE exploited this vulnerability could run processes in an elevated context. An attacker Important Elevation of
NVD could then install programs; view, change or delete data. Privilege

To exploit this vulnerability, an attacker would first have to log on to the system. An
attacker could then run a specially crafted application that could exploit the
vulnerability and take control of an affected system.
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https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1336
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1336

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The security update addresses the vulnerability by enabling the Windows Update
client to properly handle user privileges.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1336
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CVE-2019-1336

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4519338 Elevation Base: 7
Version 1809 [Security Temporal: 6.3
for 32-bit Update Important ?:ivile . 4524148 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version 1809 [Security Temporal: 6.3
for x64-based |Update Important g]:ivile . 4524148 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 10 |, ;33 . Base: 7
Version 1809 Securit Elevation Temporal 6.3
for 4 Important of 4524148 porat & Yes
ARM64-based |~ Privilege vector
9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Systems
4519338 Elevation Base: 7
Windows Security Temporal: 6.3
Server 2019  Update Important (I;n:ivile . 4524148 Vector: ves
9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 4519338 Elevation Base: 7
Server 2019  [Security Important of 4524148 Temporal: 6.3 Ves
(Server Core |Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1336

Windows 10 4517389 Elevation Base: 7

Version .1903 Security Important of 4524147 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:

Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7

Version 1903 Security Temporal: 6.3

for x64-based |Update Important (P):ivile . 4524147 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows 10 ) 517359 | Base: 7

Version 1903 Securit Elevation Temporal: 6.3

for 4 Important of 4524147 porat . Yes
ARM64-based |7 Privilege Vector.

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
Windows ;517389 . Base: 7

Server, Securit Elevation Temporal: 6.3

version 1903 4 Important of 4524147 porat . Yes
(Server Core Update Privilege Vector.

) . g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:C/C:L/I:H/A:L/E:P/RL:O/RC:C
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

g

N

CVE-2019-1337 - Windows Update Client Information Disclosure

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1337
MITRE
NVD

CVE Title: Windows Update Client Information Disclosure Vulnerability
Description:

An information disclosure vulnerability exists when Windows Update Client fails
to properly handle objects in memory. An attacker who successfully exploited the
vulnerability could potentially disclose memory contents of an elevated process.

To exploit this vulnerability, an authenticated attacker could run a specially
crafted application in user mode.

The update addresses the vulnerability by correcting how the Windows Update
Client handles objects in memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully
exploited this vulnerability is the contents of Kernel memory. An attacker could

Important

Information
Disclosure
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1337
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1337

Maximum

Vulnerability

CVEID Vulnerability Description Sev.erlty Impact
Rating

read the contents of Kernel memory from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1337

R

Product LliB . Severity |Impact Supersedenc CVSS Score Set esta.rt

rticle Require
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CVE-2019-1337

| | | d
Windows 10 451933 ‘ Base: 5.5
Version 1809 Importan Informatio Temporal: 5
for 32-bit Security P 4524148 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 451933 ' Base: 5.5
Version 1809 Importan Informatio Temporal: 5
for x64-based Security P 4524148 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 451933 Base: 5.5
Version 1809 @8 Importan Informatio Temporal: 5
for Security P n 4524148 Vector: Yes
ARM®64-base Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
d Systems C
451933 Base: 5.5
. Informatio Temporal: 5
\S/\erzlc(:lecr)v;/(s) 19 Security Importan 4524148 Vector: Yes
Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 451933 |Importan [Informatio Base: 5.5
Server 2019 8 t n 4524148 Temporal: 5 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1337

(Server Core [Security Disclosure Vector:
installation) |Update CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C
Windows 10 451738 ‘ Base: 5.5
Version 1903 ~ Importan Informatio Temporal: 5
for 32-bit Security n. 4524147 Vector: Yes
Systems Update Disclosure EVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451738 . Base: 5.5
Version 1903 ~ Importan Informatio Temporal: 5
for x64-based Security n. 4524147 Vector: Yes
Systems Update Disclosure EVSSB.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451738 Base: 5.5
Version 1903 9 Importan Informatio Temporal: 5
for Security n 4524147 Vector: Yes
ARM®64-base Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
d Systems C
Windows 451738 Base: 5.5
Server, 9 Importan Informatio Temporal: 5
version 1903 Security n 4524147 Vector: Yes
(Server Core |Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

g

N

CVE-2019-1338 - Windows NTLM Security Feature Bypass Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating

CVE Title: Windows NTLM Security Feature Bypass Vulnerability

Description:

A security feature bypass vulnerability exists in Microsoft Windows when a

man-in-the-middle attacker is able to successfully bypass the NTLMv2 protection if

a client is also sending LMv2 responses. An attacker who successfully exploited this

vulnerability could gain the ability to downgrade NTLM security features.

To exploit this vulnerability, the attacker would need to be able to modify NTLM
CVE-2019-1338 traffic exchange.

Security

MITRE The update addresses the vulnerability by hardening NTLMv2 protection on the ~ mportant Feature Bypass
NVD server-side.

FAQ:

None

Mitigations:

None

Workarounds:

None
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1338
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1338

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Revision:
1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1338

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4520003
Windows 7 Zenclsrlty Security Base: 5.3
for32-bit |, 00976 Important Feature 4524157 Temporal: 4.8 Yes
Systems Monthl Bypass Vector:
Service Pack 1 Rollup y Yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1338

4519976
Windows 7 :;/lomr:;ly Security Base: 5.3
forxed-based |, .- )5 |mportant Feature 4524157 Temporal: 48 Yes
Systems Securit Bvpass Vector:
Service Pack 1 Only y yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC.C
Windows /19976
Server 2008 Monthl
R2 for Rollup y Security Base: 5.3
x6d-based |, > Important Feature 4524157 Temporal: 4.8 Yes
Systems Securit Bypass Vector:
Service Pack 1 onl y yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC.C
(Server Core y
installation)

451997
Windows Msor?tghl6
Server 2008 Rollup y Security Base: 5.3
R2 for 4520003 Important Feature 4524157 Temporal: 4.8 Yes
[tanium-Based Securit BvDass Vector:
Systems onl y yP CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Service Pack 1 y
Windows |4519976|Important |Security |45241 57 ’Base: 5.3 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1338

Server 2008  Monthly Feature Temporal: 4.8
R2 for Rollup Bypass Vector:
x64-based 4520003 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Systems Security
Service Pack 1 |Only
Windows 4520002
Server 2908 Monthly . Base: 5.3
for 32-bit Rollup Security Temporal 4.8
Systems 4520009 Important Feature 4516026 Vectzr' C Yes
Service Pack 2 jSecurity Bypass CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
(Server Core |Only
installation)
Windows T\l/lsjr?tohciz
Server 2008 y . Base: 5.3
for Rollup Security Temporal: 4.8
. 4520009 Important Feature 4516026 porat: . Yes
ltanium-Based Securit Bvpass Vector:
Systems onl Y Yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Service Pack 2 Y
Windows 4520002 Security Base: 5.3
Server 2008  Monthly Important Feature 4516026 Temporal: 4.8 Yes
for 32-bit Rollup Bypass Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002

CVE-2019-1338

Systems 4520009 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC.C
Service Pack 2 Security

Only

4520002
Windows Monthly . Base: 5.3
Server 2008  Rollup Security Temporal: 4.8
for x64-based 4520009 Important Feature 4516026 Vethr' o Yes
Systems Security Bypass CVS5:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/AN/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002
Server 2008  |Monthly . Base: 5.3
for x64-based Rollup Security Temporal 4.8
Systems 4520009 Important Feature 4516026 Vectgr' C Yes
Service Pack 2 jSecurity Bypass CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
(Server Core |Only
installation)
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

g

N

CVE-2019-1339 - Windows Error Reporting Manager Elevation of

Privilege Vulnerability

Maximum | nerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Windows Error Reporting Manager Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists when Windows Error Reporting
manager improperly handles hard links. An attacker who successfully exploited
this vulnerability could overwrite a targeted file leading to an elevated status.
To exploit this vulnerability, an attacker would first have to log on to the system.
CVE-2019-1339 A attacker could then run a specially crafted application that could exploit the Elevation of
MITRE vulnerability and take control of an affected system. Important Privilege
NVD
The security update addresses the vulnerability by correcting how Windows Error
Reporting manager handles hard links.
FAQ:
None
Mitigations:
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1339
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1339

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1339

KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
Windows 7 4520003 . Base: 7.8
for 32-bit Securit Elevation Temporal: 7
y Important of 4524157 porat es
Systems Only Privilege Vector:
Service Pack 1 4519976 9 CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

@NSFOCUS 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1339

Monthly

Rollup

4519976
Windows 7 Monthly . Base: 7.8
for x64-based Rollup Elevation Temporal: 7

4520003 Important of 4524157 porat Yes
Systems Securit Privilege Vector:
Service Pack 1 Only 4 g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 519976
Server 2008

Monthly
R2 for . Base: 7.8
x64-based Rollup Elevation Temporal: 7

4520003 Important of 4524157 porat Yes
Systems Securit Privilege Vector:
Service Pack 1 onl y g CVSS:3.0/AV:L/AC:L/PR:L/ULIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core y
installation)
Windows 4519976 Base: 7.8
Server 2008  Monthly Elevation Tem' o.ral' 7
R2 for Rollup  Important of 4524157 P o Yes
[tanium-Based 4520003 Privilege Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems Security
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1339

Service Pack 1

Only

Windows ij;g?;f
Server 2008 Y . Base: 7.8
RO for Rollup Elevation Temporal- 7

4520003 Important of 4524157 porat Yes
x64-based . - Vector:

Security Privilege
Systems onl CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 Y
Windows 4520002
Server 2908 Monthly . Base: 7.8
for 32-bit Rollup Elevation Temporal: 7
Systems 4520009 Important of 4516026 Vethr' ' Yes
Service Pack 2 Security Privilege CVSS:3.0/AV:L/ACL/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core |Only
installation)

4519985

Security . Base: 7.8
Windows Only Elevation Temporal: 7

4520007 Important of 4524154 porat Yes
Server 2012 Monthl Privilege Vector:

Rollup Y 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1339

4519985
Windows Security . Base: 7.8
Server 2012 Only Elevation Temporal: 7
4520007 Important of 4524154 porat Yes
(Server Core Monthl Privilege Vector:
installation) Rollup y 9 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1  (Only Elevation _?::: Z'rsal' .
for 32-bit 4520005 Important of 4524156 Vethr' ' Yes
systems 'F\:'Ocl’lr:;'y Privilege CVS5:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1  (Only Elevation _?::: Z'rsal' .
for x64-based 4520005 Important of 4524156 Vethr' ' Yes
Monthl . ;
systems Rocl)lrl],ltp y Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519990 Elevation Base: 7.8
Server 2012 [Security Important of 4524156 Temporal: 7 Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1339

R2 Only Privilege Vector:
4520005 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4520005 Elevation Base: 7.8
Windows RT  Monthly Important of 4524156 Temporal: 7 Ves
8.1 Rollup Privilege Vector:
g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Windows Security )
Server 2012 Only Elevation _;B_:::' c7).r8al' 5
R2 (Server 4520005 Important of 4524156 Vectzr' ' Yes
core Monthly Privilege CVS5:3.0/AV:L/AC:L/PRL/ULN/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 :258231 Elevation _;B_:::: Z)':;. 7
for 32-bit Y Important of 4524153 porat Yes
Systems Update Privilege Vector:
y J CVSS:3.0/AV:L/ACL/PRL/UIN/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Windows 10 4520011 Elevation Base: 7.8
for x64-based Security Important of 4524153 Temporal: 7 Yes
Systems Update Privilege Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1339

‘CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

4519998 Elevation Base: 7.8
Windows Security Temporal: 7
Server 2016  Update Important s:ivile . 4524152 Vector: ves

9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4519998 Elevation Base: 7.8
Version .1607 Security Important of 4524152 Temporal: 7 Ves
for 32-bit Update Privileqe Vector:
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Elevation Base: 7.8
Version 1607 [Security Temporal: 7
for x64-based Update Important (I;:ivile . 4524152 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519998 Elevation Base: 7.8
Server 2016  [Security Important of 4524152 Temporal: 7 Ves
(Server Core |Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7.8
Version 1703 Security Temporal: 7
for 32-bit Update Important Icl‘):ivile . 524151 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 |4520010‘Important Elevation M5241 51

‘Base: 7.8

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1339

Version 1703 Security of Temporal: 7
for x64-based Update Privilege Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7.8
Version 1709 Security Temporal: 7
for 32-bit Update Important (;f. i 524150 Vectzr: ves
Systems rviiege CVSS:3.0/AV:L/AC.L/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7.8
Version 1709 Securit Temporal: 7
for x64-based Updatey Important (;f. i 524150 Vectzr: Yes
Systems rviiege CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7.8
Version .1803 Security Important of 4524149 Temporal: 7 Ves
for 32-bit Update Privilege Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7.8
Version 1803 [Security Temporal: 7
for x64-based Update Important Ic;f. i 524149 Vector: Yes
Systems rviiege CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4520008 . Base: 7.8
Server, Security Elevation Temporal: 7

! Important of 4524149 Yes
version 1803 |Update Privilege Vector:
(Server Core CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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CVE-2019-1339

|Insta||ation) | ‘ | ‘
Windows 10 1, 5 5008 . Base: 7.8
Version 1803 Securit Elevation Temporal- 7
for Y Important of 4524149 porat Yes
ARM64-based 7" Privilege vector
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7.8
Version 1809 (Security Temporal: 7
for 32-bit Update Important g:ivile o 4524148 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7.8
Version 1809 (Security Temporal: 7
for x64-based Update Important (Iz:ivile . 4524148 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 ;51933 . Base: 7.8
Version 1809 Securit Elevation Temporal: 7
for y Important of 4524148 porat Yes
ARM64-based | " Privilege vector
9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Systems
4519338 Elevation Base: 7.8
Windows Security Temporal: 7
Server 2019  Update Important Ic:’n:ivile . 4524148 Vector: Yes
9 CVSS:3.0/AV.L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1339

Windows 4519338 Elevation Base: 7.8

Server 2019  Security Important of 4524148 Temporal: 7 Ves
(Server Core |Update Privilege Vector:

installation) g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 -5 1004 . Base: 7.8

Version 1709 Securit Elevation Temporal: 7

for y Important of 4524150 porat Yes
ARM64-based Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7.8

Version 1903 [Security Temporal: 7

for 32-bit Update Important (Iz]:ivile . A>24147 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7.8

Version 1903 [Security Temporal: 7

for x64-based Update Important (Fi:ivile . A>24147 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,738 . Base: 7.8

Version 1903 Securit Elevation Temporal: 7

for Y Important of 4524147 porat Yes
ARM64-based 707 Privilege vector:

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |451 7389 ‘Important Elevation M524147 ‘Base: 7.8 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1339

Service Pack 2

Security

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Server, Security of Temporal: 7
version 1903 Update Privilege Vector:
(Server Core CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows i/lsjr?toh(;z
Server 2008 y . Base: 7.8
for Rollup Elevation Temporal: 7

. 4520009 Important of 4516026 porat Yes
[tanium-Based Securit Privileqe Vector:
Systems onl y g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 y

4520002

Windows Monthly .
Server 2008  Rollup Elevation _;B_::: c7).r8al' 7
for 32-bit 4520009 Important of 4516026 Vectgr' ' Yes
Systems Security Privilege CVS5:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002 Base: 7.8
Server 2008  Monthly Elevation Tem' o.ral' 7
for x64-based Rollup  [Important of 4516026 Vectf)r' ’ Yes
Systems 4520009 Privilege '
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

CVE-2019-1339

Only
Windows 4520002
Server 2008  Monthly ‘ Base: 7.8
for x64-based Rollup Elevation Temporal- 7
Systems 4520009 Important of 4516026 Vectgr' ' Yes
Service Pack 2 security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)

CVE-2019-1340 - Microsoft Windows Elevation of Privilege Vulnerability

Maximum Vulnerability
VE ID Vul ility Descripti

(@ ulnerability Description Severity Rating Impact

CVE Title: Microsoft Windows Elevation of Privilege Vulnerability

Description:
CVE-2019-1340 |y elevation of privilege vulnerability exists in Windows AppX Deployment Elevation of
MITRE Server that allows file creation in arbitrary locations. Important Privilege
NVD

To exploit the vulnerability, an attacker would first have to log on to the system.

An attacker could then run a specially crafted application that could exploit the
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1340
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1340

CVEID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

vulnerability and take control of an affected system.

Deployment Server to create files in arbitrary locations.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

The update addresses the vulnerability by not permitting Windows AppX

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1340
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CVE-2019-1340

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4520010 Elevation Base: 7.8
Version 1703 [Security Temporal: 7
for 32-bit Update mportant ?:ivile . 4524151 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7.8
Version 1703 Security Temporal: 7
for x64-based Update Important g]:ivile . 4524151 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7.8
Version .1709 Security Important of 4524150 Temporal: 7 Ves
for 32-bit Update Privileqe Vector:
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7.8
Version 1709 Security Temporal: 7
for x64-based Update Important (I;:ivile . 4524150 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7.8
Version 1803 Security Temporal: 7
for 32-bit Update mportant E:ivile . 4524149 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1340

Windows 10 4520008 Elevation Base: 7.8
Version 1803 Security Temporal: 7
for x64-based Update Important I?:ivile . 4524149 Vector: Yes
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 550008 . Base: 7.8
Server, Securit Elevation Temporal: 7
version 1803 Y Important of 4524149 porat Yes
(Server Core Update Privilege Vector:

. g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, 55 150 | Base: 7.8
Version 1803 Securit Elevation Temporal- 7
for Y Important of 4524149 porat Yes
ARM®64-based Update Privilege Vector.
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7.8
Version .1809 Security Important of 4524148 Temporal: 7 Ves
for 32-bit Update Privilege Vector:
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7.8
Version 1809 [Security Temporal: 7
for x64-based Update Important g]:ivile . 4524148 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 ‘4519338‘Important Elevation 4524148 |Base: 7.8 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1340

Version 1809 [Security of Temporal: 7
for Update Privilege Vector:
ARM64-based CVSS:3.0/AV.L/ACL/PR:L/UIIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Systems

4519338 : Base: 7.8
Windows Security Elevation Temporal: 7
Server 2019 Update Important I?:ivile . 4524148 Vector: Yes

g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4519338 Elevation Base: 7.8
Server 2019  Security Important of 4524148 Temporal: 7 Ves
(Server Core |Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, o> 5004 | Base: 7.8
Version 1709 Securit Elevation Temporal: 7
for 4 Important of 4524150 porat Yes
ARM64-based " Privilege vector
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7.8
Version .1903 Security Important of 4524147 Temporal: 7 Ves
for 32-bit Update Privileqe Vector:
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7.8
Version 1903 [Security Important of 4524147 Temporal: 7 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1340

for x64-based Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 1, 17389 | Base: 7.8

Version 1903 Securit Elevation Temporal- 7

for 4 Important of 4524147 porat Yes

ARM64-based Update Privilege Vector:

Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 1517389 . Base: 7.8

erver, Securit Elevation Temporal: 7

version 1903 4 Important of 4524147 porat Yes
Update . Vector:

(Server Core Privilege

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

installation)

CVE-2019-1341 - Windows Power Service Elevation of Privilege
Vulnerability

M Vulnerabili
CVEID ulnerability Description Severity ty
. Impact
Rating
CVE-2019-1341 CVE Title: Windows Power Service Elevation of Privilege Vulnerability Important Elevation of
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

Maximum

Vulnerability

CVE ID Vulnerability Description Severity
. Impact
Rating

MITRE Description: Privilege
NVD An elevation of privilege vulnerability exists when umpo.dll of the Power Service,

improperly handles a Registry Restore Key function. An attacker who successfully

exploited this vulnerability could delete a targeted registry key leading to an

elevated status.

To exploit this vulnerability, an attacker would first have to log on to the system.

An attacker could then run a specially crafted application that could exploit the

vulnerability and take control of an affected system.

The security update addresses the vulnerability by correcting how umpo.dll of the

Power Service handles Registry Restore Key requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00

Information published.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1341
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1341

Maximum

il
CVEID ulnerability Description Severity ulnerability
. Impact
Rating

Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1341

KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required

4520003
Windows 7 Security . Base: 7.8
for 32-bit Only Flevation Temporal: 7

4519976 Important of 4524157 porat Yes
SYStems - onthl Privilege vector.
Service Pack 1 Rollup y 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4519976 Elevation Base: 7.8
for x64-based Monthly Important of 4524157 Temporal: 7 Ves
Systems Rollup Privilege Vector:
Service Pack 1 4520003 g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Security
Only
Windows ) 519976
Server 2008 Monthl
R2 for y . Base: 7.8
x64-based Rollup Elevation Temporal: 7
4520003 Important of 4524157 porat Yes
Systems Securit Privilege Vector:
Service Pack 1 onl y 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core y
installation)
Windows 519976
Monthly
Server 2008 . Base: 7.8
R? for Rollup Elevation Temporal: 7
. 4520003 Important of 4524157 porat Yes
[tanium-Based . - Vector:
Security Privilege
Systems onl CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4519976 Base: 7.8
Server 2008  Monthly Elevation Tem' o.ral' 7
R2 for Rollup  Important of 4524157 P o Yes
x64-based 4520003 Privilege Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems Security
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Service Pack 1 |Only
Windows 4520002
Server 2908 Monthly ‘ Base: 7.8
for 32-bit Rollup Elevation Temporal: 7
Systems 4520009 Important of 4516026 Vectgr' ’ Yes
Service Pack 2 Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
4519985
Security . Base: 7.8
Windows Only Elevation Temporal: 7
4520007 Important of 4524154 porat Yes
Server 2012 Monthl Privilege Vector:
Rollup y 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519985
Windows Security . Base: 7.8
Server 2012 Only Elevation Temporal: 7
4520007 Important of 4524154 porat Yes
(Server Core Monthl Privilege Vector:
installation) Rollup y 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1341

4519990
Security )
Windows 8.1 (Only Elevation ?::' Z'ril' .
for 32-bit 4520005 Important of 4524156 Vethr' ' Yes
systems 'F\:'O‘Tlr:;'y Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows 8.1 (Only Elevation _?::: Z'rsal' .
for x64-based 4520005 Important of 4524156 Vethr' ' Yes
systems 'F\:'Ocl’lr:;'y Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows Only Elevation _?::: Z'rsal' .
Server 2012 4520005 Important of 4524156 P o Yes
R2 Monthly Privilege Vector.
Rollup CVSS:3.0/AV:L/AC.L/PR.L/UIN/S:U/C:H/I:H/AH/E:P/RL:O/RC.C
Windows RT 4520005 Elevation Base: 7.8
8.1 Monthly Important of 4524156 Temporal: 7 Yes
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Rollup Privilege Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Windows Security )
Server 2012 Only Elevation _I?:::' c7).r8al' 7
R2 (Server 4520005 Important of 4524156 Vectgr' ’ Yes
core Monthly Privilege CVSS:3.0/AV:L/AC:L/PRL/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 2258231 Elevation _PFZ::: Z)':;I. 5
for 32-bit Y Important of 4524153 porat Yes
Update o Vector:
Systems Privilege
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 2238231 Elevation _I?:::: Z)'::I. 5
for x64-based y Important of 4524153 porat Yes
Systems Update Privilege Vector.
y 9 CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519998 Elevation Base: 7.8
Windows Security Temporal: 7
Server 2016  |Update Important g:ivile . 4524152 Vector: ves
9 CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Elevation Base: 7.8
Version 1607 [Security Important of 4524152 Temporal: 7 Yes
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for 32-bit Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Elevation Base: 7.8

Version 1607 Security Temporal: 7

for x64-based Update Important s:ivile . 4524152 Vector: Yes
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519998 Elevation Base: 7.8

Server 2016 [Security Important of 4524152 Temporal: 7 Ves
(Server Core |Update Privilege Vector:

installation) 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7.8

Version .1703 Security Important of 4524151 Temporal: 7 Ves
for 32-bit Update Privileqe Vector:

Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7.8

Version 1703 [Security Temporal: 7

for x64-based Update Important (I;:ivile . 4524151 Vector: Yes
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7.8

Version 1709 Security Temporal: 7

for 32-bit Update Important ICD):iviIe . 4524150 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 4520004 Elevation Base: 7.8
Version 1709 Security Temporal: 7
for x64-based Update Important ICD):iviIe . 4524150 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7.8
Version _1803 Security Important of 4524149 Temporal: 7 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7.8
Version 1803 [Security Temporal: 7
for x64-based Update Important (Fi:ivile . 4524149 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 50008 . Base: 7.8
erver, Securit Elevation Temporal: 7
version 1803 y Important of 4524149 porat Yes
(Server Core Update Privilege Vector.

. g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, 5 5008 . Base: 7.8
Version 1803 Securit Elevation Temporal: 7
for Y Important of 4524149 porat Yes
ARM64-based 707 Privilege vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |4519338‘Important Elevation M524148 ‘Base: 7.8 |Yes
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Version 1809 [Security of Temporal: 7

for 32-bit Update Privilege Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Elevation Base: 7.8

Version 1809 [Security Temporal: 7

for x64-based Update Important (Iz]:ivile . 4524148 Vector: ves

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:.C

Windows 10 “,519335 . Base: 7.8

Version 1809 Securit Elevation Temporal- 7

for Y Important of 4524148 porat Yes

ARM64-based 7" Privilege vector

Systems g CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519338 Elevation Base: 7.8

Windows Security Temporal: 7

Server 2019  Update Important g:ivile . 4524148 Vector: ves

g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4519338 Elevation Base: 7.8

Server 2019  [Security Important of 4524148 Temporal: 7 Ves

(Server Core |Update Privilege Vector:

installation) g CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4520004 Elevation Base: 7.8

Version 1709 Security Important of 4524150 Temporal: 7 Yes

for Update Privilege Vector:
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ARM64-based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems

Windows 10 4517389 Elevation Base: 7.8

Version 1903 [Security Temporal: 7

for 32-bit Update Important s:ivile . A>24147 Vector: Yes
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7.8

Version 1903 Security Temporal: 7

for x64-based Update Important g:ivile . >24147 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,51 7389 . Base: 7.8

Version 1903 Securit Elevation Temporal: 7

for Y Important of 4524147 porat Yes
ARM64-based 707 Privilege Vector.

Systems 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:.C
Windows | 517389 . Base: 7.8

Server, Securit Elevation Temporal: 7

version 1903 Y Important of 4524147 porat Yes
(Server Core Update Privilege Vector.

. . g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
installation)

Windows 4520002 Elevation Base: 7.8

Server 2008  Monthly Important of 4516026 Temporal: 7 Yes
for Rollup Privilege Vector:
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[tanium-Based 4520009 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems Security
Service Pack 2 Only

4520002
Windows Monthly . Base: 7.8
Server 2008  Rollup Elevation Temporal: 7
for 32-bit 4520009 Important of 4516026 Vethr' ' Yes
Systems Security Privilege CVS5:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 |Only

4520002
Windows Monthly .
Server 2008  Rollup Elevation _;B_::: c7)'r8al' 7
for x64-based 4520009 Important of 4516026 Vectgr' ' Yes
Systems Security Privilege CVS5:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002 Base: 7.8
Server 2008  Monthly Elevation Tem' o.ral' 7
for x64-based Rollup  [Important of 4516026 P o Yes
Systems 4520009 Privilege Vector:

y . . CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Service Pack 2 [Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
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CVE-2019-1341

(Server Core
installation)

CVE-2019-1342 - Windows Error Reporting Manager Elevation of

Privilege Vulnerability

Maximum

Vul ili
CVE ID Vulnerability Description Severity ulnerability
. Impact
Rating
CVE Title: Windows Error Reporting Manager Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists when Windows Error Reporting
manager improperly handles a process crash. An attacker who successfully
CVE-2019-1342 exploited this vulnerability could delete a targeted file leading to an elevated ,
Elevation of
MITRE status. Important ..
Privilege
NVD o . .
To exploit this vulnerability, an attacker would first have to log on to the system.
An attacker could then run a specially crafted application that could exploit the
vulnerability and take control of an affected system.
The security update addresses the vulnerability by correcting how Windows Error
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1342
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1342

Maximum
CVEID Vulnerability Description Severity
Rating

Vulnerability
Impact

Reporting manager handles process crashes.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1342
|Product |KB |Severity Impact Supersedence CVSS Score Set Restart
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CVE-2019-1342

| |Artic|e | Required
4520003
Windows 7 Security . Base: 7
for 32-bit only Elevation Temporal: 6.3
4519976 Important of 4524157 porat . Yes
Systems Monthl Privilege Vector:
Service Pack 1 Rollup Y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519976
Windows 7 IF\{/Ioo”rLtSIy Elevation Base: 7
for x6d-based |, - 003 | mportant of 4524157 Temporal: 6.3 Yes
Systems Securit Privilege Vector:
Service Pack 1 Only y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | 019976
Server 2008 Monthl
R2 for y . Base: 7
x64-based Rollup Flevation Temporal: 6.3
4520003 Important of 4524157 porat . Yes
Systems Securit Privilege Vector:
Service Pack 1 onl y 9 CVSS:3.0/AV.L/AC:H/PR:L/UIIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
(Server Core y
installation)
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1342

Windows i/lscjr?tgh7I6
Server 2008 y . Base: 7
R for Rollup Elevation Temporal: 6.3
. 4520003 Important of 4524157 porat o Yes
[tanium-Based . . Vector:
Security Privilege
Systems onl CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4519976
Monthly
Server 2008 ) Base: 7
R for Rollup Elevation Temporal: 6.3
4520003 Important of 4524157 porat- o. Yes
x64-based . . Vector:
Security Privilege
Systems onl CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4520002
Server 2008  |Monthly
) . Base: 7
for 32-bit Rollup Elevation Temporal: 6.3
Systems 4520009 Important of 4516026 Vethr' T Yes
Service Pack 2 Security Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core |Only
installation)
Windows 4519985 Elevation Base: 7
Server 2012 [Security Important of 4524154 Temporal: 6.3 Yes
@NSFOCUS 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985

CVE-2019-1342

Only Privilege Vector:
4520007 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Monthly
Rollup
4519985
Windows éencl;rlty Elevation Base: 7
server 2012, 5 5007 mportant fof 4524154 Temporal: 6.3 Yes
(Server Core Monthl Privilege Vector:
installation) Rollup y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
4519990
Security )
Windows 8.1  (Only Elevation _I?::: Zral' 6.3
for 32-bit 4520005 Important of 4524156 Vethr' T Yes
systems 'F\:'O?Ir:;'y Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 8.1 2223230 Elevation _;B_:::: Zral' 6.3
for x64-based y Important of 4524156 porat- ©. Yes
systems Only Privilege Vector.
y 4520005 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1342

Monthly

Rollup

4519990

Security )
Windows Only Elevation _;B_:::' Zral' 63
Server 2012 4520005 Important jof 4524156 porat- . Yes
R2 Monthly Privilege Vector:

Rollup CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

4520005 Elevation Base: 7
Windows RT Monthly Important of 4524156 Temporal: 6.3 Ves
8.1 Rollup Privilege Vector:

g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

4519990
Windows Security )
Server 2012 Only Elevation _Plf::' Z)ral' 6.3
R2 (Server 4520005 Important of 4524156 Vectzr' T Yes
core Monthly Privilege CVS5S:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 4520011 Elevation Base: 7

. o 45241 Y

for 32-bit Security mportant of 224153 Temporal: 6.3 es
@NSFOCUS 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1342

Systems Update Privilege Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 g:gg? Elevation _Plf:::: c7>ral' 6.3
for x64-based Y Important of 4524153 porat ©. Yes
Systems Update Privilege Vector.
y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519998 Elevation Base: 7
Windows Security Temporal: 6.3
Server 2016  Update Important g:ivile o 4524152 Vector: ves
9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Elevation Base: 7
Version .1607 Security Important of 4524152 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Elevation Base: 7
Version 1607 [Security Temporal: 6.3
for x64-based Update Important (I;:ivile . 4524152 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519998 Elevation Base: 7
Server 2016 [Security Important of 4524150 Temporal: 6.3 Ves
(Server Core |Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1342

Windows 10 4520010 Elevation Base: 7

Version .1703 Security Important of 4524151 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Elevation Base: 7

Version 1703 Security Temporal: 6.3

for x64-based Update Important IC:’):iviIe . 4524151 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7

Version .1709 Security Important of 4524150 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:

Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Elevation Base: 7

Version 1709 [Security Temporal: 6.3

for x64-based Update Important g:ivile . 4524150 Vector: ves
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7

Version '1803 Security Important of 4524149 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Elevation Base: 7

Version 1803 Security Important of 4524149 Temporal: 6.3 Yes
for x64-based Update Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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CVE-2019-1342

Systems | | | | CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/AH/E:P/RL:O/RC:C |
Windows 50008 . Base: 7
erver, Securit Elevation Temporal: 6.3
version 1803 Y Important of 4524149 porat . Yes
(Server Core Update Privilege Vector.

. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, 5 5008 . Base: 7
Version 1803 Securit Elevation Temporal: 6.3
for y Important of 4524149 porat: . Yes
ARM64-based 77 Privilege Vector.
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version .1809 Security Important of 4524148 Temporal: 6.3 Ves
for 32-bit Update Privileqe Vector:
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version 1809 [Security Temporal: 6.3
for x64-based Update Important ICD):iviIe . 4524148 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Elevation Base: 7
Version 1809 [Security Important of 4524148 Temporal: 6.3 Ves
for Update Privilege Vector:
ARM64-based 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1342

|Systems | ‘ | ‘

4519338 Elevation Base: 7
Windows Security Temporal: 6.3
Server 2019  Update Important s:ivile . 4524148 Vector: ves

9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4519338 Elevation Base: 7
Server 2019  [Security Important of 4524148 Temporal: 6.3 Ves
(Server Core |Update Privilege Vector:
installation) 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 .5 1004 . Base: 7
Version 1709 Securit Elevation Temporal: 6.3
for Y Important of 4524150 poral ©. Yes
ARM64-based 7" Privilege vector
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7
Version j903 Security Important of 4524147 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Elevation Base: 7
Version 1903 Security Temporal: 6.3
for x64-based Update Important Ic:’):ivile . A>24147 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1342

Windows 10 1,738 . Base: 7
Version 1903 Securit Elevation Temporal: 6.3
for y Important of 4524147 porat- . Yes
ARM®64-based Update Privilege Vector.
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | 517389 . Base: 7
Server, Securit Elevation Temporal: 6.3
version 1903 Y Important of 4524147 porak ©. Yes
(Server Core Update Privilege Vector.
) . g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows iﬂsjr?f)hciz
Server 2008 Y . Base: 7
for Rollup Elevation Temporal: 6.3

. 4520009 Important of 4516026 porat ©. Yes
[tanium-Based Securit Privileqe Vector:
Systems onl Y g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 y
Windows T\‘ASjr?f)h?Z Base: 7
Server 2008 | 4 Elevation remporal: 6.3
1;orsse2n-1t;|t 4520009 Important ?:ivne . 4516026 Vector: Yes
ySte Security g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

CVE-2019-1342

4520002
Windows Monthly )
Server 2008  Rollup Elevation _Plf:::' c7>ral' 6.3
for x64-based 4520009 Important of 4516026 Vectzr' T Yes
oystems Security Privilege CVS5:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002
Server 2008  Monthly

. Base: 7
for x64-based Rollup Elevation Temporal: 6.3
Systems 4520009 Important of 4516026 Vectgr' T Yes
Service Pack 2 Security Privilege CVSS:3.0/AV:L/AC:H/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
CVE-2019-1343 - Windows Denial of Service Vulnerability
Maximum -
CVE ID ulnerability Description Severity ulnerability
. Impact
Rating
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

Maximum

CVEID Vulnerability Description Severity Vulnerability
. Impact
Rating

CVE Title: Windows Denial of Service Vulnerability

Description:

A denial of service vulnerability exists when Windows improperly handles objects in

memory. An attacker who successfully exploited the vulnerability could cause a

target system to stop responding.

To exploit this vulnerability, an attacker would have to log on to an affected system

and run a specially crafted application or to convince a user to open a specific file

on a network share. The vulnerability would not allow an attacker to execute code

or to elevate user rights directly, but it could be used to cause a target system to
CVE-2019-1343 stop responding. Denial of
MITRE Important .
NVD The update addresses the vulnerability by correcting how Windows handles objects Service

in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1343
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1343

Maximum

Vulnerability

CVEID Vulnerability Description Severity
. Impact
Rating
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1343
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4519985
becurity , Base: 6.5
Windows Only Denial Temporal: 5.9
4520007 Important of 4524154 porat: >. Yes
Server 2012 Monthl Service Vector:
Rollup Y CVSS:3.0/AVIN/AC.L/PR:N/ULR/S:U/C:N/I:N/AH/E:P/RL:O/RC:C
Windows |4519985 |Important |Denia| |45241 54 |Base: 6.5 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985

CVE-2019-1343

Server 2012 Security of Temporal: 5.9

(Server Core  Only Service Vector:

installation) 4520007 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4519990
Security )

Windows 8.1 (Only Denial _?:::' c6>.r?al' 5 g

for 32-bit 4520005 Important of 4524156 Vectgr' T Yes
Monthl i ’

systems Roﬁlr:p y Service CV5S:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Security )

Windows 8.1 (Only Denial _?:::' g.r?al' 5 g

for x64-based 4520005 Important of 4524156 Vectgr' T Yes
Monthl i '

systems Roonr:p y Service CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:N/I:N/AH/E:P/RL:O/RC:C

Windows 4519990 Denial Base: 6.5

Server 2012 Security mportant of 4524156 Temporal: 5.9 Yes

R2 Only Service Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1343

4520005 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4520005 . Base: 6.5
Windows RT  Monthl Denial Temporal: 5.9
Y Important of 4524156 porat- >. Yes
8.1 Rollup Service Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Windows Security . Base: 6.5
Server 2012 Only Denial Temporal: 5.9
R2 (Server 4520005 Important of 4524156 Vectf)r' T Yes
core Monthly Service CVS5:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)  Rollup
o100 SN
for 32-bit Y Important of 4524153 porat > Yes
Svstems Update Service Vector:
y CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
oo T e S
for x64-based y Important of 4524153 porat > Yes
Update . Vector:
Systems Service
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1343

4519998 Denial Base: 6.5
Windows Security Temporal: 5.9
Server 2016  Update Important girvice 4524152 Vector: ves

CVSS:3.0/AVIN/AC.L/PR:N/UIR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4519998 Denial Base: 6.5
Version _1607 Security Important of 4524152 Temporal: 5.9 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Denial Base: 6.5
Version 1607 Security Temporal: 5.9
for x64-based Update Important (Sjirvice 4524152 Vector: Yes
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4519998 Denial Base: 6.5
Server 2016  Security Important of 4524152 Temporal: 5.9 Ves
(Server Core |Update Service Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Denial Base: 6.5
Version '1703 Security Important of 4524151 Temporal: 5.9 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Denial Base: 6.5
Version 1703 Security Important of 4524151 Temporal: 5.9 Yes
for x64-based Update Service Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1343

Systems | | | | CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C |
Windows 10 4520004 Denial Base: 6.5
Version 1709 Security Temporal: 5.9
for 32-bit Update Important (Sjirvice 4524150 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Denial Base: 6.5
Version 1709 Security Temporal: 5.9
I f 45241 Y

for x64-based Update mportant (S)ervice 524150 Vector: e
Systems CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 6.5
Version .1803 Security Important of 4524149 Temporal: 5.9 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 6.5
Version 1803 [Security Temporal: 5.9
for x64-based Update Important girvice 4524149 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 550008 . Base: 6.5
Server, Securit Denial Temporal: 5.9
version 1803 Y Important of 4524149 porat > Yes
(Server Core Update Service Vector:

. CVSS:3.0/AVIN/ACL/PR:N/UIR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1343

Windows 10 1, -, 5008 . Base: 6.5

Version 1803 Securit Denial Temporal: 5.9

for Y Important of 4524149 porat: >. Yes

ARM64-based Update Service vector.

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Denial Base: 6.5

Version .1809 Security Important of 4524148 Temporal: 5.9 Ves

for 32-bit Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Denial Base: 6.5

Version 1809 (Security Temporal: 5.9

for x64-based Update Important (S)::rvice 4524148 Vector: ves

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 1,51 933 | Base: 6.5

Version 1809 Securit Denial Temporal- 5.9

for 4 Important of 4524148 porat > Yes

ARM64-based Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519338 Denial Base: 6.5

Windows Security Temporal: 5.9

Server 2019  Update Important (S)erice 4524148 Vector: ves

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows ‘4519338|Important|DeniaI |4524148 |Base: 6.5 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1343

Server 2019  Security of Temporal: 5.9

(Server Core |Update Service Vector:

installation) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 1,55 0004 | Base: 6.5

Version 1709 Securit Denial Temporal- 5.9

for Y Important of 4524150 porat >. Yes
ARM®64-based Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Denial Base: 6.5

Version 1903 Security Temporal: 5.9

for 32-bit Update Important (Sjirvice 4524147 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Denial Base: 6.5

Version 1903 Security Temporal: 5.9

for x64-based Update Important (S)erice 4524147 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 1,578 . Base: 6.5

Version 1903 Securit Denial Temporal: 5.9

for 4 Important of 4524147 porat: >. Yes
ARM64-based Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4517389 Denial Base: 6.5

Server, Security Important of 4524147 Temporal: 5.9 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

|cvs-zo19-1343

ersion 1903 Update | Service | Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

(Server Core
installation)

CVE-2019-1344 - Windows Code Integrity Module Information

Disclosure Vulnerability

Maximum ;i nerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows Code Integrity Module Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists in the way that the Windows Code
CVE-2019-1344 Integrity Module handles objects in memory. An attacker who successfully .
MITRE explcgited this vulnerability could obtain information to further compromise the Important In.formatlon
NVD usera€™s system. Disclosure
To exploit the vulnerability, an attacker would have to log on to an affected
system and run a specially crafted application or convince a target to run a crafted
application.
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1344
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1344

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The security update addresses the vulnerability by modifying how the Code
Integrity Module handles objects in memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully
exploited this vulnerability is the contents of Kernel memory. An attacker could
read the contents of Kernel memory from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1344

KB Supersedenc Restart
Product ; Severity Impact P CVSS Score Set Require
Article )
452000
3
Windows 7 Security . Base: 5.5
for 32-bit Only | ortan Nformatio Temporal: 5
Sostems (51997 t P 4524157 Vector: Ves
g : Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 1
Monthly C
Rollup
i e Base: 5.5
Windows 7 6 .
for x64-based Monthly Importan Informatio Temporal: 5
Systems Rollu yt P 4524157 Vector: Ves
g ; " Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 11452000 c
3

@NSFOCUS 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1344

Security
Only
Windows 251997
Server 2008 Monthly Base: 5.5
R2 for .
«64-based Rollup Imbortan Informatio Temporal: 5
et 452000 | P n 4524157 Vector: Yes
y . Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 1 .
Security C
(Server Core
. . Only
installation)
451997
Windows Monthly Base: 5.5
Server 2008 .
R for Rollup Imbortan Informatio Temporal: 5
ltanium-Base 452000 A P n 4524157 Vector: Yes
d Svstems Disclosure CVSS:3.0/AV.L/AC.L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
y. Security C
Service Pack 1
Only
Windows 451997 |Importan Informatio Base: 5.5
Server 2008 6 t n 4524157 Temporal: 5 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1344

R2 for Monthly Disclosure Vector:
x64-based Rollup CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems 452000 C
Service Pack 13
Security
Only
452000
Windows 2
Server 2008 |Monthly Base: 5.5
for 32-bit Rollup Importan Informatio Temporal: 5
Systems 452000 ; 4516026 Vector: Yes
Service Pack 2 9 Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server Core [Security C
installation)  Only
451998
5 Base: 5.5
. Security Informatio Temporal: 5
\é\;':/‘icr"g’; L [only 'tmporta” n 4524154 Vector: Yes
452000 Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
7 C
Monthly
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1344

Rollup
451998
5
Windows Security . Base: 5.5
Server 2012 Only Importan Informatio Temporal: 5
(Server Core 452000 A 4524154 Vector: Yes
. . Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation)
Monthly C
Rollup
451999
0
Security Base: 5.5
Windows 8.1 Only Importan Informatio Temporal: 5
for 32-bit 452000 ; 4524156 Vector: Yes
systems 5 Disclosure CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Monthly C
Rollup
Windows 8.1 451999 Importan Informatio Base: 5.5
for x64-based 0 ; 4524156 Temporal: 5 Yes
systems Security Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1344

Only CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
452000 C
5
Monthly
Rollup
451999
0
Security Base: 5.5
Windows Only Importan Informatio Temporal: 5
Server 2012 452000 ‘ n 4524156 Vector: Yes
R2 5 Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Monthly C
Rollup
452000 Base: 5.5
. 5 Informatio Temporal: 5
\é\q”dows RT IMonthly [mportan 4524156 Vector: Yes
’ Rollup Disclosure CVSS:3.0/AV:L/AC:.L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 451999 Importan Informatio Base: 5.5
Server 2012 0 ; 4524156 Temporal: 5 Yes
R2 (Server Security Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1344

Core Only CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) 452000 C
5
Monthly
Rollup
452001 Base: 5.5
Windows 10 |1 Importan Informatio Temporal: 5
for 32-bit Security n 4524153 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
452001 Base: 5.5
Windows 10 |1 Importan Informatio Temporal: 5
for x64-based [Security n 4524153 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
451999 Base: 5.5
. Informatio Temporal: 5
\Sl\g:\]/(icr)vzvgm Security Importan n 4524152 Vector: Yes
Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 451999 Importan [Informatio Base: 5.5
Version 1607 8 t n 4524152 Temporal: 5 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1344

for 32-bit Security Disclosure Vector:
Systems Update CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 451999 ' Base: 5.5
Version 1607 Importan Informatio Temporal: 5
for x64-based Security P n 4524152 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 451999 . Base: 5.5
Server 2016 8 Importan Informatio Temporal: 5
(Server Core Security P n 4524152 Vector: Yes
) . Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
Windows 10 452001 . Base: 5.5
Version 1703 Importan Informatio Temporal: 5
for 32-bit Security P n 4524151 Vector: Yes
Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems c
Windows 10 452001 . Base: 5.5
Version 1703 0 Imoortan Informatio Temporal: 5
b [Security [P 4524151 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1344

Windows 10 452000 . Base: 5.5

Version 1709 ~Importan Informatio Temporal: 5

for 32-bit Security n. 4524150 Vector: Yes
Systems Update Disclosure EVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 452000 . Base: 5.5

Version 1709 4 ~ Importan Informatio Temporal: 5

for x64-based Security n. 4524150 Vector: Yes
Systems Update Disclosure EVSS:?:.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 452000 _ Base: 5.5

Version 1803 8 ~ Importan Informatio Temporal: 5

for 32-bit Security n. 4524149 Vector: Yes
Systems Update Disclosure EVSS:S.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 452000 . Base: 5.5

Version 1803 ~ Importan Informatio Temporal: 5

for x64-based Security n. 4524149 Vector: Yes
Systems Update Disclosure EVSS:S.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 452000 importan Informatio Base: 5.5

Server, 8 n 4524149 Temporal: 5 Yes
version 1803 Security Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1344

(Server Core |Update CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Installation) C

Windows 10 452000 Base: 5.5

Version 1803 8 Importan Informatio Temporal: 5

for Security n 4524149 Vector: Yes
ARM®64-based Update Disclosure CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows 10 451933 . Base: 5.5

Version 1809 8 ~ Importan Informatio Temporal: 5

for 32-bit Security n. 4524148 Vector: Yes
Systems Update Disclosure EVSSB.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451933 . Base: 5.5

Version 1809 8 ~ Importan Informatio Temporal: 5

for x64-based Security n. 4524148 Vector: Yes
Systems Update Disclosure EVSSB.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451933 Base: 5.5

Version 1809 8 importan Informatio Temporal: 5

for Security n 4524148 Vector: Yes
ARM®64-based Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows |451933 ‘Importan Informatio |4524148 |Base: 5.5 |Yes
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Server 2019 8 t n Temporal: 5
Security Disclosure Vector:
Update CVSS:3.0/AV:L/ACL/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 451933 . Base: 5.5
Server 2019 8 ~ Importan Informatio Temporal: 5
(Server Core Security n 4524148 Vector: Yes
: . Update Disclosure CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
Windows 10 452000 Base: 5.5
Version 1709 4 Importan Informatio Temporal: 5
for Security n 4524150 Vector: Yes
ARM®64-based Update Disclosure CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 10 451738 . Base: 5.5
Version 1903 &) ~ Importan Informatio Temporal: 5
for 32-bit Security n. 4524147 Vector: Yes
Systems Update Disclosure EVSS:S.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451738 Informatio Base: 5.5
Version 1903 9 Importan Temporal: 5
. n 4524147 Yes
for x64-based Security it Disclosure Vector:
Systems Update CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
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| | | c
Windows 10 451738 Base: 5.5
Version 1903 9 Importan Informatio Temporal: 5
for Security 4524147 Vector: Yes
ARM®64-based Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 451738 Base: 5.5
Server, &) importan Informatio Temporal: 5
version 1903 Security 4524147 Vector: Yes
(Server Core |Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
452000
. 2
Windows Monthly Base: 5.5
Server 2008 :
Rollup Informatio Temporal: 5
for Importan
ltanium-Base 452000 A . 4516026 Vector: Yes
d Systems ' Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 2 Security ¢
Only
Windows 452000 importan Informatio Base: 5.5
Server 2008 2 A 4516026 Temporal: 5 Yes
for 32-bit Monthly Disclosure Vector:
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Systems Rollup CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 2 452000 C

9

Security

Only

452000

2
Windows Monthly Base: 5.5
Server 2008  Rollup Informatio Temporal: 5

Importan

for x64-based 452000 ; n 4516026 Vector: Yes
Systems 9 Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 2 Security C

Only
Windows 352000
Server 2008 Monthly Base: 5.5
for x64-based Rollup  Importan Informatio Temporal: 5
Systems 452000 't 4516026 Vector: Yes
Service Pack 2 Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server Core . C
installation) Security

Only
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CVE-2019-1345 - Windows Kernel Information Disclosure Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1345
MITRE
NVD

CVE Title: Windows Kernel Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows kernel improperly
handles objects in memory. An attacker who successfully exploited this
vulnerability could obtain information to further compromise the usera€™s system.

To exploit this vulnerability, an attacker would have to log on to an affected system
and run a specially crafted application. The vulnerability would not allow an
attacker to execute code or to elevate user rights directly, but it could be used to
obtain information that could be used to try to further compromise the affected
system.

The update addresses the vulnerability by correcting how the Windows kernel
handles objects in memory.

Important

Information
Disclosure
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited
this vulnerability is the contents of Kernel memory. An attacker could read the
contents of Kernel memory from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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KB Supersedenc Restart
Product . Severity Impact P CVSS Score Set Require
Article d
451999 Base: 5.5
. Informatio Temporal: 5
\S/\::Irr\]/icr)vzvcs)m Security Importan n 4524152 Vector: Yes
Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 451999 . Base: 5.5
Version 1607 Importan Informatio Temporal: 5
for 32-bit Security P n 4524152 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 451999 . Base: 5.5
Version 1607 Importan Informatio Temporal: 5
for x64-based Security P n 4524152 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 451999 . Base: 5.5
Server 2016 Importan Informatio Temporal: 5
(Server Core Security P n 4524152 Vector: Yes
) ) Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
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Windows 10 452001 . Base: 5.5
Version 1703 Importan Informatio Temporal: 5
for 32-bit Security P n 4524151 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452001 . Base: 5.5
Version 1703 Importan Informatio Temporal: 5
for x64-based Security P n 4524151 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452000 . Base: 5.5
Version 1709 4 Imbortan Informatio Temporal: 5
for 32-bit Security P n 4524150 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452000 . Base: 5.5
Version 1709 Importan Informatio Temporal: 5
for x64-based Security P n 4524150 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 10 452000 Importan Informatio Base: 5.5
Version 1803 8 P n 4524149 Temporal: 5 Yes
for 32-bit Security Disclosure Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1345

Systems Update CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C
Windows 10 452000 ‘ Base: 5.5
Version 1803 ~ Importan Informatio Temporal: 5
for x64-based Security n. 4524149 Vector: Yes
Systems Update Disclosure EVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 452000 Base: 5.5
Server, 8 Importan Informatio Temporal: 5
version 1803 Security n 4524149 Vector: Yes
(Server Core |Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Installation) C
Windows 10 452000 Base: 5.5
Version 1803 8 Importan Informatio Temporal: 5
for Security n 4524149 Vector: Yes
ARM®64-base Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
d Systems C
Windows 10 451933 . Base: 5.5
Version 1809 ~ Importan Informatio Temporal: 5
for 32-bit Security n. 4524148 Vector: Yes
Systems Update Disclosure EVSS:B.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 |451933 |Importan Informatio M524148 ‘Base: 5.5 ‘Yes
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Version 1809 8 t n Temporal: 5
for x64-based Security Disclosure Vector:
Systems Update CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C

Windows 10 451933 Base: 5.5
Version 1809 &8 Importan Informatio Temporal: 5
for Security 4524148 Vector: Yes
ARM64-base Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UL:IN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
d Systems C

451933 Base: 5.5
Windows ~ Importan Informatio Temporal: 5
Server 2019 Security 4524148 Vector: Yes

Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C

Windows 451933 . Base: 5.5
Server 2019 ~ Importan Informatio Temporal: 5
(Server Core Security n 4524148 Vector: Yes
) . Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/ULIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
Windows 10 452000 Informatio Base: 5.5
Version 1709 4 _ Importan " 4524150 Temporal: 5 Ves
for Security t Disclosure Vector:
ARM64-base |Update CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
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|d Systems | | C

Windows 10 451738 ‘ Base: 5.5

Version 1903 .. [mportan Informatio Temporal: 5

for 32-bit Security . 4524147 Vector: Yes
Systems Update Disclosure EVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451738 ' Base: 5.5

Version 1903 .. [mportan Informatio Temporal: 5

for x64-based Security ' 4524147 Vector: Yes
Systems Update Disclosure EVSS:B.O/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 10 451738 Base: 5.5

Version 1903 9 Importan Informatio Temporal: 5

for Security n 4524147 Vector: Yes
ARM®64-base Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

d Systems C

Windows 451738 Base: 5.5

Server, 9 Importan Informatio Temporal: 5

version 1903 [Security 4524147 Vector: Yes
(Server Core |Update Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

g

N

CVE-2019-1346 - Windows Denial of Service Vulnerability

M Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating

CVE Title: Windows Denial of Service Vulnerability

Description:

A denial of service vulnerability exists when Windows improperly handles objects in

memory. An attacker who successfully exploited the vulnerability could cause a

target system to stop responding.

To exploit this vulnerability, an attacker would have to log on to an affected system

and run a specially crafted application or to convince a user to open a specific file
CVE-2019-1346 ©n a network share. The vulnerability would not allow an attacker to execute code .
MITRE or to elevate user rights directly, but it could be used to cause a target system to  |mportant Denial of
NVD stop responding. Service

The update addresses the vulnerability by correcting how Windows handles objects

in memory.

FAQ:

None

Mitigations:

None
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1346
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1346

Maximum

Vulnerability

CVE ID Vulnerability Description Sev.erlty Impact
Rating
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1346
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4520003
Windows 7 for Security Denial _?::?' c5>'r7al' 5 1
32-bit Systems Only Important of 4524157 porat >. Yes

Service Pack 1

4519976
Monthly

Service

Vector:

CVSS:3.0/AVIN/ACL/PR:L/UIR/S:U/C:N/I:N/AH/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1346

Service Pack 1

Rollup
4519976
Windows 7 for Monthly ) Base: 5.7
x64-based Rollup Denial Temporal: 5.1
4520003 Important of 4524157 porat >. Yes
Systems Securit Service Vector:
Service Pack 1 Only y CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4519976
Server 2008 R2 Monthly _ Base: 5.7
for x64-based Rollup Denial Temporal: 5.1
Systems 4520003 Important of 4524157 Vectzr' o Yes
Service Pack 1 |Security Service CVS5:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core  [Only
installation)
Windows i/lscjr?’?h7|6
Server 2008 R2 y ) Base: 5.7
for Rollup Denial Temporal: 5.1
. 4520003 Important of 4524157 porat > Yes
[tanium-Based Securit Service Vector:
Systems Only y CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1346

4519976
Windows Monthly .
Server 2008 R2 Rollup Denial _'?Z:: Zl- ‘1
for x64-based 4520003 Important of 4524157 Vectzr' T Yes
Systems Security Service CV55:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:N/IN/AH/E:P/RLO/RC:C
Service Pack 1 Only
Windows 4520002
Server 2908 Monthly . Base: 5.7
for 32-bit Rollup Denial Temporal: 5.1
Systems 4520009 Important of 4516026 Vectzr' T Yes
Service Pack 2 [Security Service CVSS:3.0/AV:N/AC.L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core  [Only
installation)

4519985

Security . Base: 5.7
Windows Only Denial Temporal: 5.1

4520007 Important of 4524154 porat: >. Yes
Server 2012 Monthl Service Vector:

Rollup Y CVSS:3.0/AV:IN/AC:L/PR:L/UIR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:.C
Windows 4519985 Denial Base: 5.7
Server 2012 Security Important of 4524154 Temporal: 5.1 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985

CVE-2019-1346

(Server Core  |Only Service Vector:

installation) 4520007 CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC.C
Monthly
Rollup
4519990
Security )

Windows 8.1  Only Denial _?::j' c5)'r7al' 5 1

for 32-bit 4520005 Important of 4524156 Vectgr' T Yes
Monthl i '

systems Ro?lr:p / Service CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/:N/AH/E:P/RL:O/RC:C
4519990
Security )

Windows 8.1 Only Denial _I?::: (53}7;,”- 1

for x64-based 4520005 Important of 4524156 Vethr' o Yes

systems 'F\:'O?Ir:;'y Service CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990 Denial Base: 5.7

Windows Security Temporal: 5.1

Server 2012 R2 |Only Important girvice 4524156 Vector: ves
4520005 CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC.C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1346

Monthly
Rollup
4520005 : Base: 5.7
Windows RT ~ Monthl Denial Temporal: 5.1
4 Important of 4524156 porat > Yes
8.1 Rollup Service Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Windows Security : Base: 5.7
Server 2012 R2 Only Denial Temporal: 5.1
4520005 Importantof 4524156 porat >. Yes
(Server Core Monthl Service Vector:
installation) Rollup 4 CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
wrdows 0“0 oana s
for 32-bit Y Important of 4524153 porat >. Yes
Systems Update Service Vector:
y CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
w10 0 o o
for x64-based y Important of 4524153 porat >. Yes
Update . Vector:
Systems Service
CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
|Windows |4519998 |Important|DeniaI |4524152 ‘Base: 5.7 ‘Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1346

Server 2016 Security of Temporal: 5.1

Update Service Vector:

CVSS:3.0/AV:N/ACL/PR:L/UILR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:.C

Windows 10 4519998 Denial Base: 5.7
Version 1607 Security Temporal: 5.1
for 32-bit Update Important (S):zrvice 4524152 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Denial Base: 5.7
Version 1607 Security Temporal: 5.1
for x64-based |Update Important (Sjirvice 524152 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4519998 Denial Base: 5.7
Server 2016  Security important of 4524152 Temporal: 5.1 Ves
(Server Core  |Update Service Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Denial Base: 5.7
Version .1703 Security Important of 4524151 Temporal: 5.1 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Denial Base: 5.7
Version 1703  Security Temporal: 5.1
for x64-based |Update Important (S):_\rvice 524151 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1346

Windows 10 4520004 Denial Base: 5.7
Version .1709 Security Important of 4524150 Temporal: 5.1 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Denial Base: 5.7
Version 1709  Security Temporal: 5.1
for x64-based |Update Important g:zrvice 4524150 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 5.7
Version 1803  Security Temporal: 5.1
for 32-bit Update Important (Sjirvice 4524149 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 5.7
Version 1803 Security Temporal: 5.1
for x64-based |Update Important (Sjirvice 4524143 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 1, 550008 . Base: 5.7
Server, version Securit Denial Temporal 5.1
1803 (Server y Important of 4524149 poral. >. Yes
Core Update Service Vector:

. CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4520008 Denial Base: 5.7
Version 1803 [Security Important of 4524149 Temporal: 5.1 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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for Update Service Vector:

ARM64-based CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Systems

Windows 10 4519338 Denial Base: 5.7

Version 1809 Security Temporal: 5.1

for 32-bit Update Important (S):zrvice 4524148 Vector: ves

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Denial Base: 5.7

Version 1809 Security Temporal: 5.1

for x64-based |Update Important (Sjirvice 524148 Vector: ves

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 * |, 519338 | Base: 5.7

Version 1809 Securit Denial Temporal 5.1

for Y Important of 4524148 porat: >. Yes

ARM®64-based Update Service Vector.

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519338 Denial Base: 5.7

Windows Security Temporal: 5.1

Server 2019  Update Important (S):carvice 4524148 Vector: ves

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 4519338 Denial Base: 5.7

Server 2019 Security Important of 4524148 Temporal: 5.1 Yes

(Server Core  |Update Service Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
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installation) | | | | CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C|
Windows 10 |, ->0004 | Base: 5.7

Version 1709 Securit Denial Temporal 5.1

for Y Important of 4524150 porat > Yes
ARM®64-based Update Service Vector.

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Denial Base: 5.7

Version 1903  Security Temporal: 5.1

for 32-bit Update Important (Sjirvice 4524147 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Denial Base: 5.7

Version 1903  Security Temporal: 5.1

for x64-based |Update Important (S):cervice 524147 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 ) 17389 . Base: 5.7

Version 1903 Securit Denial Temporal: 5.1

for Y Important of 4524147 porat: >. Yes
ARM®64-based Update Service Vector.

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4517389 : Base: 5.7

Server, version [Security Denial Temporal: 5.1

1903 (Server |Update Important (S):_\rvice A>24147 Vector: ves
Core CVSS:3.0/AVIN/AC.L/PR:L/UIR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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CVE-2019-1346

|insta||ation) | | | |
Windows 22000
Server 2008 Y , Base: 5.7
for Rollup Denial Temporal: 5.1
. 4520009 Importantof 4516026 porat > Yes
[tanium-Based Securit Service Vector:
Systems o / CVSS:3.0/AV:N/ACL/PR:L/ULR/S:U/C:N/EN/AH/E:P/RL:O/RC:C
Service Pack 2 y
4520002
Windows Monthly . Base: 5.7
Server 2008  [Rollup Denial Temporal 5.1
for 32-bit 4520009 Important of 4516026 Vectgr' T Yes
oystems Security Service CV5S:3.0/AV:N/AC:L/PR.L/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 2 Only
4520002
Windows Monthly . Base: 5.7
Server 2008  Rollup Denial Temporal: 5.1
for x64-based 4520009 Important of 4516026 Vectzr' o Yes
Systems Security Service CV55:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:N/IN/AH/E:P/RL:O/RC:C
Service Pack 2 (Only

Windows

4520002 Important Denial 4516026

‘Base: 5.7

‘Yes
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Service Pack 2 Security
(Server Core  |Only
installation)

Server 2008  |Monthly of Temporal: 5.1
for x64-based Rollup Service Vector:
Systems 4520009 CVSS:3.0/AV:N/ACL/PR:L/UILR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

CVE-2019-1347 - Windows Denial of Service Vulnerability

To exploit this vulnerability, an attacker would have to log on to an affected system
and run a specially crafted application or to convince a user to open a specific file
on a network share. The vulnerability would not allow an attacker to execute code
or to elevate user rights directly, but it could be used to cause a target system to

M Vulnerabili
CVEID Vulnerability Description Severity ty
. Impact
Rating
CVE Title: Windows Denial of Service Vulnerability
Description:
A denial of service vulnerability exists when Windows improperly handles objects in
CVE-2019-1347 memory. An attacker who successfully exploited the vulnerability could cause a .
MITRE target system to stop responding. Important Denial of
NVD Service
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1347
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1347

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

stop responding.

The update addresses the vulnerability by correcting how Windows handles objects
in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1347

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4519990
Security )
Windows 8.1  Only Denial ?::: 2};- 5 1
for 32-bit 4520005 Important of 4524156 Vectgr' o Yes
systems 'F\:'O‘Tlr:;'y bervice CVSS:3.0/AV:N/ACL/PR-L/ULR/S:U/C:N/I:N/AH/E:P/RLO/RC:C
4519990
Security )
Windows 8.1 Only Denial _?::T?' c5>.rZI' 5 1
for x64-based 4520005 Important of 4524156 Vectgr' T Yes
systems gjﬂtﬁ'y Service CVSS:3.0/AV:N/ACL/PR:L/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows Only Denial ?:::' f).r;' 5 1
Server 2012 4520005 Important of 4524156 porat >. Yes
R2 Monthly Service vector:
Rollup CVSS:3.0/AV:N/AC:L/PR:L/UIR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
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CVE-2019-1347

4520005 Denial Base: 5.7
Windows RT  [Monthly Important of 4524156 Temporal: 5.1 Ves
8.1 Rollup Service Vector:
CVSS:3.0/AV:IN/AC:L/PR:L/UIR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519990
Windows Security . Base: 5.7
Server 2012 Only Denial Temooral: 5.1
R2 (Server 4520005 Important of 4524156 Vectzr' - Yes
core Monthly Service CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)  Rollup
o100 SR
for 32-bit " Importantof 4524153 porat > Yes
Systems Update Service Vector:
Y CVSS:3.0/AV:N/AC:L/PR.L/UL:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
o100 o SR
for x64-based y Important of 4524153 porat > Yes
Systems Update Service Vector:
y CVSS:3.0/AV:N/AC.L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519998 Denial Base: 5.7
Windows Security Temporal: 5.1
Server 2016  |Update Important (Sjirvice 4524152 Vector: Yes
CVSS:3.0/AV:N/AC.L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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Windows 10 4519998 Denial Base: 5.7

Version .1607 Security Important of 4524152 Temporal: 5.1 Ves
for 32-bit Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Denial Base: 5.7

Version 1607 Security Temporal: 5.1

for x64-based |Update Important ;)erice 4524152 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4519998 Denial Base: 5.7

Server 2016 Security Important of 4524152 Temporal: 5.1 Ves
(Server Core  |Update Service Vector:

installation) CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Denial Base: 5.7

Version 1703 Security Temporal: 5.1

for 32-bit Update Important gcfervice 4524151 Vector: Yes
Systems CVSS:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Denial Base: 5.7

Version 1703  Security Temporal: 5.1

for x64-based |Update Important g(fervice 4524151 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Denial Base: 5.7

Version 1709 Security Important of 4524150 Temporal: 5.1 Yes
for 32-bit Update Service Vector:
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Systems | | | | CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C |
Windows 10 4520004 Denial Base: 5.7
Version 1709 [Security Temporal: 5.1
for x64-based Update Important ;)erice 4524150 Vector: Yes
Systems CVSS:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 5.7
Version .1803 Security Important of 4524149 Temporal: 5.1 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Denial Base: 5.7
Version 1803 Security Temporal: 5.1
for x64-based Update Important (S)::rvice 4524149 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 1550008 . Base: 5.7
Server, version Securit Denial Temporal: 5.1
1803 (Server Y Important of 4524149 porat: >. Yes
Core Update Service Vector:

. CVSS:3.0/AVIN/ACL/PR:L/UILR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:.C
Installation)
Windows 10 ;550008 . Base: 5.7
Version 1803 Securit Denial Temporal- 5.1
for y Important of 4524149 porat: >. Yes
ARM64-based Update Service vector:

CVSS:3.0/AVIN/ACL/PR:L/UILR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:.C

Systems
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Windows 10 4519338 Denial Base: 5.7

Version .1809 Security Important of 4524148 Temporal: 5.1 Ves

for 32-bit Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Denial Base: 5.7

Version 1809 [Security Temporal: 5.1

for x64-based |Update Important ;)erice 4524148 Vector: ves

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 ;519335 . Base: 5.7

Version 1809 Securit Denial Temporal 5.1

for Y Important of 4524148 porat >. Yes

ARM®64-based Update Service Vector.

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4519338 Denial Base: 5.7

Windows Security Temporal: 5.1

Server 2019  Update Important (Sjcfervice 4524148 Vector: Yes

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 4519338 Denial Base: 5.7

Server 2019  Security Important of 4524148 Temporal: 5.1 Ves

(Server Core  Update Service Vector:

installation) CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4520004 Denial Base: 5.7

Version 1709 Security Important of 4524150 Temporal: 5.1 ves
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for Update Service Vector:

ARM64-based CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Systems

Windows 10 4517389 Denial Base: 5.7

Version 1903 [Security Temporal: 5.1

for 32-bit Update mportant girvice 4524147 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Denial Base: 5.7

Version 1903 [Security Temporal: 5.1

for x64-based Update Important (Sjcfervice 4524147 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 ;17349 . Base: 5.7

Version 1903 Securit Denial Temporal 5.1

for Y Important of 4524147 porat >. Yes
ARM®64-based Update Service Vector.

Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 517389 . Base: 5.7

Server, version Securit Denial Temporal: 5.1

1903 (Server y Important of 4524147 porat > Yes
Core Update Service Vector:

. : CVSS:3.0/AV:N/AC.L/PR:L/UIR/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)
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CVE-2019-1356 - Microsoft Edge based on Edge HTML Information

Disclosure Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1356
MITRE
NVD

CVE Title: Microsoft Edge based on Edge HTML Information Disclosure
Vulnerability

Description:

An information disclosure vulnerability exists when Microsoft Edge based on Edge
HTML improperly handles objects in memory. An attacker who successfully
exploited the vulnerability could obtain information to further compromise the
usera€™s system.

To exploit the vulnerability, in a web-based attack scenario, an attacker could host a
website in an attempt to exploit the vulnerability. In addition, compromised
websites and websites that accept or host user-provided content could contain
specially crafted content that could exploit the vulnerability. However, in all cases
an attacker would have no way to force a user to view the attacker-controlled
content. Instead, an attacker would have to convince a user to take action. For
example, an attacker could trick a user into clicking a link that takes the user to the
attacker's site.

Important

Information
Disclosure
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The update addresses the vulnerability by modifying how Microsoft Edge based on
Edge HTML handles objects in memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited
this vulnerability by escaping the sandbox, is the ability to read local files.

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1356

KB Supersedenc Restart
Product . Severity Impact CVSS Score Set Require
Article d
Microsoft Edge 451999 . Base: 4.3
(EdgeHTML-base ' Informatio Temporal: 3.9
d) on Windows Security Low n 4524152 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Server 2016
C.C
Microsoft Edge 451999 Base: 4.3
(EdgeHTML-base 8 Importan Informatio Temporal: 3.9
d) on Windows 10 Security 4524152 Vector: Yes
Version 1607 for Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge 451999 Base: 4.3
(EdgeHTML-base 8 Importan Informatio Temporal: 3.9
d) on Windows 10 Security n 4524152 Vector: Yes
Version 1607 for |Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
x64-based C.C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1356

|Systems ‘ | ‘
Microsoft Edge 452001 Base: 4.3
(EdgeHTML-base [0 Imbortan Informatio Temporal: 3.9
d) on Windows 10 Security P 4524151 Vector: Yes
Version 1703 for |Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge 452001 Base: 4.3
(EdgeHTML-base .
: Informatio Temporal: 3.9
d) on Windows 10 . Importan i
Version 1703 for Security n 4524151 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/R
x64-based C-C
Systems ’
Microsoft Edge 452000 Base: 4.3
(EdgeHTML-base 4 Imbortan Informatio Temporal: 3.9
d) on Windows 10 Security | ' 4524150  Vector: Yes
Version 1709 for |Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge ;5599 Base: 4.3
(EdgeHTML-base .
: Informatio Temporal: 3.9
d) on Windows 10 . Importan
Version 1709 for Security 4524150 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
x64-based C-C
Systems '
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1356

Microsoft Edge 452000 Base: 4.3
(EdgeHTML-base 8 Importan Informatio Temporal: 3.9
d) on Windows 10 Security P 4524149 Vector: Yes
Version 1803 for |Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge |, 5 Base: 4.3
(EdgeHTML-base .
: Informatio Temporal: 3.9
d) on Windows 10 .. Importan
Version 1803 for Security 4524149 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
x64-based
CC
Systems
Microsoft Edge 1, .59 Base: 4.3
(EdgeHTML-base .
: Informatio Temporal: 3.9
d) on Windows 10 .. Importan
Version 1803 for Security 4524149 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
ARM64-based
CC
Systems
Microsoft Edge 451933 Base: 4.3
(EdgeHTML-base 8 Importan Informatio Temporal: 3.9
d) on Windows 10 Security P n 4524148 Vector: Yes
Version 1809 for |Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
32-bit Systems C.C

|Microsoft Edge

M51933 |Importan Informatio

4524148

|Base: 4.3

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1356

(EdgeHTML-base 8 t n Temporal: 3.9
d) on Windows 10 Security Disclosure Vector:
Version 1809 for |Update CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
x64-based C.C
Systems
Microsoft Edge |, ;935 Base: 4.3
(EdgeHTML-base .
: Informatio Temporal: 3.9
d) on Windows 10 .. Importan
Version 1809 for Security 4524148 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
ARM64-based
CC
Systems
Microsoft Edge 451933 ‘ Base: 4.3
(EdgeHTML-base Informatio Temporal: 3.9
d) (?n Windows Security Low n 4524148 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/R
Server 2019
CC
Microsoft Edge 1, ., Base: 4.3
(EdgeHTML-base .
. Informatio Temporal: 3.9
d) on Windows 10 . Importan
Version 1709 for Security 4524150 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/R
ARM64-based
C.C
Systems

Microsoft Edge

M51738 |Importan Informatio

4524147

|Base: 4.3

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1356

(EdgeHTML-base 9 t n Temporal: 3.9
d) on Windows 10 Security Disclosure Vector:
Version 1903 for Update CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge /34 Base: 4.3
(EdgeHTML-base .
: Informatio Temporal: 3.9
d) on Windows 10 .. Importan
Version 1903 for Security 4524147 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/R
x64-based
CC
Systems
Microsoft Edge |, ;1734 Base: 4.3
(EdgeHTML-base .
. Informatio Temporal: 3.9
d) on Windows 10 . Importan
Version 1903 for Security 4524147 Vector: Yes
Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/R
ARM64-based
CC
Systems
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

g

/T

CVE-2019-1357 - Microsoft Browser Spoofing Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1357
MITRE
NVD

CVE Title: Microsoft Browser Spoofing Vulnerability

Description:

A spoofing vulnerability exists when Microsoft Browsers improperly handle browser
cookies. An attacker who successfully exploited this vulnerability could trick a
browser into overwriting a secure cookie with an insecure cookie. The insecure
cookie could serve as a pivot to chain an attack with other vulnerabilities in web
services.

To exploit the vulnerability, the user must either browse to a malicious website or
be redirected to it. In an email attack scenario, an attacker could send an email
message in an attempt to convince the user to click a link to a malicious site.

In a web-based attack scenario, an attacker could host a specially crafted website
designed to appear as a legitimate website to the user. However, the attacker
would have no way to force the user to visit the specially crafted website. The
attacker would have to convince the user to visit the specially crafted website,
typically by way of enticement in an email or instant message.

The security update addresses the vulnerability by correcting how Microsoft

Important

Spoofing
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1357
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1357

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Browsers handle browser cookies.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1357

|Product KB Article Severity Impact Supersedenc CVSS Score Set

Restart
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CVE-2019-1357

e Require
d
4519974 |E
Cumulativ Base: 5.4
Internet Explorer ,
11 on Windows 7 | Importan Spoofin Temporal: 4.9
for 32-bit Svstems 4519976 4524157 Vector: Yes
. y Monthly g CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Service Pack 1
Rollup O
4519974 |E
Internet Explorer (Cumulativ Base: 5.4
11 on Windows 7 e Importan Spoofin Temporal: 4.9
for x64-based 4519976 P P 4524157 Vector. Yes
Systems Service  Monthly g CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Pack 1 Rollup O
Internet Explorer 4519974 18
=P Cumulativ Base: 3.5
11 on Windows . Temporal: 3.2
ig;‘i:ggS R2for |is19976  Low PO Uspa157  Vector: Yes
. Monthly 9 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Systems Service
Pack 1 Rollup O
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1357

4519974 |E Base: 3.5
Internet Explorer Cumulativ Spoofin Temporal: 3.2
11 on Windows Low P 4524135 Vector: Yes
Server 2012 9 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
O
4519974 IE
Cumulativ Base: 5.4
Internet Explorer e Importan Spoofin Temporal: 4.9
11 on Windows 8.14520005 | 7 P 4524156 Vector. Yes
for 32-bit systems |Monthly 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Rollup O
4519974 IE
Cumulativ Base: 5.4
Internet Explorer . Temporal: 4.9
:;r?(g:_vtl,:j:c\,lvs 8111500005 MPOMtan SPOOTIN o 4156 WVector: Yes
Monthly 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
systems
Rollup @)
4519974 |E Base: 3.5
Internet Explorer Cumulativ Spoofin Temporal: 3.2
11 on Windows Low P 4524156 porat. >. Yes
Server 2012R2 | g Vector:
4520005 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1357

Monthly O
Rollup
4520005 Base: 5.4
Internet Explorer Monthl Importan Spoofin Temporal: 4.9
11 on Windows RT Rollu y ‘ P P 4524156 Vector: Yes
8.1 P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
0]
4520011 Base: 5.4
Internet Explorer Securit Importan Spoofin Temporal: 4.9
11 on Windows 10 |/ datey : P P 4524153 Vector: Yes
for 32-bit Systems P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
0]
Internet Explorer 4520071 Base: 5.4 _
11 on Windows 10 Security  Importan Spoofin Temporal: 4.9
for x64-based Update t 4524153 Vector. ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:
Systems
@]
4519998 Base: 3.5
Internet Explorer Securit Spoofin Temporal: 3.2
11 on Windows U datey Low P 4524152 Vector: Yes
Server 2016 P g CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
@]
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1357

Internet Explorer 4519998 Base: 5.4
. : . Temporal: 4.9

11 on Windows 10 Security  Importan Spoofin
Version 1607 for  Update t 4524152 Vector. ves

. . J CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I.L/A:N/E:P/RL:
32-bit Systems o
Internet Fxplorer 4519998 Base: 5.4
11 on Windows 10 Securit Imbortan Spoofin Temporal: 4.9
Version 1607 for U datey ; P P 4524152 Vector: Yes
x64-based . J CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:L/I:L/AN/E:P/RL:
Systems O
Internet Explorer 45200710 Base: 5.4

. . . Temporal: 4.9

11 on Windows 10 Security  Importan Spoofin
Version 1703 for  |Update t 4524151 Vector: ves

. P g CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:
32-bit Systems o
Internet Fxplorer 4520010 Base: 5.4
11 on Windows 10 Securit Importan Spoofin Temporal: 4.9
Version 1703 for U Cdatey ‘ P P 4524151 Vector: Yes
x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Systems O
Internet Explorer 4520004 Importan Spoofin Base: 5.4
11 on Windows 10 Security P P 4524150 Temporal: 4.9 Yes
Version 1709 for Update 9 Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1357

32-bit Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
O

Internet Fxplorer 4520004 Base: 5.4
11 on Windows 10 Security  Importan Spoofin Temporal: 4.9
Version 1709 for Uodate 4524150 Vector: Yes
x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Systems O
Internet Explorer 4520008 Base: 5.4
11 on Windows 10 Security  Importan Spoofin Temporal: 4.9
Version 1803 for  Update 1t g 4524149 Vector. Yes

: CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
32-bit Systems o
Internet Fxplorer 4520008 Base: 5.4
11 on Windows 10 Security  Importan Spoofin Temporal: 4.9
Version 1803 for Uodate 4524149 Vector: Yes
x64-based . J CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/AN/E:P/RL:
Systems O
Internet Fxplorer 4520008 Base: 5.4
11 on Windows 10 Security  Importan Spoofin Temporal: 4.9
Version 1803 for Update ; g 4524149 Vector: Yes
ARM64-based CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Systems O
Internet Explorer |4519338 Importan Spoofin 4524148 |Base: 54 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1357

11 on Windows 10 Security |t g Temporal: 4.9
Version 1809 for |Update Vector:
32-bit Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
O
Internet Fxplorer 4519338 Base: 5.4
11 on Windows 10 Security  Importan Spoofin Temporal: 4.9
Version 1809 for Ubdate A 4524148 Vector: Yes
x64-based P g CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Systems O
Internet Fxplorer 4519338 Base: 5.4
11 on Windows 10 Security  Importan Spoofin Temporal: 4.9
Version 1809 for Ubdate A 4524148 Vector: Yes
ARM64-based P g CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Systems O
4519338 Base: 3.5
Internet Explorer Security Spoofin Temporal: 3.2
11 on Windows Ubdate Low 4524148 Vector: Yes
Server 2019 P 9 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:
@)
Internet Explorer 4520004 Base: 5.4
11 on Windows 10 Security  Importan Spoofin Temporal: 4.9
Version 1709 for Update t g 4524150 Vector: ves
ARM®64-based CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1357

|Systems O
Internet Explorer 4517389 Base: 54
. : . Temporal: 4.9
11 on Windows 10 Security  Importan Spoofin
Version 1903 for |Update t (524147 Vector. ves
. P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/l:L/A:N/E:P/RL:
32-bit Systems o
Internet Fxplorer 1517389 Base: 5.4
11 on Windows 10 Securit Importan Spoofin Temporal: 4.9
Version 1903 for UecolIJatey : P P 4524147 Vector: Yes
x64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:
Systems O
Internet Fxplorer 4517389 Base: 5.4
11 on Windows 10 Securit Importan Spoofin Temporal: 4.9
Version 1903 for Uecc:IJatey t P P 4524147 Vector: Yes
ARM64-based P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:
Systems O
4520007
Monthly Base: 3.5
Internet Explorer  Rollup Spoofin Temporal: 3.2
10 on Windows 4519974 |E Low P 4524135 Vector: Yes
Server 2012 Cumulativ 9 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
e @]
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974

CVE-2019-1357

Microsoft Edge Base: 5.4
(EdgeHTML-based 2258238 Importan Spoofin Temporal: 4.9
) on Windows 10 U datey ‘ P P 4524149 Vector: Yes
Version 1803 for P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
32-bit Systems 0]
Microsoft Edge _
(EdgeHTML-based 14520008 Base: 5.4
) on Windows 10 Securit Importan Spoofin Temporal: 4.9
Version 1803 for U datey t P ° 4524143 Vector: ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
x64-based
o]
Systems
Microsoft Edge _
(EdgeHTML-based 14520008 Base: 5.4
) on Windows 10 Securit Importan Spoofin Temporal: 4.9
Version 1803 for U datey t P ° 4524143 Vector: ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
ARM64-based o
Systems
Microsoft Edge Base: 5.4
4519338
(EdgeHTML-based Securit Importan Spoofin Temporal: 4.9
) on Windows 10 U datey A P P 4524148 Vector: Yes
Version 1809 for P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
32-bit Systems O
|Microsoft Edge |4519338 Importan Spoofin 4524148 |Base: 54 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1357

(EdgeHTML-based [Security 1t g Temporal: 4.9
) on Windows 10 |Update Vector:
Version 1809 for CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
x64-based O
Systems
Microsoft Edge _
(EdgeHTML-based 4519338 pase: >4
) on Windows 10 Securit Importan Spoofin Temporal: 4.9
Version 1809 for U datey t P P 4524148 Vector. ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
ARM64-based o
Systems
Microsoft Edge 4519338 'I?Zf:;:)f).r‘lal' 49
§E0dr?$\ll-:'rl;(I;/|OLv-vlzased aec;ar:cey meortan Spoofin 4524148 Vector: Ves
P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
Server 2019 o
Microsoft Edge Base: 5.4
451738
(EdgeHTML-based SgcurBit ? Importan Spoofin Temporal: 4.9
) on Windows 10 U datey A P P 4524147 Vector: Yes
Version 1903 for P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
32-bit Systems O
Microsoft Edge 4517389  [Importan Spoofin Base: 5.4
4524147 Y
(EdgeHTML-based Security g > Temporal: 4.9 es
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1357

) on Windows 10 |Update Vector:
Version 1903 for CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:
x64-based o]
Systems
Microsoft Edge .
(EdgeHTML-based 4517389 Base: 5.4
) on Windows 10 Securit Importan Spoofin Temporal: 4.9
Version 1903 for U datey t " ’ 4524147 Vector: ves

P 9 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:
ARM64-based o
Systems
CVE-2019-1358 - Jet Database Engine Remote Code Execution
Vulnerability

Maximum e
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating

CVE-2019-1358 CVE Title: Jet Database Engine Remote Code Execution Vulnerability

.. Remote Code
MITRE Description: Important Execution
NVD A remote code execution vulnerability exists when the Windows Jet Database
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1358
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1358

Maximum

Vulnerability

CVE ID Vulnerability Description Severity
. Impact
Rating
Engine improperly handles objects in memory. An attacker who successfully
exploited this vulnerability could execute arbitrary code on a victim system.
An attacker could exploit this vulnerability by enticing a victim to open a specially
crafted file.
The update addresses the vulnerability by correcting the way the Windows Jet
Database Engine handles objects in memory.
FAQ:
Are Active Directory and Exchange Server affected by this vulnerability?
No, Active Directory and Exchange Server are not affected.
Mitigations:
None
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
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Maximum ulnerabilit
CVE ID ulnerability Description Severity y
. Impact
Rating
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1358
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4520003
Windows 7 Security Base: 7.8
for 32-bit Only Remote Temporal: 7
4519976 Important Code 4524157 porat Yes
Systems Monthl Execution vector:
Service Pack 1 Rollup Y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4519976 Remote Base: 7.8
for x64-based Monthly Important Code 4524157 Temporal: 7 Ves
Systems Rollup Execution Vector:
Service Pack 1 4520003 CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1358

Security
Only
Windows | 019976
Server 2008 Monthl
R2 for y Base: 7.8
x64-based Rollup Remote Temporal: 7
4520003 Important Code 4524157 porat Yes
Systems Securit Execution Vector:
Service Pack 1 onl y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
(Server Core y
installation)
Windows 4519976
Monthly
Server 2008 Base: 7.8
R2 for Rollup Remote Temporal: 7
. 4520003 Important Code 4524157 porat Yes
[tanium-Based Securit Execution Vector:
Systems onl y CVSS:3.0/AV.L/AC.L/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4519976 Base: 7.8
Server 2008  Monthly Remote Tem. o.ral' 7
R2 for Rollup  Important Code 4524157 P o Yes
x64-based 4520003 Execution Vector:
. CVSS:3.0/AV:L/AC.L/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1358

Service Pack 1 |Only
Windows 4520002
Server 2908 Monthly Base: 7.8
for 32-bit Rollup Remote Temporal: 7
Systems 4520009 Important Code 4516026 Vectsr' ' Yes
Service Pack 2 |Security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
4519985
Security Base: 7.8
Windows only Remote Temporal: 7
4520007 Important Code 4524154 porat: Yes
Server 2012 Monthl Execution Vector:
Rollup 4 CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519985
Windows Security Base: 7.8
Server 2012 Only Remote Temporal: 7
4520007 Important Code 4524154 porak Yes
(Server Core Monthl Execution Vector:
installation) Rollup y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007

CVE-2019-1358

4519990
Security ]
Windows 8.1 (Only Remote _?:i: Z':ZI. 7
for 32-bit 4520005 Important Code 4524156 Vectgr' ' Yes
systems 'F\:'O‘Tlr:;'y Execution CVSS:3.0/AV:L/AC:L/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security ]
Windows 8.1 (Only Remote _?::: c7>'r£;I‘ 7
for x64-based 4520005 Important Code 4524156 Vectzr‘ ' Yes
systems 'F\:'Ocl’lr:;'y Execution CVS5:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security )
Windows Only Remote _?::: c7>'r8al‘ 7
Server 2012 4520005 Important Code 4524156 P o Yes
R2 Monthly Execution Vector.
Rollup CVSS:3.0/AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows RT 4520005 Remote Base: 7.8
8.1 Monthly Important Code 4524156 Temporal: 7 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
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Rollup Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Windows Security )
Server 2012 [Only Remote _E;:: Z}il- ,
R2 (Server 4520005 Important Code 4524156 Vectsr' ' Yes
core Monthly Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 2258231 Remote ?::: Z'ril' 7
for 32-bit y Important Code 4524153 porat: Yes
Systems Update Execution Vector:
y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 2258:)'31 Remote ?::: Z'rzl' 7
for x64-based y Important Code 4524153 porat: Yes
Systems Update Execution vector:
y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519998 Remote Base: 7.8
Windows Security Temporal: 7
Server 2016  |Update Important E)?:cition 4524152 Vector: fes
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Remote Base: 7.8
Version 1607 [Security Important Code 4524152 Temporal: 7 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
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for 32-bit Update Execution Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Remote Base: 7.8

Version 1607 [Security Temporal: 7

for x64-based Update Important E)?:lceution 4524152 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519998 Remote Base: 7.8

Server 2016 [Security Important Code 4524157 Temporal: 7 Ves
(Server Core |Update Execution Vector:

installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Remote Base: 7.8

Version .1703 Security Important Code 4524151 Temporal: 7 Ves
for 32-bit Update Execution Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Remote Base: 7.8

Version 1703 [Security Temporal: 7

for x64-based Update Important E)?:cition 4524151 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Remote Base: 7.8

Version 1709 Security Temporal: 7

for 32-bit Update Important E)?(iition 4524150 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
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Windows 10 4520004 Base: 7.8
Version 1709 Security Remote Temporal: 7
for x64-based Update Important I(E:;e(iition 4524150 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Remote Base: 7.8
Version _1803 Security Important Code 4524149 Temporal: 7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Base: 7.8
Version 1803 [Security Remote Temporal: 7
for x64-based Update Important E)?edceution 4524143 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 50008 Base: 7.8
erver, Securit Remote Temporal: 7
version 1803 y Important Code 4524149 porat Yes
(Server Core Update Execution Vector.

. CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, 5 5008 Base: 7.8
Version 1803 Securit Remote Temporal: 7
for Y Important Code 4524149 porat Yes
ARM®64-based Update Execution Vector.
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Important Remote 4524148

‘Base: 7.8

|Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1358

Version 1809 [Security Code Temporal: 7

for 32-bit Update Execution Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4519338 Remote Base: 7.8

Version 1809 [Security Temporal: 7

for x64-based Update Important E)?eciition 4524148 Vector: ves

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 ) 1933g Base: 7.8

Version 1809 Securit Remote Temporal: 7

for Y Important Code 4524148 porak Yes

ARM®64-based Update Execution Vector.

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519338 Remote Base: 7.8

Windows Security Temporal: 7

Server 2019  |Update Important E)?edcition 4524148 Vector: fes

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4519338 Remote Base: 7.8

Server 2019  Security Important Code 4524148 Temporal: 7 Ves

(Server Core |Update Execution Vector:

installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 4520004 Remote Base: 7.8

Version 1709 Security Important Code 4524150 Temporal: 7 Yes

for Update Execution Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
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ARM64-based

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems

Windows 10 4517389 Remote Base: 7.8

Version 1903 [Security Temporal: 7

for 32-bit Update Important E)?:lceution 524147 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Remote Base: 7.8

Version 1903 Security Temporal: 7

for x64-based Update Important g()edcition 4524147 Vector: fes
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 * |, 51359 Base: 7.8

Version 1903 Securit Remote Temporal: 7

for Y Important Code 4524147 porak Yes
ARM®64-based Update Execution Vector.

Systems CVSS:3.0/AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | 517389 Base: 7.8

Server, Securit Remote Temporal: 7

version 1903 y Important Code 4524147 porat Yes
(Server Core Update Execution Vector.

. . CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)

Windows 4520002 Remote Base: 7.8

Server 2008  Monthly Important Code 4516026 Temporal: 7 Yes
for Rollup Execution Vector:
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[tanium-Based 4520009 CVSS:3.0/AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems Security
Service Pack 2 Only

4520002
Windows Monthly Base: 7.8
Server 2008  Rollup Remote Temporal: 7
for 32-bit 4520009 Important Code 4516026 Vectzr' ' Yes
Systems Security Execution CVS5:3.0/AV:L/ACL/PR:N/UIR/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Service Pack 2 |Only

4520002
Windows Monthly .
Server 2008  Rollup Remote _?Z:: c7>.rzl' 7
for x64-based 4520009 Important Code 4516026 Vectsr‘ ' Yes
Systems Security Execution CVSS:3.0/AV:L/ACL/PR:N/UIR/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Service Pack 2 |Only
Windows 4520002 Base: 7.8
Server 2008  Monthly Remote Tem. o.ral' 7
for x64-based Rollup [Important /Code 4516026 P o Yes
Systems 4520009 Execution vector:

y . . CVSS:3.0/AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Service Pack 2 [Security
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CVE-2019-1358

(Server Core
installation)

CVE-2019-1359 - Jet Database Engine Remote Code Execution

Vulnerability

Maximum | nerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating

CVE-2019-1359
MITRE

CVE Title: Jet Database Engine Remote Code Execution Vulnerability
Description:

A remote code execution vulnerability exists when the Windows Jet Database
Engine improperly handles objects in memory. An attacker who successfully
exploited this vulnerability could execute arbitrary code on a victim system.

An attacker could exploit this vulnerability by enticing a victim to open a specially

Important

Remote Code

Execution
NVD crafted file.
The update addresses the vulnerability by correcting the way the Windows Jet
Database Engine handles objects in memory.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1359
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1359

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

No, Active Directory and Exchange Server are not affected.

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Are Active Directory and Exchange Server affected by this vulnerability?

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1359
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CVE-2019-1359

(Server Core

KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
4520003
Windows 7 Security Base: 7.8
for 32-bit Only Remote Temporal: 7
4519976 Important Code 4524157 porat Yes
Systems . Vector:
. Monthly Execution
Service Pack 1 Rollup CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519976
Windows 7 Monthly Base: 7.8
for x64-based Rollup Remote Temporal: 7
4520003 Important Code 4524157 porat: Yes
Systems Securit Execution Vector.
Service Pack 1 Only y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519976
Server 2008  |Monthly Base: 7.8
R2 for Rollup Remote Temporal: 7
x64-based 4520003 Important/Code 4524157 Vectgr' ' Yes
Systems Security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 |Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1359

|insta||ation) | |
I
Server 2008 y Base: 7.8
R2 for Rollup Remote Temporal: 7
. 4520003 Important Code 4524157 porak Yes
[tanium-Based . . Vector:
Security Execution
Systems onl CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 Y
Windows :\1/'5;3,[%6
Server 2008 Y Base: 7.8
R2 for Rollup Remote Temporal: 7
4520003 Important Code 4524157 porat: Yes
x64-based . . Vector:
Security Execution
Systems onl CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4520002
Server 2908 Monthly Base: 7.8
for 32-bit Rollup Remote Temporal: 7
Systems 4520009 Important/Code 4516026 Vectcp>r' ' Yes
Service Pack 2 Security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
|Windows |4519985 |Important Remote |45241 54 |Base: 7.8 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985

CVE-2019-1359

Server 2012 [Security Code Temporal: 7
Only Execution Vector:
4520007 CVSS:3.0/AV:L/ACL/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:.C
Monthly
Rollup
4519985
Windows Security Base: 7.8
Server 2012 Only Remote Temporal: 7
4520007 Important Code 4524154 porat Yes
(Server Core Monthl Execution Vector:
installation) Rollup y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Security ]
Windows 8.1 (Only Remote _?::: c7>'r£;I‘ 7
for 32-bit 4520005 Important Code 4524156 Vectzr‘ ' Yes
Monthl i ‘
systems Rocl)lrl],ltp y Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 8.1 4519990 Remote Base: 7.8
for x64-based Security Important Code 4524156 Temporal: 7 Yes
systems Only Execution Vector:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990

CVE-2019-1359

4520005 CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Monthly
Rollup
4519990
Security ]
Windows Only Remote _?:::' c7>'ril' 7
Server 2012 4520005 Important Code 4524156 Vectzr' ' Yes
Re 'F\:'O?Irl‘f;'y Execution CVSS:3.0/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4520005 Remote Base: 7.8
Windows RT  |Monthly Important Code 4524156 Temporal: 7 Ves
8.1 Rollup Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519990
Windows Security )
Server 2012 Only Remote _?:f: c7)'rzl' 7
R2 (Server 4520005 Important Code 4524156 Vectgr' ' Yes
core Monthly Execution CVS5:3.0/AV:L/ACL/PR:N/UIR/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
installation)  Rollup
Windows 10 |452001 1 |Important Remote |45241 53 |Base: 7.8 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011

CVE-2019-1359

for 32-bit Security Code Temporal: 7
Systems Update Execution Vector:
CVSS:3.0/AV.L/AC.L/PRIN/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 2258231 Remote ?::z (7)'ril' 7
for x64-based Y Important Code 4524153 porat Yes
Systems Update Execution Vector:
y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4519998 Remote Base: 7.8
Windows Security Temporal: 7
Server 2016  |Update Important E)?edceution 4524152 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Remote Base: 7.8
Version .1607 Security Important Code 4524157 Temporal: 7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519998 Remote Base: 7.8
Version 1607 [Security Temporal: 7
for x64-based Update Important E)?:cition 4524152 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4519998 Remote Base: 7.8
Server 2016 Security Important Code 4524152 Temporal: 7 Ves
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1359

Windows 10 4520010 Base: 7.8
Version 1703 Security Remote Temporal: 7

: Important Code 4524151 Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520010 Remote Base: 7.8I
Version 1703 Security Temporal: 7
for x64-based Update Important EOde . 524151 Vector: Yes
Systems xecution CVSS:3.0/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Remote Base: 7.8
Version 1709 [Securit Temporal: 7
for 32-bit Updatey Important Code . 4524150 Vectgr: Yes
Systems Execution CVSS:3.0/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520004 Remote Base: 7.8
Version 1709 Securit Temporal: 7
for x64-based Updatey Important Code . 524150 Vectgr: ves
Systems Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Remote Base: 7.8
Version .1803 Security Important Code 4524149 Temporal: 7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4520008 Remote Base: 7.8
Version 1803 Security Important /Code 4524149 Temporal: 7 Yes
for x64-based Update Execution Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1359

Systems | | | | CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C |
Windows 1550008 Base: 7.8
erver, Securit Remote Temporal: 7
version 1803 Y Important Code 4524149 porat: Yes
(Server Core Update Execution Vector.

. CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Installation)
Windows 10 1, -, 5008 Base: 7.8
Version 1803 Securit Remote Temporal: 7
for y Important Code 4524149 porak Yes
ARM64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.8
Version .1809 Security Important Code 4524148 Temporal: 7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.8
Version 1809 [Security Temporal: 7
for x64-based Update Important E)?:cition 4524148 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Windows 10 4519338 Remote Base: 7.8
Version 1809 [Security Important Code 4524148 Temporal: 7 Ves
for Update Execution Vector:
ARM64-based CVSS:3.0/AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1359

|Systems | ‘ | |

4519338 Remote Base: 7.8
Windows Security Temporal: 7
Server 2019  |Update Important E)?:lceution 1524148 Vector: Yes

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4519338 Remote Base: 7.8
Server 2019  [Security Important Code 4524148 Temporal: 7 Ves
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 5 5004 Base: 7.8
Version 1709 Securit Remote Temporal: 7
for y Important Code 4524150 porat Yes
ARM®64-based Update Execution Vector.
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Remote Base: 7.8
Version j903 Security Important Code 4524147 Temporal: 7 Ves
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4517389 Remote Base: 7.8
Version 1903 Security Temporal: 7
for x64-based Update Important E)(O:cition 4524147 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1359

Windows 10 1,738 Base: 7.8
Version 1903 Securit Remote Temporal: 7
for y Important Code 4524147 porat Yes
ARM64-based Update Execution vector:

Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | 517389 Base: 7.8
Server, Securit Remote Temporal: 7
version 1903 Y Important Code 4524147 porat Yes
(Server Core Update Execution Vector:
) . CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
windows 2000
Server 2008 y Base: 7.8
for Rollup Remote Temporal: 7

. 4520009 Important Code 4516026 porat: Yes
[tanium-Based . . Vector:
Security Execution

Systems onl CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 y
Windows T\l/lsjr(\)tohciz Base: 7.8
Server 2008 Rollup Y Remote Tem|.oo.ral' 7
1;orsse2n-1t;|t 4520009 Important E;(iition 4516026 Vector: Yes

ySte Security CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

CVE-2019-1359

4520002

Windows Monthly )

Server 2008  Rollup Remote _?::: Z}il' 7

for x64-based 4520009 Important/Code 4516026 Vectcp>r' ' Yes
oystems Security Execution CV55:3.0/AV:L/AC.L/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 |Only

Windows 4520002

Server 2008  Monthly .

for x64-based Rollup Remote _?:s:' Z'rzl' 7

Systems 4520009 Important Code 4516026 Vectgr' ' Yes
Service Pack 2 Security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only

installation)

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
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g

CVE-2019-1361 - Microsoft Graphics Components Information

N

Disclosure Vulnerability

Maximum
CVE ID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: Microsoft Graphics Components Information Disclosure Vulnerability
Description:

An information disclosure vulnerability exists in the way that Microsoft Graphics
Components handle objects in memory. An attacker who successfully exploited
the vulnerability could obtain information that could be useful for further
exploitation.

CVE-2019-1361
MITRE

NVD The security update addresses the vulnerability by correcting how Microsoft
Graphics Components handle objects in memory.

To exploit the vulnerability, a user would have to open a specially crafted file. Information
Important Disclosure

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1361
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1361

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

exploited this vulnerability is uninitialized memory.

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1361

Supersedenc CVSS Score Set

KB .
Product \Article Severity |Impact

Restart
Require
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CVE-2019-1361

| | | d
452000
3
Windows 7 Security ' Base: 5.5
for 32-bit Only Importan Informatio Temporal: 5
et 451997 | P 4524157 Vector: Yes
y . Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 1
Monthly C
Rollup
451997
6
Windows 7 Monthly _ Base: 5.5
for x64-based Rollup Importan Informatio Temporal: 5
Svstermns 452000 A P 4524157 Vector: Yes
y . Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 1 .
Security C
Only
Windows 451997 Informatio Base: 5.5
Server 2008 6 Importan Temporal: 5
n 4524157 Yes
R2 for Monthly {t Disclosure Vector:
x64-based Rollup CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1361

Systems 452000 C
Service Pack 13
(Server Core [Security
installation)  |Only
451997
. 6
Windows ) bl Base: 5.5
Server 2008 .
R for Rollup Imbortan Informatio Temporal: 5
ltanium-Base 452000 A P 4524157 Vector: Yes
d Svsterns Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
y. Security C
Service Pack 1
Only
451997
Windows Monthly Base: 5.5
Server 2008 .
R2 for Rollup Imoortan Informatio Temporal: 5
«64-based 452000 ; P 4524157 Vector: Yes
Svsterms Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
y . Security C
Service Pack 1
Only

@NSFOCUS 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

g

N

CVE-2019-1362 - Win32k Elevation of Privilege Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1362
MITRE
NVD

CVE Title: Win32k Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in Windows when the Windows
kernel-mode driver fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could run arbitrary code in kernel mode. An
attacker could then install programs; view, change, or delete data; or create new
accounts with full user rights.

To exploit this vulnerability, an attacker would first have to log on to the system. An
attacker could then run a specially crafted application that could exploit the
vulnerability and take control of an affected system.

The update addresses this vulnerability by correcting how the Windows
kernel-mode driver handles objects in memory.

FAQ:
None
Mitigations:
None

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1362
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1362

Maximum 1 erabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1362
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 7 gzit?g?ya Elevation Base: 7
for 32-bit Only Important of 4524157 Temporal: 6.3 Yes
Systems 4519976 Privilege vector:
Service Pack 1 Monthly g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1362

Rollup

4519976
Windows 7 Monthly . Base: 7
for x64-based Rollup Elevation Temporal: 6.3

4520003 Important of 4524157 porat- o. Yes
Systems Securit Privilege Vector:
Service Pack 1 Only y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows ;519976
Server 2008 Monthl
R2 for Y . Base: 7
x64-based Rollup Elevation Temporal: 6.3

4520003 Important of 4524157 porat ©. Yes
Systems Securit Privilege Vector:
Service Pack 1 onl y 9 CVSS:3.0/AV:L/AC:H/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core y
installation)
Windows 4519976
Server 2008  Monthly . Base: 7
R2 for Rollup Flevation Temporal: 6.3
[tanium-Based 4520003 Important s:ivile . 4524157 Vector: Yes
Systems Security g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:.C
Service Pack 1 |Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1362

windows 717"
Server 2008 Y . Base: 7
R2 for Rollup Elevation Temporal: 6.3
4520003 Important of 4524157 porat . Yes
x64-based Securit Privilege Vector.
Systems onl Y g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4520002
Server 2008  Monthly
. . Base: 7
for 32-bit Rollup Elevation Temporal: 6.3
Systems 4520009 Important of 4516026 Vectgr' T Yes
Service Pack 2 Security Privilege CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
Windows ijj:f)hciz
Server 2008 Y . Base: 7
for Rollup Elevation Temporal: 6.3
. 4520009 Important of 4516026 porat . Yes
Itanium-Based . o Vector:
Security Privilege
Systems onl CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 y
Windows |4520002 |Important Elevation |451 6026 ‘Base: 7 |Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002

CVE-2019-1362

(Server Core
installation)

Only

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Server 2008  |Monthly of Temporal: 6.3
for 32-bit Rollup Privilege Vector:
Systems 4520009 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Service Pack 2 Security
Only
4520002
Windows Monthly Base: 7
Server 2008  Rollup Elevation Tem. oral: 6.3
for x64-based 4520009 Important of 4516026 Vethr' T Yes
Systems Security Privilege CVS5:3.0/AV:L/AC:H/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 Only
Windows 4520002
Server 2008  |Monthly
. Base: 7
for x64-based Rollup Elevation Temporal: 6.3
Systems 4520009 Important of 4516026 porat- o. Yes
. . o Vector:
Service Pack 2 Security Privilege
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

g
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CVE-2019-1363 - Windows GDI Information Disclosure Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1363

CVE Title: Windows GDI Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists in the way that the Windows Graphics
Device Interface (GDI) handles objects in memory, allowing an attacker to retrieve
information from a targeted system. By itself, the information disclosure does not
allow arbitrary code execution; however, it could allow arbitrary code to be run if
the attacker uses it in combination with another vulnerability.

To exploit this vulnerability, an attacker would have to log on to an affected system

Information

MITRE and run a specially crafted application. Important .
NVD Disclosure

The security update addresses the vulnerability by correcting how GDI handles

memory addresses.

FAQ:

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited

this vulnerability is the contents of Kernel memory. An attacker could read the
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1363
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1363

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

contents of Kernel memory from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1363

Supersedenc CVSS Score Set

KB .
Product \Article Severity |Impact

Restart
Require

@NSFOCUS 2019 http://www.nsfocus.com




CVE-2019-1363

| | | d
452000
3
Windows 7 Security ' Base: 5.5
for 32-bit Only Importan Informatio Temporal: 5
et 451997 | P 4524157 Vector: Yes
y . Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 1
Monthly C
Rollup
451997
6
Windows 7 Monthly _ Base: 5.5
for x64-based Rollup Importan Informatio Temporal: 5
Svstermns 452000 A P 4524157 Vector: Yes
y . Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Pack 1 .
Security C
Only
Windows 451997 Informatio Base: 5.5
Server 2008 6 Importan Temporal: 5
n 4524157 Yes
R2 for Monthly {t Disclosure Vector:
x64-based Rollup CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1363

Systems 452000 C
Service Pack 13
(Server Core [Security
installation)  |Only
451997
. 6
Windows ) bl Base: 5.5
Server 2008 .
R for Rollup Imbortan Informatio Temporal: 5
ltanium-Base 452000 A P 4524157 Vector: Yes
d Svsterns Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
y. Security C
Service Pack 1
Only
451997
Windows Monthly Base: 5.5
Server 2008 .
R2 for Rollup Imoortan Informatio Temporal: 5
«64-based 452000 ; P 4524157 Vector: Yes
Svsterms Disclosure CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
y . Security C
Service Pack 1
Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

g
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CVE-2019-1364 - Win32k Elevation of Privilege Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1364
MITRE
NVD

CVE Title: Win32k Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in Windows when the Windows
kernel-mode driver fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could run arbitrary code in kernel mode. An
attacker could then install programs; view, change, or delete data; or create new
accounts with full user rights.

To exploit this vulnerability, an attacker would first have to log on to the system. An
attacker could then run a specially crafted application that could exploit the
vulnerability and take control of an affected system.

The update addresses this vulnerability by correcting how the Windows
kernel-mode driver handles objects in memory.

FAQ:
None
Mitigations:
None

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1364
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1364

Maximum 1 erabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1364
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 7 gzit?g?ya Elevation Base: 7
for 32-bit Only Important of 4524157 Temporal: 6.3 Yes
Systems 4519976 Privilege vector:
Service Pack 1 Monthly g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1364

Rollup

4519976
Windows 7 Monthly . Base: 7
for x64-based Rollup Elevation Temporal: 6.3

4520003 Important of 4524157 porat- o. Yes
Systems Securit Privilege Vector:
Service Pack 1 Only y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows ;519976
Server 2008 Monthl
R2 for Y . Base: 7
x64-based Rollup Elevation Temporal: 6.3

4520003 Important of 4524157 porat ©. Yes
Systems Securit Privilege Vector:
Service Pack 1 onl y 9 CVSS:3.0/AV:L/AC:H/PR:L/UL:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core y
installation)
Windows 4519976
Server 2008  Monthly . Base: 7
R2 for Rollup Flevation Temporal: 6.3
[tanium-Based 4520003 Important s:ivile . 4524157 Vector: Yes
Systems Security g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:.C
Service Pack 1 |Only

@NSFOCUS 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1364

windows 717"
Server 2008 Y . Base: 7
R2 for Rollup Elevation Temporal: 6.3
4520003 Important of 4524157 porat . Yes
x64-based Securit Privilege Vector.
Systems onl Y g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 1 y
Windows 4520002
Server 2008  Monthly
. . Base: 7
for 32-bit Rollup Elevation Temporal: 6.3
Systems 4520009 Important of 4516026 Vectgr' T Yes
Service Pack 2 Security Privilege CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
Windows ijj:f)hciz
Server 2008 Y . Base: 7
for Rollup Elevation Temporal: 6.3
. 4520009 Important of 4516026 porat . Yes
Itanium-Based . o Vector:
Security Privilege
Systems onl CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 y
Windows |4520002 |Important Elevation |451 6026 ‘Base: 7 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002

CVE-2019-1364

(Server Core
installation)

Only

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Server 2008  |Monthly of Temporal: 6.3
for 32-bit Rollup Privilege Vector:
Systems 4520009 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Service Pack 2 Security
Only
4520002
Windows Monthly Base: 7
Server 2008  Rollup Elevation Tem' oral: 6.3
for x64-based 4520009 Important of 4516026 Vethr' T Yes
Systems Security Privilege CVS5:3.0/AV:L/AC:H/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack 2 Only
Windows 4520002
Server 2008  |Monthly
. Base: 7
for x64-based Rollup Elevation Temporal: 6.3
Systems 4520009 Important of 4516026 porat- o. Yes
. . o Vector:
Service Pack 2 Security Privilege
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

CVE-2019-1365 - Microsoft IIS Server Elevation of Privilege Vulnerability

CVEID Vulnerability Description Maxupum . Vulnerability
Severity Rating Impact
CVE Title: Microsoft IIS Server Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists when Microsoft IIS Server fails to
check the length of a buffer prior to copying memory to it.
An attacker who successfully exploited this vulnerability can allow an
unprivileged function ran by the user to execute code in the context of NT
AUTHORITY\system escaping the Sandbox.
CVE-2019-1365 The security update addresses the vulnerability by correcting how Microsoft IIS ‘
MITRE Server sanitizes web requests. Important EI(t:‘v.atlon of
NVD Privilege
FAQ:
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1365
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1365

CVEID

Vulnerability Description

Maximum Vulnerability
Severity Rating Impact

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1365

KB Supersedenc Restart
Product . Severity Impact  © CVSS Score Set Require
Article )
452000
3
Windows7 |- _ Base: 7.5
for 32-bit Only | ortan ElEVatio Temporal: 6.7
Svtoms 451997 | P nof 4524157 Vector: Vs
- Privilege CVSS:3.0/AV:N/AC:H/PRL/UEN/S:U/C:H/I:H/AH/E:P/RL:O/RC:
Service Pack 1
Monthly C
Rollup
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1365

451997
6
Windows 7 Monthly . Base: 7.5
for x64-based Rollup Importan Elevatio Temporal: 6.7
Systems 452000 A P n of 4524157 Vector: Yes
y ) Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Service Pack 1 .
Security C
Only
451997
Windows 65 9
server 2008 Monthly Base: 7.5
R2 for .
«64-based Rollup Imbortan Elevatio Temporal: 6.7
Svsterns 452000 A P n of 4524157 Vector: Yes
y ) Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Service Pack 1 .
Security C
(Server Core
) . Only
installation)
Windows 451997 Base: 7.5
Server 2008 6 Imbortan Elevatio Temporal: 6.7
R2 for Monthly P n of 4524157 Vector: Yes
[tanium-Base [Rollup Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
d Systems 452000 C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003

CVE-2019-1365

Service Pack 1 3
Security
Only
451997
Windows °
Monthly Base: 7.5
Server 2008 .
RO for Rollup Importan Elevatio Temporal: 6.7
«64-based 452000 A n of 4524157 Vector: Yes
Systems Privilege CVSS:3.0/AV:N/AC:H/PR:L/UIIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
. Security C
Service Pack 1
Only
452000
Windows 2
Server 2008 | Monthly Base: 7.5
for 32-bit Rollup Importan Elevatio Temporal: 6.7
Systems 452000 A n of 4516026 Vector: Yes
Service Pack 2 9 Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
(Server Core  Security C
installation)  (Only
|Windows |451998 |Importan Elevatio |45241 54 Base: 7.5 Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520003
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985

CVE-2019-1365

Server 2012 5 t n of Temporal: 6.7
Security Privilege Vector:
Only CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
452000 C
;
Monthly
Rollup
451998
5
Windows Security . Base: 7.5
Server 2012 Only Importan Elevatio Temporal: 6.7
(Server Core 452000 A n of 4524154 Vector: Yes
) . Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
installation)
Monthly C
Rollup
451999 Base: 7.5
Windows 8.1 Security Importan Elevatio Temporal: 6.7
for 32-bit only I n of 4524156 Vector: Yes
systems 452000 Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
C
5
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519985
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1365

Monthly

Rollup

451999

0

Security Base: 7.5
Windows 8.1 Only Elevatio Temporal: 6.7

Importan

for x64-based 452000 A n of 4524156 Vector: Yes
systems 5 Privilege CVSS:3.0/AV:N/AC:H/PR:L/UIIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

Monthly C

Rollup

451999

0

Security Base: 7.5
Windows Only Elevatio Temporal: 6.7

Importan

Server 2012 452000 ¢ n of 4524156 Vector: Yes
R2 5 Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

Monthly C

Rollup
Windows RT 452000 [mportan Elevatio Base: 7.5
8.1 5 t n of 4524156 Temporal: 6.7 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1365

Monthly Privilege Vector:
Rollup CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
C
451999
0
Windows Security Base: 7.5
Server 2012 |Only Elevatio Temporal: 6.7
Importan
R2 (Server 452000 A n of 4524156 Vector: Yes
Core 5 Privilege CVSS:3.0/AV:N/AC:H/PR:L/UIIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
installation)  Monthly C
Rollup
451999 Base: 7.5
. Elevatio Temporal: 6.7
\S/\er:/(i(:vzvgm Security Importan n of 4524152 Vector: Yes
Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UIIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
C
Windows 10 451999 ' Base: 7.5
Version 1607 . Importan Elevatio Temporal: 6.7
for 32-bit Security n of 4524152 Vector: Yes
Systems Update Privilege EVSS:?;.O/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
|Windows 10 |451999 |Importan Elevatio |4524152 |Base: 7.5 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519990
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1365

Version 1607 8 t n of Temporal: 6.7
for x64-based [Security Privilege Vector:
Systems Update CVSS:3.0/AV:N/AC:H/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
C
Windows 451999 . Base: 7.5
Server 2016 8 Importan Elevatio Temporal: 6.7
(Server Core Security P n of 4524152 Vector: Yes
: . Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:IN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
installation) c
Windows 10 452000 . Base: 7.5
Version 1803 Imbortan Elevatio Temporal: 6.7
for 32-bit Security P n of 4524149 Vector: Yes
Systems Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UIIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
C
Windows 10 452000 . Base: 7.5
Version 1803 Imbortan Elevatio Temporal: 6.7
for x64-based Security P n of 4524149 Vector: Yes
Systems Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
C
Windows 452000 : Base: 7.5
Server 8 Importan Elevatio Temporal: 6.7
! . P n of 4524149 porat: o Yes
version 1803 Security t Privilege Vector:
(Server Core |Update 9 CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
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|Insta||ation) | | C
Windows 10 452000 Base: 7.5
Version 1803 8 Imbortan Elevatio Temporal: 6.7
for Security P n of 4524149 Vector: Yes
ARM®64-based Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems C
Windows 10 451933 . Base: 7.5
Version 1809 Imbortan Elevatio Temporal: 6.7
for 32-bit Security P n of 4524148 Vector: Yes
Systems Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

C
Windows 10 451933 . Base: 7.5
Version 1809 Imbortan Elevatio Temporal: 6.7
for x64-based Security P n of 4524148 Vector: Yes
Systems Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

C
Windows 10 451933 Base: 7.5
Version 1809 8 Imbortan Elevatio Temporal: 6.7
for Security P n of 4524148 Vector: Yes
ARM64-based Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems C
Windows 451933 Importan [Elevatio Base: 7.5
Server 2019 8 t n of 4524148 Temporal: 6.7 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
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Systems

C

Security Privilege Vector:
Update CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
C

Windows 451933 ' Base: 7.5
Server 2019 8 ~ Importan Elevatio Temporal: 6.7
(Server Core Security n of 4524148 Vector: Yes
: . Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/AH/E:P/RL:O/RC:
installation) C
Windows 10 451738 . Base: 7.5
Version 1903 .. Importan Elevatio Temporal: 6.7
for 32-bit Security n of 4524147 Vector: Yes
Systems Update Privilege EVSSB.O/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Windows 10 451738 . Base: 7.5
Version 1903 .. Importan Elevatio Temporal: 6.7
for x64-based Security n of 4524147 Vector: Yes
Systems Update Privilege (C:VSS:S.O/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Windows 10 451738 Base: 7.5
Version 1903 9 Importan Elevatio Temporal: 6.7
for Security n of 4524147 Vector: Yes
ARM®64-based Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

@NSFOCUS 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
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Windows 451738 Base: 7.5
Server, 9 Importan Elevatio Temporal: 6.7
version 1903 [Security P n of 4524147 Vector: Yes
(Server Core |Update Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
installation) C

452000
Windows Monthly Base: 7.5
Server 2008 :
for Rollup Importan Elevatio Temporal: 6.7
ltanium-Base 452000 A P n of 4516026 Vector: Yes
d Svsterns Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

y. Security C

Service Pack 2

Only

452000

2
Windows Monthly Base: 7.5
Server 2008  Rollup Elevatio Temporal: 6.7

. Importan

for 32-bit 452000 A n of 4516026 Vector: Yes
Systems 9 Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Service Pack 2 Security C

Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
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452000

2
Windows Monthly Base: 7.5
Server 2008  Rollup Importan Elevatio Temporal: 6.7
for x64-based 452000 A n of 4516026 Vector: Yes
Systems 9 Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Service Pack 2 Security C

Only

452000
Windows 2
Server 2008 | Monthly Base: 7.5
for x64-based Rollup Elevatio Temporal: 6.7

Importan

Systems 452000 ; n of 4516026 Vector: Yes
Service Pack 2 9 Privilege CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
(Server Core Security C
installation)  (Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520009

g

CVE-2019-1366 - Chakra Scripting Engine Memory Corruption

/T

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-2019-1366
MITRE
NVD

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the Chakra scripting
engine handles objects in memory in Microsoft Edge. The vulnerability could
corrupt memory in such a way that an attacker could execute arbitrary code in the
context of the current user. An attacker who successfully exploited the vulnerability
could gain the same user rights as the current user. If the current user is logged on
with administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website
that is designed to exploit the vulnerability through Microsoft Edge and then
convince a user to view the website. The attacker could also take advantage of
compromised websites and websites that accept or host user-provided content or
advertisements. These websites could contain specially crafted content that could

Critical

Remote Code
Execution
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1366
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1366

CVEID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

exploit the vulnerability.

scripting engine handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

The security update addresses the vulnerability by modifying how the Chakra

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1366

32-bit Systems

C.C

KB Supersedenc Restart
Product . Severity Impact P CVSS Score Set Require
Article d
4.2
Microsoft Edge 52001 Remote ?::r?poral' 38
§E:r?$\|/_:-r:2/lol'\;2a1sg d Security Critical E)?edceutio 4524153 Vector: Yes
. Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
for 32-bit Systems n cC
Microsoft Edge 452001 Remote Base: 4.2
(EdgeHTML-based | Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524153 Vector: Yes
for x64-based Update " CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
Systems C.C
Base: 4.2
Microsoft Edge 51999 Remote T::poral' 38
§E:r?\e;\ll-:'rl;g/lol_v-vlzased Security Moderat E)?edcitio 4524152 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
Server 2016 n
C.C
Microsoft Edge 451999 Remote Base: 4.2
(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 Security (Critical Executio 4524152 Vector: Yes
Version 1607 for Update N CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
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Microsoft Edge _
(EdgeHTML-based 451999 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524152 Vector: Yes
Version 1607 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
C.C
Systems
Microsoft Edge 452001 Remote Base: 4.2
(EdgeHTML-based 0 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524151 Vector: Yes
Version 1703 for Update " CVSS:3.0/AV:N/AC:H/PR:N/UILR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge _
(EdgeHTML-based 452001 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524151 Vector: Yes
Version 1703 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge 452000 Remote Base: 4.2
(EdgeHTML-based 4 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524150 Vector: Yes
Version 1709 for |Update N CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
|Microsoft Edge |452000 ‘Critical Remote 4524150 |Base: 4.2 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
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(EdgeHTML-based 4 Code Temporal: 3.8
) on Windows 10 [Security Executio Vector:
Version 1709 for Update n CVSS:3.0/AV:N/AC:H/PR:N/UILR/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based C.C
Systems
Microsoft Edge 452000 Remote Base: 4.2
(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524149 Vector: Yes
Version 1803 for Update N CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge .
(EdgeHTML-based 452000 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524149 Vector: Yes
Version 1803 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge
452 Base: 4.2
(EdgeHTML-based »2000 Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1803 for Security Critical Executio 4524149 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based n
C.C
Systems
Microsoft Edge |451933 ‘Critical Remote 4524148 |Base: 4.2 |Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1366

(EdgeHTML-based 8 Code Temporal: 3.8
) on Windows 10 [Security Executio Vector:
Version 1809 for Update n CVSS:3.0/AV:N/AC:H/PR:N/UILR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge .
(EdgeHTML-based 451932 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
Version 1809 for Security Critical Executio 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
x64-based n
CC
Systems
Microsoft Edge .
(EdgeHTML-based 451932 Remote Base: 4.2
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524148 Vector: Yes
Version 1809 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/R
ARM64-based n
CC
Systems
. 451933 Base: 4.2
Microsoft Edge Remote T::r?poral' 38
§E:ngs\ll-:'rl;g/loLv-vl:ased Security Moderat E)?edceutio 4524148 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
Server 2019 n
CC
Microsoft Edge 452000 | _ .. Remote Base: 4.2
I 45241 Y
(EdgeHTML-based 4 Critica Code >24150 Temporal: 3.8 e
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1366

) on Windows 10 [Security Executio Vector:
Version 1709 for |Update n CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based C.C
Systems
Microsoft Edge 451738 Remote Base: 4.2
(EdgeHTML-based 9 Code Temporal: 3.8
) on Windows 10 [Security Critical Executio 4524147 Vector: Yes
Version 1903 for |Update " CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:L/I:L/A:N/E:P/RL:O/R
32-bit Systems C.C
Microsoft Edge
451738 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
. Security Critical . 4524147 Vector: Yes
Version 1903 for Executio
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/R
x64-based n cC
Systems ’
Microsoft Edge
451738 Base: 4.2
(EdgeHTML-based Remote ase
) on Windows 10 Code Temporal: 3.8
Version 1903 for Security Critical Executio 4524147 Vector: Yes
Update CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/R
ARM64-based n
C.C
Systems
Release | . ... Remote Base: 4.2
ChakraCore Notes Critical Code 4524147 Temporal: 3.8 Maybe
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14

|cvs-zo19-1 366

Executio ector:

n

'Securhy
Update

C.C

CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:.L/A:N/E:P/RL:O/R

CVE-2019-1368 - Windows Secure Boot Security Feature Bypass

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-2019-1368
MITRE

CVE Title: Windows Secure Boot Security Feature Bypass Vulnerability
Description:

A security feature bypass exists when Windows Secure Boot improperly restricts
access to debugging functionality. An attacker who successfully exploited this
vulnerability could disclose protected kernel memory.

Security Feature

To exploit the vulnerability, an attacker must gain physical access to the target |mportant Bypass
NVD system prior to the next system reboot.

The security update addresses the vulnerability by preventing access to certain

debugging options when Windows Secure Boot is enabled.
@NSFOCUS 2019
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https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.14
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1368
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1368

CVEID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1368

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4520008 Security Base: 4.9
Version 1803 Security Important Feature 4524149 Temporal: 4.4 ves

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1368

for 32-bit Update Bypass Vector:
Systems CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4520008 Security Base: 4.9
Version 1803 Security Important Feature 4524149 Temporal: 4.4 Ves
for x64-based Update Bypass Vector:
Systems yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 550008 . Base: 4.9
erver, Securit Security Temporal: 4.4
version 1803 4 Important Feature 4524149 porat: 2. Yes
(Server Core Update Bypass Vector.

. yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 1, 5> 5008 . Base: 4.9
Version 1803 Securit Security Temporal- 4.4
for 4 Important Feature 4524149 porat: 2. Yes
ARM®64-based Update Bypass Vector.
Systems yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4519338 Security Base: 4.9
Version .1809 Security Important Feature 4524148 Temporal: 4.4 Ves
for 32-bit Update Bypass Vector:
Systems yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4519338 Security Base: 4.9
Version 1809 Security Important Feature 4524148 Temporal: 4.4 Yes
for x64-based Update Bypass Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1368

Systems | | | | CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C |
Windows 10 1, 119334 . Base: 4.9
Version 1809 Securit Security Temporal- 4.4
for 4 Important Feature 4524148 porat: 2. Yes
ARM®64-based Update Bypass Vector.
Systems yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

4519338 Security Base: 4.9
Windows security Important Feature 4524148 Temporal: 4.4 Yes
Server 2019  Update Bvpass Vector:

yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4519338 Security Base: 4.9
Server 2019  Security Important Feature 4524148 Temporal: 4.4 Ves
(Server Core |Update Bypass Vector:
installation) yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4517389 Security Base: 4.9
Version j903 Security Important Feature 4524147 Temporal: 4.4 Ves
for 32-bit Update Bypass Vector:
Systems yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4517389 Security Base: 4.9
Version 1903 Security Temporal: 4.4
for x64-based Update mportant ;ea‘;usle 4524147 Vector: ves
Systems yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1368

Windows 10 1, 117389 . Base: 4.9

Version 1903 Securit Security Temporal: 4.4

for Y Important Feature 4524147 porat: . Yes
ARM64-based Update Bypass Vector:

Systems yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC.C
Windows 517389 . Base: 4.9

Server, Securit security Temporal: 4.4

version 1903 Y Important Feature 4524147 porat: . Yes
(Server Core Update Bypass Vector:

installation) yp CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC.C

CVE-2019-1369 - Open Enclave SDK Information Disclosure

Vulnerability

Maximum . herabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating
CVE-2019-1369 CVE Title: Open Enclave SDK Information Disclosure Vulnerability .
s Information
MITRE Description: Important Disclosure
NVD An information disclosure vulnerability exists when affected Open Enclave SDK
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1369
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1369

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

versions improperly handle objects in memory. An attacker who successfully
exploited this vulnerability could obtain information stored in the Enclave.

To exploit this vulnerability, an attacker would have to successfully compromise
the host application running the enclave. The attacker can then pivot to the
enclave and exploit this vulnerability without user interaction.

The security update addresses the vulnerability by modifying how Open Enclave
SDK handle objects in memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully
exploited this vulnerability is Enclave memory read - unprivileged write to enclave
memory from a host application, which can leak memory contents of the enclave.

Mitigations:
None
Workarounds:

None
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Maximum —y, jherabili
CVEID Vulnerability Description Severity ty
. Impact
Rating
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1369
. . CVSS Score  Restart
Product ‘KB Article Severity Impact Supersedence Set Required
Release Notes Security . Base: N/A
Open Enclave Information
Update Important | _. Temporal: N/A Maybe
SDK Disclosure
Vector: N/A
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https://github.com/openenclave/openenclave/commit/a39476e5de854317a1a74ec3c08257a00c1625d5
https://github.com/openenclave/openenclave/commit/a39476e5de854317a1a74ec3c08257a00c1625d5

> > @
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CVE-2019-1371 - Internet Explorer Memory Corruption Vulnerability

CVEID

CVE-2019-1371

@NSFOCUS 2019

Maximum

Vulnerability Description Severity Vulnerability

|
Rating mpact

CVE Title: Internet Explorer Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists when Internet Explorer improperly
accesses objects in memory. The vulnerability could corrupt memory in such a way
that an attacker could execute arbitrary code in the context of the current user. An
attacker who successfully exploited the vulnerability could gain the same user
rights as the current user. If the current user is logged on with administrative user
rights, the attacker could take control of an affected system. An attacker could then

install programs; view, change, or delete data; or create new accounts with full user

Remote Code
fights. Important

Execution

An attacker could host a specially crafted website designed to exploit the
vulnerability through Internet Explorer and then convince a user to view the
website. The attacker could also take advantage of compromised websites, or
websites that accept or host user-provided content or advertisements, by adding
specially crafted content that could exploit the vulnerability. However, in all cases
an attacker would have no way to force a user to view the attacker-controlled
content. Instead, an attacker would have to convince a user to take action, typically
by an enticement in an email or instant message, or by getting the user to open an

http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1371
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1371

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

attachment sent through email.

The security update addresses the vulnerability by modifying how Internet Explorer
handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1371

Supersedenc Restart
Product KB Article Severity [Impact P CVSS Score Set Require
d

Internet 4519974 |E
Explorer 9 on :

. Cumulativ Base: 6.4
Windows Remote
Server 2008 © Code Temporal: 5.8
for 32-bit 4520002  |Low Executio 4516026 Vector: Yes
Systems Monthly 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Service Pack Rollup =
2
Internet 4519974 |E
Explorer 9 on :

. Cumulativ Base: 6.4
Windows Remote
Server 2008 © Code Temporal: 5.8

4520002  |Low . 4516026 Vector: Yes

for x64-based Executio
Systems Monthly 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Service Pack Rollup =
2
Internet 4519974 |E Remote Base: 7.5
Explorer 11 |Cumulativ Importan Code 4524157 Temporal: 6.7 Ves
on Windows e t Executio Vector:
7 for 32-bit 4519976 n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520002
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976

CVE-2019-1371

Systems Monthly :C

Service Pack [Rollup

1

Internet 11519974 IE

Explorer 11 :

on Windows Cumulativ Remote Base: 7.5

7 for © Importan Code Temporal: 6.7

«64-based 4519976 Executio 4524157 Vector: Yes
Systems Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Service Pack Rollup <

1

Internet

Explorer 11 4519974 |E

on Windows Cumulativ Remote Base: 6.4

Server 2008 e Code Temporal: 5.8

R2 for 45719976 Low Executio 4524157 Vector: Yes
x64-based Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Systems Rollup n :C

Service Pack

1

Internet 4519974 |E Remote Base: 6.4

Explorer 11 |Cumulativ Low Code 4524135 Temporal: 5.8 Yes
on Windows Executio Vector:

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519976
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974

CVE-2019-1371

Server 2012 n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
:C
4519974 |E
Internet Cumulativ Base: 7.5
Remote
Explorer 11 e Importan (Code Temporal: 6.7
on Windows 4520005 P Executio 4524156 Vector: Yes
8.1 for 32-bit Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
systems Rollup :C
Internet 4519974 |E
Cumulativ Base: 7.5
Explorer 11 Remote
on Windows Importan Code Temporal: 6.7
o1 o 4520005 | P et 4524156 Vector: Yes
) Monthly CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based n
Rollup :C
systems
4519974 |E
Internet Cumulativ Base: 6.4
Remote
Explorer 11 e Code Temporal: 5.8
on Windows 4520005 |Low Executio 4524156 Vector: Yes
Server 2012 Monthly 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
R2 Rollup .C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520005

CVE-2019-1371

Internet 4520005 Remote Base: 7.5
Explorer 11 |[Monthl Importan Code Temporal: 6.7
oanindows Rollu ’ t ° Executio 4524156 Vector: Yes
RT 8.1 P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
’ :C
Internet 4520011 Remote Base: 7.5
Explorer 11 Securit Importan (Code Temporal: 6.7
on Windows U datey N P Executio 4524153 Vector: Yes
10 for 32-bit P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Systems .C
Internet
Explorer 11 145200711 Remote Base: 7.5
on Windows [Securit Importan Cod Temporal: 6.7
v [mportan -0 4554153 Vector: Yes
10 for Update |t Executio
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based n C
Systems i
Internet 4519998 Remote Base: 64
Explorer 11 Securit Code Temporal: 5.8
oanindows U datey Low Executio 524152 Vector: Yes
P CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
Server 2016 n C
Internet 4519998  Importan Remote Base: 7.5
4524152 Y
Explorer 11 [Security |t Code 22415 Temporal: 6.7 es
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520011
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998

CVE-2019-1371

on Windows |Update Executio Vector:

10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
1607 for :C

32-bit

Systems

Internet

Explorer 11 4519998 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update It Executio 4524152 Vector: Yes
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based n :C

Systems

Internet

Explorer 11 4520010 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update It Executio 4524151 Vector: Yes
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit " C

Systems

Internet 4520010 Remote Base: 7.5

Explorer 11 [Security  Importan Code 4524151 Temporal: 6.7 Ves
on Windows |Update Executio Vector:

10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519998
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520010

CVE-2019-1371

1703 for :C

x64-based

Systems

Internet

Explorer 11 4520004 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update |t Executio 4524150 Vector: Yes
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit n C

Systems

Internet

Explorer 11 4520004 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update Executio 4524150 Vector: Yes
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based n :C

Systems

Internet

Explorer 11 4520008 Remote Base: 7.5

on Windows [Security  Importan Code Temporal: 6.7

10 Version  |Update 1t Executio 4524149 Vector. ves
1803 for 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit =

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008

CVE-2019-1371

|Systems

Internet

Explorer 11 4520008 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update |t Executio 4524149 Vector: Yes
1803 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based n :C

Systems

Internet

Explorer 11 4520008 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update |t Executio 4524149 Vector: Yes
1803 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
ARM64-base " C

d Systems

Internet

Explorer 11 4519338 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update |t Executio 4524148 Vector: Yes
1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit n C

Systems

Internet |4519338 Importan Remote |4524148 |Base: 7.5 ‘Yes
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520008
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338

CVE-2019-1371

Explorer 11 [Security |t Code Temporal: 6.7

on Windows |Update Executio Vector:

10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC

1809 for (@

x64-based

Systems

Internet

Explorer 11 4519338 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update N Executio 4524148 Vector: Yes

1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC

ARM64-base : .C

d Systems

Internet 4519338 Remote Base: 6.4

Explorer 11 [Security Code Temporal: 5.8

on Windows |Update Low Executio 4524148 Vector: ves
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC

Server 2019 n C

Internet 4520004 Remote Base: 7.5

Explorer 11 Security  Importan Code Temporal: 6.7

on Windows Update N Executio 4524150 Vector: Yes

10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC

1709 for n C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520004

CVE-2019-1371

ARMG64-base

d Systems

Internet

Explorer 11 4517389 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update N Executio 4524147 Vector: Yes
1903 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
32-bit n C

Systems

Internet

Explorer 11 4517389 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update N Executio 4524147 Vector: Yes
1903 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
x64-based : .C

Systems

Internet

Explorer 11 4517389 Remote Base: 7.5

on Windows Security  Importan Code Temporal: 6.7

10 Version Update A Executio 4524147 Vector: Yes
1903 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC
ARM64-base n C

d Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4517389

CVE-2019-1371

4520007

Int ; Monthly R ¢ Base: 6.4

En elrne 10 Rollup Cer;o © Temporal: 5.8

Xp\;.r e; 1519974 IE|Low E° © o 4524135 Vector: Yes
on WINCOWS | imulativ xecutio CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0/RC
Server 2012 n C

CVE-2019-1372 - Azure App Service Remote Code Execution
Vulnerability
CVE ID Vulnerability Description Maximum Vulnerability

Severity Rating

Impact

CVE-2019-1372
MITRE

CVE Title: Azure App Service Remote Code Execution Vulnerability
Description:

An remote code execution vulnerability exists when Azure App Service/ Antares
on Azure Stack fails to check the length of a buffer prior to copying memory to

Critical

Remote Code
Execution

NVD It.
An attacker who successfully exploited this vulnerability could allow an
unprivileged function run by the user to execute code in the context of NT
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520007
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4519974
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1372
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1372

CVEID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

AUTHORITY\system thereby escaping the Sandbox.

Service sanitizes user inputs.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

The security update addresses the vulnerability by ensuring that Azure App

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1372
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CVE-2019-1372

CVSS S Restart
Product KB Article Severity Impact Supersedence core es a.r
Set Required
: Release Notes Security Base: N/A
Azure App Service on Undate Critical Remote Code Temporal: Mavbe
Azure Stack P Execution N/A y
Vector: N/A

CVE-2019-1375 - Microsoft Dynamics 365 (On-Premise) Cross Site

Scripting Vulnerability

M Vulnerabili
CVE ID Vulnerability Description Severity ty
. Impact
Rating
CVE Title: Microsoft Dynamics 365 (On-Premise) Cross Site Scripting Vulnerability
Description:
CVE-2019-1375a cross site scripting vulnerability exists when Microsoft Dynamics 365 .
MITRE (on-premises) does not properly sanitize a specially crafted web request to an Important Spoofing
NVD affected Dynamics server. An authenticated attacker could exploit the vulnerability
by sending a specially crafted request to an affected Dynamics server.
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1375
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1375

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The attacker who successfully exploited the vulnerability could then perform
cross-site scripting attacks on affected systems and run script in the security
context of the current authenticated user. These attacks could allow the attacker to
read content that the attacker is not authorized to read, use the victim's identity to
take actions within Dynamics Server on behalf of the user, such as change
permissions and delete content, and inject malicious content in the browser of the
user.

The security update addresses the vulnerability by helping to ensure that Dynamics
Server properly sanitizes web requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 10/08/2019 07:00:00
Information published.

@NSFOCUS 2019
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Affected

Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1375

. . CVSS Score  Restart
Product KB Article Severity Impact Supersedence Set Required
. . . 4515519 Security Base: N/A
Microsoft Dynamics 365 (on-premises) Undate Important Sooofin Temporal: Mavbe
ersion 9.0 P P P g N/A y
Vector: N/A
CVE-2019-1376 - SQL Server Management Studio Information
Disclosure Vulnerability
Maximum -
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE-2019-1376 CVE Title: SQL Server Management Studio Information Disclosure Vulnerability Information
o Important .
MITRE Description: Disclosure

@NSFOCUS 2019
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https://www.microsoft.com/download/details.aspx?familyid=a1b5234c-d6f8-40e8-a5c1-426f696d714c
https://www.microsoft.com/download/details.aspx?familyid=a1b5234c-d6f8-40e8-a5c1-426f696d714c
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1376

Maximum

Vul ili
CVE ID Vulnerability Description Severity ulnerability
. Impact
Rating

NVD An information disclosure vulnerability exists in Microsoft SQL Server

Management Studio (SSMS) when it improperly enforces permissions. An attacker

could exploit the vulnerability if the attacker's credentials allow access to an

affected SQL server database.

An attacker who successfully exploited the vulnerability could gain additional

database and file information.

The security update addresses the vulnerability by correcting how SQL Server

Management Studio enforces permissions.

FAQ:

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully

exploited this vulnerability relates to SQL table columns that would normally be

restricted.

Mitigations:

None

Workarounds:
@NSFOCUS 2019 http://www.nsfocus.com



https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1376

CVEID

Vulnerability Description

Maximum
Severity
Rating

Impact

None

Revision:

10/08/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1376

CVSS Score Restart

Product KB Article Severity Impact Supersedence Set Required
: Base: N/A
Release Notes Security . ase: N/
SQL Server Management Update Important Information Temporal: Mavbe
Studio 18.3.1 P P Disclosure N/A y
Vector: N/A
@NSFOCUS 2019 http://www.nsfocus.com
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https://go.microsoft.com/fwlink/?linkid=2104251
https://go.microsoft.com/fwlink/?linkid=2104251

CVE-2019-1378 - Windows 10 Update Assistant Elevation of Privilege

Vulnerability

Maximum ;. nerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating

CVE-2019-1378

CVE Title: Windows 10 Update Assistant Elevation of Privilege Vulnerability
Description:

An elevation of privilege vulnerability exists in Windows 10 Update Assistant in the
way it handles permissions.

A locally authenticated attacker could run arbitrary code with elevated system
privileges. After successfully exploiting the vulnerability, an attacker could then
install programs; view, change, or delete data; or create new accounts with full

Elevation of

MITRE user rights. Important Privilege
NVD

The security update addresses the vulnerability by ensuring the Windows 10

Update Assistant properly handles permissions.

FAQ:

None

Mitigations:
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1378
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1378

Maximum | . erabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
None
Workarounds:
None
Revision:
1.0 10/08/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1378
|Product KB Article Severity [Impact Supersedence |CVSS Score Set |Restart Required
Update pendin Base: N/A
Windows Update Assistant P P 9 Important Elevation of Privilege emporal: N/A  Maybe
ector: N/A

Statement
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This advisory is only used to describe a potential risk. NSFOCUS does not provide any commitment or promise on this advisory. NSFOCUS and
the author will not bear any liability for any direct and/or indirect consequences and losses caused by transmitting and/or using this advisory.
NSFOCUS reserves all the rights to modify and interpret this advisory. Please include this statement paragraph when reproducing or transferring

this advisory. Do not modify this advisory, add/delete any information to/from it, or use this advisory for commercial purposes without
permission from NSFOCUS.

/T

About NSFOCUS

NSFOCUS, Inc., a global network and cyber security leader, protects enterprises and carriers from advanced cyber attacks. The company's
Intelligent Hybrid Security strategy utilizes both cloud and on-premises security platforms, built on a foundation of real-time global threat
intelligence, to provide multi-layered, unified and dynamic protection against advanced cyber attacks.

NSFOCUS works with Fortune Global 500 companies, including four of the world's five largest financial institutions, organizations in insurance,
retail, healthcare, critical infrastructure industries as well as government agencies. NSFOCUS has technology and channel partners in more than
60 countries, is a member of both the Microsoft Active Protections Program (MAPP), and the Cloud Security Alliance (CSA).

A wholly owned subsidiary of NSFOCUS Information Technology Co. Ltd., the company has operations in the Americas, Europe, the Middle
East and Asia Pacific.
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